TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
F7,

T 7 AT T A—NDT—T NV (1 X—)

MR EDFEIT (FB T ot Ya=rrok) (24—)

» Firewall Management Center ~D 7 7 A 7 U 4 —/L DXk (13 X—)

274 T 94— LDy —TILiES

« Cisco Secure Firewall 1220 D34, SFP 24— % v b 1/9 B LN 1/10 ([ZHY fHiF £9,
Z 351X SFP/SFP+ ¥ 2 — /L& VB L35 1/10 Gb SFP+ AR — T4,

CFEMICOWTIZ, N—FU =7 RETA FE2ZRLTIZSW,

cBRFyF TR a = T EHERATAGAIL. MR A —T oA AL EEHA U H—
T2 A ADW B &I —T N L7 TLZEW, ZOHA RIS A v X —T7 = A AT
OEFHIZOWTHALTWETN, @rzExEFl ey T oeya=vy
EHATLZELTEET, M TER Y vy F T Y a =0 VAR L CE A A
M 256813, BEIHIP 7 RLRAZFHINT FLVRIZERT H0LERDH Y £77,
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TFATIF—LDr—I iR BE |
B oszzoxs EBinecazsrom

Management
computer

inside https://192.168.95.1
(manual provisioning)

Ethernet 1/2-1/8 switch ports -0r- Console
inside (manual provisioning)
*PoE+ on Ethernet 1/5 through1/8
on 1210CP only Ethernet 1/9-1/10
Ethernet 1/1 switch ports

Console ports

outside 1220 only

CISCOﬂ_
EES (B
O &, |

[0} 12V===5.5A

1<

BB

G

Firewall
Management
Center

=JL = =/ o} NN — -~
NHPBREDNDEIT (FBTRED I =T DH)
FEITT e Y a =7 &1T 9 8A1E, Cisco Secure Firewall Device Manager ¥ 7= (% CLI % {#
LT, 7747 U —VOUMIBRIEEZFATLET,

#HAEL%E : Firewall Device Manager

ZOFEEFEATLE, T AT UF—NEBER L%, WA A —T A AN TRD
A B =T 2 ANERIRESINET,

e f—H v M1/1: T4 . DHCP 25D P 7 KL A, IPv6 HENERE
* VLANI : [P#B) . 192.168.95.1/24
e F TN Rb— |k HEA X —T = A AT DHCP &4 L TS

« JBNA > % —7 = A A : Firewall Device Manager 7> 5 DA » H —7 = A AFKEITT TR
g7,

B o7 79— Lor—TJ LR EBR
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#HEAERE : Firewall Device Manager .

fhooEE (WHEO DHCP #—— 77X v hp— L R v— X2 U7y —r
&) BRFEShEEA,

FIE

ATFY Tl aEa—FENEHA % —7 =A% (Ethernet 1/2 ~ 1/8 £ 7-1% Cisco Secure Firewall 1220 D& 1% 12 ~
1/10) & L £
AT 72 Firewall Device Manager {212 7 A > L £ 7,

a) https://192.168.95. 11ZEA F 7,
b) =—H¥—% admin &7 7 /L hSZAT— R Adminl23 Zfif L Tr /1 LET,

¢) —MEBKEZTHATHEL, HE AV —RFE2EHT 5L oI kRDbNET,
ATYT3 By N7y T U4 F—REFEALET,
1:[T /N4 RDEETE (Device Setup) ]

Smart License

DeV|Ce Setup Configure . 2 C.onﬂgure. 3 .
Internet Connection Time Settings Registration
; & Internet
&8 DNS Server
11 1/3 1/5 1/7 PoE MGM
5 Inside Network @ @ @ ISP/WAN/Gateway @ NTP Server
== =
172 1/4 1/6 1/8 PoE CONSOLE ‘Wl Smart Lice...

G¥)
2R — FREIL, ET M Lo THRZ Y £17,

a) AMNA L H—T A RLEHA =T 2 A AERELET,
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TFATIF—LDr—I iR BE |
. AR : Firewall Device Manager

R2:408—%y hADT 74T 94— ILDHER

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [ERA v 2 —7 =A AT KL A (Outside Interface Address) ] : & a] iPEDFEEE FEL TV 5
Bl FIPT RLAZERALET, By b7 v 70 4 F— &M L TPPPE R ETHZ &
TTEEEA, Vg — FOFETHIZ PPPOE X ETEET,

2. [E#A X —T A A (ManagementInterface) |: IMHBA v F—T7 2 A AT X =V ¥ T 7 BA%
FEHLTWAHATYH, BHA VA —T =2 AORENMEHASNET, 72L& 2E, sMEA o 2 —
T2 AN L TNy 7 T L— VBB THRESNDER N T 7 4 v 713, SN v 2 —T =4 AD
DNS #— =TI <, TNHDOEHEA ¥ —7 = A ADDNS % —3—%ff ] L CFQDN % itk
LET,

[DNSH—,3 (DNSServers) |: VAT ADEBT KL A DNS %—/3, 5 7 4/ ;Z OpenDNS
NT Y 7 DNSH—/3TE, Zhbid, MGFLbINTA X —T oA AMET 7 BEAINDT2D,
B CRIET DINEA > ¥ —7 = A AD DNS h— 33— & —HT ZA[REMENH Y £7,

T77AT704+—ILDHKRR L4

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [k~ (Next) 1227 U v 27 LET,
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#HEAERE : Firewall Device Manager .

3:BEHE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIZ 90 HEOFHLEAR % BA4A (Start 90 day evaluation period without registration) ] % &R L &
‘j‘@

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z 88k [ L7720y TS 7E3VW, §XTOT A B AT
Firewall Management CenterSecurity Cloud Control TH4T &V E T,

d) [#&7T (Finish) 1227V vy 27 LZE7,

T7AT 94— INDy—TILiEk & &%
I
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. AR : Firewall Device Manager

4:RORTYvT

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 r>7 /31 A (Standalone Device) | Z#IN L, [THE (Gotlt) | Zi&INL £,
ATy T4 BNOA U H—T 2 A AERETDHHAIL. [T/54 A (Device) [EZRIRL, [ ¥ —7 =A A (Interface) ]
O~V —=lobb V2% 7 )y LET,

AT9 75 [T/INA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZE
W L. [#1T (Proceed) 1% 7 U v 27 L T Firewall Management CenterSecurity Cloud Control (Z%¢% L £ 97,

[Management Center/SCC/Details] %% & L £,

GE)
W= g Tk, ISCCl oD VIz ICDOY EERENDZZENHY 7,
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#HEAERE : Firewall Device Manager .

5: Management Center/SCC O) 541

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
A— K A—
| 7 ===
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) [Doyou know the M anagement Center/SCC Hostnameor |P address] (2%t L, IP 7 R A £ 72idA A b
4, % i 1 L C Firewall Management Center (Z25% C % 5354 1% [Yes] %, Firewall Management Center 73
NAT ONNZ S50y, /X7 Vw7 IPT RUVAEIIHRA MR WEEIE[Nol 227 Uy 27 LET,

I747or—Lor—ILiEmeER ]
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ATvT6

ATy 717

ATvT8

TFATIF—LDr—I iR BE |

: Firewall Device Manager

b)

d)

[Yes] %R L 7- 834 1%. [Management Center/SCC Hostname/I P Address] IZ A L %7,
[Management Center/SCC Registration Key] Z+57& L £,

ZOFX—X, 77 AT VA —/VEKET S L X|T Firewall Management Center THFET 2{EED 1 [A]
RO OXERF— T, BEF—122~36 LFETHILENRD Y £F, AHRCFEITIE, 8T (A~
Z. a~z, 0~9) . BIUONA 7> (o) BERHY £F, Z@ID L, Firewall Management Center (2%
FeT DD T 7 AT U A —MEATEET,

[NAT ID] Z+57E L £7-,

Z OB, Firewall Management Center T HFEE T H(EED 1 BIRY OLFFNTY, WG DT /31
ADIP T RLARDLN->TWHHATEH, NATID 245ET 52 L 2HER L £§, NATID (32 ~ 36
WFThLOULENRDY 7T, A7RFITE, BT (A~Z, a~z, 0~9) | BRUOANA T2 (1) 72
ENHYV E3, ZOIDIL, Firewall Management Center [Z 8§k DD 7 7 A4 7 0 4+ — /VIZIXfEH T
EFEEAL . NATID X, IELWT A 2L DO THD Z &2 MR T DT2DITIP T R R LA
HhoETHEHENET, IPT RLUA/NATID ORGEHEZIZOA, BEkF—NTF = v 7 ShET,

[Hfc DX & (Connectivity Configuration) | Zi%XE L £7,

a)

b)

<)

[Threat Defense® 7 A ~ 44 (Threat Defense Hostname) ] Z#f57E L £,
Z @ FQDN (I A > —T7 = A AR SN E T,
[DNS#—/3— 27" )L—= (DNS Server Group) ] Z+5E L £,

BEFD 7 N—T &38R 50, FrLWI—T&2EK LET, 774/ kD DNS 7 /L—71%
CiscoUmbrellaDNSServer Group & FEiE41, OpenDNS H— S—2R & Eh 9,

HRERIZ AN DNS Y — R —3RE & PR3 5 121L, Firewall Management Center T DNS 7°7 v k7 4 —
ARELHRETOILENH Y £,

[Management Center/SCC Access|nterface] C [Datalnterface] # 27 U v 7 L. KIZ [outside] Z3%&R L F
D

(E&) [# A7 v Z7DNS (DDNS) 5 DiEM (Add a Dynamic DNS (DDNS) method) 1% 7 V v 7 L&

B

DDNS |%, Firewall Threat Defense @ IP 7 N L A3 B S 11735512 Firewall Management Center 75 FQDN
“C Firewall Threat Defense [ZE[HETE 5 K5 IZLE T,

[##6¢ (Connect) 1227 Vv 7 LET,

[B§k AT — 4% A (Registration Status) | %A 7 2 2778 v 77 A|Z., Firewall Management CenterSecurity Cloud
Control #EkDBHED AT —H ANF/RENET,
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6: EEER

Registration Status

ssful Connection with th

Succe
Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

A7 — 4 A C [Saving M anagement Center/ Registration Settings] @ FJlE% 3217 L 7= & Firewall Management
CenterSecurity Cloud Control [IZBEENI L, 77 A 7T U4 — A ZEBMLET, 2R LT ZEWVW[TFH 7
VamU T EMERLET 7 AT U4 —/L®iBEN (Addafirewall Using Manual Provisioning) ] (19-X—3)

#HIERE : CLI

ATy 1

ATy T2

CLIty b7y 7A7 YT M aH LT, SHOEHIPT NLA, F—ty=A, BLOELOD
MOIEAR Y NT—IREEITNET,

FIE

a2 —)LiR— M2 L C Firewall Threat Defense CLI (27 2 2 A L' ¥, Firewall Threat Defense CLI -~
DT 7 EAZZHLTITEEN,

A L —T 2 A ADREMOCLIEY N7 v 7R U NE2%ETLET,

GE)

WREEI VT (e z2IE A A=VEFERTHZLICEY) LRV EY, CLIty hT v 7 A7 U
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FaE#H L TEE & 9, CiscoSecureFirewall Threat Defense i~ KU 77 LU 22 LTL 72X
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

I747or—Lor—ILiEmeER ]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

TFATIF—LDr—I iR BE |
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

AAETVR: ZNHDHATDT RLADLH72 EH 1D Ty EANLET, BEA VX —T A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FH) (manual) | ZBIRLET, v 2=V v T 7 BRI A v F—T = A A HT LY
&, DHCPIZV AR —bSNFERA, V—T 4V TOREZESTZOIC, O F—T o2 f APRTRX—T ¥
TIRAA L E—T oA ALITR2Y T3y F REICHDZ L 2R LT TIEE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZBUR : F— 7 =A% data-interfaces ICFRE L £, ZOREIL. A v X —T =4 ZAZWBL T
N—TF 4T TELLIC, N7 FL—r BN LTER NI 7 4 v 7 ZRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

HAF VR EHA A —T 2 ADDNS P —R"—%HELET, ZNHIE, WhE IS v F—T =
AAMBT IR AENITZ0, BTHETHINNGA v Z—T =214 ADODNS P —_— L —FJ 5 A REHEN H
nET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

HAF2R: no) & AJ19 5 &, Firewall Management Center 23 S 41 9,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

B o7 79— Lor—TJ LR EBR
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

RV X T VR AMOITA L F =T 2 A AERELET

configure networ k management-data-interface

Enter 4L SEBA X =T =2 A ADEANRF Y P Y= REEITI L IITRODLENET,
FHIP7RFLR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT R BEAIZINEDS DNS H— 3 —Z K3 5 121%, Firewall Management Center T DNS 77 & K

T A LAREEBRRET DMLERDY £,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP LD IP 7 KL X

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]:

I747 97— Lor—JLEmesR ]
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IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Firewall Management Center % f5/E L £ 97,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

+ {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP address of the
Firewall Management Center.Firewall Management Center % [E#%7 K L Zf5E T& 72 W IGA L,
DONTRESOLVE Zfifi L £¥. ZOH/IE, 77 AT U4 —/bW, BIEFHER P T N LA LTZIER
A ML EFRFS TWDRERH Y 7,

* reg_key : Firewall Threat Defense % %§% 9~ % & X (T Firewall Management Center CH {5 ET HIEED Y v
A A LB —ZHELET, BEFX—IL2~36 LFTHLIMLENRD Y £, ARRLFITIE, 48K
F (A~Z, a~z, 0~9) . BRONA TV () 2ERDY £,

* nat_id : Firewall Management Center THEET 5, EET—ED 1 [ERY OXLFH|ZHE L £3, NAT
IDIE2~36 LT THLLENRDY T, AORLTITIF, BT (A~Z, a~z, 0~9) . BLUAN
A7 () BERHY EF, ZDID X, Firewall Management Center (2B &k T DM DT /A A IXfE
ATEEHEA,

&1

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

TR A% Y E— P HAITEE TE D KL 5T Firewall Threat Defense 3% v &2 7 LE1,

VAT AEMYNC Y vy NE DT HIENEETY, BMICER Y7 7AW | EIRAA v T2

L7358, BRRT 7 AN VAT LAOBREEZIEEZTIERHVET, Ny 7 7T 00 RTEHEI

EEOTa v ANFTENTEY, BRI 720, BRZUMLIZVT5L, VAT LE T L—

AT Xy hED U TERNWILEEZRZ TBWTLIZEN,

a) shutdown =~ F&Z AN LET,

b) HEJRLLED & A7 —#% A LED #8% L C, V¥ —YOBEBENIM SN TNDZ AR LET (LED
DAHEAT)

¢) V¥ —VOBEENEFICUMENTZS, VEISCTERT 7 72k, ¥ v — 30 bYEACER
EROATZENTEET,
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Firewall Management Center ~D 7 7 4 7 2+ — )L D&% .

Firewall Management Center ~MD 7 7 4 7 0+ — LD & &%

AL TWB R HEIZSE CTT 7 A 7 7 4 — /L% Firewall Management Center (2 84k L £ 97,

Add a firewall using the serial number (zero-touch provisioning)

Br ¥ vTF Fr BT a =27 lets you register devices to the Firewall Management Center by serial
number without having to perform any initial setup on the device. The Firewall Management Center
integrates with Security Cloud Control for this functionality.

\}

(¥)  For Firewall Management Center version 7.4, you need to add the device using Security Cloud Control ;
see the 7.4 guide for more information. The native Firewall Management Center workflow was added in
7.6. Also, for cloud integration in 7.4, see the SecureX Integration page in the Firewall Management
Center .

Default Configuration After Registration:

When youuse 12 % v F 7' m EY a3 =27 the following interfaces are preconfigured. Note that
other settings, such as the DHCP server on inside, access control policy, or security zones, are not
configured.

* Ethernet 1/1—"outside", IP address from DHCP, IPv6 autoconfiguration
* Ethernet 1/2 (or for the 1210// 1220 , the VLANI interface)— "inside", 192.168.95.1/24

* Default route—Obtained through DHCP on the outside interface

Requirements:

When you use the outside interface for manager access, it uses DHCP by default. Before you can enable
high availability, you need to change the IP address to a static address. Alternatively, you can use the
Management interface instead; DHCP is supported on Management with high availability.

Before you begin

» If the device does not have a public IP address or FQDN , set a public IP address/FQDN for the
Firewall Management Center (for example, if it is behind NAT), so the device can initiate the
management connection. See [E¥ (Administration) ] > [E%% (Configuration) ]>[<Y H#—
Uy )E— 7YX (Manager Remote Access) | .

» DHCP server for either Management or Ethernet 1/1 that provides an IP address and default gateway.

* Network access to the OpenDNS public DNS servers. IPv4: 208.67.220.220 and 208.67.222.222;
IPv6: 2620:119:35::35. DNS servers obtained from DHCP are never used.

The following names need to be resolved:

| I747 97— Lor—JLEmesR ]
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. Add a firewall using the serial number (zero-touch provisioning)

FIE

%= 1. FQDNs for zero-touch provisioning

FQDNs

* cisco.com (many FQDN5s)

* defenseorchestrator.com (many FQDNs)

* defenseorchestrator.eu (for the EU, many FQDNs)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org

1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net

time.cloudflare.com

udc.neo4j.org

AT 71 The first time you add a device using a serial number, integrate the Firewall Management Center with Security Cloud
Control .

GE)
For a Firewall Management Center high-availability pair, you also need to integrate the secondary Firewall Management
Center with Security Cloud Control .

a)
b)

¢)
d)

Choose [##& (Integrations) ]>[Security Cloud Control] .
Click Enable Security Cloud Control to open a separate browser tab to log you into your Security Cloud Control
account and confirm the displayed code.

Make sure this page is not blocked by a pop-up blocker. If you do not already have a Security Cloud Control
account, you can add one during this procedure.

For detailed information about this integration, see the "System Configuration" chapter in the Cisco Secure Firewall
Management Center 7 KX =A fL—Ya > A K .

Security Cloud Control onboards the on-prem Firewall Management Center after you integrate the Firewall
Management Center with Security Cloud Control . Security Cloud Control needs the Firewall Management Center
in its inventory for €1 % v F 7 1 ¥ ¥ 3 = 7 to operate. However, you do not need to use Security Cloud
Control directly. If you do use Security Cloud Control , its Firewall Management Center support is limited to device

onboarding, viewing its managed devices, viewing objects associated with the Firewall Management Center , and
cross-launching the Firewall Management Center .

Make sure Enable Zero-Touch Provisioning is checked.
Click Save.

AT w 72 Obtain your device's serial number.
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The device includes two serial numbers: the chassis serial number and the PCB (circuit board) serial number. Either
serial number should work.

* If you have the shipping box, you can see the chassis serial number on the label.
* The chassis serial number is on the compliance label on the back .
* The PCB serial number is on a label on the chassis called "S/N."

* You can view the serial numbers using the following CLI commands:

* FXOS— show chassisdetail shows both serial numbers.

* Firewall Threat Defense — show inventory shows the chassis serial number. show serial-number shows
the PCB serial number.

AT w73 Check your LEDs to make sure the firewall is ready for registration.

®2:¥042yF FAEY3=vY  EERER (M) LED DEIE

M LED ERBA T7AT 24— ILDERZ AN
‘O (95:%)

ok AR U Cisco Cloud \Z88f¢ <41, A > AR —15:00 ~ 30:00
T4 YT OREEATETOET

L AL DB TARICEW | CiscoCloud 1255 TX £ A TL |15:00 ~ 30:00
(=5 —54) =

fole A, C AT I R— FF I 20:00 ~ 45:00

AT v T4 Choose [T/V1 R (Devices) |>[T/31 A& (DeviceManagement) | .
AT 75 From the Add drop-down menu, choose Device .
AT w6 Click Serial Number , click Basic, and then click Next .
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7: Device Registration Method

Add device

o Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’t have to configure anything (zero-touch

provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before
continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See Admini ion - Configuration > Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:
* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel m

AT 71 Configure the device details and click Next .
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8: Device Details

Add device

@ Device registration method Device details

Device group

e Device details | [Se\oct a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

D | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

* Domain —In a multidomain environment, choose the leaf domain.
* Device group —In a single domain environment, add the device to a Device group .

* Serial number —Enter the IP address or the hostname of the device you want to add. Leave this field blank if you
don't know the device IP address (for example, it's behind NAT).

« Display name —Enter a name for the device as you want it to display in the Firewall Management Center . You
cannot change this name later.

» Device passwor d —If this device is unconfigured or a fresh install, then you need to set a New Password and
confirm the password.

Check | already changed the password on the device only if you already logged in and changed the password.
Otherwise, registration will fail.

AT 78 Configure the initial device configuration.
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9: Initial Device Configuration

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v -+

e Initial device configuration . "
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

» Access control policy —Choose an initial policy to deploy to the device at registration, or create a new policy.

Unless you already have a customized policy you know you need to use, choose [JE/1 (Add) ] ('i') , and choose
Block all traffic. You can change this later to allow traffic.

» Smart licensing —Choose your licenses.
* Isthisdevice physical or virtual? —Choose Physical device

* Licensetype —Check each license type to assign to the device.

You can also apply licenses after you add the device .

* Transfer packets—Enable this option so that for each intrusion event, the device transfers the packet to the
Firewall Management Center for inspection.

For each intrusion event, the device sends event information and the packet that triggered the event to the Firewall
Management Center for inspection. If you disable it, only event information will be sent to the Firewall Management
Center ; the packet will not be sent.

2T w79 Click Add device.

It may take up to two minutes for the Firewall Management Center to verify the device’s heartbeat and establish
communication.

When using €12 % 5712 £ 3 =7 on the outside interface, Security Cloud Control acts as a DDNS provider
and does the following:

B o7 79— Lor—TJ LR EBR



| 27479+—L05—JLigHe BE
[FBTOEDa= VY 2FERLEZT7 74724+ —ILOENM (Add afirewall Using Manual Provisioning) ] .

+ Enables DDNS on outside using the FM C Only method. This method is only supported for ¥ 2 ¥ »F 7 m &
¥ a =7 devices.

* Maps the outside IP address with the following hostname: serial-number .local .

* Provides the IP address/hostname mapping to the Firewall Management Center so it can resolve the hostname to
the correct IP address.

* Informs the Firewall Management Center if the IP address ever changes, for example, if the DHCP lease renews.

Ifyouuse 12 ¥ 571 £ 3 =7 on the Management interface, DDNS is not supported. The Firewall
Management Center must be publicly reachable so the device can initiate the management connection.

You can continue to use Security Cloud Control as the DDNS provider, or you can later change the DDNS configuration
in the Firewall Management Center to a different method.

[(FHTREDa=VJEFERLEZ7 74724 —ILMEM (Adda
firewall Using Manual Provisioning) ]

TNAAZADIP T FUAETIHRA M EREF—ZHEH LT, FRITT 74T U4 —/L %
Firewall Management Center (Z%6% L %97,

FIE

AT 71 Firewall Management Center (212 71 > L £ 77,

a) WO URL Z AN LET,

https://fmc_ip_address

by Z—YP—LHERXRT—REASLET,

c) 74y (Logln) 127 Vv 7 LET,
AT 2 Choose [T/34 R (Devices) ]>[T/ 14 XREHE (Device Management) ] .
AT 73 From the Add drop-down menu, choose Device .
AT v 74 [Registration Key], [Basic]. [Next] DJEIZZ UV v 27 LET,
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10: T/8 ADZEEFA®
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Saneel m

ATYTE TN ZAOFMERTELTC[Next] 227 U v 27 LET,
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11: 734 ADF$M (Device Details)

Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn’t have to be unique per

device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [Domain] : ¥/ F RAAL VEREET, V—7 RAAL U ERINLET,
« [Devicegroup] : Hi— KA A VEEE T, 7 /31 A% [Devicegroup] (281 L 7,

» [Hostnameor IPaddress] : i8I 57 /3 ADIP T RLVAETZIFZHRA MEAN LET, T8 AD
IP7 FLARABRGEIL (NAT OBFRICHLLHERE) . ZOT7 4 — FEZEMOEEICTLET,

« [Display name] : Firewall Management Center (2 /"9 57 /A ADLHTZ AT LET, ZOAFNIEE
TEEHE A,

* [Registration key] : #I#itERL & 7] C &gk —2 A LET,
* [Unique NAT ID] : #I#IE%E & [ Caskhll+ 42 A ) L £,

 [Analytics-only management center] : .

AT 76 Configure the initial device configuration.
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12 : Initial Device Configuration

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v -+

e Initial device configuration . "
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

» Access control policy —Choose an initial policy to deploy to the device at registration, or create a new policy.

Unless you already have a customized policy you know you need to use, choose [JE/1 (Add) ] ('i') , and choose
Block all traffic. You can change this later to allow traffic.

» Smart licensing —Choose your licenses.
* Isthisdevice physical or virtual? —Choose Physical device

* Licensetype —Check each license type to assign to the device.

You can also apply licenses after you add the device .

* Transfer packets—Enable this option so that for each intrusion event, the device transfers the packet to the
Firewall Management Center for inspection.

For each intrusion event, the device sends event information and the packet that triggered the event to the Firewall
Management Center for inspection. If you disable it, only event information will be sent to the Firewall Management
Center ; the packet will not be sent.

ATw 71 [Adddevicel 7V v 7 LE7,

Firewall Management Center 737 /XA AD/~— kB — & fifgg L ClE # ML T2 £ TIZ, &R 290005
Bandb £, BEPRNTLE TALARY X MGBEMENET, KRLEGEIE, =7 — A vE—
URERINET, T ZAOBEKITRM LT 5GE1E, ROEB AR L T IZEW,
eping : 7N ADCLIZT 7 &AL, (kD =z~ R&fiH L T Firewall Management Center ® IP 7 R L-
A~D ping & FEITLET,
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ping system ip_address

ping 23 H L 720 5E1E, shownetwork 2~ REZFEHA L TRy N —VREEZMWRLET, 731
ADIPT RVAELT HM0EMNH H5A 11X, configurenetwork {ipv4|ipv6! manual =~ > K % H
LET,

« Bk —. NATID, 3 L\ Firewall Management Center IP 77 K L A @ [f] 7 DT /34 A Tld] UGk —
EHREAL TS Ea2MEEL, HHLTOWDEAIINATID ZH L T\ 5 Z & 28 L E£ 7, configure
manager add =~ > REHEH LT, 7/3 A THEEF— L NATID 2% ETH I LN TEET,

N TN a—TF 4 T OFAMT OV TIL, https://cisco.com/go/fme-reg-error &S L TL 72X WY,
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