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MUTHEA v =T =4 ATEHLET,
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() EBon¥yFrubeva=r7i2HHAT25548, @aUAMEOROICERAS ¥ —T7 = AEHH
TAHZEEMWRLET, A TErEZyF T u ey a = VA2 ER L CE T A 55
Bl BEBRICHHIP 7 FLUAZENT RLAICEETHIHLERNH Y £7,

c 77 AT T A—NDOEROEN (1 <—)

e A VA =L ENTWNWST Y r—3 3 (Firewall Threat Defense & 7-1% ASA) DOHEZR
(32—%)

« Firewall Threat Defense CLI ~®D7 7 & A (4 ~=_—)

e N—U a3 VOREREFA A—U L (6 X—)

c TR ADESF (7T X—)

o (WERLHE) 77 AT U=V OBEFEOGIN (8 *—)

TJ7AT7 94— ILOEREDEA

VAT LADERIE. T7AT U= NAOFEICHDBEIRA X AL o THIB SN ET, BIRA
XA, VT MBEAERELET, UL, VAT LADTL—RAT Ty NE TR
R—brEN, VAT LAY 7 b7 BILORT—XOWAEDO Y 27 B S E T,
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ATYT1 BRI —FE27 7 A7 U+—/VICHRL, a2y MBS LET,
ATYT2 vy —OHET, BRI — NICBET 28RN o2 L TERE A I LET,
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LED &4k SBA TINA ADERE ANT-RDE
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BHIXSR M
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T REAT —F AR LET,

F2:¥O042yF FOEDa=vY  EEBRR (M) LED DEME

) LED : SN A v X —T =2 A A% A U F—Fy MIER LRI (77 AT 74— D
(11 =) #2H) | HFEANRLED ##8LC, Eu¥vyFraeya=r 707

M LED EoLi)E] T7A4T7 94— ILDERE AN
=% DOERE (5:F)
S S BN Cisco Cloud IZ#se S, Ao 15:00 ~ 30:00
N—=T 4 > T DU TE T
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R L AL DA TARBIZ SR | Cisco Cloud (2855t T& £H AT [15:00 ~ 30:00
(25 —%f) L7
TR T AIT F R — R 20:00 ~ 45:00
AR M=ILENTWABT7TY45— 3> (FirewallThreat

Defense £ 7=1% ASA) DIEER

Firewall Threat Defense & ASA O DOT 7 U Ir— 3 73,

N=RU =27 THR—-FENT

wi# oy —R— MZEEHR L. IR A VA F— L ENTWBET T r— a3 U

IJ‘LA L\ij—

FIE

ATYT1 WITNDDOR— 2 A TE2FEH L Tary ) —biR— MO L7,
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FLeaanc |
. Firewall Threat Defense CLI ~D7 ¥ X

K3:avy—J)LKR—+

USB-C console
RJ-45 console

@B

[c}

ATFYy T2 CLIZa 7 a5 LT, 77 A7 7+ —/LT Firewall Threat Defense F 7213 ASA N FEITIN TN EHHE
IIMEHER LET,

Firewall Threat Defense

Firepower = 274 o (FXOS) 7w U7 MRERRINET, B4 LTHLWRAY — REZREETIT,
YW 22N TEET, v /A V2R TTHHEND LA 1L, Firewall Threat Defense CLI ~D 7 7
A (A=) BBRRLTIEEN,

firepower login:

ASA
ASA 7 U FRFERENET,

ciscoasa>

AT T3 MEST TN r—ra URETSN TV DAL, Cisco Secure Firewall ASA 1 X OF Secure Firewall Threat
Defense fiA A — (b HA RESRL T X0,

Firewall Threat Defense CLI ~D 7 7 £ X

REFEIZI N T TN 2a—T 4 T DEDICCLIIT 7 B AT AUERLAEENH D 9,
FiE

ATYT1 WITNDDOR— N F A TE2FH L Tary ) —bR— MR L7,
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ATy T2

ATy T3

Firewall Threat Defense CLI ~D 7 7 # X .

4:a3>— L KR—F

USB-C console
RJ-45 console

i @
{%ﬁ 3 2

FXOS 128t LET, =—H¥—4% admin L XA U — K (F7#/L MM Admin123) Z#fH L CTCLIIZa /
AL LFET, HlbTuls A Lizts, RAU—REZEETLHLI>RDODOENET,

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkkxk*
Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI [ZZ8 % L £,

GE)
Wk~ N7 » 7T Firewall Device Manager Z i 14~ 5 555 1%, Firewall Threat Defense CLI (27 7 & A L 72
WTLZEW (T7R8ATHE, CLI®y N7 v 7RSS NET) o

TryyFrreya=v7 OfRa CLILTZ7EAL, ¥y b7y T A7 V7 FEF(TLIE L ZITRD
70‘3 /70}‘){ /t*‘f/ﬁ‘iﬁéﬂfii}%é\ﬁi\ [n] %@*ﬂbjﬁ'@‘ |—Do you want to configure IPv4? (y/n)
vyl -] BEIDY Do you want to configure IPv6? (y/n) [yl :l o F-. kOTa T RNTTF 74V D
N—HN~vR—T YRR TIHIVLENHY £9 . |—Manage the device locally? (yes/no) [yes]: | o

connect ftd
Firewall Threat Defense CLI (2] CHEfed o &, Mty N7 v 72T 5L oI RO ET,
51

firepower# connect ftd
>

Firewall Threat Defense CLI Z#4 T3 51213, exit £72idlogout 2~ K2 AN LET, ZDa~vr Nk
V., FX0S 7u v 7 MIREY £,

1 -

> exit
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B —vacommemr—vit

firepower#

N—=2aVDEREBA »—21t

&

ATy T2

T AT U A —NVEFRETDANIHGNAN—Ta A VA N—NLTHZ LD LET, §l
DHEL LT, B#RICT v 77— RE2FETTH2 b TEETH, REZRRTL7 v 7
ZL— T, ZOFREZENT 2L BN 5603 H Y £7,

EIT9HN—Pay

VIR 2T Zyra—= R S=Y0) Y —=AFEZOICH D, BEOEPTNTN D Gold
Star UV — A% F(T79 5 Z &2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TWD U ) — AR Z ST 52 L H TE
£,

FIE

WINNOR— 2 A TEFEHALCa Y — LR — MR L E9,

5:aY—I)LR—Fk

USB-C console
RJ-45 console

@

dh Z,l

i ®

©
| —

FXOS CLI T, E{THoNN—T a3 v E2FRLET,
scope ssa

show app-instance
i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

[l Cisco Secure Firewall 1210/20 Threat Defense 22 — k7 v 44 K : iR A&RIZ 4 % Firewall Management Center
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ATFYT3 HLWAR—=Ta a2 A =L T 5881, ROFEEZETLET,

a)

b)

c)

d)

TNV MTIE, BEA L X —T7 A ALZDHCP 2 L E9, BHA L X —T = AZFHIP T N
VABERETHIVERS H5EIZ. kOoa<w REAJJLET,

scope fabric-interconnect a

set out-of-band static ip ip netmask netmask gw gateway

commit-buffer

FXOSD N7 TNy a—T 4 7 A RIZEBMINTWDHA A —HMLOFIEELFATLET,

AL =T 2 A ANET IV EATELY == LA A=V E Xy n— RT 508N H
nET,

Tr7AT U —I/LNERE L7265, FXOS CLIIZHERR LET,
FXOS CLI C, FHE AU — R FE2HERTETIHII RO ET,

TryyF ey a = SOREIE, T REF R —T 4 V7T LB TTICSAT — Rk
EINTWBESH, [SATY—FDUt& > b (PasswordReset) | =V 7 T WLV (No) ] &N L
TLEEN,

Tr7ATUA—NEYYy b LEY, WEREE) 7747 VA — A OEROUIM (8 <—
V) AZRLTIES,

T4t ADRIF

TAB AT, VAIEIFREREIENLT AL ZAEEA LI, A~— Y7 by =T
FGAL T TH T MY 7 ESNTWET, Smart Software Manager (27 4 & 2 k237
WEAIX, V2 &7y LTHLWT AV bERELET,

F 72 O%E 1L, Smart Software Manager (Z Firewall Management Center % &&k L &9, B&kE1T
2 121X, Smart Software Manager CXEk b— 7 VAT HHLENRH Y 4, FEMALFIRICDS
VW CIX, Cisco Secure Firewall Management Center 7 KX = A hb—3 3 > A4 RESRLTL
72EW,

Firewall Threat Defense (ZIZIRD T A B A3 H Y 9,
» Essentials : W78
* IPS
o VT = T B
cURL 74 V&V T

* Cisco Secure Client

1. BHETIA U AZBNT 2MERD D556 1%, Cisco Commerce Workspace T [T THa
# (Search All) 17 4 — /v REMEMLET,
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2. IA B APIDAEBMBLET, HEARPIDICOWTIE, BIESA FEBR LTI E &,
3. MRS, [ LY —E X (Products & Services) ] AN L £,

B 7:#8
e All Results
T Orders 6
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f&, Software Subsc... 1

© Products & Ser... 1

(WEGIEHS) 274704+ —ILOERDYIM

VAT AEWYNC Yy N DT HIENEETYT, BMICER ST 7 2R\ ERA
AvFEMLIZVTHE, BERRT ANV AT LAOBREAFIEEZTZERNHY £, Ny
I 7Ty RTIEFICEZHOTm e ANFETINTEY, BRTS 7 725k \20 | B Z Yk
L7z 2E, Z77AT UV AT LG T L—RAT V¥ y NI TEER A,

CLIIZCEITA 774704 —ILOEIRDUIER
FXOSCLI ZfEH 35 &, VAT AEZLREIZV Yy NE UL LTI 7 AT U4 —/VOEREY)
WrcxE9,

FIE

ATV T WL OR— A T ERFEHLCary Yy — R — MR LET,
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Firewall Management Center Z R L 1=7 7 1 7 U+ — LD ERD LM .

K8:avy—JLKR—t

USB-C console
RJ-45 console

@B

[c}

AT w2 FXOSCLI Tr—h/VEHE— NIZHRLET,

firepower # connect local-mgmt
ATYT3 VAT LEV Yy NEU L LET,
firepower(local-mgmt) # shutdown

% -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

RTFYTE T7 AT T+— D%y NET VIRV AT AT P 2 ET=F—1LET, vy NI URETT
He, OTa T IRFRREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

2Ty T BEHCTERALS v F 24710 L, RS T 7 %00 Ty — 2 S WFINICEIR 2 B 449 2 & 28
TEET,

Firewall ManagementCenter ZEAA L7=7 7 4 7 0+ — LD EIED Y

Firewall Management Center Z £/ L TV A7 AZHWUNZ v v v hF T LET,
=315}

RTYT1 7747 U= Ny NI LET,
a) [T/31 R (Devices) |>[T/\f REHE (Device Management) [&3&R L £,
b) HEEHT LT A AOMIZH D [ (Edit) ] (&) 227V v 7 LET,
c) [T/3 A (Device) | #7 %27 Vv LET,
d) [AT & (System) [BEZ a3 T[FAA ADT v v b& 7 (ShutDownDevice) ] (D) %227 VU v
7 LET,
e) Tl ERERRINTEDL, TNAADY Y v N U EHERLET,
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FLeaanc |
. Firewall Management Center Z A L =7 7 4 7V + — LD ERO UIET

ARTFYT2 AL I AN T AT I — MR L TWAESITE., 774 T 94— AN vy N TTHEXC
VAT ATu T M= —LET, Vv M UUBRETTHE, WOTr T ERERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

g =BG L CODVRWEEEIE, 3O TV AT ANY Yy N T LTI Z 2R L ET,

ATw T3 VEWISUTCERAA vF 2471 L, BRT 7 72Ty vy —U NSRS ERZEY 442 &2
T&EFET,
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TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
£75

c TFAT T A —NDr =T (11 =)

cIIRREDELIT (FBTrEYa=r70R)  (123—=Y)

» Firewall Management Center ~D 7 7 A 7 U 4 —/L DXk (23 X—)

274 T 94— LDy —TILiES

« Cisco Secure Firewall 1220 D34, SFP 24— % v b 1/9 B LN 1/10 ([ZHY fHiF £9,
Z 351X SFP/SFP+ ¥ 2 — /L& VB L35 1/10 Gb SFP+ AR — T4,

CFEMICOWTIZ, N—FU =7 RETA FE2ZRLTIZSW,

cBRFyF TR a = T EHERATAGAIL. MR A —T oA AL EEHA U H—
T2 A ADW B &I —T N L7 TLZEW, ZOHA RIS A v X —T7 = A AT
OEFHIZOWTHALTWETN, @rzExEFl ey T oeya=vy
EEHTHZELTEET, AP TR vy TF e Y a = ZAHEH L CE A A
M 256813, BEIHIP 7 RLRAZFHINT FLVRIZERT H0LERDH Y £77,
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TFATIF—LDr—I iR BE |
B oszzoxs EBinecazsrom

Management
computer

inside https://192.168.95.1
(manual provisioning)

Ethernet 1/2-1/8 switch ports -0r- Console
inside (manual provisioning)
*PoE+ on Ethernet 1/5 through1/8
on 1210CP only Ethernet 1/9-1/10
Ethernet 1/1 switch ports
oinsida 1220 only Console ports
alealn W [
cisco [_W,—.__ o =)
o [ (B : Lo | 2
[0} 12V===55A ‘ 9 . (0]
| —
Q Internet D
Firewall
Management
Center

E | r—=— /= O N N3 — N
NEPREDET (FEBTRESaZVJDH)
FEITT e Y a =7 &1T 9 8A1E, Cisco Secure Firewall Device Manager ¥ 7= (% CLI % {#

LT, 7747 04— VOREEZFITLET,

==

#HAEL%E : Firewall Device Manager

ZOFEEFEATLE, T AT UF—NEBER L%, WA A —T A AN TRD
A B =T 2 ANERIRESINET,

e f—H v M1/1: T4 . DHCP 25D P 7 KL A, IPv6 HENERE
* VLANI : [P#B) . 192.168.95.1/24
e F TN Rb— |k HEA X —T = A AT DHCP &4 L TS

« JBNA > % —7 = A A : Firewall Device Manager 7> 5 DA » H —7 = A AFKEITT TR
g7,
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#HEAERE : Firewall Device Manager .

fhooEE (WHEO DHCP #—— 77X v hp— L R v— X2 U7y —r
&) BRFEShEEA,

FIE

ATFY Tl aEa—FENEHA % —7 =A% (Ethernet 1/2 ~ 1/8 £ 7-1% Cisco Secure Firewall 1220 D& 1% 12 ~
1/10) & L £
AT w72 Firewall Device Manager |22 71 > L £,

a) https://192.168.95. 11ZEA F 7,
b) =—H¥—% admin &7 7 /L hSZAT— R Adminl23 Zfif L Tr /1 LET,

¢) MK EFATHEL, BHE SRR —RE2LEETL LI IRODONET,
ATYT3 By N7y T U4 F—REFEALET,
9:[T/1\4 RDEETE (Device Setup) ]

Smart License

DeV|Ce Setup Configure . 2 C.onﬂgure‘ 3 .
Internet Connection Time Settings Registration

3 :
& Internet
/3 1/5 1/ MG
@
=== =

©

1/2 1/4 1/6 1/8 PoE CONSOLE

el Smart Lice...

G¥)
2R — FREIL, ET M Lo THRZ Y £17,

a) AMNA L H—T A RLEHA =T 2 A AERELET,
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TFATIF—LDr—I iR BE |
. AR : Firewall Device Manager

R10: 428 —%y hADT 74T 94— ILDEER

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [ERA v 2 —7 =A AT KL A (Outside Interface Address) ] : & a] iPEDFEEE FEL TV 5
Bl FIPT RLAZERALET, By b7 v 70 4 F— &M L TPPPE R ETHZ &
TTEEEA, Vg — FOFETHIZ PPPOE X ETEET,

2. [E#A X —T A A (ManagementInterface) |: IMHBA v F—T7 2 A AT X =V ¥ T 7 BA%
FEHLTWAHATYH, BHA VA —T =2 AORENMEHASNET, 72L& 2E, sMEA o 2 —
T2 AN L TNy 7 T L— VBB THRESNDER N T 7 4 v 713, SN v 2 —T =4 AD
DNS B — =TI, TNHDEH A X —7 = A AD DNS Y — 3— %4 ] L T FQDN % fif#ik
LET,

[DNSH—,3 (DNSServers) |: VAT ADEBT KL A DNS %—/3, 5 7 4/ ;Z OpenDNS
NT Y 7 DNSH—/3TE, Zhbid, MGFLbINTA X —T oA AMET 7 BEAINDT2D,
BCHET HINBA v X —7 = A AD DNS H—"— L —FT LA REMENH Y 57,

T77AT704+—ILDHKRR L4

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [k~ (Next) 1227 U v 27 LET,

[l Cisco Secure Firewall 1210/20 Threat Defense 22 — k7 v 44 K : iR A&RIZ 4 % Firewall Management Center
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#HEAERE : Firewall Device Manager .

11:BSZIRE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIZ 90 HEOFHLEAR % BA4A (Start 90 day evaluation period without registration) ] % &R L &
‘j‘o

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z 88k [ L7720y TS 7E3VW, §XTOT A B AT
Firewall Management CenterSecurity Cloud Control TH4T &V E T,

d) [#&7T (Finish) 1227V vy 27 LZE7,

Cisco Secure Firewall 1210/20 Threat Defense X 2 — 7 v TH A K : hRAER(IZ % 5 Firewall Management Center .
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. AR : Firewall Device Manager

12:RORXTv 7

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 r>7 /31 A (Standalone Device) | Z#IN L, [THE (Gotlt) | Zi&INL £,
ATy T4 BNOA U H—T 2 A AERETDHHAIL. [T/54 A (Device) [EZRIRL, [ ¥ —7 =A A (Interface) ]
O~V —=lobb V2% 7 )y LET,

AT9 75 [T/INA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZE
W L. [#1T (Proceed) 1% 7 U v 27 L T Firewall Management CenterSecurity Cloud Control (Z%¢% L £ 97,

[Management Center/SCC/Details] # 5% & L £,

GE)
HWAR—=U g 0TiE, ISCC) b viz TCDO) L ERENDZENH Y 1,

[l Cisco Secure Firewall 1210/20 Threat Defense 22 — k7 v 44 K : iR A&RIZ 4 % Firewall Management Center
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#HEAERE : Firewall Device Manager .

13 : Management Center/SCC 0D Z£#f

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID
Required when the management center/SCC hostname or IP address is not provided. We recommend always setting

the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) [Doyou know the M anagement Center/SCC Hostnameor |P address] (2%t L, IP 7 R A £ 72idA A b
4, % i 1 L C Firewall Management Center (Z25% C % 5354 1% [Yes] %, Firewall Management Center 73
NAT ONNZ S50y, /X7 Vw7 IPT RUVAEIIHRA MR WEEIE[Nol 227 Uy 27 LET,
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b) [Yes] #&iR L= 41%. [Management Center/SCC Hostname/I P Address] (2 A/ L %7,

¢) [Management Center/SCC Registration Key] Z#5& L £7-,
ZOFX—X, 77 AT VA —/VEKET S L X|T Firewall Management Center THFET 2{EED 1 [A]
RO OFGRF—TT, BRI —I132 ~36 LFTHLIUNEND Y £, AR CFITIE, T (A~
Z. a~z, 0~9) . BIUONA 7> (o) BERHY £F, Z@ID L, Firewall Management Center (2%
PET DD T 7 AT U A — MERTEET,

d) [NATID] Z#fREL 7,

Z OB, Firewall Management Center T HFEE T H(EED 1 BIRY OLFFNTY, WG DT /31
ADIP T RLARDLN->TWHHATEH, NATID 245ET 52 L 2HER L £§, NATID (32 ~ 36
WFThLOULENRDY 7T, A7RFITE, BT (A~Z, a~z, 0~9) | BRUOANA T2 (1) 72
ENHYV E3, ZOIDIL, Firewall Management Center [Z 8§k DD 7 7 A4 7 0 4+ — /VIZIXfEH T
EFEEAL . NATID X, IELWT A 2L DO THD Z &2 MR T DT2DITIP T R R LA
Gt THEHINET, IP7 RLA/NATID ORGEEICOA, BikX—NF = v 7 SNET,

[Hfc DX & (Connectivity Configuration) | Zi%XE L £7,

a) [Threat Defense® 75 A b4 (Threat Defense Hostname) | Z457€ L £,
Z @ FQDN IS A v X —7 = A AR EINE T,

b) [DNS#—/3—7Z7L—= (DNS Server Group) ] #+&E L £,

BEFD 7 N—T &38R 50, FrLWI—T&2EK LET, 774/ kD DNS 7 /L—71%
CiscoUmbrellaDNSServer Group & FEiE41, OpenDNS H— S—2R & Eh 9,

BG4 (2 HMER DNS B — N—3%E & 59 521X, Firewall Management Center C DNS 77 v k7 4 —
LREETRET DMERDY £7,

¢) [Management Center/SCC Access|nterface] C [Datalnterface] 2 U »~ 2 L. KIZ [outside] & &R L £
D

(E&) [# A7 v Z7DNS (DDNS) 5 DiEM (Add a Dynamic DNS (DDNS) method) 1% 7 V v 7 L&
j—o

DDNS |%, Firewall Threat Defense @ IP 7 N L A3 B S 11735512 Firewall Management Center 75 FQDN
“C Firewall Threat Defense [ZE[HETE 5 K5 IZLE T,

[##6¢ (Connect) 1227 Vv 7 LET,

[B§k AT — 4% A (Registration Status) | %A 7 2 2778 v 77 A|Z., Firewall Management CenterSecurity Cloud
Control BERDHAED AT —H ANKRSNET,
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14: EEEHR

Registration Status

ssful Connection with th

Succe
Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

A7 — 4 A C [Saving M anagement Center/ Registration Settings] @ FJlE% 3217 L 7= & Firewall Management
CenterSecurity Cloud Control [IZBEENI L, 77 A 7T U4 — A ZEBMLET, 2R LT ZEWVW[TFH 7
Vam T EMEH LT 7 AT U4 —/L®iBEN (Addafirewall Using Manual Provisioning) ] (29<X—3)

#HIERE : CLI

ATy 1

ATy T2

CLIty b7y 7A7 YT M aH LT, SHOEHIPT NLA, F—ty=A, BLOELOD
MOIEAR Y NT—IREEITNET,

FIE

a2 —)LiR— M2 L C Firewall Threat Defense CLI (27 2 2 A L' ¥, Firewall Threat Defense CLI -~
DT I7EA (4X—=) #RLTITEIN,

A L —T 2 A ADREMOCLIEY N7 v 7R U NE2%ETLET,

GE)

WREEI VT (e z2IE A A=VEFERTHZLICEY) LRV EY, CLIty hT v 7 A7 U
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FaE#H L TEE & 9, CiscoSecureFirewall Threat Defense i~ KU 77 LU 22 LTL 72X
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

AAETVR: ZNHDHATDT RLADLH72 EH 1D Ty EANLET, BEA VX —T A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FH) (manual) | ZBIRLET, v 2=V v T 7 BRI A v F—T = A A HT LY
&, DHCPIZV AR —bSNFERA, V—T 4V TOREZESTZOIC, O F—T o2 f APRTRX—T ¥
TIRAA L E—T oA ALITR2Y T3y F REICHDZ L 2R LT TIEE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZBUR : F— 7 =A% data-interfaces ICFRE L £, ZOREIL. A v X —T =4 ZAZWBL T
N—TF 4T TELLIC, N7 FL—r BN LTER NI 7 4 v 7 ZRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

HAF VR EHA A —T 2 ADDNS P —R"—%HELET, ZNHIE, WhE IS v F—T =
AAMBT IR AENITZ0, BTHETHINNGA v Z—T =214 ADODNS P —_— L —FJ 5 A REHEN H
nET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

HAF2R: no) & AJ19 5 &, Firewall Management Center 23 S 41 9,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

[l Cisco Secure Firewall 1210/20 Threat Defense 22 — k7 v 44 K : iR A&RIZ 4 % Firewall Management Center



| 271479r—nor—JLgkLss

ATvT3

agsz cu

- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

RV X T VR AMOITA L F =T 2 A AERELET

configure networ k management-data-interface

Enter 4L SEBA X =T =2 A ADEANRF Y P Y= REEITI L IITRODLENET,
FHIP7RFLR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT R BEAIZINEDS DNS H— 3 —Z K3 5 121%, Firewall Management Center T DNS 77 & K

T A LAREEBRRET DMLERDY £,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP LD IP 7 KL X

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]:
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IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Firewall Management Center % f5/E L £ 97,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

+ {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP address of the
Firewall Management Center.Firewall Management Center % [E#%7 K L Zf5E T& 72 W IGA L,
DONTRESOLVE Zfifi L £¥. ZOH/IE, 77 AT U4 —/bW, BIEFHER P T N LA LTZIER
A ML EFRFS TWDRERH Y 7,

* reg_key : Firewall Threat Defense % %§% 9~ % & X (T Firewall Management Center CH {5 ET HIEED Y v
A A LB —ZHELET, BEFX—IL2~36 LFTHLIMLENRD Y £, ARRLFITIE, 48K
F (A~Z, a~z, 0~9) . BRONA TV () 2ERDY £,

* nat_id : Firewall Management Center THEET 5, EET—ED 1 [ERY OXLFH|ZHE L £3, NAT
IDIE2~36 LT THLLENRDY T, AORLTITIF, BT (A~Z, a~z, 0~9) . BLUAN
A7 () BERHY EF, ZDID X, Firewall Management Center (2B &k T DM DT /A A IXfE
ATEEHEA,

&1

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

TR A% Y E— P HAITEE TE D KL 5T Firewall Threat Defense 3% v &2 7 LE1,

VAT AEMYNC Y vy NE DT HIENEETY, BMICER Y7 7AW | EIRAA v T2

L7358, BRRT 7 AN VAT LAOBREEZIEEZTIERHVET, Ny 7 7T 00 RTEHEI

EEOTa v ANFTENTEY, BRI 720, BRZUMLIZVT5L, VAT LE T L—

AT Xy hED U TERNWILEEZRZ TBWTLIZEN,

a) shutdown =~ F&Z AN LET,

b) HEJRLLED & A7 —#% A LED #8% L C, V¥ —YOBEBENIM SN TNDZ AR LET (LED
DAHEAT)

¢) V¥ —VOBEENEFICUMENTZS, VEISCTERT 7 72k, ¥ v — 30 bYEACER
EROATZENTEET,
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Firewall Management Center ~D 7 7 4 7 2+ — )L D&% .

Firewall Management Center ~MD 7 7 4 7 0+ — LD & &%

AL TWB R HEIZSE CTT 7 A 7 7 4 — /L% Firewall Management Center (2 84k L £ 97,

Add a firewall using the serial number (zero-touch provisioning)

Br ¥ vTF Fr BT a =27 lets you register devices to the Firewall Management Center by serial
number without having to perform any initial setup on the device. The Firewall Management Center
integrates with Security Cloud Control for this functionality.

\}

(¥)  For Firewall Management Center version 7.4, you need to add the device using Security Cloud Control ;
see the 7.4 guide for more information. The native Firewall Management Center workflow was added in
7.6. Also, for cloud integration in 7.4, see the SecureX Integration page in the Firewall Management
Center .

Default Configuration After Registration:

When youuse 12 % v F 7' m EY a3 =27 the following interfaces are preconfigured. Note that
other settings, such as the DHCP server on inside, access control policy, or security zones, are not
configured.

* Ethernet 1/1—"outside", IP address from DHCP, IPv6 autoconfiguration
* Ethernet 1/2 (or for the 1210// 1220 , the VLANI interface)— "inside", 192.168.95.1/24

* Default route—Obtained through DHCP on the outside interface

Requirements:

When you use the outside interface for manager access, it uses DHCP by default. Before you can enable
high availability, you need to change the IP address to a static address. Alternatively, you can use the
Management interface instead; DHCP is supported on Management with high availability.

Before you begin

» If the device does not have a public IP address or FQDN , set a public IP address/FQDN for the
Firewall Management Center (for example, if it is behind NAT), so the device can initiate the
management connection. See [E¥ (Administration) ] > [E%% (Configuration) ]>[<Y H#—
Uy )E— 7YX (Manager Remote Access) | .

» DHCP server for either Management or Ethernet 1/1 that provides an IP address and default gateway.

* Network access to the OpenDNS public DNS servers. IPv4: 208.67.220.220 and 208.67.222.222;
IPv6: 2620:119:35::35. DNS servers obtained from DHCP are never used.

The following names need to be resolved:
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FIE

% 3: FODNs for zero-touch provisioning

FQDNs

* cisco.com (many FQDN5s)

* defenseorchestrator.com (many FQDNs)

* defenseorchestrator.eu (for the EU, many FQDNs)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org

1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net

time.cloudflare.com

udc.neo4j.org

AT 71 The first time you add a device using a serial number, integrate the Firewall Management Center with Security Cloud
Control .

GE)
For a Firewall Management Center high-availability pair, you also need to integrate the secondary Firewall Management
Center with Security Cloud Control .

a)
b)

¢)
d)

Choose [##& (Integrations) ]>[Security Cloud Control] .
Click Enable Security Cloud Control to open a separate browser tab to log you into your Security Cloud Control
account and confirm the displayed code.

Make sure this page is not blocked by a pop-up blocker. If you do not already have a Security Cloud Control
account, you can add one during this procedure.

For detailed information about this integration, see the "System Configuration" chapter in the Cisco Secure Firewall
Management Center 7 KX =A fL—Ya > A K .

Security Cloud Control onboards the on-prem Firewall Management Center after you integrate the Firewall
Management Center with Security Cloud Control . Security Cloud Control needs the Firewall Management Center
in its inventory for €1 % v F 7 1 ¥ ¥ 3 = 7 to operate. However, you do not need to use Security Cloud
Control directly. If you do use Security Cloud Control , its Firewall Management Center support is limited to device

onboarding, viewing its managed devices, viewing objects associated with the Firewall Management Center , and
cross-launching the Firewall Management Center .

Make sure Enable Zero-Touch Provisioning is checked.
Click Save.

AT w 72 Obtain your device's serial number.
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The device includes two serial numbers: the chassis serial number and the PCB (circuit board) serial number. Either
serial number should work.

* If you have the shipping box, you can see the chassis serial number on the label.
* The chassis serial number is on the compliance label on the back .
* The PCB serial number is on a label on the chassis called "S/N."

* You can view the serial numbers using the following CLI commands:

* FXOS— show chassisdetail shows both serial numbers.

* Firewall Threat Defense — show inventory shows the chassis serial number. show serial-number shows
the PCB serial number.

AT w73 Check your LEDs to make sure the firewall is ready for registration.

x4:¥O2yF FOED3=UY  EERER (M) LED DEIE

M LED ERBA T7AT 24— ILDERZ AN
‘O (95:%)

ok AR U Cisco Cloud \Z88f¢ <41, A > AR —15:00 ~ 30:00
T4 YT OREEATETOET

L AL DB TARICEW | CiscoCloud 1255 TX £ A TL |15:00 ~ 30:00
(=5 —54) =

fole A, C AT I R— FF I 20:00 ~ 45:00

AT v T4 Choose [T/V1 R (Devices) |>[T/31 A& (DeviceManagement) | .
AT 75 From the Add drop-down menu, choose Device .
AT w6 Click Serial Number , click Basic, and then click Next .
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15: Device Registration Method

Add device

o Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’t have to configure anything (zero-touch

provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before
continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See ini ion - Configuration > Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:
* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel m

AT 71 Configure the device details and click Next .
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16 : Device Details

Add device

@ Device registration method Device details

Device group
e Device details | [So\oct a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

D | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

* Domain —In a multidomain environment, choose the leaf domain.
* Device group —In a single domain environment, add the device to a Device group .

* Serial number —Enter the IP address or the hostname of the device you want to add. Leave this field blank if you
don't know the device IP address (for example, it's behind NAT).

« Display name —Enter a name for the device as you want it to display in the Firewall Management Center . You
cannot change this name later.

» Device passwor d —If this device is unconfigured or a fresh install, then you need to set a New Password and
confirm the password.

Check | already changed the password on the device only if you already logged in and changed the password.
Otherwise, registration will fail.

AT 78 Configure the initial device configuration.
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17 : Initial Device Configuration

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v -+

e Initial device configuration S
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

» Access control policy —Choose an initial policy to deploy to the device at registration, or create a new policy.

Unless you already have a customized policy you know you need to use, choose [JE/1 (Add) ] ('i') , and choose
Block all traffic. You can change this later to allow traffic.

» Smart licensing —Choose your licenses.
* Isthisdevice physical or virtual? —Choose Physical device

* Licensetype —Check each license type to assign to the device.

You can also apply licenses after you add the device .

* Transfer packets—Enable this option so that for each intrusion event, the device transfers the packet to the
Firewall Management Center for inspection.

For each intrusion event, the device sends event information and the packet that triggered the event to the Firewall
Management Center for inspection. If you disable it, only event information will be sent to the Firewall Management
Center ; the packet will not be sent.

2T w79 Click Add device.

It may take up to two minutes for the Firewall Management Center to verify the device’s heartbeat and establish
communication.

When using €12 % 5712 £ 3 =7 on the outside interface, Security Cloud Control acts as a DDNS provider
and does the following:
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+ Enables DDNS on outside using the FM C Only method. This method is only supported for ¥ 2 ¥ »F 7 m &
¥ a =7 devices.

* Maps the outside IP address with the following hostname: serial-number .local .

* Provides the IP address/hostname mapping to the Firewall Management Center so it can resolve the hostname to
the correct IP address.

* Informs the Firewall Management Center if the IP address ever changes, for example, if the DHCP lease renews.

Ifyouuse 12 ¥ 571 £ 3 =7 on the Management interface, DDNS is not supported. The Firewall
Management Center must be publicly reachable so the device can initiate the management connection.

You can continue to use Security Cloud Control as the DDNS provider, or you can later change the DDNS configuration
in the Firewall Management Center to a different method.

[(FHTREDa=VJEFERLEZ7 74724 —ILMEM (Adda
firewall Using Manual Provisioning) ]

TNAAZADIP T FUAETIHRA M EREF—ZHEH LT, FRITT 74T U4 —/L %
Firewall Management Center (Z%6% L %97,

FIE

AT 71 Firewall Management Center (212 71 > L £ 77,

a) WO URL Z AN LET,

https://fmc_ip_address

by Z—YP—LHERXRT—REASLET,

c) 74y (Logln) 127 Vv 7 LET,
AT 2 Choose [T/34 R (Devices) ]>[T/ 14 XREHE (Device Management) ] .
AT 73 From the Add drop-down menu, choose Device .
AT v 74 [Registration Key], [Basic]. [Next] DJEIZZ UV v 27 LET,
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18: T/ ADEEFAH X
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Saneel m

ATYTE TN ZAOFMERTELTC[Next] 227 U v 27 LET,
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19: 7/34 ADF$HM (Device Details)

Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per

device. Use alphanumerical characters (A-Z, a-z, 0-
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [Domain] : ¥/ F RAAL VEREET, V—7 RAAL U ERINLET,
« [Devicegroup] : Hi— KA A VEEE T, 7 /31 A% [Devicegroup] (281 L 7,

» [Hostnameor IPaddress] : i8I 57 /3 ADIP T RLVAETZIFZHRA MEAN LET, T8 AD
IP7 FLARABRGEIL (NAT OBFRICHLLHERE) . ZOT7 4 — FEZEMOEEICTLET,

« [Display name] : Firewall Management Center (2 /"9 57 /A ADLHTZ AT LET, ZOAFNIEE
TEEHE A,

* [Registration key] : #I#itERL & 7] C &gk —2 A LET,
* [Unique NAT ID] : #I#IE%E & [ Caskhll+ 42 A ) L £,

* [Analytics-only management center] : .

AT 76 Configure the initial device configuration.
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20: Initial Device Configuration

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v -+

e Initial device configuration . "
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

» Access control policy —Choose an initial policy to deploy to the device at registration, or create a new policy.

Unless you already have a customized policy you know you need to use, choose [JE/1 (Add) ] ('i') , and choose
Block all traffic. You can change this later to allow traffic.

» Smart licensing —Choose your licenses.
* Isthisdevice physical or virtual? —Choose Physical device

* Licensetype —Check each license type to assign to the device.

You can also apply licenses after you add the device .

* Transfer packets—Enable this option so that for each intrusion event, the device transfers the packet to the
Firewall Management Center for inspection.

For each intrusion event, the device sends event information and the packet that triggered the event to the Firewall
Management Center for inspection. If you disable it, only event information will be sent to the Firewall Management
Center ; the packet will not be sent.

ATw 71 [Adddevicel 7V v 7 LE7,

Firewall Management Center 737 /XA AD/~— kB — & fifgg L ClE # ML T2 £ TIZ, &R 290005
Bandb £, BEPRNTLE TALARY X MGBEMENET, KRLEGEIE, =7 — A vE—
URERINET, T ZAOBEKITRM LT 5GE1E, ROEB AR L T IZEW,
eping : 7N ADCLIZT 7 &AL, (kD =z~ R&fiH L T Firewall Management Center ® IP 7 R L-
A~D ping & FEITLET,
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ping system ip_address

ping 23 H L 720 5E1E, shownetwork 2~ REZFEHA L TRy N —VREEZMWRLET, 731
ADIPT RVAELT HM0EMNH H5A 11X, configurenetwork {ipv4|ipv6! manual =~ > K % H
LET,

« Bk —. NATID, 3 L\ Firewall Management Center IP 77 K L A @ [f] 7 DT /34 A Tld] UGk —
EHREAL TS Ea2MEEL, HHLTOWDEAIINATID ZH L T\ 5 Z & 28 L E£ 7, configure
manager add =~ > REHEH LT, 7/3 A THEEF— L NATID 2% ETH I LN TEET,

N TN a—TF 4 T OFAMT OV TIL, https://cisco.com/go/fme-reg-error &S L TL 72X WY,
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i

EARHK S— DB

ROFBEZFHH L TEAN X2V T 4R —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,

X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,

A UH =T 2 ADRE (35 —)

« DHCP H— _—D#HE (41 =—)

« NAT OFRE (42 ~—2)

o 7B ARHIHNL— L ORRE (46 ~—)

« HNA B —T = A ATD SSH DERME (49 ~—3)
cREXERTH (50 ~—)

A1 23— 24 RADEKE
MR EICCLIZ AT 2 b i Bre 2 v F 7 u 'y g = 7 £/ IFirewall Device Manager
EHAT LA, WOA U H—T oA ANFEFRESNET,
A =P x>y bV 4B . DHCP 225D 1P 7 KL A, IPv6 HENHRIE
« VLANI : [TPN¥E) | 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Firewall Management Center |Z%§% 9~ % Hij(Z Firewall Device Manager W CiB DA % —7 = A
AEROREZFAT LG, TOREFIRFINET,
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#2xKY v—oFE |

HIEENS CLL 2 L7236 73 ZAOFEREREIZH D A,

ELLDO%E D, 7A4z@%ﬁ&_km@4/& T2 A AREEFITTHLERDHY F
9, CLIZ X 2 W% Alx., WEBAA v F AR — D VLANL A »Z—7 = A A& BT
LHUENDHY ET, EJJH(D Eﬂi MBS L TCAAL v T R— T 7 AT T —V A
H—=T oA AIEB L, AV F—T 2 A A2 X2 VT4 =BV YTT, IPT KL A%
ETELET,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE— ROHWEA v H—T = A A
ZfiH LT (Ethernetl/l) . L—F v RE— RONEA X —7 =1 A (VLAN1) ZHELF
T, £72. N Web b —_X—HDODMZ A > F—7 =4 A LBIMLET,

ATYF1 [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIN L, T34 2D [#iE (Edit) ]
@) #27Vvyr7LET, >

AT T2 [A % —7 A A (Interfaces) |27 U7 LET,
Ea21: 43—z (4R

Routing  Interfaces  InlineSets DHCP  VTEP  SNMP

m Virtual Tunnels Q search by name ] [ Sync Device ] [ Add Interfaces v ]
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin PortMode ~ VLAN Usage SwitchPo Virtual Router
[@ Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/256.255.255192(...  Disabled QB  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 4
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] &

ATy T3 PIMREICCLI Z2FEH L=HA1E. A v TFR—bEAMLET,
a) AA vFR—bD[HE (Edit) | (&) #27Vv7 LET,
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AV8—T 14 RADEE .

22: 24 v FR—+OEHIE

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [A%) (Enabled) | F=v 7Ry 7 A%F NI LT, A F—T A Z2HMELET,

¢) (EE) VLANID Z2ZEHLET, T 74/ ME1TT, ®IZ, ZOIDIZ—T 25D VLAN A > ¥ —
T x A AZBMLET,

d [OK] %7V v LET,

ATy T4 TR VLAN A v 2 —7 = A Z%BM (£7-136mE) LET,

a) [M23—T7 x4 ZXDEM (AddInterfaces) ]>[VLANA 42— 4 X (VLANInterface) 147 U v
JLET, TOAEF =T oA ANTTIMHET HHEEIL. A ¥ —7 =1 2D [fatk (Edit) ] (&)
7 Vv LET,
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b)

d)

f)

R 23:VIANA >3 —7 =4 ADEM

Add VLAN Interface
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
Description:

B )

’ Mode:
[ None v ]

ecurity Zone:

’ linside_zone ¥
MTU:

- [s00 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

[E¥= VYT 4 —> (SecurityZone) | K v 77 URXNPLBEGFONT X2 YT 4V — 2 %k

W20, HHl (New) 1227 U vy 7 LTHLOEF=2 YT 4V —ABMLET,

7= & 21X, insde zone WO ARITO Y — v EBIMLET, Y—rF @I/ A—TICE SN TEx 2V

TARY =2 LET,

VLAN] DHEFTBRESNTWAES, TN6D T 4 —/L ROEY OEITL 7> a T,

48 LFF T [4HT (Name) ]2 AN LFET,

Lz A X —T x4 AT indde E VO &4RTEITET,

[F%) (Enabled) | T =27 HRy I A% A4 N2 LET,

[£—F (Mode) 11E[Z2L (None) JICR¥ELI-EFICLET,

[VLANID] % 1 IZf% & L £,
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AV8—T 14 RADEE .

FI7 x4 N T, TRTDOAAL v FAR— MIVLAN LIZHRESNET, 22 THIO VLANID % %R -4
HEENE. LW VLANID OFAA v FR— N EHETILHERNH Y £,

AHE—T 24 AERF L%, VLANID A ET 52 L3 T FEHA, 22 TOVLANID &,
FAEND VLAN & 7 EBENDA o Z—T =4 A 1ID O )7 TI,

g) [IPv4] Z 7, [IPv6] ¥ 7, ETIXl DL T%2 7Y v 7 LET,

s[IPv4] : Ry T X T URRNG [AXT 4 v 7IPEMiHT % (Use StaticIP) [ #ER L, IP 7
RLVALEH TRy NSRRI BAT v 2R TANLET,

7= & 21X, 192.168.1.56/24 & AJ1LF T,
R 24:REBIPT KL ADERE

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

s [IPv6] : A7 — F L AHBERE DAL [HEEE (Autoconfiguration) | F = v 7Ry 7 A% A4
ZLET,

h)y [OK]ZZ7 VU vZ7 LET,
ATy 5 HEHICHE T % Ethernetl/1 DO[#FE (Edit) ] (£) 227V v 27 LEd,
[&#% (General) | X—YNFREINET,
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[ 25: —#%

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ |

Mode:

(ens 5

ecu one:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

(1500 )

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) [EX=VU7 1Y —r (SecurityZone) | Ky X7 U R RNPLEBEFONTEX 2T 4V — 0 &%
T2, FH New) 1227 Vv 7 LTHLWEXR2 DT 40— &BMLET,
7= & %1%, loutside zone] WO LFIDY —>ZBMLET,
fDEARFREITEE LW TLEEW, £H$ 5 L Firewall Management Center 0% BLEE{5E ) H1 By &
nEJ,

b) [OK]%2 U v LET,

ATYT6 T xE, WebH—"—%FRARMTHEICDMZA LV H—T = A AEFHELET,
a) DMZIZHEHTHAAL v FHR—bDAAL vFAHR—E—R%, [AA vFAHR— I (SwitchPort) 5D A
AFEIY 7 LTINZT D E, B () EFEREINET,
b) A ¥—T7=xAAD[fE (Bdit) ] (&) 227V v LET,
¢) [BEXx=VUT 1 —> (SecurityZone) | Ku v 7 X7 JARNNPLEFEODMZ tX2 )T 4 =%
BT D0, [FHH New) 1227V v 7 LTHLWOWEX 2V T 40— ZBIMLET,

7= & 21X, dmz_zone & WO ARITOD Y — 2 ZBIMLET,
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d)

e)
f)
2)

h)

DHCP H—/\— DR E .

48 LT F TO [4HT (Name) | Z AN LFET,
ez, A v F—T AR Tdmz &LV EFTEAITES,

[£%) (Enabled) | T =y 7Ry I RAed NI LET,

[E—F (Mode) J1X[72L (None) JIZREL-FFIZLET,

WBZJE LT, [IPv4] # 7 & [IPV6] # 7 OWTIEIEfi %27V v 7 L, IPT7 FLAZRELE
hd‘O

[OK] %27 U > 7 LET,

ATy 7T [R1F (Save) 1227V v 7 LET,

DHCP Y —/\—DEFE

JIAT L NCDHCP 2L CT7 7 AT U —AHLIPT FLRAZIRE TS L )19 5
A1%, DHCP —R_—%F L ET,

FIE

ATYF1 [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#R#E (Edit) ]
@) #7Vv 7 LET, >

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

26 : DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration
Interface

[ ]

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ o %
Secondary DNS Server Secondary WINS Server

[ o+ =] +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server
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ATY T3 [Hh—— (Server) | =UT T, DB (Add) 1227 Vv 7L, UTFOFTvarzZRELET,
B 27: % —/8—DiBn

Add Server ®

Interface*

(s 3

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

c[f =T x4 A (Interface) |: KRy TH T VA RNLA U E—T oA AL EEIRLET,

«[7 RLAZ—/L (AddressPool) ]:IP 7 RLADHFPHAZHRE L ET, IPT7 KL AX, BRLZA
A =T A ALR LY TRy b EICFETLINERHY, A VX —T A ZAAFGDOIPT KL AZED
HIEITTEEREA,

 [DHCPH— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > ¥ —7 = A AD DHCP H#—/3—
EHZLET,

ATy 74 [OK]Z27 V7 LET,
ATv TS5 [{R1F (Save) |27 U w27 LET,

ZOFIETIE, WEEY T4 T RSWNET RLAESA 24 —T = ZADIPT FLADHK—
MIEHS 2 NAT V=V EERLET, ZOFATONATV—ADZ LaAf =T A X
A=K 7 RLRZH (PAT) &WEONET,

FIE

RT9T1 [T/ R (Devices) |>[NAT] DNEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LET,
RAT9T2 RV —ICARTIEMT. RV —2FHT L5730 ARV, [f~RT7F (Save) 1227 U v 7 LET,
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NPETN |

X 28: 3 LLVKRY o—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

R U 2 —73 Firewall Management Center [ZiBAIS N E T, §l&fkiE, AU —I0— V2B 20N H
vET,

29:NATHK) >—

4

FTD_POIicy [ Show Warnings ] m [ Cancel ]

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
0 " Original Original Original T T "
D # Direction  Type Ig;?;ﬁ:e Iglt)ieer‘f;:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
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B wozz

ATFYTd EAL— NS a BB ELET,
H30:ERL—ILDAF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =7 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL T V=V

I (Available Interface Objects) ] fEIRM O [564c A X —7 = A AA 7Y =7 |~ (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

R3aM:AVB—TARFTSH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£H (Translation) | X— T, WOA T a rERELET,
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32: %%
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

NPETN |

Advanced

Translated Packet

Translated Source:

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V w2 LT, +_COIPVE RT 7 4 w2
(0.00.000)0 ODxy NU—7 AT V=7 FEBMLET,

B33:FHLWARY hT—0F TSy b

New Network Object ®

Name

-

[ all-ipv4

Description

Network

O Host O Range

C] Allow Overrides

(O FQDN

GE)
HE)NAT V— U347 V=7 FEFRO—HE L TNAT ZBINT 5720, VAT LEFRD any-ipvd 4
T2 NEMHTAHZLIITEE A, £/, VAT LAEEDA TV FaRETH I LITTE

FHA,

o [ D%E[E 0 (Translated Source) ] : [5u5EA % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATvTT [#1FE Save) 127V v 7 L TL—ZBIML£9,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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ATY T8 NAT X—TT[RIF (Save) 1227V v 7 LCEREZBEIFLET,

7O 2AFEHIL—ILDOETE

T7AT U —NEBERK LI-EEIZ, RO [TRTONTFT7 4 v 7% T 1> (Blockall
traffic) | 72782 a br— L R =2 LG EE. 77 A7 U — VA miET 5 b
ST 4 I EHFATAHEDIZRY S —IZ— A E BT ANERHYET, 77E8RA a3k
72—/ RN —IZiE, EFICFHh S5 EHON— N EZO 5L Z N TEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & Al
/I/—}l/%ff/ﬁﬁ‘z L/i‘a—o

FIE

ATy 1 [R)I— (Policies) 1>[tF 2T 47K — (Security policies) | >[7 2 X Hl{#l (Access Control) ]
BBRINL, A AZED LB TOHONTWELET 7 Ay ha—LRY —0D[#EE (Edit) | (&) 227U v
7 Lij—o

ATw T2 Pv—%iBM (AddRule) 1227V v 7 L, IRONRTA—HERELET,

34:3%{8xJ—> (Source Zone)

Add Rule

Name [ inside-to-outside ] Action rs"“:? Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

s inside (Routed Security Zone)

(J s outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON—MZAHETZMT £ (728 21X, insdeto-outside) .
2.[V—> (Zones) 1 DHLWNERY — U ZBIRL £,
3. [EfEILY — > DiEN (Add Source Zone) |57 Vv 7 LET,
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| &%Kys—0uE

ATvT3

7o ezsimr—nonze [

35:585E Y — > (Destination Zone)

. Add Rule

Name [ inside-to-outside Action

nsert |into Mandatory @ Intrusion Policy B File Policy | None

Q Zones (2) Networks Ports. Applications A Users URLs Dynamic Attributes VLAN Tags

Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove Al

Z0NE | v 10Object

+ Create Security Zone Object Add Source Zone

4.[V—> (Zones) | MOBAERY —  HEIR L E T,

5. [584:Y — > % B/ (Add Destination Zone) 1 %27 V v 27 LE7,

MOBEIZZOERICLTEEET,

BB Xy h7a—HTRY V= A T% 2 Vv LT, BT ONER) —2 AT~ XL
£,

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A7V Y= A (Security Intelligence) ].
BLO[TAT T 47 4 (dentity) RV > —i%, 727 AH#EA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy N =7 D=— %2R LI2tk, BETED T

7 4 v 7T fastpath Z i (LEEE NSARR) L7eW b T 74 v 7 %70y 7 LTEDHRDOUIENAREEC
BRLHEICTHZET, Xy MU= DRI 4 —<V AEMEEEDLENTEET,

36: 70 RAHEHOFIERAEINLKRY >—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[V 7 4 H—)b (PrefilterRules) |: 7 74/ hDF LT 4L ZR) —iE, O —L3E S
no i d2) IXCONI 74y 7 Z2@BBSEEST, 774NV PRI —IZMADZENTED
ME—DEFIX, oIV NI T 4w % [Ty 35 Z&TT, ZNUANTIE, FriLnwrL 7 g
NWERY —FER LT, o8 (@) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JCEBT IR ary b — R —ICHEMTEZENTEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, AT 3= AEAEITEEZENTEET, HILRY —T1E, h
VRN =l [T g VB =V EBINTEET, R — A BT E, TL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F723E Y — b TE T,
T ANEN—NVEFERATHE IPT RLA, A—h, BIXOT v ha v TlplsnsIE R xu
N7 7 4 w7 % fastpath WP E 72137 0 v 7 TXET,

22, Ay VU= EOFTRTCOFTP V7 74w o % T7ny s L, BHENSDSSH N T 7 4 v
U EEHERAT AL, BILWWT L7 4 RY L —FBMNTxET,

[#8+% (Decryption) ]: 7 74 /L hTid, HZXEH I EHA, EZIE, XYy NIT—2 8T T 407
BT A—TAVART v a NIRRT HHIETT, BEAEDEE. NI T4 v EEFT HLEIR
| EMICHFRENTWAEARICOAESTEET, Xy NV —7 2R KBICEH#ET H7-0I12, &
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#2RRY o—nEE |

B 7/exnmr—roms

ATvT4

ATy T5

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHATHZ L 2BEIDLET,

c[BEX=2VUT 4 A7 YTz A (Security Intelligence) ]: (IPS 7A B ANME) EX=VUT 1 A
VTNV ARIT 7 AN N TEDNC S TWET, X2 VT4 AT VR, EBEOLD
TI7T4ET AT 2H 9 1 DORMPBGEIT, 5ROl RE T 78X 2> be—Lb
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—varArT
VU AEMHLT, YA AT ) Ve AR TH B Talos T2 1P 7 KL A, URL,
BLORAAS 4 L0 wREZRRIZT ey 7 LET, REIDSUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

GE)

IPS 7A BV ANRWEA, ZORY—iE, 7782 arba—L R —THEFRENTH
THEINEREA,

(TATT 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= RV —ILD T 7y 7 QDU ZFFAT LRI, 22— —IZRGEE ERTE E T,

EE) 77 B AHEA— L ORICEH SN DRARD —2BML £,

RARV =%, FT7 747 0tFxa )T 4B EBRET DERFHLO—HEOR AL L ORAM 1L
% ETY, Firewall Management Center (21X, DT AT LMMEHOFR Y U —NEEN TR, TOFEEH

el
D

a)

b)

ITHZEBNAFARTHIELTEET, ZOFETIEH, VAT LARBEORY o —2FHZLE

R AR Y v — (Intrusion Policy) | KRy 77X URX R 227U w7 LET,

K 37: R T LREOBARY O—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

U2 RDEY AT AEREORY > —% 1 OBIRLFEF,

FEAEDZ—R T —ATIE, [NTADENTEFX 2 YT ¢ LHME (Balanced Security and
Connections) ] ZH#ELE L TV EF,

EE) 77 B AHEA—LORICENEND 7 7 A VR Y —&BIL £7,

a)

[7 7 AWK Y v— (FilePolicy) | Ke vy XU VA RNEr7 U v 7 L, BEIFORY > —%RIRT 50,
[Z77ANARY > —1U A M&BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML£7,
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| &%Kys—0uE
sgpqva—7z42cnssHoamt [

38: 7 74 LR >— (File Policy)

v File Policy [Noms—" /\]

Open File Policy List” '
ns and Applicatio

B LWRY —DBE1E, [[RY— (Policies) [>[tFa ) TR >— (Security policies) 1>[<
W7 ET74IL (Malware& File) 1] X—Y B0 % 7Tl £,

b) HFYU T —DOIERDFEMIZ DOV TIE, Cisco Secure Firewall DeviceManager =27 4 ¥ o L— 3 > A
RESRLTIEIN,
c) [V—/LDiBM (AddRule) [ X—UIZRY, Fry P XU A RNPBELAER LTZARY & — 28R
LET,
ATvT6 [Applyl 27 Vv 27 LET,
=5 b—/ b (Rules) | 7 —7 /MBS IVET,

ATy T [fR1F (Save) 1227 U w7 LET,

HERA B —T 24 ATH SSHDEFIL

OB a TR ARA v E—T oA AA~D SSHE BN LT, 77 AT 74—/
% E— FCEHT D HEZOWTHALET,

T 7 4V hTliE, WIHERERFFIZSA Y — RE2HRE Lz admin 2 — Y —Z2 AT F7,
FIg

AT v F1 Choose [T/3f R (Devices) 1>[F 5w b T+—LEEKE (Platform Settings) ] and create or edit the Firewall
Threat Defense policy.

ATw T2 [SSHT 7 A (SSH Access) ] Zi&R L £,
ATw T3 SSH AT HIMEA v X —T 2 A AL IPT RLAZRELET,
a) [BI (Add) 127V v 7 LTHLWAL—LZBMT 50, [k (Bdit) 1227V v 27 LCBEFDOL—
NERELET,
b) N—ADTuNRT 4 ERELET,
o [IP Address] : SSH #fi #5Fr[§ H R A hEiZRry NV—V 2FETH Ry NV—I 4T V=V
NETRIWEITN—T, ATV " e Ry AT Ama—0n08IRT 5, £ +HE2 Y v
JLTCHLWR Y NU—2F 7V MEBIMLET,
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B2RRY S—0FEE |
B =czmmes

o [ AIREZ R Y — /A % —7 =4 A (Available Zones/Interfaces) |: [BIRL7=V — /(v F—T =
A A (Selected Zones/Interfaces) |V A FD F DT — /L RIZHER Y — 2 ZBINT B0 T4 A
B —T A 2% AL, (B (Add) 15227V v 7 LET,

39: 5484 VB3 —T A XTDH SSHOEE

Edit Secure Shell Configuration ®
IP Address*
[ any-ipv4 v ] +
Available Zones/Interfaces (6 Selected Zones/Interfaces
[ Q. Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel a

©) [OK]%2 Y w7 LET,
AT v 74 Click Save.

You can now go to [RE (Deploy) ]>[RE (Deploy) ] and deploy the policy to assigned devices. The changes
are not active until you deploy them.

BREEERMRT S

REDER LT N A AR LET, ERZRATLETIE, 7 A A LTEDEELT Y
TATIZRY EE A,

FIE

ATv 1 A0 [EB (Deploy) 127V v7 LET,
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X 40: FREH

£

pepioy| @ & @

AT T2 BEREMOLEIE. FEDTNAADF =y 7Ry 7 Z%A A LT [JEBHE (Deploy) 1227 U v 2 LE
ED

a1 BRLE=2DEREF

Q Advanced Deploy | A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

E720F. [TTER (Deploy Al) 1227V v 7 LTTNTOT A ZTRBALET,
42: 3 RCRAH

Q Advanced Deploy | A D Ignore warnings ST [0 |
D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

TNLSNOGEL, BINORERA T v a U EFET H-O, [@ERER (Advanced Deploy) 1 %7 U >
7 LET,
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#2RRY o—nEE |
B =czmmes

3. E5ELTER

1 device selected

[Q Search using device name, user name, type, group or status ] Deploy time: Estimate Deploy

Pending Changes Reports

D Device Modified by Inspect Interru... Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> () ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity Q system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates

Rule Update: (Isp-rel-20240311-2013)

AT9 T3 BEBKIHILIZZ L 2R LET, BHOAT =X ZA%2HKRTHIZIL, A==2——0 [JEH (Deploy) ]
RE L OFEMCHDTAarzs7 )y 7 LET,

U:BEART—E2R

Deployments  Upgrades A Health @ Tasks 2 ‘ O Show Pop-up Notifications @

H 1running 6 success 0 warnings O failures [ Q Filter ]

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s
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