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Cisco Secure Firewall 1210/20 ®EJfZ 41 LT, Bif/ SR/ DLED TEBRB LNV AT LDAT —H A%
MR L CIERICEEI L TWD Z & 2N D H1E,

T7 AT U F— MK U TEBEOmWEN 2G5 2 L NEETT (EEEEREE (UPS) ZEH7
5708) . Oy KT EITORWTEINKRDND & Ekﬁ774w/XTA@%%%%%
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EL VAT AETL—RA TNy NE T UTXEHAL

VAT ADBERILX, T AT VA VOYEICHDHERR Y AL o THIISNE T, BRA X L, VY
7 hEAERELET, ZNICED, VAT LADTL—RAT LYy NE DU URTR— NS, VAT A
V7R 2T BLOT—XOEO U A7 BRI ET,

( )

B =

T AT U —LEHD TEET S & =%, Firewall Threat Defense D #IHILIZHI 15 ~ 30535 3H2 0 £ 9,

1. BRI —RZ2 7747 U+ — ViR L, BRa 2 MTERLET,
2. V¥ —vOEHT, ER=— R %%#5 IR Y 2 L CEREEZ A I LET,
1:

®
R\
Power button ———> @ @)a)l

3. LED OHED AT —F A Z MR L £ 7,

2:LED
— @
Il Managed LED
o
(L) g System LED
(0] Power LED
5V===1.5A
— 7

BIRLED : FEEATHIT L TWAEEIE, 77 A T U4 —VDEFENRT NI/ >TND I EEWRLE
T

VAT A (S) LED : ROEMEEZ S L T 72 &V,
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1: SLED

LED DO E)F B TINA ADEREANT-ZRDE
A (53 :#)

ok 8, C s K &+ 01:00

FlLor B TmEEK (27— EEICKRLE LR 01:00

N

ok €8 T AT TV r—varir— K3k 15:00 ~ 30:00

FL

F LU TEAT (=T 0k TV rr—v g rom— RIZHR 15:00 ~ 30:00
e BLELE

Firewall Threat Defense = ASA

o Y —)LiR— MZEE L., CLl a7 b &89 5 Z & T, Cisco Secure Firewall 1210/20 73 Firewall Threat
Defense F 721X ASA ZFIT L CVDE 0 E D DERERT D HFIEIZOWTHEHA L £,

Firewall Threat Defense & ASA Ol D7 7V r—a VN, "— KU =27 CTHR— SN TWET, a2
V=V — M L, HATRFIZA Y A R — L SN TWET S r—va VR LET,

1. WFNPOR— A THFEA L Tar Y —bR— MO LE9,
3:

USB-C console
RJ-45 console

@B

[c}

2. CLI a7 "2 LT, 77 AT Y4 —/LT Firewall Threat Defense % 7213 ASA N FE TSN TV H )
EIOYDEMRLET,

Firewall Threat Defense

Firepower 7 74 > (FXOS) 'm o7 I RFREINET, BV A4V LTH LVWWIAT — REREETIC,
W52 N TEET, Bl A 28T THA2XERD H5E1L. Firewall Threat Defense CLI ~D 7 7 &
A (6N—) ZZBLTILEIN,

firepower login:

ASA
ASA 7o o7 M RFERENET,

ciscoasa>
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3. W&o/ T 7V r—ya UNETINTWBEEIL. Cisco Secure Firewall ASA %3 . OF Secure Firewall Threat
Defense i A A — b T A REBRL T &N,

Firewall Threat Defense CLI

VEIZISCTEX0SiZue 7 A L, FIDCLLWZYI W B2 D7D, By N T v TIRNT TN a—T 4 7
1T 5 7812, Cisco Secure Firewall 1210/20 =@ Firewall Threat Defense CLI \Z7 7 & 24 % J7ik,

REETNI N T TN 2a—TFT 4 T DD CLUIIT 7B AT HULERLLZEENH Y £,
1. WTFNDPOR— " E A TE2FERALTCar Y —bi— MIERE L ET,
4

USB-C console
RJ-45 console

I

@B

i
[c}

2. FXOS I8t L9, =—¥—4 admin &£ /X2 U — K (57 4/ hME Admin123) %l L CCLl 2=
TALET, TR ALz & NAV—FEERETLL IRk ET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[ooo]

Hello admin. You must change your password.
Enter new password: *kxkxkkx

Confirm new password: ***x*xkxkxxx

Your password was updated successfully.

[oool

firepower#

3. Firewall Threat Defense CLI (ZZE&# L £ 9,

'a \

B =

#H# &~ b7 71T Firewall Device Manager % fif 19~ % 35513, Firewall Threat Defense @ CLI 27 7 &
ALBRNWTLEEW (7 8AT5E, CUEY N7 vy 7RI ET) o

\§ J

connect ftd
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Firewall Threat Defense CLI (Z#)&> CHEfE 5 &, #IHlE Y N T v 72 5%ETT 5L I ROBNET,

firepower# connect ftd
>

Firewall Threat Defense CLI % #& 95121, exit £7-idlogout =~ RE AN LET, ZDa~vr RiZk
. FXOS 7u > 7 MZED £,

> exit
firepower#

REZ PG A HEIIC, BIAED Firewall Threat Defense Y 7 s 7 = 73— g9 U 2R+ 5 515, B X 8 Cisco
Secure Firewall 1210/20 % % —% > F U U —RIZHA A= T B0 E 2 0 EIRET B HIEITOWTHE L
e

T AT I A= NVERETIANCHBA—=Ta A VA= NTHILE2RBEDLET, BlOFELL
T, B#RICT v 77 L—REFETTLH2 L TEETN, REZRFTLT7 v 77— RTiE, Z0F
g2 2 &0 HEFER DN DHERH Y F9,

ETTEHNN—Tay

V7R =T Fyra—RX=UD) ) —=2AFKG5OHICH L, &EADEN VTV GoldStar U U — A %
FITTHZ L2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-
743178.html THAESNTWDH U U — R A SRS L L TEET,

1. WFNPOR— A THFEHA L Tar Y —/bR— MO LE9,
5:

USB-C console
RJ-45 console

@B

[c}

2. FXOSCU T, FETHoR—ra vy 2R LET,
scope ssa

show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable
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. LWAR=V g B A VA =T EEEIT. ROFIEEZETLET,

a) T7ANNTIE, BEA L Z—TxA AZDHCP ZEA LE T, BEA L X —T = A AZEHIP T
RUAZBRETDHUEND DAL, ROa<r RE AN LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOS D N7 7N a—T 4 7 TiA RIZRHMSNLTWD A A =MD FIEEFATLET,

BHA LS —T A ADDT VT BATEL == 0H LA A=V & XY a— N T H0ERH
@ij‘o

T AT+ — /LR L7- 5, FXOS CLI I FFE#HE: L £,
c) FXOSCLI C, BHENRRA T — FE2FERETLH L IITRONET,

Cisco Smart Software Manager 33 2 T* Cisco Commerce Workspace C Cisco Secure Firewall 1210/20 7 1 &2 2 %
BT 2 HECOWTHBLET, ZHTiE, BERTIA B RAZ AT, BINOHERZFET 572D
HA+T57 148 2PID DBENREENET,

FAB AR, VRAITEREFRBERIYENLT NS ZRZEA LRI, Av— s YT =T T4k
YT T I MY 7 SRTWET, Smart Software Manager ([T A 7 2 RN RWESIEL, Vv EB Y
Vo Z LTHLWT I hERELET,

F 72084 1%, Smart Software Manager (= % 2§k L £ 3, B&kA1T 9 (21L. Smart Software Manager ¢ % §
=2 U EARTHMLENRS Y £, FMRFNEICOUWTIZ. Cisco Secure Firewall Management Center 7 N
=AML= vary A FEZRLTIEEN,

Firewall Threat Defense (ZIZRD T A B AN H Y £,
Essentials : #42H
IPS
~ vy = T B
URLZ 4%
Cisco Secure Client
1. B TIA B RA%ZBINT 5 LENH H5E 1%, CiscoCommerce Workspace C[F X CHiZé (SearchAll) ]

7/f —J F‘%ﬁﬁﬁ I/iﬁ_o
6:

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. ROFAEAPID T LET,
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s A
B =
PID 23RO 6 RWEETR, HESXZFETPID 2B T 9,
. J
Essentials :
HERICE D 5

IPS, ~/ v =7 Bh#, 3 X0 URL OFAG O :
L-CSF1210CET-TMC=
L-CSF1210CPT-TMC=
L-CSF1220CXT-TMC=

EFDOPID DWTNEETITENT A L. IROWT D PID 23T AWRIN—2D% 7 227 Y
Fra s EBERTEET,

L-CSF1210CE-TMC-1Y
L-CSF1210CE-TMC-3Y
L-CSF1210CE-TMC-5Y
L-CSF1210CP-TMC-1Y
L-CSF1210CP-TMC-3Y
L-CSF1210CP-TMC-5Y
L-CSF1220CX-TMC-1Y
L-CSF1220CX-TMC-3Y
L-CSF1220CX-TMC-5Y

Cisco Secure Client : [Cisco Secure Client Ordering Guide] ZZ&MR L T 7Z& W,

3. fEE S, LS &3 —1t 2 (Products & Services) | Z1%4R L %7,

7

e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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FXOS CLI @ shutdown =~ > RE721X O¥ vy N T T —r 7u—DWTnrzEH LT, 77 A1y

AT L O A AL 5 72 12 Cisco Secure Firewall 1210/20 O EIR 2 2224 7 12T 5 %,

VAT LIy MU T D ENEETY, HMICER T T Ve i BIRAAL v F 2
L0328, BRRT7ANVATLAORGZEIEREITIENHY T, Ny 77T 7 FTIEEIZ
ZEOT 0w APNETINTEY, BRI 7 72k, EREZUMLIEVT2E 779 AT U —0

VATFAETL—AT NNy NE T UTEER AL

CLI

FXOS CLI % {# - C Cisco Secure Firewall 1210/20 %> % v ¥ 7 L., FBRZRY LD,
LIV THHIS, VAT LE7 Y =B TE AL HI2T 2 HEICOWTHALET,

TN A EF

FXOSCLI {45 &, P AT LELBIZY vy AU LTI 7 A7 U —/VOERZUIKTE E4,

1. WIFNPOR— A T AL Tary Y —bR— MIEEHE L E7,

8:

USB-C console
RJ-45 console

@

11\ Z,l

i ®

©

2. FXOSCU Tr— B VEBE— RITER L ET,
firepower # connect local-mgmt
3. VAT LT Yy MU LET,

firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?

Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

4. 77 AT T F—ND vy NE T UKV AT AT o P 2T —1LFT, Vv v N T UNRET

ToHE, ROTa T IRERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. HEISCTHERAA v F 247120, BRT 7 72K 0Ty — I DWERICERZ R 442 &

RTEET,

Management Center

VE—FCTEHLTWAIEETHLT N, ADBRELRIIA7IZTESL LT,

1210/20 = > v v N FZ U T 55,
EERALTCUAT AUy vy hE T LET,
1. 7747 U —N%E2vyy " LET,
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a) [T/Y1 X (Devices) ]>[7T/314 XE¥E (Device Management) ]%i&R L %7,

b) HEENT 27 /N1 ZDOMICH D [fRE (Edit) ] (&) 27V v 7 LET,

c) [7/314 A (Device) | #7 %27V v LET,

d [Z2F 2 (System) |27 aT[F A ADY v v F&Z 7 (ShutDownDevice) | (D) 227U v
7 L/iﬁ—o

e) TuLVT IRERINTZDL, TR ADY Y v N T U EHERLET,

AV APBET AT U A UCERI L TV DGERIE, T AT A ARy R T D L&

VAT LTa T eE=F—LET, V¥Yy NMIUUVBETTLHE, ROT a7 IRERINE

R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

V=L ER L TOWRWEEE. R30MFEF-S TV AT AR Yy Yy NI T LTI 2R LE
TO

. BECELCERAL v FEA 7L, ERT T 7 &5 T v — i YR EIRE Y A 2 &
mCEET,
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| 77 A T 0 %=L Dl —T )V &R 14

I N—R =7ty N7 v 7 %%ET L, EANCTR Yy NI —7 o bRl — N ¥ETcE 5 X512,
Cisco Secure Firewall 1210/20 O 47— 7 /L5 FIEIC DWW TR L £,

EHHOEBINA XA —T oA AR LET, Ay NT—712F, EHODDOA o F—F > |k
DT 7 HARMETT, 2 ziE, 7747 94— /VEEKEN LT (m&2iE WXy T — 27128
GTHZllckoT) BHRY NU—I 52 A A —Fy MO TEXET,

Cisco Secure Firewall 1220 D4, SFP &2 A —V %> S 1/9EB X OV1/10 Y £+ F9, T 513 SFP/SFP+
TV —/LVEVEL$ S 1/10 Gb SFP+ AR— kT,

FHNZOWTIE, N— R =2 THENA REBZR LTI EE N,

Ethernet 1/2-1/8 switch ports Ethernet 1/9-1/10 Management 1/1
PoE+ on Ethernet 1/5 through1/8 switch ports DHCP from mgmt nw
1220 onl
Ethernet 1/1—— ont={0GE Onli’ 0 Ol y —— Console ports
s
cisco 5 p— v‘_, @
— ‘
[=][=]=) ‘ =T I i I L R | o
O =) s S\ 17590 J [T J’ O\L o
G 12v=55A @ O 10 y 1 o sviﬁﬁA i
Management
computer
& Internet A
Modem
or router

Firewall Management Center

TN RNZHEARTR Y NT =T FREEATO, ICBETE D X010, FE7r Y a =2 Cisco Secure
Firewall 1210/20 #1f#iz > N7 v 7 &5 T3 5 Hik,

Cisco Secure Firewall Device Manager £ 7= X CLI Z#fiHH LT, 77 A 7 U+ — LV OWMKEELFEITLET,

Firewall Device Manager

Firewall Device Manager % fifi J§ L C Cisco Secure Firewall 1210/20 THJ#i > 7 v 7w 4 ' — REFEITL,
(2T A R g 2 BN SN ds L OVE BB e & V(i 3~ 2 TIEICOWTHIBI L £ 97,

COFEEERTDE, 77 AT U —NEBE L%, B A X —T =2 ATMAZTRDA H—T =
A ANFERRESINET,

A —Hxy N11: T4 . DHCP 225D IP 7 L A, IPve HEhERE
VLANT : TP . 192.168.95.1/24
F7 ) f— b SERA v B —T = A AT DHCP %41 L THE
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BINA > &% —7 = A A : Firewall Device Manager 7>5 DA > % —7 = A4 ARREIXT X TR SNET,

OFE (NHEED DHCP r—_— 77X ar bua— LR v— X2 UT /=07 E) TR

NEHE A,

1. 2 Va—XEWNEA ¥ —7 =1 A (Ethernet 1/2 ~ 1/8 % 7= Cisco Secure Firewall 1220 D541 1/2
~1/10) (28 LET,

2. Firewall Device Manager (22 7'/ > L £,

a) https://192.168.95. 1IZEA F T,
b) =—¥—4% admin &7 7 4 /L b 32T — F Admin123 2L e/ 1 > L7,

c) —MBFIEZFHATHEL, BHENSZT—RELEFT L5 kOO ET,
3. By R T U= REHERHLET,
9:[ Device Setup ]

Device Setup Q.. 2) Time Semings 3) Regietrstion
) °
: & Internet
! DNS Server
1/1 1/3 1/5 1/7 PoE MGMT
@els) @
FEEE [
12 1/4 1/6 1/8 PoE CONSOLE &5 Smart Lice...
7
( )
B =
EfE7RAR— MREX, ET ML TRARY £,
\ J
a) MHA v =T = f RLEBEA LS —T = AR ELET,

10:
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. PMERA > % —7 =4 AT KL & (Outside Interface Address) | : mal A DOFEELZ T E L TV 5
BliE. BHIPTY RLAZHERLET, By T v 7 U o — R&H L TPPPOE 3% ET H Z &
IXCTEERA, VP — RDFETIZIZPPPOE 3% ETE £7,

2. [F#A X —7 A A (ManagementInterface) | : HELA > X —T = A ADIP T KL ADORET
Yy Ty T4 = RICEENEEAN, ROA T a v ZHETEET, HFHUIPT KL A%
AT 2MLENSLEGEIE, FIEL (183—) 2L T TEEN,

[DNS#—,3 (DNS Servers) |: > AT LOEHT KL A ® DNS —/3, 7 7 4 /L kI OpenDNS
/X7 w7 DNS H— 3T,

T77AT704—ILDHKRR L4

b) [FeZlE%E (NTP) (Time Setting (NTP)) 1 Zf%E L., [k~ (Next) 127V v/ LE7,
11: NTP
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) &1 90 H R OFHLEAR 2 B4 (Start 90 day evaluation period without registration) ] %2R L %
TO

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager |2 & &% [ L72\y] T &V, TXTDO T A U AL
Security Cloud Control THEfT& N £9,

d) [#7 (Finish) 1227V v L%,
12 :
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) [A¥ > K7 r> 7,34 A (Standalone Device) ] # R L, [THE (Gotlt) ] Z =R L £,
4, T 7 g i EEHA L —T oA ATEIP T RLZAERELET, [F31 % (Device) |>[f & —
7 x4 A (Interfaces) | DEHEA L X —T = A4 ZEBRLTLTEE Y,

5. BMOA X —T oA A&EFHET DA, [7/34 A (Device) | Z#IRL, [f v F—T A A
(Interface) | DY~V —lcHsdr V27 %27 v 7 LET,

6. [T/34 X (Device) ] [ AT LEXTE (System Settings) ] > [S£FE# (Central Management) ]
DIEIZER L, [BifT7 (Proceed) 1% 2 U w7 L T Security Cloud Control 2%k L £9°,

[Management Center/SCC/Details] % 7% /& L =7,

( N\

R i

TV =T 5 Tk, TSCCI OV IT TCDOJ LRRSINDZILEBHY £,

|\ J

13 : Management Center/SCC

Cisco Secure Firewall 1210CE | Updated NaN,
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes () No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

a) [Do you know the Management Center/SCC Hostname or IP address] (2%} L. IP7 RL A 7=
IR M ARSI LT ICRETE S EE81E[Yes] 2. BSNAT ONRICH B0, TV w7 IPT R
VAFELIIARA MR WGEILINO] 22 Y v 7 LET,

b) [Yes] Zi®IN L7554 1%, [Management Center/SCC Hostname/IP Address] (Z A/ L £,

c) [Management Center/SCC Registration Key] Z#57& L £,

TDX—L, T7AT U —IIEREGETHEEIZ THIRETHEED 1ERY OB —TT, &
X —132~36 LT THLIMLEND Y 9, A7 0FIE, BT (A~Z, a~z, 0~9) . BX
UCNA Ty () Il Ed, ZODIE, ICRETIEROT7 7 AT U+ —/VHHTE $9,

d) [NATID] Z#57& L £7-

ZOFHHITIE. THHRETDAEED V1ERY OXFINTT, MHFOT XA ADIPT RLARbho
TWAEATH, NATD 2FET 222 HELET, NATIDIZ2~36 LFTHILENRHD £
T, BN XFITIE, BT (A~Z, a~z, 0~9) . BLONA T (-) ERHVET, ZDID
X, BT MO T7 7 A T U — MR Tt EHA] . NATIDIZ, ELWT AL ZANEO
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Wi CTHHZ L2 MRTHIDIZIPT FLRAEMHAGDETHERINET, IPT7 KL A/NATID OFE
FERICDI, BT —NTF v 7 INFET,
7. [B&pi o (Connectivity Configuration) | 7% L %9,
a) [Threat Defense?®> 7~ A h4; (Threat Defense Hostname) | #f57&E L £,
b) [DNS#—,3— 2" L—= (DNS Server Group) | ZfE L £7,

ZHUTTTIZREL TCWETR, BEFEO I N—T%2RINT 20, HILWIA—TEERLET, T
7 % k@ DNS 7 /L — 7% CiscoUmbrellaDNSServerGroup & FEiEi1, OpenDNS ¥r— R—3 & F
WET,

c) [Management Center/SCC Access Interface] T [Management Interface] %7 V v 7 L ¥ 7,
8. [##t (Connect) |27V v/ LET,

[Egr AT — % A (RegistrationStatus) %1 7 7 2778 v 77 A2, Security Cloud Control &% D BLTED A T —
ZAPMERINET,

14 :

Registration Status

o

St essful Connection with the

Management C

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting
management center configuration gui

started guide (2,
2.or
CDO configuration guide (2 to configure your device.

9. X7 —# X[ C [Saving Management Center/ Registration Settings] ® FJlg% 317 L 7= & Security
Cloud Control (ICBEEI L., 77 A 7 74—/ ZBIMLET, 25M L T< 72 & Firewall Management Center
TODT7 74T U+ —/LDXEk (233—2) ,

de

CLlI

CLity 77227 U7 s LT Cisco Secure Firewall 1210/20 H7 FL v v V&R E L, SMA
VH—T 2 f ARV TITBAEZREL T, T3 A% [IBEETE D LT D5 HE

CLty b7y 727 V7 M LT, SHOEEIPT KLA, F—bhU=d, BROZOMOIAR
FY— I BEEITWVET,

1. =V —/LiR— ~MZ#EEkE L T Firewall Threat Defense CLI IZ 7 7 & A2 L ¥ 9, Firewall Threat Defense CLI ~

DT 7EA (6—) ZHERLTLIEIN,
2. BHRA L E—T 2 A ADBREHOCLUEY T A7 Y F 2= T LET,
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( )

B =

REEZVT (EziE, A A—VEHEERTDIZLICEY) LRwrEY, CUEy T v TR
V7 RE@YIRTZ EIETEERA, 2L, ZRODORETXTiE. %25 CLI T configure
network =~ NZfEH L CTEE T £9, Cisco Secure Firewall Threat Defense =~ > KU 7 7 L > A
LT IEEN,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[ooal
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAFT VR INBDEATDT RLADDLR EH 12220 CyE AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Cisco Secure Firewall 1210CE | Updated NaN,
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HAFVA :no L ADLLT #EEALET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
management(

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

. ERRELET,
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key nat_id

{hostname | IPv4_address | IPv6_address | DONTRESOLVE}-Specifies either the FQDN or IP address of the .
FHET FURARETE 20413, DONTRESOLVE #(FH L £7, ZOHA/IE. 7747 U4 —
JVIN, BIERRE/RIP T RLAEIIERA M EF STV DIRBENDH D 1,

reg_key : Firewall Threat Defense % &6k 9% & X2 THHRET HEEDO T ¥ A AT —%HEE L
FT, BEEF—IL2~36 LFTHLHLEN DY £F, AR CFITE, 88T (A~Z, a~z, 0~
9) . BIXUONA T (-) BEBRHY T,

nat_id : CTHIEETH, FETED 1EBRY OXFHERELET, NATIDIZ2~36 LFTHDH
VERH Y ET, AR, 5T (A~Z, a~z. 0~9) . BLUOANA Ty (-) BERDY
9, ZOIDE. IZBETAMOT S AT TEEFE A,

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.
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Firewall Management Center

TNRA ADFANGEZITIP T RLUARE | Bekx—, NATID 2 L C, 127 /31 A& BT 5 Hik,
W77 AT U —VEBEGFELET,

1.\2n A4 LET,
a) RKOURLEZALET,

https://fmc_ip_address
b) 21—V —£ L R2ATU—KEZANLET,
c) [/ 14> (Loghn) 1227V v7 LET,
2. [T/81 X (Devices) ]>[T/34 R EHE (Device Management) ]% 3R L £,
JAdd] Fe w72 o 2 =2 —6 [Device][] Z3&R L £,
4. [Registration Key]. [Basic]. [Next] DJEiZZ7 Vv 7 L4,
15:

w

Add device

o Device registration method | Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don’t
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Sancel m

5. T4 ZADFMERELT[Next] 227V v 7 LET,
16 : Device Details
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Add device

@ Device registration method

a Device details

Device details

Domain *

[GIobaI/Leaﬂ ® v ]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

C] Analytics-only management center

| 77 A T 0 %=L Dl —T )V &R | 24

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

[Domain] : ¥ /L F KA A VEREET, U —7 AL UEBIRL£7,
[Device group] : Hi— N X A VEEE T, 7 /34 X% [Device group] (Z:E01 L £ 7,

[Hostname or IP address] : 18T 57T XA ZADIPT FLAEIIHRA M EANLET, T34
ADIPT RUABRARRARGAETTX (NAT OBRIZHLHGE0E) | ZO7 4 — REZEMOEEICLE

ﬁ—O

[Display name] : ([ZERT 57 3 ZAD4HTZ AT LET,
[Registration key] : #)iifERk & [F] Uk —2 AT LET,
[Unique NAT ID] : #J#3% & & 7 UalkBl & A L £,

[Analytics-only management center] : ,

6. 7 A ZDYMBEZITVET,

17 :
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Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defaun Access Control Policy ® v ] +

o Initial device configuration _
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

[Access control policy] : ZERFICT NA RCEET DR ORY > —ZRIT 50, FHLWVWAY
B LET, HHTOIMLERDH D ZERDNoTND I AL A RFHDRY =R TITH
Lo aRE . e (Add) 1(T)). [Blockalltraffic] DIEICRIR L Ed, % CoNEEHELT LT
T4y EHATHIENTEET,
[Smartlicensing] : 71 AZEINL £,

[Is this device physical or virtual?] : [Physical device]

[License type] : T /31 RAZE VLB THRKTA VL ADA A THMERLET,

TNAAZBIMLTZ D,

[Transferpackets] : DA 7> a VAHNITH &, RAA R RBRRAETHIZONT, T3 AN
RAEDT=OIZNTry N [ZHEE LET,

BAANR T LI, TL R, ARV MEREARVIE NI =Ly hEREDTZOIZ
WEELET, 2047y a v B8 LA, A0 MERZTD ITEE SN, 7y M
EEINFEE A,

7. [Add device] # 7 V v 7 L &7,

DT R AD/N—hE— R L CBRIEZMNLT D FE TS, R2ODPDDHEERH Y £9, BEEN
BT, T ANRT A MIBMENET, KRLEZSGEE, =9 — A ve—UNRFRINET,
TN, ADBERIT KL LT 5E 1%, RO Z/ER L T E &,

ping : 73 ADCLINZT 7 AL, ROa<wy REFEHLT DIPT KL A~Dping 23T LE7,
ping system jp_address

ping 23 ikEh L 72\ 401%, show network 2~ > RZHEH L Try N - REZMHERLET, T
AADIPT RLVAZERT HLEND D551, configure network {ipv4 | ipve} manual =~ > K%
ERLET,
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B —. NATID, BX QX IP7T RL R : fiHDOTF A ATRIURGES—ZHEHL TWDEZ L 2R
L. AL TWAEESIENATID 2@ LCTW\W5 = L 458 L £ 7, configure manager add =~ > K
FRERALT, 73 ATEEF—LENATID 23R ETHZ &N TEET,

N TNy 2—T 4 T OFERIT OV T, https://cisco.com/go/fme-reg-error 2B L TL 7280,


https://cisco.com/go/fmc-reg-error

L

U1

DHCP U EE T
il

NAT [11]1

U1

Ul

Cisco Secure Firewall 1210/20 Z&£H) L CTHE S 572912, AR &
2T ARV —ERELET,

WOREEZFH L CHERAN X2V T 4R ) —2RELET,
WA v B —T oA AL B —T 2 2 NEA v F—T =
ARCABRT 4 7IPT RLAZEY YT, WA X —T oA R
\ZDHCP = fE L ¥,

DHCPH—_—: 7 T4 T > b OWNEA > % —7 = A A TDHCP ¥ —
N—ZfEHLET,

FIFIN I —h A E—T 2 A RAENLTT T+ FL—
FEBEMLET,

NAT : SN A o B —T = A ATA o H—T = A APATEAEH L £,
TRy hu— s NENBINBA~D N T T 4 v 7 ZFFR L E
—g—o

X2V T 4R —2 D AZA AT, LD EERBRELZED D
TEHTEET,



| AR Y 2 — D

WNE — o 2N — 2 DEID BT, v—T v REBHDIPT FL v 70k E £, CiscoSecure Firewall
1210/20 A v H — T = A ZADFETFIEIZOWTIHHE L £,

WIHAFRE I CLI 248 -4 % 13> v (1 Firewall Device Manager %1 fl 4 2854, IRDA > & —7 = A ANFERH]
REShET,

A=Wy 811 [SF)  DHCP 225D IP 7 KL A IPv6 HEIERE
VLANT : TPN#E8) . 192.168.95.1/24
T 7 AN hb— b D ANEA X —T7 = A AT DHCP &4 L CHUS

\Z % $kd 2 Rz Firewall Device Manager N CIEMDA 7 —7 = A A[EH DOREE EIT LA, TD
IR S NET,

TR EICCLU Z2FH LI=SGE, 7 AOFERIRTEITH Y /A,

EHLEDHEEYL. T/8M ZADOBEBIZENMDO A v F—T 2 f ARTEEEITTHILENHY £9, CLIUZ LS
W E D iﬁé\&i\ WNEAA v FR—FDVLANT A v Z—T = A AZBITAHLERH Y T, BINOE
ETIEE, BEISELTAAL Y TFR— "2 77 AT U — N A EZ—T A AEHRL, A FZ—T A A
X VT =B ST, PT RLAZERE LET,

WOHITIE, DHCPIZ LA AZT 4 w7 T RV AR IL—FT v RE— RO A o F—T A4 ZA&FEH LT
(Ethernet1/1) . L —7 v RE— ROWNEA v X —T = A A (VLAN1) ERELFET, £z, NEEWeb T —
N—HDODMZ A v Z—T = A ZHBIMLET,

1. [F/34 % (Devices) ]|. [7/3A 24P (Device Management) ] DIEIZEIN L, T34 2D [#E (Edit) ]
(@) #2707 LES, >

2. [1 % —7 AR (nterfaces) 1 &7V v 7 LET,
18 :

o
it

Device Routing Interfaces  InlineSets DHCP  VTEP  SNMP

(LICUELEEM  Virtual Tunnels Q. search by name ] [ Sync Device ] [ Add Interfaces

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin; PortMode ~ VLAN Usage SwitchPo Virtual Router

0" Physical Disabled Global Q<
Ethernet1/1 outside Physical outside 10.89.5.29/255.255.255.192(. Disabled O Global 4
Ethernet1/2 Physical Disabled Access 1 [ o] &
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] o

3. IR EICCL 2 EH LIZBA1E. AL v FR—F 2L E T,
a) AA vFR— D [fRE Edlt) ] @ 227V v7LFT,
19:

Cisco Secure Firewall 1210CE | Updated NaN,

%t | 28



| AR Y > —DFRE | 29

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [£%) (Enabled) | F = v 27 Ry 7 A%+ NI LT, A2 X —T A A5G LET,

c) A7 aiVLAND ZZH LET, 7 74/ MI1TY, WIZ, TOIDIZ—ET 5 VLAN A > ¥ —
T A AZBEMLET,

d [OK|Z2 VU v27 LET,

TPHE) VLAN o > 2 —7 = A Z a8 (E7213RE) LET,

a) [1 8 —27z4 XDEM (AddInterfaces) ]>[VLANA >4 —7 =4 X (VLANInterface) ]% 7
U7 LET, ZOA 0 F—T oA ANTTICHETIHEIE, A V¥ —7 oA 20 [fuf (Edit) ]
(@) #7 Vw7 LET,

20 : VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) [Ex=V T — (SecurityZone) | kv 77X U XA B BEONEEYXF2) T 4 — 0%
BRI D0, [HiH (New) |22 Vv 7 LTHLWEXR 2T 4V —0ZBMLET,

7= & 21X, inside_zone &t WO LRIDY — 2 BMLET, V—rFRd I/ N—T12K S0 TEx=
V7R r—Z2mEALET,

VLANT NERIRE SN TWAES. 2NbD 7 4 —/L ROEY OENIA T 3 > T,
c) 48 LFFETH[4HT (Name) | ATTLET,
7l xiE. A F—7 A AT inside &\ &4HTEAITET,

d) [£%) (Enabled) | = v 27 Ry s 2%+ iz LET,
e) [E—F (Mode) ]1Z[7Z2L (None) JIZEREL/=FFICLET,
f) [VLANID] 1 IR E L E 7,

F 7 AN RNTIE, TRTOAL v FR— FMIVLAN 1 ICHESNE T, =2 THID VLAN ID % 3415
DAL, FTLWVLANID OFAA v TFR— N afRETILENLY £,

A B —T x4 ABRFLIH%, VLANID 2252 L3 CTExEdA, ZTITOVLANID i, fEH
SHAVLAN Z 7L BENDA L Z—T =4 ZID DT TT,

g) [IPvd] 7 [IPv6] % 7', F/cidmiF0X 7 %27 Vw7 LET,

[IPv4]: Fey 7 X VA MNL[AXT 4 v 7IPEfEHAT S (Use StaticIP) ] ZEIRL, IPT K
VALY TRy R AT EBAT v v aRil TANLET,
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7L 2%, 192.168.1.56/24 - AL £,
21: IP

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

[IPv6] : A7 — F L ABHERRTEDOLAIL[BEERE (Autoconfiguration) | F = v 7 Ry 7 A% 4 1C
LET,

h) [OK] 227V v 27 LET,

5. SN AICE 95 Ethernet1/1 O[fR4E (Edit) | () 227V v 7 LET,
[&#% (General) | X—YRnERINFET,
22 :

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) [Ex=V7 4 —> (SecurityZone) | K v 77X U A SMLBEFEONREX2 T 4 —0 %
BIRT 20, [FH (New) |27 Vw7 LTHLWEF2 VT4V —2ZBMLET,
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7=t z1X, Toutside_zone| &WH&4RIDY —r&BIMLET,

VLANT BRI E STV DA, ZNHDO 7 4 — /v RO OETA T v a v T,
b) 48 XFE T [4AT (Name) 12 AL ET,

Tl ZIE, A v H—T A AT Toutside) &\ ARTEMITET,

c) [£%) (Enabled) | F=v 2Ry 7 A&EF 1 LET,
d) [E— K (Mode) ]iZX[7Z2L (None) JIZRRELZ=FFICLFET,
e) [IPva] # 7. [IPv6] ¥ 7, E7-1ZMi & 7% 270 v 7 LET,

[IPv4] : [DHCPOfEH] (Use DHCP) | ZiIR L, IROA T a v DNT A—=F & ELET,

[DHCP 2 LT 7+ /L b /L— b+ & Hf5S (Obtain default route using DHCP) ] : DHCP H—/X—
NHT 74k — b EEELET,

[DHCP/L— K A~V »Z (DHCProutemetric) |: 7 R =AML —FT 4 7 5 4 AKX v A&
L7z — MZEID YK TES (1~255) , FEHLEA—FDT 74NV DT RI=A FL—
TA4T T4 AZ AT TT,

23: IP

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v }
Obtain default route
using DHCP:

DHCP route metric:

[IPv6] : 27— b L AHENEREDOHAIL[HERRE (Autoconfiguration) | T = v 7R v 7 A% 40T
LET,

f) [OKlZ2 VU vr LET,
6. =L i, Web b—N"—%FRA T HLIIIDMZA L F—T oA AERELET,

a) DMZ IZHERT2H2AA v FR—FDAAL v FKR—FE— %, [AA vF KR —F (SwitchPort) ] 1D A
FAZ T 7 LTERCT B L, ) (=) ERTINET,

b) 1% —7xAAD[fwE Edit) ] (&) 227V v7 LET,

c) [Ex=V7 1> —> (SecurityZone) | K v X JURXRNPLREFEODMZEX =T 4V — 0%
BT 50, [HH (New) 227V w7 LTH LWWEF2 U T 4V —rZ2BMLET,
7-& Z1X. dmz_zone &\ D LD Y — L &ZBMLET,

d) 48 XLFFETH[4HT (Name) |2 ATTLET,
ez AV E—T AR Tdmz W LAFTEMAITET,

e) [£%h (Enabled) 1 F=v /Ry 7 A&E4 N LT,

f) [E—F (Mode) JiZ[7Z2L (None) I EL=FEIZLET,

g) MBS LT, [IPvd] # 7 & [IPv6] # 7o WF ik -idlii2 27 Vv 27 L, PT7 FLAZHELE
‘a‘o

h) [OK]Z2 VU v 27 LET,

7. [fR1F (Save) |22V v 7 LET,
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DHCP

Cisco Secure Firewall 1210/20 4 > % —7 = A ATDHCP — _—% A%z L. WEZ AT R IPT N L

ABIOEER Yy N =V REEZ HEIMICZETE D L2127 5k

JIA T R TCDHCP AL TC 7 7 AT U4 — NS IPT RLRAZEET A L 912T 53554 1%. DHCP

P N—ZHHZLET,

1. [7/310 % (Devices) |. [ /34 A% EL (Device Management) | DIEIEIR L, 734 2 [tk (Edit) ]
(@) #7027 LET, >

2. [DHCP] > [DHCPYH—/\— (DHCP Server) ] Z#iR L £,
24 : DHCP

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration
Interface

[ ]

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. [r—3— (Server) | =V 7 C, B (Add) |%#27 Vw27 L, UTFTOAT>a v E&ELET,
25

Add Server ®

Interface*

(insce )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

(Mo % —7 AR (nterface) |: Ry 7 X T YA RNNLA L H—T =2 AL EEIRLET,
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[7 KL A27—/L (AddressPool) | :IP 7 KL ZADOHiIPAZFKELET, IP7 KLU AL, BIRLIA
4T 2 A ALFALH T Ry b LICATETBUERDD , {2 F—T 2 AEHDP T FLAEE
L EILTTEEREA,

[DHCPH— R —Zf%hi23 5 (Enable DHCP Server) | : &R L7z A % —7 =4 AD DHCP H—/3—%
Bz LET,

4. 0Kl 227 Vw7 LET,
5. [fR1F (Save) 122V 7 LET,

Firewall Management Center T7 7 /b ~/L— [ & fifgs8 £ 7213380 L. Cisco Secure Firewall 1210/20 7238456
VE=T 2 A RAENLTCT v T AR =L Ry NU—=ZZEETEDL L DICTHHECHON TR LET,

T 7 F v Mb— MIIEE, INBA L F—T = A ADDEREARERT v T A RN — AL — 2 B LR LET,
DHCP B AN T R LA AZ B L7c L, 735 AT TIZT 7 4V hbv— M ESZE LTV D AREMER &
DEI, FETL—h %iﬁbﬂ‘é‘éd‘é\%ﬁ%é%éﬁ}@\ ROFIRZEITLET,

1. [7/34 2 (Devices) |, [F /34 2% (Device Management) | DIEIZEIR L, T34 20 [f4E (Edit) ]
(@) 27V vy27LET, >
2. [)L—F«>% (Routing) ]>[##I/L— + (Static Routes) ]Z &R L 9,

26 :

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers
Global v
Network » Interface Leaked from Gateway Tunneled Metric Tracked

Virtual Router

Virtual Router Properties
“IPv4 Routes

ECMP

BFD
“ IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v  BGP

IPv4

IPv6

I Static Route I

v Multicast Routing
DHCP H— 3=/ 677 4 )b Mb— h &2 ZAG LG G 20T =7 SRR SNET,

3. pV— h%&EM (Addroute) 1227 U 27 LT, ROA v arZRELET,
27 :
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Add Static Route Configuration ®
|

Type:

Interface*

EE

(Interface starting with this icon @signifies it is available for route leak)

Available Network - Selected Network

=) | ﬁ
anv-ipv4

gateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

A-

[oworsr ] +
Metric:

L ]
(1-254)

Tunneled: C] (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

(#1477 (Type) |: BINTDAZT 4 v 7 — DX A ST LT, [IPvA] £721%[IPv6] 47> a R
HForEI7Vv I LET,

[f % —7 A% (Interface) |: H1A v Z—T = A ZAZRIR LU F9, @FIINBA L F—T =4
AT,

[ ATBE72 % >~ b U —2 (Available Network) ] : IPv4 5 7 /L bk /L— h D41 [any-ipvd] 23841 L,
IPv6 5 7 # /b b Jb— bk DA [any-ipv6] 23R L. BN (Add) |22V v 27 LCEIRLZ% > b
7 —7 (Selected Network) ] U 2 MzBEh S F4,

[ —+T =4 (Gateway) ] £7-1%[IPv6— 7 =1 (IPv6 Gateway) |: ZD/NL—rDFRT A hK v

TCHDLT— P2 AN—FE ANEITRIRLET, P7 FLREZIERY NIV —J[HRA AT
Y/ bEBRETEET,

4. [OK]#27 U v 27 LET,
V= KMRAZT 4 v 7 V— T =T NZBMENET,
5. [t£17F (Save) %27V v 27 LET,
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NAT

WERZ AT 2 RBNA v 2 =T = A AP T RLAZMEH L MRy Y —2ICT7 78X TEDL LD
(2. A F—=7xA ZPAT (NAT) KU > —ZEpT 55O W THRA L £,

ZOFNETIE, WEZ AT MBNET RLAZINTA > H—T 2 A ADIPT KL ADKR— MIEHT
ABNAT V— N BERLET, ZOXATONATL—NDZ Lk A v X —TzAf A F—F T KL ALEH
(PAT) ERFEONET,

1. [T/N1 X (Devices) ]>[NAT] DJEIZEIR L, [#HLLKRY >— (NewPolicy) 1527V v 7 LET,
2. RY v—Z4mizeftid, AU —%EHT57 34 A% L, [fR17F (Save) 127U v 27 LET,
28 :

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

RY =3 ITBIMSHET, JI&kts, RY = — A ZBINT0ERDH Y £7,
29 : NAT
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FTD_Policy (e (3 (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - . ot
" ;. Original Original Original T "
D # Direction  Type g\é?erzat:e g‘;?e':;a‘;e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

3. Jv—roiEl (AddRule) 1227V v 7 LE1,
4, RNV —NDF TV a rEHFRELET,
30:

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

[NAT/L—/L (NATRule) ] : [E@INAT/L—/L (Auto NAT Rule) ] Z %R L £,
[# 47 (Type) 1:[#AF 2 >7 (Dynamic) ] R L £,
5. [ 1% —7xAAAT7 =2 F (Interface objects) | ~—C, [fEMFRERA >V F—T = A AF TV x

27 I (Available Interface Objects) ] I 5 [585614 > % —7 = A A4 7 =7 b (Destination Interface
Objects) | fEHIEIZAMES Y — > ZBIML 97,

31:
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] Al outside o

. | Add to Source I
inside
Add to Destination

2

6. [Z#: (Translation) | X—C. DA T a v EHRELET,
32
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Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in

'Interface Objects' tab will be
used

[TCP v]

Translated Port:

[SEDXETE (Original Source) ]: [EM (Add) [(T) 22U w2 LT, +_COIPVA T 7 4 v 7
(0.0.0.0/0) DXy NT—IF TVl FEBMLET,

33:

New Network Object ®

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

Vs

R =

HEINAT L— L3 A7 V=7 FERDO—BE L TNAT ZBIT 57280, AT AEFKRD any-ipvd
ATVl VAT HILIITEERA, $70. VAT LAERDOAT V=7 Feffd b LT

TEEH A,
\_ J
[Z5#a35 7 D %12 50 (Translated Source) | : [56561 » % —7 = A ZIP (Destination Interface IP) | % &R
Lij‘o

7. [fR1F (Save) 1227V v 7 LTL— L &BIMLET,
=L [Jb—/L (Rules) | 7—7 WMIRfFENE T,

8. NAT X—UC[{R7FE (Save) |27V v/ LTEFERELET,
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Cisco Secure Firewall 1210/20 DINE Y — 2 B — o ~D N T 7 4 v 7 BT 57 7 & AL —v
BEBML, 7 arobXxa )7 o RERY U—2@A3 25 51k

Tr7AT A= NERE L XL, BRAD[TXTONT 7 4 v 7 %7 a7 (Blockalltraffic) | 77 &
Aayia—nR) = ERLEZGEE. 77 AT VA= AERBTDINT T 4 v 7 BT L7201
R == NVEZEBMTEIVNERHYET, 778X arbe— R —Zid, EFIGHMEIN D8
BONL—NEEDDHI ENTEET,

KOFNETIE, NI — o MBS — o ~DTRTD NT T 4 v 7 AT HT 7 & AHEL— L 2 1E
L £,

1. [[R') o — (Policies) 1> [t¥=21) 74 7R >— (Security policies) 1> [7 7 X #lf#l (Access
Control) | Z3#IR L., S A R ZEV Y THNTWALET 78R ary ba—LRY >—o [{FHEE (Edit) ]
(@) %2V y7 LET,
2. [v—v%BI (AddRule) 1227 U w7 L, IRONRNT A= EBRTELET,

34 : Source Zone

Add Rule

Name [inside-to-outside| ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

«lainside (Routed Security Zone)

D & outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. ZONV—VIZLRI 2T £3 (72 & 21, inside-to-outside) .
2.[V—> (Zones) | MHNERY — ZHIR L ET,
3. [EEL Y — DB (Add Source Zone) | %27 VU v 7 LE9,

35: Destination Zone

. Add Rule

N por— ) ton (@ ow )| @ tosgg orF | W Tmeronge [iore____[v]

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

Z0NE| | v 10bject

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4.[V— (Zones) 1AM Y — v ZIBIR L 77,
5. 5845 — %3801 (Add Destination Zone) | %7 U v 27 L £,
OB EFZFOEFICLTRBEET,
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3. AT vari "y b=l TRY) —=F AT %) v LT, BHEfT NN = A A~
A XLET,

[7L 7 4% (Prefiter) ], [187% (Decryption) |, [E¥=VUF 4 47V Y= A (Security
Intelligence) |. B5E W [T AT 7 147« (dentity) | RY >—i%, 77 & AH#E/L—/LORIZEH S
9, INOLDORY —5 DAL RTHLENIHD FHAN, Xy NV~ OD=—X %R L7
#%., EETED N7 7 4 v/ fastpath #i@H (QLEAZNSAXR) LIV NI 74 v 7% T uy /7 LT
ZOH%DWENARENIR D LT HIET, Xy NTV—T DRI f—< 2 A& R LEEH T ENTE
E3u

36 :

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

[FLv 7 4 v%—) (PrefilterRules) |: F 74/ hDF L7 4 L2 RY —%, o /L— L7358
Shad (Gt 5) 3 XCORNT 7y 7@ ESwEET, 774V MR —ZMx 52 ENTE
LHME—DETIL, MRV T T 4wl % [Tuay s3T5 Z&TYT, ZRUATIE, HiLnr
TANERY —EER LT, b GEil) | fastpath JLEE (DIEDF = v 7 234 8R) | £720%
Tyl TELRT VA ay ha—)L R —CBEMIT A ENTEXET,

TVLIT A NEEFHT D E, T uy 7 Eiidfastpath WELOWT L > T, b T 74 v I RES
DRI T 52 LT, XT3 —<v 2 AEMESEEZENTEET, HILWLEAY —TIL,

TRy =l 77402 —NAZEBNTEET, Mo —A2HiH]THE, 7
L—rT7 %A (FEREE L) O/RRAA— ko Rk fastpath 4LEE, v > 7 F723H Y — 1L T
EFET, VT ANEA—LEHEHATEE PT RLA, A=, BLOT 7 barTHBlsn b3
NtV NT T 4 w7 % fastpath LB £ 72137 0 v 7 T&E £,

ez, Ay PV EDOTRTCOFIP N7 7 4 v &7y 7 L, BEENSDSSH T 7 4 v
T EHEENRAT LA BILWT L7 47 R —EBNMTEx £,

[155 (Decryption) ]: 57 4/ FTld, EEITEH SN ERA, EEIEZ. XY " T—2 FTF T4 97
BT 4 —TA VAR v a BT L HETT, BEAEDSAE. NI T 4 v 7 BRI T MBI
L, ERIZEHFRIENTWAHEICOAREETEET, Fy NV~ 2R KBIIR#ET D702, B
RV —N—~D R T T 4 IR0, GHEHTERNRY NT—T BT AL IDLD NT 7 4w 71203,
WA —% Tt aBEIDLET,

[E¥=VUT ¢ 47U A (SecurityIntelligence) |: (PS T A B ANKLE) EX=2UT ¢ A
VTV V 2 AREIT 7 ANV B TENRSTHET, EX 2 VT4 AT I VAR, EEOL
LT 7T A ETAIZKTDHE I 1T OORMPHET, S 6RDNBOI-DIZHERiET 7 BA a3 ha—
VR —IZETENICEH ESNET, EXx2 VT4 AT VPR, VEaT—Ya AT
Vo2 AEEH LT, YAaDERHA TV P 2T 5 Talos MRS HIP 7 RL&,
URL, BEX O RAAS A Lo es T ry 7 LET, LEIZSLCT, IP7 KA, URL, KA
A EBEIMERITHIBRTE £,

( N\

B =

IPS 7 A B ARRWEE., ZORY —F, 77ER arta— R —THEEFRREN
TWTHERINETA,

. J

[TATT 474 (dentity) 1: 74T T 47 1 E7 740 FTIHTEHENEFA, 778X 2
fE—= RV —ICLD NT 7 v 7 OB EZFFAT LR, 22— —IZFRGEE ZERk T £ 7,

4. 7 a T 7B AFHIEAL—ALOBICEA SN AEARY —2BNL £1,
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BARI—1F, b7 7497 Dxa T BN ERET DERBAO—HORAKRHE LR AR
ERETT, I, ZHOTATLEROR) > —NEENTEY, TOEEANTIZ LA
YA RTHZELTEET, ZOFETIE, VAT ARBEORY o—Z2FHLET,
a) [RAKRY > — (ntrusionPolicy) | ke vy 77X VA&7 U w7 LET,

37:

@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

5 inside | Security Over Connectivity

b) UZARMNHI AT ABEEDORY o —% 1 IR L F9,

FEAEDZ—RAT—ATIL, [NTADENTEF =2 U 7 ¢ L (Balanced Security and
Connections) | ZH#EHE L T\ E 7,

5. A7 v a7 BAREIN—LORICEH SN 7 7 ANRY —FBMLET,

a) [77A4/LHR U — (FilePolicy) | Fruy7# o U A 27U w7 L, BEFEORY O —%2RIRT 5
N [Z7ANRY 2 —1U X FZBI< (Open File Policy List) ] Z34R L TR Y > —ZBIML 7,
38: File Policy

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

FLWAR YU —DEAIL, [[RY o— (Policies) ]1>[t¥a!) 7471 — (Security policies) ]
>[Iz T ET 74/ (Malware &File) 1] X—Y BB % 7 TR £,

b) RV —DIERRDFEMIZOWTIL, Cisco Secure Firewall Device Manager 7% &7 A REZHL T EE
AN

c) Pr—oiEn (AddRule) 1 ~—UIZREY, Fry 7 X0 U X b LAERLIEARY r—% i
WLES,

6. [Apply] 227 U v 7 LET,
J— L3 [Jb—sv (Rules) | 7— 7 WVIZEBIMSIVET,

7. [fR1F (Save) | &2V v 7 L%,

A B —=7xA A, NAT, DHCP, BL U7 7 AHIHDOEEF N T A ATHEIMI 2D L O, AU —%
B % Cisco Secure Firewall 1210/20 |2 BB 2 J7i%,

REDEFR T NA AZRALET, ERZREHTLETIE. T AMALTEDEELT 7T 4 712720
A,
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1. H LD [EBEE (Deploy) 127V v 27 LEd,
39:

| ARY >—D

2. HEHZREB DAL, BFEDT NS, ADF = v 7Ry 7 A4 LT[R (Deploy) 1227V v27 L

ij‘o
40 :

Q Advanced Deploy ‘ A O Ignore warnings Deploy

1010-2
(] 120-3

F7ix, [TXTEBR (DeployAl) |27V v 7 LTTFRTOT A AZREELET,
41 :

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

I Ready for Deployment

I Ready for Deployment

(7] 1010-2
(] 1120-3
(7] 1120-4

D ftd-cluster1

(1) fta1

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

® 5 devices are available for deployment :0)

ZNLSOGEIT, BIORMHA 7Y a v 2RET D7D
7 LET,

42 :

1 device selected

v Q, search using device name, user name, type, group or status

Pending Changes Reports

Device

Modified by InspectInterru..  Type Group Last Deploy Time Preview

[ E72 B (AdvancedDeploy) 1% 27 U v

Deploy time: Estimate Deploy

> ftd1 rboersma, System FTD Feb 26, 2024 11:09 ... @

> ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @

8 0 0|0

1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B

v ~ Access Control Group

Access Control Policy: in-out R rboersma, System

®
poy

Intrusion Policy: No Rules Active R system

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations

Interface Policy R rboersma
v Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group

Manual NAT Rules: interface_PAT 8 rboersma
v Security Updates

Rule Update: (Isp-rel-20240311-2013)
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3. BN LI Z AR LET, BHDOAT —H 22FRT 2101, A=a2——D[EF (Deploy) ]
WA ODEMCH DT A ar%r ) v 7 LET,

43 :

Deployments Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H VACIE] 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
@ 1120-3 Deployment to device successful. 2m 39s
@ 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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