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FHNZOWTIE, N— R =2 THENA BB LTI ZE N,
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DHCP from inside: 192.168.95.x

Cisco Secure Firewall 1210/20 O EJR %= 412 LT, Bl SRK/VDLED TERB LRV AT LADOARAT — X A%
T L LT, EWICHEEILTWD Z & E2MERT S L

T AT U A=K U TEBEEOEWENZ MG T 5 2 ENEETT (IEEEREE (UPS) ZHT
5728) . BAIOY Y v N T U EITDIRWTENINLRDbND &, BERRT7 7 AV AT LAOEEE G &
TSRSV 9, N7 VT RTRFEIZEO T e ANFETINTNT, BHRKDNRD
VAT AETL—RATINA Y Yy NI LUTXERA,

VAT LDBERIL, 77 AT UA—NAOEEIIHLERARZ AL > THI S ET, BRAX 1%, Y
T MNEMEPRELET, ZHICLY, VATADTL—RA TNy NETURYR— RS, VAT A
V7R 2T BIOT—ZOHEO Y A7 NS ET,
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—
. LED OBED AT — X AR LET,
2:LED
— @
Il Managed LED
o
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Firewall Threat Defense ASA

g —)LiR— MIEGE L, CLl 7' 2 7 F & ffid 35 Z L . CiscoSecure Firewall 1210/20 73 Firewall Threat
Defense F 721X ASA ZFEIT L CWDE 0 E D NERERT 5 HFIEIZOWTIBA L ET,

Firewall Threat Defense & ASA O 5 DOT7 7 rr—a VN, "— R =27 THAR— SN TWET, a2
V= )ViR— ML, HEEFRICA VA F—=LENTWAT T r—2a VAR LET,

1. WTFNDPOR— " EA TE2FERALTCar Y —iR— MIERE L ET,
3:

USB-C console
RJ-45 console

@B

[c}

2. CLI e 7 "2 LT, 77477 4+—/LT Firewall Threat Defense £ 713 ASA BN FETIN TS0
EIYDEMHRLET,

Firewall Threat Defense

Firepower 2 771 > (FXOS) 7R 7 FBRFRINET, B/ A LTH LWART — REFREETIT,
U228 TEET, v A 2% TTH2HEND DEE1E. Firewall Threat Defense CLI ~D 7 7 &
2 (68—Y) 2L T EEN,

firepower login:

ASA
ASA 7o o7 R RFERENET,

ciscoasa>

3. W&o/ T 7V r—ya UNEFTINTWDEEIL. Cisco Secure Firewall ASA #3 . OF Secure Firewall Threat
Defense i A A — b T A REBRL T EEN,

Firewall Threat Defense CLI
VBTG U TEXOSIZr 7 A L, FIDCLHZEIW B2 578D, &y v T v RTINSy a—TFT 4 7
%17 5 7212, Cisco Secure Firewall 1210/20 _ @ Firewall Threat Defense CLI (27 7 & 23 5 5k,
REEFFI NI TN 2—T 4 I DEDIZCLUICT 7B AT HLERLLIBEENH Y £,
1. WTNDOR— A TEFEHLTar Yy — R — MIERLET,
4:
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USB-C console
RJ-45 console

@

11\ Z,l

i ®

©

—

. FXOS Iz L9, =—F—% admin & XA U— R (F74/L MIAdmMin123) ZEH L TCLHIZ R
TA L LET, 1D TrIA L&, RAV—=REEFETLLIROLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[oool

Hello admin. You must change your password.
Enter new password: ****xkkkk

Confirm new password: ****kkkx

Your password was updated successfully.

[ooo]

firepower#

. Firewall Threat Defense CLI |25 & L £ 4,

( N\

R =

Wt >~ 7 v 71 Firewall Device Manager % {55 /3% 35413, Firewall Threat Defense ¢ CLI 127 7 &
ALBWTLESW (T78AFTHE, CLity N7y 7RG INET)

|\ J

connect ftd
Firewall Threat Defense CLI (Zf) THEfe 2 &, Iy R 7T v 72T T A6 LI ROLNET,

firepower# connect ftd
>

Firewall Threat Defense CLI Z #& 795121, exit £7-idlogout =~ RE AN LET, ZDa~vr RiZk
V. FX0S 7r 7 MIREY £,

> exit
firepower#
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FREZBRIAT D ENC. BAED Firewall Threat Defense V' 7 b 7 = 73— g U AR+ 5 5%, B L W Cisco
Secure Firewall 1210/20 % % —7% > b U U —RZHA A =T D0 E I 0 EIRET B HIEITOWTHEA L
*7,

T AT U —NERETDANIRIGN—Va v e VA= ATHL2BEIOLET, BlOHEEL
T, B#ZICT > 77— REFATTH e b TEETN, RELZRFTLH7 v 77— RFRTlE, Z0OF
NEZEH 5 X0 SRR D580 0 £7°,

e B VAC IS

VIR zT Xyra—RX=UD) ) —=2RFSOMICH D, ORIV TWS GoldStar UV ) — 2 %
EITTHZEERED LET, https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-
743178.html THHA SN TWDL Y V—XEIKA ST 52 L TEET,

1. WFNDPOR— A TEFERA L Tar Y —bR— MO LE 9,
5:

USB-C console
RJ-45 console

@
=
i ®
©
2. FXOSCL T, FTHoNR—Ya vy 2R R LET,
scope ssa

show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

JHLDA=Ta a2 A =T DA ROFIRZETLET,

a) T/ AN Tl BHA X —T A AIDHCP 2 L Ed, BHA ¥ —T = A AITFHHIP T
RUVAZBRETHUENSDLGEIL. ROa~r RE AN LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOS D N7 7N a—T 4 7 A FIZRRMSNLTNDfFA A—MEDFIEZFATLET,

BHA B =T A ZANBT IV EATEDY == 08H LA A=V 2L T rm— T 50N
DET,

TrAT U AR EE L2 H, FXOS CLINZ A EEREE L £ 7
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c) FXOSCLI T, HFHE AU — FEHERETH L oIkDbNET,

CLI

TN NDT KL v v TREERE L7 W5AEIZ, CLE X5 Cisco Secure Firewall 1210/20 E 2 1/1 D% v k
U—JHBREEEE LT, *v hU—7 £ Cisco Secure Firewall Device Manager (27 7 EAT& 5 L HI127T 5
Fik,

FI74NL MTIE, ROWTNDLDA B —T 2 A A TT 7 AT T4 — N EEHRTXES,

A —H x> b 12 LAFE : 192.168.95.1/24

BEL 11 :DHCP LD IP 7 RL&
FIFNEFDIPT RLABMEHTX /2 WEEAIE, oV — AR — oS L. CLUTHHEY h T v 7 5 E
ITLTEHIUNMNDOIPT RLAZBHHT FLAICRETEET,

1. 2V V=V AR—MNIEEm LET, A A= TWET 7Y 77— 3 (Firewall Threat Defense &
721Z ASA) DT (6°—) ZHBHBL T &V,
2. Firewall Threat Defense CLI (2% L £ 97,

connect ftd

firepower# connect ftd
>

3. A LA —T oA ADHEHOCL Y N T v F A7 VX 2T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAZVR : ZNBDEATDT RLADDRLE S 12O Ty ZANLET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

HAFDR HIP T FLUZ2ZRET 21203 [FH) (manual) | 28R L £,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

Enter an IPv4 netmask for the management interface [255.255.255.0]:

255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
10.10.10.1

Cisco Secure Firewall 1210CE | Updated NaN,



[ZTH S| 10

AAZFVR: F—=F U x2ADIPT RLAZRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

H4 &> R : Firewall Device Manager % ffi 9 2 #4513, yes & A1 L £,
4. HLWEFLIP 7 K L AT Firewall Device Manager (22 7' > L TL 72 &0,

Cisco Smart Software Manager 33 &2 U* Cisco Commerce Workspace C Cisco Secure Firewall 1210/20 7 A & X %
PGS HECOWTHALET, ZCid, BEHRIA B A Z A7 BINOWHEREZEST 572D
MT5714 2 ZAPDOKELEENET,

TA B A, VAIERIFRBREENST AL AEEA LB, Av— Y7 b7 T4V
YT T I MY 7 SR TWET, Smart Software Manager (I 7 A 7 2 RN RWEAIE, Vv EB Y
Vo Z LTHLWT AU hEaRELET,

Firewall Threat Defense (ZIZIRDF A B AR H D £7,
PEAE © WZH
IPS
~ v = 7 B
URL 7 4 &Y o

Cisco Secure Client

1. HHTIA B AZBINT 208N H 5 A1, CiscoCommerce Workspace T[4 TkiZZ (SearchAll) ]
T4V REEHLET,

6:

= v SearchAll..

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software
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2. ROFAEAPID 2T LET,

s A
B =
PID 23RO G RWEETR, HESXCFETPID 28T 9,
. J
Essentials :
HERICE D 5

IPS, ~/ v =7 Bh#, 3 X0 URL OFAG O -
L-CSF1210CET-TMC=
L-CSF1210CPT-TMC=
L-CSF1220CXT-TMC=

EFOPID DWT N EEITIENT A L. IROWT D PID 23T AWRIN—2DH% 7 227 Y
Fra s EBERTEET,

L-CSF1210CE-TMC-1Y
L-CSF1210CE-TMC-3Y
L-CSF1210CE-TMC-5Y
L-CSF1210CP-TMC-1Y
L-CSF1210CP-TMC-3Y
L-CSF1210CP-TMC-5Y
L-CSF1220CX-TMC-1Y
L-CSF1220CX-TMC-3Y
L-CSF1220CX-TMC-5Y

Cisco Secure Client : [Cisco Secure Client Ordering Guide] ZZ&MR L T 7Z& W,

3. MRS, B &Y —1 % (Products & Services) | Z3iR L £,

7

e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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FXOS CLI @ shutdown =< >~ K7 Firewall Device Manager > v v hZ 7 U—27 7o —OWFnz i L
T, 77 ANV AT AOHEE AT 5 72912 Cisco Secure Firewall 1210/20 OFEFR 2 22247124507

.

VAT LNy y MU T D ENEETY, HMICER T T Ve i BIRAA v F 2
L0328, BRRT7ANVATLAORGEZLIEEITIENHY T, Ny 77T 7 FTIEEIZ
ZEOT 0w APNETINTEY, ERT 7 72k, EEREZUMLIEVT2E 794 T U —0

VATFAETL—AT Ny RE T UTEER AL

CLI

FXOS CLI % fi - < Cisco Secure Firewall 1210/20 Z# > v v v & T L, HBREWV A LTIZD . T4 2528
LIV TS, VAT LE7 Y =B TE LT 2 HIEICOWTHALET,

FXOSCLI {42 &, P AT LELBIZV vy AU LTI 7 A7 U —/VOBERZUIK TE E3,

1. WIFNDPOR— A THERALTary Y —/bR— MIEEHE L E7,

8:

USB-C console
RJ-45 console

@

11\ Z,l

i ®

©

2. FXOSCLl Tr— b VEHE— NIcER LE7,
firepower # connect local-mgmt

3. VAT LYYy MU LET,
firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?

Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

4. 77 AT T Fx—ND %y NE T UV AT AT o P 2T F—1LFET, vy MY T URET

ToHE, ROTa T IRERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. HEISCTHERAA v F 247120, BT 7 72RO To vy — I DWERICEREZRY 442 &

MTEET,

Device Manager

VE— M CEHLTWAEATLT NN, ADBREZLZEIIA7IZTEDL LI

> Cisco Secure Firewall 1210/20 < v v N& v 45 51k,

Firewall Device Manager Zffi [l L T3 AT A Z @Iy v v 27 LET,

Cisco Secure Firewall 1210CE | Updated NaN,
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1. 7747 =Ny N2 LET,
a) [7/314 % (Device) |27 U v 7 LThb, [ZAT LIE (System Settings) > [FEEE/ >+ >~ b
7> (Reboot/Shutdown) |V > 27 %27 U v 7 LE9,
b) [“¥v h& 7> (ShutDown) |%# 2V v 27 LET,
2. AV VAP T AT U — MR L TWAEEIL, 7747 0= AN Yy MO THEX
WV AT AT T et —1LFET, Uy NEUUVNETTLHE, ROTar7 "RFEREINE
R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

A= ER L TOWRWESIE. R30MFEF- TV AT AR Yy Yy NI T LTl L 2R LE
j—o

3. MBS CTHEIFEAA v FE2A7IZL, BT 7 7KW Ty v — 0 bWBERICERAZ R 442 &
MTEET,
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WIMIREA T T L TG, BIMOA L Z—T A ARy NT—27 D
HE, BEORY =D AL~ A XE{TVET,
* Firewall Device Manager




Firewall Device Manager

| ARY >—D

F 74 FONEBURL £7-13EH 1/1 7 N L 2 Z{# ] L T Cisco Secure Firewall 1210/20 T Cisco Secure Firewall

Device Manager (2= 71 > L, &ELXHBTE 5 L 91T 5 Hk,
Firewall Device Manager (=2 7' ¢ - L C Firewall Threat Defense % #% & L £ 97,

1. I Ea—ZOEFREDA L2 —T 24 ZIEL T, 759D URL Z A LFET,

A =% b 1/2 LI : https://192.168.95.1
R 1/1 : https://management_ip (DHCP 7>5)

2. 2—¥—4% admin, ¥ 7 #+/L s X2 T — K Admin123 Z{FEH L Te /1 LET,

TS APFERA IR E 2 2. D AN ~D R Y > —03RET 2 K 912, Cisco Secure Firewall
Device Manager C#/J#1 Cisco Secure Firewall 1210/20 & v N7 v 7 %52 7§ 2 iiEE#HH L £ 7,

VW E &5 79 5I121%. & 0)IZ Firewall Device Manager iIc 1 /' A » Lzt &ty v T v 77 4 — K%
BFHLET, By h7 v 7O 4 F—=ROETH, W ONOEARRY O —NlICERE I, #iEL T

WD T AL ZARLETT,
WNE—EB T 7 v 7 70—
IR B ANER~D T X TOWBEHDA X —7 =1 A PAT,
1. —EHICREL, BHESAT—RFE2EELET,

[Device Setup] i N FK R S ET,
9:] Device Setup ]

Device Setup Configure 5 Configure
Internet Connection Time ing

} 5
& Internet

/ /3 1/5 o MGM
sae @
=== £

&% Smart Lice...

s

B =

IEREZR AR — FREIL, BTV L > TR 7,

&

wiE |16

2. MEBA L —T 2 A ABIOEHA LA —T 2 A ADXy N — I REXEELET,
10 :
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

THZEIITEEREA,

[Configure IPv4] : PPPOE 23 L /241X, V4 — FOZETRHRICGKETEET,

IPv6 %#5%F9 %

| ARY >—D

[OutsideInterface] : ¥ — %~ k 1/1, T34 ZADOHIHAREHEHIBIDOIEEA > H — 7 = A A Z IR

b) [Management Interface] : HEHOEH 11 A L X —T =2 A ZADRTFTA—FZEFHELET, CLUTIP

7 RLVAEEFE L7HA, TROOREFT TIHEREADTZORRINERE A,
[DNS Servers] : 57 # /v X OpenDNS /X7 Y 7 DNS H—/ 38—,

T77ATI4—ILDEKRR L4
c) [k~ (Next) 122V v27 LET,
VAT AR ERELET,
11: NTP

Cisco Secure Firewall 1210CE | Updated NaN,
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

a) ML=
b) [NTP Time Server]
c) [k~ (Next) 122V v LET,

4. Av— K FA BV RAEHRELET,

Cisco Secure Firewall 1210CE | Updated NaN,
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Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (3

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

@ Register device with Cisco Smart Software Manager

Please register your device at this time. If you do not register now, you can
register later from the Device > Smart License page.

@ Create or log in into your Cisco Smart Software Manager account.

N2

@ On your assigned virtual account, under “General tab”, click on “New
. Token” to create token.

@ Copy the token and paste it here:
Vv Token

MDM4MTAhNWEtNmMEXMCOONzMyLWE3YWMtMzY 1TMWViOTM2Nm
EOLTE3NDUOMzI2%0ANjQyMjV8dUNPZnRLWDJhSFJ6bWcOYkFqVW
ZWQzJzd2JDN2dwRkxhbUhQeHhj%0AZUtnUT0%3D%0A|

.

Select the region in which your device is operating.

siE)

Region

US Region v

@ Enroll Cisco Success Network.

Cisco Success Network enablement provides usage information and
statistics to Cisco which are essential for Cisco to provide technical
support.This information also allows Cisco to improve the product and to
make you aware of unused available features so that you can maximize
the value of the product in your network.

Enroll Cisco Success Network

@

For a more detailed overview on Cisco Licensing, go to
cisco.com/go/licensingguide (3

BACK FINISH

a) [Register device with Cisco Smart Software Manager] =7 V v 7 L£7,
b) [Cisco Smart Software Manager] V > 27 %227V v 7 L%,
c) [Inventoryl #27 VU v 7 LE9,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

Cisco Secure Firewall 1210CE | Updated NaN,


https://software.cisco.com/#module/SmartLicensing

| AR Y > —DFRE | 20

d) [General] # 7. [New Token] #27 U v 7 L9,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

e) [&dk —2 > %1ERL (Create Registration Token) | # 4 71 /Ry 7 2T, ULTOREM™E AT LT
Mo [F—2 v %1ERk (CreateToken) 1227V v 7 L¥1,

Create Registration Token L

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

Bz
(2R (Expire After) | : #ESEE I 30 A T3,
B RAFEAEIF (Max. Number of Uses)

[ZD =7 o8GRk S U7 B0 Clig A PRIERE 257 FT 3% (Allow export-controlled functionality on
the products registered with thistoken) 1: &R S LRFFAI S LTV D EOYA TR 27 F 47
VAT T T EAMILET, ZOKEEZERT L TEOESE, IO4 T arE I I TEIRT S
VERHY ET, BTIORRBEANNITL2HEIEL. TAMAZH LT v 7 X — THEE
L. TRA 2%V 0 —RTHMERHV ET, ZOF T arNFRENRWVES, TH T2k
I RISREZ PR — P LT ER A,

F—=2 3o o P UIEmESnE T,

f) b= OFEENZHIRENTA 2% 7)) v 7 LC[b—2 (Token) |# A7 0Tl Ry 7 A&,
rh—=272D%Z7 Uy FR=RIat—CT& 25 X9 LZxd, Firewall ThreatDefense D&k LB 72 &
ZIWCBOFIETHEHT DI, 2O =7 28 HFL T £,

12 :
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtYZEw_ 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
13:
Token 9 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

g) Firewall Device Manager T, h—72 > % h—2 > 7 4 —)L RIZAED HF£9,
h) ZofoA 7> a % EL, [Finish) 27 U > 7 LET,
5. v Ty Ty 4 P—REKTLET,
14 :

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

a) [Standalone Device] %=~ U 2 L T Firewall Device Manager #{# fH L &7,
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b) [Configure Interfaces] =~ U v 7 L T [Interfaces] ~— JICEEBEI§ 5 7>, [Configure Policy]
%27V v 7 L7 [Policies] *—IZBET 50, [Gotlt] =~ U v~ LT [Device] <X— 2B #E) L %
7
AVE =T 2 A ZAFEFIFRY —REICONTL, TRy NT—IREERY O —DOFRE (22—
V) | EEBLTLIEE N,

6. HEEET A B AEHIML L E T,
a) [Device] ~—"/>5 [Smart License > > View Configuration] DJlEiZ27 U v 7 LE9,
b) TNENDA T 9T A& AD [Enable/Disable] = b —L %227 1) v 7 L£7,

SUBSGRIPTION LIGENSES INCLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cy File Policy
Includes: & Intrusion Policy

URL Cisco Secure Client Type Ac ge v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that

than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.
Includes: URL Reputation Includes: RA-VPN

C) WHE Ry XX )R o [0S (Resync Connection) ] % i#K LT, Cisco Smart Software
Manager & T 1 & o A1z R S &£,

Go to Cloud Services

Resync connection

Unregister Device

Cisco Secure Firewall 1210/20 28 % v b — 7 B LN N T 7 4 v 7 O L —3 2% X H 1, CiscoSecure
Firewall Device Manager CA > 4 —7 = A A, EX=2 U7 4 —> DHCP, BLPtEFXF=2UT 4R —%
ET D ik,

EBMOA B2 =Tz A4AX, DHCP —_"—%FREL, X2 VT 4RV —2DAZ~A A LET,

1. AA v TFR—=F 2T 7AT U= A H—T A RIEHT D51, [Device] =R L, [Interfaces]
OMEDY I %0 ) v 7 LET,

a) Af vFH—rofmET A2y @) 22900 LET,
b) &— K% [Switch Port] 7> 5 [Routed]iZZF L =9,

15:
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Ethernet1/3

Edit Physical Interface

Interface Name Mode Status

Switch Port

Passive

Description

IPv4 Address IPv6 Address Advanced v VLAN

Protected Port

Usage Type

Access VLAN

inside (Vlan1) v

c) LHiEIPT FLAZERELET,
16 :
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Ethernet1/3
Edit Physical Interface X

Interface Name Mode Status

dmz Routed 7 c

Most features work with named interfaces only, although some
require unnamed interfaces.

Description

IPv4 Address IPv6 Address Advanced

Type

Static Vv

IP Address and Subnet Mask

192.168.1.4 / 24

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

/

e.g. 192.168.5.16

d [OK|Z2 Vv Z7 LET,

CHBHLWT s AT U A U H—T A AT 5845 1X. [Objects]. [Security Zones] DJIHIZ %
WLET,

MBS U TH LW = BREETZIIMER L, A vV F—T 2 AEZD ) — B8 BTET, K1
VE—=T A AF, RV —FBRETDHY — VB LTWALERLY £,

WOHITIL, #H LV dmz_zone Z/EK L., FhiZdmz A v ¥ —7 = A A&EY Y CHHFEEZRLET,
17 :
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Add Security Zone

Name

dmz_zone

Description

Mode

@ Routed O Passive O Inline

Interfaces
® > @ dmz(Ethemetl/3) (i )

> inside (Ethernet1/2)

SANCEL

> management (Management1/1)
> outside (Ethernet1/1)

> unnamed (Ethernet1/8)

1 item(s) selected

Create new Vv CANCEL

3. N2 7 A4 7> R TDHCP ZfE L CTT /31 A5 IP 7 R L A2 HiGd 58415, [Device > System
Settings > DHCP Server] DJIEIZi%#IR L T/ 5 [DHCP Servers] ¥ 7 % &R L £,

FTTIZNERA o Z =7 = A AL S LTV D DHCP — =35 0 £,
18 : DHCP

Add Server P

Enable DHCP Server O

Interface

dmz (Ethernet1/3) v

Address Pool

192.168.1.50-192.168.1.254]

e.g. 192.168.45.46-192.168.45.254

4. [KY v — (Policies) | Z#iBIRLCHxry hT—27 DXV T 4 AU —%HRLET,

THRAR Y T v 7 U4 ¥ — T, FEL—/L2EH LT, inside_zone & outside_zone [ D iffE 7
P—EFHCTEET, BELVATIRERARY =% L EHA, BAZERTIE. +—11
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SLUTHRT 7 arEZRELET, R —ITiE, A v X —T = RZAND EEDTXTHA
VHE—T oA ADA LR —T 24 APAT b EENFE T,

19:

@ Security Policies

o0 - SSL Decryption  —> Identity —> Security Intelligence  —> @ NAT — [ JASISYenesl & Intrusion

Default Action Access Control @ Block v

T2lEL, B —NA =T 2 A ANRHDLGEIE, b0y = L OMOBEZFHT257 2
T A — LN LE T,

EHIZ, BV —bE AT A-DICMORY) o —2HEL ., HBNPLE LT AERZIET 57
DIINATB X7 78 AN— NP T 5N TEET, V= NARX—CRI) =X AT %7 ) v 7T
HZET, RORY U —%HETEET,

[SSLiE 75 (SSL Decryption) ]: R A, w7 =7 72 ElIZ oW THE B &=k (HTTPS 72 &) %k
BT H5E1E, A EF LT 0NERLY £3, EOEGEETT D20NEND L 0% W 212X
SSLERRY —%2HLET, VAT AT, MERICERZ B S{LL T,

(74577 47« (dentity) |: fHxD2—W—|ZFy NT—F T I T 4T 4 BT E, 2
o=V —F o= — TN —TDRA Ry FIHASNT Ry VT =7 T 7 RAEHET 5
B, BEDO Y —APT FLAIZEEMNT SN TS 2= —%2HETE-OICTAT T AT 4
ARV —=FHLET,

[SecurityIntelligence] : (IPST A& ABME) 75 7 U A MREHADIPT R AE7=ITURL
DR ET- B Ry 7T, X2V T4 ATV V2 AR —2FEHLET, BEM
DRERYA b2 T Ty 7 YA MIBETNE, 778Aarba— L R —TENLEZEET
HMENRL D EF, CiscoTIE, X2 VT4 ATV ADT T v 7 U A NBEIIZHEHT
SNHEIT, BEHOARERT FUARLURL OEMER 7 ¢ — F2REL TWET, 70— F&fl
AT2E, 7797 VA NOHEBZBMELITHIRTADICR) O—2RETILERH Y £8
Ao

[NAT] (Cry RU—2 7 RURZEH)  NEBIP T RL A ZANERDN—TF ¢ FH[REIR T R L AT Ha
TAHDITNAT R Y S — & L ET,

[7 7 & Al (Access Control) ]: *v NV —2 ECHATHHOWREIZT VA 3 ha—)L
KU —ZEHLET, ¥Xal)Ty S PTRLA, Fahan, Kk, 77— s
Y. URL, 2—H¥—Fida—HP— I N—TILoTT7 4 VFUTEET, /o, 77 & AHIH
N—NEFERALTRALTZ 74N (v =T) R o—%#ALET, ZORY —2HEHLT
URL 7 4 W& ) v 7 B3 L E 9,

B (ntrusion) 1: BARY —&MHH LT, BEHOEREBREL £, 77 AHIHL—L &2 HH
LTREARY —ZwHA LETHE, BARY —%fFHE L TR EDEANL—LEERIZAEZE 721X
M TE F T,

OB, 77 & AHIHEAR Y 2 —Tinside_zone & dmz_zone D DWIE &[4 25 HiEZ R L TWET,
ZOFITIE, [BeoR% T (AtEndof Connection) ] 3R I N TV DA, [mX 2 (Logging) ] % Fx
WTHOWTIDOX T THEA T a VTR ESNEEA,

20 :
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Add Access Rule X

Order Title Action

2 v inside-dmz Allow v

Source/Destination Applications URLso Users o Intrusion Policyo File pol'\cyo Logging

SOURCE DESTINATION
Zones +  Networks +  Pors +  sGT Groups Zones *+  Networks +  ports +  SGT Groups
B inside_zone ANY ANY ANY ﬂ dmz_zone ANY ANY ANY

5. [7/34 % (Device) | Z3#&IR L Th 6, [#Hr (Updates) | 7 /v—7 T [REDF =< (View Configuration) ]
BV I L, VAT LT —ERXR=ADFEHFAT Y 2 —VERELET,

BARY S —ZHHLTWAESIZ, V—/1 L VDB DF — 2 X— 25 EMN A EHH2RELET, &
X2 VT 4R 4 — FEEAT28HAE. FNOOFEFAr P a— L aHRELEST, —FHHEYEL LT
X2 VT 4R —CHIBN EFREGEHT 2581, TOT =X X—ADEHAr V2 — IV ERE
Lij‘o

T
6. A==—0"[Deploy] "% %7V v L. [DeployNow] R % > (@) 7 Vv LT, BEENF%
TNA AZEBRR L E T,

EHIT, TNOZRERMT2ETT N ATHZITRY £ A,
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