EAXR) O—DERTE

ROFBEZFHH L TEAN X2V T 4R —2RELET,

A v H—T 2 A RALIEA L H—T =2 A NEA L HZ—T =2 A RAZAXT 4 v 7 1P
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,
X2 VT AR V=2 W AZvA XLT, LYV EERRELZEDDL I LLTEET,
s A B =T 2 ADFE (1 =)
« DHCP —R_—0DFHTE (7 2—)
* NAT OFE (8 —)
o TV AKINA— NV DOERE (12 %—)

A B —T = A ATO SSH DAL (15 2—3)
s RTEDOREB (16 X—)

A1 23—T x4 ADEKTE
MR EIC CLL ZEHT 20V ICEry vy F 7 r Yy a = 7 E7-1IDevice Manager % fifi
AT 286, ROA X —T7 o ANHARESNET,
A —HFFv 11 S . DHCP 225D IP 7 KL A, IPv6 HENRRE
« VLANI : [TPN¥E) | 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Management Center (Z %8k 3 2% RiflZ Device Manager W CiIBIND A > ¥ —7 = A AEHORE %
FAT LT, E . ZOREITRFISNET,

#xK) o—oEE |



B sz 1z08%

FIE

#2xKY v—oFE |

HIEENS CLL 2 L7236 73 ZAOFEREREIZH D A,

ELLDO%E D, 7A4z@%ﬁ&_km@4/& T oA AREEFTTHLENDY F
9, CLIZ X B 4% Alx., WEBAA v F AR — D VLANL A »Z—7 = A A& BT
LHUENDHY ET, EDHO) Eﬂi MBS L TCAAL v T R— T 7 AT T —V A
=T oA RAEW L, A Z—Tx2A A EF2 VT 4 —ICEHYYTT, IPT RL A%
ETELET,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE— ROHWEA v H—T = A A
ZfiH LT (Ethernetl/l) . L—F v RE— RONEA X —7 =1 A (VLAN1) ZHELF
T, £72. N Web b —_X—HDODMZ A > F—7 =4 A LBIMLET,

ATYF1 [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIN L, T34 2D [#iE (Edit) ]
@) #27Vvyr7LET, >

AT T2 [A % —7 A A (Interfaces) |27 U7 LET,
H1: 48— 4R

Routing  Interfaces  InlineSets DHCP  VTEP  SNMP

m Virtual Tunnels Q search by name ] [ Sync Device ] [ Add Interfaces v ]
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin PortMode ~ VLAN Usage SwitchPo Virtual Router
[@ Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/256.255.255192(...  Disabled QB  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 4
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] &

ATy T3 PIMREICCLI Z2FEH L=HA1E. A v TFR—bEAMLET,
a) AA vTFR—1+O[ME (Edit) 1 (&) 227V v 7 LFET,

B 28Ry —nmE
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2: 24 vy FR—+rOEHIE

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [A%) (Enabled) | F=v 7Ry 7 A%F NI LT, A F—T A Z2HMELET,

¢) (EE) VLANID Z2ZEHLET, T 74/ ME1TT, ®IZ, ZOIDIZ—T 25D VLAN A > ¥ —
T x A AZBMLET,

d [OK] %7V v LET,

ATy T4 TR VLAN A v 2 —7 = A Z%BM (£7-136mE) LET,

a) [M23—T7 x4 ZXDEM (AddInterfaces) ]>[VLANA 42— 4 X (VLANInterface) 147 U v
JLET, TOAEF =T oA ANTTIAHET H2HEEIEL. A 0¥ —7 =1 20D [fatk (Edit) ] (&)
7 Vv LET,

BARY —DEE
|
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B sz 1z08%

b)

d)

f)

K 3:VIANA >3 —7 x4 ADEM

Add VLAN Interface
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
Description:

B )

’ Mode:
[ None v ]

ecurity Zone:

’ linside_zone ¥
MTU:

- [s00 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

[E¥= VYT 4 —> (SecurityZone) | K v 77 URXNPLBEGFONT X2 YT 4V — 2 %k

W20, HHl (New) 1227 U vy 7 LTHLOEF=2 YT 4V —ABMLET,

7= & 21X, insde zone WO ARITO Y — v EBIMLET, Y—rF @I/ A—TICE SN TEx 2V

TARY =2 LET,

VLANI WHERREINTWAES., b0 7 41—V ROEY OHSITA TS a3 T,

48 LFF T [4HT (Name) ]2 AN LFET,

Lz A X —T x4 AT indde E VO &4RTEITET,

[F%) (Enabled) | T =27 HRy I A% A4 N2 LET,

[®E— K (Mode) 1iX[72L (None) JIZ¥XELZEFIZLET,

[VLANID] % 1 IZf% & L £,

B 28Ry —nmE
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AV8—T 14 RADEE .

FI7 x4 N T, TRTDOAAL v FAR— MIVLAN LIZHRESNET, 22 THIO VLANID % %R -4
HEENE. LW VLANID OFAA v FR— N EHETILHERNH Y £,

AHE—T 24 AERF L%, VLANID A ET 52 L3 T FEHA, 22 TOVLANID &,
FAEND VLAN & 7 EBENDA o Z—T =4 A 1ID O )7 TI,

g) [IPv4] Z 7, [IPv6] ¥ 7, ETIXl DL T%2 7Y v 7 LET,

s[IPv4] : Ry T X T URRNG [AXT 4 v 7IPEMiHT % (Use StaticIP) [ #ER L, IP 7
RLVALEH TRy NSRRI BAT v 2R TANLET,

7= & 21X, 192.168.1.56/24 & AJ1LF T,
HM4:NEIPT KLADERE

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

s [IPv6] : A7 — F L AHBERE DAL [HEEE (Autoconfiguration) | F = v 7Ry 7 A% A4
ZLET,

h)y [OK]ZZ7 VU vZ7 LET,
ATy 5 HEHICHE T % Ethernetl/1 DO[#FE (Edit) ] (£) 227V v 27 LEd,
[&#% (General) | X—YNFREINET,

| #xK) o—oEE |
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B sz 1z08%

ATvT6

& 5:—#%

b)

Name:
outside

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Description:

[ |

Mode:

(ens 5

y Zone:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

(1500 )

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O
[E¥= VYT 4 —2 (SecurityZone) | K v 77 URXMNPLEEGFOINNTEX2 YT 4V — 0 %k
T D0, FiHl New) 1227 V7 LTHLWWEXF 2V T 4V —rZBMNMLET,
7= & %1%, loutside zone] WO LFIDY —>ZBMLET,
MOFEARREITATE LTSV, AR 5L, Management Center D BEEERE S T S v E 77,
[OK]&Z27 V> ”7 LET,

72 21X, Web b —R_R—%Z2 KA T BEHIIDMZA v X —T =24 AR ELET,

a)

b)
¢)

d)

DMZIZfEHT AL v FHR— b DAL v FAHR—hE— K%, [AA vFHR—F (SwitchPort) 151D A Z
AF%7 Y7 LTHPNZT DL, B () ERFINET,

A B—T A 2D [t (Bdit) 1 (&) 22V v 27 LET,

[E¥= VU7 ¢ —2 (Security Zone) | Ky 7 X7 UAMNNLEBEFODMZ X2V 7 4 — 0%
BINT 20, [ New) 127 Vv 7 LTHLWES 2T 4 —0&BMLET,

7o & 21X, dmz_zone & W HAHID Y — 2B L E T,

48 FF TP [4AH1 (Name) ] AN LFET,

B 28Ry —nmE
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DHCP H—/\— DR E .

FeziE, AV F—T A2 dmz & WO LARTEATTET,

e) [f7%) (Enabled) | F =y /Ry 7 2eF i LET,

f [E—F (Mode) [IF[%L (None) JICRHE L7 EEIZLET,

g) WMEIIRLT, [IPV4] Z 7 & [IPV6] Z 7 DWTHMNEIEW %227 Vv 7 L, IP7 RLUAZRELE
hd‘O

hy [OK]%#27 U v/ LT,

ATy T [R1F (Save) 1227V w7 LET,

N s

DHCP Y —/\—MDXE
34T FCDHCP ZFEHLCT7 7 AT U4 —NGIP T RLAERET L L5127 258
1%, DHCP —"—ZHF L ET,

FIE

ATYF1 [T34 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [fi#E (Edit) ]
(@) #7027 LES, >

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,
6:DHCPH—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+ v +
Secondary DNS Server Secondary WINS Server
[ o+ =] +

Server Advanced

Interface Address Pool Enable DHCP Server

ATY T3 [h—— (Server) |=UT7 T, DB (Add) 1227V v 7L, UFOF T arzRELET,

| #xK) o—oEE |
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B wozz

7:9—/"—m3Bm

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

[ H—T7xAA (Interface) |: Ka vy XTI LYV RAINLA L F—T 24 AL ERNLET,

«[7 RLAF—/L (Address Pool) ]:IP 7 RL ADOFPHZZE L E£T, IPT7 FL AL, BIRLIZA v
B—=T 2 A RALF LY T Hy N EIFETHUNERSY, A X —T A AHHDIPT KL AZED
HZLIITEERA,

 [DHCPH— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > ¥ —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK] 227V vr7 LET,
ATY TS5 [{R17FE (Save) |27 U w27 LET,

NAT D% E

COFNETIEZ, NEHZ FA T2 SRNET RLRAENRA v 2 —T = ADIPT KL ADHR—
MIEWT D NAT L— VB L ET, ZOF A TONAT L= DZL A v F—T = A X
N— K 7 RLRZH (PAT) &WEONET,

FIE

RAT9 71 [T/A4 R (Devices) |>[NAT] DJEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LEd,
AT9 T2 RV o—Z4uiattid, R o—2EHT57 34 A2/ L, [fR1F (Save) 1227 U v 7 LET,

B 28Ry —nmE
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NPETN |

8:HLLVKRY o—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

)

NV 2 —73 Management Center (B SVE T, BIEHE, NV = — VBT 20ERH Y £,
9:NATR') o—

FTD_POIiCy [ Show Warnings ] m [ Cancel ]

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o - s
i i Original Original Original T T .
D # Direction  Type Igtt,?ergge Ig‘t’ie;‘f;:e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

ATy T3 [—?EM (AddRule) 1227 VU v LET,

BARY —DEE
|
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B wozz

ATFYTd EAL— NS a BB ELET,
H10: ERX)L—ILDAF T3y

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,

ATYTS [f v F—T A A4 7 =7 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL T V=V
I (Available Interface Objects) ] fEIRM O [564c A X —7 = A AA 7Y =7 |~ (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

R11: A8 —TzARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] ‘ outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£H (Translation) | X— T, WOA T a rERELET,

B 28Ry —nmE
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12: %4
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V w2 LT, +_COIPVE RT 7 4 w2
(0.00.000)0 ODxy NU—7 AT V=7 FEBMLET,

B:FLWVRY bT—9 ATz H b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— U347 V=7 FEFRO—HE L TNAT ZBINT 5720, VAT LEFRD any-ipvd 4

T2l VEBHTAZLIITEEHA, Fo, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ D%E[E 0 (Translated Source) ] : [5u5EA » % —7 = A AIP (Destination Interface IP) ] % j%&iR
L\ivé—o

ATvTT [#1FE Save) 127V v 7 L TL—ZBIML£9,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,

BARY —DEE
|
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B 7/exnmr—roms

ATY T8 NAT X—TT[RIF (Save) 1227V v 7 LCEREZBEIFLET,

7O 2AFEHIL—ILDOETE

TR AR LT X0, BAD [T TONT T 4 v 7 %7127 (Block all traffic) |7
IR aryha— R —EER LS. T A@imT 5 T T v 7 BT
DDA ==V EBINTHHLERHY ET, 778X a2 ha—/LKRY —ZiF,
NEZF R S LD EEDON— N EZH D N TEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & Al
/l/‘_‘}l/%—f,ﬂzﬁ‘z L/ij—o

FIE

ATy F1 [[RY — (Policy) > [7Y AR >— (AccessPolicy) 1>[7 2 AR L— (AccessPolicy) ] DIIEIC
BIRL, AL RZEO L TOHNATWNWET 7R ar ha—LRY—o [ffifk (Edit) | (&) 227V v
7 Lij‘o

ATv T2 v—n%iBI (AddRule) |27 U7 L, IRONRTA—FERELET,

14:3%15xJ —> (Source Zone)

Add Rule

Name [ins]de-to-outside\ ] Action @ Allow v B Lc
Insert | into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 ' Selected 1 Selected Sources: 0

m s inside  (Routed Security Zone)

O & outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON— AT EMATET (72 21X, insde-to-outside) .
2.[— (Zones) | MHLWNERY — B3R L ET,
3. [EFELY —r DI (Add Source Zone) %27V v 7 LET,

B 28Ry —nmE
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ATvT3

15:585c Y — > (Destination Zone)

. Add Rule

Name [ inside-to-outside

nsert |into Mandatory v

Q Zones (2) Networks Ports. Applications

7o ezsimr—nonze [

+ Create Security Zone Object

seton (@ mon_1~) | @ tosgiog orF | I Tine arge "
@ Intrusion Policy B File Policy | None
A Users URLs Dynamic Attributes VLAN Tags

Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove All
Z0NE | v 10Object
side
Add Source Zone

4.[V'— (Zones) | MHANEEY — BN L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
MORETZOEEIZLTBEET,

ER) ~ry b 7= TRI) =2 AT %27 ) v LT, BEMSTONTER) o—2 D AZ~A XL

i‘j_o

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A7V Y= A (Security Intelligence) ].
BLO[TAT T 47 4 (dentity) RV > —i%, 727 AH#EA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy N =7 D=— %2R LI2tk, BETED T

7 4 v 7T fastpath Z i (LEEE NSARR) L7eW b T 74 v 7 %70y 7 LTEDHRDOUIENAREEC
BRLHEICTHZET, Xy MU= DRI 4 —<V AEMEEEDLENTEET,

16: 70 £ AHEHOFIERA SN LR o —

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[V 7 4 H—)b (PrefilterRules) |: 7 74/ hDF LT 4L ZR) —iE, O —L3E S
no i d2) IXCONI 74y 7 Z2@BBSEEST, 774NV PRI —IZMADZENTED
ME—DEFIX, oIV NI T 4w % [Ty 35 Z&TT, ZNUANTIE, FriLnwrL 7 g
NWERY —FER LT, o8 (@) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JCEBT IR ary b — R —ICHEMTEZENTEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, AT 3= AEAEITEEZENTEET, HILRY —T1E, h
VRN =l [T g VB =V EBINTEET, R — A BT E, TL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F723E Y — b TE T,
T ANEN—NVEFERATHE IPT RLA, A—h, BIXOT v ha v TlplsnsIE R xu
N7 7 4 w7 % fastpath WP E 72137 0 v 7 TXET,

22, Ay VU= EOFTRTCOFTP V7 74w o % T7ny s L, BHENSDSSH N T 7 4 v
U EEHERAT AL, BILWWT L7 4 RY L —FBMNTxET,

({85 (Decryption) ]: 7 7 4/L F Tk, EHITEH S NERFA, BFE Xy NT—2 8T T 1> 7

BT AT A AR v a AZABRT D HIETT, IREAEDEA. VT T 4 v BEETHIHLET
R ERICHTEN TV AEARICORE S TEET, Xy NI —27 2R KBICIRET H7-0I2, B

#xK) o—oEE |



B2RRY S—0FEE |
B 7/exnmr—roms

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHATHZ L 2BEIDLET,

c[BEX=2VUT 4 A7 YTz A (Security Intelligence) ]: (IPS 7A B ANME) EX=VUT 1 A

VTV AFT 7 AN N THENCRSTVWET, EX a2V T 4 AT VR, EEOHD
TI7T4ET AT 2H 9 1 DORMPBGEIT, 5ROl RE T 78X 2> be—Lb
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—varArT
VL AEMHALT, YAaDEREA LTV YV AR TH D Talos BT HIPT R LA, URL,
BLORAAS 4 L0 wREZRRIZT ey 7 LET, REIDSUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

G¥)
IPS SABUABRWES, ZORV—E, 7782 a3y ha—LRY S —THEFRREINTW
THERINEE A,

(TATUT 4T 4 (dentity) |: TAT T AT AIET 74NV FTITEHENERA, 77 ER 2
=V R —IZED 8T 7 47 OWBEFF T HENC, 22— —ICRFEAERTE £ T,

ATv74 (EE) 77 vAHEAL—NAORIEASNDRARY —2BMLET,

RARY =13, bT7 74 v 270tx=2l T ERERET D ERFAHOHORAM I LORABIE
FXE T, ManagementCenter ([Z1X, ZHED T AT LREORY =N EFENTEY, TOEEHENITD
ZEBNAZTARXTHIEHTEEY, ZOFIETIE, VAT LERHORY —2HMMLET,

a) [RAMR YU — (ntrusion Policy) | Kr vy XU URX R 227 w7 LET,

17: DR T LREDOERAKRY > —

@ Intrusion Policy [|Nome A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

JoNE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) UAINLYATARMORY —% 1 OBIRN L F9,
ATvTSs (LE) 77 AHEAL—LVORIHERSND 7 7 A VRY —%BIMLET,

a) [Z77ANRY T — (FilePolicy) | FryFX O URXANE7 Y w7 L, BIEORY > —ZRIRT 59,
[Z77ANVARY —U A2 ~&BI< (Open File Policy List) ] Z3#R L TR Y > —ZBL 7,

B 28Ry —nmE
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sgpqva—7z42cnssHoamt [

18: 7 7 4 LR 1) > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '

ns and Applicatio

HLWRY —DBAIE, [RY — (Policies) 1>[YIL2zF7& 774 )L (Maware& File) ] ~<—¥
RO X T TR E F9,

b) RV T —DIERRDFEMIZ DV TIE, Cisco Secure Firewall Device Manager Configuration Guide % 28 L C
<TEEV,

c) [V—/vDiEN (AddRule) | X—VIZREY, Fry 7 X7 U A RPBEHLAER LIZARY & — 28R
Li‘a‘o

ATv 76 [Applyl 227 Vv LET,
JL—/L5 b=/ (Rules) | 7 —7 /WIZEBIISILET,

AT TT [#RT7F (Save) |27 U w27 LET,

HERA B —T 24 ATH SSHDEFIE

T TIE, ANEBA B —T = A A~D SSH B A BN T 5 B OV T L E9,
T 7 4V b TiE, IR ERICRA Y — REFRE L7z admin 2 —H%F — &2 HT& £,

FIE

AT9T1 [TINA R (Devices) | >[FT Ty kT +—LEEE (Platform Settings) ] #5884 L, Threat Defense U > —
EAERCE T2 ITMmE L E T,
AT 72 [SSHT 7 A (SSH Access) | &R L £,
ATw T3 SSHE AT AT DA L X —T A AL IPT FLAZRELET,
a) (B (Add) 12727 U v 27 LTHLWAL—AZBINT 50, [fW%E (Bdit) 1227 v 27 LTEAFDOL—
N LET,
b) N—ADTENRT 4 EFRELET,
o [IP Address] : SSH ¥t #7373 DR A hEFRry NU—V 2FETH Ry NV—I 4T V=V
NEZIN—T ', ATV 27 Ve Ry Xy A= a—0nb@IRT 50, £2IXHE27 Y >
JLTHLWRY NU—I 3T V=7 FEBMLET,
« fEHAREZR Y — /A o # —7 = A A (Available Zones/Interfaces) | : R L7V — v/ v X —T =
A A (Selected Zones/Interfaces) |V A FD FD 7 ¢ — /L NITHER Y — 2 2B B0 THME) A >
B—T A AL ANTIL, BN (Add) 127V >y 7 LET,

| #xK) o—oEE |


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

B2RRY S—0FEE |
| B

19: 9484 3 —T 24 XTH SSHDOEFEHE

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

) [OK]%Z7 VU vz LT,
ATy T4 [Save (RE) 127V vr LET,

T, [[BFE (Deploy) |>[REA (Deployment) | %27V w27 L, EI0 Y ThT A AZHRY v—%EH
TEXDLE2IERVEL, BHREFIRY O—%EHTIETHEDRY EHA,
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() Device Modified by Inspect Interru..  Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... 5] | Ready for Deployment
> D ftd-clusterl rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... e | Ready for Deployment
- ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active K System
2

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)
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H 1running 6 success 0 warnings O failures
¢ 1010-2 Deployment - Policy and object collection 10% ==
complete.
1120-3 Deployment to device successful.
1120-4 Deployment to device successful.
3110-1 Deployment to device successful.
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