TJ7AT7OA—ILDT—JIVEREA >
R—F

T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,

c T AT U F =D —T NN (1 4—3)
77 A7 4 —/L® Security Cloud Control ~D A 7R— F (2X—)
cHIREDFET (FEyZ7rEYa=7) @®—V)

TJ7A4AT794+— LDy —TILiER:

Cisco Secure Firewall 1220 D354 1%, SFP A —HF v b 1/9 B X O 1/10 R— MTEY fF+
FET, ZOFR— ML, SFP/SFP+ £ 2 — /L& ME L34 1/10 Gb SFP+ F— T,

HHNZOWTIE, "= R = 7RETA F2ZRLTIEE0,

ey Frueya=r 7 TaaAEERTG6ERE, BlA X —T A4 A%
=T N LI T IE &, T O%A L, Cisco Security Cloud Control D 7 7 7 R4gfik
7 Firewall Management Center % f# Jl L 7= Firewall Threat Defense D& B A S L T 12X
W TOHA KT, BaZoFraeya=r 7 ONIA v 4 —T = A ZTDONTDH
ML ET,

27479 Lor—JnggmeroR—F ]


https://cisco.com/go/csf-1200c-install
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html

TPATIF—LOTr—TLEHREF VR—F |
B o779+ — Lo security Cloud Control ~o> > K —

Management
computer

inside https://192.168.95.1
(manual provisioning)

-or- Console
Ethernet 1/2-1/8 switch ports (manual provisioning)

PoE+ on Ethernet 1/5 through1/8 Ethernet 1/9-1/10
switch ports
Ethernet 1 /4 on 1210CP only D onFl’ Conesis pons
outside ] Iy

il * [

BB

C
i
b4
@
=

~— Security
Cloud Control

or router

77 A 74 —JL® Security Cloud Control ~D A > 7R—

p
Yo oFrubeVa s g3 FH o n e a s SEERALC T AT U — v E T
AR—=RKLET,

o4y FIAES IV Ic&d 774794 —ILEFVR—F
Yok yFraela=r 7 LT A0 ) TAFREEMA LT Threat Defense % & A Uifji

LEJ,

FIE

AT w1 Security Cloud Control DF 7 — a4 RUTEFAUTFATNAREZZ Vw7 L, HEADTT

ARH () 7V w7 LTCT /A A% [A >R —F (Onboard) ] L7,
ATv T2 [FID] XA VZEER RN L F9,
ATy T3 [EFHE—F] T, [FID] BDBIRENTWDHZ & E2MRLET,

B o7 79— LT LEREA U R—F
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ATv74

ATy TH

ATvT6

ATvIT1

tRgvFIAETa= kB T774 79— LEF R~ |

BHE—RNELTFID] Z#IRNL7-ZIXNDOTH, [AY— 74 B ADOEH | 227 ) v 7 LT, T2
AR THEHARRBGFOA~Y— NI RAIBEETIIERE CEET, FHAER 7 AR IZO0
T, 4B 2200572 2SR LT ZEV,

FrR—T 4 T HEE LT[ T AE G EMH (Use Serial Number) ] 23R L £,
1: D) 7ILESEER

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

=] =] (=] =]
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

[FMCOER (Select FMC) ] T, U A 6 [Z7 T U REFMC (Cloud-Delivered FMC) ], [Firewall

Management Center] DIEIZEIR L, [k~ (Next) %27 U v 7 LET, >

2: FMCOEIR

0 Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

e Password Reset

firepower_10.10.0.5

+ Onboard On-Prem FMC

[#%#¢ (Connection) =V 7 C, [T A AD Y 7 /L#&EE (Device Serial Number) | & [7 /31 A4, (Device
Serial Number) | # AJJL., [k~ (Next) 1|7 U v 7 LET,

. &
& 3:
o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
h ] h
[ JAD253802GB ] [fp-'lO'lD-'l‘ } unbloard‘ then CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[/SRT—F®DY+ty b (PasswordReset) 1 T, [I&Ly... (Yes.) 227 U7 LET, T/ ZADH LW
NMAT—=READL, ZOFHLVWWSAT— REMER LT, [k~ (Next) 1227V v 7 LET,

YrsyFrueya=vr O5G, 7L RIFHRTHLD, HAA—IILSNTOVDLERDH Y
R

G¥)

I7AT7or—Lnr—JLEgser o R—F ]


csf-1210-20-ftd-get-start_cdfmc_chapter1.pdf#nameddest=unique_7

T7AT I —LDr—TLEREA VR—F |

B trso5oneEvazsvizes 7747 94—LEAUR—F

TNRAAZa A LTRAY—REYVky ML, Eun¥oF e ra=7 28T 5 L9013
ERERE Lo T-8BA81E, Wi, (No.) (47 v a v 2RRTA0ERHY £3, Pug yvFFo
EYVa=rraeya m P EENCT OREFZHS AT, A A= bR EOVEND HGE
&, TAL RS A 0T HZ TR EINEE A,

K 4:/1RT7—FD)+Ey +

o Password Reset @ Password must:
- Be 8-128 characters

- Have at least one lower and one upper case letter

@- Please review all the prerequisites for onboarding with a serial
number. Learn more (£

\3/- Is this a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.
= Not contain consecutive repeated letters
@® ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password
[icsisamnss: n s

O Mo, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI.

Important: If you select this option and the device's
default password has not been changed, onboarding fails.

ATw 78  [HAU—HFDYT (PolicyAssignment) [IZOWTiX, Ry XU A=a—%HLT, 73 2D
TrEA Ay br— LR —ERIRLET, R —DRREINTWRWEEE, [T 74V 0T
Jw Az ha—/)LR Y 2 — (Default Access Control Policy) ] Z 3R L £7°,

B5:RY—EYHT

o Policy Assignment Access Control Policy

{ Default Access Control Policy ~ ]

ATY T [T AZ VT 3T A4k A (Subscription License) ] IZ2OWTIX, AT HEMEET AL 2%
FrxvZ LET, Next] 227V v 7 LET,

B o7 79— ror—Jrimet o R—F
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License Type

Includes

Carrier (7.3+ FTDs only)

IPS
Malware Defense

& urL

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

M3UA
% Intrusion Policy
Cs File Policy

URL Reputation

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

RA VPN

ATV 10 (EE) [BEF¥=2VUT 147 /31 A (Security Devices) | 2— DI~z & 7 4 )V ZMBLIHNLD T ~L

BTN ABMLET, VB ANL, HWTTARK () ZEIRLET, 7-ULE, Security
Cloud Control ~DE AHE(FZIZT /A A ZH#H S vET,

H7:47

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBRY

[BEX=UT 17 /314 A (Security Devices) ] X— M5, BAYER L7ZIENY OFT /A X %55
WL, AENCH 2 [EFE (Management) | A VN —EXRRINTWNWELT T a roOnTiu
BERLET,

FETOAED I =TI KB T 7ATI94A—ILEAVR—F

CLI ®&kx—%2HFH L 77 AT U —NEF A" —RKLET,
Flig

AT wF1  Security Cloud Control DF &4/~ a7 4 RUTHEFaAYTFATNAREZ7 Y v I L, FOOTT

ARG () Uy 7 LTTNA A% [A AR —F (Onboard) ] LET,

I7 47 9A—LOr—TLEGEEFVR—F
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B =900 0ics8o707 91— 08t R~k

ATwF2 [FID| XA N%E7 V7 LET,
ATv T3 [EHE—F] T, [FID] BN@BRENTWDHZ 2R LET,
RATY T8 FUR—T 47 FikE LT [CLIEGRF — % (Use CLI Registration Key) | Z R L 7,
B 8:CLI 2+ —%EM
A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=] (=] (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

ATvFTE  [T/3( A% (DeviceName) | # A LT, [k~ (Next) 127 U7 LET,
X 9:7/\14 R4

Device Name

[ far ]
=

ATvT6  [KU—EYYET (PolicyAssignment) [IZOWTClE, KRy 7 XU A=a—%EHALT, T/54 2D
TR arbr— L RY r—2BRLET, NI —NRESNLTORWERIE, [T 74V DT
Az hua—/LR Y 2 — (Default Access Control Policy) ] Z3%R L %9,

K10:77tRarrkO—J)LKRY)—

@ Policy Assignment Access Control Policy

l Default Access Control Policy ~ ]

AT TT1 [V TRV VUT > arF A& A (Subscription License) 122V TCik, [#ERFTD 7 /XA A (Physical FTD
Device) | 7V A RF %7 Vv 7 L, AMNITOEEET AL A2 T2y 7 LET, Next] 22V v
7 Liﬁ—o

B o7 79— LT LEREA U R—F
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Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATw T8 [CLIE&EF— (CLI Registration Key) ]1Z-2W T, Security Cloud Control I%, k% — & Z D/ 1Z
A=A EFHLCavr REAKRLET, ZDa~r F&a b — L C, ThreatDefense O ¥R & Tl
THULENRDY £7,

B 12: CLI &8k +F—

Y
"\l/' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more .

-Z:-z;l Copy the CLI Key below and paste it into the CLI of the FTD
configure manager add cisco-security-docs.app.us.cdo.cisco.com

BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name
CLI T®, F721% Device Manager Z{HH L7 EDE T

s WIHARRE : CLI (15—)  AF— b T v T A2 YT h&5 T L7=#%. Threat Defense CLI TZ
Da<wry RFrxav—LET,

cHIHIRE T AR =Yy (8%—Y) 3= RO sce_hostname, registration_key, 35 k8
nat_id ™43 % . [Management Center/Security Cloud Control® s A ~44/IP7 K LA (Management
Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control %%k
% — (Management Center/Security Cloud Control Registration Key) ]. 33X N [NATID] 7 4 —/L NiZ =
E—LET,

1 -

I7 47 9A—LOr—TLEGEEFVR—F
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CLIty hT vy 7OV avw s R

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFXIOE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUILEY FT vy 7 DH 7))L avy RaryiR—xr b

13: configure manageradd 1< > Fa U R—3 > k

scc_hostname registration_key

I Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnjlV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

I

nat_id

ATFYT9 FUR—=FT 4T 4P —=RKTR~ Next) 1227V v 7 LT, T/ ADBEEBMBLET,

AT 10 (EE) [BX=VUT 17T /31 A (Security Devices) | X— D ~_FEZ L7 4 )V H BN D T L
EFNAL REMLET, T EASL, HWTTARE () ZEIRLET, 7-ULIL, Security
Cloud Control ~03E AHE(H 12T A ZZHH S ET,
X 14:4%°7T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Enl = /= O AN SRNY —_— IR
PEAREDRIT (FF§T7OE>a=2))
FEITT oY a =7 %2479 %A1, Secure Firewall Device Manager ¥ 72 1% CLI Z{# 1 L C.
TrAT U —VOHIREEZFITLET,

MHRTE : TNNAAIYR—D ¥

ZOHEEENTLL, 77 AT U — VR LR, BHA X —T oA ZITINA TRD
A H =T 2 A ADRFERRESNET,

e A —H v F1/1: 48] . DHCP 226D IP 7 KL A, IPv6 HEERE
e VLANI : THNER] . 192.168.95.1/24

« 5T 7 F )L hL— b ANEA v H—T = A AT DHCP 4 L CHES

B o7 79— LT LEREA U R—F
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wmzE : Fr12zx—or ||

«BNA % —7 = A A : DeviceManager 7"H DA L H —T7 = A AFEILT X THREFSNE
TO

Mo E (NEO DHCP —_—, 772 arbo—L K — X254/ —07
E) RSN E A,

FIE

AFYyT1 ava—FENEHA % —7 x4 A (Ethernet 1/2 ~ 1/8 £ 7= 1% Cisco Secure Firewall 1220 D34 1% 1/2 ~
1/10) Z#Ewt L E 9,
AT w72 Device Manager (2127 A > LET,

a) https://192.168.95. IZHEH £,
b) =—H¥—% admin &7 7 4/ hRAT— K Admin123 ZfH L Te /A LET,

c) BN EFHATHEL, BHENSATV—REEETLLIICKROLNET,
ATYT3 By T v T U4 F—REFEALET,
15: [T /84 RADERE (Device Setup) ]

Configure Smart License

S Configure
Devi
evice Setu p Internet Connection 2 Time Settings 2 Registration

& Internet

&8 DNs Server
11 1/3 1/5 1/7 PoE MGM

@e
=& &

1/2 1/4 1/6 1/8 PoE CONSOLE

Vian1

Smart Lice...

mn

G¥)
EREZRAR— FREIX, ETMIE - THRARY F9,

a) A H—T oA REEBRA L H—T 2 A RAERELET,

T7AT7+—LOr—TLEREA >V R—F
I


https://192.168.95.1

TFATIA—LDr—TNEREF VR—F |
B owsz . FRrzvm—ox

16: 428 —%y bADT 74T I+ —ILDES

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [ERA v 2 —7 =A AT KL A (Outside Interface Address) ] : & a] iPEDFEEE FEL TV 5
Bl FIPT RLAZERALET, By b7 v 70 4 F— &M L TPPPE R ETHZ &
TTEEEA, Vg — FOFETHIZ PPPOE X ETEET,

2. [E#A X —T A A (ManagementInterface) |: IMHBA v F—T7 2 A AT X =V ¥ T 7 BA%
FEHLTWAHATYH, BHA VA —T =2 AORENMEHASNET, 72L& 2E, sMEA o 2 —
T2 AN L TNy 7 T L— VBB THRESNDER N T 7 4 v 713, SN v 2 —T =4 AD
DNS #— =TI <, TNHDOEHEA ¥ —7 = A ADDNS % —3—%ff ] L CFQDN % itk
LET,

[DNSH—,3 (DNSServers) |: VAT ADEBT KL A DNS %—/3, 5 7 4/ ;Z OpenDNS
NT Y 7 DNSH—/3TE, Zhbid, MGFLbINTA X —T oA AMET 7 BEAINDT2D,
B CRIET DINEA > ¥ —7 = A AD DNS h— 33— & —HT ZA[REMENH Y £7,

T77AT704+—ILDHKRR L4

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [k~ (Next) 1227 U v 27 LET,

B o7 79— LT LEREA U R—F
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omgE: Fi12vx—or |

17:BSZIERE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIZ 90 HEOFHLEAR % BA4A (Start 90 day evaluation period without registration) ] % &R L &
‘j‘@

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Threat Defense % Smart Software Manager [Z %8k [ L72\v] T 723V, T_XTD T A & 2 R Security
Cloud Control THEITZIET,

d) [#&7T (Finish) 1227V vy 27 LZE7,

I7AT7or—Lnr—JLEgser o R—F ]
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18: RORXTv 7

Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 r>7 /31 A (Standalone Device) | Z#IN L, [THE (Gotlt) | Zi&INL £,
AT T8 BINOA U H—T 2 ZERETDHEHEIE, [T/ A (Device) [ZEIR L, [/ ¥ —7 = A A (Interface) ]
DY~V —hHdV 2% 70 v LET,

AT9 75 [T/INA R (Device) 1> [P AT LEKTE (System Settings) | > [EHEE (Central Management) | DJIHIZ 3
RU. 1T (Proceed) 1% 2 Y » 7 L T Security Cloud Control {28k L &7,

[Management Center/CDOD ¥4l (Management Center/Security Cloud Control Details) ] Z#%E L £7,

B o7 79— ror—Jrimet o R—F
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omgE: Fi12vx—or |

19 : Management Center/Security Cloud Control 0 348

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOD R A N4 £ IXIPT KL A ZH1-> TWE T (Do you know the Management
Center/Security Cloud Control hostname or IP address) ] T, [IZV (Yes) 1227 VU v 7 LET,

I7AT7or—Lnr—JLEgser o R—F ]
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Security Cloud Control % configuremanager add =~ > RZ4AK L £, a~ > ROAERKIZOWTI,
FH T g Sk DB T AT I =N E A R— R (53—) ZBRL TSN,

configure manager add _hostname registration_key nat_id display_name

51

20 : configure manageradd 1< > K ViR—2 > k
cdo_hostname registration_key
I I

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat_id

b) =~ R cdo_hostname, registration key, nat_id @45 % [Management Center/CDOD AR A N4 /IPT R
L A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDOM % &%k — (Management
Center/CDO Registration Key) ]. [NATID (NATID) ] 7 4 —/L KiZa & —LE7,

ATYT6 [#HOE (Connectivity Configuration) | Z5%/E L £,
a) [Threat Defense?> 7" A k44 (Threat Defense Hostname) | Z+87E L 9,
Z @ FQDN (I A > & —T7 = A AR SN E T,
b) [DNSH—s3—2L—=7 (DNS Server Group) | #fiEL £,

BEAFD I N—T % BIRT B0, HLWITN—TEERLET, T 74/ hDDNS 7 —71%
CiscoUmbrellaDNSServerGroup & FEiE41, OpenDNS H— _R—nEEh £,

BERAZ TN DNS B — R —FRE & RFF 7 5 121X, Management Center T DNS 7' 7 v b 7 4 — AGKE %
HRETOLERHY £7,

¢) [ManagementCenter/CDO7T 77 £ A A % —7 = A A (Management Center/CDO Access Interface) ]IZ-D\»
TIE, [T—%A v H—7 x4 A (Datalnterface) 1 %7 U v 7 L. [#M56 (outside) ] Z3EIRN L £,

ATv 71 (EE) [#47F > Z7DNS (DDNS) SXDiEN (AddaDynamic DNS (DDNS) method) 1% 7 VY v 7 L&
D

DDNS %, Threat Defense @ IP 7 K L A HE Xi17235E 12 Management Center 7% FQDN C Threat Defense
WCRETE L L DI LET,

ATv T8 [##t (Connect) 127V v 7 LET,

[Bgk AT — 4% A (Registration Status) ] %A 7 17 277K w7 A2, Security Cloud Control Bk DEILED A T —
ZANFRINET,

B o7 79— LT LEREA U R—F
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Registration Status

Successful Connection with

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

AT w79 AT —H A T [Management Center/CDO$ki% & DO FRAF (Saving Management Center/Security Cloud Control
Registration Settings) ] FNEA 52T L 725, Security Cloud Control (IZBEI L, 77 A 7T U4+ —/L&BIML F
T, FETubela = SNk BR T AT U= d o R— R (53—=) EBRLTLIEEN,

19—
#EAERE - cU
CLIty h7 o727 V7 2L, EHOEHIPT KLA, F—bFtvxaf, BLOZED
DIy N — T BREEZITVVET,

FIE

ATy T1 2V —R— MR L T Threat Defense CLIIZ7 7 2 2 L%4, Threat Defense CLI ~D7 7 & 2 %%
LT 7EEn,
ATy T2 EHA LA —T 2 ADOFREMDOCLIT Y b7 v 7 A7 U7 b5 T LET,

GE)
WEEIZ VT (L2, A A—VEFERTHZEICLY) LALnEY, CLIty NT vy 727 V7
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FAEFEH L TEE T& £9, Cisco Secure Firewall Threat Defense 2~ KU 77 LU 22 L T 7EX
A

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLFE T, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVR—FENFHA, V—T 4V ITOMEZYTZDIZ, 2O EZ—T 2 AN —T %
TIRAAL LV H =T 2 ALITRLAV TRy b EICHDZ EE2MHER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T A A ZELT
N—F 4V T TELEIC, NI TP L—r BN LTERNT 740 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABVR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlie b A X —T =
A AZAMBT I ERZAEINAT-D, B TERETANBA L Z—T = ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

A4 H 2R : Management Center ZfEH 3 55415, no L A LET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

B o 79— DT LR E A U R—
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

YR—=UXT IR AMONEA L F =T = AERELET,
configure networ k management-data-interface

FDH%, HEA B —T oA ADERRK R F Y T —2
j‘o

FHIPT LR

ExZATO XKD LT v T FRFRENE

o

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT VR BEALITHNE DNS — 3 —Z R FF9 5 121X, Management Center CDNS 77 > K 7 4 — Lg%
EEHRET DMNENRDY £7,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
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Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234:5% L 7= configure manager add =~ > R& il L C. Z @ Threat Defense % & ¥
9% Security Cloud Control Z#s L £7, 2~ ROERKIZONTIE, FEiZVreya=v7Icks7 7
AT Ur— Nt rR—FK =) Z2ZRLTIEIN,

1 :

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

TN A% ) E— M HHITEETE D K HIZ Threat Defense #> v v hE 7 LET,

VAT LEWYNC Y vy NE DT A ENEETY, HMIZER YT S 2RV, BRAAL v T2

Lic 3 5L, EBRRTZ7 7 ANV VAT LAOBEES|IERITZENRDVET, Ny 77 T70 0 RTEFIC

EEOTav ANFETENTEY, BRI 72k, BRZEMLIZVT5L, VAT LE T L—

ATV ¥y NI UTERNIEERATENTLIEEN,

a) shutdown =~ F&Z AN LET,

b) FEJHLED & A7 —X ALED 8L T, vy —YOERNMUIMsNTWDL Z L2 LE7 (LED
DAHEAT)

¢) V¥ —VOBEFENEFICUMESNTZS, VEISCUTERT 7 72k, ¥y —2 0 LYEANCER
EROATZENTEET,
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