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7 hEAERELET, ZNICED, VAT LADTL—RAT LYy NE DU URTR— NS, VAT A
V7R 2T BLOT—XOEO U A7 BRI ET,

( )

B =

T AT U —LEHD TEET S & =%, Firewall Threat Defense D #IHILIZHI 15 ~ 30535 3H2 0 £ 9,

1. BRI —RZ2 7747 U+ — ViR L, BRa 2 MTERLET,
2. V¥ —vOEHT, ER=— R %%#5 IR Y 2 L CEREEZ A I LET,
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1: SLED

LED DO E)F B TINA ADEREANT-ZRDE
A (53 :#)

ok 8, C s K &+ 01:00

FlLor B TmEEK (27— EEICKRLE LR 01:00

N S)

ok €8 T AT TV r—varir— K3k 15:00 ~ 30:00

FL

F LU TEAT (=T 0k TV rr—v g rom— RIZHR 15:00 ~ 30:00
e BLELE

BRI (M) LED : AN A v F—T A AT A X —Fy MR LB (7747 74—
D —T A (143—2) | #58) | HHMSRLLED 2GR L C, En¥vyFrneva=v7
DI T REEGAT — X AR LET,

2: M LED
M LED EL:L T7AT7 04— ILDERE AN
- DM (9:#)
okt CAR I S Cisco Cloud {2kt S, 4 15:00 ~ 30:00
R—T 4 7 OEFRTE T
F7
WL AL A TAEHIC S, Cisco Cloud I2#H5: T ¥ AT 15:00 ~ 30:00
(=5 — %) L7
FR T AT FR— R 20:00 ~ 45:00

Firewall Threat Defense = ASA

oY —)LiR— ML, CUZ' a7 b &aEiRd 5 Z & T, CiscoSecure Firewall 1210/20 7 Firewall Threat
Defense £ 721X ASA # AT L TWAEMNE D N EMERT 2 B DWW T L E T,

Firewall Threat Defense & ASA O OT 7V r— g 0N, N— R =27 THR—FINTWES, a2
V= LR — M L, HAHICA VA =L ENTWAET 7Y r— a U aHRLET,

1. WFNPOR— A THFEA L Tar Y —bR— MO LE9,
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2. CLIZa 7 F2&BM LT, 7747 74—/ Firewall Threat Defense = 7= 1% ASA 2R FEFT I LTV 5 )
EOEHERLET,

Firewall Threat Defense

Firepower 7 74 > (FXOS) 'm o7 I RFREINET, B4V LTH LVWIAT — REREETIC,
U322 R TEET, v A 2% TTHHLERD 561X, Firewall Threat Defense CLI ~0 7 7 &
A (6—Y) L TIIEIN,

firepower login:

ASA
ASA 7o o7 FIRFERENFET,

ciscoasa>

3. M7= T7 7Y r—a URNETENTWBEEIL. Cisco Secure Firewall ASA 35 12 Of Secure Firewall Threat
Defense f5 A A —AbTA REZBL T EEW,

Firewall Threat Defense CLI
VBTG U TEXOSIZr 7 A > L, FIDCLHZEI W B2 578D, &y b7 v IRNIT TN a—TFT 4 7
%179 7=8|Z. Cisco Secure Firewall 1210/20 _ o Firewall Threat Defense CLI (27 7 & 295 J5ik,
REETLII DT TN a—T 4 T DRDIZCUILT 7 v AT HLERGLHENH Y 1,
1. WFNDLDOR— M FA T ZHEH L Tar Yy — bR — MR LET,
4

USB-C console
RJ-45 console

@

11\ Z,l

i ®

©

2. FXOS (28t LE ¥, =—¥—4 admin £ /X2 U — K (57 4/ X Admin123) % L CCLlicm
A LET, o Tu s ALl & NAUV—FREEETLEIROLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[oool

Hello admin. You must change your password.
Enter new password: ****xkkkk

Confirm new password: ****xkkkx

Your password was updated successfully.

[ooo]
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firepowert#

3. Firewall Threat Defense CLI (25 L £,

( )

R =

WMt >~ 7 v 71 Firewall Device Manager % {55 /9% 35413, Firewall Threat Defense ¢ CLI IZ 7T 7 &
ALBNWTLTEEW (T27E8ATHE, CLE®Y bT /773*'%?]#‘52‘%??—)

oy Fraela=r 7 OBRE. CUIZTZ7ERAL, By "7y FRZ U P RE2FTF L& &I
WROTar 7T hAyE—UREREINTZHAEZ, n]ZE®RLET : Do you want to configure
IPv4? (y/n) [y] :J] BELO Ibo you want to configure IPv6? (y/n) [yl :l . F7=.
ROTa T NTT 74NV NOR—HINT R =T v KRBT LHDMLERHY £F : [Manage the
device locally? (yes/no) [yes] : ] o

.

connect ftd

Firewall Threat Defense CLI (Z#)®h CHEfe D &, #IlE Y N7 v 7 2% TT 5L ROBNET,

firepower# connect ftd
>

Firewall Threat Defense CLI % #& 7925 21X, exit £7=id logout =~ REZ AN LET, Zoa~vr RiZk
D, FXOS a7 MIEREY £7,

> exit
firepower#

RE X BRIAT DR, BAED Firewall Threat Defense ¥ 7 h 7 = 73— g U AR+ 5 5%, B LW Cisco

Secure Firewall 1210/20 # % —/% v b U U —R|ZFHA A =ML T 60 E D D ERET 5 HIEIHOW T L
*9,

T7AT U —NVERETDHNCHRGNAN—Va e VA M—AT L5 LB LET, BlohiEL L
T, BERICT v 77— FE3 T30 28 b TEETH, REZRFFT 27 v 77 L—RFTlE, Zo0F
AR5 L0 bRFRR DN DHERH Y £77,

EFTEHNN—T3y

V7 =T Furn— R X=U0) ) —2FZOMIH D, @EDOEPFVTND GoldStar U U — 2 %
7T EaBEID LET, hitps://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-
743178.html TSN TWDH Y U — AR A ST 52 L b TEET,

1. WFNDPDOR— A THEHAL Tar Y —bR— M LE7,
5:

Cisco Secure Firewall 1210CP | Updated NaN,


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

X C®5HHC |8

USB-C console
RJ-45 console
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2. FXOSCLl C, EfTHDoNN—va v 2R RLET,

SCope ssa

show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

3. LWLWA=Ta A YA =T HRAIE, ROFIEEZFATLET,

a) 74 hTlE, BEALH— 7:4%iomp%ﬁﬁbi¢ A N —T 2 A ACEHIP T
RLAZBETALERD AT, kOa~y REANLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOS D N7 7N a—T 4 7 FA RICEBMSNTWD A A= MEDOFIEEZFATLET,

BHA LS =T oA ADET IV HATEL == LA A=V & X T ra— N T 50ERH
Djﬁj—o

TrAT U —LNERE L5, FXOS CLNCHESEE L £,
c) FXOSCLI C, BHENRR Y- FE2HEERETHLIICRKRONET,

Yoy Frubeya=r 7 iZonTE, TAA A2 T R—F 4 7T 5, $TTICNRT—F
EHRELTWSHED, XA =KD U+ b (PasswordReset) |#H T [WWinz (No) ] &R L
TLTEEN,

d 7747 U+ —NETYy MU LET, WERER) 7747 U+ —/LOEROUIE (10—
V) AZHLTIEIN,

Cisco Smart Software Manager 35 J2 TF Cisco Commerce Workspace T Cisco Secure Firewall 1210/20 7 1 & X %
BT 2 HEZOWTHHALET, ZUZiZ, BRI A B A2 A7 BINOHEREELT 572D
MT5I74 8 2APDOREELEENET,

TABVAK, VAIELITREREIEN ST AL A WA LRI, A~— Y7 b7 T4
VT T NI Y éﬂ”bflﬂi‘?’ Smart Software Manager (27 7 7 o R WGERIL. Vo7 %7
Uy LTHLWT oy hERELET,
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[HZC®H D] 9

F72DOYA 1L, Smart Software Manager (Z Security Cloud Control 2 %% L 97, &% 1T 9 (21X, Smart Software
Manager ’C”ﬁ% =2 VEERT DLERDY £T, FELWFIEIZ-OWTIE, Security Cloud Control O~ = =
TIESRLTIEEN,

Firewall Threat Defense (ZIZIRDF A £ AN H Y £7,
Essentials : /ZH
IPS
~ /v = 7 B
URL 7 4 x>

Cisco Secure Client

1. HHTIA B AZBINT 20BN H 5EA 1. CiscoCommerce Workspace T[4 TkiZZ (SearchAll) ]
T4V REEHLET,

6:

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. RKOF AL APD ZHELET,

( )\
R =
PID 23RO B RWEEIE, HESUZFEHTPID #EMTX 9,
g J
Essentials :
HEBNIZE O D

IPS. ~/v v =7 BA#E, 35X OVURL OFAGHHE -
L-CSF1210CET-TMC=
L-CSF1210CPT-TMC=
L-CSF1220CXT-TMC=

EFEDOPID OWT I EEEMT 5 L, ROWT IO PID 2L T 2 N—2DH 727 Y
Ta v EBIRTEET,

L-CSF1210CE-TMC-1Y
L-CSF1210CE-TMC-3Y
L-CSF1210CE-TMC-5Y
L-CSF1210CP-TMC-1Y
L-CSF1210CP-TMC-3Y
L-CSF1210CP-TMC-5Y
L-CSF1220CX-TMC-1Y
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L-CSF1220CX-TMC-3Y
L-CSF1220CX-TMC-5Y

Cisco Secure Client : [Cisco Secure Client Ordering Guide] ZZ&M L T 7Z& W,

3. FEES, [BEL Y —1E 2 (Products & Services) | 248 L E 7,
7

e All Results

T Orders 6
[ Invoices 2
&, Software Subsc... 1

Q Products & Ser... 1

FXOSCLIO Y v v hE D v a<wy RERIZ 7 T 0 RigfA FlrewallManagementCenter@ Yy vy MU T—
7 7a—%FHLT, 774V AT LAOBEE[ELEET 5 72912 Cisco Secure Firewall 1210/20 D& % %
BRI 7T DIk,

VAT AEWMUNI Y Yy N T T HIENEETYT, BMIZERT T S 2k, BRAA v F a2
L7258, BERRTZFANVATLAOREGZSIESEITIENHD ET, Nv 77T RTHEHFIC
EEOTO R ANEITEINTEY, BRTT7 72K\ -0, BRERZGE LIV I5E, 774 T 74 —/b
VAT AETVL—ARAT LYy AT TEER AL

CLI
FXOS CLI % {# - C Cisco Secure Firewall 1210/20 > ¥ v X U L, BRZROVA LD, T34 22
LD T DRI, VAT LETZ V= NEIETED L OICT D HIEICOWTHALET,
FXOSCLI #3252 &, VAT AELEZRIIV Yy MUV LTI 7AT U —VOBREZUK T £,
1. WITNDPOR— "2 A TFEFEHALTa Y —IbAR— MIERLET,

8:

USB-C console
RJ-45 console

\/

=

V==t 5A
—

2. FXOSCLl Tru—h LV &#E— NI L £9,

firepower # connect local-mgmt

@B

Ew

%

3. VAT A EVYyy R TV LET,
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firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

4. 77 AT T+ — )DLy NETUVIFIZO AT AT a L T E2E=F—LFET, %y N UNET
TBHE, ROTa T IRERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. LG U THEIRAL v Fa4 710U, BRT T 7 &5 Ty v — i DB EIRE T 45 2 &
BCEET.

Firewall Management Center
VE—FCEHLTWDIHEATHLT A ADOERELEITA 7I2TE 5 X 51T, CiscoSecure Firewall 1210/20
% 7 7 v N7 Firewall Management Center 225 3 v v & 7 35 J5E,
277 v R Firewall Management Center Z i/l L T A7 A2 #UNZY ¥ v hF U LET,
1. 77 AT Ur—VvET vy NETULET,
a) [T/34 R (Devices) ]>[T/34 REH (Device Management) ]% 3R L %7,
b) HEENT 27 A ZDOMICH D [fRE (Edit) ] (&) 227V v 7 LET,
c) [7/34 & (Device) | #7527V v LET,
d) [2F 2 (System) | ‘B2 < 5 T[F AL AD v v F& 7 (Shut Down Device) | (V) %~
Uy LET,
e) TurT IRFERINTZDL, THRAADY Y v NE T U EMEERLET,

2. AUV AN T AT UF—IEEHR L TCWDIGEEIE, 774 T U= NARNvyy NI T EE
WV AT AT T et —1LFET, Yy MEUVNRETTLHE, WOT a7 "RFEREINE
TO

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

A =B L TWRWGEIE, R3S TV AT AR Yy vy MU LT L afigad LE

ﬁ‘o
3. BEUIS L THEIFEAA v F A 7IZL, BT 7 7K Ty vy — I bWBERICERAZ R 44 2 &
WTEET,
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BLET,

T 7 AT A —/VE& i —7 )V L. Security Cloud Control (24> R —
FLET,

*  Security Cloud Control
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I N—R =7ty N7 v 7 %%ET L, EANCTR Yy NI —7 o bRl — N ¥ETcE 5 X512,
Cisco Secure Firewall 1210/20 O 47— 7 /L5 FIEIC DWW TR L £,

Cisco Secure Firewall 1220 D4, SFP 2 A —V %~ S 1/9 B L OV1/10ZEY 1 F9, T 513 SFP/SFP+
TV a—/LEVEL$ S 1/10 Gb SFP+ R— kT,

FEAIZOWTIE, N R U =T RETA FEZRLTIZIV,

Ty Fraeya=r 7 EEATALEER. M —T oA REEFHRA L F—T = ADIH S
B —T NG LRNWTLTEIN, ZOHA RiFA v —7 =2 ATOFRIZOWTHBII LTV E
TN, B AR HERZZEHE e vy FFaVa = VR FEHT L ZETEET, AN TER

FyFrueva=rr7eA L TEAEZ#ERT 5603 BERIHBIPT R A2 7T L
ANEESTHLENHY £,

o . Management
inside https:/1 9_2__16_8.95.1 computer
(manual provisioning)

Ethernet 1/2-1/8 switch ports -or Console
inside (manual provisioning)
PoE+ on Ethernet 1/5 through1/8
on 1210CP only Ethernet 1/9-1/10
Ethernet 1/ switch ports
o 1220 only Console ports
] 1 |
cisco — _:
=L =7 I =
o E& ] [t
(0} 12V===5.5A ) (, ]
| S— )

Modem
or router

Security Cloud Control

7 Z 7 R Firewall Management Center 2 {#H L CTEELCx % X 912, Cisco Secure Firewall 1210/20 %
Security Cloud Control |Z A4 R — R4 % J5i%,

Yoty Fraorlagmr S EFREFH S e a s S EFRHL T AT U — B LA R— R LE
9", https://security.cisco.com “C Security Cloud Control (272 71 > L ¥ 9,
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FRY = MERZERTE AL, PuZoyF oo la=r 7 M2V Y TAFSEHAL
“C Cisco Secure Firewall 1210/20 % Security Cloud Control |24 > R — R 2 HFiEIZOW T L £,

TNAADYY) T NE S EBFLET,
WAFR D DHEE, 7y =DV ) TAFESNRERINTNET,
=DV TNERL, TAA ADEFROEENET VTR SN TWET,
PCB D U 7 NE =L, [SINI L) v vy — DT ~UZREH SN TNET,
PUTNESIIROCL o~ REFEH L TERTE E1,
FXOS : show chassis detail (X ;D> Y 7 AFE 5w LET,

Firewall Threat Defense : show inventory (X v —3 D U 7 LE 5%~ LE T, showserial-number
IXPCBDOT Y 7 NVEFERLET,

LED Z#F =v 7 LT, 774 T U4 —/VOBREFEFHENTETWNDLZ L2 LET,

3: M LED

M LED B2l I27AT7 04— ILDEREANT:
B (5:8)

ok £ AR AL CiscoCloud (ZH&#t S, AR — 15:00 ~ 30:00

F 4T OMERFNTE COET
AL AL DB TARREICE  CiscoCloud IZ#kt T £HATL 15:00 ~ 30:00
(=5 —240) =

FE O CaAT I R— R 20:00 ~ 45:00

oy Fruveva=rT TN, AT T AEE A LT Firewall Threat Defense %38 A #fifi L &
R

1. Security Cloud Control D4 —> a v A =a—T[EFa T4 TNNAR] 27V v L, FRAODTT A
RE () 7V v 7 LTTF /31 A0 [Onboard] % L £,

2. [FTD] # A W& EIR L £ 7,

3. [BHE— R] T, [FID] MRINENTNDHZ L AR L ET,

BHET—RELUTIFID] ZBR LIV OTH, [Av—F 94 BV 2A0FEHE]Z 7 U v 7 LT, T2
A ATHERATRERBEFED A~ — T A B ARG EZIIERE £, HHTRERT A o 22O
TIE, 74 B ARG (8—Y) ZZHLTIEIN,

4. FUR—=F 47 HEE LT[V 7% 5 & (Use Serial Number) ] 23&R L £,
9:
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A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

=] (=] (=] =]
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)
(FTD 7.0.3+ & 7.2+)

5. [Select FMC] ©. U % 7>5 [Cloud-Delivered FMC > Cloud-Delivered FMC] DJIE[Z5%#$R L. [Next]
Vv LET,
10 : FMC

0 Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

firepower_10.10.0.5

e Password Reset
+ Onboard On-Prem FMC

6. [##t (Connection) ]|V 7T, [T/34 2D Y 7 /L& S (Device SerialNumber) ] & [T /314 24  (Device
Serial Number) ]| Z A1 L. [k~ (Next) |27V v 7 LET,

11:

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
nl hen ill m, nni h
[JADZS’ASMGB ] [fp-1010—1\ J o b.oard‘! en CDO will attempt to connect to the
device
m Important: Only FTD 1000, 2100 or 3100 series devices

{running on software version 7.4 or later) are supported.

7. /SR —F®D)tv + (PasswordReset) ] C. [[Fl ... (Yes...) 127V v 7 LET, T8 ZADH
LUWSRAT—RZANL, ZOFHLWWRAT— REfMRE LT, [k~ (Next) 1227V 27 LET,

YrZyFrubeya=yT7ORE T AFFRTHL, HA AN THWLIHENRDH Y £
‘a—‘O

( N\

B =

TNRARZB T ALV LTRAY—FE2 vy bL, Bud o T 7ot ya=r 7 2802955912
BREEEB L7 o2855801E, Wz, (No...) A7 v a v 2BIRTAMLERHYET, ¥nHdy
FrRETYa =Ry a = I EENCTOIREIZED -0, A A —Ab7e EDOLEN
HIOIBEERE, TR T A THZ LIRS NET A,

12 :
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© Password must:

- Be 8-128 characters

- Have at least one lower and one upper case letter
- Have at least one digit

- Have at least one special character.

- Not contain consecutive repeated letters

=y

1) Please review all the prerequisites for onboarding with a serial

number. Learn more (&'

2 ) Is this a new device that has never been logged into or
configured for a manager?

® VYes, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, enboarding
fails.

MNew Password Confirm Password

"N T

o

O Mo, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI.

Important: If you select this option and the device's
default password has not been changed, onboarding fails.

8. [RVU > —%EY M (PolicyAssignment) JIZOW T, KRy 7 XU A=a—2EHLT, T/ 2D
TIEAarybe— LR —FRIRLET, R —DBHESNTWRWERIL, [T 74V DT
Jvxar ha—/LRY — (Default Access Control Policy) ] %R L 97,

13:

o Policy Assignment

Access Contral Policy

[ Default Access Control Policy - ]

9. [r7 227V FaF 1k A (Subscription License) ] ICOWTIx, AN T HHERET A L 2%
FxvZ LET, [Next] 227V v 7 LET,

14 :

@ Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

G Subscription License

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

@ carrier (7.3+ FTDs only)

IPS
Malware Defense

® urL

M3UA
@ Intrusion Policy
Cy File Policy

URL Reputation

RA VPN

1047 var:[Bx=VT 731 A (Security Devices) | ~— D~z & 7 4 NV HIBRZZNLD T N

NEFAL ABEMLET, T-VEANL, HOTTARE L <> TERLET, 791,
Security Cloud Control ~3& A2 T /34 A A SvET,

15:
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o Done Your device is now onboarding.

O This may take a long time to finish. You can check the status of the device on the Devices and Services

Add Labels @

[E%=UF ¢7 /314 A (Security Devices) ]1~X—U 026, BAKE(G L72I1E000 OFT 34 A &38R L, HHENZ
H5 [EHE (Management) | <A NI —BERRINTWNDEIA T a v OWNTINERINLET,

CLI %$5 % —%{# H L < Cisco Secure Firewall 1210/20 % Security Cloud Control (24> 7R — K72 FiEIZDOW
THBILET,

CLIREHx—%2FH L7747 U —NEF L AR—FLET,

1. Security Cloud Control D+ 47— g v A=a—TClEFaUTFATNAR] 27V v 7 L, HFROTT R
N VG () 27V v 7 LTT /31 AP [Onboard] % L £,

2. [FID] # A&7 Vw7 LET,

3. [EHE— R] T, [FID] NBIRENTWDZ L E2MERLET,

4. R —T 4 T HiEE LT [CLEEF—%{#H (Use CLI Registration Key) | Z3&R L £,

16 : CLI

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=) = (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

5. [7/31 24 (Device Name) | Z A/ LT, [k~ (Next) 1%27 Vv 27 LET,
17:

o Device Name Device Name

6. [V > —EIV 24T (PolicyAssignment) JI\ZOWTlX, Ry XA o A=a—%FH LT, T/ AD
T7EA Ay =)L R —EBBIRLET, R —REEINTORWEEIE, [T 740 DT
7t xar ha—/LRY — (Default Access Control Policy) ] %R L ¥ 97,

18 :

e Policy Assignment Access Control Policy

[ Default Access Control Policy ~ ]
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7. [ 727 VS a T4 A (Subscription License) ]2 oW\ Cik, [#BE FTD 5 /34 & (Physical FTD
Device) | 7 VA R4 v %27V w7 L, AT 2EMET AL 22 F o7 LET, Next] 22V v
7 LET,

19:

Please indicate if this FTD is physical or virtual:
® Physical FTD Device
(O virtual FTD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

8. [CLIB#k— (CLIRegistrationKey) ]i(Z->\»Tlx, Security Cloud Control i%, k¥ — & L DD /8T X —
ZEEHLCa~vy REERLET, ZOa~vr Ra& a2 — LT, Firewall Threat Defense @ ) #3%¢ & T
T 2LERHY £,

20 : CLI

T
'-\.l/' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (4

':A;I Copy the CLI Key below and paste it into the CLI of the FTD
configure manager add cisco-security-docs.app.us.cdo.cisco.com

BanyIZ2oaTBewlJTpCOPZw3xEBnVVkfZv x7R7dwem43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

CLI To. %721 Firewall Device Manager % fiti Jl L 7= 1A% & D5 T
PR GE - CLl (27_%—Y) : AX— K T v 7T AY V7 N&5ET Lizt. Firewall Threat Defense CLI T
Zoavry REavr—LET,

HIHAFE T : Firewall Device Manager (202—3°) : @~ KO scc_hostname, registration_key. 3 LN
nat_id D55 % . [Management Center/Security Cloud Control®> 75 2 k44 /IP7 K L A (Management
Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control ™ % §%
% — (Management Center/Security Cloud Control RegistrationKey) ]. & X OYNATID] 7 1 —/v RiZa B—
LET,

CLlzy hT v 7oV 7ra<ws N

configure manager add accountl.app.us.scc.cisco.com
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KPOOPOrgWzaHrnjlV5oha2g5SRE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUty FT v 7% T a<w R arR—xu b

21 : configure manager add

scc_hostname registration_key

I Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

|

nat_id

9. ALV AR—=T 47U 4 F—=RTR~ (Next) 15227V 7 LT, T4 ZDBERZBBLET,

10. 47 ar:i[EXx=2) T 4531 & (Security Devices) ] X—T D~z & 7 0 L ZABIHRILD TN
WETNARGEMLET, T2 ATL, BT TARY () ZBRLET, 7ML,
Security Cloud Control ~®3E AYE(F# 2T N ZIZ@EH S ET,

22 :

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

TR R ZFEAR S v N U — 7 RIEZTTV, Security Cloud Control I8 4§k CT& 5 L 92, FEI o Ya =
27Tt @ Cisco Secure Firewall 1210/20 #1812 ~ 7 v 7 %58 77 5 Fik,

FEITT oY a =7 %179 8A1E. Cisco Secure Firewall Device Manager £7-1X CLI #fH L C., 77 A
T U —IVONMREEZFEITLET,

Firewall Device Manager

Firewall Device Manager % fifi i L C Cisco Secure Firewall 1210/20 THI#i > v 7 v 7w 4 P — R &2 FEIT L,
Security Cloud Control |27 /34 R Z %Gk 2 B AN EEREd K OVE Bl & MBI - 5 I DWW TRl L &
‘a—o

COFEEERTLE, 7747 U —Na2RELIE, FBA L F—T =2 ZATMATROA »F—T =
A ADPHEATRRE SAVET,

A —HF v kY1 T4 . DHCP 2 H 0 IP 7 R LA, IPve AEIRRE

VLANT : TNES) . 192.168.95.1/24

T 7 AV M— R INEA v H—T = A AT DHCP &4t L CHUS

BINA > % —7 = A A : Firewall Device Manager 7>5 DA VX —7 = A AFRETT X TRFFSNET,

OE (WHFD DHCP r—~"— 778X a hu— L RY — X2 VT 4= 8) [ IRFFS
NEE A,
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1. 2 Va—¥EWNEA ¥ —7 =1 A (Ethernet 1/2 ~ 1/8 % 7= Cisco Secure Firewall 1220 D541 1/2
~1/10) ([Z¥HLET,
2. Firewall Device Manager (22 7’4 > L £,

a) https://192.168.95. 1IZEA F T,
b) ==—¥—4% admin &7 7 4 /L b X2 T — K Admin123 2L e/ 1 > L7,

c) —BHIEZFATHEL, BHENSZT—RELEFT L5 IRkROONET,
3. By Ny T U= REHEHLET,
23 Device Setup ]

Device Setup Q.. 2) Time Sengs 3) Regstration
) 0
: & Internet
! DNS Server
1/1 1/3 1/5 1/7 PoE MGMT
BEE o e
== = m
1/2 1/4 1/6 1/8 PoE CONSOLE “dics’ Smart Lice...
7n
( )
E:
Ef72 AR — FREIX, ET ML - TRARY ET,
N\ J
a) SNIA LB —T 2 A REEBRA VA —T 2 A ABRELET,

24 -
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [MEpA v 2 —7 =14 A7 KL & (Outside Interface Address) | : & A O EELZ T EL T\ 5
BliE. BHIPTY RLAZHERLET, By T v 7 U o — R&H L TPPPOE 3% ET H Z &
IXCTEERA, VP — RDFETIZIZPPPOE 3% ETE £7,

2. [F8A % —7 =4 A (Managementinterface) | : /NA » H —T =2 A AT R—V ¥ T VB A%
HHALTWIEATH, BHA VH—T oA AOREMEFASNE T, =& 2F, 41 v % —
Tz AREN LTy 7 FU—URHATRESNAEE N T 7 4 v 71, N A v 2 —T =4 A
D DNS H— =TI, ZNHDEHA o H—7 = A A0 DNS Y— 3—Zf# ] L T FQDN % fi#
wLET,

[DNS#—,3 (DNS Servers) |: > AT LOEHT KL AH® DNS —/3, 7 7 4L+ OpenDNS
X7 Y w7 DNS =TT, Znbid, WFELBA v F—T oA AMDT 7B AIND T
W, BCRETDHHEA o H—T A ADDNS Jr—"— & —EFT 5 a[REMERH Y £97,

T77AT704—ILDHKRR L4

b) [FEZIF%E (NTP) (Time Setting (NTP)) | #F%E L. [k~ (Next) |22 VU v 7 LET,
25: NTP
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) &1 90 H R OFHLEAR 2 B4 (Start 90 day evaluation period without registration) ] %2R L %
TO

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager |2 & &% [ L72\y] T &V, TXTDO T A U AL
Security Cloud Control THEfT& N £9,

d) [#7 (Finish) 1227V v L%,
26 :
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Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) [AZ > F7 1m 5,34 2 (Standalone Device) | &R L. [THi# (Gotlt) | 2R L £,

4. BINOA B2 —T oA AERET DAL, [7/34 X (Device) | #FIRL, [/ ¥ —T = A R
(Interface) | DY~V =DV 2% 7 U w27 LET,
5. [T/34 R (Device) 1> [V AT LERTE (System Settings) ]> [£F &I (Central Management) ]
DONEIZ IR L, [#¢1T (Proceed) ] %~ Y » 7 LT Security Cloud Control |Z%&k L £ 97,
[Management Center/SCC/Details] i E L £ 7,

( A

B =

TV R—T 5 Tk, ISCCI DDV IZ TCDO) EFRRESINDZLEDHY £,

\§ J

27 : Management Center/SCC

Cisco Secure Firewall 1210CP | Updated NaN,



| 77 AT O —NDr—T N e+ FR— |25

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— SN
10.89.5.4 10:89.5 35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

ﬂ Before you to the mar center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

a) [Do you know the Management Center/SCC Hostname or IP address] (Zxf L. IP 7 KL A 7=
AR MR LT 7 F v R4 Firewall Management Center |22 T & 5855813 [Yes] %,

Security Cloud Control /% configure manager add =~ > RZ4AK L £9, a2~ ROAERKIZOWTIE,
FEF T O a = ST A T U —ADF R —F 47 (18—=Y) ZBRL TS
VY,

configure manager add _hostname registration_key nat_id display_name

28 : configure manager add

Cisco Secure Firewall 1210CP | Updated NaN,



| 77 AT O —NDr—T N e+ R — | 26

cdo_hostname registration_key

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2q5Rf8pKFX9QE
LzmlHOynhVUWhXYWzstmkjZZWSNBLblaccountl.app.us.cdo.cisco.com

nat_id

b) =~ K® cdo_hostname. registration_key, 15X O\ nat_id DRy %IRD T 4 —)L KiIZa e —LET,

Management Center/SCC Hostname/IP Address
Management Center/SCC Registration Key
NATID

. [B&Rt % E (Connectivity Configuration) | Z % & L £,
a) [Threat Defense® 7~ % 44 (Threat Defense Hostname) | Z#5& L £,

Z @D FQDN (341 v #—7 = A AEH S NET,
b) [DNS#—,3— 2" L—= (DNS Server Group) | ZFE L £7,

MEED T N—T 28 INT 50, LW A—TZ2ER LET, T 74/ FDDNS 7 L—7 1%
CiscoUmbrellaDNSServerGroup & ':iX41, OpenDNS H— —23 & v E T,

BERALZHMER DNS T — N —3%E 2R FFT 2121, 7 7 7 R Firewall Management Center G DNS
TTy N7 A — AREEHRET DLENHY £T,

c) [Management Center/SCC Access Interface] C [Data Interface] 27 U v 7 L. &IZ [outside]
FERLET,

. AT a [ 47 »27DNS (DDNS) i1 (Add a Dynamic DNS (DDNS) method) | %2 U v 7 L
*7,

DDNS i, Firewall Threat Defense ™ IP 7 K L ANEE S =542 7 7 7 R Firewall Management
Center 7% FQDN C Firewall Threat Defense |2 2= T& % L 9 12 Liﬂ‘o

. [##%t (Connect) |#27 V v/ LET,

Bk AT —% A (RegistrationStatus) ] %1 7 7 7' 7R v 7 A2, Security Cloud Control & &k D BIED A T —
HAMFRINET,

29 :

Registration Status

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett arted guide (2

managemer nt ce

nter configuration guide (2, or

guide [4 to configure your device.

CDO configuratio
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9. A7 —# AJljH C [Saving Management Center/ Registration Settings] ® FJlE4 31T L 7= © Security
Cloud Control IZBEEN L, 77 AT UA—NZEMLES, FEIZVo Y a =TI 0857747 74—
IWNDF R —T 47 (18—) ZHMMLTLEIN,

CLlI

CLity F7 w7227 U7~ LT Cisco Secure Firewall 1210/20 ¥ 7 N v o v 7 &2GRE L, FMA
VH—T oA ATF—Vx T RBAEHEL T, T /31 A% Security Cloud Control (Z¥&kTX % X H 1273
B I71,

CUty b7y 7227 V7 haMHLT, SHOEHEIPT RLA, Y=Y xAf, BEOZOMOIAR >
N — U BREEITWVET,

1. =Y —)LiR— MZHEEgE L C Firewall Threat Defense CLI (27 27 & A L %4, Firewall Threat Defense CLI ~

DT 7EA (63—) EERLTLEIN,
2. BHA L X —T A ZADREMOCL Yy N7 v F 227V F  e5mT LET,

( )

R =

REEZ7VT (eI, A A—VEHEEKRTDHIZEICED) LAV EY CUEey v T v T RY
U7 b EYIRTZ LI TEERA, L, ZRLOHRETTIE, %425 CLl T configure
network =~ K& H L CAE Cx £, CiscoSecure Firewall Threat Defense =~ > K1) 7 7 L >/ A
LT IEEN,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAZUR: ZNHDOXATDT RLADLR EH 1202220 CyZ AN LET, BHA VX —T =
A AZERTDHFENRNVBEAETH, 7I7A_X—=K 7 RLRAREDIPT RLAZRETHLENH D £
7,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

HAF VR [F#F) (manual) |ZBIRNLFET, v~ 2=V T 7 BRAHEHA v X —T = AZEHAT D
BA . DHCPIZH R— M ENFERA, V—TFT 4 > TOREEE DI, 2O v F—T = AN R—
Cx TIBARAALALE —T 2 AAALITRBEAYF TRy N EICHAHZ L EHBERE LT IE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:

Cisco Secure Firewall 1210CP | Updated NaN,
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HAF VR F— N7 =A% data-interfaces [ZF%XE L ET, ZORTEIL, A X —T = A%iH
CTCN—T 4 I TEDLLIC, Rl TV —v N LTEB N 70 v 7 Bk LET,

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

HAFT VR EEHA L H—T 24 ADDNS $—R"—ZHELET, ZNHIE, WhHEBIRA X —
T2 AANSLT 7 HAEIND T2, B TERETDINBA v Z—7 = A AODNSH —/3— & —3 5 /[hE
PRH Y E,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

HAF R 777 K2 Firewall Management Center zff 3" 2 881X, no E AL £7,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAFURX routed E AHTLET, A~ —T ¥ T 7RI V=T v N 77 AT U4—LET—F
TORYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a
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NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

IR TX T IR AOINEA o H =T = AERELET,
configure network management-data-interface

Enter Z 3L A L F =T = A ZADEAN LR Y P =T BIEELITO LOITRDLTm T R R
FoRSNET,

FEFIPT LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HA TR BERITHEE DNS Hh— —Z R EF 9 521X, 7 7 7 R4 Firewall Management Center
DNS 7' J v b 7 4 — AR EZ X ET DLENH Y 7,

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n)
[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP oD IP 7 LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n)

[n]:
Configuration done with option to allow manager access from any network, if

you wish to change the manager access network
use the 'client' option in the command 'configure network
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management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

. Security Cloud Control 23 2£ % L 7= configure manager add ==~ > KZ{#i§ L T, Z ® Firewall Threat Defense
% & P9 % Security Cloud Control Z il L £9°, =~ ROAERIIOWTIE, FHi7nEya =710k
HT7 AT Ud—NDF R —F 47 (183—Y) ZBRLTIIEEN,

> configure manager add accountl.app.us.cdo.cisco.com
KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

. TR 2 E Y E— N HHITEE TE B L 91T Firewall Threat Defense 2> v v hE 7 LET,

VAT AEWYNIY Yy NA U UT LI ENEETYT, HMICER T T V2R BRAL v T &

L7092 L, BERRZ77AN VAT LAOEREEZFIESEHITIERBVET, NI 7T RTIE

FICEBOT o ANEITENTEY, BETT 7 2kW-0, BEA LV +5E, VAT L%

TU—RAT N Xy NEUUTERWI L ERZTRBWTLIEEN,

a) shutdown =< > K& AJj L%,

b) FBIFLED & A7 —Z ZLED B L T, ¥ v — L OEBEENUMENTNDH Z L 2R L E T (LED
AT

c) Vv —YDOB/BIFENIEFICUIMENTZS, VEIS U CEBIRT 7 72k, v — LB ER
EROATZENTEET,



L

Center

DHCP LU
NAT [J[]]

Firewall Management

|SSH []

Cisco Secure Firewall 1210/20 Z&£H) L CTHE S 572912, AR &
2T ARV —ERELET,

WOREEZFH L CHERAN X2V T 4R ) —2RELET,
WA v B —T oA AL B —T 2 2 NEA v F—T =
ARCABRT 4 7IPT RLAZEY YT, WA X —T oA R
\ZDHCP = fE L ¥,

DHCPH—_—: 7 T4 T > b OWNEA > % —7 = A A TDHCP ¥ —
N—ZfEHLET,

FIFIN I —h A E—T 2 A RAENLTT T+ FL—
FEBEMLET,

NAT : SN A o B —T = A ATA o H—T = A APATEAEH L £,
TRy hu— s NENBINBA~D N T T 4 v 7 ZFFR L E
—g—o

X2V T 4R —2 D AZA AT, LD EERBRELZED D
TEHTEET,
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Firewall Management Center

BIOEHE X 7 CHR Y > —%5%E L. Cisco Secure Firewall 1210/20 24 # T % X 9 (Z. Security Cloud Control
N5 7 7 R Firewall Management Center % BH < 514,

7 7 v K44t Firewall Management Center (%, Security Cloud Control & (35 DZ UV H KD % 7 Ciiddh L £,

1. Security Cloud Control 1x—2A~X—U 205 [ES (Products) ]>[Z 74 724 —JL (Firewall) ]% 3R
L%,

2. [Administration > Integrations > Firewall Management Center] DJIE|Z3R L ¥4,

3. [Cloud-Delivered FMC] %% L. [Actions]. [Management], 7211 [Settings] X1 DV 7 %
7V w7 L, HILWH T T 7 Z 7 R Firewall Management Center % B & &7,

N\

p
Q evr

7 7 7 KA Firewall Management Center 7> % Security Cloud Control {2 5 121, [Home] %27V v 7
LET,

WES — 2 LAY — o DE ) BT, —TFT v REBEBDOIPT KLy o 7O E L. CiscoSecure Firewall
1210/20 A > #—7 = A ADRETIECHOWTHAL £,

VWRREIZ CU 2 AT 2 b Vi ¥un ¥ vF 7oy a =7 %= IIFirewall Device Manager % ff 14 %
B, WDA B2 —T o 4 ANEFRESINET,

A =By M1 4581 . DHCP 2»5@ IP 7 KL A, IPv6 H#IFRE

VLAN1T : TPNEES . 192.168.95.1/24

F 7 v hv— b A v Z—T = A AT DHCP &4 L CHEUS

7 7 7 R4 Firewall Management Center (2 %&4% 9~ % Hij|Z Firewall Device Manager N CiBIID A > ¥ — 7 =
A AEHOHREEFET LTEGE. TOREITRFEEINET,

IR EIZ CU 2 L7256, 71 RAOFRIREILTH Y XA,

EHLLDBE L., T ZADBEZIBINDA B —T 2 A ARELFAITTIHILENSY £4, CLIC LD
VIR EDHAIT. WEHAAL v FR—FDVLANT A X —T = A ZZBMTHLENH Y 3, BINOK
ETIE, RBEIULGLTCAAL TR R— a7 74T V=N A F =Tz f AIEHL, A X —T AR
X VT 4= AZEIV ST, IPT RLAEZEELET,

OB T, DHCPIZ XA AXT 4 v 7T KL AL IIL—TFT v RE—RKOHNEA v Z—T =4 AZFEH LT
(Ethernet1/1) . V—TFT v RE— RORNEA 2 —T7 =4 A (VLANT) ZRELEJ, F7=. N Web I —
NR—HDODMZA v Z—T =4 ZAHBIMLET,

1. [7 /34 & (Devices) ]|. [7 /34 A& (Device Management) ] DJEIZER L, 734 2O [ (Edit) ]
(@) #27Vy7LET, >

2. [1 % —7 AR (nterfaces) 1 &7V v 7 LE9,
30:
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Device Routing Interfaces InlineSets ~DHCP  VTEP  SNMP
Q Search by name ] [ Sync Device ] [ Add Interfaces v

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin PortMode ~ VLANUsage SwitchPo Virtual Router

11 Physical Disabled Global Q<
Ethernet/1 outside Physical  outside 10.89.5.29/255.255.255.192(..  Disabled D  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] o
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] 7

3. WHARREIZCL 2 L7=8581%. A vFAR—bE2HFRZLET,
a) AA vFR—FO[fRE Edit) | (&) 2270y 7 LET,
31:

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

[ ]

Port Mode:

Access v

VLAN ID:

E

Protected:

O

b) [67%h (Enabled) | F = 7Ry 7 AEFLICLT, A v F—T A AEHMELLET,

c) A7 a i VLIAND ZZH LET, S 744 M1 T, WIZ, ZOIDIC—%T 5 VLAN A > % —
T oA A&BMLET,

d [OK|Z2 VU v2r7 LET,

4. THHB) VLAN A > Z —7 = A A &8 (£72130RE) LET,

a) [1 8 —J x4 XAMDEM (AddInterfaces) ]1>[VLANA > 4% —7 =4 X (VLANInterface) ]% 7
Vo2 LET, 0L F—T oA ARTTIEETHHEE, A v ¥ —7 =4 20 [k (Edit) ]
@) #7 Vw7 LET,

32 :VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) [Ex=V T — (SecurityZone) | kv 77X U XA B BEONEEYXF2) T 4 — 0%
BRI D0, [HiH (New) |22 Vv 7 LTHLWEXR 2T 4V —0ZBMLET,

7= & 21X, inside_zone &t WO LRIDY — 2 BMLET, V—rFRd I/ N—T12K S0 TEx=
V7R r—Z2mEALET,

VLANT NERIRE SN TWAES. 2NbD 7 4 —/L ROEY OENIA T 3 > T,
c) 48 LFFETH[4HT (Name) | ATTLET,
7l xiE. A F—7 A AT inside &\ &4HTEAITET,

d) [£%) (Enabled) | = v 27 Ry s 2%+ iz LET,
e) [E—F (Mode) ]1Z[7Z2L (None) JIZEREL/=FFICLET,
f) [VLANID] 1 IR E L E 7,

F 7 AN RNTIE, TRTOAL v FR— FMIVLAN 1 ICHESNE T, =2 THID VLAN ID % 3415
DAL, FTLWVLANID OFAA v TFR— N afRETILENLY £,

A B —T x4 ABRFLIH%, VLANID 2252 L3 CTExEdA, ZTITOVLANID i, fEH
SHAVLAN Z 7L BENDA L Z—T =4 ZID DT TT,

g) [IPvd] 7 [IPv6] % 7', F/cidmiF0X 7 %27 Vw7 LET,

[IPv4]: Fey 7 X VA MNL[AXT 4 v 7IPEfEHAT S (Use StaticIP) ] ZEIRL, IPT K
VALY TRy R AT EBAT v v aRil TANLET,
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7- & z21X. 192.168.1.56/24 - A1 L ¥,
33: IP

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

[IPv6] : A7 — F L ABHERRTEDOLAIL[BEERE (Autoconfiguration) | F = v 7 Ry 7 A% 4 1C
LET,

h) [OK] 227V v 27 LET,

5. SN AICE 95 Ethernet1/1 O[fR4E (Edit) | () 227V v 7 LET,
[&#% (General) | X—YRnERINFET,
34 :

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) [Ex=V7 4 —> (SecurityZone) | K v 77X U A SMLBEFEONREX2 T 4 —0 %
BIRT 20, [FH (New) |27 Vw7 LTHLWEF2 VT4V —2ZBMLET,
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7= & %1%, Toutside_zone] L \W\HLRETDY —r ZBML 7,
fOFERREITER LT EaWn, BT LH L, 777 RigfA Firewall Management Center D%
Bl S W/l T U S

b) [OK|z27 VU7 LET,

6. =& ZIE, Web r—_—% KA NTHEICDMZA > F—T =4 AEFHELET,

a) DMZ IZHEHAT B AL v TFHR—FDAAL v FHR—rE— K&, [AA vFHR— bk (SwitchPort) ] %D A
FAZ T 7 LTERCT B L, ) (=) ERBINET,

b) 12 —T7xAAD[fRE (Edit) ] (&) 27V >y LET,

c) [Ex=VF 4> —> (SecurityZone) | Ka v 7 X U XA MBBHFEODMZ X2 )T 4V — 0%
BRI D0, [ (New) 1227V w7 LTHLWEX 2 U T 4= ZBIMLET,

72L& Z1X. dmz_zone £\ D LREID Y — 2 &BMLET,
d) 48 XFFETo [4HT (Name) 1= AT LET,
FeziE. A F—T A Z2dmz & WD ARTETET,
e) [£%) (Enabled) | F = v /Ry 7 R&F i LET,
f) [E—F (Mode) JiZ[7Z2L (None) JIZ%E L= EIZLET,
g) MBS UT, [IPv4] 7 L [IPv6] Z 7 DOWT I E-Idm s 27 Uy 27 L, PT7T RLAEZRELE

B
h) [OKIZ 2V v 27 LET,

7. [fR17 (Save) | &2V w7 LET,

DHCP

Cisco Secure Firewall 1210/20 1 > % —7 = A ATDHCP H— _"—%FZhic L, WEZ A7 R IPT R

ABLOHEER Y N =R EZ HEIIZZETE 5 L2107 5 HIL

74T FTDHCP 2 L C7 7 A T =N 5 P T RLAZEET 5 X 52T 5841%. DHCP

P R—H ML ET,

1. [7/34 % (Devices) ]|. [7/34 2% F (Device Management) ] DIEIZEIR L, T34 2D [#fE (Edit) ]
@) 7V v7LES, >

2. [DHCP] > [DHCPH#—/\— (DHCP Server) ] Zi&R L £,
35: DHCP
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Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration
Interface

[ v

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. [r—23— (Server) | =V 7T, B (Add) |27 Vw27 L, UFOAT>a & ELET,
36 :

Add Server ®

Interface*

(insce )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

(Mo % —7 x4 (nterface) |: Ry 7 X T YA RNNLA L H—T 2 AL ETRLET,

[7 FL 27—/ (AddressPool) 1:IP 7 RL 2ADO#HZRELET, P7 FL AT, BIR LA v
H—T 2 AAELRLY TRy b FICGFEETIVERHD, AV F—T A AHHDIPT RLA%E
OAHZ LITTEEE AL

[DHCPH#— " —% 20129 % (Enable DHCP Server) ] : R L7=A > % —7 = A A®D DHCP #— 3 —%
AN LET,

4. [OK] #2 Vv 7 LET,
5. %1% (Save) |27V v LET,
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NAT

WERZ AT 2 RBNA v 2 =T = A AP T RLAZMEH L MRy Y —2ICT7 78X TEDL LD
(2. A F—=7xA ZPAT (NAT) KU > —ZEpT 55O W THRA L £,

ZOFNETIE, WEZ AT MBNET RLAZINTA > H—T 2 A ADIPT KL ADKR— MIEHT
ABNAT V— N BERLET, ZOXATONATL—NDZ Lk A v X —TzAf A F—F T KL ALEH
(PAT) ERFEONET,

1. [T/N1 X (Devices) ]>[NAT] DJEIZEIR L, [#HLLKRY >— (NewPolicy) 1527V v 7 LET,
2. RY v—Z4mizeftid, AU —%EHT57 34 A% L, [fR17F (Save) 127U v 27 LET,
37:

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

RY —n 7 Z 7 KA Firewall Management Center (B SNV E T, Sl&fE, RY v—lr—n1%
BINT20ERH Y E£7,

38 : NAT
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FTD_Policy (e (3 (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - . ot
" ;. Original Original Original T "
D # Direction  Type g\é?erzat:e g‘;?e':;a‘;e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

3. Jv—roiEl (AddRule) 1227V v 7 LE1,
4, RNV —NDF TV a rEHFRELET,
39:

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

[NAT/L—/L (NATRule) ] : [E@INAT/L—/L (Auto NAT Rule) ] Z %R L £,
[# 47 (Type) 1:[#AF 2 >7 (Dynamic) ] R L £,
5. [ 1% —7xAAAT7 =2 F (Interface objects) | ~—C, [fEMFRERA >V F—T = A AF TV x

27 I (Available Interface Objects) ] I 5 [585614 > % —7 = A A4 7 =7 b (Destination Interface
Objects) | fEHIEIZAMES Y — > ZBIML 97,

40 :
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] Al outside o

. | Add to Source I
inside
Add to Destination

2

6. [Z#: (Translation) | X—C. DA T a v EHRELET,
41 .
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Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in

'Interface Objects' tab will be
used

[TCP v]

Translated Port:

[SEDXETE (Original Source) ]: [EM (Add) [(T) 22U w2 LT, +_COIPVA T 7 4 v 7
(0.0.0.0/0) DXy NT—IF TVl FEBMLET,

42 :

New Network Object ®

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

Vs

R =

HEINAT L— L3 A7 V=7 FERDO—BE L TNAT ZBIT 57280, AT AEFKRD any-ipvd
ATVl VAT HILIITEERA, $70. VAT LAERDOAT V=7 Feffd b LT

TEEH A,
\_ J
[Z5#a35 7 D %12 50 (Translated Source) | : [56561 » % —7 = A ZIP (Destination Interface IP) | % &R
Lij‘o

7. [fR1F (Save) 1227V v 7 LTL— L &BIMLET,
=L [Jb—/L (Rules) | 7—7 WMIRfFENE T,

8. NAT X—UC[{R7FE (Save) |27V v/ LTEFERELET,
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Cisco Secure Firewall 1210/20 DINE Y — 2 B — o ~D N T 7 4 v 7 BT 57 7 & AL —v
BEBML, 7 arobXxa )7 o RERY U—2@A3 25 51k

Tr7AT A= NERE L XL, BRAD[TXTONT 7 4 v 7 %7 a7 (Blockalltraffic) | 77 &
Aaryha— R =% ERLTEGEIE. 77 AT VAV EERTD N T T 4y EFFAT 5201
RY == BT 520ERHY ET, 778RA 3y he—L R o—2id, BTN 58E
BON—NEEGDDHT EMTEET,

ROFIATIE, WEY = MBI = ~DTXTD T T v 7 ZfFa T 257 78 AL —L 2 AF
L ET,

1. [[R1) >— (Policies) 1>[7 7 t R #l{#l (AccessControl) ]RH L >[7 4 X #lfl (Access Control) ]
IR, TS ZZED Y THENTNWAT VR ary ha— L RY o—o [fRE (Edit) | (&) 27
Vw7 LET,

2. [v—v%BI (AddRule) 1227 U w7 L, IRONRNT A= EBRTELET,

43 : Source Zone

Add Rule

Name [inside-to-outside| ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

«lainside (Routed Security Zone)

D & outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. ZONV—VIZLRI 2T £3 (72 & 21, inside-to-outside) .
2.[V—> (Zones) | MHNERY — ZHIR L ET,
3. [EEL Y — DB (Add Source Zone) | %27 VU v 7 LE9,

44 - Destination Zone

. Add Rule

N por— ) ton (@ ow )| @ tosgg orF | W Tmeronge [iore____[v]

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

Z0NE| | v 10bject

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4.[V— (Zones) 1AM Y — v ZIBIR L 77,
5. 5845 — %3801 (Add Destination Zone) | %7 U v 27 L £,
OB EFZFOEFICLTRBEET,
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3. AT vari "y b=l TRY) —=F AT %) v LT, BHEfT NN = A A~
A XLET,

[7L 7 4% (Prefiter) ], [187% (Decryption) |, [E¥=VUF 4 47V Y= A (Security
Intelligence) |. B5E W [T AT 7 147« (dentity) | RY >—i%, 77 & AH#E/L—/LORIZEH S
9, INOLDORY —5 DAL RTHLENIHD FHAN, Xy NV~ OD=—X %R L7
#%., EETED N7 7 4 v/ fastpath #i@H (QLEAZNSAXR) LIV NI 74 v 7% T uy /7 LT
ZOH%DWENARENIR D LT HIET, Xy NTV—T DRI f—< 2 A& R LEEH T ENTE
E3u

45 -

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

[FLv 7 4 v%—) (PrefilterRules) |: F 74/ hDF L7 4 L2 RY —%, o /L— L7358
Shad (Gt 5) 3 XCORNT 7y 7@ ESwEET, 774V MR —ZMx 52 ENTE
LHME—DETIL, MRV T T 4wl % [Tuay s3T5 Z&TYT, ZRUATIE, HiLnr
TANERY —EER LT, b GEil) | fastpath JLEE (DIEDF = v 7 234 8R) | £720%
Tyl TELRT VA ay ha—)L R —CBEMIT A ENTEXET,

TVLIT A NEEFHT D E, T uy 7 Eiidfastpath WELOWT L > T, b T 74 v I RES
DRI T 52 LT, XT3 —<v 2 AEMESEEZENTEET, HILWLEAY —TIL,

TRy =l 77402 —NAZEBNTEET, Mo —A2HiH]THE, 7
L—rT7 %A (FEREE L) O/RRAA— ko Rk fastpath 4LEE, v > 7 F723H Y — 1L T
EFET, VT ANEA—LEHEHATEE PT RLA, A=, BLOT 7 barTHBlsn b3
NtV NT T 4 w7 % fastpath LB £ 72137 0 v 7 T&E £,

ez, Ay PV EDOTRTCOFIP N7 7 4 v &7y 7 L, BEENSDSSH T 7 4 v
T EHEENRAT LA BILWT L7 47 R —EBNMTEx £,

[155 (Decryption) ]: 57 4/ FTld, EEITEH SN ERA, EEIEZ. XY " T—2 FTF T4 97
BT 4 —TA VAR v a BT L HETT, BEAEDSAE. NI T 4 v 7 BRI T MBI
L, ERIZEHFRIENTWAHEICOAREETEET, Fy NV~ 2R KBIIR#ET D702, B
RV —N—~D R T T 4 IR0, GHEHTERNRY NT—T BT AL IDLD NT 7 4w 71203,
WA —% Tt aBEIDLET,

[E¥=VUT ¢ 47U A (SecurityIntelligence) |: (PS T A B ANKLE) EX=2UT ¢ A
VTV V 2 AREIT 7 ANV B TENRSTHET, EX 2 VT4 AT I VAR, EEOL
LT 7T A ETAIZKTDHE I 1T OORMPHET, S 6RDNBOI-DIZHERiET 7 BA a3 ha—
VR —IZETENICEH ESNET, EXx2 VT4 AT VPR, VEaT—Ya AT
Vo2 AEEH LT, YAaDERHA TV P 2T 5 Talos MRS HIP 7 RL&,
URL, BEX O RAAS A Lo es T ry 7 LET, LEIZSLCT, IP7 KA, URL, KA
A EBEIMERITHIBRTE £,

( N\

B =

IPS 7 A B ARRWEE., ZORY —F, 77ER arta— R —THEEFRREN
TWTHERINETA,

. J

[TATT 474 (dentity) 1: 74T T 47 1 E7 740 FTIHTEHENEFA, 778X 2
fE—= RV —ICLD NT 7 v 7 OB EZFFAT LR, 22— —IZFRGEE ZERk T £ 7,

4. 7 a T 7B AFHIEAL—ALOBICEA SN AEARY —2BNL £1,
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BARY—1Z, v I 749 70tx2 )T 4 BREBET DERFAHOEHORAMT I LR AR
IEFRETT, 7 T 7 R Firewall Management Center (213, 28D 2T LB IOR Y o —NEEh
T, ZOEEANTHZ LN AETAXTHZLEHETEET, ZOFIETIH, AT gD
R —% B LET,
a) [RAKRY T — (ntrusionPolicy) | ke vy 77X VA&7 U w7 LET,

46 :

@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Sone | v 10bject Maximum Detection

5 inside | Security Over Connectivity

b) UZXRMNHI AT ABEEDORY o —% 1 OIR L F 9,

ZEAEDZ—Ar—ATHE, [RT 20NtV T ¢ LB (Balanced Security and
Connections) ] Z#E5E L T\ E 5,

5, A7V a i T BAREIN—NLORICEH SN 7 A NRY —FBMLET,

a) [77A4/LR U — (FilePolicy) | Fay7# o VA 27 w7 L, BEFEORY —%2BIRT 5
N [Z7ARY—1U X hZBI< (OpenFile Policy List) ] Z34R L TR Y > —ZBIML 7,
47 . File Policy

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

FLWARY —D5E1%, [[R) >— (Policies) 1>[7 2 X #lfE#l (Access Control) ] R L >
[RiLoz7ET 740 (Malware &File) 1] ~—Y Bl % 7 TR £9,

b) U —DIERDFEMIZOWTIL, Cisco Secure Firewall Device Manager 7% &7 A REZHL T EE
AN

c) Pr—diEn (AddRule) 1 ~—UIZREY . Fry 7 X0 U X b LAERLIEARY r—a
RLES,

6. [Apply] 227 U v 7 LET,
=L 3 [b—sv (Rules) | 7—7 WZEBIMSILET,

7. [fR1fF (Save) | &2V v 7 L%,

SSH

Cisco Secure Firewall 1210/20 D4 A v X —T = A A~D SSH T 7 B R EZH M LT, EKRBEINFEIPT R
LVAMWBTNAA 2% VT — FTEHTED LT D HIECHOWTERBALET,

DB arTIE, A v E—T oA A~D SSHEERE AL T, 77 AT U4 —L%EUT— kM
LEHTED LT HHECOWTHHALET,
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T 7 4V N T, PIERERFIC N AT — R&2RE L7- admin = — W — 2 Tx £,
1. [[7/814 X (Devices) ]1>[75 v b7+ —LEKTE (Platform Settings) ]] Zi%K L T, Firewall Threat
Defense 7" U > —ZAFRT D REE L £ 77,
2. [SSH7 7 = A (SSH Access) | #iEIR L £,
3. SSHEHG AT H9MBA v 24 —T = A AL IPT RLAEZRELET,
a) B (Add) 127V v LTH LWAL— L ZBINT 57, [fHE (Edit) 1227V 27 LTBEFOL—
NERELET,
b) W—NDT T 4 ERELET,
[IP Address] : SSH #ft# FF Al T 5 AR A N ETITZRy NIV —V 2RETHHR Y NT—I AT V=
NETFIN—T, TV Ve Ray Xy Ama—pbRIRT 50, £0X[+]22 0 >
JLTHLWRY NU—I 3T V=7 hEBMLET,
[ERAIRE/ ) — A v % —7 =1 A (Available Zones/Interfaces) | : [BIR L7V — (v H—T =

A % (Selected Zones/Interfaces) | U A h D FD 7 ¢ —/L RITHER Y — 2 ZBINT 50y THNE) A
VE—=T A A EANDL, BN (Add) &7V v LET,

48 : SSH
Edit Secure Shell Configuration ®
IP Address*
[any—ipv4 v ] +
Available Zones/Interfaces C Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside

outside

|| outside] I Add ]

Cancel ﬂ

c) [OK]#27 VU v2r7 LET,
4. [Save (R#) 127V v LET,

Zn T, [[ER (Deploy) 1>[EM (Deploy) 1l IcBEIL T, &IV 4 ThT /A ATH Y > — 2 RHT
ELE0TRVET, BEEFIRY —Z2RHETLETHDIRY ZHA,

A2 #—7 =4 %, NAT, DHCP, HLUT 7 & RHOEFNT A A THMA B LI, KY v—2%
i % Cisco Secure Firewall 1210/20 |2 &R % i,

REDER T NA AR LET, ERLZREHTLETIE. 7N ALTEDERLT 7T 4 7172
EFHA,
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1. H LD [EBEE (Deploy) 127V v 27 LEd,
49 :

| ARY >—D

2. HEHZREB DAL, BFEDT NS, ADF = v 7Ry 7 A4 LT[R (Deploy) 1227V v27 L

ij‘o
50 :

Q Advanced Deploy ‘ A O Ignore warnings Deploy

1010-2
(] 120-3

F7ix, [TXTEBR (DeployAl) |27V v 7 LTTFRTOT A AZREELET,
51:

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

I Ready for Deployment

I Ready for Deployment

(7] 1010-2
(] 1120-3
(7] 1120-4

D ftd-cluster1

(1) fta1

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

® 5 devices are available for deployment :0)

ZNLSOGEIT, BIORMHA 7Y a v 2RET D7D
7 LET,

52:

1 device selected

v Q, search using device name, user name, type, group or status

Pending Changes Reports

Device

Modified by InspectInterru..  Type Group Last Deploy Time Preview

[ E72 B (AdvancedDeploy) 1% 27 U v

Deploy time: Estimate Deploy

> ftd1 rboersma, System FTD Feb 26, 2024 11:09 ... @

> ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @

8 0 0|0

1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B

v ~ Access Control Group

Access Control Policy: in-out R rboersma, System

®
poy

Intrusion Policy: No Rules Active R system

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations

Interface Policy R rboersma
v Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group

Manual NAT Rules: interface_PAT 8 rboersma
v Security Updates

Rule Update: (Isp-rel-20240311-2013)
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3. BN LI Z AR LET, BHDOAT —H 22FRT 2101, A=a2——D[EF (Deploy) ]
WA ODEMCH DT A ar%r ) v 7 LET,

53:

Deployments Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H VACIE] 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
@ 1120-3 Deployment to device successful. 2m 39s
@ 1120-4 Deployment to device successful. 2m 43s

3110-1 Deployment to device successful. Tm 38s
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