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NPT S E T,
A T AT T F—E, KD 2 DD HET Cisco Umbrella & A Tx £,

o —HLZEDNSAKRYI—ITKY, ¥RTDODTFUFDA L Z—%y 8T T 4 v 7 Zffi,

e CiscoUmbrella HE) F v RV ZFEH LTI RTOT T FDOAL o H—F%y b T T 4 v 7 wfgi#,

CiscoUmbrella SASE HE F VXNV ERET BZHDOI—7 7a—

CiscoUmbrella t¥ =27 77X $—E R =y (SASE) MU RNUERET B2 ORiRSEM:
o Management Center [3/3—>2 3 > 7.3 LIETHAIMERH D F9°,
o Threat Defense 7 /31 A3\ —V 3 > 7.1 I THHLERH Y 9,
o Management Center C, #itHiHHIREED H L EART A B ANRENI RS> TV DIRERH Y £7,

« Cisco Umbrella Secure Internet Gateway (SIG) Essentials 7' A7 UV 7’y g o F 7213 8EO SIG N4 T
JLN— g U RV TT,
R ETNA -
« http://login.umbrella.com T Cisco Umbrella (2 7’1 > L. Cisco Umbrella ~D 8¢ & #1325 72D 1458
i A ID, ¥—Lv—2 Ly b APl ¥—) ZHHBLET, ZOREICONTIL, ZOHA ROHFET
MHALET,

o Threat Defense 7 /341 A/ 5 Cisco Umbrella 7 — %t # — LilE CE 2 4E R H Y £7, _[Cisco
Umbrella 77— % & o X —|ZB#Af 1T H1L TV 5 IP] 2L T 7230,
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LT WL SIS, ZofTiE=a2—3 =271, NY (NYC) DT TNA ZADHBZMH L TWET,

X 1. Cisco Umbrella SASE HEj b VXL DXy hU—2 bR Y
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l’([_‘r‘SD‘ ~
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e PRI-FW-01 (ZiZ, NYC "7 7 /34 X & @ SD-WAN f5e3d 0 £,
o PRI-FFW-01121E, A v Z—Fy MR SN v Z—T = ANRH Y £,

« Management Center C Cisco Umbrella SASE H#) k> xr/L 7 ¢ ¥ — RKZ&{#H LT, PRI-FW-01 7% Cisco

Umbrella ~® 2 5D b LV EFE L £,
e IPSec Tunnell {%. Cisco Umbrella ~D~7' 7 A< U k> X)L TT,
o IPSec Tunnel2 (%, Cisco Umbrella ~Dt %V kv 3T,
o NEEBIZIZSGT 4 BNEIVETHIN, 7 A MIIZXSGT 16 ZEID ¥ THNET,

T Z® SD- WAN 7 —%7 7 F i, Cisco ISE &%*Aéﬁ“b’fb\iﬁ%u SGT % Management Center

TEr—=AMIEY ETHNET, CiscolSE ZfH L TWHHEAIE, ZZTSCGT zEERLET,

o ZOHIDOPBRAY —IZLUTDERY T,

o SGT 4 #fifHl¥4 5% 10.74.0.0/16 »°5 10.0.0.0/8 ~ O NF7 7 4 v 7 &7y 27 LET, ZiUulky,

TOWEBEF— =LA NTFT 4 v IR T 74/ NTHREDONL—T 4 U TITRESIVET,

o SGT 4 #fEH3 A2HEEEBD DNS/HTTP/HTTPS N o7 4 w7 %, MABLIORTZ 4V Z U T DI=I
Cisco Umbrella SIG +—E RV —F 4 > 75 B L5 A LET,

o SGT16 ZHMT LT XTODTFARNNT T4 v I A F—Ry MIEHEL—T 4 7T DHXIFFAL
£,

o SGTUSNDTRXTD T 7 4 v 271k, HEMICEEDOLV—T 4 7 &FEHLET,
e PRI-FW-01 A > #—7 = A ZADFEMIFLLFTO LBV TF,
o Ethernet1/1 (outsidel) 7 v X —1L A A L X —T = A AT,

o kL1 (outsidel_static_vti_1) BLO b /L 2 (outsidel_static_vti_2) (%, Ethernet1/1 Bl F ™

AZT 4y I NN A E—T = A ATT,
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Management Center @ Cisco Umbrella /X7 X2 —#4 & Cisco Umbrella APl ¥ —D~< vy 7

Cisco Umbrella % Management Center (Z%$k L. Management Center ¢ Umbrella /X7 A —% R ET 5
VENH Y F7,

2T w7 . Cisco Umbrella iz 7' 14 > L £,
AT w7 2. URL 2258 ID 22— 1L %77,

Z O URL 1L https://dashboard.umbrella.com/o/abcde/#/overview T3, abcde /%
FHfH% ID T,

AT w7 3. [%# (Admin) ]>[API3— (APIKeys) ]1>[LF s —%— (LegacyKeys) ] ZZIR L £,
AT v T 4, % APLICKHGT A RAIZRE L, S22 APl F—%24% L Car—L£7,

X 2. Cisco Umbrella ® APl % —
o

ey R - St . S ot . B . . P, T S P -5 o 6 R S e Y Lt T S St ML

[==——] E

— O

AT w7 B, Management Center (212 7'+ > LE7,

AT v 7 6. [#:4 (Integration) ] > [ZDfthdfks (Other Integrations) ]1>[2 7 7 K¥—E 2 (Other
Integrations) ] > [Cisco UmbrellafZfi (Cisco Umbrella Connection) ] Z3&# L T, API
X —% i/ L T Cisco Umbrella #¢ /35 A —Z 3% E L E7,

# 1. Management Center ® Cisco Umbrella /X7 2 — % & Cisco Umbrella APl ¥ —®O~ > &7

Management Center ®/X5 X —% | Cisco Umbrella ® APl 5-—

Py MU= F NN ZF— Umbrella %~ kT —27 F /314 A
Iy b= FRALA =T Ly b

VHY— Hy NT—7 TA VY — Xy NT—7 TAA R
k=2
B — Umbrella % 21

Management Secret

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 4/34 R—


https://login.umbrella.com/
https://dashboard.umbrella.com/o/abcde/#/overview

X 3. Management Center ® Cisco Umbrella £7 /X7 X —%

Advanced

Cisco Umbrella Connection

Cisco Umbrella Connection

Ganeral Acva

£ : DNSCrypt ABF—II4 T a L D/RTA—FTT,

AT 7T,

ML ID, b—7 v, BXOX—2BML=6, [7 A ME (Test Connection) 1 227 U v 7
L T Cisco Umbrella & ® API $i & 2R L £97,

EmmICHm SN o, [#icmsh LE L= (Connection Successful) ] & DA vt —I %
RENET,

Cisco Umbrella i SASE F Ru PORE
H72% Cisco Umbrella 77— 4% 2 —Zif L CEA A2 EH T £9°,

2T 7.
AT 7 2.
AT w7 3.

AT w7 A4,

AT w7 b,

AT w7 6.

AT w7 T.

AT w7 8.
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Management Center (22 71 > L £,
[7 /34 2 (Devices) ]>[VPN] > [V Kf# (Site To Site) ] Z##R L 9,
B (Add) 1227V v 7 LET,

[SASE K= (SASE Topology) | 744w %427 U v 27 LT, [SASE+r®Rz Y (SASE
Topology) |1 7 V' — FZH& £,

[FARr Y4 (Topology Name) | 7 4 — /L RIZ—ED bR o4& AT LET,
Z OFITIL, 4Ei1Z Umbrella-SIG-Topology1 T,

[/ER% (Create) 1227V v 7 LET,

[FpiAa % — (Pre-shared Key) ] 7 4 —/L FiZi%. Umbrella PSK Z4: 120t - T H B4k
ENTEXF—NT AP —=FRIZLoTATTENET,

T34 A L Cisco Umbrella 13 = OfE#HEA LA L, IKEV2 IZENERGEICHEHA LET, BE)
ARENTEFd— 3 LEEXTEET, ZOXF—2HRT25481L. EEMN 16 ~ 64 XFT, 4
2B 1 ODOKRILF, 1 OO/NLFE, 1 OOEFEFHEHTH20ERNH Y £9, Bk CFIfE
ATEEti, & MRe v, —BEOFAEAEXF—BAMNETT, bRa @ D h 3L
DDA, TXTO R RV OFEFIHAF—ILF L TT,
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5/34 ~—



[ REE Sermmary
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et Arveii - Ashtars 18011 2B E)

Threal Delerres Morde

AT w7 9. B (Add) ]#27 VU w27 LT, SASE hARr YD RRA > k& LT Threat Defense 7
NA Z&BIML £,
27 w710, [Zv FARA > boOBI (Add Endpoint) ] A 70 7Ry 7 AT, IRO/INT A—HEHEL
EScas
i. [7/X14 A (Device) | kuv 7 ¥ U AR Threat Defense 734 A (PRI-FW-01) % i
WLET,
ii. [VPNA#%—7 =A% (VPNInterface) | Fu vy 7Z U2 b [+] 227V v 7 L, HLNHZA
BT 4 I NTIA B —T A ZAE/ERRLET,
ii. [ RrRAA 2 Z—T x4 ADEN (Add Virtual Tunnel Interface) | %A 71 7R v 7 AT,
FAAN SNTT 74V RREDRINE T, ROTFIATHATH L2, W< ODDNRT A —X
EERETHMLENRDH Y 7,
iv. [4A7 (Name) 1 74—/ RIiZ, ZAZ2T ¢ v 7 VTl O4HTEZ AN LET, ZOHITIE,
Umbrella_SIG_Pri_svti_3 T4,
v. [EF=2VUTF Y — (SecurityZone) | Ku vy 7 XU YA bt Fa T 4 — 28R L
F9, ZOFITIE, tunnel-zone T,
vi. [FrrbikfE5C (Tunnel Source) | Ry 720U X Mph, A F—T = AR E
T, ZOFITIE, Ty A —L A A Z—T A AD Ethernet1/1 (outside1) 73EIR Siv, fEN
Dynamic [ZFE SN FE T,
vii. [IP7 KL 2 (IP Address) 1 =V 7 C. [IPORE (ConfigurelP) 147> a L R& 3R L,
AT 4 I NTI A HZ—T=2AADIPEZ AN LET, ZOHITIE, 169.254.2.5/30 T,
viii. [OK]l%#Z7 VU wZ LET,
* N © <
[ox |
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A7 v 711, [e—H k%D (Local TunnelID) ] 74— /L RIZ, a—H /L Fo XV IDDOT VT 4w

7 2% AN LET, ZokITiE, PRI-FW-01-Pri T,

TVT 4y 7 AL 8 XFLLET, 100 X E LR E L E9, Management Center C Cisco
Umbrella (2 b > r/L 3 REI & 7=#. Cisco Umbrella (2 X > T5E4£72 b %L ID

(<prefix>@<umbrella-generated-ID>-umbrella.com) ARSI E T, F D,
Management Center |355472 k> %/ ID ZHf% L CTHEHr L. Threat Defense 7 /31 AT/
FALET, & horxlid, —BEor—h b IDB3HY £7,

Dhrwici *
PR w

VPN Interince *

Uimbeglia_S¥G_Pri_swd 3 e

Local Tunnad ID*

PR -Fi=01-Dni [ ~B4STO0E 3T -
e
27 w712, [R1F (Save) 1227V v 7 LET,

A7 w713, BEOEREMHERLET,
[ Ecit sasE Topolagy
@ rrocem ey

Kotk Awarca - Ashbarnd 1481 2R 85

Trin PR e

. — T — - gt -

27 w7 14. [k~ (Next) ]% 7V v LT, CiscoUmbrella SASE F > x/ViRiE DM EZ MR L E 7,

- [=v FRA b (Endpoints) ] 31 > : 5% 7E S 417- Threat Defense = R A > N O FE
RENFET,

irmd  Piorih: Amarica
e Aghbum

P Addmn b4 1 ETBEE
Trwi st [l wieis bisimbus

frwan bt sl Pt 8

LR R Urnrpls 500,_Fri_wdl 3 oy P uToepla Co-

_ [WE{t3&E (Encryption Settings) 131 > : SASE v XA DK EALRENF RINET,

1 | Endpoints ’ Summary
« Endpoints
~ Encryption Settings

IKEv2 Policles  Umbrella-AES-GCM-256 [AES-GCM-256 |

Authentication Type

KEv2 IPsec Transform se1s

Pra-shaned Key
Umbrella-AES-GOM-256 [AES-GCM-256 |
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A7 w7 15. [Threat Defense / — RiZHRk % 2B 3 % (Deploy configuration on threat defense nodes) |
F IRy 7 AEF 2T 5 &, Threat Defense /34 A~D 3y hU—7 kR /LOD R
BN MU H—ENET,

ZOREBAIE., F R Cisco Umbrella (ZEBH S 7= IC DA THILE T, Threat Defense
DOREBIZIX, v— v b gL ID NMETY,

A7 w716, [fR1F (Save) 1227V v 7 LT, WOT 7 araFITLET,
- SASE k7R Y% Management Center (Z1£/F L £7°,

_ Threat Defense 7 /3 ZAD %~ hU—7 k2 %)L® Cisco Umbrella ~DERHZ MY H— 1L
i‘a—o

- AT g UBNEINC > TV A EEIE, Threat Defense /314 ZA~D Xy hU—27 F U RILDJE
BlZ N H—LET, 20T 7 arTlE, 73 ATOREDBRBURBICEST SN XTO
RELARY— GEVPNRY > —%5Te) DNERSNET,

_ [Cisco Umbrellaik & (Cisco Umbrella Configuration) |1 %4 7 v 77K v 7 A% Bi& ., Cisco
Umbrella TD F > FIVED AT —X A% FoR L ET,

CiEco Umbnglla Confoguration (7]

Fongunmagpy Mare Ui~ S0 Toipecionry 1
Prenary Dith Corstir. bt Aermnca -Aahtnrn
[o=f pELRAEY -1

Fenn T Mg 0. 20T 308 P
et Tievs iar J1. JOOS 308 PR

kLot
¥ Compissed ) 8 Falow
Ternel Conbguration Stats (Y Limbrela Daihibxoend
Gt sty Traenirpt
& Secis SOOI

A7 v 7 17. [Cisco Umbrella% ~ > =R — F (Umbrella Dashboard) ] 27 YV +~ 27 L. Cisco Umbrella
DFy NT—7 o pNVEFRLET,

A7 w718, [FTF A2 Uk (Transcript) | 7 A4 22%227 U 27 LT, APl, U7 A XA 12— R,
CiscoUmbrella 725 fZ L2 L AR A7 E, NI 2 2 U NOREMEERLET,

Transcript Detadls

POST Mtps.//management api umbrefia Comy | forganizationa/242824 2 tunnels HTTP/1 1

Request JSON: ("device Type " "other”,“suthentication” {“type . “PSK" “parameten”
("ioPrefa”"PRI-FW-01-Pr" “secret” " *****"}] "name" "Umbrelia-S1G-To-PR)-
FW-01-4296828226")

Response JSON: ("organtzationks™ " 24 28242", “wramspont”

{"protocol” "PSec”). "service Type""SIG", "chent™{"device Type™"other"." suthentication”
("type":"PSK"."Darametens” " PRI-FW-01 -Pr@IE28242 - 648799427 -
Umbrolla.com”,"secrer” "+ "), "CreatedAr™-2025-03- 2071538 14.0368408262","modl
PedAL"*2025-03- 20T15:38: 14 0368408262 ™"/ 1 forganizations/ 2428242/
tunnels”,"id" 648790427 "rame” "Umbrela-SIG-To-PRI-FW-01-42968282267)

27 w719, FIEI ~ 18 ##: v iK L T, Cisco Umbrella ~DtH %Y k%L (Umbrella-SIG-
Topology2) ##%ELET,

A7 w720, BAUFEY FNUORNVORERT, IROTA RTA4 AENET,
2O R LI O Cisco Umbrella 5 —# & o # —Z 18K L £1,
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S HLWAET 4w I NTI A % —7 x4 % (Umbrella_SIG_Sec_svti_4) Z#{Ep% L £,
- [ Fr 2 ESE (Tunnel Source) ] T Ethernet1/1 (outside1) &R L 9,
_oFLuve—Hhar bV ID (PRI-FW-01-Sec) #i&E L £7,

X2 VT A TN—TF T ORE

X2 VT4 FA—T X7 (SGT) A7 V=7 ME, H - SGTEEEELET, V— 1V TSGT A7V =/
rZ&fEH L C, Cisco ISE TEIN Y THNZH D TR W SGT BMAZE >N T 7 4 v 7 ZHIEHI T £9°,

B: 7T7A727474Y—ALLTCiscolISE ZFHLTCWDHE, WAXALASGT AT V=7 FEERTDHZ
EIXTEEHA,
AT 7. [#7 =7 (Objects) ]>[47 =7 FNEH (Object Management) ] Z3ER L £9,

2T w7 2. A DA T, [FhEENE (External Attributes) > [t = U T 4 Zv—7"% 7 (Security
GroupTag) 1227V v 27 LET,

AT w7 3. [Ex=VT 4 ZA—7 %7 DEM (Add Security Group Tag) 1% 27V v 27 L7,

A7 w7 4, [4#T (Name) | 7 ¢ —/L RiZ, 4RiE AT LET, ZOFITiL, Employee #f#f L £,
AT w7 5. (f=#) [ (Description) ] 7 4 —/L RIZiiHAZ AN LET,

AT v 6. [#7 (Tag) 17 4+ —/VRiZ, B—D SGT # A LET,

AT v 7. ({577 (Save) 127 U w27 LEd, # 7E) 4 T4HI) Employee ® SGT 2MERL S v £ 7,

Security Geoup Tag a
(e
=
AT w7 8. FNE3 BTN 7 280K LT, H 16 © Guest SGT Z1ER L £,
I Secirity Group Tag ‘.
Dk gt ez
Tagy
=

WHEACLA T =7 NORE

TFV =2 a DR ACL ZREL T, PBREZMH L TS ESERMNA v F—T = X&/LTT 7Y
r—vary N7 4w T EA =Ry MIHEETLLENRDY T,

ZOFITIE, RON—VEAEF] LT ACL Z1FRL L £,

e SGT 4 ZfH94 % 10.71.0.0/16 25 10.0.0.0/8 ~ D T 7 4w 7 Tuavy 7 LET, ZHUzLY, +C
OWEBA—NR—=VL A T T4 I PEEDON—T 4 7 2 LET,
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o SGT 4 ZfEHT A2HEEE D DNS/HTTP/HTTPS "o 7 4 w7 % BB IR T7 42U 7 D7=HIZ Cisco
Umbrella SIG —tE 22 —F 4 7T 5L 9F T LET,

e SGT16 2T HITRTCDFARNNT T4 v I A H—Fy MTEHBELV—T 4 735X FTLET,

AT 7.
AT w7 2.
AT w7 3.

AT w7 A4,

Vi.
vii.

viii.

Xi.
Xii.
xiii.
Xiv.
XV.
XVi.

XVii.

AT 7B,
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[47 =7 I (Objects) ]>[47 =7 M&H (Object Management) | Z 3R L 9,
ERD~A T, [77EZAY R (Access Lists) ] > [#L3E (Extended) 127V v 7 L4,
[fET 7 AU A h %8BI (Add Extended Access List) 1227V v 7 L£7,

[ETPEERACLA 7>~ = 7 | (New Extended ACL Object) 1 %A 7 1 7R v 7 AT, IRO/X
TA=Z R ELET,

[487 (Name) 1 74—V RIZA 7Y =7 bD4RT (Umbrella-SIG-employee-sgt4-acl) % A
HLET,

[EM (Add) 1%2 U > 27 LT, #HLWEET 7 2R ) 2 MEERLET,

[727 a3y (Actions) | Rey XU kg, [ZFuev 7 (Block) | #&IRLET,
[Network] # 7 &2 U v 7 LET,

PRI-inside-10.71.0.0-16 % &% L, [2E CiZEN (Add to Source) 1 %#72 U v 27 LET,
IPv4-Private- 10.0.0.0-8 % 5% L. [BE5ci2i800 (Add to Destination) 1 %7V v 7 L%7,
[E¥=2VT 4 ZN—F%7 (SecurityGroupTag) 1 %7 %27 U v 7 L%,

Employee Z %% L, B (Add) 127V v 27 LET,

[Pr1F (Save) |22 U v 7 LET,

[emm (Add) 1%22 U v 7 LT, ROJLIET 7 A A b &BIMLET,

[727 v ar (Action) | Ky & U2 Rph, [ (Allow) ] 22K L £,
[Network] # 7% 27 U v 7 LET,
PRI-inside-10.71.0.0-16 Z 3% L, [Ef5CiZiB/N (Addto Source) ] 227 U v 27 LT,
any # iR L, [##i%c12B00 (Add to Destination) 1 %27 U v 27 L%,

[E¥=2VT 4/ N—F%7 (SecurityGroupTag) 1 %7 %27 U v 7 L%,

Employee Z /L. BN (Add) 127V v 7 LET,

[#7F (Save) 127 U7 LET,

[{%7F (Save) 127 U w27 L7, #L9E ACL 7° [#53RACL (Extended ACL) ] 2— %R
EhnEJ,
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Edit Extended Access List Object (7]
Name
Umiteetia - SIG-empioyea - sgiéd -acl
Entries (2)
Sequence  Action Source Sowrce Port Destination Devirwnon Port Aopitc ation Users sar
1 © Biock  PiS-inaice-10.71.0.0-18 N4 -Private 10.0.0.0-8 trployee s
DNS_over_TCP
2 © Aow  PR-ingice-10.71.00-16 ::::5 Erployee /W
DNS_over_UDP
Abow Overrices
AT v 7 6. EE7L R v bV —7 % PRI-inside-10.71.0.0-16. SGT % Guest & T 5JLET7 7 AU A |
(Umbrella-SIG-guest-sgt16-acl) # {E L £7,
Edit Extended Access List Object o
Nomo
Umbreda - SIG-guest-sgt16-ac!
Ertrdes (1)
Seqwence  Actien Sarerce Samrce Pien Destastion Oesthsanion Port Appacatien Users “ar
' OAslow  PRi-nside-10.71,00-16 Guest 7w

ABT AT V— FORE
ABT 47 NTI b 169.254.2.x DL H —FFOMIFR 7 A "y 7 IP 7 FL A4 5%, Cisco
Umbrella D7 7 /v s AXT 4 w7 — FaRETHLENDH Y F4,

AT 7. [7 /34 2 (Devices) ]>[7 /31 24 EL (Device Management) ] Zi#&{R L. Threat
Defense 7 /3 A AZfREL £, ZOFITIE. PRI-FFW-01 Z 4 L £7,

AT v 2. [v—7+1>7 (Routing) | %7 %27V vr7 LET,
AT w7 3. EMOR_A T, [AZT 4w 27— (StaticRoute) 127 VU v 7 LET,
AT w7 A4, [v— F%3E00 (AddRoute) 1227V v 7 LE1,

AT 7 5. [A%T 4 w7 — FREDEM (Add Static Route Configuration) 1 %4 7 2 77K v 7 A
T, WMONTA—ZEHELET,

i. [Pval AT arRE &7V w7 LET,

i. [Av%—7=xA4Z (Interface) ] ey 77X 7 U X 6, Umbrella_SIG_Pri_svti_3 % &R
]\/\i—g_o

ii. [*> hU—2 (Network) ] &L T any-ipv4 %R L £,

iv. [—bFo =1 (Gateway) ] 7 1 —/L FiZ, 169.254.2.2 A AN LFET, ZDOIP 7 KL AL,
[Cisco Umbrella FH® SASE FREORE] B7 v a r TCERSNIE R X IPT RLax$~7
Fy R BENNET,
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V.

TUoE =LAy NT—=27121 BMEHINTWAEED, [A NV v 7 (Metric) ] 7 4 —/V RIZiE 1
Ty REWEEZADLET, ZofiTix, 10 ZfHEELET,

[OK] &2 VU > 7 LET,

2T w7 7.

Cisco Umbrella ~®Dt o &Y R X WVICRIDAZ T (v 7 b— N2 ELET,

[f>%—7=AR (Interface) | Ku v 7% 7 U X kH 5, Umbrella_SIG_Sec_svti_4 % %R
bi‘g‘o

[*v b7 —2 (Network) ] & L T any-ipv4 Z&iR L 7,

[#—FDU =4 (Gateway) ] 7 1 —/L FIZ, 169.254.2.6 > A /1L £7,
[ RV v2Z (Metric) ] 74—/ RiZ, 11 AN LET,

[OK] %2V > 7 LET,

[f:17 (Save) 1227V v 2o LET,

RY V= R=RAN—=T 4T K) T —DRE

AT 7.
AT w7
AT w7
AT T

AT T

o a M w b

AT T

=

AT ST,

AT w7 8.

[7/314 % (Devices) ]>[7 /341 2 EL (Device Management) ] #ER L £,

T34 A (PRI-FW-01) OFRICH D [fte (BEdit) | 7 A2 %270 v 7 LET,
[v—7+1>7 (Routing) 1%7 %2707 LET,

A DARA T, [RY == )L—F ¢ 7 (Policy Based Routing) 1 %7V v 27 LFT,
(B (Add) |27 U v 27 LE9,

[RV v —~_—=2,— hDiEN (Add Policy Based Route) | #A 7 7Ry 7 2T, [AJIA v~
4% —7xA A (Ingress Interface) | RKe v 77X T A NPLA L F—T x4 AZRIRLET,

Fa v 72 Alid, B4 EREL, 7 — S UEBL—ZIZRT A V¥ —T7 24 ADHDPERS
nEJ,

ZOBITIE, AJIA X —7 = A XX inside-employee T,
CEM (Add) 1227 U7 LT, R —O—HIEUELEXT 7 v a v ERELET,

[Hz67 7 2 a > 0B (Add Forwarding Actions) | # A 7 a7 Ry 7 AT, LLFD/RT
A—BEHRELET,

[ACLOEEA (Match ACL) | K v & w U X ki, $53E ACL (Umbrella-SIG-employee-
sgtd4-acl) #EIRLET,
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i. [#% (SendTo) | kv 7 X UREns [HA % —7 1A (Egress Interfaces) | % i
RLET,

ii. [fv#%—7=x=AADIEFAT (nterface Ordering) ] Ke v 7% 2 U 2 kb [IEF (Order) ]
iR L ET,

iv. [EHAEEZRA % —7 =4 A (Available Interfaces) | Ry 7 AT, AV H—T = A ZADFEIZH D
[+] 227V vy 7 LT, @IRLIEHIA v —T oA AZBIMLET, ZOFTi,
Umbrella_SIG_Pri_svti_3 35 L 1" Umbrella_SIG_Sec_svti_4 #EER L F 5,

v. [f’fF (Save) 127V v LET,
AT w79, Em (Add) 1227V v 27 LT, AN NI 74 v 7 DEIET 7 v arBRELET,

27 w710, [H5iET 7 v a 0B (Add Forwarding Actions) 1| # A4 7 a7 ARy 7 AT, LA FDO/T
A—FERELET,

i. [ACLOMA (MatchACL) ] Ky 7 & U X kb, #LiE ACL (Umbrella-SIG-guest-
sgt16-acl) Z &R L7,

ii. [ (SendTo) | ke 7 H oo U XRG4 4% —7 =4 A (Egress Interfaces) | % i
WLUET,

iii. [A2¥%—7xAADIAEFATT (nterface Ordering) ] K v 77X o U R [f X —T x=A
A 7T 44V T 4 (Interface Priority) ] Z3#&#K L £,

iv. [fEHTEE/RA % —7 = A % (Available Interfaces) | Ry 7 AT, £ vV F—T =1 ADOREITH D
[+]1227 Vv 7 LT, RLIEHB A X —T 24 ZA&BIMLET, ZOHITIL. outsidel &R
bi‘g‘o

B: AE—Fyv b T 74097 HOTI7ARY T —E NAT RV —0bHAHZ L 2R LET,

27w 7 11. [I%1F (Save) 1227V v 7 LET,
FRIEWI ZRITR L ET,

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Ingress Interfaces Match criteria and forward action

inside -employee Y
Umbrelia-SIG-employee-sgtd -acl H0  Umbrelta_SIG_Pri_svti_3

MO Umbrella_SIG_Sec_svti_4

Umbreita-SiG-guest-sgt16-ac! H0 outsidel

2712, FAALZXIZPBRAY —FEELET,
SASE Cisco Umbrella k> /VDER OHES

Cisco Umbrella T? SASE k> R /VDFER

Cisco Umbrella T SASE k> 3% #3521, Cisco Umbrella (2w 77 > L, [EBY (Deployments) ] >
[=7 7457 47 4 (Coreldentities) ]1>[% v bV —7 ko %/ (Network Tunnels) ] 3K L £,
Threat Defense 7 /31 A5 Cisco Umbrella ~D %> NU—7 b xARNERENET,
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= e Avev

) W - - o - - w3 - v ™
ey oo Arn

.

Unata 30D #9093 CIB0E . Cmied Maw T W, R U 195 1 % e M 36 %9 - R e
Neriee baerrer horowm

Management Center T® SASE k VRV DFET

Management Center @ [ FEVPN (Site to Site VPN) ] % > ¥ 27— KT SASE b V&2 F AT HIZ
X, [ (Overview) ]>[% v =4 — F (Dashboard) ]>[¥ 1 FEVPN (Site to Site VPN) ] Z &R L

£7,

Fravwal Maragamant Conte:
wwall Maragament Contar (hrsrn Ay Posces Covces Omecty egraron
—_—
Y
Twrew Semaary Ponte & Mot 8
P TSRO WA ) g ‘ WA
ARSI T T AN 3 10 o~
A W T RN W W NCT W R
;.| { M ') % Acyee YL S0 AN SV e ‘ WA
LT i : ———
1Y by 44 ./' BT P AN S A ) WOV P
pU o g G T 0 AL W AR 1) T . [Fa
VT T AN SW T VY ‘ T
T— o . T
< Extramr W £ ' MCT
C32 S0 Topmsogy o L i ‘ LR
SN Neotant ¢ v ’ POV I AN W WA ‘ vormm
SONAN- rporng(d 0 3 '
: V- 0 HADNIC S W -3 Loy N4 oA
Wrereda - S0 Topaog |
PO TR SO P WA O o ra-o1
Wetrety- S0 Topoeeyd |
N o AL T AL T A O 4354 WA T
[Fp————— ’ . u——
!

Ousin Q OF 0O mww

Tortoen Pen

SOWAN - Vi tern
TOWAN Jaoooon? 9 Acoe
SOMAN- Vaoooan > arva
PP - oo
SEMAN - Taniingn ) A
WA Yorrioon T ]
SRR A Tepempy 3 teme
TNA DA Togamgy > hewe
SO — ™
WA Sairay, Ol
SEMAN - Ve S Ace
SOV Ty tene
TOWAN T e
b s e

¥
Lart Vndetnd
% (27
WIS-04 4 *
" "

#H RNV OFEMZ FRT DI, ROFIEZFATLE T,

AT 7.
LET,

AT w7 2.
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Frewed Managerment Certer . - - >
. SR— PRWPSN Pokcen Cwtes Temets g st Coscy ) O @0 0 oo 23
- " .
—a (S —ry e ot e 3
2 M _beverte o Saiman o ro-tw-ct X
DTN N W v Se—— a3 % PRy SIp— sewe 200804 40 1
B0 SN SN W o ” LSRR RS o B v SIAAN ) iy ~ine - "~ 4 |
Gowv U Ceto Prchet Yncer
T " P ‘ [FRePPr— oo T4 00 195078 —_—
on]
NV $00 SN e — . FOPPRE— aive a4t 163048
N TR P . VCE AW Al . PPV — - e 1v
Y ————y} |

M AN A ¢ — (PPPPR— e HSR4P 1k 130038

- wr o Mgt O e e .

- wr e P ~ - .
Ao Armene S h ' oW [T v B >

SetarTale 1P Byweniel
YD F AN O . --ow TN e— e - " os foot 348,850 88.8
YD i S W T , ‘ WAAPR-31 Y D STTAAN T, oo oz -
[PIPRIVRNCNVER TN »er-Fwy v DIAAN T g, e -8
T O W § WA Te - LT — Setve S
HOTE_Arsesca-Antwn SN £ S0k | LLAL
Ve 1014 o 14

AT w7 3. [ = —Di K it (Maximize View) 1 %27V v 27 L9, UFDavr RoHhEFRRrTEET,

o show cryptoipsec sapeer: > XL EN L TEFEIN ATy NOBEFRRLET, ZOHITHE, EES
N7 IP 1% 146.112.82.8 TH Y. XN 5D b FANEEH 5=, SASE OIEMER b o R 2 For
TEET,

Turnpl Dapiads @

« show vpn-sessiondb detail 12l filter ipaddress : VPN #:D L 0 #¢fll/e 7 — 2 2 F R L £ 7,
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Cisco Umbrella ~D + 7 7 1 v 7 OHERR

IP 7 FL A% 10.71.120.100 O 2 74 7 > b GEMIZOWTIER 1. 2#2M]) 6. SGT 4 ZfEH L TS
LLTr7ZArT25E, A0 —%y FEZRTEET, Bl A Mol Tmy 7 IR TnDHYA MTT 2
AL LD ET5E, CiscoUmbrella N2 bDY A FE27 w7 LET,

Thon in 1n Mo b e 1 (oot (e by

P47 MDIPT RLVAZHERT AL, BIDETHENATWSIP 7 KL A% 155.190.18.5 TH VD . Z ik
Cisco Umbrella SIG IP 7 K L A #iJH 155.190.0.0/16 NIZH D £9, Z DA, #EEE X Cisco Umbrella SIG
IP#PHAMH L CA v Z—Fy NZT 7 BATEET,

IP7 KL *%10.71.120.100 7 54 7 > kb, SGT16 #H L THF A MELTal A o958, WE*R v
ND—=JWZT 7 BATERWI EDRMRTEET, L, AUV ¥—Fy M7 a7 SNV A MIT 7EA
THZEILTEET, ¥ A NI, CiscoUmbrella ZfREEFTICER A > ¥ —Fy NMZT 7 ®8ATEET,
Management Center TD s 7 7 4 v 7 7 0 —DRER

AT v 7 1. [%3#7 (Analysis) 1> [#& A <> (Unified Events) ] Z34R L 97,

AT w7 2. [i%1/57cSGT (Source SGT) ] 7 4 /L ¥ NiZ, Employee & AL £,

KEC SGT 4 28> 77 1 v 71X, Umbrella_SIG_Pri_svti_3 f v Z—7 = A A&l L
F9,
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- ot B

XfEL SGT16 #FKf> M7 7 1 v 713, outsidel A % —7 = A A%z L £,

arvem  Amiae e v s -ty —~ i D O'@ 00

CiscoUmbrella TD 5 7 ¢ v 7 7 u—DHER
TI2TAET A REBLAR— MMIiL, CiscoUmbrella lIc L > TR E/-1Z7 0y 7 SN T 7 AT T+ —Ln b
DRTT7 47T LM EENET,

[LAR—F (Reporting) ]1>[=7 Li#"— bk (CoreReports) 1>[7 77 1 5 1 3% (Activity Search) | % i3
RLUFEF,

X 4. FHEINE T 7400
08k ° R

oogooooo0000000

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 17/34 _—



X 5. Tyl &N T T 490
@ % A 8 & gunnmes
=3 -

— ==

n:‘- e b - A3

[ s . ——

<> ° oa—e

Woars Page Buonter g = S

e - . —

) . e

e Q Ll Co—

Ly pr— . —

Y [ e ) B ——

® Lop Oy [ = } . —

2 = o—

Lo B oy

Promee P . —

" — < ———

= . ——

Cisco SSE V' Y ==—3 3 . : Cisco Secure Access I L. WX Threat Defense Z ] L 7=
X2 TRTTUF

Cisco Secure Access |d, 1 % —F v h_R—ZADEBIx L TEE L~ VOEZET 52 2Aa0 s F v
RR—=2Z2D7F v b7 —ALTT, Oy NU—I 0 bHEHTHHEAETHL, Xy MU= b —3 74
LHHETH, A X —F%y ., SaaS 7 U r— a3 LA, BEOTIAR_X—F TPV UV —RIIL
BICHHE CEET,

Cisco Secure Firewall 1%, FIZUTFTOIEFXE7/2— A/ — AT Secure Access & o — A L AITHA L £,

o UE— ha—WF— ML &HI# DL : Secure Access 1%, WEINR T T o FEREZEZ TEX2 ) 74
RY —ZYER L, PTG 2=V —2F# LET, ZhIiICXV, 7L I R RS LV OB B
HLT e AREN RSN, B L2 ) T TN ERINET,

o fiFbENTEX YT 4 7 —FF 7 F ¥ : Secure Access |3 Threat Defense &34 Z LA LT, E¥ =
7 Web #—hF7 A (SWG) . CASB., DLP, 7 7 U K77 AT U3 —NIp2 EOEBOEX 2V 7 ( f4iE%
MAELET, 2oRAIcky, 77 0FRBEEE 7T T Rl X2 ) 7 4 —ERX2EROR Y v —% —FEE
BTE £,

Secure Access & Threat Defense Z &3 57-OND TV —r7 7 o—

\ Create Network Tunnel \g::‘:fo_':;%gf?:;ego \ Create an Extended \ Create a PBR Policy in
f pology ACL in
Slodp oo secie for Cisco Secure Access in SELREA Rl
Access Dashboard Management Center
Management Center

Z D& v a Tk, Cisco Secure Access HEDFRE T B ADEINZOWTHH LET, ZOHEITIL,
T2 Threat Defense 77 » k7 +— L7356 Cisco Secure Access ~DFE) b o RIVOREN G ENET,

1. Cisco Secure Access ¥ v v a2 R— RTHxy T —2 R Z—T7%ERLET,

ZDERAIDAT v 7 TiE, b7 —7%/Ek L. Cisco Secure Access % v ¥ =R — R LB ETE
WENELET,

2. Management Center C/L— hX—Z VPN 7 4 — RKZEH LT, hrRrAEaRELET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 18/34 _—



Cisco Secure Access Tr > b7 —727 k2 RV J—T7%{Ek L7-1%. Management Center |27, Cisco
Secure Access (¥t T H /L — F_X—X VPN bR e V&L L E T,

JET 7 2 AH#E Y A b (ACL) Z/ERkL £,

Z® ACL 1%, k> /L H T Cisco Secure Access ([Z/V—F 4 73 HEED DNS 3L Web N5 7 1 v
I EEFRLET, ZOT 7 —Fi%, Cisco Umbrella O#EA & HEE L £,

RN —=_R—=2)L—F 4 7 (PBR) RV > —DIERK

RY 2 —=_R=2 =7 1 TN TLURNAER S 4172 ACL 2 LT, EFHiFEAHD DNS BL U Web 77 1 v
7 % RV T Cisco Secure Access ICEE L., BEX o2 U F A MEEZITWVET,

FRAER & O %

Cisco Umbrella O#t & & RIERIC, Rkl K OEE G2~ RBMEHTE £9, E/0E 0L, Cisco Secure

Access ¥ v aR—RNicu A4 LT, Py RIAVAT—ZAXFA LV, BINOKH 2R RLIZD TE A2
&‘6‘?‘0

Cisco Secure Access DA%, Management Center /S—Y 32 7.1 IETHR— S TWEJ, Fiz,
Cisco Secure Access D ~ v RV ZFECTERTHZ L b TEET,

Secure Access & Threat Defense Z#& 5 5 7= ORiHESA:

« Management Center 783— 3 > 7.1 UBETHLILERH Y 3,

o Threat Defense 7 /34 AR —2 3 > 71 UBETHALERH Y 77,

« Management Center T, #iHHEIREIEO H DA T A B ADREDI /2> TODMERH Y 7,
o Cisco Secure Access Essentials 727V 7> ay 4B ARMEHARETHHMLERH D 7,

TIUVF Ry FU—F XY T 1 DI-HD Cisco Secure Access ¢ Threat Defense D#4
ZOBTIX, T FORy NT—T X T 0D, Secure Access FERICIRD AR P aAEH L E£7,

X 6. Cisco Secure Access FiADxX Y hU—7 bARua Y

Intormet/SaasS

s

O

3 Conp Ages 1
wCT ranch o8l ::*:5“.= V0 s
Treeat Doterse SIS : Y <WP= Threat Detense
3 'F“‘«‘. 3
S Corp Apps
: H HTTPS, SSM
| — : P e g =]
Crert : i =
1074172050 : i @
10760016 s 3 10.900.0.0/16 Serves J
p A\ 1010005 7

e MCT 77 F Dty N7 w7 : MCT 77 F Tl, SD-WAN 4 —/3—L A k> RUPF TITHEL S LT
% H—o Threat Defense 7 /34 2zl LE4, 2O b, EOT 7V r—a VB FET S
=a—3a—7i (NYC) ~7HA bk (10.100.0.0/16) DOWNELY ¥ —A~OHki & 42 L £ 3,
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o Cisco Secure Access ~D b )b X aTRA VX —Fy T 78R ELET7 T KX T 0 DOlifTD =
Iz, MCT 77 > F Threat Defense 7> Cisco Secure Access ~® 2 ©>® IPSec k /Z\/w% REIINFE
T, —HDO N RMIT 7T 47 LTHRESIND T, GO N FVTTLREMEDTZDIZAZ 31 & LT
EL, T4~ U EEREERCOEWA LSRR S VET,

o RUL—_—2)L—F 47 (PBR) : ZOMHEDKEENE, TAAALEDORY o —_"—=2)L—F 4 7
(PBR) REILHY, SEIERFATDNT 7 47 OWERFEZLLTO X S ICHI R RLET,

o WERNT 74w (A—_—LA 77 4>7) :PBR/IL—/LIE. MCT 75 F® 10.74.0.0/16 IP 7
0y 7 MBI S, Ny hU—2 (10.0.0.0/8 TEE, NYCNTORET 7V r—ray 7
>k 10.100.0.0/16 Z#&&p) IZEEEINDI N T T4 v 7270w/ T5L0CRESINET, ZOHR
M7y 72k, $_XCONENT 7 4 v 7 £ =R~ A v T 74927 PPBRAY v—%
INANRAL, WHEON—T 4 VT ~ERERVET, TO%, 2O 77 4 v 7%, BEFD SD-WAN 74—
N—L A bRV EFHALT, BRENBOT 7Y r—a BIOYV—ER 778 A LET,

o AU X=Xy NNTT 4 v 7 (SSEH—ER) iz, BHZ U PBRIILV—ME, MOTRTD R
T AT ETATHEIICERESNET, _h X0, BEONIRY =25 TCTIERWNNT 7 4 v
I (A H—=Fy "ETDORNT T v 7)) B, #HELINT- IPSec kv x/L%4r LT Cisco Secure Access
RISV —T 4 7 EnE T, ¥ X2V 74— Ry Y (SSE) YU a— a3 b LTHRETS
Cisco Secure Access IX, fift, 74 Z VU7 DNStXx=2UT 4, LAY 3 FEHIILAVYLET74
T4+ —b, BLU Secure Web 7' — F U = A h—ERREDCFERNR T TTU R X=X U T 11
AL LET, ZOELRHME, 77T 00REINDITRTOA X —FXy MECNTI T4 v I %
IR EX2VT 4 Ty N7 A—LTR#EL, BERIIRETHZ LT,
XY I—7 PRV TN—TDORE
AT 7. Cisco Security Cloud Sign On i"—# )L/~ 5 Secure Access (W1 A LET,

A7 v 7 2.  Security Cloud Sign On T, Secure Access #fiCSINT 27D DHFF 2 Z(E LIZE 1 A —
AT RLAZANL, [BA 24> (SIGNIN) 1227V v 7 LET,

Secure Access 7 4 7 k& Security Cloud Sign On 7 7 v > MZiE, RIU&EA—LT K
VAZEHT 208N N H Y 7,

A7 w7 3. [H (Connect) 1> [%v MU —27#k¢ (Network Connections) ][> [®*> hU—2 hix
v 7 —=7 (Network Tunnel Groups) ] Z 4R L £,

AT w7 A4, LEM (Add) 1227V v27 LET,
AT w7 B. RNV TN—T D ERREREE AN LET,

- [brxATN—T% (Tunnel Group Name) ]: #Hiz A LEd, ZOFITIHE, MCT-
FW-01 #fiH L £ 7,

- [Hk (Region) ]: ZofITiE, [US (X—T=7) (US (Virginia)) ] #®&R L £7,
- [FRA4 2% A7 (Device Type) 1: Z OfITix, [FTD] Zi®&K L £,
2T v 7 6. [k~ (Next) 127U v 27 LET,

AT v 7T, [P IDEBE L OVSA 7 L—X (Tunnel ID and Passphrase) | =V 7 Cid, Z® h> L7
No—T ~OEHGEIH T %5 MCT-FW-01 7 /34 2D k> %)V ID &/\7\7l/~7\% XELET,

- [FrEAMDZ7 #—~> F (TunnellD Format) ]1: ZO#ITix, FIE2 Tro R T N—7
WCHRE L4z AL Ed (MCT-FW-01) . 74—~ > kX <tunnel
name>@<org><hub>.sse.cisco.com T3,
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AT w7 8.

AT w79,

27 7 10.

277 11.

- [%271L—X (Passphrase) ]: N XD/ AT L —% 16 ~ 64 LFTANLET,
NATZ L—X2E, 27 EH 1 OORILF, 1 20O/ LF, BEO1 20K TE2HHT S
VERHY F9, RAT L— X IRFHR LT AT 52 L3 T A,

. WEEREOTEDIIRIAT L —REHANLET,
[k~ (Next) 127V v 7 LTHATLET,
[V—7 427 (Routing) 1=V 7 T, ROFBREEITVET,

TS5 FOEXaT A H—F v T & AHIC Cisco Secure Access (SSE) # &9
L%EIZiE. [NAT/7 U s AT v RoB A4k (Enable NAT/Outbound Only) ], [A %
T4 v I N—T 47 (Static routing) ]. BLRN[FXAFI v A—TF 22 (Dynamic
routing) 1D 3 D754~V —F 47 FFarndb 3,

ZOFITIE, [NAT/7 U b w o ROZERE (Enable NAT/Outbound Only) 1 F = v 7
Ry 7 A A 12 LET, MCT-FW-01 Threat Defense 7 /314 ADE%IZH H 2 —F—Zk
XaTRAE—Fy NT 7 BRAEZRMETHGE1T, ZoF 7 a2 EHLET,

HAF I w7 =T 47 Ay RIIRIZ, BXaT7 R 7 IARXR—~NT TV r— a7
e ABWET A5 S ET,

(%77 (Save) 127 VU w27 L%,

[FxnkEDT —%4 (Data for Tunnel Setup) 1 =V 7T, *v hT—2 K FL T34
R DT 5 R A R L, (77 LET

& NATL—=APFIRENDDIEI DL XTI TT,

AT w712,

AT w7 13.

[CSVD &7 rm— K (Download CSV) | %27 VU v 7 LT, by RABREBEREMEGFLET,
Z OfE8 A LT, Management Center 7>5 Threat Defense 7 /3 A A2 b RV EZRIE
BIORERHTEET,

[T (Done) 1227V vr7 LET,

RNV T =T, [y hU—27 b #b (Network Tunnels) ] =V 7® b 3/L72 LT
TER S E 7,

Threat Defense T® VPN ~ > RV DIERR

AT 7.

AT T 2.

AT w7 3.
AT 7 4,

AT B,

AT w7 6.

Management Center T, [T /31 A (Devices) | > [T /31 2% # (Device Management) ]
ZERLET,

[MCT-FW-01] %2 U » 7 L £,

Z OfFITIL, NYC-FW-HA 35 J UV NNJ-FW-HA [Z[7]75>9 SDWAN F—— LA HiZ 2 2D
A==l A FRADRT TIHER SN TV ET,

Cisco Secure Access HIZ b /v % 2 DIBIITERR L £,
[7 /34 2 (Devices) ]>[¥1 K (Site To Site) ] Z®R L £,
Emm (Add) 127 Y v LT,

[ ka4 (Topology Name) | 7« — /v RiZ4aiz AT LET, ZOFITIE, ARl
CSA-SIA-Topology1 T4,

[/L— FX—AVPN (Route-Based VPN) 1 %27 U v 27 L. [¥7>Y—t7 (Peerto Peer) |
FEINLET, @H. ZOMREITOT 740 bORPRIINT T RAR=7TER, 20D
FITEHBOT 7T —FRERHSNTWET, 2HBOT A AT HET Y — T i s %
WL ET,
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X 7. Jb— F_X—2Z VPN
Create VPN Topology o

Topology Name *
CSA-SIA-Topology1

VPN Type
SD-WAN Topology () e Route-Based VPN Policy-Based VPN SASE Topology
< fe | automates the e T e R Sacures trafiic hobwash Desd simplifies and orchestrates the
iting nfiguratior etween peers based sed 3 static p € auto tunr nf tior
a hub and oke topology ver Virtua nne terface protected network etween the threat defe €
enabling WAN capabilitie 1 T SIC
Select VPN Topology Select VPN Topology
Select VPN Topology ea Hub and Spoke
Select VPN Topology
D @Peerto Peer
Prerequisites

AT w7 7. [fEfk (Create) 127 VU w7 L%,
Z D VPN BZETIL IKEV2 OANBNYR—FEINTEBY, ZhANnT 740 b TERINLTHET,

TV FRA ¥ FOBRE
AT w7 1. [RA > FY—RA > b (Pointto Point) ] # 7 C. MCT-FW-01 5 /34 2% #R L £7°,
AT 2. [+] %27V v 7 LT, BiLWAZT 4w 7 VTl B £,

B koA B —T =4 2D (Add Virtual Tunnel Interface) 1 ¥4 72 7R v 7 &
NEREINET,
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X 8. AR b FAA v F—T = ZDBN

Tunnel Type

Name:*

Enabled
Description:

Security Zone:

tunnel-zone

Priority:
0

Tunnel ID:*
3

Tunnel Source:*

e |Pv4

IP Address:*
o Configure IP

CSA_SIA_Pri_svti_3

Virtual Tunnel Interface Details

GigabitEthernet0/0 (outside2) v  Dynamic -

IPsec Tunnel Details

IPsec Tunnel Mode:*

169.254.2.1/30 O

AT w7 3.

[47T (Name) 1 7+ — /L RiZ, AEiZATILET, ZOFITHE, A ¥ —7 A A1E
CSA_SIA_Pri_svti_3 T,

Cisco Secure Access DAL T 4 v VR N2 A 2 —T =4 2 (VTI) ZET DY
A, ZOTev AT, [BX= V71— (Security Zone) 11Z [~ x>V —> (tunnel
zone) | Z#IN L, ERIEM & Fo L IDICT 7 4V bR EEFEHATILERH Y £9, [EF =
U7 Y —r (Security Zone) | Kay 77X U R ot [Frr/L—2 (tunnel-zone) | %
FEIRLET,

[ N> kfE56 (Tunnel Source) | Rr w7 X7 U R KD, MRV EETLA VH—T oA
AHERLET, ZDOH T, GigabitEhternet0/0 (outside2) Z3IK L £, IP 7 FL ADE|Y
U TIZIL DHCP 4 57-%. [#4F 3 v~ (Dynamic) | ZRESNTWET,

[IPsec > % /LE— R (IPsec Tunnel Mode) ] TiZ, [IPv4] ZZ=R L., [IPOFE (Configure
IP) 17 4 — /L RTiE, EESNTZIPT RVRAEFEHLET,

[OK]Z27 U > 27 LET, VII b RADMERRSIVET, [ MRV EETLIPT KA (Tunnel
Source IP Address) ] 7 4 —/V RIZ, INHBA X —T 2 A ADIP 7 RUVARTEEINE T,

[E7 ~»r—Hh L IDD%E (Send Local Identity to Peers) | F = v 7Ry 7 A% 4 1C L
i—a—o
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AT w7 4, [ —Z#/VIDEEE (Local Identity Configuration) ] 7 + —/L K C, [E T A—/L (Email) ] %
BEIRLET,

AT v/ B, Secure Access /"B 7m0 — RL7-CSV 7 7 A VSRR ENT-FTFA~<U bR/ ID T
FLxEADLET,

9. =¥ FRA ¥V FORE

Endpoints IKE IPsec Advanced
CSA_SIA_Pri_svti_3 (IP: 169.25... v +
Tunnel Source IP is Dynamic (DHCP)Edit VTI
Tunnel Source IP Address:* @
192.133.243.215 =2
™ Send Local Identity to Peers

Local Identity Configuration:*
Email ID .

MCT-FTD1@8214999-6505829...

AT w7 6. [+]1227 Vv 27 LT, RoZT7 VTl ZEBIMLET,

AT 7. [#77 (Name) ] 7 ¢+ —/V FiZ, &4RiZ AN LET, ZOFITIE, 4 ¥ —7 A A4
CSA_SIA_Sec_svti_4 “C?“

i. Cisco Secure Access iMEADAXT 4 v VR N FNA X —T A4 A (NTI) #RET LY
B, ZOTBEATIE, Ry —UERIRL, 774V FREOESLIANM & k%L ID O
FErOFEHFHLET, [BE¥=2U 7 ¢ —> (SecurityZone) | ke v 7 X7 A MG [
VR = (tunnel-zone) | &EIRL £,

ii. [FrxAiEEL (TunnelSource) | ey 7H 7 U A RNMEL, b RAEEFETEA v H—T oA
AL F9, ZOBITIL, GigabitEhternet0/0 (outside2) # R L £9, IP 7 KL ADE Y
Y CIZIZDHCP Zfifl§ 5729, [#4F v (Dynamic) ] NEEINTHET,

iii. [IPsec] ‘/*/I/%—* K (IPsec Tunnel Mode) ] Tix. [IPv4] Zi&R L. [IPO#%E (Configure
) 1 74—V R, BESNEZIPT RLAZEHLET,

iv. [OKlZZ Vw7 LEd, VII brrAMERSILET, [ PR ELIPT FLA (Tunnel
Source IP Address) | 7 4 —/V RiZ, SMFA 2 —T 2 A ADIP 7 RLAREBSGENET, ZD
Bcl%, 169.254.3.1/30 T3,

v. [OK]ZZ2Vy27LET, ZOIPT FLRZ, BOL—TFT 4 U IRET, FlC N7 74w 0% b
KND Y D —FOEGIERET DA ICEHETY,

AT w7 8. [E7 ~»r—H L IDD%E (Send Local Identity to Peers) | F = v 7Ry 7 A% 41 LET,

AT w79, [m— 4 /VIDEEE (Local Identity Configuration) ] 7 ¢+ —/L R T, [+ A—/V (Email) ] %
I E9,

25 w7 10. Secure Access "H X7 — KL= CSV 77 A MiCEikEn- o ZFY roxID 7
FL2EALET,
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& 10. EHVFY FxvID

Endpoints IKE IPsec Advanced

CSA_SIA_Sec_svti_4 (IP: 169.2... v
Tunnel Source IP is Dynamic (DHCP)Edit VTI

Tunnel Source IP Address:* @
192.133.243.215 =3

¥ Send Local Identity to Peers

Local Identity Configuration:*
Email ID v

MCT-FTD1@8214999-6505829...

277 11. [/—FKB (NodeB) 1=V 7T, [F/3 X (Device) ] ke vy 7X 7 URAMNL, [27 R
k7 % b (Extranet) ] Z#ER L £9°,

& 11. J—=FB®E
Node B

Device:*

Extranet v
Device Name*:

CSA-SIA-USE-DC

Endpoint IP Address*:
44.217.195.188, 35.171.214.188

2T v 712, [F34 24 (Device Name) | 7 4 —/L R, LB ATILET, ZopITlx, CSA-USE-
DC #HiE L £,

A7 v 713, [mr R&EA > MPT KL A (Endpoint IP Address) | 74—V RiZ, 7794~V 5 —Xk
H—DIPT RLVAZANL, FOBRIZED XN T2 X—DIPT NLAZD~IXY)
D TAALEST, ZOBRIZ., TRy hU—27 hrxb Z0—708MN My 7 OFIE
12 C Secure Access b X7 — KL7= CSV 7 7 A VICEEH ST ET,
IKE D} E
AT w7 . [IKE] # 7% 27 U 27 LT, IKEv2 ODFERiHEAF—Z2REL £,

AT T 2. [BFE% A 7 (Authentication Type) | K v 7 & 7 2 ks [FHaTdA FH)F—
(Pre-shared Manual Key) ] %33R L ¥4,

AT w7 3. ZDO VPN OFRiHEEF—%2 FEICTHY L TET, [F— (Key) ] ZFHEEL T, [F—DHER
(ConfirmKey) JICRICF—2FHALET,

AN LT =TT rmENnNeWNn=D, L TRz TBW TS0,

va [FemE% e (Advanced) ] # 7 ® [ISAKMP# 7 (ISAKMP Settings) ] C. [ET7 7 A T 7 47 4 #3E
(Peer Identity Validation) | ke v 7% U X kv [Fv 2772 L (Do notcheck) ] &R L., o
REFEFLETA, Y OREITIIT 74/ MERREESN TWBLENRH Y £97,

AT w7 A4, [fR1F (Save) 1227V v 7 LET, PABRYMERINE LD, FHEEZT v LTV
Wiz b UEH D FH AL
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WET 782D X FOER

AT w7 .

AT w7 2.

AT w7 3.

AT w7 4.

AT w75,

& 12.

Management Center T, [4# 7Y =7 F (Objects) | >[4 7 =7 MNMEEL (Object
Management) | #3R L E 9,

[727®AU A} (Access List) ] ZJEBA L. [§L9E (Extended) 127V v 27 LE7,
[(WEsET 722U 2 M &3BIl (Add Extended Access List) | %27 U v 27 LE7,

I LVMEBET 72 AU A 47 =7 b (New Extended Access List Object) | # 4 71 7
Ry 7 ANFRINET,

[477 (Name) ] 74—V RIZAT V=7 NOARTZAN LET, ZOHITIX, CSA-SIA-acl
EANDLET,

EM (Add) 1 &7V v 7 LT —rZBIMLET,

BHION—LTIINE T 7 4 v 7 2P LE T, MCT 7F o FICEID B THNTWD
10.74.0.0/16 IP 7' 2 v 7 ) B 345 &4, 10.0.0.0/8 Nty NU—27 (R¥EDT 7V ir—
arvERT) WKERSINDA N T T4 v ik, TRT IRV —pb Ry 7InEZd) . 2
Nit. ZOLEBNE T 74w 7 E3A— "~ A T T 4w 7N 25O PBR /L—/L
MOBRIIZERAA S, (b Yo —T ¢ > 7 EIZBESF D SD-WAN A —/N— L A ZF|f L
T, @EON—T 47 Fi213 T Rue PHE#RL—T 4] TY—T 473052
LEEWRLET,

[v—ioi&fi (Add Rule) ]

Action:

@ Block

Logging:
Default

Log Level:

Informational

Log Interval:

Network Port

any
any-ipv4

any-ipvé

Available Networks

Q_ Search by name or value

all-branch-inside-networks

branch-inside-10.site-id.0.0-16

branch-inside-employee-subnet

Sec.

© Application @ Users @ Security Group Tag

+

Source Networks (1) Destination Networks (1)

MCT-inside-10.74.0.0-16 IPv4-Private-10.0.0.0-8

'Y

. Add to Source

Add to Destination

AT w7 6.

© 2025 Cisco Systems,

TIvarv.7avy

aX s 77 4R

RETXR Yy FU—2 : MCT-inside-10.74.0-16
Bk v U —72 : IPv4-Private-10.0.0.0-8

LE (Add) 122V v 27 LET,

EM (Add) %227V 27 LTHION—LEBILET,
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10.74.0.0/16 7 u v 7 HRIESNTZ T 7 4 v 7T, WES 10.0.0.0/8 * v b T — 27 2%
SNTWRNWET T4 w7 F AV E =y NI T 47 L LTHEINET, D%,
DA H—F M5BT hT7 7 4w 271%, Cisco Secure Access ([CEFENL—T 4 7 SN E
T, ZHUTEY, MCT 77 F DT _XTONE ST 7 4 v 703, FNER OB de i emi
2. Cisco Secure Access IZ L » TSN HRESL T 4 V& U 770 EDOwZH SSE —t
ADWHEZTDHE 170 F9,

barl

(Y

B 13. A— L% BN

Action:
© Allow v

Logging:
Default v

Log Level:

Informational -

Log Interval:

Sec.

Network Port @ Application @ Users @ Security Group Tag

Available Networks + Source Networks (1) Destination Networks (0)
Q_ Search by name or value MCT-inside-10.74.0.0-16 ™ any

all-branch-inside-networks 4 | Add to Source

any ‘ Add to Destination

any-ipv4

any-ipv6

branch-inside-10.site-id.0.0-16

branch-inside-employee-subnet

. ToZvalr:grel
ii. g¥Xr 750k
i.  #EFXRY FU—2 : MCT-inside-10.74.0-16
iv. EEEFRY FT—Z FTRT
v. [Bin (Add) 127Uy 7 LET,
27y 7 7. [#1fF (Save) 127V v7 LET,
JL5E ACL MERL S L E T,

ZoHE, R o—_R—=A)V—F 4 VT DRI IEERT ZENBHTHDHIZD, AXT 4w
T— MIER LEYA, AXT 4w I—T 4078 1 OB T2, Z 2 TIERO

FkEFERLET,

RY —_R—2V—F 1 v T DIER

AT 7. Management Center T, [T /31 A (Devices) | > [T /314 2&¥# (Device Management) ]
ERLET,

AT v 7 2. MCT-FW-01 73 A 2% 27 U v 7 LET,
200 b URNUBEREATT N, EEEHTEEEA,
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X 14. MCT-FW-01 ® h RN v EZ—T = A R
MCT-FW-01
Cisco Secure Firewall Threat Defense for VMware
Device Interfaces Inline Sets Routing DHCP VTEP
—
Virtual Tunnels
Interface Logical Name Type Security Zones
Management0/0 management Physical
GigabitEthernet0/0 outside2 Physical outside-zone
Tunnell outside2_static_vti_1 VTl tunnel-zone
Tunnel2 outside2_static_wti_2  VTI tunnel-zone
Tunnel3 CSA_SIA_Pri_svti_3 vn tunnel-zone
(@ Tunnels CSA_SIA_Sec_svti_4 | VTl tunnel-zone

AT w7 3. [v—7+1>7 (Routing) | %7 %27V v7 LET,

2774, [RY—_—=Z)V—F 17 (PolicyBasedRouting) 127V v 7 L, B (Add) ] %
707 LET,
[RVU v —~_—=2L— FDiEN (Add Policy Based Route) | # 4 7/ R v 7 ARE RSN
iﬁ‘o

AT v 5. (A4 5 —7 x4 A (Ingress Interface) | ke v 77X VA RNTCANA H—T =4 A
FERLET, ZOFITiL, inside-employee % 3%EiR L £,

Add Policy Based Route @

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

inside-employee X | v

Match Criteria and Egress Interface
Specify forward action for chosen match criteria.

Add

= Threat Defense /34 ZDRY o —_—Z )L—F (7 Jb—)LiE, TAAALDA L F—T = A ZITAT]
THEEXDN T T4y 7ICHEHESNET,

AT w7 6. LEM (Add) 1227V w27 LET,

AT v 7. [ACLOMRA (Match ACL) | Fr vy X ) X Rink, R —_—=2)L—F ¢TI
HT 25877 497 BT 2IEET 72 AHI#EIY A bAT7 V27 MEEIRLET, ACL A
TV ME, BRIV RMNFTV=7 FORE] B2/ a o THCERESNTWET, =
OFITlL. CSA-SIA-acl Zi#ER L £,

AT w7 8. [41E% (SendTo) | Fu vy 7 &7 X e, [IPT LA (IP Address) | 23R L C,
IPvd %7 A Fdhy 77 RLAZELET,

AT v 9. [IPva7” L2 (IPAddress) | 74—/ RIZ, 7 RV AZIEELET, *7 A MRy 7%,
Cisco Secure Access D N> XD IP 7 KL ATY, ZDOHTIL, 169.254.2.2,
169.254.3.2 * AJJLE7,
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X 15. HLWERYZIP 7 FLRADBM

Match ACL: * CSA-SIA-acl v +
Send To: * IP Address v

IPv4 Addresses: 169.254.2.2,169.254.3.2

IPv6 Addresses: For example, 2001:db8::, 2002:db8::1:

Don’t Fragment: None v

TITA<Y RNV DORT ARy T71E169.254.2.2 L L THREINET, ZORTEIT
Cisco Secure Access il & 72V . 169.254.2.1 N7 7 A~ U bR VDT7 7 A4 T v 4 — LA
W Ed, 7794~V b RARE T UTEHE VT T4y ZIXEEIMICE XY h xR
MV EA V7 hanEd, ZOLEDOXT7 A MRy 711169.254.3.2 THY, Zhb
Cisco Secure Access ffil & 72 > TV E T,

A7 v 7 10. [{#1fF (Save) 1227 U7 LET,

TNA ZA~DEFE DR
AT 7. R (Deploy) 1227 U v 27 LET,
AT v 2. [MCT-FW-01] F= v 7Ry 7 A% A2 LT, [TXTHER (DeployAll) 127U 27 LET,

Secure Access T®D k¥ RIVDIRFE
AT w7 1. Cisco Security Cloud Sign On 7~—# /L'7)»& Secure Access (2% A > A LET,

A7 v 7 2. Security Cloud Sign On T, Secure Access fi&\ZSMT 572D ORFFEZAE LIcE T A —
NT RLVAZANL, [A 4> (SIGNIN) 12270 v 7 LET,

Secure Access 7 7 7 b & Security Cloud Sign On 77 7> MZiX, RILE A —/LT K
VAT 5 0ERH Y £,

A7 w7 3. [#E (Connect) 1>[*v FU—7#:6i (Network Connections) ]>[®*~ hU—2 L x
v 7 v—=7" (Network Tunnel Groups) ] 3R L £,

AT w7 4. MCT-FW-01 R RV IN—T %7V w7 LET,

A7y 75, [y hU—27 hrxb (Network Tunnels) ]| =V 72, 7IA4~Y hrpilbtwh 20 b
VAN ERSNET, Primaryl 2 RUET T U F O outside2 A VX —T = A ALk
Fv., 771~V Cisco Secure Access 7 —# & ¥ —IZHI} LU TWVWET, Secondaryl
MoV T 7 F 0 outside2 A 4 —7 = A AMBIEY, W H ) TF—H X —IT
Pafr ST, MR R BER DT DA Z X & L THERE L £7,

Secure Access DT 7 EARY I —DFRR

= TDORF=2 A NI TA FELTRESNES, 22 T35 7 27 BARY »—|L, Cisco Secure
Access NTRERATHDH Z E&AIEE LTWET, RN —1EROFEMARTIEIL, ZDH A K CTikiiH
LEH A,

AT w7 1. [##¢ (Connect) ] > [HR VU T — (Policy) 1> [7 27 AKR U — (Access Policy) ] Zi#iR L
ij‘o
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& #]D/L—/L mct74-to-internet-block-web-categories TiZ, MCT ¥ ~ 74 )543
SNTAVE—Fy MNalF T 7 4 v 73X 2T o HilHI S, FRCX Yy TV A R ET
vy 7 LET, ik, Cisco Secure Access (2L - CTHEflts#1d URL 7 4 V& U > 7 & Tz
T ¥ =27 Web ¥— b7 = (SWG) H—EZADOHEETT, B, 77 0FnbDA v
P =y METC KT 74 v 7 ITRER T ANEZ ) Tl Xxa V7 4R U —%#HT 5

Z Y,

2 S H?»/L—/L mct74-to-internet-block-ping-8.8.8.8 TiZ. MCT %14 K 74 "5 IP 7 KR

L 288885 TDHDKRNIT 74wy aRry S LET,

3 2 H ?»/L—/L mct74-to-internet-permit-all T,

RO /L— LV CHRIIC 7 1 w7 F720%

Ry 7SN TWRWMBEDOT X TOAS X —3y N NT 7 4 v IR, E57% SSE —E X

M7= 812 Cisco Secure Access DIl Z ] S ET,

e a—HP— 77 4 v 7%, £9 MCT-FW-01 ©7 7 & ZAHIERY > —B LI OBREDOHRICRY £
T, TNEDRY U —IZXoTHFRENTZ T T 4 v T DB, EHRDHBED-HIT Secure

Access [ZHEE S LE T,

CLI Zf#E A L /- s DHERR.

[ 16. Cisco Secure Access fiEDx* v U —7 bR v VK

ntemet/Saas

S

’

Cisco Secure
Access
(SSE)

e—/

4
. 2. <
// . 2 \ / X,
{ - / \
[¥ i
i T Loy S "~
Corp Agpn Teg
MCT Beanch =‘ H — ".3 NYC Hab
Threst Detoase == SWP=  Throa Defense
2 SN o
Teeeal. ). Ovetny St Comp Apps
HTTPS. SSH
- =
-G | | - =
Chant —_—
: 10.74.120.50 J
Y 10.74.00N6 J \ 101000016 Servor
\ ./, \\ ‘C’\OOO}_'/ |

FZNOEBIOTHIIZ, (LRI IP 7 R 10.74.120.50 D27 547> "EFEHLET, BoIOT A
FClX, =2—3—27 D7 —2% % —0 10.100.05 ICH LY —R—~DT 7B RAZRHAL T, "T T4 v T 7

n—ZfER LE LT,
C:\Users\user\>ipconfig

Ethernet adapter Main NIC:

Connection-specific DNS Suffix

IPv4 Address : 10.74.120.50
Subnet Mask : 255.255.255.0
Default Gateway : 10.74.120.1

C:\Users\user> ping 10.100.0.5
Pinging 10.100.0.5 with 32 bytes of data:
Reply from 10.100.0.5: bytes=32 time=2ms TTL=252
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Reply from 10.100.0.5: bytes=32 time=2ms TTL=252
Reply from 10.100.0.5: bytes=32 time=2ms TTL=252
Reply from 10.100.0.5: bytes=32 time=2ms TTL=252
Ping statistics for 10.100.0.5:
Packets: Sent 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 3ms, Average = 2ms

EFRFHRY =20, RO X HIZRDLEND Y T,
e 8.8.8.8 ~?® ping EKiTT7 v INET,
o 8.8.4.4 ~® ping ZRITI L ET,
o cisco.com ~® ping ZRITh L £,
R =il ZREET 572, RO IP BLOURLIZH LTT A MEFITLET,
C:\Users\user>ping 8.8.8.

Pinging 8.8.8.8 with 32 bytes of data:

Request timed out.

C:\Users\user>ping 8.8.4.4
Pinging 8.8.4.4 with 32 bytes of data:
Reply from 8. .4: bytes=32 time=2ms TTL=45

Reply from 8. bytes=32 time=2ms TTL=45

e Y

8
8 4

Reply from 8.8.4.4: bytes=32 time=2ms TTL=45
8 4

Reply from 8. bytes=32 time=2ms TTL=45
Ping statistics for 8.8.4.4:

Packets: Sent 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 13ms, Maximum = l4ms, Average = 13ms

C:\Users\user>ping cisco.com
Pinging cisco.com [72.163.4.185] with 32 bytes of data:
Reply from 72.163.4.185: bytes=32 time=2ms TTL=38
Reply from 72.163.4.185: bytes=32 time=2ms TTL=38
Reply from 72.163.4.185: bytes=32 time=2ms TTL=38
Reply from 72.163.4.185: bytes=32 time=2ms TTL=38
Ping statistics for 72.163.4.185:
Packets: Sent 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 48ms, Maximum = 49ms, Average = 48ms
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Secure Access SWG R Y o —DF R b
X277 Web 77— F 7 =1 (SWG) 7 ¥V o THBEAMERT DITIE, ROT A NETFATLET,

e Web 7 7 FADHH :e-a~—A (3 vt 7) Web ¥4  (www.amazon.com) 35 OHBhHHEA Y
4 » (www.ford.com) ~DO7 7B AIZHKLE L, ZHiE. P T 74 v 7 7e—»N SWG 24 L Tl &
NTWHZLERLET,

e Web 7 7tADT w7 : v 7/ Web %1 F (www.bet365.com) ~DT7 Z7EANT v 7 ST
FI9, ZHUCEY, URL 74 2V 7 RY —NRMICEH SN TS Z ENERINET,

®x @ i

el
Lees’ Secure Access

Secure Access TDT 7T 4 ET A BREBLF— FDFER
TITAETABBLER— ML, 77 BAR) V==l Lo THAFERIT T a7 EN=T7 74T
7 A — )VERICET D et iE G TN E T,
2T w7 . Secure Access 77 U r—3 g T, [F=%— (Monitor) |>[7 77 4 BT 4 %R
(Activity Search) ] # IR L £,
MCT-FW-01 26 RESNTWD N7 7 4 v 7 ZfERCTEET, ZOT 77 4 BT 41213,
&SN NI 7o bTday 7 &N NT 7 4 v 7 OMEREENET,

AT w7 2. % (Response) | 7 44T, [7r>7 (Blocked) | F = v /7Ry 7 A%F LT,
TRy ENET VT AT 4 BRI LET,

Fy 7Y A b (www.bet365.com) & 8.8.8.8 ~D ping N7 v INTWNWDH I END
MY ET,

Management Center TD k¥ RIVAT —F ADFER

%7 7 1.  Management Center T, [#£% (Overview) ]>[# v =R — K (Dashboard) ]> [V k
VPN (Site to Site VPN) ] ##ER L £9°,

2T T 2. Cisco Secure Access ~DT I A RF Ry b U RVORRICH D [T X TOEHRE TR
(View full information) ] @) 74=avrr)vr LET.
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X 17.

YA FEVPN &y ¥ 2 R—F

Firewall Management Center )
: Overview
—
Y Device Extranet x X
Tunnel Summary
| 100% Active
14 connections
Topology
Name (-] V]
CSA-SIA-Topology1 0 0 2
SDWAN-Topology1 0 0 4
SDWAN-Topology2 0 0 6
Umbrella-SIG-Topology1 0 0 1
Umbrella-SIG-Topology2 0 0 1
© Automatic refresh is turned on.

AT w7 3. [CLID

JEBH L £7

X 18. CLI DA

NYC-FW-HA[NYC-FW-WAN-.. NCT-FW-HA[NCT-FW-01] (V..

NNJ-FW-HA[NNJ-FW-WAN- MCT-FW-01 (VPN IP: Dynamic)
NYC-FW-HA[NYC-FW-WAN- MCT-FW-01 (VPN IP: Dynamic)
NYC-FW-HA[NYC-FW-WAN-... PRI-FW-01 (VPN IP: Dynamic)
NYC-FW-HA[NYC-FW-WAN-... WMA-FW-01 (VPN IP: Dynam.
NNJ-FW-HA[NNJ-FW-WAN- PRI-FW-01 (VPN IP: Dynamic)
NNJ-FW-HA[NNJ-FW-WAN- WMA-FW-01 (VPN IP: Dynam.
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map tag:
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Protected vrf (ivrf): Global
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Summary

SDWAN-Topol.. Active 2025-07-151...

SDWAN-Topol.. 2 Active 2025-07-151...

SDWAN-Topol.. Active 2025-08-25 2.. peer addres
interface:
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#pkts
#pkts
#pkts

local ident (addr/mask/prot/port):

e ident

nt_peer:

encaps: 205665,
decaps:

compre d: 0,

(addr/mask/prot/port):

#pkts encryp
254012, #pkts decryp

44.217.195.188

205665,

[show crypto ipsec sapeer] =~ . K%

seq num: 65280,

(e.0.0.0/0.0.0.0/0/0)
(0.0.0.9/0.0.0.0/0/0)

#pkts digest:

254012, #pkts verify:

#pkts decompressed: @
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