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SD-WAN D 4 H— RZHEHL = sSD-WAN A—/N\—L 1 ODER

Management Center Tid, # L\ SD-WAN 7 ¢ — R&H LT, oLt (7)) LVE—FDT T
FH A~ (RFR—=2) WD VPN F o RVBLONV—T 4V IREXHREICRECEET, NI TV RRAR—7
FARBR U TL— F_X—=ZD VPN ZEATHEHE, XA T I v 7B N R A X —T =4 A (DVTD) 13T
TRESN, AT A v IR N FNAA 2 H—T A4 A (SVT) [FAKR—7 TREINET,

SD-WAN 7 ¢ ¥— RZER T 5FR
o SD-WAN % v hU—2 D VPN BL O —F 4 v VR ELMHEILBLOHEEMELET,
o = _X—=ZAD VPN F X NVEER L, LFOR I RZ A7 2 HELT 52 & TRE v A& @#FE L E T,
o TIVFDAET 4y MRV AVE—T o2 A ABERT D,
o MURNALUE—=T A AZIPT RLAZEIN Y TEH,

o SD-WAN A —_—L A Xy FT—27DBGP #&XETDH, ZNHDOREICLD, "TEAR—T], BX
ONTEN LT AR—T RO — AL Rk A S X £77,

o NTWN—FYTL I R2ELUTHIEEL, UTZEIT LD, L VARV —T 4 o7& LET,
o AR—V[MEHHRT D,
o AR—=IDTIT AT M RNVENRYTT T N FMCEDSWNTRIERN—T 4 TN AZRET D,
o MEpa—W— AT &R/ NRITT 2,
o« —EIIEEDT T T A HHITEN,
o MHLZRT 27V ISP &E & ik,
o X NU—T DA —1 T INAHE,
SD-WAN 7 ¢ #— KX, Threat Defense /77 v RAKR—27 F R BLOL—T 4 7 O E % B

LEBMELETH, =27 AT Xy TS ZAF T2 — P —EROMRENL—F 3% 5 VPN EBHOGEITIL,
= FR_R=ZXF IR Y > —_X—=ZAD VPN 7 4 F— FZEH L ET,

SD-WAN 7 ¢« ¥ — FORBEET /v
H—nT7 L HE— ISP

ASN: 1

iBGP RR

iBGP RR Clients

e 1 DM SD-WAN N7 7 RAR—7 bRy
e SD-WAN VPN k> 3L - 4
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B—nTLF 27/ ISP
ASN: 1

iBGP RR

«— |SP1

+— |SP2

iBGP RR Clients

¢ 2250 SD-WAN "7 7 ¥ RAR—7 hARmr Y
o SD-WAN VPN F /L Dia%r : 8

'7_?—'1 7/1//\7 2:\ %ﬂ ISP
ASN: 1
iBGP RR iBGP RR

iBGP RR Clients

o =D SD-WAN N7 7 > RAR—7 hARr Y
o SD-WAN VPN | > /L DiHi - 8

T 2T AT T 2T )V ISP
ASN: 1

iBGP RR iBGP RR

e // \
: S TSR
=58 )

4'—*ISP%/

iBGP RR Clients

e 225D SD-WAN N7 7 v RAR—7 hha v
o SD-WAN VPN bk r/LDf4 : 16
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BRAHIRICH BT 2T NANT L E— ISP

ASN: 1 ASN: 2
iBGP RR iBGP RR

iBGP RR Clients iBGP RR Clients

e 250D SD-WAN N7 7 RAKR—=2 fRr v
o« NTHD eBGP BT Y
o SD-WAN VPN I > R/L D% : 8

B AIRICH AT 2T NANT T 2T /L ISP

ASN: 1 ASN: 2
iBGP RR iBGP RR

iBGP RR Clients iBGP RR Clients

e 4 50D SD-WAN N7 7 RAR—=7 hRu
o NT7DeBGP BTV
SD-WAN VPN | > VD% - 16
SD-WAN ¥ 4 F— FEFER LT 2 T ANTEB LT 2 7V ISP SD-WAN F—— 1
A Xy bU—7 DEBH
SD-WAN v ¢ % — RO I3 2 RS
« Management Center [Z/3— 3 7.6.0 I THHLENH Y £9°,
o NTTNRARFINR—=T a3 760LUBTHLLENRDD 7,
o AR—TTNRAAFIN=Va3 T30 LUBETHLILERHY £,
« Management Center Essentials (|7 Base) 71 &> 2 Ti%, G SEEL AT T 2L ENH Y £9,
o BHEZ -V —ThHOHUENDHY £7,
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SD-WAN 7 « ¥ — ROERICETHHA RFA
HARTA
e 2O0DONT D DVTlI ZHRTETHHEEIE. TNHD IPsec b xbEt— K (IPv4d £721Z IPv6) B[R L TH D =
EEMERELET,

o NI EBIOEHESR Y T — 7 THHEIZDBES N TWAEAIE, RO TRA V MY —FRA vk L—
F_R—=ZVPN MR VZEELT, INHO3Ry NI —JOBEEBRFEZHICLET (T34 &
(Devices) 1> [W hI# (Site-to-site) ]> [[EM (Add) ]> [/b— FX—2ZVPN (Route-Based
VPN) ] .

o TX VT4V —UEIFA A —T oA ZATN—T 2 ERT 2HAE, [ v 2 —T = A ZEA T
(Interface Type) ]iZ [/v—7 v K (Routed) ] Z3#®IR L £7,

o ANR—=U X VT 4/ —0ZFEHL T, AR—=T DO XNV NT T 4w T HHaTHT 78R o
fa—)L R —ERELET,

o TNAAIZIPVG 7 RLVAREDHNGH H5E1E. IPvA T RL A ZFFoN—T "y 7 =13, v X —7 =
AATBGP /V—% ID & ETHXENDHY 3 ([F/314 A (Device) ]>[7 /314 2 EH (Device

2Lt

Management) ] > [/L—7 ¢ > 7 (Routing) ] > [ —fxi& & (General Settings) ] > [BGP]) .
e TXT?HSD-WANVPN FREYDFT_RTO R RZAC—EDOu—H /L IKEID 2% ELET,

ERRERTH
¢ SD-WAN ¥ ¢ % — RZEH LT, SD-WAN hRBE Y TRA 2 SONT ZZETEET,
« HAR=I T, PRBVITLICWAN A ¥ —T7 = f 2% 1O EATEET,

T WAN A o Z =T 2 AD &% H AR—2713, &HID WAN A > 2 —7 = A AT TITAHET 5%
A BEfFD SD-WAN hARu VITEIMTEEHA, 7272 L, T a7V ISP REDHEIX, 2 2H D SD-WAN
FARBEYE 2OHDOWAN A U F—T7 2 AERETEET,

o Cisco Secure Firewall I%, &K 1024 O N fNVA o H—T =2 A%V HR—FLET,
o Cisco Secure Firewall I, T34 Z2H 7=V Hx K 500 ® BGP ©°7 # ¥ KR — K LEJ,
e SD-WAN 7 ¢ ¥ — RNit, LFO¥EZ Y FR—F L TWEEA,

o |KEv1
o VTIHZXY FAZTNAZATHR— FINTWRWIZD, 7T AZTNA A FINT & AR—27 TEHHR— |
ShEEA,

o ASA, Cisco IOS, Cisco Viptela, Umbrella, Meraki, F721Z_X X —F A AR EOZIT A NT Ry b
NTBIOAR—7,
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Xy hU—27 pRuY

NYC-FW-HA
Primary Hub

outside2 ASN 65070
ISP1

<«—>» [SP2

\ ’ outside?

s s sl ° sl

="= =‘,: Client ="=

PRI-FW-01 WMA-FW-01 NCT-FW-HA
Spoke 1 Spoke 2 Spoke 3

outside2

NNJ-FW-HA
Secondary Hub
S == == F

l02: 10.200.255.69

outside2

o
S =
MCT-FW-01
Spoke 4

DT 2T VISP AR YT, AT EAR—JITHE—-OHIRIZH Y . AS FE (ASN) X 65070 TF, N7
ERAR—=71E, WEAR—H¥— 7 — oA 7u b2 (IBGP) Z—T7 477 halt LTHEHALTC,

N—T 4 TIERE L E T,

ZO MR YDONT EAR=7HD VPN RV EFHET HI121E. SD-WAN 7 4 F— F&fEH L THRD 2 5

@ SD-WAN h AR UEERTHMLERH Y F9,

£1. SD-WAN R 21

Primary Hub NYC

T ZVNT NNJ

AR—7 Branch1 (PRI) . Branch2

(WMA)

[ASN] 65070

BGP =23 =2=7 ¢ 1000

VPN A > Z—T = A R outside1 (ISP1)
(AR—7 kv FIEETD)

[N V% 4
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x 2. SD-WAN 7= 2

Primary Hub NNJ

® A ZVNT NYC

AR—2 Branch2 (WMA) . Branch3

(NCT) . Branch4 (MCT)

[ASN] 65070

BGP =X =2=7 1 1000

VPN A & —T A R outside2 (ISP2)

(RAHR—2 b FVER[ETD)

kv [6]

E: #HT7I7FDoutside2 4 F—T = XInHENTIT 250D SD-WAN VPN kU RANPRELSNET, L
72235 7C, SD-WAN k7A=Y 2 @ SD-WAN VPN k> /L D¥i% 6 T9,
ZOT 27V ISP EBEHO VPN k& L OiEIE 10 T,
SD-WAN ¥ ¢ % — FZ{FH L7z SD-WAN ZF— 1 —L A OFRE
KD 2250 SD-WAN FARBE VERET DMLENRHY £,
e ISP1 DAKR—2 D VPN A % —7 A AL LT outsidel #ffi 3 2% SDWAN-Topology1
o ISP2 DAR—27 D VPN A 4 —7 A AL LT outside2 % f# /45 SDWAN-Topology 2

AT 7. [7 /314 2 (Devices) ]>[VPN] > [#-1 K] (Site to Site) ] Z#&EN L, B (Add) ] %7~
Uy LET,

AT w7 2. [SD-WAN k"= ¥ (SD-WAN Topology) 1 47> arvRhZ %27V w7 LET,

AT v 3. [ FAR e T4 (Topology Name) ] 7 +— L RiZ, hAa Yd4RiE LT SDWAN-Topology1
EATILET,

AT w7 4. [fERk (Create) 1227 VU w7 LET,
AT v B, WDOEHIZLT, "TERELET,
i. [~7 DB (AddHub) 1227V v 27 LEd,

i. [F/3A A (Device) | FryFH T )R INONATEZRIRLET, ZOFITIE, NYC-FW-HA
ZIERLET,

ii. [FAFIvIMENRAA X —T A A (DVTI) (Dynamic Virtual Tunnel Interface
(OVT) 1 Fey Xy URXANORIZHD [+] 27 Vw7 LT, N"NTOXAF v 7 VTl 28
L\i—g_o

iv. [ A Z—T A ZADEM (Add Virtual Tunnel Interface) | # 4 7 v 7R v 7 AT
THANVEREVPANESNET, 7272 L, UTONRNTA—ZERETHLENDH Y 7,

- [E¥%=2V7 1Y —> (SecurityZone) | RKuy 7 X7 VA MnbEXa T 4 — U &BIRL
£9, ZOHITIL, tunnel-zone T,
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- [hr i EsL (Tunnel Source) ] Ky 7 X2 U A b, XA F v 7 VTI OF[EFILT
HOYEA LB —T A RAEBRLET, O Ry XV RN IOA v H—T oA R
DIPT RLUAZRINLET, ZOFITlE, Ethernetl/1 T,

- [EAIP Borrow IP) | kw7 X U AR RNS, =Ty o HZ—T = A AR L F
To XATIvIZNVNTHIZDIP T RLAZMKLET, V=T RNy 7 U F—T A AR
BEx, [+1 %27V 27 LTERKL 9, ZDfITiX, Loopbackl T3,

[OK]Z 27 U > 27 LET,

v. [T —=bFU=AIPT KL A (Hub Gateway IP Address) | 7 ¢ —/L RiZ, N7 D VPN A > % —
T2 ZADNNT Y w7 IPT FLA, FR3AR—I BEGTIHEAFTI v 7 VTI O bR ILEE
LE AN LET,

T A B —T oA RZEIP T RLARBLES, 207 RLAZHABMADEINET, ~7 0B NAT /31 2
DEZICHLHEEIT. NATHRD IP 7 FLAZFEH TRETHIHLENH Y 3,

vi. [AR—2 FrFIPT R A7 —/L (Spoke Tunnel IP Address Pool) | K v 7# 7 U 2
5, IPT7 RLAT—LERINT 50, [+] %227V v 7 LTT FLAT—LE2ERLET,

ba ZIPT RLAT—E—EBETHOINEND DD, [IP7—1L0EM (AddIP Pool) | # A T7wu 7Ry 7 A
TT RVARAT =V EERT 28561%, [F——F 4 RZFF (Allow Overrides) | F = 7Ky 7 A%&4
WIZLRNWTLIZEN,

AR—=T BN TEHE, VAP —REIAR—7 Fop A —T A A HBERKL, =
DIPT RLVAT—=NADLINEDAR—=T AL H =T AZIPT RLAZEY YK TET,
Z OfITiE, NYC-Pooll T4,

vii, BN %2270y LTNATOREELRMFELET,

Add Hub 7]
Device* @
[nvC-Fw-Ha -
Dynamic Virtual Tunnel | Interface (DVTI)* @
outside1_dynamic_vti_1 v |+ s
Hub Gateway IP Address @
192.133.242.43
Spoke Tunnel IP Address Pool* @
NYC-Pool1 X v |+
e IR

viil. BB Z VAT EZIBINTH20IC, FE 5a 25 FIE 59 A4 KL ES, Z OB TIE, NNJ-FW-
HA T,

AT v 6.  AR—TEHFRELET,
a. [AR—7 oM (—FEEM) (Add Spokes (Bulk Addition)) 1 %27 U v 7 L%,
b. [AAR—27DO—FEEN (Add Bulk Spokes) ] ¥ A4 7 a /Ry 7 AT, IRO/NNTA—XEHZHELET,

i.  AR—=IFNA 2% [FIHTEEZRT 34 2 (Available Devices) 1 U A2 F2BEIR L. [BN
(Add) 1 %27 VU w7 LTTF A 2% [BIRFELDT 3A % (Selected Devices) ] ICBE L £7,
Z oI, PRI-FFW-01 & WMA-FW-01 # &) L £ 5,

i. WOWTNUPDFHEEZHEHL T, AR—=ZDVPN A Z—T x4 ZAZERINLET,
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ii. [y ¥—7xA AL H—2 (Interface Name Pattern) |47 a v R2 %270 w7 L,
AR—=T DA H—F > FETZIZWAN A o F—7 = A ZAOEL L —B+ 5 CFHE2RELET
(outside*, wan* 72 &) . ZOHITIE, ISP1 A ¥ —7 = A ADLFH|i outsidel T,

AR—=VICR UL = BB A 2 —T 2 A ANHLHEE. NE— T HHEPIOA
VH =T oA AN FRu DIERENE T,

FIE

[E*=VU7 1Y —>2 (SecurityZone) |OF T avRE& %7V y 7L, Rry 77X )R
RPBAR=IDVPN A v Z—T 2 A ZAGgivkxa )T 4 ) — 0 Z2RINT 50, [+]1227 ) v 7
LCexa T 40—V %ERLET,

Add Bulk Spokes e

c. [k~ (Next) ]2V v 7 LET, V¥ —RiL, HESNTZRZ =0 DA H—T 2 ANAKR—TITH
BNE I MEREIEL ET, MEEFELDT S, ZADOHN hRua JIEMENE T,

d. B (Add) 1%27 Vw27 L, [k~ (Next) 1227V 7 LET, V4V —FiF, HFAR=Z1Z50T, b
VANDERSEIP T RLAELTATONRT Y w7 IPT RLA ([NT 5= =AIP7 KL A (Hub
Gateway IP Address) ] TiE#8) # HEWIIZIEIRL £7°,

A7 v 7 7. SD-WAN hARr YHNOTSA ZADORBFERELZITNET .

a. [RFEZ A 7 (Authentication Type) | K v 7 H U X hivh, T3 AR 5 FEhoOFERTLA
F—, HEVER SN FREAA F—, TR EZEIRL £,

ZOFNETITT 7+ L b E%ﬁ%bf WO FNEICHETe Z ENXTEET, FHEILMLEITS U T TR
T%i‘é—o ~—@1§JT i T/\/r Xmun %ﬁ”;j\:;ﬁ‘%;‘@q‘%#%{ﬁﬂq Liﬁ“o

o [E@iEAEFE X — (Pre-shared Manual Key) ]: VPN #HOFRTEA X —2EE L T

o [H=@TILAH ABF— (Pre-shared AutomaticKey) ]1: (F7 4L M) 4 —Fickv., Zo VPN #
FEOHERILAE X =N HEMICER SN ET, [FrHAF—K (Pre-shared Key Length) ] 7t —/L R T
F—DOEIEREELET, BETEDIHMT 1~ 127 T,

o [fEBAZE (Certificate) ] : mﬁﬁ&&bfﬁﬁi%@%fé%é ETIEPKI A TTFTARNT I FYHNOD
CA ﬁ‘“—/\—ﬁ)foT /&/buﬁﬁi%ﬁy Ejl‘l/ *EE Luuuﬁﬁ—éﬁ_ 'fﬁﬁﬁ L/i‘?—o

b. [ 274 —2L%t > b (Transform Sets) | Koy 7 X7 U X binb 1 OULEOT LT Y XL 2R
D0 T 7N MEEBEHLET,

c. [IKEv27RU i — (IKEv2 Policies) | kv 7 Z U 2 kvt 1 DL EOT VT Y XAAZRIRT L0, T
74N MEEEHLET,

d. [k~ (Next) 1227 VU7 L%ET,
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° Authentication Settings @

Authentication Type *

Pre-shared Manual Key

Key*

Confirm Key*

Transform Sets (IPsec Proposals)*
v AES-GCM x

Show Details

=

Next You have unsaved changes

IKEv2 Policies *
X v AES-GCM-NULL-SHA-LATEST x X v
Show Details

AT w7 8.

SD-WAN &R E 24TV E T,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

ZOFIEICIE, AR—7 bRV A B =T A AOHBEVERE, ==L A Xy FT—

7 D BGP X ENE ENET,
[AR—=27 bV Ao F =T A X2 T ¢ V—2 (Spoke Tunnel Interface Security Zone) ] R
Ry TZT AP EFa YT 4= EBBRT 0, [+] 27V v 7 LTeXa VT 1Y = ZRK
LET, 20X 2 T4/ —2F, V4P —RIZLY, AR—7OHBERINT-AZT ¢ v 748 b
YANA B =T A A (SVT) BREEBIZENISNET, ZOFTIEX, EX=U 7 1Y — 2% tunnel-
zone T,

[VPNA— R—L A hRu P TBGPAZ A% (Enable BGP on the VPN Overlay Topology) 1 F = v 7R v 7
A AN LT, ==L A "o RN A F—T oA AMDORA N—FRER, NT L AR—7 OB
FESIUTZ LAN A X —T = A ADE DAL — NOFA A 72 D BGP & & BEk L £,

[Bf:y 27 2% 5 (Autonomous System Number ) ] 7 4 —/v KiZ, B 27 A (AS) FHiE5x A LE

4, ZDFID AS FE51E 65070 T

[e—H—bhDaIa=7 %7 (Community Tag for Local Routes ) ] 7 1 —/L RiZ, S ni-m—
ANN— bk EFEMSNTa—INN— NI Z T 2T 570D BGP 2 2 =7 (BHEE AN LET,

oML, BHEARL— b O T ANZ) T EAENCLET, Z0aa=T 4 XFINCHOWTIE, B
AU SD-WANVPN hARe P IZbE U3 o= ¢ WP EFEHTAINENDL D Z LITHEBE L TLEES
W, ZOHITIX, 2 2= ¢ 3XFF)E 1000 TT,

(i v 2 —7 = A ADO AN (Redistribute Connected Interfaces) | F = v 7Ry 7 2% 412 LT,
Ry X YA RNNOA U E—T oA AT N—TERIRT L, [+] 227 V27 LT, A= =LA L
Ar Y TO BGP V— N EEUFICESE SN ETIX LAN A v X — T = f RO VX —T = AT
N—THEER L ET, ZOFITIE, A% —7 A A7 )L—7 % inside-if-group T,

[BGPDO~ /L F 2D 4%ht (Enable Multiple Paths for BGP) | = v 7 Ry 7 2% 412 LC, R UM
(ZBIEET 2 720D BGP L— M ARIFHIMEHCE 2 K91 LEd, 20473 12k > T, BGPAR
BROYV TR I 74y 7 %R — RRNT v I TEET,
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g. [k~ (Next) |27V >vZ7 L%,

© sp-wan settings

Spoke Tunnel Interface Auto Generation

Static Virtual Tunnel Interfaces (SVTIs) are auto generated on each spoke using the spoke's VPN interface as tunnel source to establish a VPN to the DVTI on each of the hubs. View more
Spoke Tunnel Interface Security Zone @@

tunnel-zone X W + 7

Overlay Routing Configuration

BGP can be enabled on the VPN overlay topology for seamless VPN connectivity from the spokes to the hub, and for spoke-ta-spoke connectivity via the hub. View more

Enable BGP on the VPN Overlay Topology
Autonomous System Number* @ Community Tag for Local Routes* @

65070 1000 |

Redistribute Connected Interfaces @
inside-if-group X v |+

[] Secondary Hub is in different Autonomous System @

Enable Multiple Paths for BGP

Allows multiple BGP routes to be used at the same time to reach the same destination. Enables BGP to load-balance traffic across multiple links.

h. [527 (Finish) ] %2 VU » 27 LT, SD-WAN hARa P& RFRSLORGEL £7,
AT w7 9. FNE1 26 FNE8 240K LT, ISP2 D VPN A > % —7 = A A (outside2) ZfEH L T
SDWAN-Topology2 % %€ L £7,

[V FREIVPNAEE (Site-to-Site VPN Summary) ] <X— ([7/34 Z (Devices) ]> [ K#
VPN (Site ToSite VPN) ]) T, "R YaFERTEET, T XTCOT A RIREZERT S
L. ZOR=UTITRTDO M FNVDAT —H AEFERTEET,

Firewall Management Center

i e Overview Analysis Policies Devices Objects Integration  Deploy Q (o) ‘O ¥+ @  rasabrah v Ul sEcURE
Devices / VPN / e

cisco

Last Updated: 11:12 PM NAT Exemptions

Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1 IKEv2
> SDWAN-Topology1 Route Based (VTI) SD-WAN Topology — v s u
> SDWAN-Topology2 Route Based (VTI) SD-WAN Topology — v s

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 11/31 _X—



SD-WAN XY RD—90DFA—N—LAIN—FT1 2T &EZELET,

SD-WAN 7 ¢ H— RIZEEESG SN A v ¥ — T oA A HBEIICERA LETR, = RY—x2 RO A
kN i8(E TlX, %FIZ Threat Defense 7 /34 ADWZIZMDO N — 2 LOWNER v U — 27 DMFET D551, B
D)— FFBEA NI F9,

New York City, N (NYC)

LAN: 10.[1-2]00.0.0/16 + 10.0.0.0/8 + 0.0.0.0/0
eBGP set community 1000

WAN: 10.7x.0.0/16 - eBGP
10.7x.254.0/24 or /29

WAN: 101-2]00.0.0/16 + 10.0.0.0/8 + 0.0.0.0/0
10.[1-2]00.224.120/29 - iBGP community 1000

| pr-3105 j i w R A ;
] \\“ [ B ' _/,
Bep ;" et I\].‘mlu\| = WA Gonfiguring mutual route redistribution between LAN and SD-
AS 65070 N "”« P . WAN on the Threat Defense 1o enable end-to-end IP
Community moo N / 7 reachability between spoke to hub and spoke to spoke
aiv:

“‘. WARN: 10.7x.0.0/16 - iBGP community 1000
H 10.7x.254.0/29 or /24
| WAN: 10.0.0.0/8

10.[1-2]00.0.0/16

0.0.0.0/0

10.7x.0.0/16

10.7x.254.0/29 or /24

NCT- S0 Route-map
ans0ia H set community 1000
00i16 !
o / \ whaa / ', er‘ /  LAN: 10.7x.0.0/16 - Static/eBGP/OSPF/EIGRP
S Bnch (Spoken) .. Birsncn? (Spoke?) o . Branchd (Spoked) L franch
Providence, R (PRI) Worchester, MA (WMA) New Haven, CT (NCT) Manchester, CT (MCT)
Site 1D 71 Site ID 72 Site ID 73 Site: u 74

ZOHIO SR DIZiE, RONRT A—=ZNRESINTNET,
NTHA b

o =a—3I—7ifi, NYC: 7T A4~ U 7 & LTHE, HA Y TNYC-FW-HAFPR-3105 7 7 A 7 7 +—/L
A LET,

o AT AA vF & Threat Defense 7314 % (NYC-FW-HA) Bl TCeBGP v'7 U v 7 &AL £
o —a—7—7_ NY (NNJ)
o BHLUEUNT L LTIE, HA X7 T% NNJ-FW-HA FPR-3105 7 7 A 7 U +— /L2 L £,

o MIFDNT T, SEIERRNHANAAL VEHAEERT DI, LAY 2/ILA4¥Y3DarT 21 vF ( INYC
Core 1 8L U Core 2] ) OXTHFIHINET,

e DNS #—,3—10.100.0.5/24 3 X1} 10.200.0.5/24 X, ZNHDH A FTTA M HME LTHEATE £,
AR—=THA N 4 ODT T FHT7 4 ANRHY, LAN ONV—T 4V TRETTNENERY 7,
e b7 A, Rl (PRI
o PRI-SWO01 ~® LAN ##t D 7= @ Threat Defense (PRI-FW-01) TORAX T 4 v 7 )V—T (7,
o AXT 4w — k& IBGP ORIIERE S /v— b LA,
o V—2%—_ MA (WMA)
o Threat Defense (WMA-FW-01) & (WMA-SWO01) LAN A1 > F D eBGP £ 7 U 7
o eBGP & iBGP DOMIZHRE S AL/ A/L— AT,
o =a—~7 2, CT (NCT)

o Theat Defense (NCT-FW-HA) & L1 -¥ 2/L+-F 3 (NCT-SW01) LAN A1 v Tl OSPF &7 Y 7
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o OSPF & iBGP O[ICERE S Lo AV— b B,

o« v FxAX—_ CT (MCT)
o Theat Defense (MCT-FW-01) 725 & LA ¥ 2/ 4% 3 (MCT-SW01) LAN %1 v F[ D EIGPR v°7
VT
o EIGRP & iBGP DIZFEE S V=MV — b AT,
E: A— FEHEAORIEIZIE, Vb T EREATIILEBRIHEELES, ZF =T 4N —T %
B 1k9 2 DIzt b £,

NI (m2—=—27 ) V— "7 KX A XA~ (eBGP)
ZOBITIE, HTLWEHATIZOWT, RO I3 DDTT7A< ) — 2R eBGP 2/ LTT KX AL ZAENET,

« 10.100.0.0/16

e 10.0.0.0/8 DEK L -ITEH SN/ — b
a7iX, 1000 D BGP 2 a2=7 4 Z2HHLTZINGDIL— 2T RAZA XFTHLHIICHRESINET, BGP
Ra2=T ANELLLEESN TWAWES., b0 — MNIA—_"—Lb A IZHEMENETA, 206D

b

Jb— FZiX, 1000 D BGP 22X 2 =F A NEESNTVET,

WAN 75 LAN ~D L — FNEEA (NS

N7 A kD Threat Defense 5 /314 A12i%. SD-WAN 4 — X—1L 1 (WAN) 75 LAN |5 — DT
RARZ A XEHET A0 DN — b~y FTRBRESNTWET,

o ZDON— F=y IR, 10.7xXxX[16 XY RU—27 DT FARLZA ZZ2H#ELET, Z0OHAE. Ix) 1377
T OLGATZRR LET (72 & 20E. PRI DAL 71, WMA OE61% 72, NCT O4&1% 73, MCT 6
X 74) .

o HEFED WAN A v H—7 A A)L— b, 10.7x.254.0/24 £7-1% /29 OIHRT RARZ A XENET, 28R
O, INHD, HEEH SN TWDLA LV H—T 2 A AR LTNDLEOTHY, "THPL—FE2IELLEET
AT DI BT,
INBDEFEN—NNT RNZ A XENIWGE, TT70F 6T RANZ A XEINTENL— MIRCE S VE
Bl THICEVEFNV—T 4 T Oy 7T v TRESHITRY, ELWRTZ A MRy FIERBL—T
T—T7WZIELS ATIEND L9180 £,
SD-WAN F—/X— L A ~® Threat Defense 7 K% 4 X

e /"7 ® Threat Defense /34 A%, 1000 ® iBGP = I = =7 ¢ CHEHEE INT-E 7 A |

(10.100.224.120/29. 10.200.224.120/29) %#7 K X%Z A4 XL £ 9,
o TTIZIBGP a2 a2=7 4% (J2& z21E. 1000) R E I TUW5 LAN D (eBGP HldAm A2 H L
T) ZIELTA— b, ==L AT FRZ A RENET,

ﬁ%nﬁ] (/\7) /]/'_]‘0)%%@

o ZfEM NT) TiE. BGP 22X 2=7 4 2% 1000 IZREINTWBIIL— hDOH%EZIT AiLDd X 512 Threat

SN =—

Defense /34 A2 FC/l— b= v IRBRESNET,

Jb— b BEAR OB
LAN filr > hU—2 (=& 21, PRI, WMA, NCT. MCT 2 D7 Z VF F 21X AR—=7 VA e, NTHA
F NYC. NNJ ©3#) 1%, Threat Defense 7 /31 AZEBEEH SN TWETA, LIzR-> T, HAICEB®E

FET22&IxTEEREA,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4)
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Rbviz, Znso LAN %> FU—27 1%, Threat Defense /34 ZDOEHRIZH LB DL AV 2/L A 3 ZA >
FEEFN—HICERTESINTMMDON—T 4 770 haVEZFAXY T 4 v I — "N L TR INET,

e PRUFIAZT 4 w7 —bFaHLET
« WMA (T eBGP L £

o NCT L OSPF ZfE/ L £

o MCT (% EIGRP %I L £

ANTHA B (NYC, NNJ) OF#%I2IE, eBGP 2l LT Y T —2 %7 RAZA RTHaT AL v F &
FRA—2 bb Y ET,

bHT T UFOF AL ABYDOT T L FEIEINT DF AL A LBIET 256, BHT 55 ~<TO LAN il —
M. BGP #%AF LTV % SD-WAN BGP 4 —/3— LA 127 K% A AT B UE N B Y | 4—/3— LA BGP
L= RELAN L—F ¢ V7 R XA AT RAEA RF 5 ER D) £,

SD-WAN 7 ¢ #— RiZ. F— 1 — 1L 4|2 BGP # HEiIcRE EEE S vz (V‘J%Bi 7213 LAN (285 L
7o) AVE—T oA AEHEAMTH I EICL 0 BEEZEFEL Liﬁ‘zﬁ\ LAN ff]% ~ b U —2Z 3 Threat Defense
TNA AEBEEHR SN TE LT, tov—FT 477 a haVvEidAZT 1 v 7 — MUKTFELTND XD
REER T, 20854, +0 TR A, ZOL S REAIE. LANlOLV—T 77 v han (AX
7 4 v 7. eBGP. OSPF, EIGRP 72 ) & SD-WAN BGP A4 — X— Lo & ORI E LV — b FEAG %2 F8) TR
EL, AR—=IH A NENTH A Ty RY—x2 2 ROFERZ IP BEA B4 R T HALERH Y 77,

NTDBGP ¥T Y v DRR
AT w7 . [7 /34 2 (Devices) ]>[7 /314 A& H (Device Management) ] Z3&4R L £9°,
AT T 2. TNRAAY A RN=U5 NNJ-FW-HA 27 UV v 7 LE7,
AT w7 3. [f~VU— (Summary) | #7 %27V v7 LET,

AT w7 A4, [£f% (Genera) | = U7 T, [CL]ZZ7 YV vy s L, kD~ REFEI{TLT, LAN R4 —
27 RARE A XENTN— b ERRLET,

> show bgp summary

X 1. BGP D E

CLI Troubleshoot

>_ Command:[ show BGP summary = Execute @& Refresh [ ) Copy

> show BGP summary

BGP router identifier 10.200.255.69, local AS number 65070
BGP table version is 23, main routing table version 23

10 network entries using 2000 bytes of memory

15 path entries using 1200 bytes of memory

3 multipath network entries and 6 multipath paths

6/5 BGP path/bestpath attribute entries using 1248 bytes of memory
3 BGP AS-PATH entries using 88 bytes of memory

1 BGP community entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

BGP using 4560 total bytes of memory

BGP activity 14/4 prefixes, 19/4 paths, scan interval 60 secs

Neighbor
79.200.11

v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
4 65070 36613 36602 23 o 0 4wed

10.79.200.12 4 65070 36327 36321 23 0 3w6d

10.200.224.121 4 65200 44673 36621 23 0 4wed

10.200.224.122 4 65200 44706 36629 23  4wed

10.79.200.139 4 65070 36624 36638 23 0 4wed

10.79.200.140 4 65070 36604 36625 23 0 4wed 2

10.79.200.141 4 65070 36318 36326 23 © 3wed

HFHERIN TS IP T R AL, ~T7I2H 5 Threat Defense 7/34 A& FNFND LAN =7 A A v F &
O TReST &SN 2 2D eBGP v 7 Y v 7T,
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RAN—IIZT RAZ AL XS NNV — FDORR
Threat Defense 235 ED eBGP R A /N—I(Z7 RAXZ A XL T5H BGP /L— & ERRT HITIE, IROFIAZ F
ITLET,

AT v 7. [7 /34 2 (Devices) ]|>[7 /34 2&E (Device Management) ] Z&&iR L £7°,

AT v 2. TNA AT A FR=U75 NNJ-FW-HA 27 UV » 7 LE9,

AT w7 3. [f~VU— (Summary) | #7%27 Vv 7 LET,

27w 7 4. [t (General) | =U T T, [CLU]Z2 Vv 2L, RKOavwry REFEITLET,

> show bgp neighbors 10.200.224.121 advertised-routes

X 2. BGP kA /13—

CLI Troubleshoot

>_ Command: show bgp neighbors 10.200.224.1 =» Execute @ Refresh | Copy

> show bgp neighbors 10.200.224.121 advertised-routes

BGP table version is 23, local router ID is 10.200.255.69

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight
*>110.71.0.0/16 10.71.254.1 1 100
¥>110.71.254.0/29 10.79.200.11 1 100 2
*>110.72.0.0/16 10.72.254.1 1 100 65072 i
*>i10.72.254.0/29 10.79.200.12 1 100
*>i10.73.0.0/16 10.73.254.1 1 100
*>i10.73.254.0/29 10.79.200.140 1 160

Total number of prefixes 6

AT w5, Threat Defense /34 AH LAN I HZAE LTz — M2 Forn 42100k, ROFINEZFEITL
F9,

> show bgp neighbors 10.200.224.121 routes

3. BGP /'— |k
CLI Troubleshoot

oo Command:{show bgp neighbors 10.200.22... \ = Execute @ Refresh ) Copy

> show bgp neighbors 10.200.224.121 routes

BGP table version is 23, local router ID is 10.200.255.69

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
r> 0.0.0.0 10.200.224.121 65200 65100 65101 ?
*> 10.0.0.0 10.200.224.121 () 65200 i
*> 10.200.0.0/16 10.200.224.121 (4 65200 i

Total number of prefixes 3

LAN ffi] (=7 A4 »F) X, 774/ hb—F (0.0.0.0/0) . ¥~ VU —/—h 10.0.0.0, BLOHEHN=2—
V¥ — Y —0%E1T1310.200.0.0/16 LW o LR EDN— P EETL— FET RS A XL ET,

NNJ-FW-HA (\7) : SD-WAN #—/N—L A D BGP DFRE
AT 7. [7 /34 % (Devices) ]>[7 /31 x4 # (Device Management) ] Z&R L £7,
AT 7 2. TNAAY A= 5 NNJ-FW-HA =7 UV v 7 LET,
AT w7 3. [v—741>7 (Routing) | %7 %27V v27 LET,
AT w7 4, [—fi%#%E (General Settings) ] C[BGP] #7 U v 7 LET,
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AT w75, [BGP »EFZ%ht (Enable BGP) | Fx=v 7Ry 7 A% A4 LT, BGP Lv—TF 4 77 aE X
EHTLET,

AT w7 6. [AS %% (AS Number) 1 7 4 —/L RiZ, BGP 7ut 2o HFE AT A (AS) Hax ATIL
\i-g_()

ZoBITIE, 7T A4 X— K AS %5 65070 75 SD-WAN A — S— L A [T S E T,

X 4. BGP »& %k

z
RN

25 w7 7.  [BGP] > [IPv4] Z#R L £ 7,

277 8. [BGP A%l (Enable BGP) 1 F = v 7Ry 7 A& 4+ 1L T, BGP L—FT 4 v/ 7t A
R LUET,

AT w7 9. [Neighbor] 7 V » 7 L £,

A7 w7 10. [BM (Add) 1%27V v 27 LT, BGP %A R—L XA R—DHELEELET,
ZOHITIE, 2 ODFA 3=, 10.200.224.121 (NNJ-Core1) & 10.200.224.122 (NNJ-
Core2) MRESNTWET, 2L, a7 AL v FE2ELET,

1 5. FA N—DFRE

AT w71, REOFMEERRT DI, BEFEORA N—DORIZH D [ (BEdit) | 742 %227 v oL
ijﬂo

% 6. FA S — DA

Edit Neighbor

v |+

* 4 | HUD-SOWANZLAN-rist-map v | +

-+ .+

NW—b=oFZ2EHLT, A RN T U RETT MDY ROMGHTL— NOREMEERTEET, ZOF
TIE, FIZBGP Da. 7V bAAT Y Fb— b=y (SD-WAN 725 LAN ~) ZfEf L, A "7 F—
F~ > 7 (LAN 7»5 SD-WAN ~) [IfEH L 8 A,
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NTHDIPVA V7 4 v 27 R A NDORE
2T 7. [#7 =7  (Objects) ]>[47 V=7 NMEH (Object Management) ]| 23R L £9°,

AT w7 2. [FvZ7 4927 AU RN (PrefixList) 1> [IPva7' L7 ¢t v 27 R U X | (IPv4 Prefix List) ]
L ET,

AT w7 3. [IPva7 L7 ¢ v 272U 2 F@iEM (Add IPv4 Prefix List) 1227 U v 27 LEJ,
25w 7 4. [4 57 (Name) ] 7 4 —/L FiZ. All-branch-inside-networks * A /j L %7,
AT w7 5. CEM (Add) 1227V v27 LET,

[V 4w 72 YRS = hYOEN (Add Prefix List Entry) | # 4 71 7R v 7 ANFR
SNET, ROREEITZAET,

TrTay A
- = REBR 10

- IP7 FVR:10.64.0.0/12, IP 7 FL A&, AR—7MFy MU —7 DL S IZH P, B
RHIZIZ PRI (71) . WMA (72) . NCT (73) . MCT (74) &L E£J, ZHZkv, &
INT AT R 16, IR~ AV R [29 R EDEREHT T X v b= A7 FFTHESNTEL— |
AT LT,

- VT4 I ADREDHR/NME : 16
- VT 4y I ADOREDRKIE : 29
27y 7 6. [BMN (Add) ][22V v 7 LET,
A7 w7 7. [#RfF (Save) |22V v 7 LET,

NTDaIa2=54YRMOVERK
27y 7 1. [F#7Y=Z b (Objects) ]>[+7 Y= FM&FE (Object Management) ] #38R L %9,

AT w7 2. [22=2=7 U A} (Community List) ] ZREBEIL. [23==7 ¢ (Community) ] %7
Uy 7 LET,

AT w7 3. [Z2=2=F 4 UAFDiENM (Add Community List) ] %27 U v 27 LE,

27 w7 4.  [4#HT (Name) ] 7 ¢« —/V RiZ, 4RiZ AN LEd, ZOHITik, SDWAN-BGP-
community Z{#H L E7,

27w 7 5. [EMN (Add) 1%27 V0 vZ7 LET,
[Z232=7 4 VR Y DEM (Add Community List Entry) ] # 4 7 a7 HR > 7 A,
27 v 7 6. [ (Standard) 147 a v RAUEBERL T, a3a=7F 4 L—ILOMHEEZFRLET,

AT w7 T. [727 a2 (Action) | ey Z o U R M0nb [FA (Allow) | 472 a U Z2ER L C,
BEAT 7 A EEELET,

AT w7 8. [ =2=5 ¢ (Communities) | 7 4 —/V KT, a3a2=5 4 F5ZEELET, Z0pIT
1%, 1000 & AJJLFET,

AT w79, Em (Add) 1227V v 7 LET,
A7 v 7 10. [f#fF (Save) 127 U7 LET,

NTDON— "=y FFT V7 FOEM
AT w7 . [#7 =27k (Objects) 1> [47 =7 MMEEL (Object Management) ] ZE&R L £9°,
AT 2. [['—Fr~v~7 (RouteMap) %27 VU7 LET,
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AT w7 3.
AT w7 4.
AT w7 B,

AT w7 6.

AT w7 7.

AT w7 8.

[v— bk =7 ?iEM (AddRoute Map) 127V v 7 LE7,
[4 7 (Name) ] 7 1 —/v FiZ. Hub-SDWAN2LAN-rdist-rmap * A /) L ¥4,
GEM (Add) 1227V w27 LET,

[v—/4 2% 5 (Sequence No.) 17 4 — /L RIZEfEZ AT LET, ZofITIE, 10 L AN
LT,

[fhcAr (Redistribution) ] Fa vy 72U A bond HEMAGT 7 & A% R9 [FFA]
(Allow) |77 v a v aERLET,

[IPva]l 227 U v 7 LET,
[7 LA (Address) | #7 &7 U w7 LET,

Fey7HZo DX R0nG [TV 7 0w 7 A0 AR (Prefix list) ] 2384 L, BAEIEAT L7V
TA9TAVAN AT V27 b ANFERITRIRLET, ZoFITlE, All-branch-inside-
networks %R L F9°,

Add Route Map Entry

Redistribution:
© Alow

Match Clauses  Set Clauses

rity Zones

Sec
ove
e
6P
Ot

AT w79,

AT w7 10.
AT 7 11.

AT w712,

R
[~
Securiy
wu
.
e
trars

AT w713,

AT w7 14,

EM (Add) 1227V »v27 LET,

[BGP] #27 VU v 2 LET,

[22=2=7 44U A (CommunityList) | #7 %27 U7 L%,

[t (edit) ] Z~2 U >~ L, SDWAN-BGP-community =X = =7 1 U 2 hZ3@&R L £7,
[OK]Z27 U > Z7 LET,

LEM (Add) 1227V v 27 LET,
(%77 (Save) 127 VU v 7 L%,

PRIZZVF (RR—7 1) : RZT 4 v 7 BIXWIBGP ANV — b HEAMRDERE
PRI Z7ZF (AFR—=27 1) I, LANITAZ T 4 v I NV—T 4 T HFEHTHLIOICHEEINTWET,

PRI (RR—7) OIPVA S LT 4 v I AU R NDOHRE

AT w7 .

2T w7 2.

[#7>v=27 bk (Objects) ]>[47 =7 MEEE (Object Management) ] ZER L £9°,

[Fv7 4w 7 AU XL (Prefix List) 1>[IPva7' L7 >~ 27 2 A (IPv4 Prefix List) ] %
R L ET,
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A7y 7 3. [IPvA7VL 7 4 v 72U 2 OB (Add IPv4 Prefix List) 1227 U v 27 LET,
AT 7 4. [4 7 (Name) ] 7 .+ —/L FiZ. PRI-inside-10.71.0.0-16 * A /J L £,
A7 w7 5. [BM (Add) 122V 27 LET,
[Fv7 4y 272 URA K =2 Y OEM (Add Prefix List Entry) 1 A 71 7R v 7 ZARFER
SNFET, ROBREEITAET
- T rvav o F
- = REE 10
- IP7 FLX:10.64.0.0/16
AT w7 6. EM (Add) 1227V v 7 LET,
AT w77, [*17 (Save) %27 U v 2 LET,

PRI (RB—2) OL— b=y FFT V=2 FOBEM
27w 7 1. [A7Y=Z7 F (Objects) |>[47 V=7 FEH (Object Management) ] Z3&R L £,
A7 w72, [W—hrvv7 (RouteMap) 127V v LET,
AT v 3. [v—F = 7oiEM (Add Route Map) 227 U v 27 LET,
A7 v 7 4.  [4#i (Name) ] 7 1 —/L K2, Static2iBGP-rdist-rmap ~* A/ L %7,
A7 w75, [BM (Add) ]2V v 7 LET,

2T v 7 6. [ —4 v 2% (Sequence No.) | 7 4 —/V RIZEEEZATILET, ZOHTIE, 10 & AJ)
L/iba‘o

25 w7 7. [E#EA (Redistribution) 1 Fuy 77X 7 U R hind, BEATT 7 & 2 &R [FFA]
(Allow) 177 > a »rZER LET,

2T v 7 8. [IPva]l 227 U v 7 LET,
AT w79, [7 FL 2 (Address) | # 7% 27 U2 LET,

27w 710. Ry FZoo A0S [FL7 42 Z) 2k (Prefix List) 1 2R L, BAICHERT 57
V74w A VANAT V2l N ANFEITRIRLES, ZofFITiL, PRI-inside-
10.71.0.0-16 Z &R L £,

Sequence No:

Redistribution:
© Allow
Match Clauses  Set Clauses

Security Zones Address (1) NextHop (0)  Route Source (0)
1Pva
1Pv6 Select addresses to match as access list or prefix list addresses of route.
Access List

Boe o Prefix List
Others

Standard

Available IPv4 Prefix List c Selected IPv4 Prefix List
Q Search PRI-inside-10.71.0.0-16 W
All-branch-inside-networks Add

All-hub-inside-networks

Any-0-0

Default-route-0-0

27y 711, B (Add) 127V v 7 LET,
27 w712, [%fF (Save) 1227V v 7 LET,
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AR—TDRET 4 v 7 NV— FNBEAOHKE (PRI-FW-01)
AT w7 . [ /34 % (Devices) ]> [T /314 A4 FL (Device Management) ] Z&4R L 9,
AT 2. TNA AT A RX—=T 5 PRI-FW-01 27 U w7 LE9,
AT w7 3. [v—741>7 (Routing) | %7 %27 U7 LET,
AT w7 4, [Static Route] 27 U v 7 LE7,
T7ATUF—INOEDALT 47— )N LANI~ERY £,

X 7. PRI-FW-01 TDORHZT 1 v 7 )L— b DFRE
PRI-FW-01

Cisco Firepower 1 010 Threat Defense

Device Inter Inline Sets. Routing DHCP. VTEP SNMP.

Manage Virtual Routers

Leaked from .
Network » Interface Virual Router | GAteWaY Tunneled  Metric Tracked

Virtual Router Properties

v IPv4 Routes
ECMP

e 71.0.0-16 i Global PRI-inside-gateway (10.71.258.1)  false

OSPF v IPv6 Routes

ABT 4 v 7 )b— T BGP ICHEAT SNAVENRH Y £97,
AT w7 5. [—#%5%E (General Settings) ] CT[BGP]l %27 VU v 7 L£7,

AT w7 6. [BGP »E7%{t. (Enable BGP) | F v 7Ry 7 A% A4 LT, BGP v—F 4 77 aEX
EHZLET,

25 v 7 7. [AS%E 5 (AS Number) | 7 ¢t —/V RiZ, B AT L& FE AL, [(R1fF (Save) 1 %7
Uy LET,

ZOBID> AS 5L 65070 T,
AT 7 8. [BGP] > [IPv4] Z &R L £,
AT w79, [IPvaD £ %0t (Enable IPv4) | F =y 7Ry 7 2% F 2 LET,

27 v 710, [H#EA (Redistribution) | # 7% 27 1) v 7 Liﬁ“ BRAREICEY, Blorv—7 47 R
AA 6 BGP 12— M EFEAAT &2 ERTEET,

27711, B (Add) 12727V v 7 LT,
27 w712, [HEATOIEN (Add Redistribution) | 2 A 7 a7 Ry 7 AT, UFDONRT A —ZZRELET,
i. [Z#fEx~7= k= (Source Protocol) | K= /7"5?*7‘/ YA RT, BGP KA A Z— N & FHAL

fidThikedra harz@ERLET, ZoFITE, [A¥T 1> 27 (Static) | ZEIRLET,
i. [AFYUwZ (Metric) 1 74—V RIZ, BRAGSNDNV—F DA RN v 27 &2 ASTLET, ZOHID
Eix1 ¢4,

ii. [[b—bF~v7 (RouteMap) ] Ry 7&Z o)A NT, HEAMMTHRY NU—=2 2T 4 VH )
T DIEOICHRDIVLEOHHNV— b~y THRIRLET, ZOEEZEELRZVGA. T3TO
v PU— 7 BNEET S E T, Static2iBGP-rdist-map 7GE RSN TCWET, LD, %
B — R DIBINT R A &, SD-WAN 4 —— L A WO/ —TF ¢ THERED 7=
WCELWala=7 4 X I/fHFsivEd,

iv. [OK]ZZVUvZrLFET,
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27 w713, [#fF (Save) 1%V v 2o LET,
WMA 75 F (AR—7 2) :eBGP B LWIBGP HHE/L— FHEEMORE

WMA 1T eBGP Z{#i 14257, LAN fil (eBGP) & SD-WAN F—/S—L 1 (iBGP) [Hd/L— kHEA A F
CRETHMLENTIH Y £ A, Threat Defense 731 A%, eBGP & iBGP [ /v— b % H BRI FECAR L
9, ZHICED, eBGP 2 L7127 T o FORET 0 ANHFELENET,

NCT 77 F (RR—2 3) : OSPF B X 'iBGP #HE /L — N HBEAMM DR E

NCT (RR—7) DIPvA V7 4 v 7 A Y R MNDOERE
2T w7 . [#7 =7  (Objects) ]>[47 V=7 &P (Object Management) | 23R L £9°,

AT w7 2. [vZ7 427 AU A (PrefixList) ]>[IPvda7Lv 7 ¢ 27 2AY X+ (IPv4 Prefix List) ]
ZIEIRLET,

27y 7 3. [IPvAF L7 v 7 2 A DB (Add IPv4 Prefix List) |22V v 27 LE,
AT w7 4. [477 (Name) ] 7 .+ —/v FiZ. NCT-inside-10.73.0.0-16 & A/ L £,
AT w75, B (Add) 1227V 27 LET,

[vZ7 4w 72 URS =2 FUoBEN (Add Prefix List Entry) | 44 7 0 7R v 7 ZA0NFER
INET, WOBREEITAET,

T vay s {FAE]
V= RAEF 10
- IP7 Fv*:10.73.0.0/16
AT w7 6. [EM (Add) 1227V vZ7 LET,
A7y 7 7. [f#1F (Save) 1227V w7 LET,
NCT (RHR—72) ON— vy AT V=7 OB
OSPF 75 iBGP ~Dv— b= v 7 HRELE T,
AT 7. [#7 =2k (Objects) ]>[47 =7 MNMEE (Object Management) ] Z#&{R L £9°,

AT w7 2. [v—b~v7 (Route Map) 1227V v7 LET,

AT v 3. [v— bk v 7?iEMN (Add Route Map) 127V v 7 LE7,

AT v 4, [4 7 (Name) ] 7 1 —/V KiZ, OSPF2iBGP-rdist-rmap & A /) L %9,

AT w7 B, EM (Add) 227Uy 27 LET,

AT w7 6. [v—4 > 2%&FE (Sequence No.) | 7 4 —/V RIZHMEZ A LET, ZoOHTIE, 10 & AT

LET,

AT v 7. [FfcA (Redistribution) | K v 7 &7 2 b, HEAT 7 & A2 [FFA]
(Allow) 177 v a v Z@IR L £7,

25 v 7 8. (IPva]l 227 U v LET,
i. [7RL A (Address) 1% 7 %27 VU v/ LET,

ii. Ko w72 A RNS [FLV7 40w 27 AU AR (Prefix List) ] #3&RL, BAEIHERTL2 7L
T4 I AVARNET V2l b ANFEITERLET, Z0FITiE., NCT-inside-10.73.0.0-
16 2N L 9,
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Redistribution:
© Allow
Match Clauses  Set Clauses
Security Zones Address (1) Next Hop (0) Route Source (0)
IPv4
Select addresses to match as access list or prefix list addresses of route.
IPv6 Access List
BGpP ® Prefix List
Others
Standard
Available IPv4 Prefix List (& Selected IPv4 Prefix List
Q Search NCT-inside-10.73.0.0-16 ]
All-branch-inside-networks Add
Ali-hub-inside-networks
Any-0-0
ii.  [B (Add) ]2 VU7 LET,
— o
A7 w7 9. [fRfF (Save) 127U v 7 LET,

NCT (R R—7) ON—b=v 7377 OB
SD-WAN 67 F »F® LAN fll~D)— b~ v 7R E L ET,

AT v 7.
AT w7 2.
AT w7 3.
AT w7 A4,
AT w75,

AT w7 6.

AT w7 T.

AT w7 8.

AT w7 9.

[4 7Y =2 I (Objects) |>[47 V=7 hMEFE (Object Management) | Z#IR L £7,
[v—hr~v~ (Route Map) 1227V v 7 LE7,

[v— 1k v 7?EN (Add Route Map) 1227V v 7 L£7,

[4 i (Name) ]~ ¢ —/v KiZ, Branch-SDWAN2LAN-rdist-map & AL £,

EM (Add) 1227V »27 LET,

[v—% > 2% 5 (Sequence No.) | 7 4 —/L RiZEfEZ AN LE 3, ZOHITiX, 10 & A
L/jzﬁ_o

[Fhifi (Redistribution) 1 ke 7" X7 U R Kb, FEAGT 7 & A %57 [FFA]
(Allow) 177 ¥ a v @R LET,

LEM (Add) 1227V v 27 LET,
[t#1F (Save) %27 U w27 LET,

AR—27 D OSPF BLX N IBGP fHE/L— FEEMADZE (NCT-FW-HA)
FRE CNO AR =27 A K TdhsH NCT DFRETIEL. LAN > OSPF L—F ¢ > 7' 7% SD-WAN #—/3— L
A DBGP V—F 4 v T EHEEN, Yy NT—I DT RV —x 0 RO IP BETREMD IR SNET,

AT v 7.
AT w7 2.
AT w7 3.
AT w7 A4,

AT w75,

AT w7 6.

© 2025 Cisco Systems,

[ /34 % (Devices) ]>[7/31 2% (Device Management) | Z#iR L £7°,
TNA AP A RR—=U05 NCT-FW-HA 27V » 7 LET,

[v—741>7 (Routing) | %7 %27 U2 LET,

[—fix#% & (General Settings) ] T[BGP] %2 VU v 7 L¥7,

[BGP &%)k (Enable BGP) | F =y 7Ry 7 A% A4 12T, BGP v —F 4 77t A
EHEINCLUET,

[AS%E S (AS Number) ] 7 4+ —/V RiZ, BV AT AEHEZ AL, [{RTF (Save) 1 &7
Vo7 LET, 0D AS %513 65070 T3,
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AT 7T, [BGP] > [IPv4] Z R L £ 9,
i. [IPvaDB%hE (Enable IPv4) | F v 7Ry 7 AeA Al LET,

ii. [EAEA (Redistribution) 1 # 7% 27 U w27 LET, BEMREICLY, Blor—F 4027 RAA
UMb BGP IZVv— N EFEAT AR A ER T ET,

i. [N (Add) 1227V v 7 LET,
iv. [EEAMmOEN (Add Redistribution) | #1470 7Ry 7 AT, LFO/NRT A =2 &FELET,

v. [##Ex7 = b= (Source Protocol) ] Ku v 7 X A2 RC, BGP KA A iZ/b— b & Hiid
MTbmend7e havz@IRLET, ZoFITiE, OSPF Z#®IRL £79,

vii [ARUwZ (Metric) ] 74—/ RIZ, BEAASNDL—FDA NI w7 E2ATILET, ZOHIO
fEix 1 9,

viii [L—h<>7 (RouteMap) ] kry 7 ¥ URKNT, BEAMATHRY NV—T &7 4 0H 1)
TEAEDICHRLIVEDH AL — b~y TEERLET, ZOHEEREELRWVES, T3TO
S FU— 7 BNEEAT SN ET, OSPF2IBGP-rdist-map N#IREHTWEd, Zhicky, %
Fp— NDIIINT RAZ A XS, SD-WAN A —/— L A NOubl e v —7 1 THEBED 728
WIELWaa=7 4 T IfHFsnE7d,

vii.  [OK] Z#27 1U v 7 LET,

X 8. N—F 4 VT DERE

NCT-FW-HA
Cisco Firepower 1120 Thr

Device Interfaces Inline Sets Routing DHCP VTEP SHNMP

Enable [Pva: AS Number 65070

Genersl  Neighbor  Add Appregate Address  Filtering  Networks  Redistribution Route Injection

Saurce Pratocol AS Number/Process ID Metric RouteMap

OSPF 1 1 OSPF2IBGP-rdist-rmap

AT w7 8. [fR1F (Save) ]2 U v 7 LET,
AT w79, [OSPFl#27 Vv 7 LET,

25 v 7 10. BGP Z/r LT (SD-WAN F—/_"—L A D) B L7-/L— k%, NCT 534 2D LAN ff]d
osmrhx4,/a£mﬁﬂ;0ﬂi¢o

27 w7 11. [Redistribution] #27 U v 7 L £,
27 v 712, B (Add) 227V v 27 LET,
A7 v 713, [HEA OB (Add Redistribution) | # A4 70 7Ry 7 AT, LFONRTA—=X 2R ELET,

i. [OSPF7'mt* (OSPFProcess) ] Ku vy 7 X X, 7rEAIDIZ1 Z8IRLET,
15&*E'/V~74 VI ERERT AT A ADEE, ZORKay T Z ) A MORIR UL — 2 A
WERSNE—BED a2 ID RERINET,

i. [W—hF%A47 (RouteType) | kv 7 XU A oG, [BGP] Z@&IRLE4, ZhiCLD
BGP v —7 4 7T at Anb— FEEASNET,

ii. [AS% S (AS Number) 1 74—/ RIZAS HEEZ AN LET,
iv. (FFvay) [W7 %y &l (UseSubnets) | F=v /Ry 7 2&F I LET,
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v. [V7 %y b%&#H (UseSubnets) | F v 7Ry 7 A4 LET,
vii [A MYy 2l (Metric Value) ]: flEiffidT 5L —bD A NY v 7, ZOFIOfEIZ, 1 TT,

vii. [A NV %47 (Metric Type) 1 7 4 —/L RTiX, OSPF D&, AR w7 2471 BLIW
212k-oT, AEv— b (o —TF 477 e hanbERAINZHD) 28 OSPF KA A
IWTT RARF A RINDFENREVEST, X471 A M) w7 T, BfEVAT LERL—X
(ASBR) (ZEIFET 572 DOWNER OSPF 22 A 3N 2 A MBS, LV Ef/e=y Y —=
Y RORRax "t E T, XA 72 A MY v 7 Tk, ASBR ~ONER = A I IES X4,
A ROBRPMERAEINET, ZOFITIE. AN v 72471 EFRLTVET,

vii. [b—bF~>7 (RouteMap) | "y 7 X7 JURANT, — b~y T E2ANEITERLET,
ZhiE, BRI —T 77 FaAnbBREONL—T 47T k3 ~Oi— F DA R —
NOTZANE) T Tyl LET, TONRTA=FEEELLRWEA, T XTO/L— hBHE
fi& 9, Branch-SDWAN2LAN-rdist-map % iER L 9,

iX. [OK]I%#Z7 Vv Z LET,
27 w7 14, [RfF (Save) 1227V v 27 LET,
MCT 75 F (RA—7 4) :EIGRP B X" iBGP tH A B EMAG DR E

MCT (RR—72) OL— <o FFT V=7 FOEN
SD-WAN 7267 Z »F @ LAN fll~D/— b~ v 7 2R E L E T,

AT v 7. [#7 =7 I (Objects) 1> [47 =7 FEE (Object Management) ] # R L £,
2 [ —hr~v7 (Route Map) 1227V v 7 LE7,
3 [V—F =7 ?®iEM (Add Route Map) 1227 U v 7 LET,
AT v 4. (47 (Name) ] 7 1 —/V KiZ. EIGRP2iBGP-rdist-rmap * A /7L £,
5 GEM (Add) 1227V 27 LET,

6

[v—/4 2% 5 (Sequence No.) 17 4 — /L RIZ¥fEZ AT LET, ZoBITIE, 10 L AN
L\i—g_o

AT 7T, [fhcAr (Redistribution) ] Ku v 7 XU X kot HEMT 77 X &2 R7 [FFA]
(Allow) 177 v a v 2@ IR L £7,

25 w7 8. (IPva]l %27 U v 27 LET,
i. [7FLx (Address) | %7 %2271 v LET,

ii. Fay P27 ARG [T 0w 20 A (Prefix List) | 28R L, BAICHEHT LT L
T4y T AVARNETT V27 M ANEITERLET, ZOFITiE, MCT-inside-10.74.0.0-
16 Zi®IRL £,

iii. GEMM (Add) 1227 U v 7 LET,
A7 w79, [ffF (Save) |27V v 27 LET,
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AFR—27 D EIGRP B3 X WIBGP fA AL — FEEADOHE (MCT-FW-01)

rREPHNDAR—T YA K ThHhHMCT 77 F (AR—7 4) OFETIL, LAN Al EIGRP )L —F 7
73 SD-WAN 4 —_R—L A D IBGP VL —T 4 VT LG &N, 2y NU—I 2RO KY—x 0 Ko IP 2l
AREMEDS R SV E T,

AT w7 . [7 /314 % (Devices) ]>[7 /31 A& ¥ (Device Management) | # R L £,

AT v 2. TNA A A =5 MCT-FW-01 227 U v 7 L¥9,

AT w7 3. [V—7 427 (Routing) 1 %7 %2707 LET,

AT 7 4. [—fa%E (General Settings) ] T[BGP] Z2 U v 7 L%,

AT v B, [BGPD A% (Enable BGP) | F =y 7Ry 7 A% 42T, BGP Vv —TF 4 77tk A

AT LET,

AT v 6. [AS%E 5 (AS Number) | 7 4 —/V RiZ, BtV AT AEBEZ AL, [tk (Save) 1 %7
Uy LET,

Z OFITIE, 65070 T,
AT v 7T, [fR1F (Save) ]2 U v 7 LET,
AT w7 8. [BGP] > [IPv4] Z 8RR L £ 7,
277 9.  [IPvADFEZNL (Enable IPv4) | F = v 7 Ry 7 A% A2 LET,

27 w7 10.  [H#EA (Redistribution) 1| % 7% 7V v 7 LEd, HEMMREIZEY, Blorv—7 427 K
AA 35 BGP \ZV— b EEEAAT A& EERTEET,

27> 711, [EM (Add) 1%227 U v 27 LT, [HEAMOEN (Add Redistribution) | %1 7w 7 258 L
iﬁ‘o

i. [¥fx7a h=L (Source Protocol) | ke v XA KT, BGP KA A Z/b— k% Fd
fidThHiukedr7a havz@ERLET, ZOFI Tk, EIGRP 23R L ¥ 9,

i. [AS#%’5 (ASNumber) | 7 4 —/V FIZAS HF5EZ AN LET, ZZThD ASEF=IL EIGRP AS %
5 (BGP TixdHV £HA) L. REINTZEIGRP AS F 5 & —HTHMLENHY £, ZD
#iTiX. EIGRP AS %75(% 74 T,

ii. [AFVUvZ%AF (MetricType) | 74—/ RiZ, HEASNDHL—FDA ) v 72 AT LE
I, ZOFOMIZ 1 T,

iv. [L—F~>7 (RouteMap) | Fay XA NnE, BEAATIEIRY NU—2 %27 4%
YT DIOICHNDMED D DN — by TEERLES, ZOEEZEELRVES, $3TO
Fv FU— 7 BNEEAT S E T, EIGRP2IBGP-rdist-map 7VEIR SN TWET, Zic kv, e
RN— R DIINT RARHE A ZE, SD-WAN F—— L A NOEY L —TF ¢ THERED -1
ELWaa=7 4 TH 7T EanET,

v. [OKIZZ7 Vw27 LET,
AT w712, [fRfF (Save) 1227 VU w27 LET,

27 w7 13. [EIGRP] #7 VUV 7 L¥d, BGP #Jr LT (SD-WAN A —/"—L A M) FH Lz — b
Z. MCT T34 Z2® LAN | EIGRP K A A ZHEMAG L CUWVET,

i. [EIGRP/L—F 1> 7 DA% (Enable EIGRP routing) | F = v 7Ry 7 A%+ A2 LET,
i. [AS%ES (ASNumber) ] 7 4+ —/L RIiZ, 74 ZEEL 7,

ii. [BEAFREZ2 R >~ FU—72 (Available Networks) ] U A k75, MCT-inside-if-subnet > kU —
JEBRLET, (Ry NUV—2FT7 V=7 MafERL. {H 10.74.254.0/24 ZF|D 4 TET) .
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iv.  [Redistribution] %7 U v 27 L%,

v. [HEEAT OB (Add Redistribution) 1 # 4 7 e /Ry 7 A0 [7a h=2 (Protocol) ] K v~
E Ut b— MBS NDEEIL T e b2l LT [BGP] Z& IR L 7,

vii [7mEZID (ProcessID) | 7 14—/ KRz, k& A ID 65070 # AJj L E7,

viii [b—F~v 7 (RouteMap) ] ke vy 7% JART, b— b~y 7 E2ANFELILRIRLET,
ZDOHITIE, — b~ > 7L LT Branch-SDWAN2LAN-rdist-rmap % &R L £9°,

vii.  [OK]Z727 VU w7 LET,

X 9. FELAT DB
MCT-FW-01

A7 w7 14, [R1F (Save) |27V v7 LET,
THA ACREEHA
AT 7. Management Center A == —/X—"_ [JE2B] (Deploy) 1227 VU v 27 LE7,

AT w7 2. WEOEEZTNTOT A XEFT 25613, [TXTRER (Deploy All) ] #4212 L
£,
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NNJ-FW-HA (N7 ) DIL—TFT 1 > T F7—T )L OFERR
ATy 7. [7 /34 2 (Devices) ]>[7 /31 22 (Device Management) ] Zi®R L £,
AT w7 2. FTNAAY A RRX=U05 NNJ-FW-HA #7277 L £,
AT w7 3. [7 /34 2 (Device) |47 %27V vr7 LET,
AT w7 4. [ (General) |=V 7T, [CLIZZ7 Vv L, WOFNEEFITLET,

> show route

= 10. NNJ-FW-HA (7)) DOV—F 4 v 7iE#R

CLI Troubleshoot

>_ Command: show route « Exocute | ¢ Rafresn (7 Copy

Device:

f#l %= o>% 7 x>~ 10.71.0.0, 10.72.0.0, 10.73.0.0, 10.74.0.0 I%£, Z#LZ4+ PRI, WMA, NCT. MCT ®

TR T T UFITHHE L E T

MCT-FW-01 5,54 RDA—F 1 ¥ 77 —F L OHER

FERBRT Y RY—x2 ROBFEMRELZFRRT2I2E, WOLIIZLT, MCT AR—=27 TN, ZADNV—F 4

T =T NN ET,

27 v 7 1. [F314 % (Devices) ]> [F/31 2% B (Device Management) | Z7&4R L £,
AT w7 2. TNAAY A RR—=U 5 MCT-FW-01 227 U v 7 LET,

AT w7 3. [F /34 % (Device) | #7 %7V v LET,

AT w7 4. [k (General) ] =V 7T, [CLU]%#2 VU yZ L, ROFIEEZFATLET,

> show route

= 11. MCT-FW-01 (RR—72) DA—F 4 v TIER

CLI Troubleshoot

>_ Command:| show route = Execute @ Refresh

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
D - EIGRP, EX - EIGRP external, O - OSPF, TA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V -
i IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 -

SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.133.243.193 to network ©.0.0.0

©.0.0.0 0.0.0.0 [1/0] via 192.133.243.193, outside2

[1/0] via 192.133.242.33, outsidel

10.0.0.0 255.0.0.0 [200/1] via 10.100.255.69, 4wld
10.71.0.0 255.255.0.0 [200/1] via 10.200.255.69, 4wld
[200/1] via 10.100.255.69, 4wld
10.71.254.0 255.255.255.248 [200/1] via 10.200.255.69,
[200/1] via 10.100.255.69,
10.72.0.0 255.255.0.0 [200/1] via 10.200.255.69, 4wld
[200/1] via 10.100.255.69, 4wld
10.72.254.0 255.255.255.248 [200/1] via 10.200.255.69,
[200/1] via 10
10.73.0.0 255.255.0.0 [200/1] via 10.200.2
[200/1] via 10.100.2!

10.73.254.0 255.255.255.248 [200/1] via 10.200.255.69,
[200/1] via 10.100.255.69,
10.74.255.1 255.255.255.255 is directlv connected. loopbackl
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22T, 10.0.0.0 255.0.0.0 15, ATHA F (Za—d— s HB L2V —P—) O LAN lIET R
BARESNHERINV— PERLTONET,

fElx D% 7 x> k 10.71.0.0, 10.72.0.0, 10.73.0.0 iZ. Z#L£# PRI, WMA, NCT DU E— h7 T F Tk
JELET,

TicAZa—L LT, N"NTHA 6O LAN 73Ry FOREIZR R LET,

X 12. NT YA NOFEM

CLI Troubleshoot

>_ Command:| show route = Execute € Refresh Copy
1200717 © )
10.73.0.0 255.255.0.0 [200/1] via 10.200.2
00/1] via 10.100.255.69, 4wld
[200/1] via 10.200.255.69,
00/1] via 10
255 is directly connected, loopbackl

y connected, ou
100.141 2! 5.2

connected by VPN (advertised), outside2_stat
/1] via 10.200.
248 [200/1] via

), outside2_s
directly col
directly coi

tly connected,

2 is directly conne outside2
.255 is directly connected, outside2

ANTHA WL OEEED LAN # 7% v ME, =2—=—2 (NYC) ®#41% 10.100.0.0/16, == — % —
P— (NNJ) D41 10.200.0.0/16 T,

SERIN—T 4 T T =T L, Ry NI BERTZ L R —x2 v ROBERRENEZ FHT 57O AR/ KT
T, ZOREIIZ KRSV —T  CTIERIZL D AR—T T TR AR—7 YA MEEHFETOL —
LU AIRBENTREIC 72 0 £,

NCT-FW-HA 5 A ZD)N—F 4 v T 5 —T )V DORESR

AT 7. SERRIT Y R —xr ROBEAGEM 2RI 5121F, RO L HI12 LT, MCT AFR—727 7
A ADN—TFT 4 T T =TI EHRHET,

AT w7 2. [7 /34 2 (Devices) ]> [T /314 2% H (Device Management) ] Z3R L £9°,
AT w7 3. TNA AY A RL—=U)5 NCT-FW-HA #7 V) v 7 L7,

AT w7 4. [7/314 % (Device) 147 %7 U7 LET,

AT w7 5. [ (General) ] =V 7T, [CL]Z2 VU7 L, ROFIEZFEITLET,

> show route
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= 13. NCT-FW-HA (RR—7) DON—T 4V T1ER

CLI Troubleshoot

>_ Command: show route - Execute @ Refresh Copy

> show route

Co L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP nal, O - OSPF, TA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

- OSPF external type 1, E2 - OSPF external type VPN

3 5-1S 2 15-1S - S level-2

S "VRF, BI - BGP InterVRF
Gateway of last resort is 192.133.243.193 to network 0.0.0.8

0.0.0.0 0.0.0.0 [1/0] via 192.
10.0.0.0 255.0.0.0 [200/1] via

1] via 10.200.255.69,
[200/1]
@ [200/1] via 10. %
[200/1] via 10.100.255.69, 7wed
255.248 [200/1] via 10.200.255.69, 7wed
[200/1] via 10.100 .69
.0 [110/11] via 10.73.254.1, 7wed, inside-employee
directly connected, insi ploy:
directly connec i
52 is directly connected, failover-link
directly connected, failover-link
s directly connected, loopbackl
.255.255 is directly connected, loopbackl
55.69, 1d12h
[200/1] via 10.100.255.69, 1d12h
.254.0 255.255.255.0 [200/1] via 10.200.255.69, 1d12h

PRI-FW-01 T34 ZDNV—F 4 ¥V T T —T L OHER

FTERRT Y FY —x v FOBEAENZFRT D123, ROLIICLT, MCT AR—=7 T, ZADNV—T 1~
TT—=T N ERRET,

vl [7/314 % (Devices) ]>[7 /31 2% ¥ (Device Management) ] Zi&R L £,

T 7 2. TNA AV A R—=U5 PRI-FFW-01 227 U v 7 LET,

7 v 7 3. [7/34 % (Device) | #7 %27V w7 LET,

T v 74, [£&f% (General) | =V 7T, [CLI%#ZY v L, ROFMEEZFEITLET,

A
A
A
A
> show route

14. PRI-FW-01 (RF—2) OAL—T 4 » TEHR

CLI Troubleshoot

>_ Command:| show route| » Execute @ Refresh Copy

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP rnal, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA exte ype 1, N2 - NSSA e type 2
E1 - OSPF nal type 1, E2 - OSPF ex e 2, V - VPN
i - IS-1S, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
- replicated route

resort is 10.10.10.1 to n
©.0.0.0 6.0.0.0 [1/0] via 10.10.10.1, outsidel

10.0.0.0 255.0.0.0 [200/1] 10.100.255.65, 1w2d
.10. 5 .255.2 directly connected, outs

10.10.3 directly connected

.71.6.0 255.255.0.0 [1/0] via 10.71.254.1, insid
5.248 is directly connected, i
.71.254.6 2 5.255.255 is directly connecte
55.1 255.255.255.255 is directly conn
© 255.255.0.0 [200/1] via 10.200.255.65,
[200/1] via 10.100.
5.255.248 [200/1] via 10.200
[200/1] via 10.100.25
.73.0.0 255.255.0.0 [200/1] via 10.200.255.65, 1w2d
[200/1] via 10.16 .65, 1w2d
.254.0 255.255.255.248 [200/1] via 10.200.255
[200/1] via 10.100.255.65
4.0.0 255.255.0.0 [200/1] via 10.200.255.65, 1d12h
[200/1] via 10.100.255.65, 1d12h
.254.0 255.255.255.0 [200/1] via 10.200 1d12h
[200/1] via 10.100.255.65, 1d12h

WMA-FW-01 T/3A1 ZAD)V—F 4 ¥ TT—T )V ORER
SERIpT Ly RY —x» ROEREMREME FRT 2I10E, RO EIIZL T, MCT AR—2 T/, ADN—F 1~
JF—T N EMRET,

AT w7 1. [7 /34 % (Devices) ]>[7 /31 2&# (Device Management) ] #i&R L £,

AT w7 2. TNA AY X FX=U 05 WMA-FW-01 %2 Y v 7 LET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 29/31 *—



AT w7 3.
AT w7 4.

> show route

X 15. WMA-FW-01 DL—TF ¢ v T E#R

>_ Command: show route

10.71.0.0 255.255.0.0 [200/1] via
via
1] via
00/1] via
.254.0 255.255.255.248 [200/1
[200/1
[200/1
[200/1

0.0 255.255.0.0 /1] via
via
via
via

.254.0 255.255.255.248 [200/1

[200/1
[200/1
[200/1
.0 [200/1] via
[200/1] via
via
[200/1] via
.254.0 255.255.255.0 [200/1]
[200/1]
[200/1]
[200/1]
100.0 255.255.25
directly connec outsidel
100.12 255.2
is directly connected, outsidel_

- Execute

10.200.255.69,
10.200.255.65,
10.100. 6
10.100.2

1w2d
1w2d
1w2d

65, 1w2d

€ Refresh

] via 10.200.255.69,

] via 10.
] via 1e.
] via 10.

10.200.255.69,
10.200.255.65,
10.100.
10.100.

] via 10.

] via 10.

] via 10.100

] via 10.100.
10.200.255.

10.100.255.
via 10.200.
via 10.20

via 10.100.
via 10.100.

stati,

static_vti 1

directly connected, in
directly connected, loopbackl

7wed
7wed
7wed

side

65, 1d12h

SD-WAN ZFFB L OFofhdo 2 — A r— A D
WAN ZEFB IR A R 245
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e

AN

[7/314 2 (Device) | #7 %27 Vv LET,
[&#% (General) | =V 7., [CLI A7V v7 L, OFNEEZEITLET,

FNZ DWW TIE,
LTL7EEN,

(LDW_E4)
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-deployment-guide.html

KEFH TIPRTERL IO/t
AYTANZTHY Ly HR=I FLAATIEL (A TVT)

DZEHAZEICH 400 DA T4 REFBLTWET, A 74 AD(ER, BREE S, FAX HFE IO Web -k (www.cisco.com/jp/gofoffices) #8121
Cisco LU Cisco O[S, Cisco Systems, Inc. £/zI3F O EEHOXEL LUFOMOEICHITEEBEIEFHETT, Y2O0OFEO—E(CDTIL.

www.cisco.com/jp/goftrademarks B 230, BHINTWEY—RA—T1OEEL. FhFhOREEICRBELET. I\—hF—) Ffcld Ipartner] EWSEEAMFEHENT
WTH, YADEMHORBIC/ =2 v TERAFHETRILEEHTALOTIEHB DI FA. (1110R)
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



