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Z OfITIE, PBR /L—F ¢ > 7T Firepower 1120 (WMA-FW-01) ZfiH LT, v—AZ—,

A VE—X N T I EBADERE
MA (WMA)

» SD-WAN 7 Z o F = HHLET, RO 2ODWAN A X —T = A ANRHY £9°,

e ISP1 @ outside1
e ISP2 @ outside2
LAN (2Bt ST\ b A v ¥ —7 = A A inside-employee T,

LT WL OIS, ZoflITlE=a—3 =21, NY (NYC) ONT T A ZADHEMEH L TWET,

Cloud storage apps
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) > =D
T T )
3 SR q ® ® ISP1
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- ECMP

= = = SD-WAN Overlay

Branch 1 T: » NYC Hub
Threat Defenseas a _= Threat Defense
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AL T, A v 2 =T =4 AT R 7 4 v 7 DAMESBLET,
[ /34 % (Devices) ]1> [F/34 2% (Device Management) ] Z 4R L £7°,
T3 A (WMA-FW-01) O#iIcH 5 [tk (Edit) | 712022 v 7 LET,
[v—7+1>7 (Routing) 1 %7 %27V v LET,
[ECMP] 227V v 27 LET,
[Add] #27 U v 27 LET,
[ECMPDEN (AAdECMP) | XA 7 a /Ry 7 AT,
=~ OfClE, ECMP ' — 1% ECMP-WAN <7,

ECMP v —> o [{f i ATHe7 e A % —7 = A % (Available Interfaces) ] V 2 N TA % —
TxA AEERL, BN (ADD) |22V v 27 LET,

ZOHITIR, BIRENTH A v #—7 = A 2% outside1 3 L ) outside2 T,

ECMP v — > D4R Z ATJLET,
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Add ECMP Py

Name
ECMP-WAN

Available Interfaces Selected Interfaces

outside_static_vti_1 outsidel

outside_static_vti_2 outside2

-

outside2_static_vii_3
outside2_static_vti_4
inside-trunk

inside-employee

—

AT w7 8. [OK] &2V v 2o LET,
[ECMP] ~—iz, # LLERENTZ ECMP V' — U RFERENET,
AT w79, (%77 (Save) 1%27 VU w27 LET,

FIE1~ 9 ZMVIELT, XA AD 4 ODAXT 4 v 7 NTI ZEHT 550D ECMP ~'— > (ECMP-VTI)
ZERRLET, ZOECMP Y — 1, N6 VTIEDO T 7 4w 7 AfMEIAELET, BIRTIHILENRD D
TNRAAD 4 DDAZXT 47 NTHE, RO LB T,

« outside1_static_vti_1 (outsidel 1 > % —7 = A ZA&{EMHT 25 SVTI 725 NYC ~D 7))
2 (outsidel A > 2 —7 =A 2% 2 SVTI 775 NNJ ~D7)

o outside2_static_vti_3 (outside2 A > % —7 = A AZfH3 2 SVTI 75 NNJ ~D 7))
(outside2 A ' Z—7 = A A& HT 25 SVTI 225 NYC ~D7)

e outside1_static_vti_

e outside2_static_vti_4

AV E—T 2 A ATONRAET=FY VT ORE
AT w7, [F /34 % (Devices) ]> [T /314 2% F (Device Management) | %32 L £,
AT w72, TAALA (WMA-FW-01) ORICH D [fRE (Bdit) ] 712 %227 Y vy 7 LET,
AT w7 3. [f>#—7 =A% (Interfaces) | ¥ 7% 27 Vw7 L%,
AT w7 4, A4 —7 A A (outsidel) DFEIZH D [fatE (Edit) | 72 %227V v 7 LET,
AT 7 5. [/"Ax®£=%1 77 (Path Monitoring) 1% 7 %27 1V 27 LET,

AT w7 6. [IPRX—2p2Ew=X1 7 DOH% (Enable IP based Path Monitoring) ] 7=~ 7 KR v 7
Az A AT LET,

AT v 7. [E=%V 2% 47 (Monitoring Type) ] K v F&Z 7 U X kinb, 4T 547 g
iR L ET,

ZoBITIE, [T DIPvaT LA (E7IPv4)  (IPv4 address of the Peer (Peer IPv4)) | 4
Tra U EERLET,

E: T/AABRPBROA M) v 7 Z#INETEDLIIC, ETICHETELILEMRALET,

AT 7 8. [E=%—32E7IP (PeerIP ToMonitor) ] 7 4 —/L KT, 7T A ZADIP T KL A% A
HLFET,

ZOBOIP T R Ax 8.8.8.8 T,
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Edit Physical Interface

General  IPve  IPvE  Path Monitoring ware C

¥ Enable IP based Monitoring

Select to monitor Jitter, round tip time, packet-lost & mean opinion score of each
erface.

Moanitoring Type:
IPvd address of the Peer (Peer IPva)

Peer IP To Monitor:
8888

2T w79, [OK]ZZ7 VU v 2o LET,
FIE1 ~9 ZHVIRLT, T34 2D outside2 > X — T =2 A ATDONRNAE=LZ Y o 7 EBRELET,

DNS #—/R_— PN —F F T =7 FDIVERR

G TE % DNS — " —ZRET HHIT,

1 2LLE®D DNS % — =T N —T % ET 2 ERNH D 7,

DNS #— — 2L —71%. Threat Defense 5 /314 2N 215 DKBF Y — 3= 50D DNS IS 2 EfE T

HEHCTH0IC, EHETE S DNS — _"—HNICEZSNET,

UG

o DNS %= —IlHfid 24 v =T =AM A DT L Z R L ET,

o BHRT NA AT, DNS = _—IZT7 7 ¥ X T HI20DWYRAZT 4 v 7 NV—FERFF AT I v 7

N— RN HDHZ L afERLET,
2T w7 . [4#7 =7  (Objects) ]>[47 =7 NM&EEE (Object Management) ] 3R L £ 9,
AT T 2. el ~2A T [Network] Z#27 V v 27 LE1,

AT v 3. [*> FU—27 @B (Add Network) ] %27V w7 LT, Ray 77X o U KNP [4F7

Y7 DB (Add Object) ] 23N L £,
AT v 4, [47 (Name) ] 7 1 —/V KiZ,

DNS —N—FT7 =7 FDOL4HIZANTILET,

Z O TIX, Ciscovalidated-dns-primary & Ciscovalidated-dns-secondary ® 2 >®

DNS —"—F7 T =7 FEER L E7,

AT w7 5. [FA T (Host) 1 A7 v avARZ o 2@R LT, DNSV— =D IP7 KL AZATTLET,

ZOHITIE, DNS H—"—D IP 7 RL R IRD EEBY T,
- Ciscovalidated-dns-primary : 10.100.0.5
- Ciscovalidated-dns-secondary : 10.200.0.5

Add Network Object (%)

Name
Ciscovalidated-dns-primary

Description

Network
* Host Range Network FQDN

10.100.0.5

Allow OQverrides

27 v 7 6. [1F (Save) 1227V v LET,
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EFE SN 7= DNS +— —DFE
Threat Defense 7 /XA AP HEFRHE F DNS H— 3= 50 DNS 5B 2 AX—7T& 5 L 912, #E L7 DNS
P N—T N —TZEHTE5D DNS —"—L L TEETDHVLENHD £7°,

AT w7 . [7/314 % (Devices) 1>[77 v b7 4+— L& (Platform Settings) ] ##R L £,

A7 w7 2.  Threat Defense N U v —ZEf 72 I13fmEL £,

AT w7 3. Z OfITIL, Threat Defense 78 U > —|% Threat-defense-setting-policy T& V. WMA-
FW-01 731 ZZHID Y THNTHET,
AT v 4 T D~A L TIDNS] 227V 7 LET,
AT w7 B, [fE#E T % 2DNS#—,3— (Trusted DNS Servers) | %7 %27 U v 7 LE7,
AT w7 6 [DNSH— —n¥5iE (Specify DNS Servers) | T [#f% (Edit) 122V v 7 LE1,
7

[DNSH—/ 3 —D5#IR (Select DNS Servers) | 44 72 7Ry 7 AT, MEIRARARFT
Y7 bEERL, B (Add) 1227V v 27 LT, [#ERFEADNSH— 31— (Selected DNS
Servers) ] U A MZEBMLET,

Z O TiL, Ciscovalidated-dns-primary & Ciscovalidated-dns-secondary @ 2 >®
DNS #—N—F7 =7 FERRNLET,

25 v 7 8. [tR7E (Save) 1%#7 U v 27 LEd, DNS — "—23 [{E# X 7-DNSH— 31— (Trusted
DNS Servers) | X—VIlFERINET,

AT T

Threat-defense-setting-policy

WEEACLA TV =7 FORE

Threat Defense /34 ZD¥LHE ACL % EL T, PBRZMH L TS8Rt hA v F—T7 =24 A% LT
TV r—var NI 7 4w H—Fy NIIBETLZHERNH Y 7,

AT 7. [4#7 =27 b (Objects) ]>[47 V=7 NMEH (Object Management) ] # %R L £7,
AT w7 2. ERDOLAL T, [778AY A (Access Lists) |> [#53E (Extended) ] 227 U v 27 LE9,
AT w7 3. [BrsET 722U 2 F &A1 (Add Extended Access List) 1227 U v 27 LE7,

AT w7 4, [BrEidaiEACLA 72 = 7 b (New Extended ACL Object) ] # A 7/ Ry 7 2T, RO
TA—HEFELET,

New Extended Access List Object (]

Name

Cloud-storage-apps-acl

Entries (0)

Sequence  Action Source Source Port Destination Destination Port Application Users sGT
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[4f (Name) 17 4 —/L RICAT V=2 hOLARTEATILET,

LEM (Add) 1227 U w27 LT, HLWIRET 7B AU X b &2AER L £

BrsE7T 722U 2 b b U @B (Add Extended Access List Entry) 1 A4 7 277K v 7 A

T, NIA=FERELET,

Action:
© Allow
Logging:
Default

Log Level:

Informational

Log Interval:

—_—
Available Networks
Q_ Search by name or value
all-branch-inside-networks
any
any-ipvd
any-ipvé
branch-inside-10.site-id.0.0-16
branch-inside-employee-subnet
branch-inside-gateway

branch-inside-guest-gateway

Add Extended Access List Entry

Sec.

Network Port @ Application @ Users @ Security Group Tag

+ Source Networks (0)
any

Add to Source

Add to Destination

Enter an IP address Add |

Destination Networks (0)

any

Enter an IP address

Vi.

AT 7B,

[727 =y (Action) ] Kev 7 Z o U R MG, [FFA] (Allow) ] Z@&RL £,

[*+> bV —2 (Network) |, [R— bk (Port) |\ [77 VU /r—< =2 (Application) ], [~—¥—
(Users) |. £72id[Bx=V T 4 N—TF%27 (Security GroupTag) | 7% 27V v L, &

T 7w A v oRT ¢ IR L £,
Em (Add) 1227V v7 LET,

[{f1F (Save) 127 U~ 2 L¥7., $£E ACL 23, [#£3EACL (Extended ACL) ] ~—lc#k

RENET,

Extended

An access list object, also known as an

Name
Cloud-storage-apps-acl
Conferencing-apps-acl

Corp-internal-apps-acl

Soclal-media-apps-acl

access control list (ACL), selects the traffic to which a service will apply. Standard-Identifies traffic bas
and destination address and ports. Support

s IPv4 and IPVB addresses. You use these objects when configuring particular features, such as routs

Valuo

% 1:

Box X Dropbox 72 &7 597 K A hb— 77U r—a CHOPEHE ACL ZER L £,

[HrRifLRACLA 7~ = 7 I (New Extended ACL Object) | ¥4 7 v /Ry 7 AT, IROD/NTA—=FERELET,

a. [#4A7 (Name) 1 7 14—/ RiZ, 7Y =7 FDO4Ti (Cloud-storage-apps-acl) = AJj L £,

b. BN (Add) 1227 U7 LT, HLWIKEY 78X U X M &fERk L £,
c. W77 EAY A x> b DB (Add Extended Access List Entry) 1 ¥ A4 7 v /Ry 7 AT, /37

A=K %
d. [77 =3y (Action) ] Fey 7 Z o U b, [ (Allow) ] 28R L ET,
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e. [Network]l] #7 %271V v 27 LF9,

f. 74N NTiE, [#E7xry hU—2 (Source Network) | & [Bifese+ > ~ 7 —2 (Destination
Network) ] 1% [FXT (any) ] T7,
g.

[Application] #7427 U v 7 L£7, [f"REZR7 7'V r—< a . (Available Applications) ] U % T,
[Box] & [Dropbox] Z#:ZZ L 7,

h. [Box] & [Dropbox] # &R L. [/L—/LIZiBIN

(AddtoRule) 1227 VU v 27 LET,
i. [fR1F (Save) |27V v7 LET,

New Extended Access List Object o
Name
Cloud-storage-apps-acl
Entries (1)
Add
Sequence  Action Source Source Port Destination Destination Port Application Users SGT
1 © Allow How a1
Dropbox
i 2 :
1 OFNEZAED KL, Webex X° Zoom 72 EDikT 7'V r—3 a HoOYLHk ACL (Conferencing-apps-
acl) Z{EpL £
New Extended Access List Object (]
Name
Conferencing-apps-acl
Entries (1)
Add
Sequence  Action Source Source Port Destination Destination Port. Application Users SGT
1 © Allow ;’:::‘" P

#13:

Bl 1 OFNEEAEY KL, Facebook <° Instagram 72 XD Y —2 ¥ )L A5 47 77V r—3 3 HOHLE ACL
(Social-media-apps-acl) Z1Ep L £,

New Extended Access List Object

Name

Social-media-apps-acl

Entries (1)

Add
Sequence  Action Source Destination Port Application Use:

1 © Allow

Facebook =
s
Instagram

%l 4 :
75 F LAN NOT FU r— a3 027 78 AT 570 085E ACL (Corp-internal-apps-acl) #1Em L £,
[FHAEEACLA~ =7 | (New Extended ACL Object) | ¥4 7 /Ry 7 AT, IROD/INT A—HEFHRELET,

a. [4Ai (Name) 1 7 4 —/L FiC, A7 Y =7 FD4THi (Corp-internal-apps-acl) % A/ L%,
b. BN (Add) 1227V v 7 LT, HLWIEET Z78AY A M &ERLET,
c.

BsET7 722U A2 b U @B (Add Extended Access List Entry) | A4 70 /R v 7 AT, /X7
A—RERELET,
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d. [7Z7v=ar (Action) ] Fey 7 XU Xk, [#FA (Allow) | ZERL £,

e. [Network]l] #7 %271V v 27 LF9,

f. [XE7xxv b7 —7 (Source Network) ] Tik, WMA 77 > FOWNEFX Y NT—7 47V =7 MEiBINY
HUENRHY FT,

g. MBS, [EHTREZR %Y b7 —72 (Available Networks) ] DilcH 5 [+] 227V v 7 LT, *v hU—
I ATV NEERLET, ZOBITIE, WMA-inside-10.72.0.0-16 T, IP 7 L *|% 10.72.0.0/16
<7,

h. [fFEH7REZe >~ 7 —7~ (Available Networks) ] T. WMA-inside-10.72.0.0-16 % 3& L ¥4,

i. [AddtoSource]l] #7 VU v LE7,

j. [Eidexr > FU—2 (Destination networks) ] Tix. NYC "7 B LUNNI NTONE Ry hU—27 47
Y/ NEBMLET,

k. M5, [HHAFGER% Y 7 —2 (Available Networks) | DfiicH 5 [+]1 227V v 7 LT, Xv hU—
IAT V= baRERLET, ZOfFITIE, NNJ-inside-10.200.0.0-16 (IP 7 IF'L- 2 10.200.0.0/16)

& . NYC-inside-10.100.0.0-16 (IP 7 K1~ 2 10.100.0.0/16) T7,

I. [f#EMAEE7 2+~ b7 —72 (Available Networks) ] T. NNJ-inside-10.200.0.0-16 ~ NYC-inside-
10.100.0.0-16 Z R L £,

m. [BEssEi2iBIN (Add to Destination) 1227V v 7 L$£7,

n. [A—1F (Port) 147 %207 LET,

o. [fEMFREZ2A— K (Available Ports) ] U 2 ¢, SSH & HTTPS # &K L £,

p. [#ke5El2iBNN (Add to Destination) 1 %27V v 7 LE,

q. [BEAREZRR T 7"V 77— 3 > (Available Applications) ] U 2 KT SSH & HTTPS Z /L., [/L—/ iZiB
il (AddtoRule) 1227V v 7 LET,

r. [f&fF (Save) 1227V v LET,

Add Extended Access List Object o
Entries (1)

A v F =T = ZADBEIRM DRE
25w, [7 /34 % (Devices) ]>[7 /31 2% H (Device Management) | Z 3R L £,
AT w7 2. T3 A2 (WMA-FW-01) OREICH D [fete (Edit) 1 7142 %2 ) v 7 LET,
AT w7 3. [v—7+1>7 (Routing) 1%7 %2707 LET,
AT w7 4. MO A T, [RY r—_"—2X)L—F 17 (Policy Based Routing) 1 %7V > 7 LET,
AT v 5. [ v % —7 = ZDOESENEN D E (Configure Interface Priority) 127V v 27 L %7,
ATy 7 6. [ArF—T A XOBEIER O E (Configure Interface Priority) 1 414 7w 7Ky 7 A

T, A H =T x4 ATx L CTEEIRVESZHEE L ET,
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T 7 4w 71, BERENEBIRNA VX —T o RN —T 4 T ENET, v
H—T A APFEHTERNGE, N T 7 4 v ZIRRICELRIEMEMENA ¥ —T = A R T
X SNET, TXCOAL U HF—T = ATEEEMERRE U THIEE., N T 74 v 7131
H—T oA A THBMINET,

Z OHITIL, outsidel A ¥ —7 = A ADOEILNANIL 10 T, outside2 1 X —T7 = A AD
ELRNEN 1L 20 T,

A7 w7 7. [R1F (Save) |22V v 27 LET,

Configure Interface Priority

Interface priority is useful to create back up interface or load balancing by
specifying ascending or same values on multiple interfaces

Interface Priority
inside-employee 0
inside-trunk []

| outside1 10 |
outside_static_vti_1 o

outside1_static_vii_2 o

outside2 20

RY = R=ZA V=T 4 T K I —DRE
27 w7 1. [F/34 A (Devices) |>[7 /31 2% H (Device Management) ] Z#ER L 7,
AT w72 T3 A2 (WMA-FW-01) OREICH D [fete (Edit) 171425220 v 7 LET,
AT w73 [v—7+1>7 (Routing) 1%7 %2707 LET,
AT w7 4. O A T, [RY r—_—2/L—7F 17 (Policy Based Routing) 1 %7V > 7 LET,
AT w75 B (Add) 122U >7 LET,
6

[RV—_—=2L— FDiEN (Add Policy Based Route) ] # 4 7/ R v 7 AT, [AJ1A
4 —7 x4 A (Ingress Interface) | Fe vy 77X T URA RN A U H—T 2 AERINLET,

= Fa v 72 Alid, B4 2L, 77— UEBL—ZIZRT 54 V¥ —T 24 ADHDPERS
nEJ,

AT T

ZOBITIE, AJIA X —7 = A XX inside-employee T,
277 7. [B (Add) 1227 Vv 27 LT, R —O—FHEMELEET 7 v a VERELET,

AT w7 8. (267 7 2 a > @B (Add Forwarding Actions) 1 %4 70 7Ry 7 AT, LLFD/RZ
A—HERELET,

i. [—%ACL (Match ACL) ] ke v X int | Lk ACL IR L £7,

i. [XE (SendTo) | ey r&Z o U A b, [HA 2 #—7 =4 A% (Egress Interfaces) |
iR L ET,

ii. [A>¥#—7=AADNEFATT (Interface Ordering) | Ky 77X U A RS, [ ¥ —T7 =
A A7 744V 7 ¢ (Interface Priority) 1. [JIAF (Order) ]. [&/hY > % — (Minimal Jitter) ].
[ R A4 B = 34 (Maximum Mean Opinion Score) 1. [&/NT 7> K R U v 7
(Minimal Round Trip Time) 1. F721% [f&/ Y7~ MEL (Minimal Packet Loss) ] DN DOV
Nz ERLET, UUTIChlzZrLET,

iv. [fEfFEERA % —7 =A% (Available Interfaces) | Ry 7 AT, £ v X —T A ADHITH D
[+] %227V Z7 LT, RULEHNA LV H—T =4 A&BIMLET,
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v. [f&1F (Save) |22V v LET,
AT w7 9. TN A PBR AV —Z R L E£9,
% 1:

PERNEN RN A v H—T 2 A ZAEZN LTI TR AN L= T r—ay I 7 4w Bk T 5
kolz., PBRERV—2HELET,

AT 7. [RV—_—=2L— DB (Add Policy Based Route) | %A 7 a2/ KRy AT, [AJ1A
v 2 —7xA A (Ingress Interface) | Kre v 7% 72U X k)25 inside-employee % i8R
L/iﬁ‘@

AT w7 2. LEM (Add) 1227V v 27 LET,

AT w7 3. [Hz67 7 3 a3 > @BH (Add Forwarding Actions) 1 # A 7 a7 Ry 7 AT, LLFD/RT
A—REHRELET,

i. [—#%ACL (Match ACL) ] kv ¥ U X )5, Cloud-storage-apps-acl % 3R L
£7

i. [2E SendTo) ] Key 7 X o U R Enb, [HliA v 2—7 =1 A (Egress Interfaces) |
@I F9,

ii. [Av%—7xA ADNEFATT (Interface Ordering) | Ry 77X o ) A Rnd [f v 2 —T = A
A7 Z 44 VT« (Interface Priority) ] R L £,

iv. [fEHAEE/RA % —7 = A % (Available Interfaces) ] 7~ v 7 2. outside1 ¥ L O} outside2
DRICHD [+l 27V v o LET,

v. [f&fF (Save) 1227V v LET,
il 2:

RTT BNEBEOHIA v =T 2 A AEN LTI =YV AT 4T 7TV r—vay NI 7 4 v 7 kinikT 5
212, PBRARY —ZFELET,

AT v 7. [RY v —~_—=2,— FDiEN (Add Policy Based Route) | # A 71 /R v 7 2T, [AS1A
v —7xA A (Ingress Interface) | Kz v 7% 71U X E) 6 inside-employee % &R
LET,

AT w7 2. LEM (Add) 1227V w27 LET,

AT w7 3. (#5267 7 2 a > @B (Add Forwarding Actions) 1 %4 70 7Ry 7 AT, LLFD/RZ
A—HERELET,

i. [—#ACL (MatchACL) ] kr v 7 &7 U Kb, Social-media-apps-acl % &K L 7,

i. [XE (SendTo) | ey r& oAb, [HA 2 #—7 =4 % (Egress Interfaces) |
iR L ET,

i. [Av%—7 A ADNEFAT (Interface Ordering) | K v 7# 7 U A hinh, [RET 7 R
kU v 7Hi# (Minimal Round Trip Time) ] #38#K L £,

iv. [fEAWEERA ¥ —7 = A A (Available Interfaces) ] R v 7 2. outsidel ¥ X " outside2
DFCHD [+]1 227V w7 LET,

v. [tRTF (Save) 1227V v27 LET,
)3

Dy B BRSO 2 =T = A BRI LCRMT TV v ay N T 74y RTS8 51T, PBR
WY - ERELET
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AT v 7. [RV v —~_—=2,1— DB (Add Policy Based Route) | ¥4 7 7R v 7 2T, [A1A
4 —7xA A (Ingress Interface) | ke v 7% 7 X )i inside-employee % 5
L/iﬁ—o

AT w7 2. LEM (Add) 1227V w27 LET,

AT v 3. [#:%7 7 > a > B (Add Forwarding Actions) | # A 7 7R v 7 2T, LLTFD/F
A—RERELET,

i. [~EACL (MatchACL) ] Fr vy & U 2 k6, Conferencing-apps-acl % #4R L £,

ii. [2E SendTo) ] Kuey 7 # o U Enb, [HliA v 2—7 =1 A (Egress Interfaces) |
BRI L F9,

ii. [A2%—7xAADIEFFTT (Interface Ordering) | Ry 7 XU &2 Rink, [/hy v & —
(Minimal Jitter) ] Z3RL £,

iv. [fEHTEE/RA % —7 = A % (Available Interfaces) ] 7~ v 7 2. outside1 ¥ L O} outside2
DRICHD [+l 27V v o LET,

v. [f&fF (Save) 1227V v LET,
%l 4 :

BEOHD VT b 2 =T = AMTECMP il L TREDT 7V r—var T 7 4 v 7 ik
T5E91Z, PBRAY o —2RELET,

AT w7 1. [RY v —~_—2,— L DBl (Add Policy Based Route) | # A 7 u /R v 7 2T, [AS1A
v —7xA A (Ingress Interface) | K v 7% v U X )b inside-employee 7 j8& R
LET,

AT v 2. EM (Add) 1227V v27 LET,

AT w7 3. (267 7 2 a > @B (Add Forwarding Actions) 1 %4 70 7Ry 7 AT, LLFD/RZ
A—HERELET,

i. [—#ACL (MatchACL) ] ke v 7% 7> U R Ko, Corp-internal-apps-acl %R L £,

i. [XE (SendTo) | ey r& o U A b, [HA 2 #—7 =A% (Egress Interfaces) |
iR L ET,

ii. [ —7=ARADJEFAFT (Interface Ordering) | Ku v 77X U ARG [ ¥ —T =4
27T A4 VT 4 (Interface Priority) ] 23R L 9,

iv. [fEAWEERA ¥ —7 = A A (Available Interfaces) ] R v 7 2. outsidel_static_vti_1 35 &
" outside2_static_vti_4 OfilcH 5 [+] 227 Vv 7 LET, Zhbld==—3a—71. NY
(NYC) T T A AT, T D VTI T,

v. [tRTF (Save) 1227V v27 L%ET,
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= 1. BRRT 7V a R PBREAY v —

Policy Based Routing
Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly
Configure Interface Priority m
Ingress Interfaces Match criteria and forward action
inside-employee Q ]
Cloud-storage-apps-acl #10 outsidel
H20  outside2
Social-media-apps-acl D outsidel
outside2
Conferencing-apps-acl outsidel
outside2
Corp-internal-apps-acl 0. outside1_static_vi_1
0. outside2_static_vti_4

R IE DRETR
Management Center £ 72137 /31 A CLI 2 L CREL MR TE 7,
Management Center Z{E/fl L T7 /A AR EZ LK RT HITIL, RO FIEEZFATLET,
AT w7 1. [ /34 % (Devices) ]> [T /314 2% # (Device Management) ] Zi&R L £,
AT T 2. [ /34 % (Device) | %7 %#7 Y v LET,
AT w7 3. [4#% (General) | #—FD[CLI] %22 VU w27 LET,
AT v 4, [CLI® hZ 7 vy =— K (CLl Troubleshoot) | ¥4 7 a2/ Ry 7 AT, [~ R
(Command) | 7 s —/V RIZLLFoa~> RE AL, [FE1T (Execute) 127V v 7 LET,

AV E—T oA ARERDOHER
show run interface A~ RZFETL T, T ADA A —T = A AR A TR L F9,

CLI Troubleshoot
>_ Command: show run interface = Execute (& Refresh [ Copy

> show run interface

ce Ethernetl/1
ription OQutside ispl handoff
nameif outsidel
rity-level @
zone-member ECMP-WAN
ip address dhcp setroute
oute cost 1@

oute path-monitoring 8.8.8.8
oute path-monitering obj —-group network-service FMC_NSG_4295470581

icy-route path-monitoring object-group network-service FMC_| 5470600

ce Ethernetl/2
ption Out:s isp2 handoff
eif outside2
curity-level @
zone-member ECMP- W\N
ip address 192.133 249 255.255.255.192
route cost JJ
te path-monitoring 8.8 8
th-monitoring ob g W i MC_NS 95470581
te path-monitoring object-group network-service FMC_| _NS 5470600

DNS & E DHER
show run interface A~ RZFETL T, T ADA A —T = A AR A TR L F9,
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CLI Troubleshoot

>_ Command:| show run dn4 = Execute

show run dns

DNS ser
dns trusted
dns trusted-source 10.200.0.5

— b=y TRIEDHERR
show run route-map 2~ RZZE[TL T, 73 AD)— b~V h2FRLET,

CLI Troubleshoot

>_ Command:| show run route-mar] = Execute € Refresh Copy

> show run route-map
f

route-map FMC_VPN_CONNECTED_DIST_RMAP_1000 permit 10
match interface inside-employee

set community 1000
|

route-map FMC_GENERATED PBR 1729024850865 permit 5
match ip address [Cloud-storage-apps-acl
set adaptive-interface cost outsidel outside2

|
route-map FMC_GENERATED_PBR_ 1729024850865 permit 10
match ip address [Social-media-apps-acl

set adaptive-interface rtt outsidel outside2

'
route-map FMC_GENERATED PBR 1729024850865 permit 15
match ip address [Conferencing-apps-acl

set adaptive-interface jitter outsidel outside2

|
route-map FMC_GENERATED_PBR_1729024850865 permit 20

match ip address[Corp-internal-apps-acl

set adaptive-interface cost outsidel_static_vti_ 1 outside2_static_vti_4

TI7ERAYRAMBIRRY T —7 —E R I —FREDHER
show run access list <access list name> 2V . FEFITLT, 778RAU R NOFEMAEFERLET,

CLI Troubleshoot

>_ Command:‘ show runlaccess-\ist Cloud-storag = Execute (& Refresh [ Copy Device: | WMA-FW-01

> show run access-list Cloud-storage-apps-acl
access-list Cloud-storage-apps—acl extended permit ip any object-group-network-service FMC_NSG_42

show object-group network-service <network-service-groups-name> 1< . RZ317L T, NSG RIE &
#FR L $7, <network-service-groups-name> (£, 7 7 EBAU X MZIET 5 EFEd show =~ R THERT

TET

CLI Troubleshoot

>_ Command:| network-service FMC_NSG_4295 | = Execute & Refresh Copy

> show object-group network-service FMC_NSG_4295470562
object-group network-seryice FMC_NSG_4295470562 (id=0xfdff@000)
network-service-member ['Box'! dynamic

description File storage and transfer site.

app-id 1326

domain box.com (bid=436735707) ip (hitcnt=0)

domain boxcloud.com (bid=436924171) ip (hitcnt=0)

domain box.net (bid=437080553) ip (hitcn )

domain box.org (bid=437174273) ip (hitcnt=0)

domain boxcdn.net (bid=437272231) ip (hitcnt=0)

domain boxrelay.com (bid=437481703) ip (hitcnt=0)

domain boxenterprise.net (bid=437626005) ip (hitcnt=0)
domain boxinvestorrelations.com (bid=437672765) ip (hitcnt=0)
domain segment-box.com (bid=437886771) ip (hitcnt=0)

domain box-corp.com (bid=437924995) ip (hitcnt=0)
domain boxcn.net (bid=438072833) ip (hitcnt=0)

network-service-member ‘|Dropbox| dynamic

description Cloud based file storage.

app-id 125

domain dropbox.com (bid=24259639) ip (hitcnt=0)

domain cfl.dropboxstatic.com (bid=24495525) ip (hitcnt=0)
domain dl.dropboxusercontent.com (bid=24596237) ip (hitcnt=0)
domain dropboxapi.com (bid=24694467) ip (hitcnt=0)

domain dropboxbusiness.com (bi 4859859) ip (hitcnt=0)
domain dropboxcaptcha.com (bid=25008145) ip (hitcnt=0)
domain dropbox-dns.com (bid=25087753) ip (hitcn )
domain dropboxer.net (bid=25236751) ip (hitcn )

domain dropboxusercontent.com (bid=25324335) ip (hitcnt=0)
domain getdropbox.com (bid=25437501) ip (hitcnt=0)

domain cloudon.com (bid=25580229) ip (hitcnt=0)
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NRRAE=F Y TREDOHER

show path-monitor 2~ R&FITL T, NAE=HX U U REEFRLET,

CLI Troubleshoot

>_ Command: show path-monitor

ond(s

ago

TV r—vay V77490 7a—0ORHER
AT 7. [43#87 (Analysis) ] > [#&- X b (Unified Events) ] Z3&R L £9°,
AT w7 2. [#le’ > 41— (Column Picker) | 7 A 2> &AL CHE D AZ~A XA LET, [WebT 7"V
s —3 a3 (Web Application) ] & [HiJ11 % —7 = A A (Egress Interface) ] % iR
L. [@EH (Apply) 1227 Vv 27 LET,
27 w7 3. HERLRLTWEIICHIDIEFEZZEE L1,

AT w7 4, [Web7 7V 7r—< 3> (Web Application) ] 7 4 /L Z N, [Box]. [Dropbox].
[Facebook]. [Instagram]. [WebEx]. [Zoom] Z A L. [EfH (Apply) 1%27 VU v/ L%
T TON—=VIZIE, PBRAV —TERLIEESEZSERT Y r— a3 d, Threat
Defense 7 /3 A AL VBN NI IIA Vo H—T oA APRFRINET,
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|, Firewall Management Canter

Oearview

i

00000000000 0000000
EEEEEEEEEEEEEEEEEE

AT w75,

AT w7 6.

[Web7 7'V /77— 2 > (Web Application) ] 7 4 V& ZHIB L £,

7 4 VZNT, [1%E5CIP (Source IP) |12 10.72.120.50 (WMA-inside-nw) . [%G65CIP
(Destination IP) ]!Z 10.100.0.5 (NYC-internal-nw) 35X " 10.200.0.5 (NNJ-internal-

nw) ZEIML T, WMALAN 75 NYC "NTEBLONNIANT DT T 47 DA N

FrLET,

Firewall Management Center

=
] Analysis / Unified Events
Events Troubleshooting
—

Overview

Analysis

Policies

Devices

Objects Integration

[Q X SourcelP 10.72.120.50 X - X DestinationIP 10.100.0.5 X 10.200.0.5 X - X Device WMA-FW-01 X

52901 %0 0 no

Time
2025-08-18 12:42:28
2025-08-18 12:42:27

2025-08-18 12:42:27

2025-08-18 12:42:26
2025-08-18 12:42:21
2025-08-18 12:42:20

>
>
>
» 2025-08-1812:42:27
>
>
>
>

2025-08-18 12:42:20

0 ¥ 2,901 events

Event Type

5 Connection
5 Connection
% Connection
4 Connection
5 Connection
4 Connection
% Connection

% Connection

Action

© Allow
© Allow
© Allow
© Allow
© Allow
© Allow
© Allow
© Allow

Web Application

Device

WMA-FW-01
WMA-FW-01
WMA-FW-01
WMA-FW-01
WMA-FW-01
WMA-FW-01
WMA-FW-01

WMA-FW-01

Egress Interface

outside1_static_wti_1
outside 1_static_wti_1
outside2_static_vti_4
outside1_static_wti_1
outside2_static_vti_4
outside 1_static_vti_1

outside1_static_wti_1

outside2_static_wti_4

SD-WAN rRa P77V r—ay NI 7407 DE=HF—
SD-WAN %< VU —4F v afRh—F (% (Overview ) ]. [# v =R —F (Dashboards) ]. [SD-WAN-~
) — (SD-WAN Summary) 1) Z#EH L T, SD-WAN Rl Zzn7 7V r—yay v I 74 v 7 %F=
R—T&EFET, ZOF v aR— R, ROBIEICHESLH ET,

o TUH—LABIOA ==L A "R ORMEETET S,

o BEFD [~V AE=4 1Y 7 (Health Monitoring) 1. [7 /31 2% 8 (Device Management) ]. X [H
A4 "' =%1 7 (Site-to-Site Monitoring) ] X—Y%#HH LT, VPN O N T TNy a—TFT 07

T,

e WAN A X —T A ADT IV r—ay N7 3—<2 A AN w7 &BF=4—75%, Threat Defense
X, TNEDA N 7SN TT I r—vay NI 74w EBELET,

(B2 (Overview) 1 &7 v ailid, ROU 4 Y=y bARHY £,
o hyTF TV —gy AN—Ty MUSLTT 7SNz BV 10 o7 70 r—v a U RNEREH

ij_o

o WANEHE : WAN £ > X — 7 = 4 ADAT—X AT A HEENERINET,
e VPN FAREY : A4 FE VPN o RILD AT —HZ ZOMENFRENE T,

o fUH—TxARAAL—TF> b WAN A L F—T 2 A ZADFy NT—7 2RO ZL—F > M HRICET 5
HEWNFREINET,
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o TNARALA YRV MY TRTOEHNGE WAN 731 2% —EFRRL, ET V> T A—TLLET,
e WAN F A4 ZDOEFEM : WAN T34 ZOIEEFMEIZISE U TTF AL 2B AR R LET,

X 2. [SD-WANY < U —& v =2R— K (SD-WAN Summary Dashboard) ]> [##% (Overview) ]

Overview  Application Monitoring Uplink Decisions | Refresh every |5 minutes ~ | Il | Refresh
Top Applications ast |1 hour v WAN Connectivity VPN Topology
Applications Total Bytes (KB)
Offce 365 L e Online Active
Windaws Update . ooz 16 interfaces 14 wnnels
s [Lco] 15 ® offine 14 & ractive
Microsoft Teams oo total 0 interfaces total 0 tunnels
o oo interfaces tunnels
. B No Data No Active Data
fzure Authentication Sendca [Toon] 0 interfaces 0 tunnels
Micrasoft o
Microsoft Update o
CR List o
View All Interfaces View All Connections
Interface Throughput 1 hour ~ WAN Device Inventory WAN Device Health
All Models 9 devices
Inbound Outbound Cisco Secure Firewall Threat Defense for VMwa... 1 devices W Error
<100 Mbps Cisco Firepower 1120 Threat Defense 3 devices 3 devices
Cisco Secure Firewall 3105 Threat Defense 4 devices Warning
L Liop:ﬂbps - 500 Cisco Firepower 1010 Threat Defense 1 devices 9 0 devices
2.35 Kbps 2.35 Kbps devices Good
tatal total B 500 Mbps - 1 Gbps & devices
throughput throughput
@ > 1 Gbps I Disabled
0 devices

By alR—FRO [ 77V r—var =% .7 (Application Monitoring) ] &7 > 2 > Tlx, WAN 5 /34
AEREINT D2 LT, T DWAN A A —T =2 Af ZADT TV r—ar X7 3p—< A AN v 7 BER

TEET, 60X M) w72, Yy ¥ —, FUF MY v 7HE (RTT) | A=A R
(MOS) . ~ry MEEMNEENET,

By 2 ih— ROFENZ DU Cld, https://secure.cisco.com/secure-firewall/docs/sd-wan-summary-
dashboard #Z M L T 7230,
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& 3. [SD-WANY< V) —& » ¥ 2R — K (SD-WAN Summary Dashboard) 1> [7 7V r—yav =47
(Application Monitoring) 1]

Overview Application Monitoring

Select Device facebook.com
WMA-FW-01 v
Interfaces: Jitter RTT (Round-trip Time) Packet Loss. MOS (Mean Opinion Score)
Applications [@Ethernet1 /1 (outside) 5347 63865 3 4.5
[@Ethernet1/2(outside2) 202 17527 0 4.38

v ICMP_PING_Based_Mon
8.8

Facebook

facebook.com

Application Performance Metrics
facebook.net

fbcdn.net Jitter Round Trip Time MOS Packet Loss

fbsbx.com Average Jitter

v Instagram sk
27sK
instagram.com .
~ WebEx £ 92K

webex.com

Zoom
zoom.com Average RTT

3 698K ) ) ) B
zo0m.us en —/———~— ———

349K
£ sk e ) )
10 )
MOS

Average Packet Loss

SD-WAN #%&tk L OF ofth o o — 2 r — 2 0z CiE, _[Cisco Secure Firewall Threat Defense SD-
WAN ZitB L OB A F] #2B L T 7EE0,
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KEFH TIPRTERL IO/t
AYTANZTHY Ly HR=I FLAATIEL (A TVT)
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WTH, YADEMHORBIC/ =2 v TERAFHETRILEEHTALOTIEHB DI FA. (1110R)

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 19/19 _—



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



