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YOy F7O0EDa_Z2 Y& #RLU i Management Center N Threat Defense
TINAADF 2 R—R

Yte4yFrureva=r7 (ZTP) Z{HH L T, Management Center |27 /N A& X CT&£9, ZDOHE
X, TAA ZATOOIREZATOTIZ, U T AEGEMEH L TH—O Threat Defense 7 /31 2 & 4 R — K
TOHAITHEINLET,

v hU—2 bHErY
Xy MU= hARBPHIZZELIZ20 £,

X 1. ZTP % L/~ PRI-FW-01 (Firepower 1010) ® Management Center ~D 7> R — K

PRICliemt71
10.71.120.50/24

ZDOFHITIE, ZTP 2 L. Firepower 1010 Threat Defense 7 /31 A % Management Center (24>
R—RLEF, ZOFAA L, TREF L ADAK—2 THY, SD-WAN F» hU—2 DRI (PRI) 7'
YFTY,

o Threat Defense £ /1 : Firepower 1010

o T34 A4 : PRI-FW-01

o W=7 RNy IPT FLA:10.71.255.1/32

e Eth1/1 : ISP1 (288t 4L, DHCP ZfEH T 20 A v & — T = A A,

o Eth1/8.100 : LAN X NU — 7| ZHE S NTNER S 7T A V F—T = A A,

o VU T NER  FJC57213ZDZ

o PRI-SWO1 : Threat Defense 7 /31 A% LAN |29 5 LA ¥ 3 7T /34 A,
ZTP %*{# /] L7z Threat Defense 7 /XA A DA R —T 1 > 7 DEI#REH,

o TNRAAMKREZZIIHHA L A=V THLIVLERNHY £, PaXoyFrabva=r 7, LT
A ADIHERGEE L TWET, FHRETIE, T3 ADOREIIS LT X v Frabeya =7 a2y
T DB ENTEET,

o THRAAZADINRA v B =T =2 A& F =T MR LT, A F—Fy MCERTE DX LET,
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« Threat Defense 7 /34 A3 Cisco Security Cloud ¥ & O Management Center (2854t TX 5 2 & Z a8 L
i‘é—o

« Management Center 7% Smart Software Manager |28k SN TWD Z E&fEGR L ET, ARV 7 A &
ATCHTER, ARHRNIND &, EFICBREETHETH LT AN AZBMTE R ET,

« Management Center % Cisco Security Cloud & #i& 9 % : Security Cloud Control (%, Cisco Security
Cloud L OfE&#%ICA Y 7 L I AD Management Center 4> R—7 4> 7 LET, EuXvyvF e va
=27 %Ml LT Threat Defense 7 /A A% 4 R— KT 5121, ZOHENPMLETT,

i.  Management Center C. [#iA (Integration) ] > [Cisco Security Cloud] %% L £ 7,

Dynamic Attributes Connector

Cisco Security Cloud

Security Analytics & Logging

Other Integrations

AMP

AMP Management

Dynamic Analysis Connections

ii. [Cisco Security Cloud® A %5t (Enable Cisco Security Cloud) 1% 27 U v 27 LCHOT 7 oW X 7%
B & . Cisco Security Cloud 77> MouaZ AL, BRINTa— REERLET, #EOT v
N3 H B55AE1E,. Management Center 24 > 7R — RT3 0N H DT &L F7,

Ffre.vyall Management Center Overview Analysis Policies Devices

Cisco Security Cloud Integration

t, create an account [4 and integrate management center witt

Integration
Cisco Security Cloud  Current Cloud Region & Tenant  Cloud Onboarding Status
@ Disabled us-east-1 (US Region) v None Unknown

Learn more (4

| Enable Cisco Security Cloud 5 |

ii. [En¥yFruvya=r7%F4T5 (Enable Zero-Touch Provisioning) | F = v 7Ry 7 A%
FATLET, BEISUT, R =T F 74 FBLPAE 77 + <19, Cisco XDR H#Ef, Cisco
Security Cloud #74~— k. Cisco Al Assistant for Security 72 EDOfoo 472 a V&R L THRIZ L
\i‘a_()

iv. [fR1F (Save) |27V v LET,
TNRART Vv — b 2ERT 510 O

« Management Center |[Z/3— a2 7.6 LIETHLILERH Y 3,

o Threat Defense 7 /31 X%, "=V ar 741 UETHY , ROWVWTNUNDET L THLLERH Y £,
o Firepower 1010
o Firepower 1100
> Cisco Secure Firewall 1200
o Firepower 2100

o Cisco Secure Firewall 3100
o TUTL—FEAER, BHE, HIETE 01, HHE T —-BLOxy NV EFHEL—F—DLTT,
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o AXv—bF FARUATHULY ML, F—F v b T A ZADT A & AFIHERPLETT,
FNRA RT v L— b OIERR
AT 7. [7 /34 % (Devices) |>[7> 7L — MNMgE (Template Management) ] %38 L £,
2T w7 2. [T /314 27 7L — FDiEN (Add Device Template) 1227V v 27 LET,

Add Device Template Q
Name*
Demo

Description

Demo

Access Control Policy *

site2site-acp X v | +

© Note: By default, Firewall mode is set to
“Routed”, which is the only supported mode.

AT w7 3. [F 34 257 7 L— boiEI (Add Device Template) | # 4 7 a2 /Ry 7 AT, IRO/NT
A—FERELET,

i. [4A7 (Name) ] 74—V RiZ, 7oL —FO4RTIZADLET, ZOBITIH, 77— 4
< Demo T,

ii. (7> a ) [ (Description) | 7 4 —/L RIcF v 7 L— ho#EZ AT LET,

ii. [77®A#I#EAR Y — (Access Control Policy) 1 K v 7 &7 U A2 vk, 77 & AHIEIAR Y
UL ET,

AT w7 4. [OK]Z#Z7 Vw7 LET,

5:—%%‘/5’—7142%1'@43 L CEHE SN 5 Threat Defense 7314 ZADF L —
N

e F—B A B =T oA AEHH L TEH I TS Threat Defense 7 /341 RACHRE LT 7 L— &,
T—HA LA =T oA ATEBRINTWARNWT NS RZHATHZ LT TEERA,
AT 7. [ /34 2 (Devices) ]>[7 71— FEH (Template Management) ] Z&4R L ¥4,
2 VE7p7 7 L— K (Demo) @ [fat (Edit) | 7Aar %22V v 7 LET,
AT v 3. [7 7L — hiRE (Template Settings) 1% 7% 27 U v 27 LE,
4

[&f% (General) | %A NVT, [T—H# A H—T x4 ATT /{4 ZA%EH (Manage device
by Data Interface) | R% 200 Bz F9°,

AT w7 5. IRV X T I CADT = H A B =T =2 ZAEBRIRT DL OROLR Y TT v IRFRSH
F9, [OK] 227V v LET,

AT w7 6. [ #—7 =A% (Interfaces) | ¥ 7 %27 Vw7 LET,

AT 7. YR T IR AT LT =S A B —T A AD [ Edit) | TAaE2 T v
L/i‘g—o

AT w7 8. Z OfFITIX, Ethernet1/1 T —H# A X —T = A AT,

2T w7 9. A > 2 —7 =4 2ADOfmEHE (Edit Physical Interface) 1 A 7 u /AR v 7 AT, [
(General) 1 %7 %27V 27 LET,

A7 w710, [4#E] (Name) | 74—V RIZ, £ X —T A ADL4RIEATTLET,

AT T

AT
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AT 711,

AT w712,

AT w7 13.

AT w714,

AT w715,
AT 7 16.
AT w7 17.

AT w7 18.

AT w719,
AT w7 20.

AT w721,

Z 0BT, 4 HilX outsidel T,

(7> a ) [# (Description) ] 7 1 —/V KiZ,
\i‘a—o

[£%) (Enabled) | F v 7Ry 7 2% F N LET,

[Ex=U7 1 —> (SecurityZone) | ey 7Z o U A NML, X2 T4/ —0%
BN L E 9,

ZOfFITIE, BEX =2 YT 1Y — 13 outside-zone T,

[IPv4l 27 %27V w7 LET,

[IP%1~7 (IPType) | Ku v 7F& U & ki, [DHCP] 28R L £,
[X2E=%1 >/ (Path Monitoring) 1 %7 %7V v 7 L%7,

[IPR—z2DE=%Y 7 DHZE (Enable IP based Path Monitoring) | F =~ 7R v 7 2%
FC LET,

[+%—Y %7 27 t& % (Manager Access) | # 7% 71 v 7 LET,
[BHT 7 2D A% (Enable management access) | F = v 7Ry 7 A& A2 LET,
[fR1F (Save) %27 U7 L&,

DA B =T 2 A ADHHAEATI L

T T L— b OYBA B —T = A ZADIBM

TNV RTIE, T, AT T b— MIROYEA V7 —T 2 A AZFHLTT N, AZRETE £,
o« B ALK —T A Z 0/0
o WA % —7=AA (Ethernet 1/1)
o HMERA % —7 =4 A (Ethernet 1/2)

ZOBITIX, 77 4/v h® Ethernet1/2 (Xl L ChEd A, WEEA % —7 = A X Ethernet1/8 % ERk L

7
A7 v 7 1. [F/814 % (Devices) |>[7 71— MEH (Template Management) | 23R L £,
AT T 2. WA B =T oA AEBINTHT 7 L— |k (Demo) O [fife (Edit) | 742 %27 Uy
7 LET,
AT w7 3. [ #—7 =A% (Interfaces) | ¥ 7% 7 Vv 7 L%,
AT w7 4 [WEA B —T7 = A ADJENN (Add Physical Interface) 147 U v 7 L7,
27y 75, [Amy |k (Slot) | FryF ¥ U Rnd [1] 2RI/ ET,
AT w7 6. [R—FrAF v 27 % (Portindex) | Ku vy 77X 2 D [8] Z&IRL 7,
AT T T. [f % —7 =4 ZDIERL (Create Interface) 1 %27V v 7 LET,
Create Physical Interface )

Hardware Name

Ethernet

Cancel Create Interface

Slot Port Index

1 v~ 18 ~

DA VE—T oA AEfRE LT, 4% inside-trunk (2, B % TLAN ~ORNE R Z 7
AV A —T oA A ITERELET,

T L— R NTDA UV E—T 2 ADY T, L F—T =4 ZADVERK
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Z O TiL., Ethernet1/8.100 /X LAN kv U — 7 2Rt SN 7 A v X —T = A AT,

AT w7 .

AT w7 2.

AT w7 3.

AT w7 4.

AT w75,
AT w7 6.

AT 7T,

AT w7 8.
AT w79,

AT v 7 10.

[7 /34 2 (Devices) ]>[7 71— &R (Template Management) ] Z34R L £9°,

WA B —T 2 A AZBINT 5T 7L — bk (Demo) @ [#FE (Edit) 1 74 =2 %227 U v
& [_/i‘é‘o

[f v #—7 =A% (Interfaces) | ¥ 7 %27 Vv 7 LET,

[ 5 —T7 x4 ZADEM (Add Interfaces) ]1> [ 71 % —7 =1 A (Sub Interface) ] %
70 w7 LET,

(47 (Name) ] 7 4 —/V FEB X O [#HH (Description) | 7 4 —/L RIZFEMIZ A L £,
[5%) (Enabled) | F=v 7Ry 7 ZA&A N LET,

[Ex=U7F 1 —> (SecurityZone) | ey 77Xy A NNL, X274/ —0%
BN L E 9,

ZOfITIE, BEX =2 YT 4 — i inside-zone T,

[ % —7=x14A (Interface) ] K v 7 X T VA RNTA U H—T oA AEREIRLET,
[+7 4 % —7 1A (Sub-Interface) ] ® ID {2 100 # A )L £,

[VLAN ID] 12100 = A ) LET,

Add Sub Interface

General 1Pvd. IPv6

Name:
inside-employee

™ Enabled

Description:
inside employee interface

Security Zone:
inside-zone
MTU:
1500

Priority:
o

Propagate Security Group Tag:

Interface *:
Ethernet1/8

Sub-Interface ID *:
100

VLAN 1D:
100

Path Monitoring Advanced

AT w7 11.

AT w712,

AT w713,

AT w714,

AT v 715,

(Pva]l 27 %27V v 7 LET,

[IPZ+4~7 (IPType) | Fa vy X U2 hink, [AZF ¢ v 7P (Use Static IP) ]
PR LET,

[IP7 KL 2 (IPAddress) ] Ky 7 XU R Rib, IP 7 KL ADOERE RN 2 H,
[+] 22V v Z LTIP 7 RLAZEAER LET, ZofITlE, 25T Sinside-employee-
if-ip T9°,

[OK]ZZ7 VU v 2o LET,
[fR7F (Save) 1227 Vw7 LET,

T—BA U E—T 24 ATOFAF Iy DNS A MAOBRE
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A3 327 DNS (DDNS) (X, IP 7 FLAF/IFHRA MABRLEFENL-WIDNS DY YV —ALa— K%
HHTHDAD=ALTT, A v H—T 2 AN Be X T T o ya=r 7 a L CRGEINTZT A
2Dty DDNS 1% [FMC O & &M H L CHBIMICADNCZR Y £9 (Web R EFRR) . Z O EE,
YokyF Fuorla=F TR, ATOMEATEET,

[7 /34 2 (Devices) ]>[7 /341 22 (Device Management) ] #i®{R L £,
WMEiA L H—T 2 A BN 5T 7 L—F (Demo) O [fFfE (Edit) ] 7 A =2 %27 U v

[DDNS# 7 /77% (DDNS Update Methods) 1 # 7% 27 U v 7 L£7,
[+:Bn (+Add) 1 %727 VU v 27 L. DDNS ¥ HiEZBML 9,
[DDNSHE # H71E D01 (Add DDNS Update Method) ] 7 4 v R T, IRD/NTF A — X & ik

[724 (Method Name) ] 7 ¢ —/L RIZ HIEOL4RTEZ AT LET,
[FMCOZ (FMCOnly) A7 v av iRz 22710 v 7 LET,
RIS UC [k (Update Interval) ] 2% @ L £9, ZofTik, M5 5T,

AT w7 .
AT w7 2.
& [_/ 32 ﬁ‘o
27 v 7 3. [DHCP] 47 %2V v7 LEY,
AT v 4, fEloo~_2A T [DDNS] 227 VU v 27 LET,
AT w7 5.
AT w7 6.
AT w7 7.
ELET,
i.
ii.
iii.
Add DDNS Update Method 7]
@ Firewall Management Center Only DDNS update method sends IP address updates to Firewall
Management Center only. This option is available only for devices registered via Zero Touch
Provisioning option.
Method Name: FMC DDNS ‘Web ® FMC Only

Web Update Type: Al addresses

Update interval

Day{0-364): 1 +  Hour

0 T Minute: 5 % Second: 0

AT w7 8.

AT w79,
AT w7 10.

AT 711,

AT 712,

[OK] &7 U > 27 LEd, Bk L7-J71:2 [DDNS®E#1/71: (DDNS Update Methods) ] 7—
TIVICRRESNET,

[DDNS1 v % —7 = A A% E (DDNS Interface Settings) 1 ¥ 7% 27 U v 7 LE7,
i) DNS BE 4B 2581, [+8m (+Add) 1227 U v 7 LET,

[#4F 3 v 7 DNSEEDENM (Add Dynamic DNS Configuration) ] %A 70 7R v 7 A
T, WDNTA—=ZEFELET,

[fv#—7 =A% (Interface) | Ky 7 HZ 7 U A NS, X=X T 7B ADBRE A
H—T A AR LET, TOFITIL, 1 ¥ —7 A AT outsidel T,

[5x4 (Method Name) | K v 727 U R b, {ER LI FEZERLET,

[FA +4 (HostName) | K v 7 XU A KD, RA M OEREZEIRT D0, [+] 27
Uo7 LTCHRANEREERLET, o<, 2% Shosthame T,

[OK]lZ#Z7 Vv Z LET,
[#7F (Save) 127 U7 LET,

T T — MREDERBLOT NI RAETNA~DT T L— D BT

AT v 7.
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AT T

AT T
AT T

AT T

AT/

AT T

2.
3.
4.
5.

6.
7.

MBLA VB —T oA AEBINTHT 7 L— o [#E (Edit) ] 742> %227Y v 7 LET,
[T 71— hi&E (Template Settings) 1227 U v 7 LE7,
FEMDA T [Lf% (General) 127V w27 LT, 748 2% BMLET,

DA T [EFT N~y E 2 (Model Mapping) ] 227 Uy 7 LT, o7 L—F a7
NA AT LT LET,

[€£7 /L~ vy 70N (Add Model Mapping) 1472 U v 27 LET,

[ET A~y 7 DEM (Add Model Mapping) 1 %A 7 a0 7Ry 7 AT, IRO/RXT A —X
[7 /314 2E7 /L (Device Model) | Kue vy X J A Mpnb, EFAVEBRLET, ZOFIT
L. £ /L Cisco Firepower 1010 Threat Defense /31 A T,

[ET A X —7 =A% (Model Interface) | Ku v 7 X U X RInE, T—H A X —T =
ARAENEA VH—T = A AR L FET,

[#1F (Save) %27 U w27 LET,

Add Model Mapping

]

© Map the template-defined interfaces for each device model that you want 1o apply this template to

Cisco Firepower 1010 Threat Defense ~

A1 you are applying the template on a high-availability device, ensure that you reserve an interface
for failover and another for state link.

Clear Mapping Reset Mappings O
— S

Ethernet1/1 outside1 Ethernet1/1 X v

Ethernet1/8 inside -trunk. Ethernet1/8 X W

ZTP %#{fEH L 7= Threat Defense /34 ADF R — K

AT w7 . [ /34 % (Devices) ]> [T /314 24 # (Device Management) ] 3R L £,

A7 w7 2. [ (Add) 1> [F/34 2 (7 4% —F)

(Device (Wizard)) 1% 27 U v 27 LET,

AT 7 3. [7 /314 2 %4 (Device registration) ] 52T, [+ 7 /%5 (Serial Number) 1 %7 U v

7L, [k~ (Next) 1227V v 7 LET,

Add Device (Wizard)

o Device registration method

Registration Key

Register device using registration key

levices using the senial number (zero-touch provisioning)

AT w7 A4, [F 34 20 & (Initial device configuration) ] T, kD /NT A —Z & E L £,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.
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Add Device (Wizard) (2]

1 ) Device registration method
Device registration method Serial Number
o Initial device configuration
Choose initial device configuration method
Basic (® Device template

Preconfigure settings using a template. A template is applied on a device after registration only if the device model and version support template application. If
not, the template is not applied, and the initial deployment is skipped. For more information, see the Online Help.

Device template *

Demo X v @ Device models supported for the selected template

Access control policy : site2site-acp Firepower 1010 Threat Defense

This template requires devices to be managed using the Data interface. Ensure that the device's connection to Management Center is from the Data
Interface.

Previous Next

i. [T AF771L—L (Devicetemplate) | 47> a Ry %2710 v 7 LET,

i. [FAAATFT7L—1 (Devicetemplate) | Ku vy 7 X T U X RWE, T8 ADT /A AT
YT L— MEBIRL, [k~ (Next) 1227 U v 7 LET,

AT w7 B, [F 314 2Dt (Device details) 1 T, U T2FETLET,

i. SampleTemplate.csv # % 7> 1n— KL %7, Management Center (Z CSV 7 7 A V%2 T v/
n— K558, ZoBL(EFRLET,

ii.  HTFNAAONENRT A—4% ([F7:4 (Display Name) ]. [2 U 7 /L% (Serial Number) ].
[BH#E X2 T — K (Admin Password) ] 72 &) LBMOEHE = ERLET,

ii. CSVTyv7L—hI77ALERT I TRy 7350, [2 (Browse) |27 U v L
T, 7v7ua—KT25CN T Lb— 77 A NVERNLET, 77 m— RRIZT 7 A VIt
L CHMMERENFEITINET,

iv. CSVT U7 L—bT77ANNBNERIITy7Tr—Ranube, CSVT U7 L— 77 A /LORNEN
FEATERRINET,
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Add Device (Wizard) 9

1] Device registration method
Device registration method Serial Number
2 ) Initial device configuration
Device template Demo
e Device details

CSV sample template file: * SampleTemplate.csv

You can onboard multiple Threat Defense devices by uploading a properly formatted .csv file containing the following information for each of these
devices:

Filename:

PRI-ZTP-Demo.csv Browse

€ All entries are validated successfully.

Display Seri Admi i $insid ployee-if-ip 1-if-ip
PR1-FW-01 - Spoke FI1C28291ZDZ.local 10.71.254.6/29 10.71.255.1/32
Previous

Cancel Add Device

AT w7 6. [F /34 20BN (Add Device) 1 %27V v 7§25 &, T3 AOBEPERKB SN ET,
T T L— RREIL. T3 A2 Management Center (Z1E# 1288k S =% H S E 9,

[i@#1 (Notifications) ] >[# A~ (Tasks) 1 V4 > R TlX., T/ 2Rk, T34 A, BLIOTF A

AT o7 L— NOMAICEET I A v —U 2 RRTEET,

[T A4 A7 7 L— O (Device Template Apply) ] LAR— NI, 7o 7 L— hNE#HT 5% 27 0358
TLERBIZERSRE T, ZOLER—MI, TAATOT U7 L— FOBEANKS LG E & LR LI-5HE
DO HIFIZTHONWTHERENET, [@% (Notifications) ]>[# %2~ (Tasks) |7 4> RURNIZZDLAR— k-~

DY I RFRINET,

AT w7 7. [ /34 2% (Devices) ]> [T /31 2% # (Device Management) ] Zi&IR L T, A HR—F 4

VT ENTT A A PRI-FW-01 23R R L E7,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4)
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B®F—ZEAL = Management Center N ® Threat Defense /N1 AN F > 7R —
I\‘i

Management Center THEkF—Z 4 E L, EHEZERTHI LT, fxOT A ALBETEEST, ZOHIE
X, TNA AT 7 L— hOFEEIZER/ <. H—® Threat Defense 7 /31 A& 4 v R — RT DG
nET,

v ZOBEITIE, T L — FEEAETICT A AL R — R LET,
Xy hU—2 bR Y

ZDOFHITIE, BEEF— A LT, MCT-FW-01 &\ 95 B {48 Cisco Secure Firewall /314 2% 4
R—FLET,

Ca

T

b 2% ISP2 CPE

)

193
192.133.243.192/26

DHCP
outside2 | GEO/O

a "

FTDv m = MCT-FW-01
- -
254 | GEO/1

inside-employee
10.74.254.0/24

N

G1/0/9

MCT-SWo1

SVI120 | .1

Employee VLAN
10.74.120.0/24
MCT-Client71
10.74.120.50/24

X 2. BEDXy hU—7 FRE PR
ZOXy hU—7 MRV, 77 AT U=V EAL v TFEN L THEI 22— —% A U F—y MR
DH/MEERT O— Kty T v T ERLTWET,

o A UH =Xy B RY NT =T FELFINT Vv I A=y bERLET,

e ISP2 CPE :
o A UF =Xy h =B T u g H— (ISP) I[ZHHELTWDT v T AR —=LT /8 R,
o WESFXy N —2 %A ¥ —Fy MIEHRILET,

o FTDv (MCT-FW-01) - Cisco Firewall Threat Defense Virtual 7 /31 A :

o ZDTNARIT AT UA—NELTHEL, X2V 70Xy NI =T DB AT — a3 VU EAT
b\ij_o

o GEO/O £ % —7 = A A (HMF) :ISP2CPE IZHifc LE7, 7 x> b 192.133.243.192/26 /5
DHCP (DHCP outside2) #/rLTCIP 7 FL2AZ%ZET 25 L) ICRESNTHNET, 193 1X ISP iz H
V) \i—a—‘(}
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o GEO/1 A v H—TxA A (NEh - WEEEN) AL v T EZNLTHER Yy NU—271Z8HLET, 2D
A H—=T A AZIE, 10.74.254.0/24 7 %~ FND 254 THEDDHIP T RLARHD 3, ZoY
T3y MIZL DG, 77 AT U4 VERNTAL v TFHO T Yy by hU—27 & L THEGRE
i‘j‘o

e MCT-SWO01 - ZA »F :

o ZHUWERY RNU—Z AL v FThY, SVI (AA v F RIS v X —T =4 R) BFEETDHEIELAF 3
TNA A Th D ATREMED =TT,

o G1/0/9 A > % —7 =4 X :FTDv (MCT-FW-01) {2 LE T, DA X —T oA A (72138 S
TS SVI) @ IP 7 FL A% 10.74.254.0/24 7%~ FN®D .1 TH Y. 10.74.254.0/24 %~ F U —
TR TANDT 74V MNP = T2 A127%0 £,

o SVI120: 4L, VLAN 120 DA A v FEEA o H—T7 =4 ATH, B VLAN OF 7 4L 7 — K
vxA L LU THIIELET, SVI120 D IP 7 KL A(X, 10.74.120.0/24 %7 %~ FND .1 T,

o MCT-Client71 - it¥(EB 27 747 k@
o ZhEFTY Fa—F—=F AR (Fyv T hyTRE) 2RLET,
o 10.74.120.0/24 ® v U —7 Zffi T 5135 VLAN (VLAN 120) O —#T9,
o ZNOMEA IP T KL AIX 10.74.120.50/24 T,
UV—77nm—
Bk —2H LA R —T 4 o 72F, 2 00RT v T RHY £,
1. Threat Defense CLI THIMIREZE T LET,

a. 7 /34 A2 Management Center OFEflZ B L £,
i. Management Center O7F A R FE72XIP 7 RLAZERELET,
i, BERY— (K 36 LFOEMT) ZHEELET,

iii. (47> =2 ) Management Center £7-137 /34 AH NAT T34 ADEHRIZH H5G1E. —ED NAT
ID (K 36 XFDIHHT) # AN LET,

iv. (47> a ) Management Center O F -4 #+5E L £,

b. TNA ADET —4 A X —7 = A A7), Management Center & Ot 2N T 5 L ) IR ESNT
WHZEEMRLET, ZOA 2 F—T A RE, AT RELEFT Y BT FOWTHUZH 2N
\i‘a_o

2. Management Center 7 7'V 7r— 3 »C, ROFIEEZFEITLET,
a. 77 L—bbYELBRLTT A AZEBML, A7 2T T/ ZARAMELITIP T FLAZA
JILET,
TNA ZADERRBEANTILET,
AIDOFNATT ™A ANTFEE LT BERFT—2 AN LET,
(A7 ar) —EONATID ZEELET,
e. 77 EBARHENRY —EBRLET,
f. (F7vary) 48 ARV YTET,
Threat Defense 7 /31 A2 ® Management Center ~D ¢

o

a o
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2Ty 7. WA L H—T A A~ SSH Zffifl L C. Threat Defense CLI [Z#%#t L £,

A7y 72, a—P—HELRRU—RFEEHLTre A LET, 774V hOa—F—41F admin T,
T 7 4 hO/SAT — KX Admin123 T,
firepower login: admin
Password:
Last login: Thu Feb 6 15:09
A7 w7 3.  Threat Defense [ZHjO TR A 2§25 &, =0 Fa—H—F (L 28KFE (EULA) ICFRE

L. SSH #fiafiH L T\ aEHEaIE, BHE ATV RE2EFTL L0 1kvbnEd, £
D%, CLlty F7T v 7227 V7 ERFERENET,
AT v T A, TR, T AREET 57250 Management Center 235 E STV RN D L& ARk
E'}g\ Liﬁ‘o
> show managers

No managers configured.
AT w7 5. Z ® Threat Defense # & #9-% Management Center #i8/1 L £7°,

configure manager add {hostname | IPv4 address | DONTRESOLVE} reg key [nat id]
[display name]

ZoBITIER, ROEREFRELET,
- Management Center @ IPv4 7 R LA : 192.33.243.243

- Bk — :cisco, BERF—IT. 1 HRV A AREREA -2 Ly FTE, i3S
(A~Z, a~z, 0~9) | BLUNA T (-) 2L T, 37 X FUANTHELET,
BE—ITAA AL —ETHLILETHY £HA,

- NATID : met (Z®fITix. Management Center IZ NAT 7314 ZADERICH D120, — 5
D NATID Z AN 2 0ERH Y £,
- FUrR4 : FMC
> configure manager add 192.33.243.243 cisco mct FMC
Manager FMC successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.
AT T 6. X=X T I RAAOT —HA B —T 2 A RAERELET,
Z OfFITIX, GigabitEthernetO/0 1ZEEE N7 7 4 v 7 IR ESNTZT —H A X —T = A A
ThY ., outside2 (I7—F A L F—T = A ADLAHFITT,
> configure network management-data-interface
Data interface to use for management: GigabitEthernet0/0
Specify a name for the interface [outside]: outside?2
IP address (manual / dhcp) [dhcp]:
Comma-separated list of DNS servers [200.67.222.222,208.67.220.220]:

DDNS server update URL [none]:
T=HAE =T A ATER T 7 4 v 7 BT L L ICHRESNTVET,
AT v 7T THALRCERESNET R =V X OFEMEHERT 21213, ROa~vy ReFTLET,
> show managers

Type: Manager
Host: 192.133.243.243
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Display name:

Identifier:

Registration:

AT w7 8.

FMC
mct

Pending

FRA AL, IP 7 R LAY 192.133.243.243 @ Management Center |2 L > CTEHL S5 X
ICRESINTNDZ ERXGD £,

A B =T 2 A ADFEMEMERT DHIZIE, ROa~v >y REEITLET,

> show interface ip brief

Interface

IP-Address OK? Method Status Prot

GigabitEthernet0/0 192.133.243.221 YES DHCP up up

T4 A % —7 = A A GigabitEthernet0/0 73 DHCP IP 7 N L 2 & HufF L T\ % Z L 2337
DET, ZOBIOT—H AL H—T =24 ADIP T KL AL 192.133.243.221 TT,

Firewall Management Center ~D 5 /XA X D& &k

AT 7. [ /34 % (Devices) ]>[7/31 2%&F# (Device Management) | Z&#iR L £7°,
AT T 2. B (Add) ] ey 7 X7 A=a—nhb, [T/34 2 (Device) ] #EIRL £,
AT w7 3. [&&k*— (RegistrationKey) 1% 27V > 27 L, [k~ (Next) |27V v 7 LE7,
X 3. F A ZDEM
Add Device Q

Access Control Policy:*
site2site-acp

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for infermation about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvS0 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

AT w7 4,

[7 /34 2B (Add Device) | ¥ A 707 Ry 7 AT, IRONTA—HERELET,

[ZFA B (Host) 1 74—V Rz, BINTHTNA ADIP T RUAEZEFFRA N EATLET,
Z OB, T/WNJ\NAT@ CRICHAHTD, TDOT 4 — )L NIIZEAOFEFICLET,

[Z8/~4 (Display Name) ] 7 ¢ —/L FiZ. Firewall Management Center (2R3 57 /31 AD4,
AiZ AN LET, ZOAFNIAECTCEEHA, ZOHITIE, FrR4I1E MCT-FW-01 T,

[%6%%— (Registration Key) | 7 ¢ —/L FiZiE, ¥R E L F OB —2 AN LET, Z O
TlE., Bk —IL cisco T, ALY v 3T, CLI 2 LT Threat Defense OHJHAFR E %
SETLEEEIL, Z20F—%EELE L,

[7 7 & AH#l#1AR Y > — (Access Control Policy) ] ke vy 7Z o U A R, 77 AHHER Y
VB L ET, ZofITIiE, site2site-acp ARV —ABIR L £,

[~ E®ONATID (Unique NATID) 17 4 —/L FiZ, ¥ ELFHL ID 2 AN LET, ZOfT
X, NATID iX mct T9, RiDEZ 3T, CLI Z i L T Threat Defense OFIHIREX5E T
L&z, @l LTCzZoID&FEELE L.

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 14/19 _—



AT 7 5. [&&% (Register) 1% 27 U 27 LET,
TN ARG S AVE T,

[‘FHID (Notifications) ]>[# A7 (Tasks) 1 7 4> KU TIL, 735 ARGk E T /34 AR
BT AR v — VA F R TE T,

Deployments Upgrades A Health @ Tasks + | @) show Pop-up Notifications
a|
© Register
Registration 44s X l!

MCT-FW-01: Started device discovery

JRBADGE T 95 £ TITIFE D0 £77,
A7 w7 6. [IEB (Deployments) 1 %7 %27 Vv d5L, T4 ZABBOEHA v —VEHERTE LT,
AT w7 7. T ABERINTE T LT 2 & MR T DI21E. 73 A0 CLl TROD < REFATLET,
> show managers

ZOFITHE, LFTOH T, T34 A2 Management Center (2% L TiRES N TWH Z &
ZRLTOWET,

X 5. <R — V¥ DFEIR

o [F/34 % (Device) 1> [7 /34 2%&# (Device Management) | Zi#IR L C, A AR—F 4/
SNz MCT-FW-01 734 A& F R LET,

o TNRAREIT VI THE, REBFLDT —HEHA L H—T oA ANFREINET,

N
X 6. AVE—T AR
Firewall Management. Center Overview  Analysis  Policies  Devices
MCT-FW-01
Cisco Secure Firewall Threat Defense for VMware
Device Interfaces Inline Sets Routing DHCP VTEP
Interface LogicalName  Type Security Zones
Management0/Q management Physical
I_Ec,igam[x-vemetom outside? Physical  outside-zane
N ‘E
AV E—T =4 ZDEM

ZOBITIE, WNEMR#E R v B U — 27 FICERE S 7z GigabitEthernet0/1 A > 4 — 7 = A A &FHE L £,
AT w7 . [7 /34 2 (Devices) ]> [T /31 2% H (Device Management) | &R L £,
AT w7 2. WETDHDTNNARAEI ) w7 LET,
ZOHITIX, MCT-FW-01 DA v X —T = A AZRELET,
27y 73, [fE Edit) 174202270y LT, 74 ARELEHRELET,
AT w7 4. A > 2 —7 =4 2ADfmEHE  (Edit Physical Interface) 1 ¥ A4 717Ky 7 AT, RO/
A—H B ELET,
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i. [%4A0 (Name) ] 74—V RiZ, A X —T A 2% AN LET, ZOFITE, A ¥ —T=xA
A4 1% inside-employee T,

i. [A%) (Enable) 17 =y /Ry 7 A&t LT,

ii. [EX¥=VU7 Y —2 (SecurityZone) | Ky 7 X7 JA NS, V—VERINLET, 20
1 Cl%. inside-zone Z iR L £,

iv. [IPv4]%7 %27V v Z7 L%, [IP¥A4~7 (IPType) ik, [A¥T 1 v 7P (Use Static
IP) 1T B0 ERH Y F7,

V. [IP7 FLA (IPAddress) 1 74—V RIZ, A¥ T 4 v 7 IP7 RLVAZANLET, ZOHIO IP
7 K1 A1 10.74.254.254/24 T3,

vii [OK]lZZ7Uw 7 LET,

vii. [fR1F (Save) |&272 VU v 7 L%,

N—TR9 I LV F—T A ZADFRE

=T Ry A B =T oA AT, WA L —T oA AT 32— AV 7 M= THAAN X —T =
AATHY ., BEOYPA L Z—T 2 A AEZ N LTIPVABLIOIPVE ICEETEET, V=T RN 7 (L H—
T2 A AIRAEEOTRICENL L E T, EEOWHA L X —T 2 A ANBT IV EATE LD, 1 OB8F 7
L7eGa, oA v E—T A ADBNLV—T Ry 7 LB =T 2 A ATV EATEET, V=TT L
H—T 2 A ADFEHFIEZOWTIE, ZOHA ROKRY-THBHLET,

AT 7. [f > —7 =4 ADEM (Add Interfaces) | ke v 7 X7 U A Nnb, b=y 7 A
v H#—7 A A (Loopback Interface) ] Z K L £,
AT T 2. [—#% (General) | # 7T, IRONTA—FERELET,

i. [#480 (Name) 1: V=T NRNw 7 A X =T =2 ADLHIZATILET, ZOFITIE, A ¥—
7 = A A4 1% loopback1 T,

i. [A%) (Enabled) ]1: V— 7 v S B —T A4 AEHEMNTHHELSIE. ZOF v 7Ry 7 A

A AT LET,
iii. [v—7,32 7 ID (LoopbackID) 1: 1~ 1024 ®O/L—7 w7 ID #AJLET, ZOHITIE, ID
X1 T,
AT w7 3. [IPva] # 7% 27U 27 L, [IP7 L2 (IP Address) | ##&E L £,

ZOF@O IP T KL A% 10.74.255.1.32 T,
AT w7 A4, [OK]Z27 U > Z7 LET,
A7 w7 5. [{R(F (Save) 1227 U v LET,
AT w7 6. Management Center A == —/3—"T, [J&F (Deploy) | %27V v 27 LE7,
ZDOFHITIE, MCT-FW-01 734 2% 412 LT, BB (Deploy) 1227V v 27 LE9,

CLZER LA V¥ —7 = f AR DT

B —%HL TRy NI TR, ALV R—FT 4 7 LT2tkiE, B#ETITXTCOA 2 F—T =4 R
OER, NER, —T Ry 77 ) BN, BESNZIPT FRLAZEFICEASLTWT, FEAETHLZ L%
WeRT 5 Z L NEETT,

27 w7 1. [FT/3 A (Devices) ]> [T /31 2% (Device Management) | #E4R L £,
ATy 72, BEXF—EFERAL AR =T 4 T LT ARV v LET,
ZOFITIL, 731 A1 MCT-FW-01 T,
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AT w7 3. [7 /34 % (Device) |47 %27V v7 LET,
AT w7 A4, [/ (General) |= V7 TCI[CLI] %227 Vv LET,

MCT-FW-01
Gisco Firewall Threat Defen:

Device Interfaces Inline Sets Routing
General /LT
Name: MCT-FW-01
Transfer Packets: Yes
Troubleshoot: Logs
Mode: Routed
Compliance Mode: None

Z OB TIL, GigabitEthernet0/0 (#145) . GigabitEthernet0/1 (INHE) . 35 X O Loopback?
A E =T A RFEWELTEBY, RESNTZIP T RLRAZEFICESE L TWET,

MCT-FW-01

Cisca Sacurs Firswall Thre

CLI Troubleshaot

»_ Command:| shew Interface (p briet < Exccuse € Refresh | (1) ooy Dovice: | MET-FW-01
Device. Intertace: =

General

Name:

Transter Packsts;
Troubleshoot:
Mode:;

Complisncs Mode:
Partarmance Pronie:

TLS Crypto Acceleration:

Davice Canfigaration:

OnBosrding Method:

Associsted Dedcs Templs

AT w75, WNELR v U — 27 ~OREMREEEZT A P LET,
> ping 10.74.254.1

Sending 5, 100-byte ICMP Echos to 10.74.254.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
AT v 7 6. SBRy MU= ~OREAREEET A P LET,
> ping 8.8.8.8

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/10/10 ms
AT v 7T, N—T Ry I LB =T 2 A A~DEEFREMEEZT A N LET,
> ping 10.74.255.1

Sending 5, 100-byte ICMP Echos to 10.74.255.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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SD-WAN % &l L O oo o — 2 r— 2 O FEMIZ Wik, _[Cisco Secure Firewall Threat Defense SD-
WAN B L OBV A Bl #2528 L T 7EE0,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-deployment-guide.html
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