atfran]e.
CISCO Cisco Public

Cisco Secure Firewall Threat
Defense SD-WAN 2%ztH L X

BANA

2025 F 9 A



Cisco Secure Firewall SD-WAN V' ') 2 —< 3 > O#E

2D KFF 2 x> &, Cisco Secure Firewall Threat Defense ¥ & U Cisco Secure Firewall Management
Center Z {3 L 7= Cisco SD-WAN [ZB8d 2 ZRIREALFADHAH L OBAHA N T, TDOHA FTIE, A
RAMEOEWZ LY —EXD SD-WAN > v b7 —7 2RI LT-HDRFANA F 74>, RE. BLUOEREE
ICDWTEREA L. Cisco Secure Firewall & L 7= Cisco SD-WAN O L7577 4 Z%ZBNLE T,

V7 by 7EER WAN (SD-WAN) VY a—3avid, SE£BWAN PSSV RR—bF2 /09 —f7T
DERBERHIAGER O, LiEry b7—2 (WAN) ~ORFOT7 70—F%EMH L FF, SD-WAN (V7
by PERBLESY FT7—7) IC&- T, EHO WAN EHFTHHNARY S —XR=XDT7 77U 45— 3 /%
ZBIRAATREIC A Y . WAN OB 7 7 A T 04— LR EDENY —EREDFEANBSZICHY £7,

HEPERO 77 Far—2avIlEBEZIKRTHICONT, X a7 TREBILINERZERT LN
REEINDLSIIHRYET, EFaT7RTIVF v b7 =0 AV 7 7R M7 0F v AERT 2101, B4
BERENDETY, TNITIZREIDD Y, BUICABLAWEREL 7 —ARELPYT LAY £9, 72721,
#B#% (L Cisco Secure Firewall Management Center (Management Center) # & U} Cisco Secure Firewall
Threat Defense (Threat Defense) 7 /N4 X% ;EA L. iRt anizLLh 7 7 Vv FEMEZERT 5 & T,
INLDFEEZRRTEET

1. Cisco Secure Firewall SD-WAN ¥V Y 2 —< 3 ¥

One-box and management for connectivity and security

CDHARTIE, BERTZ7ATI4—IL VY Ya—2aviaERLTEeFaT7R287 7V FEREBRITSH
FICOWTCEHBLES, EFa 7R 7 7AT V4=V ETIVF 2y )= PT—F 77 F v DEKRI VK-
FvhELTHRETSI LT, HBIFEA7O X 2/RELAEN D, BABREF 2V T AR T A %L
TEHIENTEEFT, o7 7A—FICLY, HElIHESNzeF 2V TR Y—Z2BAL, bF7T74v 70
V=T 47 %BEL, BETHOHIEREZHERTDHIENTEET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 2/30 R—



Cisco Secure Firewall SD-WAN D #%gE
o ¥ 2T CRENLES

o K (NT) ETTUF (RER—7) OO — X=X LA X —T7 4R (VTI) VPN b
v I

o VTl 4L 7z IPv4 3 £ U IPv6 BGP. IPv4 % & U' IPv6 OSPF. IPv4 EIGRP

© RATAYIERERAFIVIIPERFORAR—IEYR—FTEL4F Ty VTl (DVT) N7
o« VUTIBEE

> SD-WAN F/\A Z0tR&yF7AEY 3=v4

o BFEIINEZTIVFEROTNART YT L—

o FRREFEOARMLEYE—FT T FEDO VPN YRty 7 v 7H SD-WAN 7 1 H— F

o SD-WAN v b7 =27 77U = a>voaBE, BLUONRNT743—<T VY REZRZRY V7 %2T757-00E
A SD-WAN % v > 2R — K

o SASE EFA® SSE e
TV =2 a R
o N7V T RBLOTA b2V —DEA LI A Z—Fv b 77X (DIA)
o —HHELLTTIVT—varvEFALEZRY)Y—RX=2)IL—F 1% (PBR)
o CiscoUmbrella ®7=bmAa—AhHI)L k2L ID DY R— K
o fERFIREFEIIRDIEN
o BHDISP L VTHICEAZA—RFNT VY I D7D ECMP D4R~ b
o PBRZFERALEZT IV I—2aryR—20O0—-FKNZv vy
o XY NT—UDXTURALMIFIFEAOSAAN
o FaTIISPEE
o TTVT—=avR—XDAVE—=T AR TRV FIZE DL RBER/CRER

Cisco Secure Firewall SD-WAN ##E
X DFIZ, Management Center @ SD-WAN #EE% R L £,

+1. Management Center ® SD-WAN ##¢
e BAS
SD-WAN 7 4 #— K JyYy—x76
Cisco SD-WAN ¥ —&v > a Jy—=7.4.1
R—=F&EFERLEZT U S—2ay
T2V T

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 3/30 R—



tRE

Cisco SD-WAN <l —&v 2
R— R

A—Y—TAT»T 4714 & SCT %
FERLERYY —R—XDIL—F 4
v

HTTP RRDEZZ UV I RER LT
RYY—R—ZDIN—F 4>,

VTl DIL—T Ry 7 £ B —T x4 R
YiR— b

YA FE VPN ZERLEZEAF Iy
2 VTl (DVTI) DY RE—

Cisco Umbrella B& b > %L

VTl @ IPv4 £ £ U IPv6 BGP. IPv4
¥ L U IPv6 OSPF, IPv4 EIGRP @4
A= b

=t~ 2% 4 L7 VPN

NRADEZRY N LBRY S —
NR—XDIV—T 4 5

Y4 FE VPN BERZ Yy > aK—F

ALY b AYa—Fy b THRR]
RY S —R=RN=F (>0

WAN 8L P VTI A Z—T 24 X%
{%£F8 L 7= Equal-Cost-Multi-Path
(ECMP) V' —v

I—kR=Z2DY A ~fE VPN @l
Ny 7y TR VT

B4 NI VPN R LR EZT 4 v
2 VTl (SVTI) o R— b

DYU—X7.4

UY—X7.4

UY—X7.4

UY—X73

UY—X73

UY—X73

YU—X73

YY—x7.2

UY—X7.2

UY—X7.1

UYU—2X7.1

UY—X7.1

YYUy—xX7.0

UY—X6.7

Management Center 35 & Uf Threat Defense /34 X %{EH L 7- SD-WAN 7 —*% 7

IF

CORFAXVPDERIE, ROV T T 2T7ON=2 a3 VICESVWTVWET,
« Cisco Secure Firewall Management Center ') J —X 7.6

o Cisco Secure Firewall Threat Defense V) —X 7.6

CDEANAFOSEERELTT—FTI7FvHMESRBL TSI,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

(LDW_E4)

4/30 X—



£ 2. Management Center ¥ & U Threat Defense 7/34 X Z{EMA L 7= SD-WAN 7—* T/ F ¥

New Vork th, NY (NYC) Newark, NY (NNJ)
Other D
L Pom— Site ID 200
____________________________________ Catayst Monk, SD- wn{u_ e

/ NYC Y ; NN
Cisco Security Cloud Control (SCC) Management Primary Hub 1 '] Secondary Hub
Formerly, Cisco Defense Orchestrator (CDO) i Center Virtual 10.100.0.0/16 i : 10200.00/16
1
------ Gy
Hem H TCP
- - 8305
sse o

i i T
| Mutwlroute t i b
| redstibution %1 8 s | NNJ-FW-HA
i eBGP-BGP | = | FPR3105
\ '

Mutual route
redstibution O | 5
©BGP-iBGP

BGP SD-WAN
AS 65070 ( ology 2,
Community 1000 e iBGP -7

_________

___________________________________________________________________________________

Statcc IP ! i i (it { ™\, DHCP

Aoz | EEOw | EEo B e | BB oienr
{ ' i i H ! ' H
tSldl: i E teSGP i E U _t—;;;; : E iEBRP
10.71.00/16 ’i i‘ 10720016 lj E,\ 10.73.0.0/16 ; E\ 10.74.00/16
________ O 1 N 1 T 1 N
Providence, Rl (PRI) Worchester, MA (WMA) New Haven, CT (NCT) Manchester, CT (MCT)
Site ID 71 Site ID 72 Site ID 73 Site ID 74

e —a—3—21. NY (NYC) : 7747 74—/ 3105 HA RT7 %2R 7754~ SD-WAN /7 (NYC-
FW-HA)

e Za—=7—27.NY (NNJ) : 7747 7+—J)L3105HA X7 %fEA7-tH %Y SD-WAN /» 7 (NNJ-
FW-HA)

e ISP1 BLUISP2 : TRTONTELRT I VFTNAZINING 2 D0 —ERTANA X —|THEHREINT
W9,

« 7AEFYZ, Rl (PRI) : Firepower 1010 % f X 7= SD-WAN 7' Z > F (PRI-FW-01)

e 7—RZ—_, MA (WMA) : Firepower 1120 %1{& X 7= SD-WAN 7' 7 > F (WMA-FW-01)

e Za—~7Y, CT (NCT) : Firepower 1120 HA _7 %{FZ 7= SD-WAN 7' Z > F (NCT-FW-HA)
o ¥YFxAX—, CT (MCT) : Threat Defense Virtual % {2z 7= SD-WAN 7 Z > F (MCT-FW-01)
« Management Center Virtual : S X TONT7BELNT 7V FTNA XEZEEBLET,

« Security Cloud Control (SCC) : tRo%vyF7AEYa=>s (ZTP) LZ DD Z 7 K7 ¥ R EE
A529 5. Cisco Security Cloud O X ADHER I/ ST RRA T4 7 2F 2 VTABEBA VX —T
1 A T4, Cisco Security Cloud

N7 TIEATEZFERLEY,
o Management Center & BIET 270 DEHREEA VX —7 11X,

e 75> F D Threat Defense 7 /34 X (ZHElnd 2T — XA v X —7 x4 R,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 5/30 R—



*x2 NTBEVORE=TDIPTFLZ
—a—3—7m. NY (NYC) 10.100.0.0/16
—a2—7—2. NY (NNJ) 10.200.0.0/16
Z7aEF > 2, Rl (PRI) 10.71.0.0/16
7 —2X4—. MA (WMA) 10.72.0.0/16
—a—~7>_ CT (NCT) 10.73.0.0/16
Y vFxALZ—, CT (MCT) 10.74.0.0/16
Threat Defense 7 /54 X Management Center ~ D& A (i
EE B LUREROEREE
« YRy FTOEY 3=V (ZTP) AR :
o Threat Defense 7 /N1 2D 7ILES%#FH
o RDTNARETINDIHRESR—FLTWET,

- Firepower 1010
Firepower 1100

- Cisco Secure Firewall 1200
_ Firepower 2100 (7.4.x @)
- Cisco Secure Firewall 3100
o Management Center % Security Cloud Control & &
o EERF—ICLBAE:
o Threat Defense 7 /31 R D&+ — % (£
o Threat Defense (RI87 /N4 RZEBL TN TDT/NA XA TaHHHR—+
o TNARTYTL—OFEIIHh DD LT HEE

TNAZRDEANEBEDAHE
SD-WAN Threat Defense 7 /X1 X @ Management Center ~DE A& {5 (CIZEHDO A ELH Y £7,
o YYTPNES ZTP 2FEAL. ZTOYVTILESEZFERALT1 D2UEDOT A ZOBAEFEZ LET,
[Onboard Threat Defense Device to Management Center Using ZTP| #Z 8B L T 72y,

o ZF$R¥—  BEFF—%45E L. Management Center TEHAEET 5T & T, E—DT /N1 RDE N EfgH
TZ %9, [Onboard Threat Defense Device to Management Center Using Regqistration Key| #Z 88 L T
{Tz&E Wy,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 6/30 X—


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-device-onboarding-guide.html#OnboardThreat DefenseDevicetoManagementCenterUsingZeroTouchProvisioning
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-device-onboarding-guide.html#OnboardThreatDefenseDevicetoManagementCenterUsingRegistrationKey

Threat Defense VPN b > )L A VX —7 4 ZADOEE

VPN b2 v X —T ARG, EE LG22y b T7—0 (TovE—LA) CREF—N—L A2y b7 —
U EEBERT MBS VX —T7 24 RATT, PRILBHTT—N—LABEALTEIIXELES, 201~
X—7 x4 XlE, SD-WAN kv RILEFOEARI Y R—% > FTHY., IPv4 & IPv6 OTHD@EEE Y HR— b
L9,

X 3. Threat Defense VPN F Y I VX —T7 24 R
e
Overlay Underlay
‘ TUNNEL
INTERFACE

Threat Defense IPSec R  FNA VX —T7 24 X

Threat Defenseld. IV —F 4 ¥ JHRELRIEA v R —T 2 A ATHARB 2N > 2—T7 242 (VTI) %
BR=—FLTVWET, TOAVER—T A REFERLT. RAEZT A4 v I7BLORAFIv I =TT iKY
—%ABEATEET, VI IE, #BHES< Yy 70772 YR MY E— STy FDEHFOLEMN% YIRS
5ZCTVPNOREXBHRELLET, ZHICLYIL—FR—=ZD IPsec VPN #EZNIC7A Y. Threat Defense
TNARGN—=T 4> T—=TIL TV bVICEDVWCEBEZESILEIFESKLES, VIIIERZT 4 v o
W—bEXAF Iy L= EYR=—FLETH, VILFF¥XMEYR-FLEHA,

4. Threat Defense IPSec R F RNV Z—T (4 R
_ I
sl _gllin: @
O ——:gp: IPSec VTI )iy
Branch Users Corporate Network

Resources

AREAT4v I RBIFRZNAVZ=T MR

ARZT A4y VRBR S ZAA Y EZ =724 (SVTD) &, N—=Y 3> 6.7 TEAIN/Y A ~E IPSec VPN
VARIIDOREMNFERINDIN—T 4 VI ABERREA VX —T 2 A ZAD—BETYT, INLDAYyEZ—T7 x4 X
IZ. BEEHEONARE IPSec VPN b 2L EHETZ L, I 7T Y RTFNAL ZROWEFNA LB E BB TE 5 &
SICLET, oA X—T 24 X%FEAL T, 2 2D Threat Defense 7/34 X8, Z7z1% Threat
Defense & Z DD XA 3 [H — K/X—F 4 BF /N AT b RV EERRTE X T,

X 5. AET4 v 7 RBF P INAVEZ—T 4R

.......... interface Tunnell

..........

{ k] 3

=--= . ==.= nameif sVTI1

=‘|'- o < ................... > s : = ip unnumbered Loopbackl
\ ; . i

tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

Static Tunngl tunnel destination 10.0.0.1
u

tunnel protection ipsec profile default

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 7/30 R—



ATy I REBIFFNVAVE2—-T 4R

W= 3 V73 TEAINIZZAF Iy IVTHE, RA v Y —<ILFHRA > FVPNEORE k2L A >R —
T4 RATT, XAF Iy VTl Tld, IPsec > FRILA >V EZ—T 24 ZADFNEA VA Z 2B L VOEED
“HIRET Y L — b AMERSNET, RETY 7L —FlE  VWPNEy 3y T EICEBORET 7224

VR —T A REENCERLET, XA F Iy VT IE, BHD IPsec tx2 T4 7YV IT—

avEt

R—PFL, AR—ZICE>TEREINL-EHD IPsec tL 7 X—2Z T ANET, TOA R —T x4 XlF—

AETHY ., AR—7 DAL+ 2V ELEREHIBTEET,

[ 6. ZAFIvIRBIFRNVAVE2—T AR

interface Virtual-Templatel type tunnel
nameif dVTI101

..........

ip unnumbered Loopbackl

Spoke heeeeeeot 10.0.0.1 tunnel source GigabitEthernetl

tunnel protection ipsec profile default

bty Static Tunnel  [iVag Virtual Template E Virtual Access - . 4

interface Virtual-Accessl

tunnel source GigabitEthernetl
tunnel destination 10.0.0.1

{
|
‘ ip unnumbered Loopbackl

NTT v RRR=VREATIE, RAR—=0TNAZRPNT~OERERBT L. NTIHRET Y7L — r %A

LT, BAFR—ZICEABORET VR v R—7 24 X%&2EKRLET,

Spoke 2 FTD P - i Auto generated Hub FTD
Z Virtual Access Interface

i D -
- >
% :=F.5 m’ 5 ’ - SEEEEs
1 H &

A,

- = i
Spoke 3 FTD : N == == == = |SP Links
Static Tunnel Virtual Access @ |PSec VPN Tunnels

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4)

8/30 ~—



Cisco Secure Firewall Management Center Z f£ /3 L 7= SD-WAN #F —/N— L 1 O & [

VE—F 7TV FE2RRAMICER I 2EF2T7RBFY NI —0AV T IR0 F v 2T 50IERET
9, SD-WAN FREYATINODTNA X ZFETHRELTERT 201E, KEAL/DN S5 XL 7 —DEE
LYT W, SEFIFRGEAMTHRY FT—EREDREENRELZY, X2 T 1 ORBELIREELY
THAREEL DY FT,

Management Center Tl&. # L > SD-WAN 7 4 #— R&ZFERL T, RROKE (NT7) EVE—-—PDT TV
FHA b+ (RAR=7) BDOVPN b v RILBLPIL—FT 4 VIR EABEICERETCEET, 2OV H¥—FT
. NTICXAF Iy I REBr Y FLA v Z—7 24X (DVTI) %, ZR—=2I2SVTlI (RE& T4 v 7{RE >
ANAVR—=T A R) ZERBLT L= FX=XDVPN b2 %E F—N—L A2y F7—2DBGP &%
EEEHICHEBMICEEL X9,

=L

7 —7% 7 H—3 £ Management Center @ SD-WAN 7 1 ' — FZ{ER L 7= SD-WAN F—/X—L 1 DFRED

S > T, [Deploy an SD-WAN Overlay Using Cisco Secure Firewall Management Center| %* <88
LTLESE 0,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 9/30 R—


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-overlay-route-redistribution.html

AL MAVR—Fy N TR EFERLEZT7 V=3 VBEDIL—
TA T

e avTlE, EAL O Ay g—3yv Ttz DIA) #FEBRLET7 ) r—32 3 vBEDIL—
TAVIICETAERERBLES,

WERDFy b7 —9 DFEE

ROFy FT—VRBRATIE. €M IAYA MOERT7 AT V- L EFERLT B—HLaA—HY—-ETF
VFA-Y—OMAICEF 2T RTIVEAZRELTVWET, ZOT7—FT7F ¥ CEMSERERAATEEICRY
FIH. BELINIZVPN b RLZNL TR P TALY A FZBBRBTE2INTOA VY E—Fy MBEZIL—
TAYILET, TOHETIE, Xy FORBE, FOoy 7 BEOY Yy X—»r4E8MNMT 20841 HY £F,
IZLDGBE, IAXA M ELAEY, FEHIIBOBEENMEZ, *v V7T—0BBIALVEMEICIRY £9,

FALI P AVE—2y b T EADBE

kDY T = OBBIZHLT 275ED 120, ALV b AvE—%v s 771X (DIA) DEAT
9, DIA (. Cisco Secure Firewall TEATE 2 E%E 7% SD-WAN #ETd, TNERY > —_R—=ZXDI/L—
F4>v% (PBR) ZMALTHY., 77U Tr—o a3 vEHHUL—FT 7P ENE T,

DIATI \Aﬁ&£#5@7fuv—yayL%ﬁ47&—ivb‘ BEL—T AT INDID, DA~
R—y FEBEDO TV v ZEBTEET, JOEREICK Y BENEREIN., 21—V —EFBRArmELET,
77 > F O Firewall Threat Defense 7 /31 X (Z, 41 VR —F v b A7y b RAV b E2FERALTERESNE T,
PBRAEYU Y —IFIANA Yy Z—7 oA RITERIN, IERT 7RG X b TERE NIy b T =7 K—
b, 2—Y—%Z 2—Y—JIL—7 TV r—rarv, vt¥xa VT4 NL—=7%7 (SGT) HREDBMEICEDIW
TBELZHNLET, #RSNBEIZ. EHAVER—T A ZENLTA VR =3y MIEEGREINET,

Physical connection

Internet VTl tunnels
Applications |[—' <> EoMPzones

—» DlAtraffic

[ ] sl 1y .
= - 0 H =
En— o
Branch ISPz Hub
Branch Threat Threat Corporate
Users Defense Defense network resources

PBRZ(ERL T 74 v 7 Z2FET 23EICIIUTADY £7,
« EETIP 7 RLAR=—RDIL—F 47 (RN—= 3> 7.1 L)
« TV = avRBBEBEL—T 4T (N=Y 3> 7.1 LK)
o NREZRY VI HRFERLET IV r—>av@BREBL—T4 7

o IPR—X (=23 7.2 L&)

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 10/30 *—



o HTTP R—X (=23 7.4 L&)
o« FTATYTATAR=ADI—T14>2 (ADA—YH—, 21— —JIL—7 BLUVSGT) (N—Yar7.4
LUBE)
RYS—R—=ZIV—F AV ITDRAT
U’J"—“/El W\ﬂ&g:)b_T4 /7
Threat Defense T /34 X1, 77U r—2avICEOWTEEAA V& —% v MMIBEEXELE T,
Management Center ZEA L7:7 7V 5 —2 a3 vEEBEL—T 4701 —HF—T7—770—FRDELBY T,

1. A—F—=H. WINHDEBTEEDNS Y — "= (I L T1 2 IFEHDTTY 5 —32 3D DNS K%
FwmLEY,

2. Threat Defense 7/34 Z(Z, DNS 5B A2 AX—E > 7L, RAXAVEREZNICHIETDIP 7 RL XERFEL
9,

3. 77U —avidfElR. PBREYS—DA Y Z—7 A RBERICEDWTHNA VX —T7 24 RICEEEINF T,

Branch
Firewall

SaaS

©) LU Internal-LAN :==! — e
== Webex
g @ 0 L :

Trusted DNS
Server

ZofBITIE, PBRAEY > —IE, ISP2/f\/’/'1—7147\75:f|\b’CWebexf&&“@Web/E\u§77U’T—*‘/a‘/iﬁ
BaEEL. ISP2 AAKRKL7ZIGEIE ISP ICEEN 74— ANy 7 LET,

NRREZZY T %ERLET TV —2a vRBEEL-T1 7

Threat Defense 7 /81 Rl&, UTNLRALA MY v 7L, RBICGTEIN XX ZFERLT 77
T2 aviRERBEEA X —32y MIEELET, XREZRXRY VI TERESINIZAVZ—T 24 XD
&. Threat Defense /34 ZF ICMP £7:1Z HTTP 7O —7%EAL TCINoDX M) v 7 2EHL., BiE%
W—FT 4T T HIDDRA MR ERELET,

RIZDEZZ) Y PIERENBEEAF I v oA MY v 7 IERDEEY TT,
e 7Y R MYy A (RTT)
o VYR
o« FHAEZF TS (MOS)
o /Ny MEK

ZDFITIE, Webex LU Splunk 77U T —> 3 v ORI ENRIAP, RAEZZY T A MYy ZICEDIN
TEMISEREINET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 11/30 R—2



00 webex

by €ISCO

Ho,
[m]

Branch Users

Branch FTD

splun
== e = |SPlinks

~——p Primary path to Webex
Secondary path to Webex

»  Prim path unk
Secondary path to Splunk

—&

Corporate
network resources

il
ipE

Hub FTD

IPR—ZRDNRREZLZYTDAVE—F Vb

o« NXEZARYVZEY 12— (PMM)

CICMP 7O—7%FERLTA MYy 7 E2INEL £T,

o« RUY—R—ZJI—F 47 (PBR) T :PMM A o08@EEX M) v ZICiE->T, HA4 v 2—7 =

A RN L TEBEZL—Ta1 I LET,

ICMP Z B LA v 42—T7 x4 XRE=_ZY vro7o—7HEiE 1 #cd,

IPR—ZADNREZZVVITDT—FTIF+
Management Center TD IP X—XD/XXEZX
T—0 78— ERDEEY T,

Uy R ERLET 7TV r—a vElB#RL—FT 7D

1. PMM L, EZX U VI WROFEFEHLICICMP 7 O0—7%2%kEL £,

2. PMM IE, 412 =T A XA MYy 7 ZFELTT—XR=RIREFELET,

3. PMMIE, PBRI VPV DEFICETE2A v XZ—T7 A XD Y X b ziREELE T,

4. PBRTY YV VL PMM T—ZR=IWLRFOA ) v 7 EBELES,

5. PBRIVIYVIE AV R—Tx2AREX M)y TIZEDWT, =T 4 VI OBEHET —X/NRRIZT vy a

LET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

(LDW_E4)

12/30 ~—2



X 7. IPR—ZADNRAE=ZZY VT EERLET7 TV —avBE8L—FT4 07— 70—

ICMP ping
monitored
destinations

“F’"“
(LN e

Packit boss 0%
MOS: 450 L
East updaned: 20 secand(s] ago Lost updated: 20 second(s ) sgo

ZDFITIE, ISP2 1 >R —T 24 XD RTT A ISP1 @ RTT LY {EW®H, PBRIVIVIFZIDX Y v ok
FELOISP2AVR—T7 AR EN L TCBREEZZEL £9,
HTTP R—ZRAD/NRREZZ Y IDAVE—RV b

e HTTP 25 A7V b : BEZR YV INERD K AA Vv F 1137 7V —>aVICHTTP 78 —7%%EL. &
% PMM (CEk L £ 9,

o« NAEZZRYVFZEIS2—IIICMP £7-1Z HTTP 78— 742N L TX MY v o %5tEL, REFELXT,

e RUY—R—I N—TF 47 TV I PMMOSLDOTRELRX MY v ZICiE>T, HAOA VY EZ—T 4 X %N
LCBEEIL—TA 7 LET,

TV —varvEZZYryso7o-7BEIE 10T,

HTTP R—RDNREZRY Y TDT—FTIF v
Management Center TD HTTP R—XDNXREZLXY V72 ERLIT7 7 ) r—2a vBEBEL—T 4 7D
T—77HA—lERODEEY TT,

1. HTTP 2 2 A4 7 FEY 2 —JLid. DNSIZT Y FUDEESIN/Z R XA VICEHLTRX -y ransd e, 77V
r—av EZRZY O ERBLES,

2. PMM Z, 1> R —T2ARAX MY v I 2FABLTT—EZR—XITREFLET,
3. PMM Z. RXA Y TEDA MYy IBEEHAA YR —T 24 A% PBRIVYVIC30MTEICRELET,

4. PBRI VI VE, AV E—Tx2AREA N Y IICEDWT, =T A VI DEFET—X/XAIZTval
9,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 13/30 *—>



X 8. HTTP R—ZRDNREZZ Y VS %#FERALET7Z 7V r—2a vB#BL—Fav5D7—o 70—

I - At et0/0)

Domam Name: Webex com

RTT average: 1142 mcrosocond(s)
Jmer: 112 microsecondis)

Packot oss: %

MOS: 3.50

12 socondis

E BETHRARTEINI T3 Vg HTTP 2747 b EZ2—LUNAISP1I AV X —T7 A X%EHLT
Webex 7 74— 3 ViBEDNRAXA MY v o2 NETIAEERLET,

HTTPR—XDNRREZZ Y TR ER LTIV r—> a vEB#NL—FT 701 —HY—7—2770—FXK
DEBYTT,

1. 2—H =21 2% IEELDT7 74— 3D DNS BXR%2FAL £7,

2. Threat Defense /34 X &, DNSJGEAZ A X —E Y7L, XA VIEREZNICHLTEIP 7L XZREL
x9,

3. HTTP 2 547 b EZa—ILid, XRREZZY VI EHICHR>TWEIHAA VX —T 24 A TERESINIT
TV =23 VICHTTP 7R—7 %% EL £7,

b FTT7HIITIE A VE—T A RO HTTP R—RDOTF7 7V r—ay EZ& ) BN E -
TLWET,

4., PMM E, AV EZ—T7 24 ZADX ) v 7 %4E L TREFEL,. PBRIV YV EHEBELET,

5. 77U —>ay BEIF. BEAGEXA Ny ZICEOWTHAA VY X —T7 2 A RCEESNE T,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 14/30 R—



Branch D
> FTD —~

—L-I— @ Internal-LAN :‘.: o /'@:‘ = —
[m] - -9 =

@ ISP2
Branch Users
olllo _©
> ISP

Jitter (msec)

O outside2 — 1l 0.8 ——  Primary path to SaaS application

» Secondary path to SaaS application

Trusted DNS
Server

ZoflTlE, PBREY »—lx, BAIDYy RX—TA v %Z—7 14X (outside & 7= (Zoutside2) % 7 L TSplunk
TV r—av@EaEL—T4 I LET,
TATVT 4T 1ARBHEN—-T 17
ThreatDefense 7 /XA A TCDT ATV T A T A RBBEN—T 4 7. ROLSBEEICESWTRY F7—7
BEEL—TAVI/THIEICEY, THVr—2arvRBEBL—T 4 v 7 %IRLET,

o I—HY—TATUT AT A

« Microsoft Active Directory (AD) 7 /L—7

« tF¥2UF 4 IN—T%5 (SGT)
COMEEICKY, AV —=TAT VT4 T4 F1ESCTICEOVWTBEDOL I A T—avAHEEICR Y, it
XB, BREE. TAM BIROTTNARTEICER DT 7 AN AEEICARY £9, Microsoft AD & Dt a
lZ 7B TH Y. Cisco Identity Services Engine (ISE) IZEE T, ISE NMEEINTULARWEEIL.,
Management Center TR — /1 /LIC SGT 2 X ETE £,

E: Cisco ISE £ A — /L SGT Z[AKICFEMAT S LldTE £t A,

~

Management -

Center User login events, SGT info A a4

@ IS5/ W

User and group associations ,,i_
sse ~
Login events with:

User-to-IP mappings

+  SGT-to-IP mappings
0 O «  AD group membership Cloud
loT devices applications
o] - 1 "
0f0 Internal-LAN sl C/\:)
al = Path selection based on PBR palicy
ARR e W ©
Guest users L j

Threat Defense

I

Employees

Management Center (32X D & 5 2ER=ZEL T,
o I—HY—OF AV ARVENESGT (AT VTATABLIOT I CRY—NN—THDISEH D)

o A—H—E I —TDEEMNIT (AD H—/N—H5)

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 15/30 R—



COBRIZ, 12—V —TAT>T4T4, A=Y= —7 FHIFSCTICESVWTHNMN VY X—T (X%
WBIEICEFRI T 5 PBR V=L ZERNT 2 7-DICERINET,

ZaXF2ILF/iX (ECMP)

N—3 3> 7.0 LIFEIL. Management Center Ul 7*5 ECMP 232 ET& %9, v h 7 — 7 BEZEHNDED
A MNRTHEETEET, ECMP IZ, WBAVR—T A RENTIA Y R—T7 24 ZXOEAZHR—F L.
V=VRHIIRK8 DDAV R—T 1A A%ZRETETET,

Prrysical connection

Intornet VT lunnels
Applications [F‘ — T P
D e DIA trafic

3 oA

Branch W Theoat Cormporate
Users Detense Detense network resources

AL b AVR2—2y b 7o€RADAVERE—ZV b

e EETELZDNS Y—N—:DIADT77TV4r— a8 TIld, (EEETZ3 DNS H—/"—%4L7-DNS X
X—bvsEFERALT,. 77V —>avERR 77TV —a vl v—7%@RLET,

o IE55ET—%42~_—2Z (VDB) : Threat Defense T/N4 X, 77U r—> avi@Hol=Hi1c, 77U 47—
vavICEERMITFSNTWE R XA, > X k% VDB ﬁ‘%ﬁifﬁbi@'o

e XY M7= Y—ERFTY s+ (NSO) :PBRATERING, REDT 7 UTr—>a v ICBEMITS
Ni=#47>x7 b, NSO IEZERIICER SN TH Y. Management Center |Z & - T Threat Defense7 /Y1 X
CEEINET,

e« 2y F7—=9 Y—ER =7 (NSG) : Threat Defense 7/°1 XD PBR FREICEDVWT/NRERET %
ICEERT 277V r—>arvndv—"7, EHO NSO ZE—D NSG ICEDHDL I ENTEET,
Management Center (&, PBRIL3RT7 7t AU X MMZE DT NSG #BEIMICERL £,

RY Y —R=2I—T 14 v 7 DEKEIER
1. Threat Defense 7/3 4 XlE, by 7RI VIETPBR KUY > —IIH LTy EFHEL X9,

2. PBRI¥IViE, BHO—HIEOWTHAM > X—T7 A R 2ERALET,

3. ILLWZYFUAPBRARYY—DKREICEBMINET,

B e bt BHLPBR R —DH2HEE. HIRLEFNAL—LEREMICKREL TS W,

4., TV FNYDIEFEZEET HICIE. BOY—T > RICKZy 77y F ROy 7 LET,

5. —ENROHNLHWEE PBRIV I VIIBEDIL—T 4V 7ICT7 =Ny LET,

E: PBRIFBEDIN—T 4 T ETHEET 27280, 7IT 47BN —T4 I T—TLO—HTHELTH, ER

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 16/30 *—



2AVR—T A RERBAT DI - ETNAXETHERATES LS ICL TS,

ZALVIP AV Z2—2y P TOCRDERE
Management Center TO DIA 7 —7 7 A—_ FE. BLURIOFMIC DL TIE,  [Route Application
Traffic to the Internet Using DIA in Cisco Secure Firewall Management Center| #Z0E L T 72Uy,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 17/30 R—2


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-direct-internet-access.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-direct-internet-access.html

SASE 5 L TNSSE V' Y 2 — 3 3 > & Threat Defense DS

VE—FTHEEL., 7777705 =2 avzERT A0 ER2E, Ty X —ICER T Y TIERD
XAV TAETILOHEMET L, 22— =D/ T7 53— XHPMETT 208814 HLH Y £9, Secure Access
Service Edge (SASE) 1. 7 7V FAFERAL T, vy b7 —0BL0tFa VT4V —EREI-HY—BLV
TNAZRDEZRFIF2H LWAETT, SASEE, EXHh L THELI—HY ATV Tr— a7 —RILR
DT IVELATEDLLSICLET, SASE 1E, IRXRTCI TV LREEINEZY 7 by 2 T7TERBELEF Y b
7—2 (SD-WAN) ¢ & F&FhbFa )T v—EREZHFEELET, TNICKY, BREITEMELRSI V7T X
o0 F v A2BEBTE R, FREOA—Y—FHETNAREFXREBEOT S r—> a v IlL2ellERTEE
ERR

2y N7 — 0 EEEBEETICEF a2 TAR2ALIELVWREICESTEH, EF2 ) T4 —ERT VY
(SSE) @Y A 73> T4, EEHAEF 21U T A#EEN SSE ot ¥ a7 4A > 7 iC
Y, A—Y—KEAAELET, SSEDFEREEEICIZ, DNS LAY EF2UT 4, %27 Web 7 — b
74 (SWG) . Y—ERELTOT7 747 7+—) (FWaaS) . 777K 772X w¥aVUT4 70—%H
(CASB) . ¥A IR b 2y h7—2 724X (ZINA) #EHRBHY £9, SSEIFSASE 7L —LT—2 D
tF2UTAEHTHY, BT, Fldry T —HMELEENDITEARSASE LY Ty TADRID
ATy TE L TERTEET,

SASE 3 X U' SSE ¢ (T

X 9. SASE B L U'SSEY Y a—vay

Zero Trust Approach

A
1{ Market convergence ><:

ok 5 5 H F © 9D

Cloud Firewall as Zero Trust Secure Web

Secure Performance- Unified On-ramp into Public SD-WAN Analytics
Py Gateway
WG)

SD-WAN based Interet Management laaS and Private
Fabric Routing Cloud

Access Security a Senvice Network
Broker (CASB) (FWaaS) Access (ZTNA) (s

o« EXAT TR Y—ERT v (SASE)
o Zxw hT7—%274 (SD-WAN) #tes ¥ 21571 (SSE) #peama L £,

o ¥¥aT7Webs—+TxA (SWG) . 77V K 704X tF¥a)F4 70—4h (CASB) . T—%18
KBk (DLP) . RERT7 7477+ —)L (NGFW) . AL ZR b+ 2y b7 =2 727X (ZTNA) 7
EDtFal) T A#pER, SD-WAN (V7 bz 7ERBELE Y b7 —0) BREDF Y b7 —U#EL
HAEHETIRMELET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 18/30 *—



o TNARFIWEIVTATADTATYTATAL VFPILVEALAYTFR M, €FaUTFasL00ar
TSAT VAR —ZHEOWT, YA SR N TR EBHICLET,

o RAMY Y a1—3 i, Cisco SD-WAN (Catalyst. Meraki. Threat Defense) & Cisco Umbrella
¥ £ U Cisco Secure Access T9,

e E¥a2UF4HY—ERXRT v (SSE)

o SASEDtFa2VUT 4 DEEEZFICERRLTVWET,

o Web, 777 Y —EX BT AR TTVGr—2 30 ~DT A RELET,
o Yy T =IO R—ZABIPAPIR—ZDFEEICL>THBAINS, 77 XEHH, ZEHERE T—%t
FalTa, EF2VUTAEZRY VT, BLUOHFBRREAERGIELG EDEENSEFNE T,

o UITTERR=—ADY—ERFBHELFT, INICIEF VT L IRFLEFI—V 2y PR—ADOVR—2
VhAEEHBIENTEFT,

o XMV Y a—3 3 IZ Cisco Secure Access T9,

Cisco SASE VY 2 —< 3 : Cisco Umbrella $ & U Threat Defense #{EF L 7=t
XaT7hBA 2=y b7 7497

CiscoUmbrella 1. 279 KR—Z2DtEF a7 A v R—Fv b F—brox2A TS5y bT7H4—LTT, 4~

K=y FOBEICT T BEHEIZEHDOL NIV TRELEFT, DNSLAVYEF 2 U T4, SWG, 777 Nt
B7747 74—, DLP, CASB. 8L UVBHA T IV Vv REREL T, IRTOT I FIHEMEOS
WtFaUTFs2RBEHLET, VE—bFREF VT L IRa—Y =Dy E—2y MIAPI T 74 v 7
i, 77 v Fho\HUEL Cisco Umbrella KA > MIEBIMICIL—T 4 7S, BREZZIT7tk. 772X
A EITESEINE T,

X 10. Cisco Umbrella

Cloud-delivered Data loss
firewall (CDFW)  prevention (DLP)

Secure web
gateway (SWG)
A‘ /

]
0E
DNS-layer
security

Cloud access security
broker (CASB)

Interactive
threat intel

Cisco Umbrella

g;; \_ SIG _}

il 1
a H it Ho—r--]
- g !
Threat Defense ON/OFF NETWORK DEVICES

SD-WAN

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 19/30 R—



'
Cisco Umbrella D& NI —R 75 —2R
SRATFAT I H—ILE KD 2 DDFET CiscoUmbrella &iaTcE £,
o —BLADNS RS —IZLY, IRTDTIVFDAVE—%v b T T74 v A RE,
o TRTDTTVFIZHIBED DNS R >~ —

o WILFLAYDNS+tF2UT 1 (Management Center 35 & U} Cisco Umbrella DNS 7K) & —)

o

BRHDHEILLINDEINCDNS BECA— Y77V r—2a v aRETHIET, BRELTEL BN
Tv MLEBEZRS L, JURRGREEZERL Y,

o NATUY FT—H—ITFE—SNTc A v 2—LXT L (DNS) RUY—%ZRELET,

11. CiscoUmbrella #{#EH L7=-—BL7=DNS KU —IC& VI RTDTF»FDL v 2—%y P BEEXRELET,

Secure Firewall Management Center

[ Comree oot Cisco

|—'—' Umbrella API Integration Umbrella

Gb

DNS Policy evaluation ‘

DNS request forwarded

| DNS response from Umbrella ‘

DNS request I‘.I
- -

- e
DNS response

Threat Defense

o CiscoUmbrella BE) b > F L ZFERLTIRTDT IV FOA VY R—Fy b T T4 v 7 %RE,
o SASE VY a—arvynEA
> Threat Defense $ & U Cisco Umbrella T~ > 1Lz BEIRICERE L £9,
o NATUy RT7—=A—ITH—E N7 DNS ##IFRY > —& Web KU ¥ —iEZRMIL T,

o AVE—Zy hNRNTFx—vrROMELE ([ &Z—2v FBIEIE Cisco Umbrella (Z/L—F 4 > %)

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 20/30 R—



X 12. CiscoUmbrella BEj F Y 2NV EFERALETRTOT SV FDA 2 —F v FEEDRE

Umbrella
Asia - Mumba
SASE tunnel

Endpoints Threat Defense (spoke) °
ispl-wan-link
. -
: -‘ '. Internet
N 4 isp2-wan-link v i
NAT gateway - °

Umbrella
Africa - Cape Town

Cloud
applications

SASE tunnel

HBOEX2UTAHRIS—REY Y

HEDEF1UT4 RUY— Z&y 7k, 7L IR, 7212 VPN 2 T Threat Defense 7 /31 X (Z 5k
INTWEIREDBFHRAEZRHLT., 2 —HY—D—BLtFa12 VT REEZZITD LS ICHRFSNTVWET, 21—
Y=Y E—FDFE, CiscoUmbrella 10—V 7 EL2a—LENLTYE—FDI—YF—IZTDNS HLV
Web RYU Y —0OREZRELES, 770F 7747 74— LORAIZWNS A, VPN BHTERL WS 1—
P—IZlE, " BL7ztF 2V T4 0EDICALRY P —Z2BHTEEY,

13. CiscoUmbrella Z{ER LB EF VT4 KUVP— R& v

Intemet
- - >
Ve “\\ N
Remote workers off VPN using l \\
\ Umbrella Roaming Module / N\
N \
Threats blocked
e . Cisco Sccure over any port Cisco
{ Remote workers connecting ) Frewall Malware - Umbrelia
\\ over VPN to the HQ /,-‘ Phishing
) - C2 Callbacks /
/
/f’ ™~ //
Branch workers /‘l On-Network " Off-Network
'\ Onsite or VPN Umbrella Roaming
- - connected Module enforcement
Roaming laptop
with AnyConnect

Cisco Umbrella HEj } > /L & Threat Defense #{EFHL7-t*a7hA4 2 —% v MEBIE

Management Center IZ& > TEHE) b > RILEREHNBINICA Y Cisco Umbrella Secure Internet Gateway
(SIG) &¥—LLRIHEATEES, ZOMEICKY., v F7—2F/34 XL DNS 5 & U Web B %

Cisco Umbrella SIG ICExiX L. SIG b x L ZFERL TRES L7 4L ZY VIR TEDZ LS ITHY T,

Management Center |3, BEREHNBRRT Y INA X Ty 7 T4 ¥ —RFEZFERLTr 2Dy 7y 770
+ X% 534t L. Threat Defense 7 /34 X & Cisco Umbrella D5 CHERFZEZHIBL £9,
Management Center |4 Cisco Umbrella APl ZffH3 % Z & T Cisco Umbrella 7 —2 > X —n 1) X k% E
1% L. Management Center W@ Cisco Umbrella £#:%E CHE SN/ T A —RZFERLTxY FT7—2
YAIILEERELET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 21/30 R—¥



Threat Defense 7 /34 X & Cisco Umbrella DIy b7 —2 b RIIVEHELT S E, 7L I Xa—

Y—éno—Iv/7a—H¥—-—omaIc

v . = ~05
14. Threat Defense % f§H L 7= Cisco Umbrella B& > %L
Cisco Umbrella
Management Center
Umbrella Data Center List ——  Physical ISP Connection
.
Umbrella API Integration VPN Tunnel to Corporate
ry
. SASE Auto-Tunnel
SASE Auto-Tunnel
Configuration
‘ ‘ Intemet Traffic ‘
( ) Intemal Company Traffic
‘ Corporate Network
L Branch Threat Hub Threat
3 Defense Defense
Branch User:

Threat Defense 57/854 X %{EF L 7= Cisco Umbrella BE) F ¥ XL O SR BT

DNS KU —& Web RS> —HA—B L TERBAINET,

Threat Defense 7 /34 X %{EHH L 7= Cisco Umbrella B&) k> XL O S BHEERD 2 DOHETCERTEET,

1. BARME 77477 — L TEREINET,

TOTAT|TOT 47 EmARED-H1C, B—0 Cisco Umbrella 7 — Xt > %
TAT7 VAN ERETEET, CDOECMP RXR—XDty b7 v 7
£9,
& 15. Threat Defense 7/34 R &M L =& rTAY
Management Center
< se® Cisco Umbrella
i 172
Branch Firewall
Branch Users

2. 2713 CiscoUmbrella T— 42t 2 —%FRAL CaAKEsERTE £,

TIT 47Ny 77y TOSAAMUEDIZHIZ, % Cisco Umbrella 7 — &+ > &
T47h/zwt80®A/7//7b/%w% SETEFET,

~Ny RV FEFICHT 2RENVHERINK S,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4)

Dty b7y T

— WL THRART82DT 7
L UTREAER SN, HERELIEML

— L THEARKT8 2D
([2& 1. Cisco Umbrella

22/30 ~—¥



£ 16. X X% %4 CiscoUmbrella F—2t 2 —%{ERAL -5 A4

Management Center

4
‘°//,] N
SASE Auto-Tunnel NN
Configuration 3y,
£
\
o1 ‘
o

Cisco Umbrella
S— E11 DC1
Sec
Psec Tunngyy
Branch Firewall >
Branch Users

Cisco Umbrella

Cisco Umbrella SASE B&) b R ILDERTE
Management Center T® Cisco Umbrella SASE BEE) b > 2L D7 —7 70—, BHREMF. RE. BLURIED
SEMRIC DU T, [Secure Internet Traffic Using Cisco Umbrella and Threat Defense| # £ L T 2 & Ly,

Cisco SSE ¥ 1) 2 —< 3 ¥ : Cisco Secure Access ¥ & U Threat Defense Z{EFH L 7-
X aTRAVZ2—Fy MBE

Cisco Secure Access |, 1> X —%v FR=XDERIZH L TEHD L NILOBEZRET X307 5
TER=ZDT Ty b7 —LTT, HBEORY P70 ERT BHEETH. 2Yy M7= 00—V
TEHHEETH, A VZ—Fv b, SaaS 77U —vav, BLUOTT7A4R—F TP YUY —RITREIE
mCTEET,

17. Cisco Secure Access D7 —F TV F %

POPs in Public Cloud P,

SD-WAN VTl Tunnel

Secure Service Edge (SSE)

W Users It (_ How } d ‘—(\ Apps -

Tterconnect Everythir Security Everywhere

BENRNIIEEEHF R, ICH DD 5T, Cisco Secure Access Id, UV —ZAPT7 U Tr—>3v~DtEFa17
BT 2R 1—HY—EHRIRET 2L ICETAINTVWES, mRT 4 v I7DGA (A7 LIX T—%
R — FLIETTAR=FITTF) IFMWVWEHE A, Cisco Secure Access Id. Efite ¥ 21U T 14 DM
FaRRIDAVT7I7AMT77F v &L THERLET, ROLHI%G, BFOXRY b7 —JICRAIRGIEIER
XU T A EESEARAENTUVET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 23/30 R—


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-sse-sase-guide.html#CiscoSASESolutionSecureInternetTrafficUsingCiscoUmbrellaandThreatDefense

e VATV IR=ZAT7 /R (BBWRIEER) @ ERICL > TEEING T /NS XEIFICHKEFSNTWE
To 7547 MIEEEFRICA X F—I)LE M., Cisco Secure Access ~D+ ¥ 1 7 Tk Hy 72k A HEL
INFE9,

o« V9FATPVYIMLRTPIXVR VTATVFDA VR =N ERELET, BENRATNA X (AAT /A
A IN—=bF =TI REE) OFaT7HET I EZRHLET,

o« WTVUYIOTPTUHr—ay: TnICIE, — BB A YR —%y h 772 XPEETE S Software-as-a-
Service (SaaS) 77U —rarvrAgEnEd,

o TFAR=FIFPFVy—=ay AV TLIRDT =Ry X— N7y 0 FRET7AR=IF TR,
DEHERE, SEIERIGHICEET IREELH Y £7,

HEEX2VT4Y—ER

e DNSSecurity: EEDH D F XA vPav>y F7ryFaryito—iL =Ry IhoRELET,

e L3/4[7 77 AT I F—I BEOSWRY N7 —0BLOT7 U= avBRBETV LR v EIRHE
L. RUY—Z2@RHLET,

e X a7 Web¥—Fx4A4 (SWG) :Web IV TV VAR TA4NKXMIEBL, 7012727 1—X RKY > —
HEBLT, Web R—ZXDEZEN, HIREL £7,

o T—RIBKRESIE (DLP) :Web, 777 K, £/IEmAROVWTNOF ¥ 1L EREBLTH, BT — 2B
DEBNRIMOAND ZEEZHETET,

e« V539 F 7R EFXaUT4 708—Hh (CASB) X1 UT4RUY—%20F50RT7T)r—avic
EE L, SaaS BL W laaSBIED IV 754 TV R ET—R{REARIFL T,

o TNARKRARAF Y LIEEM : 7/ R AT 20, EHRPOTNAZADLFX2 T4 AV T 74TV RE
EEHMZIML. EECELTNARDANERETEELOICLET,

e ZINAZOFY i T5AR—F 77U 5= avaEzry NT—JICBEARTZIZ AL, EF2T7 CHRLIE
FROBEWF 72 X&AREICLET,

o BXaTFRHRYE—FT7 7R VE— 21T D DEORMNBERAZFERT 27/-HDF 1 7HERAIRMEL
EJC I

e INT ) w9457 FTDPOP : Cisco Secure Access &, /S7 U v o757 FEERNICEENICEEE I N
TIERARAY b (POP) hoifpeElL, HRPOEELET 7/ t RARIELET,

o Microsoft # & U Google Y —EZRDTF > Ml : 2 —H—H7T 7 £ X TZ % Microsoft ¥ & U* Google 7
FUREEEBLOEET 2MERIREL, XU T 4T S54 7R EBILLET,

Threat Defense SD-WA 7 5 FDEF a7 41V 2—%y b 77X (SIA) 7—FF9F %
ZoBo kRO YL, Cisco Secure Access & i e & 417- Threat Defense 3 £ 0 SD-WAN (V7 b7 = 7%E
BRIy F7—7) ZFERL THBRRTOAN Y =%y N T VLR RET 21-ODERNLT —FT7
FryanLTWET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 24/30 R—



[ 18. X 2TFAVER—2Y VTP IERRT—FTIF¥

Chcosenss Azt =

oon| -

o00) sefiee
ol T
B r—

anch

[Threat Defense SD-WAN 7 2 > FDEF a7 AV &Z—*v k 77X (SIA) 7T—FT77Fv] TIERD
HMmAEZEL TS0,

o DEMLE : Threat Defense T34 AAREENTWEA—H—nO—HhHilrxy h7T—2%K%LET,

ThreatDefense: 75 > F CEFXxaUT 45— b7z A L THELET, EXFaT A1 X—2v T 0%
Z (SIA) 2 —X%4 — XD Cisco Secure Access ~DFE) IPSec b I EHELLFT,

o« SD-WAN VTI k> FJL : SIA @ lX. 4512 Threat Defense T/34 XA % Cisco Secure Access ~DF &
IPSec b EFERALET,

« Cisco Secure Access : Z 11lZ X O ®D Security Service Edge 77 v b 74 —LTHY, 777 FICEFE
FhtFXa VT A IRELET, COT7—FTI7FVICIEUTAEENET,

o FW (77477 4—)) [ EXKWAaXy bT—0 D742 VT
o SWG (EFa27Webs7—FoxA) :Web R—XDBEHIOGFEL, Web B> —%EEL £,
o DLP (7—&i8%MiE) #ET -2 HEBOEENRI OAND T EEBFETET,

cCASB (/7R 7R EFxaUT4 7A—h) 1 E2F2 VT 4KV —%0F0RTT)r—>ayv
ISR L £ 95

o 8SE (tFaUT4¥—EXRTvY) 1GFENEI IV FRHEELF2UTAT7L—LT—7,

o A& —%v FISaaS Y/ —R : Cisco Secure Access /'L TERIIT I/ EREND, T Uy o A~
Z—x v k 1)V —X% Office 365. Google. Dropbox. Salesforce 7 & @ Software-as-a-Service 7 7'
{7-'__ i/ 3 >/ %E %%% L/ 33 73_0

o« WY IITFAR=PFISYFETPFVr—=2ay RTY Y 0 FHETTAR—NITTIRTHRANIN
TWBTFAR— 7T — a3l 772 RTELZEEARLET,

(75 FDRFaTHEAVR=—2Yy VT I7RRADA—RT—R] TlE, 77 Fh o7 Uy o077 K%l
g~y RZ> FOFRICHIREN D SD-WAN RAE k> LA v Z—7 x4 (VTI) VPN k> RILEFBEL X
T, INHDSD-WAN VTl k> rbld, oy b7 —0REEHBFET I LS ICKFFIhTWET, 20
IPsec b > FIILDEHRBWIE, 77T RFTHERAMINTOVEDLF VT L IRTEHEIAMINTWLEINIIH DD S
T 770 F o Web 77— 3 vzt Y —ZADEF 1 TRTIVERERESTSHI LT,

BE. INHDIPsec X NVEFFHTERESNTVWET, INHD R RILDBEY X4 L7 bliE. Cisco
Umbrella TEHEINZ2 LD EREDHE. KUY —xR—Z)—FT 4% (PBR) #FEBEL CEEINET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 25/30 R—



Threat Defense SD-WAN 75 v FDEX a7 A1 2—2y M P2 RADEE70—
ZOhRBYIE, HEELEA S Cisco Secure Access #NMLTCA v &X—%v bE/ldSaaS 77V —> 3>
ANEESNIZBEICH LERSNIFRELA/ SR X2 T BEEDFEMERLTWET,

& 19. SD-WAN (VY7 bV 7ERELE Y F7—7) OBE7R—

- ( Cisco Secure Access )

| [ Office 365
E Google

 — Dropbox
Intemet/SaasS
J\_ Salesforce

vl v
- 8 Secure Access PoPs )—/

—* Web Traffic Non-Web Traffic

oty h 77
o FUYRLVDERE: SNOD VRN, TITAT-TOTATERETITA4T7-Ny 0Ty 7T7O0WTNAD
HRETCRETEET,
o HEIE: 774774 —I/LH 5 Secure Access ~DE b RILIEERAK 1GbpsEHR—F L ET,
o AR © 1 Gbps #BX 2 HigiE%E EIRI 5121, ECMP (Equal-Cost Multi-Path) 2B TZ £9,
o YIR—=FPZINBZIFVF: Dty b7y 7 TR BEEBLIOTTEIRNTIVRNAT O FUFEHR—FSH
EJCIN
Threat Defense SD-WAN 75 > FhbtF a7 A X—Fv k 7222 (SIA) ~O@E7O0—DTE Y
K= bERXRICRLET, ZNICIE Web BIEEIEWeb BEEOTANEEINE T,

o« FVTLIARDEY Ty T 7L I XD Cisco Secure Firewall |%. Cisco Secure Access Intra ~D
IPSec b R EFESILET,

e R DMV RNLIF BEEAVR—F v bE/lESaaS TSV - a v ICHEELET,
Threat Defense SD-WAN 75 > FDEF a7 AV 2—3v b 72RO AYE (HA)
2D+t o3> TlE, Threat Defense SD-WAN 75 > FDtF27 A >X—3v b 771X (SIA) EFT

SAAM (HA) 2#FEBL, IV FR—32 Y FOBEPT —XE >y X —OBEEORARICHMEMNICEF 2744
VR—=Fy b TR RERBTBHERICOVTCHALET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 26/30 R—



X 20. SD-WAN 75 v FDEFX a7 A2 —%y b 77ERXHA

Cisco Secure Access Headend

-

Region X ™

Secondary
Hub

N
|
|

IPSec
Headend2 ,"

|
|
|
|
L.
|
|
|
|
|
|
|
|
J

Network Tunnel Group (NTG

P

Threat Defense

COHAICHBITAEAAKIE. FICRD 2 OOTMERICE > TERINET,

1. Cisco Secure Access ~v KTV FOTLRME

Cisco Secure Access ~v RIT Vv Rif, #EHAY —EXE2RET 720
9,

ICUEM#E-ETEHFELTW

o XHZXL 7 Z>FD Threat Defense 7 /34 XL, Cisco Secure Access ) —>a>RDOT 74T UNT

EEHAVRZIUNTOMAICERT D2LIICKESNTVLET, Thid,

JE— kYA kA Cisco Secure

Access "D 2 DD MV RIVEFEILTED 2y b7 —2 bz Z—7 (NTG) OEERICE > TEBICH
WEJ, 7724 UNTTEENRLELIHE. EHA VX UNTAENL TEEI HIEINET,

° :[\//j—f'_;?\\/l\ :

o Cisco Secure Access Headend (U —>Y 3> X) 1 &F&FHU -3

Access DT T RKR—XDA VT TANT VT v,

ER S5 Cisco Secure

o FvbhT—=2 byFIL SL—T (NTG) : UEMUZIR#T S IPSec ~v FTY FORES/IL—T,

o |PSec Headend1 (754 <~ YU /\7) :Threat Defense 7/X4 XH IPsec b v RIVABIZT 7T 4 7I{ER

5T 7ARNT =Ry Z—%71ET7 7 2ZXKRA >+ (PoP) .

o |PSec Headend2 (L h & UNT) 1 FZATUNTIMERTELRLL G -T215

TWbtHh VYRV EEINY I Ty T T =2+ %—[PoP,

IS5l EMEERATE

o AAYTFAHA—N—=5H 1 SRTFLIF, ROVFIVFTTITATINT LAy ZUNTICEERNICHTY D

VET,

o T—RtvZ— (DC) #7554y i AVFF U RELIFFOMOFE I N-EHIC

TR —=DFTTA IS TWBIEE,

o T—XRtviZ— (DC) BEE: 754V T —2t 2 —DtEND TR £/~ ILESE

SN T77A4<YT—&

HEE L1HE,

e FlEm i ZOTURMICKY., 774XV TR X—0FERRICHDIHOET. 77 vFa1—HF—3(4 v &—

v FBLRTTAR— MY Y — I~ DEFELAHECEET,

2. Threat Defense (7 74 77 +—J) BOTEMNE

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4)

27/30 ~—¥



Threat Defense (7 74 77 #— L) AlICHETEUNEAINTWDE/H, LYY IVZADEW b > RILER
MNERINET,

o NV RILERTE : Threat Defense Tld, XKD 2 ZATD v ZIILTEMYEZHZETCEELT,

o TUITATINy Ty T bl —HDMINET 7T AT T, IRTCDODT T IRV RBLOA
Ny RBEICEREIN, b)—AD R ZIILIERZ Y NA & LTHEBEL £7,

o TUOTATITITAT RN EHONZUAREBICT VT4 7128, TR RBEEAY
Ny RBEOMAICEIRNTILF/NR (ECMP) 2FBLET, ZOXRETIH. BRK 16D k> 2L
(ECMP V' — > TIEBART8HEDA VX —T 2 A AN YR—bENDZTDH, T7IOT47 X8+ /vy
Tv7 x8) AYR—kENnET,

o RAAYFF—NR—=AHZXL :FIDIE. ROBEXFEFALTCr RIILBEOBEETVEZ T,

o REXT Ay IIN—T 4V IDIKETY FET7IEE (DPD) : REZT A4 v II—T 4 IHERINTWDEE
&. IKEDPD [f IPsec b I ETOBEIRREZE=ZX—LET, 77ATVETHIRELLEL LD E (T
Fe7) &0 FTID I h v RILEZBERICE AV ZUNTITYYEZET,

e BGP (R—&X— 4 —brozA 7JAMIN) 47— XA F Iy 7IL—T 47 DEFEE. BGP IZEEATREY
BEHDT FNXAXFERENET, 774 UNXEDBGP 7Y v H=1Ed % & Threat Defense (&
RDBGP RT7ICERYy ML, AKX YU k> FIL%ES L T Cisco Secure Access [CHfitd 270 (T@E %
/l/—7_"4 \/7\\[_/ ig_o

7730 F 22y b7—2 %2 T 12DI-HD Cisco Secure Access & Threat Defense /54 X2 M
=)

Secure Access & Threat Defense 7/NAf ZAD7 —2 70—, BHREMH. RE. BLOBRIADFEMICONT
l&. [Secure Branch Using Cisco Secure Access and Threat Defense| #ZE L T 7=y,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 28/30 R—


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cvd/secure-firewall-sdwan-sse-sase-guide.html#CiscoSSESolutionSecureBranchUsingCiscoSecureAccessandThreatDefense

EQ s

ZDEFERI A A FTlE, Cisco Secure Firewall Threat Defense ¥ & UF Management Center ZffE L T, A
MRS £F* 277 SD-WAN v b7 — 0 % BRI 2H5E%HAL£T, GBLINT A XDOE AL
BLUOT 4 ¥ — FEEEHD SD-WAN RO OERD O, ELGL—T 4 v IEEOBREAEIVRY ¥ —~_R—
AN—T4>v7 (PBR) ZERLEA YT Iy b REAL I M A=y b 7O2X (DIA) £T, Z
DRF2AVMIFTVFY - FORRBICET21BHRAEENE T, Cisco Umbrella & Cisco Secure
Access for SASE/SSE OHBEFIIGICEREZBE, BFERI TV RNRA T4 70Fa2UT4, 77U —
AVETATUVTATAICEDCBERT T VY, BLUBHOREINT IV FREDLDOSATAMK
ICDOWTEBAL TLWET,

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4) 29/30 R—



EAEERT FUTETEL I—Mwt it
HUT AN P s 2 LI FHIATILAL A 7040

AT HPETIZE AL DA P ZEERELTIET, A 7o 2MFE ELEE, FAK #E X o Wb B waenwcisco. comyjpdgoiafices! BT JEED
Cizco &khF Siaco O, Ciaco Systerns, Inc. R HFOREs oS L FEmiloRIZEI 23RS RERTT. Y2 00mEe—mIT a0 TR,

WA CisTo.corTy Bigaitracemenks oM AL, SR T LAY — =T s, FAaF o SHIREL 2T L=t —) T (partner] e IR EST ST
L, et TR s b = L e AR EA T RS LS T S R L0 e, (1110R)

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. (LDW_E4)

30/30 ~—



