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5.

Account Sign Up

Provide following information to create organization account.
Back to login page
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Email *

First name *

Last name *

Country *

[ United States N ] Password Requirements
~ Atleast 8 character(s)

.

Password « Atleast 1 number(s)

[ ............ Show ] ~ Atleast 1 symbol(s)
« Atleast 1lowercase letter(s)

Confirm Password * . Atleast1uppercase letter(s)

[ Show ] Do not contain part of username
+ Does not contain 'First name’
+Does not contain ‘Last name"

By accept, you agree that your use of this Cisco Offer, and any
Cisco Offers managed through this Cisco Offer, is governed by
Cisco's General Terms, and any applicable Offer Description(s) and
Supplemental Terms. You also acknowledge that you have read the
Cisco Privacy statement.

DEJ

alvaln
cisco

Welcome to Cisco Sekt':urity Cloud Sign On
(Preview)

Hi Username1,

Welcome to Security Cloud Sign On (Preview). Security Cloud Sign On is the single sign-
on solution for Security Cloud products. To activate your account and get started, click
Activate account.

LCOEICET I Link expires in 7 days.

For help activating your account, see the documentation.

For additional help, contact our support team at tac@cisco.com or 1-800-553-2447 (US &
Canada). You can find regional support numbers on the Cisco support site.

U 737 BRRICHIREINIZ 72

SEHRPFLICHE L ET, Duo DI ZHENE L £5

SCCIzx—H—#aiBML £,

[Role-Based Access Control in an Organization] ZZ&M L T &0,

T D Cisco Umbrella FH#E 2B L T, CiscoUmbrella 222 v 7 7o &0k sicLEd, 7

ATFUT AT 4 = ER TS L= E
b ET,

L7RWERD | +_RTO2—% —% Duo (28T 5 LN

TATT 4T 4 V=R T, X —2FEETHI20E, WOFINEEZFETLET,

B LA 2 R L 97

Create new organization

New organization name *

[ Sample Secure Access DNS 001

50 character limit

Region deployment *

I[ United States

-]

This selection determines the deployment for all products and services added to this
Read d

Cisco Secure Access | Updated August 28, 2026


https://guide.duo.com/universal-prompt#enrollment
https://securitydocs.cisco.com/docs/scc/gsg/existing/95952.dita
https://guide.duo.com/universal-prompt#enrollment
https://securitydocs.cisco.com/docs/scc/gsg/existing/95894.dita

[ L® DRI |7

3T L\ Secure Access fHik D4 mifid. Cisco Umbrella flik & R CICT A2 ERH Y F9°, ik V—T =
VDOFEMIZOWTIX,  [Create an Organization] &ML T 72 &0,

Ry 7HZ G A ma—=nbEED) —Va 2 RLEYS, ZORGITZ7 e — VUZHHAAETH S
7o, BERNANRELOWEICET 52 L1350 8 A,

CiscoUmbrella # v > 2R — RIZT7 v 77 L— R~ —U ¥ ZBMNT 520X, ROFNEEZEITLET,

Cisco Umbrella

Ty T T =R —=V %% T 7T 4 7T 2 HECHOWNTHBHALET,

e CiscoUmbrella T7 Vv 7 L—KIRx—T v &7 9 T4 7T H5EEE(X. Security Cloud Control

(SCC) 7HO U bH#ERT BEICEAILA—ILT FLRZFERATEIVENHYET, BIOA—LT FL

A A9 % & CiscoUmbrella #ifik# E LWSCC T A MU v TaiplpY, 777 L—FK
D3R LT, Cisco Umbrella fHA% Y U o 7 3T 2V LU Secure Access Sk ASER S v,

o WPIF 3. Secure Access-DNSDefense l27 v 727 L— R$TA-ODOBEEDOH T A7 U FLa v Efka—
RAFE#E S 7= = /L I A —/L % Cisco Security Cloud 7> 53254 5 5L NH D £97,

o TRV T g VELRa— RAAE LB L, CiscoUmbrella T7 v 7/ L— R~ —V v &7
7T 4 LT 2O ORBOFIEE T T T 28ERHY £

1. CiscoUmbrella 7 7 7> Mon 714 LET,

2. [E# (Admin) ]1>[7 A4 > A (Licensing) ]> [Secure Access~D7T > 77 L — K (Upgrade to Secure
Access) ] IZBEIL ., [0 R (Request Invitation) 1227V v 7 LE7,
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Attach Your Product to Cisco Security Cloud

® no-reply-security@cisco.com <no-reply-security@cisco.com>
To:

Attach Your Product to Cisco Security Cloud

You've been invited to attach your existing Cisco Secure Access tenant (1234567) to a Security
Cloud organization. This will let you manage and provision your Cisco Secure Access tenant
using Cisco Security Cloud Control.

To attach your product to an organization, do the following:

1. Sign in to control security.cisco.com.
2. Follow the on-screen instructions to select an existing organization or create a new one.
3. Click Attach product at the top of the page (or click Decline to decline the invitation).

Once attached, the product appears in Security Cloud Control under Products. See the
documentation for more information.

For help, contact our support team at tac@cisco.com or 1-800-553-2447 (US & Canada). Find the
support number for your region on Cisco's support website.

DALV NDOY T %7 Y v LT, Security Cloud Control 7 A v > hMeun 74 LET, Tv7T
L—RK~x—Y % %7 277 4 743 5 Cisco Umbrella % #1#& 1%, Security Cloud Control 7 % 7 > + & {ERK
FTHBICRE U A—=AT RLRAZMERAT0LERH Y £9,

[P T R Y F g o oESR (Claim subscriptions) 1% 7 U v 7 LET,

Welcome to Security Cloud
Control

Better visibility. Easier management. Effective
security.

Claim subscriptions

. [Cisco Secure Access-{ > A% . ZID (Cisco Secure Access Instance ID) ] 73 Cisco Umbrella ###% ID & [F] U C
HLHZ L EMRLET,

Cisco Secure Access

nstance |D B323335

. [BmE T % v F (Attachproduct) 1227V v 27 L, WIZ[7 4% vF (Attach) ] %2 Y » 2 L, Cisco
Umbrella #H#k 2 Secure Access A v A X L AT X v F LFET,

COBEERMYETCLETEFEEAS
Invitations to attach existing product ® 1 ~

Cisco Secure Access )
Decline Attach product
Instance ID 8262388

(TR V T a ok (Claimsubscription) 1227V v 27 L, 7 A7 ) 7y vERa— RE AT
L/ijqo
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Claim Subscription

. . Enter subscription claim code
Enter subscription claim code

To begin, enter your claim code below and click Next. For detailed instructions please
read our documentation (7.

Subscription claim code *

[ J

9. [k~ (Next) |22 Vw7 LT, ¥7 A7 VT v ayBROU—7 7a—%BttLET,
10 Fey7Eo A RNTEFEDA L AX L ADT ¥ ~F (Attach existing instance) 1 234K L £,

Create new instance or attach existing ©

[ Attach existing instance A J

Create new instance

Attach existing instance

HLOWADVREZVRZEERLEWNTLCE S, B LUWHLAK I Secure Access - DNSDefense (27 77 L —
FEnEHEA,

M. [k (Claim) 227V v 7 LT, Y7227V 7L ar DL TA B RAREDYT A7) T a D
ZEHH 2381 LW Secure Access #RR I BIEAT I £ 37,

IR YT avhAERBICERSNELE, WADOT 7T 4 _R—2a URETTHETICES 0D
BANHY 4, MENERCT 7T 0 &N 6, EMoF s —2 g9 o F7-13SCC<—2 R
HDHT T N T —LFEF—INLRIIT VB ATEET,

o Subscription successfully claimed.

It may take a few minutes for your products to complete activation. Once your products are fully activated,
you can access them from the left-hand navigation or the platform navigator at the top of the page.

RSB —ER2ADT 7T 4= 3 A7 —#% A (Product and service activation status) ] C. [T 7
g VB (Actionrequired) 1227V v 7 LE1,

B[T7 A 2D5EH (Applylicense) 1% 2 U >~ 7 LT, Cisco Secure Access % EE7F D Cisco Umbrella 7 77 o7
Y hMzU 7 LET,
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Cisco Secure Access DNS X
Advantage

Subscription ID Sample-SecureAccess-
Sub-001

Apply license to an existing instance

The following Cisco Secure Access DNS Advantage
instances are associated with your Cisco Security Cloud
organization. Select an instance and click Apply
license.

@ Cisco Secure Access Externally managed
Instance ID 8262388

Cancel
Z A & A7 Cisco Secure Access A > A X L AZIERICEAIN-Z EABIMESNET,

o The license was successfully applied to the
existing Cisco Secure Access instance with ID
1234567,

M CiscoUmbrella %~ v 2R — RiZue 7 A4 > LT, BEMOF S~ a [T v 77— Rex—Ty
(Upgrade Manager) | "ERENDZ &R LET,

Upgrade Manager

15. 7 L\ > Secure Access filfk & 1ERk T 2wz, [7 v 77 L — R~3%x— % (UpgradeManager) 1% 27 U v 7
LT, BERAHESMEM T e A2 L £,

WDOAT 7 LT, [AiFEst: (Prerequisites) 1 2R LT D, [7 v 727 L— KDOBALA (StartUpgrade) |
\ZHEA . B L\ Secure Access #Hifk & ERK L E 5,

Cisco Secure Access - DNS Defense D41 KZ A > L HIFRFHEICHOWTFEMZ R L T2 &0,

Cisco Umbrella Secure Access

T 7T L — ROBGOFEIEEZSE T35 &, CiscoUmbrella 7 7° Y 77— 3 %X Secure Access 7 7 U
r—ayVARNIBROET, TV r—2alELT 7Y r—ra U 2 MIERICEERIS L, 20
200K v aRm—RETRET SV r—2a 7 IVICMATEERRRREINERA, Ty 77 L—F~
F—=T ¥ OEBEOFEIEZ5E T L, CiscoUmbrella 747 7o M EEEICHBETA2E TR, EEEMZ2 W2
ERED LET,

CiscoUmbrella TOT7 7 AD7 v 7 EFFRICET L7V o —3 9 UFRED. Secure Access Tlik 2 2D
TN r—2 g R MISEIENET, SecureAccess DA VX —Fy N T 7B A NL—LEYR— TS
=l TV =g AN Tey 7 2R3 OARAREGEENE T,

Cisco Umbrella

o TAT VT 4T 4 %G F 720 Cisco Umbrella DNS 7R U o — X, Secure Access IZ a2 B — XN FEH A,
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e Secure Access 131 T VU b aFvEYR—FLTWETA, ZOLLODNSEF=2V 7 ¢
ZHET HI2i%. Secure Access &7 27 U S g &k, [ L~L0 DNS LA YiE# T D Secure
Access - DNS Defense (24 7 > 7' L— K9 %>, Secure Access |27 v 727 L— K LT, Secure Access
Secure Web Gateway (SWG) #E AT 5 Z LxBEIDLET, SWG TiE, LV afENLetxal T 1 fE
AR B 5527 Web 7' o USRE AR ETE £ 1,

[ Security Profiles] [ SaaS Internet and SaaS Resources] Cisco Umbrella

T T L— RKnfthEhd e, Ty 7L — K32 —Y v DOFNE4 58T LT CiscoUmbrella 74 7 > bk
ZPA$H4 5 £ T, Secure Access TiZ Cisco Umbrella 78 U & — o [HIF% (Delete) ] HSfENEERNZ 20 £4, &
I, [BF=2U T 07177 AL (Security Profiles) 1 & [f > #—x v bk £SaaS® VU ¥ — A (Internet and
SaaS Resources) ]2V A F & TW5 CiscoUmbrella R > —aiR—x ME, Ty 77 L —Rvxr—
Y MNT T 4 Tl o TV BN Secure Access THIFRTE £+ A,

Deletion of this List is disabled in
Secure Access. Please navigate to

the Umbrella Dashboard to manage
deletions.

Ty 7 R_R—=U R R A Fa S nuE A, Secure Access FEREDFEMIIZ DV CiE,  [Manage Notification
Pages| #ZML T 7230,

HAL Kha——po— L Tat’—INFEH A, Secure Access 2L, IRD 22D —LOLNRHY £9,
o ERINEIE

o GEAA MY BEH]

ZEIZ oW TIL,  [Add aNew Account] ML T 72 &V,

WNEE R A A VPRI Y A ML, [#565 (Connect) |>[= > R —+—#2k: (End User Connectivity) |> [ > % —
*v htF¥ =Y 7+ (nternetSecurity) |>[ T 7 4 v 27 A5 7 U2 (Traffic Steering) 1128 L CTHER T
=FET,

Secure Access

Secure Access 'R U ¥ — I/ — L R_R—ZATHVY | HFNL—/IKK 250 BO—EDEEXTATUTATA%
PR —~ LE9, CiscoUmbrella ;R U 2 — [%POLICY NAME%)] 7° Secure Access (I Ni= & &2, =D
FERAERINDNL— VN ZORIRE B X 5 alettnd v £9, Birafifr c& £9, 7272 L. CiscoUmbrella
RY—IZ 250 A D —BEDOREILTAT VT AT A BDEENTHDHEA, BITICRKT 5 ATietER b
D ET,

RV —WEEITAT T 4T 4 LT[TRT (AD) 12EHT 25681, 2085280 L T M8
HVEEA, FE2E [TRTOE—I 7 a2 2—4%— (AlRoaming Computers) | VIR ST\ 5
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Y4y, CiscoUmbrella 8 U & —1213 250 B2 A 7 v "RFRENDHZEDRH D £3725, Z ORI H—
DEBITAT T AT 4L LTEBRINET,

SaaS
[f % —%> &SaaSD VU —Z (Internet and SaaS Resources) | X—IZi%, A v F—FRv b T k&R

NV DORERICEEE E L THERTE 2BMMARERa v R—x b ([F7V=7 M L HETIND)
MWEENTVWET, /U Z—xy FEBXLUSaaSD U YV —R(ZiE, KObDONEZFENET,

o PERTSCY A b
o T r—vg AR

e LT YT AY Y AR

Cisco Umbrella

L 773 —CiscoUmbrella == > 5 > 75 =V |, Secure Access DFEIZED L DIZT v 77/ L — RENET, 3
oW I, TAvailable Content Categories] &ML T 72 &0,

CiscoSecureAccess Ex = U T 4 7a 77 A V%, 77 EBARY —D/—/ LT TE 5 HFHAIRER =
VIR—=RX R TT, AV E =X N T BAN—IVHAOEX 2T 4 T T AL, By P TTHRET
HEX2 VT AERBLIOFOMORE (T 7872 TNV a—Rar ha—LRy) RarEnTnEd,
FEAZOWTIE, A% —Fy b T 7 BAfOES 2T 0707 7 A LDEMN] 2B LTIIEEN,
X2 VT Tu T AR, ROLOBREENET,

o BT Y
o 77 A VR
o L—T7H—F
o WiFERSY A b

o WA —

Cisco Umbrella M58 R1197E =-1ki%. Secure Access @ [{H =5 F#sL U & k(Do Not Decrypt List) 1127 v 77 L —
FaEnEd, 777 b— R~vx—Y ¥ OFETHIE, CiscoUmbrella TER Sz R Y > —i2V 7 ST

W5 [1E5BrIL U 2 b (Do Not Decrypt List) JICEEAZMZ 2 Z LiFTEEHA, ZDOAF 7T 3%, Cisco

Umbrella 7 % o > b ZBASHT 5 L AT 0 £9°, MOV TiL,  [Enable the Intelligent Proxy) 35 XY
Do Not Decrypt Lists| #ZM L T 7E &0,

Intelligent Proxy Settings

Intarcepls and proxies access raquasts to uncataegorized or "grey” domains. Help
@) Enabled
Gain visibility into threats, content, or apps by proxying web connections for risky domains.

S5L Decryption

Enables Intelligent Proxy traffic inspection over HTTPS, HTTPS URL blocking, and blocks custorm URLs in
cetenthon Hsts

Do Not Decrypt Lists (optional)

0 - DAPI Validation Test

List of content categories, applications, and domains that are
excluded frem inspectlon. Sec Do Net Decrypt Lists
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https://securitydocs.cisco.com/docs/csa/dns-defense/olh/142654.dita
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Secure Access T, [#%¢ (Connect) ]>[=—H—, Z/L—7 (Users, Groups) |> [iXE%& ¥ (Configuration
Management) |>[7 1 L7 b U ®#4A (Integrate Directories) | > [IdP] DIEIZEEI42 & [FAYS— (Static
Key) 1 3@ om0 £4, FEMIZOWTIE,  [Provision Token for Identity Provider] ZZ 1L T 72 &0,

Cisco Umbrella  API

Cisco Umbrella APl 1% 2022 (2 ) U — 2 &NT=728., L H ¥ — APl & —1X Secure Access (ZHEIE S L FEH A,
Secure Access Tl&, APl ¥ —. KeyAdmin ¥ —, B LS —%2 5l &Ml L E£4, FEcoWTIL,
Manage APl Keys| 3 T8 Secure Access APl Authentication] &ML T 7231y,
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L

« Cisco Security Cloud Sign On

| At eEss Y T

SMENTET- SN TVWDZ L 2R LT IEE N,

« Active Directory [1[101(10(101(101(] | 1. Cisco Security Cloud Sign On & £ %)k

o Chromebook

3. Chromebook @ ¥ LT/ XA LT84 ADFEH

° Prerequisites

© =

1. Enable Cisco Security Cloud Sign On 2. Update VAs and AD connectors
Enable Security Gloud Sign On as your Update your virtual appliances and Active Directary
authentication method. ‘Connectors to their latest versions.

[[) Mark as done

Cisco Secure Access | Updated August 28, 2026

Complete these steps before beginning the upgrade process. If you have previously completed a step, mark it as done.

Secure Access - DNS Defense |27 v 77 L— K9 5 HiIZ, X TOHIHE

Secure Access - DNS Defense |27 v 77 L — K95 HiIZ, X TOHIHE

2. (KT 74T ADOFHE L O Active Directory =2 % 7 & O ¥

© Not Started

0

3. Update Chromebooks and mobile
devices

Update your Chromebooks and mobile devices to
their latest versions.

[_] Mark as done
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B =

T w77 L— KAz, VAHY—APIZER LT, i b BERE AR
NI =0 TR ARBIVUTEMLET, VI —APIZHEH L%
NI =T TN ZAOREICEATDHA X 2 RO TIE, https://
securitydocs.cisco.com/docs/umbrella-sig/olh/152032.dita ¢ Hardware
integration] &7 v a SR L TS EEW,

B =

Cisco Umbrella DNS B /X » /77— ) 5 Secure Access - Essentials
% 7213 Secure Access - Advantage (27 v~/ L — R L. Secure
Access - DNS Defense (2137 v 77 L — K L7aWEAIEL, BITHI
IZBEFED CiscoUmbrellaDNS R Y o —TA oF Yoz b FOx T %
Mz LET,

DNS &L 7> 5 7 /L Secure Access ~D 1 T7H. Cisco Umbrella DNS 1 >
Tz h7rX0E, DNS HAOEACHH SN BT o
XFUTIERL, IATRFI VLT v I T — RENET, BITHOD
T LW ax L @EERRET 5720, FailcA 7= b
TaX U EMENITDH EEHERL ET,

Cisco Secure Access | Updated August 28, 2026


https://securitydocs.cisco.com/docs/umbrella-sig/olh/152032.dita
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Cisco Security Cloud Sign On

Z® M w27 TiX, Cisco Security Cloud Sign On Z £ %52 L, Cisco Umbrella & #£% F ¢ Security Cloud Control
THhD Ly NEAERT D FIEICOW T L E T,

Cisco Security Cloud Sign On (SCSO) # M2 & fEEDT A A6 1D e 7 A 5 # THFE Cisco
Security ®5h 127 7 £ A T& £9, Security Cloud Control |, H.—DfEHA X —7 = A AH Zit b DR,
EEHL, X2 VT AR EERLTHODT T v M7+ —ALT9, —J., Cisco Security Cloud Sign On
X, 2SO ERIZDIE > Ty — AL ARGt L £ 7,

o ERRERE L —P—o— LN NETT,

o BE720D SAML E&5F : #H#%7S CiscoUmbrella T TICT7 AT T 4T 4 Fuxf X — (dP) Z{FHH LT
WAHEAIL, 2 OBREZ AT D REiZ, Security Cloud Control TR U IdP Z 5% ET 2 LERH Y £,
ZHICEY, BEFORGET o —MERE S, BEEOR 7T U MRS ENTEET, BURIICE
RKENZRWERD . BEED Cisco Umbrella IdP 5% & Z BB L 722 WTL 72 & Wy,

e A—H—TFH FDOWEER : CiscoUmbrella EEE 7 1 7 > b3, FEyCIER S o2 — W —F 721X 1dP
ZEBLCFrbEYa=r 7 apnfza—%—& LT, Securty Cloud Control |Z HfFET 5 Z & Al L &
T, T/ ATRENREA LW X 912, Cisco Umbrella & Security Cloud Control ™ /7 C[Al U & #iE
A—=NT RUAZEEHLET,

FEAMIZ WX, [Security Cloud Control Getting Started Guide for Existing Customers] ¢ [Overview of Security
Cloud SignOnj =&ML T 7E S0,

1. 7y F9L—FeR—2 v 2B L4, Cisco Security Cloud Sign On QA MERTHESRE AT v 7
T, [BAts (Start) 122V v 27 LET,

Upgrade To Cisco Secure Access

This upgrade process involves migrating data and configurations to you

0/4 steps complete

o Prerequisites

Complete these steps before beginning the upgrade proq

D)

1. Enable Cisco Security Cloud Sign
On

Enable Security Cloud Sign On as your
authentication method.

2. [SAMLO A%k (Enable SAML) %2 U v 7 LE7,

Cisco Secure Access | Updated August 28, 2026
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@ isite 1: i i i
Prerequisite 1 : Enable Cisco Security Cloud Sign On Rotum to Upgrade Manager
Update your Umbrella SAML provider to Cisco Security Cloud Sign On

SAML Dashboard User Configuration

ecurity Assertion Markup Language or SAML for logins to the Umbrella dashboard. This allows you to provide single sign-on (SSO) access to
ity providers such as Okta, OneLogin, Azure and Ping Identity. SAML SSO is available to all Gisco Umbrella dashboard users. For more

x

Status isablec
Provider Cisco Security Cloud Sign On

ENABLE SAML

3. BEOREICHESNT, ROWTNDLOERIELFITLET,
e SAML N ERE SN TULVELMES : [Cisco Security Cloud SignOn] 22 U » 7 LT, $_T® CiscoUmbrella
2y 2R — Ra—%—HZ Security Cloud SignOn 7 4 7 > s 2B LET, kDD 4 KT,
[43 <%k (Signupnow) %27V w7 LET, TH T FOEROFEMIZ OV TIX,  TnviteaUser)
EHERL T &N,

Select Umbrella SAML Provider

Select the SAML provider you'd like to authenticate users to Umbrella.

@® cisco Security Cloud Sign On
O PinglD

O Okia

O OneLogin

O Azure

O Other

e SAML A9 TIZERE SN TULREBE : BEfFD IdP 2% Security Cloud Control TEXE SV TW5 Z & & il
BLTOL, THAU Y MO 7 iR ET,

4. 7y v EMERENTES, [Ty 7 L — F~3%x—Y % (Upgrade Manager) |>[fiif25:F: (Prerequisite) ]
> [Cisco Security Cloud Sign On?®> A %51t (Enable Cisco Security Cloud Sign On) ] > [BH44 (Start) ] I1ZRE Y
9, [Test Configuration] =27 U ~ 2 L¥7,

L}

Ty NT v T EETTHIE, [REDT A K (TestConfiguration) 1% 31T L, IEFIZ5%E TT 5 HENSH
D ET,
WABTETT D& AT L NABRRENET,

2 login.umbrella.c

Success!

You have successfully configured your SAML provider. You may now close this modal.

5. [Tk~ (Next) 127V v 7 LET, MiFOF =z IRy 7 RAeF A L TEREZHERL, REL T2—
P —|Zi@%n (Save and Notify Users) |22 U v 27 L%,
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SAML Dashboard User Configuration

Save and Notify

Adter clicking 'Save', all users in your organization will be required to use the single sign-on service rather than a password. Umbrella will send an emall to every

administrative user in the dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link to reset their passwords and their old passwords are not
restored

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your SSO provider.

‘ PREVIOUS ‘ ‘SAVE AND NOTIFY USERS

6. [Tv7 7L —FR~3x—T%IZ&ED (ReturntoUpgrade Manager) 1% 2 U v 2 3% & [Cisco Security Cloud
Sign OnD A %Mk, (Enable Cisco Security Cloud Sign On) ] A7~ 773 [BA4k (Start) 175 [52 T (Done) ]1Z
EohET,

@ & Dana

1. Enable Cisco Security Cloud Sign On

WOFNEIZHE - T, ARAET 75 A 7 > A & ActiveDirectory =1 % 7 Z N i DIRFETH D Z L 2R L £ 7,
Cisco Security Cloud Sign On % A %hlZ L7-1% :

e 514 . Cisco Security Cloud Sign On X Cisco Umbrella %~ 3 = 78— R —H— {2 & > TUIHD YA A
FEZR D £,

e CiscoUmbrella |3, X CHOX v v ar— Raz—HF— (= Ra—HF—%R<) ICEFA—NVEXEFL
T, YUY A Ay (SS0) MMZEICRD . RAT — RNZ T b oz L& mmAMLE
KR

o TSSO NN I~ 72 5A . UURIDO/RAT — RIXIEhZ /2> TN B2, X TH2—P— /3R
U—FaUty hT52000 7 REHEINTZETFA—ANEEFEINET,

e SAML 3 EENZ72 D L, TRy 7 N—=U NA N a—PF—([THEL R 2D £7,

BT T IAT VADREFRENTWDZ 2R LT ZE N,

FLVRET 74T A2 (VA) V7 F 727 3= g THBIRICRI A REEIC R0 . @I A% LB
ERPFICHEAINET, DNSYV—bE 20OE A2 AT 21213, BEIFEFZ21T 5 7290122 5D VAR BE
LTWABKERH Y T,

a7 2 EVAZEL LS HEHEFIOHE L TWET, THazF v rn— Fi523, ZnbnaryR—x
YEPRDOURLIZT 7 B ATELMERNH Y £7,

« disthost.opendns.com ~® 443 (TCP)
o disthost.umbrella.com ~@ 443 (TCP)

Cisco Secure Access | Updated August 28, 2026
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VY —R )= R ELSHDNA—T 5 COFEMICONTIE,  [ServiceUpdates] #Z M L TL 72 &V, HHiE
HEZITWDIZE, [74m— (Follow) 127V v 7 LET,

BT 77 AT o AOEFTEE BERISATONETH, FETITI 2L TEET,

VA % v3.7.1 A2 H 8 L. [FREED /L (Enhance Authentication) | ZRET 5 Z L A HESEL 97,

L= a a2 VAICHEIIZA VA F—=A T 512013, PECEL2ED VAN VR F—LEATWY
BUENHY T, EHTu AT H T F A LR —EAOHERREELRNE T, 26D VA ZR
ELTBILERDY 7,

VAD [ TF VL —2] FEIREHFEFETTDHE, ZRRISDDE IR ALBRAELET, ZOM. *v b
7 —27 FTCDNS 7 = 2T C&F, HEL, A v ¥ —xy b—E2ZFFTEEHA,

BT 7747 o A EBETHITIE, WOFIEEZFIATLET,
T T TAT U ADEH

e NI T 7T AT v ADIBIEDERTE

Active Directory

Active Directory = % 7 Z NHH SN TNDHZ AR L ET,

Cisco Active Directory (AD) =2 x 7 %%, CiscoUmbrella & & L C. Mk ba—F—L /N —T7%27n
Ya =7 L%7, LDAP Interchange Format (LDIF) ¥ —RA7 7 A V&AL Ca2—V—¢ /L —T % n

EYa= 75K 9CAD a R HEA AR BLOHRECTEET, »——IZLDIF 7 7 A L% JE

B9 2% &, AD 237 ZIZ X - TN O 2 —H— & 7 )L —773 Cisco Umbrella & [A1#] X 3L F 9,

Active Directory
AD a7 ZOABEHAZRET 2 FIHELRLET,

BRI A D AD =2 % 7 & E® Cisco AD Connector >/ 7 ~ 7 = 7 % Cisco Umbrella 23§25 HIFF &2 A7 = —
NLET, AV a—NT5HL ADARIZEDY T NI =T NgH/N— 3 Téh 57 Cisco Umbrella |Z
FoTTF=vr7E&NET, L=V a URERTRERES, A VA= LENTWHADaRT X VT
k7 =7 23 CiscoUmbrella (2 . > T AT AN HHIBRESIL, AD 2R X OfcHi/NN— a URNE S E T,

Cisco Umbrella TOSERREHT 7 & AR METT,

1. [EB? (Deployments) 1> [F%7E (Configuration) ]> [+ bk & Active Directory (Sites and Active Directory) ] iZ
BEIL., [(RE (Settings) |7V v LET,

2. [Active Directory=2 =7 Z O H#)7 »» 727 L— K (Active Directory Connector Auto-Upgrades) 112 L. [
% (Edit) 1227V v 7 LET,

3. [MH (Day) | C. ADaxr 2 Y7 v =7 8T 2HZEINLET,
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https://docs.umbrella.com/deployment-umbrella/docs/update-virtual-appliances
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s N

B =

774N O [BH (Day) [1Z[EEDH (Anyday) | TT, V7 bv =7 OEFINFIHATRERGE X
f3H. CiscoUmbrella (Ck > T, Y7 hU =7 DRH/NN—V a &ML TAD =2 %27 X OFERNR
TIhET,

\ J

4. [FF[#4PH (TimeRange) | C. A7 ¥ =2 — /L &7 HICAD a7 & & BT 25 4 e AL 0O ][] 2 5 41
Liﬁ_o

( N\

B =

77 /v b o [FEE#PH (Time Range) 11X, ZFRil 2 BF~4-qi 6 K PST T,

Chromebook

4~ T D Chromebook 35 X UF Cisco Chromebook 7 F A4 7 b EFENTWA Z & R L £,

9-~_C D Chromebook 4L —F 1 > 7'2 A5 I L Chromebook 7 7 A 7 > MMFH SN TWD Z L ZHER

L %4, Chromebook @~ 7 k7 =7 OFEH L, Google NfHY L x4, A=) Chrome 7V =7 A T T

Cisco Security for Chromebook 77 < 4 7> & H3 5 &, Google #1:iZ & - T3 =T Chromebook (27 7

T U— RPNHBIIC Y v v 2 SNET, 207 e RTEER»E 2 ENH Y F3. BRI OV TIE,
[Chromebook Client FAQs] ZZH L T &y,

e Chromebook 4 XL —7 4 > VAT D"\ —Ta o 122 IBRICHEF LT,
« Cisco Security for Chromebook 7 7 A 7> ~ % 2.1.1 LIBRICHEH L £,

T T L — RERITT AR, TRTODEAALNANTALABIONT TAT V EREFOLDODTHDHZ L
MR LET,

T oI T L— RERTT LRI, TRTOENA AT AL ABINY A4 T MaRFOHDIZLET,
FENANTNARETNIT TAT 2V PBRREIN TV RWEGEAIT, WOTFIEICHEATENEWVER A,
ZEMNZOW T, Managed Android Device] ZZ&MR L T & W

FEMZOW T, Managed i0S Device] &L TL 72& W

FEAMIZ oW TiE,  TUnmanaged Mobile Device Protection] &ML T 7Z& W
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L

o Secure Access - DNS Defense [

e Secure Web Gateway
U

ZOFNETIL. #H L\ Secure Access #iik A 1ERL L. CiscoUmbrella #% &
ravr—_LFET,

T L— RKFak R EBBTSH L. B LUV Secure Access - DNS
Defense #Hfk S AR ENET, Z D7 at 2, Cisco Umbrella i ZE{F
Ufel). MRk IciR#E SN E T,

CiscoUmbrellaDNS RV > —B L Pa v RN—x o MMt A1 & —F v b
TIREAN— BRE, A F—Fy L SaaSDY Y—RE LT
SecureAccess ([Z a2 B —XET, 7 v 77 L— K. CiscoUmbrellaDNS
R U 3 —1% Secure Access THEE DN — B EISNAEAENH Y £
T, BRIL7ZEBVIC N T 74 v BN EIND Z L2 HERT D20
W, V=N DIEFEZHRLTT A MNTDOULEND D T,
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Secure Access - DNS Defense

[7v 771 —F (Upgrade) | %27 U >~ 7325 &, LV Secure Access k234 pk < 41, Cisco Umbrella ©
BENIE—SINET,

Cisco Umbrella 7> % Secure Access ~D 7 v 7 7 L— ROMEITHIL, R —ZLBHFLRWIZ L2 BED LE
T, RV —~OBRLBRWELEZBT L7720, 7Ty 77— RKPETTHETEFOEXF2 VT 4 71
Ty ANEREETITHIE LW TL &V, B4T71Z Cisco Umbrella TYERL S 7= U & —i%. Secure
Access LRIl &N EHA, HILWRY —arKR—F FO~ vy B FIZOWTIE,  [GetStarted with Internet
Access Policy] #ZH L TS 7230,

1. [Ty 727 L—1F (Upgrade) 127V v 27 LTCBRMALET, 7T v 77 L — RPER—U %K T LRNTL
a3V, TRTOEERKDI., RKAPLRVETHLERNLY 3, 7 v 77— R RERIL.
Cisco Umbrella 7>% Secure Access IZ 2B —ENARY > —DIZ L > TRAL Y £,

[ J— s==

Upgrading to Secure Access:

2. T T VL—RRRTTHE, [Ty 77 L— Rikth (Upgrade Success) | RSN E T,
3T L\ Secure Access ffk 2N ERICAERKR SN E LT,

Start Upgrade ©Done

Clicking Upgrade generates your new n (and dashboard) and coples your Umbrella configurations to Secure Access.

Umbrella continues to operate durin ization is always protected.

Upgrade Success.

Your new Secure Access organization has been successfully generated and is now listed
in Umbrella’s navigation menu. To review your new Secure Access deployment, click
Secure Access.

Umbrella DNS policies have been copied and converted to Secure Access policy rules. All
deployment and policy compnents, including identities (sources) and Admin settings, are
shared between Secure Access and Umbrella. Any changes to these shared components
are automatically updated in the other organization.

Application settings and policy are not shared between the two dashboards, so changes
are not reflected between Secure Access and Umbrella.

Umbrella and Secure Access are now running simultaneously, but trafiic is only steered
through Umbrella. Complete the upgrade process and redirect traffic to Secure Access.

3. [Secure Access T/L—/L %37~ (View rules in Secure Access) | %7 U ~ 7 L T#Hi L\ Secure Access %
VaR— RIZBEIT 50, [k~ (Next) 1227V w7 LC[bT7 742 27DU XA L7 (RedirectTraffic) ]
WCBEN L ET,
kAl Cisco Umbrella il v 71 35 &, EMflOF © 45— 3 2|2 Secure Access D = — kI v M BER
SNET,
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https://securitydocs.cisco.com/docs/csa/dns-defense/olh/140410.dita

| 7w 77 L— RZBih | 24

Upgrade Manager

Secure Access

CiscoUmbrella 8 ) > —7° Secure Access D/L—L & L TCa b —ENTWAZ L 2B LET, L~y
VU T OFEMICOWTIE, A H 3y E T 7R L—] ZHERLTIEIN,
N—IVOERFIEDOFEIZOWTIE, A F—F v h T 7B A =)L AX— T v T4 K| &
LT &N,

4. [7 v 77— RIZKR L E L7z (Upgrade Failed) | & xS iz841%, [7 v 727 L— R (Upgrade) ]|
ELO)—FE7 Y v 3h0, PAR— MIBEWEDELLZEWN

WwDFINET, CiscoUmbrella 71 5> F 1 5 ¢ @ Secure Access ~D V) A L7 N &L ET,
7w 9 L— K@ Secure Access [T AEEROS A4 VFIE

Ty T T L= RXx—=U % 0NT 7T 4 772k, CiscoUmbrella %~ 3 = 7R — K725 @ Z» Secure Access (27
TEALTLIEEN,

CiscoSecure Access CHER /A 95 ¢&, VEA LT " —TNEETHAREMENSH D . R — Miigt
T, AT T4D 777 L—R%Z5 T LTCiscoUmbrella ZFA U %] 2352745 F£ i, CiscoUmbrella
Aoy alR— RPN R—KENdM—onr /(v I7ETT,

CiscoUmbrellaDNS "R Y > —{i%., 727 AR Y > —ND Secure Access £ ' X —F% v b 7 7R JL—)LT7
nFE L7,

Cisco Umbrella 7> % Secure Access IZ7 v 77 L— K95 &L RY U —DOEENEEINTNDZ ERHND
%4, CiscoUmbrella TIER Y > —IZBHEDOTay 7 arR—3x 2 hEFAavR—% 2 haEHb T &N
T& E£92. Secure Access TIIMERY —FF ANRHAENTWET, ZOEFETALHNOKL—LT, b
T4l ETay 7 ETHFAT LI DI ETEE T, BiTH. CiscoUmbrella 78 U o —1%, IROFFE
DONEFZHE - T, Secure Access TR 3 DDOEBID N — T EH I NE T,

1. FrL— (FIA4~<V)  EPIOL—E, Jud CiscoUmbrella’R U > —THREENTWDL T 7 4 v
7 BRI BEF A L— VT,

2. JuvZi— (BHXY) 2FBDONL—E. TTOCiscoUmbrella R o —TEHRINTWAS T
74w ZIZHIRE#EATS T ey 7 — T,

3. HFAEL—L (F7 I/ F) AR Y S —i2 CiscoUmbrella AR Y > —FF L —BFT 5 L9, 3%FH
DN — VPR 723F Rl L — L & L CEA SN DG ERH D £3, TON—UE, 588153 2R
e —HRROPLRN T U AITHIE L, BRILRWNNTZ 7 0 v 7 OFEiEEE £,

FERRIGEE AT : BRI L — L B YR — R4 572, SecureAccess TILFFI IR AIMSRE N B A S E
L7z, ZOMREICEY., T 740 bL—LFRD X 512720 £9,

o /Ll EMMTHRTES. F T T4 v 7 2SI BITaTTEET,

e T 7 )L T, BAETEEDRWWWeb %A h~DO—RIART 7 B RAEZHFRLET, VRAaDBBA
VTNV AL TEEND D RN T T 7T SR WERYD . Web 1 MIFF S E
ER

o T T F )V M — UL, B A LN—)LRHREINDE T, D CiscoUmbrella R Y > —DF X TDik
 EPIMS T Ry V= e
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o SiSEIE EE (Any) JITERESNTWVET,

T4 RIL—ILOEE :

o FERIHH AN — AN - L7=GE, RILZ VA 7 AHI2, Z2O0—/L LD #HO/NL—VdEHE S
WEH A,

e7272L, CNAME L 21— R&/3HT L T 5 & &0, DNSFRIR DGR E A IP T R LU A ZUS L7272
ELBEORRTTCIIRIL 7 =) O a2k 5 N TE £,

B =

EETIE. ZNLDH L pE SNV — L THRLEETT,

Cisco Umbrella 7R') < —#A' Secure Access JL—JLIZ7 v 5 L—FKahEz L=

B : [HEAR Y 2 — (New Policy) ] &9 4/ Cisco Umbrella R Y > —121X, 74 F T 47 4L LTAD
ITNh—F.  AD2—H%F—_ AD 2L bEa—FX—RNhET, a7 yh7raVicky. RARTEEOT
NTOWeb VA FEBETAN Ty 7 SN, 77V r—a UREICED . Box 797 FA ML —UN
A EInE T,

Cisco Umbrella 7% U < —73 Secure Access DT 7 B ARY L —IZFKRENFT,

1.

1 2HDL— L DOA4RTE, [313FHA Y > — (Umbrella)  (3/3 New Policy (Umbrella)) ] T4, 2{E7C : AD
INh—7, ADa—H%— ADarVta—X—, HA[ 7TV r—2a VAR :BxZ7T7 7 KA RL—,

. 2OHDONL— L OLENL, [2/38HA Y > — (Umbrella)  (2/3 New Policy (Umbrella)) ] T4, %{Z7C : AD

In—7, ADx—H%— ADarta—HF— Tnuyyaryrryy 73l JAL: RARTEED
T _TD Web 1 b LIEEITA,

. 3O ADONL— DAL, [1SHHARY 2 — (Umbrella)  (1/3 New Policy (Umbrella)) ] T4, 2%157C : AD

IN—7_ AD2—H%—_ AD 2t a—%—, {LE (Any) |27 LET, [FEKIZFAT (Non-terminal
Allow) 1 ZF 35121k, [Bx=7 (Secure) |>[7 7 & AKRY > — (Access Policy) ]>[7 7+ /v b
(Umbrella)  (Default (Umbrella)) 1 /L—/L ORI 2 [fRE Edit) 227V v 7 >[EF=2 VT 0 ORE
(Configure Security) ] > [¥k~ (Next) ]> [F£#liEXE (Advanced) ] > [FE#&UmETFr] (Non-terminal Allow) ]iZ
BEiLEd,

D #0O Rule name Access Action Sources Destinations Security Hits Skatus

O 1 3/3 New Policy (Umbrella) Internet @ Allow Any AD Group... +2 Default Sett... +2 ] - Q

O 2 2/3 New Policy (Umbrella) Internet @ Block Any AD Group... +2 Alcohol  +16 2] - Q

O 3 1/3New Policy Default (Umbrella) Internet © Allow Any AD Group... +2 Any ] . [
Advanced

Do not change settings in this section unless you have a specific reason to do so. If you expect changes to be temporary, have a plan in place to ensure that you revert the
changes.

(D Allow access to encrypted files
Because encrypted files cannot be inspected for threats, downloading encrypted files is blocked by default. You should only allow access to encrypted files from trusted
destinations. Help (7

I Override Security
Do not enforce the following configured security features for this rule: Handling of web traffic based on threat category; file inspection; and file type blocking. (Intrusion
prevention (IPS) is NOT affected.) Help 7

@D Non-terminal Allow

Allow rule will not terminate processing on the enforcement side allowing for additional analysis. Help (7

FEMIZ DUV TIE,  TGet Started With Internet Access Rules] 3 LT} TManage the Access Policy] &ML T 72
YA
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1:

Cisco Umbrella /R1) —a vR—xR 2 Secure Access f V3 —xy b 7R JL—IL
R — AVE—Ry VT ITERARY —

TV = a CDRE TFVr—var ) A

TRy I R=TDORR AR —

AT HRTAY ATV RTAY

Bt U A b Befgide U A b

TATUT 4T 4 #ET

ENRANT AL ABLNE—I T arvta—HF— 0—I 77341 A

'{Zaf‘lui:/l)gﬁfﬁ_’ /F’/Jllz&jj:/:ju
SRR L HEBRSY 2

Secure Web Gateway

SWG AN/ > TWDHEDONL—VEHIZOWTHBLET,

( \

B =

Z 2T BTN T OMEEEN 9T DSecure Access/ Ny F— Y THATE 2bITTlEH D A, B
EDONRyr—V R 5120%, [EF# (Admin) ][>[V7 227 U 72 3 > (Subscription) J\Z&E L £,
FEAMIZOWTCIE,  Determine Your Current Package] #Z&MR L TL 72 &0,

TTICHHE SN TV DREREICT 7 EATE WG, EEHYFIHENZBRVWEDELLZI N,
[Cisco Umbrella and Cisco Secure Access packages| #ZH L T 7Z& W,

Cisco Umbrella 7> & Cisco Secure Access (27 v 77 L— K95 & X2, ###k T Secure Web Gateway (SWG)
WA 2> TODGE, V— Vi HNZE R ZiuE T, Secure Access Tik, SWG 7'm %73, %3562 URL
(example.com/login) & N TWB L — L& RERICEA L ¥,

7y 7 b—LN URLIC—Ed 584, DNS U VL N 3582872 URL XA Z i C&E 9. FA A v
(example.com) DA ZFHITEET, T DA, Secure Access |33 FH % SWG IZZ R E T,

1. DNSEFfi : 565 (example.com/login) % RFHli9 5 72 DFRK, DNS VU v L 3k, FAA > (example.com)
DB L, #HH%Z SWG IZERET,

2. SWG IZHERZERD : Ty 7 _X—Y BH—) 2T VI, Secure Access 13565 IP 7 N1
2ZBE L, SWG23Web v T 7 4 v 7 %% U CHTTP LA Y E£7/-IXHTTPS LA VY Co v 7 Z@EAT5
HLOEEELET,

B.SWG XS T4 v INRRRIZHFRET IVRENSHD : 7y 7 2HHAT L, *v FU—2 hrrxb
JN—7. PAC 7 7 A )\, £7-1Z% Cisco Secure Client ZffifH L T, =—H%— T 7 ¢ v 7 % SWG #H T
ATT VT THVERS D F9,

4. SWG ZHALLIMEEDHER : N5 7 ¢ v Z7IDNS HH SRRV, SWGZ BB L WgEEs, Tuy
ZIFHEAEINAT., NI 74 v ZIFE R EINET,

Cisco Secure Access | Updated August 28, 2026


https://docs.sse.cisco.com/sse-dns-guide/docs/manage-internet-access-rules
https://docs.sse.cisco.com/sse-dns-guide/docs/add-application-list
https://docs.sse.cisco.com/sse-dns-guide/docs/manage-notification-pages
https://docs.sse.cisco.com/sse-dns-guide/docs/web-content-categories
https://docs.sse.cisco.com/sse-dns-guide/docs/add-a-new-destination-list
https://docs.sse.cisco.com/sse-user-guide/docs/components-for-internet-access-rules#sources-for-internet-access-rules
https://docs.sse.cisco.com/sse-dns-guide/docs/manage-roaming-devices
https://docs.sse.cisco.com/sse-dns-guide/docs/add-threat-category-set
https://docs.sse.cisco.com/sse-dns-guide/docs/about-do-not-decrypt-lists
https://staging-securitydocs.cisco.com/docs/csa/dns-defense/olh/143450.dita
https://umbrella.cisco.com/products/umbrella-enterprise-security-packages

| 7w 77 L— R &k | 27

NN T AR T B L CEAT 5121, ROFIEIZHENET,

1. R R A VB ZEFERTS . FAA U E2RITGEAT 2561, KA1 (example.com) %3650 &
MZBMLUET, FED URL (example.com/login) ZfEH 3 2354, URL X— R T M4 51Z1% Web L
AYDORENVLENZ R DT80, FORNT 7 4 v 713 SWERHE CRMISET,

2. SWG DR REFEZFMHRT S : RLX— 2D 7 v v 7 BUELRGEAIT, JIBOXEFELERITRY FT—
TDT—=HRATSWG 7T NT 7T 4 T o>TnAZ L ZHER L E£9, Secure Access TZ %
1T2120F, # v F—Fv btXxa VT 0 Z2%EL., CiscoSecureClient, PAC” 7 A /b, F/-idxry hU—
7 hoxv F—7 % LT Secure Access T X URH TR T T 4 v I EA—T 4 T LET,

3. L—ILEEETS  HEOURLARIIKGFTH Ty J— L ERFELET, V—IEEEZXY hU—
TT—=XT 7 FxIZhbEDLZET, FHMILAWEHFAEMERLIEL, EX2 VT4 —ABER L L
BhicEAINs LHriccEEd,

SWG B Z#RET D I F I FE R HFEITHOWTIE,  [Cisco Secure Access Help guidebook] D%k d b v 7 %
S LT EEN,

« Configure Cisco Secure Client Settings (72— 3 > 7' 57 31 2DHFAH)

o Manage PAC Files,

o Configure DNS and Web Security (Web &3 = U7 AR— 1~ 80/443 D T 7 1 v 7 DHZHEML)

e Manage Network Tunnel Groups (A b, 770 F, FHIEFR Y NT—IR—=RD T 7 4 v 7 DHFH)
ZOMDY Y —=ATHONTIE, RESRLTIESN,

e A UH—FR Y NT I EANL—LD NT TNy a—F 4,

o 1 AKX A URL ~D7 7 & A D,

o fll,

o BRI U A N OF B,
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LU

HRkD N7 7 4w 7 & Secure Access BRI TCY XA L7 4B JHEICD
WTHIALET,
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ZOFNETIE. FT 7 4 v % Secure Access 12V XA L7 +3 5 CiscoUmbrella 71 5 > 7 « 7 1 & R
LET, VA VLT MM, INODTAT T AT 46D NT 7 4w 7%, Secure Access DA% #EH L
TI—T 4 7 ENET, Secure Access TlL. 7TAT T AT 413V — A LMIINET,

TP = R =% BT 7T 4 7R, Secure Access TEERFE AL Yy T —r7oa—3 75N
AR EDHF LW — R EBEEER L725ETH, CiscoUmbrella 7 v 77 L — K32 —U ¥ IZE- T,
(2773 774 7DVEA VI N ZRTTIHVLERSHY 7,

INNRBEIZRDDE, 7Ty 77— Rv3x—UvRICED, B LOBEFDO Y —AN, UX ALY
F&EN 2D FETCiscoUmbrella 7 4 v v MM ENT-F IR D720 TT,

Secure Access % v ¥ = R — RITSELICBITT IR, ROFIEEFEITLET,

e AT v 3 T T 4w D)X ALY s -CiscoUmbrella 715 > 7 47 4 % Secure Access ¥ — AT
VEZA LT NLET,

e AT w4 T S L— R&E58 T LT CiscoUmbrella Z ] U % - CiscoUmbrella 7 7 7 o s % #5014k L .
SERICHE L E7,

Umbrella Secure Access

CiscoUmbrella 7 AT T 474 V774w 7% VXA L7 hLT, Secure Access iR COAT T J o
ZPAB L E T,

Z OFJETIX, CiscoUmbrella 7> % Secure Access (2 T 7 4 v 7 &#H VR ET, ZOFETIZ, 777
L— R&5TL7TCiscoUmbrella 7 7 > hE2BALDET, WHOTHL NI 74 v 7B LICRETIENTESE
7, MBS U T, CiscoUmbrella TH LT A 7> 7 17 4 Z{ER LT, Secure Access DHERER 7 A h§°
HlbTEET,

1. [T 74w 27D) ZA L2 b (Redirect Traffic) 1 . [BH%E (Start) 122 VU v 27 L7,

é Redirect Traffic © Not Started

Redirect your organization’s identify traffic so that it is steered through Secure Access. You must manually select which identity traffic is upgraded to be steered through Secure

Redirecting traffic to Secure Access
Upgrades traffic steering so that Identity (Source)
traffic is steered through Secure Access

[Secure Access~D ~ T 7 4 w7 DY X1 L2 b (Redirect Traffic to Secure Access) | ~*— 121X, Secure
Access ICV XA LI RN TEDLNT T4 v I BFURRDTAT T AT 4 XA TRERENET,

o« Xy hU—7
o Xy NI =T F AR
e—X T a b a—XH

o E/NA LT INA A
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o Chromebook = —#—

o %1 b

2. TAT T AT ASATHI ) v LET,
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FOTAT T 4T 4 ZA T THATFRERT AT T 4T 4 DU AR, [Umbrellads UV o —ICiizk &

5 N7 7« w2 (Traffic directed to Umbrella policy) ] IR S ET,

& Back

Redirect Traffic to Secure Access

Select which Umbrella identities, upgraded to sources in Secure Access, should have their traffic redirected to Secure Access.

Traffic redirected to Secure Access
To verify redirected traffic, in Secure Access review

Networks

Secure Access

6%

Umbrelia

@ rerworis

2 Network Devices

3 Roaming Computers
4 Mobile Devices

5 Chromebook Users

6 Sites

3. Secure Access (Z

Traffic directed to Umbrella policy

Traffic directed to Umbrella policy

Activity Search logs.

Traffic directed to Secure Access policy

=

Sites

| Select the Network identities you want upgraded to Secure Access. Once upgraded to Secure Access, traffic for these identies is steered through Secure Access only.

[ select all (2 total) Select all

[ Search ] [ Search

[ Network 2
O Network 3

No identities selected

Traffic directed to Secure Access policy

Select all (2 total)

NG T4 0B )VEA VT NTBTAT T 4T 4 BRI LET,

4. BIRLT7=T AT 7 47 1 % [Secure Access’R U o —I(Z
Access policy) 1B ENT 521X, KEIZZ Y v 7 LE T,

Select all
[ Search ] [ Search
Network 2

Network 3

No identities selected
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Traffic directed to Umbrella policy Traffic directed to Secure Access policy
Select all D Select all (2 total)
Search I Search
[ Network 2

n [ Network 3

No identities selected

5. [N 74w 27DV &AL 2 (Redirect Traffic) 1227V v 27 LET,

6. Ry 7T v T AvE—VICKRDEIIZRREINET, RDTFATUTATABLVEET NS 7097
%. Secure Access £71-(& CiscoUmbrella [Z!) &4/ LY FEhFET,

& Redirect Traffic
The following identity and source traffic will be redirected to Secure Access or Umbrella.
To Umbrella To Secure Access

2 Networks

| understand and wish to proceed

7. [FifR 7= 9 2 THi4T L £7 (Iunderstand and wish to proceed) | IZF = v 7 &# AL E£7,
8. [VX AL I (Redirect) 1227 VU v/ LET,

EENRTET T L, ST NARERREINET [T 74 v I BEFICV XAV PEnELE
(Traffic successfully redirected) 1.

Q Traffic successfully redirected b4
To confirm, review Secure Access Activity Search
logs.

Secure Access T7 7T A ET A BV AR —FE2ERL, FELNT 74 v I BEFICVEA LT FENT
WA Z EEMERLET, ERlOF S — 3 T, [Secure Access] > [LAR— k (Reports) ][> [7 7T 4 &
7 4 sk (Activity Search) | %27 U w7 LEJ, sFHIC OV I,  [View and Customize the Activity Search
Report] ZZM L T 723V,
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L

Cisco Secure Access - DNS Defense ~D7 v 7 7 L — REATH O LR —
MZHOWTEA LT,

e Cisco Secure Access - DNS Defense

Cisco Secure Access | Updated August 28, 2026



| LAR— 133

Cisco Secure Access - DNS Defense

9T D Cisco Umbrella 1 78— bk % Secure Access - DNS Defense THIH CT& £,
AR TiHZE 90 HE O T, FFEOHMDO L R— MEERTEET,
ZEMZ DWW TIL.  Monitor Secure Access with Reports] ZZ M L TL 72 &V,

ToT T L—Re3x—T Y OEITHIL, [@HAKRA - (PointofEnforcement) | 7 4 M Z 2 LT, Lik—
I 7C Secure Access & Cisco Umbrella O kA€ =% —C& £9, [#HAA > & (Pointof Enforcement) ]
TANE T, BT OHHLDONT T 4 v I RRAERINTE E T,

Point of Enforcement Select All

] Cisco Umbrella
[] Cisco Secure Access

2

Cisco Umbrella #5222 v v N 795 & AR A > & (Point of Enforcement) ] 7 « /L # I3l C

XAV ET, FEHCOWTE, [Ty 7L —REZ5%ET L CUmbrella ZfAL %] 28R LTS
A
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Umbrella

| 777 L —F%&57T LT Umbrella ZFC % | 34

L

e Cisco Umbrella

T T L= R RAERTTHODREDAT v 7 TT,

BBEOAT v 7T, BESMERZL, $XTORY —— %
T L—FRLT, §XCTD KT 7 ¢ w7 % Secure Access (ZHEE L
7-1%1Z. CiscoUmbrella 74 7 F &L £,
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Cisco Umbrella

Z i, CiscoUmbrella 2> v >~ F&Z L, CiscoUmbrella 7227 V7L g %%y LT 5K E%EOF
IET9,

CiscoUmbrella N EFICT v 77 L — &, &R L7 MT 7 1 v 7 H SecureAccess I L CAT T Y 7

INBEHTRVFELE, ToyF 7 b—FRex—T v DtEDOFNEIZ, CiscoUmbrella #5222 v v b &
7 L. CiscoUmbrella 727 ) g Zdy vt 2b2E T,

1. [BA#G (Start) 1227V 27 LET,

6 Complete Upgrade and Close Umbrella @ Mot Started

Umbrelia has been success

fully upgraded and selected traffic is now being steered through Secure Access. The last step in the Upgrade process is to permanently shut down

Umbrella and

cel your Umbrella subscription.

Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella aceount? Once closed,
all access to Umbrella is lost and cannot be recovered.

% | understand and wish to proceed

Gancel Close Umbrella

3. [Umbrellaz L% (CloseUmbrella) 1227V v 27 L%,
Cisco Umbrella 7 7 7 > s 23BASH S, %I Secure Access - DNS Defense Toe &Il fR#E SN TV E T,
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L

Cisco Umbrella DNS 7> % Cisco Secure Access - DNS Defense (27 v 7° 7
L—RTBEBEONT TN a—T 47D K,

WO TIE, TP L—REHZ NS TN a—TF 4 T
BIZRBAENOH BT ) IO TCHA L £,
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Ty L— RCEEREAE LTS AIE. 2Oy 703U 2R LT IEEN,

IR

Security Cloud Control (SCC) Y%7 A7 U v g
PRI — R2ZFE L TORWEAIZE D T v
TI D

ATy T 2D[T v 77— FZB4h (Start
Upgrade) 1| C[7 v 77/ L— RizkigL £ L7-

(Upgrade Failed) ] & FRSNH5E1FE S T
ISR

Mk 2 ZETEET

Cisco Umbrella & ¥ 1% Cisco Umbrella # v > = 7R —
Kby 770 hERTHWET,

Secure Access IZ7 v 7V L— R4 5720 [B5%
23R (Request Invitation) | %27 U v 7 Lz b DD,
PTRA7 T g R — RRFRR S LA O
Security Cloud Control A — /L% %2{5 L 7= & FLE CTld 7
WIEARIZE D 720 £9h,

BEFEDA VAR AT H v F 3 HMRb0IC, #HL
V> Secure Access A > A X v AR S TR L=54
XED 7D E3D,

YT AT Y g rERa— KE7R o7z Cisco
Umbrella #1512 ) > 7 LIZ3BAIEE 9 20 F90,

B2 M8 & 2 a3, £ 2ICMuabEnid
FWTT D,

Yiya—<ay
o ANRLDZIE P LA ZHERL T IV,
o EARFIC, ZOTH T MY 78N Tn5
BHE TIIR -T2 ReER H 0 97, 5T
DOWTHE, EEEYEIIBREIWEDELTEE N,

Ty ST — R APICHIOEBENR Y —
EREFEITBMLEY ELEGAE. R v—0%&
PR B alREER H D F9, Ty 77 L—FD
AT w72 EFEATT HENC, Web 77 U W& BT
TH, R —FHIBRL T EEN,

e Security Cloud Control CHiik4 & A3 5121,
FEROFICHIFRZEIR L, [T v b7+ — 28
P (Platform management) | > [T 227 1) 7
3 > (Product Subscriptions) |>[¥7 227 V7
> = (Subscriptions) |>8%ET7 A a2 %7 U
7 L CHRtE > [fR1F (Save) |DNEIZEN L E,

e SCC THHfk4 #Z& W L T%. Secure Access TZ
DAFNIEE INEH A, BREEZERT DL,
Secure Access ¥ — MZEBHWE DR Z &0,

Cisco Umbrella ‘ZELH | ZHfF 225 L C, £HD
Security Cloud Control 77 7 o R Z{ERK L TH 5 5 44
b 7, WaEE45 %, Security Cloud Control %
MLTitbnEd, lnviteaUser] 2L T2
W,

B 41 Security Cloud Control A — /L% %15 L 7= & H#H
Ty FOEREEE L, Filae—%—L LT
EBMLTHLHWET, ZD%, SCCIZHT A7 U
va vrERa— K& AT LT, Secure Access ~D
Ty T V= RET 7T 4 7L LET,

Secure Access ViR — F ~DBRIWVE bt

Secure Access iR — b ~D BRIV E bt

Secure Access iR — b ~DBRIWVEbH
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