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https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/sal-on-prem/integration/deployment_guide/csal_op_for_fmc_7_2_deploy_guide/m_csal_op_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/sal-on-prem/integration/deployment_guide/csal_op_for_fmc_7_2_deploy_guide/m_csal_op_troubleshooting.html

& |
B security Analytics and Logging (A2 TLIR) 7TUL—vavES LR b=

1R BHHEIIZ

e F—TVx, Tr—al s BIOT—4/)—FExy hU—ZIZEALEZ ., B
WX BB TR ZADEFRIP 7 L AR 7 n—a L7 ZEHIP 7 N L A ZREARET
b5 &, ¥ LT Management Center DEBELIP 7 R AN v —V ¢ OFHIP T RL-X
ICEZERRRTHHZEAMRALET, SOICRTETLHHEIMA T, HHIP 7 FL 2%
AELTBEET,

« Secure Network Analytics # i A A% UV ZA 2 HUNIBER L E T, v Rr—Y ¥ VET A&

ANIBERIZIZT U MICHBIRISEMSAVE T, FBMIZ DWW I, [Secure Network
Analytics Smart Software Licensing Guide] # &ML T 7Z2& 0y,

AT v F1 Secure Network Analytics /N— KD =7 77547 A% BT 5121, [x2xx Series Hardware Appliance
Installation Guide] ®¥&7~1Z. Secure Network Analytics IRART 75 A 7 > A & BB T 512i%. [Virtual Edition
Appliance Installation Guidel] DFE/RIZHENFE T,

AT w72 [Secure Network Analytics System Configuration Guide] #fH L C7 774 7TV A&HE L7, 77—
L7 a2 Ty T v 7 ERET HEEIE, BTREAERL TS 7ZE0,

T —HARNT O L TR —aL X ERHT 5L IR LNZEAE, [IF (Yes) |28 L
F9, Wz (No) 1ZBIRLEEGEIE. FILWMEET 794 7 RAEET 7747 L ADRFD %
BT O2MENRHD £,

[T UA BN FATDEIR (Select telemetry types) |HIE T[7 74 7 74—/ (Firewall Logs) | %
BRLEJ, wiZ, UDPAR— &2 AN LET, T 740 b TESS4 BMEHASINET, [TV (Yes) ]
7V LTREZHRLET,

Security Analytics and Logging (A > L3I R) Z7FI) 45— a3 sEwA
AR BR=IL

X=X 2T oo n XS (AT VIR) TV = arEA A R—
AMLET, FEMZOVWTIEE, TEXF2 VT o0 enx 7 (713 X) Release Notes.]
FERLTLSEEN,

RATYTN EXa VTt aXr s (Fv7LVIR) 77V r—varzfyra— RT510d,
https://software.cisco.com C Cisco A~— h 7 A 7 MIr 7 A 350, HEEHFICBEWEDEL I,

ATYT2 ~3x—Vxlcrn /A4 LET,

AT T3 AAf U A=a—5 [# (Configure) 1>[7 1 — L (GLOBAL Central Management) | % 3&4R L
e 8

ATV T4 [TV r—var~Fx—Tx (AppManager) | ¥ 7 %27 U w7 LET,

ATv 75 [B Browse) %7V v 27 LET,
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https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-release-notes-list.html
https://software.cisco.com

| =@
Secure Firewall Management Center 0 5% & .

ATV T6 WEICEKRINDIERICHN-TC, 77V r—ya 77 A 0ET v 7a—RLET,

RDERY
« 4 X % Secure Network Analytics 777 A 7 > ZITiFET 5 & 9 IZ Management Center
i ELET,
« A4 X k% Secure Network Analytics 777 A 7 2 AZEET D L 912 ASA 734 A %%
ELET, ASAT /A ZADORE (23 X—Y) ZZRLTIESVY,

Secure Firewall Management Center D% &

X VT aore e (B 7L I X) 1T Secure Firewall Management Center % 5% &9
BHeL DA T a2 &#H LT Secure Network Analytics (21 X2 b & 255 T& £9°,

« A~ | % Secure Network Analytics BB IZ[ELER{E 32 & 9 1T Secure Firewall Management
Center TD YV A P— FDFRIE,

e Syslog ZfEHH L CTF — & 7'L— A X k1 2 % Secure Network Analytics (ZE{E 92 K 9
|Z Secure Firewall Management Center % 3% EJ 5,

Secure Firewall Management Center TD ™ 4 ¥'— FDEETE

WIZ, T D Secure Firewall Management Center —%—7237 7 A 7 0 4 —/bA X k&[G
BIMRET 21200 X2 T oot nX s (A7 LVIR) #BEHT OO 4
P— RIZOWTHEHA L E7,

VI =T XD AF L RTRUD v IR =Ty ZREB LT, A2 MEEERLORF
L. ZI0b AR MEMERBIORETEET, v 13—V v OABERHOREDFEMIZD
WTIE, =32 —=U ¥ DOHh EICA XY b T —% &5 9 5 & 91T Secure Firewall
Management Center X ET 5] ZZHRL T ZE VY,

T —HALNTY : T7r—alb ZEREAL ANV NEZEL, T—F AT ZEMLTA
NRUBNERFEL, 2=V ZRALTA XY MR BLORETEES, 7—4 A b
7 EBEOBREOFHMICONTIX, T2 AT BEICA XV N —2%2H#ETHED
|Z Secure Firewall Management Center Zi%XET 5| ML T 7ZE W,

Secure Firewall # & D RI{R &4

e Secure Firewall > AT AN TFHALZEBOIZEMEL., BETHA N2 MK T 508N
&) D iﬁ‘o

« Secure Network Analytics B8 L O EF 2 U T 4 i mw X7 (Fr7 LI R) #iitty
KNPy 7 LT, Z7AT UA—NARY NOT—HEZ[ETELLIICLET,

= W
|



& |
. IF—T v DH BRIZANY b T—4 E#{EF 5 & 5 (Z Secure Firewall Management Center %3 %

e IRDOWT DD Secure Firewall = — % — 0 — /L3 LBL T,
o EPRE
« 77U A K (Analyst)

e &XaUT ¢ 7F U AL (Security Analyst)

cHUE, A XV FOEEEEEZTR—FLTWVWAETF /A ZAD/R— 3 )5 Secure Network
Analytics |[Z syslog ZfEH L CTA X FEEE L TWDEGAE, ZNHDT /31 AD syslog &
R LT (E72iE syslog DREEZZORNT 7 E X ay ba—L R —2Fn 5D
TNRARZEHVYTT) VE—FARY 2a— A TAXY MPREELLWVWEIICLET,
« MOFEMFRESZH L T TZE 0,
WA=V DRAPMEITIP T LA,
e (Zo—a L FEFERAL, HEEA N L —UF v R80T 01Tk L THEE D Secure

Network Analytics 777 A4 7 A& LK T25E) 7u—alb 7 ZDIP 7T FL XA,
(ZOREIIFIARA M EHEHTEEEA, )

o BELEHEIR % 5O Secure Network Analytics 777 A4 7 ADT 7 hpua A 4E
o
nbou 7 A NEHRIT Management Center ([ZIRfF SN EH A, ZNDOEFHRIZ, ~
A — % D Management Center OFi A FFHT 7V A N APLT I 7 v NEHENLT 5
O —EFHESNEY, ZORBICEHEAT IV MILEDH Y FHA, EFEAH
oo 74 AFHREEHTEET,
Big7mE AP v 2 =Ty ou 7y T GERHVET, OV 4 F—F
ZERAT RS, EITHOEEZZE T LTS EEN,

o (RO HARFICERET 5 (trustonfirstuse) |47 'Y a U EZHEHA L2WEEIE, ~31—
T b o SSLAEHEAEH LET,

IR—TvDH BRICAND b T—4% %#E(ET S & 512 Secure Firewall Management
Center 58 E 9 5

4a & SRS

Secure Firewall Management Center TP ¥ ¥ — RO EICFLE AL TWN DT X T OB il 72
LTSI LR LET,

AT F1 Secure Firewall Management Center Ti%, [#f& (Integration) |>[tFaUTFs AL BF T (Security
Analyticsand Logging) | DIEIZEEN L £,

RT9 T2 [vx—T ¥ DH (Manageronly) ]DOV (V= v NT, [Bth (Start) 1 %227V 7 LET,

AT 73 Secure Network Analytics Manager D78 A "4 £721XIPT RL A LR — a2 AL, [k~ (Next) 127 U v
7 LET,
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T—RRA LT BRIZARY b T—4 %#3%{59 % & 51 Secure Firewall Management Center 5% 3 % .

ATy T4 RSN EEHERLET,
1L eXr7HOPT FLAER—-FE2HRAL, RBEIGUTEHELET,
2. /7nAEB URL EAR— FEMEGE L, HEISCTERELET,
3. [HIOFEHARHIAE T 2 (truston firstuse) |47 v a VAFEHLAZWEGEE, ~F%—Y % 225D SSL
EHEEZT v Fu—RNLET,
4. [k~ (Next) 1227 U v 27 LET,

ARTFYTE JLT oy VE AN L TR —UvicuasAr L, 7o) OREEEEMN LT, 58T (Complete) ]
7V w7 LET,

b or 7 A AFHIE Management Center [ZIR(FSNVEF A, T O DOIFEHIL, Secure Network Analytics
Manager @ Management Center DO FiA M) FHT TV A N API T U v M EfNLT D720 —EEH S E
T ZOMBITIFFERAT Iy MIKEHY FHA, BHEAGOa 74 UEREFEHTEET,

RDBERY

« A X k73 Secure Network Analytics 7 77 A 7 2 ZTEFITRIEIIL TN D Z & A ffEad L
e, TXTOA X b3 U E— b2 6 b 7 HE72 Management Center [ZffE EIZPRAF S
N5 ECTORFMEZMELET, TD%. Management Center C OB S AT VB A <

FORFOEILEZSZR LTI ZIV,

GE)  ZhLOREDWTNNEEET DLENDLHGEIE, VAV —FEemEFITLET, REL
BINZT 20, TV —FEBEFITLELATH, TV Forr A UERER<
TRTOREVRFFSNET,

T—ARX T RBEAIZARY b T—42 %1£(E9 % & 5 [Z Secure Firewall Management Center
TERTET D

48 HHEIIZ

» Secure Firewall Management Center CPD ¥/ o ' — RO EIZFLHE STV DT X TOE%
WL TWDZ L2 LET,

o EERR T NA ADR—T 3 0% 7.0 LIBTT,

AT 71 Management Center Ti, [#i& (Integration) |>[EFa VT4 RFEBF2S (Security Analyticsand
Logging) | DIEIZEE) L £,

AT9 T2 [T—H#ALT (DataStore) ]V 4 Y= NC, [Pt (Start) 1227V w7 LET,

RT9T3 vF2—T % OFRAMELIFTIPT FLAER— EATILET,

N |
|



& |
. T—R R 7 BRICA R b T—4 %#3%159 % & 51 Secure Firewall Management Center %% E 9 5

ATy T8 70 —alL I XZDOKRAMERIZIPT RLAER—FEATILET,
Tu—al 7 B EELITEMT AT, [HRo T e —a L7 Z&2BH (+ Add another flow collector) | % 27
Uo7 LET,

RT9TS (AT var) BEOTa—alL 7 X EFRELESAE, BEART A 2R b 70 —aL 7 ZIcH
HAHTET,
T 74N FTIHE, TRTCOEFENGET ANAART 74V hOT7a—alb 7 2 IZHY B THAET,
L [T/ A%&E DY TS (Assign Devices) |7V v 7 LET,
2. HEDYCHEHYNRT NA AZERLET,

3. [THA AEHEIV Y TTH (ReassignDevice) | Kr vy 7FX 7 U R RMinh, [7r—aLb 7% (Flow
Collector) | N L FE T,

Secure Network Analytics X
Device Groups '|
_, All devices z —
[ 0 10 B s

EEAEE [=) 107 2 selected Reassign 1 device v|
A Unsupported o Device Name (IP) AssignedF 2 1.1.1.1 (de

: (] 192.168.0.12 (192 Q.12 [ERER B |

Do not log to flow collector | g 2222

.?@ . g L] 192.168.0.11 1.1.1.1 il
i 33

Flow Collectors Jp Do notlog to flow collector (0 devices

P ~
2222
A

3333
A B

Cancel Apply Changes

BHSRT NA ARA R hTF—F 70 —al 7 ZONTHICHEE LRV E ST 2580F., £
DT NA AL, [T3 AZHED Y TT 2 (Reassign Device) | Kr v 77X T U X Mhb [7
o—a Ly XiZu 7 E5E&E L7V (Do not log to flow collector) ] ZER L F97,
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T—RRA+7 BRICA R b T—4 %#3%1{59 % & 51 Secure Firewall Management Center %% E 9 5 .

G¥) TN EDOTR—a LI X EERTHIE. BOT7e—aL s X Zh—Y VvEgbt,
[7 7 # /L hDOFE (Setdefault) 1227V v LET,

Device Groups

— All devices

1 selected of 2

Unsupported
" Spami

4 Do not log to flow collector

Flow Collectors

1:1:1:1
5 A

-

3 22_22 Set default

PR

4. [EW %A (Apply Changes) |27 U 27 LET,

ATV T6 [k~ (Next) 1227V v LET,
RTv T RSN REEHRLET,
1. 7eREBURL EAR— MR L, LBEIJSCTEHRLET,
2. [BHIOMEHRHIE®ET 2 (truston firstuse) | 47> a U EFEHLZRZWEEIEX, v~ % —Y % 225D SSL
SEAEEZT v a— R LET,
G¥) SSLEEMEAZ G L CT v e — R4 2 HIEOFEMIZ OV TIL,  [Cisco Secure Network
Analytics : FEEXRT 774 7 L AD SSL/TLS GEE ] 25 L T 72&0,

3. [k~ (Next) %27 U7 LET,

ARTYT8 JLT ooy VE AL Cwrx—vUviZarsA v L, 72 ORREEEMNL LT, 58T (Complete) ]
27 Vw7 LET,

b dv 7 A UL Management Center [ZPRAF SV ERH A, 2O OFHRIZ, ¥~ — % D Management
Center DAV EHTF VA RNAPI T A VY a3 57O —EfEHINET, ZHITITERT S
Ty MINEHY EFHA, FHEBFOR VA UEREMEHTEET,

Zyu

RETRFE LT, [BEX=2 YT 00T a X2 (Security Analytics & Logging) |~X— 3 T[7 /31 AE|V
WYCHHH (Update Device Assignments) |47 U w27 LT, T34 ADEID B TEHHFTEET,

N |
|


https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/certificates/7_4_SSL_TLS_Certificates_for_Managed_Appliances_Guide_DV_1_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/certificates/7_4_SSL_TLS_Certificates_for_Managed_Appliances_Guide_DV_1_0.pdf

= |
. Syslog #FALTT—4% FL—2 4 N> k04 % Secure Network Analytics 123153 % & 5 [Z Secure Firewall Management Center %€ 3 %

SAL On Premises Configuration «)

Secure Network Analytics Manager Hostname

192.168.7.223

IP address for logging
1.1.1.1:8514
2.2.2.2:8514

Update Device Assignments

Certificate
smc-aced3.cisco.com
Expires: 202 e

This certificate is valid

Refresh = Upload Download

RDZRY

* Syslog Zf [l L C7—# 7' L— A X k1 7% Secure Network Analytics [Z5E 35 & 9
|Z Secure Firewall Management Center 3% &3 %5 (20 <X—2) AL TF—4# 7L —r
DAR bR T EEEFETEHLIICLET,

« A4~ k73 Secure Network Analytics 7 77 A 7 2 ZTIEFIZREI LTINS Z & R L
Tete. TXTOA XY b3 Y E— M6 b FIHE7: Management Center (25 IZ /A7 S
N2 FETORR 2R L £3, £D%,. Management Center C O MR\ BEGEA

NORIFDFIEZZRL TS ZS W,

Y

GE) THNHDOREDNT NN EEETAINERNLALEAEILX. VAV —FNEFEEITLET, XTES
WENCTH0, T3 4P —R2HEEITLAEETH, Thur bouad A U 5HmEEL
TRTCORENRFTFINET,

Syslog 2 EARALTT—4%2 JL—24 R ~O% % Secure Network
s

Analytics [Z3£X1§9 % & 5 IZ Secure Firewall Management Center % 5% i€
ER)

WIZ, TTITAT L ADT Ty N7 —LFKERY =D UL AT 9 T, syslog ZfEH L
TT—H 7L —2 A~ k1 7% Secure Network Analytics (2251535 X 9 (Z Management Center
BRETDHHIECOWTHALET,

W =6
I
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ATy T

ATy T2

ATvT3

Management Center TODEEEMELMERA N2 FORFDEFL .

\)

GE) T2V — ARV MNE, EX 2V T oot nx oS (AT VIR) FHXART B

AT R — S TVET,

1R BHEIIZ

Management Center ?® Secure Firewall Management Center CTD 7 « ' — KO EEZFEH LT, 7—
AT L—2 A X ka7 D Secure Network Analytics ~DE(E &2 AN L TL7ZE 0,

R T A X =T M LET,

a) [Syslog]>[R ¥ > 7 DOE (Logging Setup) |>[FEA 1 ¥ V3% E (Basic Logging Settings) | (ZF#) L
S

b) [Enable Logging] &= v /Ry 7 A% A NI LET,

XTI TERELET,

a) [Syslog] > [ ¥ 7 #kist (Logging Destinations) | IZ&#EI L F 5,

b) [+ v ¥ THEHRLOENM (+ Add Logging Destination) 122V v 7 LET,

c) [BF¥ U 7EHi (Logging Destinations) | C, [Syslogt—/3— (Syslog Servers) ] &N L £,

d) [ 27 TR (EventClass) ] T, [ﬁj(}; 25 %7 4% (Filter on Severity) | Z3&IR L E9,

e) HAREZBRIRLET,

nX 777U T 4 EHELET,
a) [Syslog] > [SyslogaXi& (Syslog Settings) 1>[7 7 U 7 «¢ (Facility) [ IZBEIL £,
b) [77¥ VT 4 (Facility) ] C. [default=LOCAL4(20)] ZER L £,

Management Center TDEFLXEIMNMEVNEHRA XY FOREDEL

A N FOKRIIIE, FE SNIZEBICBEEMN T DN TWEEA, ZOREDA NV bz
Management Center |ZfR1E LRV E DT HZ ENTEET,

Management Center {ZPR{F S AL TUVRUNA X2 M, hitps://www.cisco.com/c/en/us/products/collateral/
security/%20firesight-management-center/datasheet-c78-736775.html D7 — % > — h THRE I LTV
% & 512, Management Center 7 77 A 7 ADH{ K7 —L— MNMIHh T FENEHA,

RDOBEHGA N MIELRER @O E AR S, Bkt A N2 FOREFELZEDICLIZHEETHEIC
Management Center (2 RAF SAVE T,

e XU F 4 A b
s BAA N MBI BB A X b

T 7 A ARy B B T B A S b
C T =T A R MBI BB X b

|


https://www.cisco.com/c/en/us/products/collateral/security/%20firesight-management-center/datasheet-c78-736775.html
https://www.cisco.com/c/en/us/products/collateral/security/%20firesight-management-center/datasheet-c78-736775.html

& |
. Management Center TOEEEMNMEVER A XY FOREFEDEL

P FE M E A X b & Management Center (ZfR7F L7RWVWZ LT, IVEL< DA ML —Y
AR=RAHEMDA R N EATITEY B THIENTE, BRERET D72DOREHAR 72
DET, ZOREE MAHEROWEICITZEL EEA,

ZOFEIL, T D Management Center |2 X > TEIEINTNDTRTOT /N ANEDA R
u—l@ﬂq éﬂi‘j‘o

1R BHHEIIZ
AN

FE ZOTFIEIZL Y, BIfE Management Center (ZPRF STV DT RTOERHLA X2 MBEHIZE

tl

EIZHIFR S ET,

@%Elllﬁ%iﬁﬁ"é AT, PREFT D MR X T O DS Secure Network Analytics 7 7
FAT A \ZTFE L“Cl/‘%) L AR LET, B%. Management Center 7231 N k%
Secure Network Analyticsl:fl:ﬁl:‘%‘é% LTWHZ EaMRLIEE, LIEo LT 2o
arEANITLZ L EBED LET,

AT v 71 Management Center COEHEEE DMK\ EEREA X2 N DIRTFEZAZIET 2 HIEIZRD 2 D TT,
ELLDOHETHRUBEDRH Y £,
/I’“\/ e vXa 0T aptrénXr s (A7 VIR) ICEETLHEDOT 4 F—REET Lz
b, [AT A (System) |>[m2 ¥ 7 (Logging) |1>[EFx= VT 4ot u¥x 7 (SecurltyAnalytlcs
and Logging) 1 IZBEI L. [FMC TR{FT 541 X &4 72< 3% (Store Fewer Events on FMC) |4
arEAHICLET,

[ A7 L (System) ]>[@E (Configuration) ]>[7—%~\—Z (Database) | IZBBIL. [HfiT —%
~X—A (Connection Database) | &7 > a > 2L T, [ KA <> b (Maximum Connection
Events) | Z#Ew (0) IZRELET,

ZDfE%E 0 LSMIRET D & &%ﬁﬁﬁw#&1®%ﬁ4Nybﬁ%k7m~v~bmwﬁyké
NFET, ZORTEITERY~ ) —ITITHELEEA,

RATYvT2 EREERFELET,

RDBRY

[ AT I (System) ]>[f%E (Configuration) ]>[7 —%X—A (Database) | ~X— Y C, fthod
FTRTDARY FEATDA ML —THIREHESLSLET,
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asa 731 20z |

ASA T/\A ADEKTE

ASA DV AT LuZ\ZL 0, ASAT A ADE=F IV ITBIRN T TV a—T 4 U JIT
VERERPEONET, ASAAL XU FE A TDY A MIOWTIE,  [Cisco ASA Series Syslog
Messages] 2L T 230,

)

GE) ASAARVPARL—=UIE, BXa2UT a0t axr s (A7 VIR) T—XANT B
B CYHHR—FENFEI,

EXa VT ot uxr s (A7 LI RA) I, syslog £ X0 M &FE I HLHITIE. ASA
TNARATOX L TEFRET HULEND Y E7,

e 1 X T OHEME

« Secure Network Analytics 7 B2 —2 L 7 X ~DH I OFRE

)

G EXar7eXridteXalrantitnxr s (A7 LIRA) TEIPAR—-FINTVE
A,

ASA T/NA A5 syslog f RN FEZEETHE=HOCLIaTU R
TF 2 VT AN RDsyslog A vE—T % ASA T A A5G X2 VT 4 Tt aFr s
(A7 VI R) WCHEETLHITE ROREA~Y P LET,
1R AR
o TR LIRS O® S v a VEMGRLET,
CASATNA AP TR —a by ZIZEETE LI 2R LET,

« ¥ X — % @ Central Management 725 72— L7 XD IP 7 KL A &R — N&EE %G
L\i—éqo

ATV aXo 7 ERMICLET,
logging enable
11

ciscoasa(config) # logging enable

RATw T2 syslogh—/"— (Tm—alL v ¥) |[ZEET D syslog A v E—VEFELET,

= W
|


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog/about.html
https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog/about.html

B Asa /50205 syslog 4 A FERIET BEHOCUIT UK

ATvT3

ATvT4

ATy Th

logging trap {severity level | message list}
1

Tu—alby ZITFEET D syslog A v E—VOEREDMHE (1—7) ERIFAAEEETCEET,

ciscoasa(config)# logging trap errors

51 :

E |

Flo, 7a—a b J XZEET D syslog A vE—VERELTEADAZ LAy E—V A NERRETDHI L

bTEET,

ciscoasa(config)# logging list specific event list message 106100
ciscoasa(config)# logging list specific event list message 302013-302018
ciscoasa(config)# logging trap specific event list

Ta—alb 7 A=V EEET DL IICASA ZRELET,

logging host interface_name syslog_ip [protocol/port]

i

ciscoasa(config)# logging host management 209.165.201.3 17/8514

G¥) 1. syslog ip & port IZ DWW TCIX, 7r—a L7 X IP B L OGS 5 syslog R — hESEFEE L

9 (FEZHOWTIE, NILH DT 258R) |
2. UDP 7’1 ha & RTIZIF 17T ZHEL T,

(EE) syslog A v =V DX A LA TEREHRELET,
logging timestamp {rfc5424}
1

ciscoasa(config)# logging timestamp
ciscoasa(config)# logging timestamp rfcb5424

RFC5424 THE SN TV DX A L AKX T OFEAIL yyyy-MM-THH:mm:ssZ T3 (3CF Z 1L UTC # A A

= BRT) .
GE) RFC5424 X, ASA 9.10(1) LABE COHH AR — F ZILTWET,

(EE) syslog A vE—T%2T A AID &L HICRRTHEIICASA ZRELET,

logging device-id {cluster-id | context-name | hostname | ipaddress interface_name [system] | string text}

1

ciscoasa (config)# logging device-id context-name

B =8
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ASA T/ ZM 5 syslog 1 N FEXET =60 ASDM X E .

syslog ¥—/3—[%, syslog ¥ = % L —HX BT 27-DIZT A AID 2 LE7, syslog A vE—TIC
HLUTHETEDLTNAAID DY AL 12T TY,

ASA T /N4 ADVS syslog 4 RN kFXIET B1-6D ASDM £ 7E

X2 VT 4 A X FD ASAsyslog A v E—V% BXa VT 4oty (A7
A) WTIFHETHEIICASDM 2R ET HIZIE, ROFIEEAMEH L ET,

IR& HEIIZ
o EfR L RSO v a AR LET,
CASATNRA AN Ta—al 7 ZIZEETEHZ L E2MRLET,

« ¥ F— % O Central Management /°5H 72— L7 XD IP 7 KL A LKR— &5 &G
L%,

RATvF1 ASDMIZu /A v LET,
RTvT2 aX 7 ERMLET,
a) [EX%E (Configuration) 1>[7T/3A A& (DeviceManagement) ]>[A¥ >4 (Logging) ]1>[A¥> Y
Dty b7y 7 (LoggingSetup) 1227 U v 27 LET,
b) [Enable logging] F= v 7Ry 7 A% F LT, aX o 724 LET,
c) (A7 =) [syslogZ EMBLEMER Tik{59 % (Send syslogs in EMBLEM) | F = > 7Ry 7 A% H
\ZLC. EMBLEM = 7 EREZHH L ET,
RATY T3 syslogVh—— (Zu—alL s ¥) ouXr 77 VAR EERELET,
a) [EXTE (Configuration) ]>[T/3f A& (DeviceManagement) ]>[A % >4 (Logging) ]>[A X4
74 JLA (Logging Filters) | 2% L £,
b) T —7 D5 [syslog ¥—/3— (Syslog Servers) | R L. [fRE (Edit) 127 Vv 7 LET,
o) ¥ 77 42O (EditLoggingFilters) %A 7R 27 ARy 7 AT, IROWTHNDORF T 7 4
VR TE R BIR L ET,
BHKREIZES N Tsyslog A vE—T% 7 4 VX BRT HI01E, [EREIZEL D7 444 (Filteronseverity) ]
Vv L, BEREARNLET,

GE) ASA X, FEESNTE LIV ETOERRED VAT LT A ve—V AR LET,

ER

A=V IDIZES N Tsyslog A v E—T% 7 4 )V Z BT 5121, [A X MU X MOfER (Use
eventlist) |27V v 7 LET, LEZRsyslog A vE—T ID TERSNIZA X Y A FE®RIRT S
M [HH (New) 1227 U w27 LT, syslog A vE—YID E720XID OFPHTY A h&EAERKT D Z &N
TEET,

d REZHRFLET,

N |
|
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ATy T84 7a—aL 7 XZO7 RLALAR— M LTINS syslog h—"—%RELET,
a) [E’RTE (Configuration) 1>[T/\4f AEHE (DeviceManagement) ]>[B¥>% (Logging) ]>[syslog
H—/\— (Sydlog Server) | Zi&KN L F9,
b) [EM (Add) 127V v 7 LT, #H LV Syslog hr—"—ZBML ET,
c) [syslog H—/N—®DiEMN (Add Syslog Server) | ¥ A 7 /ARy 7 AT, RERELET,

o[ #—7 AR (nterface) | : syslog ——L OBEIMHEHT LM F—T A X,
«[IP7 KL A (IP Address) ]: ¥ F*—3 % @ Central Management 7> 5EUG L7z 7 —=2a L7 ¥ 1P,

«[71 k=L (Protocol) ]: UDP Z#HEER L £,
s [RK—1h (Port) ]: ®IETH7m—a3L 7 XD syslogh— K~ (77 +/L ~TiX8514) ,

s (X7 ay) [AvE—YZEMBLEMERX Titék7d % (Log messages in Cisco EMBLEM format) ]
Fxy IRy A%A LT, EMBLEM B ¥ 7R EHMC LET,

ATvT5 [fRTFE (Save) 1227 Vv 7 LTREICEEZH@HLET,

19—

ASA T /34 A5 syslog A RN & XEET H1=-HD CSM 5 E

X2V T 4 AR RO ASAsyslog A v E—V% BXa VT 4ot axr s (A7
A) ITE(E9 D & 91T Cisco Security Manager (CSM) %R E T 5121%, WOFIEZMH L %

B

4RO SRS
« BE L AHRREOE 7 v a VAR L E T,
CASATRAANTu—a Ly ZICEETE L LR LET,
« ¥ 3% — % O Central Management 725 72— L7 XD IP 7 KL A LR — NEH %5
LET,
c ZOMATIE, BEFaT7 oo /i3-S TnEti,

AT 71 Cisco Security Manager @ [f#E~ F*— % (Configuration Manager) |V 1 > Kvicua /A LET,
ATw T2 syslog a ¥ 7 HHLET,
a) WROWTNNEIFIITL Csysloga ¥ 7Dy N7 v 7 (SyslogLogging Setup) | X—IIZ7 7 &AL
5
s (TNA AL a2—) RYv—kvLIZZ0E [FTZv bT+—L (Platform) 1>[BFX245
(Logging) ]>[Syslog] >[AF > 5Dty b7y 7 (Logging Setup) ] ZBER L £ 37,
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ATvT3

ATvT4

ASA 734 25 syslog 1 X kx%ET 00 csmE |

e KU v—ta—) EY ST EL I AHE[L—8 TS5y b T+—L (Router Platform) |>
[AX >4 (Logging) ]>[Sydog]>[AF 25Dty k7w (LoggingSetup) | i@ L E3, BE
TFORY —%2FIRT D, FEFH LAY —21EKR L ET,

b) [syslog 2 ¥ 7Dt v b7 v 7 (Syslog Logging Setup) ]X— T, [BEX > 7 DA% (Enable
Logging) | T =v /ARy 7 A% AL Tsyslog ¥ 754N LET,

c) (A7 =) [syslogZ EMBLEMER TiE/E9 % (Send syslogs in EMBLEM) | F = v 7Ry 7 A%
\ZLC, EMBLEM v 7 EXZ A9 LET,

d) [R*E (Save) 1#7 Vv 7 LET,

syslog F—/"— (7o —a L J %) ouX 77 4 VAREERTLET,

a) RV —vL 27 EZnb[F5y kT4+—L (Platform) ]>[BF >4 (Logging) ]>[Syslog]>[A¥ >4
744 (Logging Filters) ] 23R L £ 7,

b) T—7ND[rF D5 (Logging Destination) %1 7C [syslog ¥—/3— (Syslog Servers) ] & 3R L.
[t (Edit) 1227 VU v 27 LET, syslogV— =47 =7 MRAOMLRWEAIE, [ITOEMN (Add
Row) | %7 V> 27 LET,

o) XTI T 4 EOBEMNME (Add/Edit Logging Filters) | A 71 /R v 7 AT, IROWT DR
X TANIRECERLET,

« HREIZH SN Tsyslog A v E—T% 7 4 VAP HI21E, [EREIZELD 7 /0% (Filter on
severity) |7 U v 7 L, BREZERLET,

GE) ASA X, BEESNIEVA_ALETOERED VAT AT A v —VEBERKLET,

« Ay E—VIDIZESN Tsyslog A v =% 7 ¢ W HBT D121, (A~ b Y A MOEH (Use
eventlist) |7 Uy 27 L, Ry 7X T A RNPBEEDOA X NY A NEZEIRLET,
GE) AR MY RAIPERSNTWRWES, Fey 7 Xy ) 2 MIZERIZRY £7,
D LB 1 ODA R MY A MEERTHMLERDYET (T v bTAH—L
(Platform) ]>[A¥% >4 (Logging) ]>[Syslog] >[4 X k)R + (EventLists) ]) .

d) BEZRMFLET
(LE) XU I RIA—2ERELET,
a) (FARAAEa—) [FTv bT+—L (Patform) |>[AF >4 (Logging) ]>[Sysog] > [H—/3—®D
vy b7 v (Server Setup) | Z IR L £,
b) syslog A v E—V DX A LA TR ERET DITIX, [Ksyslog A vE—TDEA LRAZ T DR
#h{t. (Enable Timestamp on Each Syslog Message) | F = v 7Ry 7 A% A NI LT, [FA LAZ T
ROFME (rfc5424)  (Enable Timestamp Format(rfc5424)) | F = v 7 Ry 7 A% A2 LET,

GE) RFC5424 X, ASA 9.10(1) LABE COHH AR — F EILTWET,

¢) (EE) syslog A v E—TZ2FSA ZID & EBICERTDHEIITASA ZHRELET,

[ HF—T x4 A (Interface) |: ZDOA T aRA %7 U w7 LT, ASAT /A ADA >
B —T oA AR ET,

|



= |
B asa /50205 syslog £ R R ERIET B1-0D CSM B5E

o [2—H—EFID (User DefinedID) |1: DA T ahZ %27 Y v 7 LT, ASAT /34 AD
T RTD syslog A vE—VIZEBMT 5 HBOOLARTIZATI LET,

e [ARA 44 (HostName) ]:syslog A v &=V T /A ADKRA M EEBIZRRT DI, 20
ATvarviRE w27 v LET,

GE) syslog h—/3—1%, syslog ¥ = X L — X 2B T H7-DIZT /34 ZAID ZH L E7, syslog
Ay =PI LTHRETE LT A AID DX A T3 1 DT TT,
d) [R%E (Save) 1 #7 Vv 7 LET,
ATY 5 syslog A ve—VDsEfe b a Xy 7S —N"—%FHELET,
a) ROWFTILNZEFAT LT [syslog —+3— (Syslog Servers) | <—IIZT7 7 A LET,

s (TNNA AL 2—) RYv—kL 705 [FTFY bT+—L (Platform) 1>[AFX25
(Logging) ]>[syslog H—/\— (Syslog Servers) ] #3R L £,

c (RV¥—Vta—) RI—HATLL I XN [IL—2TZ vy kT+—L (Router Platform) ]>
[BX >4 (Logging) ]>[syslog H—/\— (Syslog Servers) | #8R L £7, BEFEORY v —% 5
WT B0, FHETHFLORY —2{ERLET,

b) [EM (Add) 127V v 7 LT, H LV Syslog hr——ZBIL E7,

¢) [syslog %—/ 3—D BN/ (Add/Edit Syslog Server) | XA T 7Ry 7 AT, WEfRELET,
o[ % —T7 AR (Interface) ] : syslog ——LOBEIMHEHT LM F—T =1 X,
«[IP7 KL A (IP Address) ]: ¥ F*—3 % @ Central Management 7> 5HU&G L7z 7 —=2a L7 ¥ 1P,
«[7"m k=L (Protocol) ]: UDP %i®IR L E 9,
e [R—1F (Port) |:xJxFT D7 —aL 7 XD syslogR— bk (T 74/ K TiX8514) ,
s (X7 ar) [AviE—YZEMBLEMER Titék7d % (Log messages in Cisco EMBLEM format) ]
Frv IRy A%A LT, EMBLEM B X 7R Z G LET,

d) [OK]%ZZ7 Vv 7 LTREERFEL, ¥A4T7 TRy 7 ZA&H L £, € L7z syslog —/3—03,

T=TIICERRSNET,
ATV T6 REOELEZEE L TEMLET,
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