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BELICT T MCABRICBINShE S, FEMICOW T, [Secure Network Analytics
Smart Software Licensing Guidel] & L T 72 &1,

FIE

AT 71 Secure Network Analytics /N— RV =7 777 A 7 A% BT 5121,  [x2xx Series Hardware Appliance
Installation Guide] D#57~(Z. Secure Network Analytics (KAE T 7°'F 4 7 v A& BEI9 5121%. [ Virtual Edition
Appliance Installation Guide] DFF/RIZHEVE T,

AT w T2 [Secure Network Analytics System Configuration Guide] #fEH L C7 7 T4 7> A& & E L £ T, Flow
Collector THIEIE y N7 v 7 HRET D & ElE, MTIRAFIRL T ZE VY,

« T —HART O E LT Flow Collector Z BB 2 L 91RO LA, [IEW (Yes) ] ZEIRL
F9, Wz (No) JZBIRLEEGEIE. STLWMEET 7947 RAEEIT 7 I 47 ADRFD %
T 2 MERH D £T7,

[TUANUZATDERIN (Select telemetry types) | BEH T[7 74 7 74—/ 22 (Firewall Logs) ] %

BRLEJ, wIZ, UDPAR— &2 AN LET, T 740 b TESS4 BMEHAINET, [TV (Yes) ]
Vv L TRECHERLET,
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E |

. Secure Firewall Management Center ) 5% &

Secure Firewall Management Center D % &

Security Analytics and Logging (OnPrem) (Z Secure Firewall Management Center # 5% &9 5 &, K
DA T v a »Z&HH LT Secure Network Analytics (21 X2 F 255 TX F97,

« A4 X k% Secure Network Analytics & Bf IZ[EH21%{5 9% & 9 IZ Management Center D ¥/
P—= RERET D,

TR T =AY b a T ERET D,

Secure Firewall Management Center TD ™) « ' — KD HRTE

WIZ, 9T O Secure Firewall Management Center =—%—737 7 A 7 7 4 — /LA X k& %[F
B L OMRAFET 5 72 91T Security Analytics and Logging (OnPrem) % JEBA T 5 72O D w7 ¢ ¥ — KiZ>
WCE L X,

* Data Store : Flow Collector BB L TA X b Z%{5 L. DataStore ZJE L TA X b &
R47 L. Manager % JEBH L TA X b &8P LR TE £, Data Store JEB DR E
DFEAIZ DWW TIX,  [Data Store JEBHIZA X 7 — X 225575 &L 91T Secure Firewall
Management Center Z %X ET 25| SR LTI 7ZI W,

Secure Firewall #i& D RTIZEH

s Secure Firewall VAT AN TP L2 EBVIZEMEL., BETHA XV FEAKT 24BN
% D \i—g_ﬂo

» Secure Network Analytics ¥ & U' Security Analytics and Logging (OnPrem) # 52 & » v 7 v
TLTC, 774 T 04— N AR NDOT —FEZFTEHEHICLET,

s IRDUVNT DD Secure Firewall —H — 1 — L )3LECF,
- HEHE (Admin)
77U AR (Analyst)
et X2VUT 4 7F U AR (Security Analyst)
cBUE, A XV MOBEEXREEZY R — N L TNDET /A AD/N— 3 )5 Secure Network
Analytics |[Z syslog ZfEH L TA X hEEE L TWDLEA, ZILHDT /31 AD syslog &

W LT (L syslog DEEEEHRNT 78 A ary ha—L R o—%2ZnbHD
FNL ZZEY Y TT) VE—FRY 2a— A TARNY PREELARNEIITLET,

s WOFEMIEHRE SR L T 7ZEV,
e Manager DR A A ETITIP 7 RL A,
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Data Store BRI A R +T—4% %3459 % & 5 [ Secure Firewall Management Center % 3% E 9 % .

+ (FlowCollectorZfifl L, $EiEA b L — % v /80T ¢ 12%F L CTHE D Secure Network
Analytics 7 77 A 7 > A& T H555) Flow Collector IP 7 R LA, (ZDOREIC
WERA MR TEEEA, )

o BHLFHEIR % £5 Secure Network Analytics 7 77 A 7TV ADT A7 v s A AE
o
b o 7 A EHIE management center IZRFFSIVEE A, ZALD DIFHI
Manager ¢ management center D @i+ T F U A NAPLT B U v b &L T DT
IEFEHENET, ZOMGICEHERAT IV NIV ESY FHA, FEHEAY
Du A AFREEHTEET,

Bk mz AHIZManager bR 7T U T AGAERSV ET, ZOU 4 F— REH
WY LRI, EITPOMEREEZTET LTSS,

o [IAOMEHRHZEHET 5 (trustonfirstuse) 147> 3 V&AM LW GA 1L, Manager
B D SSLAEEZEM L £

Data Store BRICA N> b T—42 %:%£{EF % & 5[ Secure Firewall Management Center %

RET D

FIE

ATy I
ATy T2

ATFvT3
ATy T4

ATy TH

48 HHIIZ
X 2T T AT U A A DRHREFICEHE SN TN DTN TOEMFZH LTV D
LR L ET,

o EHERRR T SNA ADR—T g 0% 7.0 LI TT,

management center Ci&, [#& (Integration) |>[EF2 T H#Hr& ¥4 (Security Analytics and
Logging) | DIEIZFEE) Liﬁ‘o
[7—4% A KT (DataStore) |V 4 Y= hT, [BAth (Start) 1227V v 7 LET,
Manager DR A RN ETIXIP T RLAER—F 2 AN LET,
Flow Collector DR A NG FTIZIP T RLVAELR— 2 AN LET,
Flow Collector & & HIZBMT 5121, [+5IDFlow Collectorz BN (+ Add another flow collector) | %27 V v
7 I_/iﬁ‘o
(A7 a ) #HED Flow Collector 5% & L7=Ha 1%, BEEXIGET /34 A % ¥72 % Flow Collector (Z 38
T E7,
T 7 4V N T, TRTOEBNGET /A AT 7 4/ k@ Flow Collector IZHF W ¥ THILET,
1 [TAA%&EID Y TS (Assign Devices) |27 Vv 27 LET,

2. HEDYCHEHHNRT NA AZTRLET,
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. Data Store BRI A N> b T—4 %1%159 % & 5 I Secure Firewall Management Center %9 5

3.

[T /34 A% FED Y4 T3 2% (ReassignDevice) | Ku v & 7 U A K/, [Flow Collector] % &4 L

£,

Secure Network Analytics

Device Groups

E\ 1 of 2 selected

A L_JHSUF’PU’TEC‘ o Device Name (IP)

o [ 192.168.0.12 (192.168.0.12)
-§B [_)&)l_nu.t;lf)g to flow callector ° e L
Flow Collectors
A 1—‘1 .1;1' selected of 2 °
.}.“- 2222
§‘ 3333

Reassign 1 device -~

Assigne: A 1.1.1.1 (default, 2 devices)

1111
A 2.22.2 (0 devices)

1.1.11

A, 3.3.3.3 (0 devices

_c’a Do not log to flow collector (0 devices

BRI T /NA ANA R b T —H % Flow Collector DWW T AU HEE LWL D ICTH5B1E. D
TNRA AEBR L, [T AZFHED YK TT 5 (Reassign Device) | K v 7 #7U A R)v5 [Flow
CollectoriZ v 77 ZFodk L 72\ (Do not log to flow collector) | %I L F 77,

G¥)

7 7 4V N @ Flow Collector 2255 35121, HAJD Flow Collector (21— Y V& HbE, [T 74/ b

DFXE (Setdefault) 127 U 7 LET,

Device Groups

A Un?uppor‘(ed o
}e D?sn(?_t;l?g to flow collector o

Flow Collectors

& ®
A 22_2% Set default
%- 3_3.3 2
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4.

Data Store BBHICA N> FT—4 Z#3%{EF 5 & 5[ Secure Firewall Management Center %% €3 % .

[£¥E %5 (Apply Changes) 127 U v 7 LET,

ATvT6 [k~ (Next) 227V w7 LET,
ATv T B SNERELHRELET,

1

2.

7 1 AfEH) URL & RN— b &R L, LBIISCTEELET,

[ O HFFIC/EHE3 5 (truston firstuse) | A7 3 a3 & L2254 1L, Manager 2> 5 @ SSL iE
HEEZT v 7u—RFLET,

(6=3))
SSLEEAEAZ G L CT v 7 u— R 5EDFEMIZ DWW T, [Cisco Secure Network Analytics @ &
BRIRT 77 A 7 A0 SSL/TLS GEI#E] 2B L T &,

[k~ (Next) 1227V 7 LET,

ATYT8 VLT X AJJ LT Manager IR 7 A L, 72V OERREELZMHNLL T, [58T7 (Complete) ]
7V w7 LET,

b or 7 A AFHRIE management center [IZIRFFSNVEF A, 245 OIFHIL, Manager © management
center DFLAMY HHT FUANAPLT AU > M EMSLT DI~ EEHSNET, ZHUTIIHAT S
Uy MIMEDHY EHA, FREEHZOR 7 A AMEREEHTEET,

REERIFE LR, [BEX=2 U T 00T e X7 (Security Analytics & Logging) ]-X— T[7 /31 AE| Y
MCTHHEH (Update Device Assignments) | %27 Vw7 LT, T34 ZADEN Y Y TEEHFTEET,

SAL On Premises Configuration «)

Secure Network Analytics Manager Hostname

192.168.7.223

IP address for logging
1.1.1.1:8514
2.2.2.2:8514

Update Device Assignments

Certificate

smc-aced3.cisco.com
Expires: 2025 3 1C

& This certificate is valid

Refresh  Upload Download

RDBRY

e Syslog ZfiHH L CF7 — & 7'L— A X k1 2 % Secure Network Analytics (25592 L 9
|Z Secure Firewall Management Center Z #7925 (18 X—¥) #fHLTF—# 7L —r
DARN P ZRETELHEIICLET,
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= |
. Syslog #FEALTT—4% FL—2 4 N> k04 % Secure Network Analytics 123153 % & 5 [Z Secure Firewall Management Center #5395

« A X k73 Secure Network Analytics 7 77 A 7 2 AT EFITRIFEIINLTND Z & AR L
T, TXTOAXRY IR E— b2 6 b FTHE72 management center (ZHfE FIZPRAT S
N5 FETORFMEZKELET, £D%, Management Center C DI E ZME Ve A X

N ORFDOIEILZZRL TS TEE W,

=L

GE)  ZhLOREDOWTNNEEELT DLENDL5GEIE. VAV —REHEFITLET, REX
BNZT 20, ERIFZV AP - REBEFITLIELATH, TV For A UEREER<
TRTOREVRFFSNET,

Syslog #EARALTT—42 JL—>24 R ~O% % Secure Network
Analytics (232159 5 & 5 [ Secure Firewall Management Center % #& ik

ERS

WIZ, TTITATUADT T 87+ —L5&ERY —D UL A7 2 T, Syslog ZfH L
TTF—H 7L —>r A k1 J % Secure Network Analytics {22515 3% &L 9 |Z management center
EAERT B B OV T L E T,

)

GE)  F—=HF7L—r A~ ME, Security Analytics and Logging (OnPrem) Data Store J&BH T4 78— b
SNTHET,

1R BRI

management center @ 7 4 ' — RZEH LT, 7—F# 7L —1 A X k17 ® Secure Network
Analytics ~DEFEZHTL T IZE 0N,

FIE

ATYT1 uX¥oTaAf Rx—7 M LET,
a) [Syslog]>[w ¥ 7 DOi%iE (Logging Setup) ]> [H:A 1 ¥ VFE (Basic Logging Settings) ] IZBE) L
£7,
b) [Enable Logging] &= v 7Ry 7 A& AT LET,
AT T2 aX T NIy TERELET,
a) [Syslog] >[2 ¥ 7 ##ist (Logging Destinations) | IZ&E)I L F 7,
b) [+ B X TR EOBI (+ Add Logging Destination) %7 U v 7 L7,
¢) [mF U UHEHS (Logging Destinations) ] T, [Syslogt—/3— (Syslog Servers) ] Z&#R L £,
d) [ 7T A (EventClass) ] T, [EEREIZL D7 /L% (Filter on Severity) | =B L F7,
e) HEAEZBRLET,
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Management Center TODEEEMELMERA N2 FORFDEFL .

ATYT3 aXo /77 U7 4 2RELET,
a) [Syslog] > [SyslogaX i (Syslog Settings) 1>[7 7 U7 « (Facility) [ IZBE)IL £,
b) [77 VU7 4 (Facility) ] T, [default=LOCAL4(20)] Z3ER L £,

Management Center TDEFLXEIMNMEWNEHRA XY FOREDEL

Pefgi A N P ORE L, FE SN EBICEEM T N TWET A, TOKREDA X M
management center |ZIRIE L72WVWE DICT B ENTEET,

management center [ZPR 77 S AL TUVVRUA X2 M, https://www.cisco.com/c/en/us/products/collateral/
security/%20firesight-management-center/datasheet-c78-736775.html D7 — & > — K THRE I LTV
5 X 912, managementcenter 7 T A T U ADRKRK T —L— NI T MENERA,

RDOPHGEA N MIBELREDR @V E RS, Bk N2 FOREFELZEDIC LB ETHEIC
management center (Z{R1F L E T,

X2 VT 4 A b
ARAA AN MSBEE T B ISR X b
« 77 A AR MBS b e A N b
c TN =T AN MIBEREM T ST N b
IR FE DM EERE A X2 | & management center [ZPRIFL7RVWNZ & T, KDEZI DA ML —Y

AR—=RAEMDA R b ZATITEY B THIENTE, BREFET D72DORFHAR 72
D Ed, ZOREF, FEHEROIEICITZE L EEA,

Z OFEIX, Z @ management center |2 X o> TEH SN TNDETRXTDT /NA ANDLDA N
MoBEHINET,
188 BRI

A

cl

FE ZOFIEIZ L Y, BIfE management center (ZPRIF STV D T RTOEEREA X2 MBEHIZE
BIZHIBREIVE T,

ZOFNEEFATT DRI, PREFT DB MR T T OGNS Secure Network Analytics 7~
TAT VAT TICHELTWA Z L AR L E 9, % . management center 731 X2 k%
Secure Network AnalyticsIZ IEFIZIEFE L TWDH Z & 2R L, LIZb6 L ThbZ o4
alrEAEMNIT LI L EBEIDLET,

FIE

AT 71 management center C DS EDMRWEHGEA X2 N ORIFEEIE LT D HIEZTRD 2 5TT,
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= |
B ssa=iqzomE

ELHLDHETHRILBRDBDH Y £,

s f X % Security Analytics and Logging (OnPrem) |Z35 59272000 4 F— RKEZET LIZH, [V A
7 I (System) ]>[RF¥ 2 (Logging) 1>[EFx = U7 4 0r& ¥ 2 (Security Analytics and
Logging) 1IZB@E)L, [FMC TRIFT DA X h %72 < 7§ % (Store Fewer EventsonFMC) |47 =
CEARICLET,

« [Z*AT L (System) ]>[#XiE (Configuration) ]>[7 —#~X—RA (Database) | IZBEIL, BT —%
~— A (Connection Database) |7 v a V&L T, [IAERA <> 4% (Maximum Connection
Events) | Z¥nu (0) IZ&RELET,

ZOfEAE 0 LSMIRET D & BHEEMENT N TOERA N FARR7o—L—MIA T b S
NET, TOBREFHEY ~ U =T BRLEEA,

RATYT2 EREERFLET,

RDZARY

[ A7 A (System) ]>[#%7E (Configuration) ]>[7 —#~X—R (Database) | X— T, fthd
FTRTCDOA R MEATDRA L —VHIREECLET,

ASA T /N4 ADEKTE

ASA DY AT L ZIZEY, ASAT A ADE=L Y TRBIWN NI TNy a—T 4 TIT
MEIERPEONET, ASAA XY hZ AT DY A MIOWTIX,  [Cisco ASA Series Syslog
Messages] ML T 7230,

\}

(GE)  ASA A X2 R A h L —U, Security Analytics and Logging (OnPrem) Data Store B T4 — b
SHET,

Security Analytics and Logging (OnPrem) |2, syslog 1 “X> h 255 S ¥ 5121, ASA T/31 A
TRF T ERETDLERD Y £T,

s 1 X T OHEMME

» Secure Network Analytics Flow Collector ~® ] /14 D% E

\}

GE) &% =7 v X7 1% Security Analytics and Logging (OnPrem) TlI ¥R — h STV EH A,
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| =m
ASA 7734 ZM D syslog 4 A kERET BEoncuaws k|

ASA T/ A5 syslog f RN FEZEETHE=HOCLIaTU R

X2 VT 1A FDsyslog A vE—T% ASA 7 /31 A7) Security Analytics and Logging
(OnPrem)IZIXET D121, ROBREa~ > FEEHLET,
15D BN

« BELEHRREOE 7 v a VAR L E T,

« ASA 7 /34 A Flow Collector I[ZEIFETE 5 Z L 2R LET,

*» Manager @ Central Management 7> 5 Flow Collector ® IP 7 KL A & R— bE B &G L £
—gqo

FIE

AT Tl aX 72/ LET,
logging enable
1 -

ciscoasa(config)# logging enable

AT T2 syslog h—s3— (Flow Collector) (2353 5 syslog A vE—VZIEEL LT,
logging trap {severity_level | message list}
i
Flow Collector |Zi#(E 7T 5 syslog A v E—YOBEKEDOE (1 —7) £FA4RMERETEET,

ciscoasa(config)# logging trap errors

1 -
F 72, Flow Collector I[ZEET 5 syslog A v B —VHHFE LI AZ LAy E—V YA MNEZHRETHI LD
TEET,

ciscoasa(config)# logging list specific_event list message 106100
ciscoasa(config)# logging list specific_event list message 302013-302018
ciscoasa(config)# logging trap specific_event list

AT w73 Flow Collector IZ A vt —VZEETHLIICASA ZRELET,
logging host interface_name syslog_ip [protocol/port]
1 -
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B asa /50 205 syslog £ R R ERIES B0 ASDM B 5E

ciscoasa(config)# logging host management 209.165.201.3 17/8514

Gx)
1. syslog ip & port (Z-2U T, Flow Collector IP 38 L UKIET 2 syslog N — M ZEELE£T (FIHEIZ
ST, NILHLHEN) 22H)

2. UDP 7' ha iz mdlix 17 28EELE7,

ATV T4 (EE) syslog A v =V DX A DAL TR EZRELET,
logging timestamp {rfc5424}
1 -

ciscoasa(config)# logging timestamp
ciscoasa(config)# logging timestamp rfcb5424

RFC5424 THRE SN TWD X A LA X T DIEAIT yyyy-MM-THH:mm:ssZ CTJ (L7 Z (X UTC # A1 A
V=R

GE)
RFC5424 1X, ASA9.10(1) LA TOHY AR — I TWET,

ATYTE (EE) syslog A v =V %T 34 ZID & & HIZERTDHEIITASA ZRELET,

logging device-id {cluster-id | context-name | hostname | ipaddress interface_name [system] | string text}

1 -

ciscoasa(config)# logging device-id context-name

syslog #—/3—|d, syslog ¥V = R L —Z 2Bl T 572D T A A ID 2 LET, syslog A vE—TIC
SLTHRETELET A, AID OZA X127 TY,

ASA T /N4 A5 syslog 41 N L ZXIET 57-HD ASDM %7€
X2 VT 4 A2 R ASA syslog #* v — % Security Analytics and Logging (OnPrem)(Z 1%
592K 92 ASDM ZiRET DIT1E. WOFIHEZEMH L £,
3R BRI
o« B L RRESRME O Y Vg VEHEGR L £,
« ASA 7 /3A A7 Flow Collector [ZE|FETX 5 Z L A B L £ 7,

« Manager @ Central Management 7> 5 Flow Collector ® IP 7 KL A LR — NEBZEfF L £
j—o
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FIE

ATy
ATvT2

ATvT3

ATvT4

ASA T/ ZM 5 syslog 1 N FEXET =60 ASDM X E .

ASDM |IZr 74 LET,

X T EAMICLET,

a) [E’RTE (Configuration) 1>[T/\4f A EH# (DeviceManagement) |>[A¥>4% (Logging) 1>[RAF¥ >4
Dty b7y 7 (LoggingSetup) 1227 U v 27 LET,

b) [Enable logging] F= v 7 Ry 7 A% AL T, vX¥ o 7 a4 I LET,

c) (A7 =) [syslogZ EMBLEMJE TiXfE3 % (Send syslogs in EMBLEM) | F = v 7Ry 7 A% F
\ZLC., EMBLEM = 7 EREZHM L £,

syslog %—/3— (Flow Collector) O ¥ 77 4 VA FEEEEL £,

a) [%TE (Configuration) ]>[T/31 A& (DeviceManagement) ]>[B ¥ >4 (Logging) ]>[A ¥4
7 4 L% (Logging Filters) | Z# &R L £,

b) T —7 L5 [syslog Y—/3— (Syslog Servers) ] Z#iR L. [fWE (Edit) 1227V v 7 LET,

o) [Rm¥ 77 42O (EditLoggingFilters) 1% A 7R 7Ry 7 AT, IROWTNNDORF T 7 4
VA RELZFINLE T,
BEREIZIHAS W Tsyslog A v&— V% 7 4 VZABET 5I121E, [EREIZELS 7 /0% (Filteronseverity) ]
7V wr L, BREZRIRLET,
GE)
ASA I, FEESNTE LIV ETOERED VAT Ln T A v —UZ2ERLET,

ER

A=V IDIZHEHD N Tsyslog A v E—V% 7 4 VHWUERTHI1T1E, [ MU A MOERH (Use
eventlist) | %727 U w27 LET, LERsyslog A vE—T ID TERSNIZA XV Y A R EEIRT S
M [HH (New) 1227 U w27 LT, syslog A vE—VID 7203 ID OFPHTY A b &B{ERKT D Z &N
TEET,

d) REZRMFELET,

Flow Collector 7 R LR &R — hZ{EH L TN syslog — "—ZRE L ET,

a) [E’RTE (Configuration) ]1>[T/3f AE¥E (DeviceManagement) ]>[E¥>% (Logging) ]>[syslog
H—/\— (Syslog Server) | #EIR L E 7,

b) [EM (Add) 1%27 YV v 7 LT, #H LV Syslog hr——ZBIMLET,

¢) [syslog H—/3—DiBMN (Add Syslog Server) | ¥ A 7 a7 Ry 7 AT, WEFELET,

o[ % —7 A A (Interface) | : syslog —"—LOBEIHEHT LA F—T A X,
«[IP7 KL A& (IP Address) ] : Manager @ Central Management 7> % H#5 L 7-Flow Collector IP,
«[7'm k= (Protocol) ]: UDP ZE&R L £,

« [R—b (Port) ]: %fJ3 5 Flow Collector O syslog I"— bk (57 4 /L k TIiL 8514) .

e (A7 ar) [AyE—TYZEMBLEMIEA Ttk % (Log messages in Cisco EMBLEM format) ]
Frv IRy A%A LT, EMBLEM B X 72900 LET,
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B asa /50205 syslog £ R R ERIET B1-0D CSM B5E

ATY TS5 [R1F (Save) 127V v 7 LCHRECETZ@ALET,

ASA T/NA Ahvi5 syslog 1 N2 R FXIET BH1=-HD CSM X TE

X2 VT 44X M@ ASA syslog A v &—% Security Analytics and Logging (OnPrem) {Z %%
{59 % X 512 Cisco Security Manager (CSM) Z&RET DX, RO FIEEMHE L E7,

1R BHEIIZ
o TR LRIESAME DY Vg U ERERLET,
« ASA T34 A7 Flow Collector IZEETX 5 Z L 2R LE T,

* Manager @ Central Management 7> % Flow Collector @ IP 7 KL A & AR — FNEHEZ TG L £
j—o

c TOMAETIEZ, EXaTuX I AR— IR TWER A,

FIE

AT 71 Cisco Security Manager @ [f#E~ F*— % (Configuration Manager) |V 1 > Kvicua /A4 LE7,
ATw T2 syslog a ¥ 7 HHLET,
a) MOWVWTNMNEFEITL T [syslogz ¥ 7Dt v b7 v 7 (SyslogLogging Setup) |X— 27 7 &AL
w8
s (TNA AL a2—) RYv—k LI Z0E [FTZvy bT+—L (Platform) 1>[BFX>45
(Logging) ]>[Syslog] >[AF > 5Dty b7y 7 (Logging Setup) ] BN L £ 77,

e BVyv—ta—) K —FATHL I EZNS[IL—8 TS5y bT+—L (Router Platform) ]>
[BF >4 (Logging) 1>[Sydog]>[AF¥> I Dty k7 v (LoggingSetup) | &R L £3, BE
FORY —%BIRT D, EEH LAY —Z2ERLET,

b) [syslog u¥ > 7Dt h7 7 (Syslog Logging Setup) ] X— T, [RX 7 DAL (Enable
Logging) | FT=v 7Ry 7 A% AL Tsyslog e X 7 &4 N2 LET,

¢) (7= ) [syslogZEMBLEMEATik{E9 % (Send syslogs in EMBLEM) | F x> 7Ry 7 X%
\ZLC, EMBLEM v 7 EXZF 9 LET,

d) [R#E (Save) 127V v 7 LET,

AT T3 syslog —/3— (Flow Collector) DR ¥ 77 ¢ NAFZELEEBELET,
a) RV —vL 27 a6 [F5y kT4+—L (Platform) ]>[BF >4 (Logging) ]>[Sysog]>[A¥> 4
7 4J)L% (Logging Filters) | #E4R L £,
b) T NAD[aFXr D5 (Logging Destination) |41 [syslog %—/3— (SyslogServers) ] & ZRL .
[fmfe (Edit) 1227V v 27 LET, syslogh— =47 V=7 "R EONSRWEAIE, [ITOEM (Add
Row) | %7 V> 27 LET,
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| =6
ASA 734 25 syslog 1 X kx%ET 00 csmE |

c) [BX 77 4% DBMMRE (Add/Edit Logging Filters) ] A 7 v 7R v 7 AT, IROWVTNNDE
X774 NARERERLET,
« EREIZIES N Tsyslog A vE—V% 7 4 VHZ BT HIZIE, [EREIZLD 7 0% (Filter on
severity) | %7 Vv 7 L, EREZERLET,

G¥)
ASA ., BESNTZVAAETOERKEDVAT AT A vbE—VEBERLET,

« Ay —=YIDIZHES N Tsyslog A v —T% 7 4 )V F RS 5 (2%, [A X b U A ROEM (Use
eventlist) |27 Uy 27 L, KRy XU URXRMNOEREDOA X N A MERIRLET,
GE)
ARV M) RAIPERSNTWRWES, Fey Xy ) XA MIZERIZRY £7, el
1 5DA Ry MY A NEERTHLERDHY T (TS5 hTA—L (Platform) [>[AF4
(Logging) ]1>[Sydog] >[4 X~ k1IJR b (EventLists) 1) .

d) REZRMFELET,
ATYT84 (LR XL I RT A= EBELET,
a) (FAAAEa—) [F5y bTx+—L (Platform) 1>[BF >4 (Logging) ]>[Sysog] > [#—/3—D
vy b7 v T (Server Setup) | Z IR L £,
b) syslog A v &= DA DAL TR ERET DI, [Ksyslog A v E—VDEALAZ L TOR
7t (Enable Timestamp on Each Syslog Message) | T = v 7Ry 7 A& AN LT, [ A DAZ T
KOBEZME (rfc5424)  (Enable Timestamp Format(rfc5424)) 1 F = v 7Ry 7 A=A N2 LET,

GE)
RFC5424 1%, ASA9.10(1) A CTOHY AR — h I TWVET,
c) (LEE) syslog A vE—V%2T A RID EEHIZERTDHEIICASA ZRTE LTI,

[ H—TxAA (nterface) |: ZDA T aRAZ %7V w7 LT, ASAT /A ADA
B =Tz A A EIRLET,

e[ —F—EFID (UserDefinedID) ]: ZDOAT v a v Ry %7V v 27 LT, ASAT /A AD
T RTOD syslog A v E—IIZBINT 5 BHOLARTZ AT LET,

o [FA 4 (Host Name) ] :syslog A v =T % T /A ZADKRA M & L BIZRRTDHITE, 20
FFvariRgrws )y LET,

(6=3))
syslog h—/3—[%, syslog ¥ = R L —F Zi#kBIT 272D T /A A ID ZEH LET, syslog A vE—
CICH L THRETE DT NA A ID DX A X 1 DT T,
d [R7F (Save) 1270 v 7 LET,
RATY 5 syslog A ve—VDsiE b a Xy 7 —nN"—%FHELET,
a) MOWTNMNEFEIT LT [syslog —/3— (Syslog Servers) ] X—IIZT7 7 EALET,
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= |
B asa /50205 syslog £ R R ERIET B1-0D CSM B5E

e (FALAEa—) BY—ELs Zhb [FTTy b TF—L (Platform) 1> [AF Y
(Logging) ]>[syslog H—/\— (Syslog Servers) ] R L £,

s (RVv—bta—) RV —HATELIZNL[IL—2 TSy k7 +—L (Router Platform) 1>
[BF >4 (Logging) ]>[syslog ¥—/3— (Syslog Servers) | IR L £, BEFORY o —% %
T B0, FEEEH LAY > —%ER LET,

b) [EM (Add) 127V w7 LT, #H LV Syslog hr——ZEBIMLET,

¢) [syslog — X—DBEM/#RE (Add/Edit Syslog Server) | # A 7 a2/ KRy 7 AT, RERELET,
o[ H—T7 A A (Interface) ] : syslog y— =L OWEIMHEHT LA F—T =1 X,
« [IP7 KL A (IP Address) ] : Manager @ Central Management 7> 5 B 5 L 7=Flow Collector IP,
«[7m k=L (Protocol) ]: UDP #3&IR L £ 7,
e [A—F (Port) ]: xtJi&xd % Flow Collector @ syslog Ax— K (7 7 4/ h TiL 8514)
s (v ayv) [AvyE—VEEMBLEMIEXTiEE T 5 (Log messages in Cisco EMBLEM format) |

F v IRy I A%A LT, EMBLEM B ¥ 7 E N L ET,
d) [OK]Z7 V7 LTREEREFEL, AT 07Ky 7 AL ET, ©F L7 syslog —/3—23,
T =T INCRRINET,
ATYT6 REOEHEZEEFLTRERMHALET,
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i

RDATY T

cRDAT w7 (27 _—)

» Secure Network Analytics 777 A 7 2 AITLRAF STV DA N> & L7z
Management Center CO/EFE (27 ~—)

c FHHEEENVZMEH LIzA X hodis (28 X—)

. — o
RDAT YD
Security Analytics and Logging (OnPrem) ®—#B & L T syslog 1 ~X> b7 — ¥ % Secure Network

Analytics 777 A 7 L AZET KO T 7 AT U+ —/VEREZRE LIS, ROFIAZFETT
%i‘a—O

« management center 4> 7 A VT HRER L E T,

« Secure Network Analytics DFEMIIZ DN TlE, Managerd 4> 74 v~V T 2B L CTL 2
S, [BAE (nvedttigate) | >[EF¥aTaootienxryd (AU TLIR)  (Security
Analyticsand Logging (OnPrem) ) ] IZEB#EI L £9,

Secure Network Analytics 7 754 7 V RIZEFEINTLY
BH¥ERRA N> ~Z{EF L 7= Management Center TOD{E%

T /3A A 73 Security Analytics and Logging (OnPrem) % fii F§ L C Secure Network Analytics 7 7 7
AT AN A X N EEE LTV 584, managementcenter DA X2 hE 2 —T T
AT AT =T TYE— MURFEINTA X FPERTRBIOEIEL, LAR— FOARK
RRZZENSHDA X "G 5H 2 LN TEE7, managementcenter D1 X2 k7B AH A FLE) L
C. Secure Network Analytics 7 77 A 7 > ADEET — X 2 F£rT52 L b TEET,

T 74V b T RE LIERFREMIC DS W TR e 7 — 2 V — AR HEBITRIRES N E T,
TG =R F—=N"—=F 4 FTL5E1F. WOFIEEZLEHLET,
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RDRTvT |
B wzeszgmLrz <Y roBE

| o

BE T4V —REETLHE, BRLENFIL P4 077 METH, BETHETIE, A0
=Y —=Z (LR— b agte) \RET 2T X TORET 2 00 Tl S E 3, &
PRU 72N 13D management center = — % —|Z X H v EH A,

BIR L Te7 — &V — A%, BRI OIRWEE A N2 MZOAER S ET, thoTXToA
RUNIAT RBA, T7A0, SAT=2T AR b, ZREDA Xy MIBEEM T B8
ARV, BIOEXF 2T 4 AT IV A ARCN) 1L, TF—& Y — AR <
FoREINET,

18 H HHEIIC
v 4 W— R &M L TG A X2 b % Security Analytics and Logging (OnPrem) |2 2515 L £ L 7=,

FIE

AT 71 managementcenter Web A > % —7 = A AT, A X b T —X &FKnRT 5H~— ([Analysis]>[Connections]
> [Events] 72 &) ([ZBEIL £,

RT9T2 XR—VICRKRENDT—H /=A% 7 VI L, A7 varZRIRLET,

Predefined Searches

Connection Events s s

AE
[Local] Z IR 2% & w— /L7 — & PR U - REREEFH 24 T T& 2254 T 1. management center
THEAFERT — X OHRFRINET, ZORANPSEEL TS Z LITEMEINERTA,

ATvF3 ({EE) Secure Network Analytics 777 A 7 A TR T — X 2 [HEFR R T HITIE, IPT RLASL R AL
VIR EDEEEZ ) v (REARY R E2—TTZ Vv 7) L, HAEEBAS T a v EBRNLET,

MEEEZERAL-AANY FORE

managementcenter CA X hARRLTND & XD, FFEDA XU T —% (T2 z2E IPT
RLR) #4271V v 27 LT, Manager CRET 57 — X R R TEET,
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| "oz7v7
wERDEEALE Ay roRz [}

FIE

AT 71 management center TA X2 hNFRINDKDX—TDNTHNIBE L £,
« Xy va m—FK ((HE (Overview) ]>[# v =”h— K (Dashboards) ]) . F7=i%

e AR P 2—=T XY (AR DT =T NAREENTND [HT (Analysis) | A ==2—IZHDAT
vay)

ATV T2 MGDA X 74—V R%&ELZ U2 LT, Security Analytics and Logging (OnPrem)fH A& E) Y V — A %
BRLET, BOT7 7 0% T 2 RUIZ Manager ’AZ £7, 72074 0 LTORWESIE, 22— —
HENAT—=ROANEZROOGNDLZENRHY £F, 7=V 2347957 — X D, Manager DL & 75
FIZL o T = BB I N D ETIZRERR DD 25803 H 0 £97,

AT w73 Manager IZH A A LET,
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= X I

1 A

b= % I

o fEESS (31 =)

Security Analytics and Logging (OnPrem) —fi&f97% kS5 TV a—TFT 4 VU 1EHR
Manager TiZ, RO w7 7 7 A /LT, Security Analytics and Logging (OnPrem) B# D ~ Z 7L
Va—T 4 U TERD,

* /lancope/var/logs/sal preinstall.log : TV —2 a0 DA A M=)Vt R T[E

B OIEH

Flow Collector TiX, D1 7 7 7 A /LT Security Analytics and Logging (OnPrem) Data Store B
RIS D N T TN a—T g T ERPTRE STV ET,

* lancope/var/sw/today/logs/sw.log : 7 L A MU & X2 N EHA DT H

* /lancope/var/logs/containers/svc-db-ingest.log : f N2/ b DO AT & T —H _— | T

[ D17

Flow Collector M Z£#l2% = % {# F L 1= Security Analytics and Logging (OnPrem) #5X (Data Store O
)

MEle Y N7 v TR T 7 A4 T U+ — a7 &R L7200 & 9 12 Flow Collector 7% & L7255
A1X. [Flow Collector®FEfE% E  (Flow Collector Advanced Settings) ] =% L TERD A
HRTEEEHFTEET, [FEFMELE (Advanced Settings) ] (21X, RO FINETT 7 AL ET,
1. Flow Collector (IH7 774 7 A% (Admin) 4 v FA—7 = RA) \[Zal A LET,
2. [Y7R— L (Support) ]>[E##IE%%E (Advanced Settings) | DIEIZZ V > 7 LET,

3. enablesa|74~/w_1%7\7wf TrAT I —IL Ak a OB IARE /R
TLET,

4. TryAT U =N T DOR—NEERT L5551, sal_sydog port 7 ¢ —/L RIZH LV VE
EANLET (5740 bOER— X 8514)
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5 A Apply)] 227Uy 27 L, [OK] 227U 27 LET,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



