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Azure VM 414 X vCPU RAM (GB)
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(ZDA »AH A%, Cisco ISE 2l > = —
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U7 4 Ty RRA R R— F &ATW

£7)

Standard D8s v4 8 32
Standard F16s v2 16 32
Standard F32s v2 32 64
Standard D16s_v4 16 64
Standard D32s v4 32 128
Standard D64s v4 64 256
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AAFTV27 FEFHFL T, VMICHRIP 7 L AZE Y B TES,
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VM g1 LE,

VM D [F A4 _X— NPT KL AZE (Private IP address settings) | = VU 7 @ [E] Y 4T
(Assignment) ] = U 7T, [HH] (Static) 1&27 VU v 27 LET,

VM % s L ET,
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1DH) THR—FENZET, CiscolSEA » AZ L ATEH U NIC ZRET DI,
FT Azure TRy NU—F A U H—T A A ATV =7 MEAERR L. CiscoISE A A%
VADEBREFTICLTIHS, TOF TV 7 FECiscolSEICT # v F LET, Azurell
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NETHRAN—F = TICEBEINA LI LET,
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*SSH F— X7 Z AR L £,
CMERVN DT — b=, $T7 xRy b BLOEX2VT 4 7= %ERLET,

«Cisco ISE CHEHT AV 7Ry M, A ¥ —Fy NIT 7 EBATEHLERHY £,
Microsoft Azure @ [Public Route Table] 7 4 > R T, 7Ry NORDFE Y FoH A X —
Fy hELTRELET,

)

(E)  CiscoISE U U —Z 3.4 LI, OpenAPI #— b A THBHNCH N/ D120, A4 LV AX L ADiL
FIFIZ OpenAPI Bi#E O A7 > a VA RETHXLEILH Y TH A,

FIE

AT w1 https://portal.azure.com (ZFEE) L T Microsoft Azure 7 7 7> hMzua 74 L LET,
ATvFT2 U4 RUDEHICHIMRT A — NV REFHLT, I—7 Y b TLA RERBLET,
AT T3 [ v LA ADKFE (Searchthe Marketplace) |MZR~ ¢ —/L KZ{#H L C. Ciscoldentity Services
Engine (ISE) #fE L £,
ATw 74 [Virtual Machine] #27 VU v 7 L ¥9,
ATy FTE  FRENDHFH LT 4 R T, [fEEK (Create) 1227 U v 7 LET,
ATY 6  [FEAER (Basics) | ¥ 7 TCROFIEEZFATLET,
a) [y O (Projectdetails) = VU 7 C, [h7 A7 U7 3> (Subscription) LT[V
Y — AT L—"7" (Resource group) | K2 X7 U R Ko bMLEEAREZRINL 7,
b) [ AFX L ADFEM (Instance details) ]= VU 7 T, [{iA~ >4 (Virtual Machinename) |7 4 —
JVRIZEEZ AT LET,
c) [AA— (Image) | ey X7 URKNMND, CiscolSE A A—VZRINL ET,
d) [VA X (Size) ]Kuvy 7 Z 72U ARNnND, CiscolSEZA VA M—VT LA AR LAY A X
B L FE 9, Azure Cloud D CiscoISE (1 ~X—) D& 7 3 ? Cisco|SE THR—kEh
% AzureCloud 1 VRAB VR EWH H A FMILDRIZY A S TWD X HIZ, Cisco ISE THAR—
FENDA VAT ABRIRL £,
e) [EBEET I~ (Administrator account) |>[&FEZ A 7" (Authentication type) 1=V 7 T, [SSH
ABF— (SSHPublicKey) | A7 > avhZ w70y 7 LET,
) [——4 (Username) ] 7 4 —/V KiZ iseadmin & A L £,
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GE)
RIS TV D a—H—4 T iseadmin DA TY, O —HF—HOMHITHR— FSnTHEE
Ao

g)  [SSHABAF—Y —A (SSHpublickey source) | v 77X 7 U X Mk, [AzurelZfRfF ST
HEEF DX —% M (Use existing key stored in Azure) | 23R L £ 7,
h)y [RfFSN72F— (Storedkeys) | KRy FH T YR MG, ZOX A7 QRS E L TERK L
X —_TZERLET,
i) [%Zf5 AR — hOH#HA] (Inbound port rules) 1=V 7 T, (BRI 7=A— hZFFA[9 25 (Allow selected
ports) | A arARE U EI Y v LET,
i), [BZIER— F DR (Select inbound ports) | K2 v FH T U X kvl 727 B AZFFAT 5T~
ToO7a hanfR— hEBRLET,
k) [7A A (Licensing) ]V T7D[7A & AKX AT (Licensingtype) | K2 v 7 H U 2 k)
O, [ZFOftt (Other) | ZZ|INL E T,
[Yk~:F 4 A7 (Next:Disks) %27 VU v/ LET,
[Disks] # 7 C, [0SDiskSize] Kt v 7 X7 ) A RINST 4 A7 YA REBRINT D0, T 740 Mz
ZOEEMLERLES,
GE)
[Key Management] 7 4 —/L R CliX, 7 4 AV KA AR ~v—~F—Y FX—%2FEHT 5 Z L 2 H#)
DLET, 774N EMTIE, 77y M 74— LFHEI—PMMEAINET, T—DIEROFERIC OV T,
[ About encryption key management] [#£5E]&2 S L T 7230,

O DMHT 4=/ FIZOWTIE, 774V MEZZOEEMATE X,

[Next: Networking] 22 U » 27 LE7,

[*y hU—7 A% —T A A (NetworkInterface) 1=V 7 C, [{HEFR > N U —7 (Virtualnetwork) ].
[V7 %> b (Subnet) ]. BLW[Ry hT—ItX2 VT 4 7 NV—TDOFE (Configure network security
group) | Ky 77X YA RN, ERRLIAESR Yy hT—27 BT Ry FEBBRLET,

NIV w7 IPT RLREROY TRy NI, AV T4V BLOAFT7 IV DRAF v 7 4 — ROEH %
ZELETN, 7TAX=RKIPT RLRAZFOVT Xy NI, A7 TA VDRATF ¥ 7 4 — ROEHD
BEZETHZLICEE LTSN,

[Tk~ : &8 (Next: Management) ] %7 V7 LET,

[P (Management) ¥ 7 C, BT 4 —/V ROT 74/ MEZEZZDOEEIZ LT, [KR~: GHIEEE (Next:
Advanced) [ &7 Vv 7 LET,

[—H#—F—%& (Userdata) |V 7 T, [2—H—F—Z&2HMNZT% (Enableuserdata) |F = v 7 R v
J AEA N LET,

[—H#—F—4% (Userdata) | 7 1 —/L FIZRDIFHwE AT LET,
hostname=<hostname of Cisco | SE>

primarynameserver=<|Pv4 address>
secondarynameserver=<|Pv4 address of secondary nameserver> (Cisco ISE 3.4 LDV U — R |25 H)

tertiarynameserver=<l|Pv4 address of tertiary nameserver> (Cisco ISE 3.4 LIfED U U — R |5 H )
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dnsdomain=<example.com>

ntpserver=<IPv4 address or FQDN of the NTP server>

secondaryntpserver=<IPv4 address or FQDN of the secondary NTP server> (Cisco ISE 3.4 LIfED U U — A |23
M)

tertiaryntpserver=<IPv4 address or FQDN of thetertiary NTP server> (Cisco ISE 3.4 LARED U U — R |23 )
timezone=<timezone>

password=<password>

ersapi=<yes/no>

openapi=<yes/no>

pxGrid=<yes/no>

pxgrid_cloud=<yes/no>

BE
Cisco ISE U U —Z 3.4 LI,

1. [ntpserver] 7 4 —/L K44 73 [primaryntpserver] (288 v E L7z, [ntpserver] Z {9 % & Cisco ISE
P RILEE) L EH A,

2. OpenAPLIEZT 7 4 /v E THMZ/e > TWET, L7 - T, [openapi=<yesno>] 7 1 —/L RIIMZHT
EH 0 £ A,

3. [secondarynameserver] 7 o —/L RZZEH O E FIZ LT, [tertiarynameserver] 7 4 —/L RO L ZHEH L
7-3554 . CiscoISE — v A LiEd L 8 A,

4. [secondaryntpserver] 7 4 —/L RZZEH O F £(Z LT, [tertiaryntpserver] 7 4 —/L KOOI ZFHH L7
4. CiscoISE r— b AL Eh L 8 A,

a—HP—F—F o N EFEHLTRET DK 7 4 —/L RIZIE, ELWS &y 7 AT 2080
b0 £, [2—F—F—& (UserData) |7 4 —/L RICAS L7IERIZ. ANBHCHFEShE A, 7o
RS FERTDE ., A A= DOFEEIRIZ Cisco ISE P —EARFERINAZNWZ ERH Y £, KIZ,
[—H%—F—% (UserData) | 7 4 —/V RZHEH L TEETIHREDHA RTA4 0 ERLET,
s hostname : B F L A T2 (1) OBREEGLARAMMAEBASILET, AR MOEIIT19 CFUT
T, T () 2805 LIxTEERHA,

e TIAS IV R =LY —R—: TITA Y X =LY —N_"—DIPT FL R, FHR—FrEINTWBEDIL
IPvd 7 KL A1 T9,

ZOFNETIE, 12D DNS —_"—DHEBEMTEET, A2 A F—/L1&IZ, Cisco ISE CLI % fif i
LTDNS #—R_R—ZEIT&EJ, 727701, CiscoISE U U —R 34 LIFETIX, A > A h—/LBfIC
[secondarynameserver] 33 X OF [tertiarynameserver] 7  —/L RZEH LT, B XV BLNF— v
U A= AP N ERETEET,

+ dnsdomain : DNS KA A > @ FQDN # AJJLEd, =2 b UIZiX, ASCH X7, 7w, A7
() . BEOYEUAR () 28052 LNTEET,
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« ntpserver : [RIHNZMHE AT 2 NTP $— S—D IPv4 7 KL AE 72X FQDN Z# A LT (f :

time.nist.gov) ,

ZOFIETIE, 1 DD NTP —="—DHZBITEET, A& F—/L&IZ, Cisco ISE CLI % fii ]
LCNTP Hh—_"—ZBT&EF, 72720, CiscolSE UV —R 34 LIBETIZ, A A h—LHZ
[secondaryntpserver] 35 & N [tertiaryntpserver] 7 4 —/V REFEH LT, XV BLOZ— v U
NTP = "—ZFETE £,

e timezone : Z A LY —2 & ASLET (B : Etc/UTC) , 9_XTD Cisco ISE / — K% W& it F
(UTC) DX A L) —ZRETHZ L2 HELE L E4 (K2 CiscolSE / — KRB BUEB ST A >
AR—=VENTWEEA) . ZOFIATIEH, BANOSESER/ —F0bDLAR—FearoX
ALRE TR SND LI LET,

« password : Cisco ISE ~®D GUI X—ZA DR A L O/NAT— RERELET, ANTHAT—F
L. CiscoISE D/ /XA T — RAR Y I —|ZHEPL L TV D MENRH YD £9°, /XA T — L 6~25LFT,
DR b 1 DOHFE, 1 DOKRILFE, BLOY DO/NLFEEDLLEND Y 5, NAT—R
L, 22— —Z F713Z DO (iseadmin F 721X nimdaesi) . cisco, F721d ocsic LA CIZT 5D Z &I
TEEHA, FHTEREFEE @* 4= -T79, ZHEMADY Y —RAD [Cisco ISE Administrator
Guide] @ [Basic Setup] FIZ# 5 [User Password Policy] 7 v a v EZBL T30,

s ersapi : ERS #2029 512X yes E AJJ L. ERS KT 5121Eno E AT LET,
» openapi : OpenAPl ZHZNZT 5L yes & AJ1 L. OpenAPl ZHEA T 5IZIEno & AL ET,
* pxGrid : pxGrid ZHZhZT 512X yes E ATJ L, pxGrid ST HiZiEno E AT LET,

» pxgrid_cloud : pxGrid Cloud Z 2027 5 1ZiL yes & AJ1 L., pxGrid Cloud #5757 5 1ZiE no & AT)
L9, pxGrid 7 77 REHNT HI121E. pxGrid ZHNCT 20BN H VY £, pxGrid % ELH I
LCpxGrid 7 77 REEMZT 5 &, pxGrid 7 7 7 RY—E A IXREIFRFZA N2 0 THA,

ATy T8 [k~: %7 (Next:Tag) 1227V v 7 LET,

RTF9T1S U Y—REHEHL, OV YV —RAL Y V=R T N—T EHETE DL EMEORT ZEKT 512
(481 (Name) ] 7 4 —/L K& [ME (Value) ] 7 4 —/V RIZEEZ A LET,

ATYT16 [k~ : #ER L TIER (Next: Review + Create) |27 U v 7 L ¥,

ATV TN NETICRE LB REMHZR L, [fER (Create) 1227V v 7 LET,
EBANHEITH T (Deploymentisinprogress) ]V« » RUMNKRZIET, CiscolSEA AKX ANME
RSN THEATE DL OIZ2DFE T, K305 E£7, CiscoISEVM A » AZ AN [~ 2

(VirtualMachines) 17 4 & RVICERINET (V4 FUZADIT DT, A OBRET 4 — R
EERALET) .

RO RY
Y

G¥) NN /AIE AR Qwﬂ%VM@T427#4xﬂ3mGB® WHINET, i
DT 4 AT YA REERUZHAE, 25 OFEIX %ﬁﬁéﬂiﬁm

Azure Cloud Services £ Cisco ISE .


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

Azure Cloud Services £ Cisco ISE |
B rare 7705~ 3 #HRLE CiscoISE A © 28 VRO

Microsoft Azure D7 7 4 /L hEZEIZ L V. YERE L7z Cisco ISE VM X300 GB DT A7 A X
DHTHRESNET, #H, CiscoISE / — RIZIZ300GB X 57 4 A7 A XANLET
7", Microsoft Azure 7> Cisco ISE Z ] CEB) L7z & ZZ, REAFRUREDT 7 —L0%
REINDGEDRH Y 7,

Cisco ISE VM DAERATE T L72 &, Cisco ISE HEAR—Z LT m 7 > LT, Cisco ISE 235% &
SNTWBZ LEEMRLET, TD%, Microsoft Azure ;18— 4 /L"C, [Virtual Machines] 7 -t >
R TIROFNIEZFATLC, T4 A7 YA X&fmELET,

1. CiscoISE A v AZ v A&fEIL L E T,

2. XAV T[T 4 A2 (Disk) 1227V w27 L, CiscolSETHHLTNWIT A A7 &7 v
7 L/Szj«o

3. EXAL VTV A RENRT 5 —<2 A& (Size+performance) [ %7V v 7 LET,

4, [BWAZ LT 4 A7 %A X (Customdisksize) |7 4 —/b RiZ, %EeT 4 AV A X% GiB
B TATILET,

Azure 7 7)) r— 3 o #{FER LT CiscolSEA/ X2 >
A DERL

JR 8 BRI

VY —=AIN—=T 8 Fy FT—27 BT Xy b SSHF =7 L, LER Azure ) Y — A%
TR L £77,

\)

GE)  CiscoISE U U —2Z 3.4 LI, OpenAPI #—E R IZHEBMICAEDNCRY T, LER-T, A
A K ADFEENGIZ OpenAPI BIHED A 7Y g U 25 ETHHLEIIH Y £ A,

FIE

ATw 1 https://portal.azure.com (ZFEHE) L Azure R—Z ica 74 LET,
ATvTFT2 U4 FNUDERHCHLIMRT 4 — NV RERALT, =7y b TLAREMRLET,

AT T3 [v—F v T LA ADMF% (Searchthe Marketplace) |58~ +—/L K& {#if L C. Ciscoldentity Services
Engine (ISE) #MRE L £7,

AT w74 [Azure Application] 7 V v 7 L £,

AT TE  EFRENDIHFLWVWT 4 FUT, [fER (Create) 127V v 7 LET,
590 FIEOT—r7 7a—RNEREINET,

AT9 76 [HA (Basics) | ¥ 7 TROTFIEZFATL E7,

. Azure Cloud Services £ O Cisco ISE


https://portal.azure.com

| Azure Cloud Services = Cisco ISE

ATy FT17
ATvTS8

2

h)

Azure 7 7V or—3 3 L&A L= Cisco ISE 1 » 22 w20t [

[UY—RAZ7N—7 (Resource Group) | KR v 7F*#7J X h)ais, Cisco ISEWZBIES T 547 =
CERBEIRLET,

[V—Y 2> (Region) | Kay7H T URRiph, UY—AZL—TREESNTND ) —Ya
BN ET,

[ A M4 (Hostname) | 7 4 —/L RiZ, RA MEATILET,

[Z#A LY —2 (TimeZone) | Ry 7 X7 URINDL, XA L —Z@RIRLET,

[VMHA X (VM Size) ] Ky F&Z 7 U & kb, Cisco ISE I 5 Azure VM A X %3841
LET,

[Disk Encryption Key] K2 7 X7 U A b T4 AZEEOF—Z2RINL £,

GF)
[Disk Encryption Key] 7 4 —/L RTI&, 74 AV HICH A S ~v—~v =Y F¥—ZfHTHZ &
EREIDLET, 774N NTIE, ITy b7 —AEFHEX-RNMEREINET, 20T 40—V R,

CiscoISE U U —Z 33 DIBECEMATE 7, FEMIC DUV TiX,  [About encryption key management]
[JEEE 2SR LT EE 0,

|

[T 4 A7 A KNL—UH A7 (Disk Storage Type) | Ky 77X 7 VA MWL AT v a a2 E
75

[RY =2—2LH% A X (Volume Size) | 7 4 —/V FIZ, CiscoISE A AKX L AZEY BTHRY =2 — A
% GBHEMICASHLET, 600GB T 7 4+ /L MATT,

[Next] #27 V v 7 LET,
[y hT—27E (Network Settings) | % 7 TIROFINAZFEITLE T,

a)

b)

¢)

d)

g

h)

A8 x> U —27 (Virtual Network) ] e v 77X o U A NT, BRLEZY VY —A T L—T7TCffi
FAFTRERRAER Y RU—2 DU X RInb ATy a U E2EIR L1,

[7 %> b (Subnet) ] K v &7 U A KNG, @R LA V—F BT Siz5 7
Fv hDOUARNNLAT Y a U EBEIRLET,

EE) [y hI—27%8Fx2 VT 47— (Network Security Group) ] Ke v 7& U & |k
T, BIRLEV YR N—T DX )T 4 7 V—TDI) RSB AT v a s EEIRLET,

[SSHZABAF— > — A (SSHpublickeysource) | K2 v 77X 7R b, fIcT 547 a %
7V w7 LT, LW —_TEElT 50, BIfFOX—~<7 ZHT 202 RIRL 7,

AT FNET [AzurelZRAF SV TV ABEF DX — %/ (Use existing key stored in Azure) | 472 =
VAR LIZGAIE, [RFES =% — (StoredKeys) | Ky 7 X0 U A b, HTH%—
IR L F9,

B IP 7 KL A% Cisco ISE IZEI W ¥ THIZIE, [T A ~X— MPT RL A (Private IP address) ]

T4 —)VRIZIPT RVAEZANLET, ZOIPT RLAR, BIRLEV TRy FROMOY V) —
AW Lo THASN TN EEHERL T EEN,

[/X7 Y > ZIP7 KL A (Public IP Address) | Ka2 v 7*#7 U A KC, CiscoISE THEMT 57 K
LAZEIRLET, ZO7 44—V REZEAOEEICTDHE, X7V v ZIPT R AD Azure DHCP
Y= R=lZ Lo TA LV ARF L RAZHID B THNET,

[DNS4 (DNSName) | 7 4 —/L RIZDNS RAA >4 & ATJLET,

ZOFIETIE, 120 DNS = "—DHEZBEIMTEET, A A M—H#%IZ, Cisco ISE CLI Z{f
L TDNS h—_—%BIncx £,

[f— Lt —s3— (Name Server) | 7 4 —/L NIiZ, X—LH—=—=DIPT RLAEZ AN LET,

Azure Cloud Services £ Cisco ISE .


https://learn.microsoft.com/en-us/azure/virtual-machines/disk-encryption#about-encryption-key-management

Azure Cloud Services £ Cisco ISE |

B rare 7705~ 3 #HRLE CiscoISE A © 28 VRO

ATvT9
ATy 710

GE)
Cisco ISE U U — R 3.4 LIF&, [Name Server] 7 « —/L KD i)Y [Primary Name Server] (225 5 X 41
* L7,

[Secondary Name Server] 7 4 —/L RiZi&, BH ¥ U X =LY —_"—=DIPT FLRAEITHRA M
ZEANLET, ZO7 4 —/L A, CiscoISE U U —RZ 34 LIETHMTE £,

[Tertiary Name Server] 7 4 —/L RiZi%, #—v v U Rx—LY%—N_"—DIPT RLAZ AN LET, =
D7 4=/ Fid, CiscolSE UV —Z34LETHATEET, ZO7 4=V FE2FEHLTT 7Y
r—a UEIEFICEERT 5121%, [Secondary Name Server] 7 4 —/L RZZEF DO E FIZ LN TL
2N,

GE)

AN LTZIP 7 RUARELL 2, 23 BEARGE/2 %6, Cisco ISE U — B A EEE) L 22 A EE
PERH Y £,

i) [NTPH—/3— (NTP Server) ] 7 4 —/L RiZ, NTP H—3—D P 7 KL A F72IIHR A "% AT)
LET, =2 FVIZANFRHIHREES IVEE A

GE)
Cisco ISE U U — R 3.4 LIF&, [NTP Server] 7 « —/V KOZHiAH [Primary NTP Server] IZAH v L7z,

[Secondary NTP Server] 7 4 —/L RIZiX, € Z U NTP —_"—D P 7 RV AETIIARA MEAT)
LET, = MIBANRCHGES N EE A, ZD7 4 —/L NI, CiscoISE V U —2 34 LIETEEMT
%iﬂ‘o

[Tertiary NTP Server] 7 4 —/L RiZ, #—3 % U NTP % —_X—DIP 7 FVARAEITHRA M EAN LE
T, =2 MU IAARRICHIESNE A, ZD7 4 —/ Ri&, CiscolSE U U —R 34 LI THATE %
T, ZOT7 4= IV REFHLTCT U r—va rEERICEET 5121%, [Secondary NTP Server] 7  —
NREZEHOEFIZLRNTL &,

GE)
AN UTZIPT RUANRIELL ey, 723 BERRER Y36 . CiscoISE ¥ — B A MNEE) L2 W ATREMED &
DET,

ZOFIETIE, 1 DO NTP #—"—DHEZBEMTEET, A2 A M—/L#%IZ, CiscoISECLI ZfH L T

NTP H— _—%BMTE ET,

[Next] #27 V v 7 LET,

[h—E A& (Service) ] ¥ 7 CIROFNEEZFEITLET,

a) [ERS] Rmy 7 X7 URX G, X (Yes) | E£721E Wiz (No) | Z&IRL 97,

b) [A—7 APl (OpenAPD) | Fr vy 7FZ U X Ehn, [1ZW (Yes) 1 E72E Wz (No) | &%
WLET,
GE)
CiscoISE U U —RA34LIF%, OpenAPLIZT 7 4 /L E CHMZ/> TWET, LEN-T, TO7 41—
VRIFERTEERA,

¢) [pxGrid] Ky 7 X7 U 2 bbb, [1TW (Yes) 1 £721E Wz (No) 1 2FIRL £,

. Azure Cloud Services £ O Cisco ISE




| Azure Cloud Services = Cisco ISE

ATy TN
ATy 12

ATy 713
ATv 714
ATv 715

AT v 716

1oz b=z |

d) [pxGridZ 77 F (pxGridCloud) ] R v 7 X7 U A Rk, [1FW (Yes) 1 E721E Wiz (No) ]
IR L ET,

[Next) 27V v 7 LET,

[ —H—DFEM (User Details) | % 7 TIRDOFNEZFATL 7,

a) [iseadmin® /XA U — KM AJ) (Enter Password for iseadmin) ] B LU [/XA T — KO (Confirm
Password) |7 4 —/L FiZ, CiscolISED/ AT — & AN LFET, /SAT— KX CiscolSE D/XA T —
RARY o —IZHEHLL . K25 LFTHILNEND Y £7,

[Next] #27 V v 7 LE7,

[ L CHERK (Review +create) | ¥ 7 C, A VAKXV ADFEMZEMER L E 7,

[{Ef% (Create) %27V 27 LET,

EE (Overview) ] 7 4 v RV, A Y AX U AER T B8 AOEITIRIA TR S NLE T,
MR N—%fEH L C, 4R~ > (Virtual Machines) ] 7 « > R IZE) L £7, 1E L7z Cisco ISE 1

VARUANT 4 RO A NS, [AT—HF A (Status) JIE[fERKH (Creating) 112720 £, Cisco
ISE A > AH v ADIERIZIZHK 30 29500 £97,

AR M—ILIEDIEE

CiscOISE A v A X LV AENER LT BIZFEITTAMERH DL A L A F—IAEDHR AT |ZHONT
X, BEWD Y Y —2D [Cisco ISE Installation Guide] ¢ [Installation Verification and
Post-Installation Tasks| D&FEZSH L T &0,

Azure Cloud @ Cisco ISE ) H {11415 R

D& 7 v a Tk, Azure Cloud E0D Cisco ISE (Z A O AAEMEEHRIZOWTHII L £ 7,
Cisco ISE D— i) 7¢ A DFEIC OV TIE, BEVDO/SI—T 3 @Y U —ZD [Cisco Identity
Services Engine Network Component Compatibility] 71 K&ZS L T Z X0,

O— KNS UHHEDYHR—F

RADIUS b 7 4 w7 Dua— KNRT 2 7D, Azure @ — R8T %% CiscoISE & #%
ATEXET, L. WOBTEEFHE EHINET,
« FRFAETW (CoA) HEREIX. AzurePortal D — RKANT i 7 )L—)L Tk v 3 g v Ok
DTONRT S EZRETDEEICTTA T MPORGFEEZHDIZL TWHEBREICDHY HR—
rERnET,
e Azure Load Balancer |ZiXETCIP T 7 4 =T A DI E Y R—F L., BEMRAT— 3 D
IDRXR—ZADAT 4 vFEyvarz¥R—bLRaned, REERn— K707
DRAETDHAREMERH Y 97,

Azure Cloud Services £ Cisco ISE .


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html

Azure Cloud Services £ Cisco ISE |
. Azure Cloud TO/ART—FDEIBEU Y +

 Azure Load Balancer |3 RADIUS X— 2D EFMHF = v 7 2 HR—F L TWRWD
RADIUS —E AN /) — R CTT 7T 4 7 TRWEAETH, 77 4 v 7% PSNIZEFET
%7,

Azure Load Balancer D FEAIIZ DUV TliX, [Whatis Azure Load Balancer?] Z#ZM L T 72XV,

TACACS N7 7 4 w7 D — RT3 7D, Azure 27— K35 %% Cisco ISE &
METxFEI, 7272 L. Azure Load Balancer iZ TACACS+ H—E RIS EFHET = v 7 &
PR—=bF LW, /— RTTACACS V—EANRT 7T 4 7T THRWVWEHATH, CiscolSEPSN
T 74 v I REEINLTERHY £7,

Azure Cloud TO/NAJ—FkDEIELE )Y k

PITFOX A7 2R LT, CiscolSEfRA~T v DA T—RE Uty NEIZEE X E9,
WP A A7 R L, FE72 FIRICEVE T,

)

(GE)  Azure 7R — % /L O [Help] > [Reset Password] 47" = > (%, Cisco ISE Azure VM Tix# AR — h &
NTWER A,

SYFTILary)—I)LESN LT=CiscoISEGUI /N XT— KDY tw k
FIE

AT Y1 Azure Cloud (7 7' A > L, Cisco ISE{RAE~ > v &2 EHTe ) V= AT N—T %R L ET,
AT9T2 VY—=ADY A b, NATV—=REYty 325 CiscolSEA LV RAF A% 7V w7 LET,
AT9 T3 EMDOA=a—0 [Help] 7 > 2 > T, [Serial console] %7 U v 7 L £,
Azure Cloud Shell 23 LW ¢ > RUICERRINET,
EEABNGEIE, Enter ZfiLTr 7 A T u 7 M eFRRLET,

ZITET—AvbE—URRRINTHET. ROFIEELFATLTT — 22 AT LB’ H 5%
BNRHY ET,

1 FERDOA=a—71b, [7— M2 (Bootdiagnostics) 1 &7 U > 27 LE7,
2. [DAFLARNL—UT AU N THZIZT 2 (Enable with custom storageaccount) 1% 27 U v 7 LET,
3. AMVL—=UT AU FEERL, [IRfF (Save) 127 Vv o7 LET,

ATy T4 LU T Lary—pica s LET,

YT aryy— a4 o TAHICIE, A VAR ADA A M=V EEINT-TTDONRAT — K&
EHTHILERD Y 5,

. Azure Cloud Services £ O Cisco ISE


https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

| Azure Cloud Services = Cisco ISE

ssH7 5 20 =00% L als—<7oks ]

application reset-passwd iseiseadmin =~ > R&ffi ] L T, iseadmin 7 7 7> F®OF L\ GUI XA Y — K%
RELET,

SSH7 0 EAD=HDFH L NDARFHF—RT DIERK

FIE

ATv 1

ATy T2
ATvT3

ATvT4

ROFMUAE>T, F—TZ VR FVITBMLET,

Cisco ISE A > A X ¥ ZADFERFITAERL SIVIZBEAF D F—~T 13, # L <HERT 2 2B % —IC
B ONEEA,

Azure Cloud TH LWWABX—Z/ER L £ 9, [Generate and store SSH keys in the Azure portal] % Z/ L T
<ZEWn,

AzureCloud >V 7 vary—lza A4 LET,

DX —ZRFT HHLWVY AT MY BT 511X, [Azure Repos documentation] #ZM LT 72 &
AN

CLIZWNLCT 7 EBEATEDYRY NI BRTTICHLLGHE. FIR4ICERET,

FLOAHF—% A R — 512, koa~vy RefHALET,
crypto key import <public key filename> repository <repository name>

AVR—=INRRETTDHE, HILWABHF—ZMH L TSSHRH TCiscolSEiZn 71 T ET,

Azure Cloud Services £ Cisco ISE .


https://docs.microsoft.com/en-us/azure/virtual-machines/ssh-keys-portal
https://docs.microsoft.com/en-us/azure/devops/repos/?view=azure-devops

Azure Cloud Services £ Cisco ISE |
B ssi7ocxor005 L 0aBF—<7 kR

. Azure Cloud Services _£ @ Cisco ISE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



