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ISE D& N—Ta A A b—/v L, FHO/y F WM LT, xhinREZ IR
WPRDZEMNTEET,

o MnT &2 7 2585 25815, MnT / — FICX L TRIRD X 27 2347 L, MnT / —
RELTHLOWERICSML £, =720, BfEn 7258+ 2 LENRWEAIL.
MnT / — REZHA A= L TCZDOFIEEL AR S TEET,

o EREIRE I ED W IILTF ) — FEEND 58555, CiscolSED A A h—/ L&
1ITLTEITTEET, ISE—"—%WHIZA A =T DL, FFZlFgiol J—
ADNRy I T v T EETEEH L TWAE, BRGNS ET,

o HT L WVERHIZ PSN Z3BIIL T, PAN 26 DOBER T a & AR EORY o —&2 X
va— RTBHZENRTEET, ISE DR & #HIkEOFFE Y — & H L, Cisco
ISE ORI I DB & Skig O B4 2 B L £,

el NB T ET AT L, ENLEHFLVEMICEXE LRV RSO LET, o
Mid, BT MT v — L2 ZET L5810, MnT TET SN fffn 73 e s ) —
FIZR S 2z T,

o SERISHANR AT 5250 F — 22— (DC) BNdhHBEEIE. Ny Ty
TDCET v 7L —RL, 794~V DC%7 v 77 L— I HENAEAB T A
FLET,

T T T L — RNz —h VIR N T v 7TV — Y7 v 2T a#F 70— KB
FOMRFEL., v AdEd b LET,

« FIFECiscoISE YV U —A30LIBEICT v 77 L— R LTWBHEAEIL, ~NAF = v 7 £720%
7 I L— R —/L (URT) AL T, 7y 77— R Fatv 2254 500
VAT LW EFITTEET,

« 7 77— R uv AN T v 77 L — R —v (URT) &fH L. &€
T—=2DT v 77— ROMEERIE L TEELET, ZEALDOT v 77 L— FOMEE
3. RET =X OT v 77 L— NORBEPFEKNTRAEL £, URTIE, AIERGEE, &
T7 v 77 V= NENCT —Z ZMGEL, MEZFFE, Wi, F723EIELE£3, URTIE,
T F VR ) — NELIIAZ U RT ey ) — RTEITTE LMo X T
m— RA[REZRAN P E LTHIHTE ST, ZOY—AERTT5DICH T Z A LT
ELFEHA, ROET AT, URT OFEHIFIEICOWTHII L ET,
https://www.cisco.com/c/en/us/td/docs/security/ise/videos/urt/v1-0/cisco-urt.html

A

BE TUIA~URY =B — FTIHURT 2T LARVTSEES
VW, URT YV — U, MnTEHT—XDT7 v 77 L — DI =
L—va I TVWER A,

cGUI ZMH L TCiscolSE&T v 77 L—FRITD8E, /— Kbz Takv A0 A L
7T MI4RETT, Ty L— RETERMD 4R EZB XD & Ty 77 L— RiZk
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https://community.cisco.com/t5/security-documents/ise-latency-and-bandwidth-calculators/ta-p/3641112
https://www.cisco.com/c/en/us/td/docs/security/ise/videos/urt/v1-0/cisco-urt.html

FyFTL—ro#E |
. FyvF7IL—FhOBHERMRICMA THEERKILT 520D HA K51

WLET, 7Tv 77 L — KRy —/L (URT) OF v 77 L— RIZ4REBL B0 B 85E
X, 207 e R CLI 2T 2880 LET,

REEBET DN, 2= RKRXT oV I T v T E2ERLEST, T 77 —FU g
Y RuHZa— RANZ 806 PSN ZHIBRL, 7 v 77 L— RZICHOEMNTE £7°,

HEIPAN 7 2 — LA —R—Z2HH LT RESNTWDIER) . Ty 77 L—FRfiZ
PAN D/ n— B — F 2RI L ET,

HEFORY = — A EHERL, H T, UER, BEHIN T RWnR Y =B XY
= EHIBR L ET,

ABpE= = ru Ly FRA U T =2 ZHIBRLET,

CWELENEOR T DN 7T v TEERK L, Ry BT =7 ISR ST RN BRI 7R
Y= N=TEIXTHLNTEET, Ty 7T L—FRus  FufidE—brfd 7
=0y hefEHTEET,

T I — RBICIRDOA T a o 2FER LT, MnT / — RIZEES NS v 7 o2 HIR
L., X7 x—~ L A&emLE3HrZ N TEET,

eMnT a2V 7 a7 4N (ZOU 42 RUEFRRTHIZE, [A==— (Menu) ]
TAay (=) 27V vz LT, [BEE (Administration) ]>[ X T L (Sysem) 1>
[AxF>4 (Logging) ]>[ALUa>T L2 (CollectionFilters) 1) Z ML T,
BEu T T4 NB Y7L, AN A7 Ty FUREHELR2NEIICLET,

e VE—bRFUITE—=Ty h (ZOU 4 FUEFRTTDHITE, [A==2— (Menu) ]
TAay (=) 27V 27 LT, [E8 (Adminigration) ]> [~ X T4 (System) 1>
[BF¥ >4 (Logging) 1>[VE—+BX>S542—%v k (RemoteLogging Target) ])
R L, lxouX 7 a7 3 EREORX I 2 —Fy N (ZOY 4 RU%E
FRT B, [Ama— Menw) [ TA 2> () 22U 97 LT, [YRATA
(System) 1>[BF >4 (Logging) 1> [BFX >4 AHT3Y (Logging categories) ])
V=T 4 T TEET,

o [# 0K UIAT L EH &2 B (Ignore Repeated Updates) | 4 7Y a v HhC L E
T, 2OV 4 RUERRTHINE, [A==2— Memu) | T A2 (=) 27U >
7 LC, [%# (Administration) ]>[3 A7 A (System) ]>[%i€ (Settings) ]>[7' &
k=)L (Protocols) ]>[RADIUS] 7 4 > RUICBENL T, #VRLEET LT TV
T AT OEF RN L £,

T T T VU— ROEHDOT v 77— KRNy KVvELyra— RUTERLET, Tk
RY—LVTROZ T Y EMHLT, Ty 77— FERL, =7 CEEFZOBER
B&%7 v 727 L—RLET, http://cs.co/ise-upgrade-bugsearch

o =P —FAEWS LB LOVERTT X CTOMAFIZ 7 X b L, ¥— 2 OfkkeME % ik
]\/i—é‘o
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| 7vF9L—Fro%kiE
7vITL—koxkER CooF—s0mi |

Ty TTL—FDKRBZEHRCT-HDT—52 O&REE

CiscoISE (Zi%, T v 77 L — K7 uavRA&ZBRHBTHHEIIC, T—XDT v 77 L — RKOREE
BHEUBEETAEDIZETTXET vV L— R — (URT) BAHEINLTWVWET,

FEEAEDT T T L —ROKBIT., T—FDT v 77 L — RORENERTREA LE T,
URT L. AREZRBAIL, N7 v 77 L— RENCT —# ik L. MEEFE, 5 E7213E
ET5EICH SN THET,

URT X, D/ — RIZBIF DA TXA TV T 4 CMOERZFERT L7200 2V
BHL—F, FR3E ) —FBEOAZ R T0y ) — R CTEITTEAEBIDOZ T n— R
ARER N RV E LTHRTE £, 2OV —L2FTTH8E6, XU U2 A LINEHY £
B A,

A

2L Bl — FEBEOBE, 794~V RY—EH ) — RTIXURT 2FETLANWTLFE,

CiscoISE / — Rpza<wr R4 v 4B —T7xA A (CLI) 75 URT #FE{TTX£9, URT
WIRDZ & BTV ET,

1. $PAR—=FENTNHNR—=T3 00D CiscoISE TURT BEITENTWENE I DETF v T
LEJ, PAR—FrENTWENRX—=g 0%, VU —230, 3.1, BXO3.2 T,

2. URTWNAZ K71 CiscolSE / —REZIFZEH AV RI O —FBH ) — K (Bho &
U PAN) THEITENTWENE I NEHER L £,

3. URT Ny RAOEABREE NS 45 B RE CTHLEINE I EaTF oy LET, Z0OF v
713, BEHOURT ANy RAZEHLTWS Z & 2 MRT A - DIiThivET,

4. TRTOFHRRENHIEZINTWENE I ET =y 7 LET,
W ORHRLAFS URT I & » CTHER SN E T,
o N— 3 D HHE
NI TFTDF T

o T 4 AT KR

\}

GE) ) Iy T T I 274 254 <, FIFRREZ
TAAT YA REMR LET, T4 AT A AT HERD
ABEAIFE ISEEXZFHA LA R L, REDNY I T v EET
Li‘a‘o

e NTP H—/3—

« AT
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_2.html#ID-1417-000000d9

FyFTL—ro#E |
B 777 —rgmy—nosyon—rexm

« VAT L EFHETE DAEMHE OREE

5 Wi T —H RXR—RAEHEBLFT,
6. BT v T T VL —RT7ANET v T T L — KA RLiza—LET,

N

GE)  URT Sy RN FRRWEES, HAEvwa 2R LET, ZHud. Ay bRy FDA A
~— VD E 5 72 @E T,

7. BRIENIEZT—FIR—ATAF—< LT —EDT v 7L — REETLET,

s BRINTET—HRX—ATT 77V — KPRl LIESE) 7y 77 L — RBR%ET
5 ETICES L TR 2R LET,

s (T T T VL= RS LTESE) BRENTET 2= 22 HIBRLET,

s (BREINTZT—FZRXR—RATT v 77— RRERBLTEES) VEpn 7 2INEE L,
a2 T — ROANERDL T T hE2F L, a7 FLEARKRL Tr—
HINVT 4 AT L E£9,

TyITTL—FERY—ILOIHO— K EERT
T v 77 L— R¥EfEY —/L (URT) X, 7 v 77 L— REFEBRICFETTLRNRET — ¥ &M
REL T, 7Ty 77 L— RORMEZGIEE T REERO S AR EL T,
Before you begin
URT OFATHIE, [FIRFZEIT LWL DI LE T,
TR ENy T T ELITELT D
VY FREEEFETTD

ATy T VARY NI OERE L OVURT /3 R/LO = B —, on page 12
ATV T2 7Ty 7T L— R¥EEY — /)L DFELT, on page 13

RO M) DERRE X URT /N FILOD O E—
VR FUZER LT, URT N Rz art—LEd, UVARY b OIERTIEICOW T,

[Cisco ISEEHEHNA N O (AT F o ReET=F—] OFEIZHDH [VHRY Y OIERL]
EEHRLTLLIZE 0N,
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| 7vF9L—Fro%kiE
7y IrL—rgEy—Lozi ||

RT F—< U ALEEMEZEZD B2, FTP 245 2 & 2HE L £, K WAN U
TENLIZVRY Y B EHLRNTLZEN, J— RIZBWIEICH 22— VR R
PRI L AHE L £,

Before you begin

URY MU L OFIRERNA B THDH Z L2l L T IEE0,

AT v F1 Ciscocom 735 URT N> Fv&E Xy m— RLUET (ise-urtbundle-3.3.xxx-1.0.0.SPA.x86_64.tar.gz) .

ATFwT2 VEISUT, BRSO OIC, Oa~< RE#HEHLTCiscoISE / — Roa—H)LF 4 A7 2 URT
Ny R ae—LET,

copy repository url/path/ise-urtbundle-3.3.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

- z2i3, Ty T T — R RO a b —|Z SFTP T 51213, REEFTTEFET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-3.3.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd (% SFTP H—/3—D P 7 R L AL 72ITR A M, ise-urtbundle-3.3.xx%-1.0.0.SPA.x86 64.tar.gz
IZ URT /N RALDARTTT,

T ITTL— FERY—ILDORT
T o7 L R — M, T v T L ROKME B & B RO & 5 7 — ¥ Ol

ZREE L, FREZRPRY MEZ HE E72IMEEL 3, URTZETT HI121E, ROFIAEFATL
£,

Before you bhegin

0 —H)VTF 4 AZIZURT Ny R ZEL &, 28N X 77,

applicationinstall =2~ > FZ AJJ LT, URT A A b—/LLET,

application install ise-urtbundle-3.3.0.x.SPA.x86_64.tar.gz reponame

BIROBEZ EZ TR T IV r— g URIEFICA VA b= &N o254, URTIZT v 727 L— 1|
DEBDOFERZIRLET, MEAETEL, URT Z2HFHETTHILERH Y 7,

Rl C2RIDFRIERFARBESTKENFET DIETIL.
AGRBMEHDRAZER

CiscoISEIZIZW K DO FEFIER SN ARBES TN FTE L THWET, HTWERND (=—
P—EF INTz) ARHEMAEH DN FANEREAERBEER LR CARITHIGE, Ty 77
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FyFTL—ro#E |

B v fHE< LD OFR P FRL—F (LY VRFLEREOEE

L—R7av 23R LET, 7Ty 77— KT DI, ROFRIERFAERRBER T4 O
W E A RTDNE UAGRHEMGIIIA R Z2 AR TAOLERH Y 7,

» Compliance_Unknown_Devices

* Non_Compliant Devices

» Compliant_Devices

* Non_Cisco_Profiled Phones

» Switch Local Web_Authentication
* Catalyst Switch Local Web Authentication
» Wireless Access

* BYOD is Registered

* EAP-MSCHAPv2

* EAP-TLS

* Guest Flow

* MAC in SAN

» Network Access Authentication Passed

VMware [REEX VDH A M ARL—T 420 O RT L
EEREDEE

AR HY—

BB~ D CiscolSE / — R&7 v 77 L— R 5581E, FANAXL—T 4 T VAT
. % Red Hat Enterprise Linux (RHEL) OHHR— hSio /=Y a SNIEE L THDH Z & iR
LET, ZNZETHITEL, VMOEREA7IZL, FAN IRV —T 4 7 VAT LETH
L. ZHEZIZ VM OEREZ A AT HHERH D £9,

RHEL 71X E1000 B X TV VMXNET3 Ry U= T X FHZDBETFR—FLET, T 77
L— RT BRI, XY NT =IO T ETEDOIA THEESTAHNLERHY 97,

JI—T &M 5 3EASCHI XF = HIkR

Y —222 ZVHENZ. FEASCH XFEEHFAOAR Y —NV—T52ER LTSS, Ty 77
L — ROHIIZ, XT/*)L TN—TDLEIEEERE L, ASCIHLFORZFEHATH LI LTL
7230,

CiscoISE V U —R 22 LIBED AR Y — 7 —T74Tlx, F ASCIL LFIIFR— b IhFH
/l/o
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| 7vF9L—Fro%kiE

BERECRERDZT7 7o+ — Lk~ [}

BERICACBENHL T 7A 7o+ —ILik—k

TIAVER ) —RED /) — REDORINZ T 7 A4 T U 4 —ADEE SN TODHHEEE. RO
BER—=FBT v 77 L — RNV TWDLERH Y £,

*TCP 1521 : 7’TIA~VEH ) —RKeE=F—1 7 ) — FEO@EH,
+TCP443 : 7T A~ VEH ) — REZOMTXTOEL XY 7 — R O@EE A,
*TCP 12001 : 70— V7 S AXDLVLT ) r— a3 U,
sTCP7800 L7802 : (R —H—E X /) —F N ) —RINA—TDO—EHThHHEEIT
[BY#%Y4) PSN Z—T D7 72420 7 H,
Cisco ISE MEHT 5T XTHOHR—FD Y A MI2OWTIL, [Cisco Identity Services Engine
Hardware Installation Guide] Z#Z M 1L T Z &\,

Cisco ISE MEH 9 AR — FD5ER/7 U A MMZ-2OWTIX, [Cisco ISE Ports Reference] & HE L
TLIEEW,

TJ5AR)EBEE/)—FMI5D CiscoISEERTEH LK IEMH
T—R2DINY YT v T

a<v LV RIA v A H =T A A (CLI) F721% GUI 75 Cisco ISE REB L OEHT —H D
Ny 2T w7 ERfELET, CLLa~ Y kD LB TT,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname

\)

(F)  CiscoISE 28 VMware TEITSNTWAIGA, ISET—X &2y 7 7 v 735D, VMware A

FvFay MIVAR— RSN TWER A,

VMware A+ > 7' a v MIFRE LZRER T, VMOAT =X ZAZ2RGFELET, ~LTF /— K
Cisco ISE BFHEREE ClZ, TXCTH/ — ROT—X L, BUEDOT — & X— 2 I1EH & keI [F
ManEd, AF vy 7 vav h2ELTLHE T—F_X—RDOL TV r—va v L EBORME
EHIXEITRMEMENR SV EF, v RAaX, T—FDOT =04 7B LOEILHIZ, Cisco ISE
WCEENDZ Ry 7T v T EFER T L2 HER L5,

VMware 2 F v 7 ay bR LTCISET —% % /3> 7 7 v 795L, CiscolSE #—E &N
EILLET, ISE / — RERET 51213, BESPSLETT,

F 72, Cisco ISE FHEHR—Z LD OREBLIWNERT =X DOy 77 v 72 lGT52 L
MTEFET, NI T T T ANERNTDHIRY N AER LI L 2R LET, a—
HNYRD NI EEHL TRy 7T v X LENWTLEEN, VE— N E=Z—U 7 ) —FD
B—ANYRY NIT, FE=F—V I TRy T v 7T5ZLIFTEEHA, KDY
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http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/install_guide/b_ise_InstallationGuide22/b_ise_InstallationGuide22_chapter_0110.html

FyFTL—ro#E |

B s ~vem/ —rreoszransonysry T

R R ZA IR — S TWERA, CD-ROM, HTTP, HTTPS, %7-/L TFTP, Zil

L. IO VRY NI Z A TRGEARYEHTHL, £33 78 harTr7 A ALD U A

EAP AR — h SNRNTZDTT,

1. [#&# (Administration) ]>[A > 7 7} A (Maintenance) |>[/Xv 7 7 v 7 L 1E5t (Backup
and Restore) | # %N L E 7,

2. CiscolSEGUI T[A==2— (Memu) |71/ 2> (=) 27V v27 LT, [BEE

(Administration) 1>[* 7+ > X (Maintenance) |>[/\v 49 7w F & (Backupand
Restore) ] Z#R L £,

3. [Ny 7T v~ (BackupNow) |27 U w7 LET,
4. Ny T v T RFATT HI2DILEREE AT LET,
5. [OK]%#72 YU v27 LET,

6. NI T vTNIEFIIGET LIl LaRLET,

SEIRBTIE, Nyl T v TOFEITHIC ) —RFOou— L E2EF LY, /— ROREE

1TV FTBHZEITITEERA, NI T v 7OFETHIZ) —FOu— LV EERTTH L
TRTOTBEANR Y vy T L, T—ZIA—BRELLGER”HVET, /— R
DO —VEEETLHEIE, Ny 7T v TINETTHETREL T ES0,

CiscoISE (X A L AKX VT HFFONY I T v T 7 ANVZEMT, BESNZVFRT RV
T ANERGFELET, XA LAX L FIZIA T, Cisco ISE IIFXE/NY 7 7 v 7 I21E CFG #
7. BENR Y 7T o AT OPS X T HBIMLET, Nv I T v T 77 ANABREVRY Y
WD L EMRLET,

\}

GE)

CiscoISE Tix, 5 ISE/ — R (A) o A\v 77 v 7% LT, BIOISE /— K (B) I
BT srZEenTEET, MHFDO/—RIZFELEA M IPT7 RLRTI®RRD) ©F, 7272
L. /— K KBEOXRY I T o7 EG LIk, FEAELR—X VI N—T% TORENRET
LHAREMEN S D20, /—FRBDHRA MMAEEFRTDHZ LIITEERA,

T2ATYEEB/) — LDV RATLATDINY I T Y

J

AR RIA A F =T =4 A (CLD) ZfALT, 774~ VB —Finbv AT L
TONRy T T ERELET, CLLavy RZROEBH TT,

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name
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| 7vF9L—Fro%kiE
casimzr=—> [

CAi[FHEF = —

CiscoISE33 127 v 77 L— KT BHHIZ, N CAGEHET = — 2V DETH D Z L 2R L
i—a—o

1. CiscoISEGUI T[A==2— (Menuw) |7 A2 (=) #27V >y LT, [E
(Adminisgtration) [>[> X7 L (System) ] > [REBAE (Certificates) ]>[mu1_t)% AEBRE
(Certificate Authority Certificates) &K L £,

2. BHHNOE / — RIZoWT, [Z7L > RU4 (Friendly Name) ]5Z [REIE Y —E 2=
RARA > b¥ 7 CA (Certificate Services Endpoint SubCA) | LRI N TV HFERAEZBEINL
FT, [ER View) 227V v 27 LT, [REHEDO R T —X AN BA4F (Certificate Status is
Good) | AvE—UNRRINDINE I DR LET,

3. FEMET = —UMEH L TV DAL, CiscolSEZT v 77 L— KT LRI ZEIET
LRENRHYET, 2OV 4 RUEZRRTDHIE, [A==2— Menw) |74 22 (=)
71Uz LT, [B¥ (Administration) ]>[2 AT L (System) | >[ZEEAZE

(Certificates) |>[SEEAZNEIE (CertificateManagement) |>[EBAZELER (Certificate
Signing Requests) 1>[ISE JL— k CA (ISE Root CA) %R L £7,

SIBAZED B NEDFESE

Ty 77— R7rt R, Cisco ISE DEHTE DREME LI AT LGEAE R 7 OFE
HEOHIESATIN TWDH & KRELES, Ty 77 L— ROHNZ, [(EETE 55EE (Trusted
Certificates) ] & [Z A7 AGEHE (System Certificates) |V o« > K '7 (ZDU 4 v R ZRRT
DI, [A==2— Menw) ] 7AM=2 (=) 27V v 27 LT, [@# (Administration) ]>[
AT I (System) |>[REHAE (Certificates) > [fEFHEDEFE (Certificate Managemen) % 3&4R)
D [BIHAFE (Expiration Date) | DE M ZMER L, LEIS U TEH L TLEIV,

Flo, Ty 7T L— RORFINZ, [CAGEHE (CA Cettificates) |V 4> Ry (ZODU 4> KU %
FRTHIZE, [A==— Menu) |74 (=) 27V v 27 LT, [F#H (Administration) ]
>[ A7 I (System) ]>[AEFIE (Certificates) > [FEF]EHER (Certificate Authority) ]> [FIEF]
LRI DFEIAE  (Certificate Authority Certificates) % E4R) WOFEHED [A 2R (Expiration
Date) | DAMELZHER L, LEISUTEH LTI EI N,

sl BAE D HIIBR
BIREIN OFEAEZHIBRT 21213, ROFIEZFATLET,

ATYT1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) 27V 27 LT, [E¥E (Administration) |>[L R
T L (System) ]>[SEBHE (Certificates) | > [(IBAENERE (CertificateManagement) |>[2 X T LFEAE
(System Certificates) [# =R L £,
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FyFTL—ro#E |
B aszssonmr—ozozk—t

AT T2 BIRYINOFEAEZEIN L £,
ATv 73 [HIFR (Delete) 1227 Y v LET,

ATY T4 CiscolSEGUI T[A=z2— (Menu) | 712> (=) 227V 27 LT, ¥ (Administration) ]>[ AT
2 (System) ]>[REBAE (Certificates) |> [REBAEDEEE (Certificate Management) ]> [{S4E TX AREAE
(Trusted Certificates) ] Z &R L £ 7,

AT 75 BRI OFEAEZ RN L £,
ATy 76 [HIFE (Delete) 127 Y v LET,

ATy TT & (Administration) ]>[2 A7 A (System) ]>[FERHE (Certificates) ]>[3%:E/ (Certificate Authority) ]
> [FRFE/AREAZE (Certificate Authority Certificates) ] DNEIZERIN L £,

ATy 78 WIRUNOGEHELZ IR L £,
ATv 79 [HIEE (Delete) 127V v 7 LET,

SEAER L UMEBX—DIT I XR—F
WDIEB 27 AR— " T5HZ LEHERELET,
« TRTOBE—DIVGEHE (BENOTXTO /) — Khd) BLOZOME X —2 L7

FHCe 7 2R — b LET, fEERE (L0 —ERTREHENMEN S zny) ikl
£,

AT Y1 CiscolSEGUI T [A==2— (Memu) ] 7A =2 (=) #27 U v 7 LT, 8 (Administration) ]>[~ AT

2 (System) > [FEBHE (Certificates) 1> [REBIEDE L (Certificate Management) ]> [/ A7 ARERZE
(System Certificates) ] Z iR L £,

ATy T2 EAELERL, [£7 AKR—1 (Bxport) |27 U v 27 LET,

ATv 73 [EAZEBLUOMEX—%2T27 AR — bk (ExportCertificates and Private Keys) ] 7 VAR ¥ VA RINL £,
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Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary
Je———
Checklist

Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.
Backup ISE
 Configuration and operational data (Administration > System > Backup & Restore)
« Backup system logs (Operations > Troubleshoot > Download Logs)
« Export certificates and private keys (Administration > System > Certificates > System Certificates)
Software
* Review the ISE Upgrade Guide and Release Notes for upgrade information (http://cisco.com/golise)
« Confirm valid ISE upgrade paths. Ensure that a repository is available to store the ISE upgrade bundle (Administration > System > Maintenance > Repository)
« Download the ISE upgrade bundle and place it in the repository (ISE software is available at http://cisco.com/go/ise)
Credentials
* Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.

Operational Data Purge

* Purge operational data to improve upgrade > System > Mail >0 Data Purge)

License

« Convert your old licenses to the new license types through the Cisco Smart Software Manager (CSSM).

« Enable the new licenses in the Administration > System > Licensing window. Check the checkboxes for all your purchased licenses, and click Enable.

I have reviewed the checklist

Print Checklist

(AFvary) F=zyZ VA NESRACY Yy e— R, [F=v 27 U A NOHIR (Print
Checklist) ]&#27 Vv 7 LET,

Tyv77b—=RFRFzy 27 JAMIGRBEINTWLHADHERL T LI, [F=v 7 VX MR LE
L7z (Ihave reviewed the checklist) | F = v 7Ry 7 A& AL TR~ (Next) 227V 27 LET,
[7 v 727 L— RO (Prepare to Upgrade) ] 7 4 > RUNERRINET,

[UARY FYU (Repository) | Fu vy 7 X7 URA MM, 7Ty 77 L— RNV RUBREHIIL TS YR
R ERIRLET,

[N Kb (Bundle) | KRy XU URRNG, Ty 77 L— RNV RLVERIRLET,
FTRTONYF VY —=ZAR [Ny F (Patch) | Fay Xy R MIERENES, Ty 77— RT
% CiscoISE U U —ADEH D/ v F 2B 5 2 L 2L £,

[l O BA%E (Start Preparation) ] %2 U > 7 LT, XTD CiscoISE 2 R—F > M &aEL., B O
ViR— hEARLET,
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Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary

Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and
patch file. Then, click Start Preparation.

Repository* | 1 j

Bundle* ise-upgradebundle-2.6.x-3.0.x-to-3.1.0.360. SPA.xEj
Patch j

Download Report

Estimated time of Upgrade process: 4hr 26min

Repository Validation 33

(] [}
| Bundle Download 33
(/] e
| Memory Check 33
() e
| PAN Failover Validation 11
o [:]
| Scheduled Backup Check 11
Y: ) e
| Config Backup Check 171
;) ec
| Configuration Data Upgrade 171
() [:]
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Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary G Exit Wizard

Upgrade Staging

The upgrade bundle files are being transferred to all nodes in your ISE deployment,
the status of tr

Cisco ISE whil

Refresh Failed Nodes
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[+] )
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Ty LU= RREPRETTLEMN, (VAT LAOT7 v 77— REBKBLET, =777 FLTW
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Cisco ISE BBRD3E|T v 77 L — R&EFEITT HI21E, WOFIEEZFETLET,
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[/ — F#&# (Node Selection) ] 7 4 > FUIZU XA L7 &I, ROKED=HIZ /) — REBRIRTEX E
j—o

TRTDO/) = BT v 7TV —FRENDHET, AT v T 8MBAT v 718D —r L AT, RD
g & RediT LE T,

Tt ADENORKEZRS TXTORE T, kT —4% % 7% (Configuration Data Dump
Generation) | FAF = v 7 23, [T —H¥ D7 v 77 L— K (Configuration Data Upgrade) | SiiF = v
7O VICIITENET,

NET T T — R AOFETHIRBOTXTO /) — K&aT v 77 L— RT208TIH Y A,
EEDOEEORERIAEIETE 928, BH Y =5 CLI 2~ % application configureise> reset
upgradetables DIEIZHEA L TH LWEBBEOFT v T L—RT—JIE 7 V7T 20ERH Y 77,

Ty 77— R7avANET L, % (Summary) |V 4 > RUTCERORBKT v 77 L— KL
A—b2RRBLIOF Y ra—RTEET, Tv7 7L —FREN/— ROHFIHVY I FEITENT
HifF=v 7, BLOTYTITL—FROERLET7TYTIL—FLR—bOF =y 7 VR NEHREDRH
HT5EMEEL T v 7 — R~ — LAR— 2R L CHX e — RTEET,
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cU 7 50 Cisco ISE BBO7 v T L—F [

Cisco ISEHEIT v 77 L— REFEIT LGS, e At &Y PANIZT 74~ U PAN IZH-4&
ZET, CiscoISE DEHER—H /LT, [%H (Administration) ]>[7 A & X (Licensing) ] % %R
L%, [Cisco Smart Licensing] =V 7 C, [T v 77— (Update) |27 Vv 7 LET, 4BV A%
HHTHET, 74148 AT T —A0 Cisco ISE ICFKRINET,

CLI 5D Cisco ISE BRI 7 v T L—F

ATy

k7 a

-

CLIZERA LT v 77 L —R7ukv A%, BEZA Ao THRALY £97,

—KFO7YvT5L—F

application upgrade <upgrade bundle name> <repository name> =~ > KA EEHH L7210 |
application upgr ade prepar e <upgr ade bundle name> <repository name> 33 & Uf application upgrade
proceed 2~ REFRESNEIEREIEA L CAX KTy ) —R&T v 77 L — K452
b TEET,

BH, RY—HP—E R pxCGrid, BEIPRE=F =V T DY FE2HYTHAX L RT 1
v/ — R® CLI 75 application upgrade <upgrade bundle name> <repository name> =~ >
EETTEET, ZOa~vy REEEETT L5613, 2~y FeF 7350V E— MU R
Y MUMBCiscolSE /) — RO —INT 4 ATIZT v T 7 L— R KLz ae—L T, Ty
77— RO 285 2 & AR L £,

&>V |z, application upgrade prepare <upgrade bundle name> <repository name> =2~ > K &

application upgradeproceed =~ > RZ{li 9% Z & & T& £7, application upgrade prepare
<upgradebundlename> <repository name> 21~ REHEHTH L, 7 v 77 L— R KR
Fyru—R&h, e—uicitisnsd, 2oa~vr FixVE— U AEY hU 25 Cisco
ISE/—RKOu—HNVT 4 AZIZT v 77— RNV NLrezat—LEd, /—ReET7 77
L— R4 5% (/N T 76, application upgradeproceed =~ K& FEIT LT v 7/ L—F

ZEFICETLET,

LLUF C#iAA 9% application upgrade prepare <upgrade bundle name> <repository name> 35 L Y
application upgradeproceed 2~ > R&2F(TT L5 L2 BEIO L ET,

Before you begin

[Prepare for Upgrade ] DIED FNEZ M HEA T 7230,

=BT 4 A7 DYRY M) EERLET, =& 21X, Tupgrade] LW D VAT MY A/ERTE E9,

Example:

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .
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7y I L—FOEF |

B: -—rEmoryis—r

ATvT2

ATvT3

to other ISE nodes.
If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.

ise/admin (config-Repository)# exit
ise/admin (config)# exit

CiscoISE a2~ R4 v f 42 —7 A A (CLI) 25, application upgrade prepare <upgrade bundle
name> <repository name> =~ R&Z A LET,

Zoavr N, Ty 77— R FAZRIOFNETIER Lice —A VU AR U Tupgrade] (22—
L. MD5 & SHA256 7= v 7 % hE—ERRLET,

Note T w77 L— Rk, SSH#EHE Tr 71 > L. show application statusise =~ KZEHT 2% =
LT, Ty7 7= FOETRUZFRRTEET, ROA vE—UNFRSNET, [%NOTICE:
Identity Services Engine upgrade is in progress... |

Cisco ISE CLI 7%, application upgradeproceed =~ > K& A L% T,

What to do next
T T L— K7 ak ADOMEGR, on page 54

2/ —FEROD7Y 7SI L—F

application upgr ade prepare <upgrade bundle name> <repository name> =~ > K33 & UF proceed
aw U REMALT, 2/ —FERZ7 v 77 L —RLET, FEIT/ — ROBEEMEL T,
FEGTOLEEIH Y FHA, T 7T L— Y7 MU= 7 IXEBINC ) — REBEGMR L.
BUWVERICBITLET, 2/ —REMZ2T v 77 L— T84, RIICEh 2V EH ) —
N (/—RB) EdaT7 v 77 L—RTHULERDVET, EH LX) ) —FKOT v 77 L—
REETLEL, 794~V /=K (/—FA) 2777 L—RLET, ROKIIRT LD
RIBHAOHREDSG G, ZOT v 77 L— RFIREZKITLHZ LN TEET,

Figure 5: Cisco ISE2 / — K &I1B R

ISE Node A ISE Node B

Primary Admin Secondary Admin
Seco‘nda_rv Primary Monitoring
Monitoring
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Before you begin

T IAVER ) — R ORERBIOVERT XD T~ Ry I 7 v 7 FHTE

1ITLET,
EHLE=X =Y T OV YR, BEOBEED ) — R TA R —T7 /U ENTWBH I &
ZHERLET,

AN FRTTA~ VER ) — FCOBA X—=TNThHIRE, Ty 7/ L— K70
FTRCEV I FVER ) — RERUICT v L —RT52¢R/ROENHDT, &
B XY ) — ROBENRVY)F oA RX—T NI LET,

F70%. 2 — REBTIOOEE ) — ROLNBAEESIE. B XY ) — RORE
MR LET, MGDO /) — RN AZ L RT7ay ) —ReEd, MFn/ —RaAZ K
Ty ) —RELTT T L—RL, Ty 7 L—F#iZ, Bfizty b7 7 LZE
KR

cE= X =V TULY TR OD ) — RDOIHTA F—T VD6, IRICHET RO / —
RoE=F—Y Ty F a2 2—T N LET,

ATFYvT1 CLInbEHhHY ) —F (J—KB) 7 v 77 L —KLET,
Ty T L— Rk AT, AE8MIC — BB GHIBRS L, Ty L—FahET, /—FB
EEET L, T4~ ) —RIT v — RFEnET,

ATFvFT2 J—FA,
Ty L—RFak AT, HEMIZ, — FABRERRICEREIN, Ty 77— RRENERETEI X
U — Rz E£3,

AT T3 HHORBET, /J—FAZTIA~Y ) — RIZHKESEET,

TyT T U= RRET LR, /—NChWeE=4—) 7 a VREENL5E. ZnbD/ —FET
application configureise @~ R&ZFEITL, 5 (7T — ¥ X—ADOMFHEHROLH) #RINLET,

What to do next
T v T T L— R at ADHER, on page 54

SEEREODT Y TSI L—FK
MDIZ, BHFVEH ) —F (SAN) 8L WU U —RIZT7 v 77 L —KLET, &2
., ROIZ AT I, 1207 T4~ VEH /) —F (PAN) | 1 2Ot 7 U EH ) —
R, 420K v—H%—EA/—FK (PSN) , 1 DOF T4~ F=F—YJ /) —F
(MnT1) . BEIR120HI > ZY E=F—V> 7 /—F (MnT2) 2&TREANREY v T v
TENTWBEE, ROT v 77 L— FFRIEICHET = LN TE £,
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Figure 6: 7 v 7% L— KR Cisco ISE B

Primary

4 PAN
Admin Node U

7yvIFIL—roxf |

U SAN
Secondary
Admin Node

Or

OF

Ch

OF

PSN1

PSN2

PSN3

PSN4

Note 7 o 77/ L — RDORFNIC/ — FZ2FB) TSR L722WTL 72 &V, application upgradeprepare
<upgrade bundle name> <repository name> =1~ > R L N proceed =~ R&EMHHAL T, #HL

WU —R Ty L—RLEd, 7Ty 77 L— Rt R THBINIC , — N2 56 E%R

L. ILVEBBICBITLEY, 7y 77 L— FORICFH T/ — ROBHEE X v LT 55

B, Ty I — Rt R EHET AR,

LTL7EENY,

TIASVER ) —FDOITA B AT 7 AL
WD LaMRLET, FRICZOT7 7 A NVRRWGE (L2, v A==y

H—=ZE>TTIA VU ANAS, VA =L ENT-HA) . Cisco Technical Assistance Center (2 H#%

Before you begin

s BEICED X VER ) — RRRWEEIL, Ty 77— R7ak 2203 5012, &
B HEVEHR ) —RCT2R) =P =R /) —F&x 1 ORTELET,

« [Prepare for Upgrade | DIEDFNAZ T Fe A,

o TLIZE N,

+ 2 CiscoISE BEiZ 7 v 77 L —FTB5481F., RAAL L F—LT AT L (DNS) O —
N—fge BV 7T v 7RIy 7T v ) BDUWETT, T TRWES, Ty

JL— RiZEBm L £,

ATFYT1 CLINSLSAN 27 v 77 L—RLFET,

Ty L— Rk AT, HEIRIZSAN BERNDBEMRIN, 7y 77 L— RNk d, FiiE#Ehd
HE. SANDBHHERO 74~ /) — Rt ¥4, FEMATE=4—V 27 /= pb7ltb1o
MBI BT, Ty 77 Lb— R7av 2T WRBHAOEY /) — RTHEDIR > T ThH, SANDE
==Y TN FEEMILET, R —P—E 2L Y FREWER D SAN THZI TH - 725
B ZORTITHHRER~DOT v 77 L — R bR SN ET,

ATFwT2 F=FZ—V 77 —FD 1> (MnTl & MnT2) ZHHERICT v 77 L—RLET,
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ATvT3

ATy T4

ATy TH

ntEmoryIsL—r |

thoFY) T =V T )= ROFHITTA~) FE=F =T )—RET T T V—RT52 L%
BAOLET (FWERTTYIA~IER — KBTI~ =X =0 /—RFELTHEMELTW
DEEITIEZIUIARARETY) 94~V B=X—V 7 J—RKPNEEIL, FEERIrOr 72 INEL
F9, ZOFEMIT. TIATIVEER ) —FDX v aR— FNLFRRTEET,

TWRHTE=4—) 7 =R 121025561, 7Ty 77 L—RT5E1IZ, HTWEROT I A~
VEH ) —RTHOHPANDE=F—V TNV FTEHEDNILET, /— KLY FOEFIZLY . Cisco
ISE7 77U r—ya i fiEB LES, PAN AHEETLE THRLET, FillRflcE=4—0 27/ —
RET 77— RT5E EBHT—XZHLVRERICBITT OMNERSHT-DIT, o/ — KLY B
M2 £9,

FHERO T 74~ VEH ) — R ThHD/— BB, HTWEHTA R—T s E=4—1 7 ~L
VIl ERERWGE, E= X TV T ET =TI LET, S RV YT OERIZLD
CiscolSE7 7V r—va v PNHESLET, 7794~ VEHR /) — RPEETLETHRLET,

wiz, KYo—H—E2E—F (PSN) 27 v 77 L—FLE7, #EOPSN 2T v 72/ L—FT
EFETHN, TRTCOPSNEZRFIZCT v 7 7L —RLEBE, Xy hT—7 TE T H A LRFEAELET,
T w7 T L— RIZ, FIREBESAND T Z A4 <1 /) — RIZPSNEEER S, 774~ U ) — Kb DT—
ANFTRTOPSNICEBINET, PSNTIEFDO~LY S, ) — RZA—TFR, BLOTe—70 1
T AV TRENHERFSNET,
EOVRMIC2EFROE=4 =V T ) = FBRHLGE. RO LE2TIMERDY £,

a) HWWEBDT I A~ ) —RThDPANDE=L— I TV FEEHILET,

BATE=4—V 27/ —FN3d kb1 ORETT, FVERIOE2DE=4—) 27 /) —F
7 v T L—RTDHENC, TIA~) ) —RFREFTIONYFEA F—T M LET, /— R
VY FDEFIZEY, CiscolSET 7V r—varRNHE#SLET, 774~V ISE /— KA FLE$
LETHLET,

b) BHUFY T=H—V T )= REHVERNOERERICT v 77— R LET,
TIAVEH ) — FEBRWT, T _RTOJ — FRBFHEFREICT v 77— RENTWALERHY
i‘j‘o

B, TIA~IVER ) — K27 v 7L —RFLET,

IO —RF, B X VER ) —RELTT v L— RE., FHEEBIGENINET, EHo XY
BH ) — REeFHERO T 74~ J—RNIIHKBEIELZENTEET,

TS T VU= RKRET LR, Ty 77— RSt =4—V 77— R0 e 7 RZEEnsas.
application configureise =~ K& FATL, %Y TLHE=F—U 27 ) —RTS5 (T —FX—2DfaHEH
DEF) RN ET,

What to do next

T w77 L— R7 a& ZADOHER, on page 54
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B 77/ —rTntwzome

Ty L— k70t XDHERE

BRI SRV ICHREET 22 & BLUOa2—Y—N

7yvIFIL—roxf |

BIESNF Y NT—2 DY Y= RIZT 7

TATESHZ L EMBT BIDDOF Y N =2 TR MEETTHZ L AHELET,
W7 — 4 R AORBTT v 77 L— FSRIT 5 & AT SRES BB 2 —1

Ny ENET,

Ty T T L= RPIEEFIZET LN E ) DEMRT DI, ROWTNILOF v a r E2ETLET,

cadelog 77 A NVTT v 77 L— N7 v XA &MRLET, adelog 7 7 A NVEERT HIZIE, CiscoISE
CLI2»bkDa~ R& AJ)LE 7 : show logging system ade/ADE.log.?

STEP @ grep C7 v 7'/ L— RO TR A TR TE T,

® info:[application:install:upgrade:preinstall.sh]

sshowversion =<2 REFEITL, EAVRAA—=Va v ERIELET,

info: [application:operation:preinstall.sh] STEP 1:
info:[application:operation:preinstall.sh] STEP 2:
info:
info:[application:operation:isedbupgrade-newmodel.
deployment.
info: [application:operation:isedbupgrade-newmodel.sh]
data...
info:[application:operation:isedbupgrade-newmodel.
of new deployment...

info:

STEP O:

Running pre-checks

Stopping ISE application...

Verifying files in bundle...

[application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before upgrade...

[application:operation:isedbupgrade-newmodel.

from primary of new deployment...

info:

info:

[application:operation:isedbupgrade-newmodel.

[application:operation:isedbupgrade-newmodel.

upgrade for node specific data...

info: [application:operation:isedbupgrade-newmodel.sh]

sh] STEP 4:

sh] STEP

sh] STEP

sh] STEP

sh] STEP

De-registering node from current

STEP 5: Taking backup of the configuration

Registering this node to primary

Downloading configuration data

Importing configuration data...

Running ISE configuration data

STEP 10: Running ISE M&T database upgrade...

info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

info:

data

[application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded

to 64 bit database...

ZOXFHNERBLT, 7y 7L — B L2 2R LET,

Upgrade of Identity Services Engine completed

successfully.

« show application statusise 2~ FZ AT LT, T X TOF—EARFATEINTND Z L 2R LE

S
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URID/N—2 3 vA0O—LNy Y

FUT, DEION—=a v DISOA A—VEFEH L, N2 T v T 77 A NnDT —X 21850
THZ LT, CiscolSET T TAT LV ADA A=V ZFAERT HLERNH L5508 H 0 £,

T—H B LT tIE, ORI AL T, HTWETTITo e Ko I v Y FEEMICT S
TENTEET, LER-T, Ty 77 b—R7at A&7 5H1IC, Cisco ISE 3% ER X
W= =TT =Ry I T v 7T THILEaBEDLET,

REBLIOE=F—) VT —FRX—ZAOBEIZLVRELLT v 77 L— ROEEX, BE)
BIZa— LNy 7 ENRWNWZENHYFET, TR BETIE, T—F_X—=2ANa—L Ny T
SNRNWZ LA RTHEMAE, Ty 77— ROKRA v —V L ICZITRY £4, Z0kH
Ry FVATE, FETUATADA A=V ZFER L, CiscolSE A > A h—/L LT, &
ERBIOVE=H—V I TF—4%1x (F=4—0 TV FTRENRGE) THLERD
nET,

0 —/L 3y 7 721X EE 24T 9 RiC, backup-logs =~ > R&fH L CHAR— v Kzt
L., 2OV HR— N RLZE—RIARY MUICEELET,

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .



7yvIFIL—roxf |
. LHIDN—=D 3 o~AnR—)LiNy Y

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K



4.
=% =R

BEDINYTFDA R b—)L

¢ CiscoISE V7 b7 =T R F (57 X—)
« V7 hU =T Ny FDORr—/L/y 7 onpage 59
e RNy TDA A M—LBLRE— /Ny 7 OEFEDIKIR, on page 60

CiscoISEY D b x7/NyF

CiscoISE V7 "7 =7 O3y FITHIZRBINET, CiscoISE Tid, Ny F DA X h—/b
BXUOe—n "y 7% CLL £721X GUI b EITTEET,

JEBH @ Cisco ISE — _—Z/ 8y F oA VA =T 5EEI1Z. 7FA4~ VU PANDDHITH =
EINTEET, T4~V PANDPOL NNy T EA A M—/LTBHITIE, CiscocomMHT T7A 7T
VT ITOVEFEITLTCWVARVAT Ay FEE T a— R LET,

GUI by F oA A=A T D50, Ny FREIIZT T4~ Y PANICHEIRIZA A
= ENET, Z2DO%, VAT A, GUIZY XA SN TWDIE/FT, BENOMD /) — K
WXy TFaA A R—=VLET, /— RPEHINDIEFEZGHETHZ LT TEETA, Ny
FNRN—=Va B TFETA LU AR, B— ANy T BIXOERTHILEHTEET, Cisco
ISEGUI CT[A==2— Menu) |7 A 2> (=) #7V v27 LT, [# (Administration) ]>
[ AT A (System) ]>[A 75> A (Maintenance) ]>[/3> T4 H (Patch Management) ],

CLINB Ry F oA A RN—NT 58551, /— KOEFHFIEFZHIECEET, 72720, &)
T F7A~VPANIZNNyTFEHA LA N—NTDHEEHERLET, VDO /) —RKTOA R
M=V DIEFIEBIfR S U A, T o R EEmE kT 572012, Ny FEEBD / — RIZ[FERE
IZA VA R— L TEFET,

BHEEET v 77 L— RTDRNCNL 20D ) — R TRy FE2RGEET 554, CLIZ T
He,BRLE ) — R TRy FEA A M—LTEET, NvTFEA A M= THITE, K
O CLI 2~y REfEHLET,

patch install <patch bundle> <repository that stores patch file>

BRI DUV TIE,  [Cisco Identity Services Engine CLI U 7 7 L' > A H A R] @ [EXEC £— K
® Cisco ISECLI @2~v > K| OFEIZH D [patchinstall] DEAZZHL T 7ZEI0,

MR N FN—= g VEEBEA VANV THIERTEET, & xiF, CiscolSE2.x &
fEH L TWT, CiscoISE2x SwF 5% A4 A2 h—LT 584, LLETDYyF (Cisco ISE 2.x
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BHONRKyFDA VR =L |
B oroz70F oz b—nofiqrsa

Ny F1~47mE) ZA LA b=/ L7 Th, CiscolSE2x /Ny F 5 ZHEA VA F—/LT
EET, CLITy F A=V a U EFRT DI, RO CLL 2~ FEEALET,

show version

BErEY Y
VT RT=2T NRoF ALV AR=NDHA RTA 2 (58 =)
V7 U xT NyF a—NR_y 7 DIHA K7L (60 5—)
VI RT 2Ty FDA A=) (59 _—)
VIR =T Ry FOr—nANy T (59 =)

VIR TT NIYF AR M—=ILDHA KSA4 >

ISE/ — RNy FEZA VA M—ILTBHE, AV AM—LDOETHIC/ — FAEEESINET,
HORa 7 A o TEDHIREEICRDET, BOPPDEZERNBVET, AvTFrAv 4 R
Wy T AV ARN—NTBLHICAF D a—VEEE L, 7R & a4 5 = e
T&EET,

A VA N=NTDHNRNY TN, Ry hU—TNIZER & TV 5 Cisco ISE D/3—7 3 (23 H
ENDH2HDTHDEZ L EMHERLTLIEEV, CiscoISEIZINRyF 77 A NLDNR—=T g L DR—
HHopHrmT—% L FR—bMLFET,

Cisco ISE ({ZHIEA VA F— A ENTWE Ry F LD HENWA—=T g DOy FE2 A A b —
NTEXFERHA, FAERIZ, HDEN—TVarORyTFOEREZa—AL Ny 7 Lo L LEEE X,
ZNEY HEWAN—T 3 Dy FINE DR T CiscolSEIZA A h— N ERDEAIL, v—
MRy ZIETEEF A, 728 21E,. 732 F 308 Cisco ISE r—/3—(ZA VA b —/LiFEHRDLE
W2, RNy F1ERIT2EZA A=A LTED, NyF1ELIF2ICR =Ny 7 FT 52 L1LT
TEHA,

DB DO THDHTT A~V PANIDL/ Sy FOA A N—)LEFEITT H L &L, Cisco

ISEICE>TEDORyTFNRBEBENO T T A~V ) —RETRTOBHLZY ) — RIZA VA —
NENET, XvFOAL A=AV T T4~ PAN THlHh§ 5 &, CiscolSE Xt Y
J—RTRyFOAL VAR NEHFITLET, 774 ~UPAN TR LG EIE, A A b—
MIe I HEY ) — RITERERE A, 72720, MoPOBEBATED XY /) — RFOWTFnmnT
A VAN VTREC LTS E 1, AN TS, BN OROED 2 ) — RTA A

= NFEITINET,

2 — RFREBEO—THBESTA <Y PANNE R TFDA LA N—LEFEITT B L X|T. Cisco
WX TEDONRNy TFREBENO T T A~ ) —REEDHY ) —RIZA VA —LEInE
T, Ny TF DA U ARN—NVBT T A~V PAN TKET 5 &, Ciscoldt L ZY /— KTy
FDOA LA —NEFITLET, 774~V PAN TR L7=HAIE. A A =it b
HY ) — RIERFEEA,
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| &FoyvFO1UR =

vtz 7ivFosoz -1 ||

VIMDTTNYFDA A=)

ATy T

ATy T2
ATy T3

ATy T4

ATy TH

Before you begin

o« A X F T VR T AEHFE OB HE T — L NE ) BTN TWAXERE D F
R

*CiscoISEGUI CT[A==2— (Menu) |72 (=) 27V v 7 LT, [BEE
(Administration) ]>[> AT L (System) ]1>[EER (Deployment) ]>[PAND 2 = —JL
#4—/3— (PANFailover) JIZBEI L. [PANOHE 7 = — /LA —"—%F%h2$ 2% (Enable
PAN Auto Failover) | T = v 7Ry 7 ANAT 7T oTWHI L EMRLEST, TDOHX A

7 QML PAN OBE) 7 = — LA — =R EZENTDLERDH D 7,

CiscoISEGUI T[A==2— (Menu) |7 A2 (=) #7 U >»27 LT, [EE (Adminigtration) ] > [¥ X
T4 (System) ] > [A 2 TF 2R (Maintenance) ] > [/3v FE&H (Patch Management) ] >[4 X k—
L (Install) ] Z3&R L £,

(2 (Browse) %27 U w27 L, Ciscocom PH X 7 —RLIZNy FEBERLET,

[ > A b= (nstal) 1227 Y v 27 LTy FhA A=V LET,

PAN TO/RyF DA A =L TT 5L, CiscolSESHEIIZa /7o hEanxd, e /A v
TEDLED D FE THOMHFEOVENH Y £,

Note Ry FA A =L OEIFHIE, [y FEH (PatchManagement) 13— LOMKEED 5 B, 7
7 & A T& % D% Show Node Status D #4 T,

CiscoISEGUI T[A==2— (Menu) ] 7 A4 2> (=) 27Uy 27 LT, [E¥ (Administration) 1>[> R
T L (System) |>[A > TF 2R (Maintenance) |>[/Ny FEHE (PatchManagement) | %R L T, [/Yv
F DA A h—/) (Patch Installation) ] X— IR Y 7,

AVARN=NLIERNyTFODA T aRE2 %7 )y 7 L, [/ — RAT—H ZA%FK-R (Show Node
Status) |27 U w7 LTCA VA RN—ADNET LI LZ2HERLET,

YI bz F7Z/NyFOO—)L/INYY

BED ) — ROREO—ETHD PAN L Xy TFOra— ANy 7 2 FfT79 5 L &L, Cisco
ISEIZ ko TEDONRyFREEANDT T A~ ) —REFTRTORBIFY ) —RiZa—1L 3y
7 ENET,

Before you begin

« A= NEEE R II VAT MEFHEOFHE T —ABE ) G TOER TV ORENRDH Y
EE
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BHFDRvFDA VR =L |

B oroz7 07 0-nnvsoriqarsay

ATv T

ATy T2

ATvT3

ATvT4

ATy TH

CiscoISEGUI T[A==2— (Menu) |71/ =2 (=) 7 U > 27 LT, [EE (Adminigtration) ]>[> AT
L (System) 1>[A 2 TF 2R (Maintenance) ] >[/Vy FEHE (Patch Management) ] Z8R L £,
BEHEZO =Ny I FTHERyFNR—=TarDF T arRZ 70 w7 LThb, [B—ANy T
(Rollback) 1 %7 U 27 LET,

Note Ny FOa—n3y 7 OHEITHIL, [73y FEE (PatchManagement) |~<— EOBERED 5 5|
7 7 & AT& % D% Show Node Status D # T,

PANDS DRy F O — Ny ZR58 T35 &, CiscolSEmSHEMICu 77T hEnEd,
HORa /A o T&DL10R0F THOMEOVERNDH Y £,

0 JA RIS, RXR=VO—FFICHDH[TT7—2L (Alarms) [ V7% 27V v 7 LTa—A Ny 7EEDA
TR ARRLET,

Ry FOu—ns3y 7 OEITIR AT RS 21203, [23y FEEE (PatchManagement) [X— 2 T/3y F 48
KU, [/— KAT—HZ A%F (Show Node Status) | %7 U v 7 LET,

Ny FOLETvarvirrzrs )y L, ®ho XY ) —RKET[/— RAT—H %7~ (Show Node
Status) 1 &7 U7 LT, 2Oy FRREEANOTXTO /) —Fhbr—A "y 7 SN LR LE
R

ZONRyTFRE— RNy T S TWeWeED XY ) — KRS L5E1E. 0/ — FRRBEB T THLZ L
ERHERLTHDL, 7rEA%28 0 —EEITLTUEVDO/ — R EHEZa— /L3y 7 LTLEEV, Cisco
ISEiZ, ZDON—a DRy TFNA AR LEZNTNDE ) — RIPbDHRRyFrea—NL Ny 7 LET,

VIR 7 NNy FA—ILNNYIDHA 14

JEBH O Cisco ISE / — Rnb 8y Fha— LNy 7351205, ¥ PAN NS EF 42 1 —/)L
Ny 7 LET, TR TAE, XY ) — by TFBa— Ay 7 EnNET,
PAN T —/L Xy 7 7av ANKRLIEZEAIE, B Z U )= b0y Fa—n_y s
rbnETA, 2720, W0 F ) ) — R TRy Foa—18y 7 NEBL T
b, BENORDOE D EY ) — RS0y For—1L Ny 71 3kE S ET,
CiscoISEIC L DB N Z ) J— KRB0y Fuo—A "y 7 NETHO L &, 5 &#iE PAN
GUI N BMiD X A7 T TEET, BH U F YU ) — Rk, e— ARy 7 #%icHELEINE
E

INYTFDA VA F=ILELIUVO—ILNNY I DEBEDRTR

AVAR=AEINTWDH Ny FIZEET 5 LAR— FERRT5I0E, ROFIEEZFETLET,

Before you begin

A—N—EFHE LIV AT DEREOFHE —ARED U TON TV OILERH Y 7,
Wy F o VA M—=)VEITe =Ny 74 5121%, CiscoISEGUI T [A==— (Menu) |7

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K



| 850 vyFO1 R =L

Ry FOL VR b—Lssbn—LAv s ozE0RT [

42y (=) #2707 LT, 8 (Administration) [>[> A7 A (System) |>[A T T
A (Maintenance) ]>[/%> FE# (PatchManagement) 17 1 > K7, EEHNO% / — K CTREE
DRy FDAT—H A ([f A M=/ L (installed) ]. [ZLEEH (in-progress) ], [AA > A
F—/L (notinstalled) |) ZFERTEXET, ZDODITIE, FFEO Ry FERIRL, [/ — KA
7 —H A %&Fs~ (Show Node Status) | RZ %27V v 7 LET,

ATV F1 CiscolSEGUI T[A==z— (Menu) |7 A 2> (=) 227V w27 LT, [# (Operations) ]>[LK—k
(Reports) ] >[BE& (Audit) ]>[{#4E8EE (OperationsAudit) 1. 7 7 4/L b ClL, #@E7 Bl L 22—
RBRFREINET,

RF VT2 [T (Filer) | RO v FH T2 %Y s LCIIA w27 4% (QuickFilter) | E 721X [EE2 7 1
A% (Advanced Filter) | #3BR L, %37/2%—0— K (i : patch install iniated) ZHH LT, 1> 2 h—
WDy F T UK = P EERLET,
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. RYFDA VA P—ILELVA—ILNY T DEEDRTR
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A %

B,
=% =R

TVITTL—FEDZRIDELT

JBEOT v 7 71— FEIZ, ZOTRICREMSNTWDH A7 ZFATLET,
« T w77 b— FEDRGE LR (63 ~—)

FZDERTE L HERK

CiscoISE D7 v 77 L — R#&IZ, RDHX AT H#FITLFT,

HLWSAEURRAS TADLEHR

» Cisco Smart Software Manager (CSSM) ZfEH LT, drWIA B RAEZH LT A A X
TIEHLET,

* Cisco ISE BEHEDR—Z L THLWIT A B AEHHZILET,

H LU CiscoISE 7 A &2 A ¥ A T OFEMINZ OV TIE,  [Cisco ISE Administration Guide, Release
3] 2L TLLES N,

REITDHRTEDIER

A~ > D CiscoISE / — &7 v 77 L— K4 54 1%, Red Hat Enterprise Linux (RHEL)
7 (64 > F) F 721X Red Hat Enterprise Linux (RHEL) 6 (64 > ) IZ7 A F XL —F ¢
VI VAT LEER L CHDLZ LEMRLET, INEITHICIE. VMOBREZAZICL, ¥
FR—RFENARHEL N—V 3 VIZHA N AR —F 4 V7 VAT AEEE L, BHZIC
DB LA AT HHERH Y £3,

RHEL 7 iZ E1000 B XN VMXNET3 %> b —0 T X T2 DHEHVHR— LET, T
— R BHIZ, Ry NIT—=I T ETEZDEA TEEETIVNENRHY 97,
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B osvvotvrrys

TyFIL—RE0s 29 0ET |

TS990y b7y T

T v 77 b— R, Cisco ISE HFHHEHR— X NMCT 7 AT HHENC, 7T 0FDOF v va
VT LD LzMEEL, 77U EMLT, LIty va r2lEET,
Fiz, VI =R/ = MIGTH N TWDHR— RGO T IO EMEHL TNDZ L 2/ERL
F 9, https://www.cisco.com/c/en/us/support/security/identity-services-engine/
products-release-notes-list.html

Active Directory D Bt &

T AT T 4T 4 —AE LTHERA L TW5 Active Directory & DN b 7= 858 1%,
Active Directory & J_XT® Cisco ISE / — REFHEFEET HMLENH Y £3, HENTET LE
Bl T AT T 4T 4 Y —ADa— L7 a—%ET LT, MEIEHRLET,

« 7 w77 L— R1ZIZ, Active Directory EERE 7 1 w > N &M L T Cisco ISE =—H—A
VE—=T AR T A LT E, T v 77 Lb— RIREIT Active Directory D& & 23 KoL
L, v A U NRBLET, CiscoISE 21 7 > L., Active Directory & fi5A59 512
X, WHEBEET W7 > Ve ERTH0ERDH D 7,

* CiscoISE~DEBT 7 & A% L CREESN— X OFEGEZ A 20 LTV T, Active Directory
ETATUTATAY AL LTHHALTW O 5HE, 7y 77 L—FRIZISERZ A
NR=VERBTEEHA, T, T v 77 L— RHIZ Active Directory & OFEA 23 Jebi
572 T9, Active Directory & Difi e 21809 5121%, CiscolSECLIIZ#EHi L, IRD =~
YREMALCE—T7EF—RCTISET /Y r—va v &Rt LET,

application start ise safe
CiscoISElnNt—7F— R TEFHLEZL, ROX AT EZREITLET,
c NEVEBEE T 7 v R 2 L C CiscoISE 2—H—A L F—T = A2 /AL
EJr RN

IRAT—= REENESBEERITEEETH U b a v 7 SNTWAIEEIL, BHEE
INAT—RE Uy FTDHIECONT, BEEHA FD [CiscolSE~DEBT 7 &
2] BBRLTLTIEEN,

» Cisco ISE & Active Directory Z#54 LF 97,

Active Directory & OFEE DOFEMIZ OV TIL, ROHEHZSM L TS Z I,

Configure Active Directory as an External Identity Source

Active Directory TERA SN SIIAZREM

Cisco ISE IX. SAM & CN OWFhns, FIEm SO EEEFEH L Ca—F—%25 L E9,
CiscoISE U U —R22 /%y F 5 UK, BL23 /%y F 2 LML, saMaccountName JEVEE T 7 4
NMEDEMEELTHERLET, ZRLBETDOY U —ZTiL, SAM & CN OO BN T 7 +
VR THRBENTWE LR, ZOEERY V=222 3y F 5LUKEE 23 3y F 2 LI T,
CSCVRI978 NNTEEED—FE LTEEINE LZ, 260V U —2TiE, sAMAccountName
BEORNT 7 v hORMEE LTS E T,
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_0100.html#task_FD611C7234D54417AB920587BA6EA7CB
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_0100.html#task_FD611C7234D54417AB920587BA6EA7CB
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_01110.html#reference_2DED94723F2248B99730D5393E73AB56
https://tools.cisco.com/bugsearch/bug/CSCvf21978

| 7yF9L—FrD2 29 DER
#aizoNs Ly o7y T |

FEEROBREE THEIZIL U T, SAM & CN OWT s, £33 5 232 X 912 Cisco ISE
FRETEFET, SAMBIOCN BMEH I N DA, SAMAccountName & OfE N —E T2
U\ &, CiscoISE 1% CN BMAE S b L £ 97,

Active Directory 74 7 > 7 4 7 A RER DB AZRET 51213, WOFNEEFEITLET,

- L[ (Adminigration) ]>[IDDOEE (Identity Management) ]>[4}&8IDY —X (External
Identity Sources) ]>[ActiveDirectory] Z &R L 7, [Active Directory] 7 4 &~ K7 C, [J&
k> —/L (AdvancedTools) %7 Vv 7 L., [@E/H% (Advanced Tuning) ] %&IN L F
T WOFEMAEANTILET,

«[ISE/ — K (ISE Node) ] : Active Directory |85kt S5 ISE / — RZ&ER L £,

s (4T (Name) ]: ZAHEFTHLUA MY F—% AJJLET, Active Directory i 28 J& 1% %
B DI

REGISTRY.Services\lsass\Parameters\Providers\ActiveDirectory\IdentityLookupField

EATILET,

o [ME (Value) |: —H—Zi5d 5702 ISE THEAT L BMEEZ A LET,
*SAM: 77U TSAMDOAEMHALET (ZOF T arBDT 74/ ETT)
eCN: 7= U TCNDOHREFEHALET,

*SAMCN : 7= U TCN & SAM Z{iH L E7,
e[ A2 b (Comment) |: BEANRFEZLBLET (72L& x1F 15740 MEIEER SAM
BIOCNIZZERE] )
« 2. [fEDOEH (Update Value) 1227 Vv 7 LTCLY AN ZEHLET,

R TToT o0 RUNEREINET, AvE—Ua2HARD, BEEZZTANLET,
ISE ® AD 237 X% —E ANERE LE T,

HE[ZDNS LYY Ty T

FT_TODODNS P — R —ZBER STV D FXTD CiscoISE / — RiZxf LT, 5| & DNS
W I T o TRRESNTWDEZEEZHRLET, 2o L0ne, Ty 77 L—RRIcT 7
A A MELEBEOREN AT D AREMENH Y £97,

EIBHEDE T
PAN TOIIBAZENETT

SEBERZT v 77 V=R L ROWMG OB SNIHZET, 774~ VEH —
RO/— |k CAGEHFIIMEETE 23EHEFER 7 \—Lle]é“i’@/\/o

WU FVER ) — RIZHLWER T 94~ V&R ) — FIZEBR SN TV D

sy var =R FEI LY )= RTT 4 E—T NI RS> TWND,
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TyFIL—RE0s 29 0ET |
B r-roar—omsm

REIR A BT ISRV, RIS T —ARE L, ROT T —RERSNB THEMER S Y %
j—o

® Unknown CA in chain during a BYOD flow

® OCSP unknown error during a BYOD flow

INHDRA =T, KRILTERERED [7 A4 7 a2 (Live Logs) 1 ~X—® [l (More
Details) |V 27 %7 Vw7 3HERRINET,

TIA~VEH ) — FO/— bk CAREHEZE LT 5121%, H LW Cisco ISE /L— K CA FEH
EF 2 —FAKLET, CiscolSEGUI T[A=z2— (Memu) |7/ 2 (=) 27V v/ L
T. [BHE (Administration) ]>[3EBAZ (Certificates) |>[EBAEZELER (CertificateSigning
Requests) | >[ISE)L— k CARSEBAEFz— U DEZH#Z (Replace | SE Root CA certificate
chain) 1ZER L £ 7,

SMAELXF—FEH S YEE/)—FTER

THUAVER ) — RE2FEHLTWAEEIE, 794~V EHE ) — )5 CiscoISECA FFIAE
BLOXF—ORy 777 EREL, X VER ) —RFTEITLET, ZHIZKD, 7T
A4 <1 PANIZFEENEEL, EH U FVE ) — 27T <) FEH ) — NIZAKT 256
2. B A VEH ) — RSB PKIL— F CAE/ITT{ICA & LTEWET A L1220 F

R
FEAE L X =Dy 77 v B X OETICET 23MIC OV T, ROHEZZM L TES
AN

Cisco ISE CA iFHAEB L% —D Ny 7 7 v 7 LT

JII—FCAFz—2NBEAER
BEDT v 7 7L —RyFIUATIE, Ty 77— RabA0%ETHIL—FCATF =—
EHARTALELRH D T, ROFIEIZE>T, Y~ CAF=—0ZHERLET,

1. CiscolISE A A A ==a—5, [EE (Administration) | >[2 X T4 (System) | > [EEBA
£ (Certificates) |> [(EFAZ D EE (Certificate Management) | > [(EBAZE L EXR
(Certificate Signing Requests) | DJIEIZER L 77,

2. [REFAEEAZER (CSR) DAk (Generate Certificate Signing Request (CSR)) %27 U v 7
L/ i ‘j—o

3. [FEEOMAY (Certificate(s) will be used for) | K w7 % 7 &2 K T[ISE /— k CA
(ISERoot CA) | &=L E T,

4. [ISE/V— bk CAFEAET = — DOE X # 2 (Replace ISE Root CA Certificate Chain) ] & 7
Uy 7 LET,
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| 7yF9L—FrD2 29 DER

R3IINL—FCAFz—DBEFTIVA

zrsozNac

TyvIFToL—FDLF )+ E—FK
INT v T T L— R ek BRI L AZ R
SET T T L— K7 ak R B L AX R

KRk T — 2 _R—2DE T ot &

ABE L RT R

) — RO SET v ST L— RFatvA%I2, XY PANE TS A< JREBH
PAN (Z5H-#9 5

CiscoISE / — RD KA A VA FEITIARA ML DOEE AH v RTm

T T T L= RTak R, ROA XY SRFEAETHAREMERH D £77,
1. FAT7aZ\ZT—2N7e0,

2. Fa—UrrxTI—,

3. ~NILVARRT—H AR AT,

4. —HD ) — FOT AT LMPEITHHATE 2 A8 720,

Fa—D 7 T—%fRR L, HEHREEITT HITIL. MnTDatabase = U =~ ~ L, ISE/L— k
CAFIETF = — A EXWMI DM ERDH Y £7,

Z B0 E NAC

B OINAC (TC-NAC) F—EAZHZL TOWDEHAIL, 7 v 77 L— F#EIZ, TC-NAC
THETHPEERE L2 W ATREMED N B VW £ 97, ISEGUI D [ E O NAC (Threat-CentricNAC) ]
NR=UNbT XTI EEHEENTOMNENDY £F, THX T HEFEET LR, TH X
RLT[HESE (Restart) 227 V7 LET,

SMNP ;X {ETRY —H—ERXR/ — FERE

JaJr745

SNMP D% E T, 33@]“( [JEDR Y v —H—E & /— K (Originating Policy Services Node) ]
A RRE Lo DREET v 77 L — FRIZRDIVE T, SNMPRREZ X ET DL E
B ET,

POV T,
Network Device Definition Settings] @ [SNMP Settings| #ZM L T 7E S0y,

J4—FH—EX
T T L—RRBICTa 7745 74— RSP —ERAFEH LT, B OUINA LA F—L I
TWHEHICLET,
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TyFIL—RE0s 29 0ET |
B /57> r7neva=vy

Cisco ISE BEHE HAR— X b

AT Y71 CiscolSEGUI T[A=2— (Memnu) 712 (=) 27Uy 27 LT, [BE (Administration) |>[7 1 —
K4 —E X (FeedService) |>[FR 7745 (Profiler) &R LET, Y7747 74— K P —E R
DAENZENTND 2B LET,

ATy T2 [543 <HEH (UpdateNow) 27 U v LET,

547N TAED3IZVY
IIAT N Tuelan SR —THEHSNTWAERA T4 7OV T Y v TaTy
ANEFzy 7 LT, VAP LASSIDBIELWZ EE2ERLET, i0S 731 ZADYA,
Bt N — 7 NFEFIROEGA L, [I0OSOF%E (i0SSettings) | =V 7 C[H¥—7 v hFx v
N — 7 IERRREZA 2 —7 /W2 T % (Enableiftarget network ishidden) ] F = v 7 R v 7 A%
FAC LET,

ISETCOIS5A Ty s Faela=rZ U Y)—AOFEH
TooA4 UEH

AT Y F1 CiscolSEGUI C[A==— (Menu) |71 2> (=) #27YV v 7 LT, [AVU— (Policy) ]>[HRV > —HE
% (Policy Elements) ]>[#5%: (Results) ]>[Z 74 7 v k 7mrEY a3 =27 (Client Provisioning) ]>[V
Y —A (Resources) | #FIR LT, 7 I9A T 7neya=r7 VY —22RELET,

ATy 72 B (Add) 15227V v 7 LET,
AT T3 [VAaVA b0z —V = b YV —2A (Agent Resources From Cisco Site) ] Z 34 L £,

ATy T4 [VE—F)Y—ZADHF > a—F (Download Remote Resources) ] 7 > K7 T, Cisco Temporal Agent !
y — A %i%?}i‘ L/ i ﬁ‘o

AT9 75 [fR1F Save) 1227 Vw7 LT, ¥urua—RLEY Y—ARN[U Y —A (Resources) ] X—VIZEREI
TV Z MR LET,

7254 EH

ATvT1 [KRY— (Policy) ]>[RY T —%FH (Policy Elements) ]>[fEH (Results) [>[Z AT F 7rbE V3
=27 (Client Provisioning) ]>[V Y— % (Resources) | Z&EIRL T, 7 74T s Freva=7 1
V= AERELET,

AT w9 T2 CiscolSEGUI T[A==— (Menu) |7 A 2> (=) #7U»27 LT, [KU— (Policy) ]>[KV > —3
% (Policy Elements) ]>[#5%: (Results) ]>[Z 74 7k 7mrEY a3 =27 (Client Provisioning) ]>[V
Y —A (Resources) | #FIRL T, 7 IAT7 v 7neya=rr VY —22RELET,

ATy 73 EM (Add) 1227V v7 LET,
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| 7yF9L—FrD2 29 DER
g2z —+ [

ATV T8 [a—INT 4 A7 PHOT— = b Y —A (Agent Resources from Local Disk) ] Z3&R L £,
RT9 TS [TV (Category) | Ka vy 7 X umbn, [V Aapgflhd 5,8y 77— (CiscoProvided Packages) %
BIRLET,

FHRXA—k

NS DFEILETEDN; 5 J7 % Cisco ISE | ﬂﬁému:@mféﬁwm7jyﬁ8@vﬁ

=T NAANH LA, IV DT AN RAFERORE S FREAERT 5720, WEHIAB L

£, Ty 7L —FHICCiscoISEN L A —FT A AEFRIFTEH LT HITiE, kD
INZ[FFAf SN TS 7' k=2l (Allowed Protocols) | DFXEZX EH L TL 72 &0,

ATYF1 CiscolSEGUI T[A=z2— Memu) | 7 A 2 (=) 27U Z7 LT, [KRYP— (Paicy) 1>[RI—
E% (PolicyElements) ]>[#58 (Results) ]>[ERiE (Authentication) [>[Ffal&ctn 70 koL (Allowed
Protocols) ]Z &R L F7,

ATy T2 FASHTNDFE h P — R EHE L. [ REE 5 RAEAPICZH 4% (Allow weak ciphers for
EAP) | F =y /Ry 7 A AT LET,

ATw 73 [%EE (Submit) 1227V v LET,

Related Topics
Cisco Identity Services Engine J J —X / — k
Cisco Identity Services Engine > bV —27 2 > 7R—3 2~ O A #ifk

%:Q—Uyﬁﬁiwhiﬁwvl—%4>7
e BT A—NERE., BRIZAD LAR—F, T—FHIFERTEEZHRELET,

c B LT AEDT T—LD LEVMEEII 7 ANV A BHRLET, T XTOT 7 —A4
X, T 7 7L —FREIZT 74 /V N T X—T W0 4,

s MHENWIE L TCLR— "I AL ALET, TVEBATLR— 2 RAX~< A ALY
BT, MATEEERN, To7 7 =Kkl LoCEEEEINET,
MNT /8y o 7w TDERT

BEHANAERR LIz MnT 7 — X OIERAT — X N 7 T v PR LT, N7 7 v 752\l
i—a‘o

PRI OWTIR, BLFESR LTS E &N,

ZEMIZOWTIE, [CiscoISEEHEHT A R o ) ) T3 Ty T) IRy 777k
B] 2B LTLIEE N,

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_maintain_monitor.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_maintain_monitor.html

TyIIL—RFED2 R DR |
. Trustsec NAD (239 7R 1) O —DFEH

Trustsec NAD (29 57K —DEH

WRDa<y RERONERFTEITL T, ¥ AT LD Cisco TrustSec ksl A ¥ 3 A F—7 = A
AR =X ra—RLET,

®* no cts role-based enforcement

® cts role-based enforcement

HJ)Ah bk TJAEDIZ VY D4 F—FOEH

HLW) V=R T v 77— RT5548, 3y FE2EMAT28546, Y70V 7
EVa=r /U F—FK (SPW) FE#HFSINFEHA, SPWEFTEHTHEHL, HLLSPWESH
WID2H LA T AT TV B N TaTdryANVEHRFRLWWIIAT N Taeya=vr
R —ZER T AMLERNHY £9, HTLWSPWIXISEX 7o — RR_R—U AT £,

JOJ7ASIT Y RRA Y FERBEDORE/IL T r—a Y

CiscoISE2.7UUIBED NN~ g N T w7 L— K45 &, JEDIS7 L —ATU—7 D—H &L LT,
A— b 6379 ZREANDTXTD /— FE TRRWTHIFHEEEZITHI LERH Y 7,
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