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Upgrade
& Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary
r——

Checklist
Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.
Backup ISE

* C ion and { data ini lion > System > Backup & Restore)

* Backup system logs (Operations > Troubleshoot > Download Logs)

« Export certificates and private keys (; ini ion > System > Certi > System Certificates)

Software

* Review the ISE Upgrade Guide and Release Notes for upgrade information (http://cisco.com/golise)

« Confirm valid ISE upgrade paths. Ensure that a repository is available to store the ISE upgrade bundle ini ion > System > Mail > Repository)

« Download the ISE upgrade bundle and place it in the repository (ISE software is available at http://cisco.com/go/ise)
Credentials

+ Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.
Operational Data Purge

* Purge operational data to improve upgrade performance (Administration > System > Maintenance > Operational Data Purge)
License

« Convert your old licenses to the new license types through the Cisco Smart Software Manager (CSSM).

+ Enable the new licenses in the Administration > System > Licensing window. Check the checkboxes for all your purchased licenses, and click Enable.

I have reviewed the checklist

Print Checklist
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Upgrade
#A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes ~ 6 Summary
——

Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and
patch file. Then, click Start Preparation

Repository’ 1 j

Bundle* |se-upgradEbundle-Z.S.x-ﬁ,ﬂ.x-lo-S.1,0,SGO,SPA,xEj
Patch j

Download Report

Estimated time of Upgrade process:  4hr 26min
Repository Validation 3/3
(v] o
| Bundle Download 3/3
(v] (]
| Memory Check 3/3
o e
| PAN Failover Validation 11
(/) e
| Scheduled Backup Check 171
0 [ 3
| Config Backup Check 11
X ) e
| Configuration Data Upgrade 1/1
() [:]

CiscoISE L, 7oy 77 L — Rt AP CROZ & 2R LET,

EWFvIURE B

JRY ~ 1) ORREE VRY R BT RTO ) — RIZRES T
DINE I DEMEGR L ET,
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Upgrade Staging

The upgrade bund

ferred to all nodes in your ISE deployment,
the status of trans be viewed below. You can continue to use

Gisco ISE while the

Refresh Failed Nodes

Positron-vm-2.demo.local

(/] )
| Positron-vm-3.demo.local

o -]
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(+] o
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Ty T = RFEENTETTLHEANS, [PATLOT7 v 77— &G LEST, v /77U
FLTWE9, (The system is about to upgrade. Logging Out.) | NR/RII
£75

[OK]1Z27 Vv 7 LTHATLET,
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Ty T T —= R Fxzv 7 A MIBEHINWNTWDLHBEDOHREN T T LIS, [FovZ VAR

Z 8 LE L7= (Ihavereviewed the checklist) 1T = > 7R v 7 A% A4 12 LT[R~ (Next) ]

Vv LET,
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B cunsociscolsE BB BT v T L— K

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

[/ — FiEHR (Node Selection) ]V 4 & RUNFRENET,
BIEORECT v 77 b—RT5 /) —RFOICHLT =y IRy 7 A% F I LET,

Note et HZUPANIL, T o7 7 L— ROBRHIDOKETT 74/ b TEIRENE
To BAIOKETIZT 74~ Y PAN ZRINTE A, F72, T XTO
J—=RBT T TV —=RENd0, Ty7 7 L—Rigé L GRREND F
T, KETTTF7A4~Y PAN ZiIRTHZ LI TEEHA, BHOKETDOT
G4~V MnT £7213tEH &% U MnT &, (EE DD PSN Z#INTX £,

 RPIDOKIE T A% Y PAN LSO /) — RERIR S N-5E . OO KEIX
20Dy F TN ET, BH U F U PANIIRIION Y FTT v 7 7L —K
N, Z0H, RUIORKEO—EE L TEIRENS-EY D) — FORKET v 7
TL— R & £,

*PSN & MnT / — KiZ, FORETHLWITLTCT v 77 L —RKT&EFET,

T T L =Rk ARE, RKEZELICISUTD ) —R2ERTH L%
BEIHLET,

[k~ (Next) 1#27 Vv 7 LET,

[7 v 77 L— RO (Prepare to Upgrade) |7 « > RUMBE E7,

[UARY FY (Repository) | Ry XTI YR RN, Ty 77 L— RV RIS
TWHUARY MY ZBIRL £,

Note SFTP URY b U 2 L TV A5 EIE, CLIZEMA L TF~To / — FICKEE R
A RX—ZBMTLLENDLY £,

[N Kb (Bundle) | KRy XU URRNG, Ty 77 L— RN RVERINLET,
FTRTONRYF YV —=ZARN [Ny F (Patch) | Ky 7X TR MIFERSNET, T/
7' L— R % CiscoISE U U —ADRF O/ FEBNT 2 Z &2 HLEL £,

[Efi D B4R (Start Preparation) | %27 U w7 LT, §XT® Cisco ISE = AR —FR > N ZHRGE
L. BROUVAR—FEAKLET,

CiscoISE L, 7y 77 L—R7Fat AHICkRD Z & #iERLE T,

Note s [N RAF 7 m— K (BundleDownload) 11X, HHIDOKED T Z A~ Y PAN
ate, BIRSNTETRXTO/—RTRIT—ENFET, EYVOKETIE, [N
> Mgy m— K (Bundle Download) JIXi&ER L7-/ — RIZRLTOAHRKY
H—SET,

[ART Y a— NNy 7Ty T DR (Scheduled Backup Check) ] & [Hk /3>
77 v 7 DOffgiR (Config Backup Check) 1%, ®AIDKE TOHLIEEL £ T,
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FRFI VIR SRER

YRS M) DR VRS R NRTRTO /) — RIZRESHLTW
BINE I DEHERLET,

N RO O—F TRTD ) — RIZOWTT v I 7 L— Ky
Frzasgyra—RLTHETLEIICLE
7,

AEYFTYY PAN £7/2013A2A % R7uay /) —KRT25% D

AE Y FEENMEHAREN E 9 . B L O o
T _TD /) — R T1IGBD AE Y FEIK A ]
RENEIDEHERLET,

Ry F N RO F g a—R BINLTZ ) — ROy F R RLeH T rm—
R 25D HET,

PAN @ 7 = —/)LA—/\—DIREE PAN DA T _A T EY T 0 WA T
WHMNE I MEMERLET,

T w77 L— ROBERETIZ, PAN O/ A T
ATV T ¢ BEIHZI D 2 EPNEEEICHE
HMEINET,

AT a—ILiINv O Ty TOMHDR A 2N I T AN o T

BINEIDEHERLET,

Note IOFxy2iE, Ty T L—F
TR ATIEIMETEDY £H
Ho

BRD/NNY I Ty TOHER DNy 7T FIREIE TP E D D
EHERLET, Ty 7L — Rk R,
Ny T o T NET L TWRWEEITENE
A,

BRT—2D7vIJTL—F LT — 2 R—=AD 7 7 — 2 THERT — 2 D
Tyl TV—REFETL, Ty 7 1L—R&
NIeT =2 X TEERLET, ZOF v
71E, N RVOFE Y oa— REIZHIB S
9,

TS5y bI7A—LHYR—FFzvs BEHTYR—FENTWAETT v F 74 —A4
EHERELET, VAT AR EL12aT
CPU, 300GB ®D/— K5 4 27 BLU16
GBDOAEYRHLMNEI LR LET, £
72, ESXi N—=V a3 VN 65LLETHLNE D
DHERLET,
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FRIFI VIR SRER

B D& BB — RodRkiE (B L TWLWS 0 EfTh
D) EHERLET,

DNS D fER eI 8EMS AARLLEIPT FLADER| X LB X 2 Fk
HALET,

E8ER M 7EIEBAEDIRET fEHEA N 7 RERAERE S HRBY 0% MR
L\ij—()

O AT LEEBAEDREE £ ) — ROV RAT AFEHEZEORIEZ R L F
ER

TARIBREFI VY TS L— R a2 EREITT A0+
SIRZEE IS N R T 4 27 IZHDENED
NEHER L £,

NTP D EZER[RETE & B ZIREDFER VATFATHRESNTWANIP ZF = v
L. BAIEANTP b — "= 5D HE DN E
NEHER L £,

BETEHFI VY BELEME Y AT AOAM AR L £,
BECTEMBIX. 1. 5. £/21X155TY,

HY—ERFLIZTTOELRDEK P—bEREIIT TV r—a ke (3
ITH D REEIREEDY) 2R L £ T,

TV T4 TRa Ly R—% FREB LT R—% 2 FRB LIS, FHOIIRATERE
NET, £, MLV a—T 4 UTFEROERINET, KU LTcaryR—r FDOT v
TITVL—=ROTETT 4 (EKE) ITESNT, Ty 77— R7abRA2HITCELHEA
L Ty R R EED A DICHEE R T A L) ICEM SN GERH0 E
R

[ L7=F = v 27 OFH (Refresh Failed Checks) 14 7Y 3 L 1d, REATHEMAF R I N-EE
DHERHFLET, Ty 77— REFTTIHRIC, ZNHORELEETLILNERNH Y F
T, AL U VATHRAR TR INZEETE, Ty 77— R 2 3EIELETA, 7277
L. 777 b— RZIZFFED Cisco ISE FEREICRET L RN HV F7°, £EERX v E—
VORIIRRIND [EH (Refresh) | T A 2 %7 Uy 73 5L, BEOHRZIZZNLD
Fry I NEHFINET,

[P L C#/r (ExpandtoShow) |7 A 2> %7 Vv 35HE, &%/ —REZOARAT—H AT
B4 5 BMERN R RS NET,

[f&# (Information) ] 74 2> %27 U w7 LT, L FR—R FNOFMaE#ET 5246 T
%i‘g—o

EEnz L R—bOa—&2RE+ 512, [LAR— DX 7 m— K (Download Report) ]
Vv LET,
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ATy 713

ATy 714

ATvT15

ATy 716

ATV 1

GUI 4 5 0) Cisco ISE EBID A E7 v 75 L—k ||

Ty T — R e R A HEER R 2R TE £, T, ROBHRIZESHTHE
SNFET,

* Cisco ISE @A > A b — /LB
o J—RFRDON—FRuxT7fkk: 7uaky¥, RAM. BLON— KT 4 A7 DO
« T —HR=ADT —HYA X
» )= RBT Y =g oY== E B D O h o Fo k]
Note [N BZ v m— R (Bundle Download) | & [T —H# D7 v 77 L— R

(Configuration Data Upgrade) ] ZFR< X TOHEFT = v 71X, ¥ AT LADOMGEE
PREG L Con D 3 BFRERIC HBIAYICIIREINIC 2 D £,

TRTCO/) —ROFEFIF =y Z7N%ET LD, [A7T—Y 7 % (StartStaging) (%7 U >
JLTCAT =V 7 Fa A& B LET,
[7 v 77 L—RORAT— 7 (Upgrade Staging) 1V « > RUMNBE E7,

Ty T TV —=ROAT =0 7Rz, To7X T Lb—RENTET —FRX—R7 7 A )L E T
RN _RTo/—Rizar—&h, NMETERINZTITO /) — N THRZ 74 )
NPT o TFENnNET,

J=ROT v T T — RAT =V U JICEH LT E, EaTRRINET, FED/ — KD
Ty T T = RRAT =V ZIRIRLTIZG AL, RATRRENET, /2. R T T v a—
T4 U TERbERESNET,

[VZ7 Ly =R L7/ —F (Refresh Failed Nodes) ] 7 A 2> %227 U 27 LT, KL=
J—=ROT T T — RAT =V 7% ) —ERIGLET,

[K~ (Next) 1227 Vv 7 LT[/ —RDO7 »7 7 L—FK (Upgrade Nodes) |V 1 > K72t
HET,

[/—=FDOT7 v7 7 L—FK (UpgradeNodes) 17 « > N7 T, &KWLRT v 77 L— ROETR
e, BENDE ) — FOAT—F AR TEET,

[k~ (Next) 1227 Vw27 LCT v 7 7L —R7ak2A%BMmLET,

T T L— ROBATHRIMIZ, 754~V PANDT v 77 L— RZtH 4 U PAN GUI >
5. B UFUPANDT v 7 7L —RPZ7F 74 <Y PANGUI N HE=H —TEF 4,

Note DU 4 RUT[U AW —ROKT (ExitWizard) (47> ar a7V v 7 L2
A, BT MEE (Summary) |V 4 Y FUEFRRTEERA,

[/—FRD7 > 727 L— K (Upgrade Nodes) ] 7«4 >~ R T[&k~ (Next) |27 U v 27 LT,
TRTD /) = RKRIEFICT v 77— RENEZNE I MEHRLET,

KL/ = R3® 581, £0/ — RICETDIERERT AT IRy 7 ANFEREN
ij_o

M2 (Summary) |V 4> R T, [#& 7T (Finish) %27 U > 27 LET,
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B curcociscosegEO7 v T L— 1

ATy 718

[/ — R (NodeSelection) ]V 14> RUIZU XA L7 h&EiL, ROKEDT-HIZ ) — Rk
RTExET,

FTRCO /) =K T v T T VL —RENDET, ATV TEMBAT v 18D —r L A -
T, RORKEEHITLET,

TatE ADERPORKEEHRS TXTORE T, #ERT —% % 7 4R (Configuration Data Dump
Generation) | FHaiF = v 70, BT —H¥ DT v 77 L— K (Configuration Data Upgrade) ]
FRIT = v 7 OROVIZFEITINET,

DET v T 7L — K7t ZAOFETHICEBOTXTO /) —KeT v 77 L— R+ 5483 H
DEHA, EEOREBORBHIEIETEETN, BT = /L) 5 CLI 2~ K% application
configureise> reset upgradetables DJEIZfEH L TH LWEBOT7 v FH L— RKF—T L% 7
U7 T H0ERH Y ET,

Ty —=RTaARET Licb, ¥ (Summary) |V« > KU TREOZET » 77
L—RLAR— MERFBLOF UV r— RTEET, Ty 77— Rahikz/— FOFHIH~L
Vo, FETENEENI T v BEXOT YT L—FOERKLET YT L—FLKR—bD

Frxy 7 VA NEAREOE#ET LHHFEMEEZLT v 77 L — K< — LAR— MR LT
Zyom— RRTEET,

CiscoISEEIT v 77 L — N2 FITLICGG, et Aflce 2 PANIZT 74~
PAN (257 S 4UE T, Cisco ISE DEFBLE R —4 LT, %2 (Administration) [>[7 A &2 A
(Licensing) ] Z#1R L £, [Cisco Smart Licensing] =V 7 C, [7 v 77— b (Update) ] %
7V w7 LEST, T4 AEZEFTLET, 748 AT T —24758 Cisco ISE IZF/R S E
D

CLI )5 D Cisco ISE BRAD 7w TS L—FK

CLIZEALET v 77— R7atvRiE, BEYA S I2Lo TR 9,

2B R7AY /) —FOF7yvTHL—FK

application upgrade <upgrade bundle name> <repository name> =~ > RZEH#H L7720 |
application upgr ade prepar e <upgr ade bundle name> <repository name> 35 & Uf application upgrade
proceed 2~ REZfRESNTZIEFIHEH L TAZ L RT7 ey ) —R&T7 v 771 —FT52
EHTEET,

BHEL, RY—H—E X, pxGrid, BIOPE=F—V TV FHHYETEHAX L KT
>/ — R® CLI 7> & application upgrade <upgrade bundle name> <repository name> =~ > K
EIATCEET, Zoa~vy REEEETTLILAIEL. 2~y REFETTLR1ICVE— MU R
Y hU MG CiscolSE / — RDOB—H)NT 4 ZAZIZT v T T L— RN FLzabe—L7T, 7y
T — RO Z M2 2 L 2R L 9,

>V |z, application upgrade prepare <upgrade bundle name> <repository name> =2~ > K &
application upgradeproceed =~ > RZfiH9 % Z & & T& £7, application upgrade prepare
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Procedure

ATy T

ATy T2

ATvT3

z2avr7av/—roryIoL—F |

<upgradebundlename> <repository name> 2~ > R&EHATH &, 7 v 77 L— R KR
Hoyrn— K&, n—h/WlHEnEdT, Z2oa<r FEVE— VAT UMD Cisco
ISE/—ROB—INT 4 RAITIZT v T T b— R KRy Nrvdat—LEY, / — a7 v 77
L— KT 53 T 7= 5, application upgradeproceed =2~ > R&EEITLCT v 77 L— K
ZERICETLET,

LLUF C#iAH 9% application upgrade prepare <upgrade bundle name> <repository name> 35 L O
application upgrade proceed 2~ > RE2FE(TTH 2 L2 BEIO L ET,

Before you begin

[Prepare for Upgrade | DIED FNEZ M HEA T 7230,

B—ANT A AT DIVRY N EEKRLET, 72& 20, Tupgrade)] &9 VAT YU ZAERL
TEET,

Example:

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

)

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are
not replicated to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services
restart.

ise/admin (config-Repository) # exit
ise/admin (config)# exit

CiscolSEa~> R4 A4 Z—7xAA (CLI) M5, application upgradeprepare<upgrade
bundle name> <repository name> =~ K& AH L E,

ZDavr KL, Ty 77— KAV RAVERIOFIETIER L7za—H 1V ARY U Tupgrade]
22— L., MD5 & SHA256 F = v 7 Lrx—EHFR < LET,

Note 7w L— R, SSHFRH Tr 71 > L. show application statusise =~ > K%
ERT25Z2&T Ty 77 L —ROBITRWAFR R TEET, ROXA vy E—I0FK
RENFET, % NOTICE: Identity Services Engine upgrade is in progress... |

Cisco ISE CLI >, application upgradeproceed =~ > K& AL £,

What to do next
T w77 L— R ak ADf#ER, on page 29
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2/—FEHEO7Y TSI L—F

application upgrade prepare <upgrade bundle name> <repository name> =~ > K33 X U8 proceed
a<v s REMFHLT, 2/ —FERZ7 v 77 L—FRLET, FEIT/, — FOBGFEERRL T,
FRERT 20EIHY A, Ty 7T L—RY 7 hy = TIXHEMIC ) — RE SRR L,
FLOEBRICBITLET, 2/ —RBHEZT v 77 L—RTD56, &ICED X VER ) —
N (/—FRB) FHET7 77— RT20E RO ES, BH XY ) —RKOT v 77 1L—
NEET L, 7794~V /) —F (V—FA) 27 v 77 —FLE7, ROKNITT LD
BREMOBREDS S, 0T v 77 L— REIRER{RITHZ LN TEET,

Figure 5: Cisco ISE2 / — K & ER

ISE Node A ISE Node B

Primary Admin Secondary Admin
Secc{ndérv Primary Monitoring
Monitoring

Before you begin
s TIA<VEH ) — FPOREBLWNERT =X DA T~ R I 7 v 7o FETE

1ITLET,
CERMLE=_ A=Y T DALY TR, BEOW T D ) — R TA X —TMIENTNDH L
FHERLET,

BHANV TN T TA<VER ) — RTORA FX—TNVThHIGE, Ty 7L —R7n
TRCED B A VER ) — R RINCT v 7L —RT 52 ERRDENLEDOT, &
BB )= ROEBRVY oA X —T M LET,

F0E, 2 —FEBTIDOFEH ) — ROLNRHHIHEIE. B &) ) — ROBeEGk%
R LET, WD) —FNRAX L RTay ) — KR ES, 5o/ —ReAH K
Tury/)—RELTCT v 77 L—FRL, Ty 77 L —F gL, Bz y v T v 7 LE
9,

cEF=H =Y TAN TN OD ) — RORTA F2—T VDG4, WRIZHETmHIIMD / —
FOE=F =) TPV F oA =T I LET,

Procedure

ATV CLInb®h o HY) )—FK (J—FKB) 7 v 77 L —FRL%ET,

. CiscoISE33 7 v T L—FKHA F: 7y FIL—FAE
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Ty 7T — R utv AT, BHEMIC — FBRBHEMNSHIBRSh, Ty X7 L—FEhZE
9, J—FRBIEHEEHTLIE, 794~ ) —RIT v 77— REInEd,

ATFvT2 J—FA,
Ty XS — Rk AT, HEIMIC  — FADRREBICBRESN., 7Ty X7 L— RENT-REE
TEHHY ) —RiZhn F9,

ATV HHOREBT, /J—FAZTIA~<Y ) —RNIZHBEISEET,

Ty T TL—=RBRET Lk, /—RhWeE=4—U 7 a7 R3EEns546. Zhbo
/ — R LT application configureise =~ > R&EIT L, 5 (F—F X—ZXDHFHEHR D LH)
IR L ET,

What to do next
T 77— K7 ak 2D, on page 29

PHERDT v TTL—F

DT, B FVEB ) —F (SAN) 2HLWY J—R 27 v 77 1L—FLET, L%

X, RONZRTEIC, 120774~ VEH /) —F (PAN) | 1 DO ¥ VEH ) —
R, 420RY) =Y —EA/—FK (PSN) |, 1 207 TFA~ £=4—V 7 /—FK
(MnT1) . BEO1 2D F ) =X —V 7 /J—F (MnT2) &L REENEY N T v

TENTWBELE, ROT v 77 L— RRAICETL 2 E R TEET,

Figure 6: 7 v 7% L — FHID Cisco ISE ERA

Primary PAN J SAN
Admin Node U O
Secondary
Admin Node
. I
U it
MnT2

G5pOF) B3 G (O

PSN1 PSN2 PSN3 PSN4 MnT1
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Procedure

&

ATy T2

Note

7T L— RORFNT / — R & FEy CEREERR L 72T < 72 &V, application upgradeprepare
<upgrade bundle name> <repository name> =1~ > R L N proceed =~ R&EMHA LT, #HL
WYY =7y 77— FRFLET, Ty 77— FFat XHBIC ) — FERERMR

L. TLWEBRICBITLET, 7y 77 L — RORNCFEI T/ — NOREE X v LT 58
BlE. Ty T —= R R GT LRI, TIATVER ) —FDTA B AT 7 AL
MWD EEHRLET, FRICZIOT 7 ANBRWGE (& 201, v Aa,—hF—y

H—=ZE>TITIABVUANAS, VA =L ENT-HA) . Cisco Technical Assistance Center (2 H#%

LTL7ZENY,

Before you begin

s BEICED X VER ) — RRRWEEIL, Ty 77— K7k 2203 5002, &
B HEVEHR ) —RT2R) =P —E R/ —Fx 1 ORELET,

« [Prepare for Upgrade | DEDFNEZ LT 7, > T TZI VN,

+ 2 CiscoISE BfiZ 7T v 77 L —FTB5481F., RAAL L F—LT AT L (DNS) O —
N BV 77 v 7BLOWILy 77 v 7)) BDUEATT, 9 TRWES., 7Ty 7
T — RiZE L £,

CLINB SAN %7 v 77 L —RKLET,

Ty 77— R ak AT, HEIMIZ SAN BEBN BRI, 7Ty 77 L—Ran%
T, FEETDHE, SANBHRERO Y74~ /— Rz 4, SR TE=4—V 7
J—= RO EH 1 OMBEILR D720, Ty 77— Rt A dHWEROKY ) — KT
BN o TR T, SANDE=Z—Y U7V FEEMNILET, R —Hh—E R
LY FREWEO SAN THRI Tho7cHE. ZOREITHTEER~DT v 77 L — K%
LRSI E T,

F=H—Y T ) —FD 1> MnTl & MnT2) ZEHERRICT v 77 L — R L%,

YH B T=L =Y T )= RORNCTITA~Y T=4—Y T ) —R&T v 77 L—F
THZELEBEOLET (WVWERTTIA~VER ) — FRTI4~) £E=F—V 7 ) —
RELTHEMEL TV AHEITIXZIUIAFRETY) . 7 I9A4~U £E=F—VU 7 J— KR
EEh L, FHEMNO e 7 EZIELET, ZOEMIE, 774~V EB ) — RO v af—
FBRRTEET,

HTWEHTE=4—V 7 )= KPR 121E0H5581E. 7y 77— T 51T, O ER
DTITA<VEHRL /) —RFKTHDLPANDE=Z—) T~V Tzt /— v
VFDEEIZLY, CiscolSE 77U r—3i g UNEiEE LE9, PAN NEEET 5 £ THD
=9, FHERICE=4—V 7 /) —RET7 v 77V —RTHL, EAT—2EHLVERIC
BT HOMLERDH LD, D/ — R0 LR[00 £77,
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ATvT3

ATy T4

ATy TH

7yI5L—rFnezokz [

HHIBRO 7 IA<VEHR ) — FThHDH/ — KB, HTWEBETA R—7 I ENF-E=F—

Vo7~ FEEERWES, T2 —) 7Y TR T =T LET, S — R

VYT DEBRIZEY, CiscolSET 7V r—yaryRNERHILET, Y94~ VEH — )

EENTL2ETELET,

Wiz, RY—H—t2E—F (PSN) #7 v 77 L—FLET, HEDOPSNZFRERHZT v

JL—RTEETN, TXTOPSNZRCT v 77/ L — LIRS, 2y NU—7 TH D

VEALBRREAELET,

T T T L— R%IZ, HEEBBESAN D74~ /— RIZPSN BZBEHEEIN, TI9A4~V ) —

RMNBOT —Z BT _XTOPSNICHB S NWET, PSN TIEZZEDO~LY ), ) — I L—T7F

W, BIOTo—707 07740 v IREDHEFFSNET,

HOWEBHIC2BZBHDE=F =V 7 ) — FRHIEE, ROZ EEITHIVERD D £,

a) HTWRADOT I~ ) —RFThDPANDE=L—) 7Y FEHMILET,
B TE=Z—V 7 ) —Ridde b 1 >RETT, FVERNSE2OE=F—
VI )—=KRET v T T L—RTBHEIC, T4~V ) —FREFTZIOXNVYFE2AFX—T
MILET, /=KW YFOEFIZED, CiscolSET 7V r—ya UnHmiEFSLET,
774~V ISE / — RPHEHTIETHLET,

b) BhHUF) T=H =T )= REHVERNSEBERICT v 7L —RLET,

TIARVER ) — FERWT, oFT_To/ — RBFHERICTY v 77 L—RFah T

WHER D T

BEBIZ, TI9A~VER ) — & T v 7 7L —FRLET,

D —FRiE, A A VER ) R LT v 77 L—R&h, FRERCEmENET,

Y H U FNVER ) — REFHREBROT I 4~ J—RNIEBRIELZLENTEET,

Ty T T L= RQRET LIk, Ty 77— RSNkt =4—) 7/ —Richne 7R3EE

554, application configureise 2~ > R&FEITL, %M T2HE=F—U 7/ —FT5

(T —=F R—=ZADFHEROFTH) ZIRIN L ET,

What to do next
T 77— K7 ak AR, on page 29

Ty I L— KO RXDESR

BN G SBVICKHIEET 2 2L, BIOa—F—2RFiF sy NU—27 DY V—RIZT 7
TATEDLZLAWEERTHEDODDOFR Y NV —U T A NEEFTTHZEAHRLET,

T — 2 RXR—=2AOMBETT v 77 L— KRNI 5 &, BEINT-AENEEINICE —/L
Ny 7 ENET,
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Procedure

Ty 77— RREWIZET L2 E ) D EHEET 21213, ROWThNOA T Y a & T
L/\i‘é—(]

adelog 77 ANVTT v 77 L — Rt AZHER L E T, adelog 7 7 A IV EEKTRT HIC
I%. Cisco ISECLI »bHiRD =z~ R& AJ) L £ : show logging system ade/ADE.log.?

STEP @ grep T7 v 77 L— ROETIRINEZ R R TEET,

info:[application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks
info:[application:operation:preinstall.sh] STEP 1: Stopping ISE application...
info:[application:operation:preinstall.sh] STEP 2: Verifying files in bundle...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before
upgrade. ..

info: [application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node
from current deployment.

info: [application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the
configuration data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node
to primary of new deployment...

info: [application:operation:isedbupgrade—-newmodel.sh] STEP 7: Downloading configuration
data from primary of new deployment...

info:[application:operation:isedbupgrade-newmodel.sh] STEP 8: Importing configuration
data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration
data upgrade for node specific data...

info:[application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T
database upgrade...

info: [application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1:
Upgrading Identity Services Engine software...

info: [application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing
upgraded data to 64 bit database...

TOXFHERBLT, Ty 77— KB L7~ 2 & 2R LET,

Upgrade of Identity Services Engine completed
successfully.

showversion @< & FE(TL, BV K=V a VEMGEL 77,
show application statusise 2~ > K&Z AJJ LT, T _XTOY—EARETENTNDH L
R L ET,
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FHUT, BARTON—=2 2 Y DISOA A=V EERH L, Ny o T v 777 A NnbT — X 218t
FTHZ LT, CiscolSET 7 TAT UV ADA A=V 2 FERT DHLERNDHLGENH Y £,
TR I LIcklE, AWERRABEL T, TWE TITo e X2 IT v Y F 2T 5
TENTEET, LER-ST, Ty 77 L—RFatv 2ZBA9 5REi1C, Cisco ISE #E R &
W= o TT—=R5NNy T v I THIEEBEDLET,
BEBLOE=F =V I T —FRX—ZAOMBEIC IV RE LT v 77 L— ROREETX, AH
B — Ny 7 SN2 ERB Y ET, R BETDLE, T—FX—ARa— Ny
SNNWZ L BT AE, Ty ST — RORMA v 2=V L 2TV £9, Z0 X9
R UATIE, FEITURT LDA A—VEFEMR L, CiscolSE Z#A A h—L LT, &
ERBIOE=F—Y T —2 %0 (F=4—V v TV FRENREGE) T 50N
nE9,

0 —/LNy 7 £ 721X EHE 247 9 RiZ. backup-logs =~ > K& A L CTHAR— b Kzt
%L\%@%T~bA/bw%)%~bUﬁ7bumm%bi¢o
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