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¢ DNS H—N—Z#YNIHEL TWVWD I 2R LET, ZhiZiE, ISE-PIC )LD T A
TRV DB EORELEENET, FEMIZ OV TIE, DNS H— 1 %ZZM L T<
7FEW,

*NTPH—N—D7 v v 7REEZFRY L ET, MO NI, VAT LA E Ry FT—
7 EA LT Fa)l = R=REOREESR LTI,

\}
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PassivelD v +7 v T0EAEHET 2 [

1:[PassivelD 2y +7 v 7 (PassivelD Setup) ]

PassivelD Setup

# Welcome 1 Active Directory 2 Groups 3 Domain Controllers 4 Custom selection 5 Summary

This wizard will setup passive identity using Active Directory.
If you prefer to use Syslogs, SPAN or API providers, then exit wizard and
Identity Providers of all types may be added at a later date.

Domain DC Host IP Address
Cisco.com DC1Ciscocom 10565376
Cisco.com DC2 Cisco.com 10.56.53.77
Cisco.com DC3.Cisco.com 10.56.53.78
Cisco.com D4, Cisco.com 10.56.53.79
53.80
t0,00M DCS.Cisco.com 10.56
o 10.56.53.81
6.Cisco.com
Gisco.com oc

RATYT2 [k~ (Next) 1227 U w27 LT 4P —REMBLET,

AT T3 Z D Active Directory DBIHRA > FO—EDOL4R I AT LET, ZD /7 — KPEEH STV D Active
Directory KA A > D KA A %% AJJ L, ActiveDirectory & #HE D2 —H—4 L /XA T — KE A LET,
BHEOA—F =L ENRAT—FBRRFEN, T=F—JRL L TRESNTNDTNTD RALS 3y
fr—7 (DC) I SNET,

ATY T4 [k~ (Next) | %227 VU 7 L. Active Directory 7 /L —7%EF# L., BMLTE=HF—FL52—%— J)L—
TETRTATLET,

Fa—JELUTa/A £ —E LTO Active Directory [J]
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AT AT » 7 Ta%E L7= Active Directory 1781 > MMZHE-3U T Active Directory == —%— 7 /L — 7" H
IR RINET,

ATYTS [Next] 27V v/ LET, T=4—7925DCEERLET, [FAHX L (Custom) | 2N LIZHAIEL, K
DEHETE=F—THREDODC ZEIRLET, ET LD, R~ (Next) 1227 V27 LET,

ATvT6 [T (Exit) 1227V v 7 LT, V4PV —FEKTLET,

RDBRY

WA D 7 73 A Z—L LT Active Directory DX EZ5E | LIz b, BIMO T aNf X — 2 AT
LAEGITRETEET, FFICOVWTL, 7 M X 2L TIES Y, IHIT, ERLE
WD T NS F—BIE L= — ID EREZETD2OOY T AT T4 NEFRE
TEDHLEHICRVELL,

Active Directory (WMI) JO0—JDEEHLEEY b7 v T
/Xy 7 1D Y—E A |Z Active Directory & WMI % & E T 5121, PassivelD & 87 v 7 Off
MERET L Q=) 2T, ZOEOROFIEEZETLET,

1. Active Directory 7’1 — 7 %3 E L £ 7, Active Directory ZI17R A > k DENF LB MAR
A > h~® Cisco ISE-PIC / — ROZI (4 X—) ML T ZE,

2. ADuZ A4 A Xy b aZET5H 1 DL ED WMIGRE / — R Active Directory N A A >
ay ha—50Y & FERERLET,

3. Active Directory % ISE-PIC & #t& 9 % 728 Active Directory & 3% & L £ 7,

4.  (fEE) Active Directory 7’1 /3A X OEEL (8 ~—7)

Active Directory ZI7RA > FDEME LK USMKRA > k~D Cisco ISE-PIC / — FDS N

1R BHHIIZ
Cisco ISE-PIC / — K3, NTP ¥—/X—_ DNS ¥V —N— KAAfrarv bta—7 Fa—s)
AT —=N—PREINTNDIRY hT—F7 LBETEHZ 2R LET,

ActiveDirectory &, =—3 x> | syslog, SPAN, 85XV REKRA v hOKTa—T7 %2HEH
T DL, BIARA » FEAFRT D20 RH Y £,

Active Directory & #5342 BRIZ IPv6 25613, BES 2 ISE-PIC / — RTIPv6 7 K
VAMBEEINTND Z & E2RTH2LERH Y i@“

Google Chrome 77 U HZHH L, IKGE7T 0y 7 V7 b7 =T 2HMC L TWBEEEIT, B
Tay—E T LHMNERNHY ET, TOXRATITIL, KET Ry I— @E”irs%x DR
Cisco ISEGUI EEN G ENTWET, F72lE, Google Chrome v —7 Ly N7 FUHFTCZ DX
A HFITTEET,
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ATv T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T1

Active Directory 107K A > kDB & USMAA > k~0 Cisco ISE-PIC / — Fosm [

[FO/314 & (Providers) ]> [Active Directory] %R L £,

GEAN (Add) 1427 U w27 LT, [Active Directory /A1 > ~ 44 (Active Directory Join Point Name) ] D%
EDRAL B EID AT EATILET,

(%15 (Submit) 1 &7 U v 27 LET,

HLULERENTZBIMARA  Fa RAAL VIZEBIMERDINE INEHRT IR T T v T 740 RURFKE
RENFET, TSRBMEFEDILEIZ[IEV (Yes) 1227 Vv 7 LET,

Wz (No) 1527 U w7 LIcde, REZMRIFT H L. Active Directory KA A LV DFRKEN 7 12— /L|Z
RFSHETH, WTND Cisco ISE-PIC / — FH 7 RAL ZBMLER A,

YERL L7287 L Active Directory SR A > FDORRICHHF = v 7V Ry 7 A% A LT [t (Bdit) ] %
70 w7 LET, BEOSIGEET —7 M2, 3T Cisco ISE-PIC / — F, /—For—/IL BIQY
ZDAT —HARFRINET,

SIMARA > NIRRT > 73O/ KA A NS L7 do T 8a1%, B4 % Cisco ISE-PIC / — N DOHEIZ
DTz IRy 7 A%A 2L, [BI0 (Join) (%7 U w2 LT Active Directory N A A >/{Z Cisco ISE-PIC
J—REZNSEET,

REERGFLTEGE S, TNEIIRMIICEIT T HLERH Y £, 1 [O#ETHEELD Cisco ISE-PIC / —
K& RAAL BN SEDE, EHT2T7 7 bOa—F—4 LS ZAT — RN X CTORNNEE TR
CTHLHLENHY £3, 4 CiscolSE-PIC / — REZBMNTH7-DICBp 52— —4 L XA U— RPRLE
7235471, Cisco ISE-PIC / — R Z L IZB M EA BRI AT T 20BN H D £7,

[RAA > ~DZM (Join Domain) | ¥ A 7 17 77K 27 AT Active Directory D L—H—4 L /XA T — K& A
HLET,

BHEOLZ—P—ZA LR T— RBRREFESN, E=F =G E L TRESNTVDEITRTORAL Y 3
fr—7 (DC) IZEHEIET,

SIEAEMEN T 22— —13, FAAS VBERICFEET DHERDH Y F3, 22—V =P8R0 FAL U F
73V 7 RAAL NHET D6, 22—V —4 13 jdoe@acme.com D K 512, UPNRKFL TR T HLENH
VET,

(EE) [M#k==> FOIEE (Specify Organizational Unit) | F = v 7R v 7 A& AN LET,

TDOF vy IRy AL, CiscolSE-PIC / — RO~ T hUv M
CN=Computers,DC=someDomain,DC=someTLD LI/t DFFE D=~ = v MIBEE T DHEIC, T I8 T 54
HH Y £97, CiscolSE-PICIE, FEESNIZMk~=y FOTIZ~T > ThH U M BT 20 £
XY TATY RRTTICH L HEIE. ZOSRPTCBEEI L4, Mkt =y PBEESNRWEES . Cisco
ISE-PIC |37 7 4 /v ORG24 L £ 3, EIFEe#54 (DN) B THRET OLERH Y 7, X
L. Microsoft D H A KT A NZHERLT H BN H D 3, Rl THRCT (=72 L) | 8T, AN—
A, BIOFY VvV E—UF, Nyl ZXAT7via () LESoTmRTS—TFTHUERHY T, &
Z1X. OU=Cisco ISE\,US,0U=IT Servers,OU=Servers\ X°> Workstations,DC=someDomain,DC=someTLD ® X 9
WCLET, v Ty EBRTTIHERENTWDGAE, ZOF 2y 7Ry 7 A&F T 508 IEH
D 4t A, ActiveDDirectory KA A NIEM LT~y Thov houlr—ya b #2h CEETHZLEHLT
TET,

ATy 78 [OK] &7 Vv 7 LET,

TOo—JE LUV T O/ £ —& L T Active Directory .
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Active Directory N A A NZSNMNT 5D /) — REFIRTE E 7,

IR L7256, RIGA v —VRFERENET, &/ —FORKBA v —V%2 27U v 7 LT,
ZD /) — ROFMen 7 2FfR LET,

BINRA » P ERET DERT, RO[ITERE LTI IEE VY,

cHEBOBINEA > S EHERTLEE, REUPN S 7 4 v 7 ARE—OBINKRA » hEz
X RAAL K L TOBRFEESINTWDGE, TAT YT AT 4y 7T v T IEEOSM

KAV NETIX RAAL U TORIATINE T, ZDO XD RGE. SRS 5 AlgetEn

HOFEF, BEEKE LT, TXTOSMAA L FELIFRAAL REBEUPN Y 7 4 v 7
AERETEET,

«ISETITHEK 200 D RAA v av hr—J0huBMcEEd, fRz@E2L, =
7 —%&/E <DC FQDN> - DC DD I KiFAE TH 5 200 8 2 TV E 9 (Error creating
<DC FQDN> - Number of DCs Exceeds allowed maximum of 200) | &9 T T —2RF/RI 4
£9, BEAO NAS v ar b =507 A MEHA T —VAIROFEMIC OV T,

[Performance and Scalability Guide for Cisco Identity Services Engine] # &ML T 7Z S0,

e BMMFET T 5 L. CiscolSE-PICIZE W FDAD VL —F Lxtint bEx = U T  3%5IF

(SID) AHEH I FE T, CiscoISE-PIC (XHEIMIZSID OFFH 7t A&t LET, =
DTV RESETTEALIICTAHALERHD 9,

¢DNSH—EZ (SRV) La—RBRELTWS (EMLLEIELTNWDE RAAL ATH L,
RALf v a hr—F73SRV La— R&7T RAZ A X L72) BA 1L, Active Directory
R A A 212 Cisco ISE-PIC ZBMEE D Z LN TERWATREMENH Y £,

HRESNTEALVT T AT 4 RUDBICADICEBINTAZ L2 HERLET, Zhick
D, AD ¥ v v Va0 FEFNETERTINET,

AL a2 bO—5MEM

RTv 1 [FANA S (Providers) ]>[ActiveDirectory] Z &R L £,
AT w72 1ER L7= Active Directory ZNIARA > FOBICHEF = v 7Ry 7 ZA%&A 2L, [ (Bdit) 1227V v
7 LET, BEOSI/MET —7 VH, 97T D Cisco ISE-PIC /— K, /—Foua—)L, BLORZEDA
TR AL EHIZEREINET,
ATv7T3 Gh Ny T IDHP—ERADH LWRASL Y a2 ba—F (DC) ZBMT 52X, £HODC o s
A T VT UV VRMETT,

[PassivelD] # 7B &) L, [DC DiEM (AddDCs) %27 Vv 7 LET,

ATV T4 T=H =R LTEINMEA L MGENTD AL ar ba—F0BICH LT = v 7Ry 7 AeA |
L. [OK]ZZ27 YUy 27 LET,
RAA L 2 hra—F M [PassivelD] X 7 D[R AA 2 2 hra—= (Domain Controllers) ] U A MIFIR
SNFET,

ATwTE NAfr arvbe—F&RELET,
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a) RAAfv arvba—J%F L, MW (Bdit) 1227V vy 27 LET, [74 7 208mE (Edit ltem) ]
[ E AR R SNET,
b) MESUT, FHERNAAS v av be—F 74— RERELET,

DC 7 = — /A —"— A=A LEDCELIA Y A MZESWTEBRINES, ZDU AL
L, 7 == A= "—DRAERIZ DC PIBRSNDIEFZRELET, HHDC AT T4
THDHD, OLNPOTT =D DRFEARRIGEIIE, BIAM Y 2 M T 2EENEM A T
WO ET, DCWA U TA RS & BEIAL Y 2 MZBIT 52 OESENAA 3 6 B S
T4 (v x9) .

Active Directory 1—H— J)IL—TDHRTE

ATy T

ATy T2
ATvT3

ATv74

ATy TH

ATvT6
ATy 17
ATvT8

Active Directory 7> 5> 22— —IDIEHRAZUET 2 I T IR 70 —T7 2HHT 55A/12, Active
Directory = —%— 7L —7 % FEHTE 5 L 9123579, Active Directory = —%— 7/ /L—7
FERELET, WNIEBIIIZIE. Cisco ISEZ 7N —TZDHWENWSOMMEEfRIL., 71 —F
v EMEXEDDICEXF2Y T 4 ID (SID) ZEHALET, SIDICEY, ZA—7
FO Y TOEMIC—ELET,

[FB/31 4 (Providers) 1> [ActiveDirectory] ##IR L EF, VN —TEEBMTHBINFKA L "&r Uy
7 LET,

[Zv—" (Groups) | # 7% 27V y 7 LET,

WKONTNEETLET,

a) [Bh (Add) 1>[T4 LY bUDSTIIL—T%FEIR (Select GroupsFrom Directory) | Z iR LT, BE
TFOITN—TZRIRN L FT,

b) [EM (Add) ]1>[Z)L—T®EM (Add Group) | ZEIRLC, A —7%FEBTEMLET, F 11—
74 & SID Ol G ERET D0, FLIFIN—THDOHERREL, [SID ZHfF (Fetch SID) ] A% L
£

2P U H =T 2 A A BT A DI N—THIZEB AT (") 2HEHLARWTI SN,

TN—"T% FECERIRT D2, E81E. 74NV ZEFH LTI NAV—T72RBETEES, =L 2E, admin* %

T4 NEFEEL L TADL, [FV—T7DH4S (Retrieve Groups) 1 %7 VU v 7§25 &, admin TEE D 2—

P TN—TNERENET, TRAZIV RS (¥) ULV FI—FXFEEANLT, fRET74LE2Y) v

JTHZEbTEET, —EIZBETELDIEXS00 7 V—TDHTT,

ARV O —CHEHARFEICT 27NV DRI DTy VR 7 A% F 2L, [OK] 27V v 7 LE
‘d‘o

IN—T % FEITEMNT 55613, LW L—7045 & SID # A LET,

[OK] %27 U v 7 LET,

[Save] 227 U v 7 LET,

TOo—JE LUV T O/ £ —& L T Active Directory .
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. Active Directory 70/ A DEE

GE) TN—T%2BIBRL, ZO7N—T LRI CABITH LW NV—T%2ERT 28556 1%. [SIDEOFE
#1 (Update SID Values) 1% 27 UV 27 LT, HLIER LI A—T1Z8H LW SID 250 4TS
VENRDVET, Ty 7 7L —RT5E, BAIOSIMO%IZ SID 28 HEIRIZEFHT I E T,

Active Directory 70/ Z D EIE

Active Directory AR A > b DIERL EFRENTE T LIz b, IROIEFEZETTV Active Directory 7
=7 aEHLET,

* Active Directory 7 /L —7 D72 Da2—HF—DFT Ak (8§ X—)
« /— F® Active Directory DB D FE/R (9 ~—)

* Active Directory DRIBEOZMWr (9 ~—7)

* Active Directory N A A Ol (10 ~—)

* Active Directory D% EDHIFR (11 ~<X—)

* Active Directory 7 /N v 7" 0 7 OF 4L (11 =—)

Active Directory 7 )L— T D1=HD1—HF—DT X k

ATvT1
ATy T2

ATvT3
ATv74

ATy TH

ATvT6

ATy T17

Active Directory 7> & —H%— J )L —T7 ZRGET 5 121L, [—HF—DFT A b (Test User) |~V —
NEMBATEET, H—DBMAA v N ELIFAT—T DT A FEFITTEET,

[ZFO/314 & (Providers) ]>[Active Directory] %R L £,
WRONTIINOA T g v ERIRLET,
c TRTOBNAA > hOT A NEFATT 521X, [Hh5RY—IL (Advanced Tools) | > [T X THOS MR
A2 bDA—HF—%T X+ (Test User for All Join Points) ] Z3#&R L £9°,

BEEDBIMAA » FOT A NEFREITT DI, BIMARA  FEBIRL, [WE (Edit) 227V v7 L%
7. Cisco ISE-PIC / — RZ@EIN L, [2—H—DFT A K (TestUser) | %27 Vv LET,

Active Directory D —H— (F72IFHA b)) Oax—H—4 L 2T — &2 AN LET,

RAES A THBIRLET, AT v T 3DONRRAT—=RANT, vy 7T v 7 A7y a 28R 55812013
VEH D EH A,

FTRTOBIMAA > MK LTZOT A MeRITT 55613 207 A h&E{T7T % CiscoISE-PIC / — F
PERLET,

Active Directory 2> 5 7 /V— 7 25T 5121%, [Z7V—7"%H45 (Retrieve Groups) |3 L [[BHEORE
(Retrieve Attributes) | F = v 7 Ry 7 A% A A2 LET,

[TAbF (Test) |27 U w2 LET,
T A NMEORER L FIEAERENET, FIETKROFEKREZR/REL, NT TNV a—T 4 7 TEET,

. TO—JH LU TO/( F—& L TO Active Directory
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/ — K@ Active Directory DS M N KT .

F 72, Active Directory 23 ENENOELFNEE FATT 5 DOICEST HRFH (Y BHEAL) 2R R"TH2LED
TEET, BIECHPDRHN L EVWEZE X D &, Cisco ISE-PIC IZEE X v —URRRINET,

/ — K@ Active Directory DS IND R~

FETE D Cisco ISE-PIC / — RO 3T D Active Directory ZINARA > RO AT — X A E =TT
TP Cisco ISE-PIC / — ROFTXTOBMAA > FD Y A s % FRT 5HITIE, [Active Directory]
N—=TD[/)—F E2— (Node View) | HRZ & T&EE7,

ATy 71 [FANA S (Providers) ]>[ActiveDirectory] &R L £7°,

ATY T2 [/—FK tEa— (NodeView) 127 Vv 27 LET,

ATV F3 [ISE/—FK (ISENode) | Ky 7 X7 URARND /— RERRLET,
T —7JLIT, Active Directory D A7 —Z A7 ) — RN =B S E T, BEICEROSIMNAE A -~ & B
? Cisco ISE-PIC / — RRBH LA, ZOT—TANEFHEIND L TITEIPNDIEERH Y £7,

AT v T4 %O Active Directory ZINAHRA o bOX—=VIZBEI L, ZOMOKEDT 7 > a v EFETT 5, BIR
A2 b [4HT (Name) U2 %270 v o LET,

RATw 5 [ZWrY—/L (Diagnostic Tools) ] X—IZBENL CRHEDORMBED N7 7Ny a—T 4 7 Z(THITE, [2
Wi 2= (Diagnostic Summary) %DV 27 %227V v 7 LET, WY — L Tlk, /— RZLIZ&ESMAA
v SO OZWIRE RPN R RS NET,

Active Directory O fERED 2 ¥

WY —/Lid, 45 Cisco ISE-PIC / — R THEITEN L —EATY, WY —/L 2 L T,
Active Directory Ji£ff 2 BEIFIIZT 2 R KL O2Mr L72 D | CiscoISE-PIC {Z X - T Active Directory
DMER SN DEAITHERESRC /X7 4+ —~ V ADREEFEO R & 72 5 AlREMN o 2 B2 it 5 72
DO—HDT A NEFATLIZDTHIENTEET,

Cisco ISE-PIC 7% Active Directory ([Z BT & 720, F721% Active Directory (2% L CRRFE T & 7
WERHE, BBV £, ZDY—/LiE, Cisco ISE-PIC % Active Directory (28553 5720 D
AMRERMEDIELSRESNTND 2 E 2R T H2DIE L ET, £, Ry NU—2, 77
AT U —ARE, 7y 7R, 2—F—RFER EOMEORIICEILET, ZDY—/L
iE. FlEZAT v 7T EIZHB Lo A RELTHEL, HEIIE LT, RO LA YO/
BOBEEZ R LET,

RTw 71 [FA/NA S (Providers) ]>[ActiveDirectory] Z 3R L £7°,

AT 72 LY —/v (AdvancedTools) | Ke v 77X VR N&227 Y w7 L, [i2WY—/b (Diagnostic Tools) ] %
HEIRLET,

ATw T3 ZWrEEITT D Cisco ISE-PIC / — FAEEIN L £,
Cisco ISE-PIC / — RZFJIR L2V GAIE, TXTD /) — R TT A MDREFTINET,

TOo—JE LUV T O/ £ —& L T Active Directory .
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. Active Directory K A A > DRRIR

AT T8 FEED Active Directory A A > b &I L E5,

Active Directory ZHI7R A o M ZIEIR L2 WEGEEIL, TXTOSMAA > FTT A MBEITSNET,

ATFYTS AT~ KT, $REFAT Y 2—LlESWTEBHT A 2 FIT T £,
¢ T ANETITFATT DL, [T A A5 T <FEIT (Run Tests Now) | Z@IRL 77,

AV a— VLR TT A NEEITT AR, [AT Y2V LT A M EFEITT S (RunScheduled
Tests) | F =y 7Ry 7 A%eA AL, Bzl &7 2 FoJATHR (K, B, BHA) 2fFELE
To TOFTva /AT LE, TRTOBKT A MRTNTO/) = e P AZ U RIZH LT
RITEN, [A—24 (Home) 14 v aB—KD[T7 7 —24 (Alarms) 14 v a by MIFEERRSE S
nNETJ,

ATV T6 BERT—HAFLITERNAT —H ADT A FOFFMEHRT DI21E, [T A FOFEMOER (View Test

Details) |27 VU v LET,
OT—TNEFEHLT, FFEDOT A N DOFEET,

FATTHDOT 2 FOIFIE, FFEDT A D LR— FDOF

REFTOZENTEET,

Active Directory K * 14 > DR

ATy T
ATv T2

ATFvT3
ATvT4

Z @ Active Directory A A VETIXZOBIMAA » FEFEH L To—%—ID ZNET H 0 H
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