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Administrator Guide] ZZMR 1L T 772 & W,

« Cognitive Threat Analytics (CTA) 7 # 7 #%X, SSL & & HIZ TAXII 'u /L zfif L
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o [RA MR U A FAPI (Host Detection List API) ]: =3 KA > b DEHAF ¥
RemB LET,

*[Scan API] : = RARA > hDOA VT~ FAF ¥y % M) H—LET,

Qualys IZX VD, $ T A7 T4 7 2—HF—=NIFITTE D APl 2 —/LOEUTHIR EH S
FT, 774N EOL— MRS T ME, 24 BEE 729 300 T, Cisco ISE (% Qualys

B zZEoxHLRre I



| gEoHLRAS
BEE7 R4k v—exoanteEE |

API N—2 5 2.0 24 LT Qualys I[ZHE L £ 37, 2415 D APLHEREDFERIIZ DV T
L. [Qualys API V2 User Guidel] # & L T 72 &\,

+ [Rapid7 Nexpose] : Cisco ISE [ZMaFFMHEEL Y U =— 3 3 > T % Rapid 7 Nexpose & HHE L
T, MaggtEomitz2EE LET, ZAICED. 20X REBISREISHETE D L D1
720 £, CiscoISE I Nexpose 2> b gtk 7 — % 2545 L, ISE TaE L7oAR Y v —{2Hk
DT, WBEZITDT FRA M2l £97, CiscolSEX v ¥ afi— Fhb, 2
EZTFHTURRA U Mg L, BT 7 a v aFTTEET,

Cisco ISE I% Nexpose U U —2% 6.4.1 TT7 A hEFEHRTT,

* [Tenable SecurityCenter (Nessus A%+ ) (Tenable SecurityCenter (Nessus scanner)) ] :
Cisco ISE | Tenable SecurityCenter & 1845 L,  (Tenable SecurityCenter (Z & W EEL I 5)
Tenable Nessus A ¥ ¥ T D agstET — X (5 LET, F£72, ISE THELLZARY v —
[ZHSNWT, BEEZ T LT FARA P 2REEL £9, CiscolSEX v & 2R — Rinb,
WEEZTDLT U RRA LV bR L, BERT 7 a v aFITTEET,

Cisco ISE |ETenable SecurityCenter 5.3.2 CT7 A hFAH T,
T A AT L N— =5 OfER T Structured Threat Information Expression (STIX) #FEHLIZ

B S, ZOEICHESE, MEIDS U THEAEE (CoA) NMUH—Sh, @7 78X
LUy RiRA v M5 EnEd,

TV RARA VN OMEFHMEICEE T DI 0 AL, S ESFARBERICESNW TR ST
O, VARV TNVEALTIEITTHZLIETEERA, T2 RARA > bOMa5IVEICE T 2 3
WD RN AT 2 B 2RI LET,

s MEFIMET E AR R ma v AT A

« 2x ¥ URIBONstED Z A 7

IR AF Y L DEAT

CTAVAT ALV ARy F TS IATURZE DS TCOENDF Y hT—7 Y Y—R L

VAT A Y Y—R

ZDY Y —ZD Cisco ISE Tix, IPv4 7 RL A% H>x o RBA > N OIBDWaEIHME 5 2510 © X
F7,

MEET LR AL N H—EXDEMLEETE

Cisco ISE CTHEFgtET B A A Y N —E R ZFH I L TEHET DX, ROEEEITVET,

AT9 T BETORNAC Y —E20FE (53—)

ATV T2 ROBEEITVET,
*Qualys 7 ¥ 7% (Qualys 7 X 72 Di%E (12 2—3) &)
* Nexpose 7 ¥ 7% (Nexpose 7 X4 74 DFRE (16 X—) &) |
* Tenable 7 % 7% (Tenable 7 % 7' % D% E (18 X—°) #5&M) |

| groLro [}
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B zacomnacs—ExoEmE

RT3 B Ta 7 A NLDOHRTE 21 R—) |
ATy T4 WfagHipm RiRA > N ERREET 2000 — L O E (22 2—) |

ERPDLE NACH—ERDEMIEL

WeBs 1 & B DOT X7 X R ET DI, T EET LA NAC Y —E A2 HHTT MR
HVFEFT, ZOV—ERT, BANDIOORY —H—E R ) — N TORFITEET,

ATy 71 [EE (Adminigration) 1>[> R T L (System) |>[EBE (Deployment) ]1CiscoISEGUI C[A==— (Menu) ]
TAary (=) 270 v LGERLET,

RATY T2 BEFLDRNACH —ERAZGNITLPSNOBRICH DT = v 7 By 7 AZ~—27 20T T, [fafe (Edit) ]
7 Uy LET,

RATY T3 [BETOENAC H—E 2D H%) (Enable Threat Centric NAC Service) | F = v 7 Ry 7 AZ~—7 &t
FET
ATY T4 [Savel 27V v 7 LET,

EErEYY
SourceFire FireAMP 7 % 7' % ®iE (6 ~—)
Cognitive Threat Analytics 7 % 7' % D% E (7 _X—)
CTAT X7 ZOF W77 7 A VDOBRGE (9 ~—)
Course of Action JEVEZEH L72FFr]R U o — O E (9 ~N—)
BETDEINAC —E R (1 —)

Qualys 7% 72 DKRE
Cisco ISE (%, Qualys }figgtE7 A A h =a v A7 A& PR —F L TWET, CiscolISE HD
Qualys 7 # 7" Z Z{ER L T, Qualys L 1#(E L. VARRLZIEGT 2 MLENH Y £7°,
1R HRETIZ
cROZ—F— T I N EHERFTLLERD D T,

AR =T HTHAERETEDH, A—/N—EFHEHEIR%A FFD Cisco ISE DEBE = —
Y—=THT b,

o BWHFHENR % £ Qualys D2 —H— T h 7 b

« WY 72 Qualys TA B A YT R U T arNhbH I L EKERLET, Qualys LAR— b
oA —, FLyP =2 (KBX) . APLICT 7 B AT HMENH Y £, sEICONT
%, Qualys 717 v b v X — Y v ITBRWEDETZI 0,

* Cisco ISE DfE#E T & AFEAE X h 7IZ Qualys — N—3FBELX A A — h LET ([(EH
(Administration) ]> [FEBAZE (Certificates) ]>[fEBAEDEE (Certificate Management) ]>
[fE#E T X HREAAE (Trusted Certificates) |>[f >4 — bk (Import) ]) ., @I/ — k&

B zZEoxHLRre
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ATy T
ATvT2
ATvT3
ATv74
ATy TH

ATvT6
ATy 71

Qualys 7 % 72 OFRE .

MIEERHE Y, CiscoISEDEHETE DFHER 7T/ Vi R— &N TWS (FRITFEET
%) ZEEWRLET,

* Qualys API A ROWRDFEEZSHL T IEIW,

* Qualys TCVSS A a7 WNHMI/>TWDH I L a2MRLET (LA— bk (Reports) ]
>[RRE (Setup) ]>[CVSS A =7 (CVSS Scoring) ]>[CVSS % =7 DA %Ml (Enable
CVSS Scoring) ]) .

*Qualys [IZT=Y RARA Y FDIPT RLAREH TRy kA7 PBEMINTNDHZ &%
R LET (T2 b (Assets) [>[FARTE& >~ (Host Assets) ]) .

cQualys 47> a L a7 A INDLFINGD L EHERLET, A7 varTury
A WX, Qualys BAF ¥ L DIDIFEHT LAYy F T 7L — T, BiESh
FAXYy vEELT Sy Tl s A NEERTLAEEHIRLET (o4
Yarii, TURFRAL L FOMACT FLALIERLET) .

« HTTPS/SSL (7R— h 443) %4 L C Qualys &i#{57 5 Cisco ISE,

[BE (Administration) ]>[ZBH 02 NAC (Threat CentricNAC) |>[H— K/S—F 4 R4 — (Third
Party Vendors) ]CiscoISEGUI T[A==2— (Menu) |74 2> (=) 27U v 7 L TGRIRLE T,

GEM (Add) 127V vy 27 LET,

[N 4 — (Vendor) | Km >y 77X UR MG, [Qualys:VA] IR L £,

THETH A A ZADLRTE AT LET, 72 & 21, Qualys_Instance 72 & T,
RESNTWDLTHTEZA AL ADY A NG A MY 4V RUBRKRRINET,

RUH— A VAR ADY AN 4 FUEREHLET, #HLBIMEI7 Qualys Instance 7 4 7 % D
AT —H AN, [REMEHFE T (Ready to Configure) ] IZZ{L LT,

[FREYUE7E T (Ready to Configure) 1V > 27 %27V v 7 LET,

Qualys DF%EMEH TROME AT L, [IR~ (Next) %7 U v 27 LET,

T4—IL k%A BLi)]

REST APl 7R X + (REST API Host) Qualys 7 77 K&K A M5 —R—DKA R,
T9, ZOHERIZHOWTIL, Qualys DY FITIS
finEbE<7ZE 0,

REST APl /"— + (REST API Port) 443

[Z—#—4% (Username) ] EELE MR Z FFO Qualys D2 —H— T 7 T
‘a‘o

[Password] Qualys =—HF— T A7 v hD/RAT— T,
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. Qualys 7 ¥ 72 DR E

ATvT8
ATvT9

ATv 710

T4—ILF4& B

[HTTP Proxy Hosl] TARTOA v H =%y N NTT A v I BN—T 4
VT BRI ICRES T By P N— R b
DA, TEFY F—N—DRA MEANL

iﬁ‘o
[HTTP Proxy Port] Tuaxy P=N=NEHT IR - ETEZ AL
£7,

Qualys r— S —~DEHENFELIND &, Qualys AFx ¥ T DY A NEFL[AF¥ v T~y BT (Scanner
Mappings) |V 4 & RUNRKRRENET, Xy U= 16D Qualys AF ¥ TR DT 4 > RUITERR
SNET,

CiscOISENA LT~ R AF v AT 27 740 O AF v T 2@IRL 7,

[AF ¥~ 7Zxt9 % PSN (PSN to Scanner Mapping) ] #EI&C, PSN / — RIZ* LT 1 2L LD
Qualys AX ¥ F 7 T34 T AZEFINL, [R~ Next) |27V v 7 LET,

[FEAMEZE (Advanced Settings) | Ry 77 v 7D 4 RUBRKRINET,

[FEMIRXE (Advanced Settings) 1V 1 & FUICIROMEEZ AT LET, 2OV 4 RUDKREIEZ, AT~

YRAFRX B P HT=ENDNE S ETLITREDAF ¥ URERD VAILHER SN D008 9 ek
i’]\/ij—o

T4—IL k& BLi)]

73> FaI 74 L (Option Profile) Qualys N KA > hDAF ¥ D7zt
THETvarTu Ty A NVERIRLET, 77+
WA TvaryrarrANVThD, (WA
= > (Initial Options) ] ##IN TX F 7,

REDAF v URER-FvIRE

DEHOBREDRA X v UERDF v IR (Last| (KA MY A NAPIOT 7 A L— MZE%
scan results check interval in minutes) LET) BBBRICRBED AT v U EREZHEF = v
I HMERD D, EAOREBR T, Ao
FiPHIZ 1 ~ 2880 T,

REDAF v UREENF v I ShEAROERRER | (KRR MAHY A NAPIOT 7R L— MNMIEE
% (Maximum results before last scan resultsare LEY) Fa—II8EEKSNIZAF v ESROBD Z
checked) CCHRE SN KREEB X 256, [ ORK
HBDOAX Y HEROF =~ 7 HME (Last scan results
check interval in minutes) ] 7 4 —/v R T{RE I 72
FREF IR ORNI IR E D AX ¥ UFERDTF = v 7 Sh
£, ARIREPHIE 1 ~ 1000 T,

B zZEoxHLRre
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Qualys 7 % 72 OFRE .

J4—IJLF4A

B

MAC 7 FL ADH#EER (Verify MAC address)

[V (True) 1 E£721X Wz (False) 1 T, [IX
VY (True) ]IZE%E L7284, Qualys 2> DL D
AX oy UFERITE= L RARA V FOMACT RL A%
BUOBAICOREHINET,

AEXEvUDEFE

PHEEDRX X > M) H—FEkE (Scan trigger
interval in minutes)

(AX% U APIDOT VA L— NMIEELET)
BRBICA T~ RAFY N M) H—ENn5,
SR ORI T, Aoh7e&IE 1 ~ 2880 T
‘a‘o

AEXvUMM)H—SNDATDORKERE
(Maximum requests before scan istriggered)

(AXXV APILOT 7 A L— MIHEBLET)
F o —CBER SN AT v VESROMN Z 2 THE
SNTEHRAREEBR TGS, [DHRADAF v B
Y 77 —[Elf&@ (Scan trigger interval in minutes) ] 7 4 —
v RTHRIE S NIERRHBORNICA VT~ B A
Fy oMU H=SNET, ARLEMHIL1~1000
<9,

DEMDRAF v AT—2ADF v RRE
status check interval in minutes)

(Scan

TRt 12 Cisco ISE 78 Qualys L 1#IE L CAF ¥ > D
AT —HRA%TF v 7T 5H, pHEALORRIMRET
o AR 1 ~ 60 TI,

EEFIC ) A—TEBHRXF v % (Number of scans
that can betriggered concurrently)

(ZoFTvaid, [Axx T <wvbE s
(Scanner Mappings) | i T4 PSN (I~ v B> 7
SNTNDAF ¥ TOEIKFAL THET) KA
X ¥ TIEIARHZ 1 DOESRO B BT E £ 7,
PSN IZHEBDAF ¥ T2~y BT LTV DH5E
IE, BIR L7 A% v OISO TZ OMEZHEC
T LENTEET, ARRHEMIL 1 ~ 200 TT,

PEFMDRAXTY> B4 LTk (Scantimeout in
minutes)

BORBIC AT v VERNZ A LT M5, SHAL
ODH#FEﬁVG‘a—o X'%\’“\?\/gjkﬁs\&/])i\?? I\‘@_é&\
T I —APERINET, BRREFHIX 20 ~ 1440
<7,

AF¥XYFILEDEESIND IPT7 FLRADRKRH
(Maximum number of | P addressesto be submitted
per scanner)

ALER D72 8912 Qualys |25 SN D H— BRI
X o — B CE HEROBAE R LET, AR HH
X 1~ 1000 T,

THATA O IJ74ILADOY LAJLOZER
(Choosethelog level for adapter log files)

THETEROO S LoV ERIRLEd, AT
LA T a %, [27— (ERROR) ], [fE#
(INFO) 1. [F3v 7 (DEBUG) ]. [hL—2A
(TRACE) 1T,
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. Nexpose 7 5 74 MDERTE

ATy 71N
ATvT12

BREOHCAD |

[k~ (Next) ]%7 VU v/ LT, HRRELMERLET,
(¥ 7 (Finish) 122Uy 27 LET,

Nexpose 7 4 732 DELTE

ATy T
ATy T2
ATvT3
ATvT4
ATy TH

ATy T6
ATvF1

Cisco ISE H @ Nexpose 7 # 7% % {Eak L T, Nexpose &i{E L. VA fEREZTGT HLENH
D ET,

1R BHIIZ
* Cisco ISE T HE LR NAC H—ERAEZ BN L TWA I L 2R LET,

» Nexpose Security Console (Z 12 27 A > L, 2—H—=T 0 MEERR L CTROMEREZ Z 07
B M LET,

« YA FOEBR
s LAR— hOfERL

* Cisco ISE DEHH T X HAEHE R k712 Nexpose r— N—iEHELE 4 VAR—FLET (&
2 (Administration) ]>[7EBA# (Certificates) > [RERHEDE L (Certificate Management) ]
> [T X S5EE (Trusted Certificates) >[4 > AR— K (Import) 1) . @7/ — k&
THREAEDS, CiscolSEDEHTE HREAER F7I2A VA= SN TWD (FITAFE
T5) ZEERMERLET,

« HTTPS/SSL (7R— k 3780) %41 L T Nexpose & {59 % Cisco ISE,

[ (Adminigtration) ]>[&BEH0E NAC (Threat CentricNAC) |>[H— F/\—F 4 R A — (Third
Party Vendors) ]CiscoISEGUI C[A==— (Menu) ]| 7142 (=) 227Uy 7 LTRIRLET,
GEAN (Add) 127V v 27 LT,

[N & — (Vendor) | Ku v &7 U A k)b [Rapid7 Nexpose:VA] & B8R L £ 97,
THETEAAZ L ADLRTIEANSILET, 72& 21X Nexpose & AS) L ET,

RESNTWDTHLTEA L AZ L ADY A MeZRV AT 40 RUBRERSNET,

RUH— A VAB L ADY AN 4 FUEREHFLET, #HLBIMEIL7 Nexpose 74 7 X DAT—
Z AN, [RREMETE T (Ready to Configure) ] IZZ{L L E T,

[BREYUE7E T (Ready to Configure) 1V > 7 %27V v/ LET,

Nexpose D% EMH TROEEZ AT L, [k~ (Next) |27 U7 LET,

T4—ILF& Bl
[Nexpose /8 R b (Nexpose Host) ] Nexpose ' —/3—D KA M,
[Nexpose R— k  (Nexpose Port) ] 3780,

B zZEoxHLRre
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ATvT8
ATvT9

Nexpose 7 5 72 DR E .

J4—IJLF4A

B

[—%—4% (Username) ]

Nexpose HEEZ 2 —H— T H 7 b,

ISRT—FR Nexpose EHE 2 —WF—T H T FDONRAT— K,

[HTTP Proxy Host] FTRTDA L Z—=Fy b b T T4y T HN—T 4
YT HEDICERESN T e Xy == D
D%, TrXx Y = N—DKRA M EATIL
i‘g‘o

[HTTP Proxy Port] TuXxy = N=NERT LR FETEATIL

i—g«o

[k~ (Next) 1227 U v 7 LTHERELZRE LET,

[FEAME%XE (Advanced Settings) 17 « > K 7 2R DfE

EALET, OV Y RYOFER, FrFv

YRAFXX B P AT=SNDNE DI ETLITREDAF ¥ URERD VAILHER SN D008 9 ek

t’]\/jﬁj—o

J4—ILF4A

Bl

BHIAXY UHEROF VI DRE

[RFRXT VY UBREZF vV 5MER (H5HEA)
(Interval between checking the latest scan resultsin
minutes) ]

B AR v UHERE BEHR T 5 £ CoORMMME
(U HAL) . ARh7p%EFHIE 1 ~ 2880 T,

[BRHAX Vv UREREHRTDI NI A—LLGLHRE
E3R# (Number of pending requeststhat can trigger
checking the latest scan results) |

(A Y URERET = v 7T 20 (SrHALD)
(Interval between checking the latest scan results in
minutes) ] 7 4 —/b FIZHEE L7225 %8 L T
ROGATH, Fa—IOBER I A% v EROD
BN THRET DRI EBAD L, B A% ¥
VRERDHER SIVET, AL 1 ~ 1000 T
R

MAC 7 FLAD#&ER (Verify MAC address)

[iZVy (True) |1 F720X Wz (False) 1 T, [IX
VN (True) ICRRE L7256 . Nexpose 7 b Dk
DAX % UFERITZ= U RARA FOMACT RLA
ERDGAICORMER S IET,

AxvUDHTE

[BYA FORXFr > b A—FRE (HELAL)
(Scan trigger interval for each sitein minutes) ]

AF v N MY H—END E TORMIFIE
L) o ARh7e#EPHIZ 1 ~ 2880 T,

groLro [}
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B e 7575080

T4—ILF4& B

BHIAX Y UHEROF VI DERE

[BHYA FPDRFY DM H—ERBZRBERD | o — 108 SN AF ¥ VEROBN Z 2 THEE
# (Number of pending requests before a scan is SINTEERBEBZTHGE. [AF¥ vy MY T—H
triggered for each site) | fE (3HA7)  (Scan trigger interval in minutes) ]

7 4 —)v FCHE S - e E a9 2 Bz &
FroN MY H—SnET, AL~ 1000
<7,

DHEEDAF v B4 LTD L (Scantimeout in | BGEBBZICAF ¥ L ERDZ A LT 7 M5 HNT
minutes) DOIFFTT, AF v VERNBF A LT U RTDH L,
77— ANERRSIVET, AR7RHEPHIX 20 ~ 1440
‘/C“ﬁ‘o

[REYVERBICKN)HA—TESHA LOH AFx v U EFIRFZEITTE DA ok, A2h7ed
(Number of sitesfor which scans could betriggered | % 1 ~ 200 ¢4,
concurrently) ]

BALT—2 Nexpose h—/S—TRESILTWNDHZ A LY —IC
HEONWTHA LY — IR LET,

[HTTP 2 A L7+ (BB (Httptimeoutin |Cisco ISE 7% Nexpose 7> & 0D Jin2 Z 144 2 B i ]
seconds) ] b, AZh7e®EPHIE 5 ~ 1200 T,

FTETZ2 00 274 )ILADOBY LRLDER THETEROa T LAV ERRLET, AT
(Choose thelog level for adapter log files) 547 a i, [=7— (ERROR) 1. [1&#k
(INFO) 1. [723v 2 (DEBUG) ]. [FL—2A
(TRACE) ] T,

ATFYF10 [k~ (Next) 127 U 7 LT, WHEELEERLET,
ATy TN [T (Finish) 1227V v 27 LE7,

Tenable 7 % 72 DERE
Cisco ISE 75 Tenable SecurityCenter (Nessus A% ¥ 7°) Li@(E L. VARRZ G 5 720121E,
Tenable 7 % 7" 2 Z AR 2 BN H Y £,

1R BHEIIZ
Y

(GE)  Cisco ISE C Tenable Adapter Z 5% &9 5 HillZ, Tenable SecurityCenter TIRDIEH Z5XE T 5 W2
N ET, ZHHDOREIC OV TIL, Tenable SecurityCenter D~ == 7 /L AZHZH L T 72X
AN

B zZEoxHLRre |
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ATy T
ATy T2
ATvT3
ATvT4
ATy TH

ATy T6
ATy 71

Tenable 7 4 72 E ]

» Tenable Security Center & Tenable Nessus Vulnerability Scanner 731 > 2 b —/L STV 5 4
TN & W F9, Tenable Nessus A F ¥ F DXEERREZ, B8k (Registration) ] 7 4 —/L KT
[SecurityCenter T/ B (Managed by SecurityCenter) ] % #0718 R L £ 7,

« Tenable SecurityCenter C Security Manager R & #f->2—H— 7 v o M EAER L 7,

* SecurityCenter CURY h U Z{ER L ET (FHE R 7 A AFH A L T Tenable
SecurityCenter (Z72 74 > L, [UART F U (Repository) 1>[EM (Add) JZERLET) .

c VRV FVICAFT Yy R BOT ARV b IP #HZBMN L £7,
* Nessus A% ¥ ZEBMLET,

cAX V= EERL, LAy =k TR DRFy L =TTy
B ENTWDAFYTIZ, IPT RUAZED B CTET,

ISEDRAF ¥ v RY > —%{E LET,

T I T 4TI AT Y &2BIML, ISEAFX Y RN —IZB#EMMTET, REHEE & ¥ —
7> b (IP/IDNS4) H=ERELET,

o VAT LG E & V— FEEBE % Tenable SecurityCenter 7> 5 =2 A4 — K L, CiscoISE ®
B TEXLHAER R TIZA AR — M LET (2 (Administration) > [REIE
(Certificates) 1> [fEFAEDEHE (Certificate Management) |> [{E#H C& 2FEHHE (Trusted
Certificates) ]> [ > A— b (Import) ]) ., @172/ — b & HRGEBEN, Cisco ISE DfE
FTXDFEAEAR R TIZA VAR —FENTWD (FITFEETD) Z &R LET,

« HTTPS/SSL (7R— b 443) %4} L C Tenable SecurityCenter & {535 Cisco ISE,

[ (Administration) ]>[ZEF 02 NAC (Threat CentricNAC) 1>[H— K/8—F 4 A& — (Third
Party Vendors) ]Cisco ISEGUI T[A==— (Menu) |74 2> (=) #7 U v 7 LT®RIRLET,

GEM (Add) 127 Vv 27 LET,

[X> % — (Vendor) | K7 Z > U A KHb, [Tenable Security Center:VA] Z 841 L £ 97,

THETH A AL ADATTE NS LET, 72& 21E, Tenable,

RESNTWDT LT EA L AZ L ADY A MEFRV AT 40 RUBRERSNET,

NRUF— A VRAZADY AN 4 RUZEFLET, HL<BIMSi7-Tenable 7 ¥ 7' X D AT — 4
AN, [XEHEMSE T (Ready to Configure) ] IZZ2{E L £7,

[REUE7E T (Ready to Configure) 1|V > 27 %27V v/ LET,

Tenable SecurityCenter D% E Wi TR OMEAE AJI L, [IR~ (Next) | %7 U v 27 LET,

J4—ILKF% £BH

[Tenable SecurityCenter 7R X + (Tenable Tenable SecurityCenter D748 A M4,
SecurityCenter Host) ]

[Tenable SecurityCenter 7/R— k (Tenable 443
SecurityCenter Port) ]
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ATvT8
ATvT9

BREOHCAD |

TJ4—IL & &R

Username Tenable SecurityCenter TE X = U7 4 =R — ¥
REFFOL—W—THT o hOa—HF—4,

[Password] Tenable SecurityCenter TE ¥ = U7 w3 — T ¥
Raffoa—P—T V0 FDONRAT—F,

[HTTP Proxy Host] FTRTCOA v H =Ry b VT T4 T EN—T 4

VT AHLEYCHRESN-TaXy == b
HHEAF, Tuaxy = R—DKRA MMEASL
3

HTTP 7O% < ;R— bk (HTTP Proxy Port)

Tuxy == NEHT LR - hETEZ AL
\iTO

Next] Zz27 U v 27 LET,

[FEMF%E (Advanced Settings) 17 4 > RUICKDEEZ AN LE T, ZOY 1 v RYOREILZ. AT~
YRAF Y B N =ENHE DD FTLITRED A X v SRR VAR SN DN E D ik
Hﬂiﬂbi‘g‘o

J4—IL L% Bl

)R k1) (Repository)

Tenable SecurityCenter TYERK L7z U 7R Y kU 388 4R
LET,

[RF+ > K1) >— (Scan Policy) ]

Tenable SecurityCenter T, ISE FlIZ{ERR L72 A%+
VARV U—HRIRLET,

BHIAX Y UHEROF VI DERE

[RFRXT VY UVBREZTF vV 5RERE (5HEAD)
(Interval between checking the latest scan resultsin
minutes) ]

B A v UHEREBEMR T 5 £ CORMMNE
(U HAL) . ARh7p%EFHIE 1 ~ 2880 T,

[BRHAX Vv UREREHRTDI NI A—LLGLHRE
E3R# (Number of pending requeststhat can trigger
checking the latest scan results) |

(BT ATy iR ET = v 7350 (5 5L

(Interval between checking the latest scan results in

minutes) ]~ o —/L FIZHE L7 M2 #%8 L T
RUVEATH, Fa—I0BSNIZAF v ERD
BN ZTRESNIZRRBEBA T SHE, A
F v VAERDAHER SRS, ARRHIHIX 1~ 1000
T¥., 774/ MI10 T,

MAC 7 FLAD#&ER (Verify MAC address)

[iZV (True) 1 £720X Wz (False) 1 T, [IX
VN (True) JITERE L7-%G . Tenable SecurityCenter
MO DEHAF ¥ UFERIL, =2 RARA > FDMAC
T FL R ELREICOMER SNET,

B zZEoxHLRre
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gasnrrsrozt i

J4—IJLF4A

B

AX v UDHRTE

[BYA FORFvy> b A—ElR (DB
(Scan trigger interval for each sitein minutes) ]

FrTv R AR RV —ENDETOR
fIlRIRG (5T HIAL) o A 2h7R%EPHIL 1 ~ 2880 T,

[RF¥voD M) H—ELEHREBEERDE (Number
of pending requests before a scan istriggered) ]

Fa— BRI ES N AT ¥ VESROBKN Z 2 THRE
SINTEHERBEBRTSGE. [AF¥ v MY T—H
fa (43HAL)  (Scan trigger interval in minutes) |

7 4=V RCHIE SV RRIFIRR 2 R 3~ A Rl A4
VTR R AR UN P —EINET, AR
HPHIZ 1 ~ 1000 T,

DBEODRAEXY > R4 LT+ (Scan timeout in
minutes)

RIRBIZ AR v VBERDNZ A LT 7 NI AHIR (G
BfT) TY, AF vy VERBIA LT U RNTHE,
T T ABERRSIVET, AR EIFHIX 20 ~ 1440
Tj_o

[MFIEITAIEEAR R F v > DE (Number of scans
that could run in parallel) ]

FIRFICSEATCE D AT v O, AR dtHIX1 ~
200 T,

[HTTP 2 A L7 b (FBifIL)

seconds) |

(Http timeout in

Cisco ISE 7} Tenable SecurityCenter 7> 5 O Jin & % 15
3 2 e bR, A 2722 %I 5 ~ 1200 TJ,

THETR2 O J74ILAOGBY LALOER
(Choosethelog level for adapter log files)

THETEROa T LV ERIRLET, AT
LA T a %, [27— (ERROR) ], [fE#
(INFO) 1. [78v 2 (DEBUG) ], [hL—2A
(TRACE) 1 T,

ATV 10 [k~ (Next) 1227V 7 LT, WBHRELMHRLET,
ATy TN [T (Finish) %27V v 27 LET,
EAI O 74 ILDERE

Cisco ISE OFF A 1 7 7 A VT, WaggtEn e Wiy RiRA » FaAFx vy o504 7y 9 v
DEEND IRV E L, AX Y OEMMNRFETZ2RINTEET, /2, ZRLHDOA
Xy CORMBREAIRET 22 b TEET, FAIrm 7y ANV EERLICE, BEAFOR AR
Vo— — VAT 20, £RIEHLWRAIRY — — L E{ERR TE 9,

1R BRI

BT DR NAC »—EREZHBN L, RUE =T HX T RERETILERHY 3,
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B fsnzy erae remrT 205 L —LOBE

ATy T

ATy T2

ATvT3

ATy T4

ATy Th

ATvT6

ATy 17

[R1) >— (Policy) ]1>[R") ~—EZ*K (Policy Elements) ]>[E58] (Authorization) 1> [BRBEETO 7741 I)L
(Authorization Profiles) ]CiscoISEGUI T[A==2— (Menu) ] 714 2> (=) 227Uy 7 L TERLE

D

FHLOFFA 7 1 7 7 A VEAERT D0 BEFEOT 07 7 A VEfRELE T,

[BLiE# 227 (Common Tasks) ] fEIK T, (Mgt & 749 % (Assess Vulnerabilities) | F = > 7 Ry 7 2%

FATLET,

[7H 7% A AH A (AdapterInstance) | K 7 X7 U R NG BE LRV — T X7 X %k

RUET, 72L& 21X, Qualys Instance 72 & T,

WEDAX Y U NOLDORFEINTHFARNR Y 7 ALY G RENVGEIT, NI T —AX ¥ U OAX ¥ URRE

WFEJ AL CAS L E T, ARZRHIHIE 1 ~ 9999 TI,

[(LoMEEEH L CEMMICEHMET % (Assess periodically using above interval) | F = v 7 R 7 A& 4

IZLET,

(&5 (Submit) &2V v 27 LET,

MBI FRA 2 FEREET DB IL—ILDRTE

ATy T

BISA N — NV ZBRE L, Ma5572 T RARA 2 h~DT 7B A ZHIRT 21203, IROMEF5HET & A
A MR EHATE T,

* Threat:Qualys-CVSS Base Score

* Threat:Qualys-CVSS_Temporal Score

* Rapid7 Nexpose-CVSS Base Score

» Tenable Security Center-CVSS Base Score

* Tenable Security Center-CVSS_Temporal Score

INHOBMEIL BB (Threat) 17 4 L7 Y THEATEx 4, ARMEOHIZ0~ 10 T

—/9]‘0
TV RRA v FOlEEE, 77 B ADHIR BIOR—=ZN~DY ZA L7 K) | FFEROHE
BONWTNNEBERTE T,

[#1) & — (Policy) ]> [ —tw b (Policy Sets) ] 4R L %5,
BEFORY — — )V EHRET D, ETRIEVAREOT = v 71250 TH LIS L— L 2 ER L &
R

AT 72 Qualys A7 R L TG R 70 7 7 A L ERID Y THRDOFRMEEER L ET, WIHIZRLE

bgAO
Any Identity Group & Threat:Qualys-CVSS Base Score > 5 -> Quarantine (authorization profile)

AT9F3 [Save] 7 Vv LET,
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BHEE7ERAA QY
CiscoISEZIX, VAV —EAD NI TNy a—T 4 v T DObDORO TRHY 7,
s vaservice.log—VA I 7 IHFRNEENTEY, TC-NAC H—ERAZFETLTWD /— FTff
HATEE T,
s varuntime.log—>= > R A ' b & VA 7o —ICBT 5 ERAEENLTEBY, £=4V 7
J—F&, TCNAC ¥ —EA&FTL WD/ — FTHEHATRE T,

« vaaggregation.log—1 ¢l Z S \ZIUEE SN H = RARA o N OMaggrEIc BT D @A & £
T, 774~ VEH /) — FCHEHTIETT,

S TE HAZEDHRTE

WDFTIE, EETEDHMAED [#RE (Bdit) |74 FUDT 4—/L RIZOWTHALE

T, 2OV 4 RUTCAGEHEDEMNZRELET, 20V 1 RUZERRTHITIE, [A

Za— Menu) | 7TA 2y (=) 27Uy 7 LGRIRLET[EE (Adminigration) ]>[¥ X
T L (System) ]>[iEBAE (Certificates) |>[{E3E T E H3EPAE (Trusted Certificates) ] T,
WETDEHETEDMHEORICH L2 F = v 7Ry 7 A& 4 I LT, Mk (Bdit) 1227V v
7 LET,

R 1EHTEHAAEDOHEER

TJ4—ILK%& FEREDHA KA

FEBHEFTTIT (Certificate Issuer)

JLY KR4 FERAEOTZ LV RVAEZ AN LET, 2L T a7 4 —)L KT
(Friendly T, TV RUAE AT LRVGRIE, IROEATT 7 40 M ERK S
Name) WET,

common-name#i ssuer#nnnnn

Status (RT7—42 | Rey XU U X NG [B%) (Enabled) | F 721 [#%) (Disabled) ]%

A) BIRLE9, FERESEENIC /2> TV DA, CiscoSEIXZHDMENLIZGE
HEZFEH L EEA,

s BA (EE) S E A LET,

16 7k

ISERMDEREERAIZ | ZDFEHET (i Cisco ISE / — RE 721X LDAP — = 50) H—
E%ET D (Trust | N—iEAEZERTL2561E. 20T =y IRy 7 A2 F I LET,
for authentication
within | SE)
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J4—ILF4&

EREDHA RZA4 Y

9247 NEREE
H XU sydog AIZ
E%E9 5 (Trust
for client
authentication and

Syslog)

([ISE N OFRFEMIZIEHEHT %  (Trust for authentication within ISE) ] 7 = v
IRy I A A AT LTIE BB B TRE) Z OFEAEA I L TikEg
TOHBEIE. ZOF =2y IRy 7 A% AT LET,

«EAP 7' b =L &AM L7z Cisco ISE IZHERE T D=0 RAA v M &78
EE L/ij‘o

e syslog r—_"—ZEE L £,

SIBAER—XDE
HEDIIAICERE
3% (Trust for
certificate based
admin

authentication)

TDF v IRy 7 AEFATTELDIL, [7 747 v FEFRER L USyslog
FAZ(E4ET D (Trust for client authentication and Syslog) ] 23R X1 TV 5
BEOHRTT,

BHET 7 ¥ ADFAER—AOBIEDEM 2 AT DT, ZOF =
IRy I A A AT LET, BETE EHEFEA M ICHERGEAET = —
VEAVR—RFLET,

SRaAHP—ER
DFRLAICIEFEY
% (Trust for
authentication of
Cisco Services)

74— R =R EDINBL A Y — EREEHT D702 Z OFEE
EERTLEAIE, COFz2v IRy 7 AF I LET,

SIBAERT—A2 R
DIREE
(Certificate
Status
Validation)

CiscoISEVE, ¥FED CANFITT H7 T4 T M ELIFT Y — N—FEHED
RNAT =B A% TF 27952 BYDOHEEZFR—FLTWVET, 1
2D J71EIL. Online Certificate Status Protocol (OCSP) Zfifi [l L CEEHHE
EWGEET 52 LT3 (OCSPIE, CA K> THREFEND OCSP H—E 2
WCESREZITWET) o 22D FEIE, CiscolSEIZCANL A 7 a— K
U7cREHERSN Y A b (CRL) &AL CGGEHELRGET S22 L T, &
HHOHFEL, OCSP ZHRUINCHEH L TAT —X AW CE & X
RV CRL i3 a5 CCE£7,

OCSPH—ERIZ

OCSP — b R IZ%f L CiEAEEZHGET 21213, ZOF=v IRy I A%

LTRSS (A LET, ZORy 7 A2 42T 5H12iE. £ 0CSP ¥ —t A% 1E
(Validate KT HLERH Y £,

Against OCSP

Service)

OCSPMFBAL R |FEFAE AT — & A7 OCSP H— B R |2 K o CHIWr S 7e o 755 1R
F—RRERLE | ZHEST I, 2OF =2y IRy I A% A A LET, ZOF 2wV
BEFIEREER | ANy 7 A2 LG, OCSP —E R L > TAR AT — 2 Al
9% (Reectthe | NS4 D & CiscolSEIFBUERMIIL TWD 27 747 v MEITH—/3—
request if OCSP  |GEHEZIEA L £9°,

returns

UNKNOWN

status)
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TJ4—ILF% FREDHA ESA4 Y

OCSPIGZRINE] | OCSP JEZAUMABIFERFE/R2Y51T Cisco ISE N ER AL T HITIX, 2D
ETRREGEBAEFE | T2y I/ Ry 7 A E AT LET,

KEEBTD

(Reject the

request if OCSP

Responder is

unreachable)

CRL D& DY CiscoISE CTCRLAZ X 7 v — RT 512, ZOF v IRy 7 Aed
O—FK W LET,

(Download

CRL)

CRL #2{§ URL
(CRL
Distribution

URL)

CAMWSCRLEA 7 a— KR35 URL # AN LFET, BN
ETHEESNTWAEAS, 207 4 —/L FIZEEBNICHEAAENE T,
URL (% Thttp) . Thttps) . F£721% lNdap] THEEHZXLERH Y 5,

CRL Mm%
(RetrieveCRL)

CRLIZ, HEWEITEHICH Y on— RTEET, ¥ Uru— ROk
bR 2 e L E 9,

Ao aO— KFhk
LTG5 & 30
45 (f
download failed,
wait)

CiscoISE/N CRL ZHE X v 1 — K95 FE TIZ Cisco ISE [T MHBERRIT %
AT D VLER D HREEMEZRE L £,

CRL Z2ELL
LM5S CRL #REE
EINAINRT B
(Bypass CRL
Verification if
CRL isnot
Received)

IDF IRy I AEF N LTS E, 7747 FERIL CRL 3%
FEEINHANIZTANONET, ZOF =y IRy 7 At 7IZ LT
Ay BIRLZCAICL > CTEBA SN ERZERAT 2T T 747
v FEERIL., CiscoISEIZL>TCRL 7 7 A B ZEENDETHEREIN
3

CRL WNELEEM
TR, F=(X
HIRRTNhDIGE X

|mMR9 5 (Ignore
that CRL isnot
yet valid or

expired)

CiscoISE TRt H CHIBRH 2R L, F727 277 4 7 TRWIEZITHIR
IO CRL #5 ZHe X i L. CRL DHNAFITEES VT EAP-TLS 854 3
AEIIEST ARSI, 20Fzv IRy 7 2% 2 LET,

Cisco ISE C [A%hH (Effective Date) ] 7 « —/L ROBRIGH & RO T

(NextUpdate) 17 4 —/V FOMRAZ CRL 7 7 AV TF = v 7 3556
X, ZOF =y IRy I R4 T7IZLET, CRLONELET 77 4 7 Tlidis
W, FREMIRBYINOSEA, 0O CAIL L > TEL SNTAFAEEF
TLTRTOFFHIEL SNET,
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B 77 z08%

EErEYD
BT LEHEA T
BT & 2 AEEOmE

., - LN =JL =
ATTFIORDEKTE
INHEDT 4 RUTIE, N7 T v Hit, BIOT —XEEOMELZFEHAL T —4%
BHTX £,

JIRT b DERTE

WOFRTHE, YRV BV EERL TNy I T 0T 77 AV ERIET DT I TE 5 [ K

YU U AR (Repository List) ] 7 4> FU7D7 4 —/L RIZOWTHMHLES, 207 4K
OERTFT BT, [Ama— Men) [ 743y () %270 v 7 LTORIRLET SR
(Administration) ]1>[2YRT L (System) ]>[*>TF 2R (Maintenance) |>[JRI ~ 1
(Repository) 1.

F2:URY MY DHE

J4—ILFK FREDHA FSA4 Y

YR k1) VARY N OARTZEAT LET, K80 XT-OFT A TEET,

(Repository)

[Protocol] AT AFERRESRTe haro 1 S8R LET,

H—N—% (TFTP. HTTP. HTTPS. FTP, SFTP, B L OXNFS THH) UAKRI R U D

(Server Name) | fEpkSe 4 —/S—DAR X "4 ET2IXIP 7 F L2 (IPv4 7213 IPv6) & AJ)
LiTO

GE) IPv6 7 FLRAZFEHA LTI ARY M) ZBINT 58415, IPv6
7 RURAZMHEHALUTISEethO f v F — 7 = A ANHESI N TV
HZLEMRELET,

Path YRS R ~DRZAEZASLET, 202 F, UERY N OESEICE
HTHY ., FELTWDHLENDY £,

ZOfEIE, Y= —DN— b T4 L7 NI ERT2ODRAT v a (/)
FREHE—-DORAT v 2 () THATEET, 7272 L, FTPZ 2 F a0
BHF, H—02xT7vva () 3— b7 4127 MY TiEARL, v—Ab
TNRAAKR—LT 4 L7 FUDFTP ZRLET,

PKIEBRBEEZAMIZ| (A7 32 : SFTP UARY R UICOA5EM) SFTP VAR R U TRSA 2
LEd, B —GE2 AT 2T, ZDF =2yl Ry A4 I LET,
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FUTRUE NV I Ty TOHRE .

J4—I)LFK FRLEDHTA KSA4

[User Name] (FTP., SFTP T#ZH) RE SNz Y — "— kT D E X IALMERZ
=W —ZE AN LET, 2—F—LI2F, ZEHFL - /@\$ LFEED
HZENTEET,

[Password] (FTP. SFTP TH4H) REESNT-H—_—~DT 7t 2T 5 /3%

U—FREANLET, XmAT—RIZHEHTEEXFIE, 0~9, a~z, A
~Z. v @ # SN &KL+ B =TT,

!\m~®i5&#%®%%1$(tﬁ®)xb EEENTHEREA)
IZ. GUIZMEH L7 FTP B L ONSFTP XA U — RREIMHEHTE 52 &1
HEELTLIEIY, 2720, Ziub OFRIFE, CLI 7213 Open API
WL AREICIIFEHTEEEA,

EELEY D
Al sHE AN
URY MY OFER

AOoTIROR NI Ty TOHETE

ROETIE, N 7T v T HALBEORE TG T 57D TEL[AVTIV RN I T Y
7 (On-Demand Backup) ] V4> KUD7 4 — )L RIZOWTHALET, ZOv s KUz
TRTHITE, [A=2— Menw) | T/ (=) 27V v 27 LTERIRLET[BE
(Administration) ]1>[Y AT 4 (System) ]>[/Nv 9 7w 71485 (Backup & Restore) ] T
D

RIAVTIVENYITYTORE

J4—ILF4& FRLEDHTA KSA Y
247 WRDOWT I EEIR L FE T,

[BRET—2®D/N\v YT v T (Configuration Data Backup) ]: 77V
r—3a VEAFE LW Cisco ADE A XL —F ¢ F VAT Al )7 O
T — 2N EENET,

BRAT—2®0D/N\v -7 v T (Operational DataBackup) ] : £=# 1V
VIBION I TN a—T 4 T T AREENET,

WNYITITR |\ RorT7 97 774 VDL4ETEATTLET,
(Backup Name)

RS MUE |\ NI T T T ANVERETDURY R, ZZICURY MU AEAT
(Repository |42 = LI T EtA, FryTH T ) A MDLRIARRERY HD Y
Name) DHEBIRTEET, RNv 77 v FOETHICY KD R ZERLTVS
CEEMER LTSN,
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EREDHA RZA4 Y

Encryption Key

ZOX—I, RNo I T v T T A NDOREE b L ORI ER SN ET,

EENEY D

Ny I T T T—=EDEAT

F T U RBEXOART V2= Ny I T v

Ny 7T TR

Ny 7Ty T ORI

Cisco ISE 18 yeifE

WAEB L OFFAIAR Y O —REDT 7 AR— b
DHEREECOT T4~ /= R&ehoZY 7 — ROEM
T T RNy 2T FDFELT

AT a—IL NNy O T7vTDETE

WDOFRTIE, FNAN I T v TERIIE SN\ 7T v TP OETLIEHTE L[ AV a— Ny
27 v 7 (ScheduledBackup) |V 4> KUD7 4 — L RIZOWCTHALES, 20T 1 Ny
ERATAHICIE, [A==2— Menu) | 7TA 2> (=) 270y 7 LTGRIRLET[EE

(Administration) ]>[Y AT L (System) |>[/Nv % 7 v F/{E5T (Backup and Restore) ] ©

j—o

RGATS1— L NI T I TORHRE

J4—ILF4&

FEREDAA RS2

847

WONWT P ERIRLET,
[BRET—2®D/N\v YT v T (Configuration DataBackup) ]: 77V
r—va VA LN Cisco ADE AR L —T o  J U AT A7 O
T — 2N EENET,
EAT—2®D/N\vY 7 v T (Operational DataBackup) ] : €E=% Y
VIBXQRN T TN a—T 4 T T REERE T,

[Name]

Ny I T T 77 ANDLHETE AT LET, fLEDODND LT WARTE A
JJTEET, CiscoISENE, Ny 7T v 7T 77 A NI A LAZ T
EMLT, Z7AN0EVRY FUITKHLES, B0y 77 v 7 %AE
T DEIICHREL T, — BRI T v T T ANALE/DHIENT
XFET, [ATF P =2— vy T T v 7 (Scheduled Backup) ] UV A h ¢ >
Ko T, 774 NVADEAIZ Tbackup occur] 28BS, ZO7 7 A v
Mkron ¥ a7 THDHI L ERLET,

AEA

Ry s T v TORBE AN LET,
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Ky v—nzs2k—tgEozrsa—L |

J4—ILF4&

EREDHA RZA4 Y

DRI L) £
(Repository
Name)

NPT T T7ANVERGETDZVRY M) ZBIRLET, ZZICVKRY
NIAEANTHZ EIXTEERAL, Ray Xy U X BRI A6
BRUVRY MY OARZFRTEEY, NI T v TOFATANZY AT M &
ERL TS Z 2R LT IEE0,

Encryption Key

Ny T T T7ANEREALB L OE ST 2700 F—2 AL E
ﬁ‘o

ARoa—yvy

FTay
(Schedule

Options)

AR a— NNy 7T T OMEETRRL, MEMOAT > a AL
i—g—o

EENEYD
Ny 2T v
FN AV
Ny 2T 7
Ny 7T w7

T—=HDHA T
BLOAFr P a—nN RNy T v
Jg IEE

DIBK

Cisco ISE 18 jr#:/E

RALS LU
SYBBREET D

AR —REDT Y AR— |k
FIA~Y J—KRévho XY — ORI

CLIZHA LRy T v

Ny 2T 7

RYS—DITHY AR— bk

DAY 2 —)b

BEDART 1—)L

WDOETIL, [RY v —DxT AKR—FDA Y 2—)L (Schedule Policy Export) |7 4 > K

DT 4 —)L RIZD
ay (=) &7

WTHHILET, 2OV FUERRT DL, [A==2— Menu) 17 A
v 7 LCERIRLET[EE (Adminigration) [>[2 X T L (Sysem) [>[/3y

97w 7I1#E5t (Backup and Restore) 1> [R1) >—®D I Y XR— k (Policy Export) ] T,

R5ERY—DIVRAR—FREDRT S a—)L

J4—ILF4&

EREDAA RS2

551k (Encryption)

Encryption Key

T AR—= N T —=H 2 bB L MES LT 2720DF—2 AT LET,
DT 4=V & ¥ —Z2fMH L2 AR —F (Export with
Encryption Key) | 4 7'v a v @R LICGEICOHENTRD £7,

Destination
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. —fi% TrustSec DXTE

BREOHCAD |

J4—ILF% FRLEDHTA KSA4 Y

o—AhJ)Lay RIS — TV AR—K T AN Ea—H)L AT AIX T a— RTX
Ea—&IZT774 | £,

LWEEO—F
(Download fileto
local computer)

[Z7A4IL%EA—
JLTHEE (Emaill
fileto) ]

OB A—NLT RLRAZ, Ho~TRYABZ L TANTXET,

RO Y RV =T =852 AR— T2V RT M) EERLET, ZZIZUR
VIMIAEANTLZLETEE A, Fuy7Z o U MR
REZRVARY M DHEFNTE £, K =D AR— DAV 2—

NEBRET BN, VAEY R EER LT ES0,

STCIVRR—|F—F%u—HLaL Ea—FIZzr AR— T 5, BT A—LOUAH

k (Export TrANE LTCRETAICE, 2ot T varE sy LET, UERY

Now) RUICE s AR — T 5213 TExEHA, VESNIOTZ ZAFK— o
BB A a— L TEET,

Schedule

R Sa—=NoT |2y AB— N DRV a— L OBEZEER L, ZHUDE L TZOMOFE

r7vay EAILET,

(Schedule

Options)

— % TrustSec DX E

Cisco ISE 28 TrustSec #—/3—& L THEBE L 72V . TrustSec F—EAZ#MLL7- 0V 512X, 7
72— 3L TrustSec X EZ ER LET, ZDOV 4> FUEFRRTAHIZE, [A==— (Menu) ]
TAay (=) 27V v 7 LGBRLET[V—2 &L ¥ — (Work Centers) ]>[TrustSec] > [#%
& (Settings) ]> [TrustSec D2fF%E (General TrustSec Settings) .

TrustSec BRI DR

ZOFTvaraB®RT oL TRTOXRY MU —2 731 ZTEHT O TrustSec AR U T — 73
SN TWAENE I DEMHBTEET, CiscolSE TRESINTZRY —E Xy hT—F FA
A ZADRNFENH DB AL [T 7 —2 (Alarms) | Xy =Ly b (V=27 &% — (Work
Centers) ]> [TrustSec]>[# v v =4 — R~ (Dashboard) ] L [F—2 (Home) ]>[H~V
(Summary) 1) |27 7 —ANFERIINET, TrustSec ¥ v ¥ = R— RIZ, LLFDOT 7 —LN0
TRINET,

c MRREZ BB ANBIGE 72ITE T T 57 NT, [ (nfo) ] 74 a2 L& bITT 7—LN0
FRENET,
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—fi% TrustSec DX TE .

cHTLWEERICEVBIE Y 0 2ARNF v oL ENFEEAIE. [IEH (Info) 174 22
LLHITT T —ARFRENE T,

MRFET BB AN T — TR LIS IR, [BS (Warning) | 74 2L & 61T 7 — A
NFEREINET, E2E Ry VU= T34 AL O SSH #5i 2 BlT R WGE0F v
ND—27 FRAZAPMERTERWEGE, 2D WIE CiscoISE THRESNTZRY —E % v
D —27 TR ZADMICHIEN S DY H 72 ETT,

[EBHORGE (Verify Deployment) 147> a U id, ROV 4> R THHEHTE EJ, Cisco
ISEGUI T[A==2— (Menu) |7 A2 (=) 27Uy 7 LTEIRLET:

«[7—% 2% — (Work Centers) |>[TrustSec] >[a >v7R—=+ > k (Components) |>[t
Fa2)T 4 JIL—T (Security Groups) ]

«[7—Ut>4%— (Work Centers) |>[TrustSec] >[2 >7R—F+ > k (Components) | > [t
X2 T4 )L—TACL (Security Group ACLS) ]

«[T—5Y 28— (Work Centers) ]>[TrustSec] > [TrustSec/R!) & — (TrustSec Palicy) ]
>[HARY — (EgressPolicy) 1>[<¥ kv P R (Matrix) ]

«[7—5t 28— (Work Centers) ]>[TrustSec] > [TrustSecik!) & — (TrustSec Policy) ]
> [H AR — (EgressPolicy) | >[#fExY ') — (SourceTree) |

«[7—% 24— (Work Centers) |>[TrustSec] > [TrustSec /R ') & — (TrustSec Policy) |
> AR o— (EgressPolicy) [>[¥ k1w o X (Matrix) |>[%85 Y ) — (Destination
Tree) |

[T _XCOREHEICHERGE (Automatic Verification After Every Deploy) | : THLE LD R
2. CiscoISE TTRTDORy NIV —7 TAA XA LOFHEMGET 2121E, ZOF =y 7Ry
JAEAANACLET, BEZavANE T LD, B 1t 2% 0K (Time after Deploy
Process) | 7  —/V NIZHEE L7200 L7212 10, BGEE7 v ADBG S E7,

JERE 7 v X% OFEHE (Time after Deploy Process) | : BB o AN5ET L7k, Mk~ o
T X 2B T DTS Cisco ISE (ZF#E S E 2 MM 2 FiE L £ 97, ARZRHPHIE, 10 ~ 60 79T
D

FREHART TP LW BB E R SN2 G AR OBGENEI TR OB EIL., BIEORIET vk X
Tx vy oL EnEd,

[6F <HEE (Verify Now) |: BGE7 RE X &2 IZBMATAIZIE, 2047 va a7 Uy
7 LET,
Protected Access Credential (PAC)

o [ h >RV PAC DTt rIHERERT  (Tunnel PAC Time to Live) ] :

PAC OB ZIEE LE 3, Mo kL PAC 1T EAP-FAST 71 /LD kgL &4
BeLEd, BRefafb, 4. B B, R CHRETEET, S 740 ML oo H
<Y, FhemAITkD LB T,

« 1 ~ 157680000 ¥

o 1 ~ 2628000 %

| grozL2sd I}



BROHLRAD |
. —fi% TrustSec DXTE

o 1 ~ 43800 HfE
1~ 1825 H

e 1 ~ 260 Hf#]

[T 7T 47 PAC BETZRO%IZFATT % (Proactive PAC Update Will Occur After) ] :
Cisco ISE 1%, FBFEICHIh L=, REL72/S—k T —T D k> R/ PAC TTL 3%~ T
b\é EEIZ, HILWPAC 27 747 & M PBIBICHREE L £9, PAC OHIIRA B 2 Al

ﬁm®m£#E%_ﬁbhék P— =L F RV PAC DEHZBBLET, Z0O
AD=ZABZEY, AR PAC T 7A TV bR EHINE T, 77 4/ MEIX10% T
R

XAV TAITN—TRTEBSDEYET

¢ [VAT LATSGTHEHAZH VY TS (System will Assign SGT Numbers) ] : Cisco ISE (Z SGT
Bk HBERSEL5EIF, ZOoF T v a Vv ERIRLET,

o [#PHNOF B ZFRIMT 5 (Except Numbers In range) | : FEIFZEHIZ SGT &5 O#iH %
TRIT LA, ZoFT a2 LES, Cisco ISE (T, SGT DA Z DOHiPH
DOEAEZEER L EFE A,

o [2—H =2 FHET SGT HF 5% A9 % (User Must Enter SGT Numbers Manually) ] : SGT
HEx2TFECTERTALAIR., 2047 a 2R/ RLUET,

APICEPGD X2 ) T4 T IL—TB 5 DF 2\ >4 (Security Group Tag Numbering for APIC
EPGs)

[APICEPG DOt F = VT 4 7 NV—T 2 7 DF 54+F (Security Group Tag Numbering for APIC
EPGs) ]: APIC /5% L 72 EPG 233\ T SGT 2Bk T 28581, Z0OF=v 7Ry 7 A
ZA L, T /S OHMZIEE L £

X VT4 TN—TDOBEEER

[FRRENV— IV EAERT D L XX U T 4 70— % HEMER T 5  (Auto Create Security Groups
When Creating Authorization Rules) ] : 385EAR U > — D — &2 ERT 5 B2 SGT % H BRI /E
R 2HmBIE. ZOF = 7Ry 7 AeA T LET,

ZOF T arEBR UG E, [RBREAR Y > — (Authorization Policy) ] 7 « > R D L
2. TE#EtX2 VT 4 7 —TOVERD A > TF (Auto Security Group Creationis On) | &
WO A E—URERINET,

HEIER X7 SGT X, L—/LEMICHESWTH4L S ET,

\)

GE)  B#EMER SN SGT X, ZAUSKIST 2B AR Y & —— L ZHIR L THHIFRS L EE A,

B zZEoxHLRre



| gEoHLRAS
—fi% TrustSec DX TE .

TN NTHE, BRA VAN NVFEEZET v T L= RDEBTIOL T2 a U INEZRY
\iﬁqo

s [HEif4 472 a > (Automatic Naming Options) ] : HEIMERK X415 SGT O m4 iRAI % E
FBIDIIE, ZoFTvaraHALET,

(W) [#ENCk 2 E £ ET (Name Will Include) | : RDOA T 3 DWW AR
RLUET,

< JL—ILE
+ SGTEHS (SGT number)

c JL—ILE B LUSGTES (Rulenameand SGT number)

T 7 4V T, Pb—v4 (Rulename) |47 a UASERIRSLE T,
F7 v a T, SGTAICLL FOEHAZBINTE £9,

e R —tv 4 (Policy SetName) (Z DA a XAV —E>  (Policy
Sets) |1 WA R EIZOHEH FEETT)

« FL 7 4w A (Prefix) (8 XFFT)

e W7 ¢ w7 A (Suffix) (8 XFEET)

Cisco ISE 1Z, FERINZEIZIL U T [V 74 (Example Name) | 7 4 —/L RiZH 7
SGT 4 x## R LET,

7 U4 RTD SGT AFAE L TW DA, ISEIXSGTAIC [ x) #Mmx £9, xix GhfE
DAHRNCIBMEA SN T RWEAR) 10 DIAE DROIOETT, H LWARIA 32 0F
EVREWEE . Cisco ISE IZ K> THRAID 32 LFITH D FETHNET,

KRR RBDIPSCTH#MTYELT

[FRA 4D IP SGT ##i~ » v 2 (IP SGT Static Mapping of Hostnames) ] : FQDN & 7R A k
AREH ESNDYA . CiscoISE 13~ v B2 7 &R L CRBLIREEAZ RAET HERIZ, PAN B X
WPSN / — FNODORETHIP 7 RLAZMBA L ET, DNS 7=V iIZk> TRENDIPT R
VARIER SN D~ v B T ORAERET D513, 2o+ 7 varazHLET, ko
TNNDOAT v a v EFIRTE £,

*DNSY T JIZK>TREINDZTARTDIPT7 FLRIZH LTIV EV T %ERT S (Create
mappingsfor all | P addressesreturned by a DNS query)

*DNSY TV IZ& > TRENDRIDIPVAT FLRAE L URHDIPVET KL RITxE L TDH
Yy EVYEEMT S (Create mappingsonly for thefirst | Pv4 address and thefirst |Pv6
addressthat isreturned by a DNS query)

| grozL2sd I}
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SN Y

BREOHCAD |

vy b —29 534 R FH TrustSec HTTPH—E X

« [HTTP % — v A %A%t (Enable HTTP Service) ] : HTTPZfEA L T, A— k9063 #&H T
TrustSec 7 — X %3 v T —27 T34 ATHAE L ET,

s JRBEANA B — FRLEEEICE DD (Include entire response payload body in Audit) ] : B4
1 Z1Z TrustSec HTTP JGE A B — RAXRKZFRT 5613, 2057 v a 2 /%)
WCLET, 2047 v arvaz2RIRTDE, XT3 —v U ARKIBITIK FT 2 AREMERH
FT, ZOF T arEENITHE, HTTP ~v & —, AT —HX A BLOWGEHERD
H3a sk S N E T,

EErEYY
TrustSec 7—x7 7 F ¥
TrustSec D = L IR—F 2 b
TrustSec ® 7 1 — /N )LVELTE

—7 )=

vy 3: nrunﬁk%u* v kJ— 7 (SAnet) O)-Ij-’_k

2y kDJ—4

CiscoISE 1%, By a Vil xRy hU—F 7 (SAnet) (25T BEREN RV — kit
LE9, SAnetid, Z< DI AaAAL v FTHEITTH Yy a VBT L —LU—27 TT,
SAnet |Z. AIfRME, FREE. BBAIAREDOT7T 7Ry a U AEH L E T, SAnetif. RADIUS
mjﬁﬁﬂaiﬂfwéﬁ%E27/7V%F%ﬁmbiﬁ(MWBE&ﬁ\mn7D77
ANV —ERT T L — EREENTWET, CiscolSEIL, v 77 A 1% [H—EX
TUTU— N B#ELTHERNT A7 772 L CRET 0 7 7 A VDY —ERT T L —
hZ&kR L ET,

CiSCO ISE mupﬂz7 = 77/]’/1/ j: Erﬁ@ ) A ]\ ’W*ﬁéﬂé RADIUS muj)@ﬁﬁ)aiﬂ“(b\
F9, £/, SAnet —E 27 7L — MIZiE, RADIUS SBAI@HELEENTWETR, Zh
SDBEMITY A MIEBRINERA,

SAnet 7 /NA ZADHA . CiscolSEIZV —E AT 7L — FDOLRIZEELET, FvviaW
WZEDOa T FREHNICER SN ENFELRWIRY . T3 X3 —E AT
yF—hparrFryEZ 7 yu—RNLEYT, —ERX7 7 L — MK TRADIUS &%
WA IS &L Cisco ISE1XT /NA AT CoA lEIZEE LET,

TIN R

TR DHETHHEINTND Y 4 RUEEH LT, CiscoISE THRy bV —27 731 2438/
BIOBFHTEET,

B zZEoxHLRre
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| gEoHLRAS
v ro—y #riq 2egngz |

Ry kT8 FAL REEDHE
WDFKTIL, CiscoISEDF Y hU—27 T IRV ATNAA ZAERETDHZOIMEATES [F v
hU—2 5,34 2 (NetworkDevices) |7 4> RUDT 4 —/L KIZOWTHHLET, 207 ¢
YRYEFRTHICE, [A=a— Menu) [ 742> () 227V v 7 LGERLET[ER

(Adminigtration) 1>[#v kT7—%1)Y—X (Network Resources) | >[+Y kT—o T34
Z (Network Devices) ] T, [##0 (Add) &2V v 7 LET,

Y RIT—=D TINA ZADHRE

WDFETIE, [Fy NT—7 T34 ZADF%E (Network Device Settings) [ L\ F v kT —27F
/NA A (New Network Devices) |V 4> FUD 7 4 —)L KIZOWTHHAL 7,

R6: 2V LT—D TINA RDHRE

Ta—ILE& BL)]

471 (Name) Ry NI —TF A ZADLFTEAD LET,

Foy U= FSL AL, TR ADBA M & ZRR DD 0T
HiZfeECE ET, T/ AL LRI T <,

6= VIS U T, RERICT A ADLHEEETEET,

B ZOT A ZADFMHE AN LET,

BEOH LA
|



B <7y 7 zesons

BREOHCAD |

J4—ILF4&

B

IP7RFLRET
1T 1P EEE

Ray 72D ) X RNBRONTINEZRRL, RENDT 4 —/L R
(CHEREE AT LET,

“[IP7 KL A (IPAddress) ]: Hi—DIP7 KL A (IPv4d £721LIPv6 7
KLR) LY TRy h~RTZEZATLET,

* [IP#iPH (IPRanges) |: 4E/RIPv4T RL ADHHAE AT LET, @&
AERFIZIP 7 R L A& BRI D121%, [FR2h (Exclude) | 7 4 —/V RiZ
IP7 RUVAFERZIEIP T FLAOHEHBEZA LET,

IP7 RLARLY TRy h~RA7 EXIP T FLRAOFMAEEFRT D720
DOHA RITA v BRITTRLET,

HEEDIPT RLAZERT L0, Y7 Xy h~AZ ZfH L CTIP &
HAEHRTEET, A ZAADIPT RLAHHENERZ SN TV D
Bit. T3 AAIZERESN TV DHEFADOMEBOT R LA ZR|DT S
A ABIZRETEET,

cITANTCOF 7Ty FOIPT FUAHPHZERTE LY., IPT FLXA
OFIHEIRET DL &IC, " T () FRETAZI A7 (%) %
AN BH—FELTHATEET, 7oL ziF, wxsrs
1-10.1-10.1-10.1-10 F 721 10-11.%.5.10-15 72 £ T,

Y7y FATTITEMEN TV DEEIE, BESNICHAN LD
IP7 RUAFHOY 7y h&ERAPTE IS, 6
10.197.65.%/10.197.65.1 % 7213 10.197.65.* exclude 10.197.65.1,

Fy RN =T FNRA AT LR KRA0ODIP T R A, 13 IP&PH%
WETEET,

FIUIPT RLAZFO2EDTNA AEERTHI LT TEET A,

MU IPFIPHZFF D2 BDOT A AL ERTHI LT TEEHA, P
HIPHIL, —FEZIIEMPERT DL LITTETEE A,

AN A=
774 (Device
Profile) ]

Fay7ZT Y X RN, Ry NI =0T ADRZ— 2R E
ER

BIRLER A —DFy NI TR AR R—F LD 7a—8BX
OV —ERAEFRT DI, ey X0 )2 MNORICHLY—LDE
YREMERALET, Y—ADObr ML, TS ABMEMATS URL U &
A4 L2 FORADIUSFRHZH (CoA) R—h & XA b ERRESNET, Z
NooRMEX, TXAAZATDORYy NT—0 TNRA AT 77 A4)LT
EFRINET,

B zZEoxHLRre
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vy k=5 Friqz2zgonE [

J4—ILF4&

B

ETFILE (Modd
Name)

Ka oy X7 ) R RRDBETFAL ADET VRN LUET,

ETNAFE, V= AR—=ADRY) —DFMETF =y 7T HEXIT, RT
A—=FZDI DL LTHERALEST, 2o, XA AT 427> a3F VI
%Di‘é‘o

(Network Device
Group)

YIbozT Ray 7 Xy YA RNE, Xy NT—=ITNA ATETTLHY 7 MU=
N—o3v TONR—=T g EBEIRLET,
V(sth)are VTR 2T AT g U E, A AR— DR DG B F 2 v I
ersion BEEI, RTA—FZO1IOL LTHATEET, ZORMEL, 751 2
T4 arlIilhHn ET,
Y bT—0 F |[*y NT—2 T34 A7 )—7 (Network Device Group) ] = VU 7 T, [H
INARGIW—T |r— 2> (Location) ], [IPSEC], BL O[T /34 A ¥ A7 (Device Type) |

Fay7FZo ) 2 S bLBER R ERLE T,

TN—TIHRRIZT A ZZED Y Thne, ZOTN—T137 7 40 k
DT NRAATN—T Jb—h Xy NT—7 TRA R TNV—T) IZEEN
F9, ZHUTLY, vhr—ya Ak [T_TCorr— 3 (AllLocations) ]
VTN, REATI[TRTOT N, 2K A7 (AllDevice Types) ] & 720
E RN

N

GE)

SERVAT R B

LEJ,

T4 NVH &AL TCCiscolSEERND Ry NU—2 T 7 AT /34 A (NAD) Z&ER L THI
TIOYFDXY v 2%/ VT LT, ERLIZNAD OABHIBREND X DI

RADIUS FREEE%5E

W DFTIL, [RADIUS #FEa%E (RADIUS Authentication Settings) ] =V 7 D7 ¢ —/L K|ZD

WTHBLET,

= 7:[RADIUS FBREERE

(RADIUS Authentication Settings) ] T') 7

J4—IL K4

FREDHA FSA4 Y

RADIUSUDP D *E

Protocol

BIRL77'me has e LTRADIUS R R L £7,

BROH LA .“
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J4—ILF4&

EREDHA RZA4 Y

HEWE5E
(Shared Secret)

Xy NI =2 TNA ZADLFREGEE NI LET,

HRESX, pacA 7 Y a U EFRE Lz radiushost =2~ > K& LT
Foy R =2 F A ACRE L% — T,

GE) WHEMEROESIX, [T 208X 2 U T 4 #%E (Device
Security Settings) ] '74 Y RFv ([ (Administration) ]>[7% v
rDU—27 1 Y —A (Network Resources) ]>[* > hU—27 5
A A (Network Devices) ]>[7 /3 AtF¥ =V T 4 i%E (Device
Security Settings) ]) @ [RADIUS G RO /Mg (Minimum
RADIUS Shared Secret Length) ] 7 4 —/L K CE&E S /2 fE &
FEUETHLLENRDHD £77,

RADIUS $h—/N—=TORRX N7 F 77 ¢ AL, 22 LFITT D
ZETT, FHA VA M= ABIOT v L— RS ER

DYa. WAMERORIIIT 74 /L FT4LFTT, ZOHE
[T NA AEFx 2T 1 3XE (Device Security Settings) |7 «
Y RUTEETEET,

2EHOHAWE
DfEA

P MU —2TF 34 AL CiscoISE THEASIND 2 FH LG WEREL IR
ELET,

(GE) Cisco TrustSec 7 /3 A A|ZiX, T =2 7/VHLEE () OFRS
BH Y ET A, CiscoISE 1T & Y 255 415 Cisco TrustSec CoA
N7y MEIFEIZEROILARE ) Z2EHLES, 2&BO
HHEMEFHOFEHZFN T BHI2iE, Cisco TrustSec CoA /37
k% Cisco TrustSec 7 /31 AIZE{E9 5 CiscoISE / — K& i#
RLEF, [7—P 12T — (Work Centers) 1> [T/N\f RE
I (Device Administration) |1>[®ry bT—2 1)V —X

(Network Resources } | > [# v k7—% F7/34 X (Network
Devices) |>[:EBf0 (Add) 1>[&EE X TrustSec %% (Advanced
Trustsec Settings) 17 4 > KU D X7 (SendFrom) ] K
THETLY AT, ZOXAZIEHT D CiscolSE / — K%
RELET, T4~ VEH/—F (PAN) EFHRY >—
=R/ —F (PSN) ZERTEET, BN L/ PSN / —
RW™Z 7 L TWBHE . PAN I Cisco TrustSec T /31 Al
Cisco TrustSec CoA /X7 v & EEL E7,

GE) RADIUS 7 7 & A8k D 2 % H DA EHERE T
[Message-Authenticator] 7 ¢ —/V K& & Te /37 v MZXFLTOH
HIERE L E£7,

B zZEoxHLRre
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vy k=5 Friqz2zgonE [

J4—ILF% FRLEDHTA KSA4
CoA 7/R— k RADIUS CoA IZfEHT AR — M EHELET,
(CoA Port)

TNAADT 7 4V RO CoA R— M, Fv MU —27 T34 ZFITFERE
ENTFy NU—T TRAATa 77 ALV TCERINET ((BE
(Administration) ]>[®v bT—%1))—2R (Network Resources) ] >
[#vy FT—9FIRLRXFOT74JL (Network Device Profiles) | >[# v
F7—2%1)Y—X (Network Resources) |>[®v kT—9 T4 X701
774 )L (Network DeviceProfiles) ]) . 7 7 # /L k CoA AR— &7
BHIZIE, [T 7 A4V MIZERE (Set ToDefault) 1227V v LT,

GE) [RADIUS 587E#%¢ & (RADIUS Authentication Settings) ] D [
k7—% 784 X (Network Devices) | 7V 1> Fv ((BH
(Adminigtration) ]1>[®v k7—%1) Y —X (Network

Resources) |1>[#v kT —%2 F /34 X (Network Devices) 1)
THE LT CoOAR— FNELEET H5E5IE, [y bT—0 TN
A4 RX7A774)L (Network DeviceProfile) 17 4> K7 ([&
I (Administration) 1>[®y kT—%2 1)V —X (Network
Resources) |>[y hT—9FTN4RXTAT 74 )L (Network
Device Profiles) ]) CTxfI&d 2717 7 A /LIZ[F U CoA R—
FNEFEELET,

RADIUSDTLS D&

B DTLS

[ 72 DTLS (DTLSRequired) | T = v 7Ry 7 A% F 1235 &, Cisco
ISETIXZ DT A ANHODTILS BERO A DB NET, ZDF T3
VRN T S &, Cisco ISE TIZ 2 DF /34 255D UDP sk & DTLS
BROW T BB S E T,

RADIUSDTLS iZtE¥ =7 Y/ v kLA ¥ (SSL) kI RIVOMELE L
RADIUS o iz an=tx=2V 7 1 284 L F 7,

HEWEHE RADIUS DTLS IZfi H & HMERNAFR RS NET, T OMEITHEE S
(Shared Secret) |41 T3 Y, Message Digest5 (MDS) FERMT = v 7 Z3HAT 572 0OIfEH
INET,
CoA 71R— k RADIUS DTLS CoA (ZfEHT AR — M EHREL £7,
(CoA Port)

CoA O | SE SEFER
ENHITIT CA

ke vy 7% 2 k)i RADIUS DTLS CoA (#4238 EE R 2 78R L
F9,

BROH LA .“
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

DNS £

Xy NI —2 T8, ZADDNS 4% AJ)LE7, [RADIUS/DTLS 7 7 A 7
> b ID MAED AN (Enable RADIUS/DTLS Client Identity Verification) ]
473 a »H [RADIUS %7 (RADIUS Settings) | 71> R ([BHE
(Adminigtration) ]>[2 X T, (System) ]>[ERE (Settings) 1>[7 A k
3JL (Protocols) ]1>[RADIUS]) THINZZ > TV DA, CiscolSEIXZ
DDNS4 &7 T 47 MEHETHE STV 5 DNS 4 4 il LT,
Xy hT—=2F A ADID R LET,

EMRETE

KeyWrap O A%
{& (Enable
KeyWrap)

KeyWrap 7 /LT Y ZLNHy N T —7 TR ZATHR— F SN TWDLEE
WZDH, [KeyWrap DA%l (Enable KeyWrap) | T = v 7Ry 7 A4
WCLET, Fv FT—27F 31 AL, AESKeyWrapRFC (RFC3394) & A
HAED B DR B D T,

ZOF T aiE, AESKeyWrap 7 /b3 Y A A %4 LT RADIUS &% =
U7 ¢ Zsgfbd 27zl S ET,

F—EESF—
(Key Encryption
Key)

Ty aroEEt (BE) IEHShLEST—2 A LET,

Ayt—T F—
T —43
a—F F—
(Message
Authenticator
CodeKey)

RADIUS A v E—IZTDHF (& v a X vbe—TEa— R
(HMAC) OFFEICHEHINXF—%2 A LET,

F—ADERK
(Key Input
Format)

KONETNIPDOF T ary REVE7 U v 7 LET,

* [ASCII] : [¥—HM575*F— (Key Encryption Key) ] 7 4 —/L RIZ AT
HEDEIIXI63F (N F) | [AvE—UF8FE2— R — (Message
Authenticator Code Key) | 7 4 —/V RIZ AT HEDOE 13 20 307

(KA R) ITTDHRERHD £T,

[16 %k (Hexadecimal) ] : [ —HMf7-%— (Key Encryption Key) ]
T4V RICANTAHHEOESIE32 LT (A b)) | [AvE—UF
i 22— K — (Message Authenticator Code Key) |17 4 —/V FIZAJTF
HEDOR X140 3XF (N b)) ICT2XERH YD £,

Ry NT—=ITRAZAOREE BT DL, F—HeF—BILUA Y
T—VRREE — R —D AN T 2 F— AL ETE £T, 5
ETHMEITF—DELY (D) RSIZTILENRDY, ThED b
VMR AT SV EE A

B zZEoxHLRre
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TACACS Z2FEER E

%< 8:[TACACS FRELERTE

vy k=5 Friqz2zgonE [

(TACACS Authentication Settings) ] T') 7D 7 4 —JL K

J4—IL K% FREDHA KSA4 Y
HEWZGE TACACS+ 712 F I LINELDO L X2k NU—7F 8 2280 ST
(Shared Secret) |N7=27F A bOXFH], 2—H—F, xv hIT—I T AL AL > Tx—

P B LAY — FRBIAESNDHNCT F A P2 AT LLERH Y
F9, 2=V —DEARERFREGRTLE T, ERITEGSNET,

Bl sh-HEHW
ENTIT4TT

UZAT A MR T 77 4 7B IR RSN ET,

Connect Mode)

9 (Retired
Shared Secret is
Active)
Bk (Retire) EFOMARE LTI 2ROVICHEIELET, [BElL [Retire) 127V v
7T HE XAT TRy 7 ARFRINET, 1TV (Yes) ] E72IEL [
Wz (No) 1227V v s T&ET,
5% L) 0D e Lk HA R ([Retire] # A 7 11 77K w77 AT [Yes] Z3&IN L 7= 5A 1 DA AT HE)
(Remaining [Work Center 5] > [Device Administration] > [Settings] > [Connection Settings] >
Retired Period) | [Default Shared Secret Retirement Period] CTHIE S 727 7 4 /L MEDS
RENET, MBS UT, 774V MEAEETEET,
HWIEEIL, BBESNIEBEOMIET 77 4 TR EEIT20 £,
#7 (End) ([BEL (Retire) | ¥ A 77 ARy 7 ATHIV (Yes) 1227V 7 L=
ACOBFIARE) U FAT AL MK T L, W IEHFRESE T L
7,
DU IWERE— | [V I VBT — RE AT T % (Enable Single Connect Mode) ] 7=
FEBEMHZTD | 7Ry 7 AT, Fy NT—F T30 AL DT RTDTACACS+EIE ICH—
(EnableSingle |® TCP #fiia AT 258 1A I LET, ROWTRNADOA T > g v

RE w7 Vw7 LET,
s [LAL—L XT84 X (Legacy Cisco Devices) ]
*TACACS KS 7 b aVTSA4TF7 VR VU IIEBREDYR—

GE) [T ILEHEE— K (SingleConnect Mode) ] % #%h(2
4% & . CiscoISE 1T~ TP TACACS ZRIZx L TH L
W TCP #fe 2 L £ 7,

SNMP % 7E

WDFETIL, [SNMP % E (SNMP Settings) |7 a D7 4 — /L RIZHOWTHHALET,

BROH LA .“
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BREOHCAD |

% 9:[SNMPZ5%E (SNMP Settings) ] T 7D 7 4 —IJL K

J4—ILF4&

FEREDAA RS2

SNMP/\—2 3 >
(SNMP
Version)

[SNMP/A—2 3> (SNMPVersion) | ey 77X o U2 Kb, RO
WD A T g L EFIRLET,

«1: SNMPvl I informs Z V% HR— F L TWEHEA,
«2c

*3 : SNMPv3 % ['Ev*\':v. U7 4 L~ (SecurityLevel) |7 4 —/L R T
[Priv] %J&E?ﬂbﬁ (2T OB FIER R TH L0, kbt
ﬂ?:LTfoC%T/l/’C@LD

GE) T NU—27 T34, A2 SNMPV3 /T A —HX ik E LT
Gitr, E=2 V7 — X (#4E (Operations) ]>
([LR—k (Reports) ] >[&# (Diagnostics) ]>[+ v
FO—HFNRA Rty 3V RT—AR R (Network Device
Session Status) ]) IC Lo CHRftEN D[Ry b= T
N Rty 3y XAT—2 X (Network Device Session
Status) | MEE LA — MEERTEERA, XY FT—7
%“/w A 78 SNMPv1 F 7213 SNMPv2¢ /8T A — X Zffi L
RESNTWAEAIL., ZOLR— M ERIZAERTE

iﬂ“o

SNMPROO X2
—74 (SNMP
RO Community)

(SNMP X— g v 1 BEL O 2c IZD A AJHE) Cisco ISE IZT /34 A~
DRFESZA T DT 7 AT 25 AWM HEH I I 2 =7 ¢ XFF% A
HLES,

G¥) Xy Ly highs (W7 27vy MEEA) IIEATEERFA,

SNMPa1—H—4%
(SNMP

(SNMP R— 3 > 3 DA DH) SNMP 2 —V—Z % AH LET,

Username)

X2 T4 L | SNMPR—U 3 3DEADOR) [EFa )T 4 L)L (SecurityLeve) ]
~N)L (Security Ky 7Z R RDLIROLTT > a rONT Iz RINLET,
Level)

e [Auth] : MD5 £72idt X a7 n~Ny P2 7T XL (SHA) ~7
]‘@muuﬁ%ﬁfﬁ Ljﬁj«o

*[NoAuth] : FiE72 L, *T7ANRN—RLDOEF2 VT 1 LV,

* [Priv] : Data Encryption Standard (DES; 7 — # B 5-8i#%) 37~ R OR

AL AN LET,

B zZEoxHLRre
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2y bT—9 TN REBEDHRE .

J4—ILF4&

EREDHA RZA4 Y

BEESO RO
(Auth Protocol)

(SNMP X— 5 3 TEF 2 U T 4 L~UL[Auth] E£7-21% [Priv] Z#IR L
A os) [BBEEZ A b3l (AuthProtocol) | Ky 7 & U A Ry
%\ Z‘/ FU— 77*/\/])XVCF£)EHT6EM|:E7D h:/b%%#ﬂbiﬁ"

- [MD5]

* [SHA]
WI/SRT—FK | (SNMP/S— 2 23 TlAUthl 8L OPrivl £ 2 U 7 4 L~UL 23R L
(Auth TS aDHh) Bitx—2 AN LET, § LFULOEIITTL20ERH D
Password) 7,
T AT TIERE SN TV AR AT — RERRT HITIE, [FR
(Show) 127V v 7 LET,
GE) Xyl bips (HIF7rrey MEEA) 2EHT5Z 813 T
TEHEAL
TSANY—TF | SNMP R—V 33 TPrivl]Ex=U 7 4 L-ULERIR LHEDOR)
A kaL [F54/8—F 0 k3L (PrivacyProtocol) | Ky 7 & U A Kb
(Privacy WONWTINNOFT > a3 ZRIRLET,
Protocol) - [DES]
« AES128
« AES192
* AES256
« 3DES

TS5AL80— %

AI)—F
(Privacy

Password)

(SNMP X— 2 3 CTPrivl] EF = U 7 4 L-ULZ IR LIZE A D)
FIANR—F—" ATILET,

TNRA AZT TICRESNTNWDE T TA N —RRATU— REFRRTDHIT
1L, [FR (Show) 1 %227V w27 LET,

GE) Xy Ly hids (Hir7r 7y MEEA) Z2FEHATLZEET
TEHEA

R—1) VIR

A=V v 7HREEREMN CANI LET, 77 4/L ML 3600 T,

(Polling

Interval)

)y 5w |SNMP ]\7/7% L T35 5 linkup i %1 & linkdown il %1 % 5215 L Cfg
2 IT)— (Link [FRF 52X, [Link Trap Query] F= v 7 Ry 7 A% A2 LET,

Trap Query)

BROH LA .“
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

MAC kS v 74
T1) (MACTrap
Query)

SNMP + 7 v 7% L CZ(ET D MAC @M% %15 L THRIRT 512
[MAC 7 v 77 =1 (MAC Trap Query) ] = /&T/&X%ZL/L_
i—é—o

EETRY) O—
H—ER /—F

(Originating
Policy Services
Node)

[EfFLAR Y v—H%—E R/ — R (Originating Policy Services Node) ] K& »
THEU YA RNRL, SNMP T —% OAR— 1 v 7T % CiscoISE H—
N—%ERLET, ZOT7 44—/ FOT 74V MEIZ[BE (Auto) | T
T, Ray7Zor )2 MMhOREOELZERL T, REL LEXLE
o

SE 7] TrustSec

WwDOFIT
T%%LTwiTo

. [ 72 TrustSeci%

=1 —]

axX ;&

7E (Advanced TrustSec Settings) | &2 > a2 > D7 4 —/L RIZHOW

%= 10: [EFE % TrustSec %€ (Advanced TrustSec Settings) ] T') 7D 7 4 —JL K

I dentification)

Z4—ILE4A FRLEDHA FSHA4

T/\’r Za)ltll.. nIEnXEE

TrustSecID 125 |[F /34 AID (Device ID) ] 7 4 —/b FIF /54 2 ID & LCF AL 24 %

INM R ID ZER |V A MT 25121, [TrustSec ID (27 /34 A ID Zf#H (Use Device ID for
(UseDevicelD | TrustSec Identification) | F = v 7Ry 7 A%k 4 I LET,

for TrustSec

T34 RID ZD7 4 —/v RIL, [TrustSec ID (27 734 A ID #ffiH (Use Device ID for
(Device D) TrustSec Identification) | F = v 7 R v 7 ANA 712785 TV DHGEITD I
fEATE £,
INAT)—FK CISCO TrustSec T /3 A A #FRFET 5 7= 1T Cisco TrustSec 7 /34 A CLI T
(Password) RELIERATU—=FE AN LET,

INAY = R Fom$ 51213, [Fs (Show) 27 U v 7 LET,

HTTP REST APl D&{E

HTTP REST API
DHEMIE

HTTPRESTAPI 2 L C, v hU—7 5 /34 AT HH 72 Cisco TrustSec
& A2 244 %121, [HTTPRESTAPI A %)t (Enable HTTP REST API)
1F=v IRy 7 AeA A LET, Zuc kv, gk aehnm L,
RADIUS 7'z k@)L b i LT, R TR ELZ X Vo — R T
xFEJ, £/, UDP 2/ L7 TCP M+ 25 Z L T, FEMENSAELE
R

B zZEoxHLRre
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v ro—y #riq 2egngz |

J4—ILEA FRALEDHA KA
Username CISCO TrustSec T /3 A A & FRFET 5 72 1T Cisco TrustSec 7 /34 A CLI T
HELI——H %2 AT LET, :L“—47“*—%K7\f\°~7\ Y%~ [
"M=<M EEDDHILITTEEEA
INATT—FK ClSCO TrustSec T /3 A A % FFET 2 72 1T Cisco TrustSec 7 /34 A CLI T
(Password) RELIZNRAT— &2 A LET,
TrustSec T/34f ADBHE L VEH
T34 XID Z D7 4 —/v R, [TrustSec ID {27 73A A ID %] (Use Device ID for
(Device D) TrustSec Identification) | F = v 7 R v 7 ANA 7272 > TV DIHEIZDH
fEHTExET,
INRT—F CISCO TrustSec T /XA A ZFREE9 5 72912 Cisco TrustSec 5 /34 A D CLI T
(Password) RELIEANATU—REANLET,

NAT— R aFoRd 5I12id, [FR (Show) 1227 U v 7 LET,

RET—20D5
> O— KEbE
<...> (Download
Environment Data
Every <...>)

OV TDORay T AT ) A RPLMEREEZEIRL T, T35 AN
CiscoISEm BT —H # A 7 ru— KT ANERH AHEERRZEE L
F4, BEEZR, 4. B B, ERI3ETRBRTEET, 757 40 ME
1 HTY,

E7EFRIAR o —
NOEHO—KE
& <..>

(Download Peer
Authorization
Policy Every
<.>)

TS, AN Cisco ISE B ETERGERY v —%2 A n— KT A20ERH
LEHIMRZ, 2OV T O Ray 727U A MG LEE 28R L
THRELET, KEMABEZR., 0. K, A 3B CHRETE %
T, 774V MEIX1 HTT,

BERELMERE <..>
(Reauthentication
Every <..>)

’@I)Tmhm/7&?/)ka%b%&1%ERLT m@®mu
. T /3A AN Cisco ISE (2% LT H & % FiRiEd 5 R Mg 2 fe

. PRI, 4. K B, itiﬁf XETEET, %kzimm
WEATTDE, T34 AL 1000 # Z L |2 Cisco ISE (Z%F L CTH & %585
LET, 774/ MEIZ1 HTT,

SGACL URXR +D
Ay 00— RREkE
<..> (Download
SGACL Lists
Every <..>)

DTN TDORayFET Y R NPLMLEREZZERL T, T3 AN
Gwd%ﬁ@S&mL)X%%ﬁ?ymﬂPféﬁWW%%ﬁﬁbiﬁo
REMIRRIERD, 0. B, H. E720X RETEET, T 740 MEIT 1
El VGTO

grozL2sd I}



B <7y 7 zesons

BREOHCAD |

J4—ILEA FRALEDHA FSA4 >

FDHD TrustSec| X TDE T T /34 A7 Z D Cisco TrustSec 7 /3 AZ{ZHHTE H X H 1
TINARTIDT | T DL, [ZOT A ZAEAGHET 2t TrustSec 7 /3 A (Other TrustSec
INA R%{E4EF B | Devicesto Trust ThisDevice) | F = v 7Ry 7 A4 LET, ZOF =
(SfETED IRy I AeFTICULIEGE, BT T, AL ZOT A AR FHEET,
TrustSec) DT NARANPBEIF LT XTONRT v BB E AT E72152 760

(Other TrustSec
Devicesto Trust
This Device
(TrustSec

Trusted))

SHET,

BRELEEDT /N
ANDEE (Send
Configuration
Changesto
Device)

Cisco ISE T CoA ¥721% CLI (SSH) #%fsiJf] L T Cisco TrustSec # {2 5 %
Cisco TrustSec 7 /34 R IZEFT HLAIL. EREFEOT A A~DERE
(Send Configuration Changes to Device) | T = v/ Ry 7 XA &AL E
+, MBI U T, [CoA] £7-1% [CLI (SSH) (CLI(SSH)) |47+ =+

NE sy LET,

Cisco ISE T CoA Zfli ] L TEXEZ ¥ % Cisco TrustSec 7 /3 AIZEET D
BEIE, [CoOAl AT v arvRarzr ) v LET,

Cisco ISE C CLI =i (SSH ¥z i) L CiEZL E % Cisco TrustSec
T A ZNZEF T HITIE, [CLI (SSH) (CLI(SSH)) 1A 7 v a Rz
7V w7 LET, FBMIZOWTIEL, FE CoA AR — ~ T34 ZA~DFRIE
EEDOT v azmBBLTIIEIN,

#F{ET (Send
From)

Kaey7Zo )R R0nb, REZLE % Cisco TrustSec T /31 A ZiEET
B BN & HE{EIC Cisco ISE / — RZIEIR L £ 9, PAN F 721X PSN % i
RTexEd, BIRLIZPSN BNZ T L2854, PSN &4# ] L T Cisco
TrustSec 7 /N4 AR EEENREFEINET,

Test Connection

Cisco TrustSec T /34 & & 4R L7~ CiscoISE / — K (PAN £ 7-1ZPSN / —
R) oMoEsE T A M T 5120, 2047 ar2EHTEET,

SSH F— (SSH | Z O#REZEE AT 5 1Z1E, CiscolSEDH v kT —27 T /34 2~ SSHv2

Key) FNopVEfE, T3 AO CLL A LT SSH ¥ —Z S L £9, #
DD, ZDOF—%2 a3t — L T[SSHF¥— (SSHKey) | 7 14—/ RiZ
AL AHT 20BN H Y 3, FEMICHOVTIL, SSHF — DR A2 SR LT
<IEEW,

TINA RERDER

B zZEoxHLRre
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| BROHC2S

vy k=5 Friqz2zgonE [

J4—IL K% FRLEDAA KS1 Y
X a)F 4 4 |CiscoTrustSec T /XA ANTNA AL L H—T oA AD0 T A AMNEREFE
WN—T 25 <y |HLTIP-SGT v v B> 72T 51213, [¥X=2VT 4 IN—T %7
EVSOREEIC |~y BT OEFOBEBEFIZZ DT NA A2 5D % (Include this device
DT /\A X% & | when deploying Security Group Tag Mapping Updates) | F = v 7 R v 7 2%
% (Includethis| A1z LE T,
device when
deploying Security
Group Tag
Mapping
Updates)
EXEC E—FK CiscoTrustSec 7 /3 A~Da 7 A ANMEHT 22— —H &2 AN LET,
1—H%—%

(EXEC Mode
Username)

EXEC £— K /©
AJ—FK (EXEC
M ode Password)

FNRAANRAT—REANLET,
INAT— REFRARTHIZIE, [RT (Show) |27 Y v 7 LET,

GE) XU T ¢ OWEEEE RS D729, AU — K (EXEC
T R F—TINE— FORAT— REETP) OFEIZ %
ZAEF LW & AHEE L £,

BEME—FK /IR
77— F (Enable
M ode Password)

(&) ¥iHE EXEC &— K T Cisco TrustSec 7 /XA A DR EZMREET 5 7=
WIHERT 28NN AT— REANLET,

WA — RaFRT 5123, [RR (Show) |27V v 7 LET,

TOMEFITNUE

TrustSec PAC

#1TH (Issue Z @ Cisco TrustSec 7 734 A FHIZ CiscoISE IZ L - THR E 7= @ Cisco

Date) TrustSec PAC D3{TH £ /Rr L £ T,

HARR B Z @ Cisco TrustSec 7 /3 A A FAIZ CiscoISE I L » THARR E 7= H# @ Cisco
(Expiration TrustSec PAC DR H 2 &~ L £ 7,

Date)

#1775t (Issued | Z DT /3o AT Cisco ISE 12 K » THK S 7=t D TrustSec PAC D F

By) 17%# (Cisco TrustSec HHE) DAHIZER R L ET,

PAC MDA RL Cisco TrustSec 7 /31 ZADT 7 h A7 /3 K Cisco TrustSec PAC 4 f% 9 5
(Generate (21X, [PACOZERY (Generate PAC) 1R X v %27 U w7 LET,

PAC)

BROH LA .“
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B o1 rorro—5 Frqzegons

=11 ]

TFTIHILEDRY b T—9 TINA AEEDHETE

W DFTIE, Cisco ISE 7% RADIUS £ 721 TACACS+ #FEICEHC&E 5, T 74V bDF v b
T—DTNRARERETCEDLEIICTDH[T 74NV DRy NU—27 T34 X (Default Network
device) |V A4 FUDT 4 — )L FIZOWTHHALET, ROFTES—T g " 200nFnnsg

IR L £,

«[&HE (Administration) ]>[$wv kT—% 1) Y —X (Network Resources) |>[%w kT —
9 T34 X (Network Devices) |>[T 74 J)L bDT /34 X (Default Devices) ]

[7—Ut>2A— (Work Centers) |>[T/3A4 A& (Device Administration) 1> [+ k

7= V=R

(Network Resources) 1> [T 74 /L h®DT/314 X (Default Devices) ]

RN:[TIAILEDRY b T—5 T84 X (Default Network Device) ]9 4 > KD T 4—IL K

J4—ILF4A

EREDHA RZA4 Y

TIAILEDRY
FO—9 TiA
ADAT—R R
(Default
Networ k Device

Status)

FIFN DRy NT =T F AL ZADEHRLZENCT DT, [F7 4L
kDX VU= T84 ZAD AT —H A (Default Network Device Status) ]
Fwey 72U 2 Npb 4k (Enable) ] Z3@R L £,

G¥) T T F N NDT A ARFEMI o TWBERIE. V4 Ry
WNORHETAF v /Ry 7 A% A2 5 & T, RADIUS
F 7213 TACACS+ OFFGEREE AN THILERNH D 7,

FINA R FO
741

F T AN DT RA AR H—L LT[V A2 (Cisco) [DNFERENET,

RADIUS EBEEE%5E

RADIUSDO At

T /3A A D RADIUS #FiE% AT 5121%, [RADIUS O H %4t (Enable
RADIUS) | F=v 7Ry 7 A4 LET,

RADIUSUDP D 7E

HEWE
(Shared Secret)

HAREEZ AN LET, ERERROR S, K 127 X507,

WHMEFIL, pac ¥ — U — FZH5E L7 radius-host =~ > RZfEH LT
Xy NI =7 T RZRE LT F—TT,

GE) HHEMBEORESIZ, [T 2D F2) T 4 %E (Device
Security Settings) ] 7 4 > K7 ([E¥ (Administration) ] >
[y bT7—%51)Y—X (Network Resources) |>[$w kT —
9 T34 X (Network Devices) |1>[T/ N1 ADEFa ) T 15
T (Device Security Settings) ) @ [RADIUS 354 fl% O fc /s
£ (Minimum RADIUS Shared Secret Length) ] 7 4 —/L K Ca%
ESINTAEE REL ETHLIMNERHY T, T 74/ KT
. ZOEIEHEHHA A M= ET v T T L— RENT RO
A4 3XF T, RADIUSY—/N—TDOXRR NTF 7T 4 A
X, 22 LFICTHZ & T,

B zZEoxHLRre
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Fornroxy b7—2 Friq xeH0EE [

J4—ILF4&

EREDHA RZA4 Y

RADIUSDTLS DEEE

WE7 DTLS

[ %72 DTLS (DTLSRequired) | F = v 7Ry 7 A% 4125 &, Cisco
ISETIXZ DT NA ANEDDTLS EROHBBAF I NE T, ZDOAF T3
VRN TSH E . Cisco ISE TIXZ DF /34 ZH 5 ?D UDP sk & DTLS
BROW T B S E T,

RADIUS DTLS 14 SSL k> /LD HfENL 35 L TUNRADIUS Dl{E I L X1
X2 VT 0 M L5,

HEWE
(Shared Secret)

RADIUS DTLS ([Zfffl SN2 FRE#HAE RSN E T, ZOMILEE S
NTEY, MDSBEMT = v 7 23t ET 70 H I ET,

CoA O |SE EFHR
EDHITIT CA

RADIUS DTLS CoA Zff 19~ 5 #%GE/R % [CoA @ ISE fiEFIZEDFITIE CA
(Issuer CA of ISE Certificates for CoA) | K v 7 X U X R BER L
Er RN

EXE T

KeyWrap DF# | ((EE) KeyWrap 7 /LA U ZLRHK Y T —7 T3 ZTHAR— FHNT

{t (Enable WA GAEIZ DI [KeyWrap DH 2L (Enable KeyWrap) | F = > 27 R v 7 A

KeyWrap) EAACZLET, ZHIZL Y AESKeyWrap 7 /L2 U X A% 4 L 7= RADIUS
DEX=2 VT 4 PEbENET,

F—EES+— KeyWrap # HZ L7z 5E1%,. By v a oS (&) (TR T 2585

(Key Encryption
Key)

Tx =2 AN LET,

Ayt—T F—
tUoT4T—4
a—F F—
(Message
Authenticator
CodeKey)

KeyWrap # A4 L T % & X2, RADIUS A v & —IITkT 5 F—f &
Hashed Message Authentication Code (HMAC) OFtHEICFEH I D ¥ —% A
JILET,

BROH LA .“
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BREOHCAD |

T4—ILF4 EREDHA RZA4 Y

F—ABwR T oA T arRE &7 Y v 7 LTROWT DAL RRL |
(Key Input [F—M55{b*%— (KeyEncryptionKey) 17 4 —/L K& [ v —VRGEa—
Format) K& — (Message Authenticator Code Key) |17 « —/V RIZfEZ A LET,

« [ASCIT] : F—BEBIEF—DEIIT 16 LF (N1 h) | AyE—
A—toT45—2 23— FF—DEIF20F (A ) THHH
ERH D FT,

* [16 %L (Hexadecimal) ]: F—Hf S k¥ —DR T 32 31 ~, A v
VAT 4= a2 R X —DEIIF40N1 N THLLE
N ET,

Ry NT—=ITRAZADOREE BT DL, F—HeF—BIUA v
T —VRREE — R — DO AN T 2 F— ANz E L £3, BE
FTOMTF—DELWY (BIKD) RIZTLHMLERHY EF, THLED D
FMEITFFTSUER A,

TACACS 2SR TE

HEWE R
(Shared Secret)

TACACS+ 7’0 b A /LN EHD L EIZF Yy hT =7 T34 ZZENV HTH
TXARNLFHNEANLET, 2—P—lFFy NT—=T T AL RZE5T
=P —ZBIONRAT — RPFEEEESNDENZT XA M2 AT LR
bHZLITER LTI, a2—F—n GBS HREZERT HET,
PRSI E T,

BIESh-HEW
ERTOT4TT

VEAT A WHRINT 77 4 77258 FrENET,

9 (Retired

Shared Secret is

Active)

Bk (Retire) B OILEREEKE T T 2RO VICEIELET, [BEIE (Retire) 1227V v
I7FH e, XATRITRYy I APFRRINET, IV (Yes) JE2IT[W
Wz (No) 127Uy 27 LET,

%Y DL EAR ({EE) [BElk (Retire) 1 XA 707 ARy 7 ATHIV (Yes) 1227V v 7

(Remaining LG aIicorfEifTcEEd, [7T—2>2— (Work Centers) [>[7T/\

Retired Period) |4 A& (Device Administration) ]>[ER%E (Settings) | > [E#rRTE

(Connection Settings) | >[T 74 /L FOEFWE) 24 7 A > FEM
(Default Shared Secret Retirement Period) | 7 > KU CHRE ST
T AN MERERINET, T 74NV MEIERTLZENTEET,

ZHICEY ., HLWEAEREAZ AN TE £, HTWIEEREBIL, BESH
HEOMIET 77 4 7 EFITRY ET,

B zZEoxHLRre
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Friqzexaurqge I

J4—ILF% FRLEDHTA KSA4

#7T (End) ER) [FEY OB (Remaining Retired Period) | # A 7 2 /R 7
AT IV (Yes) | ZBIR LG BICOMERHTEE 7, FEILHIMIKT
L. TWIEHEREOREITMRSNET,

DU NERE— [V VBT — REHHIZT 5 (Enable Single Connect Mode) ] 7 =
FEEHMZTD |7KR Y7 RE, F*y NI =7 T, R LDFTRTOH TACACS+#IFICH —
(EnableSingle | ® TCP 8t = EHT 24 AICA I LET, ROWTNHLOA T v a v

Connect Mode) |HRZ > %7V v 7 LET,

s [LAL—2RaT/814 X (Legacy Cisco Devices) ]
¢ [TACACS RT7 7 b a7 T34 T VA T NAERHROYHR— b
(TACACS Draft Compliance Single Connect Support) ]

GE) DT 4=V REBHTDH L, CiscoISE (XX TD
TACACS+ TR IZH LW TCP #5aA L ¥ 5,

TINAR X)) TAEHTE
RADIUS £ HREOR/NEEZBELET, FiA A =N T v 77 L — RLEZEROY
By T 74N P TIHZOMIZ 4 XFI2 Y £9, RADIUS U —X—TDOXRA L T 7T 1 A
I, 22 LFEICT B Z LT,

\)

GE) [y hU—7 754 X (Network Devices) | X—VIZ AT LIIFAREOR SIX, [T/354 A
X2 VT 4 & E (Device Security Settings) ]~3—® [RADIUS #£:HFE O f/ME  (Minimum
RADIUS Shared Secret Length) | 7 4 —/L R Ce&E L7ZELL ETRITIER D 8 A,

EENEYD
X MU= TR RAEFRDORTE

Hy D=8 T ADA UK— FRE
WOFETIE, Ky NT—2 T 31 ADFEM% Cisco ISE1ZA VAR — b 572DIEHTE S
(XY NU—Z7F A ADA »HR— bk (Import Network Devices) |V 1 > K7 D7 4 —/L KiZD
WCHBHLET, 20Uy RUEFRRTDHIE, [A=a— Memn) |74 2 (=) 27
U2 LCTERIRLET[EE (Adminigtration) 1> [y bT7—2 1) Y —X (Network
Resources) |>[# v kT—42 T84 X (Network Devices) 1, [ b7 —27F /314 A (Network
Devices) |V 4> R T, [A>A—bF (Import) 1227V v7 LET,

| groLro [}
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B <770z 0—Jnem

BREOHCAD |

R12: 29 b T—=YITINARADA ViR— MERE

J4—ILF4& FREDHA KSA Y

TUoTL—brDE | D~ KUY Off (CSV) T T L— 77 A NVEERT DIZIE, [T

Bk (Generatea |l — b4k (Generatea Template) |27 U v 27 LET,

Template) CSVIERD X v hT— 27 TN AERTT LT L— hEEH L, a—hL
WIRTEL £, WIS, RELTZT 7 L— F &l LT, CiscolISE BRI
oy KT =0 FNA R%A v~ N LET,

74 B VERK L7 >, F 7212 Cisco ISE EBAD G LARTIC =27 AR — K L7z CSV

T ANERIRT DL, [P 7 A ILDEIR (ChooseFile) 1227 U v 7 L
E3r

[f > A—bF (Import) | A7 aruEFHLT, FEBLOEHINZR Y
KD —27 T3 ZADE R A& ETeR] D Cisco ISE JBFHIZ R v N T —27 T34
A A vR—hT&EET,

HLWT—42TE
FDT—A%LE
& (Overwrite
existing data with
new data)

BEFDORy N =0 TN, R% A VIR— T 7 A VNDT /3, AT(E X
2 H0E, BEIfFOT7T —2 % LT — 4% T EEE  (Overwrite Existing Data
withNew Data) | F = 7Ry 7 A4 2L ET,

IDF 2w IRy I A d N LBRWEE, A VR— 77 A LHNOHL
WRy hU—7 TR REZRNE Y T —27 T4 R URY M UITEM
ShET, BEE U R UITERINET,

RIODIZ—TA
vik— hEEL
(Stop Import on

A VR — FRHZ= T =334 L2 & &2 Cisco ISE (21 AN — h & kg
HYEIE, [BAIDO= T —fIZA R — h%&{5 1L (Stop Import on First Error) ]
Fev IRy 7 A% N LET, CiscolSE X, =T —MNRAETHET

First Error) Py NU—=TF N, A Vi R—FLET,
TDF IRy T ARFT N> TELT, T —2NRAE LA,
T T =R &, CiscolSEITE Y OF A A& Bl &kidx A v HA— ML E
7,
2YRT—0 TINARTIL—TNDEE

KDY 4 FUEMATDLE, Ry NV—=I T NA AT N—TEREL, BHT LI LNTE
ij‘o

XY RT— FTNNARTIL—TDEFE

WOERTIE, Fy NT—0 TAAL R T N—TEAERT DDA T L [Ry FT—0TFNA
AT )L—7 (Network DeviceGroups) | 7V 4 > RUD T 4 —/L RIZOWTHHLES, =D
Ay RUEFRRFRTHICE, [A==a— Menw) |74y (=) 27V v 7 LTERLET
[ (Administration) [>[#*v k7—% 1)V —X (Network Resources) |>[y kT—9 T
N R F)L—T (Network Device Groups) 1> [T RTD Y IL—T (All Groups) 1.

B zZEoxHLRre
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v k=9 FRq R I—Tnq vk—rEE |

Xy NT—2 FRA R T N—T1E, [T—U2F— (Work Centers) >[T/54 AEHE (Device
Adminigtration) ]>[#w T —%1) Y —X (Network Resources) ]1>[#*Y bT—% T/INA X
5 )L—7 (Network Device Groups) |>[TRXTDYIIL—TF (AllGroups) | 7 1+ > RUTHIE

RTEET,

R13:[FY T—Y FINA R JIL—T (Network Device Group) ]2 4 > DT 4 —JL K

J4—ILF% FREDHA KA

Zui (Name) N—h Xy NT—27 FANA R T N—TOL4FIEANITLET, ZDO/L—F
T FT =T FRA R T N—FIBINENDEHDTRTDOF %y hT—
I FRA AT N—FIZKE LT, FRIHER LI D%y T —27 T34
AR TN—T D4R AN LET,
Py NT—7 TNRA R TA—TRERNIZIZ, V—F/—FREEOHT, &
KT6OD /) —FREEDLZLENTEET, EXY NT—F7 TRA AT
N—T DHBNNIER KT 32 XFEEFHTEEI,

S5ER = ERITFORY NT—7 TRA R TA—TOHHAEANLET,

F2YRTD—=OTFTN| Ry NIT—T TN—THNORy 8T =T T ZADENRZ DINIE RSN

A4 2D (No.of | £,

Networ k

Devices)

F2YRT—= TNARTI—TDA VR— FEEE

WOETIE, [y bT—D TFTINA X5 )L—T (Network DeviceGroup) 17 4> KU D [( >
R— bk (Umport) 1 #4707 Ry 7 ZADT7 =L RIZOWTHHALES, 2OV Kok
FoRT DI, [A=a— Men) | 7TA 2>y (=) 27V v 7 LTRRLEI[EE

(Administration)

1>[®y kT—%41)Y—2R (Network Resources) ] > [+ v kD—% T34

R J)L—7T (Network Device Groups) ].

KUY bT—D TINAR T IL—TFDA >R —+ (Network Device Groups Import) ™7 4 > EH9D T 4 —I)L K

J4—ILF4& FEREDHA FZA4 Y

FUOTL—RDE|CSVT > L — I 7 AN ERE T a— RTAHIZE, 2OV 27570y
K (Generatea |7 LE7,

Template) RGOSy hT— FAL R I T DI CT 7 L— k% B3

LEY, ZOTTL—rE2a—ANIRGFEL, Xy PU—27 TRA R
7 )v—7% Cisco ISE JBRHICA > FR— M LET,

BROH LA .“
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2y kDJ—4

BREOHCAD |

TJ4—ILF% FREDHA KA

274 [Z7A4ILDZFER (ChooseFile) |27 Vv 7 LT, 7v7ua—F3+5CSV
T ANOBFIBINLET, TOT77AME, T 7 7 A, 72135
@D Cisco ISE BN O =7 AR —FENTZT7 7 ANV THDLAREENRH VD F
7
FEHEINT-Xy NU—T7 TARAL A T)V—TEREFEHA LT, $5 Cisco
ISEEBANOLHOREICA Yy N —07 TRARATN—T %A ViR— K T&
F9,

FLOWT—E2 TR |BEFOR Y NT—7 TAAL R TN—T %A VR — 7 7 A VNDT A

BEOT—R%LE | A N—TICBEHRZDH5EL, ZOF v IRy 7 R A A LET,

€ (Overwrite | - p Ry s 2 m A LAVES . A LK kT 7 A LNOF L

existing data with . N N . . s N .

new data) Wy KT =T TNRAATN—TDHNRy NT—0 TN, AT )—"T

UARY PVIZEBMESNET, EE M UITERINET,

RIDIZ—TA
VR—FEEFL

(Stop Import on
First Error)

A VR — NERZZ T =D AE LTI DA A H L ATA iv— &Ik
T2HIE, ZOF 2w IRy I A% F T LET,

TDF v IR I AEF AL TORNEDIZZ T —NRE L35S
X, CiscoISEIZ=T—2#E L, BODT A AT N—T o5 &fEA
A—rLET,

—

FINAR TOIT7AILETE

WDOEIX, [y NT—7FT314 2717 7 A/ (NetworkDeviceProfiles) |V 4 > KUD T 4 —
L RIZOWTOHHTT, ZOX—=I%FHLT, 7a bz, UV A L2 FURLE L RCoA
WEIWCKT DT NA ADVHR— el BEOR X —=06DFy NT—I TN ADKAT
WX T T 74V NEREEMBRKTHENTEET, TO%, Tu 77 A NVEHEHL CTHRHFED
Fy NI —0 TRARAEERLET,

DUV RUEFRRTHICE, [A==z— Menw) | T4y (=) 27V v7 LTERRL
FI[EE (Administration) 1>[v FT—%2 1) —X (Network Resources) ] >[#+Y kT —
JF N4 R2FO7T 74 )L (Network Device Profiles) ] T,

R2YRT—H FNA R TAT7AILDHRE

WDOFIL, [y NT—2 T/NA A 7177 AL (Network DeviceProfile) €27 > a D7 —
L RIZOWT OB T,

R15: 729 bT— FTNARTOT7AILOHKE

J4—ILF4A ERBA
487 (Name) oy NU—7 FRA R TFaTr A IVOL4ETEATT LET,
SRER Py NU—=T FRARXA T 77 A NVOFHAEASLET,

B zZEoxHLRre
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P R - |

TJ4—IL K% SRER

A3 (con) |y hT—2 FARAL A Ta T 7 A WHFRTLIT A a 28R4,
DT A 3N BIRLIERUA—DT A 3N TF 7 4L FTRESH
i‘a—o
BIRTAHT AL 16X 16 DPNG 7 7 AV THDHIMENH Y £,

Vendor Iy NI =7 FRA AT T 7 A )LDOR A —ZRIR L ET,

HR—rEhdT

AkaL

RADIUS

DXy NU—U FTNRA R T T 7 A)LHNRADIUS ZHR—KLTW5

BARIT. ZOF 2w IRy 7 AEF AT LET,

TACACS+ DXy NT—Y FNA R T a7 7 A VP TACACS+ &R — h LT
HHEAIL. ZOF 2w IRy I AT AT LET,

TrustSec IOy NT—7 FNRA A Fa 77 A )LD TrustSec AR —F LT3
WAIZ, ZOF v IRy I A F AT LET,

RADIUST AV |27 a7 7 AL THR—FEND 12U EORADIUST 4 7 aF U %

varl BIRLET, v 77 A VEERT SIS, N2 & —[EADORADIUS 7 ¢

(RADIUS svaF)EA U E— P LET,

Dictionaries)

AT T L— FDEE
WL, [FRIE/FFA (Authentication/Authorization) [ £27 2 a D7 4 —/L RIZ2OWT DA

<7

BROH LA .“



BROH LA |
. FY LT TNAR TOT7AILETE

i 16:3 ut. nIEf‘F_Io)_n'FH

J4—ILF4& Bz

70— 4 TJDE | Cisco ISE TlE. 802.1X. MAC iF 34 %2 (MAB) . BLONT T o
% (EIQ\NType NR—2D Web 87k 7 A 3, AfAry NI —7 LRy NU—2 D
Conditions) Wi a N LI AW 7 — P —3REB LT 2 B AT E— S hET,

ZDEATDXY NT =T FTNRAARYR— N LG0T A o DF = >
IRy I AEA AT LET, RO 12U EOHBZHEETEET,

« At MAC #BFE/NA 7S A (MAB)  (Wired MAC authentication bypass
(MAB))

« M4 MAB (Wireless MAB)

A% 802.1x (Wired 802.1X)

o MR 802.1x (Wireless 802.1X)

o A% Web FFE (Wired Web Authentication)

o HEHL Web 32EF  (Wireless Web Authentication)

Iy NT—2 FRARA T T 7 A )LTHR—NEINDRIILEw T A 52 F
NI LTk, v A DO ERELET,

JE{’&I*( P72 RY— =D T Ly R/ ELTTNRAL ZADY—E R &y MgkAIT
7 (Attribute (SSID) # T AH&1%. [SSID]F = v 7 Ry 7 2% Ao LEd, =
Aliasing) ek, RY—n—LTHHAT —EH LA ZERTE £,

KA RIS Ty T (MAB)

RRAMILYY Zy hNT—T FRARATFa T 7 A ILTHERHEINLFA N VYT v 7H
7y DM OFa FaANEEHRTAHICNI. ZOFzv IRy 7 A EF T LET,

(Process Host R ) . .
L ookup) SEIERNUT=DOOFR Y NU—2 T ZAE, MAB GGk 5272 %
FETEITLET, T RAZ A FIUEE T, FEHLTWS 7 7 havd
[/SA T — RZHER (Check Password) | F = v 7Ry 7 A F£721%
[Calling-Station-Id2AMACT K L 2 &% L\ )2 Higg®  (Checking
Calling-Station-Id equals MAC Address) | F = v 7Ry 7 A HDHWNIZED
WA A LET,

PAP/ASCII #8H |RA M Ly 7T v 7 ERKE L TRy hU—7 ?‘/<4x TaTzrANAhb
(Via D PAP BR AR HIT 5 & 512 Cisco ISE # R ET A0t 20F v’
PAP/ASCIL) Ry s AeA AT LET,

B zZEoxHLRre
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F2YRT— FTNRNARTOT7AILERE .

Ta4—IL & BL)]

CHAP#H (Via kA by 77 v FHERE L TRy hU— &?N%xmgm:®&47
CHAP) DERZHBHT D L IIC CiscoISE ZRETHITIE., ZDOF v IRy
Al T LET,

ZDOF T a Lo T, CHAP BRENAMNC/2 Y £, CHAP L, /SR
T— ROBESbE L bIcF v Lo P/ AR A SRAEHEH LE3, CHAP
IZ. Microsoft Active Directory TIHfEH T& £H A,

EAP-MDS#H |xv hU—2 FARAL A F 7 7AW EAP _X— A D MD5 /N 3 = 283E
(EAP-MD5) EAMNCT DI, ZOF =y IRy 7 AeF N LET,

¥R

DXy NT—7 TRARA T T 7 A MEHEINS VLAN B LW ACL OHER % EF TX
4, a7 A NVERFET S L. Cisco ISE IR ESNI-FHERICH LR T 77 A L%
HEIICAR L ET,

= 17: %R

T4—ILF4A BL)]

VLAN DEEE DXy NT—7 FTNRA R T T 7A/WZ VLAN HERREZ R ET H121E
(Set VLAN) IDF 2w IRy I A F AT LET, ROWTNNDOA TV 9 0 &R
LE7,

« IETF 802.1X J&E: (IETF 802.1X Attributes) : Internet Engineering Task
Force TiEFR I NTZT 7 4 /v D RADIUS J&HED& » FTH,

« —HEOJEME (Unique Attributes) : #%% RADIUS J& IO T % 5
ETEET,

ACL DF%E (Set |RADIUS @A Ry NU—2 F4 2 Fa 77 A4 LD ACLIZRET 5

ACL) BlE,. ZOF =2y IRy I REF AT LET,

HAEE (Co)A) T TL— FDERE

ZOT T = ME, COANTDEATDFRy hT—7 THARALAZED LS ITERFREN D)
ZEFRLET, WORIL, [FFAIZEH (CoA) (Change of Authorization (CoA)) &7 > a > d
7 4 =V RIZOWT OB TY,

groLro [}
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B <vro—s 7 427077 08E

R 18:FFIEE (CoA) DEX

J4—ILF4& EF2 (Definition)

RIZ& 3 CoA WDOFT L a DTN ERINL £,
(CoA by) « RADIUS

*« SNMP
o PoR— kxS

RADIUSIZ & % CoA (CoA by RADIUS)

FI7 D RADIUS CoA #EETDAR— b, VA2 FNAL ZADF 7 /b k FB— M

CoA R— bk 1700 T, DX Z—DF /34 ZAT1H 3799 TI,
(Default CoA

[ hU—2F /34 A (Network Device) |V 4> RV TCIiia LEXT

Port) x 34

[ZA L7 U ME | CoA DIEE4IT Cisco ISE DMK A R~ 2 V¥
& (Timeout
Interval) ]

BETEH BHID X A LT 7 hEIZ Cisco ISE AY CoA DEAE 2 71T 5 B4k,
(Retry Count)
LIk TID DT S, AR R 2 X E T D2 HEEZRIRLET,

« [REC 5176] : fF#EDE v > a VT OLGRIXIOF = v VR 7 A%
Z A2 L, RECSIT6 1> TERINTWAS LI YT, A—FEHL
Wty Ta L TBEET,

«PortBounce: Ty a AT LT, A— FEFEETLIZIE, 20
Fov IRy T AT AT LET,

s [R—rD> ¥ v hX D (PortShutdown) ]: v a & TLT,
R—br&ETyy NEDUTAIZE, 2OF=v IRy 7 AL 0L
ij—o

BERELE Xy MU =27 TN, A THRBREEREZEET 5 HEEZRIRLET, U
(Reauthenticate) |HIfE., o 22 FNAL ADBRTHHE— F I THET,

o [JEA (Basic) ]: MDY v v a VERBIEOHAIXIZIOF = v IRy
IR A AT LET,

« [F%1T (Rerun) ]: RFEAHRUC L > THRANOEITTHHEAIE. 2D
Frv IRy I AEF N LUET,

s te (Last) ]: BB LIRRE Nzt v v a XA L £,

B zZEoxHLRre
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P R - |

J4—ILE%A EZ (Definition)
CoA Ty F hU =7 FTONA AN A ad TrustSec CoA MEREA VAR — bk L7235
(CoA Push) BlE, ZOF T v a U EBIN LT, Cisco ISE BREDEF 27 /3 AT

TyvaTEHEIICLET,

SNMP [Z& % CoA (CoA by SNMP)

BA LT FERE
(Timeout
Interval)

CoA DE[EFIT Cisco ISE D35 21509 5 F08,

BETEE
(Retry Count)

Cisco ISE 7% CoA DiEE #1179 5 [E#K,

NAD 7R— kD&
H

B5# 4% RADIUS EBMi%., S COM—D A4 7T a o TF,

BEs&E9 % RADIUS
B

NAD A— M &3 5 HiEZ2@IRL £97,
¢ Nas-Port

¢ Nas-Port-ID

Disconnect

TIDH DT S, ANCHERHRRER A EET D HIEEZBRIR L £,
* [F38RE (Reauthenticate) ]: & v a &k T LT, AN— F&HEH
THTE, ZOF v IRy I ReF AT LET,

«PortBounce: v a AR TLT, A— FEEEETIIZIE, 20
Frv IRy I AEF N LET,

o [R—FD¥ v v hH7 (PortShutdown) ]: v a &K T LT,
R—hzvy N TDICNE, ZOF =2y IRy 7 ReA 2L
£7

JEALY b TUTL— FOEE

Iy MU= FTRA AL, FFA 707 7 ANV THRESNTWEIEE, 7747 FOHTTPHE
REVAA L FTEET, ZOTFL—hME, ZOFRY FNT—T TRA AT Ty A)b

MNURL Y #1417

MY R—=F TN EIMERELET, 734 X ¥ A FIZFEA D URL X

TA—BLEMENLET,
WDFEIT, [VFA V27 b (Redirect) |7 v a> D7 4 —/ RIZOWTOFHITY,

groLro [}
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BREOHCAD |

®19:UHAL LY FDEE

J4—ILF4&

E2 (Definition)

247

Xy NT—27 FRAL R T a7 7 A VREHETIZEURL U XA L2 b
Y R— N TN ERIRLET,

TNRAAREL L LY HR— N LT RWEE, [RYPHA—F (Not
Supported) ] Z®IN L. [RTE (Settings) ] >[DHCPE L U'DNSH—E X
(DHCP & DNS Services) | 7*H VLAN ##%E L £,

JEA LY FURL /NS A—42 %

92472 HIP
T7ERLZR

Xy NT—=0 TNRAANTTAT L FDIPT RUAMEHT /37 A—
Z4 NS LET,

D347k
MAC7 FL X
(Client MAC

Address)

Iy NT—27 FRAARTFTA T hOMACT RURIEHAT 585
A=A AT LET,

st URL
(Originating
URL)

Fy FT—=7 THNAABRTEDURLICHER ST 5T A—=242 AJLET,

Session D

Py NT—7 FRA ARy a3 IDIERAT ARG A—ELE AT L
F9,

SSID

S N —2 FANAANY—E R &y FigBlF (SSID) (AT 535
A—FHLHEANTTLET,

A4 FI v URL /AT A—4&

INTA—4H

B URL U ¥ A L7 FEEIRT 2561, b0y hT—27 T34
AW ZA V7 NURLZAERRT B HIEZRET HDMERHY £9, Fi-,
VA L7 NURLD Y a v IDERITITIAT L FOMAC T LA
AT 0 ERETEET,

A% (Advanced Settings)

Fy W= FARL AT T 7 A VEFH LT, Xy NT—2 FAL Z%KR) — L— LT
ENRT K TH5720I1C, ZHOR) —BREERTEET, ZNHOERITIT, BESMH.
T Ta 7740, BIXOFTEINTWAT o halPNEgENTWET,

INLOEREERT DX, [RY > —EFEDOIER (Generate Policy Elements) (%727 U v 7

LEJ,

B zZEoxHLRre
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5} &8 RADIUS H—/N— D

shan RADIUS 4 —i—0 %z [

A —
ax AE

WD TIL, [FM RADIUS H—/3— (External RADIUS Server) |V 4 > R D7 4 —/L KiZ
OWCHHALET, b0 7 4 — L FZH LT, RADIUSH— —%2HETEET, 20D
U4V RUEFRTLHICE, [A=ma— Menu) [ T4 (=) 27V v 7 LTERRLET
[BEZ# (Administration) [>[rvy FT—% 1)V —X (Network Resources) ] >[4}&8 RADIUS
+#—/3\— (External RADIUS Servers) ],

5= 20: 5V &8 RADIUS H—/N—DERE

TJ4—ILF4& FEREDHA FZA4 Y
ZHi (Name) S8 RADIUS H— S — D& Ei % A S LET,
S5ER S RADIUS — "—DFHAAZ AT LET,

RA &7 KL

S RADIUS H— _"—D P 7 RLAZ AN LET, IPvd T KL 2% AN

A (Host IP) THEAIE, BT Ry b v A BEATEET, IPv6 Tl FbH
DY R— SN TWERA,

HEWETHR AMB RADIUS $—/3—OFBFEICfH H &415 ., CiscoISE & 4MA RADIUS H—

(Shared Secret) | N—DOILHRE R AN LET, LEMBEERIT. PHINLTF R B
VAT, 22— —iF, Xy "I —FI TRA AL o> TCa—P—4EB X
ORI — RPRFIEEND KOOI IN G DOHRERRT HOILENH D £
T, 22—V —DNIEHMERREIETT 5 E T, HEldfESShET, FH
LN HROE 1L, &K 128 LFTT,

KeyWrap DE® | 047> a v 2 F0TT 5 L, AESKeyWrap 7 /L= U X A2 L Y RADIUS

{& (Enable Tu harotXa T o B35k, Cisco ISE T FIPS 140 [ZHEHL AT HE

KeyWrap) R0 ET,

F—Es+— ([keyWrap Z A 2029 % (Enable keyWrap) | F = v 7 Ry 7 A% 402

(Key Encryption
Key)

LGB OR) vy v a vkt BE) (RS 3 —2 AL
i‘g—o

Ayt—T F—
T4 —5
a—Fk %—
(Message
Authenticator

CodeKey)

([keyWrap A %123 % (Enable keyWrap) | F = v 7Ry 7 A% 42
L7ZBE D7) RADIUS #A vt — Lo ¥ —f& HMAC #HREICHEH S h
5F—w ANNLET,

grozL2sd I}
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BREOHCAD |

J4—ILF% FRLEDHTA KSA4 Y

F—AHAEK Cisco ISE Bs 5 — D ANIHEAT X EHBE L ET, Tk, WLAN
(Key Input ay hn—I EOREE BT HMLERDY £4, IHETHEORE 1L,
Format)

WICEZRINTNDEF—D (FHRKD) BESLIEMIC—H L TWALERD
DET, TNILVEVEIZFFTSNEE A,

« [ASCIT] : F—MEF5F—DEIIX16 LT (KA ) | Avke—U 4—
v T 4= a—RKRF—0OREIF20 LT (N1 ) THLHLER
HoEJ,

* [16 ¥ (Hexadecimal) ]: ¥ —ME5F—DEIET32 /314 FTHY |
Aobt—VF— T4 r—F a— RKRF—DEXT4031 FTHD
ﬂ\gf)§8§)@iﬁ_o

Authentication
Port

RADIUS #HFEDAR— b EEEZ AN LET, EHOFPHIL1 ~ 65535 T, T
7 v MM 1812 T,

FhOUTAVT|RADIUS T H T T 4 T OR— " NEBE AN LET, HEOFHIZ1 ~
R— b 65535 T, 77 4/L ML 1813 T,

(Accounting

Port)

HY—/\— B A Ly |Cisco ISE 237 RADIUS H— 3= 6 OIS E 2+ 2 A A L
Tk (Server |4, ST 4 MISHTT, AAMEILS ~ 120 T,

timeout)

EGEAITEIS Cisco ISE 2345 RADIUS H— S — D4 2 3T BRI A AT LE T,
(Connection FI7 4 MIZEICHREINTWET, ARMEIZL ~9 T,
Attempts)

RADIUS 7 OX% <
Jx—I)LA—iN—
DHNEHAR

BEHG IR LT D, O — —|ZH S
AN LUET, AR72HHIE 1 ~ 600 TT,

P—NR—H A LT T NeAFy T L, 7= VA — "= HEBEITHIZ
X, TORTA—FERELET,

B £ TORMBIERE %

RADIUS H—/\—|EF

WRDFETIE, RADIUS — —JlEF A VERK T 5 7 OI2 3% [RADIUS $—3—JlgF (RADIUS
Server Sequences) |V A4 2 RUDT7 4 — /L RIZOWTHHALES, 2OV 4 RUEFRRTD
Wi, [A==2— Mem) 7142 (=) 27V v 7 LTERIRLET[EE (Adminigration) ]>
[y k—%5 1)y —R (Network Resources) ]>[RADIUSHY—/\—][EF (RADIUS Server
Sequences) 1> [:EMN (Add) 1.

B zZEoxHLRre
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rapius +—s—1EF ]

£ 21: RADIUS Y —/\—|EFF

J4—ILF4&

FERLEDAA RS2

[%&81 (Name) ]

RADIUS Y — —JEFOL4HiE A LET,

£ R EETHHAEZADLET,

KRR MAIT KL |48 RADIUS — "—D P 7 RL A& AN LET,

Z (Host IP)

A—H—AERL | [ ThE (Available) 1V A bR v 7 AT, RY v— ==L LTHHA
=Y —ER 34 |34 248 RADIUS ¥ —/3—%384R L, FE2IR L7243 RADIUS #—/3—%
T (User Selected | (4R35 7% (Selected) | U % h R v 7 2ICBH L £,

Service Type)

U%—hjb@ VE—RNRV =P =TT HO T 4 T E2GINTDHITIE. 2O
T4y Frv IRy I AEF AT LUET,

(Remote
Accounting)

a—Ahi 7ﬁ 7 |CiscolSETDT I T 4 T EFMITHICE, ZOF =y 7Ry 7 A
Tavy A LET,

(Local

Accounting)

SELEMHRTE (Advanced Attributes Settings)

IO ED
BEM DLEREICH
BT H5RYYXF
FTHIBR (Strip
Start of Subject
Name up tothe
First Occurrence
of the Separator)

TV T 4 P AP =L ERMOEIZE, 2O0F =y IRy I A%eF
NZLET, 2ExiE, VTV =7 MDD acmeluserA. XYY SCFEAN\ D
BE., 22—V —4IT userA 12720 £,

BROH LA .“
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

RUICHERT AKX
P FELrLH T
D1 FEDKE
F THIBR (Strip
End of Subject
Name from the
Last Occurrence
of the Separator)

V74 I APDAa—P 2RO RIIT, ZOF =y IRy 7 A%F
NZLET, RE XX YT V=7 NS userA@abe.com, X Y)Y SCFEN
@ D, 22— —F T userA IZ72 0D £,

* NetBIOS & 7214 User Principle Name (UPN) 74—~ h Dz —H—
4, (user@domain.com ¥ 721% /domain/user) 76— —4 ZHlitH4 %
Wik, ZNHDOA N v T F T a v EEINCTLHILERS Y 77,
RADIUS ¥ —"—=Ta—H—ZFFES 57200, 2—F—H 7T
RADIUS ¥ ——{ZESN LD T,

NBLOC@OWGOAN) v TieET 77 4 7k, ==Y b
ZRER LTV AEEA . CiscoISE I3 #IZ HHET 5\ & UTF40 5 IEFkE
WD BRS Z e TEFERHA, L, £A MY v HREIX, ——
Uy FEBEBL TR WD, RN AT 2854 T8ME
LET,

51E# RADIUS
H—/IN\—~DEK
IZEFENLENZE
ZEJI S (Modify
Attributesin the
Request to the
External RADIUS
Server)

a}g\gﬁzﬁﬁ@ RADIUS ‘H“—‘/\“—‘ k @Fﬁﬂft%'fﬁ?é@‘fﬁ@@'f@zE CiSCO ISE
SR I, COF =y s Ry s AEA AT LET,

RO JEMEBIEN FIEETT,
« B (Add) ]: RADIUS ZXR/SEEMEICBEEZBML £,

« [ (Update) 1: J@PEfE (BE 721380 2ZAF LET, £203
ez OREEE (BF) TESHMAET,

« [HIEE (Remove) ]: J@iEFE-I3EMt & EDOT ZHIBRL £,
o [TXCHIER (RemoveAny) ]: fFET DT X CORBMELHIFRL ET,

FREEAR ) —IZHE
& (Continueto
Authorization
Policy)

ID ALY ZV—7BILOBEORIFIZESWT, mXxy 7u—%iFH
RY—OFATICHFEL T, LVFEMARERRELZITI IR, Z0F =y
IRy I AN LET, ZOF T arEB2HMMCT D E. SMBRADIUS
P R= D DIREICE END BN, FRAER Y —OBPIUFEH SN E
T, ZOaTFANOEFORMEIL. AAA Y — =D T ATULE R
MDY MECERT SN E T,

Access-Accept D
EERICEEEE
E93 % (Modify
Attributes before
send an
Access-Accept)

B T A ANTIRIET HEANI B E AT T 51213,
I A HEF AT LET,

TDOF TRy

B zZEoxHLRre



| BROHC2S
nac v+ —or o ]

NAC ¥ ~— v DERTE

DR TIL, NAC v X — T ¥ ZiBIMNT 572D TE % [##l NAC Manager (New NAC
Manager) | V4 RUDT7 4 — /L RIZOWTHHALET, 207V 4 Ry ZERRTDHITIE,
[A==2— (Menuw) |74 =2y (=) 27Uy 7 LTEIRLET[EE (Administration) ]>
[#v bT—% 1) —X (Network Resources) ]>[NAC Managers|,

R2:NACRA—T v DERTE

TJ4—ILF FEREDHA KA

4 (Name) Cisco Access Manager (CAM) D4 RiTZ AL ET,

AT —H A CAM ~D i # F8FET 5 Cisco ISE 7’12 7 7 A 7 )75 O REST API {5 %
HMNZT DB, [AT—X A (Status) | F=v IRy 7 A4 L
iﬁ‘o

B CAM O E AT LET,

[IP7 KL A (IP [CAM®DIP T RL A% AJJLZE 7, CiscoISE T CAM % 1Epk L THRAF L 7=
Address) ] %, CAMODIP 7 RLAZRETHZ LIZTETERA,

0.0.0.0 & 255.255.255.255 I%. CiscoISE TCAM O IP 7 KL X Z#iET 5%
LEXIZBAAN S, CAMD[IPT FL A (IPAddress) ] 7 4 —/v RTHEHT
EDLHEMIRIP T RLATIIRWED, HTEEEA,

GE) INA TR_A FE YT ¢ HERL T CAM D7 NF 4 A8 Y —
EAIPT FLAZFEHTEES, THT, " T4 7Y
FAERTCAM DT = — N F—"—% P R— N TXFET,

[—H—%, CAM Da—H'— A v H—T o f |20 74 TE%H CAM FEHHE D2 —
(Username) ] P—HEATILET,

[XAT— R CAM Da—H'— A4 v H—T xf A|Zu 74 T& D CAM FHHE DA
(Password) ] J—RKEAITLET,

TNA R KR—FIILDOEE

TINA R R—FILDEETE
FINA R FR—EI)ILDFR—%)LID B/E

DT A4V RUEFRTDHINE, [A=2— Memu) | 742> (=) 227V v 7 L GERL
FI[EHE (Adminigtration) | >[T/\f AR—F)LOEE (Device Portal Managment) | >[7
Ay 2 FH) R RR—%)L (Blocked List Portal) /[ 547> b FRES 3=V dR—4)L

| grozL2sd I}



BREOHCAD |

B 7 xx—sror—sr08E

(Client Provisioning Portals) ]/[BYOD 7/R—#4 /)L (BYOD Portals) ]J/[MDM R—4JL (MDM
Portals) J/[T/31 R7FR—% )L (My DevicePortals) |> 1. #REF-(FZEE (Create Edit or
Duplicate) 1> [R—RILDHFEH LUV HRE2 YA X (Portals Settings and Customization) ] T

B

o [R—% /L4 (Portal Name) |: ZDR—FZNIT 7B AT HZDD—EDR—Z VL& N

NLET, ZOR—FNE%E, ZOMDAR A — FA N EFES R FR—F 0
([7wmy 27U AL (Blocked List) 1. [EAFTAT /A AFFHiAZ (BYOD) (Bring
Your Own Device (BYOD)) |, [Z7 747~ K 7B EY 3 =27 (Client Provisioning) |
[ENA VT NA AEE (MDM)  (Mobile Device Management (MDM)) . 721X [7 /31
A (My Devices) ] D& R—H ) IZHEHLRNTL 7ZE0,

ZO&4FNE, VAA VLI v arBBRT 572018, Bt m 7 7 A VR —2 L OERICHE
RENFET, ZHUIAR—F DY A MIEA I, oR—H VL O CREIZHKE T
7,

« [E%B8 (Description) ]: A7 a T,

o [AR—% /L7 A F URL (Portaltest URL) ]: [f&fF (Save) 1227 VU w2 L7cfRIZY 27 &L

TRRENDBVAT AL VARENZURL, R—=ZLVET A MTAEDIEHLET,

Vo2 k70w 745E, ZOR=FZNLVOURL ZEFTHH LT TV X 7REE £
T, KUY =P —EREEHRY o—H—E R —F (PSN) 24T 20ERH Y F
T, KU =P —EZARF N5 T WS, PSNITEHE AR — 2 L OHEkFr L
£7

N

GE)

TARNR—=ZNVZIRADIUS By a &R — LT\
W, TRTOR—=Z VNI TDHR—Z LT a0 —DKITERIH
FHA, BYODBLIRNZ A4 7 7ty a =27 ZRADIUS
Y vva VIETFET A R—=Z 06T, 72 & 2I1E, M URL
~DYZA VT v a IR L EEA, EEOPSNEH HGE
Cisco ISE 1 I HIDT 77 4 7 PSN 2RI L £,

« [E5E7 74V (LanguageFile) ]: &R —F V¥ A 71X, T 74/ N CTISHEOSHELE Y

R—=hLET, ZRNHOEFEIL. HrxOTa T 4774 LTHEATEEY, b
D77 AME, FESNTZH—DFETZ 7 A VHNICEED TR RALSNTHET, T"%
ANV THERATHEMEE 7 7 ANV AR—MEZEFA R —FLET, EMSIEY

A MZIE, R— &w@T%z%%%ﬁ#ét@ﬁﬁ%ﬂ%&@%@§%774»%#«1
GENRTVET,

%%774w I, BEDT Z U alr—L@ZE~DY LT L FOSETOR—H
BEROTRTOXTIRENGEENTWET, 12OFFEY 7 A Vi, FIRBL O —
)t~ya/®ﬁmuﬁg fFEHTEDLLIIC, PR—FENDZTRTOEEREGEN
TWET,

1 OOEFEADT 70 o — ViR EE2EF LI-HA, BENFIIMOTATHOZ K
a—YP—Web R—F/VICEHENET, &2, Ay PARY h FA K R—=Z )LD

B zZEoxHLRre



| gEoHLRAS

BYoD & MOM K— 2 Lo—s L&z [

French.properties 7' 7 U ¥ 10 77— /L % fr fr-fr,fr-ca 7> 5 frfr-fr ICEFTH L, ZOEFNRE
DT NA ZAR—=F VI HHEHASNET,

[R—=ZN_X—=TDH A M <A X (Portal Page Customizations) ] ¥ 7 TWFNDT F A
BHABZARTHE, BETAarPNERINET, BEAvE—VF, F—F1LDhH
AL <A ARFHZN DD EBE AT T EE 2T X TCOV R — MRIROZFEHE T T 4 7574
JZHIBEMT HNERGLZ EABMLET, Fry X TR NOF T a a2l
LT, FEITEETA 2V BNERENNEICLET, £, BET A a3, FHS
NI EMESRET 7 A VDA VAR — MEICHBIIIZR R IR R0 £,

BYOD & MDM /R—%Z JLDKR—4% JLERTE

TDU 4 RUEERTDICNE, [A=2— Menu) | TA 2y (=) 270 w7 LGEIRL
FI[EE (Adminigtration) 1>[7 /31 RAFR—4%2 JLEE (DevicePortal Management) |>[BYOD
R—%F )L FEF[ETMDM ;R—4% )L (BYOD Portalsor MDM Portals) > [{Efk. REF=ITER
(Create, Edit or Duplicate) | > [ R—Z JLDEIEL 7B —DERE (Portal Behavior and Flow
Settings) | > [R—#A JLEXTE (Portal Settings) 1.

INBERELT, R—=F L X—=YOELEXELET,
« [HTTPS 7R— & (HTTPS Port) ] : 8000 ~ 8999 O#ifH DR — MEEZ AN LET, T 741

MEIZTXRTOT 74V hAR—=HF /L T8443TH, 7272 L, [Py Z#FEHU AL (Blocked
List) | R—# /Ui 8444 TF, ZO#EHHINOKR— MEZFERALTT v 77 L— FLIz%GE
X, 2OV RYTELEZMALETHFSNET, 2OV RUEEET 56
X, ZOHIRICHED KR — MREEZFH LTI,

FARNR—=Z WIS A MR —2 v (T34 A (My Devices) |72 &) k- THEA S
HR—=FEFEOVYBTEHE, 27— Ay bE—UNRERINET,

RAF v il LEEICHONWT DR, 774 T F7Fabeya=r T R—F L3R — 8905
BLOU89 BEH L ET, ZNLSNDEHEEIL, 7 A b R—=Z L ~DEI YK TLELR—
NEERHLET,

W U HTTPS AR — MZE 0 4 ToHhNoAR—2 T, RILFHEY b A=V Xy b A F—
T2 AAERIFRNOA L F—T oA ZAZFEHTEET, TNOLOR—FANRFELFR— R &
A B—T A ZADMBEDLEEFEH L TWEHRE., RUIFAES V—F % 72 EHT 5
VERHY £9, KRICHZRLET,

s ARMUY— R—=ZNafle UTHER LA bE 2 RIRLET,

c ARUY— R R—F) R — 1843, A EF—T A A0, IAEZ A, BIW
TINA A R—=H) : AR—F 8443, f X —T A A0, fEAEIL—TA

¢« ARV —R—HF)L : R—18443, f v H—T7 A A0, FEAEITNL—TA, B
ST RS A R—=H) : R— 18445, f X —T A A0, iEAEI/L—TB

o [AR Y — (Sponsor) |AR—H/L:KR— 844, A ¥ —T AR, FEHES
N—TA, BEWN Ty Z7EHY AR (BlockedList) 73— /L : 7"— | 8444,
A B =T =420, iEHEIL—7B
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B svoo & MomR—5 Lom—

BROHLRAD |
2 ILERTE

o BN EA S HREIIIRNEENE T,

Cc ARUY—R—=F  R— 18443, A F—T A A0, EHEIL—TA B
FOTNARAR—=H) 8443, A FZ—T x4 R0, fEHFEIL—7B
o [AARHP— (Sponsor) [R—H /L :R— K844, A X —7xA A0, FEES

TA, BXO[7wr v 7#EHU AL (BlockedList) |AR—4% /b : 7R— 8444, A v
H—T A A0, ;EFAEIL—T A

G¥)

W72 /N T A=<V AERGDHITIE, TA M —BERIZA X —
TxARA0EMHTHZ EEAHELRELET, [FA—FLiE (Portal
Settings) | TlIA v X —7 =2 A A0DHEHRETEET, 721

CLI =~ Riphost Z#ffifH L T, " A F4 £721Z FQDN % A >
B —T o2 AO0DIPT RL Ay 7 TAH52 L TXET,

s [BEAAIREA % —7 = A A (Allowed Interfaces) ] : PAN R —H )V OFEITIEHTE S

PSN A v H—T 2 A ABERLET, R—H/L%B< RN PAN Tirbitd &, PAN I
PSN CEAAIBER AR — F 2R L E T, B2V TRy FEOIP T FLAZHEHLTA —
PRy b A H =T oA AERETIHLEND Y £7°,

N E—T oA AL, R =P —EANF N o TNDHTXTOPSN (VM
NR—Z%&GTy) THEAFMETHIVLENHY £, ZhiE, ZN5DTXTOD PSN BF
ANEYyTa VOBRBIFCY XA LT MIER SN A REMER S 2720, BAEEMNTT,

e A=V Xy P AU X =T AL, B9 T2y N EDOIP T RLVAZEHT DM
ERHY E9,

CITHNCT BA v F—T 2 AL, BY =P ERABF RS TNB L ED
VMAR—=ZD LD ZETe, TNTOPSNTHATE D2 bOTRIFTRY FEA,
E, ThEDFTXTOPSNBT A b £y a Y ORRHZY 4 L7 MIER S
N ATREMED & 5 T2 O AT,

e R—ZNVDIPEDY TV =/ NAEITT TV 27 FORBLIZA LV F—T A R
IP7 RURICRT HLERH D £,

« ISE CLI Tip host x.x.x.X yyy.domain.com #&E LT, ¥ Z VA Z—T A AD
IP7 FLAZFQDNIZv vy B 7 LET, Zhid, itHEOY 7V =2 My, £
Y7V FOREL L —BSEL OIS ET,

s R T 4 T SITENIC DB PRI TV DHEA L, PSNIZAR—Z VO ERFZ
WONCR T 4 v T A H—T 2 ADFKELARHLET, DD LR NWEGE, %
ZHLIE, FOPSN THRYT 4 Y ITRFEESNTNRNTEHIZ, PSN T 7 —203G0
BINTHRTLET, PSNIIMHEA X —T =2 ATOR—F VOB ERA T
o

eNICF—I T FREFRST AT, A T_A T8 YT ¢ (MEEM) 2FEB$
BI=DIZ 2 ODOEBIONIC ZRETED REA T a T, EBBMNDNIC IZFE

B zZEoxHLRre
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°§7.|_T

BvoD K—5 L0 BvoD 5 [}

ERRETDE, RUT 4 T ENTHRHO—HTHDH 5 —FHFONICIX, iz i
fTLET, 1 DO NIC 2[R —Z/Vi%E (Portal Settings) | (2D TAHR—F /LITER
ENFET, WENIC L IGET DR T 4 7 &I NIC O T AFRE SN TS
BlE. PSNBRAR—HLVERELLI ETDHE, BRINCAY T4 T A2 —T A
AP LE D E LET, TR LARVWES, ZOPSNICRC Ry v 7 v
IR T2 Z EWNRIRTH D alRelE’ b 5 DT, PSNIIMFLA X —T = A A THR—
AVERBLEL Y & LET,

s [fEAEZ V—"7"% 7 (Certificate Group tag) | : R—¥ /L@ HTTPS N T 7 4 v 7 \ZfEHT

LREAEZEET DAEHE I NV —T ¥ 7R L £ 7,

o[> RFA > MID Z/v—7 (EndpointIdentity Group) |: 7" A N DT /31 R &8T5 7=

HDOT RRA LMD I N—7%8IKR L ET, CiscolSEIZT 74V FELTHHATS
GuestEndpoints D=2 KR A > R ID ZV—7 %M LEd, T 740 b EHHLARVWE
A BIMO= Y RRA L NID I A—F%ERRTAHZ b TEXE T,

WEEDTNA ZAZBT D200 RARA L D 7V —7 %2R LE£4, Cisco ISE
X7 7 40 b & LTI % RegisteredDevices D=2 RiRA o b ID 70— 7 2424t L £
T, FTIFNREHERHLAAWES, B0 RS NID ZV—F2ERT52 8%
TEET,

£y
=]

il
=101

[TV Oulr—EEHT S (UseBrowser Locale) |1: 7 747 b7 7 uHon
r—VRECHESNESHEER—FNVOFRRSHEELTHEHLES, 77U F0nR
7 —=/VDEFED Cisco ISE THAR— b SN TV ZRWEGEIE, [T+ —N Ny 7 S5k

(Fallback Language) | W ErEA—X /L& LTHEMAINET,

s [74— 3y 7 556 (Fallback Language) |: 7 7 v ¥ — A nb5ima G T
BRWGE. £33 7 U e — /L EFEN Cisco ISE THR— F S TWRWEGEID
BT EHEERINLET,

o [FITAEH (AlwaysUse) ]: A—F AT HRASELZEINLE T, ZOFREIL.
a—Y—[7TT7u¥Fonr—EZ#H7T 5 (User Browser Locale) |47 a3 % |k
EXLET,

BYOD 7~— % JL @) BYOD &7

ZDU 4y RUEFRRTDHIZE, [A==z— Memu) | T4 (=) 227V v 7 LTRIRL
I [EE (Adminigration) 1>[7/31 R R—4% JLEE (DevicePortal Management) ]1>[BYOD
R—4% )L (BYOD Portals) 1> [{ERL. #REFT=(X#EE (Create Edit or Duplicate) ] >[R—%
ILOBESE LU 70 —0KRE (Portal Behavior and Flow Settings) 1> [BYOD %% (BYOD
Settings) 1.
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COREEFEHL T, A=Y TN T AEERTOHIHEEEDENFTAT A ADEFLHIAH
(BYOD) #fex A%z L., ¥Ry NV —ZIZT 7 BATESL5ICLET,

J4—ILF4A

FEREDAARZAY

AUP &#XR—2|C
EFHBHIAUP %)
DHOELTEDHD
(Includean AUP
(on page/aslink))

SHEOR y VU= HRHOBSEM 2, BEL— —IZEREINTWH Y o«
VR EDOTERA L LT, ERIXAUP TER R MG ENLTLNEZ T
FHEU 4 RUERC U7 LTERLET,

[RAEIABE 22— —DT T NIRFERIZHEMNI R HENT, —% —F AUP IZ[FE

(Require THOMENRHY T, [B7 A (Login) | ARZ L, =—HF—3 AUP %

Acceptance) | | iF ANARWVEAIIANCE D E /A, 2—F—)% AUP IZ A L72a\ i
. Ry NT—2ICT 7 BATEERA,

AUPDEREET |Z0F 7 aid, [AUP 22— I2& %% (Include an AUP on page) |78

DAY A= | 5Tl DA DHFRINET,

Z (Require

scrolling to end of
AUP)

=P —NAUP B E CTHATL I 2R LET, [FE (Accept) 1R
2%, 22— =N AUP DHEETAZ a0 —L§ 5 AN £,

[BEREFICT /N
AIDZ4—ILEF
ERERT B
(Display Device
ID Field During
Registration) ]

ik Az, 734 AID Za2—H—ZFRLET, L, T
A ZIDBHFARESNTEY., BYOD R—FZLEHEHLTWD L &E|IE
HCERWEAELERET,

JT® URL
(Originating
URL)

Xy N =T ~OFEIEZET 5 &, ARG AIE—F—D7 7 oW
B, 2P —n_T I EALLIELTWETTD Web A MU XA L7
FLET, HHTE22WEEIE, GRAEKE) (Authentication Success) |7 o
YRUuRFRENET, VXA LY FURLINADDT 7 A a2y hu—
LU A KNEZDNAD D CiscolSE TRE SNTRBRET R 7 7 A VLD |
PSN O7AR— b 8443 TEIET HZ L 28 LE T,

Windows, MAC, X O Android 734 ADGA., filfli 7 neya =
ThRFATTHRAL T Y a = U4 =R T r— g VIE
SNET, TOED, ZNHDOT A AFITEO URLIZY XA L7 R ER
FHA, 72720, i0S (dotlX) BLUOVKR— FAtZGHDOT/NA A (R b
U—0 T RANHFEAIINTND) TiE, TOURLIZVZ A LT bER
*7,

et —

(Success page)

TS ZADBGEBEEN LT Z & amm T _—V a2 R R LET,

URL

Py N =T ~OFFEZHNT B &, 22—V —DT7 TP EiEEINT
URL (££LD Web ¥4 b2 &) 12UV X A L7 FLET,

B zZEoxHLRre



| gEoHLRAS
gmETnesazy k—aror—srge |

\)

GE)  FEFBZICHNEB URLICF A R E Y XA L7 b9 584, URLT RLRAZMELT, By a v
NUEAL L7 NEINAETIZEENELLARZ EXHY £17,

SRETOEYS 3 = R—E2ILDKR—2 ILEETE

DU 4 RUEERT DL, [A=2— Menu) | TA 22y (=) 270 v 7 LGEIRL
FI[EE (Administration) ]>[T /31 RAR—% JLEE (Device Portal Management) ]>[REBA
E2J70EY3=>% R—4)L (Certificate Provisioning Portal) 1> [, fREF-(FER
(Create, Edit or Duplicate) 1> [ R—Z2 ILDEMES LUV 7B —DEKFE (Portal Behavior and Flow
Settings) 1> [R—4 JLEEE (Portal Settings) | .

« [HTTPS 78— K (HTTPS Port) ] : 8000 ~ 8999 O#ifHO R — MEEZ AL LET, T 74 /b
MEIXTXTOT 74/ hAR—Z /L T8443 T, 7L, [T Ry 27 #%HY AL (Blocked
List) | R—# /L1 8444 T4, ZO#PASNSOFR— MEEFH L TT7 v 77 L— RN L7=HE
E. 2OV RUTEEZMA LD ETHFFSNET, 2OV RUEEET L5
X, ZOHIRIZHED KO IR — MREZEH LET,
FANKR—=FNWZIET A NKR—=%)0 (T34 A (My Devices) |72 &) (X o THEHSN
HR—=FEFHVYTEHE, 2T — Ay bE—UNRERINET,

RAF vl LEEICHONWTDR, 774 T F7Fabeya =T R—% )L TR— 8905
BELOR9 HEEHLET, TNLADOEAIZ, AR R—F L ~DEI K TLRLKR—
NEFERA L ET,

[ U HTTPS AR— MZEI W 4 TonmR—Z ik, REXHTEY A —HFy b A ¥—
T2 AAERIFRNDOA L F—T 2 A ZAZFEHTEET, TNOHDOR—FANRFELFR— R &
A B =T oA ADBEDELZHEH L TWAEE, [ UERAES L—7 % 724+ %
VBN BV F4, WITHIZRLET,

s AP — R—=Z N aflE UTHER LA bE 2 RIORLET,

s AR Y—R—=F)  R— K843, A F—T7xA R0, fEHEX A, BIY
TNAAR=L) : W—1 843, A H—T=AA0, GEAEFEINV—TA

s AR —R—F ) R— 1843, /X —T xR0, iEFHEINLV—TA, B
FOTF NS AR—=H) : AR— 8445, f X —T A A0, fEAEI/ L —7B

o [AAR P — (Sponsor) JAR—H /L R— 1844, A X —T7xAR1L FEHES
N—TA, BXO[7r v 7§EAHY X (BlockedList) JA8—# /L 1 AR— | 8444,
A B =T =40, itHEFEI/L—7B
o B A DEITIIRDBEENE T,

c ARV —R—H L R— 1 8M3, f ¥ —T7=A A0, AtAHESV—TA B
FOF AL R B—H L 8M3, A H—T =4 A0, FEHESL—FB

| groLro [}
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B iszoocva-syk—sror—srgE

o [AARY— (Sponsor) [R—H /L R— K844, A X —7xA R0, FEHESF
TA, BXO[T7wry7#EHU AL (BlockedList) |AR—4% /b : 7R— 8444, A v
=T =AA0, iEHAFIZNV—TA

\}

GE) 727 4 —~ RAE/DHITIE, FA M —ERICA U —
TxA RO EMHT LI AR LET, [R—FLiiE (Portal
Settings) | TlIA v X —7 =2 A A0DHEHRETEET, £720%.
CLI =~ Riphost Z#fifH LT, "A R4 F£72I1Z FQDN % A
HA—=T 2 A0DIPT LA B35 TEET,

s [EAATREA v Z —7 = A A (Allowed Interfaces) ] : PAN 23R — X )LV DFELTIEH TE 5

PSN A > H—T7 oA A% L ET, RN—H /L% < ERMN PAN TiThivd &, PAN T
PSN CEMAFEE/RRR— 2L ET, B2V 7 xy hEOIP T RLAZFEALTA —
PRy b A E =T 2 A RAERETDHLERDH Y 77,

N E—=T oA AF, R =P —EARF RS> TNDHTXTHOPSN (VM
N=Z2&E) THAMETHLILERD Y £, ZhF, ZhbDFT~TOPSN Y
Z bty va rORIRRICY XA L7 MER S D ATREMD & D 7=, MAHAEM T,

A=Y Ry b AL F =T A RL, BRDVTRy b EOIP T RUREMHHT L4
ERHY ET,

ZITHEDNCTAA v E—T oA AL, RV —H—EARF NI TNDHEED
VMARX—Z2D LD EET, T XTOPSNTHEATE 20 TRIFIUIRY FHA, 2
I, ZhEDTRXTOPSN BT AN By v a v ORMIFIZY X4 L7 MIEHE
WD AREMEN B D - DM T,

R—=ZNVDOFHAEBOY T2/ NAETIZT T Vo= FORBELIIA o —T = A R
IP7 RUVRIZFRIR T HHERH Y 5,

ISE CLI Tip host x.x.x.xyyy.domain.com & E L T, B Z VA Z—T A AD
IP7 RLAZFQDN IZ~ vy B 7 LET, Zhid, SENEDOF TV =7 M, Fic
7Y oREBEA L —BISELeDIshET,

R T 4 T ENTENIC DBNERR SN TV HEATEL, PSNIZR—Z L OB ERZ,
BUNCR T 4 v T A A —T 2 ADREERLET, THUREIH L WEE, B
ZHLIE, FOPSN THRYT 4 Y ITRFEESNTNRNTZDIZ, PSN T 7 —23G0
FEENTHRTLET, PSNIFWELIA VX —T =24 A TOR—Z VOB EHAAEE
oo

3

.

NICTF— V7 EEIR T4 T1E, M T XA 807 ¢ (MHBEENE) 2383
D722 DOfEBID NIC 2R ETE D KEAS > a T, EHH1ONIC IZE
ERRAETLE, AT 4 v 7 SnizERO—HTHLH 5 —FONICIE, Bz
ITLET, 1 DONIC S [R—F /L% E (Portal Settings) ] 12DV TR — & JLITIERIN
EnEd, WEINIC LT 2R T 4 7 &N NIC O GFNRRESHLTWDHE
BlE. PSNBAR—H NV ERELLI ETDHE, BRUNCARY T4 v T A2 —T A

B zZEoxHLRre



| gEoHLRAS
gmETnesazy k—aror—srge |

AR LE O L LET, BRI LARWEGS, ZOPSNIZR Ry N T v
IR T-Z ENFRTH D AREMEN B 5 DT, PSNIIWHERA & —T = A A THR—
ZNLEBEBLE S & LET,

s [REBE 7 Vv—7"% 7 (Certificate Group tag) |: AN—%/L®D HTTPS ~ 7 7 1 v 7T H$
LHREHEZEET DFEHE I V-T2 TR RIR L 7,

«[EBEE A= (AuthenticationMethod) | : = — % —3RIFICMEHT 5 ID ¥ —RJEF (ISS) *
721XID 7 g F— (1dP) ZBIRLF4, ID Y —RXEFIX, 22— —27 LF ooy i
WERTH-DIEFICHRBEINDID A T DY A KTT,

Cisco ISE |21, AR —7a4— % /L Sponsor_Portal Sequence F1D7T 7 4/ h®D ID Y — A
NEF23 3 ETWET,

IdP Z 3% ET 5121, [EHE (Adminigtration) ]>[ID ¥ (Identity Management) ] >[4}
ERIDY —R (External Identity Sources) ]>[SAML ID ZR/34 & — (SAML IdProviders) ]
DINEIZER L FE T,

ID YV — R ET S, [EH# (Administration) ]>[ID & #E (Identity Management) ]
>[ID Y —AJIE/F (Identity Source Sequences) ] %R L 9,

[EFBFE T N—TDFE (Configure Authorized Groups) | : AEFAE A £k L CEN % [T
#H (Chosen) 178> 7 ZAZBENT A2 DOMHEREZf 5T 52— —ID 7L —7 %R L
i ﬁ—o

[Fe &Rl K A A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ] : [AR > ¥ —

(Sponsor) | AR—H IVETZ1X [T /31 A (MyDevices) | A~— % /L DIEA D FQDN % 7= 37k
AN E1ODOODLUEANLET, 72b 23,
sponsorportal.yourcompany.com,sponsor & AJJ 452 LT, 2—¥— 377
FILZNDLOWTNEATITHE, BERINET, Do~ EHEHL TARIZRXED £
TN, = MU AR=REFALRZNTLEE0,

T 7 4/ h® FQDN #ZEH 4 5551%, WEFEITLET,

*DNS ZHH LT, # LV URL ® FQDN BZE#RAR Y > — H#—E & /— K (PSN)
DIPT LRI S L9 LET, PSNDOF— L& fitd 50— X5 %0
RABIP 7 RV RAZRETHIEHTEXET,

« ZRTOR I X DFEAEOESE X » & — V& BT 5 72912, CiscoISEPSN O 12—
AN —=_R—FEHEOY 7V =7 MUES (SAN) JBHEIC, I A X~ A XASH7ZURL
D FQDN £721X VAV R — RE&®HET, [Kerberos SSO #5771 (Allow Kerberos
SSO) | A7 a vinAR P —R—Z L THNNI > TWDHEAIL, R—Z L TfF
A bdue—h 4 — N—iEBHED SAN JEMIZ Cisco ISE PSN @ FQDN F 72137 1
IWRA—FREEDDLILENRDHD £,

[TA RAH A L7k (dle Timeout) |: R—XJVIZT 7T 4 ET 4 BNIRNFEIT2—
W—% w777 4% ETIC Cisco ISE BT DI (4) &2 AN LEd, ARh7eHi
L1 ~3047T79,

| groLro [}



BREOHCAD |
MPETOE 3= R—8 LOK— S LRE

AY 4> R—TDEE (Login Page Settings)

s [L— MHIRE TORKE 71 31703 (Maximum Failed Login Attempts Before Rate
Limiting) ]: CiscoISERT H 7 "D A1y MZFIAT 2 E TOR—DT I ¥ty
arhbOu A ST REERERELET, ZRCEY, THATV oy T Y
MIEEEEAL, Amy VR, BEGIREEO R 74 31T HE (Time between login
attempts when rate limiting) ] TiXE SAVE T,

«[AUP &85 (IncludeanAUP) |: 7 —{ZT7 78 7H TNV a—A R —10 4 Ky
ZBMLET, AUPE T 4> ROIWZIBMLEZY, BlOoT 4 RU~DU 7 2B ETDHZ
ENTEET,

FARE (AUP) R—IERTE (Acceptable Use Policy (AUP) Page Settings)

« [AUP X— %5 %% (Include an AUP Page) |: 2D % > b U — 7 EHGESMZ, BlO
NR—=TTCa—H—FKRLET,

[EFHEBIZHID AUP 29 % (Use Different AUP for Employees) ] : ft3EB &M IZHID
AUP BEO*R y NV HRESRIFEFR R LET, ZOFTva VBT L & [
BEH® AUP # X% v 7 (Skip AUP for employees) ] ITE N TE EHA,

[HEEB A D AUP % A%~ 7 (Skip AUP for Employees) |: it 81X, *v hU—21Z7T
Y AT HENCAUP ICRIETAZHEIZH D T, ZOF T a 0 2RIRT D L [
BIZHIo AUP #3425 (Use different AUP for employees) ] 1ZiIR T FH A,

[[FIEAME (Require Acceptance) | : L—V—D 7T H 7 v M NERTHMNIRHENT, L—
P —IZAUPIZRIET DMERH D £7, [m 74 (Login) ]AHF %, =—HF—7 AUP
EZITANBROWGEITANCRY FH A, 2—F—=DPAUPICRIE LW E, Ry hU—
TJWTI7RBATEERA,

[AUP Ot TO A7 v — /L3 B (Require Scrolling to End of AUP) ] : [AUP Z=—
\Z5 % (Include an AUP onpage) | Z AN LIZHBICDH, ZOF T a ViInKRS
ES,
=P =N AUP L E TtATE Z LB LET, [FE (Accept) | AR F 1, —
P—MNAUP DFEETRAI/ 0 —LT25LT 07 4712720 £F, AUP B —H —(TFKR
EINTHAICERELET,
s [WEld 7 7 A DI (On First Login only) ] : = —H# =A@ Txy hT—7 £720%
R—=FNCa 7 A4 LIz ZIZAUP 2R LET,
s[mZ A& (OnBveryLogin) |: 2 —WF—0Nxy NU—7 IR —Zizn 7/ A
YIHTEIC, AUP ZRRFLET,
[ HZE Wimlowm 7 A iv5)  (Bvery  Days (starting at first login)) ]: % v b
U= RR—= LM a—F =R Tr 7 A LIthiE, AUP 2 EHIICRT L E
‘é—c

B zZEoxHLRre



| gEoHLRAS

9247k 7RE

5547vk Foeva=vy f—arof—sLEzE ||

Az R—EIILDOER—FILETE

DT 4V RUEFRTDHIZE, [A=a2— Menu) |74 2> (=) 227V v 7 L GEIRL
FI[EE (Administration) ]>[T /31 RR—F JLEHE (Device Portal Management) 1>[V 3
A7 rFOES 3 =5 R—4)L (Client Provisioning Portals) > [{ERX. #R&E. #HElE -
[XHIB% (Create, Edit, Duplicate, or Delete) 1> [{R—Z ILDEES LUV 7O —DEHE (Portal
Behavior and Flow Settings) ] T9-,

R—2ILERTE

[HTTPS /R— & (HTTPS Port) ] : 8000 ~ 8999 O#FFHD R — MEEZ AT LET, T 741
MEIZT_XTOT 7 4V hAR—H )L T8443 TY, 7272L, [TAYIFEHA') R (Blocked
List) ] R—% /113 8444 T3, ZOHFPHINDO AR — MEZFEHA L TT v 77 L— KLIGE
X, ZOX—UTERELMZ D ETHFFSNLET, ZOXR—VEEET L4556, ZOHlR
WD LA — MRELXZLEETHLENDH Y 7,

[fEHFIREA % —7 = A A (Allowed interfaces) ] : R— X L& FEITTEX S5 PSN A X —
T xA AR L ET, PSN TEHEHAREE/R A 4 — 7 = A A%&1F 272 PSN DI R— X
NEAERTE ET, WEBIOR T4 v 7 &N v H—T 2 ADEEOMAEHE
ERETEET, ZHIEPSNBERORETT, TXTOR—F/MIINEDA o F—T =
AATOHRENEL, ZDOA X —T oA AREITTXTOPSN ICHEAH SN ET,

BB YT XYy P EDIPT FLAEFEHLTA =Y Ry b A X —T =2 A ABERE
TLHUENH Y £,

c ZITAHAMNIT DAV E—T 2 ARF, RV —HP—EARNF IR TNDHEEZD

VMARX—Z2D 4L DEET, TXTOPSNTHEHATE 2 L0 TRIFIUIRY A, &
L, TNHEDOTRTOPSNBTF ANy arOBERFICY ¥4 L7 MIERHE
D ATREMEN & 2 T2 MZH T,

e R—HZNVDIAEDOY TV 7 NG TV FORBELIT, A F—T A AP
RSN A LENRH D F9°,

« ISE CLI @ ip host x.x.x.x yyy.domain.com &5 %V A % —7 = A AP & FQDN
By BT HECRELET., ZNTREAFEOY 7V =7 NM/Y TV =s D
REA T —BSELTDIEHINET,

s IR T 4 T ENTENIC ODABER I TV D IEA L, PSNIZAR— X L OFRERET,
WONCAR T 4 o T A E—T 2 A ADFREERLET, TR L WGE, £
DPSNIZARY Ry MR- 7 2 EBHRKRTH L RN B H DT, PSNIZT T —
ZEE L TR TLET, WHA VX —T oA ATHR=FZNVEHBLELY SIXLESE
Moo

*NICF—Z VT EEFIRT 0 70, @mallE (WEEN) Oz 2 >ofEso
NICZBRETE D, OSHEA TV arTT, ELOLMLONICIZEENBET D L,
Ry T 4 TSN O ThHH 9 —FHONICIE, HEfiakiTLEST, 12D
NIC AR —H IR EICFESE R —F kL GRIRENE T,
« MIFENIC &R T 2R T 4 7 EHTNIC DO AR E SN TV DA - PSN
MR—=FNVEBRTELEIET DL, BRINIR T 4 T A H—T = A AR
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B /57 rTgnevazvyk—sroR—argE

LEDELET, ZNBHILARWEE., TOPSNIZARY Kty b7 w7 H7%
Mo Z ENFKETHAAREERH S DT, PSNIZWHA L X —T = A ATHR—
ZNEFBLE S & LET,

s [REBHE )V—7 % 7 (Certificate group tag) ] : "n—# /)LD HTTPS F 7 7 1 v 7 \ZMH T

BIHES L —T DTN —F 2 T RN U F 4,

« [(8FES . (Authentication Method) | : =-— ¥ —3BFEICEH 32 ID Y —XJlEF (ISS) F7-

IXID 7 a XA Z— (IdP) #ERLFET, ISSiE, 2=V — 7 LT oY V2 ERT HT-
DIZNEFRIZRESNAHSID A T OV A RTT, 72& 2, NEHZ A b 2—%— N
sL—+4F—_ Active Directory, LDAP 72 3% 0 £47,

CiscoISEZid, 7 9A T N 7ueva=r 7 A—3VHAOT 74V D7 54Tk
ZFr Y a=r7ID Y —RXJEF Certificate Portal Sequence 235 £ TUVVE T,

[Fe &Rl K A A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ]: 7 A 7 > bk
TubeVa=r I R=Z VIR EBL1OD—EDFQDN, RA MMy, £72ITZF 0O
FaEANTILET, 72L& X, [provisionportal.yourcompany.com| & AJJL7=¥6, +—

F=lZInoONTNNE T T UVFICAN L GERETn Y a =0 7 R—F )WZE|ET
xFET,

«DNS ZHH LT, ¥ L\ URL ® FQDN NAZ/RAR Y > — H+—E 2 /— K (PSN)
DIP T RV AIZHERIZHRT HE 21 LET, PSNOT—Lafgftds0— K 7
PYORIEIP T RLAZIEET S22 L TEET,

« ZETOR I L HAFHEDE L X v — V2 [ARET 5 72512, CiscolSEPSN O 17—
N —=N—REEOY 7V =7 MUEH (SAN) JEMEIZ, I A X~ A ASH7ZURL
D FQDN 721XV ANV R A—REE0nET,

GE)

URLV XA LY Nl FA4AT v h7aeya=rv708E,
[se4fEffi K A A >4 (FQDN) (Fully Qualified Domain Name
(FQDN)) 17 4 —/V FIZAJIT 2R —Z /L4 1%, DNSERIE Tk i
SNTWAEMENRSHY FET, URLIVXZA LT N LDITAT v
N TebEYa =T EANCTHIEH, 2O URL 22— —I(C
HWETOMERDH Y ET,

[7A KVvH A4 L7 7k (Idle Timeout) |: R—X/VZT 77 4 BT 4 NN GEAIZ2—
WP—%nu 7T 7 b3 5 ETIT Cisco ISE 5T 205/ (4) 2 AN LET, A7
X1 ~30457T9,

B zZEoxHLRre



| gEoHLRAS

\)

5547vk Foeva=vy f—arof—sLEzE ||

6=

TI3A4T v N TabeYa = R—H LV TiEIAR—  NEFEIEAELZEECTEFET, K
D, RANIIZIAT o N TrE a7 b RAT Y IZRCiEAEEZ XY Vo — KT8 &
EHFAILET, R—XAGEHENEXRRGERIICE WV ELA SN TWDIEA, v 7 &5
FEREINFERA, ACBAEHEORA, K—F /L L Ciscom—V ¥ hRAF v a2 R—
X NOWMSGFTEX2 )T o BELZITIY £7,

A4 > R—IUDEE (Login Page Settings)

c[m7 A DHEME (EnableLogin) 1: 7 7A 7 b Fubeya=vr7 R—2LrourA

PFIEEANIT DINE. ZOF =y IRy 7 A BRLE+

s [L— MHIRE TORRkE 7 A a7k (Maximum failed login attempts before rate

limiting) |: —O7 I Uty varnboa A rliTRRESERELET, 20
¥ AT & CiscolSElLr 74 VT2 FATCE HMEZ BRI T ST, B
mow 74 BATE2EET, v /A VRED ZOEBUCE L2k Dr 7 A AT OMIR
1. BHEERIRREO v 74 3 THIIE (Time between login attempts when rate limiting) ] T
EINET,

s [BEEFIRREO 1 7 A V3TN  (Time between login attempts when rate limiting) ] : [L— bk

FIRETHORARD T A URITERBE (Maximum failed login attemptsbeforeratelimiting) ]
TEZEINEE DB 7 A L ORIGFEIZ, 22— —RHEr VA o 2ddTT 5 E TITRHE
T D BN & DI Z Sy AL CTRE L E T,

* [AUP Z#X—VIZHE O H/AUP # Y 7 L LTE® D (Include an AUP (on page/as link)) ] :

2HEOFR Y VT =T HHOBKISGM B, BIEL— — IR R EINDEIRX=T LEOTF AR L
LT, 03 AUP TF A MDD EENDIHF LWE TE-ITT 4 RUZBC Y 27 & LT
FRLET,

o [AIENLE (Require acceptance) ] : N—F /WIZT 7 £ AT D ENZ2—H —7 AUP 521

AMNBZEHEERLET, [BF A2 (Login) | R %, —H—2% AUP %321 A7z
WIGEIIAINC 2 8 A, AUPZZIT ANV 2—F—1F, R—HF NI T 7 ATEE
A,

« [AUP Otk £ TOA T a— /L33 (Require scrolling to end of AUP) ] : [AUP & _X—

\Z5 % (Include an AUP onpage) | Z AN LIZHBICDH, ZOF T2 a VinKRS
NEJ, 22— —NAUP % F CTHATLZ L 2R LET, [[AE (Accept) | RZ
X, 2=V —NAUP DRBFE TR a—NTHET VT 4712720 £9,

FIAHE (AUP) R—IERE (Acceptable Use Policy (AUP) Page Settings)

«[AUP 25 % (Include an AUP) |: &4t % v U — 7 HHORFIKM %2, Blo~—

Ta—WF—cF R LET,

« [AUP Otk £ TOA Y v —)L3E (Require scrolling to end of AUP) | : =—H—73 AUP

BSERICHATZ EEMER LET, [FIE (Accept) 1R X L, =—H—NAUP DK% FE
TRIA—=NTHET T 470 ET,

groLro [}
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B voms—sioegane (L 70 2 EmEE

s [#EDO T 7 A D (Onfirstloginonly) ]: —H—2xy NU—7 E7 13K —Z /W]
HDTrTA L LicE&DH, AUP 2R R LET,

e[mZ A& (Oneverylogin) ]: 2—H =Ky NT—F IR —F a7 A 3
HTLIT, AUPZFRRLET,

[ HZE (WiEowu A ) (Bvery days (starting at firstlogin)) ]: ®* v bV —
IRR—=F N a—PF =R Tr 74 LithiE, AUP ZEHRICR R L ET,

KRR LASA 2 N F— R—TEKTE (Post-Login Banner Page Settings)

[RA a7 AN F—~_—T%EH% (Include a Post-Login Banner page) | : = — W —3IEH
i Z A Lletk, Xy FI—0 7 7 A5 SN OENCBIMERER T LET,

INAT)— RZEBEERTFE (Change Password Settings)

[N —H —ICHHED/NAT — ROEH %7 A9 5 (Allow internal users to change their own
passwords) |: MEEBN I FA T TP a=r R —ZIu /A4 LT, BHD/RA
U—REEETEXDEHICLET, ZHIE, TH T2 bA Cisco ISE 77— 4 R—ZARFINT
WAREZE BT &4, Active Directory =° LDAP 72 & DAV T — Z X— AR FE SN TV 55
FlIFEHSNEE A,

MDM R—Z LDREEEDE/NA L T/ REEEETE

ZDOU 4 RUERRTDHIZE, [A==z— Memu) | T4 (=) 227V v LTRIRL
FI[EE (Adminigtration) 1>[T /31 X;R—% JLEE (DevicePortal Management) ]>[MDM
R—%AJL (MDM Portals) |>[¥ERL. #mEZE-(F#EE! (Create Edit or Duplicate) ]>[R—% JL
DEEL 7 O—DERTE (Portal Behavior and Flow Settings) > [KEBEDE/NAIL TNARE
BERE (Employee M obile Device M anagement Settings) | .

SIVE DR LT, MDMA—4 L & BT BHEERADE /A L 7754 A H (MDM)
BREEAMICL, AUP =7 AN 2o AZERLET.

J4—IL K% FREDAA KSAY

AUP ZR—2IC | &ttoxy N — 7R O# S %, BEa—F —ZFERENTNDE 7 ¢
BHBIAUPZEY |V Ry EOTFHA R LT, $720ZAUP THF R RBEGEENIH LVWF T

VOELTEDD | Fmi3r v FaBIC Y v 7 e LTERLET,
(Includean AUP

(on page/aslink))

[RENKLE 2—HF—=DT N7 FMFERITHEINIRHRENT, =—PF—L AUP IZ[FAE
(Require THLENRDY 3, [B7 A (Login) | R¥ %, =—F—» AUP %

Acceptance) ] ZIF AN VAT ENC Y A, = —F—H AUP IZRE LoV
B, XY MNT—=2IZT 7B ATE EHA,

B zZEoxHLRre



| gEoHLRAS

71z f—anor—srsze |

J4—ILF% FRLEDHTA KSA4

AUPDJRBFEET |47 a1, [AUP 2 —2&® %5 (Include an AUP on page) |73
DRI A—B | HHTh DB EDHIRSNET,

Z (Reguire o . ) . ) . N
xro”ing to end of :L“_“H“—ﬁ) AUP %%1&&?%[4/\/71‘:: k %EﬁﬁgbjﬁTo [Ial%'\ (ACCept) ]/—‘K
AUP) ZE, 22— = AUP DL ETAIZ a—LT 5 LEHMMIe £7,

TFINA R R—BIILDR—HBJLERTE

TDU 4 RUEERTDICNE, [A=2— Menu) | TA 2 (=) 270 v 7 LGEIRL
FI[EHE (Administration) |>[7/31 XFR—4% JLEE (DevicePortal Management) |>[7 /3
4 AR—4% )L (My DevicesPortals) | > [{ER. #R&EF=IFEE (Create Edit or Duplicate) | >
[R—ZRILDEELE 7O—DEKRTE (Portal Behavior and Flow Settings) ]>[R—% JLERTE (Portal
Settings) JDNEIZERINL £,

« [HTTPS 7" — K (HTTPS Port) ] : 8000 ~ 8999 O #iHDAR— MEEZ AN LET, T 74+ /b

MEIZTXTOT 74/ hAR—F/LT8443TH, 772, [Ty AU AL (Blocked
List) | R—# /Ui 8444 TF, ZO#EHPINOKR— MEZFEHALTT v 77 L—FLI%HA
. 2OV RUTEELZMA D ETHFFSNET, 2OV RUEEET 56
X, ZOMIRICHED KO ICAR— FEEEZEHLET,

FARNR—=ZAIEF A RR—Z L ([T/34 A (My Devices) 172 8) ICk-THEASN
LHER—REEVETHE, 27— A vb—URERINET,

RAF X3 il EEEIZHONWTDI, 7 I7A T F7Faeya=r 7 R—F L iTrR— k8905
BLO809 bFEHLET, ZNLANDEEF, T AN R—ZNL~DEID Y TLHERUFR—
NEERH L ET,

[ UHTTPS AR — MZE 0 4 TohNoAR—2 T, RILFHEY b A=V Ry b A H—
T oA AETNIHDOA v F—T 2 A ZAEMFHTEET, ZRHDOR—FARBEUR— K&
A B =T 2 A ADMBEDEEFEH L TCWEEA, FUGEHES V-7 % 7 % H 15
VERH Y F3, WIHIZRLES,

« AR Y — R—=FNEHE UTHEH LA SBAEDbEERIRLET,

c ARUY— R R—HF)L R — 1843, A EF—T A A0, IAEZSSA. BIW
TN AR—=H) : AR— 8443, f VX —T A A0, fEAEIL—T A

s AR —R—Z)L : R— 18443, {1 H—T7 A A0, itHAEITNL—TA B
FOF NS AR=H) i R— 8445, f X —T A A0, fiEHEI/ L—T7B

o [AR L — (Sponsor) |AR—H/L:KR— 844, ¥ —T AR, FEHAES
N—TA, BEWNTrvZ7#EHY AR (BlockedList) 73— /L : 7"— | 8444,
A2 =T x4 A0, FFHEIL—TB
o MNP AE DI BEEN T T,

« ARYP—R—F)L: R— 1843, A H—TxA A0, FFHEISL—TA, B
SOFARA A R—F)L 8443, A HZ—T A R0, FIFHES L—7B

groLro [}



BROHLRAD |
B = xf—sror—srzE

o [AARY— (Sponsor) [R—H /L R— K844, A X —7xA R0, FEHESF
TA, BXO[T7wry7#EHU AL (BlockedList) |AR—4% /b : 7R— 8444, A v
=T =AA0, iEHAFIZNV—TA

\}

GE) 727 4 —~ RAE/DHITIE, FA M —ERICA U —
TxA RO EMHT LI AR LET, [R—FLiiE (Portal
Settings) | TlIA v X —7 =2 A A0DHEHRETEET, £720%.
CLI =~ Riphost Z#fifH LT, "A R4 F£72I1Z FQDN % A
HA—=T 2 A0DIPT LA B35 TEET,

s [EAATREA v Z —7 = A A (Allowed Interfaces) ] : PAN 23R — X )LV DFELTIEH TE 5

PSN A > H—T7 oA A% L ET, RN—H /L% < ERMN PAN TiThivd &, PAN T
PSN CEMAFEE/RRR— 2L ET, B2V 7 xy hEOIP T RLAZFEALTA —
PRy b A E =T 2 A RAERETDHLERDH Y 77,

N E—=T oA AF, R =P —EARF RS> TNDHTXTHOPSN (VM
N=Z2&E) THAMETHLILERD Y £, ZhF, ZhbDFT~TOPSN Y
Z bty va rORIRRICY XA L7 MER S D ATREMD & D 7=, MAHAEM T,

A=Y Ry b AL F =T A RL, BRDVTRy b EOIP T RUREMHHT L4
ERHY ET,

ZITHEDNCTAA v E—T oA AL, RV —H—EARF NI TNDHEED
VMARX—Z2D LD EET, T XTOPSNTHEATE 20 TRIFIUIRY FHA, 2
I, ZhEDTRXTOPSN BT AN By v a v ORMIFIZY X4 L7 MIEHE
WD AREMEN B D - DM T,

R—=ZNVDOFHAEBOY T2/ NAETIZT T Vo= FORBELIIA o —T = A R
IP7 RUVRIZFRIR T HHERH Y 5,

ISE CLI Tip host x.x.x.xyyy.domain.com & E L T, B Z VA Z—T A AD
IP7 RLAZFQDN IZ~ vy B 7 LET, Zhid, SENEDOF TV =7 M, Fic
7Y oREBEA L —BISELeDIshET,

R T 4 T ENTENIC DBNERR SN TV HEATEL, PSNIZR—Z L OB ERZ,
BUNCR T 4 v T A A —T 2 ADREERLET, THUREIH L WEE, B
ZHLIE, FOPSN THRYT 4 Y ITRFEESNTNRNTZDIZ, PSN T 7 —23G0
FEENTHRTLET, PSNIFWELIA VX —T =24 A TOR—Z VOB EHAAEE
oo

3

.

NICTF— V7 EEIR T4 T1E, M T XA 807 ¢ (MHBEENE) 2383
D722 DOfEBID NIC 2R ETE D KEAS > a T, EHH1ONIC IZE
ERRAETLE, AT 4 v 7 SnizERO—HTHLH 5 —FONICIE, Bz
ITLET, 1 DONIC S [R—F /L% E (Portal Settings) ] 12DV TR — & JLITIERIN
EnEd, WEINIC LT 2R T 4 7 &N NIC O GFNRRESHLTWDHE
BlE. PSNBAR—H NV ERELLI ETDHE, BRUNCARY T4 v T A2 —T A

B zZEoxHLRre



| ZBosLas
71z f—anor—srsze |

AR LE O L LET, BRI LARWEGS, ZOPSNIZR Ry N T v
IR T-Z ENFRTH D AREMEN B 5 DT, PSNIIWHERA & —T = A A THR—
ZNLEBEBLE S & LET,

s [REBE 7 Vv—7"% 7 (Certificate Group tag) |: AN—%/L®D HTTPS ~ 7 7 1 v 7T H$
LHREHEZEET DFEHE I V-T2 TR RIR L 7,

« [GEfERi KA A 4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ] : [ AR H—
(Sponsor) | AR—H VET21L [T /34 A (MyDevices) ]~ — % /L DEA O FQDN % 7z 1E 74
ARNGE1ODDLUEATLES, 7oL 2,
sponsorportal .yourcompany.com,sponsor & AJJ 452 LT, 22—V — 377>
FIZINHEOWTNNEANTLHE, BERRINET, Do~ EHEHL TARIZXEID £
TR, = P URBICAN—=RZHAL RN TLEE N,

77 4/V N® FQDN 2 H T 584515, REFEITLET,

«DNS ZFH LT, #H LW URL ® FQDN BNAZNRAKRY v — H$— & /— K (PSN)
DIPT7 FLRIZERRT DL HICLET, PSNOT— L&+ 20— K XZ 9D
RABIP 7 RV AERETHI L TEXET,

 BEIDOAR—EIZ L DFEHEDESE A v — V& [AhET 5729512, CiscolSEPSN D 11—
AN Y —N—REAEOY T V= 7 MUEA (SAN) BIEIZ, B ALY~ A XSHTZURL
D FQDN £721X VAV R A— RE2&®HET, [Kerberos SSO Z 77 (Allow Kerberos
SSO) 1 A7 a v NAR P —R—=F L THMI 2> TWDIFAIE, R—Z L Tff
Hains v — 4% — N—ZEE D SAN JBM:IZ Cisco ISE PSN @ FQDN £ 72137V A
WA= REGZDDLULENH Y 7,

[EBsEA R (AuthenticationMethod) | : =—H —3RGEICHEHT 5 ID Y —RJEF (ISS) =+
721XID 7 g F— (IdP) #BIRLE£94, ID VY —RAEFIX. =2—Y—27 LF vyl %
BT AT OINEFICRBREINDEZID AT DY A NTY,

Cisco ISE (21X, AR H—a—4% /L Sponsor_Portal Sequence DT 7 4 /L h®D ID Y — A
NEF2 & N TOVET,

IdP #5%ET 512X, [BEE (Adminigtration) ]1>[ID B (Identity Management) ] >[4}
EBIDY —XR (External Identity Sources) ]>[SAML ID ZA/34 & — (SAML IdProviders) ]
DNEIZER L E T,

ID Y —REFEHRET H121E. [ (Administration) ]>[ID % EE (Identity Management) ]
>[ID ¥ —AJIE¥ (Identity Source Sequences) ] %R L F 7,

[Z> RARA > MID Z/v—=7 (Endpoint Identity Group) ]: 7" A F DT /A A&BHT 572
WOTY RRA L NID VN —T %8R L ET, CiscolSE (X7 74/ hE LTHRAT S

GuestEndpoints D=2 KR A > M ID ZV—T %4 LET, T 740 b &HH LR VE
A BIMOT RRA L FID ZA—T % BT 52 & b T £,

WEBDOT A AL BT A2 RiRA 2 MID 7 V—7%EIR L £9, Cisco ISE
17 7 4V b & LT % RegisteredDevices D=2 RARA >~ ID 7 b— 7 &8t L £
T FIHNREFEHLAAWNES, BTy RBRAL L MID I AV—F5ERT A2
TEET,
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[ BIZELEBARIZZOID ZV—7HNOxTy RiRA > b &{EET S (Purge Endpoints in
this Identity Group when they Reach  Days) ] : Cisco ISE 7 — % ~X— A 5T /3 A ARHE
SNDETORBEEELET, HEFEBHIFITIN, BET 7T 4 BT 0 1TRIEA7RTH
EAA I T ERIENET, BRIT, 2O FARA U MD Z—72RICHET S
ESr RN

%@@@f)y— PIZESNW Ty RARA » MEERY —ICEBENNZ SN 5E.
DOFRTEIIMEHTERL Y F9,

[TA KA LT v~ (dle Timeout) ] : R—X/WZT 7T 4 BT 4 BRWEHRIT2—
P—%nr 77U~ % FETIC Cisco ISE BWFHET HIEM (50) AT LET, ALh7e M
X 1~3047T9,
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'ﬁﬂ_T [=]

[TV Oulr— L EEHT 5 (UseBrowserLocale) 1: 7 7 A4 7> M7 ZUuHon
T VX ECTHRE SN EBER—FNVOFRRSHELELTHERNLEST, 7790 FonR
7—»@5%#CMMETH% FERTWRWEAIE, [T4— Ny S5

(Fallback Language) ] 8 SaEAR— & /L& L TEH] é‘ﬂi?‘

il
anh

s [7 4=y 7 556 (Fallback Language) |: 7 7 v ¥ —nb5iEaliG T
BRWGES. £72137 7 U e — /L EFEN Cisco ISE THR— b L TW WA
(I RAN= TR /= B

« [FIZfEH (AlwaysUse) ]: R—Z AT 2R RSHEEBRLE T, ZOREIL
2—W—D [T T U oalr—LEFEHT 5 (User Browser Locale) | 47> a % |
EEXLET,

TNNARKR—=ENLOOTA Y R—DHRE

s [L— MlRE TORR R 7 A #fdT kM (Maximum Failed Login Attempts Before Rate
Limiting) ]: CiscoISE X7 H 7 hD A1 v MAEETHETOH—-DOT I E v
varmbouZA rETRREEAEELET, ZUTLY, TV ORI T Y

MIEEEEAL, Ay ML, BEGIRFO 7 7 A L 3ATHIR (Time between login
attempts when rate limiting) ] TRRE SN E 7,

s [L— MlRE TORR R 7 A 3fdT M (Maximum Failed Login Attempts Before Rate
Limiting) ]: CiscoISERT AU DAy MEHIETH2ETCOR—-DT T Uy
varhbou A4 UEITRRESARRE LET, ZUCED, T hory T
MIEZETAL, Ary MVERE BHEGIRRFO r 7 A 3 ATHIR (Time between login
attempts when rate limiting) ] THRE SN E 7,

+[AUP 2 &5 (IncludeanAUP) |: 7a—|{IT7 77X T N a—A KR — 4 Ky
ZBMLET, AUPETY 4> RUIZBIMMLEZY, BIOT 4 R~ ) 7 2R ET D Z
ENRTEET,
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DT 4V RUEFRTDHIZE, [A=a2— Menu) |74 2> (=) 227V v 7 L GEIRL
EFT[T7—U 22— (Work Centers) 1> [E# (Adminigtration) > [T/3f AR—4 JLEE
(Device Portal Management) 1>[7/3f A7R—% )L (My DevicesPortals) | > [{EfL. #R&EF
f=1&#88 (Create Edit or Duplicate) |>[R—Z ILDEES LUV 7O —NDERE (Portal Behavior
and Flow Settings) | >[72 72 J)La—XKR1 — (AUP) R—IERTE (Acceptable Use
Policy (AUP) Page Settings) ] T,

INLOREZFHLT, 2—P— (RIS L TH A b, ARV —F 723 0EEE) 1oL
TAUP =7 AR = AEEFRLET,

J4—ILK FREDHA FSA4 Y

[AUPR—=UZE | 2tkox v hU— 7SR, BOR_R—Y Ta—F—cFR LET,
5 (Include

AUP Page) ]

AUP DEREBEET |2—HF—RNAUPEHEEZETHATL Z L 2R LET, [AE (Accept) ]7R
DA A=A | 7 g, 2—F—R AUP ORBETAZ a—NT5 L4570 £,
E (Require
scrolling to end of
AUP)

[MERTA VB |2—F =%y NT—V FER—F LD Tr A o LT XD,
D (OnFirst |AUP # £ LET,

Login only) ]

=R e a—P—NRxy =T FFR—=Fcu s o581, AUPEHE
(On Every RLET,

Login) ]

[ B8 ;& (A |2—H—NFRy FU =27 FER—Z DT 7 A > LRI, £
DOTAUMDB) |z AUP £ R LET,

(Every __ Days
(starting at first
login)) ]

TFINARR—BILDRR AT A 2 INF— R—DHTFE

TDU 4 RUEERTDICE, [A=2— Menu) | TA 2y (=) 270w 7 LGEIRL
FI[EHE (Administration) |>[7/31 XFR—4% JLEE (DevicePortal Management) |>[7 /3
4 AR—4% )L (My DevicesPortals) | > [{ERX. #R&EF=IFEE (Create Edit or Duplicate) | >
[R—2IILOBEE LV 70—NDEKRTE (Portal Behavior and Flow Settings) [ >[RRX kA4S A >

=

INF— R—TUE%E (Post-Login Banner Page Settings) ]
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INLOREEMHALC, EFu /A Ila—F— (RWITECTHT A M, ARV —F
TZIPEER) [BMEHRA B L £,

TJ4—IL K% FREODAA KSA4Y

RAMATA Y |a—W—REFIa A Lk, Ry NT—2 778 2% 5 SN 5HT
NF=R=UF ICBEREFERLET,

&5 (Incdudea
Post-L ogin Banner
page)

TFINARAR—BILDHEEIZLBNNRAT—FEEDHRTE

DU 4 RUEERTDICE, [A=2— Menu) | TA 22 (=) 270 v 7 LGEIRL
FI[EE (Administration) ]>[T /31 RFR—42 JLEHE (Device Portal Management) ]>[7/3
4 AR—% )L (My DevicesPortals) | > [{ERX. #wEF=IFEE (Create Edit or Duplicate) | >
[(R—ZIILDEMESE KU 7 0—DERE (Portal Behavior and Flow Settings) |>[#EXEND/AX T —
RZEFEERTE (EmployeeChangePassword Settings) |, ZAUH DO EEFEH LT, T/34 A KR—
INEH L TOWDHERBED AT — FEEZER L ET,

WEEDOART—FRY —Z2RETHI11E, [EE (Administration) 1>[IDDEHE (Identity
Management) ] >[E%%E (Settings) ]>[1—H—&/{XT— k7K' ¥ — (Username Password
Policy) ] Z@&R L £,

TJ4—IL K% FREDHA KSA4 Y

REBL—H—IZ/X | BN, FAAL ZAR—FZ T A LR T, AHDRAT— &%
AV—FOREE | §5 52 LaffaLET,

#rar9 % (Allow . . . e )
internal usersto | Z4UiE. 7 T R Cisco ISE 77— & N — AFAF STV DRI

change FH &4, Active Directory X° LDAP 7¢ & DA T — # _— A MRTE S LT
password) LHZYHEICITEA S EE A,

FINA A R—BILDTINA R EIRHRTE

TDU 4 RUEERTDICE, [A=2— Menu) | TA 22 (=) 270 w7 LGEIRL
FI[EE (Administration) ]> [T /31 RR—42 JLEHE (Device Portal Management) >[4
TN RR—4% )L (My DevicesPortals) 1> [{Efk. #REF=ILER (Create, Edit or
Duplicate) 1> [R—FILR—=CDHRETA X (Portal Page Customization) [>[T/\f ADE
¥ (ManageDevice) ],

[N—VDH AL~ A X (Page Customizations) ] T, ¥ A T/ A AR—LND[T ATV FOE
. (Manage Accounts) | ¥ 7ICRREND, AvkE— XA ML, arFry FE BX
VT 4=V RRBRE L DFT_NE AL~ A TEET,
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[RXAE (Settings) | TiX, ZOR—ZNVEMHERTHUEEEDE A ORERSNIZ/ =Y T LT A
ATEITARERT 7 v a VA RRETE £,

R2B:TNARAR=ZILDTINA REERTE

J4—ILF% FRLEDODHAA KSA4Y
sk (Lost) TORA RAEMR LT BREEDRT I ENTED IO ICLET, 2D

T asiE, AT, AR—=Z VDT INA ZAD AT —H A% [k
(Lost) JIZHEH L, 7avZHEALIVARDZ RKRA L OID I NA—TF
WZFEDF N ZAEBEMLUET,

5t (Reingate)

COT7varTiE, Tuy s YA MIGBEHINTWDD, kL,
FIXBHEINTT AN, AZEIL L, EDAT — X A% itk ODBEAMOfEIC
Uty bLET, Z2OT7 7 arTiE, *y I —7 28T DRNZEMN
TuveYa = S EFTTOINEND DD, WHET NA ADAT—F R
% [RF 4% (Not Registered) 112U~ FLET,

Ty A MIRBEHENTNWET A, ZAEREEEBNETTE RN LI
THEEE. TAAAR—BLTIOF T a v EHAMNILARNTL
AN

Bk (Delete)

BERE AT NA ADTRINCBE LSS, EERN., RSN/
RET AL ZAR—ZANPBHIBR LY, REAOT /A 2 %HIR L TH L
WTFNRAZEBMLIZY TELEIHIICLET, ZOT 7 ailioT,
FAL A RS CRRENDT A A YA BT/ ADHIR S
FTM, T34 AL Cisco ISE T —HF X—R |25V, = RARA > bDY
A NMIERREINET,

BYOD £7213~ A T34 AR—Z NVEMHEH L CTREBNRBRERETE 53—V
FITNA AR K EEFRT 5121, [BEE (Adminigtration) [>[T/\
4 AR—% LEHE (DevicePortal Management) |>[ER5E (Settings) ]>[#¢
£ BB EHT /N1 X (Employee Registered Devices) | Zi&R L £,

Cisco ISE 77— Z X—=2AN 56T A Z &5 RITHIRT 212%, [9—2 'Y
42— (Work Centers) [>[#v bD—%9 72X (Network Access) ]1>[ID
(Identities) ] >[T > F/R4 >+ (Endpoints) | Z#E&R L £,

E# (Stolen)

TNAARBENTZ EEWREBIRTENTEHEIICLET, 20
T alE, A TR AR—=FNVDT NA ADAT —H A% [
(Stolen) JIZHH L, 72wy 7 ALY A SO RRA 2 FDID 7 /L—
FIZEDT A R &R, GEAELZHIBRL ET,
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B 72 R—2L0F 12 hRE7( ZDEM. FE. HEUBRER

J4—ILF% FRLEDHTA KSA4 Y
TINA R BYY |MDM BEET 34 ZADIx,

TS AR E S ILIHENTA LT, REERNT CIET /A 2 K
YABBYE— R TF AL A% Ry 7 TEHEICLET, 20T V3
NZE o T, T ADOFEMMAR L ShET,

L. T A R—=FZ)LTIIPIN ZERETERND, TEEBNFER]
WENANTNA AZEREL TEBLSMLERHY £97,

B ERFERR MDM 45T /3 A A D Fry

O g s R AT B LB < o A, RS A
arEBIRTELLOICLET, 20T 7 va Tl SfBA A
M LTVBT Y St 3 v EREDBAHIRS R, DTS
W THRAZEOMOT TV r—v a v EBLOT 2R S E T

SEEEE (Full | MDM &&:7 /34 2D I,

wipe) FAA AEHE LD . B LN DDA U LA, (RS
DATarEBRTEDLEICLET, ZOT7 73Tk, /EEED
ENRA N TNA A THHMREOT 7 4V FEREICV Y FL, A A&
N—=NEHDT TV r—artT—2EHIBRL £,

TFINARR=BILDTINARBDRETAXDENM., wE. BLURBRER

DU 4 RUEERTDICE, [A=2— Menu) | TA 22 (=) 270w 7 LGEIRL
FI[EHE (Administration) [>[7T/34 RAFR—4% JLEHE (DevicePortal Management) ]>[7 /3
4 AR—4A )L (My DevicesPortals) |>[{ERL. #mEF=(ZER (Create Edit or Duplicate) | >
[R=2IWLR—=UDHRHETA X (Portal Page Customization) 1> [T/34 ADEM. T/34 R
DIWEF T T /N1 RDKRFE (Add Devices, Edit Devicesor Locate Devices) | T,

[X—=T DA A X< A X (Page Customizations) ] T, T /3 A R"—4 /LD [1BI (Add) ]. [/
£ (Edit) . BEIOMHEHE (Locate) |DHFF TICEKREND, AvE—, A b, 22T
. FIE, BIOT 4=V RRRE DTNV EAR A XA TEET,

FINA XA R—Z )LD R— MEBRR—CDEKRTE

DT A4V RUEFRTDHIZE, [A=2— Menu) | 71422 (=) 27V v 7 L GREIRL
EJ[EE (Adminigtration) 1>[7/31 XA R—4%2 JLEE (DevicePortal Management) ]1>[BYOD
R—4% )L (BYOD Portals) [V 547> tFREY 3 =>4 7/R—4%)L (Client Provisioning
Portals) ]J/[MDM 7R—#%JL (MDM Portals) |/[T/34 R7R—% JL (My Device Portals) > [{
K. #REFEIFEE (Create Editor Duplicate) 1>[R—2 ILOBMES KU 7O0—DE%E (Portal
Behavior and Flow Settings) ]>[#/R— MERR— T DERTE (Support I nformation Page Settings) ]
<4,
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71314 2 K= Loy x— rEg—v0EE [

INLORELMEH LT, ~NVT TR PRa—H— RIUIISCTT A b, AR —F 7203
BEEB) WMERULEZT 7 B ADOMBEEZ T TNy a—T 4 7T 50 HATE HIERER

~LET,
Z4—ILE4R FREDHA FS14 Y
ﬁﬂ‘i’— MERA— | L R—Z L OFTRTOEM A=Y LT, [[EbE% (ContactUs) |
CEEHD REDIER~DY 7 BFKpRLET,
(Includea
Support
Infor mation
Page)
MAC Address [ — ME#HR (Support Information) |1V 1 > RIZT /S AD MAC 7 K
VAZEDET,
IP Address [V — ME# (Support Information) |V 4 > RVIZT /XA ADIPT KL
AEEDET,
TJS5H4 21— [V — ME# (Support Information) ]-~X—(2, BEROBETTORNL4L &

N=Tay VAT oYy a—F—x—Vx hONR—=Va Ui
L. T UFOFHMEEDET,

RYS—H— [YAR— MME#EL (SupportInformation) ] 7 « > KW, Z DR —¥ L%k
IN— LTWAISERY > —H—t 2/ —F (PSN) DIPT RLAZEDET,
(EEa—F AR AT, B Y A vk —U WA u S NORIET A EEEEDET,

(Failure code) ]

Avk—=Uhsn 7 2FRT 51203, [EE (Administration) [>[Y AT
L. (System) 1>[BAF¥ >4 (Logging) ]>[Avt—>Hh4 04 (Message
Catalog) | Z&&R L £ 77,

[Z4—ILE%EIE
FRIZT S (Hide
Field) ]

O HERNFE L 20 A, [AR— MMEH  (Support Information) |77 ¢
YRULEDBMET LT ANV DTNV ER R LETA, 2L 2R, FEE
I— KRR THLDIZEATHAYA. [FEE=2— R (Failure Code) ]
L BIRSN TV L SETHRRSINEE A,

HEDELS AL
%z %~ (Display
label with no
value) ]

BOLEMPFELRWEETH, BIRSNLTWVAHTRTDOT 4 —/L RD
F L% [P AR — MEH (Support Information) 17 1 > RIZERLET,
7ol 23, EEa— FRRHAREGA. [[EE=2— K (FailureCode) ]1322H
ThoTHbRRINET,

[T7A4IMET
INILERT

(Display Label
with Default
Value) |

GO DIEHRNIFE L2 WGE . [V — MMiE#E (Support Information) |77
VR EOBBRENTHNDHETRTOT 4 — /L RIZZDOTFA MPEREIN
F9, L 2E. ZD7 44—/ R [Not Available] & AN L7552
FHa— FAHABARHRGAL, [EE=— 8 (Failure code) ]I [fEHTE

FHA (NotAvailable) | EFRR-INFET,
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