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ERFREINFET, ZhiE, [FRFE (Authentication) 1% v ¥ = L v MIH DadilEds L OFFA]
@%E&@C’Db‘“(@itﬁ?‘%iﬁﬁﬁﬂ“éz"bi*ﬂ

[RADIUS #%:E (RADIUS Authentication) ] % > 3 = L v MZIE, Cisco ISE ASALER L 7= FRGEIZ B
THROBFIERP TR EINET,
o WRERED, R, [Fl—a——IZ X D[RR 71 72 & CiscolSE H34LEE L 72 RADIUS
FRREE R DR EL,

. oA VT—a Yy



| €94v5—vay
zianzoxr [

° CiSCO ISE 75§ﬂff¥ l/f:\ %E& Lf: RADIUS e thE%Zk /%\ﬁo
F7-. TACACSHiBGEOMEAFRTHZ L TEF T, TACACSHBAEY v = Ly NI
TN ABAEORFHER AR R EINE T,

F N AEERFBEEOFEMIC OV TIX, TACACS 74 7 n 7% L T 2 &, RADIUS 7
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ISEZIa=74 JUYV—X

FREE R ORI D N T TNy a—TF 4 7 HIEIZOWTIL,  [How To: Troubleshoot ISE
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VY —TERINETANERHAEES., 2N 7 4 VX ITHUWMSE > MU I ET,

A7—Yarvvyl)—

nr—ay YU —X MSEA VAZ U ApbRGINcnr—vary 7—2 %ML TE
SV ET, CiscolSEGUI T[A==2— (Menu) |74 2> (=) 227V v 7 L GRIRLET
[E# (Administration) ]>[#v k7 —% (Network Resources) ] >[A4¥— 3 o3 —ER
(Location Services) | >[A4—3< 3 >Y!)— (Location Tree) | %R L £7,

1 ODENT 4 TIEEDMSE 13 b 554, CiscolSElXT_XTOMSEnbulr—ya o
HMAEBAEL, H—0Y Y —L LTHERRLET,

nr—valy YV —%FALT, FaRY v—IZAlTsasr—rar = MY A RIRTX
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« DENY ALL IPV6 TRAFFIC
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PR D70l 5 Z LT TEET,
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 IPv4 DL 72 ACE O % FRFiET % [IPv4], A#h7e IPv4 TER A AN T HMERH Y 77,
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HTF 1 0~09,
«ID V=T DF 7 3L ML [Any) T (ZD 7 —r0 F 740 hEER L TIRT
Oa—YP—ITHHATEET) ,

e T, 1 DUEDORY U~ EERETDHZLERTFANINTWET, =720, &fhids
TraryThY, FARY —EERTAHEEICHNATIIS Y A, WIS, FHE1ERK
T252O00K5FEERLET,

BRI OMIGT DT 4 72 a T UDSLEEFEOSREE-ITEEEZ TR L £,
cHEFMEATTIREIIT A PMR Y 7 RAEMHH L TH AL LMEEZANTITTE HH AL L5k
AR L E 9,

NERRT A EMLIE, BAR— R ERTWARD LFOLEMEHATHLENH D £3,

e ATy (1), TrE—=2aT7 () . BXOEUAFER (),

TN T 7Ry NLF:A~Z, a~ 7

T 0~9,
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WAL 0 7 7 A NVEAERETIIRET H L X, (7947 7aeva=v7 (R
< —)  (Client Provisioning (Policy)) LMD A7 5 T[Webl ¥ A L7 3 (CWA,
MDM, NSP. CPP) (Web Redirection (CWA, MDM, NSP, CPP)) | #HZNCT 24, IPv6
7 RVAZZDOFHRIR Y —D [AXT 4 ZIP/ARA F4/FQDN (Static IP/Host
name/FQDN) | & L TRETH I LIXTEEHA, ZHUL, IPv6 DARAFX T ¢ v 7 IP/FRA
k4 /FQDN 723 FH I Web 323E (CWA) . E/XA )L T34 ZFH (MDM) VA A L7 b,
BIOXAT 47 7YV B b 7 bat (NSP) THAR—FENTWRW=H T,

FERIZ, RY o —I T2/ e 7 7 AV ERIRT D L SICEETY, HERIT, F5E
DY —=ANDT I 2 ARG LT, FFEDZ A7 OFATEARRIZ L2 TE £ T,
72 20E, BDH AT —NEFEEDID FV—7 (T3, ZEHEREY) WRLTRY, #
Da—PF—NERELDOLEME (A FBRRZR M ACHLRE) 2l LT0WAEA, 20
Z—WF—ix, TOTN—TIZBEEMT ONTHER BFEOR Y hU—2 U Y —Z2DE v b
DT IR A, T A ASOREEDOBNEE FATT H2HR2 L) 25 ET,

« SRR C radius J& 1 Tunnel-Private-Group-1D Zfii 4 5 854 . EQUAL ST 1Al
THEEI, FIFZE T EEOWMGEIEET 20ENHY £, WRITFHZRLET,

Tunnel-Private-Group-ID EQUALS (tag=0) 77

FFRIARY O —DERTE

ATy T

ATvT2

ATvT3

ATy T4

[RVU — (Policy) ] A==2—0bFFAAR Y o —DREMER I ORERZREER LD, [RY
v—t v b (Policy Sets) | A==2—nHR ) — -ty hNNTHARY —2El L ET,

JR 8 DRI

ZOFNEE BT AN, ID 7 —7 L &M L FFaR Y o—DERICEN S S £ E
FRENVT A7 Ty JIZONWTERZIFEL TEBLERH Y 7,

Fy hT—27 778 ARY —DEAIE, CiscolSEGUI T[A=2— (Menu) |74 2> () &7
Uo7 LTERIRLET[T—I 22— (WorkCenters) |>[Y bT7—2 749X (Network Access) |>
[RUL—+tv k (Policy Sets) | #RINLET, 734 AFEAKRY > —DA X, Cisco ISE GUI T [ A
—a2— (Menuw) | 7142y (=) 27V vy 7 LTERRLET [T—U 22— (Work Centers) 1>[T/\
A4 REH (Device Adminigtration) | >[T/\f REHER!) >—+ v ; (Device Admin Policy Sets) ] % i

WLES,

(5 (View) 151005, 2220 97 LTFRTORY v—F v hORMICT 7 &% L, RIS L OFF
AIRY =R —RINEER L £ T,

RV OFFARY = ORICHDRANT A 2% 27 ) v LT, [#FA[ARY > — (Authorization Policy) ]
T NVERBRALTERLET,

WTILINDITD [T 27 > a > (Actions) 181G, T A 227 )y 7 LET, RunyFXxys A
Za—MbH, REEUT, AL T v a v ERIFERA T g v OonT R E IR LT, H LWEFH
R — — L EBALET,

[ZF AR Y 2 — (Authorization Policy) ] 7 — 7 /MZH LVMTHAFRENE T,
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AT9TES  KRI—DAT =X REFETHITIE, BHIEO[AT—HX A (Status) [T A =252 27 Vw7 L, Fay”/
A YA RND[AT—H A (Status) |FIDHMBER AT —H ZA&RINLET, AT —F ZAOFEMIIOW
TiL, FARY O—oE 24 —2) 2BRLTLIEEN,

AT T6 T—TNAHNOKRI —DEAEIL, b—A4 (RuleName) |OELE7 Y v 7 LTT7 ) —TFRANEER
L, —EBEOLV—NVAEERLET,

I
ATYT1  FAFEBINEIITEET LHIIE, [FM (Conditions) ] FIDEMIA—Y VEGH, ﬁ%ﬁ Uy7 L
F9, [FtEA % U4 (Conditions Studio) ] 2P E 77, FEMIIZ DUV TIX, #unique 11042 ML T 72
AN

BT 59T _XCOEMEIZ [Equals) . [ NotEquals) . [Inj . [NotIn) . [Matches] . [StartsWith] .

Not Starts With] OFEE A7 a VRNEENTHHDIT TIEH Y THA,

Matches) JHE 71X, YA/ KU — R LOERKI (REGEX) Z#¥HR—hL, HLET,

GE) BB OSE1X, Tequals) A TZMEHT20ENH Y £7, [Contains] HE 1%, &
BRI & £9, EHRBEOLEICIE. Matches] HAFA2HHTILERDHY £
7T, [Matches| A TAMHHT 5 &, EHERIUIHME L BIPEO M HFIZ O W TRV E
T VA ROEE, Ting BE X BEOMEN ) A MNICHFET 20 EIhEF =y L

T, BH—3CFHIO%EA, Ting #E 71X, 0TI Tequals) HE TR E LR UNE I nE
?;I b4 y Lij‘o

AT9T8 Ry NIV—I TIRAFERT a7 7 A VOEEIL, [BR7 777 A /L (ResultsProfiles) ] Kr v 74w

VYR ML AR T 0T 7 A NERIRT B, 7212 T AmRESIZ2 Y v LT, LY
FFal 7 a7 7 A4 L OVERK (Create a New Authorization Profile) ] 2R L, [H LWMERET 07 7 A L DA
Il (Add New Standard Profile) | B2V 6, IROFNEEZFEITLET,

a) LEIOSUTEEANLT, HILWHFA e 77 AL E2RELET, ROEEZEL TIIEE0,

 [4HT (name) | 7 4 —/V RTHR—FENDLLFIIRO LB TT : A= 1#$5%& () *
+,-./5=2@ _{,

s [F@HZ 227 (CommonTasks) D54, DACLZ AN L, WROBH# Y % [DACLY (DACLName) ]
F 7T a v EERLT, Bl Rey 72y U R LMEZ DACL &R L £7,

« IPv4 DACL ZfE 3 %(21%, [DACL% (DACLName) ] &4 2L E7,
« IPv6 DACL % AJ7 9 %I1Zi%. [IPv6 DACL4 (IPv6 DACL Name) | &4 I LET,

« D DACLAESL 2 A 1T 51213, WO T a2 F A LET, IPv4 & IPv6 Dl
FORayFHET YA MUELFE L7V DACL BAERIIVET,

GE) [DACL# (DACL Name) ] ##{R9 2% &, DACL HENIEFTEH, AVP ¥ A
71X IPv4 T, [IPv6 DACL4 (IPv6 DACL Name) ] @ DACL #i%{R3 2% & |
DACL HEMNIEIFTH, AVP ¥ A 7L IPv6 T,

. GE) RY = ACL ZfEHT 25 61%. 75 R & ZOMRRICEBIEN & 5 2 L % iR
L9, sz >\ Tix, [Cisco ldentity Services Engine Compatibility Guide] % 2
LTL7EENY,
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[H:i@ & 22 (CommonTasks) DA, ACLZ ANTHI2IE, RO KL D IZBET S [ACL (7«
/LZID)  (ACL (Filter-ID)) | A7 > a v a@#IRL, 71—/ RIZACLAZ AT LET,

« IPv4 ACL ZfEH 7 %1Z1%, [ACL (7 4 /v #ID) (ACL (Filter-ID)) 1 & A 2L £ T,

« IPv6 ACL % AJJ9 % 1Z1X, [ACLIPv6 (7 1 /L #ID) (ACLIPv6 (Filter-ID)) | &4 12 L
£

* Airespace 7 /A AT ACL # 7 5 12i%, HLEIZJEH U T [Airespace ACL4  (Airespace ACL
Name) | ¥ 723 [Airespace IPv6 ACL4: (Airespace IPv6 ACL Name) | A4 iZLT, 7 4—/L K
\ZACLAZ AT LET,

o« W FEICENICE R SN D [BIEREM (Attributes Details) ] 2»H#F 7' 12 7 7 A /L RADIUS 4%
WEAXTNF 2y TEET,

b) [fRTF (Save) |27 U v 27 LT, ¥ % CiscolSE VAT L T —H_X—RMBRIFL, Frl7a 774
IWEERR L ET,

¢) CiscolSEGUI C[A==2— (Memu) |74 2> (=) 27V v 7 L GERLET[R)I— (Palicy) ]>
[[R1) >—EFH (Policy Elements) 1> [#48R (Results) ]>[325 (Authorization) 1> [T 774
JU (Authorization Profiles) ] C [ Y v —t& > b (Policy Sets) | SN DT 77 7 A L EAERK, &
B, OWE. BIUHIBRLET,

Py NI—7 TIORRFEROEX2 )T 4 IA—TDEAEF, [BROEX2U T 4 77— (Results

Security Groups) | K v 7# w0 U 2 hinb Bt 5% =2 U 7 4 S —F&8RT 50, £k T

7 Uy 7 LT, HiLinkex=aUT7 1 70— DOER (Create a New Security Group) ] Z3RL ., [HrL

WeF 2T 4 Z—TDFERL (Create New Security Group) [ 2BV 6, RO FNEEFEITL £,

a) FHEX=2VT 0 ZJV—TOLARIEHI (T var) EATILET,

b) Z® SGT % Cisco ACI (Z/XMT 51Z1E, [ACI 25 (Propagateto ACI) | T = v /Ry 7 A& A4
(CLE9d, 2D SGTIZEE 5 SXP ~ v B2 7, Cisco ACI 73 [Cisco ACI D% & (Cisco ACI
Settings) ] ~X— 3 TEIN L 72 VPN IZHTE L CTWAEHEIZ D H Cisco ACL IZKBES ILE T,

ZOF T a NI T T 4V N TIREC > TWET,

) XUMEEANNLET, ¥ 7MEIZ, FEITANLEZY, BHEAEKIND LT LEVRETEET,
F7-SCGT D#HiIHAZ TR TEET, ZHE, PORETEE T, CiscolSEGUI T[A==— (Menu) ]
TAay (=) 27V vy 7 LTERLET [T—2 22— (Work Centers) | > [TrustSec] > [5%5E
(Settings) ] > [TrustSec D EMZEZTE (General TrustSec Settings) ]

d) [f5 (Submit) 1227V v LET,
FEAICOWTIR, BX 2V T 4 =T ORE (153 X—) SR LTIEIN,

TACACS+ OFEHRIZHOWNTIL, [fE% (Results) | FryFH U R St L2a~v Ry b e
VT T A NERRT SN, El2iF 2w K&y b (CommandSets) | 72X [ =V T r 77

AL (Shell Profiles) 51T ¥ %21 v 7 LT, [2~> FOEM (Add Commands) | B & 7213 [+ =
N7a 7y A OB (AddShell Profile) | #ZNZNHEET, FrLinva~r FEy FOERK (Create
aNew CommandSet) ] E72I1X [ LW =/ 7 u 7 7 A /LDOER (CreateaNew Shell Profile) ] 341 L
74—V RIZASILET,

FT—TNANTRI L —%2F v/ LT —HEEIEFZMmAAL ET,
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ATFYF12 [R1E (Save) 1227V v 7 LT, ZHE % CiscolSE VAT L TF—F_XR—=ZRFEL, ZOH LWIFAIRY

A ER L E T,

HEARY —DRE

ROETIE, [RY T —t> b (PolicySets) 1V 1> FUD[FF[A Y > — (Authorization Policy) ]
v a7 4=V RIZOWTHALET, 207 40— Kb, HFARY —%KRY o—
Ty FO—EELTHERTEET, Xy hU—2 T78A R —DHAIE, Cisco ISE GUI
T[A=z2— Menuw) |71 2 (=) 27V vy 7 LTERLET[T—I 22— (Work

Centers) |>[ry FT7—9 75+t RX (Network Access) | >[R!) >—+t v + (Policy Sets) ] %
BIRLET, T, AFHEHRY > —DHAIE, CiscolSEGUI T[A==— (Menu) |7 A 2>
(=) 27V v LTERIRLET[T—I 22— (Work Centers) [>[T/31 REE (Device
Administration) ]>[T7/\4/ XEERI) —t v k (DeviceAdmin Policy Sets) | #3#IR L 7,

R 3 AR O—DEREDHRE

J4—ILF4A

FEREDAA RS>

[RT—H R (Status) ]

TORVI—DATFT—HZAEBINLET, &
DNTNNERETETET,

«[H%) (Enabled) ]: ZOHRY —Fefkix
7T 47T,

« [#£%) (Disabled) ]: Z DR Y > —5fE%
HET 7T 4T THY., FHMiENEREA,

s [E=4—D% (Monitor Only) ]: Z DK
U —&RRERH S E T8, RERIEE
SN FEEA, [T47 v Z3%E (Live
Logauthentication) |"<— CZDKRY v —
FEoERERETEET, 2T
FoH—ENDFIRE BEAE B ToaEM L
R—RrE2ZLTLIESn, & xIid,
B LWRY —F A2 BT 55812,
FENR BT OTRREDIELWINE S g
HECE RN ERHY T, ZOHE,
F=H— E— RTHRY U—5F M2 ER L
T, BREMERETEET, MBRICHEENR
ROGAIEEORY —F M EAMET
TEJ,

IL—IL%

ZORY—D—EBEOLHIE AT LET,
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J4—ILF4&

EREDHA RZA4 Y

% (Conditions)

LAY —ATb, TR () TAay
7V 7T L0 BHFEORY —170 5 [
£ (Bdit) |74 2>%27 Vv LTIEMEA
4 (Conditions Studio) ] & B F9,

#HRF(FXTOT 74 )L (Resultsor Profiles)

BT 2FFrI e 7 7 AV EZBIRLET, Z
NICEY, EkEnr-tx=254 7 r—7
WIS DR DO ENEN D LV
DET, BETATR e 77 A L EFELEH
ELTWRWEEIZ, A I TITH 2L
MTEET,

BRELIFEF2VT 14 IL—T (Resultsor
Security Groups)

BT EX2 U7 0 I N—T %N L ET,
U XY BEEONL— T B o ——
DI N—TNREDET, HETLIEF=
T A IN—THELEREL TORWEETT,
ATAUTITHOZEMTEET,

HERFEIFa<v 2y FEy b (Resultsor
Command Sets)

a<wr KEy bMi, 750 AEHENETT
XpHavr ROBESNTZY A NE@EALE
To THAREHENR Y NT—27 T34 R
Wkt L CEMEa~ > RERITTH L, TO%
HENRZNODa~y RORITEBATSINT
WDHNE D EHET HRIVE DD ISE 12
IThivES, ik, a~r FRA & HIET
nET,

HERFE-IEIP )L TaT74)L (Resultsor
Shell Profiles)

TACACS+ > =)L a7 7 A )VX, T34 &
BHEORNOO T A vy a L EHIEL
ij‘o

Ev L (Hits)

[V R S/ S B Fel 1 N I 1
YV — L1,
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J4—ILF% FRLEDHTA KSA4

Tovar SEIERT 7V a v EFRRLUTRRT LI

X, [T 7 3> (Actions) |FIOWET A =
v R BV LET,

o [[LIZH LUWT 24 A (Insert new row
above) ]:[7 7 a3 (Actions) | A
=2 =%V — L D EITH LW
= EfR AL ET,

« [FiZH LWTZ&4H A (Insert new row
below) 1:[7 7 ¥ a > (Actions) ] A
=2 =%V — LD FIZH LWFFA]
N— L EFALET,

o [EIZ#E® (Duplicate above) ]: JtDtE >
o Bz, [77 a3 (Actions) ] A
= a—ZWL— LD EICEREF R L—
NEFRALET,

« [FIZE#RL (Duplicate below) ]: stD & v
rDOTFIZ, [77 3 (Actions) ] A
=2 —ZBAWI L — LD FIZEREF R L —
WEFEALET,

« [HIB: (Delete) ]: b—LZHIERL £,

HEa a7 7 ILDETE

CiscoISEGUI T[A=z2— (Menu) |71/ 2> (=) 27V v 7 LTEIRLET [RY >—
(Policy) 1>[7R1) >—E% (Policy Elements) | > [#&3 (Authorization) 1> [ZFd]
(Authorization) ]>[B5E 70 7 7 A4 JL (Authorization Profiles) 12 ®R L, [BREETAT 7 A

JL (Authorization Profiles) ]| 7 4 > RUTlE, *y NIV —I 7 72 ADRMZERL ET,

\}

GE)

VAALSDT SA AT CiscoISE2.x U U —A/5 CiscolSE3.x UV —R|ZT7 v 77 L— K7
D86, WRE7 0 7 7 A MIZACLIEDRRE SN Xy NT—7 TARAL AT a7 7 A VBREE
NTnd e, 7oy7 7 L—RBRRRTHAREERH Y £7, UL, xry hT—27 T34 R
707 7 AW ACL BRE SID K 91272 > TWRNTZH T,

ZOMEZ AR D121E, EE2 FETHIBRT 220 %N T 57 0 7 7 A VB ZHIER L
j‘O
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HFA O 74 ILDERE
« [4HT (Name) |: ZOFHLWVERIET B 7 7 A VOL4RTEZAT LET,
o [@i8] (Description) ]: #Fr] 7w~ 7 A VO Z AT LET,

[T 'AXAT (Access Type) 1: 77 & AH A7 ([ACCESS ACCEPT] F7=1%
[ACCESS REJECT]) %i®R L £,

s [—EAT 7L — I (Service Template) ]: SAnetxtJi7 /SA AL D v g iHR—

FT2IZiE, 24T a B2 LET, CiscolSElX, #Frf7n 77 A L% [H—F
AT T U— N B L C~y—27 325877 7 2R LT, a7 a7 7 A 1iC
P—bE 2T — "N EELET, Y—ERXT L —MNIFAI T e 77 AL THH 5
72, SAnet 7 /31 A L IE SAnet 7 NA ADH S EFAR— T HH—DORY —& L TH
BELET,

 [BEhOIEHF (Track Movement) ] : Cisco Mobility Services Engine (MSE) #ff] L C=—
Y —OEFT A BT 21213, 2047 va v aaicLET,

\}

GE) ZDOF T a2 E, CiscolSE DR T p—~v L ANZHE LA 5 2 AT]
BEMERH Y FT, ZhiF, EX 2T 4 LV OEWIETTERE
LLTWVWET,

* [Passive Identity s 7 v &> 2" (Passive Identity Tracking) ]: ARV > —D#H & = —%— |
7 v % 7 D72 Passive Identity ¢ Easy Connect #FEZ 95 121X, Z DA 7> 3
EEDCLET,

—fREN 2 XY
—WEH IR Z AT, Ry N — I T 7 v RICHEAENABEEOHERE T 7> 9 TT,

« [DACL% (DACLName) ]: ¥ V> — Ra[RE/R ACLZEHT 512X, 247 va %
Bz LET, T 744 MA (PERMIT_ALL_IPV4 TRAFFIC |
PERMIT_ALL_IPV6_TRAFFIC . DENY_ALL_IPV4 TRAFFIC,
DENY_ALL_IPV6_TRAFFIC) ZfiH4 50y, IRDT 4 7 v aF UMb @EiEa®RRT 5 2
EMTEET,

« AN ID A N7 (J&PE)  (External identity store (attributes))
eV RARA Vb

s W — 3 —

c NI AR A b

DACL @A, F72138E1F D DACL OfRERS L OVEE O DWW T, ¥V a— Kif
HEACL (18 X—2) ZZMBL T I,
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*[ACL (7 4/v#ID) (ACL (Filter-ID) ) ]:RADIUS 7 ¢ /L% ID J&MH &% ET 2T
OFTarEACLET, 7444 IDIE. NAD ® ACL #4857 Li¢o74w&
IDAEFT AL, CiscolSEICL>TT 7 A N4IT Tinl BDBIMENET, 74L& IDIZ
[BIEDFEM  (Attributes Details) ]34 U IZF xS E T, [ACLIPv6 (7 4 v #ID) (ACL
IPv6 (Filter-ID) ) ]1%. NAD ~® IPv6 i & [7] U G IETEME L £,

\}

(GE)  CiscoISE3.0 IETIX, 7% A MEAJ1T 50, [ACL 7 4 L H
ID (ACL Filter-ID) ] ® [J&Y£fE (Attribute Values) | Km > 7 #w
YURA DL MEREEEZERTEEY, [ACL7 4L ZID (ACL
Filter-ID) ] D7 ¥ A M & AT HHEX. AT /34 ADH
T4 w7 A Lin] ZBINTAHLERH Y F7,

s [BEx =2V T 47— (Securitygroup) |: #aEDO—HE LTEF 2 U T 1 7/ L—7 (SGT)
ZEDYTHIZE, ZoFF v a v E2ENMILET,

CiscoISE32 UETIEZ, EX 2 U T 4 VNV —T%2RINT B L X2, KBRY NU—7 51T
BETHETExFET, T0OHA. Fay X A RNLERT LN, VERTFA M
AN LET, FETCVLANLZRET A2 LT ET,

TR VT A ITN—THZRATINE, X2 VT4 I N—TLF T aODVNBEGEENT
WET, EX 2 VT 4 7NV —T2RETDHHE. BIMEIZ VLAN #RETH I LIXTTEFE
Hh, TVRKA L FT AL AE, 1 OORBEFR Y NT—ZIZOHREINHBTHZ ENTX
e

« [VLAN] : f4HLAN (VLAN) IDZ$ T 2I21F. 2047 a v EHNCLET, VLAN
D ICiE, BEELIIXTINEEZANTEET, 2o M) oXiT
Tunnel-Private-Group-ID: VLANnumber T,

o [EF RAA HEBR (Voice Domain Permission) | : % 7 > v — RA[EEZ: ACL #7351
X, 2oL T arEAEC L ET, cisco-av-pair DX H—[EHEFREME (VSA) %
device-traffic-class=voice @’Tﬁ& E”é@{‘f j‘iﬁ_ %E@( RAAL 2 OFFA[E— T EN ;\f\ b4
]\ =20 A vy FINZDVSA %25 LTcma. =0 FaRA 2 ME, #FABICER FAA

SIHEER S NE T,

«[WebU A L7 2> (CWA, DRW, MDM, NSP, CPP) (Web Redirection (CWA,
DRW, MDM, NSP, CPP) ) ]: #@ilFfRIZ Web U XA L7 v a AT HI2iE,. 204
TarE AN LET,
cVHAVL I aDEATERIRLET, BIRLTEWeb UK A LT arDEAT
Zid. TR 2BIMOA 7Y a U RERENET,

e CiscoISESNAD IZEET AV XA LI a2 R—1F57-DD ACLEZ AL
*9,

NAD IZIXET D72 DIC AT 5 ACL X, cisco-av X7 & LT [E‘@@%‘é%ﬂi (Attributes
Details) [A VIZERINET, 72& 2T, adll9 & AN LIEGE, 2T [EMED
FE (Attributes Details) 1A 21 cisco-av-pair = url-redirect-acl = aclll9 &

RSN ET,
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IR LT-Web UEA LT Vg XA TDEDOMOREEEIRL £,

WDEZALTDWeb VEA LT3 ODNTFRNEIRIRLE T,

o [P AEHWebiZAE (Centralized Web Auth) ]: [l (Value) ] K v 7 &X o B8R
LTEAR—=Z V¥4 v 7 FLET,

I AT N FueYa=7 (IRAF %) (Client Provisioning (Posture)) ]: 7 7
AT FTRAF v Z2ANCT D720, [fE (Value) | Ry 7E T bEIR LT
7IAT N TaeYa=r s R— &wi)&4VﬁbLi¢

o[y ARy b: VXA L2 b (HotSpot: Redirect) ]: [fE (Value) | Ku v 77X
MBI LTy ARy hAR—F WV XA L7 LET,

«[MDM U %4 L7 k (MDM Redirect) ] : #§& L 72 MDM H—/3—® MDM 7~R— ¥ )L
WU XA v NLET,

[(RAT 4TV T VA FOTrEY 3 =7 (Native Supplicant Provisioning) ] : [fi&
(Value) ] Fa vy 7o Uonbi &R L7 BYODIZY ¥4 L2 hLET,

Web VXA V7 aZ AT wBIRL, BBERNRNTA—ZEAND LIS, WA T a v
ERELET,

o [FEFAEEH A v EB—DFKR (Display Certificates Renewal Message) ] : aERAE F T
A=V EFRTDHITIE, ZOF TV a rEANIC L FE T url-redirect JEPEE A E
I, ZOMEICGEAENEI THOL HBENEENET, ZOF T v a ik, fhleER
ﬁ” Web ity uiEo)g k—/fﬁi’iﬂqf % ij—

o [AHT 4 v ZIP/FRA M4 /FQDN (Static IP/Host Name/FQDN) ] : ==—+—%5I]¢ PSN
WU EA L7 MTBIE, 2O T arEREMICLES, ¥—7 v FIPT RL A,
RA RN, FTRIEFQDNE AN LE T, ZO4 T v a v BRE LW E, 2—F—
ZZDEREZELEZRY) —H—E R/ —FOEQDNIZU XA L7 FENET,

[RET R T A NTTY RRA Y hOT a7 7 A 7 CoAZMild 2 (Suppress Profiler
CoA for endpoints in Logical Profile) |: ¥ ED X A 7D x> KA > b T /XAL ZAD Y X
AVI b Xy T BICE, 2O Ty arERMICLET,

s [HEHA~—hA— b (Auto smartport) |: HEIA~— hAR— MEREZFEHT ST, 20
ATvarEADCLET, AN MAEANLET, ZRICED, ZOMEEFFD VSA
D cisco—av-pair 73 auto-smart- port=event name & L/Tﬁzﬁkéﬂij—o :@1ﬁci\ [E’l\igié;‘ﬁﬁ

(Attributes Details) ] A VIR RINET,

o [T 7B ADMFEM: (Access Vulnerabilities) ] : ZDOA4 S v a VEFMITHE, Tz
RAA > b TOZB O NAC ggatatii 27 o —BR & LTHEITTEEY, 7474
BIBIRL, AX ¥y U 2FATTHX A I 7 HRINLET,

o [FfF8FE (Reauthentication) ] : H#EFEHICT Y RaRA > b &R L £ FICT5121E, 2
DOAT v arEAMcLET, [RADIUSE:R (RADIUS-Request) |1 (1) AT 22 &
ZIEINLC, MilGET ISR AR T 5 2 L 2R L £9, 7 7 4/V h® [RADIUSE R

oA VT—a Yy
I



tsrvF—vay |
B =007 08

(RADIUS-Request) ] (0) Tid, BifFOty v arzbliLEd, 7774871024
Y—AERETHIEHLTEET,

* [MACSec 7" U — (MACSec Policy) ]: MACSec xfjtx7 7 4 7 > 23 Cisco ISE 2 #4t
% 72N MACSec 5t AR Y o — 2T 5121, 04Ty a v a2/ LES, KO
F 7 arONTNNEIRINL £7, [must-secure], [should-secure], F72i%
[must-not-secure], X E L [BIEFEM (Attributes Details) ] 34 1T cisco-av-pair =
linksec-policy=must-secure L 2%/7? Iy nE To

«[NEAT] : X v N —Z7 MDD B#AEILKET 2%y NV—2 2o T 7R bRy
(NEAT) ZfiflT 51213, ZoF7Fva (0 LET, ZOF =y IRy 7 A%F
NCT Bl [BIEDFEEM (Attributes Details) ] XA 12, cisco-av-pair =
device-traffic-class=switch & ?Eﬂ? é ﬂi TO

« [Webi®iE (7 —% /L' WebaBilE) (Web Authentication (Local Web Auth) ) ]: ZOFFA[ 7' 1
T ANDOE—R) Web @AEE M T 51213, ZoOFTvareAMMILES, oM
TiZ. CiscoISE 28 DACL & & HIZ VSA %%1::@—5 Z L2 L > T Web REDFF A 22 A A
FHRFRFRCTE F I, VSAlL cisco-av- pair = priv-1vli=15 T, Z Ul i[@ tDZER (Attributes
Details) ] %A SIZFRINFET,

s [Airespace ACL# (Airespace ACL Name) ] : Cisco Airespace 71 ¥ L A2 ha—7|C
ACLAZEET DI, ZOF Ty a v EAMTLET, Airespace VSA (X Z D ACL Zfff
MLT, B—=U N TERSNIZWLC EOHHE~D ACL 27 LEd, 72& 2T, rsa-1188
EAN LTSS, 2T [BIEOREM (Attributes Details) ] <X /12 Airespace-ACL-Name
= rsa-1188 L RN INFE T,

«[ASAVPN] : Mol X2 VT 4 77T 4T A (ASA) VPN Z)L—T K L —%&E )Y
THITE, ZoFTvarzfacLEd, FayFHX oA Rnb, VPNZ L—T7R
Vo —%ERLET,

*[AVCZ 11 7 7 A L4 (AVC Profile Name) ]: ZDTY RRA L FTT F U r—a D

FRMEEEITT AR, 2oL varEAENCLET, FHTBHAVC e T A%
AN LET,

« [UPN/V > 27 7 > (UPN Lookup) ] : RE

EELGEMHTE (Advanced Attributes Settings)

[T 42 =a7F VY (Dictionaries) |: FTREN7 A 2% 27 Vs L, [T427>aFV
(Dictionaries) |7 « > RUIZEIRAIRE/eA T v a v 2R LET, &HIDOT 4 —IL KT
BETDODVENDHDLT 47 vat V) ERMEE®RINLET,

s B (Attribute Values) |1: FRAIT A 2> %227V v 7 L, [JBYEME (Attribute Values) ]
Uy RUICRINA[RER A 7 v a v 2For LET, BOREMEZ V—7 LR EE SR L
FF. ZOMEIE. BANOT 4=/ RTEIRLEE —ELET, RET D [EERBME

(Advanced Attributes) ] 2% [[BIEDOFEM (Attribute Details) ] /SR /WZE RSN ET,

« JBMEDZEM (Attributes Details) ] : Z DA 2%, [H# 4~ A2 (Common Tasks) ]38 X
O [F 72 B (Advanced Attributes) ] IZERE L 72 iR EE A D BIEEN RS I E T,

. oA VT—a Yy



| o405 —vay
AR —nFst .

UEMEDFEM (Attributes Details) ] XA L IZFER SN DT HEAR Y FHTY,
S

G¥) B (Attributes Details) ] XA S ICRRIN Do AH D &
HOEZZEREEITHIRT H121E, s3T5 [Hh@# 227 (Common
Tasks) 17 4 —/V R, 723 [EERBEMERE (Advanced Attributes
Settings) |4 > @ [JBVEAE (Attribute Values) ] TR L7z @k
TINOLOMEEEREITHIBRLE T,

MELEYY
Cisco ISE DA 7 a7 7 AL (14 ~—2)
FTa T 7 A VOER (15 2—)
REBGEDT NSA ADY ZA VLY O DOFFA[ 77 7 A )VORE
TR e 7 7 A IV OAERL

FFRIAR ) o —D ISt

HRD —ty NNTIE, BHEORFER Y >—oftic, a—nLrofistr—iL (%KY v —
v h® [Set] £ = — [Authorization Policy Local Exceptions] 73— b2 HEFR I N D) BLUS
72— NS L— v (KR Y — & v F D [Set] B = —® [Authorization Policy Global Exceptions]
N—=EMBLEZRIND) bEXRTEET,

7= VRGN RY —E T 5 L. TRTORY —&y NNOTRTOFFAL—/L
EEXTOHLVNEERTEET, 70— VHFAPSNRY —2RETDHE, TXTOR
Ui—ty MGBMSNET, ZFa—VLifFafisRy o—iF, BERESNTHLERY —
Ty FOWTNPNGEHTEET, Fa— ULiFalfisRy) o —2 8 HT 57NN, b
DEHFNTXTORY > — &y MIEHINET,

o — B VRIS — L, e — SIS — L% X LS, FFRL— k. HFRR Y
—Du—ANVENERRL e — UV EIAERL BV — VDA CULE I N E T,

RREFISN AR Y o= b—d, RRER Y = — L LRI L L S IR ESNE T, fGEAR U o —IZ
DONTE, FFARY —ORE 21 ~—) 2L TIZEN,

N

(GE)  CiscoISE TlE, #iER IV o —T% XF&MHAL CTeX =2 V7 A MEEZEHET D Z &13 )R —
FCExEHEA,

A—ALENB LT O—NILEINDEREBEDETE

Xy NT—27 T ARY —DHAIL, CiscolSEGUI T[A==2— (Menu) ] 7 A 2>
(=) #7V v 7 LTGERLET [T—U 22— (Work Centers) 1> [Ry FIT—9 70+
A (Network Access) |>[R!) &—+t v b (PolicySets) | # IR L £9, T340 AFHRY > —
DAL, CiscolSEGUI T[A==2— (Menu) | 7142y (=) 227Uy 7 L TEIRLET

oA VT—a Yy .


b_ise_admin_3_3_chapter11.pdf#nameddest=unique_1070
b_ise_admin_3_3_chapter8.pdf#nameddest=unique_506

P

wsAvF—vay |

[7—2 2% — (Work Centers) |1>[T/34( REH (Device Administration) 1> [T/31 A&
K1) —t v b (Device Admin Policy Sets) ] Z34R L £, Cisco ISE GUI T [A == —
Menu) |74 2 (=) #2707 LTERIRLET[RYP—t v b (Policy Sets) ]>[&RR
(View) 1>[B—AhIILHISR) & — (Local ExceptionsPolicy) | £721% [ v — gk R Y
— (Global Exceptions Policy) ] Z&#R L £7°,

FFRIBISNBOE L, RPN Y —REL R U T, FFAARY —0E (24 ~—2) THMSh
Tb\iﬁo

1 S—

CiscoISEIF/N—N_—=2DRY =% AL TRy NUV—27 T 72 A&t LES, N —
T, = ABREBTHERINTWDEAL— L EEROE » FTY, CiscoISE TiE, x4 DRV
R E UTCHEMEEER L, VAT A TA T T VIBRFEL TG, [REA % T4 (Conditions
Studio) | DD NL—N_X—ZADRY —IZHFHTHZ ENTEET,

FHTIHEHAE T (FLW, LW, KO REW, 22E) HEZFEH L. LEEICS U THH
T2 Eb, BT AL TEET, Fio, BEOREM, HAET. BiEEEED D
b TEET, FATERC, CiscoISEIARY v —5M25Hti L. AU > —FFliAS true F 721X

false [HEO EHHERTNIG LT, EEINTRREZHEHLET,

SMEER L C—BOLRTEE D BT, ZoRMtE (&A% U4 T 477 Y (Conditions
Studio Library) ] 22HIEIRT 2 2 & T, SEIERN—NERY =TT > THEEEFEFIH
THZENTEET, FIZKRITRLET,

Network Conditions.MyNetworkCondition EQUALS true

AU —THEHSNTWD, EEMNOERMO—EH TH D 51X S A % U4 (Conditions
Studio) ] 2 HHIBRTE E£H A,

BEMIZE, AT POV RAMEERLET, 2OV RAMIRNY —FHIZEDDHZENT
T, ZNICEY, EBRTREINDIERLBAESINDIERE Y MR F9,

1B F rouals true AL T, Fv N —2 5N true THAHLE I 0 (BERIZHEEESNT
WAER SR Yy hT =7 &0 12U EDOx > Y &=L TWANE I ) ZHERT A0, F
77 ieouans false AL T, Ry NU—ZFEMN false THAMNE I (2 FU—7 F4F
DEDZ R EH—FHLRWNE I ) ZHERTHIZENTEET,
Cisco ISE |21, FHIEFR SN A~— FRELHEINLTWET, ZO5EMEF. AU —T
WBNCAER L=, MEOD AL~ A RENTLETHMESZ L L UEATE, LEITSET
EHBLOLEECTCEET,
WOBEEDH Y NT—7 FHEER L TRy NT—7 ~DT 78 AEHIRTHZ LN TEE
7,
e TV RAT— gy Xy hU—27 4 (Endstation Network Conditions) —##t23BH4EE K
NETENLT Y RAT— g N ESEET,
CiscoISE iZVE— K 7 KL AD[TO] 7 4 —/v K (TACACS+ E:RK ¥ 72 1% RADIUS R T
HDHPTESWTEIRE) 2L, 2R FRA L FDIPT RL A2, MACT RL

. oA VT—a Yy



| €94v5—vay

FeovarussvrsovaruEt |

A, FEEMEFRID (CLD | E3EEHEZ#LNY—E 2 (DNIS) OWFILTH D02
W LET,

RADIUS ZRTix, Z o ID L)@ 31 (Calling-Station-Id) T T £,

TACACS+ ERTiE, VE— KR T RLRAIZAT vva () REENTWDHHA, AT v
Va2 LV ATOERSIL [FROM] OfE L LTRSS, AT v = XD HOERYIL [TO] ff &
LCRZRENET, 7-& 21E, ZRIZCLYDNIS SHEE SN TWHHA. CLI X [FROM]
DA & 72 I3, DNIS X [TO] DfE & RSN ET, AT v vaBEGENTORNEGE
iZ. VE—F 7 RLA2EN [FROM] DfEE L CRAREINEST (IPT7T KL A, MACT R
LA, CLIWTIDOGBETY) |

e FINA ARy N T — 7 %A (Device Network Conditions) —ELSRZ AL+ 25 AAA 7 547

v MZHEHSxFET,

Py FNT—=7 TNRAREI, IPT RLA, Xy U= TRALRUVFRY ) TERZINT
WATNRA AL, £ X Yy FT—0 TNL A TN —FIC Lo TS E T,

RADIUS ZRTiX, B 4 (NAS-IP-Address) 2MEE LTV 55A ., Cisco ISE L Z D&
PENSIPT FLAZEE L F9, B 32 (NAS-Identifier) 2TEFET D35E . CiscoISE I
BEAE32 B IP T RLAZRIGLET, ZNDOBUENTFELRWEEIT, ZE LS
ey B IP T RLAEEREGLET,

FRARF 4w aFY (NDGTF 42 v aF V) (cidky hT—2 Frf 2 T A—T IR,
P (Location, Device Type, F721% NDG & £ OMOBIZIER S V7o @B &) 2
BENTWET, TNOHDOBIEICIE, BUEDT AL RTBET 27— RNEENTHE
j‘o

« [TA A FR—k Fv bU—27 %M (Device Port Network Conditions) ]—7 /XA AD IP 7

RL A, 4H]. NDG, BLXUOR—F (=2 RARA 2 "BEEHRE L TWAET A ZDOWYHAR—
M) IS EET,
RADIUS ERTid, BMES (NAS-Port) MERWIZFIET D46, CiscoISE 1 Z D @M

SEAZERASLET, BH 87 (NAS-Port-Id) 2NERWNICIFET DA . Cisco ISE 1M 87
MHERZSG L ET,

TACACS+ B3R CTiL, CiscoISEZZFDID % (T_XTD 7 =—AD) BILAFER DA — b
T 4=V KL EELET,

NS DOEBEREOFEMIONTIX, FilZery hU—27 T 7B AFEM (54 X—V) &%
LT,

>

T4023aFVELUVT4VaF )RR

Furvat Ui, RALLOT 78 AR) L —OEBIMHATEDRMEEHFRIED FA A
BEDZa 7 TT, HxOT 47> at ik, BEYXA TOREOESTT, 747> at
TEZRINTZBMEIZFE UMY A T2 b, 24 T3 EORED Y —2F7kar 732 b
PR LET,

JBHEZ A 1T DOWNT R0 F17,

oA VT—a Yy .



tsrvF—vay |
B 7 roarvssvriovarumn

« MSG_ATTR
« ENTITY_ATTR
« PIP_ATTR

B HRMEICMA T, T 427 aF VIiid&mEitH, 57—, T 71V MR ED B
BT AEHRNEENE T, BET. ROoWThoT—2 L 720 9, BOOLEAN,
FLOAT, INTEGER. IPv4, IPv6, OCTET STRING. STRING. UNIT32, # J U UNIT64,

CiscoISE TiEA VA M= VIV AT AT 47 vat I BMERSH, 22— —F 47 aF
U EfER CEF£9,

BYEX, RRDVAT LT 47 va T VIiTHHEnE T, BN L T ROEEMKL X
T B, BEEORMETHAMATE £,

N =R EERT D L X2, AR BEZBAMAT I, PR—FEhTW s EEE S
T 47 a T UnHER Li‘@"o 7= & 21X, Cisco ISE IZ, AuthenticationldentityStore & V> 9
EMEZRML L T ET, ZHUE NetworkAccess 7« 7 > a TV IZH D £3, ZORMEIX. =—
P—OFRAEFNZT 7 B A SN HmEDID Y — A ZHHI L ET,

FAEPICHE—DID Y —AMERAEND &, ZOBMICITFRIENEKEN L7ZID A b 7 D4 i
NEFENET,

EHEEICID Y —RIEFEEFEHTAES. ZORMICIEIT 7 EASNEREZOID Y —AD
AP EENET,

AuthenticationStatus J&%: % AuthenticationldentityStore J&14: & ﬁ’ﬁ?%/\?b“li‘ THEAL, =—%—N»

EHICERESNZID Y — A&l 2 &2 ERTEEJ, 72L& 2E, 7R Y & —TLDAP
74 V27 U (LDAP13) #fH L Ca—HP—n@itshizfhaeF =y 73572010, kD
BRI TR K2 ERTEET,

If NetworkAccess.AuthenticationStatus EQUALS AuthenticationPassed AND
NetworkAccess.AuthenticationIdentityStore EQUALS LDAP13

\)

(GE)  AuthenticationldentityStore I%, $MFICT —F HZASTELTHFA N7 4 — LV RERLET, Z
0)74%/1/1\ (S %HU’%M'@“EL<7\7§§7L_§L3E**LET ID YV — ZADAFTNEE S
S alE, ID Y —ADOER L KT LHEIIC, ZOFRFELEETDLILERDY £7,

PRRRRES L7z RARA » M ID Vv — IS A ERT H72DIT, Cisco ISE Tl
TV RARA Y MID ZV—7 802 AXFRAEA T — X ADBIZEF I NT-FF Al # Y AR—h LT E
7, CiscoISE TlE, 802.1XFRAEA FITT 5 & &, RADIUS kD [Calling-Station-ID] 7 4 —
VR B MAC T RLRAZHH L, ZOEEZEH LT, 7310 AD= 2 RAFA L MNID 71—
7" (endpointIDgroup B & L TEFR) Oy al ¥ v aaMmB L Ttk ﬁ%i‘?‘o ?_
D7t RZE ST, FARY o —FHOIERKIZ endpointlDgroup JBIEZHEHTE 2 L 91

D, 22— —1FERIMZ TZORMEZFEH LT, = RAA > M ID Z A —71F#I ﬁ;o< ufp
ARY —EERTETETS,

oA VT—a Yy
T |



| €94v5—vay

FeovarussvrsovaruEt |

T2 RARA YV MID ZA—7O5ME, [FFAIAY > —8%iE (authorization policy configuration) ]
R—=VD[ID Z/V—7 (IDGroups) | 77 ATERTEET, =— W —FHEFERICE S G
I, AR Y =D [Z DM OSAE (Other Conditions) D7 v a V CEHET HLENH Y £
T, =P AERPNE 2 — BSOS EEIE. Wil ——F 7 a U D
ID 7 A—7 @R LET, =& xiE,  TUserldentity Group:Employee:US] @ KL 9 72 fE % fif
LT, IDZNV—TICERREDONRAE AT TEET,

FYRI=D FOERARY—THR—bEhdT10aFV)

Cisco ISE IE, FRRERV > —ELFFA[R Y U — DR E N — NV EREET LM E R I T
BEEGLROV AT DENT + 7> a TV EFR—FLTNET,

c VAT LERINET 47 aFY
« CERTIFICATE
« DEVICE
« RADIUS

*RADIUS " — T 4 7 a T
* Airespace
* Cisco
* Cisco-BBSM
* Cisco-VPN3000
* Microsoft

* Network Access

TP Y = 2 A TORE, FMFETRESNIHGEEL, RSNDIFAI T 1T 7 A VW D L E
NV FET,

fEERizix, @E, A7 VICBNML THORY) > —CHEAATE 2 a—HF—EEL T ST 1
SLLEOFKEN G ENET,

UTOHETIE, FJMOBREIHEATELYIR—F SN TWDEEE T 47 v aF VIZOWTH
Hﬂ L\i—é—o

T422ar)IZ&>THR—FENDLEY

FIZ, T4 7 vat ) TYR—FESNAEEREERLET, INOORBRMEEZRY —FKFEN
THHATEXET, {ETAH58BEOZ A FI2L>TiE, HHTEARVWEELH Y £17,

-z iE, WEARY S —NTT 78R B—EAELBIRTAHALELZERTHEES, HHATES
T hU—27 77 v RA@EMIL., Device IP Address. ISE Host Name. Network Device Name,
Protocol, 33 X O Use Case D& T,

oA VT—a Yy .



B = roarussvrovarume

ROFIRTBMEZ RN Y o —FRMEHEHTE £,

T4 B HFRaishd 7O ralldiL—ILE |[IDIL—)L
3Fry fu7oxy
Device Device Type (EFFHDK > b |5 PP
T—7 TNA AT N—TF)
Device Location ((EFFAD T > b
U= TNA R TN—T)
Other Custom Network Device Group
V7 =T 23— 3 (Software
Version)
E5 V4 (Model Name)
RADIUS | _ToOJEM: ESII K hix
Network ISE Host Name X s X hta
Access
AuthenticationMethod FExf e B
AuthenticationStatus FEXHIG FEXHIG
CTSDevicelD FExt i FExf e
Device IP Address (7 /3A A 1P 7 | ki e
KL )
EapAuthentication (v > Da— | FExfIS s
YW —DOFRFERFIZAE ] 412 EAP
)
EapTunnel ( k> RV ORESLIZE | FExHIG KFIE
X5 EAP 0)
7' kA K hix FIE
UseCase PIII bt
UserName FEXT s X is
WasMachineAuthenticated FEf i FEXT i

. oA VT—a Yy

tsrvF—vay |




| €94v5—vay

FeovarussvrsovaruEt |

T4U  |BH HAENDTORILDOL—ILE |IDIL—IL
¥ary IPAE D,
HIEE= Common Name JERbE .

(Country)

E-mail

LocationSubject

Organization

Organization Unit

> U 7 /L% (Serial Number)

State or Province

Subject

Subject Alternative Name

Subject Alternative Name - DNS

Subject Alternative Name - E-mail

Subject Alternative Name - Other
Name

Subject Serial Number

#475C (Issuer)

Issuer - Common Name

Issuer - Organization

Issuer - Organization Unit

Issuer - Location

Issuer - Country

Issuer - Email

Issuer - Serial Number

Issuer - State or Province

Issuer - Street Address

Issuer - Domain Component

Issuer - User ID

oA VT—a Yy .



tsrvF—vay |
B o x5sem070varvEFovarUREs

& IR0 R = s ‘
DATLEEDTA O aFVETa0aFIENE
CiscoISE 1L, A1 VA =NV AT AT 47 aF IV EERLET, 2, [VAT A
7 427 a7V (System Dictionaries) ] X— Y CHEGRTE E9, VAT LAERDT 47 v at
Vg, AR EHORMETT, ZOREDTD, BEOVAT AEROT 47 at
FERTDHZEDARNTEET, VAT LAERBOMEELIIV AT LT 47 v at IV NORBENEE
Erk. M. HIBRT 2 Z LIXTEEHA,
VAT LEFDT 47 v aF U EMIL. BYEOTRA,. RAAL AL - TR SN DNE4.
BIOHFRMEE EbICRRINET,
F 72, Cisco ISE I Internet Engineering Task Force (IETF) TEFR I, VAT AERDT 4 7

vaFUiCbEEND IETFRADIUS Bty NRHIZT 47 aF ) T7 50 FaERLE
4, ID #&< T _To»~7 U — IETF RADIUS Bt~ 4 — /L R&ERETX T,

VARATLTA23aFT)EXOTa a ) EHEDOERT
VAT AT 47 aF IVNOVAT AEROBEMEEERK, AF, HIBRT o2 LixTEEREA,
VAT AEZINTZBEIIERT DI EDOANTEET, T4 27 aF ) OLRTEMBEICHES
VA IRBEIFT— Y —EROBRBINL— VIS BERRBELFITCXET,

ATv 71

ATY T2 CiscolSEGUI T[A==z— (Menu) |7 A 2> (=) #7 Vv LCGERLET [RY— (Policy) 1>
[R1) >—EFH (Policy Elements) |>[T«4 2 3+ 1) (Dictionaries) 1>[2 AT L (System) ] Zi&IR L F
D

ATV T3 [VAT AT 27 aF Y (System Dictionaries) ] X—IINB AT AT 47 v a ) U EBEIRL T [#ER

(View) 1227V 27 LET,
ATy T4 [T 127 a)VEM (Dictionary Attributes) 1227V v 7 LE T,
RTY TS VARNDOLVAT AT 47 aF ) ERRLTC[ER (View) 1227V 27 LET,

ATYT6 [VAT LT 427 a+ VY (System Dictionaries) | —IZEDHIZIE, [T 4 27 ¥ a5 U (Dictionaries) ]V
Y%7y LET,

A—Y—TFEDT 14 arVeETa0aF)EN

Cisco ISE ClE, [2—W%—F 127 v a7 VU (UserDictionary) | ~<— Y CIEK L7z 2 —V —iEFH
TA7vatIRRRINET, VAT LATERES L, RESNEBEFEO2—F—FT 1 73
FUVD[T 427 aF V4 (Dictionary Name) | £721%[7 47 > a7+ U ¥ A7 (Dictionary
Type) ] DEITZE TEEHA,

[—H—F 127 a7 VU (UserDictionaries) ] X— Tlx, ROEMEEZFEITTEE T,
cax—Y—F 47 vaF ) EREBIOHIBRLET,
cHAIB LI OEMHICE SN2 —Y—TFT 47 aF IV ERELET,

. oA VT—a Yy



| €94v5—vay

R T ST DEEI - |

ca—W—F 4 aF VD=V —FELDT 1+ 7 aF VEEEZBN, WE. BIOHIER
L/\iﬁ—o

* NMAP A% ¥ UHEREA > T, NMAPHLIET 4 7 > a7V OJEMLHIRLET, I A
L R— RS [NMAP A% v > 77 > 2 > (NMAP Scan Actions) ]-3— 3 TN E 72 1M Bk

SNDE HBT O AL LR—FBIENT 172 aF ) TEM, HIREIFERshE
j—o

c T4 7 v a ) VEEOFREEZBMEZITHIERL £,

A—HY—FEDTA4 V3T )DER

ATy T
ATvT2
ATvT3

RTvT4

ATy TH

A—PF—EROT 1 7 a TV 2Bk, WE, ELIFHIRTE T,

CiscoISEGUI T [A=2— (Menu) |74 2> (=) 27V »7 LTERLET R >— (Policy) |>
[R1)>—EF (Policy Elements) | >[7T 4 2 <37 1) (Dictionaries) ] >[1—H— (User) ]

GEM (Add) 127V v 7 LET,

a—Y—=F 7 aFVOLH, AT arOEH, BEOAN=Yara AN LET,

[T« 27> aFrV@EtEs A~ (Dictionary Attribute Type) | K2 v 7' Z 7 U R ML EMESY A 7 E22IRL £
‘d‘o

[iE(5 (Submit) 1 %7V v 7 LET,

A—H—FEEDT A4V aFVEHEDIERK

ATy T

ATvT2

ATv73
ATv74
ATvTH
ATvT6
ATvT1

ATvT8

a—PF—F 47 aF VD, 2—P—EROT 47 aFVEMEEZEN, RWERIOHIERLZ
D, T4 27 vaF VBN TEDMELEBMEITABRLEZY T2 LR TEET,

CiscoISEGUI T [A=2— (Menu) |74 2> (=) #27 V7 LTEIRLET R >— (Policy) |>
[R1)>—EF (Policy Elements) | >[7T 4 ¥ <37 1) (Dictionaries) ] >[1—H— (User) ]

[2—H—F 27 a7V (UserDictionaries) |X—nH2—H—F 7 aF VU 28R L T[HE (Bdit) ]
7 Vv LET,

[T« 27 a7) VUJEME (Dictionary Attributes) 1 %227 U v 27 LE7,

GEM (Add) 1227V vy 27 LET,
FarvvaFV@EhtoEs., A7y a o, BXOWNELEZ AN LET,

[7—%% (DataType) | RKu v 7 X0 VA MNLT —HERRL £,

GBI (Add) 1227 Vw7 LT, fEHTE5{E (Allowed Values) 17— 7 /L T4, HHTE5ME. B&
BT 74/ b AT —=F AERELET,

[1EF (Submit) 127V v 7 LET,

oA VT—a Yy .



tsrvF—vay |

B rous~os—55035y

RADUS AR A — T 403t
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MEEZLEZD TEET, VA MNOER X —ERIIT, v —4, XUF—1ID, BX
OHEZRANE T TCNET,

Cisco ISE T, KD RADIUS N> ¥ — F (7 a7 URT 74/ h TRt s E 7,
* Airespace
* Cisco
* Cisco-BBSM
* Cisco-VPN3000
* Microsoft

RADIUS & kb, TR E—F 47 aF Ve Fa7Xar7ryAVERY —5
A TE A RN —EEBEE YR — N LET,

RADIUS R A —F 4023+ ) DERL

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

RADIUS XU & —F 1 7 a7 U &Eak, e, HIFR, =7 AKR—F, BIOAS v F—1T2
ZEHLTEET,

CiscoISEGUI T [A=2— (Menu) |74 2> (=) 27V 7 LTEIRLET R >— (Policy) |>
[R1)>—EF (Policy Elements) | >[7T 4 ¥ <3+ 1) (Dictionaries) | >[> X T L (System) ]>[Radius
(Radius) ]>[Radius®X >4 — (RadiusVendors) | ZER L ¥7,

GEO (Add) 1%227 Y v 7 LET,

RADIUS X # —® Internet Assigned Numbers Authority (IANA) THAFE STV 5 RADIUS R & — 5 ¢
7 va TV OLARTL, AT a OB, BLONCF—IDE A LET,

JBMEAED S BT LT3 A FEZEBIRL T, [N F—RBH¥ A7 7 4 —/L FR (Vendor Attribute Type Field
Length) | Ru v 7 X0 URX IMLEES A TERELET, AZRMEIX. 1. 2. BLXU4TT, 77+
b MEX 1 T,

BHENOES LA MEBEINL T, [N X —REMEY A X 74—/ FE (Vendor Attribute Size Field
Length) ] ey 7%y VA M LEEREABRELET, A7RMHEIF00 L 1T, T 740 MEE1 T
7

[5fF (Submit) 1227V v 7 LET,

RADUS N> H— T 403t )EBEDER

CiscoISE 23 7R — F 9" 2% RADIUS N> ¥ — @t & 1Bk, . BILOHIBRTE £9, % RADIUS
R =BT, 4R, T2, B, BXOUTE (ERORICEET S, JREDOHITE
HI A, FREMGICEETANE > MNEEE) DEENTWET,
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ATv73
ATy T4
RATvTH
ATv 76
ATvT1

ATvT8
ATvT9
ATy 710

ATvIN

ATvT12

HPRADIUS IETF #—E 2 2 1 TR [

CiscoISEGUI C[A==z— (Menu) |74 2> (=) 27V v 7 LTERLET [KRY)— (Policy) 1>

[[R1) >—EFH (Policy Elements) |>[T«4 ¥ >3+ 1) (Dictionaries) 1>[> AT L (System) ]>[Radius
(Radius) ]>[RadiusN >4 — (RadiusVendors) | 3R L £,

RADIUS R H—F 4 7 aF U UARNPSLRADIUS R Z—F ¢ 72 aF ) %R L C[HHE (Edit) ]
Vw7 LET,

[7 47 > aF Vg (Dictionary Attributes) 1227 U w27 L, B (Add) 1227 Vv 7 LET,

RADIUS XU & —JgtED @ttt L A7 a OB E AT LET,

[7—%#% (DataType) | Ru vy 7 X7 URA NN T —2RIZERRLET,

[MAC A4 7+ a > OF%t (Enable MAC option) | F = v 7R v 7 A& L £,

RADIUS ZsRD 7, RADIUS & DI, £ 7213 O FICHM S5 5% )71 (Direction) ] K1 v
FET DA RO ERNLET,

[ID] 7 4 — /L RIZ_N U —@EMHID Z# A LET,
[Z 70T DOFFA (Allow Tagging) | F = v 7Ry 7 A A 2L ET,

[T T77ANDZDREDELA AL A%FFA$ % (Allow multiple instances of this attribute in a
profile) | F = v 7Ry 7 A%EA NI LET,

GEMN (Add) 1227V > 27 LT, EHTE2ME (Allowed Values) ] 7 —7 /LT Z— @D T&
HiEAEBILET,

[1%/§ (Submit) |27 Vv 7 LET,

HP RADIUS IETF—E X 2 4 TEH

CiscoISE Tl&, RADIUSIETF %—t R Z A ZJEMEIZ 2 DR LWMENNEA S E L7z, RADIUS
IETF — A% A 7 J@thix, [A Y > — (Policy) |>[R Y > —%F# (Policy Elements) |>[7 «
7 > a7+ VU (Dictionaries) ]>[3 A7 X (System) ]>[RADIUS]> [IETF]Cisco ISE GUI C [ £
Z=z2— (Menu) | 742y (=) 27V v 7 LTERLET[ARY >— (Policy) ]>[HRV T —
$i3% (Policy Elements) 1>[7 « 7 2 =} U (Dictionaries) ]>[> A7 2 (System) ]>[RADIUS]
>[IETF] THEATE LT, NI —DFRFETRD 2 DOEEMENTEET, ZhbH 2 50|
X, FRZHP OFT N AR —HPF—DMHERZ IR TE H L 9 ITRFF SN TWET,

FIZE4 HIIZ{E
HP-Oper 252
HP-User 255

RADUS R A — T4 aF ) EBHEDRE

Z Z T, CiscolSE T &41% RADIUS Ry F—DF 4 7> aF VICHOWTHB LET,

RDOFIZ, RADIUSRUZ—DF 7 aF VEHEERETE DL HIZT 5 RADIUS N & —
O[T 427 a+ VU (Dictionary) 1|7 4> RUDT 4—/L K&ERLET, CiscoISE GUI T [A
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Z=2— (Menu) |7/ 2y (=) 227V v 7 LGERLET[RY — (Policy) 1>[R1>—
E% (PolicyElements) 1>[T« ¥ <3+ 1) (Dictionaries) |>[ AT L (Sysem) ]>[RADIUS]
>[RADIUSR > &' — (RADIUS Vendors) |.

K4:RADIUS R B — T4 3+ VRBHEDETE

J4—IL K% FREDHA FSA4 Y

B4 (Attribute Name) 3R 7= RADIUS X ¥ — DR ¥ —[HG &
HHEANTILET,

HliE] N —EEBYEOA TS a rDFHAE AN
l/\gzjqo

RER% NERDT —Z R— A TRENDHX X —[EG
BIEDARTE AT L ET,

T—8 847 R A —EHA BT LT, ROT—FHD
W E IR L ET,

« STRING

* OCTET _STRING
« UNIT32

* UNIT64

- IPV4

« [PV6

MAC 28#29 54 T3> (EnableMAC |MAC 7 KL & & LT®RADIUS JBMED ik
option) BT HITE, ZOF v IRy 7 AkF
LT, 74/ h T, RADIUS &%t
Calling-Station-ID IZxf LT, ZDOF 7T a 1%
Fihb~—7 3, BHIZTEEEA,
RADIUS XV X —F 1 7 > aF UNOBOT ¢
7 vaFUEN G onaE. 2o
T arvEASEEESICTEET,
ZOFTvarERAMI LSS, Ak X
OFFAI R OB EFIC, TFA N AT v a v
IR LTz 7 U 7 72 SUFHNS T D,
F/IIMACT RLAA T g UEAEIRL Tl
A MACT RL AT D0 EERTEET,

#TE (Direction) RADIUS A vt — IZHEAT 20\ FNho4
Tva rEERLET,
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J4—ILF% FREDHA ESA4 Y

ID R A —EBEIDE A L ET, AT
0 ~ 255 T,

AX5DHFA (Allow Tagging) RFC2868 CIEFRT H LI, ¥ T HRHOZ &

NHFAENLIHOE LTEtEEZ~—27 51
. ZOF v Ry At LET,
X TOBEML. hrrvfbEaniza—¥—o
BED T N—T A EFFRT 5 Z LT, FEM
IZOW T, RFC2868 #Z ML TL 72 &0,

B 7T SN EEOYR— N T, FFED
F o FZBT B TR TCORMEOENEND
27 74—V RICFRICE™EEN, £y b
\Z Tunnel-Preference J& " 035 B #EAT < 4172
A VAR UAPEENTND Z L MRGES
T, ZhE, AT RUA— Ry RT—7
BREEICE AT R_& bR VBHEICEA LT
L1, BEON X —TRES TRy b
U—2 778 A Y —s3— (NAS) MO AE
FAPED R Z R U E 7,

TO77ALTIOREDERDA VRE Y | 707 7 AL T D RADIUS N ¥ —[E A8
R#EEHAT S (AllowMultiplelnstancesof this| DX D A o 2 2 o ZRMBEIREA T, =

Attributein a Profile) DF IRy I AeA N LET,

EErEYY
VAT AERDT 47 vaFf VT vaF V@t (38 X—)
AW —EXOT 47 aF VT4 vatVEE 38—)
RADIUS XU —F 7 aF VU (40 2—)
RADIUS X & — F ¢ 7 2+ U Ok (40 2—2)

FHRZ2OFDRE

[ A % 4 (Conditions Studio) 1%, SefFOERR, &, BLOFAMICEH LI, &M
WIEEEDONL— L E2EGH D ENTE, 1 ODHD L YL EITEROEE L~V 2 G5
DIEMEE THEEE T X £, [ A # P4 (Conditions Studio) ] & L THr LW S 1R
LA, (747 7Y (Library) [ IZT TIZRGFELTCWARET ey 7 2T 52 LN T
X, ENOLOBREENERM T oy 7 EFEHBIOLEFETHZ L L TEET, B THRMEEER
BIOEHT DI, 74y 7 HT73Y) T4 NEREEFERLT, 87 ay s L@Eks
HHEICASITHZ EMNTEET,

Fv NT—2 T8 ARY —DEAIE, CiscolSEGUI T[A==2— (Menu) ] 7 A 2>
(=) 27V v 7 LTERIRLET [T—Y 22— (Work Centers) |>[#Y cT—9 79+
A (Network Access) |>[R!)o—+ v kb (PolicySets) | #®IRL £9, T340 AFHRY v —

oA VT—a Yy
I
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DOEFETE, CiscoISEGUI T[A==2— (Menu) |74 2> (=) 27V v 7 L TERIRLET
[7—2t>42— (Work Centers) |>[7T/34 REHE (Device Administration) |> [T/ 1 A&
HR1)S—+t v b (Device Admin Policy Sets) ] Z iR L £7°,

WTNPORY r—Fy NORFEDL—/ITTICEA SN TWAES Z2REEZITEET S

21X, [4:fF (Conditions) ]ﬁlsz/w:ﬁ—yw%é.\zo@%ﬁ U 73250, F3H L
M EAERRT DITIL[RY —F v b (Policy Set) 17 —7/v® [ (Conditions) 151D~ Z

255 T2 r ) oy LET, 2040, TCCRALEY —t v MOEAT5 2 LA T

£, E£LIE

Conditions Shudio

BCHERT 5720 [F74 77V (Library) JIZRIFTHZELTEET,
WO, [Zefh A% P4 (Conditions Studio) | D EREHZ R L ET,

2: [R5 <F (Conditions Studio) ]

Lib#ary ﬂ

gEisr

(1]

(L]

Wired_BO2 1X

Wrekess_80Z 1X

=3
-

-
-

Guest_Flow

Mon_Cisco Profied_PRones

=]

[ cwose J the ]

[&:f A % A4 (Conditions Studio) 1%, [Z7A4 7 Z VU (Library) | & [=7 ¢ % (Editor) ]® 2
DO EFHFIZH PN TNET, [F4 77V (Library) JWIEFHEHOZDIZEMET 7 v 703
RSN, [T 4 % (Editor) | CIXRTFENTT 0y 7 Z2RELTZVH LT 1 v 7 2Bk

TEET,

WDFETIL, [§f A% 4 (Conditions Studio) ] D & F X FREBIZHOWTHA L £,
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J4—ILF

EREDHA RZA4 Y

74771 (Library)

FHAHDO I DIZISE 77— 2 _X— 2 TIEKR &
RFESINTTRTOEMETr Yy 7 DY A %
FRLET, INHOHRMET e v 7 2BER
LLTWDLERMEO—HE LTHEMAT 5121,
Tho% (7477 Y (Library) 16 [T o
% (Editor) | ORHH#E L~)LIZ KT v 7 T U R
Fay 7L, HEIZSCCHE 2 EH L E
T

TSRO T IV ICBEEA T D Z LR T
X572, [FA4 77V (Library) JIZHRIFES
NTCWDEMFITTRC[T7A4 77 Y (Library) ]

TA @ TRINET,

T/ [7A4 77U (Library) | DF&SEOR
WX, i7A4aryn"HET, 20T 3D
Rl =Y nNZ@ELS & FIFEOTERZRTHHRC,
BEMT SN TCWA T T RFE RSN, £
e, AT DOEMEEZERICHIRTE E
T, RV —THEHAIN TS EM4THEIBRT
XFEHA,

FTATTVREONTANE [T 4 F
(Editor) JICFI v 7 7o F Fry 7 LT,
BERE SN TOD R Y o — BT 3
B0, FFBRAOR) —THEAINS &
OITHHE R SR ORERREESR & U CER3 50,
HOHWE[Z7A4 7Y (Library) ]IZHT L5
L LTRIELET, [=7 14 # (Editor) ]I
S KT v 7 TR Fey 7 LTEDEME
ZEHEL, [747 7Y (Library) ]IZ[F U4
ATEZITT LWARICRIFT 22 b TEE
R

A A PRI FATER S NI R L H
DEF, TNODOERMET. EHELIOHIBRT
HZELTEET,
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J4—ILF

EREDHA RZA4 Y

MBI V7 /¥ (Search and filter)

ZEICEREERBE LY, AT IVRNCT 4
NEY T LD TEES, FERIC, [T+«
% (Editor) (@ [7 V> 27 LTREREEENT S
(Click to add an attribute) ] 7 4 —/V K G 8
WEMBBIOZ 4 NVEZ) o TT52LET
XFET, VA R—LEDOT A I UNE, LR
FE7e EORL DB T TV ERLET,
TAarEI VT hHE REOANT Y
BT B N FERENES, AT Y Y —
NR—DRFREINT=T A %27 ) v
T5HE, FOAT Y NENERI N, 7o
B BEIBREIET,

4 U A (Conditions List)

(7477 U (Library) ] INOT X TDEMFD
FERRV AN, FRIFRBEZIIT A LZD
FERIZEESL [TA4 7T Y (Library) | NDS
DY 2 |,

x5 ¢ % (Editor)

FTIHEAT2H LR E2ERT 57210 T
2, ABRERAT IOV AT TAT T
VICEMHERF LD . BEFEOSRMZmE L
T, AEIZEHA L0 5% EHT57-012%
DEFZ 7477V (Library) | IZfRfFLE
75

FLWEREEER T 272D [FUERA X A
(Conditions Studio) ] BH< & (RY o —tk v
N T =T NONTNNDOT T AR EET Y v
7). WAION— NV EBEINTE H2ZZHOITHRN

1 STETRRFINET,

[=F ¢ % (Editor) |MNZED 7 4 —/L K& L

ICRRSNDHEF, HETFT A 2 38R
ShEEA,
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[=7 ¢ % (Editor) JI1%, &F I EefiA8sE
TP TOET,

ST RR DB L~ v ER L, SFIEHEEN
DONBIZFESNTA T v FEanEd, 17
e DOL—NELLET, LT LTI
FRIIEBEO L=V EER L, O L)L
EEHbLHIENTEET,

FEROA A=V OB, HEEE ITRET O
B RLTEBY . L— OB A S AL TN
F9, HOFE 1 LU ELHE2 LLDM T
B SHHTFoNTWET, EEL~L o
= E, EETOR A LET,

FE T 2RI CREE L~V 2B L7212 T
HETE2EET DT, ZOFNCRRENT
Wb Ry 7EZ o) A S LENST LT
Va rEBERT LT,

HETORay7HZ T ) A MIMAT, %
=L Z OIS 527 A arR3d 0 |
ZON—=NANETDHHT IV NRINTNE
T, TAarD L= EEL L, V—
NF AT TV OLFIPRINET,

TAT 7 VIRGFESIND L, TRTOEMLET
2y 727477 Y (Library) ] 7 A 2220
FOHBTHN, [=F ¢ ¥ (Editor) JIZERRS
N7 3) 7AaryPNEsx#z bnEd,

KB, BT _XToO—EIER 2B
BIL—LINERESNTVWAEE, Is-Not 1 >
D=2 b ZOINCFERRESNET, e xE
London &t WoHEAEusr— g VBN
Is-Not [CRESNTWEEE, vy Funb
DT RTCOT A AET 7w AREESNE
R
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ZOMEEICIE, BB LV TEET S E X
AT AT ar b, FERNOEHDNL—
IVRFERINET,

EEOHNF-IHTICH— Y LV Z2EL &, B
THT IV varyinERrEngd, 77vav
FEIRTDHE, ZOT I/ arnEDORT VA
VETRTOFEZ g icmiAEnEd,
FlxiE. BEEADS SOLLT, H3 L
ANUVDAEB. D V— V5 AND 238 IRT 5 & |
TED/L— VD FIZH LB B D3MERL S 4,
TTDNL—)L3EE B OBIL— VI B X 9HIT
Mg A ICHLDIAE N E T,

B LG 2 B0 DR T 5 72 DI [Sefh A
%7 (Condition Studio) ] ZHUNTEHL &
[=7 ¢ % (Editor) fEIKICIE, RXE FIRE/:
— =D 1 {TOHE, BT 5 HE 1 %%
R&D2A4 7> ar, FHREEEEMEE[TA4T
71U (Library) 1B K7 w7 7T K Ky
TTEA T a rBNEERLTHET,

AND B X U'OR E A7 a v &ML
T, Rl aBINCcEEd, A7V
VEIZV I LIl E LRI LLTH LD
=V EVERRT D121, IR (New) ] &3
WLET, TR New) 147 a ix, B
B AL~ el iy 1 DD—)L
ERELEHAICOLRFRENET,

RN O—FHDRE. ERIVEE

[ A% A (Conditions Studio) 1%, ZRfEOIERL, EB, BRLOBHAMIZEHLET, &M
WIIEBDONL— N2 G D ENTE, 1 DDOHLD L YL EITEROMEE L~ 255

DEMEETHETE L4, ROKD LI,

(Editor) ] U7~ 5 SefhF)E 2 B L £,
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X 3:[TT 4% (Editor) —54-RERE

Editor

= Comphance_Unknown_Devices
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=] Compliant_Devices
||

"o Ne AN QR

= R My AND
Al ¥ oR
Me AND oR
Me AND OR

B LWSRIEZERT 5881, [74 77V (Library) 1T TICRIFEL TWAERET 0 v 7 %
HHTH2ZENTE, TNOLDRGFEINTFHET oy V2 HHBLOLEETHZ L TEE
T FMHEERBIOERT LI, 724 v 7 h73Y T4l LT, L3
ay 7 L EEAMEICRST S 2 ERTEET,

RN — NV EAFRB SO 25813, B, HE 7 BLOMEZEHLET,

Cisco ISE (Z1%, b —MBIREEAFIO—ICET o2 FRIER I NTRKME Ty 7 b EENT
WET, INOHOERERSNEFM 2B CAbERETEET, REFAT v I 28
To. FEAOZDIRFESNISMET, 20X 27 THAT D X 912, [§EA % P4 (Conditions
Studio) 1D [7A 7 Z VU (Library) ]IZfREFESNET,

WDHE AT ZFATTHIE, A= N—EFHEEFIIRY O —EHETHIVLEND Y £,

CiscoISEGUI T[A==2— (Menu) ] 7A 2> (=) #27V vy 7 LTERLET [/R) — (Policy) 1>

[RYL—+tv ~ (Policy Sets) ]
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ATy T2

ATy T3

[G:fFA % ¥4 (Conditions Studio) 127 7 A LTH LWGHREEIER L2V | BEFOEMET v > 7 %
ELT, FFEDORY v — -ty b (BLXOEETEIRY O —L—)) OFEOICHELTZAL—LO—HE
LCENLDOEMZERA LD, S%EAT L7202 [74 77V (Library) 1 IZHRTFLET,

a)

b)

¢)

RN — -ty bEK GERERY v— L= MR ETHHICT = v 7 SNDHEM) (TR &M%
TERRT 512iF,. AL D[RV >— &y kb (PolicySet) ] =Y T[RY T —+tv k (Policy Set) ]

F—7 LD (4 (Conditions) 15175 T 22V v s LET,
F0E, BB L OHFAOT_RTOL— L EETe [BE (Set) | Ea—rRRT5I0E, HEOKRY

ety RO Y 22U v LET, [RE Set) 1B 2—nb, L—LDOEDNTHND [

4 (Conditions) 151D M — Y VEEibHE, : o 27V w7 LT[&RIHFEAZ A (Conditions
Studio) ] ZBI& £

FOIERY Sy MO ST B Rl A ET 2B a1, %2 ) v LT [AlEn s o
(Conditions Studio) 1127 7 &AL E T,

[Z:fF A % 7 (Conditions Studio) | 23BA & £9, #H LWSEMHE/ERT B 72 DIZWEAIT. ROEE
DENCETRENET, 74— FOFHHAL, R o— -ty MIBRICEHAIN TW A &M 2REST 57

Dl

AW EA O[S A % 24 (Conditions Studio) ] DFl&E ST 511X, KA X V4 DOEE (43

~N—=) BEERL TSN,
4:[&HR 45 TF (Conditions Studio) ]— L WEHDER

Conditions Studio

Liberary Ediiar

AMND

[Z47F VU (Library) 10O DBFEORMET 0w 7 % MEREZITRE L T A REDL—L E LTE
MLET,
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a) [FA4 751U (Library) |OHT IV Y — A N_N—nOEET 0TI 2L TTAAZ Y 7
He, BRLEDTIVDOBMEZELTRTOT v I NERENET, EEOL—ILEETeN,
ENOLDONL—NLDL7e EH 1 DI L TRIRLEZI T AV ORMEEZEH L TWAEMH7Te v 7 b
FRINET, BMOT 4 VEZPENSITODLGE, BRINDERITIL, FFEDOT 4 VEZ 0D
DEUET Oy I DHENEEIN. GENTVDAMOT7 4 VX BEREINET, To& 2, V—n3—
ME [AR— K (Ports) | H 7 T Y ZEINL, [LEITHHE (Searchby Name) | 7 4 —/V FiZ7 U — 7
FARELT lauthy EATTBE, ARENC Tauth] BNEFEFNTWAR— MIBEET T ITHOT v
IWEREINET, BT TV V= N—OBGRRINTZT A A B{ES Y v 735 &R INERR
S, TO7 4 VA2 BHIBRENE T,

b) 7V —=TFABNCHRET Oy 7 ZRET DI, RBELTWDLT Y 7 DARNCERSND [4HTT
fR#% (Searchby Name) | 7V — 7 %A~ 74— /L NIZ, EEOHEELITIHEO—HE2 AL E
7T Aﬁ#é& VAT LEFEEO Y TV E A AOFEREEBINTHRE LE T, BT Y BEIRE N
TWRWEES (WTHhOT A 2 bHERINTORWVWES) | BRIZIETXTor T Y 0%
7 a /775>aiﬂiﬁ“ BTV TAaAryNTTITBBREINTWBEGE (FERENTWHBHY A L
WP TILTANZ SN TWDEHEE) | BRINHERICIL, FFEOT XA NEEHTL5EDO T T
VDT I OBENEENET,

o) & myrEROSITEL, EvE [T 4% (Editor) [IZRZ /7“L ERLCWA 71y 7 DIE
LWL Lz ey 7 LET, M-S ha y 7 LaHEEIE, ELKEEISNDET[=T 4
% (Editor) | OLHERTZ v 7 7 F Fry 7l TXxET,

d) EEFORMHICBEEST AR EZMZ AL, [=F « & (Editor) (22D 7 0w 7 — Y VEEbHE,

[fme (Bdit) 1Z27 Vv 7 LT —AEELL, [74 77U (Library) | D/L—/V %2 ZEDEF T LE
LY, —EHLWITny 7 L LT [TA4 77U (Library) JICHREFELET,
[=7 ¢ % (Editor) J[IZ R vy 7 EINTE ZITHAAALFERAThH o727 0y 7 2FETEDH L HITE
DELIZ, EO7 vy 72X, [=7 4% (Editor) | NOMOT R TOH AL v A XS Tc—N &
HL74~W CHEE VAN, T arBheVET, 2O LOREDTEMITOVTIL, K
DFINALZ ﬁifo

[f U L)L C— L& B T AT, BIED L VICHEBE 728 L E3, [AND], [OR], F7/=i[Is
not' IZF%E (Setto'Isnot') ] Z IR L EF, [Isnot' IZFXE (Setto'Tsnot) ]Ik, fElx D/L— LT HEHT
XFET,

BIET 4 7> aF ) EEH L TV — VA EREB LOWRET 512X, [Z7 ) v 7 LTRHEZBEMNT 2 (Click
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RYO—FHORE. RESLUVERE

Select attribute for condition x

1l = © @& ¢ 2| =2 F| B Bl E| @& ¥ E
Dictionary Attribute D info .
L

= Airespace Aire-Data-Bandwidth-Average- 7 Ij

T Alrespace Aire-Data-Bandwidth-Average- 13 {!’j

b Alrespace Aire-Data-Bandwidth-Burst-Do 9 (D

= Airespace Aire-Data-Bandwidth-Burst-Up 15 ()

T Airespace Aire-Real-Time-Bandwidth-Ave B ;_’_Ij.

v Alrespace Aire-Real-Time-Bandwidth-Ave 14 {!":.

- Airespace Aire-Real-Time-Bandwidth-Bur 10 )

= Airespace Aire-Real-Time-Bandwidth-Bur 16 ()

-3 Airespace Airespace-8021p-Tag o :_’_I} -

B VI 2 DOEFEEZRORTHHLET,
Z4—ILF FEREDAA RSAY

Ugt:# 7 2 (Attribute Category) | Y —/L/N— | BARZBEMEDT Y ZLIZEEOTA 2 U BEEN
TWET, BT FVRNIERE 7 4 )V F S 51
BB T T T A a 23R LET,

SRR R SNV T A A i V) 7T % LB
S, A EBHIBRS L ET,

T4 atl BYEDRH SN TNDT 4 7 v aF U DARTERL
F9, XF—=F v aF V@R T 4
ZV T HINE, Rey T UNBREDT 4
JatVEERLET,

B (Attribute) BYEOAFIZ R LET, BEEZ T4V Z2 ) 0 TT 5
Wi, BEHATREZR 7 4 — AV i@t 7 ) — 7
XANEANLES, ANTDHE. A7 AFEE
DIUTNEA LDOFRERZBNHRE L ET,
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Ryo—sponz. sessvgz ||

J4—ILFK FRLEDODHA FSA4

ID

—BORBMEIDEZERLET, BHEETZ L2
YITT A, AR T 4 — LV RIZID B R E
ANLET, A1T5E, A7 HMFEEDY 7L
H A LOFEREZBTRBE L 7,

f&# (Info) BB DREl 2 TR T 51213, BhET D 8D

TIZHAERTA 2O RICh— YNV EEXET,

a)

b)

d)

B L 2GR T, BEREEE T N2 ) T LTRELET, BEREL S X OEEDOES T
TIV—=TFANET 4 NE Y TERFIANTHE, MMOT 4 VERT 7T 4 TSN TV RN
B BERICGTBIREINE 7 ANV ZORICE#ET AT RCOBMERESENE T, HEO 7 4 VX %
AT 2L, BRENIBBRERIZTRTOTZANZIC—HLET, 2L 21T V= —D[F—k
(Port) | 7A 2% 27 Y v 7 L, @ (Attribute) 152 Tauth] & AJJ9 2% &, £4H0NC Tauth) 23
GEND[AR—bF (Ports) [T TV DBEBMEOCHNFRREINET, T IV ERBINTDHE, V—Il—
DT A NEATHEAEZRSIN, 74XV T ENTEY) A MREREINET, #T73Y YV—1
N=OFRERINTZT A AL ZH/ET ) v 7525 LEIRERSIL. 207 4 VEDRHIBRSNET,
B 5B Z L — VBN 510iE, ZORMEZRINL 77,

BEE L7 ZREAT, BIRLZBEMEN[Z Y v 7 LTEMEEBINT S (Clicktoaddanattribute) 17 4 —
v RIZBIEET,

[Z5 L\ (Equals) ] Rr vy 7 &R NpD, BETLEA 2RI ET,

BINT DT XTOREMIC TEquals) . NotEquals] . [Matches] . [Starts With] . [Not Starts
With] DA FA T a U REERL TV DT TIEH Y £H A,

Matches| JHE X, VAL R — KR LOIEHHEHR (REGEX) 2V HR—rL., HHLET,

M o513, Tequals) EE FE2EHATOIHLENH Y £9, [Contains) JHEFE 11X, HEEEE
PEiCERCcE £, ERFHOLENZIE, Matches) JHAEFZHEHAT20LENH Y £, Matches|
WETZEHT 2 & ERERIUIEHME L BPEOE G I OWTHRRSILET,

[UEMAE  (Attribute value) ] 7 4 —/L K26, IROWTHRNEFEITLET,
¢« 74— NP7V —TFAMEEZANLET,

VA MDPOENICE— R oE2BRLES BEET 25803, ATOFIETER LIZEEC L -
TRRVET) &

RN —ADEE LTHIORMEZER LES, 74—V FOMIZH LT =TV T A 2 ZER
LT, BV 2%2BE, BMETIBMEEZHRKE, 7402 ) 07 BIOERLET, B
L7 2BHL, BIR LB JEMEE (Attribute value) | 7 ¢ —/L RIZIBM SV E T,

ARTvT6 FHE7uy s L T[T7477Y (Library) [ IV—VERFELET,

a)

(747 7Y (Library) 1270y 7 & UTRFT DAL= NEIFINV— VOGO LIz~ T X 17—
NEEEET, [EE (Duplicate) | Z & [IRAF (Save) |ARZ 3, H—DORMETm v 7 & LTk
FCEDHNL—INEZFIN—NDITN—TIIH L TCERENET, V—NDITN—T 2Ty 7L
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B =usxoro—s 7oe258

ATy T17

ATvT8

ATvT9

ATv 710

ATy IN

THRAFT %13, BBREROT 0 v 7 SNEBNOWEEERD FENLT 7 v ay NI &
RLET,

b) [fRfF (Save) 1&27 Y v 27 LET, [URFF (Save) | FRMFEEHARTENET,

) WOELLMNAEEIRL LT,

[BEFD T A 77 U SR 1F (Save to Existing Library Condition) |—[Z7 4 77 U (Library) ]
DEAFDOGET 0y 7 2B L= Ly Lb— T hEEX L, [V A R 58 (Select from list) ]
Kry 72y )2 R EEESTLIRMT 0y 7 28RS I3, ZO4 7 v a w23 RIL
5

c[HTLWT A 7T EME U THRTF (Saveasanew Library Condition) J—[2:f4 (Condition Name) ]
T4 =N RIZT Ry 7 O—EOAREATLET,

d) MBS U T, [ (Description) | 7 4 —/V RIZHBHAZ AN LET, 2oL, (91475
(Library) JNOEEOSRMET 0w 7 OIERT A a2 Bt~ A 2BWEBAICE RS, &SE&8F
REMT ey LEORBETIERHAITEET,

e) [fR1F (Save) 1227 U7 LT, &7 u v 2% (7477 U (Library) 1 IZRFLET,

B LWF L ULITH LWL — L 2B T 5 121E, [AND] £721Z[OR]Z 27 U v 7 LT, BEfFEOBPEE & 1

LTS FHEEOMICE LWEHEFZEHA LET, BRUZEEF2FEH LT, HE 28R L L—

NERLITEOFE LT, =7 4 ZBEBICHLWEY g Bl inET,

BAEDBAED L UL TH LWL — L ZERRT DI2IE, 724872 LU s B New) 1227 U v 27 L

F9, FHLWA—LOF LWZEOITH, G L7 L~V ERIC LV TERRSINVET,

X]%7Uv 27 LT, [=7 4% (EBditor) | EZDTXTOLNLEEZHIBRLET,

[E# (Duplicate) 1% 7 Vv 7 35L, BENOREOFENHBIIZaE — T2 R X=X hZfL, [F

UL L CEBMDE—O 3 ERSVET, [EE (Duplicate) |Hh¥ %227V w7 Lz L-ULZG LT,

FTOHEZPD LT E 2 DL — L EERTEET,

N=UTEO EH (Use) 1227V v 27 LT, [=7 4% (Editor) | CERLL7CGMEEZRE L, OS5,

ERV— -ty MIFEELET,

GE) WTNDORY —& v FTAD BUEDBLERGAIX, ST 5 AD 2R ET HLEN

HYFET,

BRI Ry FDO—0 7O REH

ZOHETIEH, RV v—ty FEEKT 2 & S ITELOBEREFEFICOVWTHBLEST, Zhbo
SMEIE, [SRfEA Z VA (Conditions Studio) ] BAERT 2 Z £IXTE P, ADO T 2013 H
0 ET,
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712wy ro—sakozz |

TFTINAR LRy NTD—H&HDE

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 742 (=) 227U v 27 L GERLET [RY >— (Policy) ]>
[R1) > —EH (Policy Elements) ]>[£&# (Conditions) ]> [ v T —% %&# (Network Conditions) ] >
[T/AARR—FFy bT—U 54 (Device Port Network Conditions) ]

RTvF2 BN (Add) 127V v7 LET,

ATV T3 v MU= E&MEOARTIERHAEANTILET,

ATy T4 ROFEMEANTILET,
«IP7 RLAIPY FLRAEZIFIV TRy FO—FZE, 11TIC12BMTEES, IPT FLA/PT Xy
ME IPv4 E72iX Ipve B THRETE 7,

o« TN 24 (Device Name) —T7 N A4 D—E %, 11TIC1DBINTA5Z 08 TExET, Xy hU—
T TNRAAFTT V27 PTRESINTWVWAELDOLERIUTANA AL EATTHLENRHY 77,

o [T /34 A 7 )V—7 (Device Groups) —/V— K NDG, #»>~., (L— hNDGHEF®D) NDG DJET ¥
TN—EEBMTEET, ZTME LTI DT HRERH Y £,

ATw 75 [%E (Submit) 1227V v LET,

TINNARAR—F 2y FT—DEHDERE

ATYF1 CiscolSEGUI T[A==z— (Menu) |7 A 2> (=) 27V v7 LCGERLET [RY— (Policy) 1>
[R1) >—E% (Policy Elements) | >[&# (Conditions) | >[®v 7 —%5%&# (Network Conditions) ] >
[TNA R KR— b+ v bT—25&#H (Device Port Network Conditions) ]

ATv 72 BN (Add) 1227V 27 LET,
RT9T3 2y NIT—I&MFEOLARTEBEATILET,
ATV T8 ROFEMEANTILET,

«IP7 FL A (IPAddresses) —IRDNEFCitiz AN LET, IPT RLVAFEZETY TRy b, Do~
(TARARZE o THERHEND) A=k, Z7VE, 1T I DT H2HERH Y 9,

« 734 A (Devices) —IRDIAFFCREMAEATILET, T4 A%, B~ A— b, 7L 11T
T AUERBY EF. Ky hT—0 FALRAAT V2 b TRESHTOS b LR LFA
A AL T AT HVERH D £,

« T /NA R 7 )V—"7" (Device Groups) —IRDNEFF Ttz A1 LET, /L— K NDG, h>~, (L—
FF®D) NDG, A—b, Z7E, T 1 DT LHBERDH Y £,

ATw 75 [%E (Submit) 1227V v LET,
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B = rx5—vavrvro—svzpons

IVKRRT—23 0 32y MNI—OEHEDHRTE

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 742> (=) 227U v 7 L GERLET [RY >— (Policy) 1>
[R1) > —EH (Policy Elements) ]>[£&# (Conditions) ]>[*w 7 —%%&# (Network Conditions) ] >
[T FRT—Yarxry bTJ—2%# (Endstation Network Conditions) | DIEIZ:ERLE T,

RTvF2 BN (Add) 127V v7 LET,
ATYT3 vy MU= EMEOARTIERHAE AT LET,
ATy T4 ROFEMEANTILET,
«IP7 RLVA—IPT RLUREFIH 7Ry ho—8%E, 11721 DBMTEET, IP7 FLA/FT Ry
ME IPv4 E721X Ipve A THRETE 7,

cMACT RLA—B =RV DTy RAT— 3 MACT RL A LSEHE MAC T RLADO—&E % A
HTEET, FMACT FLRIZIZ RO 16 EEZFH ., ROEXONWT NN TIHREL T EIW,

nnnnnnnnnnnn, nn-nn-nn-nn-nn-nn, nnnn.nnnn.nnnn, nnnnnnnnnnnng

T RAT—3 3 > MAC £ 7213585 MAC 3L TRWEESIE, b i b—27 v [-ANY-] %
L/ibédo

« CLI/DNIS—# < [XH] Y O34 ID (CLD) BLOZEHLID (DNIS) O—EZBINTE £, #¥E
FZ1ID (CLD) F7213%{E3& 1D (DNIS) NMLETHRWGEA., VI h—2 > [LANY-] ZfEHLF
‘é‘o

ATw 75 [EE (Submit) 1227V v LET,

Bzl & BT DEEDIER

[RY > —HFELEM (Policy Elements Conditions) |-X— &M H LT, BZlE BftORY o —3
FHRMAEFOR, B, £, Bk, #HR, BIOMBLET, RN —THiF, #FELFE
DA & B DRMEREICESS FMEERT D2LEA TV =7 FTT,

Wil & B O ZHEHT 25 &, CiscolSE VAT A U Y —RZT 7B AT HHEREZ . B L
T JRMERBOE THRE SR E ORFZ] & BAHICROE 2 ITHIRTE £95

1R8O BRI

RDBE AT e BT HITNE, A—N"—FHEELEZIRY o —EFHAETHLLER DY £7,

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 7A 2 (=) 27V v 7 LTEIRLET[RY >— (Policy) ]>
[R1) >—EFH (Policy Elements) ] >[4 (Conditions) ]>[#£& (Common) ]>[EZl& Bt (Timeand
Date) ]>[iBf (Add) ].

ATFYw T2 74— NIC#EYRMEE AT LET,
o« [FEHERRTE (Standard Settings) |fEIKC, 77/ B AZMT D AKEELEEL T,

. oA VT—a Yy



| €94v5—vay
#ARY L —T e & EEEERTS

o [f514: (Exceptions) ]HEIKT, 77X &HIRT 2 AREOFEALZIEEC L £

ATw 73 [EE (Submit) 1227V v LET,

BFRIRY —TIPv6 £HREIEZFERAT S

CiscoISE TiX, =V RRA L LD IPv6 N T 7 4 v 7 Zfa, B8, (R#ETEET,

IPv6 XfJist > RARA > 28 Cisco ISE v b U — 7 128kt 5 &, IPv6 F v hU—Z#RHT
Xy NI—=2 77 EBAT/NAZX (NAD) L@ELET, NADIZ, 7 WV T 4 U TBIOTS
a7y AV T OERET RARA 2 b (IPv6 iz &Te) 705 CiscolSEIZIPv4 Ry hU—7
ENLTBZELET, L—AFMHTIPve BIEEZMH LT, IPv6 T RABRA > B DZ
DEIRERZMILL, =2 RARA L IREERL L TWBE 2 EERIET A0, FBFE7m 7 7
ANVEBLIOKRY > —% CiscoISE TRETE £ 7,

DAL RO —RIFIX, IPV6 T LT 4w T RAEIPV6 A v F—T = A ADETHEATE £,
7= & %1%, 2001:db8:1234::/48 T,

PR—=FENTWDIPV6 7 RLAERITKRD LBV T,

CFEAFKE  an L TRUILNTZ 40D 16 HEEHTD 8 DI N—TF, =& 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

« FRERFL 1 DO N—TNIZH D TATE v FbRE T, Euosr—"7%2 SOk
HanolEEHZ 9, 728 2 1E., 2001:db8:85a3::8a2¢:370:7334 T,

e Ky FXEIY D 4 >DFFE (IPv4 ST T B L O IPv4d A#VETPv6 7 KL R) 172t %
1. ffff192.0.2.128 T3,

PAR— P S TWD IPve BIETRD EFY TT,
* NAS-IPv6-Address
* Framed-Interface-Id
* Framed-IPv6-Prefix
* Login-IPv6-Host
* Framed-IPv6-Route
* Framed-IPv6-Pool
* Delegated-IPv6-Prefix
* Framed-IPv6-Address
» DNS-Server-1Pv6-Address
* Route-IPv6-Information
* Delegated-IPv6-Prefix-Pool
» Stateful-IPv6-Address-Pool
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wsAvF—vay |

B a5 —<ressmtsERdT s

&

ATy T2
ATvT3

ATy T4

PR—FSNDVAIDBYELIEDOT B XIS 2 IETF EBHEARORIR L ET

YAOADRMELEDRT IETF & 14
ipv6:addrv6=<ipv6 address> Framed-ipv6-Address
ipv6:stateful-ipv6-address-pool=<name> Stateful-IPv6-Address-Pool
ipv6:delegated-ipv6-pool=<name> Delegated-IPv6-Prefix-Pool
ipv6:ipv6-dns-servers-addr=<ipv6 address> DNS-Server-IPv6-Address

[RADIUS 7 7 &7 (RADIUS Live Logs) ]-%—<", RADIUS #iEL A — k., RADIUS 7 ¥
VT4V T VR— N, BET VT 47y a s LAR— b, RADIUST T —LR—h, &E
M-S TWAD NAS LaR— b, @Ry FU—ZHIHOERB LORENE > THDHH 7Y
B R UAR—hE, IPv6 7 KL AZHHR—F L TWET, [RADIUST7 A 712 (RADIUSLive
Logs) ] ™~—, FIEINHEDOLR—FOWTNNE, ZRbDE Y ¥ a rOFEME£RR

TXFET, IPv4, IPv6., F7IIMACT RLATLa—RKE 74X ) LI TxET,

\)

6=

IPv6 )i DHCPV6 % v kU — 2|2 Android 7 /31 A %835 & £ DT 731 AL DHCP
PRI Y 7 a—HNLDIPV6 T RLADHREZIELET, LEN-T, [FA4 70 S

(LiveLog) ] & [=> KA >k (Endpoints) ]—3 (CiscoISEGUI C[A==— (Menu) ]
TAay (=) 270y 7 LTERLET [T—V 22— (Work Centers) [ >[Fy kT —
279 +R (Network Access) ]>[ID (Identities) >[I > KR4 > k (Endpoints) ]) 21X
2—/ LIPv6 7 R A ZFEREINET A,

WROFNL, FFalR Y > —I IPve JEIEAZRET 2 iz L ET,

48 HHIIZ

EBIN D NAD 28 IPv6 (285 AAA Y HR—FLTWAZ L &MERLET, NAD T IPv6 D
AAA YR — N & A X —T WZT B FEIZOW T, FTAAA Supportfor IPv6)] Z#5f L TL 72
W,

T hU—27 T ART —DHAIE, CiscolSEGUI T[A=2— (Menu) ]| 7142y (=) 27V v
7 L CRRLET [7— 24— (Work Centers) 1> [ bT—49 79X (Network Access) | > [7R
Jo—+tw kb (Policy Sets) | #IRLET, 734 AEFHRY > —DOHE1X, CiscoISEGUI T[A==2—
Menuw) 1742y (=) 227V v 7 LGRERLET[T—V 22— (Work Centers) > [T/31 REHE
(Device Administration) 1> [7/\f A EER!) >—+t v b (Device Admin Policy Sets) | Z&IR L £3°,
P L— L ER L E T

A=V ERE T D & E 1, [§efhE A Z VA (Conditions Studio) | &MEEER L £4, b & PF
(Conditions Studio) ] T, RADIUS &« 7 a7+ U /b, RADIUS IPv6 J@ME, AT, BIOMEZEIR L

[52 T (Done) J[fRfF (Save) 1227 VU v 7 LT, fFAlA—NZRY >— Yy MIRGFLET,

oA VT—a Yy
[ 5| |


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-usr-aaa-15-sy-book/ip6-aaa-support.html

| t9rv7—vay
RYS—ty kb FOFILOEE .

R)P—+ty b TAFILDEE

InNso7vu ban e LTHRY —ty b a2fEl, RIF. FEIETDAENT, CiscoISE T
n—/NL 7a N aVREEERTOLENH Y £9, [7'1 b3 LEE (Protocol Settings) ]

NR=VEFALT, *v b= HNOMDT /A X Li@fg 9 5 Extensible Authentication

Protocol-Flexible Authentication via Secure Tunneling (EAP-FAST) . Extensible Authentication

Protocol-Transport Layer Security (EAP-TLS) . 33 J U Protected Extensible Authentication Protocol
(PEAP) &7 m halpru— )L 47y a v EEFRTEET,

BR—bENTWERY FI—0 7oA KR O—+y ~TO LT
L

Xy NI—=27 7278 ARY) —ty b ARY —OERBRFHTRINAGER 7 7 a2 RITRL
£95

» Password Authentication Protocol (PAP)

* Protected Extensible Authentication Protocol (PEAP)

* Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAPv2)

« Extensible Authentication Protocol-Message Digest 5 (EAP-MDS5)

» Extensible Authentication Protocol-Transport Layer Security (EAP-TLS)

+ Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling (EAP-FAST)

» Extensible Authentication Protocol-Tunneled Transport Layer Security (EAP-TTLS; J55EFSAE~
o han- bRV FR T UAR=FEEX2U T 1)

» Protected Extensible Authentication Protocol-Transport Layer Security (PEAP-TLS)

JOR3JLE LTEAP-FAST 2T 50D HA K514 >

EAP-FAST #38iE 7' 1 han & LTHEHTIHEIE. ROTA RTA4 I E->TLTIEEW,

« EAP-FAST %157 74 7 FiEAENEIES N7 0 Y a = 7 THNREGAIL.
EAP-TLS Wi X &= B35 2 k%%<%“bi¢ow£éﬂt7mt/a%/7@
EAP-FAST {87 74 7 > MEAZEIIBIOFRAE XTI <, 22— —%F8RET 20 L [F

CREBED 7 LT o v VDX A TEER LT D 7 Z 4 7 2 MEERIETT A, N
HMEREFITTLHILERLY A,

PAC2 LDFZERNY RV 24 7 BIXUGREPAC VbV a = 7t a ey
=V TR T DI TA T v MiEAEEZ T ANE T, PACR LDy v a VHEH., B
4 PAC 7 b g =7, PAC X—AFFICITEEL T8 A,

| oA VT—a Yy .



tsrvF—vay |
B eerrstoms

« EAP JBIEIL., ZREFDONERFE S 1XBR2R< . ID ZEICE=Z Y v 7 U — )L OREFEEMIC
Ta—Y—JE, Wi~ VIEICERENET (LIRS TEAP F=—=0 7 izlﬁli@r
NET) .

« EAP-FAST 87 PAC WMERH SNDHBE. 74 7 v ZICFKREND EAP i i T e iR
SEICHEH &N AEEESER LT (PEAPTO L HIZ) THY, Z2RELTTIHEHY FHA,

EAP F=—> F&— FTiL, Fo R/ PAC BHIRYINIZ/AR22 L, ISERN v Y a =7
7=y 7 L, ACERZ—P—BIO~ iR PAC (T U #FA[PAC) 371
EYa=r/TEERA, %O PAC N—ZDOFIFHETACHER LIZE X7
TVazmr T EnNET,

CiscoISEMNT =— 2, ACH TV 7V E— RIZRE SN TWAHEETX, AC I IdentityType
TLV CISEZGELET7/-720, 2 ZBHO IDBFEHIRKLES, Zo@mENS, 774
T NDOF = —= ZETITHET TH L0, BUEIZY 70— RTHR I TS 2 &
BN ET,

CiscoISE X AD ICDHF = — > LT 5 EAP-FAST O~ > & a—HF—D i 5o @t
X N—7%9R—1+LEd, LDAP B L OWNEBE DBISE (Z%) L Ci%, H&# D ID J@ito
FEFHLET,

\}

()  High Sierra, Mojave, & 72I% Catalina MAC OSX 7 /31 A(Z EAP-FAST 85E~7" 1 b =L % i ]
9% &, [EAP-FASTHF 5t/ A > ROMAEIZKIL L £ L7z (EAP-FAST cryptobinding verification
failed) | EWVWI AV E—UNREREINDILGAEDHY 7T, 25D MAC OSX 7 /34 A
EAP-FAST i3 51X 0 (2 PEAP £7-1X EAP-TLS #4252 L 5., [Fal7 v hanr
(Allowed Protocols) | ~—® [##SEEAP”' 1 k =21)L (Preferred EAP Protocol) ] 7 « —/V K%
WETHI EEBEIDLET,

EAP-FAST D% °E

1R & BRI
KDL AT e FATT HITNE, A—N"—FHE LI AT LEAE TCHLLER DY £7,

ATw 71 [EHE (Administration) ]>[Y X T L (System) 1> [ERTE (Settings) 1>[Z 0 k3L (Protocols) ]>
[EAP-FAST] > [EAP-FAST M E (EAP-FAST Settings) | 23R L £,

AT w72 BEAP-FAST 7 u F /LD ERICHMERZEMAE AN LET,
AT T3 URNCAERESNTZT T4~V F—L PAC 2T X TR D120, [%) (Revoke) 127 U v 27 LET,
AT 74 EAP-FAST % EZIR-AET 5 121E. [IR1E (Save) 1Z2 27V v LET,

oA VT—a Yy
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eAP-FAST 0 PAC 04 I}

EAP-FAST @ PAC D &Rk,

Cisco ISE @ [PAC DA% (Generate PAC) 147> a > &l LT, EAP-FAST 7’12 k=)L D
MoV PAC F£7713~> 2 PAC AR TE F4,

1R BRI
WDE AT ZEBITTHIE, ZA—N—EHEE I AT LEHETHAVLERHY £7,

ATy 71 [EE (Adminigtration) ]>[Y R T4 (System) ]>[ERE (Settings) | Z#IR L £,

ATY T2 LMD [EE (Settings) | T EF—Tar (D [Fa haj) (Protocols) 1227V v 7 LET,
AT w73 [EAP-FAST] > [PAC MAERL (Generate PAC) | iR L £,

AT v T4 EAP-FAST 711 h /LD~ PAC BT DAL ERZEMA AN LET,

ATwF5 [PAC D4R (Generate PAC) 1 %27 U v 27 LET,

EAP-FAST &% 7&

R DFEIZ, EAP-FAST, EAP-TLS., BLUPEAP 71 h a L 2R ETH-OIMEHTE 5[ 1
k2 LEEE  (Protocol Settings) |V 4 v RUD T 4 — /L RERLET, ZO7V > KU EFER
THIE, [A==2— Menu) | TA 2> (=) 27V v 7 LTERLEI[EER
(Adminigtration) ]>[> X T L (System) ]>[&%E (Settings) ]>[ZA k3 JL (Protocols) ]>
[EAP-FAST] > [EAP-FAST %% (EAP-FAST Settings) |.

%= 5:EAP-FAST D% E

T4—ILF4A FREDAA RS>

HEREERIESRDEREA (Authority Identity Info |7 LT o3 vvZ2 7 5472 MOXEET S
Description) Cisco ISE / — R&FH L7z LF Vi
Bl ANTJLET, 7747 MI, ZOXF
WasA7, RS, BLOE (TLV) O
Protected Access Credentials (PAC) 1 Tk
T&EE7, 7 74/L MAIL, Identity Services

Engine T,
I RAE— F—4 g HiE (Master Key TIA~ Y AR A, . 4. EEHE.
Generation Period) H, ¥R EBMTHEELET, EiX. 1~

2147040000 FP DO EDFEM THAVLE R H Y £
4. T 7 4L MI 604800 T, ZHUiE 1AM
LRIZE T,

TRTDIREZ— F—HF LUV PAC DX FTRCOTTA <) F—L PAC ZRKBHESHED
(Revoke all master keys and PACs) (i, [25%h (Revoke) 127V w7 LET,

oA VT—a Yy
I
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PAC

=JL ==

axX A&

wsAvF—vay |

J4—ILF% FRLEDHTA KSA4

PACH LtEwvSa > EBOAESIE (Enable |PAC 7 7 A /L7 LT EAP-FAST Z#{fi [+ %43
PAC-less Session Resume) BlE. ZOF 2w IRy I RAEA T LET,

PACHLEYLavDAA LTIk (PACHless|PAC72 Lty a VOFBNRYA LT 7 M
Session Timeout) 5ETORHMEMBMTRHELET, 77+
Jb Mi% 7200 BT,

BENEY Y
RV —%y b 7a FbaLoE (59 <—)
7'm k@l LT EAP-FAST 23572000 A K742 (59 X—)
EAP-FAST OF[5i (126 ~—2)
EAP-FAST D% E (60 <—)

ROFETIE, [PAC DERL (Generate PAC) [V 4 » R ED T 4 —/L FIZOWTHHA L £,
INHD7 4 —v REH LT, EAP-FAST 58&EH @ Protected Access Credentials % g% & L &
T, 2OV 4 RUERRTHITIE, [A=a— Menw) | TAa2 (=) 27U v 7 LTE
RLUEI[EE (Administration) [>[ X T L (System) | >[FRE (Settings) 1 >[FB k3L

(Protocols) ]>[EAP-FAST] >[PAC D4R (Generate PAC) ] T,

% 6:EAP-FAST® PAC DB DHEE

J4—ILF% FRLEDAA KSA4Y

k> %)L PAC (Tunnel PAC) N RV PAC ZAERT HIZIE, 2047 v 3
VARE L EI U v LET,

<2 PAC (Machine PAC) <~V PAC BAEKTHIZIE, 24T a v
RE w7V w7 LET,

TrustSec PAC TrustSec PAC 4T 5121E, 20473
VARE L ET U v LET,
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rac oz i

J4—ILF4&

EREDHA RZA4 Y

ID (Identity)

(F >V PAC BL U~ > PAC )
EAP-FAST 7’1 k 22 k> T TNE2—H—
&) LTRSS —ZAFiF~vr v
LERELET, ID XTFHNNRZEDL—HF—4
E—BL WSS, RRAETARMLET,

T, BSRX2)T g TSI T R
(ASA) TEZESINTWVWEHHRA M TT, ID
LFHNE, ASA R A I —BT 2 MR B
DET, —BLARWEGEE, ASA AR I
PAC7 7 A NEA VAR —FTEERA,

TrustSec PAC #4153 254, [ID (Identity) ]
74—V RIZL Y TrustSec *v hU—27 5
A ADT A A 1D ¥457E 4L, EAP-FAST 7
0 haiky A =v=—4ID & & b I
SNET, TZIWCAS LD XTFIINEDT
NAZIDIZ—E LeWE, FRREITARI L £
R

PAC 7E#e AT HERERE (PAC TimeTo Live)

(b >3V PAC BL U~ PAC ) PAC
DENAREFEET DMEEZ R HEA TATILE
T, T 74 /L M 604800 7T, ZAUIE 1 R
AT, ZOfEIK. 1~ 157680000 D 1E
DKL THAIVENH Y F£9, TrustSec PAC
LT, B, W, B, E AL TR
ZASLET, T4 MEIZLETT, &
AMEIZ T B, BCKEIK 10 T,

E51t¥— (Encryption Key)

WX —2 AN LET, F—DRI1L8~256
LFRICTHRENRSY T, F—IXT7 L7 7
Ny NORLFEEITNLF, BT, 70T
T OMARDEEEZ LN TEET,

#iPR B (Expiration Date)

(TrustSec PAC ® &) BAZhHAMRIE, PAC 15#¢
ATRERERIC eSO W TCEE S E T,

EErEY D

RYv—F®y k7 halLoRE (59 —)
71 hzdt ULTCEAP-FAST 2357200014 RT74 2 (59 —)

EAP-FAST @ PAC O4RL (61 ~<—30)

oA VT—a Yy .



tyAv7F—2ay |
B =70 rane Lo earTis oA

EREE 70 h3JLE L TO EAP-TTLS DA

EAP-TTLS (%, EAP-TLS 7’12 h 2 VOEZILET 52 7 =—X Fu har Ty, 7=—X
1T, BEXFaT7 2 bRV EBEL, 72— X2 T 2y a v F—28H L, —
Nt 47 METREBIONT T — 2222 b2V 7 LET, 72—X2
T, bRV rantz@BEefH LT, 2RO EIERA =X LEHHT 5B
FEESFEITTEE T,

CiscoISElE, WD LIRS EIERTILS U7V WY M OERGEA LB T X F 7,
» Windows =™ Network Access Manager (NAM)
« Windows 8.1 %A 7 4 7 %7 U 1 |k
« ¥ =27 W2 (MultiOS C JoinNow & & FEIEILET)
*MACOSX XA T 47 B 7V b
cI0S XA T 47 HTVUH b
* Android X—ADFXA T 47 7TV b

* Linux WPA %7 U 1> b

A\

GE) BB A v RO ERBEEIX, NEs R E U EAP-FAST 2+ 2 LB N H Y £,

EAP-TLS D&% TE

1RO BRI
RDBZ AT e FATTHITNE, A—N"—FHE LI AT LERAE TCHLLER DY 7,

AT Y71 CiscolSEGUI T[A=2— (Menu) |74 2 (=) 27V v 7 LTRIRLET[EE (Administration) ]
>[VRT L (System) | >[ERE (Settings) ] >[ZB k3L (Protocols) | >[EAP-TTLS]

AT v T2 [EAP-TTLSi%7E (EAP-TTLS Settings) ] ~S— JICHERFEMA A LET,
AT9F3 [Save] 7 Vv 7 LET,

EAP-TTLS %5

WDFTIE, [EAP-TTLS 3% (EAP-TTLS Settings) |7V 1 > KU D7 4 —)L RIZHOW Tt L
9, 2OV 4 KU EERTHICE, [A==2— Memu) | T/ 2> (=) 27V w27 LT
FR L EJE 2 (Administration) ]>[3 A7 A (System) > [a%& (Settings) 1>[7'&2 h=2/v
(Protocols) ]>[EAP-TTLS]
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% 7:EAP-TTLS 5% 5E

ep-nis o I

J4—ILF4&

FEREDAA RS2

EAP-TTLStw > a > OBRZEMHIZTS
(Enable EAP-TTLS Session Resume)

TDF IRy I AT B &, Cisco
ISE I ——7% EAP-TTLS 83D 7 = — X
2 CEFICFRAESNIZHAIZRY . EAP-TTLS
FORED 7 = — X 1 TERENT TLS By v =
VhEXyvia LET, —PF =0 EEk L
EH L9285, LD EAP-TTLS By v a v
MHEA LT 7 L TWRITHUL, Cisco ISE 1%
Xyviad&N-TLS By a 2L E
T, ZD7=, EAP-TTLS D/37 —~< 1 A
A E L, AAA Y — — DA NI S E
7
GE) EAP-TTLS & v a VN EBSH
He, NI AXFy 7ENE
7,

EAP-TTLStEY Y33 A4 LTk
(EAP-TTLS Session Timeout)

EAP-TTLS B a U BNEA LTV T 5HF
TORMEPHEMNTEELET, T 740 1
E1Z 7200 ¢4,

EENEY D

RV—%y k7o baloRe (59 2—)
WA m f =Ll LT EAP-TTLS OfFEH (64 =—3)

EAP-TLS O#FE (64 ~—7)

EAP-TLS D% E

1R BHHIIZ

WRDZAT e FATTHITNE, A—"—BEHEELF AT LEHETHLLER DY £7,

ATy 71 [EE (Administration) 1 >[> X T L (System) |>[E%%E (Settings) 1>[Z B kaJL (Protocols) ]>

[EAP-TLS] ##R L ¥4,

ATw T2 EAP-TLS 7u F )LD EFRICHLERZHEMAE AT LET,

AT v 73 EAP-TLS RE#RMFET DL, [IR7F (Save) 1227 U v 7 LET,
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B eenszz

EAP-TLS 5% 7F

WOFTIL, EAP-TLS 7' b 2 LEREZAT 9 1o DI TE % [EAP-TLS #% & (EAP-TLS
Settings) ]|V 4 > RUDT7 4 — /L RIZOWTHHLES, 2OV 1 FUZRRTDHITIL, [A
Z—=a2— Menu) ] 742y (=) 27V vy 7 LTGRIRLET[EE (Administration) 1>[¥ X
T L (System) ]>[E%FE (Settings) |>[ZB k3L (Protocols) ]1>[EAP-TLS],

% 8:EAP-TLS %5

TJ4—ILF FEREDHA FZA4 Y
EAP-TLSt w3 > OBERZE®IZT S SEA72 EAP-TLS RGEIC LY L7 2 — P — D fF
(Enable EAP-TL S Session Resume) AL SNT-HEBiE 2R — T 558104

WCLFET, ZOHEEIZ L U, Secure Sockets
Layer (SSL) N> R =A 7 DI T—H—
DFFEFENFIRE & 720 | FEBAE O H A3 AN EL
\Z7e 0 F£9, BAP-TLS v v a ik, #A A
T RLTWRWEDEEZ B L E7,

EAP-TLStEY S 3> RA4 L7k (EAP-TLS|EAP-TLS vy v a v NEA LT U T HET
Session Timeout) O EZPEMNTHEELET, T 74V MAE
1% 7200 BT,

[RTF—FLR v 3 UER (Stateless Session Resume) ]

TRA— F—4HiE (Master Key TIA= ) X—@AERE CORMAEAN L E
Generation Period) T, ZOEIZEY, TIA< V=BT 7T 4
TTHLHMARE LES, ZOMEITH., .
e, Bk, FECANTEET,

[BX Y& L (Revoke) ] IHNETIER SN TRTOTTA <) F—
EFry b EFRy AT HICIE, BV L
(Revoke) 127 Vw7 LET, 20473
Vit BHUFY ) — RTIRES T,

EAP-TLS 712 h /L& N L7=MACT RL A & GUIDIZ X BTy RiRA ¥ b OFEBIEDH A,
AT XA N —ERAEEHT L0 1 BH=0o T a2 (TPS) 1%, 1
Wdi=v 12 ~15x> RAKA > FTT,
BErEY Y

KY—ty b 7o harlo@RE (59 2—)

EAP-TLS O E (65 =—)
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peap oz i

PEAP D% 7E

1R BRI
WDH AT ZEZITTHIZE, A——FHEEREF AT LERECTHIVNENDY £7°,

ATy 1 [EE (Administration) ] >[2 R T L (System) > [EXTE (Settings) ] &R L £,

ATw 72 MO [%E (Settings) 1T 47— ar 1D [7a bz (Protocols) 127 U w7 LET,
AT w73 [PEAP] Zi#IR L £,

ATv T4 PEAP 71 b I VO ERICLELFEME A LET,

AT v F5 PEAP REXIMEAFT HITIL. [RAF (Save) 122U v LET,

PEAP %

WOFRTIL, PEAP 7' 12 b LR EEAT O 72 OIfEH TX % [PEAPi%E (PEAP Settings) 17 «
YRUDT 4=V RIZOWTHPILET, 2OV 4 FUEFRRTLHITIE, [A==2— (Menu) ]
TAary (=) #2707 LCRIRLEJ[EE (Adminigtration) 1>[ X F L (System) 1>
[BRE (Settings) 1>[Z 0 k3L (Protocols) ]>[PEAP] T3,

%= 9: PEAP&5E

J4—ILF% FRLEDOAA KSA4Y
PEAPt v a vDBRZE®IZTS (Enable| =D F v /Ry 7 X% 42235 L. Cisco
PEAP Session Resume) ISE 1T —H—R PEAPRIFD 7 = — X2 TIE

FICERRE S N5 B IR Y | PEAP RFED

Tx— A1 TERENTZTLS By g %

FrvialEFd, a—F—D2FEFELED
ET DA, TDOPEAP Yy v a VN Z A L
7T kL TWARTIURE, CiscolSEIZF v v =
ENETLS By YvarvaHLEST, 20z
B, PEAP D37 3 —~ U AN EL, AAA
P—N—DARPER SN E T, PEAP £ v
va KRS EES S 5I12IX, PEAPE >
arv HAALT Y MEERIBET HAHLENRD Y

F7,
PEAPtE w3 A4 LT+ (PEAPSeSON |PEAP v g V¥ A AT 7 M35 F COR
Timeout) AL CIEELE T, 7 7 4/ MEIZ7200
BT,
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B reows oz

J4—ILEA FRALEDHA KA
ERBEREZEMCT S (EnableFast IOF v IRy I AEFACTEE, By
Reconnect) va VEBEENE G, 22— — 7

LTy VTR LARWTPEAP By 3
>3 Cisco ISE THBEIT A Z ENFFRIESNE
7,

BErEY Y
RY—Fy b 7a haloRE (59 X—)
PEAP OF%E (67 ~<X—7)
PEAP O OFA (124 ~—)
PEAP 7t h 2L THR—FENTWEH T B b (124 X—2)
PEAP 7't b a7 m— (125 X—)

RADIUS D EXE

FRERIC R, FIFRREERDI DO LR — POV IR LOWENZ KK LT=2 94 7~ a1+ 5
L IICRADIUS RELXBRET DI EMTEET,

AT 9 T1 CiscolSEGUI T[A==2— (Menu) ]7A 2> (=) 27V v 7 LTERLET[EE (Adminigration) 1>
[ RT L (System) ]>[E&7E (Settings) |,

ATw T2 [RE (Settings) | 47— a3 2 CT[Fu kajL (Protocols) 127 U7 LET,

AT w73 [RADIUS] &K L £,

AT w74 RADIUS R EDERICMLERFEME AT LET,

ATv TS [fR1F (Save) 1227 Vw7 LT, REEZRMFELET,

RADIUS %7

WDFIZ, [RADIUS#%E (RADIUS Settings) | X—NZH DK 7 4 — /L ROFAEZ R L E T,
DU 4 R EERT DL, [A=2— Menu) | TA 22y (=) 270 v7 LGEIRL
% 7" [Administration] > [System] > [Settings] > [Protocols] > [RADIUS] T,

VIR LKET D27 74 7 > b Ol (Suppress Repeated Failed Clients) | 47 v 3 v &A%
T 5L, APV IBELKRT A7 947 v MIEEREe 7 &t feE S =HMIC
DleoTINGDI FAT » MnbOERPEBICHES SNET, Eo, RBAERMEEE
ETEET, KREEBENZOEBEEBZDE, ZNHLO7TAT Y MhLOERIIERSNE
T X ZOMESITRETDE. 7747 v FEAENSEIRM LI2HE, fREShizH
MIZOloTEDI FAT Y EPOLRETHERIFTXITHESINET,
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raoius 2= i

\)

(E) eV RABA Y MR DR NE S22 T — ROANTHY | 22—F—% A4 TN
2—HP—=Thd%HH. = RiRA v MIfl s, HGE— IR £7,
7277 L. ActiveDirectory L—H —DIFAITFR - 12 A T — FMH S84, = B
A2 MIFH SN ET B, BT — FIZIFRD A,

¢ CiscoISE TDOZ FA4 T v " MNE, 7947 > hOREMAT— 3 > ID IZBEEAIT 6
NI MAC 7 RVANRH DGEICOIHERE L FT,

[Reject RADIUS Requests from Clients with Repeated Failures] 5% & CH&E & AL 7= FERE 235 %89~ %
L. = RRA U FOESE— RBERESNET,

[Reject RADIUS Requests from Clients with Repeated Failures] i€ & ¥ b F-<HEG Sz RN
AV MRS 2I2IE, ROFIEZFEITLET,
* Cisco ISE B H7R— # )L C, [Context Visbility] > [Endpoints] ~<X—\ZB 8 L £9, f#brd
LT RRA L NOBUICH LT =y VR IV A A AL T, = FRA Vb T =710
Lz ®H D [Removel 27 Y v 7 LET,

« ERS API PUT /ers/config/endpoint/{id} /releaserejectedendpoint ZfEfH L T, = K&K A > b %
fiRbR L &9,

)

()  RADIUSIEFOMGIZET 5 &, RADIUS 1 7 Ol 2 5% E L7c% b, [5440= 2 KA A >
RN EAPE v Y a v ML, HTLWVE Y a3 v %&BltG L% L7 (5440 Endpoint Abandoned
EAP Session and started anewone) | EWIH T T —%2ZETHZ ENHY T, FEMIZHONT
X, WO ISE a2 =7 1 OEFRESR L TIEE0,

https:/community.cisco.comtS/network-access-control/authentication-failed-quot-5440-endpoint-abandoned-eap-session/td-p/3191944

5= 10: RADIUS 5% 5F

J4—ILF4& FEREODHA FZA4 Y

[(MBYBLEKT SV 547> bDOiF| (SuppressRepeated Failed Clients) ]

oA VT—a Yy .


https://pubhub.devnetcloud.com/media/identity-services-engine-api-v1/docs/endpoints/configuration/endpoint.html#!/endpoint/put_ers_config_endpoint_id_releaserejectedendpoint
https://community.cisco.com/t5/network-access-control/authentication-failed-quot-5440-endpoint-abandoned-eap-session/td-p/3191944

B reows s

wsAvF—vay |

J4—ILF4&

FRLEDODHA FSA4 Y

[MRYRLEKKT D7 547> OHIH
(Suppress Repeated Failed Clients) |

[F CELH T 0 IR LERREICRIT 27 947
S NS Y hel _®%I/7T/7x
A AILET, INbD7 T4 T MIE
oI hENT, EEHERVIERLEKLE
2747 RhrbH D RADIUS ER AL T 5
(Reject RADIUS Requests from Clients with
Repeated Failures) |4 7Y a VINERNRGAEIC

BESNIHIMIChTeoTZhbn s Z
AT EIPDDERMEGTSNET,

GE) CTSB#ED v 7%, ZoA4 73
VIR IR o TV DA THD
HEht, wiooA7nicEE
nET,

2EDO%KERHT M (Detect Two
Failures Within) ]

SHALCRMMRE AN LES, 27947~
RS Z O IR NI A U LR C 2 [RIREREIC R
ToHE, BEAEr I, Eo [0 IR
LRI L7227 74 7 > b )25 0 RADIUS 3K
ZH79 % (Reject RADIUS Requests from

Clients with Repeated Failures) |47 a 3G
e aZid, fESNEHFIChbico T
DI FTAT > MNIPLOERNMIESE SNET,

[&B %9 S[EFA (Report Failures Once
Every) ]

S R O FEFEI L O IRE I RIRR % 53 BLAL T A
HLET, 2. ZOEE 15 3ICHET
HE, MO IRUBREZERT A7 947 b
DS LR EAEr ZIciES DT

O, wEOEENIESNET,

[MBYBRLEXBLEZV 472 koD
RADIUSERZEET S (Reect RADIUS
Requestsfrom Clientswith Repeated Failures) |

uunﬁﬁ\ﬁ‘i@Lb%ﬂﬁﬁ‘57747/ N2
RADIUS %Rk Z HEIFICHEG T H121%, 20
Tyl Ry 7 A%F N LET, CiscoISE
12 KD ARE UL %[5 X | Denial of Service

(DoS) KEEMMDLIGHT 2121%, ZoAT =
CYEAMIZLET,

. oA VT—a Yy
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raows &= I}

J4—ILF4&

FRLEDODHA FSA4 Y

[BEEERTDLKES (FailuresPrior to
Automatic Rejection) ]

PORERP I 2 A U E T, AR DS
ZoEEEAD L, BOVIRLEKT L7 74
T hp D OERITHBIAICHES S ET,
RE SN TWDHHIME ((ERZ2HEG 25 5
(Continue Rejecting Requests for) ] THE) 2

DI, IN6D7 TAT Y EPLRETD
FRIT TN THBMICIESG S ES, 208
IR L7 T, 2hbDs 7472 b
B O uﬁgkﬂﬂﬁﬁéﬂi?

[ER%ZIEER I HHIME (Continue Rejecting
Requestsfor) ]

OB LUKET D7 FA47T 2 binbDERE
BRI 2R MR Z D EALTA LES,

HBURLEETET7HIUT A VIV BHEE
89 S HR (Ignore Repeated Accounting
Updates Within) ]

ZOHBNICED IR LEET BT O T 4
VU EBNI R S E T,

[k LK —

kD #NE| (Suppress Successful Reports) ]

%‘gﬁ L) pliY én%)nl. nIEEJZIjJa)?[ﬂﬁ?'J (Suppr%S
Repeated Successful Authentications)

EATD 24 FEf T, ID, *v hU—27 T34
A, BXUOEHFROa 73R MIEENRRD
mﬁgkﬁwmﬁbﬂbﬁiéhﬁwiﬂ
THNE, ZOF v IRy 7 AeF T
£7,

[FREIMEE#M (Authentications Details) ]

[(R&EYERWVWRT Y TE5REFART (Highlight
StepsLonger Than) ]

U B CRREIMRE A LE T, 1DDR
Ty T OIATRIRED LEWVEEZEZ D &

SEEEMIR— Y TCEDAT NIy s T
A arTv—r73InET,

[m L— FERADIUSEXR ##&H 9 % (Detect High Rate of RADIUS Requests) ]

[EEMIZE L— FERADIUSERZRHET S
(Detect Steady High Rate of Radius
Requests) |

[RADIUSZ R O H#Af#] (Duration of RADIUS
requests) |35 & OV [RADIUSE R DA (Total
number of RADIUS requests) | 7 4 —/V K Cfg
E LT FIRZEZ D581, mb— MR
RADIUS ZRAMF DT 7 — L a2 BESEDHIT
F. 2OF =y IRy I REF T LET,

[RADIUSZER D AR (Duration of RADIUS
Requests) |

RADIUS D L — s & FHET B 7= DI 51
Bl (WHAD) #AHDLET, 5740 MME60
T4, AR #PHIT 20 ~ 86400 BV T,
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wsAvF—vay |
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FRLEDODHA FSA4 Y

[RADIUSERD&EET# (Total Number of
RADIUS Requests) |

RADIUS D L — M & FHET A=A IS
BROEREANLET, 7740 FOER
1% 72000 T, EREO A 271X 24000
~ 103680000 Td 3,

RADIUSUDP 7/R— b+

BEFAR— ~ (Authentication Port)

RADIUS UDP DZREE 7 a0 —|ZfF {4 5 R — b
ZHELET, HERKA4ODR—ES (B
~XEIv) #EECEET, T 74/ TR
AN— bk 1812 LAR— b 1645 MEA S E T,
TEOFPAIX 1024 ~ 65535 T,

FHhooT 4% R—k (AccountingPort)

RADIUSUDP 7 h w7 4 7 7 —|Iff
A+2R—braHEELET, kK4ODKR—
NE&ES (Wr~KE0) #fFETEET, 7
7 4L TiE, R— bk 1813 LR — b 1646 M
ER S E T, EOHPHIL 1024 ~ 65535 T
7T

G¥) NS DR— MR OY—E R
FOEHENTWARNWT & 2R
Lij—o

RADIUSDTLS

RABLUVTHADTa2T R—F
(Authentication and Accounting Port)

RADIUSDTLS DFRFEB L O 7 h o v T 4 7
Tu—|HTAR— EEELET, T4
LR TIE, A— 2083 BMERESHET, HD
#iDHIT 1024 ~ 65535 T,

GE) ZOR— RO —ERITLY
RN TN 2R LE
KR

TARILEALTI

NIy RF Y NI =7 FoRA A BRI
Mmol-b, TLS By v a v 2 T3 5002,
Cisco ISE # R4 2 RE A FP AT C AT L &
T, T 7 40 MEZ 120 B TF, AR
1% 60 ~ 600 F» T,
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%27 e [

J4—ILF4&

FRLEDODHA FSA4 Y

RADIUSDTLS Y 547> kb IDREEDEM
{t (Enable RADIUS/DTLS Client Identity
Verification)

Cisco ISE 78 DTLS /N R¥ = A 7 HhiC
RADIUS/DTLS 7 7 A4 7> b ® ID % W45
TR AT, TOF=2v IRy I RS
FAZLET, 7747 MDA TN
BE . CiscoISElFINy Ry A ZITRKLE
To T7ANBNDRY NT—20 TS, AN
EINTWAEE, IDTF v 7 i3AF v 7 &
NET, IDF = v ZITROIEFCTEITEINE
7T

1 7947y FEABECY 7 V27 MUESL
(SAN) BMENEGENTWDIHEE -

* SAN [Z DNS AN & N TWBAEE,
AEFA IR E STV D DNS 4 08
CiscoISE DX v U —7 F /34 R|Z
RESN TV DNS 4 &b s E
7T

SANIZIP 7 FLAREZENTWT
(DNS 4B E EN TV RWER) |
AEETHRESNZIP 7 KL AN
Cisco ISE THREINTWVHTXTD
TNAAIPT RLR LS ET,

2. FEAZEIZ SAN BEFENTWaWgE,
7Y =7 b CN X CiscoISE DX > h U —
I TN ANTEESILTND DNS 4 &bk
XN ET, A DA, CiscoISE (X
N Ry A 7RI ET,

EENEYD

RV —%y b 7 baLoRE (59 —)
Cisco ISE @ RADIUS 7' &1 b 2L DHHR— bk (83 X—)

RADIUS OFFE (68 ~X—7)

X)) TAREDHERK

4R8O SRS

ROFIREZFITLT, EXa VT A RELMKLET,
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AT Y F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) %7V v 7 L TRRL ET [Administration] >[System] >
[Settings] > [Security Settings] # #R L £,

AT 72 [TLS Versions Settings] 7 > 5 > C, 1 D 723#FE T 2%HD TLS N—V a U &2BRLET, AT
LTS N=2a v ORMIZHLHF =y 7Ry 7 AeA T LET,

G¥) TLS1.2137 74/ R CHEDC /> TEY | e H LixcxEdi, BHROTLS N—V =
VEBRTDGAIT, T 5NV a VEARIRT AIMLENH Y £, 72L& 21X, TLS1.0 &3
K25 L, TLS 1.1 NEHBMICHEZNZZR Y 7,

« [Allow TLS 1.0] : IRDYTU—27 70 —(ZDOW\ T, LA —ET LOMBFEICTLS 1.0 Z7F T LET,
* CiscoISE |Z, EAP H—R_—L L TREINET
* Cisco ISE |%, HTTPS /13t % =7 LDAP #— 3—/n5 CRLEZX v ra— RKLET
*CiscoISE 1%, X =772 TCPsyslog 7 74 7> b LTRESNET
*CiscoISE 1%, EF =27 LDAP 7 747 & LTERESINET
* CiscoISE 1%, ¥ =772 0DBCZ 747 h & LTHREINET
+ CiscoISE /X ERS —"— L L TRESNET

F72. RO Cisco ISE 2 R—F 2 k& DBEHIZ TLS 1.0 ZFF T LET,
e T RTDOR—HZ )L
o PRESR)
*MDM 7 Z A4 7 |
* pxGrid

* Passive]D =— = |

GE) XU T 4 &ML T D0, TLSOH L=V a U EERTD 2127747 b
Y —N—TxIdvz— 52 2BEOLET,
«[Allow TLS 1.1] : IRODU—2 7 —(ZOWT, LA —ET7 L OBEIC TLS 1.1 ZFF AT L £,
* Cisco ISE |&, EAP —/"—L L TRESNET
* Cisco ISE I%, HTTPS £721Xt ¥ =27 LDAP H——nH CRLEZX¥ V> u— RLET
*CiscoISE |%, X 2T 72 TCPsyslog 7 7 A4 7> b L TRESNET
*CiscoISE 1%, EXx 2772 LDAP 7 74 7 b L CRRESIVET
*CiscoISE 1%, EX¥ 2772 0DBC 27 747 b LTRESNET
* Cisco ISE |Z ERS Hr—"— & L TiRESNET

F72. IRD CiscoISE = iR—F > b EO@BEMIC TLS 1.1 ZFFA L £,
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¢« TRTOKR—H )L

AL
« ERS
*MDM 7 747 >

* pxGrid

GH) X2 VT 4 EMILTH0IE, TLSOH LWA—Ya VAT L2127 T7A4T7 b
LY —N—TxI - 22 LaBROLET,
s [Allow TLS 1.2] : IRDU—27 70 —(ZHOWT, LA —ET L O@EICTLS 1.2 4 LET,
* Cisco ISE I%, EAP — "—& UL TRIESNET
* Cisco ISE |, HTTPS /-1t *% =7 LDAP h— —/n5 CRLEZX V> — RLET
*Cisco ISE 1%, X 2772 TCPsyslog 7 7A 7 b & LTRESNET
*CiscoISE &, BEFXx 2T RLDAP 7 74 7 FE L TRESNET
*CiscoISE 1%, X 2772 0DBC 7 747 hE L TRESNET
* Cisco ISE X ERS #—"— L L TREINET
72 RO CiscoISE 2 R—x > b & O@EHIC TLS 1.2 Z7Fr L £
* Cisco ISE ### H GUI
T RTDOR—F )L
 PRE SR
« IR— b 443 THENZ72 > T D APl (Open API, ERS, MnT)
*MDM 7 747 b
* pxGrid

GE) TLS 1.2 1%, TLS 8 H4 %34T Cisco ISE #EREDT 7 + /L s T,

« R— N 443 BN L=k OE B HTTPS 77 B 212kt LT TLS 1.3 23 a] L7,
* Cisco ISE &##& F GUI

e IR— b 443 THZ72 > T 5 API (Open API, ERS, MnT)

G¥) AAABEB L OTRTOX A 7D/ — FEEE T, TLS13N R — ST ERA,

CiscoISEB L ONET 57 947 FBEIOY——TTLS13 AL, TLS1.3 %
L7-EMT7 7 A& A[REIC LET,

oA VT—a Yy
I
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AT w 73 [Ciphers and Security Settings] ¥ 27 3 > C, ROMEAT > a &R L 9,

« [Allow SHA-1 Ciphers] : IRDU—27 70 —TOE 7 & O@(EIC SHA-1 55 &2 FFAT L £,
* Cisco ISE I%, EAP — "—L L CRREINET
* Cisco ISE |%, RADIUS DTLS ¥—"— & L TEREINET
* Cisco ISE |%, RADIUSDTLS 7 74 7 > b & LCEEINET
* Cisco ISE I%, HTTPS 721X * =7 LDAP y——/n5 CRLEZX V> ua—RKLET
*CiscoISE |%, BEX 2772 TCPsyslog 7 74 7> b LTRESNET
*CiscoISE 1%, EX =T/ LDAP 7 747 FE L TRESINET
*CiscoISE 1%, EXx 2772 0DBC 7 747 hE L TRESNET

FE 72, WRD Cisco ISE = L R— % >+ & O(E HIZ SHA-1 B B{bZ7F T L £,
 HHELT 7 A GUI
cFRTOE—H L
« ERS
* OpenAPI
* pxGrid

FRICU A N T v 7 ENfcarR—xr hOBWBEIZIE, ROKR—IBEHIET,
EEET 72 A 443
* Cisco ISE AR—4 /L : 9002, 8443, 8444, 8445, 8449
« ERS : 9060, 9061, 9063

« pxGrid : 8910
G¥) [Allow SHA-1 Ciphers] 7" a 1%, 57 4 /b b TIREI /e > TWET,

[SHA-1K5 51t & FF 7] (Allow SHA-1 Ciphers) 147> a v 2480 £ 721380 L., BEANOT
TO/— REHEESTILERHY 7, HEBICKRKT L, REOETILEA S EFA, 20D
Ko7V ATIE, koavwr N (BECLD 2EHL T, §XCTO/ — N2 FHE CHEST 54
BERHY ET,

application stop ise 3 & T application start ise,

[Allow SHA-1 Ciphers] 47" 2 U BN /2 > TV B G, SHA-1 B 5 OB &R+ 27 747
v R CiscolSEWCHEF L L 9 ET5L . A" RV A NKRML, 7947 FOT I 0PI T —
Aob—UNEKREINET,

VI —ET7 L OBEMICSHA-1 F 5 HR AT 581, ROA T a rOWNTna@ER L T<
72 &0,
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* [Allow all SHA-1 Ciphers] : L' > — 7 & D@2 XTO SHA-1 B 5 AT L £,

* [Allow only TLS RSA WITH_AES 128 CBC SHA]: L' # v —E7 & 031,
TLS RSA WITH_AES 128 CBC SHA 55 FRDOAEF T L ET,

GE) X T 4 LT B2, SHA-256 £ 721X SHA-384 s b & 425 = L #H#E L
i—g—o

* [Allow ECDHE-RSA Ciphers] : IROU—27 7 a—"TOET & Oi{51Z ECDHE-RSA K55 5 A FFAl L £
R

* CiscoISE |, EAP H—R_—L L TREINET

* Cisco ISE I%, RADIUS DTLS ¥—"— & L CTREINET

¢ Cisco ISE I%, RADIUSDTLS 7 7 A4 7 > h & L TREINET

* Cisco ISE I%, HTTPS £72i1%tE* =7 LDAP #—3—/6 CRL A X v ua— RLET
*CiscoISE |%, BX a7 syslogZ 747 e LTRESNET

*CiscoISE 1%, EXx 2772 LDAP 7 74 7 b L CRRIESNVET

« [Allow 3DES ciphers] : ROV —27 7 —TOHOET L DOi@FIC 3DES B 5 N AF T L £7,
* CiscoISE |, EAP H—R_—L L TEREINET
* Cisco ISE |%, RADIUS DTLS ¥—/"— L L TREINET
¢ Cisco ISE I%, RADIUSDTLS 7 7 A4 7 > h & L TRREINET
* Cisco ISE I%, HTTPS £721Xt ¥ =27 LDAP H——/nH CRLEZX¥ V> u— RLET
*CiscoISE I%, BX a7 syslogZ 747 e LTREISNET
*CiscoISE 1%, EX 2772 LDAP 7 74 7 b LCRESNET
* [Accept Certificates without Validating Purpose] : Cisco ISE 7% EAP %7213 RADIUS DTLS #—/3—& LT
BREL TV DA, 7747 v FEAEIRO Z L 2T Iiczir Ao g7,

* Key Usage #3812, ECDHE-ECDSA 55 530 keyAgreement £ k F 72 (3O K5 5
keyEncipherment £ F3E £ TV D

+ Extended Key Usage @ J&PEff I ClientAuth TH 5
ZOAT a2 NI H L, CiscolSEIZLY T“\““C@& TA T v NEHEO BB BREES L E
T AEAEIR. WOWTHOLDOFRMENRT SNTGAEICORARE e S ivE T,

« Extended Key Usage JLRAMFEE L 72 W GHA

« cipherGroup 7% ECDHE-ECDSA ®O#;4 ., Key Usage L3RI 1% KeyAgreement 23 & £4L TV 5
VERH Y £,

oA VT—a Yy
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s cipherGroup 7% ECDHE-ECDSA LI# D354 Key Usage §53E (213 keyEncipherment fi& &
DigitalSignature A3 5 N TN D LENH D 7,

+ Extended Key Usage D J&MEAEA ClientAuth D55

» cipherGroup 7% ECDHE-ECDSA ®O%;4 ., Key Usage L3R 121% KeyAgreement 23 & £ 41TV 5
WELN DY £,

s cipherGroup 7% ECDHE-ECDSA L4 D354 Key Usage 53EIZ 13 keyEncipherment fi& &
DigitalSignature A3 N TN D MLENH D 7,

EFROFMEOWTAGm T SNRWEE, FREEFEORGEITREL £7,

s [Allow DSS ciphers for ISE as a client] : {(R(DTU —27 71 —|ZE\T, CiscoISEMN7 FA4 T v M & LTHE
BT D56, V==L OWEFEIC DSS W5 L&/l L£7,

* Cisco ISE IZ, RADIUSDTLS 7 A4 7 FE LTRESNET
« Cisco ISE IZ. HTTPS £7-1%t % =27 LDAP #— X—M" 5 CRLZF 7 ra— RFLET
*CiscoISE |%, BEXx a7 syslogZ 747 e LTERESNET
¢ CiscOISE1Z. EX 2T R ILDAP 7 947 b LTRESNET
c ISEOWERDLERTHRWILSH R A =—2a %27 747 & LTHA (Allow Legacy Unsafe TLS

Renegotiation for ISE as a Client) : IRDV—2 710 —|[Z DWW T, BRI TLS BRI =— 3 V&
AR— R LTWARWIERD TLS —_"— L OlEZXHF T LE T,

e Cisco ISE 1%, HTTPS £7/-13tE % =7 LDAP #— X—/M 5 CRLEZ X 7 ra— R LET
*CiscoISE 1%, X =T 72 syslog 7 747 hE L THESNET
¢ CiscoISE L, X =27 RIDAP 7 747 FE LTRESNET

o [ 72—V —4 & B/R9 % (Disclose invalid usernamess) ]: 7 7 # /b h Clx, —%—4NIELL
RNl LMM KL 725E1, CiscoISE 13 invalid A v B =P 2FKRLES, Ty V&R —
572012, 2047 3 Tl invalia A v =Y OOV IZ, Cisco ISE B L AR— MMz —H—
S EFRTHEDITHER L ET, 2—F—ADBIELL &) BRUS TR L= E, =—
P—LIXFICEREIND Z EICERELTIEEN,

Z OFREIL. Active Directory, W#i—4—_ LDAP, 3 X OODBCID ¥ —ATHHR— I T,
RADIUS h—7 > RSA, F/Z{ZSAML 72 &, D7 A 77T 47 4 FEIL TR R—hShEE
hoe

* [Use FQDN-based certificates for communication with third party vendors (TC-NAC)] : FQDN ~— 2 ®O3EEH
I RONV— RS DL ENH Y £,

SEAED SAN B L NCN 7 o —/L FiZiE, FQDNEREEN TV AMLERH D 9, A ML L
IP7 RLRIHAR—FENFEHEA,
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« AV N — REEBFIZIL, LD 7 7 7 AL MZDOBT ANV RA— RLFNREFEN TN D ME
W ET,

FAFBAE Tt X5 FQDN |%, DNS TR F[RETH D MLENH Y 7,

Z%v74%ﬁUIEM OpenAPI, & =7 ODBC, "—% /L, L pxGrid D% Cisco ISE 2 iR—F > k& D
G HICK 5 XA FE) CET S %41, [Manually Configure Ciphers List] = > 7 /R v 7 A& A 12 L
7.

A SN RN T TISEIR S RIE TR 5 Y 2 R RRRSNET, 72 & 213, [SHAIK 57
K &7 (Allow SHAI Ciphers) 147> a VIS > TV DA, :@)x%®$m1&%ﬁﬁﬁﬁ
720 F£9, [AllowOnly TLS RSA WITH AES 128 CBC SHA] A 7' v a UBMBIRSN TV DA, =

SHAI B 5 i ROBNZ DU A M THZ/2 Y £9°, [SHAIKF 5 K& 77 (Allow SHA1 Ciphers) |4

a YNNI o TWAEAE. TV A RO SHAL S HRIZTEN LA TE 8 A,

GE) N T AN S R X NeRET AL, TS A — g U — =34 T O Cisco ISE
J— RCTHERBLET,

*FIPS E— REAMELITENCT L L, $_TO/—FOT7 7Y r—va ==K
BEI S, KRR AT LAX T Z A LBRBELET, [Manually Configure Ciphers List] 4~
Ta AL TGOS A B LIcaiE, 77—y a oh——n
FHEE) L72RIS, RS0 Y 2k %ﬁmbf<téwomm%~ SDOBATIC X
VNN 37/pAN ﬁtJX%WwEéﬂfwé%A#%Ui?o

AT9 75 [Save] 7 Vv 7 LET,

BR—rENEHBESXA—

CiscoISE iZ, TLS/3—T 3 1.0, 1.1, 12, BLR13 52V FK—FLTWVET,

CiscoISE U U —2 33 LI i, TLS 132K 5K — k443 2/ LT=E B HTTPS 7 7 & A T,
WO SN HR— T ENTWET,

* TLS AES 128 GCM_SHA256

* TLS AES 256 GCM_SHA384

* TLS CHACHA20 POLY1305 SHA256
Cisco ISE (I, RSA K TNECDSA $r— "—fEH#EZ YR — F LTV ET, ROMM##Z Y-
A—hFLTWVET,

* secp256rl

* secp384rl

* secp521rl

WDOFRIZ, YAR—FEINTWAEREEZAL — FRFRINTHET,

oA VT—a Yy .
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BERA— b

Cisco ISE A% EAP 4r—/\—& L TE&
ESNTWSIHEE

Ciscol SE A* RADIUSDTLSH—/3—
ELTHRESNTWLDIGE

Cisco I SE A%,
HTTPS £+
%17 LDAP
H—nN—"m5
CRL #4v
A— K9 558

Cisco ISE h' &
Fa177% LDAP
954F7kREL
TEEINTLS
5E
Cisco | SE HY CoA
@ RADIUSDTLS
D924F7kEL
THRESINATLS
e

TLS 1.0 ®H R —

TLS 1.0 BFFA] STV DA

(DTLS H— 3— X DTLS 1.2 D&%
HR—F)

CiscoISE2.3 LA CiE, [TLS1.0%FF
Al (Allow TLS 1.0) 147 v a »n
T 7 A N TEHIZI o TWET,
DX T a VINEOEA, TLS
1.0 TI%., TLS ~X— A D EAP 3RiL )
. (EAP-TLS. EAP-FAST/TLS) ¥
S80I X YT U A hdYAHR—
FENFEHA, TLSX—ADEAPE
FEF A TLS 1.0 TEEAJI 51
[EFx = U7 43%E (Security
Settings) 1V 4> K7 ® [TLS 1.0 %
A (AllowTLS1.0) | F = v 7Ry
JAEFAZLET, ZOU 4K
U ERRTHINE, [Ama—
Menu) |7 A2 (=) 27V v
7 L CERLEIT[EE
(Administration) ]>[> X T L4
(System) ]>[EX%E (Settings) ] >
[ZB k3L (Protocols) ]>[tEF 2
)T 4 RE (Security Settings) 1.

TLS 1.0 237 ] &
NTWAEES

(DTLS 7 A 7T
v MIDTLS 1.2
DIV R— 1)

TLS 1.1 ®H R —k

TLS 1.1 BFFA] STV DA

TLS 1.1 2AFFA] &
NTWBEEES
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ECC DSA W 5473

ECDHE-ECDSA-AES256-GCM-SHA384 | %) s
ECDHE-ECDSA-AES128-GCM-SHA256 | %f it oa
ECDHE-ECDSA-AES256-SHA384 | %ifji: xhis
ECDHE-ECDSA-AES128-SHA256 | %fJi: s

ECDHE-ECDSA-AES256-SHA

SHA-1 NFFA STV B A

SHA-1 23FRI &4
TWA A

ECDHE-ECDSA-AES128-SHA

SHA-1 23FF ] STV DA

SHA-1 BFFrf & h
TWA5AE

ECC RSA W55 77

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA MFFr STV B56

ECDHE-RSA 253

AENTWDHEE
ECDHE-RSA-AES128-GCM-SHA256 | ECDHE-RSA #37F Al S41 TV 5434 | ECDHE-RSA 233F
A ENTWDES
ECDHE-RSA-AES256-SHA384 ECDHE-RSA MR KT A4 | ECDHE-RSA 733
AENTHWDEA
ECDHE-RSA-AES128-SHA256 ECDHE-RSA W& A SN T\ 534 | ECDHE-RSA 23#F
AN TWBHEA
ECDHE-RSA-AES256-SHA ECDHE-RSA/SHA-1 233 a] X1 TV | ECDHE-RSA/SHA-1
L5 DR STV D
e
ECDHE-RSA-AES128-SHA ECDHE-RSA/SHA-1 23] TV | ECDHE-RSA/SHA-1
LY%6 MEFFA[ STV D
Sty
DHE RSA 5755
DHE-RSA-AES256-SHA256 EIES IS St
DHE-RSA-AES128-SHA256 RIS FIa
DHE-RSA-AES256-SHA FEXTI SHA-1 23FF Rl S 41
TWB5GE
DHE-RSA-AES128-SHA FEXTIES SHA-1 23FFAf S 4L

TWAH5EAE

RSA 75 )50

oA VT—a Yy .
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AES256-SHA256 FIgm %
AES128-SHA256 K hix KFIE
AES256-SHA SHA-1 23FF R STV D356 SHA-1 23FF Rl &
TWH5E
AESI28-SHA SHA-1 NFFR[ STV 2 58 SHA-1 233 A] S 41

TWH A

3DES K55 5=

DES-CBC3-SHA

3DES/SHA-1 BRI &N TV B EE

3DES/DSS & L}
SHA-1 VAT
o TNWAEE

DSS &=

DHE-DSS-AES256-SHA eI 3DES/DSS & L
SHA-1 NEZ
2o TCNBHIEE

DHE-DSS-AES128-SHA FERFIES 3DES/DSS B L
SHA-1 "B
o TWAHIEE

EDH-DSS-DES-CBC3-SHA FEXHIG 3DES/DSS B L

SHA-1 XA

2o TWBHIEE

55N RC4 K55 53

RC4-SHA RSN TE7 e kL (Allowed | HExt)i
Protocols) ] ~X— T [MEg572 5 = %
A (Allow weak ciphers) 147 3
YINEINC A2 > TV T, SHA-1 237
AENTWDEA

RC4-MD5 [FAI SN TE7a k=l (Allowed | FExt)i
Protocols) ]X—C [Meg5 72 k55 %
A (Allow weak ciphers) 147 =
VAT o TV DS

EAP-FAST [E4 Yoy a =270 | % et

HDGE
ADH-AES-128-SHA

B R Ol R
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KeyUsage DAL 7 74T v MEAETIE, LT O
FITxF L, KeyUsage=Key Agreement
¥ & O ExtendedKeyUsage=Client
Authentication 73242 T,

» ECDHE-ECDSA-AES128-GCM-SHA256
» ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384

cisco ISE @ RADIUS 701 ki oyt—+ [l

ExtendedKeyUsage DIRIE 747 v FEHETIE, BLFORE | ——FEHET
F1TxF L, KeyUsage=Key =
Encipherment 33 X O ExtendadKeyUsage=Sarver
ExtendedKeyUsage=Client Authentication 73
Authentication 723 % Z T, VBT

* AES256-SHA256

* AES128-SHA256

« AES256-SHA

« AES128-SHA

* DHE-RSA-AES128-SHA

* DHE-RSA-AES256-SHA

* DHE-RSA-AES128-SHA256

* DHE-RSA-AES256-SHA256

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
*« ECDHE-RSA-AES256-SHA384

*« ECDHE-RSA-AES128-SHA256

* ECDHE-RSA-AES256-SHA

* ECDHE-RSA-AES128-SHA

* EDH-RSA-DES-CBC3-SHA

* DES-CBC3-SHA

* RC4-SHA

* RC4-MD5

Cisco ISE @ RADIUS 7’0 kO )LD Y FR— k

RADIUSIX., 7947 v MY —R_R—=T7a barcd, VE—Fr 7782V —NR—=1F, 207
2 haVEER L THESF—AN—L@ELTHA YA 22— —%WFEL, BEREINTET R
TLERIIY—EZA~OT 7 A ZF A LET, RADIUS Zfifl9 5 &, #+XTHOUE—F
Y= N=RFTELNRT = _R—ATa—PF—Tn 7y f LaEFRTEET, 207 b
aMIEF 2V T oM ESEET, 2, 2O barEFALC, BBy b

V=2 Hf v N THASNDRY - ERETEET

RADIUS 1%, CiscoISE ® RADIUS 7 A4 7 & LTHEEREL., U E— F RADIUS ¥—/3—
NOERETOF VM LET, £, T2 T 47 vy a PICHAEE (CoA) 77T 4

| G /12 £ D= S N
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Cisco ISE CiX, RFC 2865 &, ZDOfttkl X OIEHARIZFEH STV D X To—fE 72
RADIUS &M DGR 729 R — MMZHt-> T, RADIUS 71 h /LD 7 n—RnHR— b & E
9, Cisco ISE Tld, CiscoISET 1 7 > a7V TERIN TNDIR X —T21F ZxtBIT, R
S —[EHAHBIEOINT N R — h ShE T,

RADIUS A % —7 = A AT, RFC2865 CEZXINTWARDEMT —ZBINYHR— &
nEJ,

« 7% A I (Unicode Transformation Format (UTF) )
« CFH (AT V)

«7 KL A (IP)

« #H (Integer)

« FFZ (Time)

ISEa2a=74 UJJ/—X

Cisco ISE THR—rEND Xy hTU—7 77 ZAEMHEIZ20TIL,  [ISE Network Access
Attributes] 2L T 72 &V,

FaEhd A all

WOFRIZ, BEEFIHEHT L2702 ha v E2RETEL L9175 FFrasnsd e han
(Allowed Protocols) ] 7 4> KD 7 4 —/L R&ERLET, [R1)— (Palicy) 1>[R) —
% (Policy Elements) 1> [#58 (Results) ] > [ZBEE (Authentication) ]>[¥fRIchd 70 +
aJL (Allowed Protocols) ],

RN FAShsTortal

J4—IL K% FREDAA KSA4 Y

[Brarsh T 7o 3L (Allowed Protocols) |>[385E/\4 78X (Authentication Bypass) ]

. oA VT—a Yy
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J4—ILF4&

EREDHA RZA4 Y

RA M IV Ty TOMIE (Process Host
L ookup)

Cisco ISE 237k A 1\ /I/ v 7Ty TERENHET
THROICTHITE, ZOF =y IRy IR
A AT LET, Txbw/77/7%*
RADIUS Service-Type 73 10 (Call-Check) (2%
L <., —H%—4 7 Calling-Station-ID |25 L
BE1% PAP/CHAP 7' 2 b o)L |Zxf L CaLE
SNET, RARM VY 7T v FERIT
Service-Type 73 1 (Framed) (25 L <, =—
W —4 73 Calling-Station-ID (2% L W&
EAP-MD5 7'v |k =L Zxh L TS IVE T,
Cisco ISE THRA N NV 7T v 7THERE R
L. BRIV AT & a—Y—Z BHEDOTLOE
AT LI, 2OF 2w IRy I ReA
ZICLEY, 7T DL AyvE— U0
7'm hav (72& 21X PAP) IZHE-> TiTd
nET,
GE) COF T a v EEMHCT DL,
BEF0 MAB F8GE CREEN AT
LHAREMED N B U £ T,

[BfRIEhTL 370 3L (Allowed Protocols) 1> [3B5E 7R k)L (Authentication

Protocols) ]

PAP/ASCII ZE5R] (Allow PAP/ASCII)

ZDOFF L a T ko T, PAP/ASCII N AH %)

a:fw F3, PAP L. EURATU—FK (oF
B EAL X TV RA T — R) 2 ff

éw%fé@@ﬁw% FE7 e b2 Ted,

CHAP Z&%7] (Allow CHAP)

ZOA T3 L 5T, CHAP RN H 2
IZ72 0 7, CHAP X, AU — ROIE=1k
CLBIZTF v LY UILAR AR EFEHL
¥ 9, CHAP /X, Microsoft Active Directory T
ITEHTEEE A,

MS-CHAPv1 Z& " (Allow MS-CHAPv1)

MS-CHAPv]1 Z HZNZT 521X, ZOF v/
RNy A4 LET,

MS-CHAPv2 Z &7 (Allow MS-CHAPV2)

MS-CHAPV2 ZHZZ T HIZiE, ZOF =7
Ry 7 A4 LET,

EAP-MD5 %857 (Allow EAP-MD5)

EAP _R— A MD5 /S A T — K /N & = 38T
EHNITHIZIE, ZOF = IRy I A%
Folz LET,

oA VT—a Yy .
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J4—ILF4&

EREDHA RZA4 Y

EAP-TLS Z&F7] (Allow EAP-TLS)
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J4—ILF4&

EREDHA RZA4 Y

EAP-TLS #ZiE 7 1 2V & H%hi ﬁéﬁA\
BIOEAP-TLS % EME A% ET 2HEIE. 2
@?I/ﬁf/&%%ﬁ/_biﬁoi/F
a2 —H%— 7 Z 47T hH 5O EAP Identity i
B TR SNz —H%— ID % Cisco ISE 73
Wb hEEfRECEET, =2—F—IDIX

T Ra2—WF— I T4 T ML o TR
AT REAZEOERICH S L TR INET,

Z OHEIE, CiscoISE & =y Ra—H'— 7 5
AT b EDOBIZEAP-TLS bV R/VHMEST &
Nl ATbhvE 7,

GE) EAP-TLS |%, FEES—ZXDRF
7'k a)LC9, EAP-TLSRRGED
1Thbhb Dl \Eﬁimﬁiéz
BERFELZET LIEGEICE O
£7,

[Eﬁgﬁmﬂnifﬁi@nu REZFFR LT, A
) /“‘@nft%%@%%ﬁffuq:jj—é

(Allow authentication of expired certificates
to allow certificate renewal in Authorization

Policy) ]: —H —MFEAEL EH T
HEINCTIHHEEEF. ZOF=2v IRy
I AEFAZLET, ZTOT =y TRy
JRABFATT DL BERE I I
T HRNCGEHEDN T SN0 E S %
F v T 5LITEURFFAARY —
N— NV EFEELET,

(AT —bFL Aty a EREZAEMNT
% (Enable Stateless Session Resume) ] :

vy a UREEY— S—IRFT D
/2 U CEAP-TLS v v a VA HHATE
HEITTHITIE, ZOF=v IRy
A% A2 LE T, CiscoISE TIE RFC

5077 T ENTCWA ey v a sy Ty
ML S AR — F ZivES, Cisco ISE (%
Fr v MEAERR L CTEAP-TLS 7 74 7
MZEDOFry VERELET, 774
Ty NIty arERETAREOICE
DF > N ISEIZ8gn LET,

(TuT T Ty arF iy NEE
(Proactive Session Ticket update) ]: &

oA VT—a Yy .
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Ya Ty ROEH I HRNCRAE T
DB B D Aot rTRERER] (TTL) D&
R goN—tr MEEZASILET, 2k
2, MEiz60Z2AN1T5HE, BEyiay
Fr v ML TTL @ 60 73— > k3%
LTI SNET,

c[EyvarF iy FOFRR (Session
ticket Time to Live) ]: v a vy F 7w
N SHIRREIIZ 72 D F COREZ AT L
£, ZOEIE. Eyvar Fry R
TIT 47 TChHLMMERELET, T
OEEFD, 430 B, BEL E723EET
ANJTEET,

LEAP % &7 (Allow LEAP)

Lightweight Extensible Authentication Protocol
(LEAP) RBFEZ AT DITiE, ZOF =y
IRy I A T LET,

oA VT—a Yy
88
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PEAP Z&F7] (Allow PEAP)
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PEAPFEGEZ 0 b =2V L ONPEAP R EE & A
T HGEIX. ZOF =y IRy I A%E
N LET, T 740 hORE A,
MS-CHAPv2 T,

[PEAP Z# ] (Allow PEAP) | T = v 7 R >
U R F AT B E . RO PEAP W R A&
HETXET,

* [EAP-MS-CHAPv2 % #7] (Allow
EAP-MS-CHAPv2) ]: Wil =& LT
EAP-MS-CHAPV2 #3256, 2
DF v IRy 7 At A LET,

c[RRT— REFEOFFA (Allow
Password Change) ] : CiscoISE T/¥&
U— NER &Y H— b 550,
ZDF v IRy I A F AT LE
R

o [F#1T (Retry Attempts) ] : CiscoISE
TR 7 A R E R RN — —
7 VT v VEERT DR A R
ELEY. ARMEIZ0~3TT,

s [EAP-GTC%# 7] (Allow EAP-GTC) ] :
W72 E LT EAP-GTC 29 254
X, 2OF =z IRy I A4l LE
R

CSAT— REEOFA (Allow
Password Change) ] : CiscoISE T/YA
U — REF &=V HR— M T 5551,
IDF 2y IRy I AeF AT LE
7

o [FFaR1T (Retry Attempts) ] : CiscoISE
Tr 7 A R Z TR — P —
VT UV VEBRT D E b
ELET, AR#EPHIT0~3TY,

* [EAP-TLS% 77 (Allow EAP-TLS) ]: N
5L LT EAP-TLS Z {9 554
X, TOF =2 IRy I A AT LFE
‘a—o

=PI X DAHEOTH EFF T D

. oA VT—a Yy
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Lo, [HIRREINGEREOFEIEEFF T L
T, AR Y > — OFEHEDO B & 7]
9% (Allow authentication of expired
certificates to allow certificate renewal in
Authorization Policy) | F = v 7 HR v 7 A
EAAZLET, ZOF v IRy I A
EAATTDH L, BERE S HIZUHET S
ANCREERN T S NN E O D ETF =y
7% KO ZRFF R Y — —b
BRELET,

[KF 54k XA > RTLVZ R (Require
cryptobinding TLV) ] : EAP ©°7 & EAP
P — N— D 723 PEAP #BFED NI &
UM EAP BRAEICSINT 2356, 20
Frxv IRy I A N LET,

[V —27 T4 7T MTDOHPEAPVO% #F
7] (Allow PEAPVO only for legacy

clients) ]: PEAP %7V 7> k7% PEAPVO
EEAHL Iy —v g TEb L)
T 5I20F, ZOF v IRy 7 RAEF
NILET, —EOLVHY— T4 T
MZ PEAPV] 7’11 b 2 VEIRSICHERL L &
HFh, TDLI72PEAP h o _E— 3
VR REy FEINRNE DITT HITIE,
TODF v IRy I A A AT LET,

oA VT—a Yy .
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EAP-FAST Z&F7] (Allow EAP-FAST)
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mw&meﬁ7mk:wk;UEMW%ﬂ
BREEZAMNITIHEEIL, ZOF=v 7Ry
J R A NI LET, EAP-FAST 7’ b 2/b
IE, WY — = FOBEEORNEH T2 kaL
YR — N CTEES, 774V hORNEHK
X, MS-CHAPv2 T,

[EAP-FAST % #F7] (Allow EAP-FAST) |7 = v
Uy I A T D & EAP-FAST 2N
e L TRIETEET,

« EAP-MS-CHAPV2 Z 557l (Allow
EAP-MS-CHAPv2)

c[IAT— FEFEDOFF (Allow
Password Change) ] : CiscoISE T/¥&

U — NET &Y K- b B
ZDF =y IRy I Aed Ul _Li
o

o [FF#1T (Retry Attempts) ] : CiscoISE
TR 7 A R AR RN — —
7 VT v VEERT DR A R
ELET, ARI7RMEIZ0~3 TY,

« EAP-GTC Z& " (Allow EAP-GTC)

[/SAT— REEDOFFA] (Allow Password
Change) ] : CiscoISE T/XA U — REH %
PR—= I DEEIFE, ZOF =y IRy
I A%F AT LET,

[FF#1T (Retry Attempts) ] : Cisco ISE T
07 A R E TR — Y — 7 LT
YU NV EBRT DB ERRE L E T,
BENLMEIZ 0~ 3 TT,

[PACOf# il (Use PACs) ]: EAP-FAST 7
Z A 7 ¥ MZFRF] Protected Access
Credentials (PAC) #7/'mbEY 3= /7“?
% & 912 CiscolISE 7% ET HHEIZT D
A7 arEERLET, E'JJI]@ PAC &
Tra VIRRRENET,

[PACZ{#F L 72V (Don’t use PACs) ] :
o VEZIZ~  PACEFRITLTZY
ZAF A=Y L7\ T EAP-FAST % i
425 X 9IZCiscoISE ZRET HHAICZ

oA VT—a Yy .
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DA T a s EERLET, PAC DT
TOHERIFMEHE I, CiscoISE X PAC &
& F 720 Success-TLV ToZ L £,

IOFTvarEERTLE, v R
A FEITTH X 9T CiscolSE X R ETE
ESc

[EAP-TLS%Z#F 7] (Allow EAP-TLS) ]: /N
5L LT EAP-TLS 2 4 554
T, 20T = IRy 7 A NI LE
—g—o

A=Y —IC K DFAAEFEOEHZTF AT 5
Bax, [HIRGIAGER EORGEZ TR L
T, FFARY —OFEEDO B & 7]
9% (Allow authentication of expired
certificates to allow certificate renewal in
Authorization Policy) | F = > 27 Ry 7 X
AFNCLET, TOFv IRy TR
EFAACTDHE, BERESIHIRHET S
ANCREEN I SN E D ETF =
7% KO RFRFARY — —v
ERELET,

. oA VT—a Yy



| t9rv7—vay

gmznzsorar i

J4—ILF4&

EREDHA RZA4 Y

* [EAPF = — > Zf %)t (Enable EAP
Chaining) ]: EAP F=— &2 HFhZT 5
Wi, 2O0F 2w IRy 7 A%F L
£7

EAP 7‘1»*‘/ ZX > 7T, CiscoISE jT=—
P—FRFIE & ~ o L RBREDRE R A BT
EAPChainingResult J& 2 H L CiE gl 7e
FFRIARY =2 WM 5 Z N TEET,

EAP F=—ZiX, 794 T M T3 A
ATEAP T =— > %W R — K T54% 7V
A RBRMEETY, 7V T [2—
PR L O~ o U F8GE  (User and
Machine Authentication) | A7 = % %
RLUET,

EAP = — %, EAP-FAST 7’1 k2L
(PACX—A E— FBJLXOPAC L X E£—
ROM ) ZEIRTH EXITHEATEE
—a—o

PAC _— ADRFETIL, 2—HF—#7
PAC F7213~ v VA PAC DWNT g
EHT 20 WGZEHEH L THEH T %E
AXy TTHIENTEET,

AEEAN—ZOFGETIE, Grafand
7’1 koL —E ZAD) EAP-FAST 7' 1
I =115 LT [Accept Client Certificate
for Provisioning] 47" = V' NN E
BLO= U FFRA b (=Y = b)
2 b RNVNO 22— —FEE A RE T
HEICHESNTWDEEE, hrxL
DFESLHIZ, ISEDGEAEZMH L T —
YP—ZaE L (REGTNTIAF v 7SR
£9) . ?//muiW%ﬁﬁmiof
FTEINET, INHDOFT v a UK
EENTWRWEE, EAP-TLS 23NHT7
Xe L TCa—YF—FIEEH S ET,

EAP F = — Y 2N L7k, #FrlAR Y
—HHEHT L,
NetworkAccess:EapChainingResult J& 1 % {if
MU TEHZBEML, MEERHERAENY
BTET,

oA VT—a Yy .
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EAP-TTLSZ&F 7 (Allow EAP-TTLS)
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EAP-TTLS 7' u k2L ZHNIT 5541
TODF IR T AT AT LET,

WONE T A ERETEET,
* [PAP/ASCIIZFF Al (Allow PAP/ASCII) ] :

W72 & L C PAP/ASCIIL 2 1954
BlE. TOF 2y IRy I AEF AT
%4, EAP-TTLSPAP %, h—27 B X
NOTP R—ADFFETHHTE £,

[CHAPZ 7] (Allow CHAP) ] : NEB 7K
& L TCHAP M+ 25613, 20
?:/7?/71%ﬁ/ubi?oGMP
L, NAT—= RO E EbIZF v
YUIVAR L AFREMEM L E T, CHAP
IZ. Microsoft Active Directory T3 H T
TEHA,

[MS-CHAPv1 % & 7] (Allow
MS-CHAPv1) ]: N#EBGA L LT
MS-CHAPv] ZfiH4 235415, 20
Frv IRy I AEF AT LET,

[MS-CHAPV2% #F 7] (Allow
MS-CHAPv2) ]: NEBTE LT
MS-CHAPV2 Zfi 4 235415, 20
Frv IRy I AEF AT LFET,

[EAP-MD5% #F 7] (Allow EAP-MDS5) | :
W72 E L C EAP-MDS5 24 %5
Al ZOF =y IRy I AEA L
£7

[EAP-MS-CHAPv2 % #F 7] (Allow
EAP-MS-CHAPv2) ]: Wi & LT
EAP-MS-CHAPV2 # {3 25615, 2
DF v IRy 7 AEF AT LET,

¢ [NRAT— REEOFFA] (Allow
Password Change) ] : CiscoISE T/YA
— REE 2V R— b 55451
C@?I/7T/71%ﬁ/_bi
R

« [FRA1T (Retry Attempts) ] : Cisco ISE
T A VR IR TR — Y —
7 VT Y L BRT DRI A R

oA VT—a Yy .
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TEAP Z %7 (Allow TEAP)
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Tunnel Extensible Authentication Protocol

(TEAP) Z# A2 L C TEAP Z# & ET DI
X, 2OF =y IRy 7 A% F T LET,
TEAPX, kU RVZHMESLT 57281 Transport
Layer Security (TLS) 7'v h =L & L C,
==L BT RO F 2 7 7RlE & AR
T5, b RAR—ZDEAP F X TT, TEAP
K FVINTIL, EAP BT & EAP H—/3—[#]
DRFEPHET — & ZRET D12
Type-Length-Value (TLV) A7 =7 KoMl
MEinxd,

TEAP IZIRONEF R AR ETEET,

+ [EAP-MS-CHAPV2 % #F 7] (Allow
EAP-MS-CHAPv2) |: Wil =& LT
EAP-MS-CHAPV2 Z#fE T 25613, 2
DF v IRy At N LET,

« [SAT— REFEOFFA (Allow
Password Change) ] : CiscoISE T/3A
— REWZH R — T 55581F
_®?:/7T/7X%ﬁ/_bi
7

o [ERATIE % (Retries) 1: 1 7o V&
WA~ t— T %IKTHNZ, Cisco ISE
na 7 A ANERO N EFFAT 1A
Ba AN UET, ARHMAIT0~3
<7,

* [EAP-TLS% 77 (Allow EAP-TLS) ]: N
w5 L LT EAP-TLS Z {9 5854
X, ZOF v IRy 7 AL LE
‘g—o

° [/ﬂ;ﬁ BE@“%E%%@ [F0) DAL 2 7R L <.
FFAIAR Y S —DFEA E O T & 7 Al
9% (Allow authentication of expired
certificates to allow certificate renewal in
Authorization Policy) ] : =—%—723FEF
HEZETHTELHLIICTHHAEIT
TDF v IRy I RAET ) _Li
T, ZOFTvarEACTS L,
SREREER & & I B EICEEH
ERTHEINTNE I DEMHERT D

. oA VT—a Yy
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LB RFF AR Y —— %
HELET,

« [MSK~D X 7 7 L— ROFA (Allow
Downgrade to MSK) | : WS 3Lk~
AL —k vy arF— (EMSK) ZHAR—
FLTWDM, 77472 MT /3 AN
v AL —t v ardF— (MSK) OHh%
HBELTWAEAE, Z2O0F=v IRy
J A% AN LET, EMSKIZMSK L9
L ZETTN, —HOI FA T TN
A A TIX EMSK ¥4 — h & Tzen
FREMERH D Z L ITHEE L TLEE W,

[ R RS DT T AT > FFEIED

73 (Accept Client Certificate during Tunnel
Establishment) ] : TEAP b > RV ODHENTEF
(2 CiscoISER 7 T A 7 o MAEHIFE 2 2k
THEICTDITE, ZOF=v IRy
I A A AT LEY, GERENMEES L
TWRWWEA . Cisco ISE 3R E S iz N
WA FRFECFER LET,

oA VT—a Yy .
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* [EAPF = — > Zf %)t (Enable EAP
Chaining) ]: EAP F=— &2 HF 2T 5
Wik, ZOF = IRy I AEF 0L
F9, EAPTF =— %35 L. Cisco
ISEi%, [A U TEAP k> F VN Ta—H—
&~ U O OFEREO W % FAT
TXET, ZHUTE DY, Cisco ISE IXFEFE
D& R % BE TS, EAPChainingResult J&
PEAAEH L C#Eb 2gF AR Y > — %A
THZENTEET,

EAP F = — YV 2N L7k, #FAIAY
=L,
NetworkAccess:EapChainingResult J& £ % fif
ML TEHZBEML, WEEeHERAENY
BCTET,

GE) EAPF = — U BAEMT/2 > T
WT, 22— —Lt<=T D
5 ORBFEE FATT H AT,
== U DOFEAEN
BTV H M ar—8nT
WHZEEMERLET,

. oA VT—a Yy
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GE) * Cisco ISE C EAP F = — > »
B> TWDGEIE, 7
FA=Y XY DM
DFRAES A Microsoft 71
Ay FHICRESN TV DL
ERHY ET,

Cisco ISE T EAP F=— 7%

I > TV DBERIL.
7/])"\7 U D78 nfl:ﬁﬁ@ﬁiﬂ
Microsoft % 7° U 71 - s FHIZEX
ESINTWDLMENRS D F
7

TIA=Y LA FY O
J OFEFESH R [72 L

(None) JIZERESNTWD
B, EAPRIvT— 3y
WKL, IRDA =0
RREINDZENDHY ET,
V7 VA bR ISE ITSELARL
720 F L7 (upplicant stopped

responding to ISE)

8% EAP 70O L (Preferred EAP
protocol)

EAP-FAST, PEAP, LEAP, EAP-TLS,
EAP-TTLS. X OVEAP-MD5 7> 5 EE O
EAP 7' b a LV Z®IRT 5121, ZO0F =y
TRy I A d N LET, BT e han
ZHRE L72WEE ., EAP-TLS 87 7 /L T
EHENET,

EAP-TLSL Ew + (EAP-TLSL-bit)

7 7 # /L T, ISE 2>% ® TLS Change Cipher
Spec A v =V LB Ry =T Ay
t—VOREOEENDE VIS Ly b7
Z7) T HLH—EBAPY T Y Bk
EYHR—FTDHIE, ZOF v IRy 7 A
EANTLET,

oA VT—a Yy .
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EAP D55 7% iE S MEFA] (Allow Weak Ciphers
for EAP)

ZOXTvarEREMCTEE, VHAY— 7
FA4 T v MINER ZelE B

(RSA_RC4 128 SHA., RSA RC4 128 MD5
BE) ZEHLTRIY T — T 52 ENRT
XFET, V=7 T4 T N
IBFEF A2 R—FLTWAEAICEY ., =0
T arEEINIT A EERERLET,

ZOF T aET 7 S TIREMC o
TWET,

GE) Cisco ISE 1%,
EDH_RSA DES_64 CBC_SHA 5
L U'EDH_DSS DES 64 CBC_SHA

ZHHR—F L TWEREA,

FTRTHORADIUSERIZA Yy E—D A —tE Y
TAT—3NNE (Require M essage
Authenticator for all RADIUS Requests)

ZDF T a rEEINZTH EL CiscolSE I,
RADIUS * v & —Y A —k T 4 r—4 @t
73 RADIUS A v B —U Wb 50 E 9 nZ Gk
LET, Avbk—Y d—kr T 0 r—% @ik
N72WEE . RADIUS # v —VdiEE SR
E3 e

OFTvarEAINITLE AT —T ¢
VITENTET VERAERA vV B IO
RADIUS # vt —2 Dk X ATkt D ARH#N
b4,

RADIUS A v &— A —k o7 4 r—2 @it
IZ. RADIUS * vt — V2K Message Digest
5 (MD5) /Ny v aTY,

(6z3)) EAPZA v —T A —F1 T ¢
r—AElEET 7 v FTCTHERT
HDT, TNEANCT HLE
HYFEHEA,

5G #&Fa 9 % (Allow5G)

Cisco ISE T Cisco Private 5G Z AN 512
X, 2OF =2 IRy 7 AEF I LET,

GE) Cisco ISE C 5G as a Service
(5GaaS) AT HENI, R
kU — 7 |Z Cisco Private 5G % FBH

LTBLLERHD £T

. oA VT—a Yy
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EErEYY

TACACS+ T /34 A EPL A S N7- FIPS B L OFEFIPS E— Fo 71 k=L

Xy NT—27 T I7RAOFAISND A FaLOER (119 X—)

PACA T3>

WOFETIL, [FrTEnd7 e haitd—e AU &2 K (Allowed Protocols Services List) ] ™7 o« >
R T [PACEMEH] (Use PAC) | ZBIRLI-EDT 4 — /L RIZOWTHALET, 20U 1

RO EFRRTHICE, [A==2— Menw) | TA 22 (=) 270 v 7 LTRIRLET[RY
L — (Policy) 1>[R1) >—EZ% (Policy Elements) |> [#£2 (Results) ]>[52%
(Authentication) ] >[8fal &5 70 k3L (Allowed Protocols) ] T4,

oA VT—a Yy .
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o [ M RIVPACH {7 vT HERFH]  (Tunnel
PAC Time To Live) ] : {7¢ ol iERRFH
(TTL) OfEICX > TCPACDHOTA 7 H A
LRHIRENET, T4 754 LELH
MERELET, T 74/ ML HT
4, #PHIZ 1~ 1825 H T,

[T VT 4 TPACHEF DRI : <n%>D
PACTTL%3% > T 5354 (Proactive PAC
Update When: <n%> of PAC TTL is Left) ] :
Update fEIZ XV, 7 T4 7 MTHZR
PAC MRFFEIVET, Cisco ISE 1L, )
CFRREDS R E LTS TTLIZ L » TRRE
ENT-HHRE CICHF AR L £7,
update fEi%, TTL O%% Y KD/ —F
T—=V TV, T 74N ME0% T,

s [BEAA R RPACT B E Y a =0 T %
#FAl (Allow Anonymous In-band PAC
Provisioning) ] : CiscolSETZ Z4 7 K
LDOBX 2T REA TLS N Ry =AY
BHESL L., 74T MZPACE T E
Vam T AR IODF v IRy
J XA A LET, TOEE. EAP-FAST
D7 =—A 0 & EAP-MSCHAPv2 73
EhExd, BAPAC b Ya=rr%
AT HITiE, NEHAE LT
EAP-MSCHAPv2 & EAP-GTC i J5 % i3
RIDLERH D £,

s [BREfT & A N RPACT' R EY 3 =
7 %FFv] (Allow Authenticated In-band PAC
Provisioning) ] : Cisco ISE (% SSL #—/3—
MOFEFEAEH LT, EAP-FASTD 7 = —
XOHIZZ 747 MTPAC 7B E
VazmyZLET, ZoF T a TE
LHT7mEYa=r Tl btEFXa T T
2, P —FEHELB L OEETE 51—
 CA 25 Cisco ISE {21 > A h—1ENT
WAHMERH Y £7,

IOFTvareF ol E WEAES
NIEPAC 7B EY 3 = 7 O I#EIC
Access-Accept A v E—T %7 TAT B
\ZIRT L 912 CiscoISEX R ETE ET,

oA VT—a Yy .
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. oA VT—a Yy

[FRILEN-7rEYa = 70K

P — =75 Access-Accept & IK T
(Server Returns Access Accept After

Authenticated Provisioning) ] : #&iE &
NIZPAC 7R EY 3 =2 7 DHKIC
Cisco ISE %> & access-accept /3 77—
CERTHBEILZIDOTF = IRy
AueA AT LET,

o [ UFEEEFFA] (Allow Machine
Authentication) ] : CiscoISE Tz K=.—
Y= T4 T MI~vY U PACE T B E
Vaz=rJZL, (LT UL
ERl-nwy Ra—HF—27F 47k
WXt LC) v v URBREE EITT %, AT
IDF 2y IRy I AEAF AT LET,
~ T PACIE, EK (A3 F) 12
LoT, EIFEHE (T U MAT R
R) IZ&oT, 7947 M7 rEY
=7 Cx %9, CiscolSE BT Rz —
W= T T4 T NInBAEIE~ T PAC
ERIETHE, TOPAC P H~ 1D
OFEMM I X4, Cisco ISEZMIRID » —
ATHERINET, v VFRAEDINT ID
Y — AL LTCiscolSEIZ L > THAR— K
SNDH DI, Active Directory 721 T9,
ZOFFNIE LW Z ERfEREND &
Z D% OFRALIFITINER A,

IDOFTvarEFATDHE, v
PAC Zff 45 7-I2Z T AND Z N
T HHOfEZE AT TXE T, CiscolSE
X, WIRROII O~ v PAC 25 T HL%

L, (mrRa—HY—IF4T7 2 05
DFIR~ > > PAC BR EFFI=F12) =
Ra—H— 7 T4 T MIHH~

PAC # HEIWICH Y neYa=7 L%
7
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[AT— L REYTa UBHOARME
(Enable Stateless Session Resume) ] : Cisco
ISE CTEAP-FAST 7 7 4 7 o MZFE A PAC
7uvya=r/7 L, EAP-FAST ®
T rx—R2EAX T T HEEICID
Frxv IRy I RN LET (T 75
v hEAY)

TDOF v IRy 7 AIROBEITA T
\_L/i‘a—o

» Cisco ISE 7% EAP-FAST 7 74 7 >
ICBAPACE T B E Y a =7 L
WESIZT o %E

« EAP-FAST O 7 = — X 2 % 23T
T 5%

DX varEFAALTHE, 22—
P —F8 A PAC OFE AT A2 AT
F9, ZOHROKTH, PAC ITH]
FREIALIZ 72V £9°, Cisco ISE 1X#ARR
PINOFRA PAC #2545 L.
EAP-FAST RiFD 7 = — R 2 % E4T
LT,

EENE YD
OOB TrustSec PAC (147 ~=—3°)
EAP-FAST ® PAC DRk (61 ~=2—73)

RADIUS 7O xS H—/\— & L TH#EEET S Clsco ISE

Cisco ISE IZ. RADIUS H—/R—B XU RADIUS 7% $—_"—L L HETEET, I
X ==L LTHEET 2A . CiscolSE X%y hT—2 77 A H—s3— (NAS) D
PREERBLOT AT T 4 VT EREZZE L, 20D DOFERZ I RADIUS B — 3 — (A%
LEJ, Cisco ISEITERDOFEREZZITEY | NASIZIRLET,

CiscoISE 1%, RIRFIZHEEDIMHBRADIUS r— N—~D 7 % v H—"— L U TEETE £,
RADIUS H—/N—JlEF TR E L 72458 RADIUS Y— R —Z A T& 9, RITHIAT D I
RADIUS #—/3— (External RADIUS Server) ]-~—1Z{%, Cisco ISE TiE# L7245 RADIUS
P R—NFTRTCERENET, TANE T T a 2L T, ARTERIEHH, 2032
DM FIZFESNVTHRED RADIUS P —_"—Z KT 25 Z LN TEET, HMARGRIERY o —&
S _R—= ZADFRFEAR Y ¥ — Dl )7 T, RADIUS % — N—JlEf¥ % ffi i L TE R % RADIUS H—
N—=|lZ x> TxET,

oA VT—a Yy .



B 5t Rra0us 5 —i—0>

41&B RADIUS +—

tsrvF—vay |
B

axX ;e

RADIUS #—/3—JlgfFi%, RADIUS-Username B0 KA A A& EHTY (A RY v
7). RADIUS#GEICHH LET, ZORAA > A MY v BV IXEAP BRI TE %
/v, EAP GRFETIL EAP-Identity JEMEDMEH &£ 7, RADIUS 7' %2 $—r3— (%
RADIUS-Username J& 17> b = — —4 2 {5 L, RADIUS — —JAfF O ERICHEE Lo
LD — P —F P E D £7°, EAPFRAEOH AL, RADIUS 7' 1 & ¥ Hh— " — |2 —
W —4 % EAP-Identity J&PED> HEUfS L £ 97, RADIUS ¥— S—Jlfr 2 3% EAP #8FEIL,
EAP-Identity fi & RADIUS-Username fE723 [f]— CTdb D55 DA L E T,

IN—DERTE
Cisco ISE T4l RADIUS $h— " —%7%E LT, ZERZ /M RADIUS h— R_R—ZEETE 5 &
T DHDRENHD £, 4427 U MERB L OERRITEREZ ERZTEET,

1R BHHEIIZ

o Z O TIERR LTSN RADIUS H— 3 — (%, T ClIfEH & £8 A, RADIUSH —
N—JEFZER LT, ZOETHER L7-RADIUS — _"—a 45 L 5 ISR ET DL
N0 FEI, ZhICkY, RADIUSH—R—JlHFZBiER Y o —TCTHEHTEX 2 L9122
*7,

‘3‘0

ATy 71 [EE (Adminigration) ]>[#v kT—%1)Y—X (Network Resources) ]>[4}&8 RADIUS Hh—/\—

(External
i —a‘o

RADIUSServers) CiscoISEGUI T[A==2— (Menu) ] 7A 2> (=) 227 ) v 7 LTGRIRL

[RADIUS #—/3— (RADIUS Servers) ] ~~— M3 EKR Z 41, Cisco ISE TEF S 417248 RADIUS H—/3—

DU A BB

RENET,

AT v 7T 2 S RADIUS H— "—ZBI7 5121, BN (Add) 1227V v 7 LET,
ATY T3 LEIUNUTEAEADLET,
ATy 74 [£F (Submit) | %727 U v LT, 48 RADIUS — _—DREEHRFLET,

RADIUS —/\—|EF DE&E

Bt/

Cisco ISE @ RADIUS Vr— _—JEFZEH T 5 &, NAD 76 OFER 245 RADIUS $—/3— (2
Tax T ET, A RADIUS Yr— 3 — (LT R 2 WL L TR R % Cisco ISE [Zi#X L., Cisco
ISE X7 DIE% % NAD 26 L ¥,

[RADIUS % —/N—JlE¥ (RADIUS Server Sequences) ]-*—|Z, CiscoISE CEF L7TXTD
RADIUS h—N—DIEFRF R ENE T, TOX—TV 2 LT, RADIUS ¥ — 3 —DAERL,
e, EIFERNAEETT,

vr—vay
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TACACS+ T3 554 7> b & LTHEET 5 CiscoISE ]

1R BHHIIZ

s TOFIEEBIMET AN, X —CYRAOEREZEME L, BEY > 7 OREgIO= K
VDX AT HEFIZE T LTWAULENRHD 9,

CIRD X AY B FAFT BTN, A B HEF - 13 AT NEHECHALERS D F
j‘o

ATy 771 [EE (Administration) | >[+v kT—% 1)V —X (Network Resources) ]>[RADIUS Y—/\—|EF
(RADIUS Server Sequences) ]Cisco ISEGUI T [A==— (Menu) |74 2> (=) 227V v 7 L TER

L/\i‘a_(]

ATy 72 B (Add) 1227V 27 LET,
ATy T3 LEISCTEEADLET,
ATy 74 [%F (Submit) 1227 VU v/ LT, KU —IZfEHT 5 RADIUS — —JlEFZ-1F L £,

TACACS+ 7O XS V547> & LTHERET 5 Clsco ISE

Cisco ISE 1%, #M8 TACACS+ Y —_R—~DTFuaFxs 754 7 b LTHRETE E£3, 2
X I TAT v ME LTHERET DS, CiscoISElT xRy hU—2 727 & A 9 —3— (NAS)
MORBFEER, FHFAJERBILOT DT T 4 Vo 7EREZEFE L, 26 DR Z I EE TACACS+
P — X —|ZHEE L E 3, Cisco ISE 1TERDFERZZITHY . NAS TR L 97,

[TACACS+M 5 H— 3 — (TACACS+ External Servers) | -~<—31Z1%, Cisco ISE TiEF L 7245
TACACS+ — R—NFT _XRTERENET, 74 NAVE F a2 ERALT, LRTE-IT6
B, £33 FOMFIZESNTEIED TACACS+ r—_N—Z BT H LN TEET,

Cisco ISE 1%, RIFFICHEEDIER TACACS — "—~D T u Xy 7 74T & LTEMET
xE9, BHEOINEY — R—EFET DL, [TACACS+— —DJEF (TACACS+ server
sequence) | N—TEMEATEET, FEMICOWVWTIL, [TACACS+H— _—JHFOEE] ~~—
UEZBL T EIN,

5}&8 TACACS+ H—/\—DEETE

Cisco ISE THMEE TACACS H— " —% 3% E LT, EREZ/EE TACACS — _—|ZX[ETE B &
T HVERH Y 94, A L7 7 MNEEB LI OB RITRM A2 ERTEET,

48 HHIIZ

o Z DI TYERK L7248 TACACS $— N—(, RV v —|CEEMH & £ A, TACACS
P — R—EFZ2 R LT, ZOHETIER L7Z TACACS —_"—Z2 345 L 5 IR ET
LHRENRHY FF, ZHUTLY, TACACS —"—JEFEKRY > — &y FTHATE S
Lo £,

CRDZ AT ZFATTHITIE, A= "—EHE LIV AT LEHE THOLLERH Y F
ﬁqo

oA VT—a Yy .



tsrvF—vay |
B acacs: ey —s—omE

RATvT1 [T—U 22— (Work Centers) |1>[T/34 REHE (Device Administration) 1> [y bT—9 1) Y—X
(Network Resources) | >[TACACS# &R+ —/3— (TACACSEXxternal Servers) ]Cisco ISEGUI T[A == —
Menuw) | 7142y (=) 27V v 27 LTEIRLET,
[TACACSSMH#-— 3— (TACACS External Servers) | X— U338 S 4L, Cisco ISE TEF I L724MB
TACACS #—"—D U A hDVRENET,
AT T2 S TACACS — "—Z BT 21, B (Add) 1227 U v 7 LET,
ATwT3 MBS UTHEEADLET,
ATy T4 [%E (Submit) 1&227 VU v 27 LT, 4B TACACS h—_—DREEHRFELET,

TACACS+ S\ ERH—/\—DERTE

WD FTIL, [TACACSHM Y —/3— (TACACS External Servers) ] X— D7 4 —/L K{ZOW
T LET, CiscolSEGUI T[A==2— (Menu) |71 2> (=) 27V v 7 LTERLE
F[T—2 52— (Work Centers) |>[T/31 REHE (DeviceAdministration) [>[%v k7T —
42 1) —RX (Network Resources) ]>[TACACS # &+ —/3\— (TACACSExternal Servers) ],

£ 13: TACACS+ S\ B9 —/\—DEXTE

J4—ILFK FREDHA KA

4,71 (Name) TACACS+ AN — — D4R Z AT LE T,

i TACACS+ M54 — N—FRE DA E A L E
ﬁ‘o

RA NLIT KL A (Host IP) U &— bk TACACS+ I —"—D P 7 R
A (IPv4 721X IPv6 7 KL R) Z AL E
j—o

%A — b (Connection Port) U E— | TACACS+ A — N— DR — b

TR AN LET, N—FEFIT49 TT,

Timeout ISE 7B TACACS+ B — =3 & D INE % FF
a0 EEa AN LEST, T74/V NI
TT, ARAREIX 1 ~ 120 T,

AT (Shared Secret) TACACS+ MY — N— L O 2 i3 5D D
WZHEHT 27 %X FUFF], ELSEHESN
TWeWGE, #5513 TACACS+HAMH Y — /3 —
Lo THEEEINET,

. oA VT—a Yy
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1acacss 4— —EF0EE [

J4—ILFK FRLEDHTA KSA4 Y

T TN Z R (Use Single Connect) TACACS 7’1 k=L, ftlicktya v %
BT B720D 2 DDE— R, v Z L4
eI NP AE AR — N L TWET,
T NEREE— RIX, 7 T4 T MO EEG
T 5 AREME N B D %D TACACS+ £ v v =
NTHKPL, H— TCP i & FEA L £,
TN TIX, 7T AT v MBS T
BT _TO TACACS+ v azxtL, &
LW TCP B 3B ivE 9, TCP #keid, &
tyiarORIZALLNET,

N7 7 4w VIR VEREE TR, [V Z IV EERE
%l (UseSingle Connect) | T = 7R
AEANTL, NTT 4 v I BDIROREET
A7 TEET,

TACACS+ H—/\—|EF DEE

CiscoISE ® TACACS+ ¥ — —JlafF 245 & NAD 5 O FR % /155 TACACS+ H—/3—
7’ CTEET, A TACACS+ B — — T TR &2 WL L THE SR % CiscoISE 12K L, Cisco
ISE X% DJ5% % NAD |[Z#sik L £ 9, [TACACS+H— X—JlaF> (TACACS+ Server Sequences) |
~—|Z, CiscolSE TEFE L= T X THOTACACSHH —R—DJEFNEREINET, ZD3—
CHEMH LT, TACACS+ ¥ — N—JHFDOIERR, TR, FITERNAIEETT,

1R BHHIIZ

e XL Y —VY R, CiscolSEEHE I N—T, TI7EA LU, ¥R, BLOHIREDHE
RKEFFEL THDLERH Y 4,

CRDI AT ZFATT HIE, A= N"—EHEFII VAT LEHETHLLENRHY %
j—o

e TACACS+ Y — "—JlEE T T 59T TACACS+ — _R—2 4 TIZEHRINLTWNWAEZ &
HERLET,

ATY 1 [T—9 22— (Work Centers) | >[T/34 RAEHE (Device Adminigtration) 1>[®y kT—9 1) Y—2X
(Network Resources) | >[TACACSH &R+ —/\—|[EF (TACACSExternal Server Sequence) ]Cisco ISE GUI
T[A==2— Menu) | 712 (=) 27V v 7 LTERLET,

ATy T2 B (Add) 1227V 27 LET,

ATw T3 NEREE AT LET,

ATy T4 [%F (Submit) %27 VU v 7 LT, KU —IZfEHT 5D TACACS+ hr——BEF ZRFEL 7,

oA VT—a Yy
I



B rrcacs: v—i—EFozE

TACACS+ H—/\—|EF D& TE

wsAvF—vay |

WDFTIX, [TACACSH— X—JlAFF (TACACS Server Sequence) ] X— D7 4 —/L KIZD\
T LET, CiscolSEGUI T[A==— (Menu) |7 A 2 (=) #2277 L TR INLE
FT[I7—U 22— (Work Centers) 1>[T/314 REHE (DeviceAdminigtration) 1>[F v k7 —
21) Y —2X (Network Resources) | >[TACACSHERH—/\—I|[EF (TACACSExternal Server

Sequence) ],

= 14: TACACS+— \—|EFE DEEE

J4—ILFK FREDHAA KSA4Y

47 (Name) TACACS 7' u & ¥ H— —J[BEF- D4 Hi % AT
L/i‘d‘o

AR TACACS 7't & Y— —|BEFOFHAEZ AN

Lij—o

H#—,— U 2~ (Server List)

[EHAIHE (Available) ] U A h D Ei e
TACACS 7'm ¥ ¥ — "—% @RI L 9, [fE
FAIHE (Available) 1V A MiZiE. [TACACSH+
#Y— B X (TACACS External Services) |%—
PTRESNTVWSD TACACS 713 H—
W=D YA SREENTNET,

m X 7l (Logging Control)

o X A AN TSI A T LET,

O —HINTHO T AT T
T4 T A=, T ANLD
BREZWIT 50— "=l oTu sz
FLERSINET,

VE—NT IO T 4T T how
TAVT A=V, TAALANLD
BRAWNET D 7 a s =2k o
TeZ|liskInET,

. oA VT—a Yy
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SERWILD1=H O Cisco Duo & Cisco ISE DA ]

J4—ILE FRLEODAA KS1 Y
Z—H—Z OFRE (Username Stripping) 2= —HDT VT4 T AT 4T AD
bR

[TV T 4 v 7 ADRRE (Prefix Strip) ] :
A /77<fJ>E:L~‘b’E—%%E?U|3%
SHHRICA T LET, 22X, 7
e/ ]\% 7% acme\smith, X)) SCFA3\
DA, 22—V —ZIsmith (2720 £,
7T 7 4 EORKRY)Y L\ TT,

(V7 4 > 7 ZADkrE (Suffix Strip) ]: W
T4 I AN =L ET0 RS B
AT LET, 2 xiF, BTV
27 N4 )3 smith@acme.com, XY] 0 SCF08
@ DA, 22— —£ X smith (2720 F
T T 74/ FOXEY XTI @ TY,

ZERIED -6 Cisco Duo & Cisco ISE DS

)

(G¥)  CiscoDuo & Cisco ISE D#E& 1. il ﬁﬂéﬁ’bt%)\ (R—%) HEETT, T OREHEZ EBRMIERIR

THEHT RIS, TAMRETHDICT A NT D2 &4 L £9,

CiscoISE V UV —R 33 X F | LARETIE, LERFEIE (MFA) V—7 7 —0HEID V/— X
L LT CiscoDuo #HEEFAS TX £ 9, CiscoISE DLLETD Y UV — 2T, Cisco Duo [TFMEh
RADIUS 7 o H—N_—L LTHR—FENTWE LN, ZORETF e R— &
nEd,

T OEEHEREREHT 5 &, CiscoDuo ICEBHER TX 9, KRIZ, MFAFEIER Y > —&1Ek
LT\ CISCO ISE 753703/])7 ) utuuﬁ%;%'ﬂ‘bfgfﬁ@tj] /57 ) uAL‘uE@fx_y) - T }*T/l' VY ]\
FRFEDS Cisco Duo IZIX G SN D&M 2 TEELET,

Z @ Cisco Duo #A TlE. WDOBHEFEIRD L — A —ANRYR— F SN TWET,
1. VPN :'*F"]j‘*‘nm;

2. TACACS+EFIET 7 & 23

HEY R — b ETVWBEREFT 5L, Duo Mobile Push & EEEEEE T,

ZOMEIZE Y, ActiveDirectory & Duo D] C—W—F — X BRREM SN ET, kOT—H N0
2OD Y AT ARITRBIE AL, Active Directory 7 5 BUS & i172 7 — 4 3 Duo (2R SV E T,

oA VT—a Yy .



wsAvF—vay |

. ZERDVIALD =D Cisco Duo & Cisco ISE DHEE

T—HH Cisco Duo 7 + — )L K% | Active Directory 7 1 —JL K | {ED I
%

First Name T 7 — A NFR— LA givenName F Ak

(%)
Last Name T A Mp—2A () sn User
FoRr4 realname displayName Test A. User
EFETFA—)L 7 KL |email mail testuser @example.com
A
a—Y—4 username sAMAccountName testuser

Active Directory & Cisco Duo RID 1—H—7—42 BEHICRET 2EEENDHIREIE :

 TN—TLIFR SN ER A,
T 4 LT N NSRS ——E iR, EFE SR, FELAPL, F£7213 CSV

AR —E2FHAL TDuo CHRETAZ LT TEERTA, DF Y. CiscolSE L DuoAdmin
APIZMH L Ca—Y — @2 FH T& 9, CiscolSET AT T 4 T « [AHERE A L
7~ F R EIT T _THRI L £,

o« KIEML72 B D TACACS+ DA, Vi R— K ENHWIEL— MI 1 BH7=0 2035ETH
\dﬁﬁﬁﬁﬁfi_@v~bﬁﬁ<ﬁbiﬁo

RADIUS 7’1 k /L OFGE L — MIBAT 23OV TIL,  [Performance and Scalability
Guide for Cisco Identity Services Engine] ZZH L T 7231,

1R B
CiscoDuo # MFAID VY — A & L THET DITIE, ROFHESREDPEH I ET,

1. Cisco ISE Advantage 7 1 & A, #FMIIZOUWClE, [ Cisco ISE Licensing Guidel [#47E] %
ZHLTESN,

2. Duo Admin API 3 X U Duo Auth API ~D 7T 7 ¥ 2% #F a4 % CiscoDuo 77 >,

3. Microsoft Active Directory Domain Services % Cisco ISE & #ta L, #Epa—H—7 L—7
BAVHR—NLET,

4., A X —F v hE&Tax P — "—DOEZ MR L T, Cisco ISE 23 f### X 4172 Cisco Duo
77)&4“—“:/5/ @U%VC%ZD k%ﬁ%mu L\ij—o

5 OpenAPI ZHMNIL T, 74T T 4T ARAMAT =2 ARG EITEHLET,

Duo FHEXF LV TRDOFNEE EITLET,

1. EEAPI ERIEAPIORE SN T 7V r—va VEERLET, FTAE R — VAR OE

| IR

FRE DD, Duo HE KL TEAPI T 7V r— g UAERNE - I3EECTx £4,

ay


https://www.cisco.com/c/en/us/td/docs/security/ise/performance_and_scalability/b_ise_perf_and_scale.html
https://www.cisco.com/c/en/us/td/docs/security/ise/performance_and_scalability/b_ise_perf_and_scale.html
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/ise-licensing-guide-og.html
https://duo.com/docs/adminapi
https://duo.com/docs/authapi
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ATy T

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 17
ATv78

ATvT9

ATv 710
ATy 71

SERWILD1=H O Cisco Duo & Cisco ISE DA ]

2. ‘&3 API @ [Grant read resource] 35 L U8 [Grant write resource] #E[E & B 202 LE T,

3. WHOT TV r— a2 conT, faF— (Key) LRHEF— (sKey) Offiz AELE
T, HELAPI OBAIE, APLAR MADOES AELEY, T HOfEIE, Cisco ISE #iA
7 4 ¥— FT Cisco Duo & D#EEft & i ET D 72 DIZHETT,

Cisco ISE T Duo fi & &2 #HD TRET %A1, WOFINEEZFEIT L ET, 28 HLED Duo Hf D% E
X, AT v 720 6HBLET,

1. Cisco ISE H#AR—# /LC, [Administration] >[I dentity Management] > [Settings] > [External | dentity
Management Settings] OJIEIZER L 97,

2. [Multi-Factor Authentication] fEIt C [MFA] s 7 /ViRZ > % 7 Y » 7 L, CiscoISE T Z DIHE & H%h
WZLET,

[Administration] > [Identity Management] > [External | dentity Sources] > [MFA] # R L £ 7,
[Add|Z 27 Vv 7 LET, By v T v 7o —RBEEHLET,

[Connector Definition] ~—3""C, Duo#t D4 RI & FiAZ A LET, ZiuL, [External Identity Sources] >
[MFA] ~— D MFA #ftD U A MZERRSND4FTTT,

ZOR—=UTHHiALE S ) v 7T HE, DuoDRENTET LI2E T, WO THhERRELMmE TEET,
[Account Configurations] ~<— 3" T, IRDOFEME AT LET,

1. APIH A R4

2. EHLAPI © iKey 35 & O sKey DfE

3. u»u DLE API © lKey 3‘0 J: U\ SKey ®1ﬁ

[Test Connection] 27V 27 LT, Duo7 AT NCHRATNL CELZ L AR LET, NI L
ZHEEICDH, WOFIRIHEL Z LN TEET,

[Next] 7&7 Uy 7 LET,
[Identity Sync] ~—C, [FE#HO4HTZ AT LET,

Z ZCTANLT=R#A4 1%, [External Identity Sources] > [Identity Sync] ~X— IZFR S E T,

FR S5 Active Directory 44 D U A k736 CiscoISE & Duo [H] CTF —# Az ET 57417 N D
BICHLT =y IRy 7 A A NI LET, DR<EL 1207 4 L7 MU ZRIRL T, ROFNAICHE
S

Duo FAN5E T L= 1%, [External Identity Sources] > [Identity Sync] ~— " TV > T R D BN & f
HETEET,

Next] #27 U v 27 LET,

[AD Groups] ~— T, FR I 4172 Active Directory 7 /b—7D U A k)5 Cisco ISE & Duo DT —#
Al % & E¢é7w~7®ﬁ LT =y IRy I AT ATLET, PR L b 1 DD N—T %%
RLUT, ROFNRIZEASRE T,

oA VT—a Yy .



tsrvF—vay |
B <770z 9—€x

Duo fE& M58 T L7214 1%, [External Identity Sources] > [Identity Sync] “X—" T\ »>TH AD 7 /b—7D
BRARETEET,

ATYT12 [Next] =27 Vv LET,

ATw 713 [Summary] X— Y CxELMERLET, [Edit] 227V v 7 LTEREEZLE L, [Done] %7 Y v LT Duo
maERFELET,

[Donel #7 Uo7 F5L, 7AT T 47 4 ORI ABICEHBINET,

RDERY
Duo Bt # B L72121%, WOTHET AT 7 47 4 AR EEmETEET,
1. [Administration] > [Identity Management] > [External | dentity Sources] > [Identity Sync] (Z

BHLET,
2. TAFUT 4T 4 A% %R L, [Edit) £7-1% [Delete] 7 U v 7 LT, st BHHE%
EIFLET,

\}

GE)  [Identity Sync] ~<— UMb 7 A F 27 4 7 4 AMZ IS % &, 55T % Duo Bl b A BIYIC
Bk SN ET,

3 TATUT 4T 4 RALA EZTIR L, [Sync] %2 U » 7 LT, CiscolSE & B4R L 7= Duo it
BoF—42F#HE2 NIV H—LET, X=YORET547varw27 ) 7 LT, A%
Xy br b TEET,

Duo 74 7 k% Cisco ISE (285t L72%&. = KA > NOSERFGEEZHINIT D200
MFA R U > —ZEl T 2 B3 H V) 7,

« VPN = — % —ZFEO A 1%, [Policy] > [Policy Sets] > [Default] > [MFA Policy] ~<— T
RADIUS FZFEAR Y /"%ﬁzﬁk LET,

* TACACS+ BHIE T 7 & AFRFEDTZAEIL. > [Work Centers] > [Device Administration] >
[Device Admin Policy Sets > Default] > [MFA Policy] ~— Y CF /3 AEFHAR Y v — 2Bk
L/\i—é—o

Duo #lZB8T 567 7 7 4 €7 4 v 2L, T3y 7 7 7 A )b ise-duo.log THER T £7°,

2y NID—O 7Ot RX Y—

Fy NT—2 T 7R P =R, BRICKHT DR O—FHEREERLTWET, &
EZITHEMBIXCHRMAB 2 &, S E X ERMBMIZ@ENOFR Y hT—27 T 72 AP —
ERABRERTHZENTEET, Xy hV—2 778 A B —ERZERT DT, FaTsh
TWab7u barEREF—R_—JEFE2RELET, FO%, Xy NTV—I T I7®ARY —

. oA VT—a Yy |
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FYbI—=0 TOLRADHFAENETO FILDOES

DXy NT—2 TIHAP—EAN[ARY — > b (Policy Sets) ] ~X— UMbk S E
TO

F2YRT—=0 FTHOERADHFAEINSTOFIILDESE

ATvT1

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

HEalENH e hauE, Fy NT—2 UV —2~DOT VB RAZERT BT AL XL D@EEIC
CiscoISEMER T A7 m haroty hEERELET, FAi&hbd7r hal 77X
= RIL, BIERY O — 2R ET DRNANERT D MERNH LML LTc= N T, #FAS
nNad7a banr 7rex =R %, FEOHEAGIIK L GRIRENZT 1 harBEEn
TWAF TV = r N TT,

[FFrrafud e b2 H—E A (Allowed Protocols Services) | ~X—IZi%, 1B L7-7F ] &
héfﬂbﬂw%~52ﬁ¢&fﬁﬁéﬂiﬁ(MwEET?%’%ééﬂﬁ77ﬁWF@
Fy NT—0 T IR YP—EARGFELET,

1R BHHIIZ

ZOFIRZRGT DRI, ZREERAT 77 har h— b 2AOEAREZIHE L TV DHLENH
D ET,

e ZDED [CiscolSEFRFERY v—) DIEEZZRL T, SFEIERT—FRX—RATHHR—F
éhéuunﬂi&’(7}0io7m l\:lll/l Ob\fﬁﬁ#biﬂ—o

e [PACAH v ayv] #FERLT, 70 halL H—ERXOReL 47> a V2 H L.
FRHL TSRy N =2 |[ZHERBIRATE DL LI LT,

s FEAHED DHHIC, Fa—L 7 ha LR EX LT ERL TLIEEN,

WDH AT e FATT HIZiE, A—N—EFHEFII AT LERETCHHIVLERHY 9,

[/R1) &— (Policy) ]>[7RY) L —E%H (Policy Elements) ]>[#58 (Results) ]>[525F (Authentication) ]>
[Bfal&th 570 ~ajL (Allowed Protocols) | #3R L %7,

Qwﬂ%ﬁ”@S%—FT@W?éiﬁ»mﬁéﬂf“éﬁA . TERO T a N A VR T 7 4 v kTS
W20, Enbo7a haLERETEET A,

GEAN (Add) 1227 Vv 7 LET,

VIR AE AT LET,

Ry NT—Z |\ ARREE T e han bt F S g CEBRRLET,

PAC O 28R L 7236, WEYIRIEIREZIT VW ET,

ELPACTRE Y a =AM T 5I121%,. N E LTEAP-MSCHAPY2 & Extensible Authentication

Protocol-Generic Token Card (EAP-GTC) O FAZBEIRTALEE RN H Y £9°, F7- CiscolSE Tlx, = 3R
REDAER ID V) — A & LTI Active Directory 7217 23 AR — b SN A MUICHER LTS E S0,

[(EE (Submit) | 227 Vv 7 LT, fFrf&Ns7 e ha H—ERAEZREFELET,

FRIEN D7 ba)L—E XL, BREERY O —B L OUL— L _— X DOFIER Y o —D~2— T
SNLEAT V2 FELTERENET, 2O TV MIRRHIL—VIHEATE £,

oA VT—a Yy .
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Z1 T, $“f‘@f£nunﬁ_\r} /“‘j‘oct()\/l/“*/l//\“‘zd)wuuﬁj‘) /’*%ﬁzﬁjz/c%éct X fi@i'@“o

NEs A & LT EAP-MSCHAP % #8452 L, PEAP % 7-1% EAP-FAST ® EAP-GTC & EAP-TLS WN#i 5%
BT &, ISEIFNE o2y = —3 g VI EAP-GTC NER T & BitAE L £3, H&#]D EAP-GTC
Ave—UNT TA4T v MIEFEINAHENC, ISE 1T ID iii?)i'@ﬁf Vo —%34TL T, ID A RT 1B GTC
NRAT—=RZFRELET, ZOKRY —DFETH, EAP R3F T EAP-GTC & [A U T4, EAP-GTC WN#BT
NI TAT v MZEoTHER SN, EAP-TLS NI —hINTH, IDA T KU V—RHOFETS
N5z EEH0 A, IDARNT KRY —2 EAP FRAFBIEICE SV TV D IEA. ARY D EAP FEiEI
EAP-TLS TH VD 7235 ID AR Y U —iHlifg lIZRE SN2z, THILARWFRICR D2 Z LR £,

A—H—DRy FT—9 7O R

Xy hT—27 TI7RATIEH, FANMIRXY hT—7 FAL AL, *y hT—27 U V—
ADFERZERLET, Xy bUT—7 T80 AF, HL<EEmENTAA MR L, #im5)7
A& LTRADIUS 712 b a L&A LT, 22— —DFRGER L OFF Al % Cisco ISE [ZZER L £

‘j"o

CiscoISE Clx, RADIUS 7't ha vz L Cimt s 71 ha/Wdnt<T, *y hU—7
TR Tu—nYiR—hEINET,

EAP Z{EA L% LVRADIUS R—Z2 D 7@ koL
EAP %% £72\ ) RADIUS X—2 D71 h2Lld, RO EBY TT,
» Password Authentication Protocol (PAP)
* CHAP

* Microsoft Challenge Handshake Authentication Protocol version 1 (MS-CHAPv1)

e« MS-CHAP /R—< 5 > 2 (MS-CHAPv2)

RADIUS-Based Non-EAP :23F 7 O —

Z ZTlX. EAPBBFEZfEH L7232\ RADIUS RX— 2D 7 0 —{ZOWTitBA L F 9, PAP #RiE%
4% RADIUS R— 2D 7 —F, kOF a2 THELET,

1. RRAIRRY NT—2 TNAL AR LET,

2. 3v RU—27 T34 A3 RADIUS Z2K  (Access-Request) % CiscoISEIZEF LET, 2D
FoRIZIE, AT AREED T e k2 (PAP, CHAP, MS-CHAPvl., F721ZMS-CHAPv2)
|2 L7z RADIUS BN G ENnE T,

3. CiscoISE Cif, DA MTZEMHEHL Ca2—HF— 27 LT oYy LERIELET,

4. RADIUSJH% (Access-Accept F 7213 Access-Reject) 23, IREZMWHIT D%y hU—27 T/
ATEEINET,

KDL, EAP 2 H L7 RADIUS N— 2 DA A < L TWET,
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5:EAP % L 72\ RADIUS N— X DO EREE
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Identity Store
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Network Device

Cisco ISE CTHHR— MENBIEEAP 71 haViFkD LBV T,

INA T — ]\wuuﬁjm ]\:'/l/

PAP Tlt, —W =W HMNY Rr=A 7 2 L TID ML T 2 i HiEs it X
NET, PAP XA U — NZHARMEZHEH L CHESLENE72D, KbEXa2UT 40 LUL
DARWGRREZ 1 k2L TF, PAPIE, RIEWIRFATERRBR I D REN T & A Ele e
O, MEERRFEIEFXTIEH Y THA,

Cisco ISE ™ RADIUS-Based PAP 783

CiscoISE TiZ, ID A FTIZH L Ca—V —F L RATU—RKOXT 2F = v 7 L, &EHIZE
DA TERT D0, HE2 R T LET,

Cisco ISE TlZ, ﬁ&éﬂ%:)?4vﬁw%ﬂﬁ’ﬁmbf\éiﬁi&%@mﬂm?%i
9, PAP iﬂX)‘ilﬂ/\/ % YA 7 FIREZEH L ET, REEICHKS) L7284, Cisco ISE I3 HERE
m/{%@bi—é— mun %H&Lﬁ_ 4\ CISCO ISE i?ﬁ%ﬁ%%@?ﬁﬂéﬁ) nuniE@g;kjﬁ %) 5
—EF o RAEH X FET,

PRREDERTEN, BATOHE L XA IV 7 E2REMICHIE L E 3, LzR-oT, L@l
REFREFHHATE A — =%, PAPL Y bENCFDOFOR T o— g VERELET,
PAP [Z RFC 1334 TERINLTWET,

Cisco ISE Tl, RADIUS UserPassword J& 12353 < D RADIUS PAP ZRiE3 AR — M X1
%9, RADIUS PAP #ZiEiX, T _XTHID A b7 L HMMENRH Y £,

PAP F8GE7 v — %325 RADIUS (21X, BITOKTIE RO X 7R EEhE T,

Fr LU N Ry 73GE7 2 kan

CHAP (%, IGERFIC—H MO S 2T 56T v Lo P/ AR AHA T, CHAP Z{#H
T AL T, CiscolSElZ, EXx=2UT 4 LNYLOEWENSEX 2 U T 4 e b a2
VI%FL T AFIBEINDL/NAT — R {fi# L E 7, CHAP/ XA U — RIZHH AN

HECJ, Cisco ISE N7 —# X— 2 & RFEICHEH T 25 581X, PAP £72IXCHAP D& H 5
w%ﬁﬁf%i#‘cmwm Microsoft & — % — 5 —Z X— 2 T3t ¢& £¥ A, RADIUS
PAP L It L7856, =0 Ra—V— I 74T FMBHAAA 7 T4 T MCBETH L &I
CHAPZfEHT 2 L, AU — RS LENDTD, @EX 2T 4 LUV EfHERTE E
7
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. Microsoft Challenge Handshake Authentication Protocol Version 1

Cisco ISE CliX. RADIUS ChapPassword J& (2553 < FE#ED RADIUS CHAP #BFEMN Y AR — h &
AVET, CiscoISE TlE, M ID A k7 %1 L 7= RADIUS CHAP FBRE7S I A YA — b &ivE
@—o

Microsoft Challenge Handshake Authentication Protocol Version 1

Cisco ISE TiX, RADIUS MS-CHAPv]1 #BGEHB L UNA Y — REFEREN R — S ET,
RADIUS MS-CHAPv1 |Z/%, Change-Password-V1 & Change-Password-V2 @D 2 DD /3—2 5 > D
INAT — RERERENE 4V E T, Cisco ISE |% RADIUS MS-CHAP-CPW-1 J&MEIZ Do
Change-Password-V1 /XA U — R %R — hE9 | MS-CHAP-CPW-2 B2 HESu 7=
Change-Password-V2 O Z % 73—k L9, RADIUS MS-CHAPvI1 §8iEd L OVIA T — RAEH
BeRBIL, RO ID Y —RAZEH L THR— S ET,

cHERID A N7

* Microsoft Active Directory ID A k7

Microsoft Challenge Handshake Authentication Protocol Version 2
RADIUSMS-CHAPV2 f87ER L OV A U — RERHEERIL, IROID Y —ATHR—FINET,
« WEBID A K7

* Microsoft Active Directory ID A k7

RADIUS N—X M EAP 7O hOJL

EAP Tl, & FIFREEA A 75 VAR — T AIERRER 7 L —2a U — 7 BN Eh £,
Z ZTCIX, CiscoISE THAR— F & D EAP FRUZHOWTHEHLE T, RO My 7 2 E
j—O

Bifli7y EAP A3
* EAP-Message Digest 5

* Lightweight EAP

2EEIC Cisco ISE F—/\—3IBIE £ MY 5 EAP I
* PEAP/EAP-MS-CHAPv2
* PEAP/EAP-GTC
* EAP-FAST/EAP-MS-CHAPv2
* EAP-FAST/EAP-GTC

EFIZU X b Lf:jiiﬁ&bi%'“l\ P N3G 7 T AT ]\ntuuft@rﬂﬁji Luﬁfﬁi%"ﬁiﬁﬁj‘é
EAP i H v £7,
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RADIUS-Based EAP Z25F 7 O —
FRREY '\ A C EAP MEH SN AEAITFEIC, 07 rntX L0 b, BRI ED EAP
(BIXOYT2BEIINEIR) 2T IMNEND DN ERET DDAy o— g T2 —

AWFATLET, BEAP X—RADFIET, ROT A TEALET,

1L HRAIRRY NU—7 T8, TR LET,

2. Xy bU—2 FA AN EAP ERE R A MIEELET,

3. ARA NI, EAPIREIZE T, Xy hU—=7 TAAL RISELET,

4., Xy NU—27 T4 AL, HA M 6515 L7z EAP 5% % RADIUS Access-Request PIIZ

(EAP-Message RADIUS Jg %2 L C) 4 7 /1{b L. RADIUS Access-Request % Cisco
ISEIZEELET,

5. Cisco ISE (%. RADIUS /X7 > k725 EAP IGE Z 4 L CH LUV EAP R A1ERR L. 20D
EAP ZL3k % RADIUS Access-Challenge NIZ (Z D85 EAP-Message RADIUS J& % % 1 H
LC) B7eb L, Ry hU—27 AL RITEELET,

6. *v hU—27 FXA AL, EAPERZHH L, SR M~EEFELET,

ZDOHIET, WA B & Cisco ISE IEEHEHIIC EAP A v —V &2 ZH L £3 (EAP A vk —
¥, RADIUS ZffHH L CHait SHL, F v hU—7 TARAL 22N LCEINET) . ZOHET
R E D EAP AvE—VORYDE Y MZEo>T, FFEDEAP FAnrIv=— S E
T ZDH%, WAEEFEITT LA, 2O EAP FRAMMEH I E T,

ZTOBAEHIIND EAP A v —1F, EEORGED EITICHNERT — X 2 mikd 5 72D1ff
AEnET, 2T x— b IN7HRED EAP FRGEST X CTHE 2 54E . CiscolSE TIXID A 7
EPHEHAL Ca—V— 7 LT vy VERGEL 7,

Cisco ISE T, FAED KM% P8 LT, EAP-Success % 721% EAP-Failure A » & —
T % . RADIUS Access-Accept F 721% Access-Reject A v — U WNIZH 7B ST IREE T,
Fy NI =7 T8, 2T (BEANTIEA R MZh) EELET,

KDL, EAP Z#fEH T % RADIUS X— 2 DHEAZ T L TWET,
X 6:EAP #{E < % RADIUS N\— X D23

w o

Identity Store

230656

Network Device

Extensible Authentication Protocol-Message Digest 5
Extensible Authentication Protocol-Message Digest 5 (EAP-MDS) TliX, —FH MO 7 747 Fid
FREDMRE S E S, — NI 7?47V&’?VﬁA%?V//%%ELiTO7747
YRE, Fr LTV EFEDONRAY—REMDS CTHEET A EICL T, WA TEDID EiE
HLET, FEERTF v LoV LIREE D Z LN TED2D, EAP-MDS X, KA T 47
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. Lightweight Extensible Authentication Protocol

THEHSNDGEIIET 7> a 7V BEBICK LTS T, h— =B Thh iz
W, AS—T7 4 X LTHMEFHF T, Cisco ISE TiZ. Cisco ISE NESID A b 7IZx4 5
EAP-MDS ZZFEN VR — b &vE$, EAP-MD5 7’12 b LA L CWAAIE, AA Ly
77y T bV AR—FEET,

Lightweight Extensible Authentication Protocol

Cisco ISE TIEBIfE, Lightweight Extensible Authentication Protocol (LEAP) % Cisco Aironet 7 -
YVA Ry U= ZICH LTI LES, 2047 > a 2020 L& LEAP
FOREE SEATT D X 9 ICERE S 47z Cisco Aironet =2 R2—H— 7 54 7 NI, *v hU—
2T 7 BATE L) 7, CiscoAironet =2 R —H— 7 1 7 1 N 3T/ Extensible
Authentication Protocol-Transport Layer Security (EAP-TLS) 72 KD 538FE7 1 b 2L 2/
TOHEEE, O T a v EENIT DI EEHEELET,

\)

GE)  [*> hU—27 T34 A (Network Devices) ]~ > = > CRADIUS (Cisco Aironet) 7 /34 A

LLTERBEINTZAAA 7V 9AT UV ML Ca—F—0 %y NU—2 2T 78X T 5854
IX. LEAP, EAP-TLS, FE7XZOMFEZHENCTHLENRH Y £3, LS OEE . Cisco
Aironet:“*‘ﬁ:** n:L‘nJ‘_E%X 7‘5 E75>“Cé'< i’b‘:/l/

RAEILIRREGE Y 1 |~ =L

PEAP O FH DFI| 51

PRAEHLIRARAE Y 1 k=L (PEAP) Tl MARGEN RS, Mhea—Y— 27 L7y
NOMENE EREAMERMERESNE T, o7 e ha TR, B2y T (K BX
OT7 7747 (FHFE) WENPOHRHEL, BX =2 TICHES—BEEHR A4 L EJ, PEAP
%, IEEE802.1X%EHER JLUNRADIUS 7’1 |k /L & AHaEN & VY £§°, CiscolSE TiX, Extensible
Authentication Protocol-Microsoft Challenge Handshake Authentication Protocol (EAP-MS-CHAP) .
Extensible Authentication Protocol-Generic Token Card (EAP-GTC) . 3 & OYEAP-TLS N5 =C
PEAP /N\— = > 0 (PEAPV0) & PEAP /S— 3 1 (PEAPv]) AHAHR— hEivE T, Cisco
Secure Services Client (SSC) ¥~V > h Ti&. Cisco ISE TH AR — k XI5 7T TP PEAPvI
WEH AR R— I ET,

PEAP Z M35 &, RO X I BRFIERH Y 9, PEAP L, JA< EHIN X2V T «
BRI o THER SN TLS ISV TV ET, F—& Ak Lavirickt LTk, +—%
i LET, P RAVHNTIDEEGFLET, WHFTROLZHEFERA v —V 2 R#E L ET,
TITRA T =g N AR—FENRET,

PEAP 7' [ 2L THR— SR TWLH 7Y H o b

PEAP TliX, ROV 7V By R FR—bFEET,
* Microsoft Built-In Clients 802.1X XP

» Microsoft Built-In Clients 802.1X Vista
« Cisco Secure Services Client (SSC) Release 4.0
*CiscoSSC VU U —=R 51
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peap 7o koo vo—

* Funk Odyssey Access Client U U —A 4,72
eIntel Y U —2124.0.0

PEAP 7o ha/d 7 a—
PEAP 1 >\t — 3 E, IRD 3 OO DIE T,

1. CiscolISE & E7 28 TLS b v /LB RESE L £9, CiscolSE X H H DIFAELZ R L £9 A5,
TR LER A, BT & CiscoISEIXF—21ER LT, b RIANDT—X 2=t
L/i‘j—o

2. WEAHFRIZE->T, WOLIIT PRV NO 7B —RNRESINET,

« EAP-MS-CHAPv2 WN#B )5 X\—EAP-MS-CHAPV2 /37 v hix, ~v X —72 L Thr 3L
NEBEILET, ~v X —DRHDNA NIX AT 74—V RBREENET,
EAP-MS-CHAPV2 N R ClE, /"2 T — REFMENSFR—rshEd, 2—F—
WEBER—H NV THRAT— ROERZRITCE LR ERETCEET, =2 —F—R
FAEOFATIRIEIEL Z OBAEIC L » THIBRE N E T,

EAP-GTC W85 —PEAPvV0O & PEAPv] D)7 T, EAP-GTC W TN AR — k&
NWES, AR— D7V 2 TR, EAP-GTC NE A9 %5 PEAPVO I
HR— FENFEHA, EAP-GTC Cl., SR U — REFHKENRYR— NSnEd, =—
P —NEEER -2V TNRAT— ROERZFITTCEHRBEARETCEET, =—

P—FRREOFRITEIEUT Z OEfEIZ L > THIR S v E T,

EAP-TLS N 7 2i—Windows LA A7 U B > R Tlk, b RADBHESL SN2 D
Ay —=VDTTITAT = a i F P R— &Y. 2D LI EAP-TLS N5
RICHEBE 5 2 £9°, CiscoISE TIE. b RN FEL INT2% DIEBPEAP A v —
DT T ATy a IR = FEnEYAL, MRV DFENSLHR, 7T T A
T—3 3 VIXPEAP D~ =2 TV THREINTWS LBV IZEIEL £9, PEAPVO T
I EAP-TLS /X7 > kD~ X —73HIER S 4L, PEAPv] TiX EAP-TLS /X7 v h3ED
FEEEFEINET,

» Extensible Authentication Protocol-type, length, value (EAP-TLV) #53E—EAP-TLV /37 &
MIZEOFEEFESNFET, EAP-TLV/ N7 v ME, hrRANE A~y ¥ —fF & TRE)
LET,

3. W nt—va BRI RICENE LSS, RE SIUCpDh & RIROHERISE R H Y *
ﬁ—o

7747k EAP A vt — 13 H 2 RADIUS Access-Request A 72— TE(E &, ¥ —
/N— EAP A v — UL 12 RADIUS Access-Challenge A v — Y TiEE S E 7,
EAP-Success A v E&— 1%, &2 RADIUS Access-Accept A v — TV THEEFEEINET,
EAP-Failure A & —1%, #1Z RADIUS Access-Reject A v —V Tk ET, 77
ATV RPEAP A v k=Y % Fuy 7454 RADIUSZ 747 M Ayt —UR Rey
TENET,

oA VT—a Yy
I



tsrvF—vay |
. Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling

\)

(GE)  Cisco ISE I%. PEAPvI i#/Z 1 EAP-Success £ 7= 1% EAP-Failure X v & — OB AR L £
T, BTN R ELIIRRA v eV OZEEMHRT HIZOIZED TLS 7—F 7 41—/ R
%&1e PEAP X7 v N EEETHLENH Y £,

Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling

Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling (EAP-FAST) %
AERGEZRMIT 2FFE e ha v Thy , EMBELHEM L TR XL E2MLLET, 20D
R, SN2 T — RIS < %%U\nhuijjt%{% ET D7 DI SVE T, Protected Access
Credentials (PAC) F— & MHINLIAMEIT, P2 OY X2 T 4 2T 5L EI27
FAT v b EY—REMHAERGT D72 OIEHSNET,

EAP-FAST DFI) 5.
EAP-FAST |1, fDZRIAE7 1 F 2 MR TROFENRH Y F9,

« FHAGRGE—EAP — "— X7 DO ID L EEMELZ R TE O LENH Y | BT ILEAP Y —

N—DEHEMZ R TEHOILERDY 7,

e Ny VT T4 7 aFVBBICKT HMHE—2 < OFFEET 7 N 2L T, BT 205 EAP

P NIRRT =N I VT TFXAMERII Ny = & LTRSS N D HLERN

HYET,

o TR E BT D Mt E—FE AERAE S AV RFE b RV OFESIIREIC, 'r v, BT
& EAP ==L DD T N — g VCHBEENEREFAT D Z L A2 BN

HYET,

* MS-CHAPV2 YLl h—2 v B — K (GTC) 72 EDEL DRI 2 /XA T — RFEFEA v & —

7 oA AP R— b TEDFLEME—EAP-FAST 1%, AUV — _R—THEEOWNEH 7 2L

Y R— N CTXDIERRERR 7 L — AT — 2 TT,

« MR AT ¢ T EFEHT %A, ETIEEEEREERY Y —AEHIRINET,

EAP-FAST Tl¥, *v hU—7 77 v A@EOELBEE{LTEET,

o FAEY — =D 2 —H— T L OFRIRREEE M O F/ ME— KRB TIx, @E, £<o

P N—=RE L DOETITHT HFRAEY —/3— & L CHEH ?éb%#%@i# a——4
ERAT—=REFHAL TRy hNT—=2 17 78 AFTH5DOLREL LT, 7 0E UG

B LThorxr0exa T 0 2R T 52 & bMCHEITESNE T, EAP-FAST IZ

LV, B R—THF vy Va2 BLOEHET AMLERD L2~ P —TLBLOT A AT L
DRREER/NCT DI ENTE, ETICKDMARE-IEWMBEOFRANES IR F

R

EAP-FAST 7 1 —
EAP-FAST 7’1 h a7 o —XHIZ, ROT = — A ZHAEDLEZ bR 97,

1. b va=ry 72—A—Z1ULEAP-FASTD 7 = —X0TY, ZD7 =—ATIL,
CiscoISE &L BT L DM THAFEN D, PAC LN D —BE O WMBEEHFHL T, v
TRTuEYa=r S NET,
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2. MRV 7 2 — A—PACEMEHALTH LW N RV X —% LT HZEIZE-T, 7
FGAT U MEY—N—ZHEFFELET, PR F—TFD%, OO E— 3
VEARET DT OIS, A v — U OMEN: LS AR L £,

3 %ﬁ7i%X—m£ﬂb/zwmfﬂ@éﬂ Ty va X —DEREREINIK TN
1T ET, CiscoISE TlE, EAP-FAST "— a3 1 BL W la NP R—hEn x4,

SRALSNDTINA IS D MAB DEZE

ATy I

ATvT2

WOREZNEFICREL T, YAIAUNDT /NA A5 MAB 2R E L E7,

SEEENTZ U RRA U FOMACT RLAR, U RRA v N F—F_XR— 2 THEHAHER - L iR L
9, uT7 7 ATV —ERIZL-T, TNHDOT RRA MEBMLZY, BEWIC e 7741
L0 CEET,

VA aPSNDT A A (PAP, CHAP. EAP-MD5) Tfifl &1 5 MAC #BFED X A TIZFESNT, £ v b
T—7 FNRA R T T A NVEERLUET,

a)
b)
<)
d)
e)
f)

2)

[Z# (Administration) |>[%* v k7 —2 U Y —2Z (Network Resources) ]>[F*> NU—2 T /4 X
w7 7 A /b (Network Device Profiles) ] DJEIZER L E 7,

LEM (Add) 1227V v 27 LET,

Xy hT—=2 FRAL R T T 7 A VOLETERAZ AN LET,

[N & — (Vendor) | Ky T XU VA INERUE =38R LET,

THRAABRYR—= R T57 0 harDF =y IRy 7 ZAeFd A LET, 7731 AN RADIUS Z 7R —
Mo HEEIE. Fy bU—27 TAAL ATHMT S RADIUS 7« 7 > a T U IR L £,

[FERE/FT A (Authentication/Authorization) &7 v a Y ZEEAL, 7u— %A 7, BV T 7
BROBRA NV 2T vy FIEHT DT AL ZADT 7 40 FRIEZITVET,

[RA K NVy 27T v7 (MAB) (HostLookup (MAB)) |t&7 v a T, REFEITLET,

s [FA NIV T v T O (Process Host Lookup) —F v U —27 T4 R a7 7 A )L Tl
MENDHRA NNy 7Ty THOT v harLzERT DI, ZOFzy IRy 7 A%RF ATl
iﬁ‘o

SEIERRUT—=NODOFR Y NT—7 T, AL, MABRRAEA R 2 HIETFEITLET, T4
ARZAFIIELT, FEHLTWA T B ha)vd /32T — REfER (Check Password) | 7 = v
7 R v 7 A E T21d [Calling-Station-Id 28 MAC 7 K L & L% L & fifEi  (Checking Calling-Station-Id
equals MAC Address) | F =7 Ry 7 A £IIZEOWM G2 A T LET,

« [PAP/ASCII #%H (ViaPAP/ASCII) —HR A h Ly 77 v 7ERLE LTy NU—27 T4 2 71
T ANNEDPAP EREZMRINT H X HIZCiscolSEZRET DITIF, ZDOF=v IRy 7 Akt
LT,

« [CHAP #%H (ViaCHAP) |—FA M by 7 T v 7THREL TR Y NT—7 TAALADLDIDH
AT OBERZHRHT DL IICCiscolSEXRET DX, ZOF v IRy 7 AeF AT LET,

« [EAP-MDS5 #H (Via EAP-MDS) ]—% v hU—72 T34 A 7’107 7 A LT EAP ~<— A MD5
Ny Y aFREE AT AR, ZOF v IRy I A A I LET,
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B 2271 z2ps0maB ormit

ATvT3

ATv74
AT975

ATvT6

h)y [7 27 & AFFA] (Permissions) ]. [f@A]Z# (CoA) (Change of Authorization (CoA)) ]. [V XA L7 k

(Redirect) | D7 > a o CTHERFEMAZ A LT, [&fF (Submit) 1227 U 27 LET,

HAZLNAD 71 7 7 A VEVERKT B FIEIC DOV TIEL,.  [Network Access Device Profiles with Cisco
Identity Services Enginel] Z#ZM L T 7230y,

[EH (Administration) J[#Y kT7—% 1) Y —X (Network Resources) [ v b T—%9 F/84 X (Network
Devices) JCiscoISEGUI T[A==2— (Menu) |7 A 2 (=) 27U v 27 L TERLET,

MAB ZANZTHF A A &@LU T, [ (Bdit) 1227V v 27 LET,

[*v U —2 T34 &2 (Network Device) ] X— D [T /34 A 717 7 AL (Device Profile) ] Kr v~
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[ TT—LbDYETT 4 (EKE) (Alarm Severity) | —7 7 —ADTET T 4 (EKE)
LNV ERTTA A BRRINET,

[ (High) ]—TrustSec * > NV —27 NOEELZRTT 7 —LREENET (I&x
X, PAC DEFNRILLIZT A R72E) , FREOT A 2B NTHET,

o[ (Medium) —F v NV —7 FARAL ADBS R EERTEENEGEENET (2
EZIE, COARX v E—VOZITF ANERR LT A A7) , HaT~v—7 ShE
R

s I (Low) |—x > NU—Z8EO—IEFRB L OEHAEENET (72L& 2T,
TrustSec DR ELF 72 L) . HFOTY—27 EnFET,
« 7T — LD
DT T—AHTENREBIZY Y NENTNET 77— 2034 LR,
o T T — ADNEAR T T A L T IRFH)

[7 4 7 E=— (QuickView) | ¥ v = L v MIZIEL, NAD @ TrustSec BIHIEHR A TR S E
9, SGT @ TrustSec BI#HIEHREZFRTHZ L HLTEET,

NAD Y A vy Ea—

[f#5% (Search) |7 > 7 AZFEMARTT D TrustSecZ\/ NI —2 FTRA ZADLRTEANTI L,
Enter ZHf L £3, BNy 7 AIIZBEBAIEERH Y, 2—F—RNT7F X bRy 7 AITA
NTbHE, Ry X ANl—HT 5734 2%7%74/1/5 SINFEREINET,

ROERNZDF v 2 by MIFRRENET,

«[NDG (NDGS) |: ZD%y NT—IFA_A ZARBT D%y NT—2 FAL R T —F
(NDG) VU A h&ERET,

oA VT—a Yy .



B orea-

wsAvF—vay |

«[IP7KLR (IPAddress) 1: * hI—I T XA ZADIPT RLAEFRLET, [T7A4

717 (LiveLogs) ] # v+ 2l v MINAD 777 4 E7 4 OFffll 2 FoR~d 5121
DIV EIY 7 LET,

[TUOT4TEyar (Activesessions) | : ZDOT /A ARSIV TCWNDT 7T 4 773

TrustSec v a v OENY A hENRET,

« [PACOEZHABR (PAC expiry) ]: PAC DRNADREKRINET,
« [RBDR) O—FEFH (LastPolicyRefresh) |: AU v —&HKZICHF Vo ma— KL BN

KRSNET,

s [REDEEEE (Last Authentication) | : 2 DT /A ADFBEDOBIEL R — FD X A LAK
TEFRLET, DERRINET,

“[7U T4 TSGT (ActiveSGTs) ]: 2Dy U= T AL AEHET LT 774 7y

YarTHEAEINTWS SGT B A MENET, By aNIZEREN 5T, BIEZ
DOSGTE#HFEHL WAy arofizRLET, [747 v2 (LiveLog) | ¥ v =
L MIZ TrustSec & v ¥ a » OFEMA R T HI2IE, SGTOIV 27 %27 U v 7 LET,

[BeHin 7 DFor (Show Latest Logs) | A 7Y a V&AL T, /3 AONAD 777 4 &
TADTAT a T kR RTEET,

S6GTU A1 vy Ea—
[#5% (Search) ] v 7 ZIZFEMZFRT % SGT DA4RIZ AL, Enter 2L £,
KOERNZDF v v a by MEERENET,

& (Value) ]:SGTE (10 #x & 16 EE DM ) BERINET,

[7A42a> (con) ]: ZDOSGTIZHID B THNTNDET A A DRRINET,

[PV T4THyIa> (Activesessions) | : BIIEZ D SGT #EH L T D7 77 4 772
By Ta OENPIV A NEINET,

« [BF—Y— (Uniqueusers) | : ZTOSGT 27 7T 4 7wy a AT 5EA2—

P2 DERY A b INET,

« [EFH SNT=-NAD (Updated NADS) ]: 2D SGT OARY v —% K u— K L7-NAD D

B ArshET,

ACl VMU Ea—
WORERNZ DX v 2 by MIERENET,
» [SDA SGT (SDA SGTs) : Cisco ISE 7% Cisco SD-Access (255 L7z SGT DY A k X

nET,

+ [ACI EPG (ACI EPGS) ] : Cisco ISE 7% Cisco ACI 705538 L7= EPG BN Y A h & E

j—o
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S42J0a45

s47n5 |}

« [SDA/NA > T 4 >4 (SDA Bindings) : Cisco ISE 7% Cisco SD-Access {Z16{5 L7231
T4 TOENBI A NINET,
« [ACI /81 T 4 >4 (ACI Bindings) ] : Cisco ISE 73 Cisco ACI 225528 Lz "o VT ¢
YT OEMNY A PENET,
« [SDAVN (SDA VNS) ] : CiscoISE 7% Cisco SD-Access 7558 LI AAER » h U —27 DK
MDY RARNESHET,
« [ACI VN (ACI VNs) : Cisco ISE 7% Cisco ACI 75238 LTI AAB R » T — 27 OFNR Y A
FENET,
* [SDA#EERVN (SDA Extended VNS) ] : Cisco SD-Access N A > 75 Cisco ACI KA A >
WG SNTHERBAER » T — 27 OER Y A P ESET,
« [SDATF > b (SDA Tenant) : Cisco ISE T Cisco SD-Access ([ L > THAFINLT T
N DOARIRERSNET,
* [ACITF+ > k (ACI Tenants) ] : Cisco ACI 73 Cisco SD-Access & HHT 257 b OFMN
JARShET,
*[SDA KA A >ID (SDA Domain ID) ] : Cisco SD-Access D KA A > ID FHNFRSNFE
@—O
« ACI KA A >ID (ACI Domain ID) : Cisco ACI D KA A > ID FHR¥FrmShET,

«[EF7 1) T IREE (Peering State) ] : Cisco SD-Access K A1 & Cisco ACI KA A D
7Y U TBEROBIEORENR R INET,

VA VT 2T T 774 KT 78 A (CiscoSD-Access) BL O A2 77 r— g
UMV AT TARNT I F % (Cisco ACI) DOFEAIZOWTIE, v A2 77 r—
vartry Nl w s A 7T AT F L CiscolSE OFfE (203 ~—) B L OMAER v
kU — 7 58312 & % Cisco ACI & Cisco SD-Access Dy (207 X—2) B L T E W,

Bty

TIT 47 TrustSec By v a v (IRED—HE LTSCGT bbbty ay) 2FnT b
IX [TrustSecz v+ 5 > (TrustSec Sessions) | V> 27 %27 Vv 7 LET,

NAD 7>% Cisco ISE ~® TrustSec 7' & | 2 /L7 —Z HR & IREICBET 2 W &2 R T 5I121%,
INAD 7277 4 €7 ¢ (NAD Activity) 1 V> 27 %227V v 27 LET,

[ACl = RARA >~ 7277 4 T 1 (ACIendpoint Activity) 1V > 27 %2V v~ 7 LT, Cisco
ISE 7% Cisco ACI 7> 55238 L7z IP-SGT 12 F R L £,

TrustSec D A —/\JLERTE

Cisco ISE 7° TrustSec %—/X— & U THERE L T TrustSec 9— B R 2429 2 121%, W< 2D
71—/ 3L TrustSec X EX EFRT HMERH D 77,

oA VT—a Yy .



tsrvF—vay |
. —fi% TrustSec DXTE

1R BHHEIIZ

« TrustSec 7' 11— 7LV EZ R ET HENC, 7/ 20— 3L EAP-FAST RENEZSNTWVDH Z
LEMEGERLET (B (Administration) 1>[ X T4 (System) ][> [RE (Settings) ]>
[Z0 k3L (Protocols) ]>[EAP-FAST] > [EAP-FAST %% (EAP-FAST Settings) | %1%
.

[R5 ¥ OB (Authority Identity Info Description) ] % Cisco ISE Hr— /3 —44 ([T
THZENTEET, ZOMHIX, 2Ty vy VET U RRA LV b7 T4 T 2 MTEE
% Cisco ISE —/S—=ZFHH L7z 0 F WA LE T, Cisco TrustSec 7 —F 7
JFx DI TA T MZiE, IEEE 802.1X #87ED EAP J7:0& LT EAP-FAST #2179 5=
v RiBRA > b, F 7213 Network Device Access Control (NDAC) %373 597V o b
Xy NT—=0 TFAALZAONTHUUEHTEET, 77472 ME, ZOLFF% Protected
Access Credentials (PAC) Type-Length-Value (TLV) [H# Cidik Cx£4, 7 74/ MH
I%. Identity Services Engine T9°, NDAC §&iEKf 2, K> U —2 7,31 AT Cisco ISE
PAC [EHA —EIZHBI S ND L 9T, TOMEEZEETLIMLERH Y £7,

CcRDI AT ZFATT HIE, A—N—EHEFII VAT LEHETHLLENRHY
j—o

ATYF1 CiscolSEGUI T[A=a2— Menu) | 7A 2 (=) 27V v 7 LTEIRLET[T—Y 22— (Work
Centers) | > [TrustSec] > [EXE (Settings) ] > [TrustSec D £AZERE (General TrustSec Settings) ]

ATV T2 74—V RIEEASNLET, 74—V FOFERIZOWTIE, RESHRL T ZEV, —#% TrustSec D%
(140 ~2—2)

ATvF3 [Save] &7 Vv 7 LET,

RDBERY

e TrustSec 7 /34 ADFHE (147 ~<—)

— % TrustSec DX TE

Cisco ISE 78 TrustSec —/3—& L THBEL 72V | TrustSec —E A& L2V 35121, 7
2 —/3b TrustSec iR EXERLET, 2OV 4 FUERRT HITIE, [A==2— (Menu) ]
TAay (=) #2271y 7 LTEIRLET[V—2 &2 ¥— (Work Centers) ]> [TrustSec] > [7%
iE (Settings) ]>[TrustSec D fXF E (General TrustSec Settings) ]

TrustSec BRI DR

ZOFTvaraRRTHE TRTOXRY MU —2 T3, ZTHHT D TrustSec AR U ¥ — 73
BESNTWAENE ) D EMRTEE T, CiscolSE TREINZRY U —E Ry hU—7 TN
A ADRNZFIENH DAL [T 7 —24 (Alarms) | Xy by b ((V—27&2 % — (Work
Centers) ]>[TrustSec]>[# v ¥ =R — F (Dashboard) ] L [F—2 (Home) ]>[H~V

. oA VT—a Yy
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—fi% TrustSec DX TE .

(Summary) 1) 27 7 —ANRFRINET, TrustSec ¥ v = R— K2, LFOT 7 —L40
KRENET,

s MREZ B ANPAIAE2ITSE T 272N, [fHH (Info) 17 A a2 L & b7 T—4N0
FRINET,

cHTLWEBRERICK YV GETY o ARy L SN 8A1E, Bl (nfo) 174 22
LEBITT T —LANEREINET,

c MRFEZ BB AN T — TR LIZGAIE, [BY (Warning) | 74 2L & 617 7 —A
NEREINET, 22X *y NT—2 T30 2 LD SSH ##i 2 BT 2 WA F v
ND—27 FRAZAPMERTERWEES, HDWIE CiscoISE TRESNTZRY —E %y
NU—2 TR ZOMICHIEDNH DGER ETT,

BB OMFE (Verify Deployment) |47 Y 3 %, RO 4> R THEMAT& £4, Cisco
ISEGUI C[A=z2— Memu) | 7A 2 (=) 27V v7 L TEIRLET:

[7—% 28— (Work Centers) ] >[TrustSec] >[3 > 7K—* >k (Components) ]> [+
*al)F4 JIL—7T (Security Groups) ]

«[T—H+t 28— (Work Centers) ]>[TrustSec] >[a vR—+ > k (Components) ]> [t
X2 T4 IL—TACL (Security Group ACLS) ]

«[7—-t 28— (Work Centers) ]>[TrustSec] > [TrustSeck!) > — (TrustSec Policy) ]
>[HARY — (EgressPolicy) 1>[< kv H R (Matrix) ]

«[7—4Yt 2% — (Work Centers) ] > [TrustSec] > [TrustSecAR!) & — (TrustSec Policy) ]
>[HARY — (EgressPolicy) > [1#{ETY ') — (SourceTree) |

s [7—% 24— (Work Centers) |>[TrustSec] > [TrustSec /R ') &— (TrustSec Policy) |
> AR o— (EgressPolicy) [>[¥ k1w o X (Matrix) |>[385 Y ) — (Destination
Tree) ]

[T XCORER%ICHERGE (Automatic Verification After Every Deploy) | : 0 EBH%
(2, CiscoISE THFRTDFRy bV —27 TAAL A2 LOFEHAMFEST HI121E, ZOF =y 7Ry
I AEA AT LET, BT ARET Lich, [BE7 vt X% OKEE (Time after Deploy
Process) | 7  —/V NIZHEE L7380 L7212 10, MGE7 v ARG S E 7,

BB~ v A% OWEfE] (Time after Deploy Process) | : B BB ANET L7k, Rk 0
& A ZBALET HHENIC Cisco ISE (ZfE S DM 2 H8E L £ 9, AR7ZR&PHIX, 10 ~ 60 53T
T

PRSI R TP 8T LW BB N ELR SN2 a0 OMEEN TR DA 1E, BIEORKIE 7 1k X
I v LS ET,

[4F <HEGE (Verify Now) ]: fRRE7 2R 2T ICHMT HICIE, ZoFTvariz sy
7 LET,

Protected Access Credential (PAC)
o [ b >RV PAC OFFfi rIBERER]  (Tunnel PAC Time to Live) ] :

oA VT—a Yy
I



tAvF—vay |
. —fi% TrustSec DXTE

PAC OAZHIIEZEE LE 3, Mo kL PAC 1T EAP-FAST 71 ra /LD L &4
B LEd, R ARb. 4. B, B, oA BCEETCEE T, T 740 MEIZ90 B
<Y, ARhemAITRD LB T,

. 1 ~ 157680000 7

o 1 ~ 2628000 %

o 1 ~ 43800 MfE

«1~1825H

e 1 ~ 260 HH]

s [FuT 7T 47 PAC BHI ZIRDZIZEITT S (Proactive PAC Update Will Occur After) ] :

Cisco ISE I&, FRAEIZARFI L7212, SXE LT/ \—k T —Y D h RV PAC TTL 35% - T
WHEXIZ, HTILWPAC 27 74 7 2 M TR HEEE L £3°, PAC OHIREIN 2 i
WP DRBFEN EF I Tbind &, = N—[X h > RV PAC OFEF#BMHLET, 2D
AN=ALZED, AR PAC T IA TV EREHFEINET, 77 4/V MEIE 10% T
R

XAV TATN—TRTEBSDEYET

[PATLTSGTHEZEZHIV Y TS (System will Assign SGT Numbers) ] : Cisco ISE (Z SGT
Tz HEIERSEL LGB, 20T a U EABRLET,

 [#IPHNOF S %495 (Except Numbers In range) | : FEIRRE T SGT & 5 DOHilH %
TRTLEEE. 204 T a 2@ £7, CiscoISE (X, SGT DRI Z DOHilH
DEMEEER L ET A,

o [2—H—2FHETSGT F 5% A9 % (User Must Enter SGT Numbers Manually) ] : SGT
HEETFETERTIEAIE., 2o 7 var2BRUET,

APICEPGD X2 ) T4 JIN—TFR5DF\1) 2% (Security Group Tag Numbering for APIC
EPGs)

[APICEPG HDE®F =2 U T 4 7 V—T7% 7 DFE5A+T (Security Group Tag Numbering for APIC
EPGs) ]: APIC 7538 L 72 EPG 233\ T SGT 2Bk T 25813, Z0OF=v 7Ry 7 A
A AL, AT 2FSOHMEZEEL T,

X VT4 TN—TOBEEER

R —VEAERR T D L X2 X 2 VT 4 V7 —7% BEERT 5 (Auto Create Security Groups
When Creating Authorization Rules) ] : #8FER U > —D— V&2 1ERT 5 B SGT % H BRI /E
R 2HmBIE. ZOF =y 7Ry 7 AeA T LET,

TOF T arERRUIGAE, [RBREAR Y 2 — (Authorization Policy) ] 7 « > R @ L
2, THEEX=2U 7 4 7 v—7OEKD A TF (Auto Security Group Creationis On) | &
WIH Ay BE—URERINET,

. oA VT—a Yy



| €94v5—vay

—f& TrustSec DX E .

HEIER S 7= SGT 1X. L— VR ICESWTHRL ShE1t,

\}

GE)  B#EMER SN SGT X, ZAUSKIST 2B AR Y & —— L ZHIR L THHIFRS L EE A

TI7ANETIE, A VAN AVEEIT v 7 7L —ROBRTIOF T 3 URENZRD
F7,

« [H B %ﬁ? = (Automatic Naming Options) ] : HEIERL S 415 SGT D4 HiHI % &
T DL, ZoFTvarEEALET,

(WH) [BRNZRPEENET (Name Will Include) ] : IROA 72 a5 OWT i iE
RLFET,

cJL—ILE
+ SGTEHS (SGT number)

¢ JL—ILEB B LUSGTEE (Rulenameand SGT number)

T 7 )V F T, =4 (Rulename) |47 a Us@ERS N ET,
F 7 a T, SGT AWCLL FOE#HRZBIMTE £,
«RVY T —F v b4 (Policy Set Name) (Z DA aif[HRV—k> k (Policy
Sets) ] AN RGEIZDOHERFIRETT)
« L7 4w A (Prefix) (8 LFET)
W7 4w/ A (Suffix) (8 LFFET)
Cisco ISE %, BIRARIZS U T [P 74 (Example Name) | 7« —/L RiZH 7L
SGT 4% FK~LET,

[ U4 RTD SGT BFELE L TWHEA, ISEIXSGT4IC [ x| #fHmx £9, xix GhfE
DEAFNT IR SN TOVARWVEAIE) 105 E DRIIOIETY, # LWARTN 32 XF
LV EWEE. Cisco ISE I K> THRAID 32 LFITH W FHETHNET,

RAFEZDIPSGTEHMTYELY

[ A 4D IP SGT ##Y~ » v 2 (IP SGT Static Mapping of Hostnames) ] : FQDN & 7R A k
LPER S IDEE . CiscoISE 1T~ v B 7 &R L CREREZRAEST 5T, PAN B X
O'PSN / — FHNORIETDHIP T RLAZBKLET, DNS 72V IZH->TRENDIPT R
VAAIER SN D~ v B T ORERET 25, o4 7 va v 2EHLET, ko
THPOAT v a v EBRTEET,

*DNSYITVIZL>TREINDTRTDIP7 FLRIZHLTIVELV T %#%EKT S (Create
mappings for all |P addressesreturned by a DNS query)

oA VT—a Yy .
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. TrustSec ¥ ~ 1) v 9 ADHRTE

*DNSY T VIZ& > TREINDRHDIPVAT FLRAB L URIDIPVET KL RIZx L TDOH
IvEVSEERT S (Create mappingsonly for thefirst |Pv4 address and thefirst |Pv6
addressthat isreturned by a DNS query)

vy T —29 T34 X TrustSec HTTPH—E X

« [HTTP ¥ —t 2 %4 %){t. (Enable HTTP Service) | : HTTPZfH L T, — k9063 #&H T
TrustSec 7 — X &R hU—27 T34 AZHRE L E£9,

s DREASA B — FAZERIZE DS (Include entire response payload body in Audit) | : B
B 71U TrustSec HTTP JR& A v — AL EEREZZRT L5813, 2047 v a2 h4)
WLET, 2047 varvzRIRToE, XT3 —v U ARKIBITIE FT 2 AEEMERH Y
¥, ZOFTvarEENICTLE HITP ~y ¥ — AT —4 A, BLORIEEFHRO
B JICFRER S E T,

BMELEYY
TrustSec 7 —F7 7 F % (129 <X—)
TrustSec D 2 R —F 2 K (130 <X—3)
TrustSec @ 7' 17—/ )LERE (139 ~X—7)

TrustSec ¥ 1 v X DEHFE

ATy T

ATy T2

ATvT3
ATy T4

186D HHIIZ
MDA ZFATT HIE, A= "—EBHEELITV AT LEHETHLLENH Y £7,

[V—2 &> % — (WorkCenters) ]>[TrustSec]>[F%E (Settings) ]>[TrustSec~ ~ VU v 7 ADFKE (TrustSec
Matrix Settings) ] DNEIZEIR L £,

Cisco ISEGUI C[A==z— (Menu) |74 2y (=) 22V v 7 LCRIRLET[T— 24— (Work
Centers) |>[TrustSec] > [E%E (Settings) | >[TrustSec¥ k1) w9 AMEZE (TrustSec Matrix Settings) ],

[TrustSec~ b U v 7 ZADFHE (TrustSec Matrix Settings) ] ~X— NI BERFEMAE AT LET,
[Save] 227 U v 7 LET,

TrustSec ¥ 1) v ADEKRTE

WRDFTIL, [TrustSec ~ ~ U v 7 ADFRE (TrustSec Matrix Settings) |V 1 > FUIZH D%

T 4=V ROFAZRLET, 2OV 4 RUERRTHIZIE, [A==— Menu) |71 32
(=) 27V 07 LGERLES[T7—Y 24— (Work Centers) > [TrustSec] > [F2E
(Settings) ]1>[TrustSec ¥ k1) v o RMERTE (TrustSec Matrix Settings) ],

. oA VT—a Yy
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= 16: TrustSec < ') v 7 ADHRTE

TrustSec ¥ ~ 1) v U RADEKRE .

J4—ILF4&

FEREDAA RS2

BEHDSCGACL ZEFF] (Allow Multiple
SGACLS)

LN THEE D SGACL Z#F [T 5121E, 2D
Frxv IRy I AL N LET, ZOFT
g BRI TV WA, Cisco ISE 13
‘1 29H7-0D 12D SGACL DA %ZFFr] LE
R

F T4 NTlE, BRIl A v A M—LT B L,
DX T a NI T =T MR £,

T w77 L— R, CiscoISE IZH 711 % Z
XL, BHEOSGACLAEI D ¥ Thhizt
NEiad &b 1 DRFE LIZIGA, BEEIC
%D SGACL 2 & /VIZBINT 5 2 & 27l L
F9, TNUANDOEEIE. B 1oH720 1
20 SGACL DA% FFA LET,

GE) %D SGACL % SN2 5 il
2. %D SGACL Z & ist /L%
1 20 SGACL DA %E&EHDH X H
WCHRET DLENRH Y £7,

E=-A 12T DA (Allow Monitoring)

<~ hU 7 ANDOTRTOEALDE=HFY
BAF—T T DHERIL. ZOF v IRy
T AT AZLET, FE=Z U U IBT 4 —
TNOEE. [EAOfHE (EditCel) 1447
07, [T TEZE=%— (MonitorAll) |7
A AT TV—RRS N, [F=F—
(Monitor) 147 a v idxT 4 v—7 M7
nET,

F T4 NTlE, Bl A v A M—LT 5L,
TV ET =T TR0 FT,

Gx) < NV AL TE=LX Y S
T 4 —7 T SR, BE
%:&—éhfwétw@%ﬁ&
Vo7 %T 4 8—TWICT H0E
BdHYET,

SGTHEEDRT (Show SGT Numbers)

<~ U7 A ®BADSGTE (10 H#HFB LN 16
WO )T ZFREIIIEFRRICT DI
COF T arEERALET,

F7 4L F T, SGTEIZTEMCFHETENE
R

oA VT—a Yy .
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)

axX ;&

wsAvF—vay |

J4—ILF4&

EREDHA RZA4 Y

TET7SUAKE (Appearance Settings)

WDOF T arrHTxET,

o [ AZ LFGE (Customsettings) |: 7 7 4
N RDT =< (RNE—=2R L) BN
WICFRESNET, MADORE L Z—
ERETEET,

o [T 7 4V Ri&E (Default settings) ] : /<
Z = LOBOHRANIERSNIZY A
~ (BT

[77EYEYT 4 RE (Accessibility
settings) | : /N¥— B D OEOHFERNZE
#INY A~ (REARW)

/N2 —> (Color/Pattern)

<~ 8 v 7 REFHHERD LT LT H72DIT,
TILORNBIZESNT, v~ U w7 X EILIZ
N — A TEET,

FEHREZR R Z A 713, RO LBV TY,

« [IP ZFFAI/IP 12 7 %] (Permit IP/Permit
IP Log) |: BEANICRESILET,

 [IP Z{E4/IP 7 7 %4575 (Deny IP/Deny
IPLog) ]: BANICHESNET,

« [SGACL (SGACLs) ]: B/AHIZRESH
TV 5% SGACL DA,

o [IP ZFFA[/IP 7 7 Z 3w (ff7K)  (Permit
IP/Permit IP Log (Inherited)) ]: 7 7 4 /b
R —mbifEashEd FRESNT
W WELDOEE) .

« [IP Z4EE/NP 1 7 24548 (ff7&K)  (Deny
IP/Deny IP Log (Inherited)) ]: 7 7 4 /L k
R —mblfFEshET FRESNT
W WELDOEE) .

* [SGACL (#¥7%) (SGACLs (Inherited)) ] :
T AN R b BAShET #
EINTHRWVWELOERE)

EErREYD
HIIRY o— (161 _—7)
< )72 Ea— (162 —)

. oA VT—a Yy
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TrustSec 7/34 XDERE .

TrustSec ¥~ b U v 7 ADFRTE (144 _X—)

TrustSec T/\ 1 A DETE

Cisco ISE “C TrustSec X7 /XA A5 DFER A IEET 5 121F, A5 D TrustSec ¥ 5T 73 A
A% Cisco ISE TEFR L TEBIMLERH Y £,

ATY 71 CiscolSEGUI T[A=z2— Menu) | 7A 2 (=) 27V v 7 LTEIRLET[T—Y 22— (Work
Centers) ]>[TrustSec] >[a >R—= > b (Components) |>[+Y FT—% T34 X (Network Devices) ]

ATy 72 BN (Add) 1227V 27 LET,
ATY T3 [Xv hT—2 T34 A (Network Devices) | &7 23 C, LERIEFREASLET,

AT Y T8 TrustSec XHHT NA AZFHET 572D [FE72 TrustSec 7% & (Advanced Trustsec Settings) | = > 7 AR >
J AT AT LET,

ATy F5 [%F (Submit) 127 VU v 27 LET,

00B TrustSec PAC

T _TD TrustSec v U —2 F 34 AT, EAP-FAST 7’12 h /LD —F & L T TrustSec PAC
PRI THWET, ZNiEEF=272RADIUS Y 2 f a2/ THEH &i, Z Z CTIZRADIUS
WHRED PAC TIEESNDNRTA—=ZNbElSnET, TNHDONRTA—=FD1D>ThH
HRAEMID IZIX, TrustSec * hU—2 T34 XD, DF DT /34 A D PMREFINLET,

T34 A8 TrustSec PAC Z il L TP & BHA . CiscoISE TEDT A AFITRE SN
TWATRA AID &, PAC OREMIID A —EF L T\ ARWEE, FREEICKI L £,

—HBD TrustSec 7 731 A (Cisco ASA 7 7 A 7 U +—/L72 &) TILEAP-FAST 7’1 b =L %
R—=FLTWEFA, LN -T, CiscoISE TIXZNH DT /3A A% EAP-FAST #/r L7=
TrustSec PAC T7'rbE Y g =7 T&EHA, P VIZ, TrustSec PAC X Cisco ISE | THA L
S, FEITT A R Cat—anEd, TOD, ZhET 7 b4 773 K (O0B) TrustSec
PAC B EFFOVE T,

CiscoISE TPAC 24T 5 &, BB —TCHBILINTZPAC 7 7 A VRAERINE T,
T, RONFIZOWTHALET,

[%X%E (Settings) ] EIEH 5 D TrustSec PAC D 4 X
[B%7E (Settings) ] ({25 TrustSec PAC 24 CTX £,

ATYF1 CiscolSEGUI T[A==2— (Menu) |7 A 2> (=) 27V v7 LTERLET[EE (Adminigration) ]>
[ RT L (System) | >[E&7E (Settings) |,
ATw T2 EMO [%E (Settings) |7 —ar ~XofrD[7Fa hai (Protocols) 127 U v 7 LET,

oA VT—a Yy
I



tsrvF—vay |
. [y FT—% T34 X (Network Devices) ] EEA 5D TrustSec PAC DA RL

AT w73 [EAP-FAST] > [PAC D4R (Generate PAC) | Zi&IR L £,
AT w4 TrustSec PAC 4K L £,

[y FT—% 7,84 X (Network Devices) ] EIE A 5D TrustSec PAC D 4 ik
[*r> hU—27 534 A (Network Devices) ] /> 5 TrustSec PAC #4A K T £,

AT Y71 CiscolSEGUI T[A=z2— Memu) | 7A 2 (=) 27V 7 LTEIRLET[T—Y 22— (Work
Centers) ]>[TrustSec] >[3 > R—+ > b (Components) |>[F*v kT—%5 F/34 X (Network Devices) ]

ATw 72 1B (Add) 1227V v 7 LEd, [y hU—27 F/34 2 (Network Devices) | T EZF— g (D
TIary TAaryng HHT N AOEM (Addnew device) 1227V v/ 3T5Z L TEXET,
RT9 T3 FBT A RAEBMTH5E1E, T AL EANTILET,

AT T4 TrustSec T /34 A&FRET H T2 [EE 72 TrustSec % & (Advanced Trustsec Settings) | F = v 7 R v 7 &
EAACLET,

AT9 75 [TV hA7 /3K (O0OB) TrustSec PAC (Out of Band (OOB) TrustSec PAC) 1#~7 &7 > 2 > C, [PAC D
ER% (Generate PAC) 1% 7 Vv 7 LET,

ATV 6 ROFEMFHEEZANLET,
* [PAC f7#5¢ Al REIRF[A] (PAC Time to Live) |—H ., #, A, BXOFEOHMTEEZAILET, T 7 +/L
MEWE 14T, RAMEIX 1 B, RKMEIE 10 42T,

o [ 5 bx— (Encryption Key) 5% —2 AN LET, F—DEIIL8~ 256 LFITHMLEND
DET, =TT V77 _Xy NORILFEIT/NLT, BT, FHREEETOMAEDEEELZ &
MTEET,

WEX—%2MH LT, EREND 77410 PAC BEEILENET, ZDOXF—|T. F/51 AT PAC
T ANEE BT HIHERICBHEASNET, LER-T, B THEATE 5 X 5 ICEBENE S F—
PRIELTBL ZE2HEEL £9,

[ID (Identity) ] 7 « —/V KiX TrustSec * v NV —2 TNAZADT A AID &R L, ZO7 4 —)L K
\Z1X EAP-FAST 7' &2 h 2 /LZ Lo TRIGMNID et s E 3, ZZICAN L7 ID TFHIR R > B

T — 2 TR AONERLR—T D [TrustSec] £ 7 ¥ a V TERSNTZT A ZID & —F LARWEA, 72
AEITRE L £

ANHIBRIL. PAC f6e FIRERF R RS W CRMR SV E T,

ATwF7T [PAC DA% (Generate PAC) %2727 U 27 LET,

[y kD—% T84 X 1) X+ (Network Devices List) ] EmE A 5 @) TrustSec PAC D & X

[y hU—2 T34 &2 J Ak (Network Devices list) ] i[> 5 TrustSec PAC Z % CT& %
7

. oA VT—a Yy



| €94v5—vay

[Fyva ush) 185> [

ATYT1 CiscolSEGUI T[A=z2— (Menu) |74 2> (=) 27V v 7 LCGERLET [T—UE2F— (Work
Centers) ] >[TrustSec] >[a >7R—+ > k (Components) ]>[Rv bT—%2 T/34 X (Network Devices) ]

AT9FT2 [*v hU—2 T34 & (Network Devices) | %7 U v 7 LE7,

AT 9 T3 TrustSec PAC 24K T DT A ADBEICH DT = v 7R v 7 Az A2 L, [PAC DL (Generate PAC) ]
Vv LET,

ATy T4 74—V FTiEMA R L £,
AT v F5 [PAC DA% (Generate PAC) %27 U v 27 LET,

[Ty a (Push) 17R% >

HARY =D [ v = (Push) |47V 3 0% CoA M ARMHA L 9, Zo@%nik, Cisco
ISENLOM AR U —REEBIZETLIHH %2, 7272 HIZERT 5D L9 TrustSec 77341 Al
B2 ET,

Cisco TrustSec AAA H—/\— DL FE

AAA H— 3—1 X FNAIZ, Cisco Trustsec BH NI 72> TU D CiscoISE —3—D U & F & 5%
TET 5 & Cisco TrustSec 7 /3 ZADIIEN, ZNHDOYF —R—D N TR L THETEN

9, [y a (Push) 227V v r35E, ZDUANNOH LI —s3—2 TrustSec 7 /3
ARZH T — RENET, Cisco TrustSec 7 /341 AL, REERITTHEZIZ, ZDOU R
R 735 Cisco ISE — "=z IR L 97, PO — =N F 0 AR E /T e —IREBDOS
A Cisco TrustSec 7 /34 AXZ DY A MIHDBIOEED Y — —IZxt L TT A AHEE
FEECEET, T 74/ NTiX. 7741 <V CiscoISE % —/3—73 Cisco TrustSec AAA H—/3—
TY, K VAFHEEMED R Cisco TrustSec BREE 2 HE T 572012, LV £ < D Cisco ISE #—/3—

ERETDHILEBEIODLET,

\)

6=

CiscoISE 77+ ~ U PAN (%, Amazon Web Services (AWS) ® Amazon~ 3 A A—3 (AMI)
ENLCRESNTODEE, BEMOFIRIZE Y, RIERKBA R EIPT KL A%FF Cisco
TrustSec AAA H— 3— L L CHBIIZIBI S VE T, [TrustSec AAA $—/3— (TrustSec AAA
Servers) ]V 4> KU T, IELWEKR R ETP T FLUADEEMAZ A LT Cisco ISE J—/3—
ZBMMLET, WIS, BEISEMSNE—_"—DICH LT = v 7Ry 7 R&EF T L,
[HIF% (Delete) 1% 27 U > 2 LT, [TrustSec AAA H—/3— (TrustSec AAA Servers) |V 1 > F
UDDREY Y — S —ZHIBR L E T, AWS 4 L TR E S 47z Cisco ISE H— /S — DMz D
TiL, CiscolSE Y U —A31A A h—)LHA K [FFE] ® [lnstall Cisco ISE with Amazon Web
Services| DEAZZM L T ZIV,

ZDOR—UNZiE, BN ® Cisco TrustSec AAA Yr—/3— & L TERE L7z Cisco ISE H—/3—7
—EFoRINFET,

oA VT—a Yy .


https://www-author3.cisco.com/content/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/m_ISEaaS.html

tsrvF—vay |
B rustsec TS 5 —/1—

1R BHHEIIZ
WDR AT HFRITTHIE, A——FHEFELEF AT L2ERETHHIVNENHY £7,

ATYF1 CiscolSEGUI T[A=z2— Menu) | 7A 2 (=) 27V v 7 LTEIRLET[T—YE2F— (Work
Centers) ] >[TrustSec] >[a >/R—F > b (Components) ]>[TrustSec AAA H—/3— (TrustSec AAA
Servers) |

ATy 72 BN (Add) 1227V 27 LET,
ATy T3 B> TIEEASLET,

« [4A1 (Name) ]: 2D AAA H—/3—1U 2 NN Cisco ISE % —/3—|ZE| Y B CTH 4RI, = DARIIE,
Cisco ISE #—/"—DHEA G ERIp> T TENENERA,

o [FLH (Description) ] : {EE O,

* [IP] : AAA H—"— U 2 MZBEMT 5 Cisco ISE —"—D P 7 KL X,

« [A— Tk (Port) ]: Cisco TrustSec 7 /3A A &Y — = DBEMTOLNDLR— L, 77 4/L I 1812
bt:\—a—O

ATw T4 [EE (Submit) 1227V v LET,
ATYTE FREND [AAA —3— (AAAServers) | 74 RO T, [Fv¥ = (Push) %27 VU v 27 LET,

RDBERY
X2 VT4 IN—TERELET,

TrustSec HTTPS H—/\—

7 7 %V bk Tl, Cisco ISE #% RADIUS % fifi fH L T Cisco ISE & TrustSec NAD [ C TrustSec g
BT — 2 &AL, HTTPS 295 X 912 CiscoISE 2% ETE 7, Zhickv,
RADIUS LV @i CIE#EME2 = < 72 0 97, Cisco ISE 1%, REST API Zf# ] L C HTTP #xik %
FELET,

HTTPS 58I TR MEE T,
« HTTPS #—/3— & TrustSec X v h T —27 T /34 AR THR— F 9603 BFEVNTWD Z &,

*PSN IZHEET AT _RTOFR Yy U —F 534 A2 LD HTITPS —X—D 7 LT ¥ ¥ LR
—BTbhDHI L,

e VATADAA v F NP NA—T 716122, 1711 UBEEETLTNS L,

HTTPS #5252 €3 2 121%. ROFNEEZFEITLET,

1L KXy NT—TF A ATHITP 7 7 A MEXREZBEINIL, Z LTy L Z2BERLE
7,

. oA VT—a Yy



| t9rv7—vay
Cisco ISE TrustSec HTTPS +—/ \—~ st &4 —i—niem [

2. Cisco ISE T, [TrustSec D 2fi%5% & (General TrustSec Settings) ] C[Ry h T —27 F /34 X
® TrustSec REST APl #h—E 2] &2 L £,

3. CiscoISE T, % PSNDO R T —7 T34 AEF % HE L. [HTTP REST API Z A hiZ 3
% (Enable HTTP REST API) | Z A iZL. X NU—27F /34 2D HTTP —/3—~D
JVTUx NV EANTLET,

4. CiscoISE . [TrustSec]>[2 > AR —F > b (Components) ] D FTEFDFy hU—27F N
A A% TrustSec HTTPs $—/3—& L TBML £,

GE)  HTTPS IZxf L CERE L2/ — KA 1 DOADYATE, HTTPS FIZEE &AL TV 72u TrustSec
B — 3 —{3 [TrustSec #—~3— (TrustSec Servers) | UV A MIFRKrEINFEHA, BHAOMOT
T O TrustSec ¥fis / — N % HTTPS IR ET 2 M4 E R &V £79, HTTPS HIZ PSN ViR E &
LTV WS T1X RADIUS 2MEH &4, 97T Cisco ISE 23 Z @ TrustSec BRI DT T D
PSN /—R%ZU A KL%,

RXEMNSE T35 &, Cisco ISE I [TrustSec] > [* > U —2 734 X (Network Devices) ] C
TrustSec BREET — X I E SN TNDHH—"—D U X &R L ET,

TINY YT

TNy T TOERS ZAMILET, ZOREICLD, T XCTHERS N7 7 4 v 7 3u JIlH
BEhnEd, ul 7y A NDOAd— "= — REERET 272010, ZORENT 30 5Ll EAERhC
L7ZFFITLARWNWTLS7ZE,

BMOEANEHRE2 AN HITIX, [TrustSec] > [F%E (Settings) ]>[TrustSec D&M E (General
TrustSec Settings) ] @ [ v b7 —72 7 /34 A4 TrustSec REST API #—t A (TrustSec REST
API Service for Network Devices) | D FlZd 5 [ERNA B — FOARILZEH % (Include request
payload body) ] # A4 1C L E9, —#% TrustSec D% E

Cisco ISE TrustSec HTTPS H—/\—~AD N EH—/\— DB

HTTPS H—/3—U & NI 1 DL EDOSAERY — R—% B35 Z & T, HTTPS TrustSec —t
ADH— RRT U T RERTEET,
IR — R —1F, ROWT MDD TETr— RART P& L THRETE £,
+SSL A—=Af— Y
oty Ty 7T, AN Y — 3 —1%. TrustSec XIaAR Yy hU— 27 F A A2 Xk THH
WENTSSLEGD X —I % —32 3 ViRA v T, FIRZ, —"—[ZPSN / — K&
OMBEDSSL Yy arZHY L, *2y NT—7 T34 A LEED PSN / — KO T
HBEYVL—FTB57aFE LTHRELET, LB TN ——iF, FOIPT KL

A, FQDN, F73Z0W %Gt EELFRA M T 20BN 7, Z OiEET
Fy NI =T TNRARAZE S TEHENTOWDAIRLERH Y £,

oA VT—a Yy
I



tsrvF—vay |
B cisco ISE TrustSec HTTPS 4 —/ \—~ D51 854 —/ S —DsE M

S —/3—L PSN / — RO SSL & v ¥ a v OBA . Y —/X—([X PSN / — K25
DFREAFELEET L2LENRH Y 3, ZOFRHEOMENIE, 2O TEHN S L /&I
LT, SMBH—"—=DF o ZEAREOMIEIC/R YD 7,

¢ SSL /AR R JL—

Oty N7y T T, A — =X IP T R AT N, 2L LTHREL ., R v b
T — 27 T34 AL PSN / — R O@EZ @il S 57200 T, fRE L TN ——
CIXFERAENFE LW, Xy T —27F /34 AL PSN / — RO CiEHEDE1E
EHENLSHDOIMERDH Y 7,

F NI =27 F A ZFHNE— =D P T L AZEHALTSSL &y a &t
Bz, ZTOHMTPSN / — KRBT ZIEAEICIE, A — =D P 7 FLANRE
FNTWAHERSHY 9, ZhiE. VAN R — RiEAEFE 2 T2 =N~ LG ES
T HZ L TCHEATEET, 2= "—PILGEAEDSANT U & LT, #EDFQDN,
IP7 RLA, FHIIFOWFEBENTE £,

IR L72REAA 7 Y g VicBRZe <, A — =Ry b U — 7 T84 A BEEED PSN

J— R~OWE 217 O BRIEF I, ZOEROKGEZERTOILENH D 9, 2F0, Z0
BEDOTRNTCE, ZORy NT—=T T, R L ZDORTED PSN / — REIDOATIT O LERH

D E9,

IR&H HEIIC

WDHE AT e RITTHIE, A= —EHEELIFI AT LAEHE CHOIVLENHY £7,

AT97F1 CiscolSEGUI T[A==— (Menu) |74 2> (=) 27 Y v 7 L TERL EJ [Work Centers] > [TrustSec]
> [Components] > [TrustSec Servers] > [HTTPS Servers]

ATw T2 [HMY— =DM (Add External Server) |27V v 7 LE 7,
ATV T3 ROFEMEANTILET,
« [Name] : Cisco ISE HTTPS #—/N— U Z NMZIBHIT 2 ARV — S — D4 i,
* [Hostname (FQDN)] : SNt —/X— DR X R,
GE) SN —N—DHRA MG ETULIP T RLADEL L ARET 20BN TE £,

o [FLH (Description) ] : LR O,

* [Port] : Cisco TrustSec 7 /31 A L AR — A= DOI@EENTTHON DR — b,

* [IP Address] : Cisco ISE HTTPS #—/3— U X MZBMNT H4MBH——D IP 7 KL X,

AT 74 [Add Certificate] 7 V v 7 LE7,

IR — R =T — RRF U TREL X o TWlEEZ AT 5I12iE, SSLAEHERMLETY, L—
REFAEN S DEETF = —  DONEFICE> T, FFHERZ BN L E9,

AT 75 [Certificate name] 7 4 —/V RIZ£&HiZ AT LET,

. oA VT—a Yy



| t9rv7—vay
%274 s—To%z [

AT 76 [Certificate] 7 4 —/L RIZ SSLEEMEEZBML £, ZNEITIITE. 77 A LERMNT D0, 20 v
A= R DOREAEZ IO £ 7,

AT9 771 [Save] &7 Vv 7 LET,
BHI AT, ROA v —VEERIATa TRy 7 ARFRSNET,

There are TrustSec configuration changes that have not been notified to network devices. To notify

the relevant network devices about these changes, click the push button.

ATFv T8 [Fvi= (Push) |27V v LET,
BE TRy N =7 TR, R, ZILHDRELEFE I EHINET,

ZH T, CiscoISE HTTPS H—/ 38— 1 Z MY — R—RNERINDH LI F1,

tXalT4 JIL—TDETE

X2 VT I —7 (SG) Flidt®X=2V 74 Z—7 %7 (SGT) I, TrustSec ™ U o —
BETCHEASNDEETT, SCGTIE, X7y BMEHER Y NV —7 NEBEIT 25812 MINE
NET, 2oy M, BEFRY hT—ZIC Aoz & (Ah) I2x 7HiF s, (58
Fy NT—=I D & (W) 2 VRS ET,

SGT IXNER A2 FIETEREINETN, IP & SGT LD~ v B 7 HICSGT oAz T L T
BT EMNTEXET, CiscolSE IE. SGT DEKIFICTRELADEE L2 AX v S LET,

TrustSec v —E R T2 H D SGT M H LT, HJIHFIZ TrustSec AR Y — @A L £,
BHER—ZNVLTRORXR=UhoEX2 )T 4 INV—T 2R ETETET,

*CiscoISEGUI C[A==— (Menu) |74 2> (=) 27V v 7 LTERLET[T—Y
+ 24— (Work Centers) ]>[TrustSec] >[a v/R—+ > k (Components) 1>[tF )
T4 JI—7 (Security Groups) ]

* [E%%E (Configure) |>[#FHRE¥x2) T+ JIL—TDER (Create New Security Group) ]
OHIIRY 2 —R—=TU M5 EHE,

[7Fv¥ o (Push) |RZ U Z27 Y v 735 E #HEDSGT 2 HH L7142, BRIE CoA lH1 %
BIATE F4, ZDOBREE CoA BENTT X TOD TrustSec Rk FU—727 FNAL RTERE SN, R
Vo—/7—4% V7V yaBRERET DI L2 LET,

\}

GE)  [Fvi = (Push) £/ [EBH (Deploy) ]R¥ > ZHEEICMHAT L Z L3RS E T A,
~ MU w7 RAFETIT SGACL IZEFE N B 556 IROEHEMEZFATT DN, R H O RERH
PR OBEIN—ZRER LT,

oA VT—a Yy
I



wsAvF—vay |

B ciscosecotxau5s—ToEE

CiscoISE TOEX1Y T4 TIL—TDEE

ATiR S

YX2 VT 4 TN—T R R, . FRITHIBRT IR, Ry N EEEE TRV AT
LEHETHLLENDH Y £,

tXxa) T4 IL—TDEM

1.

[7—5 2% — (Work Centers) ]>[TrustSec] >[a >/R—= > k (Components) |>[t
T 49— (Security Groups) ] CiscoISEGUI CT[A==— (Menu) |7 A 2>
(=) 27V v 7 LTERIRLET,

GEM (Add) 127V vy 7 LTHHEX 2T 0 JA—T%BINLET,
X274 ZNV—TOAFTEHH (K7 ay) ZADLET,

Z ® SGT % Cisco ACI IZXMF %5 121%, [ACT (245 (Propagateto ACI) | F = v 7Ry
A A N LET, 0 SGTIZHE T 2% SXP ~ v B 7%, Cisco ACI 23 [Cisco ACI D%
& (Cisco ACI Settings) | ~X— 3 C#IN L7= VPN IZFTE L TV 5 5A 12D A Cisco ACI 12
Bk S ET,

ZOF T aNEXT T A0 b TIRENC > TWET,

ZTEEANNDLET, #7EIF, FEITAALEY, BEAERINA LI LIEYVRET
EET, ESCGTOHIPHAZ TR TEET, Tk, PORETETET, [—MXTrustSecDiX
7 (General TrustSec Settings) ]-X— ([7—2 24— (Work Centers) ] > [TrustSec] >
[EXTE (Settings) | >[—f&TrustSecE&E (General TrustSec Settings) ]) -

[PRAF (Save) 1227 VU v 7 LET,

XY T4 TN—TDHIR

FEEITELIISELETHERTOEX 2 5 0 70— 138 TE £ A, CiscolSE DIEREIZ~
VT ENDT 7N NI N—THHIBRTE EE A,

* BYOD
« AR
* TrustSec 7 /3 A A

. R

CiscoISE~DExX1 ) T4 JIL—TDA4 Vik—k

B o<V IER (CSV) 77 A& HEHALTCiscolSE / —RiZkx=2 T4 I —T%A
VIR— M T&EET, CiscolSEIltF2V T4 IN—T%A R — BRI, T 7 L—F
EEPFTHVENRHVET, RCY V=R XA T DA VR— M2 RFICETTEERA, T2&

. oA VT—a Yy
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CiscoISER 50 € %2y T« F—Tnxszx—+ [

ZIE, 20D ER DA VR— N T 7 ANDGRECEXF 2T 4 TN—T %A i R— N TEFE
A,

BHER—ZANLCSVT L FL— 22Xy o—RL, T b— MIEXF2UT 4 F—
T DFEHMAE ANTI L, CiscoISE XA »R— FA[REZ2 CSV 7 7 A NV E L TCT 7 L — M BRIFET
%iﬁ‘o

X2 T 4 L —FDA R — ., Cisco ISE TRAIDT T —NIAELT-HBHE. A v FR—
N TR REELETEET,

ATy T1 [T—5 28— (Work Centers) ]>[TrustSec] >[3 >HR—% > + (Components) |>[t¥aF« 4 IL—
7 (Security Groups) ] CiscoISEGUI T[A==— (Menu) |74 2 (=) #27 UV v 7 LGERLET,
AT T2 [AFR—1b (Import) 1227V w7 LET,

ATv T3 [BH Browse) |27 Vv 7 LT, Z2I9AT N TIT70VEFEITLTCNDLYATANS CSV 77 AV%E
BIRLET,

ATy T8 [IHIDOTT—TA 2 iR— %451 (Stop Import on First Error) | F = v 7R v 7 A& A2 LET,
ATY TS [ A=k (Import) 127V v7 LET,

CiscoISEM™LDtEXa) T4 JIL—TDITH AR—F

CiscoISE TREINT-EXF 2T 4 FA—F%2CSV 77 A NVER T AR—FL, ZhE
fEH L THID CiscoISE / — RICENODEXR 2 U T 4 FNA—T% A R— K TXFET,

ATYT1 [V—2 &% — (Work Centers) ]>[TrustSec]>[=2 > 7"—F> k (Components) ]>[tFx=UTF 4 7 )L—
7" (Security Groups) | Zi®&R L £7,

ATY T2 [ AKR—1F (Export) |27 U7 LET,
RT3 X2 VT4 IN—T52T ) ZAR— T 5HI20E, OWTRNEETTEET,

s I AR—= T HIN—TDORICHLTF =y IRy 7 A% AL, [T AR— b+ (Export) | >[#
RFEHEITH AR— bk (Export Selected) | Z#IR L £,

«[TH REBR—F (Export) 1>[F XTI RKR— bk (ExportAll) | Z&INL T, EFLINTTXTOE
X274 TN—TEhx 7 AR—-FLET,

AT T4 a—h)L ) —FF A7 |Zexportesv 7 7 A NVEHRIFELET,

IPSGT R AT 14vY IvESTDEM

IP-SGT AZT 4 w7 =7 &R LT, TrustSec T34 AL SXP RAA HE—Ehi-
FTET~Y B T HEBRTHDZENTEET, HILWIP-SGT AX T 4 v 7 ~ v B 7 aAER

oA VT—a Yy
I



tsrvF—vay |
B rseTx557cv0<vELTORM

THLEL, ZOE T ERITASXP RAAS TS RAEBRETEET, T/,
IPSSGT v v B F e~y B ) F—FICEMT 52 b T E T,

ATYT1 [T—2 &% — (Work Centers) ]>[TrustSec]>[= > 7R—* > k (Components) ]>[IP SGTAX T 1 v 7
< v ¥/ (IP SGT Static Mapping) JCisco ISEGUI T[A==— (Menu) ] 714 2> (=) #7 V7L
TERLET,

ATy 72 B (Add) 15227V v 7 LET,

ATV T3 FREND [HH New) [HHIKT, ey 7 XU UX NG [IPT RLA (IP Address) ] £721 [ A b

4 (Hostname) | ZEIR L, FOMD 7 1 —/L FITHISET A2 AT LET,
WOFNAD [SGT IZ@FIZ~ v B 7 (Map to SGT individually) | 47"V a > T, v v 7D SXP K
AAVERETEET, L, ZOFIAT[AA M (Hostname) ]I L7256, [SXP R A A 2k
{& (Sendto SXP Domain) | 7 4 —/V RIZIZT 7B ATEERHA, ROTFJETSXP NAA EBINT A
I, ZZ TP 7 KL A (IP Address) | ZiEIRTHMERH D F9°,

ATY T8 REO~y 7 IV—T5ERT 5581, [vy By Z—71ZBN (Add to a Mapping Group) | %
77U w27 LT, [wy By J—7 (Mapping Group) | Ku vy 7 X JANNOMLERT N—T %%
WLUETF,

ZDIPT RUA/RA MM Z SGTIZMNZ~ v B 73 5581, [SGTIZERIZ~ >~ v (Map to SGT
Individually) 1% 27 U > 27 LTUTZFETLET,

*[SGT] kr >y X URXRMpb SGT Z#INL £,

s KRy T XU LY RARNNLR Yy BT THTOORERy VT —7 IR LET,

¥y BT HEAT MDD DH SXP VPN 7 L—F a2 IR L £7,

Oy BT aRHT LT A AEEELET, TXTOTrustSec 7 /3 A, BRIy hU—
I TNRAR T N—T FRITBRSINTZR Y NU—7 TR Ry BT H#REATEET,

AT9 75 [Save] 7 Vv 7 LET,

IPSGT R AT 1 vY TvEVTDRERM

v B EBIML%, BB (Deploy) 147 ar2H LT, {EDRy hT—27 FN
42?:@7y8y7%%%bi¢0Vyeyﬁ%ffmﬁﬁbfmé%éf% ZNEPR
BNZAT O LERH Y FF, T3 ADREHAT — X AZMRT HITIX, [RT —F A &R
(Check Status) 1227V v 27 LET,

ATYT1 CiscolSEGUI T[A=z2— (Menu) | 742>y (=) 27UV v 7 LCGRIRLET [T—UE2F— (Work
Centers) ]>[TrustSec] >[a v7R—= > k (Components) | >[IPSGT RE2 T4 v oI vEYS (IPSGT
Static Mapping) ]

ATV 72 EHTLIY Y EL 7OEICH DT =y IRy 7 A A N LET, T XTOY vy B I ERT 56
X, —FLOFzv IRy 7 AL LET,

. oA VT—a Yy
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IPseT2 527+ w5 vwEvsnEm [

ATw 73 [JEE (Deploy) 1227V vZ7 LET,

F T D TrustSec 7 /31 AN [IPSGTAF T 1 v 7~ > 7O (Deploy IP SGT Static Mapping) ]V
YRUIZU A MSRET,

ATy T4 BRI~y B T OREREL 22T A A ET AN, AT N—=TORICH D F = IRy 7 A
A LET,

e TRTOFT N, ZAEBIRTAESIL. —FLOF v IRy 7 A %F 2 LET,
T ANE N T F T aEEALT, BEDT A AERELET,
o FONA ZAE(METIR LANEES T, BIR LT~y B 7 B39 _TO TrustSec 7 /31 A BB S E T,

CH LW BT ERBIT AT, AEBEIRTH L, LW v B T DORBEZITATRTOTA
A AWBISEIC L > TBIRENFET,

ATy 75 [JER (Deploy) 127V vZ7 LET, [JEBFE Deploy) | RZ %227 Vv r735L, Ly Itk oTC
R Z T HTRTDT AL ADY B IR EHINET,

B AT —% X (DeploymentStatus) |V 4 > RUIZ, TA AREHINDIAFE, =7 —D7=dIl (F
TAXT AN, ANBERRERTEDID) BHINDRNWT A AP RINET, BENETTHE, 207 1~
ROz, EFICEH SNIZT AL ZADOERHRE FHENRNT AL ADOENERRENET,

[IPSGTA X 7 ¢ v 7~ 7 (IPSGT Static Mapping) ]-X— D [ AT —H X Zfifgi8 (Check
Status) | A7V a rEHEMA LT, FFEDT NA ADRFE L IP 7 KL AZHEED R % SGT 3%
DU THENTVENE I DERBLET, 2O Ty avzlifidsl, Bitdor~ve 7
WoDT NA A, RO SCGTIZY Yy ELTINTHWDHIPT FLA, BEOFELTIP 7 FLAIC
EY B THENTWDEEDOSGTE RO 52 N TEEd, EBTT /A A 7 /L—7 FQDN,
RA NG, FT2XIPve 7 RLAPMEHSINDGETYH, [AT —H A% fE7 (Check Status) ]
FFvaryEERTEET, ATy VI EREATLENIC. Th b0~y B 7 ZHIBR
T o0, EREOHIHAZEE T LMLENH Y 7,

IPSGT #Hy~ » B2 7 CTIXIPV6 7 R LA Z M TE £97, SSH 7L SXP 2 LT, FF
EDFX Y NI =7 TNRARAEIER Y NT—F TARA AT N—FIZINHD~ v ¥ T %R
ETEET,

FQDN &R A MBMEA SN 585A . CiscolSElZ~ v B 7 Z R L CRAAT — % A %2 Rf
TAHEC, PANBIOPSN / — FNORGETAIP T FLAZBRERLET,

[—#%TrustSecD % (General TrustSec Settings) 1V 14 > KU D [[RA M DIP SGTAX T o4 v
7~ v B> (IP SGT Static Mapping of Hostnames) | 47> 2 > Z#H LT, DNS 7 =V |Z

FoTRESNDIPT FLAMIE SN D~y B T RERELET, ROFTT a0
TN ERNL X7,

*DNSZ =V (X5 TRENDHTRTHDIPT RLAIZH LTy BV 7 2ERT 5 (Create
mappings for all IP addresses returned by a DNS query) ,

oA VT—a Yy
I



tsrvF—vay |
B ciscolsSE~DIPSETREF 1 v o U ELTDA Lt— b

* DNSZ TV IZ X o TSN DHMYIDIPVAT KL 2B I ORYIOIPV6T KL ATk L TDOH
< ¥ 7 %EMT D (Create mappings only for the first IPv4 address and the first IPv6 address
returned by a DNS query) ,

CiscoISE~NDIPSGTR 2 T4 v IvETDA Vik— bk
CSVIZ7ANEHHALTCIPSGT v B 7% A ViR— FT&EET,

Flo, BEHER—ZNLNLCSVT 7L —heXura—RL, vy B TOFMEATIL,
CSV7Z7ANELTT 7L —FERELT, CiscolSEIZA Vi R— T B2 ENTEET,

AT9T1 CiscolSEGUI T[A==2— (Menu) | 7A 2> (=) #27 Vv 7 LGERLET [T—V 22— (Work
Centers) ] >[TrustSec] > [3 >7R—* > kb (Components) | >[IPSGT A2 T4 vHo<vEYS (IPSGT
Static Mapping) ]

ATF9 T2 [ A —=b (mport) 127V 7 LET,

ATFw T3 [B Browse) |27 Vv 7 LT, Z7I9AT LTIV EEITLTVDLY AT LNS CSV 77 A V%
IR L E9,

ATw 74 [Upload| 27 VU v 7 LET,

CiscoISENSDIPSGT R A2 T4 v IVvEITDIT Y AKR—

IPSGT~ v B> 7% CSV 7 7 A NVDERTZ I AR—FTXEST, ZOT77ANLEHEHL T,
NSOy BT EBID CiscoISE / — RIZA ViR— K TxE9,

ATYF1 [V—2 &% — (Work Centers) ]>[TrustSec]>[= > 7R—%> k (Components) ]>[IP SGTAX T 4 v 7
~ B (IP SGT Static Mapping) ]Cisco ISEGUI CT[A==— (Menu) |71 2> (=) 27V v7 L
TERLET,

ATV T2 RONTNNEFEITLET,

s LI AR— T HYYELTORIH DT = IRy 7 A AL, [27 AR —b (Export) |>[i#
EH (Selected) ] ZHEIN L F T,
o[22 AR — b (Export) [>[TXT (All) |Z&INL T, §_XTCOVyETHETT AR—FLET,

RATY T3 v—HhN— KT 4 A7IZ mappings.csv 7 7 A VERIFELET,
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seTvvery su—Joiem

SGTYvE>Y JIIL—TDEM

1R BRI
WDH AT ZEZITTHIZE, A——FHEEREF AT LERECTHIVNENDY £7°,

ATYT1 [IV—2 &% — (Work Centers) ]>[TrustSec]>[=2 > 7"—+ >  (Components) ]>[IPSGT AXT 4 v 7
~ v B> (IPSGT Static Mapping) ]>[7 /b — 7 E! (Manage Groups) [CiscoISEGUI C[A ==— (Menu) ]
TA4ary (=) 7Yy 7 LTGERLET,

ATy 72 BN (Add) 1227V 27 LET,

RFY T3 v oL TA—T DL EEAR AN LET,

ATYv T84 ROFIREFEITLET,
«[SGT] Ky 7&# 7 U R k)b SGT Zi3R L £,
s Ry XL VR NNLS BT EITORERY N —7 2B L E T,
vy BT EIEBRT AMENH D SXP VPN VL — T HEIR L ET,

VT EREATOLT AL AERELET, TXTD TrustSec 734 A, BRINT-Fy hT—7
FTNRA AT N—T FRITERENT -y T —7 TR AR U T ERRBIATE £,

ATw TS5 [fR1F (Save) 1227V v LET,

LT TN—TNBRIO~ T TA—TIZIPSGT v vy B V2B TE £,

T, vy BV BILOY v B ST EEREIIHIBRCE ST, vy BT ERIR

v BT TN—TERHTDHICE, FHT Ay S E Iy BT TA—T ORI
boF vl Ry A —0 &AHTTho, [WE (Bdi) 1227V y27 LET, v v BT
FllE~ oy BT T —TEHIRT AL, HIRTA2~v vy B EiEv oy BT Iu—T
DEIZH DT =y 7 Ry AZ~—7 T TG, [TH5 (Trash) [>[RINFE A (Selected) |
DA77 V7 LET, v~ v BT ZA—TREIREND E, DT N—TRNODIPSGT < v
U bHIRESET,

tXaYFqa FIL—TF7HERarraO—)L YR +LDIEM

1R BHHIIZ
WDRAY HFITTHIZE, A—N—FHEELEF AT L2ERETHHIVNENHY £7,

ATY 1 [T—9 22— (Work Centers) [>[TrustSec]>[a >7R—=+ > kb (Components) [>[EFa!) T4 IL—
JACL (Security Group ACLS) ]CiscoISEGUI C[A==2— (Menu) |74 2> (=) 27U v 7 LTk
WLETF,

ATv T2 B (Add) 1227V v 27 LCHMEX=2U T 4 7/ —7 ACL Z1ERk L £,

oA VT—a Yy
I



tsrvF—vay |

B cx205«s0—F7s€xavro—L Uz toEN

ATYT3 ROEHREATLET,

* [447i (Name) ]—SGACL D4 i

o [#B] (Description) ]—SGACL D& (&)

« [IP /23— = > (IP Version) —Z @ SGACL THAR—FEINDHIP N—T 3 ¢
e [IPv4]—IP N— 2 > 4 (IPvd) Y AR— hEShEd
s [IPV6]—IP X— = 6 (IPv6) Y AR— hSivET
« [JERR#& (Agnostic) —IPv4 & IPv6 D li 53R — kS E 4

e tX 2T 4 L —TACLORNK—T 7 E®ZA a2 a—L U XM (ACL) =<2 R, &RIZHZRL
iﬁ‘o
permit icmp
deny ip
ISE N i3 SGACL AJTOR BB SINEFA, A vF, V—&F TIEARL L NoexTT—7
CHEATED LI, ELVELZEFEICEH LTS ESW, T 740 hARY —% permitIP, permit
iplog, denyip, F7zlZdenyiplog & L TEETE £, TrustSec * v NV —27 T4 ATlX, 774
R RY S —FEEEELORY S —DORBITATIN L ET,
ZEZHIZSGACL D2 2Ol R LET, &6 BICH KM catch-all L —L NG ENTWET, &
WIOFITIE, & i7e catch-all L—/L & LTHEAE L, 2 ZBHOFITITFZHFATLET,
Permit Web SGACL

permit tcp dst eqg 80
permit tcp dst eqg 443
deny ip

Deny JumpHost Protocols

deny tcp dst eq 23
deny tcp dst eq 23
deny tcp dst eqg 3389
permit ip

WDFIZ, 10S, I0SXE, NSOS AL —7F 1 7 v A7 LD SGACL DL Z R L ET,

SGACL CLI &~ ACE 10S. I0S XE. NX0S THEDHEX

config acl deny, exit, no, permit

(SR ahp, eigrp. gre. icmp. igmp. ip. nos. ospf,
o~ pep. pim, tcp. udp

deny tcp dst, log, src

deny tcp src

deny tcp dst

. oA VT—a Yy
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O N |

SGACL CLI & ACE 10S. 10SXE. NX0S THHBEDEX

deny tcp dst eq #iPHIZ 0 ~ 65535
deny tcp src eq

deny udp Dst, log. src
deny udp src

deny udp dest

deny tcp dst eq www #iPHIL 0 ~ 65535

deny tcp src eq www

GE)

Hypens (3—H DL A aDAA v FTEHART SN TWEEA, LR 5 T, permit dst eg
32767-65535 lEAENTIEH U £H Ay permit dst eq range 32767 65535 2 L £, —%B
D Cisco A v FTlX, 2~y FELIZ eq 2 ZDLORENRHY A, LTER->T, £
5D AA v FTlE permit dst eq 32767-65535 1X M) T, >V (T, permit dst 32767-65535
¥ 7213 permit dst range 32767 65535 ZfEH L £ 3,

ATy T4 [y = (Push) 1227V v LET,
[7v ¥ = (Push) | A7 v a L CoAdmZERAMA L ET, ZDilEIE, CiscolSE D DX ELLIZEET 5
HF a2 -7 HICERT 5 X 9 TrustSec T34 AR R F T,

\)

6=

Cisco ISE CIXR D FRIER A SGACL ZEH L ET : #FFA 1P, #FHIP 7, ELIP, £7-
A IP 27, 25O SGACL T GUI £721X ERS API # i fi4 2 &, TrustSec ~ h U v 7
AZRBETETET, TNHOSGACLIZGUIDEF= T  ZV—7 ACL U A FDR—VIC
KRS FEE AN, ERS API ZfEH L THIH FIEE7 SGACL (ERS getAll FEOM L) &K T

L EFIRESNET,

HAR) o —

W17 —7 WZiX, #EIC SGT B L O%EME SGT ¥, TPRFBEADLDOLZE I THRWVWL DL Hb
TV ARANENET, £, ZOXR=U T, M7 —TNETANZ ) T LUTREDRY
V—HRRTLHIER, IO VY T AN B ERETHIEHTEET, BEILSGT
MBSEHESCGTICEEL L9 &35 &, TrustSecxfnT /3 Ak, HAOKRY v —TEZSI LTV
% TrustSec 78 U 2 —IZ 33\ T SGACL #i#H L 97, CiscoISE (ZRY v —%Ek L7 rt
Taz=r T LET,

TrustSec 7~ U & — DAERRIZ LB 72 FEARWIESE 7 1 » 7 Th % SGT 38 L N SGACL Z 1Bk L 7-1%
12, SGACL %#iE{E75C SGT B LU SGT IZEI W U THZ LTk T, D DEHRZE RN
TEET,
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tsrvF—vay |
B osexvy—ca-

(578 SGT & %65 SGT DENZENDFMAE LN, HAOKRY v—Dv /iy £,

CiscoISEGUI T[A==— (Menu) ] 714 2> (=) 27V v/ L GRRLET [7—9 >
22— (Work Centers) ]>[TrustSec] >[TrustSec/R!) — (TrustSec Policy) 1> [HHEAKRY o —
(EgressPolicy) |1 DIBIZEIRLET,

ENENRIRD 3 ODOFETHIRY —%2 KR TEET,
cEEFEILYY — Ea—
. ;@%“/ U — B a—

e~ NI A Ea—

EETY)—Ea—

EEILY VU — B a—2iE, SR CHBESNZHETL SGT O ¥ 2 —0 410 72/ N /-IRRET
ForINFET, EEI0SCT # BT 5 &, BN L7ZE7C SGT IZBET 2T X TOFEHRMNE
ENTWNET —T N E2RRTEET, ZTOE2—I21E, 58 SCGTIZ~v vy B 7SN T 5Hik
EIESGT DANE RIS NET, FFEDREEITLSGT BT H &, ZOREEFEILSGTIC~ v BV
T INTNDTRTO5S SGT & DxHETHHRY v— (SGACL) BT —7 /WIZFERSNE
7

—HED T 4=/ ROFEIZIZ, 32O Ky b (L) BFEREINET, 2, Bk E<o
BHRNAEENTWVWDLZLARLTWET, I—YILE23HORy b LICEL &, 7497
Ea— Ry 77 v 1050 OFRNFRRINET, — Y% SGT 4 £721X SGACL 4 D |
WS &, VA4 w7 Ba— Ry 77 vy 7RE, ZORED SGT £721% SGACL DNFNFE
REINFET,

BEY!)— Ear—

S5 U — B o —{ZiX, R TRk S 7256858 SGT O ¥ o —03 1 0 7o 72 E 7 IRIETRR
SNFEd, %65 SGT BT 5 &, IR L7565 SGT IZEE# T 5T R CoEHRN & EN-W
W7 —TNEFRRTEET, 2O 2—I121F, EFELSGTIZY Yy B 7 STV H%E5E SGT
DHNRRINET, FFEDLI SGT ZEHT 5L, 2035k SGTIZv vy B 7InTn5
TR TCOREREIC SGT ERET DR Y v— (SGACL) BNEIREINET,

—H D7 4=V FORIZIZ, 32O Ky b (L) BDERINET, ZhE, Bk <o
RN EENTWVWDLZLEEARLTWET, I—YILE23HORy hOLICEL &, 7497
Ea— Ry 77 v I OEFERNFRINET, I— Y% SGT 4 £7213 SGACL 4 D E
WELS &L 74 v 7 Ea— Ry 77T v 7 NHE, ZORED SGT £7-1% SGACL DNENFER
IRENET,

ThrJHOREa1—

HARY O —D~v ) 7 22—, A7y Ro— hMIITWET, 22225080 H
D\i‘é—o
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ztyszea— |

o SEETTH—EEEN T TR TOEETSCGT N Y A RSN ET,
o SEACHEI— KRN IZ TN T O SGT Y XA F & E T,

EETESGT E%E5E SGT D~y B 7R, B L L TGRENET, BEAICTF—EZREENTH
HYA . SIS T AEEICSGT L565E SGTRIIC~Y vy B I Rb AL WH Z it ET, < b
VY72 Ea2a—2iZ2200F A4 TOEBLEHY £3,

e BT ENTENL—EETLSGT & 585ESGT DT 3, EFFHT EN7ZSGACLDO & v~
MZBEM T B, FED AT —F AT > TWDEE.

e vy U ENTWARWEIL—EETE SGT &555E SGT DT 2%, SGACL |ZBHEfHT &
NTHRL ., BEDAT —H AT o> TS,

HAARY >— B cid, 2415750 SGT, %656 SGT, Hf&MI72 catch-all L— /L3 1 DD U A | &
LT SGACL O FIZH o~ TREI LI TR RSNET, FfEHI72 catch-all /L—/Uid, [72 L
(None) JIZHESN TV AEAICIIRREINEEA, ~ NI 7 ARNDOZED /L, ~ v E Y
JENTHWARWELERLET,

HAAR) =D~ ) 7 A 2—TlE, ~h V7 A%EA7a— )L LTHEROELDE Y &R
IRTEET, 79U R~ NI AT —4LRe—Elzn—RFT52L1dbY EHA, 77U
Pix, 2= —BA7 0 — LV LEERICBA SN T — XV — " — 28R LET, ZHick
D, AEV DA —N"—=Ta— RT3 —<v ZAORENERES NV E T,

[FR (View) ] Ry 7H Yy YR M CROA T a v 2FALT, ~h) v 7 X Ba—%
EETEET,

* [SGACL4 & V) Tffi 5% € (Condensed with SGACL names) | —Z DA 7 g v ZiRINT 5
L. EORMTIERRITR Y . SGACL AN ERENET,

« [SGACL4 72 L CHii 5% & (Condensed without SGACL names) ]—22D ¥ /WEIELERIZ A

. SGACL &I ENMZERENEFHA, 2O a2—F, LVEL D ) v 7 X L%
FRL, o, NE—UBLOTAay (BEADRAT—HR) ZEHALT, BALORNKEIX
BT DG E BRI TT,

* [SGACL4 &V T7 /v (Full with SGACL names) —Z DA /v a 2@ iR$ 5 & AflE
FO A =2 —F3IEFRITA Y . SGACL AN EMZE RS NET,

* [SGACL# 72 L C7 /b (Fullwithout SGACL names) | —Z DA 7 v a VARG H L, < b
Uy 7 ZNIRMEEET— FTRREN, SGACL AT/ RENETE A

ISETIE, WAZ L Ea2a—%ElL, ARIZMIT, RIFCEET, WAX L E2—%EKT D
WZIE, [ER (Show) ]> [ A K L E 2—OfEA (Create Custom View) ] DJEIZER L £,
Flo, Ea—0OFKRMFEEFEHLZY, REHAOE2—%2HBRTHZ b TEET,

[~ FU w7 A (Matrix) | E=—I%, [V/—A (Source) ] B2 —F L [EEI (Destination) ]
Ea—CdF U GUIEFEZF->TWET, 272L, ROBMERELEHET,

oA VT—a Yy .
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B <rvozo%xx

TRV ADRT
WILE =2 —@ [Rot (Dimension) | Ky 77X URXARNTIEL, v N7 ADRILEHRET H
ZENTEET,

HWAZL Ea—DER

4R HREIIC
RDZAT e FATTHITNE, A—"—BEHEELFI AT LERE THLLER DY £7,

ATy T [v ) v 7 A 2— (Matrix View) | X—Y T, [#/R (Show) | Ka vy 7 X7 URARME [ AKX A
v = —D1ERK (Create Custom View) | 47 a U &ERLF T,
ATY T2 [E2—DfFE (Bdit View) 1 XA T 7Ry 7 AT, ROFEMEHRZ AT LET,
s [E=—% (ViewName) —H A& L Ea—0D4FTZ AT LET,
s [EFEEF =2 VT 4 7 V—7 (Source Security Groups) ]—H A ¥ A B o —I|Z& D5 SGT & [Fr
(Show) JHRIEAR v 7 AZBENL £,

« [EIEJcB#E D Fsr  (Show Relevant for Destination) —[2%f57ct ¥ = U7 4 Z L —7DFKR (Source
Security Group Show) [#£357R v 7 ZADIBIRINEZ LEXZ LT, [EELEX 2V T4 7 —TDIEERR
(Source Security Group Hide) ]#5i5AR v 7 ANOTRTOHOZY M) 2 ab—7F 52Xk, ZOF=vs
Ry 7 AeA Nz LET, 200225 NI BRHDLIGA, T—XiFar—snd, 52y t—
UNRERINET,

(BRIt X=2 YT 4 7 /V—7 (Destination Security Groups) |—H A ¥ A ¥ =2 —IZ&®H D SGT % [Fr
(Show) |H#5i%kAR v 7 AIZBEILET,

s [(EEeBE DR (Show Relevant for Source) —[25E5t ¥ = VT 4 7 —7DFE7R (Source Security
Group Show) HRIER v 7 ANTORRNEZ LEX LT, KMExtF=2 T 4 7 V—TDIERR
(Source Security Group Hide) JHZEAR > 7 ZADFT X TCHOZ M) 2 ab—F512E, ZOF =y 7Ry
JAHEF N LET,

[(KRIZESTv MY wo 2% Y — T2 (SortMatrix By) [ —IROWTNNDOAT > a o EEIRLET,
« FENEF (Manual Order)
« % 7% (Tag Number)
* SGT4 (SGT Name)

AT9 73 [Save] &7 Vv 7 LET,

. oA VT—a Yy
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<rus iz |

< RO REE

X M) ATOHE

H—=INT< NI TR aryT U VEE KT v 73250, £REKEBIOEEARA Y v—/1
N—%EHALT, v~ NI 2ARNEBEICEXES, B2l v LIl v U TR =
VT UV BEREEREOF IR T v 7 TEET, REXB IO NN—03 L &I
LET, BAERERTLE, v V7 AE2—ICL> TEORNAVERET H1T (%558 SGT)
BEIOH T L (5645 SGT) FHRRSNET, BIRL BV OEE (XE70 SGT 8 L U%
e SGT) M~ hV 7 A avT U VHElo FIcERENET,

T b)Y ZATOEILDOER

~h U7 AE2—TREAZRIRTHI2E, Z408rE2 ) v 7 LET, BIRLZBARHO
BTHEREN, HEITT SGT BLU%ES SGT AR rENnEd, Brizb o EIZ U v s
L, FEEBOBLVERINT S Z LT, BAOBREMERETE 97, #EEL OB, ~
KN Z A a—TCEHFTINTHWETA, BLEXTAZY v 7 LT, BAOBREERELE
R

H AR o —0 SGACL DEETE
[ /178U > — (Egress Policy) 1" X—Y Ttx =217 4 /N —7 ACL ZEHBEEHRTE 7,

AT9 1 [T—2 & #%— (Work Centers) ]>[TrustSec] > [TrustSec7™ U >— (TrustSec Policy) 1> [H AR Y v —
(Egress Policy) ] DIEIZER L E 5,
ATw T2 [EELY Y —Ea— (Source Tree View) ] £721% [5655Y U —E =— (Destination Tree View) ] 3— )
5. [%E (Configure) [>[HrL\ X =V T 1 7 /—TACLOIERK (Create New Security Group ACL) ] %
HERLET,

AT T3 MERFEMEATI L, [XF (Submit) 227V v 7 LET,

J—9 JAEADERE

1R BRI
WDH AT ZFLTTHIIE, A——FHETHLILERNDH Y £,

ATYT1 [IV—2 ¥ — (WorkCenters) ]>[TrustSec]>[7%/E (Settings) |>[V—7 7Bt ADFEE (Work Process
Settings) ] DNAIZEIN L £7,

ATV T2 WOFT TS a DTN EERRLET,

s B—~ VU > 7 A (SingleMatrix) —TrustSec % NV —7 EOFTRTOT /A RZXLTHRY v—~
N w7 2% 1 DORERT DI, ZOF T v a VEBRIRLET,

oA VT—a Yy
I
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. [ kY w9 X&Ek (Matrices Listing) ] X—>

« ¥~ F U v 27 X (MultipleMatrices) —S EFIERTT VA TEEOR ) v —~ bV v 7 Z%/ERT
EHEOICLET, 26DV N v 7 AEMEH LT, SESERRy NT—7 TS AR DR
Vo—ZRTEET,

GE) < Uo7 ZFML L TWT, Ry NI =7 TARAL ZAE 1 OD% M v 7 ZAORITEN
WMTAHAZENTEET,

KR T BB AFEEBRBH B LOAT - f ~ h U w2 A (Production and Staging Matrices with Approval
Process) —7—7 70 —T— FEHANITHITE, ZOFTvarZ@RLET, =7 44 n—LE
FOKFHEE v — Ubéf%ﬂél_% FERLET, 2—P—F, NV —FHEIL—TF
FOA—=R—EHE N =T N OHFRTEET, 2—F =TT 4 ¥ n— LB LUOKRE R —/L
DO FIZHV Y THZ LIXTTEET A,

TTF 4 X FERIFRBEE - ANE D Y CONE2— T —DE S A=V T FLARRESNLTCNDZ L
PHRLET, BESNTWARWSE, U= 7u—Fav R CETHEFA—/LBHAR NS DL—
P—IZEFENERA,

J— 7 7u—F— REFMNITHE, =F 4 20— AREY Y TCon-a—W—Z, XF—I0 7
~ U I RAEER L, AT =V 7 R —FREHT LT A AR LT, KRB ITKREZ RO
HAT =V R —REEFETEET, KBEe—ADF Y ToN2—F =%, z7~y/7
RY—ZER L, BREKRELIIHEET L2 ENTEET, AT =07 KU —0NEKREIC
Lo THREN, KBRENTZHTOHR, AT—=V0 7R V—FBIN Lty hT—7 T84 R TR
B CX &7,

AT v 73 DEFCON < VU v 7 Z&{ERT 5854 1%, [DEFCON Z{fH9 % (Use DEFCONS) | F = v /Ry 7 A%
ZLET,

DEFCONS~ hU v 7 AlE, Fv hU—7 X2 U T 4 REOREFICHEIZBBEA CEDLAX L NA R
=< hU w7 ATT,

YETT 4 (BEKRE) LYV [EK (Critical) ], [#Z] (Severe) ]. [FEER) (Substantial) ], 35 KO [@EE
(Moderate) ] ® DEFCON « h VU v 7 AZA{ERCTE £,

DEFCON~ ~U v 7 ANT 7T 4 7D &, k79 2% DEFCONKR Y ¥ —239_T?D TrustSec 1+ bV —
7 TR AT SIEBEENE T, Xy hU—27 T34 25 DEFCON R U v —ZHIR4 5121%, FET
IF 4 TeA T a R FERTXET,

ATY T8 [Save] 7 Vv LET,

[Z k1) w9 XR&Ek (Matrices Listing) 1 R—

TrustSec RY v —~ kU » 7 AL DEFCON ~ h VU w7 AN [« b U v 7 Z&dEk (Matrices
Listing) | X— IZRr-INET, [V—7 &> ¥ — (Work Centers) ]>[TrustSec] > [TrustSec 7~
J 32— (TrustSec Policy) ]>[Hi777R U 2 — (Egress Policy) 1>[~ I VU v 7 245§k (Matrices
List) ]CiscoISEGUI T[A==2— (Menu) |7 2> (=) #7 Vv 7 L CGEIRLET &
WLET, B~ P v 7 RAZHVETOENTNDET NS AOKEHRTH EHTEET,

. oA VT—a Yy



| t9rv7—vay
[¥ k1JwH RZE% (Matrices Listing) ] XR— .

\)

GE) [~ MU v A%EE (Matrices Listing) | X—J%, B~~~ FU v 7 2 E—RFRFEHTHY |
DEFCON ~ kU w7 A A7 v a U GG 1ER RS EE A,

[~ b U > 27 Z%Ek (Matrices Listing) ] X— Y bHiX, IROZ EDITZET,
LW MU v 7 20BN
BEfFDO~ N v 7 ZAOfESE
v b w7 ZADHIBR
cBEAFD~ b Y v 7 2DHEH
e~ MU w7 A~0DNAD OFE|Y 4T
[NAD OE| D YT (AssignNADs) | A7 v a v &AL T, v~ v 7 AT NAD 2%|0) 4T
HZENTEET, FHTKRD LB TT,

1. [7\“/ T —2 T4 ZADE|) 24T (Assign Network Devices) |V 4> KU T, v kU vZ
CEIDYTEHRY NV TRAREBRLET, 74NV AT v a v BFEHL TRy
FU I TN AEBRRT HZLHTEET,

2. [¥hU w7 A Matrix) | Kay7Hor JRA ML, v~ b w7 23R LT, BEF
DFTRCO M) I RET TNV TIDO N w7 ANZDO R vy T XD ) X MNIER
SN,

TNAR %~ M) w7 RZHVY TS, [Fvya (Push) %27 U > 7 L, TrustSec DX E
BEEFXTHEY hT—7 TAAAL RZ@MLET,

[« bV w7 ZABGk (Matrices Listing) | — Y TEEZITH L E i3, ROAIZEELTLEX
AN

T 74N IO N v I AEfRE, HIBR, ARIEETLHZEIETEERA,

cHLOVT B Y o7 ZAEAERT BT, O~ b v 7 2B S 2 LR, BEfFO~ b
Vo7 AMBARY v—&abt—=F5Z LRTEET,

e hY v I AEHIBRTHE, TDO~ Y v 7 AIZE D B THNRTWVD NAD 2 HERYIC
TN bDO< M) w7 AZBEILET,

-%ﬁ@VFUy7X%ZH~T5&7FJ/72®38 RIERR S ETH, T30 2%
S-S~ b v RICHBIMICE D ST B EE A,

@ﬁVFJ/71%~FTi FTRTCOT A ARNYHEETT 74V D~ MY w7 A
WE LM THENET,

B~ N v AFE—RTIE, —#DSGACLA~ MU v 7 A THEINLZERNHY
F9, ZOEE, SGACLa VT VY aEETLHE, BAIZED SGACL NEEN TS
TRTCO MY v 7 RAHELET,

B~ N v AT, ATV I RNEITRO L XICAENICT L LT TEEE A

oA VT—a Yy
I



tsrvF—vay |
B rssecv sz o—s70—Foex

cBHBH~ P I RAET—FNLHE -~ ) v RE—RIETT DL, T XTONADMH
FFNCT 72V RO~ b v 7 AZE DY THILET,

« BITEA N7 5 TWAEAIL, DEFCON~ MU w7 2Z YT A Z LIZTEXEH A,

TrustSec ¥ A wH X J—4H 70— O+ X

~ MV ADU—7 7ua—iEIX, TXTORYy NT—27 T, AR v—%E AT SR
W2, TO M)V ADRT 7 ML (AT —V 7 < )y 7 AL HMEENET) 2FHL
T, THAADHIRENT Y PTHLWERY v —%2T A M TEET, EKBDOIZODRAT—Y
VIRV —EEEL, méhé& BIRLTZA Y NU—7 TR RAZAT =V 7 K
/H%%kfﬁiﬁo_®% XY, MG U T, T ADOHIR STz Y h~DFT L
WARY —DEA | I RE waéﬂwﬁm EWREATH) ZENTEET, RO—HDT
WA RETZFTRTCOT AL RZHR) U —%@A LRI TEET, AT—V 7R
VN TRTORy U= FTNRARZEAESND L, AT =V 7 < N w7 A3
EBf#~ b v 7 AL L TRETEET,

U—r7u—%F—REANNTIHE, =T 4 X a—ZE DS Conza—F—iF, A7—
Do~ ) RAEERL, ~ NV ANV ERECTEET, ATV T~ ) v AL
TrustSec %> M7 — 7 [ZHIEER SN TV A ERB@~ N v 7 2A0av—TF, =7 ¢ ¥
AT =T R =% REL, KROEDIZARBEIAT =V T R v—%kET5T
NA ABFIRTEES, HKF %m—w#ﬂ@éf%htn—% X, AT =V TR —%

Y ON %:k%% FEIIERT L ENTEET, ATV TR —RERBEICE-T
TR SN, FKRENTZHTOIR, AT T R V—%28R LRy U= T4 R
EETEET,

WORET, U—7 77— 7t R0 TiBH LET,

. oA VT—a Yy
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TrustSec ¥ ) wH R J—H 70— JO&R .

R8:<TrYyHRI—y 70— FOtR

Production
Matrix
I

Enable Workflow mode

&

Start editing the
Staging Matrix

Select the devices on
which you want to deploy
this staging policy

Submit the staging policy
for approval

Edit the Staging Matrix
(if required) and select . g
the next set of devices Deploy the staging policy on
the selected devices after the

staging policy is approved

Deploy the staging policy
on all network devices

Set the Staging Matrix as
the Production Matrix

Fv N —JEBFHF - —X, [V—2 7a—71rk A (Workflow Process) ]~X—3 T, =
T4 XBLOEREr—/MZE DY ToNa—F—2RIRTEET, [T—7 ¥ — (Work
Centers) ]>[TrustSec]>[FXE (Settings) ]1>[V—72 7 u—7rm& X (Workflow Process) ]Cisco
ISEGUI T[A==2— (Menu) ]| 7142 (=) 27V vy7 LTERLET DOIEITERL %
R

AT =V 7R = NBIRE NI T N, RTEA SN2 Tt SGT 8 X 'SGACL % itk
TEEHEAN, v NV 7 A BMIRETEET, REOESLVAR— FEHEHL T, £~
VoI RAERAT =V 7<) w7 ADENEZBITEET, £/, AT - ZWUEPIZZ
DEN~DELEZFTRT HITIE, B T[T (Delta) | TA 2% 7 07 LET,

WDOFRTIE, V—r 70 —DSFEIERBEMA2HH L ET,

oA VT—a Yy .
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B

AT =T 7 & mES (Staging in Edit)

TFUEINART =T < b v 7 ADHRE
ZRRETLHE, v~ M) v I RF ATV
ZARET (Staging in Edit) ]IRBEICRAT L £

T, ATV T N v AERELED

TF 4T L WAT =V R —%
BATDHTNA AEBRTEET,

AT =T OAEFEFD  (Staging Awaiting
Approval)

vh)/7x®ﬁ$% TT 4 A IERERR &
Uﬁ(u ;PKX j'éf_ mu% 1:7:"—“.‘/:/7
~ NV w7 REEE LiTo

KBDT=DICAT =V < ) v A%k
{nj“éﬁjﬂ? (N I‘T/fg I3 &:%{%éﬂé
BT A=A NEBINTEET,

KBE L, AT =V 7 R —EWRL
FREARBENIHEETH LN TE iﬂ‘
7?&;. EL, BIRLTRy hU—7 T4 R L

BEDEFVAR— FNERRTEET, FRD
%i}dit TSRS, KERE LT ¢ X2k
FEhsE %%%/1/ A RNEBINTEE
R

TFAFEAT VLT B = REDH
bU—2 FAq RCBEASATORITIE
WY 7 ZA R EF Y AL TEERT,

Ji BA D KGR IS 4 (Deploy Approved)

HKRENERZ KRBT DL, AT =V T~
N w7 23 BB OAGREUS K & (Deploy

Approved) DIREBIZBATL £9, ZURBEL S
N=Ha, ~ b w7 RX[ AT =V T &R
£ (Staging in Edit) REEICE SNVE T,

ITT 4RI AT =TT R =R
Ko THKRBENTZHETOR, AT —V T T
Vy—%@N LRy NT—2 T8 A |2E
ATEET,

. oA VT—a Yy
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B

—HBER P A (Partially deployed)

AT =7 = MU w7 AR L T2T 3
ACER SN H, ~ b Y v 7 AT [EERA
# 7 (Partially deployed) JIRREIZRATL £,
<~ )T AL, AT—=V 7 R =T
RTORy NT—7 TARA R TEAIND F
T, [EBERAF A (Partially deployed) ] AT —
CDOEETT,

ZDOAT—U T, SGT B L NSGACL %
ETEFEHAN, v VT R BIVIIRETE
F9,

HATDORY L —=DEASILTVRNT /31 A
(AL TWRWT A ) 1E [Fy PT—
7 F A ADEA (Network Device
Deployment) |V 4 & RUIZA L U@ (4
Uy 7K CRRENET, ZORT—F A
(T BADESRRILD 2T —F 2 N—ITbHk
RENFET, T4 XIFINEDT A A%
BINL, SEIJERGAYF A 7 LVTHEH SN
TeTNA R %FT 5 X 5 IR E TR TE
7,

SERIZ R 2+ (Fully deployed)

EFROFEILZ, ATV R —n3gx
TOFRy NT—7 THRAL RZEHENDET
BOKSNEST, AT—Vv 7~ b w7 R
ETRTORy hU—7 T, AREERT D
BE. KBREIIAT VT~ ) v A%
FEBE~ ) v 7 AL L TRETEET,

FEB~ ) v I AEAT =V T < N
J ACEE MR I-%TIE, ERE~ Y v
ADLFIDON— g v~ a—L sy 73T
XN, Bl BB~ Y 7 AL LT
AT =V = N 7 AEFRET HANFER
i~ hY) 7 2ADab—2RELTBZ L%
BEIOLET,

[V—2 7ua— (Workflow) | Ky 7 & J R MIFERENDIA TV aid, V—27 70—
DORfgL 2 —P—nm—L (=7 ¢ X EITEKRE) ITEoTRRV T, ROKRIZ, =T 4 ¥
BLOKRBEICRRINDA=Za—F T a v ERLET,

oA VT—a Yy .
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J—4 70—0ikEE

ITARICRREIND

AZa1—

BEICRTINSGAZa—

AT =V T
(Staging in Edit)

e Xy NT—7F A ZADFE R (View
network devices)

o« FNAXDFE (View deltas)
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TrustSec ¥ My R J—4H o0— JFO+XR .

J—4 70—0ikEE

ITARICRREIND

AZa1—

ARBEICRTSNSAZa—

« Xy FT—7F N
A A DEIR
(Select network
devices)
WRDOAT v a3 P
[*y hU—27 F
INA ZDEN
(Network Device
Deployment) ]
74 RUTHEH
TEET,

« R LT A
A ADTKGRE
K (Request
approval for
selected

devices)

FRTD/
TANEY
T I A
Y
U A b DGR
LN
(Request

approval for
all/filtered

Staging list)

T RTD/
TANEY
7 ENTFE
BY R b
LR
(Request
approval for
all/filtered
Production

list)

T _TD/

TANHEY
TENTT N
A A DAGEE

oA VT—a Yy .
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vy Av7—vay |

J—4 70—0ikEE

IT4ZIZRREND

AZa1—

ARBEICRTSNSAZa—

K (Request
approval for
all/filtered

devices)

o BN L7227 /34 R
DAAGRER
(Request approval
for selected
devices)

AT = T DI

Approval)

ZE (Discard
staging)
« TIE DR
(View deltas)
AT =V ORI AGRERDF v | o READIKFE (Approve deploy)
% (Staging Awaitin /1 (Cancel
e s s BB OIEL  (Reject deploy)

approval request)

Iy RT—=IFN
A ADFR (View
network devices)

/PR R AZE NG
[Ry hT—2 F
A AP
(Network Device
Deployment) ]
V4 RO THEH
T&EET,

o AGRERD
o G %

(Cancel
approval

request)

o« TILH DFIR
(View deltas)

o Ry NI =TT ZADFER (View
network devices)

WDATarBN[Fy hT—7 T34
2PN (Network Device Deployment) ]
V4 RUTHEATEET,

« JEBA DGR (Approve deploy)

« JBBADIEL  (Reject deploy)

e FILAZDFR (View deltas)
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TrustSec ¥ My R J—4H o0— JFO+XR .

J—4 70—0ikEE

ITARICRREIND

AZa1—

ARBEICRTSNSAZa—

TR A« 2 BA D Y
5T (Approved - ready
to deploy)

« [BH (Deploy) ]

PRER DX
/L (Cancel
approval request)

« Xy hT—27F N
A ADFER (View
network devices)

WRDOFT >z R
[*y hU—2 F
XA ADEAN
(Network Device
Deployment) ]
U4 RU T
TEET,

o [FEfA
(Deploy) ]

o FKGREER D
vy

(Cancel
approval

request)

e FILH DFETR
(View deltas)

s BB OIET  (Reject deploy)

Xy U= F AL ADFKR (View
network devices)
WROATva B[Ry NT—2 T34
AP N (Network Device Deployment) ]
U4 RUTHERTEET,

« BBHOIES (Reject deploy)

o« T ILEZ DFR (View deltas)

oA VT—a Yy .
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J—4 70—0ikEE

ITARICRREIND

AZa1—

ARBEICRTSNSAZa—

— 0 B v 7
(Partially deployed)

e Xy NT—7F A ZADFE R (View
network devices)

o« FNAXDFE (View deltas)
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J—4 70—0ikEE

ITARICRREIND

AZa1—

ARBEICRTSNSAZa—

« Xy FT—7F N
A A DEIR
(Select network
devices)
WRDOAT v a3 P
[*y hU—27 F
INA ZDEN
(Network Device
Deployment) ]
74 RUTHEH
TEET,

« R LT A
A ADTKGRE
K (Request
approval for
selected

devices)

FRTD/
TANEY
T I A
Y
U A b DGR
LN
(Request

approval for
all/filtered

Staging list)

T RTD/
TANEY
7 ENTFE
BY R b
LR
(Request
approval for
all/filtered
Production

list)

T _TD/

TANHEY
TENTT N
A A DAGEE

oA VT—a Yy .
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J—4 70—0ikEE

ITARICRREIND

AZa1—

BEICRTINSGAZa—

K (Request
approval for
all/filtered

devices)

o BN L7227 /34 R
DIKGIELR
(Request approval
for selected
devices)

o« FILH DFR
(View deltas)

. oA VT—a Yy
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J—4 70—0ikEE

IT4ZIZRREND

AZa1—

ARBEICRTSNSAZa—

FERNT B 2 (Fully
deployed)

« FERRM & L CEAE (Set as production)

e Xy NT—=7 TR ZADFKR (View
network devices)

e FIHDFER (View deltas)
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« Xy hT—=7F N
A A DIEIR
(Select network
devices)

WROFT > a UH
kY hT—2 T
INA ZDEN
(Network Device
Deployment) ]
74 RUTHEH
TEET,

C IR L7
A ADTKGRE
K (Request
approval for
selected

devices)

FRTD/
TANEY
T I A
T
U A b DGR
LS
(Request

approval for
all/filtered

Staging list)

FRTO/
TANEY
7 ENTFER
BY R b
LR
(Request
approval for
all/filtered
Production

list)

T RTD/
T4NEY
7 &I TN
A A DG
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HAKRY o— T—T L L DRE .

J—H970—DRE | IT A4 RICRFREIND | RBBIZRRSINEAZ 21—
AZa1—

K (Request
approval for
all/filtered

devices)

s HIR L7727 /31 A
DIKGIELR
(Request approval
for selected
devices)

o« FILH DFR
(View deltas)

J— 7u— 47 a 0%, [BE7xY U —Ea— (Source Tree View) ] & [FEY UV —tE =2—
(Destination Tree View) ] T HFEHTEET,

TrustSec R Y v —D X a— K LAR—F ([V—72 & ¥ — (Work Centers) ]> [TrustSec] >
[LAR—F (Reports) ) ZfH LT, ATV U V/EBEIR) v—% X 70— RKLzT /A
ADY A NeRRTEET, TrustSec RV —DF o — Rk, AU — (SGT/SGACL) @
Fyra—RDHIZ, Xy NT—27 T34 R L - THEEINTZER EISEIC L - TEFS
Ntz R~ LET, V=27 78 —F— REANIL WL 5EE, BEREEB@H~ Y v 7 X
FLRIAT VT M) v T RACK LTI A N ZAEBTHZ ENTEET,

HARY)O—F—TIL EILDETE

HARY &

Cisco ISE TiZ, V— A NR—THRAFRER ST SERA T a V2R L T, BALEZRETE
F*9, CiscolISE TlE. BIR LA EE L SGT B LU SGT N~ v B &N/ L FR—T
HIHGEITIE, BV ERETEERA,

— IO YETDEM

[RY T — (Policy) | X—=Y B HARY —Dvy B 7 BAEZBINTEET,

ATY 1 [T—9 22— (Work Centers) ]>[TrustSec] > [TrustSec /K ') & — (TrustSec Policy) 1> [ AR o —
(EgressPolicy) ]CiscoISEGUI T[A==— (Memu) ] 742> (=) #7 V7 LTERLET,
RT9T2 v V7R BAEERTHICE, ROFIEEZFATLET,

xRV I AE2—=T, BAE7 ) v LTEIRLET,

cHXEILEY Y —Ea—BIU%EY ) —ta—T AT —7AHNOITOF =y IRy 7 RAeA il L
TEIRLET,

oA VT—a Yy .



tsrvF—vay |
B srtus—ozozs—+

ATv T3 HLn~y B w285 BN (Add) 1227V v 7 LET,
ATv T4 WOBERIZHOWCTHYIREZER L £,

« XfZEE X2V T 1 ZL—7 (Source Security Group)
sidetXa VT4 T —T
« A7 —H A (Status) . BX=VUT 1 Z/L—7 ACL (Security Group ACLs)

o B &7 catch-all /L'—/L (Final Catch All Rule)

AT9 75 [Save] &7 Vv 7 LET,

HARY) O—DITH REKR—+

ATYT1 [V—2 % — (Work Centers) ]CiscoISEGUI CT[A==2— (Menu) |74 2> (=) 27V v7 L #E
LU F 4 >[TrustSec] > [TrustSec 7~ U >— (TrustSec Policy) 1>[HH/7R U 2 — (Egress Policy) 1>[~ MU v
7 A (Matrix) ]>[=2 AHR— bk (Export) ] Zi&N L FJ,

ATFY T2 T AKR—=F LT 7ANMTZEDEL (SGACL BNEE SN TWRWEL) &0 55801, [E0k LV E
E % (Include Empty Cells) | = v 7 Ry 7 RAI~—7 2T ET,
DX T a U BENN o TWDLEAE, v M) v 7 ABERBT AR— N Ej, ZEOE/IE[SGACL]S
12 122 (Empty) | ¥—U—RKT~v—27 3NLET,

G¥) T AR— N EINTZT 7 AT 500000 B2 DITHREENTWVRWNWI & 2R L T &0,
Z ) TRWEES, =7 AR— FDNERWRT 587 H 0 £,

RATFYT3 ROFTT > a3 OWNTNNEEIRLFE T,

« [Local Disk|—a2 > B a—HX D —H )V RTA TIT 7 A NVETT AR— T H8/1E. 20473
VERIEBRLET,

«[UART MU (Repository) —VE—F URT MNIIZT7 7 A NVETT AFR—FTB5EEIT. 207
TarvEBIRLET,
Tr AN G AR—=FTHANZYRY N EARETDLERHY £3, VARY M 2RET DT,
[&# (Administration) ]>[A > 7 7F > A (Maintenance) |>[V AR hU (Repository) ] DIAIZERR L
FT, AR BIOEZIALT 7 EAMERRIR LAY P VIS TS Z L 2B LET,
WX —2H L T/ AR— N7 7 AV EK L TEET,
TrANBTERT D ENTEET, 77 A VAR 50 LFLUNTRIFIUIZRY £ A, 7731
FCIE, 77 ANAITBIEORFANE ENTWETN, A7 7 A VLANVE— | UARY b VIS
ET 2%, 774D EEEINET,

ATy T8 [ AR—] (Export) &2 YV v/ LET,

. oA VT—a Yy
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wny o—oq vt—+ |l

HARY) o—DA4 UR— bk

ATvT1

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

HWIRY > —%F 7 T4 TIERR L. CiscoISEIZA v AR—hTBHZENTEET, X2
T A ITN—T ZTOENBRLNGE, EX2V T 0 JV—TACL~ v B 7% 1 DT OERT
e, RN ZERHY T, bz, MRV v—% 4754 TIERK L. Cisco
ISEIZA v AR—=F 52 &Ik, FHEZEKTEET, 1A — M, CiscolSEIXCSV 7 7
ANDZ " Y EHAORY — < ) 7 RTENL, T—X 3 EEXLETA,

WDBE . HARY o—DA o B— MIEKRLET,
o EEICFE 72155 SGT BFAE L 72w
* SGACL 2MEE L 72

e E=H— AT —H AN, FDEMIOWT Cisco ISE THERTEINTWALDL B A

[V—2 &> % — (Work Centers) ]> [TrustSec]> [TrustSec 7~ U 2»— (TrustSec Policy) ]>[HIAR U o —
(EgressPolicy) ]1>[~ FVU v 27 X (Matrix) ]>[f > — b (Import) JCiscoISEGUI CT[A ==— (Menu) ]

TA4ary (=) 7Yy 7 LTGERLET,

[7 7 L— hDARK (Generate a Template) | %27 U > 7 LET,

[H7178 Y +— (Egress Policy) | X—Y b7 7 L—h (CSVZ7A/) #Xvua—KL, CSV 77

A MACROIEHREZATT L ET,

« %1270 SGT (Source SGT)

» 56.5% SGT (Destination SGT)

* SGACL

cE=H— AT —H A (%), BR), FiFT=4—%%)

AVHR—= TRV —THEFORY =N EEXIND LT IHEE. LT —& THFOT —
4% % & (Overwrite Existing DatawithNew Data) | = v 7 ARy 7 2% A2 LET, 228/ ( [Empty)
¥—U— RTv—7 iz, [SGACLIFIDEN) BA VR — RSN T 7 A MIEENTND & kT
5= hY w7 ZADOBNLOELEDORY) =Y EET,

A =T VAR =% AR— T DHBICERLE2ED DL, [ZEOENLE2ED D (Include Empty
Cells) | F=v 7Ry A%F N LET, dFMICONTIE, HARY —D=7 AFR— 1 (182—)
EHBLTIEEN,

[7 7 A VOFfRGE (Validate File) 1227 Y v 7 LT, 4 VR — &7z 7 7 A )V EfEEL £, Cisco ISE
I, 77 A NEA R— M DHENC CSV #iE, SGT 4. SGACL, BEL V7 7 A /L I A A& MFEL £,
T T —NRAE LTS EIT CiscolSE TA U AR— R ARV HT I, [RADOT T —TA »A— h&EIL (Stop
Import on First Error) | = v 7Ry 7 A% A LET,

[Import] #7 V v 7 L £ 7,

oA VT—a Yy .



tsrvF—vay |
B zrxus—oseTom:

AR > —D SGT DEETE

[(H717R U v— (Egress Policy) | "X—YTkXx 2 VT 4 V=T Z2EHBEIERTE T,

ATYF1 [T—9 22— (Work Centers) ] >[TrustSec] > [TrustSec /K ') & — (TrustSec Policy) 1> [ AR o —
(Egress Policy) ]CiscoISEGUI T[A==2— (Memu) | 7TA 2 (=) 27V v 7 L TERIRLE T,
ATw T2 [HEELY Y —E=2— (Source Tree View) ] £721% [565Y U —E =— (Destination Tree View) ] 3— )
5. [%7E (Configure) 1>[HT L\ Ex =2V T 4 7 /—T7DOVERK (Create New Security Group) ] Z B4R L %
R
ATY T3 MELRFEMAEAS L, [5F (Submit) 1227 VU v 7 LET,

E=-A—F—F

HARY =D [T TEE=F— (MonitorAll) |47 arzEHTLE, HOKRY —F%
EAT—HZALRERE ROV ) v TE=H—F— RIIEAETEET, (AR 2 — (egress
policy) 1"—Y D [T X TZE=4%— (MonitorAll) |F = vV Ry 7 A%A NI LT, +C
DENLVDOHIRY V—BEAT —H AT =H— F— RIEBELET, [TXCEE=HF—
(Monitor All) 1 F = 7Ry 7 AEFNITDHE, BEAT —ZANRRDOLIICEREESNE
D

« 25— X% AN 4% (Enabled) ] ThHEMIET=F—xt% L LTEMELETRN, AXT
HDLMDEIIZERTIINET,

« AT —H AN [HS) (Disabled) ] Tod 5 B/ITM b HELZIT A,

« AT —H AN [F=H— (Monitor) | THDHE/NIL, [T=F—*I% (Monitored) ] DF £
2720 9,

[TXTEZE=%— (Monitor All) | T = 7Ry I RAEFTIZTHE, LOREAT —H AT
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e IR Y —NEENDHBE. FBROKR) > —iF, BLrEAEORY —LZDH%ITH<
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WZBID N — L BIMLET, 2072 A& LT, TrustSec R Y ¥ —IZHERTXTDO/NL—/L %

fEfkCc&EET, V' NVE KTV T T K Fry /L, TAaEI VI THIETINGDIEF%
EHECTExFET, BEORMEZERT L L b TEETA, N —LIFSTEFELTLEEN,

A AS true 1272 B ERHI DL — I K - T, FMEDFRERNEKE Y £9°, WTFhor—L b —K L7728
BTN ML ARERAINET, TIHNLRA—AEFEL T, WTROL—LE—FK Lo T-
BEICT A AEAEIN S SGT 2fETE £,

ATy T8 [{RTF (Save) 127 Y v LT TrustSec 8N U > —Z{R1FL 7,
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U A OFH CoAdm AR LET, T, T XTO TrustSec R v MV —7 T34 ZITIEE S,
B 55 31 ZADZ D SGACL = 7 Y OEF NS N ET,

SGACL DARTETIZIP A=V a3 U EERE LTS, ZOERIDITEESINETA, ZD-H. SGACL 4
A& U A MOFEH CoA BAEZBETIMNEETHD A,
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2770, HARY > —THEHF D SGACL DARTEZIZIP N—V g VEAEET L2 &1k, F0 SGACL &
BUREANERINDZEEERTEZD, ZOEHETEDORNLOSE T SGT DAK ID WEFR I NLET,

RS —DEH CoABEHNDT7O—

WO, RY T —0D CoA D7 —%2 R LET,
11:7R') > —® CoABHED 7 O—

ISE CTS NAD
ISE Administrator
L | |
| Submil CTS I
1 Egress Policy data || Can contain multiple RBACL
| ardior SGACL Per Policy Update CTS Policies Col notificaion entties & muibple SGT l!lT.:'l':‘f'
s policy comman T spdate oo -pulicle I o nofify sbowd mutiple CTS
ERher an aulomatic. immediste | IR TDRCH < =N -S> I policy changes
push wpon submit or manual h' £18: SeCulRy-QroLD-Lage <8 ge-<gen-id=
push miflated by sdminisrator -
T I A Reques! | Response
i CyCi DR GNiry N e
—it T Col, notNCESon
Download SGT Matrix regues!
OR I
Download RBACL request I
I

SGT Matrix response

]

| oR

] RBACL response
]

I

200402

1. CiscoISE IZ, TrustSec >~ hU—7 T34 TR 2 —DEH CoA @MEXEFELET,
BENCIE, B SGACL 4 & DA ID, BILOEHED SGTE & Z DA ID AEEN
HZERHY £,

2. TNA A, B D SGACL 7 — ¥ BRSO SGT 77— 4 . FT2ILZE DM S TIHE T

i‘a‘o
3. % SGACL 7 —# HRF 721X SGT 7 — & FERIZHKFT 5 & T, CiscoISE X 57— 4
IR LET,

SGTY RV ADEHCOAADTO—

WO, SGT~ MU 7 ZDOHH CoA D7 a—% - LET,
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ISE CTS NAD
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L

| Submit CTS

1 Egress Policy data
I Par Policy Update SGT Matrix CoA notification
policy command=update-sgl
CEIECURTy-group-Lage <agD-<gen-id>

Either an aulomatic, immediase
push upon submit o manual h
push nitiadad by admnisirgtor

I
I
I
|
I
I

Download SGT Matrix request T
User-rame=8CTSRECUESTe I
csrbacksources ets<dst sgea{-<gon.ID>]|{vdvbwdvE)] |

I

] Download SGT Matrix response

cix aushonrs tima=

[ Ci sre-Catr s gyl s
(geniD>-<8 evE]-<RBACL names <gen-ID>

1. CiscoISE %, TrustSec % bV —2 T34 ZIZSGT ~ ~ U 7 ADFH CoA BMEZIEE L
F9, WEINZIX, SGTE &L AR ID NEENET,

2. TA AL, RO T OSEMNHT- SNTHAIC, SGT T — X TR TIGETE £,

SGTMNHAN—F A RAFTTZ Y RBRA Y FDOSGT THAEE, T3 AlE, FA N—
TNRAABIOZY RARA > FOSGTICHEET 22X e — KLU THREELET 3E
45 SGT)

CoABAMNDARID 23, Z D SGT AIZT /SA ANEEFL TWAAERID & B> T b,

200455

3. SGT F— X BRITHT AHIE T, Cisco ISE 1%, PHETE L U%EYE SGT. B/LD AT —F
R FOBNMIBEIINL TS SGACLALDIEFEY A el T X_RTOHAEBALDF — X
PIRLUET,

HAR) —hod, SGTT b1 v o XDOEF CoA DA

ATY 1 [T—9 22— (Work Centers) ] >[TrustSec] > [TrustSec /K ') & — (TrustSec Policy) 1> [HHAR! o —
(Egress Policy) ]Cisco ISEGUI T[A==2— (Menu) |74 2 (=) 7 Vv 7 LTEIRLET,

RATw T2 [HI1AR Y v — (Egress Policy) ] —YC, B/VONE (A7 —H A, SGACL) #EHLE7,

ATw T3 BEEEETLH L, FORALDFESE SGT DAERK ID NEE S ET,

ATV T4 EEOBHEVONBREET Li-t, [Fv¥ =2 (Push) |RZ %2270 v 7 LT, SGT~ hVU 7 ADHEH
CoABMZRIMA L E T, Zo@MmE, 3T TrustSec 1 v bV —7 T34 ZZkEfF S, BE$ 557
A ADENVONEOEFH MRS ET,
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TrustSec CoA DHEE .

TrustSec CoA DL E

W DFNZ, TrustSec CoA DRARZERTAESEFXEARTF VA, £ F VA THEAEN S CoA
DEAT, BLEOBEET A Ul X—=YOMELRLET,

% 17: TrustSec CoA DIFE

U R—o CoAZE b Hi—79 | b A=Kk CoAR AT EE %
HiRE
Xy hU—27 F | =T D TrustSec % b FEDFR Y T —
/XA A (Network |[TrustSec] =2 T—7 TR, A 7 TRA A
Device) v a TCORE | CIEFISEENT
TTL O H b b &
TrustSec AAA TrustSec AAA [TrustSec AAA B 4T D TrustSec
Y3 Y N—DLEH |3 Xy NU—2 F
(TrustSec AAA | (fER%. 5H7r. HI| (TrustSec AAA IS A
Server) B, NEFFZH) servers) | U A b
R=UD [T
= (Push) 17
A A
e, BEIhz
BRuET 2T
XFET,
X2 U7 7 |SGT DEE (fE |[SGT] Y A b ~— | B J-~_T P TrustSec

JL—7" (Security
Group)

He AN, I
)

O[Ty a
(Push) ] AR%Z
/DI A I
L. BREENIE
A7y aTE
7,

Fy hNT—27 F
INA A

NDAC R VU v—
(NDAC Policy)

NDACHR Y o —bd
B (TERk, &
. HIER)

[NDAC R Y v—
(NDAC policy) ]
R=TD [
= (Push) 178
Boul )y rd
HE, BESh
BEE T aT
TET,

b
o

T D TrustSec
Fy NT—27 F
INA A
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Ul R—3

CoAZ M) H—7
DiR1E

MUA—HE

CoA% AT

EIESE

il

SGACL

SGACL ACE D%
g

[SGACL] U % k
NR=TD [T
>z (Push) ]
P A A h
HE, BHEshiz
AT 2T
TET

RBACL 4 Hiiff &
U2 NOWEH

9T D TrustSec
Fy bU—2 F
INA R

SGACL &4 ¥ 7-1%
[PA—=T 3D
B

[SGACL] U % h
R=TD [
>z (Push) ]
& FE T
T—TNDRY
— o N
B I$
5HE, BfEshz
EHEE T 2T
ET,

HH SGT~ ~V
7 A

9~ T D TrustSec
Sy hO—27 F
INA R

HARY v—
(Egress Policy)

SGT ARk ID %
EHESLHF~TO
BelE

[HAARY v—
(egress policy) ]
NR=TD [T
= (Push) ]
ZrhI v IT
L& BEIh
EWaT > aT
xFET,

HH SGT~ ~ VU
7 2

F T D TrustSec
*y hU—2 F
XA A

tXa)Fo HI—TASTDxBTO O

tX¥a VT4 I—7F %7 (SGT) OxRH7m k= (SXP) 1%, TrustSec D/N— R =T
PR— DR NF Y NT—7 TN A SGT 2 BETH -0l E T, SXPIE, 5
SGT ®Hi Ak >y NT—2 TNAZANBRIDT NA AZIP T RLAL EHIZZY RABRA U RO
SGT ZHAET 7O SN ET, SXP Bk T 57 — XL, IP-SGT v v B> 7 LIE T
F9, =2 RRA 2 FBET D SGT IXEE 7 1XEICEI D B THZ EMNTE, SGT 1T+ v
NU—7 R —THEFELTHERATEET,

J— RTSXPH—EREARX—TMITHIZIE, [/ — FO—%E (General Node Settings) ]
R—=V T[SXPH—EADHZML (Enable SXPService) | F=v /Ry 7 A%t iz LET, £

72. SXPH—bERIMEHTHA v H—T oA ABRETIHIVLENHY 7,
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SXPIZF T AR—F 7 haybl LTTCP ZH LT, 2 00BN DOFR Y hT—2 T34
AN SXP it v b7 v 7 LET, 4 SXP Hicid, SXP At ——& LTHESHhZ
7L SXPY A S =L LTHEINZET RS F9, ETIENEFRE— R TRETDHI L
HTE, TOE—FRTIE, TNENRAE—h—L U AF—DMli & U THEL £1, BT
WTNDDOETIZL > TR TEETN, vy BV IERITFICAE =T —1b U 27—
‘BEnxd,

)

CE) By arvdORL T4 TIIFICT 74V EDSXP RAAL s ESnE7,

WOFRIZIE, SXPBRETHEHAIND AR HFEON O ERLTWET,

IP-SGT v v B> 7 SXP i A M L CAHIND SGT~V v B
~DIPT KL A,

SXP 7 /\A A THEHINT A TOY vy B
T (RET 4y v~y B TBIOkEy Vg
YRy BT EREE) EFRRTHITE [V
7 &% — (Work Centers) ]> [TrustSec] >
[SXP]> [+ TDOSXP~ v >~ (All SXP
Mappings) ] DIEIZER L £,

SXP At —H— SXPHi# %/ L CIP-SGT~ v B> V& E(ET
HET,

SXP U A F— SXP#iE A/ L CIP-SGT v v V' o V%5224
5t7o

Cisco ISE IZIBIN S 7= SXP BT T3 R & FRT HITIX, [V —7 B ¥ — (Work centers) ]
> [TrustSec] > [SXP] > [SXPT /XA A (SXP Devices) ]@IIE IR L ET,

)

CE) SXPH—vRIIAF KTy J—RTCEFTTLIZLA2HELET,

SXP r—ERZFHEHTHERIL, IROSITHERE LT E W,

ety alrR—20~v v 7T, EBENOTRTOSXP / — Ri&FE S, @7 SXP
RAAL DT RTOSXP VAT —IZEEFEEINET, SXPX—RAD~ v U7, BN
DFTRTHOSXP / — RifsfFSnEzHA, 2NHO~ Y B TIE, §TH ./ — KTk
2, vy BT EZEFELIZPSN D SXP U A F—LDOAIFEINET,

« SXP / — F&BEMIR L C, BEFORBICHBIRT 2L, £D/ — FIZH#ERINLTND
SXP T A AMBENGHIBRINE T, ZNHDT /A A, [SXPT/AL X (SXP
Devices) | 7V 4 > Fv ([7—2 24— (Work Centers) ] > [TrustSec] > [SXP] > [SXPT
IN{ R (SXPDevices) |) IZiEFERESNEH A, SXP / — REEBICHEE L2,
LT NA A FEITHBMNT2XLENRHY 3, 72720, SXP /— KD SXP H—E R
DEIHZ 72 > TODBEA, SXP 731 AFHIFRES N ER A,
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B s 71 zoem

¢ CiscoISEIZ. FMIUIPT RLAEZFSEHIMDOSXP vy a v AT 40T hYR—FL
TWEHR A,

*RADIUS 7D VT 4V TRFOHENGTEID HRIH6enL8DT v rT 407
W) A, T T AT EH ANy RIS Ry TENDAREMERH D . SXP 2
IP-SGT A T 4 VT HZETERNIENHY T,

cLIRTDONR—=2 9 VD ISEND T v 77 L — K L72%1%. SXP IZBEEAYICEEI L 8 A,
T o T L— REIZ, SXP/XAT—REEFL, SXP7ut A2 HEHNTIVNENHY £

7
SXP T /N1 AMEHN
188 BRI

RDBZAT 2 FATT HITNE, A—"—BEHEELFI AT LERETHLLER DY £,

ATYF1 [T—2 &% — (Work Centers) ]>[TrustSec] > [SXP]> [SXPT 73+ A (SXP Devices) | DJEIZER L F
R

ATv 72 B (Add) 1227V v7 LET,

RT9T3 THAALAOEMEAN LET,
*CSV 7 7 A NEHEH L TSXPT NA ZAZBIMTHIZIE, [CSVZ 7 A AN HT v 7 r— K (Upload from
aCSVfile) 1227V v 27 LET, CSVZ7ANESRLUTERL, [7v 72— (Upload) 127V v
& Lij‘o
F2, CSVT U7 L— Ty A NV EL T ra— LT, BNT57 34 208MEA L, CSVT 7
ANET vy 7T —RTHZEHTEET,
« % SXP T A ZADT NA ADFEMAE FEyCIBINIT A1, [H—7 /31 ADiB/ (AddSingle Device) ]
27V v LET,
BT FNAL ZADL4HET. IPT RV A, SXPa—/L (U R F—, A—H—, ) | "AT—FK
BAT SXPRN—V g, BEOEHRSNTWLPSNEZ AN LET, £72. BT T3 ARSI
TS SXP RAAL U HIFET HDHENRH Y £,

ATy 74 (EE) [T (Advanced Settings) (%27 U v 7 L, IROFEME AT LET,

o [/ANTFAEFR—/V KX A ~— (Minimum Acceptable Hold Timer) |—A E— 1 — NN EL R T 57
DX =TT IA7 Ayt —VZEETLHRMEZDEMTHEELET, HEOFMHIT 1 ~ 65534 TT,
[F—TTTFTATHA~<— (Keep Alive Timer) |—7 v 7T —F A v =X >THOBFHRI = 7 X
R—bENBWA o F =R =TT T4 T At —VDT 4 ANy F o I H—F 5701

A= —lCXo TR ET, HOFPHIL 0 ~ 64000 T,
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sxe kxqv 7onsnin [

ATw 75 [Save] 7 Vv 7 LET,

SXP KAAL Y T4 I)LAZDEM

SXP F A A THEEENTRTOS v EV Y (RET 4 v I~ B0y gy
v BT RED) ERRTEET, 2OV RUERERTHIZE, [A==2— Menu) 17
Aarv (=) 27V v L TEIR L %9 [Work Centers] > [TrustSec] > [SXP] > [All SXP
Mappings],

FITFILVETIEH, XY NT—I TR, ANGREE Ly yar~o 7%, T 740D
VPN 7' /v—"7 (default & FEIEIL D) ICDOHEEINET, SXP RAA 7 4 V& &VERLL T,
B2 SXP RAA Y (VPN) I~ v BT EEETEET,

Py NI =TT ZHAOEER Y U —7 BIEE I TWRWEE ., Cisco ISE 1TFED A
VT4 T ET 74 NORFER Y U —2 (DEFAULT VN EMEEN D) (28D ¥ TET,
SXP 7 4 /L% (Zi%, [DEFAULT VN| % [default] VPN (Z/b—F 4 /7¢5V\14Bw~/v75>&>
D E9,

Catalyst Center TH LUWMRARR » U — 27 BERR S L0y, (AER v MU — 27 {Eik ERS 2Rk %
Zf57 5 L. CiscoISE TH LW VPN BNER S v E T, 72 & 21X, Catalyst Center T VN1 23E
EADH &, CiscolSE TH LUVVPN (SDA VNI) ZMER S ET, 51T, HLWSXP 7 «
L L— L (VNI % SDA VNI (Z/b—F ¢ 7)) 7 Cisco ISE THIRIICIERR SALE T, VNI
MHDNA T 4 7 % SDA_VNLIZERET 25615, SDA_VNL ZZ4L 560D SXP 7 /31 A
Y THMERH Y £7,

BABR Y NI =V TFRRET 0 7 7 A NZEID Y THZ N TEET, FRAEEKR (Access-Request)
WG ANBID & Cisco ISE 1 SGT, A+ v bV —7 [ B LT VLAN OFFll &2 < DIE%E

(Access-Accept) IZIBIIL £, NAD [L% D% D accounting-start ° accounting-interim 7 £ D
ZHRT, UFIZART K 912 Cisco AV X7 L[ U SGT B L OMRAER v bV — 7 X5 5408
N ET,

* cisco-av-pair=cts:security-group-tag

* cisco-av-pair=cts:vn

)

GE)

j—o

CiscoISE3.0 LIfETIE, F v NU—T T NRA ZAEHEED SXP KA NZEDDHZ ENMTEE

SXP RAA L T4 NFEBINT DL, WOFNEEZFITLET,

1R BHHIIZ
WDE AT ZFITTHITIT, A—N—FHEE I AT LERETHLIVNENDH Y £7°,
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B srozsz

ATYT1 [V—2 & % — (WorkCenters) ]>[TrustSec]>[SXP]>[T TP SXP~ v 27 (AllSXP Mappings) ]Cisco
ISEGUI T[A==2— Menu) |7/ 2> (=) 27V vy 7 LTEIRLET,

RATY T2 [SXP RAA Y 74X DiBH (Add SXP Domain Filter) 1 %27 U v 27 LE T,
ATY 73 ROFNEEFEITLET,

e TRy FOFEMEANTLET, 2OV T Xy MEDIPT RLVAZFFOXR Y NT—7 T4 2D
tyvar <yt 7E, [SXP FAA > (SXPDomain) | 7 4 —/L R TEIRENTZSXP R A A
(VPN) [T ESNET,

*[SGT] ka7 H 7 URARMLSGTE#EIRLET, ZOSCGTIZHET Ay v a vy B 7T,
[SXP KA A > (SXPDomain) | 7 4 —/V RCTERENT= SXP KA A NZEEEINET,

TRy FESGT DM FEIEELIZGE., ZO7 4 NVZIC—ET o8y ar vy B 7, [SXP
KA A (SXP Domain) ] 7 4 —/L RTEIR L7 SXP RAA VTFEEINET,

*[VN] 74—V R TRy N2 ZELE T, ZORERy NUV—2IClET 28y v a v~y
v 7%, [SXP Domain] 7 4 —/L RTCTER I 72 SXP R A A NZEEINET,

BT EEETOIMLENDHD SXP FAA U EERLET,

ATy T4 [fR1F (Save) 1227 U w7 LET,

SXP RAA LV T4 NHEETHELITHIRT A Z LB TEET, 74X ZEHTDHITIE, [SXP
RAA Y 7 4% OEB (Manage SXP DomainFilter) %7 V v 7 L, BHT257 4 X ORE
DTz IRy 7 A4 2T, e (Bdit) 122V v7 LET, 74 FEHIRT
D2, BIBRT 27 A4 NVZORICH DT = 7Ry 7 A4 A2 LT, [Z&5 (Trash) [>[&
R (Selected) 15227V v 7 LET,

SXP D% TE

1R BHHIIZ
WDHR AT ZFITTHIZE, A—N—FHEELEF AT L2ERETHHIVNENHD £7°,

ATYF1 [V—2 &% — (Work Centers) ]>[TrustSec] > [i%/E (Settings) ]>[SXP i% /& (SXP Settings) ]Cisco ISE
GUI "C\\ [)( = a— (Menu) ] 7/]’ e N7 (E) %,)7 U “/7 LT@?RL/E‘@‘O

AT w72 [SXPEE (SXP Settings) | ~X— I IZHEAstiZ A LET,

[SXP /NA T 4 7 % PxGrid TABH (Publish SXP Bindings on PxGrid) | F = v 7K v 7 A% A4 72T 5
&L IPSGT v v B ZER y P U —2 TAL ARKIURES L EE A,

ATY T3 [{RFE (Save) |27 U w27 LET,
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YRR TFIUL—Lav YRS A VTSRS F ok CiscoSEDEG ]

SXP RENEHLEND L, SXP —EANFHEBHINET,

DRATFT)r—23 v MN)YODAVTTRES
2 F + & Cisco ISE O &4k

CiscoISE TlE, SGTHLUSXP v v B 7 HNEH= RiRA > 7 —7 (IEPG) . JMaf=
VY RRA " IN—7 (EEPG) , ATV =y arkv NI v I AT TANTS
F ¥ (Cisco ACI) D> KA > b (EP) REELRMATHZ ENTEET,

Cisco ISE I&, ISE T IEPG # A L CRAEJ 5 &AM 5EH D SGT 2 1Fpk7 % Z & T, Cisco
ACI RAA 36 TrustSec R A A ANZEET D37y baR—FLET, ZHbHDSGTIL,
Cisco ACLIZHE SNy RARA v e~y B 7 L, ISE TRE SXP ~ v B2 VA2 AER L
£9, SGTIX[Ex =2V T 4 Z/v—7 (Security Groups) | _X—IIZFRENET (FET

(Learned From) |7 « —/V RIZ [Cisco ACI] N A T2IRHE) , [T XTDOSXP~ L7 (All
SXP Mappings) | X—Y TSXP ¥y B 7 AR RTEET, 2D~y 7L, ([Cisco
ACI D% E (Cisco ACI Settings) 12— T) [RVU I —7 L —2 (PolicyPlane) 147> a >
HER I 4L, SXP 7 7341 A D [Cisco ACI D% E (Cisco ACI Settings) ] X— 3 Tax & L7z SXP K
AL B LTWAEAICOL, ACLICEESHET,

\}

GE)

YT TIEEHATE A,

FAEY HHSGT X, IP-SGT~v v B, v v B 77 N—7 BILOSXPr—h/l~ vt

X2 VT 4 TA—TEBMNMT BEITIE. [ACLIZ{EE (Propagateto ACI) |4 7T a v &=
LT, SGT % Cisco ACLIZEETDMERH LN E I MERETEET, 2047 varvirfg
Mt BHE. O SGTIZREHET S SXP ~ v B2 78 Cisco ACLICEHEENET, 72720,

([Cisco ACI DX TE (Cisco ACI Settings) ]X—C) [KR VU —F L —2 (Policy Plane) |14~
v UINEIR S, SXP T3 A [Cisco ACI DF%E  (Cisco ACI Settings) ] ~X— Y TRE L
72 SXP KA A TR L TV AIEAIZOAIT, Cisco ACIIZIEF SN E T,

Cisco ACI IZ SGT %Al L TREd#E 35 EEPG #1ER9 5 Z & T, TrustSec K XA M5 Cisco
ACI RAAL VNZIEEESND X7y FaEYAR— K LEJ, Cisco ACI I, Cisco ISE 725 @ SXP
<~y B TIZHASWTEBEPG TH 7 Xy FEERRKLET, ZHDH 7 xRy M, ®bT 5
SXP ~ v B2 Z"M Cisco ISE THIBR SN D & &2, Cisco ACI B HIBRE SN EH A,

IEPG 73 Cisco ACI THHF &I D &, % d D SGT iR EM Cisco ISE THH SN ET, SGT
Cisco ISE IZIBM &5 &, Hr LU EEPG 78 Cisco ACIIZVERR SV E T, SGT KBRS 5 &,
*%titad % EEPG %8 Cisco ACI THIBRS#LE T, =2 FARA > b2 Cisco ACI THEHFTIND &
KD SXP < » B 71X Cisco ISE THHF SN FE T,

Cisco ACI #—/S— & DA KNS & | B/ FIfesr S41% & S0, Cisco ISE [XFFUTF —
4 % RN L
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() Cisco ACI OFAHEREA M T 2121%, SXP V—ERAEZGNCTILERH Y £7°,

[T_XTD ACI ¥ v B> 7 (All ACI Mappings) ] 7 « > K7 T, Cisco ISE 75 Cisco ACI ~~,
BLOZOWIEEINTZT R TON, T 4 VT HFRRTEET, 2OV 4 RUERRT
HICE, [A==2— Menw) ] 742y (=) 27y 7 LTERLET [T—9EVE—
(Work Centers) ]>[TrustSec] > [ACI], Cisco ACI 22534 5 4 U 7 &%FEH LEEBRE, [#
#ot (Learned By) 1%IZ [ACI] 235 &4, [BAfRT 2 PSN (PSNsinvolved) ]#IEZ5I272 0
T, —H. /AT 1 F M Cisco ISE 75 Cisco ACLIZIEE SNDHEE. [FE 7t (Learned
By) 1FNZIEZAZT 4 v 7 SXP, F£/idt v al BREDODNLA T4 U T DEA TRERS
AL, [B#E4 % PSN (PSNsinvolved) ]#IZIZE#ES %5 PSN @ FQDN 8 RrsnEd, 77
MERIZ, ACLIZEESIND AL T 4 72O TH [VN]FNZERENE T (tenant: VN T
X) .

Cisco ISE & Cisco ACI Z IERIZHE AT 21213, B S REWIEITHE )72 SAN 7 o —/L KoM
T, Cisco ISE [&, APIC ¥—/3—(Z Lo THIR ENDHFEHED SAN L7 1 /37 4 THR
ESNTAEZER L ET,

Y

GE)

Cisco ACI 225 D IPv6-SGT /XA T 4 ' ZII PR —FENTHER A,

CiscoISE THIEY R — h SN TWAHDIL, CiscoACI & D IPV4-SXP/NA T 4 VT DHTT,

1R BHHEIIZ
WDH AT ZFATT B, A——EFHEELII AT LAEHECTHLILERLY £,

CiscoISEGUI CT[A==2— (Menu) |74 2> (=) 27Uy 7 LTERLET[EE (Adminigtration) 1>
[ RT L (System) |>[FEBAZE (Certificates) | >[{ERETE HEEBAE (Trusted Certificate) | > [1 > iR—
b (Import) ] ZE#RL £,

Cisco ACIGEFHED A R — |

CiscoISEGUI T [A==2— (Menu) |7/ 2 (=) 227Uy 7 LTERLET [T—YE2F— (Work
Centers) ]>[TrustSec] > [E&%E (Settings) ] >[ACI %% (ACI Settings) ] &I L £,

CiscoACIZNH =Y RARA v h&EFE L, SXPEMEH L TENGL 2T 5121E, [ACHHE DA% (Enable
ACl Integration) | F =y 7Ry 7 A&A N LET,

WO T a DTNz @R L £,
c F—ATL—2IN— KT 7O#HE
R —TL—UIAPI DS
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ACl DERE .

GE) [Data Plane / Hardware Integration] % 3&4R L 7235& 1%, Cisco ISE % Catalyst Center & #t &9 5
MEREH Y EF, R —7 L —2/APIHA (Policy Plane / API Integration) | Z iR L 7=
Yitr. 77T 4 772 SXPY —E R/ L CILSXPAREIIAATRET T, ZDOF 7 v a v &3IR
T 5AMZ, BB (Deployment) |7 4> RUTSXP % —ERET 77 4 7IZLET,

ATYT6 [T—H T —r//— K7 =T#4 (DataPlane / Hardware Integration) | 23R L7235A1%, IROFEMZ A
HLET,

«[IP7 KL A (IPaddress) ]: Cisco ACI YV —/X—DIPT7 RVAETZIIHA NEANLET, =T
RYIo7=32DIP 7 RLAEIIRA MMEASTEET,

o [=—H%#—4 (Username) ] : Cisco ACI HEHE A —HP—Da—F—KE2 AN LET,
e [/XAT— R (Password) ]: Cisco ACI HHEH 22—V —Da—HF—Z&2 ATJLET,
«[77F > b4 (Tenantname) ] : Cisco ACI TRREIANLTWDLT T bOARTIZATI LET,

* [ACI~D T A h%#5E (Test Connectionto ACI) |: ZORKX %7 U w7 LT, ACI%—3—L O
AR LET,

o REFAZEDOEHT (Renew Certificate) [: NAA U~ R —U ¥ OEFEIATTHIIE, ZORZ %7 Y v
7 LET, @, iENFEOAZHEIL 104 TY, FEELZTHT 500, ERRET Y IR AT
LTHDZ /> TOWDHENRH Y £, CiscolSET 7Y 7r— = ik, sEAEZ T L%, EBEN
DFRTO/— RO CLI O FEET 20BN H Y £7, sEAEZLH T 2D 5 RN 5 77
<7,

« [HTHHSGTH 7 4 v 7 2 (New SGT Suffix) ]: ZDH¥ 7 4 v 7 A%, ACI 75258 Siuiz EPG 128
WOHTRICER S 7z SGT B vk ¥,

GE) EPG 47 2 LF B HHEFU0IETCoNET, 2L, [EX2VT 4 Z—7
(Security Groups) | U Ak <X—® [#H] (Description) ] 7 4 —/L KT EPG O 7 /L F—
L TTVr—=varTaryANg SGTY T 4 v 7 ADFMEMRE TE£7,

« GIIHEPGY 7 4 v 7 A (New EPG Suffix) |: Z D% 7 4 v 7 A%, Cisco ISE 7653 &7z SGT I
F£SWT Cisco ACL THHUZAERL S 417 EPG ITIBINE L E T,

« [T—# 7L —r D%t (Enable Data Plane) ] : L — X OEM|EA X T v — KT 521X, 20
Fxv IRy I RAEF NI LET, TOF =y IRy 7 AEAEHICT DAL, MOBEFED SGTIZ—
LWy FOFT 740 FO SGT 4 b EIRTHMLENRH Y 97,

«[F7 4/ FDSGT4 (Default SGTname) |: Ry 7F XU A2 RdvE SGT DF 7 /v M & i
RLET,
« [EHERIRDOASE (Enable Elements Limit) ]: 204 7Y a i, T—F FL—r 2HNC LSS
WCOREHTEET,

« [[EPGD K% (Max number of IEPGs) ] : SGT ([ZA#a X5 IEPG D Kz & L %1, IEPG
TV T 7 Xy MRICE#BSIVET, 7 7 4 /0 MEIE 1000 TF,

oA VT—a Yy
I
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« [SGTDOHKE (Max number of SGTs) ] : IEPG (ZZEH# S N5 SGT D KEAFE L £7, SGT I
TNT 7y MECERESET, 77 4/L MEIX 500 T,

ATy T1 [RU =7 L —2/APIOHA  (Policy Plane / API Integration) | 473 2 v &8N L HA0%, ROFEM %
AN LET,

«[IP7 R LA/ A M4 (IP address / Hostname) ] : Cisco ACI H—/3—®D P 7 RLAE IR A "M%
ANLET, B~ TRYSE3DDIPT RLAELIEIRA MAEANTEET,
s [EHEE 4 (Adminname) | : Cisco ACI BHF 2 — W —Da—H—LE A LET,

s [BHEEE /AT — K (Admin password) ] : Cisco ACI HHH 2 — W —Da—H—Z %2 A LET,
«[77F > b4 (Tenantname) ] : Cisco ACI TREIANLTWDLT T hOARIZATI LET,

sL3)L—bkry FT—4 4 (L3Routenetwork name) : RV v —FEELE R I 272D Cisco ACI T
RESNTWDHLA Y3 L— bRy NT—T DL4RTEZATILET,

[7 A FaiE (TestSettings) ]: TORZ %7 U w27 LT, AClI —"— L O 2R L 7,

[FTBSGTY 7 v 27 A (New SGT Suffix) ]: ZDOH% 7 1 v 7 AX, ACI 558 Sz EPG (285
WCOHTRICER S 7z SGT IZiBm a4,

[BIHEPGY 7 1 v 7 A (New EPG Suffix) ]: ZDH¥ 7 ¢ v 27 A%, Cisco ISE 7553 & 7= SGT I
FHDOUNT Cisco ACT THIBU/ERR S vz EPG 12BN SV E T,

[SXP{zi# (SXP Propagation) | =V 7 T, TXTD SXP KA A > ZI®IRT 50>, F721L Cisco ACI &
vy BT EIAETLHSXP RAAS VEEETLHZENTEET,

[T —% 7L — DA% (Enable Data Plane) ] : s — % OEHFRZ X7 u— R 5121E, 20
Fxv IRy I RAEF N LET, TOF =y IRy 7 AEFHNCT HHEE1E. MOBEFED SGT (2 —
LWy FOFT 740 FO SGT 4 b EIRTHMLENRH Y 97,

o[# 772 L N~ h® EEPG 4 (EEPG name for untagged packets) ] : EEPG (2 #L S 71720 Cisco
TrustSec /3% v b X, Cisco ACI TZ OA4HTEMH LT 7 fHiF ShEd,

o [T 7 A4/ EDSGT# (Default SGTname) ]: R X7 U R KRG SGT DT 7 4 /L M, & ik
RLUET,

« [EHEHIR DA (Enable Elements Limit) |: ZOF 7 a vid, T—4 FL—rZHMIC LTZHE
WCOHERTEET,

* [IEPGDfix K%% (Max number of IEPGs) ] : SGT (22 #i X115 IEPG D K% fiE L £, IEPG
LTV T7 7 Xy NMRICESIVET, 7 7 4 /0 MBI 1000 TF,

« [SGTDOH KH (Max number of SGTs) ] : IEPG I[ZZEH# SN 5 SGT D KEAFE L £7, SGT I
TNT 7y MEICEBRESET, 7 7 4/L MEIX 500 T,

ATv 78 [Save] &7 Vv 7 LET,

. oA VT—a Yy
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R4y T —% 3852 & 5 Cisco ACl & Cisco SD-Access DS .

G¥) ACIEE AT > a UBANT 72> TV DEAIE, EPGBLUSGTH 7 4 v 7/ A EH T 4
ho BPGEBIOSCGT V7 4 v 7 ZA%EHET HIZIL, £ [ACIHA DFHZME (Enable ACI
Integration) | 4 7'V a VAN THLERH D 7,

RERy FJ—2 58512 & 5 CiscoACl & Cisco SD-Access
DIRE

CiscoISEV UV —2271C1%. SGTBLOUSXP v v BV I HRNE = RKiRkA v NI —TF
(IEPG) | M= R A > h 71— (EEPG) . BL D Cisco ACL DT RARA v MRE
EREI S D HEARN R FEENEG ENTOET,

CiscoISE U U —23.01%. CiscoACIA > 7T A KT 7 F ¥ &5 7~ Cisco Software-Defined
Access (SD-Access) 7 77 U v 7 OFWAHLE 7 0 2 KA A BE{LOER A 0L 580
DFEIEEZFAR—FLTWET, ZORETIE, ROBENSIFR— IR THET,

« EPG 1 & SGT THH D A # & 25

* Cisco ACI 7 7 7'V »» 77 ~® Cisco SD-Access (IEF » b 7 — 27 OYLE
« Cisco SD-Access & CiscoACI 77 7V w75 —X 7L —rDHBHE

« IP-SGT /A T 1 7 DRH

¢ pxGrid KA A & SXPRAA U ~DNA T 4 T DEF

Cisco ISE X, RADIUS /XA > F 1 > 7 £ 721% Cisco ACI XA T 4 VT InHARBER v hU—7
BmEF2E L, BEORME Y NT—20Du—HNVAZT 4 v <y B 72U, K
BAxry NO—ZZEHLTSXP 7 4 ¥ uyy 7 b TEET, ZorYy 7, CiscoACI
EDIP-SGT A T 4 T OIE ZHEET LI bIEA SN E T, CiscoACI £ TILE SR
TWAHRMER » b U —2 1% Cisco ACI & D IP-SGT /XA VT 4 v 7 T HM— DG TH

HEWVWIET, SXP RAAL VB R Y NI NEEACY V7 STV ET, TDH, FF
ED SXP KA A (SD-Access- 7 L7 4 v 7 AT/REND) 1 Cisco ISE TRIZE 22 AELR » b
U —72 (SD-Access- 7L 7 4 v T AR LDSXP RAAL V) I~ BT EINET,

Cisco SD-Access IR—4 — /) — RN CiscoACI XA VT 4 VT B TEHL51T57=29

Cisco ACI XA T 4 71, SXP 74 V&P v 7 24 L TR SNBHIIC #mf@#%
Ry P —=I0bREENTZLOE LTHEEBENE T, 72& xIE. Cisco SD—Access AR

Fy hU—=27 1, Ry FU—27 20 BIOMEFR v BV —2 375 Cisco ACHIZHER STV
5Yitr. Cisco ACL 225 It? Cisco ACHRAER » N T =T ~DNA T 4 71X SXP 7 4 )V
EHLTAMEGEENE T, THEFSTLKFEAUAS T 4 TR 7 4V ZZEHLT, 4
TRTOWRER Y NI —ZIZEFEINET, 74X, FEORBEMHFIIHE > TAEAREL LY
AR A XTEET, 12720, HEIIFEICTXTORERRER vy hT—2 12k L TiThiLE
R

oA VT—a Yy
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Cisco ISE 1%, FIHEZARSEA 1T H 2 Cisco ACI 726 IP-SGT., EPG NA U F 4 V&% BE L £,
7272 L. Cisco ISE 1% Cisco ACI IZ3A T ¢ v 7 HIBHIHICFEE S5 2 LI T £ A,
Cisco ACI |Z, CiscoISE O D A T 4 o T HEIIRINCERTALENH Y 77,

WDFEIZ,

MAGbhbEaRLE T,

Cisco ISE T®D IP-SGT £ 721X IP-EPG XA T 4 VIV TEZLNDEE T E5EED

EET ALY

FERERALD

EETITIN—T

BETI—T

FEC

Cisco ACI

SXP

Cisco ACI 48
Fv hT—27

SXP RAA

Cisco ACI {iiA8
Xy RT—2713,
1Ll EDSXP R
ANy
VAR =
HSXP 7 4 VH
DOF— & LT
TEET,

Cisco ACI

pxGrid

Cisco ACI A8
Fv hT—7

pxGrid @ SXP |k
vy 7iZxtd 5
VPN

Cisco ACI {48
X hT—7 %
SXP 7 4 )VED
F—L LTHEAL
<. pxGrid Eo 1
SLLED SXP
VPN & /3o
T T EHAT
XFET,

Cisco ACI

Cisco SD-Access
R s— ) — |

Cisco SD-Access
IR EE S
U—7

SXP KA A

Cisco ACI /A
T4, A
H— ) — N8
Fv hU—7 DO
HAZHAH I B EhE
REANDTRTD
SXP KA A

( ISD-Access-]
PA RS
X RAAY) LIt
HEInET,
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{R#B+w k7 —% BB & B Cisco ACI & Cisco SD-Access O#ia [

Cisco ISE A %
TAvITYES
e

SXP

Cisco SD-Access

FAx Yy FU—2
FE2ITBEAF D SXP
RAAL Y

SXP RAA

AZT 4w IS
N APV
SXP R A A NZIA
BEET D0 (A
BT AT~
V7T SXP R X
A UEEE) . F
721X SXP 7 4 v
Z &N LT (AR
X b U — 7 15
LEHio) FET
TET, RKER Y
U — 27 BMEE S
TWRWGA
SXP 7 4 VA IHKR
Bxry hU—7Z
DEFAULT VN #%
ER L E9,

Cisco ISE X %
TA VI EY
e

pxGrid

Cisco SD-Access
ARy hT—2

SXP KA A

ALT A v I3 A
N AP VAR
SXP R A A T
ParE3 20 (R
ZTAvI~vIE
7T SXP KA
A EHEE) . F
721X SXP 7 4 b
X EN LT (A
T N U — 715
LEBl) EET
EFET, ARy
T — 7 BRES
TWRWGA
SXP 7 4 L Z K
Bxry hU—7Z
DEFAULT VN %
FEHLET,

oA VT—a Yy .
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Cisco ISE A %
TA VIR YEY
e

Cisco ACI

Cisco SD-Access
ARy hT—7

Cisco SD-Access
ARy hT—7

Cisco SD-Access
ARy N —2
X Cisco ACI

(mdpExtendvirtual
networkReq) (ZHk
RT HMENH Y
£, AT
UL SXP 7«
VENOEET
T — 2 &M
L. x> k
U—JZvy
7' L72SXP KA
A DA
7 4 v 7 % Cisco
ACLIZEE L E
o

SXP

pxGrid

SXP RAA

SXP RAA

SXP R A A &

pxGrid ® SXP |
' 7 NIZ VPN
ELTERRSNE
R

. oA VT—a Yy
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SXP Cisco ACI SXP RAA Cisco SD-Access |SXP R A A 4bA
x> MU —7 113, Cisco ACI 3%
ECERNINE
o

Cisco SD-Access
Ry NU—2
\Z K> THBEWER
SH7z SXP R A
A (xR B
U— 7S TS
SXP KA A ) @
HNLF SN E
R

Ry NI —2
WNAL T 4T
IFTEDL LD
(e Yt = N
Cisco SD-Access
Ry NU—2
% Cisco ACI |2
T HMENH Y
E AN

NAT 4T
l%. Cisco ACI 73
T RARA b
T—H EERTD
ayya—v—
EAD—HTH D
WVENH Y E9,

SXP SXP SXP KA A SXP FAA > BESENENL AT I
Lo TThins
SXP A T 4V
IR ENE
R

oA VT—a Yy
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RADIUS /31 > |Cisco ACI Cisco SD-Access | Cisco SD-Access |RADIUS /31
Foy ARy U= \EIRR Y NU =7 | 5 ¢ o 1% SXP
TANZEITLT

(AR hT—
JEHRE & HID)
EEShES, A
AT 4 TR
Bxry NU—I MR
FRESN TV
WA, SXP7 1V
ZIXRAER > b

U—7iZ

DEFAULT VN %

AL ET,
RADIUS /31 > | pxGrid Cisco SD-Access | Cisco SD-Access |RADIUS /31
Fa4T Ry NU—2 Ry NU—2 |5 0 o % b

By 2B
NI —7 74—V
INVAPEY IR g0

pxGrid D& v

varravs ok
U My 727
DET,

RADIUS /31 > | SXP Cisco SD-Access |[SXP R A A > Cisco SD-Access
F o AR T —7 ARy T —7
% SXP 7 4 VK
DOF—& LTHEH
LT, M7
YT ERLEAET D
SXP RAA %tk
WeTxET,

I ARAA Y R—= R RETAHIZE, 1 OOFRV —RAAL VFERITIRY — KA AN
DHEIE R A A INBHIORY — KA v~ (BEXOZEOWIZ) SFSEhxry MU — gk
RAALY (IPTRLVA, 7Ry h~R7 X2 VT4 7 V—T4%27 EPG, RFE* v b

U —7 . Virtual Route Forwarding (VRF) 72&, ) ML=, 74 VW FRHEIT2) T
XAHAMERHY 9, ZiE, AU — KAA 2 (Cisco SD-Access. ACI, SD-WAN. CPC,

Meraki 72 &) (ZHEE DS KA A V3D DA ICFHCEE T,

RV —RAAL DRy NT—JEEOHRE RAAL & DR Y v — AL b E LT
TRTDEYa O, T 4 TDRAAL EFEOREMEZHEB, ¥ 7 F v, BLORLF
TEET, INOLOERIZ, FFEDSXP KA v ~DEv T a b R_Xf T4 THT7 41
ZRBRT DDA —FHEFICL > TEREET, £/, FHEIL. SDIBERAL
MOBPIDERE KA A L ~DEFEDNRA VT 4 T DR~ v B T EI2T 7 4 )V ZAFRT 5 R
e (57 A= 33

. oA VT—a Yy
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Cisco ISE 3.0 LA Tid, Cisco ISE (2 & = T Catalyst Center 7> 5 58 SN 72T _XCOEMEFR » k
U — 27 ZAdi LT, [SXP Devices] 7 4 > RZIZSXP 7 4 /L% & SXP R A A > % AEHIICAER
SINET, 2OV 4 U RUERRTHITE, [A==2— Menu) | TA 2y (=) 27V w7
LGRIRLET[T—9 24— (Work Centers) ]>[TrustSec] >[SXP] >[SXP T/34 X (SXP
Devices) |, T4 5D SXP R A A &, Cisco ACI LG END A T 4 I E > B

U— 0 ZRET DO NET,

[IP-SGTA ¥ 7 4 v 7~ v &7 (IP-SGT Static Mapping) ]V « ~ K7 T, IP-SGT A¥ 7T 1 v
I B T A~OFEEFR Y NV —7 ZBMBLOWETEET, 2OV RUERRTHIZ
I, [A==— (Menuw) |72y (=) 27V vy 7 LTERRLET[D9—V 22— (Work
Centers) ]>[TrustSec] >[a >7/R—*% > k (Components) |>[IPSGTRA T4 vHoIIvELY
(IPSGT StaticMapping) 1. 1B (Add) 1227V v 7 LTH LW~y B 7 E2BINT 50,
EERE (Bdit) 1227V v 7 LTHEO~ v B 72 ERLET,

13:IPSGTR AT 4 v I vEVTTORBESR Y bT—o DEM

= Cisco ISE Work Centers - TrustSec - Components

. IP SGT static mapping > New
Security Groups

IP SGT Static Mapping
|P address(es)

Security Group ACLs

Network Devices

Trustsec Servers >

(O Add to a mapping group
@ Map to SGT individually

SGT
Select SGT

Virtual Networks

Send to SXP Domain

Deploy to devices

[No Devices]

Cancel

F72. SXP RAAL VT 4 VAR Y NU—2 2 ED T, CiscolSENZFE LIz~
ERFEDOIRBR Y N —JIZ=w v BV I T 58I, = v U7 2% ETDHSXP AL V&

oA VT—a Yy .
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. Cisco ACI & Cisco SD-Access DS D 1=H D Cisco ISE DX TE

ETHZEHLTEET, 2OV RUZERRT DL, [A==2— Menu) |71 22 ()

7V 7 LTERIRLET [T—2 22— (Work Centers) | >[TrustSec] > [SXP] > [SXP T
INf R (SXP Devices) |>[TRTH SXP Ty E>Y (All SXPMappings) | ##IR L, [SXP

RAAL 2T 4L2DEM (Add SXP Domain Filter) ] %22 Y v 2 L £, Cisco ACI IZ & > T

FEENTEAAL T 4 T, TD Cisco ACI RS Yy T —27 3BV, 7 VX THRIES
N7 SXP RAA ANZEREENET, ZDO7 4L ZL, Cisco ACI ~DA T 4 2 T DEET
BICb e Br 5257,

X 14:SXP T /344 R 7 4 JLE TORBE R Y T —Y FRDIEN

Add SXP Domain Filter

Session mappings learnt from network devices (not ISE locally) will be send to the default SXP Domain only. Create a
filter for mappings to send to different SXP domains
Please enter subnet or/and select SGT or/and enter VN for IP SGT mappings:

Subnet

SGT
Select SGT

VN

Send the mappings to:

SXP Domain

Cancel

=JL ==

Cisco ACI & Cisco SD-Access Dffi 5D 7T=&H D Cisco ISE DL E

ZDOH A7, Cisco ACI & Cisco SD-Access DfeaZ A — h4 25 X 912 Cisco ISE #HET
LD B T,

15 H B HEIIC
Cisco ISE 7* Catalyst Center D Hi/N— = » A S TWT, HHIN TS APIC/N—V =
URSALUBETHDLZ EEMERLET,

. oA VT—a Yy
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ATv T

ATy T2

ATv7T3

ATv74
ATvT5

ATvT6

Cisco ACI & Cisco SD-Access D& M 1= D Cisco ISE DERXTE .

CiscoISEGUI C[A=z2— (Menu) |7 A 2> (=) #7 Vv 7 LCGERLET[EE (Adminigration) 1>
[ AT L (System) | >[RE (Deployment) 1.

J—=RUANE, SXPEBIWpxGrid M —ERAEZHNZT D) — ROBIZH LT = v VR y 7 A% F
[ =

WONRT LT, [RYY—H—E R (Policy Service) | 27> a v £TAZ n—/L L, pxGrid B &
SXP —ER2EHICLET,

Cisco ISE CHED A 4 —7 = A AN L TV DHEEIX, [SXP H—E 2D AN (Enable SXP
Service) ] = VU 7T, SXPHfi e rFiT D1 X —T = AL ELET,

X 15: SXP & & U pxGrid 4 — E R DBEMIE

¥
&

= Cisco ISE Administration - System - Deployment Q ®

Dedicated MnT (1)

v Policy Service
v Enable Session Services (®

nclude Node in Node Group

Enable Profiling Service (7)

() Enable Threat Centric NAC Service ®

v Enable SXP Service (O

Use Interface GigabitEthernet 0 ~

(] Enable Device Admin Service (1)

[7) Enable Passive Identity Service (1)

[Save] %7 U v 7 LET,

CiscoISEGUI C[A=z2— (Menuw) |7 A 2> (=) 27V v 7 LCGERLET[EE (Adminigration) 1>
[pxGrid 4—E X (pxGrid Services) 1> [T XTDY 4 7> k (Al Clients) ] &R L £,

pxGrid V' —EARB@ L T EHENE I DR LET,
WROBNIRT LIS, BERAREI LT Z L AR TBHNY 4 > RO FBICERENET,

oA VT—a Yy .



wsAvF—vay |

. Cisco ACI & Cisco SD-Access D& DFER

ATy 17

ATvT8

ATvT9

ATv 710

ATv7IN

16 : pxGrid — E A ~DIEFDORER

= Cisco ISE Administration - pxGrid Services Evaluation Mode 89 Days & Q ® @ &
All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
Delete ™ Refresh  Total Pending Approval(0) o7ty Show 25 Y perpage  Page of1

O Client Name Description Capabilities Status Client Group(s) Auth Method Log
O » ise-mnt-golf-ise-v2-3 Capabilities(2 Pub, 1 Sub) Online (XMPP) Certificate View
O » ise-fanout-golf-ise-v2-3 Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
O » ise-admin-golf-ise-v2-3 Capabilities(5 Pub, 2 Sub) Online (XMPP) Inter Certificat View
(O » ise-pubsub-golf-ise-v2-3 Capabilities(0 Pub, 0 Sub) Online (XMPP) Interna Certificate View
(3 » ise-bridge-golf-ise-v2-3 Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal Certificate View
(J » ise-sphub-golf-ise-v2-3 Capabilities(1 Pub, 1 Sub) Online (XMPP) Interna Certificate View
O » pxgrid_client_1592843830 Capabilities(0 Pub, 0 Sub) Offline (XMPP) Certificate View

| Connected via XMPP GOLF-ISE-v2-3.cisco.com

APIC = hr—F 7 F U¥)nG APICAEHFEEZ X v on— FLET, iEHFELZFKRLTPEM 7 7 A /L
LLTHF Y a— RT3k, 7997 RLAR=thbuvw s T Aarwr )7 LET,
CiscoISEGUI C[A=z2— (Memuw) |7 A 2> (=) #7 Vv 27 LCGERLET[EE (Adminigration) 1>
[ RT L (System) | > [FEBAE (Certificates) | > [{E3TZ SFIBAE (Trusted Certificates) 1.

[EEETZ AEAE (Trusted Certificates) | 7 4 > RV T, v u— KL/ APICGEHEY 7 A V& A
VAR—FLET,

CiscoISEGUI T[A==2— (Menu) |7 A2 (=) 27V vy 7 LTE IRLET[D—I 22— (Work
Centers) ] >[TrustSec] > [E&E (Settings) ]1>[ACI §%%E (ACI Settings) | &R L £ 77,

VEINTIS U TCACIERE LR L E T, FEMICOWTIE, ACIORE (204 ~—) ZZRLTIZIV,

Cisco ACI & Cisco SD-Access DS DFER

Cisco ACI & Cisco SD-Access #f5c[H DO FEMITE 2 BfF 795 121%, [#4E (Operations) 1>[+3

TN a—F 4% (Troubleshoot) 1>[F/3\v 4™ 4 H— K (DebugWizard) > [T/3v 4
A5 ME%E (DebugLogConfiguration) ] Z&R L EF, SXP ¥ —E R & pxGrid —EANRFH

72> T D CiscoISE/ — R L, [k (Edit) 227V v 7 LET, ROKITRT X
912, [spbhub], [sxp]. B L [TrustSec] DF 2L R —FK L hOBR T LYLE [T /3y 7
(DEBUG) ]IZ#&E L £,

. oA VT—a Yy
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Cisco ACI & Cisco SD-Access D& DFER .

17: 78y 505 0FEMIE
= Cisco ISE Operations - Troubleshoot - Debug Wizard

Debug Profile Configuration

Debug Log Configuration

// Edit Reset to Default
Component Name ~ Log Level Description Log file Name

o) o O Crumsanoougun e ey v
O scep INFO SCEP log messages ise-psc.log
O session-trace INFO Session Trace messages ise-psc.log
O sgtbinding INFO SGT binding ise-psc.log
O sphub DEBUG sp-hub log messages sphub.log
O sponsorportal INFO Sponsor portal debug messages guest.log
O sse-connector INFO SSE Connector related log messages connector.log
O swiss INFO Swiss protocol internal messages ise-psc.log

| O SXp DEBUG SXP Listener messages ise-psc.log
O TC-NAC INFO TC-NAC log messages irf.log
O theshold-counter INFO Threshold Counters counters.log

| O Trustsec DEBUG TrustSec related messages ise-psc.log
O UDN INFO User Defined Network messages udn.log
O va-runtime INFO Vulnerability Assessment Runtime messages varuntime.log
O va-service INFO Vulnerability Assessment Service messages varunime.log

nZiE[mroFyrm—R (DowloadLogs) 1V 4 v RUMHL AU r—RTEET (2D
T4 R ERRTHITINE, [A==2— Menw) | 742> (=) 27V vy 7 LCTEIRLET
[#81F (Operations) 1>[F5 TN a—TF 4 >4 (Troubleshoot) |>[AJ DA O—FK
(DownloadLogs) ]) . [¥A— ks3> R/L (SupportBundle) | % 7225 — kS KLa s
vrna—RT50, £RX[T Ny 71y (Debuglogs) | ¥ 7 MBREDT Ny T a s Xy
va— RTENEHEIRTX ET,

X HIZ, TrustSec ¥ v =R — K (135-3—2°) (%, Cisco ACI DFEE N B L= Tk
SNTWET, Ziud, Cisco ACI BEEDEED N T TNy a—TF 4V TITENL B E T,

Catalyst Center 78 KA A > 7 RK/NX A XX N &%E LT, Cisco ISE O [Trusted Certificates]
¥ 4 > N7 & [System Certificates] 7 « > N7 O 7 TAPICFEMFEA APIC KA A~ R—T
MO ISNTWHENE I D EHRLET,

oA VT—a Yy .
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Cisco ACI & Cisco SD-Access D& DFER

18: [ X T L\SEBAE (System Certificates) ]™9 4« » Ky TOIEBAZEDHER

= Cisco ISE Administration - System - Certificates

CetiificatelNanagement v Syste m C e rt | fl C ate S A\, For disaster recovery it is recommended to export certificate and private key pairs of all syste

System Certificates

-+ Generate Self Signed Certificate - Import
Trusted Certificates

OCSP Client Profile Friendly Name Used By Portal group tag Issued To Issued By

Certificate Signing Requests
Y/ GOLF-ISE-v2-3
Certificate Periodic Check Se...

OU=Certificate Services Sy pxGrid GOLF-ISE-v2-3.cisco.com Certificate Servic
Certificate Authority S stem Certificate, C(N=GOLF- nt Sub CA - GOLI
D ISE-v2-3.cisco.com#Certifi 3

cate Services Endpoint Sub
CA - GOLF-ISE-v2-3#0000

2
OU=ISE Messaging Service, ISE Messaging GOLF-ISE-v2-3.cisco.com Certificate Servic
CN=GOLF-ISE-v2-3.cisco.c Service nt Sub CA - GOLI
D om#Certificate Services En 3
dpoint Sub CA - GOLF-ISE-
v2-3#00001
D APIC Client Apic Client GOLF-ISE-v2-339 Cisco APIC CA
Default self-signed server c EAP Default Portal Certificate GOLF-ISE-v2-3.cisco.com  GOLF-ISE-v2-3.c
D ertificate Authentication, Group b]
Admin, Portal,
RADIUS DTLS
Default self-signed saml se SAML SAML_GOLF-ISE-v2-3.cisc SAML_GOLF-ISE-
D rver certificate - CN=SAML o.com o.com

_GOLF-ISE-v2-3.cisco.com

v AVTF—a Y
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19:[[S38 T & :IBAE (Trusted Certificates) 177 « > K™ TOIIBAEDRER

= Cisco ISE

Certificate Management
System Certificates
Trusted Certificates
OCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se...

Certificate Authority

Administration - System - Certificates

Trusted Certificates

+ Import
O Friendly Name ~  Status Trusted For Serial Number Issued To
E] ACI Certificate Authority B Enabled Infrastructure AA 92 18 44 5F .. Cisco APIC CA
[:] Baltimore CyberTrust Root B Enabled Cisco Services 02 00 00 B9 Baltimore Cyber
Infrastructure
Ci Servi
0O ©=US,ST=CA,0=Cisco System,CN=APICHAPIC Enabled Er‘choomfsw'ces 97 D5CDBD 75.. APIC
AdminAuth
0 Cisco ECC Root CA 2099 @ Enabled Cisco Services 03 Cisco ECC Root
[:] Cisco Licensing Root CA Enabled Cisco Services 01 Cisco Licensing
) Endpoints
[:] Cisco Manufacturing CA SHA2 B Enabled 02 Cisco Manufactt
Infrastructure
_ Infrastruct
(J  Cisco Root CA 2048 @ Disabled | ooUuOWIE 5FF87B2828 . Cisco Root CA 2
Endpoints
0 Cisco Root CA 2099 Enabled Cisco Services 01 9A 335878 .. Cisco Root CA 2
0 Cisco Root CA M1 Enabled Cisco Services 2E D2 OE 73 47 .. Cisco Root CA
Infi
E] Cisco Root CA M2 B Enabled nirastructure 01 Cisco Root CA N
Endpoints
O Cisco RXC-R2 B Enabled Cisco Services 01 Cisco RXC-R2
Infrastruct
(0 CN=70299¢0d-5caf-3b9c-a37c-62dfd6b003e . [ Enabled  rostrueture E434A53805.. 7c299e0d-5caf

a—4%— LR— FAI LA N {ED RBACL < B

a—H— LR— M| EALNEDORBACL R v 72 FEITL T, FEDL—HF =L DRI —
B (7w b Ry IS L) 2FRTEET,

ATvT1

(=) 27V 7 LTEBRLET,
[ —H—BI] A7 N # RBACL Ku =~ (Top NRBACL Drops by User) | %7 U v 27 LET,
[Z7 4% (Filters) | KRRy XDy A=a—bh, MERE=F—F—RFZEMNMLET,
BN LT T A—=ZDOffia ZHZS CCATILET, [filE— F (Enforcement mode) | K= v 747

ATy T2
ATvT3
ATy T4

Cisco Services

Y TDRT

[#1E (Operations) ]1>[L 77—k (Reports) ]>[TrustSec] Cisco ISEGUI T[A==— (Menu) | 7 A 2>

YA RvB, [9## (Enforce) 1. [E=4— (Monitor) . £7IL[@ 5 (Both) ] & L TE— NEZHEETE

F7,
ATvTH
ATv 76

T A

[FFf%iPH (TimeRange) | e v 7 X U A=a—06, LiR— b 77— % ZIUET 28I 28N L £ 7,
[21T (Run) 1 %227 U w7 LT, BRLIATA—F L L HITHEOHIBIO LR — NE2FEITLET,

%
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B ciscoMeraki 5 v & 2 K — K & Gisco ISE D56

Cisco Meraki &' v < 2. 7/R— K & Cisco ISE D E4E

CiscoISE B XY 7 7 RX— 2D Cisco Meraki (%, TrustSec R YU > —DR Y o —EHKRA b
T& B TrustSec % hin 3 AT LT, Cisco & Meraki D SFDFR y hU—7 F S84 Z&FH LT
WAE. 1 DLLE® Cisco Meraki # v 3 = /R — K% Cisco ISE (Z#5%¢ L T, TrustSec R U & —
F L OELH % Cisco ISE 7 HAHAMEICIE T2 Cisco Meraki v bV — 7 |[ZHBITE £,

Cisco Meraki @ TrustSec #i&1E. 774~ VU PAN TEITENDL AT L I AP —E AT,
T 2V R—=RNRE LGS, AT AR, LS FAHK LT T4~V PAN TH| &
FEEMEHE L £, Cisco Meraki V— E A @ TrustSec #iAid. WOMKRELZ FEITL £9,

« ¥8E & 7= Cisco Meraki fi#fik T, @R X+ 7= CiscoISE TrustSec iR V o — & Z DORERKEZE T
HdHEX2VT 47— ACL (SGACL) BLOtF2 VT 4 7 N—7%7 (SGT) %
HRLE9,

Meraki @@t AR Y & —TH R — F SN TV AERUTHEILT B TrustSec R U o — D H & He R
T&ET, SGACL 2 EDR Y »—EHRORNEHIZ OV TIE,  [Cisco Meraki Dashboard
Organizational Structure] Z#ZM L T 7E X0,

« A O HORE SN A . BEFO TrustSec AR U & —F 72 IR ) o —FHEZH L3 —
VarThEELET, EEXIT. CiscolSERY V=02 THIHEEICOARREELE
T, ZBELIEFAEELFY TR S ET A,

CiscoISE & CiscoMeraki & v 3 2 R — R &9 5 & 12, [A LikfE o & su 5o LT
EESNTHEIR D TrustSec R U S —708 2 DD AT KT dH H 4. Cisco ISE TrustSec 78 Y
L —7% Cisco Meraki @ TrustSec 78 U v —|ZE & b V) F9,

Y

(GE¥)  Cisco Meraki iU 7R U 3 —% CiscoISE |ZHzit+ 5 Z L I1ET& %
H A,

s HEIX 7= AR Y 2 —% Cisco ISE THatE+ 5 & . CiscoMeraki THRIL L D ICHEF I NFE
9, 7= & Z 1. Cisco Meraki |2 H X 7= Cisco ISE TrustSec 78 U 2 —I(Z SGACL % BI04
%L, #® SGACL IZ. CiscoMeraki % v ¥ 2R — RORHSTARY > —Icd BEINICEHE
IRENET,

« Cisco Meraki ® TrustSec #A CTlL. Cisco Meraki ®AR Y S —F /213K Y o —BEHEITYIK S
NFEH A, CiscolSE THRU I —F7213R U > —EHEZEHIRT D & &1, CiscoMeraki T
FNOEHIBRTIVNENHD £7°,

Cisco ISE 1%, #&iE S L7z RIHIHEIE (5 ~30747) T, BRI 47z TrustSec 1 — 27 L AR Y 2 —
B E D Cisco Meraki & > v a R — RERMILEF, 7272 L. TrustSec AR U 2 —% Cisco
Meraki [ZIEHELEI L, LEIZIGC T OTH FEIEMEZ N T—352 & T&E 9, Cisco
Meraki APLIE, Meraki % v 3 2 AN — R B35 LIS 26 U TR O R o — L ilRR 2 IR E
T 57O S E T, Cisco Meraki D A 7 — /VHIBR DEEFIIZ DWW TIE,  [Cisco Meraki
Adaptive Policy Configuration Guidel]] &ML T 72& 0y,

. oA VT—a Yy


https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_Configuration_Guide#Scaling_Considerations
https://documentation.meraki.com/General_Administration/Cross-Platform_Content/Adaptive_Policy/Adaptive_Policy_Configuration_Guide#Scaling_Considerations

| €94v5—vay

Cisco Meraki 4 3 1 K — K & Cisco ISE D% [

Cisco ISE (%, AT A =7 L AR Y 2 —DFIRIFIZ Meraki D A —LHIRZBZ 72V 8K 9
I LET,

\}

()  CiscoISE 2—H—NZ 7 7L — R 345 &, 2—H%—7 Cisco ISE & Cisco Meraki [ TR L

TBEFEORY — Xy val—F, BEXOMKILT 770 72 EFITR/0 ¥, 2720,
=P IRV =B, ¥y vah— FEMRICREETLMA -0 T5Z LT
TEHEA

CiscoISE 1%, /T N7/~ CiscoMeraki & v > 2R — REgRIckt L, 7T 7 RZ LT 1 DOkt
DOHEHR—FLET, FUIHERDPTTO Cisco Meraki R ICHAE S E T,

1R BRI

Cisco ISE % Cisco Meraki % » ¥ = AR — R{ZHE L, TrustSec RN Y > —B LR Y o —HFE 43
BTDHU—T 70 =TI, WOEFERENLEIZ/2D FT,

Cisco ISE T, RDOFIEZFATL £,
» Cisco ISE Advantage 7 1 &z &
o [A9 % TrustSec £ — 7 L AKRY o —
« [A#19% SGACL
« [AI#4 % SGT

A =T VAR —DFMIC WL, THIIERY v— (1613—) | 2L T TEEN,
SGACL 3 LN SGT OFEMIZHOWTIE,  [TrustSec D A—xr b (130 *—) | 25
LTL7Z&EW,
Cisco Meraki :

* Cisco ISE & [R5 4T ® Cisco Meraki fHfklZ 7 7 ¥ 2 B[R D & 5 Cisco Meraki 7
BT EBMETT, ZOT 7 b, CiscolSE T CiscoMeraki % v & 2R — K27
TR THEDIFEHATE S API F—%2 KT H2LERH Y 97,

» Cisco Meraki 78— 4 /LC, Cisco ISE |ZHk¢ 7~ 5 &-#lf#k D Meraki % v > =R — K APL 7 7
TALEANNCTHLENLY £,

R, APIFRA MG EF—, X v adh—RKAPI 77 A7 EOREIZ DWW TIL,  TCisco
Meraki Dashboard Organizational Structure| % &M LT 72 &0,

ATYF1  CiscoISEHFHAR—H /LT, [T—U 22— (Work Centers) ] >[TrustSec] > [#& (Integrations) ]>
[Meraki] > [#1Z (Overview) | ##IR L £,

ATwF2  [MerakiD$#¢ (Connect Meraki) 1% 2 V v 27 LC, CiscoMeraki % v 3 = /R — K & filf#k % Cisco ISE |2
et HU—r 7u—%BLET,

ATYv T3 [£H5Z%F (Welcome) |71 RUT, [#aHD (Letsdoit) 1227 Vv LET,

oA VT—a Yy .


https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
https://documentation.meraki.com/General_Administration/Organizations_and_Networks/Meraki_Dashboard_Organizational_Structure
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ATvT4
ATy TH
ATvT6

ATy T17

ATvT8
ATvT9
ATy 710

ATy 71

ATvT12

ATy 713
ATy 714

ATy 715
ATy 716

AT T11
ATv 718

[#f DB (Add Connections) ] 7 « > K T, [CiscoMeraki% v ¥ = 7R — RAPIZ A h4  (Cisco Meraki
dashboard APL hostname) | K& v X U X Kok, MBod 7y a o EBERLET,

[APIF— (APIKey) ] 7 4 —/V NI, XIS T DA AT LET, API F—OFEMIZ OV TIE,  [Cisco
Meraki Dashboard API| Z#ZM L T 7EE0,
[##¢ (Connect) 1% 7 VU v 7 LT, IR L7= Cisco Meraki % v ¥ = /R— R % Cisco ISE L #A L ET,
BN E T35 &0 IR L7z AP 5 — T8 STV D T T O/ DS [Merakifi ik D3R (Choose
Meraki Organization) | Ru v 7 X7 J A MIRRENET, ZDY A MH LT, Cisco ISE & [FH]
T oAk A IR TE £ T,

UEE) N7 Aav%227 )y 7 LT, ZOftid CiscoMeraki & > 3 = A8 — R % Cisco ISEIZIBNN L £ 7,
Next] #7 U v 7 LET,
[[FIEE O E (Set Up Sync Interval) | v « > Ko @ [[AIHFKE (Sync Interval) ] 7 4 —/L KT, 5~
30 DEAE AT LET, ZOfEIE, #6t I47= Cisco ISE & A7 A & Cisco Meraki v A7 A [ O [RIHASEE &
ERLET, 774V ORI 12 55T,
Next] Z#27 U7 LET,
[ —Z L AKRY > —DE4R (Select Egress Policy) 17 « > K7 T, CiscoMeraki & [F#]9 2 TrustSec A —
TVAR) =D H LT =y IRy 7 A A NI LET,
Meraki B IGEIR U o —THR— F ENTOWBEIBRUTHEI L TS — 7 L AR Y O — 38R TE £
Moo

[Next|] 27 U w7 LET,

GEMDSGACLDIEIR (Select Additional SGACLs) 1V o« & R TIE, [A —Z L AKRY —DFER (Select
Egress Policy) 17 4 v RUTRIR LA — 7 L AR Y —IZBHEAHT 5T 5 SGACL 3 H LU
BRI TWET, AT 5 SGACL % & HIZ®RINT 5121, %5725 SGACL DR{ICHHF = v 7 R
g A kA AT LET,

Meraki SR VU 2 —THHR— F ZNTWBERUTHER L TV 7 SGACL (TR TE T/ A,

[Next] #7 U > 27 LET,

[EMOSGTDER (Select Additional SGTs) 1V « > KU TlE, [/ —Z VAR Y 2 —D3IR (Select Egress
Policy) |V 4 ¥ RUTERL7=A —7 L AR —ICBHE#MIT 5N TS SGT 1 H 52 UDi@EIR ST
WET, AT 5 SGT 2 & HIZEIRT 5121, kT 25 SGT DRRICHHT = v IRy 7 A%kF AL
N

Next] Z#27 U7 LET,

MEZ (Summary) |V 4> RUT, V—27 70 —TCERLIETXTOMEEME L, [56 7 (Finish) | %
7V w7 LET,
TJ—77u—NgETT5E, BYIDORYYA 7 VNREITESN, ZORNOFRBOEREN[RIAT —H A
(Sync Status) ] _X—IIZEREINFET,

. oA VT—a Yy


https://documentation.meraki.com/General_Administration/Other_Topics/Cisco_Meraki_Dashboard_API#Enable_API_Access
https://documentation.meraki.com/General_Administration/Other_Topics/Cisco_Meraki_Dashboard_API#Enable_API_Access
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Cisco ISE T® Cisco Meraki D RTELER .

Cisco ISE T Cisco Meraki IEfi DR RELTH

Cisco Meraki % Cisco ISE (Z#5ft L 7= t&. [[RI#A A7 —4 A (Sync Status) ]. [HE#i
(Connections) ], ¥ KO [[AHIDZEI (Sync Selections) ] ¥ 4 > BT THfhE 2 B thds LY
METEET,

BEART—4 X

[[FI#AA T —% A (Sync Status) ] 7 « > K72, ORI A 7 MBS 5 IEHR A,
[f —Z L AR — (Egress Policies) ]. [ACL (ACLs) ]. BXO[SGT (SGTs) ] ¥ 72/
N—INTERRINET,

[[FI A7 —% A (SyncStatus) | ~—T D ERBICIE, BIRL7-A —27 L ARY >— SGACL,
BIXOtex=2 747 0—7D9 %, TP Cisco Meraki f#kIZ 1IEH IZFIHA S 72803 Fors
ENFET, BIRLIEA—F L AR > —, SGACL, BLUOtFxF=2UT 4 /L —7DFXTE
a2 ZE Lz, HH50TNTIRHIE LT 72 Cisco Meraki MR OHUZ BT 2 1FH ©
FREINET,

Cisco ISE THrEDIHH Z IEF IR TE RWGEEIE, A AT —% X (Sync Status) ] —
DTEICERRSND 3 DOXT T, BRLIZA —27 LAKRY —, SGACL, BLUPEFX=2Y
T4 TN—TIET L ZOHREERTE ET,

FIEAA 7 — & 27 —7 L@ [§if#k (Organizations) |5D¥T% 7 U v 7 LT, fHlx OFFEOFE
EDOHEBDRMMAT —H AR LET, RFNTEBLIZGEGIL. TOE L EEFIENRERR
INET,

[[FIH A7 — % A (Sync Status) ] A > DA EMBIZIX, ROEHRBEENTVET,

o [[FIIERE (SynclInterval) | : BfE@EH STV A REMIMENZ R S E T, [AIHEREOME
Vw7 LT, Ray Xy YR RNNLRIOMEREZEBRTE £,

o [T— X E#E CORER (DataSyncIn) ]: RICAT V2 — LI TWARIMETOI T v
NE DR~ —INERENFT,

« [47 <EHME (SyncNow) ]:[4F <HEBIM (SyncNow) 1227V v 7 425L, §<IZH
MEBETEET,

o [FI¥io—BFE 1= (Pause Sync) ] : [[RI#AD—KiE=1E (Pause Syne) 127 U w7925 &, [H
A ¥ 2 — N a—RpEIETE F9, [Fo—FHE1E (PauseSyne) 147 a3 b o
TEREND [FHOEB (Resume Syne) 127 U v 75 F T, ARV 2 —d—

Rk S ET,
FZBRT L L. T IRV A 7 AP b U =S TREBIA T Y 2 — D3 8B4
SNET,

H#% (Connections)

[#56¢ (Connections) ]V « > KT, Cisco Meraki #f5i & Rk L OEHE C& £9, CiscoISE
(2B L7 Cisco Meraki % v ¥ 2 R— RO Y A MBI DY 4> RUICERENET,

oA VT—a Yy
I
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. Cisco ISE T Cisco Meraki DR T ELEE

Cisco Meraki #f#k 2 BNk L OHIBR T £9°, MRBSHIBRE L2 &, Cisco ISE 13F Ok & D
R 217072 < 720 £33, LIRNCHEE &4 CTu 7z Cisco ISE AR U ¥ — T HI R & M7= sk 7%
D i‘é—c

FEIHIDEIR (Sync Selections)

[ D4R (Sync Selections) |7 1 > K7 TlL, #&ft 417z CiscoMeraki % v ¥ = AR — K & 4k
BTHEIICRESNTWS TrustSec R Y o —E R V—HEHREA2FRBIOLHE TEEJ, H
H OBRZfiEFRT % & Cisco ISE 1XZDIHE ORI (T2 < 720 £32, T OHEE LMK
MOHIBR S EE A,

Y

(GF)  CiscoISE @ TrustSec /K U 3 —% CiscoMeraki % > v =R — R EHTH7-0DE=4 1) 1
2" (meraki-connector.log 33 & O" meraki-sync-service.log) 1%, Meraki = r 7 ¥ CTHiRf S 5T
Ny a7 THERATEET,

. oA VT—a Yy |
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



