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H—i—4% (TFTP. HTTP. HTTPS. FTP, SFTP, BLUXNFS THH) VAT FI D
(Server Name) | fEpiSEY— N—DHR A R4 FE721FX TP 7 KL A (IPvd £721X IPv6) % AJ)
LET,
GE) IPv6 7 KL ZZERHLCURY MY #BINT 285615, IPv6
T RLURAZHERALTISEethOf v —7 = A ANFRESINL TV
HT EEERLET,
Path VRS FYA~DONRNZAEADLET, ZO5201%, URY N OERREICH

MTHY ., FEL TV DIRERDH Y £,
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FRFHE—-ORT v () THBTEET, 7L, FTIPZ e hao
BaiE, B—02xT7yva () 13— rF 47 Y TiEel, v—Ab
TNAAFR—LT L7 NUDFTP ZRrLET,

PKI FREEZH R
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(A7 a> :SFTP UARY FVIZDAHEHA) SFTP U ARY Y TRSA XA
B3R AN T AL, 2OF vl Ry Z A5+ LET,

[User Name] (FTP. SFTP TWZH) #RE SN — =Tk T 5 E X IALMER A
=W —ZE AN LET, 2—F—LI2T, ZEHFL - /@\$ LFEED
HIENTEET,
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U—FEANLET,
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SFTP 1J7/RY 1) TD RSA AR+ —FREIDERIE
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GE)  SFTP YUY F VU CRSAABF—F8GE2 AT D&, SFTP v /A UFREFHL T 71
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TA NERAN—ZAOFFEE HEM AT D856 1L. SFTP — =5 AR —T7 2 HIRT 5
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CAFFHELZ Y —AISE/— ML CLIZEHL T AR —F L, ¥—F v F VAT A
IZCLI Z#fH L TA vR—bFLET,
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Ry T v T eFTT D DICLERMEE AN LET,
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L. No 77 v 7T ERFHICEITHOG AT T — X IR —EBNELL5ERHY £3, /— FE2EET 5

E. Ny T v TRETTHETHR->TIEEN,
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WOWT D ERIRL £,
[RET—H2D/Nv Y 7w T (Configuration DataBackup) ]: 77V
r—3a VEAFE L Cisco ADE A X L—F o v 7 ¥ AT AT O
BT — s BEENET,
ERT—2®D/N\v% 7w 7 (Operational Data Backup) ]: E=%4 U
VIBION I TN a—T 4 T T AREENET,

Ny YTy T8
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RNy 2T w7 77 A NDLETIEANLET,
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NPT T7ANERETDHIRT NI, ZZICUVRT NILAEAT
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DOHERIRTEET, N7 T v 7TOETENCIRY MU 2B L T\ 5D
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CLLZERLI/NNYHITVvT

CLIL GUIDTEE NS N 7T T ORF Y a— VAR ETXETHR, GUIOMHEHELE L E
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A,
cURVPFINELSHESNTND Z L 2R LET,

= Ve — =
Cisco ISE 15 i1k
TIA=VEFIFAZ L R T Bl ) — R TCHRETFT—X2E L Tx%1, 7914~ PAN
WoTF—2%ZE L6, FEITEI XY J—FRE27T 4~V PAN CRIHITAMLELRH Y £
ﬁ—o
WHT =22 Ts27 a2, BEOZ A I THEALY 4,

\}

GE)  CiscoISEDHBH L WA 7T v M ta—Y— A L 2 —T oA ATIE, Xv I T v 774
BN A BT —=EABNMERSNET, LIERoT, Nyl T v TNWETRIC, XNv I T v T 774
N EFETERLARWTIEE N, NI T v 7 77 A NVO4HE FEITERET 5 L. Cisco
ISEXy 7T v ERa—F— A H =T oA ANTDONRN I T T 77 A VR cER
KIRVET, Ro I T v T T ANAEEFR LRTUIRLRWEAIE. Ny 7T v 70T

{Z CiscoISECLI #ffH T 2 E R H Y 77,

. AVTFUREEZR—
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F—anfExcET 544 k54> |

F—BOETIZET BHA ESA Y
S

GE) e CiscoISE V UV —R 32 LI TiX., /b— b CA OFARKIIE T o —CHBNIZIThIE
T, LIEBNoT, Wy 77 v 7HONL— b CADFERIZIVNEL 5 A,

WiZ, CiscoISENNy 7 7 w7 T —2 2 ETTHHEEITME) XRE A RTA4 2 TT,

* CiscoISETIE, HISE/ — R (A) 6y 7 v 7% 5L T, BIDOISE /— K (B)
WCETETLZ2ENTEET, WO/ —RNIZFEUAA M IPT RV AR D) T,
7277L. /—FB EORY I T v 7B L L%, GEAELER =2V T N—T 2T D
MEENEC D AHEM RS D720, /—FBDFRA MMELEFETHZ LIITEEEA,

e DL ALS = NDOTTA~ U PANDO Ry 7T v T HRE LT, BIOXA LY —2
WDRID Cisco ISE / — RIZETT 256, Huu7 v ARk T22083H0 £3, 2
OEBEIE, XTI T T T7ANDEALNARZ LT, RNy 7T v 7T NEITLEND Cisco
ISE / — ROY AT AR LV LWGAEICHRELET, RUANAy 7T v 7% BfG% 1
HRB L CHBEILTDHE, X I T T Tr7ANVDIA LAT T IREBED DI
., Er et RIRIHLET,

N I T T ERIGR LIZARA N EBIDFRA NG EFFOT T A~ PANIZNNY I T v
EETTDHE, TTA~Y PANIIAZ L KTy J—RiZAe £4, EBESUKL, &
HHY J—RIEFEELRS RV ET, AF¥ U RTay /) —R2774~U /J—FKRIZL,
vhFY) J—FOREEVEY FLTT T4~ /J— RIZEBRETILERH D 7,
CiscoISE / — FOEEZ Uty FT 5121, CiscoISECLI 2bkDa~ > RaE AL T
<TE&EW,

« application reset-config ise

c VAT LDHEA LY —1F, BPID CiscoISE A VA F—ABLIUOEy T v THBICEE
LN Ea2fEEE L $97,

JEBBHD 1 DLLED ) — ROGEHERELZLE LIZGAIX, T — X 5E LT 5720080
Ny I T T AL K7 CiscolSE /— REILT T A~V PAN MO EUEGT 203
NHYET, THLRWTHENAR Y I T v 7E2FEHLCT—4 2T 5L, /— RO
HENRMT D EEMENH D £57,

e 77 4<VU PAN L CRENY 77 v 7 &2HEHL LIRIC, LRNC=27 AR — | L7 Cisco
ISECAGEHERB L OF—%2 A Vi R— b TEET,

N

() CiscoISECAFEHER L UF—% 7 AR — bk Lo 725818,
774~V PAN L CRERENY I T v 7 EE T LRI, 774
~UPANBLUORY > —H—bR /—F (PSN) T/L—k CA
BIOTFN CAZAERLET,

AVTFFUREEZA— .
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B curcomssrgr=s—n>y @& "vs7yTolER

«#@Y)72 FQDN (77 FF 5 —Z_X—2Z2D FQDN) ZMHEFICTTFF F—F_X—2 %
BT 5%81E, CAGEELHAERT HALERNHV ET, (ZOV 4 RUERTTD
Wi, [A=2— Menw) |7/ =2y (=) 27y 7 LTERLET [BE

(Administration) ]>[iEBAZ (Certificates) | > [EIBAZEREK (Certificate Signing
Requests) |>[ISE/L— k CASEBAZF =z —DEEH X (Replacel SE Root CA certificate
chain) ) . =72 L. Y72 FQDN T7' 7 FF F— X X—2 &9 55515, CA FEH
ENHBICHER S NET,

cCiscoISEM N I T o7 T ANERNTEHT—Z VR FUBRMKETT, T~y
REFIIATF D 2 —VRESNT- ANy 7 T v 72FETT LN, VRS MY 21ERT 5404
ERHY ET,

c AKX RTu R ) — RICEENRAE LGS, RENNY T v &#FITLTETLT D

VERHY ET, T4~V PAN THRENEA LGS, ity N7y 7 &R LT
CHFVER ) — RET T4~ VICHAKETEET, 20k, HILWT T A4~V PANIZ
TR EEITTEET,

)

() CiscoISE T, backup-logsCLI =z~ Ry i c& %9, 2o
av y REFALT, vr/ar7 s Xal—var 770D
NEZITWV, ZhoE I TNy a—T U IR TE £,

CLUMNLDHBREFITE=F2—1 T BE) NvOT7vTDERT
CiscoISECLINLRRET — X #1853 HI121E, EXECE— R Crestorea~ > R&EEHALE9,
BREEITEBENN Y 7 T o TN T—2E2ETT DI, koa<wr ReMHALET,

restore filename repository repository-name encryption-key hash|plain encryption-key name

include-adeos

L DR

restore REETTBERN Yy 7T v TN T =2 2E LT HITIE, Z0oa~vr K
ABLET,

filename VRS NUIWHFET DR I T T T 7 A NDT 7 A N4, 120 LFET
DEHFTHRELET,

GE) 77 AN DHRIT, targpg & WO TLRT- AT HMLERH Y
£7 (myfile.tar.gpg 72 &) ,

repository Ny I T v TGV R N ERELET,

repository-name |\ 7 7w T EEITTT D URY R U D4,

encryption-key (AFvar) Nor 7y T el T ba——EROEFXF—&HEL
\i—é—o

. AVTFUREEZR—
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CUASDREERFE=S—1 >y (&) Nvs7yTntx [

hash NI T TEETLTAHIZOD NNy v 2 SRS —, FHT 5121
SNtz Oy vafbEn) BEfbd—42EELET, 40 LFETTHEE
L%,

plain NI T o TrETTHODT L —2 T2 NOBE 25— [Hf+ 50
FbENZT1L—0 T F A O B{LXF—%2EELET, 15XFETTH
’_‘/:E_’L/i—a—o

encryption-key WBEx—2 AN LET,

name

include-adeos (AT vary, BENRNY I T v T ORIEY) BREASNY I T v 7Thb
ADE-OS REZE LT AL, ZDa<vy R AR —F RTA—-F %
ANLET, BENNY I T v T EE LT ILEILIONRNTA—2E2EDR
UN& | Cisco ISE 1L Cisco ISE 77U r—3 a VR ET — X DA =t L E
E

FI4I bk

T 7 4 v N OEMEREIZH W TR AL

AU FE—F
EXEC

FREODHA K514
Cisco ISE T restore 2~ RZ&2fEH4 % &, Cisco ISE — X—NHEHICHESE LE T,

F =B OE AT, Bex—134 7 a T, BEX—%2E LR LRIy 7
Ty T DEILETR— T 572010, BEF—72 L Crestore 2~ REEHTE 7,

1

ise/admin# restore mybackup-100818-1502.tar.gpg repository myrepository encryption-key
plain Labl2345

Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes
Initiating restore. Please wait...

ISE application restore is in progress.

This process could take several minutes. Please wait...

Stopping ISE Application Server...

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Alert Process...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Alert Process...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'

A

v
i

FUREEZR— .
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B cuncozesvsryioas

CLI to verify all processes are in running state.
ise/admin#

BEa<w2 R

BLL]

backup w277 v 7 (CiscoISE & Cisco ADEOS) #FE{TL T, DRy 77T v
TaVRY FVIRFELET,

backup-logs AT AT Ny T v T LET,

repository Ny DT o TERETDHIEDICIARY M) HT7E—RZAD ET,

show repository | #rED U RY M VICHDHEHAIRER N 7 T v S 77 A VEFRLET,

show backup VAT LDy T v TR EFR I LET,
history

show backup Ny I T v TEIEO AT —2 252K RTLET,
status

show restore B EOD AT — 2 A KR LET,

status

WD E D FZY) )= R TT AN r— g VETBORBAT =2 2B LRI AT — %
AN [FERM (OutofSync) 11272 > TWAEA, %St Z U /J— RKOGEAEEZ T 74~
PAN IZFA »A— LT, FEIRPEZETTILENDY £7°,

GUINLDERTFE/NY I Ty TNDET
BHER—FIVTRENY VT v T BT TEET,

1R BHHEIIZ

7T A4~ UPANDHEN T = — /LA — — RN B AN > TV A HEARIIA 71 LET,

REN I T v FRETTLHE, TV r— gy r—_— o ARNHEEENET, =

NEDOV—E2ARHEB SN ETRENRETIHENDHY £9, 2O —EZAOFELED

WIEIZ LY, B XY PANOAE 7 = — LA —R_N—NEE S NDEER"H Y 1,

KERRD Ry 77 TRHCERRN T 27V 7 — REBOBEA L. RO Z L 2fER L £,
LD —A ) —REX—F vy F ) —RiX, ROy 77 v FIFEHESNZHDERT
T, 2=y N)—RFIAZ L RT7TarFRE 754~ OnEFninct,
cEILDY—A ) —REX—Fy N —FiX, ROy 77 v P THEHISNZHO TR
RO, A=y b —RIIRAZ L R7arTHALERHY £,

II AVTFUREEZR—



| *oFFvrEE=S—
zzs—yvy 7—a~x—zotx ||

A\

) T —FR—=A2ADORNy I T v T EHE T L, T4~V PAN TOHI/L— |k CA ZHAKT D
TLEWRTEET, L. BEEBELADOPAN T2 7 4 Xal—ay F—FRXR—AD/NNy 7
Ty FIIEITTEEE A,

AT Y71 CiscolSEGUI T[A==2— (Menu) |71 (=) 7V >y 7 LTERLET[EE (Administration) ]>
[ RTL (System) 1>[/Nv 9 7w F/1HE5T (Backup and Restore) ] #&IR L £,

RTF9T2 RNl T v T OLFIERTE NNy 7T v 7 OUARNPGEIRL, [fH6 (Restore) 127 U v 7 LET,
ART9TI N7 o TR LI X —2 AN LET,
ATY T4 [1H5t (Restore) %27V v 27 LET,

RDERY
CiscoISECA ' —E A HHT A5 E51T. ROZ L 2FEITTHHLERDH Y £4,
1. CiscoISECAV— bk Fx—r 22 HARLET,

2. CiscolSECAGEAEB LN —D Ry 7T v T %774~V PANDLLEIGL, B XU
PAN CHEITLET, ZHITLD, 7T A~V PAN OFEENEELZEAIC, B XY
PAN 23058 PKI D /b— b CA 721X FAZLCA & L THERET 2 L D122, BH % U PAN
7 T7A~Y PANIZHSEDLZ ENTEET,

FEZAR =)0 T—3R—-XDET

B YT T HR=AEE LT H T e RL, BROY A S TRRY £, ROIA
Tk, A2 R7 e BIUOSBERATE=2Y) V7T =2 _X—=2A %@ 0T D HEIT DN T
HLET,

Cisco ISE DLAFTD Y U —ANH DA T~ RE=Z VU T TR RX—=ADNy I T v %k
BT HIiE, CLLAMEHT 2 0BERH Y £, CiscolSE VU =R TORAT Va2 —L RNy
7 T OETII R —FEINTWERA,

N

GE) F—E2rREEEN-//—FREII0 ) —RIcF—42%2Ex L Lo L2886, L/ — K%
i nXo 7/ 2—7y FREEZRETHIVENHY £, Zhicky, £=% U 7 syslog
NIELW/ —RIZEESND LT F5,

AAVR7OVERETOE=Z42—1Y>2Y GER) N\vIT7vTDERT

GUUIZIZBIED Y V= ANBESEEINTZ Ny 7 T v T OHRNEREINET, BIOY UV —AN5
BE SNy 77 v 7T EE LT AI20E. CLI NG restore 2~ RafEHLE I,

AVTFFUREEZA— .
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B cessvz=rU Ry FIcEsE=R LY Ry s Py TDER

ATy
ATy T2
ATvT3

ATv74
ATvT5

1R BHHEIIZ
cHWE=HX Y T T EHEELET,
NI T T HATa—VT BN, AT~ RN T v FITLET,

[ (Administration) ]>[ AT L (System) |>[/\v 9 7 v FE 1T (Backup and Restore) ] &3#R L
£7

CiscoISEGUI T[A==2— (Menuw) ]7A4 2> (=) 27V v 7 LCGERRLET[EE (Administration) ]>
[VATL (System) 1 >[/Nv 9 7y FEET (Backup and Restore) ],

Ny I T T OLRERE NSy 7T v 7OV A MPGRINL, [T (Restore) 127 U v 7 LET,

Ny 27 v TRICHEA LS —2 A LET,

[t (Restore) 127 U w27 LET,

ERBLIUVUEZRYIRILYFIZCEDEZR) VT NI 7y TOER

ATy

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

BHEBLIPE=XY TV Y FEFEH LT, DHEBERETOE=X ) I Ry 7T v T &ET
TEHZENTEET,
1R BHHIIZ

cHWE=H ) T T EEELET,

NI T T AT a—VT BN, AT~ RN T vl FITLET,

TIAL =V A FY PAN L CTWAEAIL, PAN S[EH#IL £9,

PAN & A4 256, PANZEIRL, THET 7T 4 TR T ITA VICHABRIEILERH Y £4°,
FT=H VT ) — REREMERT DRI, T=2 ) 7~ T2 BEENORO /) — RIZE Y 4 TET,
BT L, MEhoE=Z YU S = R Eb 1 DETT,

NPT o TITrE=H) T ) — ReBEHERLET,

LS B EINTZ /) — NI X Vo I RN 2 7 o7 HET LET,

BHAOER ) — RNk Hi-icEoshiz /) — F&25kLE£7,

FTIEB L INTREINTE ) — REeT 0T 47 RE=F VT J—RIZEELET,

FEZAY T RIVYIYFIZEKBEZZ)T NI TYvTDETRT

SSBBEEDT=Z Y T Ny 2T o 1E, F=Z U SN FIL Lo TORETLTEET,

. AVTFUREEZR—
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wxaE I

1R BHHIIZ
cHWE=HX Y T T EHEELET,
NI T T HATa—VT BN, AT~ RN T v FITLET,

AT Tl HitEND ) — FOREEZMERT 282 LET, TN 2TH0E, =2V 7Ly F %2 RBENOR]
D — RIZE Y BTET,

BRI, e o= 7 J—FRDal Lty 1 DRETT,
ATy T2 MIESND ) — REBEmk L £,
G¥) BEERNE T T 20E2FHE L T D, HoicERrE T, Exaird 0N, /— KB A%
VR R RBBIZ s TWARERH Y £97,

AT T3 LB ENTZ ) — RICE=F VT Ry T v 7 R2ETLET,
ATy T4 BAEOER ) — RICL O Hi-IicEodniz /) — RE8EEL£9,
ATFYTE FI-ICETENTRESNS ) —RET 7T 4T RE=ZI T ) — RIZAKLET,

BErxERE
[BfERE#E LR — I (Operations Audit Report) |V 4 > RUnE, TXCTOEILEE, v 7 A X
YR AT —H AT HIERERSGTEET,

)

GE) 7272 L [EfEEAE LA — K (Operations Audit Report) 1121, AiflEl D STTHRIEIC %t 2 BlAAEE
IR 2 #ITH D A,

T TN a—T 4 T ERE ANTTHITIE, Cisco ISE CLI 7* 5 backup-logs =~ > K& 54T
L. ADE.log 7 7 A WEFARDLENH D £,

B ILEEOHITHRIX, T3TD Cisco ISE —E 2351k L¥ 3, showrestorestatus CLI =~
Y REMHHAL T, EoREOEITIRN AR T 7,

DIL\I:IIEJ:DCJ:UI:ILF_I’—I_\ U p _'QJ:HEODIO ZI—I_\

FABLOHFARY O —FREXZ XML 7 7 A VDR T AR— KL, ZhEx+ 774 T
FHPS THRETZT—ZHEL., NI TN a—T 4 o TOEDIHEHATEEST, 20 XML
77 A MTFRREB L UGRAIAR Y v —b—)b BB I OEERY —&, (BB T 7 & AH|
Y A (DACL) . BIOHA T e 7 7 A AP EENET, XML 7 A IV EEF A —/L Tk
BT o0, B—V VAT ARG TH I EERINTEET,

AVTFFUREEZA— .
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B < —orozxk—rxEozrsa—n

AT Y71 CiscolSEGUI T[A==2— (Menu) |71 (=) 27V >y7 LTERLET[EE (Administration) ]>
[RTL (System) |>[/N\v o 7w TEET (Backup & Restore) |,

RT9 T2 RV v—Dx7 ZAFR— bk (Policy Export) | %27 Vv 7 LET,

ATvT3 MLEISUTHEEADLET,

ATy T4 [=7 AR—1 (Export) 157 Vw7 LET,

XML 7 7 A VONBEFRTHIZIE, V— Ky RREOTFR 2 27 o X &R LET,

R)—DITHIHRAR— FEREEDART O a1—)L

WORTIE, [RY—DxTJ AKR—rDAY Y 2—/ b (Schedule Policy Export) |V (> K7
DT 4=V FIZOWTHMLET, 2OV FUEFRT LT [A==2— (Menuw) 17 A
ay (=) 27V v 7 LTERLET[EE (Administration) 1>[2 X T L (System) [>[/3y
9 7 v JI{Ex (Backup and Restore) | >[R!) >—D T4 XR— bk (Policy Export) ] T

R5:R)—DITHYRAR—FREDRT P a—)L

J4—IL K% FREDAA KSA4Y

1554t (Encryption)

EncryptionKey |x=2 27—k 7 =X % AbB I OMESALT 27200 F—2 AT LET,
ZOT7 44—V RiE, X —%EH Lz AR — T (Export with
Encryption Key) | 47> a VABIR LIZGEICOBANID £,

Destination

A—A)Lay RIS — TV AR—FN TZ7 AN ET—HIL VAT AT a— RTX
Ea—&IZT774 | £+,

ILESASoA—FK
(Download fileto
local computer)

[F7AINErA— |EROBEFA—LT RLRF, Hr~TRYDZETANTEET,
JLTEE (Emalil
fileto) ]

RO R RNV =T =B 7 AR— P FLVRY P ZRIRLET, 222N
VEIAEREANTHZEIFTEEYA, Fuy 7 HZ 0 U R RIH
7RV ARY N OHEBNTE LT, KU =D AR—FDART V2 —
NERETDHENS, UARY P EER LTI ZE 0,

. AVTFUREEZR—
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sgEscnIs3y /—keenvsy /—rors i

TJ4—ILF% FRLEODHA FS1Y
STCIVRAR—|F—FE2u—HLaLa—HIZs AR— 750, B A—NVOUH

b (Export T ANELTCEETACE. oA Ty arE s v s LET, UEY

Now) FICZ 7 ZR— T3 LI TEERA, VAP RO ZF— D
Il A a— L TEET,

Schedule

ATTa—YoG |2 AR— FDAF Y 2 — LOBEEZRIN L. FHUC U TEDMOZEH

F7vay AP LET,

(Schedule

Options)

DERIETODIT AV /—FREEDUFY) /—FDRE

5

SRR TIZ, PANOA Y IV T v F 77 A NDETHERIZ, 794~V BLOEDHY ) —F
® Cisco ISE 7 — X R—ZNHEICFEH SN2 ER3H Y £9, ZDOHAIZIL. PAN S
T H % VISE /) — R~O5E 2B %2 FHCifil 7 c& £, mbllFEEIL, PAND OB
2V = RICOAZARETT, FHEERIL, REZEETLHZ LIXTEEH A, CiscoISE T
1. FEHEARERICET LizIizoI, fiod Cisco ISE BHLE R —Z )L _X— IZBHE L TRELE
WEITH N TEET,

1R B
WDHR AT e FRITTHIE, A—N—EHEERIFI AT LAERE CHOIVNENHY £7,

AT Y1 CiscolSEGUI T[A==2— (Menu) |7 A 2> (=) 27V v LCGRIRLET[EE (Adminigration) ]>
[ RT L (System) |1>[EEH (Deployment) ] 3R L £,

ATy T2 FERML IV r—vary AT —F A H L FZYISE ) — FOMICHLF v IRy 7 A F I LE

ﬁ‘o

ATY T3 [FAMZEH (Syncup) 1227V w27 L, /— RBPAN L[RSS5 £ THRBH £, Cisco ISE FEEH AR —
BNASDT 7 HAL, ZOTOEANETT 20 ERTNTRY £ A,

AVTFFUREEZA— .



AvFrorEE=4— |
B =5 r7oossvngEBcosbl/ — FO%R

AAF7RAVELUSHEBHTOXRONTI-/ — FDIE
JT
ZOHETIE, A RT7rrBXODBER CORbz )/ — ROETICHEHATES N7 71

Ca—T g L PR R L ET, ROBEREIO—HTE, KbRizT — 4 DEIBIZ A 2
T 7 LR R L. OB EICIE, AR L TV

DEHERTOBREIP7 FLREFRA MEEFERALTOEDONI/ —FK
MDiET
FF
SEEBTCIE. BARAKENRSE ) — ROBEIZHORNY 3, Eoklc, BHEIPT KL ALK
A ]\Z“‘_‘A%{ﬁﬁﬁ [_/gzjﬂo
72z 2o /=K Nl (FI9A4~Y RYV—EFH /) — R K+42bb7F 74~ PAN) &
N2 (BB FY RU—EFH ) — R+hbbeh 2 U PAN) b0 F94, L T ICEE
ENENL ) —RORy 77 v FRFIHEETYT, BARAKEDTZDIZ, N1 EN2HFD /) — K
ICREENRALE L,

i0k73

JBBAN DT XT?D CiscoISE / — FPEEINFE LR UARA N EIP T FLAZFEHL T,
HLWNAN— R 2T OA A=V ERESNE LTz,

fZiRFIE (Resolution Steps)

L NIBLON2/—RFOWHFEEBEIBRZDILERNSHY £, NIBION2 /—FigAZ K
T URERRICTR Y £ LT,

2. NIEN2DO/—FOUDIZFHLTIA B ZAZFEBL, N1 /J— R/ A —LLZE
KR

3. BEEXMIINI —RTAYI T v 7B\ LT HILERHY £3, HLA27 U7 MEIN2IZ
F—RZEREMLELIE LFETH, N2IZRZ L RT7ay J— R ThH-OREITERLE
T NI OF—HIIRFZA TIICY By FENFET,

4. NI OEHER—ZMIuZ A LT, N2/ — FEHllR L TERRT 2M0ERDH Y 4,
INTNILBEON2 /= FOTF—=ZBRZITIIC £y FSLET,

. AVTFUREEZR—



| *oFFvrEE=S—
SUERMOHIP 7 KLREARR FEEEALTORbNE/ — Fogx ]

DTHEFDHIPT FLRAERA MRZFERALTOERDONT-/ — FDE

JC

SFUA

SHIBB TR, BREENRE — FOBRIZOBRBDET, FILWLNA—RT =T DA A=)
B LWGET CRAERR S, FTLWIP T LA LR MBI TT,

7meZIiX, 22ODISE, /— KNIl (FI9A4~ VR —EFB /) —FK (F714~VU PAN) ) &
N2 (BEho Y RY—H—bER /)—FR) B’bdELET, B THIZESES NI/ —
RO 77 o ZHRFAFRETT, HREEDZOIZ, NI EN2W GO ) — RICEENREE L
F L7, CiscolSE / — FAFLVWwar—y g 0 TEE#z b, HFLWARZX FIINIA (7
ZA4<VUPAN) BXUN2A (B &Y R —H—ER /—F) TT, NIABLUN2A
IXZ O ETIIAZ KTy J— KT,

AIRE M

JRBAN DT XT?D CiscoISE / — R INE LEZH LW A= R 27 DA A=V, B
HRARLEIP T RLRAZMHA L CRARDEFCTERENE LT,

f#:RFIE (Resolution Steps)

1L NIORYITyTHEAFL, TNENIA FTETLLEST, Box27 U 7 ME, A2 M
L RAASVEDOEFEETRFH L, BIEDEA FLIZESOTRIBABRENDEA L L KA A
VA EEHLET,

2. HLVWACEBAERFEZERT O2LERDH Y £,

3. NIA @ Cisco ISE HHE R—Z nicu /A 408N H Y £9°, Cisco ISE GUI T [ A
Za— (Menu) | 7142y (=) 27V v 7 LTERLET [EE (Administration) ]>
[ RT L (System) |1>[EEH (Deployment) ] #3R LT, ROBIEZITHIVLERH D £
D

HWVWN2 J — RZHIBRLET,

HLWN2A J—FE2EH U AY J—RELTRELET, NIA /— FOF—Z B N2A
J— RicERINET,

AZ3 7 VRFEADBFIPY FLAERA FRIZEKS/ —FDETRT

F)F
A RTa B ) — RRZ Ty LET,

72ExE, AXZ VU RT U B ) — RNIRDHoT-E LET, NIT—ZRXR—ZADRXNy I T v/
W, A THICES S E Lz, MERBEEIZLY NL / — KR Z 7L, f A=V OFE
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AvFrorEE=4— |
B <5 70 mBoBP7 FLREKRR MEIZE D/ — KOS

ETZITH LA — R =T BB TY, NI /—RZ, WAUIPT FLAERX M EERAL
THESELIBERDH D £7°,

ATiR S

COREBIIAZ L RTa BETHY . B EIFA A=V EEER LT A— Ry =TT, [
CIP7T RLRERRA NEEELET,

fZiRFIE (Resolution Steps)

A A=V OBERR B, FIEFE—IP 7 RLALARA M TEH LW CiscoISE / — RZEA L=
BIZNL J— FREEILZS, HWNL ) —FnbBE LNy I T v 72 ETTHLERD
DNET, B— A EERTILELIHY FHA,

A R7AVEROHIP7 FLRERRA MRIZEKDB/ —FDETT

SFYF
AL RTa B ) — RRZ T LET,

Tl ZIE, AF U RTRUER ) — RNIBboT- b LET, B THZEE SN NL T —4
R=ADNy 7Ty TRFAAEETT, WENRREECLY NI ) — FRF oL, #251P
T RUVALKRAMNMABFEHALEHF L A— R 27 2By —y g > CEEXHBRIONET,

AR H

INEFAZ L RTrVERTHY, BEBZONIEANA— Ry =TT, BARBHIP T RLR LR
A NG ERLET,

fZiRFIE (Resolution Steps)

L HLWA—RT=7 TNl /—REEEHWIFET, 2O/ —RNFIAX o RTuREL 2
D, FARMGIEINIB TY,

2. Ny T v 7%NIB/—RKECTHELTEET, = VA2EAETIHMLETIHY THA,

aYvIJ4Xal—a>rAa—iLiNyy

)]

BHETIIHREEZEELTLEY, BTENRELL W ERXDONI5ERHY £T, =&
ZIE, W< OO NAD ZHIFR L7, —#d RADIUS EMEZ38-> TIEIE LY LT, FRFfH
BIZZOMBEIZZM < HEEDR DV T, 2056, BEEITHIANCESE LNy 7T v 7 %2H
LT HZELIZEY, TOERICRT Z ENTEET,
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SUERMTOBERERO TS <) /—rogx ||

EAZbNBEE

Nl (oA~ RV —EH ) —FTRbb7I74~<Y PAN) EN2 (Bh o FURY o —%
B —FR+72bbeh &Y PAN) 250 —RKBEHV ., N1 J— ROy 77 v Fafif
T&EFET, Nl L THRAFEEEFEZNLSONTW, BREEZTTCIZRTHLEND Y 7,

J)a— 3y

Mo lREEEEITORNCES LIENL ) — ROy 77 v T2 AFLET, N1 /—FETZ
DRI Ty T HETLET, HLAZ UV ZF MLV, NI OT—XTN2BFEH SN ET,

THERCTOEERLERFOTSA4TY) /—FDET

SFUF
< VF ) — FREBENT, PAN ICEENEALE LT,

7L z21E, 22D CiscoISE /— K, N1 (PAN) & N2 (B X UEB ) —FK) "0 £,
N— R =7 ORET N IZEENEA LE T,

AR

SEERBNO T4 <Y J— RORIIEEREALET,

f#Z:RFIE (Resolution Steps)

1. N2EHER—Z a4 LET, CiscolSEGUIT[A==— (Menu) |7 A 2> (=)
27Uy 7 LCGERLET [EE (Administration) [>[2 X7 L (System) ] > [EF
(Deployment) IN2 %77 A4~V /J—RFR&ELTHELET,

NI/ — BB LU= K72 7 CREBA B, A A—VBEFR SN, 2% Y k708
ARREL 72D £,

2. N2EHER—FZNLT, BHF) ) —FELTHLWONL J — FEREHELET,
INT. N2/ —FRT T4~ J—FKRIZRY, Nl J—F Rk h &Y J—Rizky %
£

Nl /—FREHQRTIA4 <Y /) —FZT5IZF, Nl OFHER—Z Va7 LT, 20O
)—F&27T74<) ) —FRIZERELET, N21t. HEWICE D &Y $—R_—L 700 F94,
T—EANKbNAZEITHY £ A,

NHERFATOEEREFOELHVFY) /—FDER

S A

< )VF ) —FERT, 180 &Y ) —RIIEEREALE L, BrolnBEiidby 4
Moo
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rvsrrrEE=4— |
B ciscosenxo s xn=x4

7L Z2i1FE. Nl (F5A4~U PAN) . N2 (B> XU PAN) . N3 (B H &Y KU — H—
ERJ)—FR) N4 (BB FYRY—H—ERJ—R) OBKRDO ) — FBRHFELET, &
HHEY ) =KD 1OTHDNIICEENEELE LT,

fZiRFIE (Resolution Steps)
1. HLON3A/ — ROA A—VEFER LT, 774V DOAZ L KT RBIZLET,
2. Nl OEHER—Z a7 AL, N3/ —F&EHIBRLET,
3. N3A /—F&BEHLET,
N1 225 N3A ~, T —#PERINET, HEIronETHY A,

CiscolSEOX T A Hh=X L

Cisco ISE (1%, EA, EEEMH, BIO My a—T o v ZIEHEND I aX T AT
S AWM TVWET, ZORF U7 A=A AT, B IV — B AOREIREAZHRR]
L2, MEDO T TNy a—T 4 VT EBHRNAT O GEITESLLET, £/, 774 ~<)
J—=FRDEFE=F) o ITBILR N T TN a—T 4o 7oaxr FTHON—E LB TERS
nEJ,

BB —F Ny 7 T RLUREFHL TR =L AT Aa 7 #INET S X 9T Cisco ISE

J—REFRETZET, a7 E/NBICNET DI, ¥—F v b EFETI A5 syslog H—

NR—%RELET, 0 V3 FHEBESNESEOI T IV ICHEENET, ¥—4~ v b, v E
T7 4 (EKE) LAIAREIIECCHT IV EZRETLZEICED, e T HhE I A
~vA XA TExET,

RAKNFF77F 4 AL LT, CiscolSEOEFE=FY L IBINMT TNy 2—F 422 (MnT)
J— RiTsyslog #x5ETHEIICRY NT—2 THRA RERELRNTL IS, TV,
—EDOFX Y U= T 78R T4 X (NAD) O syslog 23K D ATHEMEN & 5 137>, MnT
P N—=PRAMIZR Y 72— RORBENRFEAET 5725 T, NAD syslog 2% MnT [ZEFEE(E S
NDEICHRESNTWDLEE, By g VEBREREMEIL LE T, NADsyslogld, F7 7L
Va—T 4 T DIZOITHMNE syslog —/3—ITIEETE ET2, MnT ITITHETE A,

J—RTISE A vb—Y 07 —ERTEERKEE LSS, TrbR X0 7TI5—AMR 1
UH—ENR< W E L, /—RTISEXA =Y h—CREENRET DL, TD
= RTAy =V 7 P—EZARHHINLE T, T XTDsyslogBLOTrER X7
T T —ARNKbIvET,

ZOBE, EIREIL, CiscolSEDR—A T 4 RUD[T T —2 (Alarm) | ¥ v =2 by MMT
VANENDGF2— V7 27— T IT7—LERBETOHLERHVES, 7I7—2%27 0 v 7
T5H &, HELESNDT 72 a (Suggested Actions) |27 v a v iNEEn-HLVY 4K
UNBRE £9, MEEMRRT D120, WOFNEIZHE- T EW,
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syslog DHEDELE .

\)

GE) =XV 7 J—KBFy NT—27 T34 ZAD syslog P —/3—& L THESNTWDEA,
OX T V= ARROERNTELWWR Y NU—F T 7B ZA P —— (NAS) ODIPT KL 2%
EETHZEEERLTIEEN,

<message_number>sequence_number: NAS |P_address: timestamp: syslog_type: <message_text>
ZOLBRWE ZHUINAS D IP 7 B L ARF T DIERBICH B2 KT Z L n3b 0 £,

syslog D HEDELTE

ATy I

ATy T2

ATvT3

ATy T4

ZOTrRREMH LT, =0/ a7 Z3E L, FFEOHMM®ICe - ur %k
HIBRL £

CiscoISEGUI T[A==2— (Menu) |74/ 2 (=) 27V vy 7 LTERLET[EE (Administration) ]>
[RATL (System) 1>[BF >4 (Logging) |>[B—HI/LAYEEE (Local LogSettings) | # IR L F9,
[2— v a 7K (Local Log Storage Period) | 7 4 —/V RIZ, REY —ATrZ =¥ b 2R FFT
LERRAEZ AT LET,

localStore 7 A /LA DY A XN 9T GBIZELT-GA. n 7R ESINT- [m—h a7 OERFESIR (Local
Log Storage Period) ] £V HHENCHIBRS D Z LBV £,

FANEAR 2N Bm T D ANCEEF DO v 7 7 7 A V2 HIRT 2121, [47 < e 7 ZHIER (Delete Logs Now) ] %
79y 7 LET,
[Save] 27 U v 7 LET,

CiscoISE X5 L A4

CiscoISE CiL, AT s uZiduaxr 7 ¥—7y b EMEINDI LT CIESNE T, ¥—
Fy NI, a S EIE L THRIT A — =D IP T RLAZBRLET, n /%22 —Hh LT
AL THEMNT 2280, FTIPZ7 72 U7 4 ZEH L THOMBY—"—CiZk+5 2L T F
7, CiscoISEIZIZ, DT 74/ Z—7 > ERHY, Zbide—T)L VAT AOL—T
Ny 7 T RUVAZEICHEESNET,

* LogCollector—= 7" 2 L7 X DT 7 4 /v h D syslog ¥ —7 > |,

* ProfilerRadiusProbe—=>7"11 7 7 A 7 Radius 7’2 — 7 DT 7 # )L kD syslog ¥ —47 > k,
F7 4 N T, AMABWY T HT T ) LU RT LB T AT LV ORI S By |
X, T4 AZEE A S T2, HiF CiscoISE A A h—/VE 2137 v 77 L— R

RV ET, INHOY T hHTFITIouX 2 —4y NEFEITRETCXETR, b
DOV THFIYOa—hL aX L FIEEIca T,
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. 1) E— b syslog INEBZBFTDERE

AvFrorEE=4— |

CiscoISE A/ v A h— L DOEHBIZO—H VIR ESINDT 7L houaXx 7 X—4Fy &
AT 20, Flidn 7 2R EGET 084 —7 y bEERTHIZ R TEET,

\}

AlE PSN 22 5 syslog Hr—/S— ~[EHZE(E SN E T,

GE)  syslog Y — =0 HURB TROE STV DA, syslog A v E—1IMnT / — R CIER< R

B
2w

EErEYD
CiscoISE X vt — a— K (39 X—Y)

1) £— | syslog YNEIZFTDERTE

ATy T

ATy T2
ATvT3
ATv74

Web A v X —T 2 A AEEHALT, VAT L 0T Avb—VDOEEHRIC2D Y E— b syslog
=N =y NEERRCE E T, B A vtE—U1E, syslog 7’1 b /L4%EHE (RFC-3164
B M) IZE-> TY E— bsyslogh—/3— Z—5 > MTXEINET, syslog 7w ka2t
¥ =27 T/ UDP T,

A=, AN IRRELEEZICERESNET, AV ME, 07T L0 THIC
BREINDAVE—IURT T—L EODAT—H A RRTHLDOTHLILENRNHY £7,

H—F), A=) =P —L XNl B 77 VT 4 bAERSNEEESE XA
TDAR M AyE—URHVET, ARV RAvE—UIFITETT 4 (EKE) LIz
BT HNTERY, FHEIIA v =T gV Z ) 7L, BREMTTEET, BiEa—
RiZ7 7074 BXOVETT ¢ (ERE) LMZEID S THORET, syslog h—/3—I%
ARV N A=V ALl ¥T, ZRHDT7 7V VT A DBARU N AyvE—UERINELE
T, BHEIL, vETT 4 (ERE) LMESWTRA v —VEERET LA RN R Ay

t—val s X EBBNTEET,

UDPsyslog (22 2L 27 %) 37 74V DV E—RF BX 7 ¥ —5Fy N TT, ZOrF
Th—0y NI LA, vl a2 LTEELRLS R, [eX 773
(Logging Categories) 1V 1 & FUMMBLHIBRESNE T, ZOowuX 72 —5y MeFAM L

B, (¥ 773V (Logging Categories) |V 4~ Kuvoa a7 2|20 £7,

)

GE)

=HZ VU ITBINNTI TN a—T T vy Fatyt - AREFHESHINET,

T74N IOV E—FaX ¥ — v b SecureSydogCollector #Z # 9% &, Cisco ISE &

CiscoISEGUI C[A==2— (Menu) |74 2> (=) 27V v 7 LTERIRLET[EE (Administration) ]>
[RTL (System) 1>[AF >4 (Logging) 1>[VE—FRBAFX2S 2—4 v b (RemoteLogging

[Add] %7 VU v 27 LET,
ROVEFEAEHREATILET,
[fR1F (Save) 1%7 VU v/ LET,
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CiscoISE A v t—Y O—F .

ATy TS5 [VE—h BX 7 ¥—% v b (Remote Logging Targets) | <—IZBEI L, HrLWZ—47 v FBER S
Tl MR LET,

ZTO%, uX T =Ty e, UTFToZNEThoaxX 7 73 iivy /7 c&Ed, PSN/—FK
X, TNHD /) — RTEHTR > TODE Y —ERAEL T, %5720 E—kaXr s/ 4—7y k
WCEfE LT,

« AAA BEA
« AAA DL
« T DT 47 (Accounting)
« 4} MDM
« /Ny 7 1D
CRAFXYBLWNI TAT N Faeya =7 DOEE (Posture and Client Provisioning Audit)
CRATFXYBLWNI TAT U N Faeya =7 Ok (Posture and Client Provisioning Diagnostics)
e TuT A7
JBEANOTNTO ) = FiZk->T, ROBTIVOuRrBiuxr s =7y MIEESHET,
« BHB L OHEOER (Administrative and Operational Audit)
o VAT L2

o VAT MfRET

= ~ A\
CiscoISE X vy t—2 O—F
nX 7 BTV, ACS OfEE, v —, FIEEABERATAA v E—Y a— oA
¥ R)LCT, CiscoISE TiE, £uZilidu s A vb—CORNFIE->TaX 7 h73 VI
N RLVENTND Ay E—Y a— RRBEEMFTONATHET, oX o7 73 01%, &%
NTNDHA Y E—=VONELZUMIT D551 LHET,
RX T HTIAVERX L TRETELOLETS, STV, 77V r—2 a3 OFEHIC
I U CRRETRER AT, ¥ —7 v b, BEXORVETT 4 (ERKE) LLBHD £4,
CiscoISE Cix, H—vERIZX L THFAIERSINTcaxX 7 7 3TY ([RAF+ (Posture) .
[7m 7747 (Profiler) ]. [ A K~ (Guest) ]. [AAA GREE, FFrl, 7D T 4 7)
(AAA (authentication, authorization, and accounting)) ] 72 &) 2SRV, Znblce s
H—y NEEID Y THIEMTEET,
m X7 H T YN [AE) LT-F8GE (Passed Authentications) ] D356, m—H/Ln X o 7 & FF
ATH5A T aid, T 74N B TREDNR>TWET, ZohTIVou—iuaxr s
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AuFForREE=S— |
B e a—roErELrLozE

EHEINCT DL, BHAR—ADMEHRNE L 720 | iseLocalStore.log & & 1T prrt-server.log
ALY = St B

[%Zh L7=383F (Passed Authentications) ] D —h L ua X 7 2 HNITHH5E51T. [BE
(Adminigtration) ]>[> X T L (System) 1>[BF >4 (logging) |>[A¥X 5 ATV
(logging Categories) (BN L, [T 2 VU (category) 1 &7 ¥ a v D [%3h L7=585E (Passed

Authentications) %7 U v 27 LT, [m—HF/uaFx>7 (Local Logging) | DT = 7Ry 7 A

A AT LET,

EErEYY
Ay —Y 23— FOERELVVORE (40 ~—)

AyE—Y A—FODERELANILDEE

a0 IT 4 (ERE) LALEREL, BRLEITIVoa IR nsax s/
H—2y NEEIRTE E9,

AT 9 T1 CiscolSEGUI T[A==2— (Menu) ]7A 2> (=) 27V v 7 LTERLET[EE (Adminigration) ]>
[RTL (System) |>[BF >4 (Logging) 1>[AF¥ >4 h731 (Logging Categories) 1.

ATFYT2 WETIHNTITVDOOA T ary RE 2270 w272 LT, [ (Edit) 1227V v 27 LET,

ATV T3 MWHET7 4 — NV ROEEEFLET,

ATy T4 [{RF (Save) |27 U w27 LET,

AT9 7S X7 732V (Logging Categories) | X—VIZBEN L, $FEDO N T T VI3 L THTHONIZEREDEE
NEZHRLET,

CiscoISE A v t— A4 04

AREMERH DT X TOR T A v =V LAAEZRRT D201, [(AvbE—U % B2 (Message
Catalog) | X—V#fHTEET, [BEE (Administration) ]>[> AT L (System) [>[AFX >
4 (Logging) ]>[*wvt—YHh%2 0% (MessageCatalog) ] Z3##R L £, Cisco ISE GUI T
[A==2— Menuw) |71 (=) #27 Vv 7 LTEIRLET[EE (Adminigtration) 1>[3
AT L (System) 1>[AFX >4 (Logging) 1>[+*vE—HhH2 045 (Message Catalog) | % i3
WLET,

(v Avt—U I HZrr (LogMessage Catalog) | N— Y DBERINET, ZORX—I T,
0y 7y ANVICREESNDAREERH LT XTORT A vE—VEFRTEXET, T3TCDH
Syslog A v &2—Y % CSV 7 7 A VBT AR — F 4 5101%, [=7 AR — K (Export) | %
HEIRLET,

Cisco ISE 2> HX(E S5 syslog A v B—DO@fEe ) A b syslog A v E—TVOEK, 7—
HNVBLRYE—MZ—5 v hTO syslog A vE—TOFREHFIEIC OV TIE,  [Cisco ISE
Syslogs] F¥ =2 AL FEZZMLTIEEW,

. AVTFUREEZR—


https://www.cisco.com/c/en/us/td/docs/security/ise/syslog/Cisco_ISE_Syslogs.html
https://www.cisco.com/c/en/us/td/docs/security/ise/syslog/Cisco_ISE_Syslogs.html

| *vFFrvrEE=H—
TvrksvroFAvsnsarss |

IVERRAV DTS Ay aLsy 4

BEDT RRA LV FOMBEE NG TNV a—T 40 73572012, IPT RLAE7213 MAC
T RLARIZHE ST, BEDT L RRA L MOT Xy T nrwFdyran— RKTaxEd, TOR
EOTY RRA v MEFOr 7N, BENOSEIER ) — Kb 1207 7 A MZESH
Lz, REPORICEEE T TINY a—T 4 S TEET, ZON T TN a—T 4
YT =i, I ODEY RIRA VY MR L TORETTEET, v s 77 A5 GUI
WCERENET, 120/ — FELFERNNOTXTO /) —RFRhb 2 RRAS v hou a2 H
yoa—RTEET,

BEDIV KRS DTy OFnFHoO0—K
Xy b= NOREDT Y FRA » FOMEAZ N T TNy a—T 4 o 7T 51003, FEE
R—=BNINET Ny 7 2 RiRA v b Y=LV ZHTEEd, £, 20V —1L% [
(Authentications) ] X—YMNHEITTEX £ 9, [FEiE (Authentications) ] X— D [T KR A
> MID (EndpointID) | %4&7 Vw27 LT, [ F&RA >~ 73y 7 (Endpoint Debug) ] %
7V v 7 LET, ZOY—LTE, B—T7 7 A VOREDT Y RRA > MIEET 5T TO
P —ERZETETRCOT NNy FiFRB RS E T,

1R BHHIIZ
FRy T a P ENETAIZ L RRA U FDIPT RLVAELIZMAC T RLABMETT,

ATYF1 CiscolSEGUI T[A=a2— (Menu) | 7A 2> (=) 227U 7 L GRIRLEJ [ (Operations) |>
[F5 T2 a—T 4% (Troubleshoot) ]>[2#iY—JL (Diagnostic Tools) | >[—#%Y—JL (General
Tools) | >[T > KR4 > b7/3v % (Endpoint Debug) 1.

ATFY T2 [MACT RL A (MAC Address) | 721 [IP)AF v ar REZ L %Z227 ) w7 L, =2 RRA 2 D MAC £
77IXIP T RLAEZ A LET,

RATY T3 —EORMARGE L-Rica ZINEEZE LT 2581, [In0®%RICHEBICESE (Automatic disable after n
Minutes) | T = v 7Ry 7 A% A NI LET, TOF v IRy 7 AT IHEHEEIEL. 1~ 60 57D
MZEANTHRENHY 7,

KDOA =V RERENET, T2 RS P TRy 7L ->T BEAOAT 4 —~ U ABME T LE
9, #tAT LE722? (Endpoint Debug degrades the deployment performance. Would you like to continue?) |

ATy T4 v 7 ENETDHITE, [FAT (Continue) 1 %27 U7 LET,
ATw 75 FEhCTrZONEELFIET LA, 51k (Stop) 1227V v 7 LET,

BMELEYY
TV RBA LU NOF Ry Tl arziz (41 =—)
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AvFrorEE=4— |
B ox=os

IRET 1 ILE

WETZ 4 VA EHRELT, =X U 7 — =8B LOSNT— N — 2215 415 syslog A
T—UEMETE E T, Wl BARDEMEY A SIESVTRY v— - R S — R LR
IWNTETTEET, FEORMES A 7B IOSRIGT 22 L THEO 7 4 V22 ERTE
£

F=H VT ) — REIFSY— =T syslog A v —T % E(ET DRI, Cisco ISE (L%
BT DsyslogA vy = D7 4=V REZNOLDEZ L E T, —BDR O T256, %F
G DA =R E S NEE A,

N\

GE)  {EE ® [Attribute] 33 £ O [Filter Type] (2%} L TUNEE T 1 /L4 ([Administration] > [System] >
[Logging] > [Collection Filter]) %% & L TV T, [Disable account after n days of inactivity] 7= v
7R v 7 A ([Administration] >[I dentity Management] > [User Authentication Settings] > [Disable
Account Policy]) %A 2L TV D56, kIO syslog A v —UNE=2 V7 ) — R
WY L—SNRWEER, T AT RBNENCR D R B Y £,

INE T4 ILEDEHTE

SEIERBHEDOZ A FIZEDSNWTHEEBOIUET A VW E2ERETEET, 7425 %E 201
IR 2 2 LA L ET, INET o L2 2580, fmE. FR3EmexET,

ATYF1 CiscolSEGUIT[A=2— (Menuw) |7 A2y (=) 27U v 7 LTERLET[EE (Adminigration) ]>
[ RTL (System) | >[BF >4 (Logging) ]>[IN&E 7 1« /LA (Collection Filters) ],

ATy T2 BN (Add) 1227V 27 LET,
ATV T3 ROV A NS TAILE B4 TEERLET,

o 22— —4, (User Name)
*MAC7 RL-X

KUY — -ty
*NASIP 7 RL X

» Device IP Address (7 /31 A IP 7 K1 R)

ATy T BRLIZT74NVE XA TORGTHEEADLET,

AT9TS Fay7Zur UAMPOERZBINL E3, MR, (73T (Al) ], [ (Passed) 1. E7-id KK
(Failed) 112720 97,

ATw 76 [%E (Submit) 1227V v LET,
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A~y g sz 705 |

BENE YD
NET Va2 (42 =)
AR NI R T 4 LB (43 =)

AR FHN&INA IR T4 LA

CiscoISE TlX, 74 NZEREL, WETZ A NVZEHEH LT, —EOD syslog A v E—I08F
=2V T )= RBIXMLONBY —"—IZEEINL T 2Bl TEET, HBEICEL-T
X, 260l EnEae Ay —JIZT7 7B AT A Z ENMEIC/ Y £9, CiscolSE I,
FRE BRI DWW T, 22— =47 EORMEITIE SN TA X MMl 2N RS2 T 54T
varERELET, T T4 MEIS0STT O, S5 4804 (S EEM) OMIR AR E T
FI, AR MUEIASA SR E, FELEZET ICHENTe Y £, FE LB KRBT 5
&L AR T 4 MBI L ET,

WIS AR 7 4 V&%, CiscoISE 2—H— f v X —T = f AD [W%74/Vﬁ (Collection
Filters) | X— YOk ETEET, ZOERELZEHA LT, FFEDOID (2—H—) OFTTO
07 &%FRL, TOIDOMEEVTNAVEZA LTI T TNV a—T 4 7 TExET,

TANFIIENETNTEHCTEE T, NANR AR R T VX TERE LIS RE T
Hl, TANFIIHERNNIT HETHBIIZEDIZ/ D £9, Cisco ISE 1T EL LA L
R—FTCINOORELEFELZEFIGLET, ZOLR— I, A2 MIEIE 21354 S 2305
ERE L —— BILOA R hANH] S A7 AR F 7213 03 3 A R 2 S = B
THIEMERUEL E7,

v AT L 360

s == 2/

VAT 5360 121E, [E=4 U7 (Monitoring) ] & [Log Analytics] 238 4L TV ET,

[E=% YU > (Monitoring) |HREZFHT 2 L. —fbkahizzr Yy —nnrn, EBRHNOT
NTOD ) — ROWRIENT 7V r—3a v b U AT AfEE B L OEEEEMEE (KPD %
BEflc&x £9, KPIIE, /— REREOSEKMDREZ RS 0k L b T4, Hitik, v &
T LR EERREAROT —F 2t L CRARLET, FEMICOWTIE, E=2U 7 (43
N—=) EZBLTLLEIN,

Log Analytics (X, @ RRA » FOFEGE, #Frl, BLORT BV T 7 (AAA) L7 w77
AV > syslog T — X it 0HT B 12O DZFdR 72 MW > AT L& L £ 4, Cisco ISE
DIEFHEY~ ) =L T n e AAT—=F 220+ 52 TEET, CiscolSEI TV 2B X
WEFEMEY~ Y — LR — R EEBEO VAR — MR TE ET, FFHIIZ OV TIE, Log Analytics
(46 ~—2) ZZMRLTIEIV,

CiscoISE3.2 LIfED U U — A (L. Grafana 38 X 0¥ Prometheus & $i& S CTWEJ, Grafana i3,
YP—RKRX—=F DA NI AF v a2aR—RBIWS T 725 4 Z T3, ZiiL. Prometheus
FT—HRXR—ATWNEINTHRF T ZE T T T 4o P FEFRITTFARINR—ATERRLE
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9, Prometheus |, KPI # i RFNEXTHEMNTE20DT—X A M7 E L THEHAINET,
Grafana OZEANZ DWW TCIL, Grafana ® F¥ =2 A F 2SR LT &N,

Grafana % v > 2R — RiX, VAT LA MY v 7 &0 L, HRICESWEEEREEZITO O
WAL D, BB X OVERNT —Z 0wty NERRLET, I AF ~ A XI4L72 Grafana
By al—REER LT, BERIAT LA v 7 20 KOERTE 7, CiscolSE
THAZ~A XEIT- Grafana ¥ v ¥ 2 R — R & ER T 5 121%, [Operations] > [System 360] >
[Monitoring] % @R L £,

Prometheus 7 — % V — AN OB T — X Z G T 5700, fAABRT =) T2 T AL LT
TV &R TEET, Grafana ¥ v 2R — REER LR D, HLWHK v v ah— RXxL
ZiBM L. Prometheus7 — % ORAFIZHEHT D27 =V % [27 VU (Queries) | ¥ 7 CHRETEXE
9, Prometheus 7 = U FEUZ-OUW\CTlE, Prometheus D K = A2 hABB L TL 72 &0,

Grafana & Prometheus £, PAN / — RIZDHA A M—LIET, 2L, /—Fx=J X
R—=H T T _TD/—F (PAN, PSN, BLUMnT) TEITENH, VAT LA R v 7 &Ik
L ¥7, Prometheus L, Z D7 —% #EMIVICHAG L T, L2/ KPI ZBfS L E9, KPIIXS5
BT LT S 4L, Prometheus 7 — ¥ X— R IRfFENET, ZOT XL, ¥y aRh—FR
AN T A7=0IZ Grafana IZ L > TT7 7 B AENET,

J—=FRx 7 ZR—=21%, IROKPLZWELET,
« CPU : 2f&? CPU i {3
« Diskstats : HDD 3 XU SSD 7« & 7 Dt
* Loadavg : B INTZHIRID ) — RO AT NATN

* Filefd : S D7 7 A NERFDE (7 7 A VELIRF D#EFHE /proc/sys/fs/file-nr 7> & Hifs
SNET)

s Filesystem : / — RA L —VIRGFSNTWDEL 77 A LD Ly va
* Meminfo : RAM i FHAR L D7

*Netclass : A ' F—T = A AT TR

* Netstat : * v b7 —27 L~ULdD ) — RiiEE

«Netdev : Ry MU —2 T /314 2

sUname : VAT L%, VI—X N=Uzar v, J—FR BIEORAA U ADOH»
(S Pkt

e Stat : ¥ AT LH— RV

e Time : > 27 A

KPI DFEMNIZ DU TIE, Prometheus D KF¥ =2 A b AL T &,
Z D5 —XH %, Prometheus 7 —# X— A2 7 HEMRFEENF7,

F=H Y TP —ERET 7 AN N THEIZ > TWET, ZOP—E R, [Operations] >
[System 360] > [Settings] ¥ « ~ KU LI TE E7,
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YR—= AR FADE=2 Y 7B R 7 2FRRmd 2120E, BAR— 3y FAOARFIC

[Ty 7 v r%&8H5 (Include DebugLogs) | T = 7Ry 7 A% A2 L %7, Grafana,

Prometheus, 5L/ — R/ AR —¥ v 7&K T 5%, [#1E (Operations) |>[F T 7

)V 2—F 4 7 (Troubleshoot) ]>[R 7 D& 7> u— K (DownloadLogs) | %33R L F7,

[T7FAT A/ —FKU XKL (Appliance Node List) |5/ — RERINL, [T v ua s
(DebugLogs) 127V v 7 LET,

N\

G¥) * Grafana % v 3 = AR — RiZ itl~/1/f\~7\®77‘kxfﬁ']1ﬁﬂﬁ>f£b‘ WCHEBELTLEEN,
Grafana % v ¥ 2R — RIZT7 7 B AT 5T _RCO2—VP—121F, FHEERNFE5INFE
T,

e Grafana % v ¥ = A — FIZEK/R S5 [Signin] 47> a > &2 H L T Grafana {2V A > 1 >
THILIXTEERA, [Signin] &7 a7 Y v 7 LTHE [Monitoring] 7 4 > K7
\ZER 511X, [Operations] > [System 360] > [Monitoring] % & L F 7,

Grafana TD Y T ') DELT

Grafana X, 1 DL EO 7 =V CHRIGENTT — X #17AbTH %V EFRRLET, Xvi=a
R—=FRNOEMI ) ENAZ L Y ZETTEET, BRI VT, P ERI TR
BCH Y aR— NIZHEREELETS, IAZ LY 2T 5L, EDOHEREYIET Y
TV ZERTE E T,

AT w1 [#E (Operations) ]>[ A7 5360 (System360) ]>[F=%# U > % (Monitoring) ] Z3&R L £,
AT T2 ElONA T, [TH9RTA—F (Explore) | 7A 2% 270 v 7 LET,
RTw T3 [THRTA—F (Explore) 1 XA T, 7—% Y —A & LT [Prometheus] %i&R L £,
ATV T8 KOWTINEFEITLET,
RIABD 7 ) B FATT B, [A R Y v 77 F 9 (Metrics Browser) ] KE v 742U % |
T, ETT57 ) @R LET,
e W AH LYY BEITTHITIE, [Metrics Browser] DBED 7 4 —/L RiZ7 = U Z A LET,

)= R AR—=FI Lo TR NTZT —# ZBGT 2121, XS Tnode_ | T D EFRFE 7
TV EFHTEET, HExX, Xy N2 OFMAERTT 556 1%, [Metrics Browser] K12 > 74
7> U A N5 node network info ZEIRTE £7,
ATv 75 [RunQuery]l %7 U v 7 LEJ,
ZD7 VX, Prometheus 7 —# X—AMLIFREIG L, TNE 7 77 4 v 7 RETERRLET,

HyvaR—ReFRRLTNWDHEXIZ, [Host] KRy 7 X T URARNNLA RN v 7 B2FRT
L) — RE@RIRTXET, AfFERLA O L7 20 b LERFMESHEZRINTsZbTx F
7
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B cefana 5o k- rOBBEHEHEET 2

Grafana % v ¥ 2 /8 — ROREDFEMIZ OV TIX, Grafana D ¥ =2 A F 2B LTLEE
/AN

Grafana ¥ v 2 R— FOBEIEHEHERT S

HEI T 245 L C. Grafana % v ¥ 2R — RICIRFTOHFRVPFRTELLOICTHILRT
TET,

ATw 71 [#{E (Operations) ]>[ A7 2360 (System360) ]>[F=%4% U >~ (Monitoring) ] Z#IRL 7,

AT9 72 HEBCHS [FyPaRi—FERE (Dashboard Settings) | 74 2> %27 UV v 7 LT, [BRE (Settings) ]
U4y RUEBEET,

RATv 73 [£f% (General) |21 > T, [BEIA T 3> (TimeOptions) | &7 v a icBEhL., [HEEH (Auto
Refresh) 1 7 ¢ —/L RICKRIGHZ A U L3, #@PHIZ, B, . K. HOBATHEETE £,

FPHZFEE LR WEA, Xy aRl—RET 74/ bR G0f) TEHINET,

)

GE) Ky v aR— RIZEREINDT 4 A7 fEOMH H#EIL, Cisco ISECLI 2~ > K showdisks T
FRINDHBHI TR DGE5R3H0 7,

ZuE, LinuxOS 3/b— b2 —HF—HIZ 5% DT 4 A7 f@ik %z TR L T\ 5729 TY, Grafana
I3 — ha—P—L LCETEINEEALN, FHECLIZ—F —|I/b— ha2—HF—L LTEIEL
F9, LER-T, T=H VU Xy aR— RIFRREINDT 4 A7 @ OERARIZ, CLI
HINZEREINDHEHARLD L 4~ 5% mL< 20 7,

Log Analytics

G =T —=ADF—=H T T v b T — LT D Kibana il L T, syslogT — & %%y
Mris L ORIk L. Elasticsearch 2 L C. syslog 7 —# ZRGFEB LI OA T v 7 2L L %
D

Log Analytics & %23 %121, CiscoISEGUI T, [#:{E (Operations) ]>[2 A7 2360 (System
360) ]>[fXiE (Settings) ] DNAIZEIN L, [Log Analytics] —E A ZH ML ET,

Log Analytics ' —E A Z G2 T HERICIE, ROBIZEE LTI ZIV,

« ZOY—E R, MnT / — RTOHETENET,

s ZOH—ERIE, A LB 8OO CPU 2T L 16 GB D RAM % fifi .72 MnT / — R TD
HAMZTEET, L7z -> T, Cisco ISE #Allif > A % AT Log Analytics Z 2123
HZlixTEEHA,

T ITARVBRIOEDFY MnT / — FERHR L T2 581E, b —FRy=7
FA# 729 MnT / — RC Log Analytics Z NI T 52 &N TEET, 7'I94~1 /) —
KEvDZY ) — ROWGNZSDOEMEE T L TWDHEE, o/ — KT Log
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Log Analytics .

Analytics ' —ERAZFINZTH I EMTEETN, Kibana ¥ v =R — Rk
MnT / — R b oHEE SN E S, BEATHZT / — R 0WiEE . LogAnalytics h—E
AEBMT D LIXTEERA,

[Elasticsearch] /SR /LT, [A==— (Menu) | 74 2>%7 Vw7 L, [3¥ (Analytics) ]>
[# v 2R —F (Dashboard) ] %#JEIN L C, HFIRE Sz Kibana ¥ v ¥ 2R — REFERL
i‘j‘o

o [ISERT#IRIME A~ > =2 /R — K (ISE Observability Dashboard) | : fRFER L OEGE T 7 1 v
7R LET,

o [ISEE2E % v > = 7R — K (ISE Overview Dashboard) ] : ISE 3 A7 AR OMFE 2 #244E L F
‘j‘o

[ISE ? TNy a—T 47 X2 — K (ISE Troubleshooting Dashboard) ] : RADIUS
AR L, BERLNUT T TNy 2a—T 4 L 7T HDIESL L ET,

« [ISEZ' vz A4~ Y — (ISE Process Summary) |: SEIERT B EART —F ADH}~
U—zfeft UES,

« [Profiler Performance] : &R L7=HifiD 7' 0 7 7 A T 37—~ o AREEHR (Fn7 7 A
TOWHETPS, 7 a7 74V T INIcA XY FOERH TR T 7 A4 T DORRANRY b,
—Bo7Tur7rA ) rEINE RS b, —BOXRy NI T NNAL ANEDT 0
T7ATAR ML) BRALET,

* [Profiler Summary] : = RARA NV =R (F'w—=7) | TAT T AT AT N—TRE

TIN—FbENT-, SES8EREZATOTa 774 ) v T ENTZZ RBRA L FOY~
U—ZftLET,

« [RADIUST # v 7 « v 7%~ U — (RADIUS Accounting Summary) | : {5 L7294 _XTD
RADIUS 7 H U T 4 7 A R_y b OV~ ) —Z R L ET,

* [RADIUSFEEY ~ U — (RADIUS Authentication Summary) ]: S £ X E72T > KK A > b
MDD ~NTOD RADIUS SERED Y~ U — 224t L £,

* [TACACST h v > 7 4 > 7%~ U — (TACACS Accounting Summary) ] : 5215 L7239 T
DTACACS TH U T 4 o T A X bOY~ ) — &4 L E T,

* [TACACSFEAEY~ U — (TACACS Authentication Summary) |: S E X ERT> KARA > b
B DFTNTO TACACS RBFED Y~ U — &2 L £ 7,

+ [RADIUS Step Latency] : f8& 72 D RADIUS 8FE 7 B — AT v 7 D g KIZGE & W15
PEIEZ RR L ET, £72. Active Directory sthallk 7 = — A7 w7 (Active Directory 3% @
/= RTRESNTWDHE) O KIEIER X OCERIE, 36 LU KEBIE X 72 131150
HED S B AL N E 0> RADIUS BAEFIAA L TTHZ &b TEET,

FEZ BN E T ITHIFRT 5 I121E, RO FIEEZFATLET,
1. [RADIUS Step Latency] ¥ » ¥ =R — ROA EIZH 5 [Edit]) #27 U v 27 LET,
2. WRETLHX v valby hOLGEBICHLEET A 2527 ) v 7 LET,
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3. [EditLens] %7V v 2 LE7,
4. MBS UT, FEZBEMEZITHRL ET,

\)

(G¥)  CiscoISE U U —A337 5, [RADIUS Authentication Details] L 78—
I~ ([Operations] > [RADIUS] > [Live Logs]) T9 T D FJHADEIE
(R UPHAD) 2RRTEET,

IN6DF v alh— FeBRT 570 BIRTESWTH LW v &2 R — REff)hr bR
THZENTEET,

[f25%& (Search) 17 4 —/V RiZ Lucene fXEA T/ =V AN LT, FHFED 7 4 — /L RTr Y
BT ANEY T TEET,

Kibana O B9 2 ZEMIC DV TCi, Kibana O RK¥F 2 XA FEZBB LT Z &V,

BEDOHMBE CEIEHTHLHICKibana ¥ v adh— REFRECTEET, BEIEHE2HINZ
TAHIZE, FyvvaR—RoAEBCHLHMEZ27 Y v 7 L, [HEIFH (Auto-Refresh) ] %
77U w7 LT, fiZRELET,

\}

CGE) » Log Analytics TlE, 50 7 EICV AT AOIEFHICEET AERENNELET, sHT L
T —Z&BH L7720, CPU, AEVZRE, VAT LOEFMEIZEEST S & F X E 72 KPI
FERLZVTHIOE, T2 ) U EAER L £,

s Elasticsearch 7 — % ~X—Z|Z(%, % 7 HED syslog 7 — % BMrGF SN E T,

o I ATRE/ 228 & A b L— UHEIR D 5% 1L, ElasticSearch A h L— Y HIZ PRI SN TV ET,
7= & 21X, 600GB DZE X R ENH H354A . ElasticSearch 2 b L— Y HIZ30GB B TS
* [Elasticsearch] /X% /L™ [Menu] >[Overview] 7 1 > K7 C, [AddData] 47> a > %27 U v
7F5E ROTT =Xy =V RERRINET,
Application not found. No application was found at this URL. Try going back or choosing an app

from the menu.

Z UL, Cisco ISE T — X LV iIABFEBEN LN 720 > TV B 72D T,
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Kibana % v & 1 7/R— FD/ER .

A\

() CiscoISE Y U —A33 TiX, LogAnalytics#§fENT 7 4/ N THIZ > TVET, T 7 1>
I PHRRESLE W E XIZiE, MaT~V Y F2F> ) — R, £72IZPAN~UL Y F & MnT~L Y

T &2 PFERD / — RIZk9 % Log Analytics DFEREZ . SNS-3615 <° SNS-3715 7 /34 2D L
ETNVTIFENCT D 2 2R LET,

#E L <IE., [Release Notes for Cisco Identity Services Engine, Release 3.3J] @ [Open Caveats in
Cisco ISE Release 3.3] &ML T 7Z 30,

Kibana % v & 2 7Rh— FDERL

ATv 71 [#1E (Operatons) ]>[2 A7 A360 (System 360) ]>[Log Analytics] Z#R L £,
ARTVT2 ATy I AR = BERLET,

a)

b)

[ZH (Management) ]>[A % v 7 &H (Stack Management) ]>[Kibana]>[A > 7 » 7 A% — > (Index
Patterns) | Z# 3R L £,
[>T w7 AE—2 OFERK (Create Index Pattern) | %7 U v 7 L7,

AT v I ADY A NI B2, [EFE (Management) [>[A % v 7 &H (Stack Management) ]
>[7—% (Data) |>[A>7 v 27 A& (Index Management) | Z 3R L £ 3, EBEARHIKROA T »
I ADPMERR SN ET,

« [mnt_analytics_radius_authentication] : RADIUS F&FIED S Fs K ORE) O JEIE % g 783 2 72 D 1T
I-/ i bé‘o

* [mnt_analytics_radius_accounting] : =—HF =21y b T —7 RIZW SR AR T D7D L
i ‘g—o

« [mnt_analytics_radius] : RADIUS BBFEE T WU T 4 7T =2 DM GG T 57 DI L E
j—O

« [mnt_analytics_aggregate steplatency] : 9-X"C? RADIUS F8FE 7 17— AT v 7 O KIS L OVERJERIE
BFRRTDHIDIHEHRLET,

» [mnt_analytics_steplatency detail] : fx KIS X OVEEBIEY v > 2 by MZED BN DRT v 7IZ
BENDTRXTORT v 7 ORRKE LOEEBIEOFEMA R AT HTDIEH L ET,

« [mnt_analytics_tacacs_authentication] : i & — X Z2FRAEDFEM I L ORRAER OB H (H 55
ERATDHIOIHERLET,

« [mnt_analytics_tacacs_accounting] : 7 /34 At > 3 D TACACS 74 U T 4 > 7 DFEf % FKor
THLOIHERNLET,

« [mnt_analytics tacacs] : TACACS iBGEE T WU T 4 V7T — X DOl G T 572 DICMH L E
ﬁ‘o

+ [mnt_analytics process_status] : ISE 7’ 2EZ RAD AT —H A& FKRTHDITHEH L ET,
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c)

« [mnt_analytics_system_status] : CPUREHIH, 71 2 7 K&, AfFEE, AE VMR, xy hT—
7, RADIUS BERIZME, TACACS ZRIBIEZR & DY AT Afat # FRmT 272D L%
T ZOT—FEZMEHLT, VAT LAEFE~ ) —LAR— FEERTE ET,

* [mnt_analytics ise counters] : & F X EREMEDO LEXVMEEZ Y A MR LET, ZOT7T—FZiHliL
ThLy FEMRL, LEWEL D bmWMEZ B LSmaIZiE, RN TEA L TSRS
ZOEREBEEMNT, BXONDRRNEZRFETETET,

AT I ANE =V DAFIE A LAZ T2 AN LET, BROLFE BT LT7AZ IV RT (%)
2L ET,

RTFYTI AT v AL — 2 OAEOER

a)
b)

<)

d)
e)

[53#87 (Analytics) 1>[7 A 7 7 U O Atk (Visualize Library) ] Z 3R L £ 7,

[FIFMEDIERL (Create Visualization) | %27 U w7 L, A[f{bZ A4 7% RN L £,

BEOITA2IBINT 5121E, [237 >~ & (Buckets) 1> [1BA1 (Add) ]>[1TZ %] (Split Rows) ] A 3E4R
L. ERFEMEANTILET,

[ (Update) 1227 U7 LET,

[fR1F (Save) 1227V v 27 LET,

[AIAEDOIRTE (Save Visualization) | 7 1 > RUNFEREINE T,

ATy T4 Ak E Sy v aR— RiZBINLET,

a)
b)

<)
d)

e)

(AT L DOPRIE (Save Visualization) | ¥ 1 > KU T, ®ffbOA4RTZ AT LET,

[# > 2R — RIZEBENM (Addto Dashboard) 1227 3 > C, [HH New) 1227 U7 L, [TA4 77
UIZIBM (AddtoLibrary) | F=v 7Ry 7 A4 N2 LET,

[fRfF L CTH v 2k — RiZBE) (Save and go to Dashboard) | %727 U v 27 LET,

[R1F (Save) 1227 U v 7 LET,

Koy ah— ROLARTEFHEATLET,

FIREIZ, BERCESNT, B LT24 v v a R — RICER O b BN Ttx £,

HyvaR—ROER, Xy aR—RFOx7 AKR—b, 74 LZOEMN, @RlOT 7 AR— K7
Y. Kibana EHDZ Z 71250 Tk, Kibana D FF =2 A > F 2B LT EE W,

E=41) 5 E KU Log Analytics E%7E

[E=% VU7 (Monitoring) |#EEZEHTH L, —JifbSnicar Yy —unt, BENOT
RTCO /) — ROWWENT 7V r—a v bV AT AR, BRI OEEEREGRE (KPD) %
B TEET, TE=4 V7 —EREIT 74V b THMI > TVET, 2OV —E AT,
[#1E (Operations) ]>[ A7 5360 (System360) ]>[F%E (Settings) ]2>H ML FE - ITHER
MMZTHZENTEET,

Log Analytics (X, S E X FE/eT L RARA » MM GAER I Lz syslog 7 —# Z #0957
DOFHRIL T AT DEFRUIEL T, 7 7 4/1 b TIE, Log Analytics %— E A (X MnT / —
R THELIZ 72> TWET, Log Analytics ZH#NZT 5121, [#fFE (Operations) ]>[3 AT A
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cisco 1SE L7— + I}

360 (System 360) ]>[f%XE (Settings) ] DJNAIZEIR L, [Log Analytics] N7 /VRHZ &7 v
7 L\i—é—o

EE OMT VAT LDNT 4 —~< 2 ANDEBLRT D20, LEARBEAIZDI Log Analytics H—
ERAZANT D5 E2BEIOLET,

E=41 7 L Log Analytics — E ZADIRREZ F/RT 5121, show application statusise =2~
v REERLET,
F=ZVCTPAMITIR S TWDGE, ROV —EARa~xy M- EERRESNET,

* 30774 #FITLTCWD ISE /— K=/ AKR—X

* 32862 #F{TL T2 ISE Prometheus ¥ —E2A

* 36380 #F(TL T2 ISE Grafana #—EXA
Log Analytics NANZ > TWAEE, RO —ERABa~v s RN —-ERRINVET,

* 63388 #%E{TL T3S ISE MNT LogAnalytics Elasticsearch

* 68472 HHE{TLTC\5D ISE Logstash ¥—E R

* 71007 ##E{TLTW5 ISE Kibana H—E A

\)

(F)  ®=%V 2 7BLVLogAnalytics DT — XX, ZNENDOT—EABEMI > TWHEEIT
DOAWEESNET, P—EADBERZ RS> TOHLHRIET —Z BIES NV ER A,

Cisco ISE L 7/K— k

TSV U THERBRB IO N7 7Y 2 —T ¢ U UHERE L & BT Cisco Identity Services Engine
(ISE) VA—h&EMHL T, £HEHEHTLIGHNOD MLy ROGHT, VAT A NRT r—<
VABIORRY NT—T T I TF A4 ET A DE=E—Y T EITOET,
CiscoISE X%y NI —I b ua 7 BRORET — X2 NELET, Z0%, rREITOT
WIZ, T—F B LR— MIEMNESNET, CiscoISEITIE, FHFREREIMEHEIN-LR—
FRHEENTRBY, WEISL TR A A TEE T,
Cisco ISE L'/ — MIFARESNTEY, Wik, By al T 707, T3 AEH,
BRE, BH, BLXO M TF I Nya—T 4 7T HERO DT IV T V=TS Ez T,
EENEYD

LAR—FOFEITBIOER (54 =)

LR— DT ZAR— K (54 _2—3)

EHTTRERR LAR— T (61 X—)
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LAR—bk J4IL73

VAR— ML, Yook svary biR—he~vwATFi®7 T ar LR—NO2EENPHY E
T, VI ary LR—RMNIZ 1207 U v RREENTEY (RADIUS F8FEL R —
K . =ATFEIar bR —MNUIEERO ) v RBREENTEY GREEEELFR— ) |
T &ﬁﬁ?7&%@%ﬁfféhi# NI ay LiR— D7 4% (Filter) ]
Ky 7FH oy A=a— L [ZA v Y 7 4% (QuickFilter) ]& [HE3EZ 4 /14 (Advanced
Filter) 1 23&% 0 £, vzlﬁtﬂz& vay LR— NTCIE, EE7 A NVE T ERETEET,

~NFE T a sy UR— MIE, ANPBERVIIRT VAR 1OUEEENTWDS Z &
N ET, 72z, BEREOME L AR — L ([(#fF (Operations) 1>[L A" — I (Reports) ]
>[2Wr (Diagnostics) |X—) 227 Vv r735L, 2 DOMFEIFET 4 VE ([Hh—/3—
(Server) ] & [RefH]%iEPH (TimeRange) ]) AERINET, UAR— FE2AKTDIZIE, ZOM
FOT7 4 NETHEEFa~v s K, =" —4 NEREZEEL, [E1T (Go) 127Uy 7T
LHMERHY ET, TTAFEE (1) 27Uy LTHLWVERZ A VA2 ZBIITEET, <
NFE7 gy LAR— MIPDF B TORT Y AR — FTEET, FEE DKL E 7 1 XRFHIH
AT CiscolSE~/VF 7 ay LR—- FEETELITHFTILL0CA 7 Ya—1452
LIFTEEYA,

A\

GE) LR—F 27U 7?‘6 <E FIT ANV NTIEETFOT—ENEREINET, 277 L—#Fo</v
FE gy LiR— T, B8N 2= —PNANTAZVLEOHIEERH Y £
ﬁ—o

YNk vary LIR—FTIR, TN TIA YT T4 AR 1HZBOITE LTER
SINFET, 74—V RT, MBEEZRBIRTEX D Ny ¥ VA NERIEFTHFA MRy
TANGEENTHET,

L7 4 V22RO EONEEMEZ ST RN T ENTWE T, MR TIE, B
RCHRESNIENERFT XTI BT 20BN H D50, F3VTINC BT 20E R H
H0EWRELET, WESEHICIE, 73V (=2 RAA > D (EndpointID) ], [ID 7 /L—
7" (Identity Group) ]) . A Y > K (Contains, Does Not Contain 72 EDEH -2~ F) | ¥
FOR M Z & L THRIET DO SN D 1 DU EOFEREENTWET,

[Z7 A2 7 4% (QuickFilter) |ZfEHT 25 L&, [FidkHFF (LoggedAt) | Kmy 7 X o
A RS B EIIREZ 2RI L, BE30 BUNICe /A v LicT—% By hOLFR—F%&
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