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« THA ZEHORERRE (3 N—)

¢« TNRA ZEHRY L — Ty b (4—)

« TS ZEHRY — By FOERR (4 2—)

* TACACS+ BERRE & IHFE (6 ~—)

o TONA AEH FFARY DR (8 =)
cCLICEAAF—T NIRRT — ROEHE (16 —)
« TACACS+ D7 10— )L E (16 =_—73)

« Cisco Secure ACS 75 Cisco ISE ~DF — 2847 (17 =—3)
cTNRAAERT VT 4T 4 DF=L— (18 3—)

TACACS+ T/\1f R EIH

CiscoISE (X, v FT—27 T3, ZOREDHIH & BA 41T 9 728, TACACS BF¥ = U T
Za halvEER LT A AEHEYR—-FLTWET, Fv hT—7F 30 R E, T3
AEHE OEEOTGER X OFF A D72 812 Cisco ISE (27 = 1) %247 9 T2 DT E S, Cisco
ISEQOT BT T 4T A=V E L TCEELZ e ZICREELET, ZNIZk-T, ED
Xy NI =7 TNRA RNZHERT 7B ATECHET LAY NV REEZELTELH0ICON
T, EOMPOWVHIENES 2720 £9, CiscolSEEFH X, 2~ Ry by =L7r7y
A7 ED TACACS fER % T A ZAEHT 7 ¥ AP —E AORGER U o —/L— /L TERTX
HE00TDHRY v—ty FEERTEET, CiscolSEE=X VU7 /) —RTlL, 7/51 A
BHICHT 2EERLVA— IRt EES, [V—2 8% — (Work Center) | A == —I(C
I, TRTOT A, ZAFHX—UNEENTEY, ISEFHEEOHR DR E LTHIELET,

Cisco ISE IZ1%. TACACS+ ZHEHAT 5720 DT A ZAEHT 4 v ANNETT,
FNA ZEFNZHONWTIE 2 DDOX A TOBEERENNET,
o TNA AE L

» Cisco ISE & #H
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TSN ZERFNL, BEHRT ANA AORE L RTFEFETTHDIC, (EFEIZSSH #/T L
T) AA T, VAVVLAT IR ARAL U b, V=% F—h 07 EDRy NT—T7 TN
AR A T 52— —7TF, Cisco ISE BHEIL, 7T A AFHERN QT A T HT N
A ADFRE L FHEDT-DIZ CiscoISElcu 74 LET,

Cisco ISE (22 7 A o L CT /3 A AEHE OFEZ HIEH3 23X E %17 5 Cisco ISE BEEE R Z D
R 2 22 b OXERFEE T, CiscolSEFHH 1T, T/ AFHKRE (V—72 &L ¥ — (Work
centers) |>[7 /31 AEH (Device Administration) ]Cisco ISE GUI T[A==— (Menu) ] 71
ay (=) 27V vy 7 LTERIRLET) 2FHL T, Xy MT—7 751 2O Z IR &
NEELET, 73 AT, TACACSOEFX =2 U7 471 b=/l %fEH LT CiscolSE $—/3—
W7 ) &FTH) EOICERETEET, CiscolSET=F U 2 ) — FTIE, T35 AEHICH
TAHEERLR— FAREE S ET, Cisco ISE BHLE L, RDX A7 ZEITTEET,

« TACACS+ OFEM (FHE) LD %y bU—7 T4 ZOHRIE,

s Nl —P—L LTCOT A ZAEHEDBEN, BLXOMEII)LE TA R —T N /RAT— K
OD?XLEO

cavw L Rty hRV L R T A7 ED TACACS Fi R 2 T A ZEHT 7 & X H—
EADOHEARY = V=)L CBINTEDLHICTAHRY >— v FOER,

o TS ZFHENERY —ty MIESWTT RS AT I BATEREHTTDH-H0
Cisco ISE T? TACACS H— "—DEE,

T AEHE L, CiscolSE— =L ilET D7D DT R, ADREX AT BFITLET,
T AERENT A A0 AT D L8 T35 AT CiscoISEF— =27 = U 2170,
WIZNELE 723N O ID A ST 7 = U BTV, T3 ZEHEOFMEZBIE L F9, WiE
2 Cisco ISE —_—Z ko Titbd &, TRA AT, THU T 4 T EEREDRIT,
Kty arEiida~y FiFFaTEIED &R R % Cisco ISE Hh— "— (2@ L £ 77,

ISE ‘& Fi# 3. TACACS BL O TACACS+ #H L TF A A ZEHTX F 4,

)

GE)

g VBN O PSN TUHRTEZNC LT FEN,

TACACS+ 7' b a )V OBEMOFIRIZ LY . AL v FF/2idZ/—4 & CiscoISE DX 27
IR A HEST T A BRI, TP Security 71 b I LA THERBICEBE SN TS Z & 2R LT

S,

TACACS+ O#EEE A F—T7 W2 T 5121E, [P (Administration) ]>[3 A7 A (System) ]>
[JEBH (Deployment) ]>[2fi%i%E (General Settings) | ~— D [T /3 AEH Y —EADHL)
{t. (Enable Device Admin Service) | T = v 7Ry 7 A4 NI THMLERHY 3, 2047

ISEala=74UJY/—X
TN, AFIEMEIZ OV TCIL,  TISE Device Administration Attributes] 2 L T 72 &0,

JAY¥YVLALAN 2> hur—7 CiscolOS % hU—27 5 /34 X CiscoNX-OS % h U —
TTNRA A, BEORRY NT—7 T34 AD TACACS+ R EIZOWTIL,  [ISE Device
Administration (TACACS+)| #ZM L T 72 &0,

B 7 zEE
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TNNAREET—U w5 —

[V—2 &% — (Work Center) | A== —IZiL, TRXTOT A RAEFHRX—UNEENTE
V. CiscoISEFBEEOH —~DIpRE L THREL £ T, 7272L, 2—¥—, =2—%—ID /' /)L—
T A NI =T TNRAA, TTFHNVE Xy NT—T TNRAA Xy NT—F TINAL AT
N—7 FBFER X ORISR 72 E O T A AEBICEA T W=D, [EE
(Administration) 7R EDTEDA =a—F T arhnb, T7B8RATHZENTEET, [V—
7% — (WorkCenters) |47 a3 %, IELWTACACS+ 7 A v ANEE S, A A
=V ENTWAEGAIZOAMERTEET,

[T /34 28 (Device Administration) ] A == —I(Z1X, RDA=a2— F T a v REENT

WET, B (Overview) ], [ID (Identities) ], [=—%—1ID 7 /L—=7" (UserIdentity Groups) ].

M ID A ~ 7 (ExtID Stores) ], [*v MY —2 U Y —2Z (Network Resources) ], [% > I

T —27 TN A 7 )—"7 (Network Device Groups) ]. [ U I —%3 (Policy Elements) ], [T

INA AEHRY —F > ;b (Device Admin Policy Sets) ]. [L'A— bk (Reports) |3 LU [EE
(Settings) o

7131 REEOEHRE

[Device Administration Deployment] ~—3" (CiscoISEGUI T[A ==— (Menu) |7 A 2> (=)

7V w7 L TER L E 9 [Work Center] >[Device Administration] > [Overview] > [Deployment])

TlX, Cisco ISE % #EH 1L [Deployment] 7 a3 T/ — REMERTHZ L2, T/3( A
BHI AT £ —JtHICR R TEET,

[T/34 AEHOER (Device Administration Deployment) ] ~— 121X, AN PSN 28—
FRINET, ZHUTEY, EBANDOE PSN TT A ZREFEY — 2 2 BN AT H1E
ENRERIZRY £F, ROAT v a v &2EIRTDHZ LT, ZLDOPSNITHT DT /34 ZEH
Y= REEECA RF—T NI TEET,

% 1: [Device Administration Deployment] 7 « > FoDA T a1 X +

v A B

72 L (None) T 7 )V N TiE, T, AEBEY—E RT3 T
R_CD ) — R T2 > TOET,

FTRTORY —H—t 2/ —FK (All Policy | TXTD PSN TT A ZEFHEH — 2 &%)
Service Nodes) WLES, 2oFF a2 lHTAE, 5
LW PSN [T /A ZEBHO - DIBME D
EEICHBIBICAHENI R £7,

¥iED 7 — K (Specific Nodes) JEBAN DT X THOPSN % U A h LTW25% [ISE
/—F (ISENodes) 1 &7 v arnFrIh
FT, T RAERY—EREGHT DY
ERHDH ) — RERIRTE 7,

TINA REE .
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GE)  EBIZ TACACS+ DT A B ANRWEE, ERoA 7y a iy v —7 0720 £,

[TACACSPorts] 7 4 —/b FTlEZ, K4 ODDTCPHR— hE2 D ~XKPY TAHTEET, R—
MO FIFHIL 1 ~ 65535 T9, CiscolSE / — RBLUNZEDA ¥ —7 = A AIHE S NTZHR—
RN CTACACS+ER%Z VU v AL LET, HBEINZA— MBMLOY—EATHEH IRV E D
T BAMERSHY £, T 7 4/ FD TACACS+ R— MEIL 49 T,

[Savel 7 U v 7 325 & Z ) [Administration] > [System] > [Deployment Listing] 7 « > K
UCHEIN ,— REREBISET,

TINARXABEAR)—ty b+

[T /34 ZAEBARY >—% v b (Device Admin Policy Sets) ] 7 « > K7 (Cisco ISE GUI T [ £
Za— (Menuw) 17142y (=) 27V v 7 LTERLET[T—Y 22— (WorkCenters) ]
>[T/31 REHE (Device Administration) > [T /34 REEKR!) >—+t v + (Device Admin
PollcySetS) D 2%, CiscoISE FEEH 73 TACACS+ 7 /A AEHLE OFRGE & FFrl Z il 3 5 7=
DIERT LRV —EYy hOUV A MPEENTWET, £RY >—TlE, [EF (Regular) ]
BIO[FaFxv—7r A (Proxy Sequence) | D2 DODE— ROWTNNEFEHTE ET,

BWEORY — 1y MIFEFELV—V T—T7 VB L OH L= T—T AN HR0 £, RGE
=L T =T L, Xy FT—7 T ADFBIECNE R T 7Y a v aEERT D —EHD/)L—
IR EENTNET,

FFRL—IL T —T U, KRB E YR A BTNV E T D 7o DI EE IR REE O AT A IR
TAHEDO—EDOL—LREENTWET, KFHFAL—/VT, BET S X 51— ic—87
HVENRSH D 1O EOFME, 7o A ZHI#T 572 OICRIRENDS —#HOa~w 2 F
ty b, BIXOWELEFE Y=V BT 7 A VTHERINET, FL— T—T7NIIE, FFED
WOV —N % EEETLEODIMEHTELH604R) >—R"bH0 | 2 O5E, T —7 1
LR 2R PUCEE R S v E T,

N

(GE)  TACACS+CHAP 77 D v RFEFEHIV AR — R ENTWER A,

Tuexy —r AR —t%y ML, B @%#ﬁé?ﬂt7uf#//~ﬁ/275>aiﬂf
WET, RV —ty FBRZOE—FTHIHE, 1 BULEOVE— X P — —3H
ROWBIZHEHSNET (2720, m~7wl/7773'7/74/775>7mﬂv//—/7/;<f HE S
NTWDIEHEERH £T)

TINAREHEHR) — v FOERK

T ZEBRY =y FEERT DITE, ROFIREZFATLET,
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ATy T

ATy T2

ATvT3
RTv74

ATy T5
ATv7T6
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1R BHHIIZ

s [V—2 &> & — (Work Centers) |>[7 /XA A4 B (Device Administration) >[5
(Overview) 1>[JEBd (Deployment) 17 1 > K7 T, T /34 ZAEELH TACACS+ #EIZ%f
LTHNI > TND I LR LET,

e R = E/pa—Y— 1D Z—7" (7= & ZIE. System Admin, Helpdesk) M3 1ERL =

NTNWLZEaMBLET, ((V—27+kr¥— (WorkCenters) ]CiscolSEGUI T[A == —
Menu) | 7142y (=) 227V v 7 LTEIRLET >[7 31 AE 2 (Device

Administration) ]>[=Z—%—1D 27/l —=7" (User Identity Groups) ]>-X—3") A /3— 21—

YP— (& z1E, ABC, XYZ) DG T D7 NA—TIZE D ETHRTWD Z & 2R L%

9, (CiscoISEGUI C[A=a2— (Menuw) |7/ 2 (=) #7 Vv 7 LTERLET

[P—5 2% — (Work Centers) |>[7 /34 A& B (Device Administration) ]> [ID
(Identities) ]>[=—W%— (Users) ] 7 1 > K)

EHLARITIUTR B RN T N AT TACACS REZITVWET, (7734 A Cisco ISE IZ
72 TR T VLT H720IZ, CiscoISEGUI T[A==— (Menu) |7 A 22>
(=) 27V v 7 LTERIRLET [T—U 2 F— (Work Centers) |>[7 /31 AEHE
(Device Administration) |>[®* >~ h Y —2 U Y —Z (Network Resources) |>[R > b7 —
27 7734 A (Network Devices) ]>[iE/I (Add) ]>[TACACS 58ilFaXE (TACACS
Authentication Settings) | F = v 7 R v 7 ANA X —7 /LT, TACACS B LT /1 2Dk
HRENRE IR TWET)

TR BAT el —a NHESNWER Y NT—2 TAAL R TA—TRMERR ST
WAHZ EEMERLET, (CiscolSEGUI CT[A=z2— (Menu) ] 7142y (=) 27U v
J L CEIRLEF[V—2 &L ¥ — (Work Centers) |>[7 /31 A& EL (Device
Administration) > [* v kU —2 U Y —2Z (Network Resources) |>[FX > h U —2 T /34
A7 N—= (Network Device Groups) ] 7 « > K7)

CiscoISEGUI T[A==2— (Menu) |7 A2 (=) 27Uy 7 LTERLET[D—I 22— (Work
Centers) |>[T/3( X EHE (Device Administration) | >[7/31 REEKR!) o —+t v b (Device Admin
Policy Sets) ],

WTNNDITD [Actions] FI D, T A 2% 7 Uy 7 L, Ry XU )R RnG, LEIZSETE
THAL T v a VERITERA TV a b OVTUNERBIRLTHLWAY v— &y PEHALET,
[RY—tv b (Policy Sets) | 7—7 /MTH LWTHFRSNLET,

R —ty hOAFTEHHAZ AT LET,

VEETH AT, [Allowed Protocols/Server Sequence] #7226, (+) Fisz 27 U v 7 L, IROWT %3k
RLET,

a) FLWFFRTEShTnd 7' r b2 /L%ER (Create a New Allowed Protocol)

b) TACACS % — —Jlf/7 % {Fhk (Create a TACACS Server Sequence)

[4f4 (Conditions) ]%IH, (+) feBxd27 VU v7 LET,

(&A% A (Conditions Studio) ] — Y TRERFMFEERLET, [=7 1% (Bditor) |27 >3
T, [Z7 V27 LCEM%EBINT 5 (Click ToAddan Attribute) | 7F A bRy 7 2% 27V v 7 L, LBk
T4 vaF U@ (72 & 1%, Device-Location Equals Europe) % R L £,
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ATy T17
ATvT8

ATvT9

ATv 710
ATy 7N

ATy 712

TATTVEME[Z7Y v LCEMAZBIMNT S (Click ToAdd An Attribute) |7 F A Ry 7 ZIZ KT v
7R Fey 7 T&EET,

A (Use) 1227V v 7 LET,

[View]FlIne, 2% 270 v 7 LTIRTORI) —Fy hOFMICT 7B A L, BB I OFFAIRY v—
ERY =B EAERC L £ T,

WEERERREAR U > —ZAER L £ 9 (72 & 2L, RuleName: ATN Internal Users, Conditions: DEVICE:Location
EQUALS Location #All Locations#Europe, Z DR U o —if, I—8 v XNIZH DT A RAZOHR—FH L F
)

[fR7F (Save) 1227 Vw7 LET,

BT FFAI AR Y o — AR L £ T,

Bl 1 v—14 : Sys_ Admin_rule, §:fF : if SysAdmin and TACACS User Equals ABC then cmd_Sys Admin
AND Profile priv 8, ZOfFIT, RY v —d=2—H—4%4 ABC DV AT LAEFHELZRAE L, HESNT-=
~ VU ROFEATEFAI L, FHEL L 8 2 4 TET,

512 : —)L4 : HelpDesk AND TACACS User EQUALS XYZ then cmd_HDesk show AND cmd_HDesk ping
AND Profile priv_1, ZOfFIT, AU v —iFa—HF =4 XYZ DL AT LEHELZRAE L, fiESNh/-=
v ROFATZFFAL, FFHELV-~L 1 280 M TET,

EEEOHIT,

+ 2~ Kt b emd Sys Admin & cmd HDesk 1%, [V —7 & % — (Work Centers) |>[7 /3A A%
P (Device Administration) >[4V 3—F 5 (Policy Elements) ]> [f55 (Results) ]>[TACACS =
<~ Kt v bk (TACACS Command Sets) ]>[iBI (Add) 17« >~ R TIERESNET,

* TACACS 7' 7 7 A JL Profile Priv_1 & Profile priv 8 (%, [V —7 &> ¥ — (Work Centers) |>[7 /N
A4 AE L (Device Administration) ]>[4 U > —#3% (Policy Elements) ]>[f5%#: (Results) ]>[TACACS
71757 AL (TACACS Profiles) 1>[EN (Add) 17V« > KU TERRSILET,

GE) FREB XU AIAR Y O —THAISNDEMT, T8 R IP T R L R BT IPv4 F7213 IPv6
ODHE—7 FLAZBINTE £,

[Save] 27 VU v 7 LET,

TACACS+ FEEEERXE & B E

WDOFTIE, Fv hT—=2F /34 2D TACACS+ #BiF# R ET 5 72 DIl T & % [Network
Devices] V4 ' RUDT 4 — )L RIZOWCHBILET, 77— a3 R Tk LB T
D

e (XY FU—7 THL ZADHA) CiscolSEGUI T[A==2— (Menu) |74 2> (=) %
7V w7 LCGERLET [T—U 25— (Work Centers) | > [T /31 REHE (Device
Administration) ] >[#v bT—%1) Y —X (Network Resources) ]> [y kT—2 T/
4 X (Network Devices) ]>[iEfl (Add) ]>[TACACSER:EERE (TACACS Authentication
Settings) 1.

| AR



| Fiqzem

Tacacs: Rifse & tamE |

« (FT7HIN DT RA ADEA) CiscolISEGUI T[A==2— (Memu) |71 2> (=) %
7V w7 LGRBRLET [7—2 24— (Work Centers) |>[T/3/4 REHE (Device
Adminigtration) ]>[#w FTJ—% 1)V —X (Network Resources) 1> [T 74+ /L DT/
4 X (Default Devices) ] > [TACACSIREEEXE (TACACS Authentication Settings) 1, &/l

IZOWTIE, [F7HNV DRy NT—TF RS, ZEHE] 2B LTI,
TJ4—IL K% FREDHA KSA4 Y
HEWZRE TACACS+ 71 F I L ERD L X123y NT—27F 34 21280 B TH
(Shared Secret) |77 F A POXFS|, 2—P—i, v NI—7 TS A 2L > Ta—

P B L ONRAY = FRBIES DN T F A P2 AT DLERH Y
F9, 2P AWEFREIERT LT, SERIMELTSNET, 2
AUFIHZAT 4 —/V R TIEH Y £H A,

BELL Sh - A
ENTIT4TT

UZAT A MR T 77 4 7B IR SnET,

7 (Retired

Shared Secret is

Active)

Bt (Retire) BEfFOIERE 24 T3 R0V ICBEIE L9, [BEIE (Retire) 127 U >
735HE AvkE—URy 7 ARFIRINET, 1TV (Yes) £/
Wz (No) 1227V v 7 T&ETd,

5% L) 0D e Lk HA R (EOAyE—=URy 7 2T ATV (Yes) | 3R L 25E 12O HF H A]

(Remaining fE) ROFTES =2 a U RNATIEEINTLT 74/ MEBRRSNET,

Retired Period) |CiscolISEGUI T[A==2— (Menu) |74 2> (=) 27V v 7 L TER
LET[P—2 28— (Work Centers) [>[T/31 REHE (Device
Adminigtration) ]>[&%7E (Settings) ]>[#&#Ea%E (Connection Settings) 1>
[TIAILEOEEWEY 2 (4T A2 AR (Default Shared Secret
Retirement Period) |, 7 7 4/V MEIZEETHZ ENTEET,
ZHUCERD ., FILWIEEREE A TE, WA RE IR E SN B
WDl TT 7T 4 7R EFITRD £,

#7 (End) (EOAyE—=Y ARy 7 ZATHIW (Yes) | IR L725E 12O HFIH AT
RE) UZAT AL MM T L, drWILERERKE T LET,

SUTIERE—|F Y U7 TRA AL DT RTO TACACS+ @5 H— 0 TCP #ki %

REEMIZT S |HEHTIHGECAVICLET, ROWTUNEFITLET,

(Enable Single

Connect Mode)

s [LH ¥ —AaT7 /34 A (Legacy Cisco Devices) ]

« £7213. [TACACS+R T 7 haryF I AT v AL TV DY R —
I (TACACS+ Draft Compliance Single Connect Support) |, ¥ > 7 /L #%
MEE— R&7 4 £—7 /T D & ISE [T~ T TACACS+ ZKIZ
xt L CHT LU TCP 5l & L 97,
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B 7 rxem sy o—ora

ERTDHE RO LERTEET,

)

« FEILMIM A BE s LCTHRET S 2T @IZ1~99) | dWIEHEEZ B L, [FIKFZ

HLWIEMELHRET I ENTEET,
 EIEHAMI I IR EMEEFEH T £,

« WIREINIZ 22 D RN BEIE S 2R T £,

« BIEHIH O T £ TIE, WA ME DL ZEH TE 95,

« WIRRGIAIC 22 D RMCBEIEIF 28 T T £ (KT (End) 12727V v 7 LT6 [AF

(Submit) 1227 Vv 27 LET) .

GE)

[TACACS+ FBAEs% & (TACACS+ Authentication Settings) |4 7Y a 27 78 AT512i%, [E
i (Admmlstratlon) 1>[*y kT—%21)Y—ZX (Network Resources) |>[#v kT—4 T\
4 X (Network Devices) ] >[N (Add) 17 4 > KUCiscoISEGUI T[A==— (Menu) |7

A1ar (=) 270 vy7 LTGERLET,

TINAREHE : FFa]RY) O—DFER

Cisco ISE FBEH X, TACACS+ 2~ Kt v FEBLUNTACACS+ 7'r 7 7 A /L (R U —ifk
R) ZEHLT, 734 AEFHEIMHE SN MR IO a~r RERIEITL 2 &R TExE
To RV T—FRy NT—T T RA RE L HIZEET HDT, 1705 AlREMEN & 5 BIEH) &
FITEEOHLRELEENERSNE T, FO LI REENFELESHAIE. T/ ZEHD
ERLVR— 2R LT, 4‘%?/3303:17/b%%ﬁbf_T/w’Xﬁﬁﬁ%‘%LM?é_kb\f%i
7

TACACS+ T/\A ABEEZHF SN FIPS 85X UIEFIPS E— FD T O

3L

RNV v —DOfERENERT D720 D Cisco ISE DT 5 ZEOFF Al SN -FBFE7 2 k2L H—
EARBHY FET, 7277 L. TACACS+ 71 k= /LIZH# F 415 PAP/ASCIL, CHAP 3 Lt
MS-CHAPvI 72 & ®FBFE7 11 k =L —E Z (%, RADIUS @ FIPS %}t Cisco ISE 7 75 A 7 >
ATCTHN /20 £, ZOFER, FIPS xtits ([Adminigration] > [System Settings] > [FIPSMode])
CiscoISET 7T A4 7V AEEH L T AHEEIL, 731 AOEED =912 [Policy] > [Policy
Elements] > [Results] >[] 7V 4+ > RUTZINHOT B ha Lzt 52 LIXTEEHA,

TNA ZEHR Y 2 —DFER T PAP/ASCII, CHAP £ 2 (" MS-CHAPv]l 7' & b 2 V&R ET D
IZI%, FIPSE— FEFEFIPSE— RO ELHLDEE S, [Work Centers| >[DeviceAdministration] >
[Policy Elements] > [Results] > [Allowed Protocols] 7 -« > K7 IZB &3 248035 D 97, FIPS
EF—READCT DL, T4V DT AL RAFRTHFA SN 1 b aVREDHPMERNTE
9, ZOA T3 E, RADIUS T T&E A,

. TINA REE
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TACACS+ a7 > K twv k

avwr Riy MI, 730 AEHENREITCTEra~r ROBESNZY A M2 LET,
TR ZAEHENL Yy NPT =TT, Ak L CHEEa~ v RERITT5 &, TOEHENZ
NoDa<y ROBITEBAIINTWDENE I MEHTET HHWVE N Cisco ISE (2174
9, 2L, o~ R E BN E T,

OV tEY FDITAILEA—FEERKIR

avwy R I 00F, a~vwr REOOEHU EDBIEN Y £9, CiscolSE X, a~> K F4
(BR) 2%FT25L, MOSEIERFETa~ Y RBXOFI 2L L £,

s UANKI—FRBRENRT XA LEFEHALT, TRNODa~v Fea~vr Ry ko) 2 b
WICHEESN-a~vr RERBELET,

fil : Sh?? £7=1% S*

« EHEI (regex) MENTZA LA LT, ERHNOGIH A=~ Ry hOU R RMZ
fRESNISIEERAELET,

{5l . Show interface[1-4] port[1-9]:tty*

OAX VU RSAUELTaT U REY FOUR MOEE
TRINTIZaAa~v U RIA L ETA NV RI— RBIWNEREHZETra~> Ny PR MER
BT DL, ROFIEZFATLET,
1. axvryREy bV RMEREL, —HTHa~vr FamHLET,
TAN R — RBETIELLFRFFA SN TOET,
o KICF/NLFORB L,

cav Rty MOa~vy ROEBEOXTE [?) [CT&, ERk&hiza~y RICEE
FTHMEN G AHHBOLFIC— S DL LN TEFET,

s Ry hNOa<wy ROEEOXF % I*)] [ZT&, ERkaniza~<r KHNO
0L LRI~ ESEDENTEET,

Wi, BlZRLET,

ER avry Ry b —¥ A

show show Y —

show SHOW Y KILF/NLFD XA
L

show Sh?? Y EEOXTE—EL
E3CR

TINA REE .
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. BHOaT Kty FEFOIL—ILONE

ER avry KRy b —¥ &R

show Sho?? N 28D 1] 13AFE
LWL TFERFEL
ESch

show S* Y ) [ MEEDOLT
E—HLET

show S*w Y M) 13325 Tho)
E—EHLFET

show S*p N S Tpl IS L
FHA

—ET 5% a~ 2 Fizxf L. Cisco ISE X35 &#EEL £97,

a<wr Ry PR MMIE, £33 ROAR—ZATRYI LNz —#EOGIENE T TWH
ij—o

1 : Show interface[1-4] port[1-9]:tty.*
Zoaxy R, 220058 B3HY £7,
1. 5% 1 : interface[1-4]

2. 5152 : port[1-9]:tty.*

ZORA D 3~ > REIEIE, TONMEICER? & DIEF TR S E T, 51803, £ DlERF
Ty MCHBLLE, a2~y NERNOT X TOFIEPERNO GBI —ET 5 &,
Zoa~y FERBGIEIT B LTWD L RaasnEd, ERNOBERRZRGIEITT~T
BRINET,

N

GE)

BT ITEAED Unix ERIFEHRAFER L E7,

BHOaTU R Y FEEDIL—ILONE

1

av U REy MZavwy REZDOFEEO—ENREENDLEE. £ D—E) Deny Always
TohbHE, CiscolSEIZL>TED A~ RE v MME Commandset-DenyAlways & L THEIE
SNET,

a<y Ky NAO <> F—EHIZ Deny Always 258 £ TV 72 W4 1L, Cisco ISE (2
FoTRYIO—EBRONLET, avr Ky NNOTRTOa~vy RPIEEFIZT = v
7 SNET,

1. BHIO—ED Permit T H35A . CiscolISE X+ D 2~ K& v b % Commandset-Permit
LLTHEELET,

. TINA REE
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Tacacs+ v Kty ~ofes ]

2. HAIDO—EN Deny T H856, Cisco ISE [EE D a2~ R > k% Commandset-Deny
LLTHRELET,

3. CiscoISE L, T _XCha~<wr Ky haogiLizbé, a2~<2 RERO L IR LE
—§—O

1. CiscoISE 282~ R v k% Commandset-DenyAlways & L CTHEE L723%4& 1%, Cisco
ISElZZ0a~y REHEGLET,

2. Commandset-DenyAlways 2372 M54 CiscoISE X =~ > K& > k7% Commandset-Permit
ThiuX, TOa~vy REHFALET, 29 TRVWEA, T0a~vr REERLET,
Mg—DHIFME, [R—2 (Unmatched) | F = v 7Ry 7 ANRE NI >TWDHIGET
j—o

TACACS+ <> K v FOER

TACACS+a~<> Kty hORY —FEREMEHALTHRY >—F vy bEERT HIZIE, ROTF
[[ERge =S T D=

ATYT1 CiscolSEGUI T[A=z2— (Menu) |74 2y (=) 27UV v 7 L GRERLET [T—YE2F— (Work
Centers) | >[T/\f REHE (Device Administration) ]>[RK') —ZE3*& (Policy Elements) | > [#58R
(Results) 1 >[TACACSa< > Ftv + (TACACSCommand Sets) ],

[7—Y 24— (Work Centers) | >[T/\4f RAEHE (DeviceAdministration) 1> [T/8 1 REERY o —
t+ v bk (Device Admin Policy Sets) | X—Y TTACACS 2~ Rt v NaRETHZ L TEET,
ATy 72 B (Add) 1227V 27 LET,
ATV T3 ARiEHHAEATLET,
ATy 74 BN (Add) 1227V v 27 LT, HROME, a~v> FRBIUOGIHEEE LET,
ATy 75 [fF5 (Grant) | Ry 7 XU T, LFOWTRNEERCTEET,
« [#FF] (Permit) ]: fiE L7~ FEFFAIT 254G (72 & Z1E. permit show, permit con* Argument
terminal 72 &)
s [fEA (Deny) |:#EELIza~vry FEHELT L85G (7L 21X, deny mtrace) .

o [FIZHEA (DenyAlways) |: fhoa<r K&y N THAIENTWSa~vwy Read—_—F 4 RT3
& (7= & %I, clear auditlogs) ,

GE) [f15- (Grant) ], [2~> K (Command) |3 LON[F# (Argument) ] 7 1 —/b KDFIE % HE<
LG LT3, 772var7A4arer7 Uy 7 LET,

AT9T6 [FlIZU A RSnTWeWwa~y REZFFA  (Permit any command that is not listed below) | F = v 7 R v 7 A

A ACTLTC, (5 (Grant) ]80T [FFA (Permit) ]. [fEE (Deny) ] £721X [HICHES (Deny Always) ]
ELTHEESRTW RV a~ Y FRBIUSIHEHFT LET,

TINA REE .
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B meacs: 7oo7 a0

TACACS+ 7O 774 )L

TACACS+ 7 a7 7 A UL, THAA AEHREDORNO0 A vy ary2HELEST, B
a ik, lx OFIEE, FFA. FRIET AT 4 T OERESBRLET, Xy NU—2F
INAA~NDE v v a VA ERIZE Y, Cisco ISEISENRAELET, ZoREIE, *v b
T—0TNARZEVIREND b—2 U PREENTVWET, ZO =272k, Byia
VHIMHRIZIATCE S a vy RIRESNE T, T3, ZAEET 7 A —E ZAHOFFARY
—TlE, B—ov a7 s A VBLOEHOav L Rey NaGDb5 I ENTEET,
TACACS+ 71 7 7 A LIEFEIT. KD 2OD AL R—K 2 MIHT N TWET,

s P

O VN =L

[TACACS+ 7’12 7 7 A /b (TACACS+ Profiles) |7 4 > K7 (CiscoISEGUI C [A == —
(Menu) |74 =2y (=) 227V v 7 LTEIRLET [T—U 22— (Work Centers) | >
[T/34 A& (Device Administration) ]>[7R") —E% (Policy Elements) ] >[5
(Results) ] >[TACACS 7R 7 7 1 JL (TACACSProfiles) 1) 1Zi%. [# RV BEMH (Task
Attribute) [ B — & [RUNE (Raw) [Ea2—D 25D a—2H 0 £9, @& A 7 % [Task
Attribute View] il L TAJ)TE ., I A X AJEMEIL [Task Attribute View] 38 K O [Raw View]
TIERCE £7,

[#&HZ XY (CommonTasks) | E7 v a v+ 5L, HEIEHEINDLI T 7 A4 VE
PMEEBRRBIORETEET, ZIICHENDEMEIL. TACACS+ 7w =L BT 7 MEERT
EZINTRETT, 2720, ZNHOEIE, oI —E R0 DEROFFAIHEH S5 %
AENHYFET, [# A7 @M (Task Attribute) ] B = —Tli. Cisco ISE HHLE LT 1 A FHE
WCEID B TONDMERERETE LT, RWRI XTI DI TIIRO LB TT,

* Shell
* Cisco WLC

* Cisco Nexus
« LA

[Custom Attributes] £ 7 > 2 > Tik, BMOBEMHZHETEET, [#HEBEHX XY (CommonTasks) ]
I g TREINTOWRWEEDY XA MRS E T, FERIT. BYEA. BHENVA
THLHMEETHHLNOIEE, BLOBEOM THEERINLTHET,

\)

GE)  TACACS iRy b U —2 780 A&, Aat 240X 27 BEZERTEET, 24282
L8 27 BMEER LSS, WTILORBMED TACACS XISR v bV —27 730 A TEE S
NEE A,

[Raw View] Ti&, BMHEA L T OEORIZE S (=) 21 L TLHBEEZ A TS, B4 L
ZOMDORICT AZ Y AT (*) ZHEHALTHEEOREMEEZ AT TXEJ, [Raw View] £Z v =
Y CAN LT EMIL, [Task Attribute View] @ [Custom Attributes] 27 > a VKB E L, O
WHREETYT, [RUOE (Raw) |[Ea—t 7 v aid, 7V v 7 R—FhoEEY 2~ (=&

. TINA REE



| #razEm
TACACS+ TR T 7 1 LDIERL .

ZIE. BIOBRLEOBMEY A R) % CiscoISEIZa B —T7 3 R_—Z N A7-0IC b S E
T, AAZLBHIT, o =R L TERTEET,

TACACS+ 7O 7 7 A ILDYERK
TACACS+ 7' a2 7 7 A WEAERK T HI12iE, RO FIREZFEITLET,

ATYT1 CiscolSEGUI T[A=z2— (Menu) |74 2> (=) 27V 7 LCGRRLET [T—YE2F— (Work
Centers) | >[T/\f REHE (Device Administration) ]>[R') —E3*& (Policy Elements) | > [#§8R
(Results) 1 >[TACACST7 R 774 JL (TACACSProfiles) | Z#R L 7,

[7—Y >4 — (Work Centers) | >[7T/34f4 A& (Device Administration) |>[T/3f REER o —
v k (Device Admin Policy Sets) | "4~ CTACACS 22~ Rt v hERETLHZ L TEET,

ATv 72 B (Add) 1227V v7 LET,

AT w73 [TACACST”' 1 7 7 A )L (TACACS Profile) | &7 v 3 T, 4HititHEZ AN LET,

ATy T4 [X AV )JEMEE 2 — (Task Attribute View) ] % 7 C, MERFHBE ARV 2R LE T, mx A 7#%E (13
N—=) R=UEZHLTIEZ,

AT9 TS [X AT @MY 22— (Task Attribute View) ] % 7 D [ A X LJ&ME (Custom Attributes) |22 2 > C, [iB
i (Add) 1 %27V w7 LCHAEREZ AT LET,

BRI RAIEKTE

W@ Z 2T DREY 4~ R ERRTHITIE, [T—2 28— (WorkCenters) [>[T/31 R
&1 (Device Administration) ] >[R1) >—&E3%K (Policy Elements) ] > [#&R (Results) ]>
[TACACS 7B 7 7 A JL (TACACSProfiles) 1> [:&#0 (Add) ]Cisco ISE GUI T [A = = —
Memu) 1742y (=) 2707 LCGEIRLET, —RIRZ A7 XA 71X, Shell, Cisco
WLC, Cisco Nexus ¥ & U8 Generic T,

Shell
DA T2 a 1%, Cisco ISE DEHE N T NA ZADFEHEMEREZHRET HOICHHTEE
—é‘O
73y Bz
T 7 4V N O (Default Privilege) T VBH DT INA REBRE DT 7 AV N D
(FHID) HER L~V A X—T I LET,
WDOF T arDONT AR L ET,
« 0~ 15 OHFIPHOMA BN L E
s MHLI2ID A T BMEEZ RN L £9,
e RKHERR  (Maximum Privilege) A F—TIVEREAFD e KHER L~V ZHEhZ L
F9, 0~ 15 OFPHOMEEEIRTE £,

TINA REE .
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| S LETE T

TF7oay SRER
T A2 ha—L U A~ (Access Control | ASCII SCF41 (1-251%) F 72134872 ID A b
List) TEMEAEEIR LT,
H#Ej=z~> K (Auto Command) ASCII 3CF-51 (1-248%) F 7213 E 72 ID A b
TIEMEAEIR L £,
T 2% —772 L (No Escape) TR —T TN, ROWT DA T v 3
VEBBRLET,
o [ITVY (True) ]: =R —T7FhILE=H N
THZEEEELET,

[V z (False) |: = A7 —TBhIEAH%)
CLlnwZ EERELET,

e MEE/2ID A MY EMEARIRL £97,

Timeout 0~ 9999 OFIPHDME L 72 1IHMFE/RID A T
EMEAEBEIN L £,
7 A RIVEERE] (Idle Time) 0~ 9999 OHIPHDEE - ITMERID A BT

EMEZ IR L £,

Cisco WLC

WA a id, CiscoISE DEBENT NA AEHEFIZL D CiscoWLC T ) r— 3 v
DHET~DT 7' AEHIET D7D TE£9, Cisco WLC 77U 7r—3 3 i,
[WLAN], [Controller], [Wireless]. [Security]., [Management] 33 J O} [Commands] D4 % 7 03 &

FNET,

TFoay Bz

T (Al TS, ZADEFE L CiscoWLC T 7 U r—3 3
VDT RTOETNZINT VA TEET,

Monitor TN AEHE L CiscoWLC 7 7Y r—3 3
VDX T ~DEHHIY ERT 7 AMED
RS ES I

2 £ — (Lobby) FONA AEPRE X IRE & T2 iR E DHERR D Fr
EHET,

. TINA REE
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ISTECEE |

T7vay s BA
v TN, AEBREIIIRDOTF = v TRy T AN
Cisco ISEEBENT = v 7 LI Z 71T 7 k&
ZTxEF : [WLAN], [2> hu—3
(Controller) . [VA ¥ 1L A (Wireless) ]. [t
¥=UT ¢ (Security) ]|, [EEHE
(Management) [ B LN [z~ R
(Commands) ],
Nexus

WDOF 7 a %, CiscoISE DEFFLE T /S A ZEFLHIZ L B CiscoNexus A1 v F~DT 7

T 2 AT LD TE £,

AFoay

B

BEORE

Cisco ISE OEHF T, LR EIIHHE LT
— & IR 2 A 712 o TR &7z Nexus J&
MAERETEET,

[y hU—2 m—/L (Network Role) ]

Nexus 73 Cisco ISE Z i ] L TRAGET 5 & 9 12
RESND L. THAALAEHREIX, T 741
NCiE, A BT 7 AR R £,
TN ZAEHEX, I hbor—OnTi
MIZE DB THERTEET, Fr—/1T

FFR SN EEEER L E T,

«[72L (None) ]: #RIZH Y XA,
o [AXVL—% (Operator) ] (GEAELY &

) 1 BENX-OS T /3, A~DFERTIR I
BT 7 A EE2RFELET,

s [EH# (Administrator) | (FEAH D /E X
IAB) 1 BNX-OS 7 /3 ZA~DFERTIRHE
B [EZIABRT 7B AMERFLET,

RABFNSA 2 ar7F% A~ (VDC)

[72L (None) ]: #ERRIZH D FH A,

[A~=L—% (Operator) ] (FEAHY & H)
VDC ~DRE SNIREAIY 7 7 & X

[Administrator] (FEAHLY /EZiAA) : VDC
SORE S @AY EEIART 7' A

TINA REE .
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B cvcszrr—onszo—rozE

NH

Cisco ISE FEEH 1L, — A7 X AT TR CE W A X AgMERET ATV a v %
ERRLES,

CLIIZKBA R—TILINRART—FKDERE
A Fm T SR — REBES BN, KOFIREET LET,

4O SRS

—H DA~y RIIFHEE— NZHV Y TONET, LERST, 71 ZAOFHRENZOE—
RIZRBRESN TS & & LEITTE £ A,

DT INA ADEBEINFFHETE — RIZAA I ET DR, T35 AIHFRIZ2A 31— 7}14,“&5'
A 7 %EE L ET, CiscoISE X, ZDRERIeA R—T NGEIEX A T HMGET D72 DIZhlDA
F—T N NRAT — KPR —FLET, BOA F—T L AT — RET A ZAOEHE NN
HID A M TIZRRES N TV D XIS E T, SMBID A M7 L ORBFETIE, [FL/3A
U— KR@BHEOu A4 A L CHERSNET,

AT Tl A vTFicunrs/A4 o LET,
ATY T2 Enter L TkDT a7 haFE R LET,

Switch>

ATV T3 ROa<vw REFEITLT, A X—T N RNAT—FREHELET,

Switch> enable

Password: (Press Enter to leave the password blank.)

Enter 0Old Password: (Enter the old password.)

Enter New Password: (Enter the new password.)

Enter New Password Confirmation: (Confirm the new password.)

GE) IRAT— ROEIMIER 0 7 A 2 RAT = RB LA X—T L RAT — RIZRES N TV DY
Ay NAT— RPBEE SN RFBIENICERE SR RnweE 2—F— T o MIEHIZ/RY
%9, CiscoISE 73 TACACS+ Hr— =& LTI S, Xy T —2 T/, ZAT[NA 2%
HMZT % (Enable Bypass) | 47> a VINERESIN TV DA, CLING (telnethEEl’C) A
F—T NIRRT — REERTEXEREAL, WEl2—H —Denable /XA U — RZEHLTHI21E, [&
I (Administration) ]>[ID &2 (Identity Management) ]>[ID (Identities) ]>[=—¥—
(Users) JCiscoISEGUI T[A==z— (Menu) ] 74 2 (=) 227 Vv 7 LTERLET,

TACACS+ 4 O —/\)LERE

TACACS+ D7 11 — VR EEAT 5 12iE, ROFINEEZETLET,

. TINA REE
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ATv T

ATy T2

ATvT3

ATvT4

Cisco Secure ACS H 5 Cisco ISE ~D 57— % #4T .

CiscoISEGUI T[A==z2— (Menu) |7 A4 2> (=) 227Uy 7 LTERLEST [T—V 2% — (Work
Centers) |>[T/31 REIHE (Device Administration) ]>[&XE (Settings) ].

[BEkia% € (Connection Settings) ] % 7 T, MHAT 4 — IV ROT 74V MEEEETEXET,

s FRREX ¥ v =¥ A4 A7 U b (Authorization cache timeout) ] 7 4 —/L KT, WElZ—HV —DFEDJE
P2 A OFBREESKRRFIZ v v 3 2L D 72Xk TRERER (TTL) OEARETE £T, Frv v
vafb &N BEMEICIE, 22— —4 & UserGroup 72 & O —H —[EA DBMENE 4L E T, CiscolSE
GUIT[A=a2— (Menu) | 7142y (=) 227V vy 7 LTERLET [VATLEE (System
Administration) ] >[8%%E (Configuration) 1>[7« 2 <3+ 1) (Dictionaries) ] >[ID (Identity) |>
[AEL—+H— (Internal Users) | TRMEZER L £, T 740 MEIZ 0T, %0, BiEFv v
3 a NET > TWET,

« H—PHe DY R — I (Single Connect Support) : ¥ > 7 5T — K225 L, ISEIXTXTO
TACACS+ ZRIZKF LTH LW TCP #3f A E L £ 77,

[/3A DU — R (Password Change Control) | % 7 C, /XA T — RO H % TACACS+ #Jr L CTiFr[ 3
LINE D IMERIET DDICHERT 4 —/V REEZRLET,

[Telnet’ XA U — REW 2 AH7%0Z3 5 (Enable Telnet Change Password) [ &7 v a7 a 7 Mi, 204
Tya UPERSNTODLGEICOZAYD T, BRSNTWRWEAIE, [Telnet/ S A U — R 2 %)
129 % (Disable Telnet Change Password) | D7’ v > 7 bISFENI/2D £7, NAU—F a7 MIT
THAZ A XARE T, MBS TERTEET,

[/NATU— KRRV —iEK A »tE— (Password Policy Violation Message) | 7 1 —/L RIZ, FH LV WA T —
RBEESNTGEEE K L 2WEEIC, N — =R E LAV —RICHE L= — A vt—
ERRFCEET,

[BEryard—nE Y YT (Session Key Assignment) ] ¥ 7 T, & a il TACACS+E K%V 7T
DICOIZE R 7 — )V REBEIRL £ T,

tyovalrx—lid, AT U IDODAAABERE D I FTHEDICE=ZY T ) —RIZL->THEH
ENEd, T7 4 FERETIE, [NAST FL- A (NAS-Address) ]. [A"—Fk (Port) ]. [VE—FT FL A
(Remote-Address) ]. BL N [—H— (User) | 7 4 —/V RBBENZ > TWET,

[Save] #7 U v 27 LET,

BMELEYY
TACACS+ FEFERR T & LFE (6 X—)

Cisco Secure ACS H 5 Cisco ISE ~DT—2 1T

BATY =V EAEM LT, CiscoSecure ACS5.5 LAMENO T — X & A ' AR—FL, T XTHOX Y |k
T — 7 FRA AT 7 4/ D TACACS+ > —27 Ly hEBRETEET, [T—9 V52—
(Work Centers) 1>[7T/34 AEHE (Device Administration) ]>[#Z (Overview) ]Cisco ISE

GUIC[A==2— Menu) | 742> (=) 27V v 7 UTERLET[HER (Prepare) | &7

TINA REE .
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B = xemro5E70E=5—

varTC, [VYT7RU=TOX T — R Web~<— (Download Software Webpage) 1% 7 U
JLTBITY — X ura—RLEd, V—/I% PCIZRIFE L, [migTool] 7 + /L X5
migrationbat 7 7 A W EFIT L, BIT7 a2 X&2BB L E T, BITICET 2 M OWTIE,
BEWD/N— 9 D Cisco ISE @ [Migration Guidel] &M LT 2 &0,

TINAARABEEBT7O9TAETADEZ=ZZ—

&

ATy T2

ATvT3

ATvT4
ATy TH

Cisco ISE Tl. TACACS+ NREINTZTNNA ZADT hH T 47, FEF, AR, BLO=
< RT AT T 4 T ICETAIERESBTE D, SEIFERUVR—- B0 70N s
NET, v F~r FEFEFAF P a— Il R—ZATINLDLFE— N FETTEET,

CiscoISEGUI T[A==2— (Menu) | 7142 (=) 227V vy 7 L GERLEST [T—V 22— (Work
Centers) 1> [T/31 REH (DeviceAdministration) ]>[L7R— k (Reports) ]>[L7R— k (Reports) ] %
I FET,

BOGFTCLR—haRRTHIEHLTEET, CiscolSEGUI T[A==— (Menw) |74 2 (=) %
7V w7 UCEIRLET [#R4E (Operations) ] >[LR— bk (Reports) 1 >[LAR— bk (Reports) ] <—T %
BIRLFT,

[LAR—F L7 % (Report Selector) | T, [7 /34 A& (Device Administration) ] % B L, [FEFEHEE
(Authentication Summary) ]. [TACACS 74 7 > 7 ¢ > 7 (TACACS Accounting) ], [TACACS i&;
(TACACS Authentication) ]. [TACACS ZF A (TACACS Authorization) ], [TACACS Z~> K7 75 4

2" (TACACS Command Accounting) . [Z<EXRDEH B AL N OFEEE (Top N Authentication by Failure

Reason) ]. [R> T —2 T34 ZRBI_EAM N OFGE (Top N Authentication by Network Device) ], [—W%—

BI_EAL N OFRGFE (Top N Authentication by User) ] VAR — F&ERLET,

LAR—RMZEBIRL, [7 404 (Filters) | Kay 7 X0 URAREEHALT, MBETLHT—X 2RI E
ﬁ‘o

T—H e FKRT 5 [P (Time Range) | #3®IN L 97,

[31T (Run) &7 Vv 27 LET,

TACACS 54 J A4

W DFETIL, TACACS+ AAA DA R "7 5 [TACACS 7 A 7 12 (TACACS Live Logs) ]
U4V RUDT 4 =) RIZOWTHA LET, [ (Operations) ]>[TACACS]>[Z4 7R
4" (LiveLogs) [CiscoISEGUI T[A==— (Menuw) |74 2 (=) #27 U v 7 LTEIRL
9 [#24E (Operations) ]>[TACACS| >[5 4 7 RA4% (LiveLogs) ], TACACS 74 7 v /%

7 A4~ VU PAN 721 CERENE T,

| AR


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

| Fiqzem

tacacs 51705 [l

=R 2:TACACS 547 0%

J4—ILF4& FEREDAARSAY
AR B KEEDA X RS R Y T — SRR EE DWW T, syslog AR A IKf 27~
(Generated LET,
Time)
AJICEREE SN [syslogBNE=F U 7 ) — NZ Lo TR S, RIFSNTZRFLZ R L E
B%l (Logged |7 ZOW T MIMETT, BIMRET 5 - LILTX EHAL
Time)
AT—RR 7 nE@EJZIjJ/ﬁ%ﬂ&%i%T LET, ZOH T MFIMAETY, BRRTLZ L
R GR=S i’tj__/\/o f%@ e uEﬁ‘ﬁZ% L7zZ & &R Li‘?‘ ?J:é j:nm uIEz)‘%E&
L7z EmRLET,
30 HMIRGET A 222 Uy 7358 BRLEREV TV AE R ALE D
L. SR AE MR T D LR — MR RENET, 20D T AFHMET
T, BNERT D LIXTEERA,
tyarFx— |[SEICL-oTXY NU—2 TS RIZIBEIND (EAPDOKIIA v E—TF
(Session Key) |7ZI1ZEAP DRI A v —VIlH D) By ary F—aRrLET,
Username TR AEHE DAL= =L 2R LET, ZOH T HMIMLETT, BINE
BRI DI TEERA,
247 [FEFE (Authentication) 1B L O [&F (Authorization) | D 2 DD X A 7T

T%E‘Zéﬂi'@k FRRE, AGR, FE XM T A B F 7T bf::L*"]j‘*‘Zl
ARALET, TONT AINHEATT, #IERT L2 LIXTEEEA,

REEARY o—
(Authentication
policy)

FREDRAEIZIBIR SN TWDRY v — D4R R LET,

FrAlARY o—
(Authorization
Policy)

DT RIOEREINTWAERY U —DLRTEFE R LET,

4 X4 (Network
Device Name)

ISE/—FK (ISE |77 2 RBERNPNUE IS ISE / — FOLRT#Fr LET,
Node)
FY RIT—=HGFN| Xy NT—27 FAL ZADL4HTE R LET,

*y D=9 T
INA X |P
(Network Device
IP)

T RABEREBUET LRy hT—F TN ADIPT KL AZRLET,

Frn1z2eE I



B weacssony

FrqzgE |

J4—ILF4&

EREDHA RZA4 Y

Y bI—=0 T
NARTN—T
(Network Device
Groups)

Xy NI =0T RAANBT DT D18y NT—2 TARAL R T —F
D4R ERRLET,

FINARBAT | BEDHRy NT—TF AL ANEDT 72 AEROUBEIZFEH SN AT A
(DeviceType) | A AXA TRV v —%RLET,
BRI ALE Py NT—ZFNRAL ZANEDT 72 ABEROUHITEH Iy —3 3

VR—ZADRY —FR LET,

FINA R R— bk
(Device Port)

TR ABRMTONDT NA ADR— FEFERLET,

KB DER Fw NI =7 T NRA A K> T TN T 78 ABEREZ S L2 BHZ R
(Failure LET,

Reason)

JE—F 7KL |22 FAT—2a a2 RIS THIPT RLA, MACT RL A, 7=

A (Remote L DOMOAEEDO LTI E R LET,

Address)

—& L7=3< > F|MatchedCommandSet JEEENFET DHAITEOEEZFR L,

+ v k (Matched | MatchedCommandSet JE B ZE DA, & 7213 EME B D3 syslog IZAFIE L

Command Set) RN AIIZEOEEFR R LET,

SINWNTATFA | Xy NT—T TNRA A Ta~vy ReEITT 57200 T /3 ZEHEEF I

JL (Shell SNTHEREZ R LET,

Profile)

[TACACS Live Logs] 7 4 & U T, ROFNEZFEITTE LT,
« 7 —%% CSV £7/21XPDF 7 7 A VER T/ AR —FLET,
o BRIZ S W AN Z RARETIFFERRICLE T,

B FETNINAZ LT AN E AL CT =X 27 4 VAL, B THEATAZD
WA NEERFTHELTEET,
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