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AN - DEHEY ) — NOEBHER—Z N0 T4 T HEAIC
H, FTTIA4YU PAN OB T A NEREPFEHTALENHY £
—340

— KM
EBi&/—FDHRTE
[/&Bfl  — K (DeploymentNodes) |V 1 > KU AfEH4 % &, CiscoISE (PAN, PSN, B LT
MnT) /—RZFELT, BEEARETHIENTEET,

BHE/—FJVA 2102 FD

RDOFIZ, BEND CiscoISE / — RERET H1-OIMEHTE 2 [BEDO, —FU 2 K

(DeploymentNodesList) 17 4> RUDT7 4 —/V RERLET, 2OV 4 FUERRTDHIT
I, [A==2— Menu) |74 2y (=) 27V v 7 LGRRLEI[EE (Administration) >
[ AT L (System) | >[RRE (Deployment) 1.

R2:ERA/—FUX b+

J4—ILF% FREDAA KSA4Y

KRR ME J—FRDOHRA N ERRLET,
(Hosthame)

RILYF (/— R#A 7N Cisco ISE DA DHFRINFET) CiscoISE / — FMN
(Per sonas) BELTNDLYF (FE, RY) v—P—ER £=%—U 7 pxGrid

mE) BEIRESNET,

Bl 21, &2 (Administration) ], [ Y v —H%—E & (Policy Service) 1.
[E=% 1V >7 (Monitoring) |, F72i% [pxGrid] 72 & T,
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g/ —ruzrocv ks

J4—ILF4&

EREDHA RZA4 Y

O—JL (Role)

D) —RFRTEHNYFTFERFT=Z Y T~V FREDITI o Tn
LZEE. INHO-VLYFREE L TWbn—L (I~ EhUF
UV, FREAZ U RTaY) PWoRENET, v—LiE, ROI>BDO1-F
TITEBIC TE F4,

*[PRI(A)] : 77 A4~V PAN ZEE L 7,
*[SEC(A)] : EH & U PAN BB L £,
*[PRIM)] : 77 A4~V MnT ZEHKLET,
*[SECIM)] : B & U MnT ZEH L E7,

Services

(RY =P =R Y FRENRGEITDHRFER) O Cisco ISE
)= RTEITENTVDHH—EZARY X FERET, F—ERFRONT
nin1 ok E,

IDIVEYVY
sty a3l (Session)
cJaTFA)YT
cFRT

J—K RT—4
X (Node
Status)

F=L 7V r—a U AORBNODE CiscolSE / — KDAT—H 2%
%Li‘a‘o

o [fk (BEik7)  (Green (Connected) ) ]: ¢ CIOEBHICEER SN T
W5 CiscoISE / — K774~ U PAN LRIIL TWAZ L a2 RLFE
T,

o [7R (BIr) (Red (Disconnected) ) ]: CiscolISE / — RIZE|FETE 72
W, ERFF T LTV, HOENNIT—H LT =g R
ThhTWRnZ EERLET,

s [A LY (#fTH) (Orange (InProgress) ) ]: CiscoISE /— K3

7T 4~V PAN IZHBLUCES SN TV D, 7201 FEIEEEZ
FITLT=h, DWW CiscoISE / — KT F A~ 1 PAN &R LT
WRWZ L ARLET,

FEMIZOWTIE, [/ — FAT—4# A (NodeStatus) ]%1T# CiscoISE / —
ROIA I Ca—TAarzs )y LET,

EENEYD

Cisco ISE 7y R (6 _—27)
Cisco ISE BERDHEE (2 ~=—7)
CiscoISE / — RO/ E (2 2—)

Cisco ISE O E B .



Cisco ISE DER |
B —ro-mz=

%V CiscolSE / — ROk (4 —2)

/ — FD—H%ERE
W DF T, CiscoISE / — RO [2&f7% E (General Settings)] 7 « > KU D7 4 —)L RIZOW Tt
HLEST, 2O RUTIE, VY TFT% ) —RIZEDVYT, 2O —EREFTTHLD
ICBRETEET, ZOUV AV RUEZRRTHITINE, [A==2— Menw) [ 714222 (=) 27
Vw7 LCEIRLET [BE (Administration) [>[Y X F L (System) | > [ERA
(Deployment) 1> BB/ — K (Deployment Node) | > [#R&E (Edit) |>[£f%E (General
Settings) 1.

=R3:/—FO—MBETE

J4—ILF% FRLEDHTA KSA4

RR b+ CiscoISE / — FDOHRA M EF R LET,
(Hostname)
FQDN CiscoISE / — RDOZEER KA A 4 %FKr LET (B : isel.cisco.com)
IP7KLRA CiscoISE /— KD IP 7 RLA&ZFRLET,
J—KAa47 =R EATEFRLET,
(Node Type)

~RJLYF (Personas)

(= CiscolISE / — NIZEH~N Y T H#HY I 255813, 2O NV RF %
(Adminigration) | A% LEd, BV YT, EHYVY—C 22T EIL T/
ENTWDE ) — RTORAINZTE £,

[m—/L (Role) ]: BEAALY FREHATHYEY L TWDr—LAFZRLE
9, ~YL Y F i [Standalone], [Primary], [Secondary] DV T ILNDE %%
RO ENTEET,

[Make Primary] : 20/ — R% 75 4~V CiscoISE / — RIZT A1
ez )y 7 LET, BT 207714~ CiscoISE / — RDFH%
ERTEET, 2OV RUDEDOMOF T a Nk, /—Re7 o4
VI LEZRIZORT 7T 4 720 £5, BEATIEH2>OEE ) — RO
HEFHTEEST, /—RIZ[AX > F7 a2 (Standalone) ] 72—/ H
HEAIE. BIC [T A4~ VIZT 5 (Make Primary) | RZ U RNERENE
9, /—RIZ[EA YU (Secondary) | 2 — /Db HE1E, B [T
A4~ VIZHH# (Promote to Primary) | 7 h¥ U NERENET, /— RIZ
[Primary] 2 —/L3& 0 | oD /) — RPVEER STV WEEEIE, A2 [Make
Standalone] A8 % N FE/R SV E T, [Make Standalone] R¥ &7 U w7 L
T, 794~V /) —K&eAZ KT rYy /) —RIZLET,
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/—ro—paE I}

J4—ILF4&

EREDHA RZA4 Y

st 2/

CiscoISE / — RIZE=H Y v T~V FEHHBEIYE, alal s 2 1L T
RES AL EIX. ZTOMNIAREZ L Z0 ) v LET, SEERENICTE
=2V T )= KPRl LB I OHFETONERHY ET, 7714~
PAN DFRERHZ, =2 ) 7L T2 TIHHENRH Y £3, B
BN H ) =X ) T J—RERELEER, REIISCTTT
A~VUPAN ZfRELTZD, =XV TV FE2BH L) TEE
S

VMware 77 v b7 #—ALTCiscoISE /— RZn /a7 2L LTHRE
T HIE, ROHA BT A N> TIRAKBRLBE 22T ¢ A 7 fHI & T E L
9. 1SV Ry hTU—7HNOT FARA 2 F 1 2l2o% 180KB, 1
HH7-0 3y hT—ZHND CiscolSE /— R 1 2iZ2& 25MB 720 £
7

F=X VT )= R H AOT —X ZHMNT 5006 0T, BB
KT 4 AR EELE S, BEICE=ZU 7 J— FR1HOLrkn
BAIX, A2 RTara—L Y LET, BRIC2o0®E=21) 7
) — 35 A5AE1E. CiscolSEIZMDE=2Y 7 ) — ROLHTbF RS
. TI7A4=V /e XV a—LExFHETEET, ThbOr—LERE
T HIZE, ROWTINEIRIRL E7,

[T A~VU (Primary) |: BED /) — KT T4~ €= 7
J— RiZT 254,

s[EH &V (Secondary) |: BIED /) — K& h &) £=2 7
J— RiZd 256,

‘[l (None) ]: E=X UL r ) —RNZF A<V /EhrFYm—L
EHIL SERVEA,

TRV T )= RD12&2 T I~V T I L Z) L LTHRETS
L bI—ToE=2Y T = FREBNICERERE I XY ) —
FELIZT 74~ /=R ¥+, 7I794~) £=2V 7 /—FK
BIOeH o Z) 2= 7 )—FiZ, BFEue 7BLOR) o— H—
EA RS EZELET, | ODF=F Y7 ) —Roa—L%& [/ L
(None) JICEETLLE, $9 1 ODE=F V7 ) —FROu—Lb [/
L (None) [1Z72d7=8, /—R&EE=XVU 7 ) — RIHEE LEZIZN
ATXATGEY T AT HRRVEINEST, 2O/ — L, [VE—F=
X7 4% —7% > (RemoteLogging Targets) |7/ 1 > K 7T syslog ¥ —7%7 v
FELTURMESNET, 2BALTENCTIZENTEET, 20
U4y RO EFRRTAHICE, [A=a— Menw) 7422 (=) 27V v
7 LCEIR L £ [BE (Administration) ]>[YAF L (System) >0
F24 (Logging) 1>[UE—FBX>Y 4—%4 v k (Remotelogging
Targets) |,
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B —ro-mzx

J4—ILEA FRLEODAA KS1 Y

R)o—H—E
X (Policy
Service)
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/—ro—paE I}

J4—ILF4&

EREDHA RZA4 Y

WO —EAZADNTNNIDEILT RN TEREINZTHITE, 2O T
K2 HT Y 7 LET,

s[Eyvarh—EAOFZWME (Enable Session Services) ]: F > h U —

I TIEAY—ER, RAF¥H—ER FRAMP—EZ BLY
JIAT N TREYa =y P ERAEAICTHITIE, O
Frxv IRy A%F T LE T, [Include Node in Node Group] = &
THEILIYRARNNL, ZORY —H—ERX ) — KRR TH 71—
TEREIRLE T, #EER (CA) ¥—E A & Enrollment over Secure
Transport (EST) Y—bE 2%, By a v F—EARHEHIR-> TN
HARY =P —ER ) = RTORFATTELZ LITEELTLIEES
U,

[Include Node in Node Group] {Z2W T, ZDRY o —Hh—E R /) —
R%& 7 N—712E& O WEE 1L [None] 23 IR L £,

L/ —F ZA—FHNOT_TH)— RN, Xy hU—27 77 EXA
7 /314 A (NAD) TRADIUS 7 74 7> h& LTHHESI, CoA D
TR ZSELIERLYES, ZiUE, 6T XTHO/—RT, /—
R N—TNOEED /) — REI L THSLES Nzt vy a 2T 5
CoA BRZFITTEDIHTT, B— K NTUHEHEHL T
BE. /J—KZNV—7HND /) — RiX, NAD CTRE STV % RADIUS
P—R—BIRIFA T FNERUTHDD, FHRITINLOYT
Ty NTHAHZMELRHY 9, ZHD /) — RIZRADIUS H— 33— L
LTHRETEET,

Z# D ISE / — K (RADIUS % — "—C@;NFFa[ 7 74 7 b L
T) ZEOH—ONADIIRETEETN, IXTO/—FKRFRLT ./ —
RZNA—TIZFE L TWARLETZH Y FHA,

=R ITN—=TDRA L R—=F, FHEY b =Ty M lOEHE
LAN B2 fEH L CHAICER T OMERHV £9, /— K 71—
TDAN—T L2 BHERRTH DML EILH D TN, oAk
W & B EE AR 2 Fe R 2 1T L2 BRI R < HESE Sk ¥, &%
HZOWTIE, AU v—H—t2 ) —FK F—TDOERKR (59 ~<—
V) ZBRLTLIEEN,

(a7 7A4 )7 —EAXAOFZML (Enable Profiling Service) | : 7
R7 7 AT —ERAEENIT DI, ZOF =y IRy I RAeFt
ZLET, 7r 7740 I REENCT D551, [Profiling
Configuration] # 7% 7 V w7 L, %BIZS U TaEflA A7 5 BN
HVET, RV —H—ER /) —RRTETINLIV—EREHE
TS LIZY, 20/ —FREER LY T 5581, 2o —bF
AMETENDT TV r—varh—_"—Tob 22/ EE L ET,
IO —EARHEBHSNDL ETELENBELES, /—FTT
TV = a Y= N= 0O FEE) L2 2R 512iE, CLIT
show application statusise =~ > KZfE/H L £,
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B —ro-mzx

Cisco ISE DER |

J4—ILF4&

EREDHA RZA4 Y

* EEH O NAC —E 2 DA%t (Enable Threat Centric NAC
Service) |: B H LRy NU—7 TR ay br—b
(TC-NAC) HREZ AT HITIX, ZOF=v IRy 7 AEF I
Liﬁo:@%%“m\%@&W%$®7ﬁf&ﬁ%§ﬁbt%@&
MEFFPED BIEICIE SV CERFER U O —ZET25 2 e TEXET,
@@v65?4(Ekﬁ)VAw&W%rJM®%%i\I/%T4
VREFIE—P DT A LUV A BT S oI T
xET,

[SXPH—E A DA% (Enable SXP Service) ]: / — N T SXP #—&
AEAMCT BT, ZOF =y IRy s kAU LET, Eik
SXP h—bERIMEHT 21 v ¥ —T7 oA RERET LLERH Y
R

NICRYT 4 T EEFETF—I VT ERELTHDEEIE. R T «
VITEINTAE =T oA AL WYEA K — 7:422: EHITMEH
A H#—T7xAA (Uselnterface) | Rr vy X7 U R MIRRIN
7,

[T /34 ZEHY—E ZADOHFZY (Enable Device Admin Service) ] :
TACACS AR Y ¥—t v b, f)V%F%&E%W&L\*yFUaﬁ
TNA ADREEFEL LOEET DI, ZOF=v IRy 7 A%
FATLET,

[/3y 7 ID —t 2D HFZNL (Enable Passive Identity Service) ] : ID
vy B TR EARNCTHICIE, ZOF =y IRy I AEF AL
iﬁo:@%A%ﬁﬁﬁék CiscoISE TIER< RAAf Ay hr—

THRFESN b2 —P—2F=F—F 5T LN TEET, CiscolSEN
:L““'j‘ DRy NT—=T T IV AET 77 4 ZIUTFEFEL 20N FR v b
T — 7 T, IDV/E°‘/7$§$%A M LT, ActiveDirectory K XA >
ay b= nba—P—RiHEREINET L ENTEET,

pxGrid

pxGrid ~/VY FTEFGNZT HITIE, ZOF =y IRy 7 ReF I LE
9", Cisco pxGrid I, CiscoISE& > a7 4 L7 b U b Cisco T
X2 VT 47T TAT A (ASA) REDODHMDOARY v— Ry hT—7
VAT AN T XA MRFEREZ AT A0 I E T, pxGrid
TU—LU—=7E, R =T —FRRET —F % /) — N TR T 572
WICHHEATEET (& z2iE, ISE &V — RR—FT 4 R_RUF—[TDOH
IRRY —F TV NOIE) . Fio, BEIE#®ZR S, ISE BELS
DIERDOZHN b TE £7,

HErEY D

438 Cisco ISE BB D~ L (2 _X—)
BEL ) — R (27 2—Y)
R —H—b2x J— R (37X=)
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Jnzrq4uvy /—roiz |

T=H =Y T J—F (41 =)

Cisco pxGrid / — K (50 =—2)
TIA<VEBXOE A Z U D CiscolSE / — RDO[EH] (58 ~—)
RYv—HP—t R J—F T—TOMER (59 ~<—)

Cisco pxGrid / — ROER (51 =—)

=R~ LY F e —ERADEHE (58 2—)

HEh 7 = — /LA — R—HO MnT / — RORE (49 ~—)

O » > E I_l_I
202774 0T /J—FDEE
WKOETIZ, 7774 7 —ELRADOT 0 —TOREIMHATEXL[TaT77A4 ) ITRE
(Profiling Configuration) |7 4 > KU D7 4 — /L KIZOWTHHALET, ZOv 4> RO T

AT 5T, [EE (Administration) | >[2 R T L (System) 1> BB (Deployment) ]>

[ISE/—F (ISENode) |>[#w& (Edit) 1>[FR 774> FE%E (Profiling Configuration) ]

DONEIZEIR L £,

®4:T0T7AYYT /- FDEE

TJ4—ILKR4A

FREDHA KSA4 Y

NetFlow

J—H I BIEE EN= NetFlow N7 v 22535 R ) o —Hh—E 2L
V&Y LTV /=4 Cisco ISE / — K C NetFlow Z ANz 4 512i%, =
DRNINVRE L ZHT ) T LET, RO TV a ANMEREEZATILE
‘a‘o

o[> X —7xAA (Interface) ]: CiscoISE / — R EDA v Z—7 =
A AZBIRL £7,

o [R— bk (Port) ]: NetFlow =27 AR— K3 /L—X 5515 L7 NetFlow
JAF—R— b FESZ AN LET, 74/ b F— FE 9996 T,

DHCP

[P~V R—=BEDDHCP X7 b &Y v AT HRY ——E ALY
F &Y LTV =% Cisco ISE / — KTCTDHCP Z# B4 521X, 2D b
TNRE L HI Vw7 LET, ROFT TV a OEERELET,

o[> H—7 A A (Interface) ]: CiscoISE / — N LEDA ¥ —7 <
A AZER L FET,

«[A—1 (Port) ]:DHCP #—/3—® UDP AR— hEZE AN LET,
T 74V K R— X 67 TT,

DHCP SPAN

DHCP /X7y F&EINET EHRY —P—E ALY FE2HY LTV =K
CiscoISE / — FCDHCP SPAN ZHZNZT DI, ZDO NI NVRE %
Uy 7 LET,

o[> ¥ —7xAA (Interface) ]: CiscoISE / — R EDA L Z—7 =
A A TR L E7,
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Cisco ISE DER |

J4—ILF4&

EREDHA RZA4 Y

[HTTP]

HTTP /N7y b a2 G LTHNT TR Y o —H—E A~V Y FE2HY LT
V724 Cisco ISE / — RCHTTP 2B T DT, ZOa NTARZ Y
7V v LET,

o[> 5—7 AR (Interface) ]: CiscoISE / — N LDA & —7 <
A RAZERLFET,

TRADIUS]

Cisco I0S & v —%HET /A 25D RADIUS £ v v a VEghh, BL O
Cisco Device Protocol (CDP) J&14: & Link Layer Discovery Protocol (LLDP)
BAEZIET 2R Y =P —E ROV Y FEHYE LTV ISE / — KT
RADIUS % —R—ZHWT DT, ZOMIVRE 27 ) v 7 LE
o

v bI7—9 R
Fv > (NMAP)
(Network Scan
(NMAP))

NMAP / — FZEMNZTBIZE. O ITAREZ L Z 7)) v 7 LET,

DNS

FQDN ® DNS /v 7 7 F & FATT HHR Y > —Hh—ERX~L Y F 5 Y
L CU 24 CiscoISE / — RTDNS ZHNITHIZIE, ZDO KT NVRZ
27U w7 LET, [FALT 7k (Timeout) | DEFM ARSI TASI L E
_a—o

GE) DNS 7'v—7 % 53 HURBAN O R E D Cisco ISE / — R THEIES
% 121Z, DHCP, DHCP SPAN, HTTP, RADIUS, SNMP ™
WIENNDO T =T EHINITHLERH Y F9, DNS /L
7T T OEE, ZHDOWTRNAO T r—7 % DNS V1 —
TEEbIZREBTOIMERDH D T,

SNMP & 1Y)

BELEMBE TRy hI— TR, A R—Y 7T 5K o—P—E R
ALY F Y LT Cisco ISE / — RTSNMP 7 = U 2 Hh$ %
Wi, ZONINWRE %27 Y v 7 LET, [Retries]. [Timeout], [Event

Timeout] (#ZH) . 35 & WV [Description] ((EE) 7 4 —/V RIZEEZ AT L E
R

G¥) SNMP 7 = U 7'u—7 O EICM 2T, [Administration] >
[Network Resources] > [Network Devices](Z & 2 o> SNMP %
EBITIORLENRDY £, Ry NT—27 T /34 2T SNMP &
EEITO%AEIX, Y NI —2F /34 2 ECCDP & LLDP 3
7a—rUHEIC > TN D 2 B RER LT,
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| CiscolSE DEBE
nxvsome W

J4—ILF% FRLEDHTA KSA4

SNMP S5y T | %y FU—2F 34 25 linkUp, linkDown, 38X OXMAC D@k kT v
(SNMP Trap) |7 &%ET25HR) —H—ER~YLY FEHY LT /24 Cisco ISE / —
RTSNMP F7 v 77 —T7%HWNZT DL, ZORNTAVRE &
Uo7 LET, ROEREADETAICLET,

* [Link Trap Query] : SNMP 7 & 77D OilFI 455 L TR T 5 12
X, 2O MITNARE B/ LET,

* [MAC Trap Query] : SNMP 7 v 7"/ &5 D MAC @1 % 525 L THER
FTHIZIE. ZDORNIARE BT LET,

o[> #—7 x4 A (Interface) ]: CiscoISE / — KD A X —T = A
RAAEBRIRLET,

e [A—"bF (Port) 1:EHTHKRAFDOUDP R— b2 AN LET, T
74V k R— hiZ 162 TT,

Active Directory | 723§ &7 Active Directory #—/3—% Z % ¥ > L C Windows =—H—(Z
BT 2fMERTIiE, oM ARZ 22 v LET,

o [FHAX ¥ BiD BE (Daysbeforerescan) |: A¥ v & HEFITT D
FTOHRELERLET,

pxGrid Cisco ISE 78 pxGrid Z/r L Ty Rl A v M@t IE (e 77 A1)
TEXDHEOICTHITE., ZONITNRE 27V LET,

BErEY Y
CiscoISE7a 77 A Y 7 H—E 2R
TuT7yA YT =R T ENLD XY NY—F Ta—T7
CiscoISE / — RTh7ua77 A4V 7 —ERXDHE

> o NS =L
AX 2T DiRTE
IBEDIETIL, T v 7 a s o 4 (ERKE) ORE, a7 %2 —4% v bOERL. B

LI 72—y Maua A v —T %K ET 572D Cisco ISE DF LD F
EIZHOWTHIAL £,

JE—FOXFVT 2—45y FOETE

WORTIL, INBOLGHT (syslog F—/3—) ZER L TRF U7 A vt =V &2 RFET D201
EHTH[VE—brFX 7 ¥%—4 v & (Remote Logging Targets) |V 4 > KU D 7 4 —/L KiZ
SWTHALET, 20U 4 FYICT 72T 512iF, [EE (Adminigration) [>[Y AT
L (System) 1>[BF >4 (Logging) 1>[VE—bBF2T42—%v k (Remotelogging
Targets) | Z&IR L. EM (Add) 1227V v 7 LET,

Cisco ISE O E B .
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Cisco ISE DER |

R5EUVE—FBXUT 24— FORTE

a—F (Facility
Code)

T4—ILF4& FEREDAARSAY

£/ (Name) #FL\syslog ¥ —7 v EOARTIEATILET,

Target Type Rey 77X VR RNND, Y THX =Ty NIATEBRLET, 7
7 /v MEIL [UDP Syslog] T,

B Bl —5y bOfERBAE A LET,

|P Address 07BN D5~V DIPT RV AEIIARA MaE AT LET,
Cisco ISE 1&, m ¥ 7T IPv4 B & IPv6 R A AR—F LET,

Port S~ DR— FEFEATLET,

27T« aX U AT AN ERN S Hsyslog 7 7V T 42— KE Ray 74y

VUAMPOEIRLUET, B4 72 a %, Local0 ~ Local7 T,

mAE VE—har 22—y N 2Avbe—V0RRKERZANDLET, AZ7MEIX
(Maximum 200 ~ 1024 /XA K TT,

Length)

Include Alarms For | = pF = v 7 R v 7 A& F N2 THE, TI—bAvE—IH U E— |

This Target P—R—CEEENET,

[RFC 3164 [Z#HL
95 (Complyto
RFC 3164) ]

ZDOF 2y IRy I AEF AT DHE, Ny 7 ZxAT7vyva () MEHESNH
TWAEATH, VE— M= —ZEEFEENDsyslog A vE—T DT Y
2F () Em AT ENERA,

H—nN—EHy
BNy T 7
rAyt—

(Buffer Message
When Server
Down)

ZOF v IRy 7 AL, [ —7 v 82 AT (Target Type) | R v 7%
7 U A RHB [TCP Syslog] & 721% [ % = 772 syslog (Secure Syslog) ]
EIEINT 5 L RARSNET, TCPsyslog ¥ —7 ~ M E7/2iTEF = 7 72 syslog
K —77 sy RHIMERTE g b & Tsyslog A v —T % CiscolSEN /Ny 7 7
TELE2ITDE, ZOF =y IRy 7 2% AT LET, CiscolSE
IE. 2 =Ty PRGN HRAIND EZ—F v F~DA v E—VDEE
EHAATLET, RO HERSNL L. Ay E—VEEDHTVHONLIE
WCEREENET, Ny 77 I AvE—VF HICHLWAYyE—TD
ANCEESNET, Ny 77BN F0NICRd L, Ay b— U0 SR
SNET,

Ny 774X
(MB) (Buffer
Size (MB))

KHE—Ty hDONy Ty A RXERELET, 7 740 M TiX, 100 MB
WICRESNET, N 77V A XEEBETEHENN T 7N VT &, FF
EDE =7y "Dy 77 ) TENEEIFEOTXTORA =0 kb
ﬂij‘o
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%27 Syslog 2 —4 MEHEO DD 547 rRiE0RE [

J4—ILF% FRLEDHTA KSA4

BEERIALT V|V —n_—=nE7 0 LSBT TCP & &% = 7 72 syslog Z TS 5 £ TR
b @) 159 % W % i 8 2 MM 2 BT A LT,
(Reconnect
Timeout (Sec))
CAREEAEDER | kv 77X U A NI, [#—% v ¥ A7 (Target Type) ] Kz v
(Select CA THEY ARG [BX 2T 7 syslog (Secure Syslog) ] Z iR 5 & #
Certificate) RENET, Ry TX T YRS Y 547 v NEFHELER L E
kR
Y—N—GtRAEHR |2 0F = v 7 Ry 7 A%, [#—4F v b & A7 (Target Type) | K v 74
it % EE 72U A RNMNS [B¥ 2T 72 syslog (Secure Syslog) ] #i#RT 5 &i%ﬂ—“é
(IgnoreServer |y g4 H— N—iEBHBEORIELZ MR L, syslogh—/ S— & AT 52
Certificate CiscoISE D= DF = v 7 Ry 7 ZAe AN LET, F7 44 Tl \:
validation)

DA T a PNEHTI > TWND L XU AT L8 FIPS £— R TRV
D, ZOF T a NI FTICRESNET,

BErEY Y
CiscoISE X7 A =X 1L
CiscoISE v A7 L a s/
CiscoISE A v&—v hxu s/
W7 4 5
AR MIFASA N T 4 F
U E— b syslog UL T DR E
T 4 V2 DRBGE

X217 Syslog 2 —4 vy MEGDI=ODYI 5472 FRIIDETE

CiscoISE UV U —RA 33V, 7 T7A T "idtX a7 7esyslog ¥ —47 v MR L LS &5
YA, 727472 NGEIMEATT, 7747 2 FRBAETIL, Cisco ISE r—_— L4555
FEBAFE % Cisco ISE DfEHH T X DREHEA M T7IZA VAR — M T A0 ERH Y £7, ZO[FET
X HAEAEIL, @s (CN) 397V =7 MUE4S (SAN) 74—V NI 947 b
DRA NGB EENTVWDILERDH Y £7°,

2ODALZ L RTwy CiscolSE /) —F3d ), B 7 747 b Th o —FRUE—Fh
syslog #—7" v N CThLIGEIT, ROFIELZFEATLET, ZOFITIE, 100010137747~
T, 10.0.0.2 28U E— b syslog # —7 v s TY,

1. 10.0.0.1 Ti%, [RemoteLogging Targets] 7V 1 > K7 T, [Host/IP Address] 7 + —/V F{Z 10.0.0.2
EATILTH LAWY E— b syslog #—7 > FERELET,

2. 10.0.0.2 TlZ. [Remote Logging Targets] 7 > K7 T, 7 7 # /L b ® SecureSyslogCollector
EEMCLET,

3. 10001 DfEHETZ 2AEHAELX 10002 DEETE ZHAEA M TICT v 77— K LET,
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Cisco ISE DER |
| EEESZEEEDIE Y-

¢ 10.0.0.1 ® Y E— | syslog # —7~" > FaXE T, [Select CA Certificate] 7 4 —/L N THL.
FEAREAELZBIR LG E13, TOHCEARNAEZ 10.0.02 TEETE 2iEHFE L
LTV vy7ur—RKLET,

*10.0.0.1 ® Y E— | syslog #—7 >~ haxiE T, [Select CA Certificate] 7 4 —/L R TH—
R/N—=7 1 O CAREFIEABRIR L 725813, /1— b CAGEBIE L CA BT &Ll #
DF =% 10002 TEFATEHEAFEL LT v e —RFLET,

4. 10.0.02 DEHETX HFEAEE 10.0.0.1 DEHETEX 2FEAER M TIZT7 v 7 ue— R LET,

¢ 10.0.0.2 ® Y E— | syslog # —7~" > FaXE T, [Select CA Certificate] 7 4 —/L N TH L.
FEAREAELZZR LIS E13, TOHCEAMNAEZ 10.0.0.1 TEETE 2iEHFE L
LTV vy7ur—RKLET,

¢ 10.0.0.2 ® Y E— | syslog # —7%" >~ MiXE T, [Select CA Certificate] 7 4 —/L K TH—
RR=7 4 O CAGEMEZBIR L2 5E13, /b— F CAGEHIE L CA BT ZFEHFE
DF =—% 10001 TEMETELHENAFELLTT vy Fr—FLET,

5. 10.0.02 1%, FRELIEAE (BCBL /21T CABAEOWTND) ZIIEDOTZDIT
10.0.0.1 ITEE L ET,

6. 10.0.0.11%10.0.02 7 HREIAEZZEF L, HELILEH T 2iEHETIGE L GRREY — 7
Tu—%5% T LET,

N N fe— N E l_._l
AX> A7) DERTE
WROETIE, aX 7 hT7 Y EHRETDHOIHERHATRE R 7 4 — /L RIZOWTHIALET,
27O ETT 4 (ERE) VLW EREL, axXF o s h7I)on il s 2 =0y b
EBIRLET, 20U 1> RUIZT 7 AT 5I121E, [Administration] > [System] > [L ogging] >
[Logging Categories] DJEIZEIN L E 5,

BRTHaXL I HTIYOMOA T a v RE L w22 v L, [k (BdiY) 12270 v 7
LET, ROEXTIE, aX o 7 A7 TVOHEY 42 RUICRRIND T 4 —/V FIZOWTi
HLET,

xK6:0X2 T ATIDEE

J4—ILF%& FREDHA FSA4 Y

&1 (Name) nX> 7 7Y OL4FIEERRLET,

. Cisco ISE O &R



| CiscoISE B

srz7s w208z |

J4—ILF4&

EREDHA RZA4 Y

RTDVEST«
(EXE) LRIV
(Log Severity
Level)

—H#oOuX AT IV T, ZOEIFT 74NV B TERESNTEY ., W
ETEERA, —EOuX T HT Y TEH, KO ETT 4 (BEKE)
LoD nungE Ry 77X A RDLBEBIRTE 9,
s [EX (FATAL) ]: B2FEEL L, ZOL~ULE, CiscoISE Z LM
TEP, MERT 72 a2l bIllETT0ENH D 2L 2 E%
L/iﬁ—o
«[=F— (ERROR) ]: ZOF 7 a3 NIELREEE 13— T — ik HE
ZnLET,
e [%45 (WARN) |: ZOF 7 g 0%, @EORETIIS D NEKRA
WRREEZRLET, ZHUE, 20X I a7 I VIREINDT
TN D LT,
c[1EH (INFO) 1: 2O L~UIEHRA v —Vr R LET,

«[7/8 2 (DEBUG) ]: ZOL~YUE, BT A vt—T% R LT
—a—o

Local Logging

O—h)V ) —RKTZOITITVOaF ITAX NEFENITAHITE, 2
DF v IR T AR AT LET,

Z—=7vk

O TIX, EAORIMNT A a2 AL, [{EFAAEE (Available) ]
Il [BINE A (Selected) [fHIKFEI CTHX—4 v NEBEIL T, X 7h
TAVDE =7y NEBEIRTX E7,

(A ATRE (Available) FEIRICIZ. m—H/v (FERTEFRHER) EAE (22—
P—ER) OMGTOMIEOR X I H2—Fy "R EENTNET,

[ERFE A (Selected) FEIK (Few)EZE) 21k, AT VGBI I NZ ¥ —
Ty RBRFEIREINFET,

EENEY D

CiscoISE A vt&— 22— K
U E— |k syslog WL FT O E
AyE—y a— ROBEBKELILORE

EEET7TIVLELADETE

ook vars T, BHEOT VB AREEITIZENTEET,
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B s=z zxo—rxys—ome

Cisco ISEOER |

EEENRT—F R O—DEE
WDETIE, BHENRRAY— KW ITHEOH DL EHET LD TEL[3AT—
R Y 2 — (PasswordPolicy) ]V 4 > RUDT 4 — /L FIZOWTHHLEY, OV 1 Ry
ERFTHICE, [Ama— Memw) [ 742y () 420 v s LCER L& [EE
(Administration) 1> [ X T L (System) | >[BHEF7 Y R (Admin Access) | > [EREE
(Authentication) ]>[/3R 7 — KR! & — (Password Palicy) ].

e

R 7:EEFNRT—F R I—DHRE

TJ4—ILF4&

FEREDHA FS14 Y

w=/IME
(Minimum
Length)

NAT— ROF/NE OUFE) #EELET, 7740 MI6XFTT,

. Cisco ISE O &R
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gEzEsz7—F Ry o—onE [

T4—ILF4 EREDHA RZA4 Y
INRAT— RIZER | [EHE 4L E7-13F OCFOWE (Admin name or its characters in reverse
TERWVXF order) |: 2DF =z IRy 7 Ak AN LT, BHEL—V £ F/-1T

(Password may
not contain)

ZDXLFOHWNETONRAT—RELTOMHEHRLET,

[CiscoF 721FZE DXL FDO#)E (Cisco or its characters in reverse order) ]: Z
DF xRy 7 A%F A2 LT, High "Cisco" E71XE D LFOWNAT
DRAT—RELTCOHRAZHRIBLET,

[ZDHFEE2ITZDOFO)E (This word or its characters in reverse
order) ]: 2DF = IRy 7 A%F NI LT, EFLIZTXTOHEE
TXEDLFOHNATO/NRAT —RE L TORHZHIRL E7,

[4[EILL T 240K LLF O (Repeated characters four or more times
consecutively) |1: ZDF = v 7Ry 7 A%EA N2 LT, 4B kT 5
MR L LFONRAY— RE LTOMAZRIRLET,

[FEEOHGE, TOXTOMIA, 213X FOE &2 (Dictionary words,
their characters in reverse order or their letters replaced with other characters] : &
EOHGEE, HEEOXTOPNATOMEM, I ITHFEOLTOESHRZTO
NAT—RELTOFEMERRLET,

ls] # 181 . Tal # T@s . To) 2 To) . My & T1) . T %
Ny, Tel & 13) RRllc@EEH2 D LixTEEEA, 72 21E,. [Pa
$$ word) 1IFFAI SN FEH A,

o [T 7 4V h OFEE (Default Dictionary) ] : Cisco ISE T7 7 4/ kD
Linux BFEZFEHT LI, 204 a 28R LET, T 740
k DEEEITITH 480,000 RO FEHFEN G ENTWVET,

ZOF T avit, TN N TRBREINET,

o [1 A X LFEEE (Custom Dictionary] : # AKX~ A A LT=FEELHHT 5
i, ZoF Ty a v E2RRLUET, [T 74ILOZRER (ChooseFile) ]
BV L, DAZLFETZ 7 ANVERIRLES, ZOT7FZ |
T 7 AME, EITFCTRUIL JSON B D) HiGE, .dic fE3E
T 20 MB K DH A AT Y Lo TWDHRERH Y £7,

Password must
contain at least
one character of
each of the
selected types

BHEDONAT—RIIEGODIMENRSHDLTOXATDF v IRy 7 A
A ATLET, RO 1 ODFEITEBEOA T g U EBERLE T,

c INXFEDHEXF
c KXFEDEXF
« 1% (Numeric characters)

s ZEHFLUSNDOXFE (Non-alphanumeric characters)

Cisco ISE O E B .
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B o579 8800y vitmRORE

J4—ILE4A FRALEDHA FSA4 >

NRAT—FBE |FRICASRAT— RSN D001, FrLVLWIRT — R
(_PHSSNOfd E RIS TWBMIENGH D LUFID/NAT — ROFAERELET, [/RAT—

History) RIZBBIO n X—= 3 TR A0ENH Y £ (Password must be

different from the previous n versions) ] F = v 7R v 7 A& A4 2L, ®tI&
T 4=V RICEFEATILET,

=P —=PNRAT — REFEHTCERWVWAREZ AN LET, [SATU—R
Zn HUWNIZHAAT S Z LI1ETE £ A (Cannot reuse password within n
days) | & A IC L, ®bT 57 4 — N FicEFE A LET,

Password Lifetime

WKDOF T arDF ey IRy 7 AF A2 LT, F5E LE-HIR%IC 2
J— REEHETLHE )2 —V—|2mfil LET,

C PEELH AT — R E RIS E S n A SR 28BN
¥ 9 (Administrator passwords expire n days after creation or last change) ] :
NAY— R ERLIRWEEITERET Y v RN ERIZR 5 ETO
R (A%0 o A27efEbHIE 1~ 3,650 A TY,

[NAT—= FOFEIRONAFNCEEE ICEF A =LY ~ A X2k
f& L'¥ 9 (Send an email reminder to administrators n days prior to password
expiration) ] : /NA U — FMIREINIC/AR D Z & 2@ I TW@ET 5
L ToORM (A¥) o AR7HEFHIL 1 ~ 3,650 BT,

*y bIT=U TN

1 ADEET—F DRTR

EEEINRT— K
MLE (Require
Admin
Password)

HTHEMBRONRAT — R EDOF% Yy NT—0 TR, ZAOMET — X 2 FoRrd
AlDICERE 2 —Y—Da A XA T — REATTT A LT85S
[l DF v TRy T ARF AT LET,

-
[

-
N —

[/SATU— K% n
gFy vy al
F 4 (Password
cached for n
Minutes) ]

BHEL P =L TANEINIAT = RiX, ZOo#HfXy v a2 &
NET, FHa—VP—1IZ0M. Xy NT—0 TN A 2OWET —F &K
RYTBDINAT = ROEANZRDEND Z L1EHY EX A, AR
BHIE 1 ~ 60 4> T,

EENEYD

Cisco ISE B FEE
T LWVEHLE DIERL

=L =

AV RAALTORNELUEY Y 3 VIERDERTE

WORTIE, By a A LTI NEERL, 77747 REHEYy a2 TT5720
WA CTE 5[y ay (Session) |7 4> RUDT 4 — /L RIZOWTHBHLET, V4 K
TIZT 7 EATHIZIE, [A==2— Menuw) | T4y (=) 27U v7 L, [BE

. Cisco ISE O &R
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| CiscolSE DEBE

SR )— K

g/ —r

(Administration ) 1>[~ X7 L (System) | >[EEET7 Y £X (Admin Access) | > [
(Settings) 1>[tvi 3> (Session) | DIEIZEIR L £,

K8 YAV AALTIRELUVEY Y3 VIEROERTE

J4—ILF% FREDHAA KSA4Y

tyla DAALT I+ (Session Timeout)

tyalTA \TIT AT ADRRWEGEEICERE S 77 7 M35 % TIT Cisco ISE 73
FILBALTD |53 2050 (5) #ANLET, T 740 Ml 60 20 T3, HEh/cs

h (Sessionldle | iz 6 ~ 100 4y T,
Timeout)

v 3 UEHR (Session Info)

;b KTT28y arIDOBICHLIF =y 7Ry 7 A2l [k
(Invalidate) (Invalidate) 1227V v 27 LET,

BELEYY
BHET 72 XD E
BHEDY v gy AL LT T FORE
TIT 4 TREY Yy a O T

BHLAL Y F D Cisco ISE / — FlZ. CiscoISE DT _XRCOEHEELZEITTHZ N TE F
T, FRGE. PR, EEER COMEICEE LT R TOV AT ABERE AL L E4, OHER
BT, MR2OOFEHSNV Y FEETTLH /) — ReRTc&EEd, BEHALVY T, AF Y
Rrmy, 774~V £li3B X0 —1O0nTFnraHlY TEET,

BB/ —FOSAY

B AMAER TR, T4 VR —FH ) — K (PAN) BNT 7T 4 7/REETT, BhH
AU PANIZAZ U NAWREETT, ZhiT. BEHF U PANRB T T A~ U PAN ST XTD
WREFEHEZIETHHOD, CiscolSE Xy NIV —F7 TET 7T 4 7 THERWI L EEWRLE
ﬁ‘o

CiscoISE 1. TEHBLIOHB 72— N A —R—% P R—FLET, BN 7 = — A4 —_—T
X, 774~ U PAN BEX UV LIZGAICES X ) PAN O HEI A DSBS ET, BE)
T = VAR Tl AN AF =y 7 ) — REPENDHEEERE I &) ) — FPRET
o MAF 2y )= RiE, TIAY PANOEFRWZMHERLET, 7714~V PANRSY
UoT o ERIFREAETHL Z LN SNTESE. SN AT =y ) — Rk F
U PAN ODFREZBBL T, 774~V m—A0 5 SRR ET,

HE) 7 = — L — S—RE A BT 2121, 3L ED ) — FRMETY, 205502 HON
BHALYF LR 1DEFINAF 2y ) —RELTHRELEST, ~NVAF =Y /) — K
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B == —rosamn

FIFEE ) — T,

Cisco ISEDER |

PSN, MnT, F7213pxGrid / — R, HDHWIZNHDOMAGDOREICTE E

T, 774~V PAN L XU PANBERDLT X2 X —IIHDE5E. £1LEID PAN
WCIEE®F =7 ) — RBRWNETY,

WD,
A T DREE

® 9 EED AN

TIA U PANRE T L, B Z U PAN DEZBI &R TWRWIEEIZE
%Li‘j‘o

HaE

N

TS5A4T ) PANNE I LTWABEICERATEETH., (HY/MEL)

BEFONE -~ —
#— RADIUS

WAL

af

BEfEE-I1EE L
AD 2 —H—oD
RADIUS ZR:E

a7 7 A NVER
NPV FED T
FARA > b

A=A % L
W HEEAF DT
FaRA > b

R

Ta7yA YT
THEHLH LW
TV RARA R

BEfED A A b
o — %L Web &
ZE (LWA)

X his

BEfFEOF A k1
4 Web 587
(CWA)

Al (HEhT A ABREHEEEEZ > Ky AR > b, BYOD, CWA 72 ED
T ARG E e 7 a— % FR<)

A NDINA T —
NZETE

R

A K 2 AUP

I

AV = B N
D IR D
1t

K
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N 7455402 Fzvs /—F |

HaE

LT R b ANH]

(Sponsored-Guest
el E AV
BRk)

iy

T5A4RYPANNT I LTWAEHRICERTEFI N, (HY/IEL)

RAF ¥ 1)

WNESCAIC XD | AAf
BYOD

Bk A DBEAFD | AT
F XA A

MDM # > R— | KA
Fa4vT

pxGrid %—E A | KA

vHHEY =R A (7 AT akARE, PAN~OI—LOT 0y 7 BNgkoa 7 A 5%
DOGUI~Du Y [HiZEHFLEL) ELAEEEXITRIELET, nr A, ZOa—LZ A L
A T MEIEATINET, )

N

GE)

WES CAIC L BFEHEZED Y n Y a =0 72V R— M523, %I, to7 74~
PAND/L— FFBAE S ZOX—2H LW T T4~ ) — RiZA VR— T 20LERH Y 7,
wHHF) )= RN T T4 <Y PAN ~OFEZRITEMEINTZPSN / — KT, B 7 =—

A —N—RIZEFAEO e Y a = I RE LR A,

INA TFRALASEYTFADANILRA FTVvY /J—F

TIGAIY PAND~NNVA F 2wl J—RETIT 4T ~IVAF oy J—REFFORET,
v HY PANDSVA Fx2y 7 J—RENXy VT ~NVAF 2y J—RENRRET, 7
IT 4T sNAF 27 ) —Ridk, 774~UPANDAT—H A&MmEL, B/ —KDH
BT 2= A —R—HEHLES, ~NAF v ) —RELT2ODHEHISE / — R&Af#
HA+222880LFEd, 1203774~V PAN, £ 9 12/t H &Y PANTY, 1 o7
F~sNAF w7 ) — REFEHTLHE, 20O/ —RRX o358, BEIZ = — /A4 —/—
FRAELERA,

M5O PAN BRI LT —F o ¥ —Ilbb5E. 1 DOIEFHISE / — R& 7714~V PAN &
v Z Y PANOE S ONNVAF =7 ) —RKELTHATEET, D~V AFz=v s
J—RINTZ7A4~<Y PAN Lt XY PAN OiFOREEZRET HHE, TD/— RiET7 7
T TNy TS OEE N ET,
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Cisco ISE DER |
. ANAFIVHY /—FK

NVAF 2y 7 )= REFFEEHR ) — T, 2F0, RV —Hh—ER /=R, £=4V) 7
J— R, £72iEpxGrid / — R, H25W0WE N6 OMAGLEICTEE T, 8/ —FEFEL
T—HE B —NDOPSN /) — RE~NAF 7 ) —RELTHRETHI L 2BHIOLET,
72720, 20o0FE ) — BRI CHET (LANE 23T —4# 8% —) [ZRVWNREE 21T —5T
fEE =B CIE, BHEA-L Y T E2R-> T/ — K (PSN/pxGridMnT) &~V AF = v 7
J—RELTHEHTEET,

)

G HE 7z NA—NR—%Ehiz L, 771~V PAN OEERARICFE T Z) ) —F
FEBIEDLZEEBIRLEGEICE, T2y 7/ — RIIRETT,

EHUFYPANDANILR F vy /J—F

Y H Y PAND~LVA F 2wy J— Ry v 7 £=F—TF, hH %) PAN RS T
A~UPAN L LTCHIKTHET, 2O/ —RiE7 7 v ara2FT LA, B U PAN
NTTA<) ma—NLEF &L, B#HTI~ANAF =7 /J— RIEH ) —FOHB 7 = —
WA —=NR—=% BT BT 7T 47 v—LaxfEWVWET, RIOTT7 A4~ PAND~NLVAF = v
7 )—RiZEHFYPAN D~NVAF 2y 7 ) —RIChY | SEICE=2—1 7 24T
3

ANLR Fv I DEMLEBREH

)= KB~ ATF =y 7 a— b HIRSNZSGE, ERITEEY = — A — " —REN L)
BRGE. ~NSNATF v 7P —ERIFD /) —FTEILLET, BESNTEAATXATEY
FpNNAF ey J—RTHEB 7 2 — LA —R—REVEF DL, 20— NITER
J— ROIEFEOT = v 7 #H/ERIBLEST, /—RONATXAFEYT 4 ~LVA Fxy
Ja—NVEEREELIIHIERELTH, £/ — RO EOT7 ) r—va ryryEiEfgIsnsdZ sk
HYERFN, ~"NATF 2T TITAET 4 DORPEMEEIFIELET,

NATRAGEVT A DO~NNVAF 2wy ) — ReFERETHE, 774~ PAN DLFTDH
VB ALPNERES I, FONTLART —F AT = v 7 PGS ET,

AR FIvY /—F

TIT4TIRANNATF 27 ) —RiE, BELEA—V VITRIETT I 4~ Y PAN D~ LA
AT =B A% F v LET, ~"NAF =2y /) —KIFT74~V PANICEREZXEFL, £
AUCKIT DISE DRI —ET 25815, 774~V PAN BRIFRRETHH LR L
£, 774~V PAN DIREENHREF 7 = — /LA — —HiE 2 2 TR AR TH 5
BE. E¥tF=v 7 /) —FiIe b Z U PAN ~D 7 =— LA —"—ZBtE L £,

EFENET = v 7 OEBORE T, 72— VA —"—HPICARR ERE SN EFEAT —
AINZEDHTRIFICR s Z Lpdmiians &, EEMF =y 7 ) —FNiZ7 74~ U PAND
AT —=HZAxRIfE LT~y —27 L, EFEMETF=v 7M7)y FLET,

. Cisco ISE O &R
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who5y PAN~0EH T z— Lt —— [

7T A4 <Y PANNVAT = v 75 DINEIE, TDOANNVAT = v 7 ) — KTl i R[EE72 5% €
IS LTRIESNE T, BB - LW E, 77 —203BAELET, 272L, 7nm
T— g VERITIE D Z Y PAN KL CTfThIVET,

ALR S —FKDEE

EFHEF = Z I L TW5D CiscoISE / — REZZEF TE £978, BET & HZN/NL D0
HoET,

Tl zE, EEMT =y 72— K HD) PIEEICRY, Ho/—R (H2) 774~V PAN
DIEFEWF =7 ) —RiZholzt LET, ZOBRE., 774~V PANRKE T LT-HE T,
FU7Z74~Y PAN ZRELTWDHID /—F (H2) n"HDHZ L% Hl BNFEikT 2 HiEEH
DEHA, TOKk, 2 BZ T L2032y NT—7 bYW Sz LizgE1c, EEO
T =LA —R—RNREICRY ET, L, B F ) PAN I eE— g VERAES
TOHMHRERFFLET, LIBoT, B XY PANRT T4~ a—/LIZHKET S L, H2
MHEOTEE—a VERPIES SN T —0NBAELET, 774~ I PANO~NLVAF = v
77— Ri%, FERCR -T2 HETH T 714~ PAN ORREA 5| S XA L 7,

tH2%) PANNDEEH T z— LA —/\—

T4 =Y PAN MEH TR oozl Z8 4V PAN Z HEIICHKE SBED L 91T
Cisco ISE A ETE £ 7, ZOREIL, [Deployment] 7 1 > R DTF T A~ 1 PAN TIH{TT
TET, 2OV R ERRRTDITE, [A==2— Menw) | 7AM2r (=) 27U y7 L
TERINLEJ[EE (Adminigtration) [>[2 X T4 (System) |>[ER (Deployment) ], 7 =—
WA= R—HiX, (72— —/\—DRNZEENFELE LI=/R—I/LE (Number of Failure
PoIIsbeforeFaJIover) | CTREINEEE [R—1) V5@ (PollingInterval) | Tik éi
NEREENTTELNDME LTERINET, T 740 FRETIE, ZORMIX 10 %
T, BEHUFUPANDEDSL T A~ U PAN ~DOHKITIZ, 5121045035000 F£97, 01‘97
TV M TIE, 774~V PAN OFEERAENSL L 4 U PAN OEIERE E TORERIZ 20
7T,
T Y PANN T = — VA —n_"— a— L EzZEGT 5 &, BEOT = — A — —ZHETenl]
2. IROKFEN I THOIVET,

« %y NI =27 TT T4~V PAN DMEFRREIC 72 > T B,

c A~ VA F 2T ) — Kb 7 2 — LA — R—BRNZE SN,

e H Y PANIZBET D 7 = — LA —"—BRTH 5,

TRTCOMEIEHNIAKTDHE, B UF Y PANIITIA~Y n—LICHG AR ST ET,

WIZ, B # Y PAN ODBE 7 = — /LA — =N IT75NnN5 v F UV ADplZ R LET (7272
LINCREShEREAL) &
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MnT /—FRZ2 774~V L CERTLE, o MnT / — RBREHEICED o ZF VIR ES, AFX
KrayEBEOHEES. 7594~ VBIWNEDI XY or— LEEITEGCLY 97,

ATvT4 Sawvex 7Yy LET, 794~V ) —R&ehoF) ) — ROWGRHESRLET,

Cisco pxGrid/ —

Cisco pxGrid Z{E 4% &, CiscolSE v a T 4 L2 b U DS OWRMEAFIEHZ . Cisco
ISET Y AT LD/~ "=V AT AR EOMMD TRy NT—F7 VAT ARV AaDMDT T v
F 7 —Ah & TEET, pxGrid 7 L — LT —7 L, CiscolSE & ¥ — K/X—F f DR & —
T 7R o—F7 V=7 hOFFEDOLIIZ, /—FRETORY V—BLORET —¥
DB TEET, £, TOMOIERLHUICHEH TE EF, E72. CiscopxGrid T,

Y= RR=F A WO AT ARSI OFR >y NT— 7 HIfT 7 > a v (ANC) ZIFOHT Z &
MTEDLH, XYy NI =27 FFEXF 2V T4 A XV MUS LT —F—F XT3 1 R

(FiZzom);) ZREECE£7, Z 7 E#., H, B IO E D Cisco TrustSec [HHRI%.

Cisco TrustSec ® h &' 7 i@ LT Cisco ISE LMD R v T — 7| ZEFT Z ENTEXET, 58
2Efi4 (FQN) 2O RRA L bR 77 A ME, =V AL N Ta7r A0 24
FE > 7 Zi@ U T CiscoISEN DD Ry MU — 72T Z LN TEET, CiscopxGrid 1X, #
IBIVZVRRA VN 777 A D—fEX 7 ra— R R— L THET,

Cisco pxGrid #H T SXP N1 T 4 > 7 (IP-SGT ¥ > B> ) ZAMBIOBETEET,
SXP SA U F 4 VT DEEICHOWTIE, e #BRLTLE &0,

Cisco pxGrid / — FTI&, RO w7 2T £,
« pxgrid.log : REEZEH 2@ H L £,

e pxgrid-cm.log : N7 YU v U X FIIY T AT TA N HLWIZEDOM G, BEIORI T4 T
Y EY=AN—RTOT I ZMAT 7T 4 BT 4 DFEFITHONTHRIRLET,

s pxgrid-controllerlog : 7 F A 7> MMEHE, 7 V—7, BIL OV T4 7 2 Ml OFE %
/j——\‘o

* pxgrid-jabberd.log : ¥ A7 LADIRFE LFRREIZE#E T 55 X TCou 7 2FK R L ET,

« pxgrid-pubsub.log : /X7 U v X EVFTRT T A NRDA Ry MIETH TR TOFEHRER
ALET,
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| CiscoISE DEE
Cisco pxGrid / — F D &R .

A\

GE) * Cisco pxGrid & Cisco pxGrid ~%/L" >/ J- %, Cisco ISE Advantage 7 1 £ > A THPIZTX %
‘a—O

e Ny U T ID U —27 X —THEHT HI21E Cisco pxGrid & T T HLENRH Y £9, FF
FUZHOUWTIL, PassivelD V—7 B Z—%2ZRB LTI &N

pxGrid 2.0 D F A A%

pxGrid2.0 / — NIXT 77 4 717 77 4 7R CEME L 97, @ el AiPEZ EB 4 5121, EA
BEIZAD< 2 2250 pxGrid / — RAMETY, KRG AT, JREME S TTRMEEZ &

DHDIZERRADD ) — REFEHATEET, 5/ —KBRX T LEGARIC, 2O/ — RO
74T MREERO ) — RIZEfRTE L8512, §XTO/—RDOIP T RLRAEHRET

HZERMRELET, PANBF U T 5L pxGrid Vr— 3=, 777 4 7{LALE 2451 L

F9, pxGrid —"N—%7T 7 7 ¢ 72T HITIL, PAN & FEICHIE S E £ J, pxGrid EBEAIZ

B9 2 5EMIZ oW TiE,  [Performanceand Scalability Guidefor Cisco | dentity ServicesEngine]

EHRLTZEN,

TRTOpxGrid h—E AT a NS Z—DT7 54T > ME, 1.5 LI pxGrid 2> hr—F (2
EMMICEREELE T, 72747 FRHERELRWVEA, PAN — RIZZD 7 A4 7> b
T 7747 ThHBHERRL, HIRLET, PAN / — RN 7552 B2 THE T LIZEA.
FERENT D &, XA LDAX TR TS X0 B HENTRTOY Z4 7 BRHIBRSNET,
INHEDTTAT Y MEITRT, pxGrid 2> M —JICHERETILERHY £,

pxGrid2.0 7 7 A 7 > F Ti, PubSub X7 = U (Z WebSocket 35 L OV REST ~~— A D API %
LCTWET, 25D APLIE, AR— K 8910 TISET VU r—y a b —_—2 ko Tk s
AVE T, show logging application pxgrid & FEITL THERIND pxGrid 7ot R X, pxGrid
20 IITEA SN EH A,

N

(E)  GUIBXOCLI Tid, pxGrid 1.0 72 E A~DOFT R TORMBHIBREI N TWET,

Cisco pxGrid / — F D ER

AB v RTRYy ) — REGHERN, — RO T, Cisco pxGrid ~/V Y T E2HMNTEET,

15 H B IS
« Cisco pxGrid ~/V Y T & HTT 5 IZ1%, Cisco ISE Advantage 7 A & ANMETY, 7
A ABEMIZOWTCIE,  TISE Licensing / Ordering] ZZ&M LT 72&0,
« T XTPD / — RIL, Cisco pxGrid —E A CAFEAEELZFEHLET, 777 L—F
HiILZ Cisco pxGrid $h— B AIZT 7 4 L b OREMEEZ A L7zGE, 7y 77— Rick-
TZDFEAFENNE CAFEHFICE EMA N ET,
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Cisco ISE DER |
. Cisco pxGrid DX TE

AT Y71 CiscolSEGUI T[A==2— (Menu) |71 (=) 27V >y7 LTERLET[EE (Administration) ]>
[ RT L (System) |>[RERE (Deployment) ].

ATv 72 [EBE/—F (Deployment Nodes) | 7 « > K7 C, Cisco pxGrid —EAZHNZT 5 /) — ROIZH D
Frxy IRy 7 A%F AL, [#R&E (Edit) 1227V vy 7 LET,

AT 73 [ERRERTE (General Settings) | # 7 %27 U > 7 L, [pxGrid] N Z/ViRZ 2/ LET, [pxGrid] =
IRy I AL A AN LET,

ATy T4 -7 (Save) 1227V v 7 LET,

G¥) DIRIDON—=2 a b T v 77 b— R 5 & & [RFE (Save) | 47> a VNN 555
DHVET, ZOZ LT, 7799 Fx v aMNBENX—T 3 D CiscoISE DEHWT 7 A L&
ZRTHEAICHAELET, [RE (Save) | A7 v aa2HMNITHITINE. 770Xy via
ZEELET,

Cisco pxGrid D& E

1R BHHIIZ
WDHR AT HFITTHIZE, A—N—FHEFELEF AT L2ERETHHIVLENHY £7°,

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7 Vv 7 LGERLET[EE (Adminigration) 1>
[pxGrid 4—E R (pxGrid Services) ]> [F&E (Settings) 1.

ATw T2 BHHESE, ROWTNLOF =2 IRy 7 A F N LET,

sHTLWT BTy b HEEARE (Automatically Approve New Accounts) | : ZDF = v 7Ry 7 AEA
W29 5 &L H LW Cisco pxGrid 7 74 7 2 b OB RS HEIIZARR SIvET,

¢ [PSAT— RR—=2D7T 17 MERDOFH A (Allow password--based account creation) ] : ZDF = v 7
Ry 7 AkANTT 5 & CiscopxGrid 7 74 7 2 b DO2—W—Z F 7213/ A T — RR—ZDOFEFEN A
NZRVET, ZOF T a BN LIS, CiscopxGrid 7 74 7 & M & HBEWICKRT 5 2 &
ITTEEHE A,
ATY T3 [IRTFE (Save) 1 &2 Y v/ LET,

Cisco pxGrid @ [ E (Settings) 1V 4 > R T[7 A K (Test) | A7+ a &l LT, CiscopxGrid / —
RCA~VAF w7 Z2FATLET, pxgrid 7 7 A /L F 721% pxgrid-test.log 7 7 A LV OFEMi A2 R R L E T,

pxGrid 7 A4 7> NHBIER APL 2 LT, RO ENTEET,

c B LW pxGrid 7 74 7 > b B OFEHER—ZAOFEHERO BEAGRZ A LET, BENOT X
TDITTATV FEEHEHLTWAEEIZDOHR, ZOF T a v EHHMICLET,

epxGrid 7 7 A7 v hDA—HPF—Z E 1IN AT— FR—2ADFAEZ AN LET, 04 Farsk
B LT2A, pxGrid 7 74 7 v b BEIICEART 5 Z LIETEEHA, pxGrid7 74 7> R,
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cisco pxGrid sEFED AR [

RESTAPI Z/r L Ca—W—4Z%ETHZ L T, pxGrid 2> b —FICHH 288 TE £4, pxGrid
ayvhue—JF, 7747 PBREFRIpxGrid 7 T4 72 OSSR T— REAR LET, EHEITE
ER A AR E IS TEET,

pxGrid 7 7 A 7 > s BHEEGE API OFERIIZ-DUWTliL, ERS SDK @ TpxGrid Settings] D& 7 v a > & &R
LTL7Z&EV, kD URL TERSSDK IZ7 7 EATEET,

https://<ISE-Admin-Node>:9060/ers/sdk

[ERS ‘&P (ERS Admin) | D a2 — /L& o2 —F—DZN, ERSSDK IZT 7 ATE £,

Cisco pxGrid ZEBAZE D £ X

JR 8 BRI

» Cisco ISE pxGrid —/3N—& pxGrid 7 7 A 7 > MR CREEZHEHA LR T2 E 0,
pxGrid 7 747 > MZZ7 747 > FMiEAEAERT 2 LERZH Y £T, 7 747 Mk
BAE A £ 5 I121E. [Administration] > [System] > [Certificates] % %R L £ 7,

* Cisco ISE D—# D /N—7 = 1 21% NetscapeCertType % ffi 1 9% Cisco pxGrid DFEFED &
DET, FTLWVIEHELERT L2 L 2R LET,

cRDH A ZHFATT HINE, A= "—FHEELII AT LEHETHLLENHY F
B

 pxGrid FEFAEX 7 7 4~ U PAN OAERT DM ERH Y £7,

» Cisco pxGrid sEFZEN 72 = 7 MUE4A (SAN) DIEREZ#EHT 58546, DNSA D=
FUELTH 7 V=2Z FIDDFQDN NEEND Lo LE T,

T UHNEL ML CGGERAET 7 L— N EER L, # L Cisco pxGrid 5IEAH 3 % A4 R
]\/i—é‘o

\)

GE)  FIPSE— RBANI2 > TWDEE, pxGridiEHET v 7 L— |k
?D RSA X — DV A XL 2048 £ MU ETHDIMBENH D £
T ENLSDYE, pxGridiEAEZ AR L LS L T0L 2T —
MFERENET, FEAET S L— FORE X — A X2 BH+
521X, pxGridiEHET 7L — hDOF—H A AOLET #B5M L
TN,

AT Y F1 CiscolSEGUI T[A==2— (Menu) |7 A 2> (=) #7Vv7 LTERLET[EE (Adminigration) ]>
[pxGrid Y—EX] > [V 54 7 > FEHE] > [El'tf'ﬂi (Certificates) lo

ATy T2 [MHEHDER (Iwantto) | Ky 7 XU R b CIROF T a DO T N EEIR L E T,

Cisco ISE O E B .
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Cisco ISE DER |
. Cisco pxGrid EBAZ D 4K

s [H—OFEAEO AR GEFAEEAERZ L) (Generate a single certificate (without a certificate signing
request)) |: ZOF S a ERIRLEGAIEL, @4 (CN) ZANTHHERH Y £7°,

s [HE—OFEAEOAR GEFAEZALERDH V) (Generate a single certificate (with a certificate signing
request)) ]: ZOA T v a EBR LG EE, AEHESLAZEROFEMAEATITLOILERNH Y £7,

AT T3 (FFar) ZoORHEORAEANLET,

AT w74 [pxGrig_Certificate Template) DV 7 %27V v 7 LU GEET 7L —ha2Zvra— KL, LEIZST
THREE L £,

ATy TE [T V=7 M4 (SAN)  (Subject Alternative Name (SAN)) | Z#5@E L £, KD SAN 2 BINTX
F4, ROF T a v wEHTEET,

«[IP 7 KL A (IP address) ] : Z DFEBIEIZ BT T 5 Cisco pxGrid 7 74 7> hDIP 7 KL A% AJ)
LET,

* [FQDN] : pxGrid 7 7 7> h® FQDN # A JJ L £,

ATvT6 [FEHEOX 71— FEA (Certificate Download Format) | K2 w7 # 7 U X kink . LLFOWERMN
DAT > arwRIRLET,

* [Private Enhanced Electronic Mail (PEM) JEODFEME, PKCS§PEM IERDOF* — GEHETF = — %5
¢p)  (Certificate in Private Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including
certificate chain)) ]: L— MREWIHE, ] CAGENIE, BL U= F2rT ¢ 7 GEH#EIL PEM JEA T
FINET, PEM BRDFEMFEIL BASE4 = 71— K ASCIL 7 7 A L CTF, ARk E L

[ BEGIN CERTIFICATE---——- 1 27 THED, T T END CERTIFICATE--—-——- 1 #
TTHRDYFETZ KT 4T 4 OES—L PKCS* PEM Z il L THA STV E T,
S BEGIN ENCRYPTED PRIVATE KEY----] Z 7 ChhED ., [-——— END ENCRYPTED PRIVATE

KEY--—-—] # 7Ty 4,

« [PKCSI2IEX GEETF =—r 25T, DEVFEHEF = — X —DW G TIZ7 74 /1)  (PKCSI2
format (including certificate chain; one file for both the certificate chain and key)) ]: 1 2D EA{L~7 7 A4 VIZ
Jb— b CAGEFIE, HH CAGENE, BEXO= v R U7 17« OFEIE LA X — &3 531
T U,

AT ST FFAEORRT—RFE2ASLET,
ATv 78 [{ER (Create) 127V v/ LET,

VERR U7ZREA R, [RBITS7ZiEHE (Issued Certificates) 17V 4 > RUICERSINET, 2OV 4 KT
ERATHIIE, [A==2— Mem) |7/ =2 (=) 227V vy 7 LTEIRLET[EE (Adminigration) ]>
[ RT L (System) | >[FEBAE (Certificates) | > [EREE/E (Certificate Authority) ]>[F{T S f-FIBAE
(I'ssued Certificates) 1,

Gx) CiscoISE2.4 /X F 13 LI, pxGrid ¥— B A OFERRAEBEH2 L 0 Bik&ic 72V £ L7z, pxGrid iE
H1ZE(Z Cisco ISE 7 7 4 /L b O A B4 GEEEZHH L T\ 5354, Cisco ISE 2.4 /3> F 13
DIBE D1 2 12 REFAES CiscoISEIC L » THEBE IND Z EX3B Y £9, Zhuk, TOEHAED
RO /R—2 5 2, SSLH—/\—& L THIE S 17z NetscapeCert TypefILifz 23 & % 728 T4,
ZHUFBFEIXRIRT A L9 Il oCWET BIEILY 747 v hEHE L L)
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| CiscoISE B
Cisco pxGrid 2 5 1 7 > ~oigRoHE ]

FEUERLOFERELZFF >V T4 7 > M. CiscolSE LA TE EHA, W CAIZE » THRITSNIZAEAE
ZAEHT 20>, Y72 Usage JERAFEE L TR LWGEIEZ B L £,

< FEAEO [F—OfiH T (Key Usage) | DHEIRICZIE, [T Y% V84 (Digital Signature) | 7 4 —/L K
& [F—W551t (Key Encipherment) ] 7 4 —/V R EENL TV DLERH D 7,

AEPAED [fRiES— O 1%k (Extended Key Usage) ] DILARIZIX, [Z 74 7 > FA&FE (Client
Authentication) ] 7 « —/L K& [ —/3—7&G% (Server Authentication) |7 4 —/L R EF N TN DM
NI ET,

FEAAEIT [Netscape sEFAE Z 1 77 (Nestscape Certificate Type) ] DYAEIILEDH Y A, FOILEE
G DAL, SSL Client & SSL Server O i 5 &2 JERICEMN L 7,

« A BAGEHELMHEH L 055413, BascConstraintsCA 7 ¢+ —/L K% TRUE IZ L, KeyUsage ®
PLEEIC Key Cert Sign 7 4 —/V K& G0 5 LENH Y £77,

Cisco pxGrid 7 5 4 7 > ~ DHERR O i

Cisco pxGrid 7 7 4 7 > b DR Z 4 5 72012, pxGrid Al V— /L 2B CTE £4, Zh
HDON—VEMH LT, CiscopxGrid 7 74 7 > Mt SN2 —E X ZHI#E L E 7,

SFEIERMEEHDO I N—THAEK L, CiscopxGrid 7 74 7 v MRk I —E 2% 2
ST N—TIZw v T TEET, [7T74 7 MEE (Client Management) |7 ¢ > K7D
[ZVv—"" (Groups) | A7 v arvaHEHALT, LW A—T7%EIMLET, [ClientManagement]
>[Policies] 7 & R T, FFAL— L OFlZFRRTEET, FANIERZISNINL—/LTHEHT
EDDIL [ A X LEE (Custom Operations) | 7 4 —/L RKORTH D Z LIHEBELTLEE
AN

pxGrid 7 7 A 7 > b OFF A=V EAERRT D121, BLFOFIEZ FEIT L E T,

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7 Vv 7 LGERLET[EE (Adminigration) 1>
[pxGrid 4—ER]1>[V 54 7 > EE] > [KR1) ¥— (Policy) 1,
ATFY T2 [P—ER (Service) | Ry 7 E DU JURAINEL, IROWTNOA T g o 2@IRLET,
* com.cisco.ise.pubsub
* com.cisco.ise.config.anc
» com.cisco.ise.config.profiler
 com.cisco.ise.config.trustsec
* CcOM.cisco.ise.service
¢ COmM.Cisco.ise.system
* com.cisco.iserradius

* COM.CiSCO.ise.sxp

Cisco ISE O E B .
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B =900, —roxs

* COM.Cisco.ise.trustsec

e com.cisco.ise.mdm

AT 73 [#HAE (Operations) ] Ky 7 X w2 URARNL, WOWTNNOFT v a o #BIRLET,
* <ANY>
eNnNTYwa
* publish /topic/com.cisco.ise.session
» publish /topic/com.cisco.ise.session.group

« publish /topic/com.cisco.ise.anc

+<CUSTOM>: Z DA T a v EEBNTH L, DAX LBEERRETCEET,

GH) ROBAEMEIX, CiscoISE3.0 /Xy F 5LIED Y J—AZAD RESTID A h 7 D
/topic/com.cisco.ise.session | ZZABH AL TUWE T,

* identityProvider: Azure
* oid
* tenantID

* preferredUsername

ATY T8 [ZV—7 (Groups) | a7 X VA RNPL, ZOV—EBRIv Yy VT TEH7N—T 2RI LET,
ANC, BEXOFETEMLIZIN—TNIDO Ry 77X ) A MIRRENET,
G¥) RV —IZEENDITN—TIRT DI TA T bOBRIMN, £FORY —THESNT-Y—F
AR TEET, 72L& 2IE, com.cisco.ise.pubsub —E A D pxGrid NV > —Z#EFKL, ZD
RY T —IZ ANC 7 V=720 YTt ANC V=T8T 227 747 2 F OB
com.cisco.ise.pubsub P — B R IZHERT X 77,

READ ./ — FORTR

[J&BH 7 — K (Deployment Nodes) |V « > KU T, JBBAZMEKRT 5774~V XU D
9 _TCD CiscoISE / — REF/RTE £,

ATYT1 7F 4~V CiscoISEEHER—Z Lica s/ LET,

ATwv 72 [E¥E (Administration) | >[ R T L (System) |>[ERH (Deployment) ] Cisco ISE GUI T[A == —
Menu) 1742y (=) 227U 7 LTERRLET,

ATw 73 EfloFesr—vary o RyT, B (Deployment) 1272 U 27 LET,
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MiT / — KRBT KA v st F—20smvo—k ]

BB T AT _XT?D CiscoISE / — RBRFERENE T,

MaT/ — KDL DIY RiRA Y MRETT—3 DRI

o—k

_\\

—anN

MnT / — Rinb Ry NI =7 ZHHiT 2= RARA » FOFEH — &%ﬁ?yu~FT%i
T, Aff, CPUMAFE, BIENT7 7 1 v 77— X 2 F e EEFHEERE (KPM) 23MEH AI§E

T, ZOT—HEFy NT—7OREOE=F—BIN T TV a— MIEHTEET, H
K KPM #titFE 72 13aE 2 8 D KPM #iat a4 4 7 > — K9 5121E, Cisco ISE @ CLI 76,
applicationconfigureise =~ RZFEITL, A7V a v R2FREFA T a v 13 52FRLET,

Zoa~wr ROBATIE, =2 RRA» MCETROT—2 Bt snE 4,
X hU—7 LDy RRA v h O
o EH e A MNL LT RARA > Rk

FARICR LT RARA DR,

1 A OHERERE - OFF LW x> RaRA b Dtk

WHOF R —=F 4T Lz RiRA v kD%

HNZIE, #A DAL T O, BENOEKERY —HP—E R/ —F (PSN) %/ L Tt
L7z RiRA » b ORE, = KRS b, 77747 KA b, Aff. BX
Unun ]‘?7/( /7@§$%E%}é\iﬂfb\ij—o

ZDa<wy ROFEHIZOWTIEX,  [Cisco Identity Services Engine CLI U 7 7 L' A7 A K] %
ZRLTLIZE,

—ADI Sy aFzRIET7AILDOHEEDERE

CiscoISE 1%, BEEITZFOMDOIEEAIZ LY Oracle T— X X— A7 7 A LR L TV 5355
B 7Ty va Ll TTF— AR5 EEITEERNLY ET, 1T MIUKUT, T—
RN GRET D120, ROFIEEZFZEITLET,

o JEBA T PAN DR L7235 81%, B % U PAN 277 A <V PAN IZH4& T 2 LENR B
D E9, BN ﬁ*%“(&)é\ EIXEOMOBEBIZE Y, B # U PAN Z 545 TE
72WEA1E,  [Cisco Identity Services Engine CLI Reference Guidel [#¢3E] DRHFIZHE - T,
MM ATRE R I DNy 7T T2 LE T,

PSN 23 L T\ 5354 1E,  [Cisco Identity Services Engine CLI Reference Guide] [J<7E] D
FHNZIES T, BEIEER, REO Y By b, BROBEREITVET
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Cisco ISE DER |
B ==s—v vorvor qzas

o AX L RTu T AL AOEEIE,  [Cisco Identity Services Engine CLI Reference Guidel]
[J55E] OIS T, FIHFRERETON Y 77 v 72t LET,

\}

GE)  EHOEREFENLEDNRNE DT D0, AX KTy
FRA ANy 7T T EREHNCERE L £,

EZA—)20DEHDTINA REETE

MnT / — KiZ, 2y hU—=7 EDOT AL AMDLOTFT—H2ZE L, FHLT, Fyiaf—1F
WCERENFET, MnT / — K& Xy NU—T T, A DBEEAINTT BT, AL vTF &
NAD # ELLBRETHIHLERDHY 7,

T534IYEXUEAHF) D CiscoISE / — FDRIHA

Cisco ISE DREFRICEEZMZ D2 ENTEDDE, T4~ U PAN DS DHRTY, RELHE
T _Toeh &) ) — RNEREINET, MO2OHEB TZOEENE L FE TSN
LAIX., 794~V PANIZFEITEL U Z Y PAN R TE £,

AT 1 7794~ YPANIZu /A LET,

ATy 72 [EHE (Administration) | >[> R T L (System) |>[ERI (Deployment) ] Cisco ISE GUI T[4 == —
(Menu) | 7142y (=) 227V v 7 LTERLET,

AT T3 774~V PAN LRIISHL /) —ROMICHLTF = I/ Ry A&tz L, [[AEEH (Syncup) 1%
7V w7 LCRET —FN— 2GR Z RN FEIT L E T,

J—FRIVYFEH—ERDEE
\§

(GE)  PSN CHATEINDH—EREHNE/ITEHZ LY, PSNEZEH L=V T258A1F. 20
P —EANFEITENDT TV r—vary h—n_— o AzHEHLET, 250 —E
ANFHES SN ETRENEAELET, 2OV —CAOFHESHORECLY ., EENTED
7> TWAEE, BEIZ = — A — =0 SNA25ERH 0 £3, xR 51
I, HEN Y = — LA — =4 712> T D Z L 2R L £ T,

CiscoISE / — ROBRTEEZWEL T, DO/ — R TEITENTWE VLY TFBLIOY—E 2%
EHETxFET,
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CiscoSETn/ — FozE L2522 [

ATFYF1 7I74<YPANIZu /A LET,

AT 9 T2 CiscolSEGUI T[A==2— (Menu) ]7A 2> (=) 27V v 7 LTERLET[EE (Adminigration) 1>
[ AT L (System) ]1>[RE (Deployment) ].

RT9T3 AV FTFEREFY—CERAEERT L ) — ROBIHHT = v 7Ry 7 A% A L, [ (BdiY) 1%7
Uy LET,

ATFY T84 EHEFT LY FRBIOY—E A @R L ET,

ATv TS5 [Save] &#27 U v 7 LET,

ATYT6 TT7A4<UVPANTT 7—LOZEEHR LT, "WYY T EBFV—ERAOEFEZHRLET, VYT &
I —ERAOEENEFIRTFEINRD > THE. 77 —LidERShERA,

CiscoISE T/ — FDEE(IC K HEE
CiscoISE CIRDWTNMDERAEITH &, O/ — RPFEET 570, BIENEELET,
« /= FRDORER (RZ L RT RN ZY~)
« /= ROBEMEER (B VY MNHAZ L R R ~)

e TIA <Y =R BAX L RT R UA~OERE (D ) — RRBERI N TOARWEGEIT,
TPIASIMBARAEZ L KT a I lEEINET)

B — RORE (EHL T U NET T A< ~)

A FOEFE () — Kb R) — P —EREITERALV Y F2E Y BT | HikR
L7 3 58586)

e ARY—H—ER J)— R TOYV—ELZRDOEE (EvvarvtruardZrAT h—E2%2H
HEITEHGZLET)

e FTA=YTONRY 7T v 7OE (REIER N T—Sh, 774~V /J— Kok
HEY ) — KT —2nERInEd)

G tH L XVEH ) —FE2T 74~ PAN ODNEIZFKRIEL L, T7T7A4<V ) —FBEh»
AV a—)U IRV ET, XY, 7I9A4~) /) —R&tvho¥U ) — ROWJTNHEEE
L. BENRBELET,

RS —H—ER /—KFKFIL—TDER

22Ol EDARY —H—E A/ —F (PSN) R UEmEe—h1r =) 7 %y hU—2 (LAN)
B SN TWAESIT. AL/  — NIV —T 1B TAZ 2R LET, 20T, 7
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Cisco ISE DER |
B co—v—tx/—ror—Torm

N—T e —ANVOEEEMEVEEEZRFFL, *y hT—2 0V E—/— RIZERINS
BHRAE ST LIk T, 2V RRA U N T 7 AV T F—EDL ) r— g %
mEfbLET, /=R I N—T A R—F BT IN—T A RN—a L F v 7 LE
T, TI—=TNANR—ICEENRE Lttt TH L, BEENRELZ — FD URL
WV ZA VT hENTEZT_XTOEyvarzltkey L, BIETLZZEEZRITLET,

) —FRZNV—F1L, URLYFA LI+ ((RAFyH—b R, ¥R —E R, BLOEMDM)
NEAINA EY S aDOPSN 7 z— /LA —_"—fFHENET,

)

GE) FXRTOPSNEZFRU/—FRIZA—T7O— L LTRICe—hNFry NT—7ZEL Z Lz
TELET, PSNIL, AL/ — R A—TIZBMT D DICARDE T 7 AZDO—H Tl %M E
XH0 ERA, L, Ao 7 AZ DK% —A/L PSN IZBFRL /— K 7 —7128
LTWOLRENRDHY £,

J— R Z)—7F A _— X TCP/7800 ZfHiffl L CilE Cx £7,

)= RTN—=TZA =L LTPSN ZBIIT RS, /— R NAV—TEERT D UNER &
V£, EEER—ZLO[EM (Deployment) |7 4> K7 T, PSN 7 L—7F % Ek., k.
BLOHIBRTE ET,

ATy 771 [EE (Administration) ] >[> R T L (System) ]>[EBH (Deployment) ] Cisco ISE GUI T[A == —
(Menu) |74 =2y (=) 227V v 7 LTERIRLET,

ATvT2 EROFEr—rvar 4y Ruo EBIC®H 5 [RE (Settings) | 714 2% 27 Vv 7 LET,
ATV T3 [/ —RIN—TDOERK (Create Node Group) 1% 7 V v 7 LET,
ATV T4 /=K ITAN—TfHT 5 —BO4RE AT LET,
GE) J — NG RIEN R AT D e H D720, Nonek WIHARIT /) — R V—7%RE L
RN LB LET,

ATy FTE ((EE) /=R IIA—70dAEATLET,

ATvT6 (EE) [MARF v v ¥ 208 DA%0E (Enable MAR Cache Distribution) | F = v 7 R v 7 A% 42 L,
ZOMDOF T arBEANILET, ZOF =y IRy 7 A%EFUITT HHEINT, [Active Directory] 7 4 &~ K7
TMAR BENZ/e o> TNDHZ LR LET,

ATw 7T M5 (Submit) 1227 Vv 27 LT, /=K IZA—T%RHFELET,

)= RIN—=T 55T DL, EMOFEF—va vy ROCEDOIN—TRERENET, EHo
NRA N ) — R IN—TRERENTOVRWGEE 207 N—T13IEFRITIe > T D AREERH VY F
T, FERRA T V=S bEFRTHIZIE, ST —Ta A TR (Bxpand) | RZ A&7V v L
£

= RITNVN—=TIZ ) — R&EBINT 50, £72E/ — REFET LI12IL, R > —H—EX (PolicyService) ]
MO [/ — FE& /) — KT NA—72E&H % (Include node innode group) ] e v X7 U R R J— K
TN—T R LET,
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| CiscoISE B
guron/—rouk ]

REMN LD/ — FOHIER

BEAND ) — REHIBRT D121,/ — ROBREEMRT HIMLERH D 9, BEMR I
J—FRiX., AX > F7 12 CiscoISE / — RiZ72 W £97,

ZHUTT T4~ Y PAN POERAE LTeimBEORELRFFL, BH, RY o—H— R 720X
F= X YT THDHAL L RTa ) —RDT 74V OV 2L L FEST, MnT /—F
BRGRIRRR LTG5, 20 — Ridsyslog ¥ —47 v FTIER< 20 9,

741U PSN OBEVPROVEEINDE, = RRA v F F—&i3kbhEd, AZ U R7
0y ) — NI ol2% b PSNIZZ Y RARA > b =2 2ETI2iE, LFOWTFhnasEzETL
i‘ﬂ—o
e 7T A< YV PANINOLNRY I T w7 ERTG L, PSNBAX L RTry ) — Riligolzb X
2, TOFT =207 v EETLET,
« PSN O~V Y FZEHE (B h > Z ) PAN) ICEHE L, EHER—Z L0 [JEH
(Deployment) ]V 4 > RUMNLT—ZZFEMLTHrE, /— REBEMHRLET, Z0
BT, 20/ —RiZ, I_XCOT—EZNHY £, 2%, BEEQCERICE L Z
PAN ZiBINC& £9,

774~V PAN @ [J£Bfl (Deployment) |V 4 > RUMNLZINOLDEL AR RTEET, 7272
L., BENAKBE, B (Deployment) 17 ¢ & R UVIZERR S DI 5 53 IOBIENR A U
e

5RO BRI

BEANOL BN Z Y ) — REHIBRT DENIZ, BB U TH TEITTE D X 9 I Cisco ISE 7%
EDNy I T o T HETLET,

ATy 71 [EE (Administration) | >[> R T L (System) |>[EBH (Deployment) ] Cisco ISE GUI T[A == —
Menuw) 1742y (=) 227U v 7 LTERRLET,

AT T2 BT Z) ) —ROBROTF = v 7Ry 7 Ak A2 LT, [BEEEE (Deregister) 127 U v 7 L
£7

AFw T3 0K &2V vy r LET,

RT9T8 774 IVPANDT 7—LDOZEEMBL, B Z Y ) — ROBENIEFITMBRENTZZ L 2R LE
To B FV )= ROT T4~ U PANNO DBREMRP KB LIZHE1E. 207 7 —LFERS 720
ZlIThVET,
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Cisco ISE DER |
B ciscorse s/ — ko vy raY

- > ~ > ~
CiscoISE/ — FD vy kEHY
Cisco ISE CLI 7°5 halt 2~ > R&FEITT DENI, CiscolSE 77U r—v g o —ER&EIE
L. Xo o7 v7 i, A A=, Tov7 7 L—R ERITHIBRBIENRFETS TV
VREBIZCT A2 L 2B LET, CiscoISE TINOHDWNTNNDEMENEFT SN TWAR
WZhat 2~ REETTEHE, ROVWTNUNDOES X v ¥—URERINET,

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

halt 2~ ROBERARFIZMO 7 0 ANEITINTWRWEGEES, FRIEERINDIEE A
=G LT ves EATN LG EIL, ROBEMIZSETOILERH D 7,

Do you want to save the current configuration?

BEAF D Cisco ISE WA RAFT D12 ves EANTH L, ROA vy =V RFRINET,

Saved the running configuration to startup successfully.

N

CGE) TTI9AT U AEHEEBT LRI, 77V r—varubREEETS I L2RBEOLE
7,

£72, CiscoISE Z T DANCH, 77V r— a7 utAaFIbd 52 L2850 L
F7, FEMIZ OV TIX,  [Cisco Identity Services Engine CLI Reference Guide] # &ML T 72 &
AN

/—FZBERITIVLENHD VT IA

WDFIT, /— FPEELZGAEIL ) — REERETAOIMLERH LTV AO—EE2 £ L O
HDOTT,

)T WETTESE

774~V PAN |1. FEENBELEZ/ — FE2REHENOEEMERELET,
DSOS — RO S g
FRUAISHEE L C 2. FEENFEAE LT — RIZ CiscoISE A A h—/L L%,
WAHYA 3. MHFEORBIC, — REEEELET,

GE) BIRORTE 2 IFEIC, HVFEAEFEZ /) — FIZA U R— T 24
ERHY E£7,

. Cisco ISE O &R
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| CiscoISE B
A5 E7OYCiscolSE/ — KOk haEEEIP7 FLROZE [l

Pk WRIGER

7F 4= U PAN |72&20E. N1 (FZ A4~ VU PAN) & N2 (EH &V PAN) D220 ) —
PR L TWAE | RS 256813, ROBEEZITVET,

@ 1. EH&YPAN (N2) #7514~V PAN ICHAE S ET,

2. EENEAELL—F (NI ZREANLHIBRLET,

3. EBERFEAELE/—F (N1) IZCiscoISE ZFHA A F—/L LET,
4, BT ZEHIFUPANE LT/ —FK (N1) 288 LE7,
5 BENETLEL, WIEAEEL —F (N1 (TR —bhLET,
6. /—F (N1) 2754~V PAN ICHAK S, LIETE REOREEIC
=
7F 4= U PAN |72& 20E. N1 (FZ9 A4~ VU PAN) & N2 (EH &V PAN) D220 ) —
R INT ) KR H 25 1F. ROBIEEITVET,
PAN D[ 5 )5k

1. 94~UPAN/—F (N1) &% UPAN/—F (N2) IZCisco
ISE%#HA A —NLLET,

2. 774~V PAN/—F (N1) CTREDNNy 7T v 7 %ELLET,
774~ UPAN /— R (N1) THWIEAELZ A R —hLET,
JEBHOE 2 Y PAN & LTHLD 7 — R (N2) &8 L £,
fth> 7 — R C reset-config # FfT L, BHHIZ / — FEREL T,

6. TXTCH/— NICiEHEE A A —FLET,

BHLTWALEAS

o > w

GE) 7F A4~V PAN L& %Y PAN 2% VM O34 . Cisco ISE
EHALAM=NLTDHLEUDINERESIND AJREMENR D D729,
FHLWUDI TI7A B AZEHA LA M—=LTHNERDHD F
KR

AR RK7A2CiscolSE/ —FDHRRA MREZE-IZIPT
KLADEHE

AEZ L R7 a2 CiscolSE / — RDOFRA R, IPT RL A, FFRIZRAA A EEETXET,
72770, J—FROARZ & LT localhost #1425 Z LIXTExEH A,
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Cisco ISE DER |
B x5 r70ociscolSE/ — FOKR FEEREIPT RLRAOEE

1R BHHEIIZ

CiscoISE / — RBEUBHO—H I Th 25%E6. BHMOHIEL, A¥ 2 F7ry/—FTh
HZERERTHLENHY £,

AT w71 CiscoISE CLI 7» 5 hostname, ip address, . % 7z/%ip domain-name ® 421~ K& {# [ L C CiscoISE / —
ROBRANAEIZIP T RLAZERLET,

ATV T2 TRTCOYP—E R ZHHELHE T 5H7-DIZ, Cisco ISE CLI 7> 5 application stop ise ==~ > K% f#iffl L T Cisco
ISE7Y 7V r—var&Ex Yy PLET,

AT w3 CiscoISE / — Fi&, B EHO - ThIHEIET 714~V PANIZEFL ET,

G¥) CiscoISE / — ROBERIFIZAR A N AT 256, BT H5AZ 2 R7rr /) — ROZERE
fifi K A A >4 (FQDN) (/=& z1E. abcxyzcom) 1. 774 ~ U PAN2>5 DNS A1 ] L CfE
RCTELMLERDHY T3, R TERWVEAIE, / — FEENA L E9, DNSH——(Z,
RO CT&H % CiscoISE /— FDIP 7 KL A L FQDN # A4 208N H Y 97,

v HY ) —FRKELTCiscolSE /— REFGK L%, 774~V PANIFIP T KL A, xR M., £=
WX RAA B ~DEF ZEHNOMO Cisco ISE / — RIZER L £7,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



