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BEFEITLTNDZY RRA U FORAF vy =—V =z h7a—F, ZhbDFXL—TF 1
JYAT DON—T 2 UPREES VTR EIERM L E L7z, CiscolSERZLHD/NN—T 3
VERGEL, AN —T 4 VT VAT AOT —HENT 4 — R —ERIIT T v a s
L. RAF =V MIZNbDT Y RRA  hEIEFICBAELE LR,

Cisco ISE FEER— X /L O[EE (Administration) ] >[2RXT L (System) > [RXAF v
(Posture) |>[E# (Updates) |"—Y D [7 4 — K% —E R (Feed Service) ]7>5 Cisco ISE
R DOANL—T 4 VTV AT ADOT =S Xy ra— R T&EET,

CiscoISE U U —Z 33 b, RMRIEDA XL —F ¢ 7T ZF AlZ, Cisco ISE FEAR— & L
D [ARY = (Policy) ] — ([NAFx (Posture) ]. [EfF (Requirements) ], [5efF
(Conditions) ] X—) IZU A RSN TCWABEHIDOA RV —TFT 4 VTV AT LAEREIND T
W, RAF ¥ ==V b U= 7u—%EFIZE T TEEd, L 2iE, Mac xx BHRGE S
N, ZU RERA IR ENEFITLTCWAGAE, RATFy=— 2 MIZ RARA Vb
MacOSX LA TE 5L 91220 F Lz, Macxx MEFES L, 7 4 — R —E R ZAB &,
RAF XY=V MR RRA VN CTHEFETIND E, =2 FARA > MME Macxx &
B3nNET, RAF ¥ LAFA— ML, = RFRA U BT D4R —T 4 VT VAT AR
FRINET,

CiscoISEV U —RA33 CHR—FEINTWVWEITRTCORAFy=—T x> MR, ZOEEDOEK
B2 71 £ 9, BYOD 72 ¥ D> Cisco ISE HEFEIT B 4% 1T £ A,

B o2751472%
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547 roRzFvEH |

D347 FDORIAF v EfH

AT ¥ DB RS 51213, ROFIEZFATL X,

1 [HAVU— (Policy) |>[AR Y —23 (Policy Elements) ]>[#53: (Results) [>[HR AT ¥
(Posture) 1>[%Zf4 (Requirements) ]CiscolSEGUI T[A==— (Menu) |7 A 2> (=)
Vw7 LGERLET,

2. EMATORRBICH S [MaE (Edit) | Ry 7 E o U 2 b, [ LWEEOE A (Insert
New Requirement) | i8R L £ 7,

3. WMERFMEANL, 587 (Done) 127 Vw7 LET,

WORIZ, [ T4 T > bORAF v Eff: (Client Posture Requirements) |V 4 > KU D7 (4 —

NV RERLET,

R1:RRAFYEH

J4—ILF4A

FEREDAA RS

[#&81 (Name) ]

B o4 T AT LET,

ARL—T4 0T
VAT LA

FRL—F 4T VAT AEEIRLET,

FIAE[H Y v LT, BEROASNL—T 4 T VAT LERY
— AT E T,

NAFARE [ &7V 27 LT BRI v=mpbA R —F (7 VAT
LEHIRLET,

aAVITSATUR
ECa—J

[MELE Y = — L (ComplianceModule) | K2 v 7 Z 7 U X Kb 87
YEPLE ¥ 2 — L 2RI L F 9,
s [4x LAF%E (4xorLater) |: /b7 =7 %K, 7 4 A7 K55{b, Patch
Management, 3 5N USB OS2V R — b LET,

«[3.x LIAT (B.xorEarlier) |: 7 A LAXH, AL T = TRIE, T4
A 7 WEEAk, 8 L U'PatchManagement D& FES M2 R — kL ¥ 9,

[T _XTH/N—=T = (Any Version) |: 77 AL, —EAX LITR
). 7V r—var, BIXOEHGOREE LR —FLET,

AT ITAT VAR 2a—/VOFEMIOWTE, a VT IAT AT a—
(B30 —) AL TSI,

av73547>2 IR



B /57 rokzrrEn

avIsq47vz |

J4—ILF4&

EREDHA RZA4 Y

RRAFvBA4T

[RAF ¥ Z A7 (PostureType) | KR v 77X T YRR E | MEIRARA
Fx XA TERINL ET,

e[t—Y = b (Agent) | =—Y =  hEBEL, 74T R
DR ELY NVEE/R Cisco ISERY v —ABAH L, @A LET,

e [T—Y = P AT /LA (AnyConnect Agent Stealth) ] : =— = b
ZRAL., 7747 FERVIY LW CiscolISERAF ¥ AR Y 2—
ZEERL, BHLET,

« [Temporal Agent] : ¥EHLOD AT — X A ZFERT D107 74T b E
THRITSND —RFATT 7 A /L,

&
(Conditions)

UR PO ZEIRLET,

[#1E (Action) |7 A a2 %27 Y v LT, 2—F—EZDEMEMER L
T, BHICEEMIT S 2 b TEET, 22— —EZROLMZ BRI
W AHANL—FT 4 T VAT NIRETEER AL

pr_WSUSRule (%, Windows Server Update Services (WSUS) &1 A3 BdsE#
TONTWLERATF Y EAETHEHIND, ¥ I —DOEEEMTT, B
WSUSIEHT 7 a3, v v77 1 (ERE) LIV AT gzl
L C Windows Updates # f#iE7 5 & D ICRXET HMLERH Y £9, ZDOHE
PERRIT TS L Windows”Z 74 7> hOxT— = NI, WSUSEHE
TERH LIZERE L UIESWTWSUSERT 7 v a v a2 A LET,

pr WSUSRule IZFEAEKMHD Y A b R=VICIFFERTEEHA, FFEY 4
Yy b DA pr WSUSRule IR TX £,

BE7 a3y
(Remediation
Actions)

A SDBEEEZERLET,
BET 7 v a 2B LT BERCEEM TS 2L TEET,

TV ha—HF— L OWEFEHTE ST RTOBES A THOT *
ARy 7 ARBYET, BET V> a MR T, 79472 bOKHE
HUZBILTA v E—VTE—Vxy ha—PF—L@lET5 2 LA TEE
7+

[AvE—UTHA MDA (Message TextOnly) |47 a T, =—V=
Vb =P [T O TIRAT L £, E7o. HEMEREZE D201
AVT TAZIZEE LY, VIAT U N ETEICEE LD T AT
varvOFIENRZ—F RSN TWEST, 2OV F I A TIE, =—
YV MIEET 7 arvE NI T—LERA,

EENEYD

RAT ¥ 7TEAA L NOFHMEDETE (25 2—)
D54 T NDRATF ¥ BHOIER (88 X—)

B o2751472%
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1547 ros1v—5% |

D3AT 2 MDIAI—ERTE

=P =NEJET LD~ —, HDHAT—FANBRDAT —Z ZNIATT D720 DF
A ~—, BLOu 7 A VERHEEZ T 70D A ~v—2ty T v T TEET,

TV N T A NVERELT, BEXA~—, Xy NV —VEBEBEY A ~—, BX
QI IAT v b~y bTu A o diiim a2 7-DIERT 224 ~—a2REL, Z
NOHDOBRENRY V—_R—RZRDEICTHIEEHRELFET, [T—D Y b RRF ¥ T
A7 74 JL (AgentPostureProfile) |7+ Ko ([RY) &— (Policy) 1>[R1) —E&EZHK (Policy
Elements) |>[#8 (Results) 1>[V 547> O TRET3=2% (Client Provisioning) ]>
[VY—R (Resources) |>[BfN (Add) |>[T—P x> b RAFv¥TOT74)L (Agent Posture
me])@7?47V¥@7HEVE:V7UVHX@IHV:VFKﬁLT7NT®54
—HERETEET,

7L, 2947 TreYa sy R vl HT AL IR ESRZ=—Y = b
Ta 7 7 ARG E, [ E (General Settings) 17 1> K ([BE¥E (Adminigration) ]>
[ RT L (System) | >[F®E (Settings) 1> [RRF+ (Posture) |>[£AZERTE (General
Settings) ) O EEMFEHATEET,

EELERERNTEBEIT SOOI AT FOEBEZAI—DRE

FELEEBINIC SAT v FREETAT0DF A ~— 2R ETEET, KOIOERIC
TAT Y IBRESNTERAT ¥ R —Zlilc T 2 IR LSS, =— Y= MIEE
HA—ICERESNTRENIZZ A4 7 bMEET I O2HLET, 7947 MR Z O
ERFRNOEBEIZKRRT D E, 7947 F 2=V MIKRATF ¥ T4 A4 L P —E R
VR—FEEELET, FO%, 7747 2 MIFEERAT — MIBITEINET,

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) 27V v 7 LGERLET[EE (Adminigration) 1>
[ R T L (System) | >[E&E (Settings) | >[[RRF+ (Posture) ]>[£A%EXTE (General Settings) |,

AT T2 [fE#HH A ~— (Remediation Timer) ] 7 4 —/V KIZ, /HA TR OMZ A LET,
77 4V MEIZ 4 55T, ARZREHIL 1~ 300 5 TY,

ATv 73 [Save] &7 Vv 7 LET,

D247 FDEBDI=HDRY bT—VEREIER A I —DERTE

Xy NI — U EBBIIEIE S A ~—ZEH LT, BE LRENIZ, 72747 0 FRd 5 REND
BIORREIZIES T 272 0DX A ~—%HETEET, Zhuk, FaIEE (CoA) NETTHT-

WL EF, RATF ¥ ORI & RIRFIZ 7 A4 7 2 RD3F LW VLAN O IP 7 R L
A BT DD OB 5581, I RVIEBERM AL R 2 ER”bY £, 7
FATV MPNEFICRAF ¥ ENDE, CiscolSE X, Ry MU — 7 EBEBILEX A ~—THE
SNTRENIC R DYERLE — R~BITT D 2 2 LET, RAF Y ICKIKT 5 &,
Cisco ISE 1%, # A ~—THRESNTREFMNIZZ T4 7 > bR L IEUERET — F~BFT9
HT EEFHLET,

AVTSATUR
I



avFs54702 |
B oy osvysorvzasmcELsEE

ATYF1 CiscolSEGUI T[A=2— (Menw) |7 A2y (=) 27V »7 LTERLET[EE (Adminigration) ]>
[ RT L (System) ]>[E&E (Settings) | >[RRF+ (Posture) 1> [£A&E%E (General Settings) ].
AT9 72 [*v hU—7ERBIEIE (Network Transition Delay) |7 « —/V RIZEFIEZ2 AL TAS L E T,

7 7 4V MEIZ 3 BT, AR/ EO&RIL 2 ~ 30 B TT,

ATvF3 [Save] 7 Vv 7 LET,

OJA4 VB« FoZEEMICEL 58&E

RAF ¥ MENEFICE T LIZtk, 7947 h 2—Y = MI—Bixy NU—27 77
tAMmAER S LET, 2= —Fn A U4 RYTOK]AZ %227y 27 LT, ZD
EEZACZ2MENRH Y 3, F5E LRMORERZICZ Ov 74 Uik E AEEICA T 5 ¥
AV —HRETEET,

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7 Vv 7 LGERLET[EE (Adminigration) 1>
[ R T L (System) 1> [E&E (Settings) 1> [RAF+ (Posture) ]>[£A&E%E (General Settings) ].

AT 72 [Ridtkice 7 A o kThiEiE 2 BEIICE U % (Automatically Close Login Success Screen After) ] 7= v 7
RNy I A% AN LET,

RATv T3 [RBkICa 7 A U aHhiEE % HENIIZE U5 (Automatically Close Login Success Screen After) | &= v 7
RNy 7 ZAOD T 4 —/v RICRHEZ B EMLTATI LET,

HARMEOFKMIL 0~ 300 B TT, FElZ2 il ET DL, =— V= MIvd A U RSEEEZ R L
FH A,

ATy 74 [Save] 7V v 7 LET,

—

FEI—Cz O TFNNARANDTRAF ¥ AT—AADNETE

T -T2 TN ATIITENDIZY RRA UV FDORAF ¥ AT —H AEHETEET,
AMmm?A4x%mwi%memm&E@AWm@%A4xﬁammwﬂm*/FU 7
WCHERE SN TV DA, TRDDT A AT 7 4V FORAF ¥ AT —H ZADOEEH 5] ik
ET,

INLOREFX, =V RBA IR TA4T N Taeya=r 7 R—=Z My 4 A 17 k
SINTWLH, RAFYDT7 2 A LHPI—HTDHIIAT N Faeya=rv 7 R o—
NROMPB WA, Windows 18 L O MacOS A XL —TF 4 U TV AT ATHEITSNDT R
AA Y MZbhb#EHTEET,

B o2751472%



| 2v7547>%
xzxFrou—z I

1R BHHIIZ

TV RFRA Y MIRY =% T3IE, $HET257274 7 v FrEeva=r 7R o—
(=2 FPDA LA R= N Ry =) BERETHLERHYET, £HLARNE, T
RARA >V FORAF ¥ 27— ATHBIIZT 7 4V VERENDKSLET,

AT 9 T1 CiscolSEGUI T[A==2— (Menu) ]7A 2> (=) 27V v 7 LTCGERLET[EE (Adminigration) 1>
[ RT L (System) | >[E&E (Settings) | >[[RRXF+ (Posture) ]>[£A%EXTE (General Settings) |,

AT T2 [T 74/ MKRAF ¥ A7 —H% A (Default Posture Status) | K v 77X UR MWD, A7 g 02 [#HE
. (Compliant) | F721% [FEYER (Noncompliant) | %3N L F 97,

ATv T3 [Save]l 227V v 7 LET,

RAFYD)—R

2Pk hU—iCn I B TX%%%@%%ﬁLtD HE L R C
AF X FHE A FEITL72Y §25 K 9 CiscoISE #fRETE E3., AT 1 ~ 365 H T,

DFREIEX, RAF ¥ T EAAY M=V 2 AT 22— =7 FICEH SN E T,

RAF ¥ U—=ANT 7T 4 77284, Cisco ISE IO DORAFT ¥ 2 HH LT3, =
YTTAT VADHERDTDIZ T RARA » MR LERA, 2L, AAT v U— Rﬁ%
BYIAIC72 5 &, CiscoISE lZ T RiRA v M OFFRGEE 2I13AR A F v B 2 B 8i19ic
H—=LFHA, RLEyYarMEAISN TS0, I/bT%/EiHL:/7747/
AREOFEFICRVET, =2 FRA V MRHFEGESND &, RATF ¥ RFETIN, RAF v
V—2BEEN vy hEET,

ERFEOF Y

e 2—HF—[TT L RFRA U MIr 74 L, 1 BICREINTVWDHRAF ¥ U —RITAHKA
Fr RS EET,

o =P TARFRRICT Y FRA Y b hbr A7 LET (ZORHRT, AAFy U—X
1% 20 B > TV ET)

o 22— W3 1 FFRZICEE e 74 LET, ZORFET, "AF ¥ U—R % 19 Bz -
TWET, KHOBEMORRAT v IREEIZHEILREET LT, L7 -> T, = RARA T
RAF ¥ NEITINDZ LR, 22— =T 7B AENRFEINET,

s =P —TABHBIC R /AT LET (ZORET, RAF v U — 21 15 B> T
SR

o —HW—T 4 EFEBICe A LET, RAF ¥ U—21F 1 K-> TWET, EHO
%ﬂ@fx%vﬁ IFVEHLRBEC LT, =0 RABRA U R CRAF ¥ NETEIND L7
<, =P =T 7 B AMEIMIEINET,

o LEFIE . RAF v V—RIHAREINICAR Y 3, ALa—V—ky i ar™MEHAINT
WHTEH, 22— — I8 &I ry N —J IR SN THET,

AVTSATUR
I



avIsq47vz |
B =swEqm

1%, 2—Y—1Zu /47 LET (By v a vida—Y—ICBEEM T STV ET A,
2 UCIEBEEMA T SN TV WD, v E Ry hU—Y FICBBEDL I ENTEX T
T) [e]

o | B, 2—V—dun A LET, RAF ¥ U—RBHRINICRY, FrLna—
Y=ty raBHBENLD, vV V3R Fy TEAAV FEEITL, ZO/ME
23 Cisco ISE IZIE(E &4, RAT v U—REFHN 1 HIZU By hEanET (ZOEHABIO

58)

o

TE A 1Y B8 3T

THEMFIAMG (PRA) 1F. 2> 7 I7A4 T L AICOWTT TCICEUNIRAF ¥ SN TWDH Y 54

T MIDORFEITTEET, PRAIZ. 7 I9A TV bR FRy hU—27 ETHEILL TWOZRWEAIC
IIETENE A,

PRAIX. =2 RiRA v FRUEILAT — MR > TWAEEICOLAZTHY . A THE T,
R —H =R —REFEET LAY O —2FlR, RETERINTWDLZ I T hr—
MG U TCEEEZ a3 f L L, PRAZEMH LE T, PRARED BN AON- TG, &
Vo —H =R /=KX, 7747 FOPRARE CTERZESINTWHPRABMAMEAL T,
AT b 2=V MURELTHDL, COABRERBITLES, 7747 ==V
v ME REITHE SNZHIRRICE DS W TEMAIC PRA 2R Z2%(E LET, PRADHEII L7
BE. F£203. PRARTCICHEESNTWDT 7 ¥ a UBNEITIZR > TWAIRE, 27947k
AT — FOFEFICRV ET, 77472 MR PRA Ziili7z L TWZRWES, HEILAT —
O SIEER AT — MIBITLET,

PostureStatus B 1L, N AF ¥ HiHMEEROEE TH. PRAERTHEDRAF ¥ AT —HF A
ZARATIEAR HEHLE R L £9, PostureStatus [T EF=X V7 LAR— b THLEFINET,
RAF % DY —ANHBBRNOSE, 778 Z2 2 hu—yL U X~ (ACL) 2SN T=x

VRARA L RYERL L, PRA BAASILE T, PRADRILT B L. =2 R A FASFEHENL
220, RAF YDV —2ARNV vy hENET,

\}

G¥)  PRAIZ. PSN 7V = — A4 — =¥ R — b ENFEFHA, PSN 7 2= —R—% 7T 4
TV N THAXY VEANITE, RAF X U —AE AT HLERHD £,
EHAM B EMmDERE

A VT IAT VALK LTI TIZERICRATF ¥ INTWBE T T4 T > MNETOER BT

MZHRETEET, VAT LATEREINTWDL2—HF—1ID /L —7IC% PRA R ETE F
KR

18D HHIIZ

 HTEMIERAL (PRA) #IC, RTIZEIV S TCONTWEI—ED I NV—TF Fiiia—
P—ID I N —T DB OMAEDLENRH D Z EEMRLET,

B o2751472%
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K2FrD L3Iy a—742508E [

20D —FEDOr—)LTH5role test 1 35X W role test 2 % PRAGREICEI VY THZ LN T
TET, MBEE LIS 20— L EMAEDE, 200 —LO—EOMAED
HELTPRAREICHIV Y THZ LN TEET, /=& 21X, role_test 1 OR role test 2 &
LET,

2 ODPRARTEITHHDOZ—Y —ID F L —T NN 2R LET,

e PRA S 2 —— 1D 7 /L—7 Any IZT CICAFET DA, RO EE2FRIfT L0 g,
fthd> PRA B EZAERLTE £H A,

s Any DS D2 —HF—ID VNV —T H KT H LI, RO —F—1ID 7/ /L—7 Tl
fFO PRARELZHH LET,

e 2—H—ID ZL—7 TAny] DOEEFED PRA REXHIRLET,

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) 27V v 7 LGERLET[EE (Adminigration) 1>
[ R T L (System) | >[E&E (Settings) | >[[RRF+ (Posture) |>[FBEEfi (Reassessments) | # &N L

£

ATY T2 [Add) 27V v 7 LET,
AT9 T3 HLWVWPRA ZMERT 21T, [FiBEEHMADOEK (New Reassessment Configuration) 17 1 > K7 T &4

Eb\ij—O

ATv T4 [%E (Submit) ]%# 27 VU w27 LT, PRAREZIENRL £,

RAFYD S TILoa—TFT4 0 TDEFE

ROFTIE, Fy FT =7 NORAF ¥ MEOBH L BRIMEN TS [RAF ¥ D T 70

v a—7 47 (Posturetroubleshooting) 17 > K7 D7 4 —/L KIZHOWTHA L E9, Cisco
ISEGUITC[A==2— (Menw) |74 2> (=) 27U v 7 L TRRLEI[#8E (Operations) 1>
[FZ TN a—TF 4 >% (Troubleshoot) ] >[52Hi*Y—JL (Diagnostic Tools) ]>[—#&Y—IL

(General Tools) 1> [RRAF¥ D +S5 T a—F 4 >4 (Posture Troubleshooting) 1.

R2ZRRAFYD LS TNV a—T 4 VT DRE

J4—ILF% FREDHA FSA4 Y

FS TN 2a—TFT 4 VITNBERRIAF Y A RN FOBRE EFER

Username TANZ ) ML UTHEHT 22— =42 AN LET,

MAC Address T4 NEY U THEL LU THERATA MACT RL A%, XX-XX-XX-XX-XX-XX
AT ADLET,

RAF v RAF— | TA4NZ V7ML U CHEHATHRIEAT —Z A2 @R L 77,

A2 X (Posture

Status)

av73547>2 IR



B cx7rozes:

avIsq47vz |

TJ4—ILF% FREDHA KA

L DER PR 2 N1 50, £ [Select] 227 U v 27 LTU A kb B
(Failure HZ2®RIRLET, REBAEZZ V7 T51203, [Z7V7 (Clear) (27 Y >

Reason) 7 LET,

RFfEIEE (Time
Range)

PR 28R L 9, Z OREMFFEIC/ER 72 RADIUSFRGEL 22— K
NMER SN ET,

BHIE B - ([MFREI%EPH (TimeRange) ] & L C[ 4 A X A (Custom) | Z3&R L7=85H
(Start WZOAERAIRE) BAEHRFZ AT 50 Ei3h v 74 arv iy
Date-Time:) Vw7 LCHMEHREZEIR U ET, AT mmvddlyyyy 220, 4013 hhomm

R THLIMLERD Y 7,
#®THEE: (End| ([FFRE%iPH (TimeRange) ] & L C[H A& A (Custom) | &R L7-5H
Date-Time:) WZOBMEHTFIRE) & THREZ AT D0, EliThLv oy T Aarzy

Uo7 LTHTHREZ®RIRUET, BT mddyyyy B FEZIEX hh:mm
X THLINERH Y £7,

La— FHEOmE
(Fetch Number

FRTHLa— ROEEZFRLET, 10, 20, 50, 100, 200, F7=i% 500
FEIRTEET,

of Records)
REFER
=37 RV AN

Status (RT7—%4
)

AT ¥ AT =4 A

Username A Ry MZEEST T B — Y —4
MAC Address VAT LD MACT KL X
LEDER A R DREEFLH

(Failure
Reason)

EENEY D

RAF XD RTINS a—F 407 V— (101 <—)

RAF v DEERTE

ROEXTIE, BEIFHBLIORATF ¥ 27 —F 2 EO—RIRRATF ¥ BRE LT D T2 DIAE

HATE D [RAF v OEREE

(Posture General Settings) |7 4 > K7D 7 4 —/L RiZOW Tk

BILET, 2OV 4V RUERRTHITIE, [A==2— Menw) |72 (=) 27V v7

B o2751472%
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wzFrrnepsnz |

L CERLEJ[EE (Adminigtration) 1>[2 A T4 (System) > [ER7E (Settings) ]>[RR
F+ (Posture) ]>[&£#ERTE (General Settings) .

INHLDREIIRAF DT 74NV MRETHY, RAFy 777 Mk oTEEXTE

=7,

EMRMLGRRF ¥ DRE

« {1 % 4 ~— (Remediation Timer) ] : &1 % BiaT D ANZFHET DI Z A LE T,
77 AV MEIX 4 53T, ARZRHEIE 1~ 300 43 TY,

s [Fv hU— 7 EBIEIE (Network Transition Delay) ] : FEfMEZ AL CTAD L E T, T
7V MEIX 3BT, ARhe#EHIX2 ~ 30 TT,

[
[

T 7 F /v h IRAF ¥ A7 —H A (Default Posture Status) ] : [HEH#L (Compliant) ] £7-1%
FEHEML (Noncompliant) ] ZBIRL £ T, HFrx—T = TS X, Ry MY —2 T8

FELTWAMITZORTF— X 252 HELET,

s [BEEZ Iz e 7 A Rk 2 HEIRYIZE U % (Automatically Close Login Success Screen
After) ]: ZDOF = v 7Ry 7 A%F T 5L, BEINIRHEZIC, =7 A U aEE
mEAHBICPHCET, v 7 A VEEAHBRICAL D KA ~v— &R ETEET,
AN7RHIRIT 0~ 300 TY, FflZ B rllHELLEBEIE, 7947 b EOom—Y =
Y hEIe T A kSR AR L ER A,

[E#EE=S2") SRR (ContinuousMonitoring Interval) | : =—Y = hi3E=XZ Y
7T =2 OEEERET S E CORMMRERELEY, 77V r—rarB8L0—FK
U =T REOYE . CiscoISE3.2 AT, 77 4/ MEX 15 53T,

\}

G¥)

CiscoISE D/ T 4 —< L A~D L RET BT DI, NAT ¥ %t
LOFy FT—7HND 3,000 = RRA L R T &I, EkEE=#
Vo 7MlRE 1 U EICERETHAZEERED LET, & X
IE. 30,000 D= RABRA » RBRRAF ¥ SNTWAHEREETIE, M
M4 10 0L BICREL X7,

[TV FVARARAF Y V74T DX A LT 7 K (Agentless posture client
timeout) |: RAF ¥ F = v 7 NRIMLTZE RBRINDETOREFMEZEELET,

[ERIOEITRICT—V 2 L RAT T A U EHIRT S (Remove Agentless Plugin after
eachrun) |: ZTOREEZANCTIHE, ==V 2V FLARAF Y OFEITRIZI TAT

Moz == FRRIBRENET, HTLWASA—Va UBMERIFTREICR D £ T, F U

B— LTI 74 2BAATED LI, ZREBYHDOEFIZL TB ZLallB
BOLET, TNZEHOEFICTDLE Ry NU—2 b T 7 4 v 7 ZHIETE £,
C[ATNWVAE—RTOT 787 HZ 7/ 2—A KY T — (Acceptable Use Policy in Stealth

Mode) ]: &fhD x> b U —27 ORI SV TORWEE, AT VAE— RT[T
1wy (Block) JZ3&IRL T, 7 T4 T2 FEFIFEMR AT ¥ AT —F AT LET,

av73547>2 IR



avIFs47v2 |
B ciscoise~oRzFrEHOLY O— K

RAFF¥DY)—X

[P =Ry FT =T THERT H TR AF v 7T A AL F&21T9  (Perform posture
assessment every time a user connects to the network) | : Z—H#—23x v MU — 7 [ZHHiT 5
TR AF ¥ TR A A M2BGT DT, 20X TV a v 2BRLET,

M BBEIZARAF ¥ T7EAA L F%&1T9 (Perform posture assessment every n days) |: 7 7
AT IRTTICRAF Y EITHL5EGTH, FHESNIZHEN RS LI ORAF ¥ T
TARAY NEBGTDICIE, ZOFT v a vEBRLET,

s DD RN AF ¥ YU AT — 2 A% %+ v 2§ % (Cache Last Known Posture Compliant

Status) ]: RAF ¥ TEAAL FOFEREF ¥ v 295121, CiscolSEOZDF = v 7
Ry 7 AeA NI LET, 7740 TR, 207 14—/ NIZEYTT,

o [tk DBEH DR AT YEPLA 7 — # X (Last Known Posture Compliant Status) ] : Z DZE
(. REOBEMORATF v LA T — 4 2% X+ v 2§ % (Cache Last Known Posture
Compliant Status) ] &4 N LIZBAICOLEM SN E T, CiscoISE X, ZD7 4 —/L R
HTE SRR, RAF X TEAA L OMREF v LET, AHRMEE, 1~
30 H, 1~ 720 Bef, FE72013 1 ~ 43200 43 T,

BErEYY
RAF Y EHORE (9 X—)
RAF DU —A (153—)
FRE LN TEE T L7200 27 A4 7 hOBEE L A ~—0DFE (13 =)
I TATV NOBEBDODF y NU— T BBRIEY A ~— D% E (13 3—)
B rA U 4 RO BB C 5% E (14 ~—)
=V b TR ANDRATF ¥ AT —F ADHKRE (14 2—)

Cisco ISENDRAF ¥ EFNDAFHO— K

RAF ¥ BHIZIEL, Windows I L O MacOS AR VL—F 4 v F L AT LADOWM ST D 7 A L A%
EARA T =T HRO—EOFREREHDT =y 7 —b, $R—rE£ BIRRAaT
PR— b ENDIARXL—T 4 VT VAT AERPEENE T, 72, e—HIL T AL TR
T LDEHFDEEDT — A T hEGie7 7 A4 /L5 CiscolSE #4774 L CTHHEHTLHZ LG
TEET,

v U —271Z Cisco ISE # ] TR T 25515, Web WORATF ¥ EHHEZ XU n— KT
TFET, EBE. ZoTaBRITH20 0000 3, PIEX T — RIS, EOEHNH
iz v om— FE 5D L DI Cisco ISE i ETE £7,

Cisco ISE TiX, #IEIRAF ¥ BHRFIC L [BIOIH, T 74NV ORAF v R — B B
FOMEBEEER L ET, TNDZHIBR L5 E ., Cisco ISEIZ#HEEDFIELIZFA T ¥ a—b
SNEEHFIC NS ZEER L EEA,

B o2751472%
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ATy T

ATy T2
ATvT3

ATvT4
ATy S5

ATvT6

CiscoISE+ 751 L &% [

1R BHIIZ

RAF ¥ UV —RA% CiscolSEIZH 7 oa— RTX AR VE—halr—v g il7 7k A
TEXAL951CF 51213, [CiscolSE TOF XL H/EDIT] OMBICE> Ty NU—7
WX VNELLREENTNWDZ L EZMRTIVNERNDLLIHAENH D F9°,
[RAF ¥ ®H (PostureUpdate) ]V 4 > RUZMHL T, Web b EFZEIHF T o m— R
TEFET,

CiscoISEGUI T[A==2— (Menu) |74 2 (=) 27Uy 7 LTERLET[EE (Adminigtration) 1>
[ AT L (System) | >[E&FE (Settings) | >[RRXF+ (Posture) 1>[E# (Updates) 1.

[Web] 7Y a U2 BRINL T, BHzEMIcFy Y re—RNLET,

[7 7 4 /v MZERE (SettoDefault) 1 %2V 27 LT, [7 4 — RURLO®EH (Update Feed URL) |7 « —
NVRIZVRAADT 74V MEZRE L ET,

F v RU—ZTURL VXA L7 va e (Taxy h—n_"—RHR L) 2HRL VD70, kit
D URL ~D7T 7 & AN & 5 8561%, Cisco ISE TR b &y 7 OV URL ZH5E L T 72 &0,
[RAF ¥ HH (Posture Updates) | 7 4 &~ RV DEZZEHE L £,

VAanbOEHFEX T e — R 52, [T <EH (UpdateNow) 15227 U v 7 LET,

B S, [RATF v HHr (Posture Updates) |7« > R, [RAF ¥ HH (Posture Updates) ] 7 «

¥ RU O [EHEH (Update Information) &7 ¥ a VOFEFOMRE L THED TV AIFTHFHON—V g >
HHRNFRINET,

[ (Yes) 1227V 7 LTHIAITLET,

CiscoISEA 754 VE#H

ATy T
ATy T2

COFTIAUEHA T a B FEHATSE, CiscolSE ZfEH L TFT /34 A 035 Cisco.com |2
AVE—Fy MEHATEET 7 B ATERWESE, £idtX =27 4R Y =2 K> THAT
ENTVWARWERIZ, 7947 b 7abeVa = VBIORAF Y EHE2F U n— RTE
3

FT7IAL DI TAT N I Ya=mr S V=A% T v u— RT5I1I2ik, ROTFEE
FITLET,

https://software.cisco.com/download/home/283801620/type/283802505/release/3.0.01Z A FE 7,
RTA T VT Y MEATILET,

AT v 73 Cisco Identity Services Engine DX 71— R ¢ RZBEIL, VU —AZRIRLET,

RDOXTTA 2 A A D= Ny r—P%F T n— R TEET,
* win_spw-<version>-isebundle.zip—Windows [[]{J DH 7 7 A > SPW A A h—/L/3y r—

* mac-spw-<version>.zip—Mac OS X [}l DA 7 T4 > SPW A A b — )R lr—

av73547>2 IR


https://software.cisco.com/download/home/283801620/type/283802505/release/3.0.0

RTv74

&

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6
ATy T17

ATvT8

avIsq47vz |

« compliancemodule-<version>-issbundlezip— 47 7 A4 » a7 T4 T A EY a2 —/b 4 VA h—)b
Ny lr—v

» macagent-<version>-isebundlezip—4 771 > Mac T—Y = b £ VA =)L RNy lr—

« webagent-<version>-isebundlezip—4 77 A4 > Web =— = kN £ VA h—/L Ny lr—

[#D>u—1R (Download) | £721% [ — MIZENM (Addto Cart) | OWTIhnE 27 Uy 7 LET,

Fyru—RUieA YA M=y r—2 % Cisco ISE IZIBINT % HFHEIZ OV T, [Cisco
Identity Services EngineAdministrator Guide] @ [Add ClientProvisioning Resources from a Local
Machine] D7 > a »EZZH LTI EIV,

RAFYHEFHZHERA LT, 2—HNVI AT LADT —HA 7D 6 Windows 8 L O Maec X L—
TFAT VAT IDF =7 X —TF 4 VTV RAT AER, UANZHEE AN, T =T
R R— b REEHTEET,
FTI7F5AEHOBEEINE, T—HIA T 7 7ANDNRI—=a U BNRET 7 ANVDONAR—T g 0 b —
HBELTNWDHZ EEHERLET, CiscolSEZRTLI-BICA T T4V TRAF Y HEHEHEH L,
RAF ¥R —Hh—ERAOBEBNFHFZGDLET,
FTTAVDRAF Y HFHEF T a— RT5H20F, ROXHZLET,

https://www.cisco.com/web/secure/spa/posture-offline. htmlZ A F F,

2—7 )V AT LI posture-offlinezip 7 7 A VARFELE T, ZDO7 7 A NEHEHT S L. Windows I8 &

O'Mac AL —TF 4 VTV AT ADFRX =T 4 VT VAT BER, Tyl =L UANLAKRE

ANA T = T RRY AR — MRV EF I N ET,

[ (Administration) ]>[2 A7 A (System) ]>[fX/E (Settings) ]>[H AF ¥ (Posture) ], Cisco ISE

GUIT[A==2— (Menu) | 7A 2> (=) 27V v 7 LCTERLET

FKHEIZ Vw735, RAFYyORENERINET,

[ (Updates) 127 Vw27 LET,

[RAF v B (Posture Updates) | 7V 1 > RUNERRINET,

(774> (Offline) | A7 >ararVv 7 LET,

[Z# Browse) %27 U v 7 L, VAT LD —HNT FVENLT —HAT 77 AL (posture-offline.zip)

AR LET,

GE) (#9577 4/ (FiletoUpdate) 17 4 —/V RIZMET 4 —/L R TT, @YIR7 7 A LV E2ETe
T—=HAAT T AN (zip) &1 DLETERTEET, zip, tar, . g@ZHNDT—HAT 774
I AR—F S TWERA,

[44<HH (UpdateNow) 1227V v LET,

B o2751472%


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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https://www.cisco.com/web/secure/spa/posture-offline.html

| 2v7547>%
K27 rEHFoaBL o 0—F [

RAFYEHFOBHFHo0—F

RO F#IC, BHafd L, BEICH 7o m— 9% X 912 CiscolSEZRETE £7,

1R BRI

cONCARATF Y HFHEA Ty ra— RRLT, BHzMll, BB a—RKT5L89
{2 CiscoISE #RE L TR LELH Y 7,

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7V v 7 LTGERLET[EE (Adminigration) 1>
[ AT L (System) |>[ERFE (Settings) 1> [RRXF+ (Posture) ]>[E# (Updates) ],

RATY T2 [FRAF v HH (Posture Updates) ] 7 « > K7 T [FIHIELED & BHAA S5 HHT O H B (Automatically
check for updates starting from initial delay) | F = v 7R v 7 A& 4 I LET,

2T 73 FIHEAERE A hhommiss DIERTAS L E T,

Cisco ISE (%, WIHIEEIERFH] DR T ICHERR A BRI L £ 77,
ATy T4 R Z REFEAICA LET,

Cisco ISE [ZHIIIRIERF M2 HHEE L7zMR T, BIAICEH 24 v on—RLET,
ATy T5 [Save]l 227 Vv 7 LET,

RATF v DF AREDEMERTE

WROETIZ, RAF¥OT 78T EZ TN A2—ARY =B ETHEDIHHTELRAF v
DT 78T BT Na2—ZARY —HERK (Acceptable Use Policy Configurations) |V 4 & K7 D
T 4=V RIZOWTHHALET, 20U 4 FUERFTHITIE, [A==2— (Menuw) |7 A1 =
v (=) 227V v LGERLUEI[EE (Administration) 1> [ X T4 (System) > [RE

(Settings) ] > [[RRF+ (Posture) 1>[7V 742 T)L1—RKR — (Acceptable Use
Policy) ] T

& 3:RRXF v AUP DEETE

T4—ILF4& FRLEDAA RSAY

HBaA 2 —W—DMERT D AUP R EDLRIZATI LET,

BRTEDERA Z—WF—2MERT D AUP iR EDMHEZ AT LET,
(Configuration

Description)

AVTSATUR
I



B <=7 vonmsrommsE

avIsq47vz |

J4—ILE4A FRLEODHA ES1Y

I—xzoba—|BRLEBE. RGEBLIORAF YT ERAXA L MRKETT5 L, %> b
HP—~ADAUPD | V=7 DFy NT—7HERORHABK~DY v 7 Ra—PF—cf RSN E
=~ (Windows |7,

DHEDH)

[AUP A vt — IR L7=H4E. AUP A v —Y D URL % [AUPURL] 7 4 —/L RIC A3
D URL R |24 ERHD £T,

(Use URL for

AUP message) |

[AUP A wt—2 |&IRLI-GA, BiesBL, Uy 7 B0 77/ VET v 7 a—RLE
DI7ANEFR| T, 207 7AW, & EAEL~ULIT index.html 25 O HMLERH Y F
(Usefilefor AUP |4,
message) | Zip 7 7 A MZIE, indexhtml 7 7 A VTMZ T, D7 7 A LB L OH 7
TAVIZ NI EEDDHIENTEET, ZNHOT7 7 AVE, HIMLY 7
AL CHAEICSR X £,
AUP URL 2P —NEIHBLORAF ¥ TEARA L MRS LEBIZT 72295
AUP ® URL # ASJLET,
AUP 274l T ANESHL, CiscoISE— =27 v 7 m— RNLET, Ziudzip
(AUP File) XD 7 7 A4V, B FAL LT index.html 7 7 A V&5 D LENH
V) ij—o
1—H—ID4Y |AUPHO—EFD=2—H—ID VLV —7F 7 F=2—%— 1D VL —FD—
IL—TDEIR BoOMAELOEEERRLET,
(Select User

| dentity Groups)

AUP REZIEKT AL EE. RORIZERELTEIN,
e IRAF ¥ AUPIX, YA h 71— WHTEFEHA,
Da2—HP—1D I N—T%2FFOZ LIETEEH A,

e 2—H—1ID 7 L—7 [Any] TAUPZEZEHKT LA, I
DFT_TOH AUP ZEZHIBRL 5,

e 2 —H—1ID 7 —7 [Any] ZfiH LT AUP Hpk A 1ERR L7285,
—BOa2—W—ID V' V—7 FI3EHEO2—Y—ID 7 V—T%fE
AL T AUP HERRZAERL T 2 Z L IZ TE EH A, Any wm;—
P —1ID Z—7 %M LT AUP B A 1B T 5121, &I
#—1ID 7 /v—7" TAny| %M L7=BEfFD AUP %Ek%ﬁﬂé%a“ém
2 —HF—ID V' V—"7" TAny] ZfEH L7ZBEFD AUPHERZ — B D= —
W—ID 7N —T F 73D 2 — Y —DID 7 NV—T % H L CHEB
LET,

0200) fE’z)):H:

B o2751472%
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K27 v 7R Ao rofmREnEE [

J4—ILF% FRLEDHTA KSA4

MARERTE—EX | BEfF O AUP 3% 7E & AUP REICEHEM T b=y Ra—HF— 1D /L —

EFUR L Th—EFRRLET,
(Acceptable use

policy

arigraos—Coigraos

list)

BEErEYD
RAF ¥ THAA L NOFIHBREDOERE (253—)

RAF ¥ 7ERAAY COFIBREDETE

nryA L, 24T NORAF YA T 5L, 7947 ==Yz MTED—
K72 % > N —2 77 B ABENFR R SINET, ZOEEIZIE, FIFASRE (AUP) ~D VU
INEENRTVWET, 2=V =RV 7% 7V v r35E, Fv NT—IHERAORABRKZE
IRTDHR=VIZV A VT FENET, TOREEHHA, RETHLENRDHY 9,
BFHBEREICIE., —EOo2—F—ID I A—7, Fida2—HF—ID VL —7D—E DI
AOENLETY, Cisco ISE TN —FH LIz2—H—1ID /' /L—7 D AUP % [KolF. AUP
ERRTDIIAT o b=V MEBELET,

AT 9 F1 CiscolSEGUI T[A==z— (Menu) |74 2> (=) 27V v 7 LTERLET[EE (Adminigration) 1>
[ AT L (System) 1> [E&TE (Settings) 1> [ RRXF+ (Posture) |>[7H T2 IT)ILa1—RK) I—
(Acceptable Use Policy) | Z3®R L £,

ATv T2 [Add] 227V v 7 LET,

AT T3 [7OEFTE2TNLaA—RAR—ER (New Acceptable Use Policy Configuration) | 7 4 > KU ClEZZH
L/i‘j—o

ATy T4 [EE (Submit) 1227V v LET,

RRF v &

RAF ¥ FHIIROBRMEHONT R0 ET, 7740, LYANY, 77U r—3
V. =B R, FRET a7 a T IR, INLOREMELD O B 1O ORI L -
THEHALENER SN, HASHITRATF v LA IT A 2 N TE T,

R T —271Z Cisco ISE Z ¥ TEMT 2L A1, Web DWORATF ¥ HEHEX UV r— KT
TET, 20T tvR L, YIHIARRATF v B & XL ET,

AVTSATUR
I



avIsq47vz |
B zarzrozn

YR AT v B O, Cisco ISE 132 A T EROHMFS LOEEGREBIERLEST, v A=
EROBEMEFILTT V7 47 AL LTpe BT O, HAESRHIZTT V7 47 2L LTpr
B TWET,

HAFI v RAF vy EFOFRERE LT RAIERDOSEN %2 Web 2N L TH 7o — KT 5
£ IIZCiscoISE #RETHIEHLTEET, VAIAERBDORAT ¥ K EHIBRE ZITRET
HZLIXTEER A,

=P —EROFMERV A EROFMHITIL, BME L EEFEOM AR EENET,

B RRF v &

[RAF x5 — 3 (Posture Navigation) ] ~~A & LT, IROBMEIFLEHTE
\iﬁqo

« TP ANGME T T ANDHEE, T7ANDAMN, BXOVIFA T DT 7 A 3 —
Va U EMERT DA

LIV ABRNIEME LR NI F—DFEERIIITAT U N EDO VPR MY F—DEE T
BT DR,

TV = a v T = arE AT e AR TAT U N ETEITENT
WAINE D INEHERT D 51,

)

GE) TavARA AR L ERETINTWDHEE, 2—W— (3%
PLFET, =720, TF VA r—va U FERTayy 7 TEIEL
TWAEEIE, 77V —a v BA VA R— L ENTELTHE
frTanTtniy, mv Ra—HF—@J¥ERLES, 77V r—
AaVNA VAN LVENFEITENTWAESEAE, = Ra—%—
WYL L =8 A,

= AR = ART TAT U ETEITINTVDNE S D E s 5 50
T4 vat VRN T at U EMESEEREGRT D&M

cUSBSM : USBVAA ML —UF A ZADOFEEF = v 79 554,

BEMARATF v EHEDERK

RAF ¥ RY —F OB ESEHTHATE S, 7741, VYARY, TV r—v3
V. —bv2x, BXOT 47y aF ) SR ERRCE T,

1R BHHEIIZ
WDH AT ZEITTHIE, A——FHEELER) O —EHRETHIVLENHY £7,

B o2751472%
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warzrvat |

ATYT1 CiscolSEGUI CT[A=z2— (Menu) | 742> (=) 27V v27 L GEIRLET R >— (Policy) 1>
[RY) >—EF (Policy Elements) ]>[§&f (Conditions) ] >[RRXF+ (Posture) ],

AT9 T2 [7741 (File) ]. [V AU (Registry) 1. [7 7V 7 —3 2> (Application) ], [¥—E A (Service) ].
FI[T 47 v aF VU HEMSEM (Dictionary Simple Condition) ] DWWz B4R L 9,

ATv 73 B (Add) 15227V v 7 LET,

ATV T4 74—V NI EE AT LET,

RTw 5 [EfF (Submit) 127V v/ LET,

BEERAF v &4

BERME, 1L EOBMSEME, £3EHARMTHKESNET, AT v K —2EH
To%E. WOBERMHEZHMTE £,

AL 1 DU EOBMEM, ETREX A TR T AN, VLIARY, T Y r— 7
V. FRRY AR OEARERE ENE T,

o« UANAKEFRBESM 1 DL ED AV &k, F7213 AVEESSENEENE T,
« 2L T = T RIFEESNE 1 OLLED AS Sk, FRIT AS AR E ENE T,

T vat VEAHEE 1 DU LEOT 4 7 v a T VEMEHERLIIT 47 a T VEE
FEPREENET,

e LT = T RIS 1 OLLED AM &ERNE ENE T,

BERAF v EHEDOIER
RAF v 3l L RO RAF ¥ RY > —THHTE 2L E2ERTE 7,

1R BHHEIIZ
WDHR AT ZFEITTHIE, A——FHEELER) O —EHRETHIVLENHY £7,

RAT9F1 CiscolSEGUI T[A==2— (Menu) ] 742> (=) 27V »7 L GERLET [RY >— (Policy) ]>
[/R) o—E% (Policy Elements) ]1>[%&# (Conditions) ]>[/RXF ¥ (Posture) |>[#&%# (Compound
Conditions) ]>[i&f0 (Add) 1.

ATYT2 74— NIEGREEZ AT LET,
ATV T3 FEMGET 572012 [ROMR (Validate Expression) | %2 U v 7 LET,
ATv 74 [FE (Submit) 1227V v 7 LET,

AVTSATUR
I



avIsq47vz |
B = roarveasnons

T4 aF VEEFHDORE

R4 T4V AT VEEEHOERE

J4—ILF4&

FEREDAAFS12

[%&F1 (Name) ]

B 27 1« 7> a T VEARFEOARE AT LET,

£ EA BT 27 14 7 v a T VEAFREOBTHEATILET,

BFOFHES S | K)o —HRTA 77 ) 0o FRTERF A ORI BN L TREEHT D

TIVDBRR |, FHEBORT Y7 TT Ry 7 BHAEOST 2RUSEM L £,
(Select Existing

Condition from

Library)

L RV —ERIATTIUNLTTIUER L TWDT 1 7 23 U Bifligkft
(Condition IR L E9,

Name)

X (Expression)

[:fF4 (Condition Name) | K v 7*Z7 U A M TOEPRUZFE ST
DHEFSNET,

AND F£7=1Z OR
EEF (ANDor
OR operator)

FGATTIVMBBINTE LT 73 a) ) BiEM2inEecHas by
521, AND £721Z OR HE T2 IR L E£7,

WOBIEEAT 5 121E, [BE (Action) 174 2> %22 U v 7 LET,
« JEMEABE OB (Add Attribute/Value)
« T4 77 Vb EMZEM (Add Condition from Library)
« HIB® (Delete)

FLOEBDOER | S E8ER AT AT 4 7 aF UV ERITa—Y—EHET 47 aF U n
(BEGA TV 3| o Eika@in LT,

) (CreateNew i . . e

(Advance HZEHTEET,

Option))

EH4 TTIER LT 4 7 g ) SR 2E IR L9,
(Condition

Name)

= (Expression)

[2X (Bxpression) | Kaw 7FX 7 URRnD, 74 7 v at VB
ERRCE £,

IRl & B T DG T AR L £,

B o2751472%
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Windows 2 54 7> FCOBET v 77— FEaMI<T s-oosieiost [

J4—ILF% FRLEDHTA KSA4

f F 4 a ) BB SR A ST B, FhE Kay S
U R bD AR L ET,

EENEY D
BERAT v 504 27 X—)
BERAT v FMHOER (27 =)

Windows” 54 7> FTOBEE 7Y TT7— b ZE#ZT 5= DEHI

EEDFEH

pr_AutoUpdateCheck Rule (X3 X 2 Ko THATERINTZFKETHY | [HESMH (Compound
Conditions) [V« ¥ Rl v ra—REnEd, ZO&EMEHEHATHE, Windows”Z 74 7
VM ETHET v 77— MEREDBEDI/R S TODENE I DEERTHI ENTEET,
Windows 7 74 7 > bW Z OB T2 S 720G, Ry U —2 TR ar br—L
(NAC) =—¥ = MZX->T, Windows 7 74 7 > FOBET v 77— MERN KA
N0 E9 (BH) . ZOBME%. Windows 7 74 7 2 MIARAF X R/ £, BE)
7 v 77— MEREDS Windows 7 7 A 7 2 b ETHNZIR 5 TWRWIGAIX, RAF ¥ R —
CRAEfF 1F 72 Windows Update {18 T Windows EHHE R EZ FEX LET,

FRRERTATUFIAINARBELUVOTUOFRINL DT T7ER

Cisco ISE @ [AV Compound Condition] 3 & TU' [AS Compound Condition] 7 « & R IZi%, U A /L
AR E ZANA T =2 T RROFRREFHOBEERMEN T —FENET, Zh DDA,
Windows 38 X T MacOS AR —F 4 VTV AT ADT v FUANABIORT VF AL Uz
THR—PRTELRSNLET, INOLOEARMETIE, FEESNLET VFUANVRALT U F R
NA T 2T REEDRSTNTOZ TAT 2 b EICFET 2008 9 el TE £9, CiscoISE T
HMLWT U TFIANRET UFANRA T =T OEEFRMEEAERTHZ b TEET,

TFOFIANRETOFRINA 9T YiR— bR

Cisco ISE |E, R F—BLDORHNA—V a VBIOER Y 7 A VD A2t 257 0 F
TANAET VTFANRA T 2T YAR—FEREHEHALES, =2—F—3THBEIZT U FUA LR L
TUVTFANRAL 2T R —"NRER—V T THMERDYES, TUoTUANVARET F A
AT 2T OXRUBE—IT VFTANAET VF AN T 2T ERT 7 A VEMEBEICEGT5
72, FRU A= OREHNR—a v BIXOER T 7 ANVO RN ERZLET,

FLWT U FUANRET UFANRL T 2T ORL— B VY — 2O R — & s
LEICTFUANRET UFANAL T 2T HR—= FRPFEFINLZNZ, =—T = b
T LWT v TFIOANABEIORT v F AR, 2T 5477V EZITRY £9, ik, =—
T MREVFH LWVIBIEREE YR — N ADIERL B ET, ==Y 2 RRZOYHR— |
a2 T 5 &, EMMICHEH S5 se-checksxml 7 7 A /L (se-templates.tar.gz 77— A 7
Tserulesxml 77 A /L& EBIZABIND) TRIOEREHRE T =7 L, 7 74T

av73547>2 IR
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B -27517 22020

DARAF ¥ ARY —ICHEILL TOWEINE I NEERLET, FFEDT VT UANAEIELT
FANRAL T 2T WEDOT VFIANABLIONT VF AR, T 2T T4 7T VIZE>THR—=F
ENTWAHEREIDN U T, WU AREHERAT—Y = MIERE SN, RAFYRGEFICZ 747
VM ETENLDMEE, BEOFEDT v FIANABIONT VFANRL 72T RO AT —
B APKRESIVE T,

ISERAF ¥ ==Yz b THR—=FSINTND TANVAXRIB L0~ LD = 73RBSO
Mz DWW Tix,  [Cisco ISE Compatibility Guide] @ Cisco ISE R AT v DR — hFE2 S L T
STEEW,

NN =T RRDRAF ¥ FEEACKT DR, ar T IAT ATV 2=V D/ —T 3
VEMRTEET, RAF ¥ 74— FRREH L, [V—2 8% — (Work Centers) ]>
[RAF+ (Posture) |>[AV > —#iF (Policy Elements) |>[~/L'¥ = 7 %5 (Anti-Malware
Condition) &N L, [AXVL—TF 17 AF A (Operating System) | & [X2 4% — (Vendor) ]
BB CHR— b EEFRLET,

)

G¥) PN 2T RROT RIRA > X2 T 0 Y a—3 3 (FireEye, CiscoAMP, Sophos
L) O—IZiX, ENENOEFRY — A~y N =7 2B U TT 78R L2 & HiE
L2 ORH Y ET, 2oL RREOEE, ISEOE (£72IX0ESIS7A4 77 V) X, =
VRRA VB A A =Ry MBI TWAZ EEBEELTCWET, ZokHrm KR
A MTOWTIE, ZhoDFrIFA o=V 2 hDEZODEFIRATF v (X7 T A i
DENZI2 5 TORWIEE) FRHIA VX —3y NT 7V BRAZHFATHIEEHRELEST, 20
L RYGAEITIE. BABROEMEDEH SN 2WI ERH £7,

~ O m— ~ ~
OAVT53AT IR EDA—IL
AT TAT VA ETY 2 —/WIIK, N =4, BEN—TU 3 > B4 35 KO Cisco ISE
DR AF v b B R — b5 OPSWAT BREET ZBIER ED 7 4 — L DU 2 MG EN
TWET,
AT TAT A FY 2 —)LF, Cisco.com CAFRFETT,

WDFEIZ, ISERAT ¥ R v—%HR— T 5FEE LRV OPSWAT APl X— 3 > &R
LET, R"=Ya 3BlU04%2 Y R— b 22—V hITLICEARDZRY V— L—L0H
nE£9,

% 5:0PSWATAPI/A—> 3 >

RAF &K |AVTSATUVRAED2—LDON=D3 Y

OPSWAT

TrF AR | 3x LU

AN T = T H | 3.x LR

aAVISATUR
[ 30| |


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
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| 2v7547>%
RRF¥ AVISZATUVRDF VY .

RRFr&HE AV TSATURED2—LOA—D3Y

AT = TRE |4x LU

T4 AT |3x LLRTB XN 4.x DL

Ny FEE 3x LIEIB L0V 4x LI
USB 4x LI
FE OPSWAT

77 A (File) |TXTHON—V a3

Application TRCONR—= g
(oRE FTRTON=V 3
LYARY TARTON—=V 3~
Hh—r R T RTON—=V g v
A\
GE) s LRRDOAN=2 g v OWTIDNBA VA M=V STV H D 7 T AT e THIL

T, N—=Va v 3x URiB LU=V g v ax LIERIZRIEO R AF ¥ R Y — 2 VERET
HVENRH Y F9,

*OESISNN—2 3 V4 DY R—MIav 7747 A FY 2—/14x 3 LTV Cisco AnyConnect
43 DIBICHRt S ET, LA L. AnyConnect4.3 [ OESIS XR— a3 & X—V g4
DRV =D N R— b LET,

e NR—=Vg4arTITAT LA EYa—/E, ISE2.1 UKETHR—FERTWET,

RAFY AVTSATIORDF VY

ATV 1 CiscolSEICR AL, Xy¥aRrh—RIT77EALET,

ARTFY T2 [RAF¥ 27T AT A (Posture Compliance) | % v =L v b T, I—YNVEREA EFHEELITA
WR—=0 T A NZEbEET,

V=) F v FITFEMERP RS ET,

ART9T3 T2 h7IVERERTLE, Gl TEET,

ATY T8 [RAF ¥ 27547 A (Posture Compliance) | ¥ v =L v & K& LET,
MU TAEZA LLR— FRFREINET,

AVTSATUR
I



. Ny FE

avIsq47vz |

BEHDER

GE) [T XA FORHME (Context Visibility ) 17«4 > FUIZHRAF ¥ aF T4 7 A LAR—
NeFoRTEET, [T F A FOAHEME (Context Visibility) ]>[=> KR4 > & (Endpoints) ]
S[2Y 74T A (Compliance) IZBBLET, ZOY 12 FUiCiE, 22753472
AT —H A GHT, T RRA Y b, BXOOTIVRIOT 7V r—v g RSN TEES
ERTF ¥ — IRERRINET,

TIT 4Ty a DRV RIRA V FDRATF ¥ AT —H ANERINDIBERHY
FT, L& xE U FFRA Y NOBRFOBEMDKRAT ¥ AT — X ANRHEROLE, =2 KK
A by aryBMETLTNTYH, T RRA U N TROEFHZZETDHET, [T FA
DA (Context Visibility) 17 4 > K7D AT —& ZFHEDO EFITRY £, RAF ¥
AT —H AL, ZOTY RRA LV SBHIBREZIIHEESND LT, [T A bk
(Context Visibility) ]V« » RV ThREF S E T,

Ny FEBEHEDER

ATy T

ATy T2
ATvT3
ATvT4

RATvTH
ATv 76
ATvT1
ATvT8

ATvT9

BIRL e =Dy FERYGED AT — S A WBT DR Y v—EERTEET,

7= & 21X, Microsoft System Center Configuration Manager (SCCM) . 7 7 A7 > h N"—T 3
4x V7 b= THRENTY RRA 2 MIA VA =L ENTNDHE0E I D EHERT D50 %
ERCCE £7,

1R BRI
WX AT ZEZITTHIE, A—N—FHEERER) O —EHRETHIVNENLY £7,

CiscoISEGUI T [A==2— (Menu) |74 2> (=) 227V »7 LTERLET R >— (Policy) ]>
[[R1) >—FEZ%K (Policy Elements) 1>[%&# (Conditions) [>[/RRXF+ (Posture) ]>[/\v FEEEHE (Patch
M anagement Condition) ]

GEM (Add) 127V v 7 LET,

(%A1 (Name) 17 1 —/V RIZEMH4AZ AT L, [ (Description) |7 4 —/V RIZZEOFHBHEZ AT LET,
[A~_XV—F ¢ 7 A7 2 (Operating System) ] Ku v 77X 7 40— Kb, @@l 4A~XL—T7 ¢
T VAT L @EIRLET,

Ky 77Xy JA NN [a T T4 7T 2 AFEY 2—/ (Compliance Module) | %2R L £,
Rey7FZ0 0 UARNPD [N ¥ —4% (Vendor Name) ] Zi#IRL £,

[F=w 27 %A (Check Type) | ZEIR L E7,

[ A b= iEI Ny FOMEFR (Check Patches Installed) | K2 v 77X 2 U A Bt 73w F % j
RLUET,

[EF (Submit) 127V v 7 LET,

B o2751472%
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71 z2omsietorn [

BENEYY
Ny FEBEEMHORE (58 X—)
2Ry FEBUEE OB (85 _—)

T 4 AV ESEEHDER

TV RRA Y MREEINTET— XL 7 F 7 = TICHERL L TWANE ) D E iR T AR
Uo—%E X ET,

TmEZiE, C: RIA TN RARA L TSI TWD N E 9 D EERT DR 21K
TEFET, C: FIATHHERALENTWRWGESE, = RARA Y MIary 7T T4 7 A EK
WHEZE L, ISEIZAvE—Uhu 2k LES,

1R BHHEIIZ

WDHE AT ZFITTHITE, A= R—EBEF-IIR) —EHETHINENRNDH Y £, ISE
RAF ¥y T—V = FEEHLTOWDIGEEIZOR, RAF Y EMLT ¢ 27 BEEAb 5% Bk
52 ENTEET,

ATYF1 CiscolSEGUI T[A==— (Menu) |7 A 2> (=) 27V v7 LCGERLET [RY— (Policy) 1>
[R1) >—EZ% (Policy Elements) ] >[%&4# (Conditions) | >[RAF+ (Posture) ]>[T 4 AV BBEILEH
(Disk Encryption Condition) ],

AT T2 [Add) 227V v 7 LET,
RATY T3 [T 4 AVEBALSM (Disk Encryption Condition) 17 4 > KU C, 7 4 —/L RIZ#EEEE AT LET,
ATy T4 [#E (Submit) 122 Y v LET,

2 52 = —
RAF Y EHDERTE
Z 2T, RAF p I S5 Bfligtls LA SR O W T LET,
)
T7A4IVEHDETE
ROKRIZ, [7 74 /VEE (FileConditions) 1V 4 & Ry D7 4 —/L ROFHMHEZRLET, Cisco
ISEGUIT[A==2— (Menu) |74 2> (=) 27V v 7 LTEIRLET[RY >— (Pdlicy) 1>

[R1) —E3%K (Policy Elements) ] >[5 (Conditions) | >[RAF+ (Posture) 1>[7 74
JLE# (FileConditions) ] T,

AVTSATUR
I
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R6:T7AILEHDERTE

avIFs47v2 |

J4—IL KA

Windows 0S TO{#FH
HARKSA4 Y

MacOS TOERH A K
594

Linux 0S TOERAH A
(N2

%81 (Name)

7 7 AN DA4TRTE
ANLET,

7 7 ANF DA E
ANLET,

7 7 ANFHDA4TRTE
AN LET,

FiBA

77 A NGO %
AN LET,

77 A NGO %
AN LET,

77 ANKHEOBA %
AN LET,

FRL=—T4 VTR
7 1s (Operating
System)

77 A NGRS
L% Windows 7=
L—T 4 VT VART A
IR LET,

7 7 A NVGAEDE S
U5 MacOS Z &R L
ibado

77 ANV E S
1% Linux OS % i8R
LET, ROA 7T =
VERBEHTEET,

« Ubuntu
- 18.04

+ 20.04

* Red Hat
75
«79
+81
+ 82
+ 83

* SUSE
+12.3

« 124
+ 125
+ 150
+15.1
+15.2

B o2751472%



| 2v7547>%

srangtozz [

J4—ILF4& Windows 0S TO{ER |Mac0S TOERS 4 F|Linux 08 TOFEAH A
A KA 594 (N
T74NL 247 (File|ROWT DA | IROWT DL | IROWT DA

Type)

va rEERLET,

» [FileDate] : HF7E D
77 A IMERH F
72X 7 7 A VR
HDOZ 7AW Y
AT DAHET D
NEIMETF oy
7 LET,

[FileExistence] : 3/
AT T 7 A IV
PIHET B2
MeFzy 7 LE
R

[FileVersion] : ¥
EDA—=Y 30D
T ANDBY AT
DAHET D E
IMET T L
F7,

*CRC32: F=v7
B LB L
TIT7ANDT—
HEEEMET = v
7 LET,

« SHA-256 : /v
o MR L
TT77ANDT—
SHAEET =
7 LET,

varEERLET,

» [FileDate] : HF7E D
77 A MR H F
72X 7 7 A VR
HDOZ 7AW Y
AT DAHET D
NEIMET oy
7 LET,

[FileExistence] : 3/
AT T 7 A IV
PIET D0 E D
MeFzy 7 LE
R

CRC32: F =7/
T AR AL
TT7ANDT—
5%&6\‘@72?:‘_7
7 LET,

* SHA-256 : /~
TaEBEERL
TIT7ANDT—
HEEEMET = v
7 LET,

* PropertyList :
loginwindow.plist
e EDplist 7 7 A
NDT T 4 E
xFxy 7 LE
R

varEERLET,

* [FileDate] : HF7E D
7 7 A NMERR A E
7ol 7 7 A VT
HOZ 7AWy
AT WIFET D
MEIIPEeTF =y
7 LET,

[FileExistence] :
AT N7 7 AV
IIHET B
MeFzv I LE
R

CRC32: Fx= v/
T AR AMEA L
T77A4LVDT—
HEELEMET = v
7 LET,

* SHA-256 : /~~
T aBAEEEA L
T77A4LVDT—
HELEMET = v
7 LET,
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avIsq47vz |

(Data Type and
Operator)

TJ4—IL K% Windows 0S TO{ERH |Mac0S TOERHT 4 K |Linux 08 TOEAH A
T4 KESA4Y SA4 Y (N
T—ARELEETF NA ML

B o2751472%
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srangtozz [

J4—ILF4&

Windows 08 TO{E
A KA

MacOS COERAA K
54>

Linux 0S TOERAH A
KS4 >

(ZrANEATEL
C [PropertyList] % 4R
L7238 R Y 5 ]
HE) plist 7 7 A LN T
RERT DT —H M FE T
(TF—DIE AR L E
T, FT — 2B,

—EHDOHEE TN EEN
TWET,
o KREEE
(Unspecified)
RELIZx—0fF
fEaF =y LE
T, HETF
(Exists,
DoesNotExist) %
AN LET,
iz
(Number) : 5
ELTE ST —H
MOF—%F =

7 LET, HA
¥ (equals, does
not equal, greater
than, less than,
greater than ¥ 7213
equal to, less than
¥ 7213 equal to)
LEEZ A LE
¥

pe]

(String) : f&E
LTz FRNT — &
MOF—%F =
7 LET, HHA
¥ (equals, does
not equal, equals

(ignore case).
starts with, does
not start with,
contains, does not
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avIs47vR |

J4—ILF4&

Windows 08 TO{E
A KA

MacOS COERAA K
54>

Linux 0S TOERAH A
KS4 >

contain, ends
with, does not end
with) &fEZ AT)
LET,

e NR—TU g
(Version) : 73—
¥ a ST
ELT-F—0fE%
Fxv7 Lij‘o
HEF (earlier
than, later than,
sameas) &fEAZ A
HLET,

JanTa 4%

NA

(Zr7ANEZALTEL
C [PropertyList] % 4R
L= A I ZBR Y i AT
AE) ¥ — D4R

(BuildVersionSeanmpAsNumber
E) AN LET,

BAYAP

B o2751472%
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srangtozz [

TJ4—IL K& Windows 0S TO{ER |Mac0S TOERA A K |Linux 0S TOER A A
HAKSA4 4 o4 >
T74IL /18X (File WDONT DDA T | IROWTINDA T
Path) arEBERLET, |[varEBRLET,
« /L— bk (Root) « /l— bk (Root)
n—r ) T+« n—"r ) T«
L7 NUNDT 7 v NUNDT 7
ANETFzvT L ANETFzvT L
9, 77 AN 9, 77 AN
DINAZE AT LE DA AT LE
7 7
o R— L o R— L
(Home) : &~— (Home) : &~"—
A (~) TaLv7 A(~) TaLv7
NIKNOZ 7 AV NIKNDOZ 74V
Fxzv I LE Fxzv I LE
T, T7AND T, T AND
WRAZANTILFE INAEANTILE
7, R
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varaEBERLET,

* ABSOLUTE PATH :
77 A NDEEE
i XAD T 7 A )L
Tz LE
4, il
C:\<directory>\file
name, < DMMOFX
ETIH, 77 AV
DI NT)LE
D

SYSTEM 32 :
CWINDOWSsysiem32
T4 L7 NURNOD
T ANET v
JLET, 77
ANBEANTILE
7T

SYSTEM DRIVE :
C\ RZA4THD
T ANEF
JLEY, 774
NHEANDLE
7

« SYSTEM PROGRAMS :
C:\Program Files N
D77 A%
Fxv 7 LE '9‘40
77 A NKENT]
LET,

SYSTEM_ROOT :
Windows ¥ A7 A
DV— h/XAND
T7ANVET =
JLEY, 774
N AT L E
R

» USER DESKTOP :

TJ4—IL K% Windows 0S TO{ERH |Mac0S TOERHT 4 K |Linux 08 TOEAH A
T4 KESA4Y SA4 Y (N
WDOWT DA

B o2751472%
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sr1ngtont I

J4—ILF4&

Windows 0S TO{E
A KA

MacOS COERAA K
SA4 Y

Linux 0S TOERAH A
KS4 >

BELE7 74V
7% Windows —L.—
P—DT AT kv
TNZHBINE DM
Frxv s LE
T, T ANKE
AN LET,

* USER PROFILE :
77 A ILH
Windows = ——
Ooua—h) Fu
TrANT 4L
7 RVICHHNE
IMETF T L
¥, 774D
N2 AT LE
7

274 I)BHEA4T

(File Date Type)

(ZrANEATEL
T [FileDate] Z#&4R L
Te G TR0 Al W]
He) [ERkKH (Creation
Date) |E7/ZIX[£EH

(Modification Date) ]
BN E T,

(ZrANEATEL
T [FileDate] Z#&4R L
Te G TR0 Al H W]
He) [YERkKH (Creation
Date) |E7/ZIX[£EH

(Modification Date) ]
BN L E T,

(Zr7ANEATEL
T [FileDate] Z#&4R L
Te G TR0 Al H W]
He) [ERkKH (Creation
Date) |E7/2IX[EEH

(Modification Date) ]
BRI L E T,
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avIFs47v2 |

J4—ILF4& Windows 0S TOfER |Mac0S TOERS A K |Linux 0S TOERAH A
A1 ESA4 > A4 N
774 IVEETF [File Operator] 4~~°<~ = | [File Operator] 4~="3 @ | [File Operator] 47" =

1%, [File Type] Ti
RLUTEREITG T TE
fbLET, ROREZ
HEENEIR L F7,
FileDate
» EarlierThan
» LaterThan
* EqualTo
« [Within] : f% D
n H, A%h72&ipH
1% 1~300C9,
FileExistence

» Exists
» DoesNotExist

FileVersion

» EarlierThan
« LaterThan

* EqualTo

1%, [File Type] Ti
RLUTEREITG U TE
fLLET, ROREZ
HEENEIR L FET,
FileDate

» EarlierThan

» LaterThan

* EqualTo

« [Within] : f %D
n H, BZh72EiH
1% 1~300C9,
FileExistence

» Exists
» DoesNotExist

1%, [File Type] Ti
RLUEREIOLCTE
fbLET, ROREZ
HEENEIR L FT,
FileDate
» EarlierThan
» LaterThan
* EqualTo
« [Within] : %D
n H, A%h72&iH
I£1~300 T3,
FileExistence

» Exists
» DoesNotExist

274D CRC F—
4 (File CRC Data)

([File Type] & LT

[CRC32] R L 7= 45
B DHLEHFTER)
F v 7Pl (-
& 213 0x3c37fec3) %
AHLTT 7 A ND%
AEEF v TEE
T, T = v 7 LMET
16 HEELDFEHL 0x Thi
FLMENRH Y T,

([File Type] & LT

[CRC32] iR L 7= 45
B DHLEHFTHER)
F v Y20l (-
& 213 0x3c37fec3) %
AL TT 7 A ND%
AEEF v TEE
T, T = v 7 LET
16 HEELDFEHL 0x Thi
FLMENRH Y T,

([File Type] & LT

[CRC32] # iR L 7= 45
B DHLEHFTHER)
F v 7Y LOMHE (2
& 213 0x3c37fec3) %
ANLTT 7 A NVDE
AEEF oy s TEE
T, F= v 7 AMEK
16 L DL 0x Thi
FLMENH Y FT,

B o2751472%
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T27A4AT7 0+ —ILEHD

I74 7594 —nztozz |

J4—ILF4&

Windows 08 TO{E
A KA

MacOS COERAA K
54>

Linux 0S TOERAH A
KS4 >

774 JLDOSHA-256
F—4% (File SHA-256
Data)

([File Type] & LT
[SHA-256] & &R L 7=
B OEHTIRE) 64
RA hD 16 EE D
Ny afiEATILT
77 A VOIEESMEE
Frv I TEET,

([File Type] & LT
[SHA-256] & &R L 7=
B OEHTIRE) 64
A hD 16 EE D
Ny afiEATILT
77 A VOIS
F v TEET,

([File Type] & LT
[SHA-256] & &R L 7=
G DHEHTIRE) 64
RA hD 16 EE D
Ny v afiE ATILT
77 A VOIEESMEE
Frv I TEET,

BftE L UEZI (Date
and Time)

([File Type] & LT

[FileDate] %2R L 7=
Bt OB EHIIRE) 7
FA TV R AT LD

([File Type] & LT

[FileDate] %2R L 7=
Bt OB EHITRE) 7
FAT VN AT LD

([File Type] & LT

[FileDate] %2R L 7=
Bt O EHIAIRE) 7
FAT VRV AT LD

A & REZl % | A & R % | A & R % |
mm/dd/yyyy B & mm/dd/yyyy £ & mm/dd/yyyy £ &
hh:mm:ss 2T A U | hhommiss JEZCA ) U | hhemm:ss FTEZUT AT L
E RN E AN *7,
MErEY Y
BN 2T ¥ RfE (26 ~—2)
BERATF v &1 27 =)

RATF ¥ FEOERK (96 X—2)

=L ==

axX AE

TrAT U=V, BEDT 7 AT U4 —/LH-ERT L RRA U N THREBL TS
MEIDPNRTF v 7 ENET, FR—FENTWAET 7 AT 74— AR Y X NE., OPSWAT
YAR—F F¥— MIESWHTWET, FIEIRAT v & EWHEFEM (PRA) OFETHIZARY

v—mWEMTEET,

Cisco ISE 1%, Windows B LU MacOS DF 7 /L DT 7 AT T+ —VSExERLET, 2
NHOEMIE, 7740 FTEIZ/ > TOET,

J4—ILF% FREDHA FSA4 Y
£ (Name) T AT U —NVEOLRTIE AT LET,
Bl T AT U —IVRMOBHE A LET,

AVTSATUR
Eoa—)L

4.x LA

3.x LIKE

MBI TITAT VAT 2 — LB EIR L ET,

« EED/N— 3 (Any Version)
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avIsq47vz |
B .oxrvzsone

J4—ILF% FRLEDHTA KSA4 Y

ARV—TFT AT |\ MBER T 7 AT 74— RN RBEA V MIA VA R—LENTWD

VAT L NE I D EMER L E T, Windows OS E7-1% MacOS Z# &R T&X £9°,
RoF— Fay 727 VA INERU A —Z5BRLEST, RUEL—DT7 7 AT

VA — N EENEDTF =y s ZATREGE L, [BIRLeR A —
DT, (Products for Selected Vendor) ] 77— 7 /WIZEKREINET, T—7
NAANDOY A NI, BIRLIZARL—T 4 7 VAT AL > TEDY F
j—o

Frvy 347 |[£%) (Enabled) |: FFEDT 7 A T T+ —ANT L REA L THE LT
(Check Type) | \WH eI & Fxy s LET, U Z—0ENERLEZF = v 7 44
THPR—= R L TND0E I nE BIR L7 2 —0H (Products for
Selected Vendor) | U A h& S+ 52 &L TR L £ 77,

LOX M) EHDEERTE
WDOFERTIL, [P A FUEM (Registry Conditions) |V 4 > K7D 7 4 —/L RIZOWTREFI L
%9, CiscoISEGUI T[A==2— (Menuw) ] 742> (=) 27U v7 L TRIRLEI[RY
v — (Policy) 1>[R") ~—E%* (Policy Elements) 1> [§# (Conditions) ] > [[RAF +
(Posture) 1>[L YR b E#H (Registry Conditions) ] T,

R7:LSA M) EHEDE

TJ4—ILK4& FEREDHA FSA4 Y
£ a1 (Name) LR RN EOL4RTEATILET,

EBA LA N SEBoMBEANLET,

LOR R BA |[LPZ Y 247 L LTHAEBRBFEHARED 1| D& L E 4,

7 (Registry

Type)

LOZARY b= [LPARY b— b =L LTHERERBFELRED 1 D&RINLET,
kr ¥— (Registry

Root Key)

T X— (Sub |[LYVRA MY b— K F—THEESNTERADLY AN F—%F = v /T
Key) B2, RNv AT vva (N) RLTY T F—%2 AN LET,

7= & 21X, SOFTWARE\Symantec\Norton AntiVirus\version {Z & > T, RD
RADF—PNF v 7 ShET,
HKLM\SOFTWARE\Symantec\NortonAntiVirus\version

B o2751472%
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BEMTT PRI FREE=SZ -V .

J4—ILF4&

EREDHA RZA4 Y

En 4T (Value
Name)

(LA RYU Z A7 (Registry Type) ] & L T [RegistryValue] & 721
[Registry ValueDefault] Z i8R L 7235512 D A FTEE) [RegistryValue] &
Frxv 7 FTHLVAN) F—EHOLFTIZATLET,

Z Ui [RegistryValueDefault] O 7 4V ~ 7 4 —/L K T9,

ETr—42%
(Value Data
Type)

(VYA RY Z A7 (Registry Type) ] & L C [RegistryValue] & 7213
[Registry ValueDefault] 18R L 72355 (2D AEH FIRE) IROFRED 1 D%
BINLET,

o [R¥EE (Unspecified) ]: VYA NY F—lERHLNE I NETF =
7 LET, ZOA T a0, [RegistryValue] DA DAE T
£7,

o [ (Number) ] :
E3cN

o [35751 (String) ] :

VYA M) F—HEOEESNEFETF =y 7 L

VYA 2O FINETF =y 7 LET

s[/X—T =z (Version) [: VYA RN F—fEOR—TaruwF v/
LET

fEEETF (Value
Operator)

BRE A WUNEIR L £,

ET—%

(LA MY Z A7 (Registry Type) ] & L T [RegistryValue] % 721
[RegistryValueDefault] %8R L 7= 551 O AEHAIEE) [ET — 28 (Value
DataType) | CEIR L7 —X#BUIE U TCL YA MY F—DEEZ AL E
ﬁ_‘o

FRL—T1427T

LA NGB TANEDH LA —T 4 T VAT LEEIR L

VAT L F4,
EErEYY
HAR AT v 5 (26 —2)

BERATF ¥ &I 27 ==)

KR4 v FEEEZ=Z2—1) 2

RAF ¥ 7 RARA NOFATHIZENIREEDHERIND LT HED, =— V= MEff
ALTEESE R RRA v MEthaikpiice=2—L%79, 2k FRA b
DR 72 a[ MR B B L, BEICESWTHRAF ¥ R =2 ERTE B L 91280 9,
T—Vx MI, T FRRA L MIA VA=A ENFEITESNTWDET SV r—ra a2t
Z—LFT, ZOMEEL L FERIIATICTEET, T, T HXOE=F —HEARETE
9, T 74N RTE, T—FIE SRR TIESI, T X—R R GFENET, =—

v MIHIEIRAF ¥ BRI,

EITHOT TV = ay EERT T r—va - RER
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B ovr—aspons

ELET, HIRIRAF¥DHIC, ==V MIXHBERTT VA —a v A%y L.
BIEAX YV COERZ—NR—IEEFELET, =3 T R TCOETFHT SV r— 3
CA VAP ENTWABT U r—varDV A NEFRRFLET,

TIVr—oa v EHDEE

TURKRA LV PMIA VA=A ENTWET F Y r—a AT 7Y r—ya U5
TV, ZHIZED, 2V RSV P TRESNTWA Y 7 by =27 OEHN SN AIHREEZES
nEJ,

W DFIZ, [Application Conditions] 7 4 > KU D7 4 —/L KE/RLET, 2OV 4 RUxk
R AT, [A=ma— Menw) 742y () 22V v 7 LTGERLET[9—9 VA —
(Work Centers) [>["RRF+x (Posture) 1>[K') L —EZFHK (Policy Elements) 1>[7 77—
L 3 U&# (Application Condition) ]>[&h0 (Add) ].

J4—ILF%& FREDHA KSA Y
Zui (Name) TV = a yOFREOARTIEATI LET,
Bz TTNr—a VRO E AT LET,

FAR—F 425 VAT LA TV = a VRERERESNA AR —T 4 T VAT AEREIR L
FFvarEHATEET,
* Windows

* Mac OSX

* Linux

AVTSATURED 2= |[ROWNTNIDOFT > a v ZRN L ET,
< 4X LA
« 3. LLH]

s EFEM/N— 3> (Any Version)

R%EHEZE (Check By) WKONTNDLDF T g B RIR L ET,

«[Process] : T2 RARA > FTHFEEANEITENTWNDENE I 0 E]
X, ZoFTvarEr I LET,

s [Application] : =2 RRA > N CTT 7V r—a UINETEINTNE
WRT DI, ZOFTvaraAd It LET,

GE) Linux OS AT, [Process] 7Y a v DBRERINET

JotXx% ([Check By] & 7"3 = > T [Process] Z 18R L 7o 55 D A H Al E) #AEET
EANNLET,

B o2751472% |
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s—ezxzonz I

J4—ILF4&

EREDHA RZA4 Y

TINVr—LaviEETF
(Application Operator)

([Check By] 47" = > C [Process] & &R L 723545 O AHHFTEE) K
RLUET,
* [Running] : = RiRA > v TT 7V r—2 g UNFETER TN D
TAHIZE, DA T varEad AL E T,
¢ [NotRunning] : = RARA > R CTT 7V r—va URFEITENT
EHERT DX, oA T vared AL ET,

7TV — a3 vmikEE
(Application State)

([Check By] A~7°3 = C [Application] % 38R L 72354 o A ffi H Al g
DAT v a CEBRLET,

[Installed] : 7 T A7 > MIEERT 7V r—3a VBA VA h—
EIOMNEFERT LI, 20X Faridd AL ET, EEOD
arBhLIENE. BET 7 a NN A—ShET,
 [Running] : =% RARA > hTT U r—a URETESNTND
THIZE, ZOF T arrEr A LET,

REFOEDa=vy
(Provision By)

([Check By] A" = > C [Application] % 38R L 72354 0 A ffi FH #] g
DA T a BB LET,

« [TXT (Everything) ]:[7 7 V¥ (Browser) ], [/3»FEH (
Management) |72, VA RSN TWDLTXTOHT Y % i54R

o [£4HT (Name) |: 12D EDOHT Y ZFIRLET, =& 20F]
(Browser) |77 U 28T 5L, [ X4 — (Vendor) | RH
MZXIGT DR A —NFR I E T,

« [ 7Y (Category) |: 12U EDOHTTY (w7 =T %R (A
[N 277 w7 (Backup) ]. [7 7 VW (Browser) ], [T —% A |
Storage) |72 &) A ITTEET,

GE) BT TVIXOPSWAT 74 77 UMNHEIRICER S E T

[AYTFX FDOAEEM (Context Visibility) ] >[T > KR4 > b (Endpoints) |>[a> TS5 4
7R (Compliance) |V 4 > KU T, £ RAKRA LU FTA U A= LEINTNDET U r—
a v EFEITTOT TN =g VOREKERTEET,

[(R—L (Home) 1>[HE (Summary) 1>[3>FS54 72X (Compliance) 17 ¢ &~ K7IZ,
RAF ¥ TEAAL MR THVHEILL TNDT RBRA » hOR— U T —UNRERINE

‘/Jﬂo

H—EXEFHDERTE

WDFETIE, [P—EA5M (Service Conditions) | 7V 4 > UMD T 4 —)L RIZHOWTiBA L F
9, CiscolSEGUI C[A==2— (Menu) |7 A 2> (=) 27V v 7 L TEIRLEF[R) O—
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avIsq47vz |

(Policy) 1>[R1) >—E% (Policy Elements) 1>[5§# (Conditions) ]1>["RXF ¥ (Posture) ]>
[H—E ZX&# (Service Condition) ].

KR8 H—ERFHOEE

J4—ILF% FREDAA KSA4Y
#A1 (Name) P—EREKMEOLFTE AT LET,
SRER P —EARMEOHAEZAS LET,

ARL—F427

AT L
(Operating

Systems)

Y= AL EHEHTHINEOHLAX—T VT VAT AEERIRLE
9, WindowsOS £721ZMacOS D EFE X FE R NN—T g VEABIRTE E7,

H—EX%
(ServiceName)

N—hrELTEWET DT —Er Fhida—Y—xo—V= F F—ERAD
i AT LET (72 & Z21F comapple.geod) ., T—Y = ME, vy
R sudo launchetl list ZfEfH L CH— B AGMF2MR L £7,

Y—ER 47

IIAT DAL TTAT U AT HTDIZT—T = RSN
DUBENRDDBATH T — AL EINLET,

o [T—F (Daemon) |: /WU =TT BT TA TV MT /A AD
AFx XU BELEY— AR TA T hOT—E L —ER
DEESNTEVANIHEINE I DET =7 LET,

o[2—H—xz—T x>k (UserAgent) |: ¥ /L7 =7 BS54
WCETTH—ERRE BELLY—EARNI I T hDa—
P—P—ERDFESNTZVANMIHDINE I DET =y 7 LET,

[T—FrELEF2—YP—=—T = (Daemonor User Agent) ] : &
ELlEY—eART—ErFioida—P—o—V b —ERY
ANMZHEIZNEIDET =7 LET,

Y—ER AR
L—% (Service
Operator)

IJIAT VN CF 2wl —ERA AT —FZRAEERLET,

* [Windows OS] : —E AN [T LTS (Running) 7>, FIEL[FE
1TL Ty (Not Rumning) 1 22&F = v 7 LET,

*[MacOSX] : —bE AN [r— KiFH (Loaded) 17>, [E— K& TV
720y (Not Loaded) 17>, [H— FEATEITL TS (Loaded and
Running) 7>, [#& T 22— Rfl&Tr— Fi%A (Loaded with Exit Code) ]
M [A— REHRTETL TS ELITK T 2— RBN TS (Loaded
& running or with Exit code) |1 E I & F v 7 LET,

EErEYY

BMAR AT v 5 (26 *—2)
BERATF v 51 27 =)

B o2751472%
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y T
RAF Y EEFHDEE
HOFIZ, [BErA(F (Compound Conditions) 17 4 > KU DT ¢ —/L K& LE T CiscolSE
GUIT[A==2— (Menu) |74 =2¥ () 7V v7 LTERLEI[RY P— (Policy) ]>
[ &—FE% (Policy Elements) ] >[4 (Conditions) ]>[RRF v (Posture) ]>[E&%E
¥4 (Compound Conditions) ] T,

#fzx7raazkonz [

R I RRAF Y EEEHDHK

B7 (AND JEE
FAE T&) ZAff
ALET)

TJ4—ILKF4& FEREDHA KA

£/ (Name) VBT 2 AL T2 AT LET,

Bl TER T 2 EASMEORAE A LET,

ARL—=T 42T |1 DL E® Windows AL —F 4 > 7 VAT AERIRLET, Zhick

VAT L D S S D Windows XL —F ¢ 7L AT AR BEAT S
ZENRTEET,

AHwa() TrAN, LYARY, TTUr—ar, = REMLE VD Bl

(Parentheses( | {th % 4 7725 2 SO EMISHEAMHAGDEDLITIE, Ay atx s )y s LE

) T,

(&) : AND jH BEMENITIZAND BET (FTo 3 R (&) ) ZfEATExET, -

L %1%, Conditionl & Condition2 & A1 L £,

() : ORIHE ¥
(OR JHEH 121X
My ZEHALE
7)

BEMNIZIZ OR R ek 1)) ) A CTXET, &2,
Condition1 & Condition2 & A S L ¥4,

(1) : NOT J#E
+ (NOT J#HE +
Wik Ny 2
LE7)

BEASMHENIZIINOT A 7 (&REERF (1) ) Z#HCcEEd, &2
Condition1 & Condition2 & AJ1 L ¥4,

LR PSS

Tr AN, LIRKNY, T =gy, = REMEE W) BS R
DY R IDBHIEKRLET,

Fo, ATV ML I AT AN, LUARNY T r—g
V. =B RS W) BSE AR T E £,

TrAN, LIRARNY TFU =gy, —E RSV D S
ZYERRT DI, [BfE (Action) | RZ D7 A v 7 Evli— (Flaj&Ek
) 227Uy 27 LET,
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B v xusspons

BENEYY
RAF ¥ M (25 =)
BERAT v EMOER (27 =)

VA IV AR REHDERTE

CiscoISEGUI T[A=z2— (Menu) |74 2> (=) 27V v 7 LTEIRLET[RK) >—
(Policy) 1>[R1) >—E% (Policy Elements) ]>[5# (Conditions) ]>[RRXF+ (Posture) ]>
[J4 ILAREKEE (Anti-Virus Condition) ],

J4—IL K% FREDAA KSA4Y

%A1 (Name) VERRT % 7 A IV 2t R4 D4 BT 2 A LE T,

aiBA TERRT D U A VAR EMOBAZ AT LET,

ARL—T AT | FR—F 4V TV AT LEBR LT, 7947 h EDOTA N ZES
VAT L 075 L5DA A N VERRT DM, FRITEEREH SN RGO Y
ANVAKIRER T 7 ANVDOETZHRLET,

No&— Ky 77X JRARMPERUE—ERINLET, N —Z @RS
EL T UFUANAREBIONRN=Y g UBREG S, [BIR LR H—
DHELEL (Products for Selected Vendor) | 7 — 7 /WZFE RS NE T,

FIvID BAT (V54T RN ETA VAN AETF v 350, FHRERFOERT 7
(Check Type) | A LOEHHEF = v 7 T H0ERIRLET,

AR =L TIAT U DT vFIOANATOTTEADA VA N=NDEEF v
7 APEEITEINL 97,

EE TIAT LV N EDT T OANARBED, FFDOEFHT 7 A /VOFEH DI
(Definition) Ty 7 THEARITERNLET,

BIRLI=-AU S —0D& S (Products for Selected Vendor)

T=TNAMET T UANARBERIRLET, LWT T U A L A% (New Anti-virus
Compound Condition) ] X— Y T®R L7e_X F—|ZHSNT, 7—TWME, ToFUA LA

HEBIONN=V g BETL2EEOIR— b, EFOERT 7 A NVDOHME =V 3 T
B2 Ha s L £,

TN ABEIRTLE, TUoFIOANATO T TEADA VA N—VETF w7 LIz
D, BFOT LV TFUANAERT 7ANVOAMNBLIORHINN—Vars2TFoy 7 LY TEE
ﬁ‘o

N\

GE)  [R"—RATF A %M (Baseline Condition) | F 721 [EE 72551 (Advance Condition) ] D\ T 1
MG, KT ANVAKIKREIZK LT 1 OOFRMFOHLERETEET,

aAVISATUR
[ 50| |
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N—R54 V&%

vanzugsoze |

J4—ILF4&

A RS14Y

=T \VASD N2

(AR —=FT A VTV AT LR H—%H
T AL EICORBEHATEE) Fry 7 H T
YA INHUANAROR/IR—Ta &
BIRLET,

ZOFzw 7280, Xy FU—7 EOFTR
TOZY RARA Y MRy NU—ZRY v—
DEASI., TANVAREOE/IN—2 9
WZHEPL L E 97,

mRAN—D 3

DA VAR OERAN—V 3 U, RAF v
74— REEHT DL ABNICSET SNET,

BINEMLEDS 2 —JL/N—a Y

B/NEILE Y 2 — R —U g U Fo—V
MO EHSNET,

BEGEH

J4—ILF4&

HAESA4Y

RFDA EET7AILDN—23 VITHL
TFzvY LET ((EHAEELRIES) (Check
against latest AV definition file version, if
available)

([E#% (Definition) | F = v 7 XA 7 &ER
LGB CORMEHFIRE) 7 74T hOT
VFUANAERT 7ANDN—T a Uk
F v 7T HEEITER L E T, CiscoISE T
DRAF ¥ BHFOFER L LT, &HOT T
DA NAERT 7ANDNAN— g U EEHT
EHLEXTE, FON—T g L NIKTHT v
T BTONET, ENLANOEGE, o4
varvEERTLE, 77470 N EOER
77 A IO HASFE, CiscolSE DI DEFRT 7
ANDOAFZH L TF oy TEET,
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B v xusspons

T4—IL R4 HARSAY

VANAEERI7AINE (B ISTD2E | (BT =v 7 H4 TE2RRLUTZHEORMH
A9 5 (Allow virusdefinition filetobe | FiF[RE) 7o F U A L REET 7 A LD/ S—
(Enabled)) Tark, VAT N EORKOT F T
ANAERT 7ANVOAMNET = 758
AR L ET, BFOERT 7 A /VOHAF
W, WEORFOT v FIANVAERT 74
NOBMEIZBEOV AT LML, K
D7 4=/ F ([LVHWHE (days older
than) | 7 4 —/L' R) TERLLHELY &
WIZ EIFFFA S ERE A,

F 7N LTS E, RO AV ERTZ 7 A /LD
N=Ta N L TCF =y 7 LET (BEAFT
HE72836) . (Check against latest AV definition
file version, if available.) | 47> a v &AL
TCT Y TFUANAERT 7ANDN—=V g
DHhZF =y 7 FTHIENTEET,

K YHLVE% (DaysOlder Than) IITAT VN EORFOT FTANAESR
T ANDRMR, BEOEFOT TF U A
NWAEFRT 7 AND AN EZITBED T AT
LAHAMAEY MW ERFRINDINE
EFLET, 7740 MEZO0 TT,

RO T7 74 I)LOB{ (Latest File Date) [£ VA% (daysolderthan) 127 74 7
NEDTUFIOANRAERT 7 A VD A%
Fxv/$THZEBRUES, ZOHMEL,
74—V RTER LI AR V2 L 337
BINET,

A¥caT 7 40 M (0) [ZERETHHEE. 7
FAT N EDT U FOANREFRT 7 AV
OHAMAN, BEORFOT T UA IV AER
TZrANVDORAMFEY B HNZ EIFFFAESRE
A,

WAED X T LA (Current System Date)  [[X W 7\ H ¥ (days olderthan) | 7 A 7 >
NEOTUFOANAERET T ANLD AL E
Frxv 7 FTHILHBRUET, ZOHAE,
74—V RCEE LI BT W2 & 23FF
REINET,

A&7 740 M (0) ICRRET 2%, 7
FAT VN EDT UFOANAERT 7 AL
OHAD, BEOY AT LAHMFLY HHWE
TR ENER A,

B o2751472%
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EErEYY

7oFraiqyrrasstont [

\ERAF ¥ &lF 27 3—2)
HATREF LT v FIANABLOT v F A T =2 T8 (29 2—3)
TFUFIANAETUF AN T 2T FR— 1 FE (29 ~2—)

TFOFANADITEEFHDERTE

DRI,

[ASHHA

M (AS Compound Conditions) ] 7 4 &~ RUD T 4 —/L FERLET,

CiscoISEGUI T[A==z— (Menu) ] 71 2> (=) 27V v 7 L GRRLEI[RY O—
(Policy) 1>[7R') —E% (Policy Elements) ]>[§&f# (Conditions) | >[AS#E&%EH (AS
Compound Condition) ],

R10:7FRNRA I TEEEHDORTE

TJ4—ILF% FRLEDHA FSA4
A1 (Name) BT BT v F AR U= THEESREOLRIE AT LET,
BL)] BT D7 v F AR T = THEASFEOBHE AN LET,
ARLV—=—TFT AT |G —F 4 VIV AT AERRT DL, V54T M EDARL T =T
‘“/ZF'A_ TR T TADA A N— N ETF 7T B, FRIISMENEH SN
(Operating | 2 F#i D2 A &7 = TRHIWER T 7 A VOEH & F = v /% LHTE
System) E3
RUH— Kay X VA RNNPORUE—ERBINLET, XU —%2RINT D
(Vendor) L TUTFARL T 2T RIB B LONR—T g UGS, BIR L=
v HZ—D#L (Products for Selected Vendor) ] 77— 7 /MIZE R ENFE T,
FIvD RAT | V54T FECA VAN AEF =y 7T 50, $RERTOEERET 7
(Check Type) | A NOHFEHEF = v 750, WTFNIDZ A TEBIRLET,
A 2VA =)L IIAT N EDT o FANRAL =T T T TEADA LA N—ILDIrE
Ty 7T HGARITERLUET,
E & IIAT VN EDOT UF AR, =T RO, T DOEFRT 7 A VDO EH
(Definition) DHEF =y 7T HHAITRIRLET,
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avIsq47vz |

J4—ILF4&

EREDHA RZA4 Y

DALIAEET7
AILE (B I
TEHIEEFHAT
% (Allow Virus
Definition Fileto

IOF v IRy T AF, TUF AR U 2T EHRT =7 XA T EVERK
THEXIA NI, TV F A T=2T A VA RN—VF vy XAT
BERT B L X34 T7ICLET,

FATTHE TOBRICED, 7 9A4T 0 P EOT U F AL T =T E

TILD) T T REREHED

be (Enabled)) BITANDNAN=2 a VBLORIOT VT AN T2 T ERT 7 A NVD
HftaF =y 7 CXFET, BEOERT 7 A NVD AN, BIEDT AT A
Afms, [L0 v B% (daysolderthan) 17 4 —/V R CEFR L7-HE X
DWW Z EIFFTAEINERA,
F7 DR, FORRICEY, [VANVRAERT 7 A NVE (B%) 275
Z L &EFHT % (Allow virus definition file to be (Enabled)) 1 F = v 7 R v
TDANRTTDEXIT, TUVvFARRA T 2T ERT 7 ANDNA— 9 DI
Ty I TAHIENTEET,

FYBHWLEE IIAT v N EOEFOT o F AL T 2T EFRT 7 A4 VD BN, BIE

(Days Older DYAT LML BMAHE N ENFRSNINEERLET, 774

Than) v MEIX 0 T,

WAEDIATLB|[L 0 VWHEE (daysolderthan) 17 A 7> b EDT v F 24 7 = 75

f$ (Current BT TANVOANETF 2w /T 5 L HBRLET, CORME, 74—

System Date) LV RTER L BT HN T ERFRSNET,

H¥%a7 74/ ME (0) IZRETLDHEG. 2747 M EDOT o F AN
AV TERT 7 AND AR, BUED VAT ARFTLY bl 2 & I3EF
BINEEA,

BIRLFAVT—
DB (Products
for Selected
Vendor)

T=TNINST U TF AN T = T - E RN E3, FrLunT o F AN
A 7 = T HEESM (New Anti-spyware Compound Condition) ]2— 3 THEgiR
LR H—IZHESNT, 7=, T F AR, 7o TR B LD

N=Vg v BETIEEOYR—, HFOEERT 7 A LD A EN—
Va NET O ERAE RS L ET,

T NANOLREERIRT DL, TVF A, U2T TR T T LD A

hN—=ZF 7 L2, FDOT VF AN, T 2T EFRT 7 A /V0 B
BIXOREHNN—Va v dF oy s L2 TEET,

EENEYD

BERATF ¥ &M (27 =)
%ﬁﬁ%ﬁ(ﬁ#? VFTDANABIRT VF AR, T TS (29 X—)
TUFIANALT VF AL T 2T PR— b E (29 2—)

=JL ==

ax X

IV = TR AR T = TR L T A VAR D IR E T, OESIS /N —
VavAxUEOa Ly IS AT A EFTY 2 — LT R— FENTWET,

B o2751472%
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vy rrrEztose [

ZOU 4 RUERRTHICE [A=2— Men) | 7TA 2y (=) 27V v 7 LTERL
F9[RY) >— (Policy) ]1>[R1) >—E% (Policy Elements) ] >[4 (Conditions) ]>[RZR
F+ (Posture) |>[< L™ = 7*x%EEMH (Antimalware Condition) ].

\}

GE) BEOEENEHINALICA LA NN LAY = 7R 2 REC1 a2 LT+
HZLaRBEOLET, FHlLane, LUz THREREDT—V ) A LZARA

FyFT =y I DRT L2568 H 0 £,

TJ4—ILF% FREDHA FS14 Y
Z A1 (Name) <)L = T RESO4HIE AN LET,
SiRER <V = T RIRGEEOFAEZAST LET,

ARL—T4 2T

FR—=FT 4 VTV AT AERIRL T, 79472 b kO~ D =755

°/X7_'A_ TaT T DA AN —IVERERT D, FTIEEMEEH S D 5O
(Operating YT 2T RRERT 7 ANVORF LR LET, . Windows, MacOS,
System) BEOLinx A< L —F (27U AT AP H— b LTOET,
Ny F— Fay7ZT L YA RPORE—Z@ IR LT, @Rl —D~
(Vendor) = TR, N—Va | BHOERD, BROER -V a
B/Na L TTAT AT Y 2—)b 38— 3 ) [Products for Selected Vendor]
T =T MIRRSNET,
FIvd 34T | kONThHIhOF T a v EBIRLET,
(Check Type)

e[nstall] : 7 747 M EDOSAL T =TT 0 7T hDA A F—)b
DHEWRTIBBICZOF T a v E2RIRLET,

s [Definition] : 7 74 7 > b EO~ T = T RERBG O, B OERT 7
ANDEHOHEMGRT 25 IOF T v a VEEIRLET,

BHO AV B

27 ANDIA— POV 2T REBEER T 7 ANDNN—2 g UEMERTHESITEIR L E
YavIitHLT T, CiscoISE TORAF ¥ HFOFER L LT, HFO~NLVT = TR TEHE
i ‘77‘%&2 T7ANDN=T a VEMHATE D L XL, £ONA—Va x4 T 5
;Eﬁqﬁlﬁﬁfdﬁﬁ F oo s PFBIRET. ZHUSADEL. DT q R TS L
=) i (Check IIAT N EDERT 7 ANVDHEf%E, CiscolSE DI DER T 7 A /v
Against Latest AV T

Definition File | S LTT =y 7 TE £,

version, If ZOF =y 7%, BN LR O [Latest Definition Date] & 72 1% [Latest
Available)

([Definition] F = v 7 Z A T2 @R LI E O A ARE) 7 747 > b

Definition Version] 7 ¢ —/L K Cisco ISE I[ZfEMFE#H SN TV B IEEIZD
HHERE L E9, & 9 ThWEAETX, [Current System Date] 7 1 —/L R & fifi [
THLEND Y FF,
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J4—ILF4&

EREDHA RZA4 Y

[Allow Virus
Definition Fileto
be]

([Definition] = > 7 ¥ A 7% RN LI EOABHAIEE) <0 =T X%t
RERT 7ANDN—=Varvb 74T EOREHO~NLT =T 5%
EFRT 7 AND A EHRT DHAICZOF T v a v EBIRLET, &
DEFT 74 /V® HAf % [Days Older Than] 7 4 —/V R CEZRLIMELY b
AT 52 &IETEEREA,

Z 712 L1284, Cisco ISE Tl [Check against latest AV definition file version]
FTvar el oA T 2T RHRERT 7 ANDN—=V a L DhE
Fry 7 TEET,

BH{t (Latest File
Date)

KYUHLBEH AT EOBRFOSALT 2 T REERT 7 AND AfT R, O
(Days Older FO~SLYT 2 TRIEERT 7 ANO BN EFRITBEOT AT LB LY b
Than) A CEDHEATCERELET, T 74V MEIXO0 TY,

BHDIT7AND | 75 4T > F FORFO~NLT = TtREFRT 7 A VO A& 8O RS

D~V 2T RREZR T 7 A NVOBF LY LRENCTE S BEAE TR T DI
X, ZOF T a EBIRLET,

H¥a 7 7 4V MEICBRET 256, 77472 M O~y =7 /HE
E77ANVOBENMNE, MEORFOILY 2 TRRERXZT 744 VDAL
DHENCT D2 LIRS NEREA,

ZOF = v 7%, B L85 O [Latest Definition Date] 7 1 —/L K ® Cisco
ISE IZEDFM SN TODEAITOHERE L ET, £ 5 TRWEAIE,
[Current System Date] 7 4 —/V RZ&FEHTHLERH Y 7,

REDODATLH
f+ (Current
System Date)

TIGAT v N EOBRBIO~L T 2T RREFRT 7 A VO B NRBEED T A
TABFEY BEICTEDEEETERTHIZE. ZOF T a rERNL
S

H¥Z2T 7 40 MEICRET DL, 279472 b EO~LD = TRIRERHR
T ANOBMNPIEDO L AT LB ID BENCTHZ T TEERA,

Mac OS T® Carbon Black Cloud 3.x D~ /LU = 7 %R IEHITHERET D I12I1E. 03k D
A2 L CWARERH Y 97,

LT ITAT U AEY 2 — T 432741 LU B REWVWKLENDH Y £97,
o 1T, RV X — VMware, Inc. IZBHEAHT SN TWDAMENRH D F7,

&% CiscoISE Y U — A5 Carbon Black Cloud 3.x SN FRICHRE SO Y U — R
T v 7L —RT5858, RAF ¥ 74— FOFEH%. 220 Carbon Black Cloud 3.x 55473
[Anti-Malware Condition] ¥ -t > K &7 ® [Advanced Conditions] fEIk(Z U A s &4 FE 7, Cisco ISE

U U—2x33 T,

i‘ﬁ—o

B o2751472%
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—

T4 3Ft

Feovaryameposz ]

~ 2 #'— Carbon Black, Inc. (ZBJ# 1T 54TV 5 Carbon Black Cloud 3.x 5§44 % HIkx 9 5 8
3V £9, Carbon Black, Inc.?Carbon Black Cloud 3.x {4 2BEZD~ /L7 = 7 %Rk
ZRRGE LT, N & — VMware, Inc DFFEEE T2 0LERH VY £,

EELEY D

b1 67 A T e

(27 _—)

) BRI HDRTE

DI,

[7 ¢ 7 ¥ a7V Bzt (Dictionary Simple Conditions) ]V 4 > K7D ~7 ¢ —/L K

ZRLET, CiscolSEGUI T[A=a2— (Menu) | 7142 (=) 27 Vv 27 LTEIRLET
[R1) — (Policy) ]1>[R') >—E3Z*K (Policy Elements) ]>[$# (Conditions) ]>[RAF
(Posture) 1>[T« 2 a7 B#iZH (Dictionary Simple Conditions) ],

R1: T4 aF ) BHEHEDRE

J4—ILF4&

EREDHA RZA4 Y

[%&#1 (Name) ]

B 27 « 7 a7 U MR OLARIZ AT LET,

B

B 27 4 7 v a7 U MG OBAEZ AT LET,

B (Attribute)

T4 vaF Vb RMEARIRL 3,

BET

BER L 72 BRI B 2 BT T A 7 28R L £,

T a7 va Tl VRIEICEEMN T DEZ AT L0, ElidFny 72y
U A b5 b HRTERF A OE2ER L £,

EELEY D

WA 2o
WAL A T O 1Rk

(26 =*—3)
(26 =—3)

T4 AT VEESRHDRE

R12:74 92 3T VEBRHORE

TJ4—ILKF4&

FEREDHA K1Y

[&87 (Name) ]

BT 27 1« 7 v a T VEAERMFOAREZ AT LET,

HL:L BT 27 4 7> a T VEASREORHEZATI LET,

BEOERZESA | R P —EEITA T T U NOHEAERFEAOSMEZEN L X2 ERTD

TIVDBRER |, FHEBORT v 7 TT Ry 7 BHAEORT 2058 L £,
(Select Existing

Condition from

Library)

av73547>2 IR



B oremzuone

avIsq47vz |

J4—ILEA FRLEODAA KS1 Y

EH4 RV —ERZITATTIMNETTIHER L TWDT 1 7 ¥ a ) U B
(Condition 2R U E T,

Name)

= (Expression)

[:f44 (Condition Name) | K12 v 7 Z 7 2 U A h TORERIZHESNTK
MEFHINET,

AND F7=[Z OR
EHEF (ANDor
OR operator)

FTATTZIUMBIBINTE AT 4 7 a ) U BEMSM 2 imF I HlAs e
5121, AND £7-13 OR JHE 2 =R L E4,

WOBIEZEAT 5 12IE, [#E (Action) 174 2% 7V v 7 LET,
« BMEAEDOBM (Add Attribute/Value)
« 7477V nbEMHEEM (Add Condition from Library)
« HiE® (Delete)

FHLOEBDER | SE8E R 2T 0T 4 7 v aF U ERZa—Y—EET 47 aF U n
(BEBAT TV a | Brain L7,

>) (CreateNew i N . _ .

(Advance HZEHTEET,

Option))

&4 TTIER LT 4 7> a ) BSR4 38 IR L £9,
(Condition

Name)

= (Expression)

[2C (Bxpression) | Ky 7 &7 URARND, T4 7 v at U HEHSEM
ZERCE £,

RPN AE & B A T DT AR L 9,

T4 v a ) VEMECEEMN T 22 AT D0, Eloid ey I AT
UASPBIEZER L ET,

EENEY D

AR AF v 5k
AR AT v FMEOVER

C 1 =
Ny FEBEZHDERTE
WDFIZ, [73y FEBEA: (PatchManagement Conditions) |7 4 > KU D7 ¢ —/L K&E/RLE

T, 20U 4 RUEFTRTHITE, [A=a2— Menu) | 742y (=) 227V v 7 LR
R L F 9[Policy] > [Policy Elements] > [Conditions] > [Posture] > [Patch M anagement Conditions]

b(‘\—a’_‘O

B o2751472%
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=®13: XV FEBEEL

znzz [

Ny FE

J4—ILF4& FRLEODAA KSA4 Y
281 (Name) Ny FEBEMEOLETIE AT LET,
Bz Ny FEBEMEORHEATILET,

AR —F 4 VT VAT AETIRL T, =y RRA v F EosSy T8 Y

(Vendor Name)

VAT L TR =T DA AN VEMGRT D, F3SM0N#EH I NS5O
Ny TEHMERT 7 A NVOFEF 2R LET, Windows, MacOS, F7=i%
Linux OS Z BN CTE £, F/o, Ny FEEFMELERT DEHO A~
V=T 4T VAT LADNR—=Va VEERTLHZ L TEET,

RUF—4 [Vendor Name] K2 7' &7 U A RMNHRU X —ZRINLET, EIRL

Te_U =Ry FER-GB L OEN SOV R— G o—2 g 1
EOWT, F=uv 7 FA7 RPRIGEY 2—/L DY R — L OFFEMD
[Products for Selected Vendor] 7 — 7 /WZFK R EINET, 7T—T7LHND U A
NI, BIRL7EANL—T 4 VT VAT AL > TEDLY £,

Frvy 847
(Check Type)

WDONWTNDA T a BRI ET,

HR LN RARA v Moo >
ZOF =7 ZATT

s [f > A h—/V (Installation) ] :
A= STWDENE I AR LET,
FTARTONF—=THR— S THET,

GE) Cisco Temporal Agent D354 (%, [Requirements] 7 & K7
C [Installation] = v 7 % A T hE&Te/N» FEELIFD R
BRI TEET,

* [£%h (Enabled) |: @R L7=BENT L RIRA > NTHENE 2 0%
B LET, XX —ORENEIRLIZTF =y 7 XA 7% HKR—h
LTCWAEMNE I D& GBI L= 2 —0BLE (Products for Selected
Vendor) | VA NEZHTHZ L CTREBELET,

o [F#r (UptoDate) | :i®R L7zBEIZKITTND /Xy TR NN E D
NEERLET, N ¥ — @%&175>@?}i‘bt?m v 7 B AT R —
FLTWEME D D E R LT X —0#8 (Products for Selected
Vendor) | VA NEZWTHZ L TREBLET,

[Vendor Name] 7 4 —/L R CHE LR =038 R — h 285m0 Y X
k& FKRT B121%. [Products for Selected Vendor] K v &7 ) X k%
7V LET, Ie2iE, B & "W 202 008G 2FFoO~ 0 2 —
A’i’ig?ﬁbﬁk LEJ, 85 11 [Enabled] 7> a v &¥HR—FLTW
YN 2 IR =L TWWEERH Y £3, ok, W1 »n
%:y7&47®w¢h%#f FLTWARWEAIE, L —FREnE
R

av73547>2 IR



B 7 xrmsiznons

avIsq47vz |

J4—ILF4&

EREDHA RZA4 Y

A4 2R b—ILiEH

Ny FDHESR
(Check Patches

Installed)

([Up ToDate] = v 7 ¥ A T %R LT E5OAMHHAIEE) KL TV

BNy TFOETT 4 (BERKE) VAV EHREL, YEIT 0 (EKRE)
WCEDWTRERTLZENTEET, ROWVWTNDLDOF T g Z@ERL
i‘a‘o

o [CriticalOnly] : 7 VT 4 AN Y 7 ho =T Ny FREHANO R
KA Y MIA VARV ENTWENE I DEfHERLET,

* [Important and Critical] : HE)»>27 U T f AN T v T =T /8y F
DREANOT Y RARA L MIA VA R =L STV ENE ) NEHER
Liﬁ‘o

* [Moderate, Important, and Critical] : FF2E, HEIB IOV U T 4 7R
V7 N2 T Ry FREANOZ S RARA » MIA VA =L ENT
WEOEMNE I DEHERBLET,

* [Low ToCritical] : {RFREE, HFEEE, BHE, BIOZ VT 4 N2V T
Fo =T FREANDT Y RRA v MZA VA =L EZITWVD
MNEIDEHERLET,

[TNT (A ]: TRTHOIETT 4 (EKRE) LYULOREL T
HRNyF oA A =L LET,

EENE YD

PRy FEBEEMOER (32 3—)

= = s

T4 RVBEEFIEEHDRTE
WOERTIL, [T 4 A7 K55 (Disk Encryption Condition) |V 1 > KU D7 4 —/L RKIZD
WTHEBI L E 9, CiscolSEGUI T[A=2— (Menu) |71 2y (=) 227V v 7 LTGERL
FI[HR Y — (Policy) ]>[R Y > —%F (Policy Elements) ]>[4:f4 (Conditions) ]> [ A
Fx (Posture) ]>[7 1 A7 W5{t5f4: (Disk Encryption Condition) ] T,

R M:T 1 RVBESILELHDORE

J4—ILF4&

FEREDAA RS2

%81 (Name)

B 27 4 27 WS b RE A2 AT LET,

FiEA

T AR WEALRGOBAE A LET,

FRL—Ta427
AT L

TAAT W EACDT-OIZT =y 7T H U RARA Y bOAXL—F ¢~
T VAT AEFEIR L £, Windows OS F 72 1% MacOS ZEIR T £9°,
T, T A AT BALSRMEER T D120 OB DN~V g v OF XL —
TAVT VAT AERIRTHZ L TEET,

B o2751472%
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Fezomsitenozz

J4—ILF4&

EREDHA RZA4 Y

NS —%
(Vendor Name)

Ray 72y JA RPN =2 BN ET, X —DT =X
FIEREB I PENL DY R — bR A=V g | S bRETF = v 7|
BLOERNFINE Y 2 — /v AR — EREG S, [ER LN H— il
it (Products for Selected Vendor) | 7 — 7 /WIEREINETT—T7LHOD
UZAME, BRLEARL =T 4 VT VAT AL TEDY £,

[FRTEH:
(Location) ]

FT T a U R LT X — 08 (Products for Selected Vendor) |2
7y a vy THEACRS TV AHEAILORENTT, KOL T arong
Nz B L ET,

o [RpED v /r—3 3 > (Specific Location) |: f§E LT 4 A7 KT A
TNT RBRA v TR LS TWA) (72 & 21E Windows OS D
PEILC) . FRIFEELERY 22— T LKA SN TV A0

(7= & Z21E. MacOS DA 13 Mackintosh HD) % iR L £9,

s [VAT Lm/r— 3 (System Location) |: 7 7 4 /L k@ Windows
OSDY AT L RT AT EIZITMacOS D/ N— R R T A TR RARA
¥ FTHEBAESN TN EHER L ET,

[T XTONESRKZ A 7 (AllInternal Drives) ] : PNERD R T A 7 % iR
LET, vV MBIUOM S LENTETRTON—RTF 427 L 7
RCOWNE =T 4 v arDEENET, SRR OHRDO KT A7,
VAT VAN FT4RTIN—=FT gy, T—h =T 37
V. Ry hT—=I =T 4var, BXOZ U RRAS U MoOSES
FET 4 27 RT947 (USBBIOV U —HRL h%EI L TH
GSNT=T 4 A7 RIA T HETNZHUTIRE SN2\ 1XEBRIF S
F9, BMFEEALAOEELY 7 by =2 7TRIIZIIKRO OB H Y 97,

* Bit-locker-6.x/10.x

« Windows 7 £ Checkpoint 80.x

ES1bikRE
(Encryption
State)

(M5 5{LIRAE (Encryption State) | F = v 7 AR > 7 A%, R L7 85305
BlLIREETF = v 7 Y AR— L TWARWESIZTT s E—T > T E
T, VE—XX, T2y IRy I ARF NI T GEEDRFIREN
F9, B2 5{bFE A (Fully Encrypted) 147 2 V&R LT, 7
FATY ROT 4 AT KTATRERTEFALSNTODE0E S h iR
TEFET,

7z & %1% TrendMicro \Zxf LR ZAER L, 2 2D H— (DR
' —O [k LIRAE (Encryption State) ]1X MEW (Yes) | THH—FHD
[HF B {LIRBE (Encryption State) ]1x T\ \vx (No) | ) ZEIRLIZGAE.
NRUF—DRFLIRIED— 2 Tz (No) | 12725 TWAH DT [IE5
{LiREE (Encryption State) ]I1ZMEZNIZ/A2 Y £97,

GE) VE—4%7 0w r9hZTiEBMNOulr—2 3 U %BIT
. el —va UEOBMRITEREL AND HEE - TT,

av73547>2 IR



B usszuom:

USB &4

avIsq47vz |

HErEY D
T4 AT WAL OIER (33 ~—)

I

A

X AE

WD TIE, [USBSA: (USBCondition) 17 4 > K7D 7 4 —/L RIZOWTHMA L%, Cisco
ISEGUI CT[A=2— Menuw) |72 (=) 27V v 7 LTERLET[T—DVEVE—
(Work Centers) ] >[RRXF+ (Posture) ]1>[K1) >—FE%K (Policy Elements) ] >[USB],
CiscoISEGUI T[A==z2— (Memu) ] 7142y (=) #7 V7 LTERLET[R) —
(Policy) ]>[7R') —E% (Policy Elements) ]1>[5§# (Conditions) ]1>[RXF+ (Posture) |>
[USB & (USB Condition) ]

USB F = v Z I IFE/ICEZE S N-5AF T, Windows OS DHZ PR — kL TWET,

= 15: USBEHDERTE

Z4—ILF4A FRALEDHA KA
£ #1 (Name) USB_Check
i VAADEHERT = v 7

FRL—TF 4 >4 | Windows

VAT LA

AVTSATUR
Eoa—)L

N—= g v 4x UFBEMAEIT D, ISE DR AF ¢ HEPLE Y 2 — )L DR REH
T A= ROVR— |,

EENEY D

HMIAR AT v 50 (26 X—)

N—FO 2 7RIERGEDHRE

[/R1) & — (Policy) ]>[R)) &—E% (PolicyElements) ]>[/\— Koz 7EEEH (Hardware
AttributesCondition) ]CiscoISEGUI CT[A==— (Menu) ] 71 2> (=) 27V v/ L T#
WLFET[— FT7 =7 EMSMH (Hardware Attributes Condition) | 7 4 > RUIZT7 7 AL E
T, WOETIE, [/~ FU =7 @IS (Hardware Attributes Condition) |7V 4 > KU D7 4 —
L RIZOWTRI L E 7,

J4—IL KR EREDAARFS(4Y
£H1 (Name) Hardware Attributes_Check : /1280 B CTHN=T 7 4V b DA,
A EA 7 IAT  hinb A= Ny =7 BIEEZNET S R a0 HERNIER SN

Fzv 7,

ARL—T4 0T
VAT L

Windows 3~ C £ 72 1% Mac OS

B o2751472%
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#zxFvomr—av—25k |

J4—ILF% FRLEDHTA KSA4

AVTSATUR | 4x LI
Eoa—)L

RAFwHET—2 ) —AEH

T RABA 2k UDID ST — 2 Y — AN 8T D 5:F 4 E TE £3. BIfE. Active
Directory D& NP R —hENTNWET, RAF vy =—V = b THLEZ, UDID % Active
Directory I[ZIX[ET 5 A7 U7 ME, ISEICEZENRTWERE A,

A9 T REHEDEM

RAF Y EMEA7 VT FaEL L, Ty 7u—KRLT, TV RRA L bDIArTIA4T VAR
T H AR TEET, 77 ANDIFEETDINE I &R T 5 Linux A2 U 7 b OFlZIR
R LET,

#!/bin/bash
TESTFILE=/tmp/sample.log
if [ -f STESTFILE ]
then
echo "Success: File $TESTFILE exist."
exit 0
else
echo "Failed: File STESTFILE does not exist."
exit 1
fi

WDTT o " T —bEAT )T NEA TR R—=FENTWET,

TS5 bIr—L|YR—FrENBRH)TREA4T
Windows PowerShell 27 U 7"k (.psl)
macOS vx ) A 27 Y7~ (sh)

Linux 22z A 27 U7~ (sh)

1R BHEIIZ

c LU RIRA L N TR VT M aFATT D700 DE#MEMNL L ET, Mz W TiE, 27
U7 MRt a FATT D12 EHEAMYT D (65 2—) ZZRLTIZEN,

ATYT1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) 227V v 27 L GEIRLET R >— (Policy) ]>
[RY) >—E% (PolicyElements) [>[%&# (Conditions) 1>["RRXF+ (Posture) 1>[R% )7k (Script) ],

ATy 72 B (Add) 1227V 27 LET,

ATV T3 A7 VT NOL4RTEMAE AT LET,

av73547>2 IR



avIsq47vz |

B <rv7r2n0em

ATvT4

ATy TH

ATvT6

ATy 717

[ARL—TF 4 VT RXTL (OperatingSystem) | R v 7 X7 U R Minh, LERFSNL—FT 7
AT DR LUET,
[Windows] A XL —F (V7 VAT LEBIRLI2GA1%, [RI U T 24T (Script Type) | & [Windows
Power Shell£4778 1) — (Windows Power Shell Execution Policy) | 7 4 —/V RAERENE T,
[RD )T B AT (Script Type) 1 T, ROA T a L OWTAERIRL £7,

* Power Shell

« Power Shell Core

GE) [ROVY T 24T (ScriptType) 11X, macOS 5 X N Linux A L—7 1 > 7V AT ADLGA
T7HNVRT[YTIARY Y TR (Shel Script) [ ICHESNTWET,

[Windows Power Shell 277K 1) & — (Windows Power Shell Execution Policy) 1 C, RO A 7Y 3 OV
MEEIRL E T,

[N4NX(mmw] T RIRA VN TREFSLDMDORY S —TF K VB DA, 3 FD PowerShell
20T ERMEBIZR>TWTS, A7 VP NE2FEITTL5DICT VX IVELITVNEDH D £5 A,

* [AllSigned] : =2 R A > h TREEFHADOMDRY o —TT VX NVELLPUFNI > TV WA T
b, A7 VT NEEITTBHINET X NVEBELNSLETT,

«[Z2L (None) 1: AZ UF NI, =¥ FARA Y FOEBAFEDA Y VT FFATRY »—IZ > TIFITS 1
F7, CiscoISEICE»TAZ UV FOETRY —IIEESNER A,

[AllSigned] 47> = & FRIR L TELE D Powershell 27 U 7 k& FEITTH8580%, — FEBHENT
VRRA LV FOFEHTELNL— FRAERA FTICEEIN TS Z 2R L TLEIn, A7 V7 hD
%Zu WA SN DAEAEIIEE CE 2 RITILA MV ICRET 2 LERH Y . FRIGEHFIXHHERGER A b
SRR A AER S Y £, [AllSigned] TH. %7 U 7 R MEHTE 5 BIT50I0 £ > TEH SNTNS
ME#%@iTohﬁfééw RREFER A R 72— REEAER H 5721 T o TiEd Y 8 A,

[Z7A4ILDEFER (ChooseFile) |27 Vv 7 L, R—ANTATANLT v 7a—RKTH5RA7 V7 Ma@
RLET,

[#A L7 Dk (Timeout) | 7 4 —/V RiZ, A2 U7 hOXA LT T MK (BEA) 2 A0 LET,
B ®PAIL 1~ 60 b T,

A7 V7 NOETRHIPHRE SN A LT U MIfEzE2 5L, ==Y = MIRZ VT M &2EIRL,

[A2 U7 R DOFATRIET-1Z# A 57 7 b (Script Condition Execution Failure or Timeout) | 7 4 —/L K
TERRINIZA TV a NSV TEFE~—2 LET,

(A2 U7 FEBOFATRIMETIZZ A LT T K (Script Condition Execution Failure or Timeout) ] RIE &
NIZHALT YT RNOBNZAZ VT MBRET L2WEE, 723227 V7 NOFEITRRILE ’\ N
MES BN ERELET,

«[E# (Pass) | Z IR 5 L. KIS TWde~v—7 SNET,
<[RE (Fail) ] 28R 5 L. R Tk ~—27 SN ET,

B o2751472%
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20T rElERAT AEocEEEETTS

ATy T8 A7 VT NEEHEL L THEITTHICIE. [EEE/IL— b (Administrator/Root) | A7 a v RE %7
Uy 7 LET, nrAfra—F— L TAZ VS MEFTT DI, [m VA »2—P— (Logged-inUser) ]
FFvarRE BT I LET,

G¥) T—C2 U NVARAF Yy U= T7a—L, ZOAZ Y ML TRIR LU —P—HERRIC
BR7e< . BHEEMBEFHL, —HBx—Ycr NI /A rya—Y—HBEFERELE T,

ATw 79 [EE (Submit) 1227V v LET,

A ) T EHERITTA-OIEEEZHILIT S

TV RRA Y N TAZ YT F&FEITL, CiscoISE —_—NREIN TV RWT & kR
HITIE. BHEAMSI T 504N H Y £9, CiscoISEBEEETIE, 1 DL EDOPSN #RETE £
T, TRTOPSNICIFERARAEF =— o RN £3, EHEF = — HEEDOIEHET
EE D, PREGEAEE IV — b CAGEENE T, 71 H—7U » FORKIETIL, FE
HEF 2= NOTXRCOFEHELFEHTE £,

AnyConnectLocalPolicy D7 1 7 7 A VT ¢ Z OFEET = — IR OFEH E O SHA-256
T4 H—=TV U hERETEET, & 2IE, kOa~< 2 R, inputcer &V 9D L RITOFEH
£ SHA-256 7 4 > H—7V o FaERLET

openssl x509 -inform DER -in <input.cer> -out <output.crt>
openssl x509 -in <output.crt> -fingerprint -noout -sha256

wiz, HhoflERLET,

openssl x509 -in 535-pos.crt -fingerprint -noout -sha256
SHA256
Fingerprint=B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:AB:D3:E9:83:AB: 1A:BF:01:8F: 6E:F0:11:9A:B5

W OHNL, AnyConnectLocalPolicy.xml DFF LW ¥ 7 &R L TWET,

<TrustedISECertFingerprints>

<fingerprint>

<algorithm>SHA-256</algorithm>
<hash>B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:AB:D3:E9:83:AB: 1A:BF:01:8F:6E:F0:11: 9A:B5</hash>
</fingerprint>

</TrustedISECertFingerprints>

\}

GE)  SHA-256 7 4 > H—7V 2 NI, anrOFEIIH»DOLTEMTEET, KOWVTUIOE
RTT7 4o =7V hEBMTEET,
B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:AB:
D3:E9:83:AB:1A:BF:01:8F:6E:F0:11:9A:B5 F 721%
B9427F8509183040060BDBOC4836F0609075ABD3E983AB1ABFO18F6EF0119AB5, 7 A ' H—7 U L h T

TRICF LA CFIREBI SN ER A,

T—x v b, CiscoISEZFAED 7 v H—F Y v M EEETX DFFHEO 7 4 VT —7
U >~ b (AnyConnectLocalPolicy.xml \ZfF(E) ZMALET, = RARA > MIA RN F
T A=V MR RWESE, A7 VT MITy RRA LV P TEITENEREA,

AVTSATUR
I



avIsq47vz |
B =xrvrrera—r

\)

() AnyConnectLocalPolicy.xml “C7/r VA=V EPREEINTNDGAE, TXTOT7a—0
Cisco ISE [FHHAMRFET D 7-DICENLD T 4 o H—TV > "BMERH SN E T, GEENGH
TERWES, £33 74 v =7V bOR—BERHLHE, ©T7—A vE—VEEREN
FHA, FEL, ROTT—A b=V N [RAF ¥ A7 U7 b5 (Posture Script Condition) ]
LAR—=HMZEENTHET ([#-1E (Operations) 1>[L A —k (Reports) ]>[T> KAA vk
& 2 —4— (Endpoints and Users) ]) .

FMEA 2 VT MW EOKRECRM L E LTz, 7T A7 2 S, Cisco ISE Lo TIRRINIH— N—FEBE LI
AECE FHATLIL,

AP)TrETO—FK

27 VT MTE, REPEHE LR LT 2T 2 72D OBRIY & T 22— RS EET
o AZ VT ERBRTRT LGS, RMEEAKE~—7ShET, KTa—FiREr Xy
REWGHa, REFIRGE~—7 S ET,

27V P ROEITHNCIZ T — (A7 U T hOE T a— RORKO Ny V2 BFEe T —72 )
MRAELUT-5E. kil ~—7 £,

RIESNTZZA LT U MEEWNIZAZ U7 R3S T Liaho 7ot A7 V7 MIKT L, #
Ta— FPEUICRESNET,

CiscoISEGUI T[A==— (Menu) |71 2> (=) 27V v 7 L GRIRLET [BE

(Operations) 1>[L7R— bk (Reports) 1>[T Y KR4 > k& 1—H— (Endpointsand Users) |
>[IRRAF¥ A1) T +&# (Posture Script Condition) ] Z3#IR L, 227 U F rDOETAT—
A AZTERLET,

RDAT —=ZZADNTNNPRRREINET,
c0-FMERAT VT NOFATITHIILE LT,
>0-FKMAZ VT IRETIN, TDOARZ VT MIKK=a— RIS TLE L,
el -FMARZ VT MITRATSINERFATL,

DKM AR ) T MIFITENFEREATLE, RY —13BEEF =y 71T LEL
7=,

e BRI Y T MIFEITENFEFEAT L, ZI9AT VMR AZ YT OF o — R
WO L FE L,

e 4RI T MIEITENFREAT L, AZ VT MIEEHTF = Z7ITRRLEL
776

e S—FMAT VT INKIMLE L, A7V MIFETENE LA, BRIAICKT LE
HATLE (ZA4LT TR,

c6-FMHAT VT IPRKIELE LT, — RIS AT AEENBELE LT,

aAVISATUR
[ 66| |



| 2v7547>%
2oy 7tosgyro—r ]

e TR T ) T MIFITENFEAT L, ZAZ VT MEA TR R—PFENTWER
/\/0

cB-FRMFAZ VT IRRELELL, 227 V7 boOREITKRBLE LT,

¢« 9-_SfER 7 Y T MEFAEDOKEEICKILE L=, 7 74 7> b2, CiscolSE L » THR
NV —NR—FEHEEZRGECE EHATL,

O > >
AV T EDFoyO—k
RAF Y=V MI, RRAFYARY —ICEEND HTTPSURL OB A7 VT N e X0
r—RLEd, A7 U7 MI, ROFMEPHIENTHEICORE T o a— RInET,
AEHHTE DAEHED 7 4 H—7Y > b Y AnyConnectLocalPolicy.xml (ZfF7ET %,
*« HTTPS URL IZ L » TR SND 7 4 T —7 U > b3, AnyConnectLocalPolicy.xml (Z4F
FELTOWLEHTELMNET 4 H—=T U bE—HHL TS,

)

GE) e T4 U H—T Vv MEFL, TUoARTIN =V MBIV 2 P A RAF ¥
7 —TIEETEINEEA,

FFURT ATV Y FBLUE—VaY bLA BAF Y Tu— T, K Y—0¥h
PEF = v 7 WAL R2ASNET,

RAF ¥ R O—DERE

RAF ¥ RY—1Z 12 EOID I NV—TBLOAR L —T 7 VAT MMIEENM T S
TERAF XY EEOEARTT, T4 7 va bt VEkE, 73 AORRDZR) v —%2ERT D,
ID VN —TFBLOAR—F 4 7 VAT LAEMBEDLENTA T 3 v DEMETT,

Cisco ISE (21X, #H LRNWT A ADOW PR ZRET 247 a VHESITWET,

TNA AWM E L TWRNT EVABR L7254, Cisco ISE 1 TR AT ¥ ilifE RF v v =N
TLRIOEFIREZRE L. 731 A TR Z 52 7, 754 221, Mz
Fy NU—=T~OT 7B AMENMTESNET, 7. BE, E7ZITHEN (K30 H) TRHETHI

MERETEET,
FEAMIZOUWNTiE,  TISE Posture Prescriptive Deployment Guide] ¢ [Posture Policy] (DIH% 2
LTL7EEN,

\}

GE) (= RRA > FRY v—) & [GEET a7 7 A V] OGN [RY — (Policy) 1> [RA
Fx (Posture) ] D [Z DSt (Other Conditions) | THRE SN TWDHIFA, 7o 77 A7
R —FHHITHERE L 8 A
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH

\)

GE)  MTHIMER F/- 13 SND &, T ANRKRATF ¥ 7u—2FHOEE LGS (-
& Z0E, EFEEEN (Delayed Notification) 147> a U BNAEZN T, [FFAF v (Re-Scan) |

FFLa U BBIRENTVBEA, TS AL Ry hT—2 QUG T b E
F) L LR TR X ONRIE AR SR,

o M HARIE Temporal Agent (ZI3#EH S FEH A,
« WP Linuk =Y = > P TIEHFR— M SN FEHA,

(ENENER DT ZRE LT2) BEORATF ¥ RY =T N, ZAR—ET 55

B ENHDORRLAY U —TRE SN KROM TN T A 2ch A6 ET,

c FNRAADRRTHIRNC /R L, T2 FE T )L 2—2 KUY — (AUP) IIFRENFH

hoe

1R BRI
T IR THETN =X RY — (AUP) IZOWTHBEL TWALERHY £,
o EHIMEIN (PRA) ICTOWTHM L TWAXLERHY 3,

CiscoISEGUI C[A==z— (Menu) |71 2> (=) 27V v 7 LTERLET [KRY)— (Policy) 1>
[[(RXF ¥ (Posture) 1 £721X[7—Y 2% — (Work Centers) |>[/RXF+ (Posture) ]>[RRAF ¥R
1) — (PosturePolicy) ].

Fey 72 ORMEFHALTH LAY —Z2BMLET,
Ta T s ANERET DI, RV =X TNT Uy I TEHN, ERIITORRICH S [fHE (Edit) ]
z7 Vw7 LET,
V=V AT —H A (RuleStatus) | K v 7% 7 U A KNT[H%) (Enabled) | £72I1%[ME%h (Disabled) ]
IR L FT,
[RY v —A7+ =3 (Policy Options) | CRu v X o 28R L, [MTHMOKE (Grace Period
Settings) ] Z 4y HAAr, BfEIHAL, AL CTHREL £,
BRMEITRD B T,

*«1—90H

o1 — 2,160 EFfH

«1— 129,600 73

F 74 N T, ZOREITES T,

GE) RAF ¥ HIEOFRERNEE LIRWIGAETH, 7235 ARLRNZHERL TBY . x>y ad
MRS E 7200 TR, TP HIE Of%E (GracePeriod Settings) ] THRE S AL/ REfH IC
Pl TARAL AT 7 AMENMIE SN E T,
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ATvT6 (A7 a ) [BIE®EE (Delayed Notification) | E WO ARID AT A X% KT v 7 L, MPHIMORE
DEENMBELE T, MM To 7 IR 2—F—ICEN TR RINDG LI LET, & xF, @
FLEIEHE 25 50 % IZRE S, BE S TWDRETHIRIAY 10 73 D556 CiscoISE 13 5 3 RICKR AT v
AT —HAeF vy L, = RKA Y %75>£’$%L“Cb\fotb‘k#ULﬁL7‘_ Bl TR AR R L E

ﬁ‘ T RRA L FDAT—=Z AREERL TN D 5@?%@% EA ii%ﬂ*éﬂi’@f/u A6 R A2 T )
0 % ICRE SN TV DHEEIT. ﬁﬁ?,ﬂ;ﬁf’ﬁ@%ﬁ#ﬁ# (CHEDOIR T A v =V RFR SN E

?“o 7-72L, = RaRA v M, Z@%ﬁ;ﬁ%ﬂ@ﬁ@%ﬁ@ﬁ@]héiﬁ TR AMENMEEINET, IO
T 4=V RDOT T L MEIX 0% T3, AEh7&IL 0 ~ 95% T,

ATw 71 [—n4 (RuleName) | 7 4 —/L RiZ, RY —D4RTIZATILET,
GE) FHI LW RZERET D720 DRA N 7T 77 4 AF, FEETRAF ¥ R > —%{E5]
DONL—E LTHETHIETT,
ATv 78 [IDZ/L— (Identity Groups) ]FI/DALED ID 7 —7 % 3IR L £,

I—HP—FFEZ L RBRA L PO ID I NA—FICHEANT, BAF ¥ RY L —F{ERKTH I N TXFE
7,

ATFY T [ARVL—T 1 AT L (Operating Systems) [ 5InH AL —F 4 7 VAT AEERIRLET,
ATYT10 [HEHLE Y = —/b (Compliance Module) 5175 M B 72 HERLE ¥ 2 — L 23R L £ 97,

+[4x LIFE (4xorLlater) |: /LU =T HRW, T4 ATEEEL, /Sy FEH, BILOUSB O&ESEM:
EYVAR—FLET,

«[3.x LLBT (3.xorEarlier) ]: WA LAME, AL T =T RE, T4 ATHE L, BLOVSy FER
DEFESGMEE R — M LET,

o [T_XTH/NA—=T 3 (Any Version) | —7 7 A b, —E A, LYANY, TFVr—var, B
TG OREEIEE T R—FLET,
ATV TN [KAF ¥ XA (Posture Type) 15105, [RAF v ¥ A7 (Posture Type) ] Z &R L E7,

[T—Yxz bk (Agent) | —=—V = FEEAL, 7747 MDY LY HLETR CiscoISE R
Uy—zEdHL, @HLET,

[I—P YV FRTILR (Agent Stealth) | ——=— V= FEEBL, 7747 eSOV ED LN
CiscoISE RAF ¥R —%EH L, #@EHLET,

* [Temporal Agent]—YEHLOD AT — X Az T 5720027 T4 T > N ETEITIND —WFEITRHEY 7
A IV
ATy T12 [FDOMDSM: (Other Conditions) [ TiE. 1 2L EDTF 4 7 aF U EHEZBINL, Bt 13E48
FEELTT a7 v a P VIR ETEET,
GE) [RAF ¥R YU — (PosturePolicy) 1V 4 v RUTIE LI=T 4 7 > a7 U MG ET 1 2
TaF VEESRBIE. HFARY U—ERET D EXIZERERTINERA,

RATv 13 [Zff (Requirements) | 7 ¢ —/L RIZEZRELE T,

AVTSATUR
I



avIsq47vz |

B - rtor—svon-—on=

ATy 714
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[Savel 27 U v 27 LET,

I—SxobDODJ—970—-0DETE

ATy
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8
ATvT9
ATv 710
ATv7IN

T—xr FEARET SHITIE. Cisco ISE TRDOFIEZ EIT L £,

TV hTaT A NVEERLET,

TV My =V DT =Tz NEEEERLET,

7I7AT N TrEeVa=r s RY =R LET,

EE) HAZLRAF ¥ Z2IER LET,

EE) DAXMMEET 7> a v E2ERLET,

(EE) WAZLRAF ¥ OEMZER L ET,

RAF¥RY o—%ERLET,

J7IA4T N TrEeYa =S R v—EHRELET,

RET 1 7 7 A VEERR L E T,

RREARY U —ZRELET,

T—Vxr XU ruo— KL TEHLET,

a) SSID ([Z# L £,

b) 7IUNEEEITAE, FIAT N IRV a S R=A VAL LT FERET,

o [BifE (Start) 1227 Vv 27 LET, ZHUTKY, ==V FBA VA =L &, BIfEL TS0
EIYDINT =7 SNET,

d) [ZZIZHIHTHKE L7z (This Is My First Time Here) 1 %27 VU v 27 LE7,

¢) [T—Cz U hEFVO—RLTEHTSHICZIFIZZES Y vY (ClickHeretoDownload and L aunch
Agent) | IR L £7°,

f) Windows 721X MacOS D =— = D exe F72id dmg 7 7 A V&2 ENFIURTFELE T,

Windows D5 1% .exe 7 7 A V& FEFT L, MacOS DAL dmg 7 7 A VE X TN7 U w7 LT,
TV = a v EFITLET,

REBAEN—RADEHD=H DRHIRF A

JIGAT v 7ubeYam ITRBIVORAF v RN —D— Uz, FEHEO BMEICESL
FMEEEDDLZLENTEET, /94T e Pa = JERIIRAF vy R —Dng
DB DFEAES—ZADOLEMETIE, R CEAZERMHEICE ST T 278GEAR Y v —L—
IWVFIET D T E BRHESRMEIZ /20 £,

B o2751472%



| 2v7547>%
mE~—z2oskorvomeets [

el ziE, KIZRESNTWD XS ICRIUBHEEZER T2 0ERH Y £3, [FITE - LBk
(Issuer — Common Name) @M, 7 7 A4 7 b Fubya = Z 3R AF v &R
Yo —oOmGTHEHSNTHET,

AVTSATUR
I



avIsq47vz |
FEBAEAR— R DEHEDHDRREH

1:CiscoDFTOE =2y KR o—

. aAVTSATUR



| 2v7547>%
7L toRRF Y Ky o— [

2: [R5 A (Conditions Studio) ]

Conditions Studio

Library Editor

CEeRERFEREC

.....

\}

(F)  ISE % — S—FEBEE, AnyConnect 4.6 MR2 LIS DT AT AFEHEA R 7 CTEHETE HLEN
b0 ET, FHERELELTERAF v Fx v/ BIOMERIR, h—"—NEEIh TV
WIGEIIERE L E A,

» Windows OS : Vr— N—FFHEZ 27 LAFEHER N TIZBNT 52 0ERH Y 7,

*MACOS : V—R—FfHEEZ VAT LAF—F = —ZEBMNTAHXLERHY £, v F
T4y 2a—T 4 VT 4 AL GEHEZEEIT 22280 LET, ¥—F=z—
TIRAT IV r—2 a2 H LT AT LA F—F = —VICHFAEZBNLTLH, B
TA Y F—F == NIT TIFET IHEEITEL 202 B3 H D 7,

—

FIAILCDRRAF ¥ R o—

CiscoISE V7 b7 =7 I2lE, RAF ¥RV =707 7 A VOIEREZRFITT H. FRIIC
RESNTERAF YR —NEEABESNTWET, TAHDORY —F, T 7 4/L T
7o TOVET, BIEZESNT, INHORY U —ZFMTEET, RIS, T 7401
DN DNDTF T )V FDORAF ¥ RY > —%RrLET,

IL—ILB B =2

Default Antimalware Policy Mac | — > RK7R1 > Mz, 73— |Any AM Installation
FENTVERH—D~
N = TRRY 7 v =T

(Zm—V = FTEFR S
TWLHD) BA A —
NEI, TN ATHEITE
TN DMME I DEHERR L
£
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Default Antimalware Policy Win

T RARA v M, BR—
FENTWNBERE—D=
NIz TR 7 R T
(==Y FTERE SN
TWAHD) BNA VA h—
NEI, TN ATHEITE
NTNDENE I DERERL
*9,

Any AM Installation Win

Default AppVis Policy Mac

HHRENEL, FrEDOT
RARA > MZA A =)L
SNTWETRTOT 7Y
r—varEWELET,

Default AppVis Requirement Mac

Default AppVis_Policy Win

HHRENEL, FFEDOT
KARA Y MZA VA F—b
SRTWEFRTOTFY
r—va v EEELET,

Default AppVis Requirement Win

Default Firewall Policy Mac

=Y FRA > M, HR—
FENTNERE—D

TrAT O —NT AT T
L (=T PCHBRE
NTWDEHD) NA A

F—=LENTNBNE S 2
TR LET,

Default Firewall Requirement Mac

Default_Firewall Policy Win

=Y FRA > M, HR—
FENTNERE—D

TrAT O —NT AT T
L (=T PCHBRE
NTWNWDEHD) NA A

F—=LENTNBNE S
TR LET,

Default Firewall Requirement Win

Default USB_Block Win

TV RRA VRTINS R
USB A hL— T34 &
DR SN TWRWNWZ & &
R LET,

USB_Block
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D547 b RRF i

CiscoISE #fi oL, WAty hU—2 X2 U T 4 RO & &R 2R
LoD, BRESNT- Ry NI T VAT HEBED I FAT 2 b~y AR L ThEFa
UT AHBEZMFEL, TDA VT F U AEITH Z LM TEET, CiscoISEEHH X, 774
TR TR X2 )T A REEIIT AV r—ra v aRFEHTE D L oSN
RAF ¥R =T LICL-T, EOIVTFIAT U b~y TH, ZUH—TFTA4 X
Xy hT =T ~DT 7 HACOWTERESNT- X2 U T EUEEGZ L, T OIREEE k9
HZLEMPFAETEET, RAF ¥ avFIA4T VA LR—FMIEoT, a—¥ =R s A
L7z & &, BIXOEMMETMNTThR DTN, 7794 T v b~y rDarrIA4T7 A
LAV DAF 7 g b Cisco ISE IZHEFEE N E T,

RAF ¥ FERAADV ATy

RDFIZ, Windows } 2 TN MacOS @ Cisco ISE Posture Agent, 5 J2 U8 Windows @ Web Agent C
PR RFINDIRAF Y TEARAL N (RAFXEM) A7 a DV A NERLET,

& 16: RAF v 3HA T3>

Windows f ISE7RX | Windows i Cisco Mac0S F ISE 7R X F + | Mac0S F Cisco
Fy I—Yxrhk Temporal T—> x> b | I—2 VU b Temporal T—> T > k

FRX—TF 4 T A |— — —
TANP—ER Ny T
Ry N7 47 A

HY—bERFzv/ Y —bERF v s Y —ERF vy T F i3 Y
(Temporal = —3 = > R—=hEINTWEEA
K 4.5)

VYARY Fxys |[LYARN)F2vr | N
(TempOral T—x

R 4.5)

TrANF T TrANTF =T TrANT =T TrANT =T
(Temporal =—7 = > (Temporal =— =
k45) k45)

7TV r—=var 7TV r—=vay 7TV r—=var 7TV r—=vay

Fxz=v7 F =7 (Temporal |F =7 F = v 7 (Temporal
T—Y =z h45) T—Yx k45)

TUFIALNADA NN 2 TREDA LN T FIANADA V|~V T = TRIEDA
A ~—) A h—/)L A ~—) A ~—)
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Windows F ISE 7R X
Fy I—Tx2 b

Windows F Cisco
Temporal T—> >

Mac0S FHISE RX F
I—Yxrhk

Mac0S A Cisco
Temporal T— x> +

TUFTA A N—
Cav/TrF AR
EFH

Azure Active

DirectoryMicrosoft Entra
ID Ca—HP—2385ET
HlHDY Y —AF—
F=NAT—=F I
TUTX T H—DR

==

E

TUFTAINVA N—
a7 rF AR
EFH

Azure Active

DirectoryMicrosoft Entra
ID Ca—H—Z AT
LoDy YV —A F—
F—RXRATU—K 7
FLU XN T a—DHR

==

E

TUVTANAL T =T D
A A =)L

Azure Active
DirectoryMicrosoft Entra
ID Ca— P —2385ET
LI2bDY ) —AF—
F—= R2RT—RK 7 L
FUU YT a—0RK

==

E

TUVTANAL T =T D
A A =)L

Azure Active
DirectoryMicrosoft Entra
ID Ca—HP— 23T
LoD Y YV —A F—
F—= R2RT—RK 7 L
Fol w7 r—0Dk

==

E

T FANAL Y 2T
N—= g T o F AR
A 7T EHRH

Azure Active
DirectoryMicrosoft Entra
ID Ca—H— 2837
LHlHDY Y —AF—
F—RRAU—K 7L
TV R T H— DR

.

E

T FANAL Y 2T
N—= g T F AR
A 7T EHRH

Azure Active
DirectoryMicrosoft Entra
ID Ca—H—Z3RES
LHlHDY Y —A F—
F—RRAU—K 7L
TV 7 n—0i%

.

E

Ny FERF v

PRy FEEDA A
N—=NDHF =7

Ny FERF v

AT @ Windows
Update

Windows Update D% &

WSUSD =z 54T
¥ ARE

RAF Y BEA T3

W DFIZ, Windows I L T MacOS @ CiscoISE-RAF ¥y =—T = > k. B L Windows D Web
TV P THER—FINTWLEEA TV ay (RAF¥EME) OV ARMERLET,
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RII:KRRFYEEAF T ay

ISE-RRF ¥ T—C Y |[ISERRF¥Y¥I—T b

k Mac0S

Windows

AyE—Y THAD AyE—Y THZAD

(v—hnFxv) (a—HbVFxzvr)

URLY>Z (U274 |URLYYZ (U274

0 0

7 7 A JVEAR —

PA=TAZEN G| —

TUTFTANAERER | T TIANVATATHE
r

TUVTFANRA T 2T ER | T TANNAL 2T T4

W 7T

/Sy FHIIEN —

Windows Update —

WSUS —

I SE Community Resource

Cisco ISE & SCCM O#EA VY —27 7 1a—

RAFYDHRR LEY

RAF ¥ TR TR OEMEOWNT TRV EST, 7740, VIR, TV r—v g
V. =R FHET a7 aF IS IO OHEMEED S BbLD 1oL EOSEIC L o
THEASMERTREN, EESMEIIRAF v EL L BEEMNIT D 2 N TEET,

WD R ATF ¥ BHDH%IZ, Cisco ISE & ¥ A T EFO M L EELMEZER LT, &
A AEFROHEMEMTiI pe_as MEH S, HASRUE Tl pr as BMEHINE T,
AP —EROFMFEIT T AT EROSMITIT, B EHASREOm NG ENE T,

RAF ¥ H—E R, TorFIANABLRT o F AL 72T (AV/AS) BESMHFITE SN
FNEF = 72 ERALET, 207, BAF ¥ LFR— ME. 1ER L7-EME7: AV/IAS #HE
S ENEELEHA, LAR— MOIE, AVIASEHASREOWET = v 7 DA NERE
i—a_o
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7o & Z1E AEEOR X —B L O 2TF =~ 795 [MyCondition AV_Check| &\ 4 Hi
D AV EAGMEEER LIZHE, BAF v LR— MaiE, §&fE4 L LT,
[MyCondition AV _Check] Tit7e< ., W#T = v 7 lav_def ANY] BNERINET,

RAFY¥ I FRRAU N DREZLENE

RAF ¥ T RRA L NORAZ LRMEELHEHLT, 7747 7reEYa=r7BL0
RAF ¥ RY —FAFRTEE T, MKI0HOTY RKA L hOI A X M@tEEE & £
To UTDZATDxY RARA b AAZ LGN AR — SN TWET :Int, String, Long,
Boolean, Float, IP, I J U\ Date,

T RRA L M ORAZ LEMHT. BEDBHICESWTT A, REHFAEII T 0y 7457
WIFERTHIZE S, RAFYERIT I IAT o N Fabela=r 7 R —ESWTH
EOMERZENY B THEODIERT L L TEET,

IVRRA N DRI LERZERALERAF ¥ 7R
—MD1ERR

T RRA L D AL LEMEEEH L TARZRTF v R =2 FlT 21203, ROFIAZ FET
L/ij‘o

ATV TN U RRA LV b BAZ BEEEER L T,
a) CiscolISEGUI T[A==z— (Mem) |74 2> (=) 27V v/ LTERRLET[EE
(Administration) 1>[ID ®E¥# (ldentity Management) ]>[EXE (Settings) |>[T > RRA > bAH R
A L&t (Endpoint Custom Attributes) ] DJIEIZEIN L £,
b) [T KA > b A& LEM (Endpoint Custom Attributes) ] #EIkIZ, [JBIE4  (Attribute Name) ] (72
& Z20E, deviceType) & [7—#7%! (Data Type) ] (7= & zxiX. String) Z AL ET,
c) [fR1F (Save) 127 VU v/ LET,

ATw T2 HAZLBMEICEZEY Y TES,

a) [T XA MOAEM (Context Visibility) JCiscoISEGUI T[A==— (Menu) |74 2 (=) &7
Vw27 LCEIRLET >[= FARA > b (Endpoints) ] DIEIZER L £,
b) HAZ LRMEEAEIY M TET,

e MEIRMAC T RVADT = v 7Ry 7 A AL, [tk (Bdit) 227 Vv 27 LET,
s FE. BERMACT L A&7V 7 L, [ KA > b (Endpoints) ]»X— 3 C[fE (Edit) ]
7w LET,

o) TERL7ch A% L@, [=2 RARA » FOfasE (Edit Endpoint) | Z A 7 0T Ry 7 AD [FAH I
JEM: (Custom Attributes) ] FEUIRICR RSN TWD Z L 2R L E T,
d) [fmE (Edit) 1227V vy 7 L, RERBMEEZANLET (72L& 21X, deviceType = Apple-iPhone)
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ATvT3

e)

PECIN PR TP DR

[fR1F (Save) 1272 Vw7 LET,

AL LIRS EEAEH L TRATF v RY —Z2ER L E T,

a)

b)

CiscoISEGUI T[A==2— (Menuw) ] 712 (=) 27Uy 7 LTERLET[T—VEVF— (Work
Centers) 1> [ RRXF+ (Posture) |>[RRF ¥R >— (PosturePolicy) | Zi&IR L 7,

WHEIRR Y —EAER L ET, [Z OO (Other Conditions) 1% 7 U v 7 LT AKX L@k & 3R
L, MBERT 47 aFTVEBRLET (FE2E AT v 7 I THERLEDAZ LEETHD [T
KA > b (Endpoints) ]> [deviceType] R L E9) , FEMIZ DUV TIL, Cisco Temporal Agent P
T—7 70 —0FRE (99 X—) WL TIZIN,

[*17 (Save) 127V v 7 LET,

T RRA LN BAEZLEMEFER LTI I9A4T7 v 7aela=r 7 R®Y —2 BT 5
WZiE, ROFIEZEFATLET,

1. [7—9+t>2%— (Work Centers) |>[RAF+ (Posture) |>[9 547> ,TRED 3=
>4 (ClientProvisioning) [>[¥ 547> 7REY 3 =245 7K1) >— (Client Provisioning
Policy) ]CiscoISEGUI T[A==— (Menu) |7 A 2> (=) 227V v 7 L TR IRLET,

2. WERRY —EAER L ET,

o MR — L EAERC L E T (72 & 21X, Rule Name=WindowsAll, if Identity Groups=Any
and Operating Systems=Windows All and Other Conditions=Conditions, then
Results=AC_Win_44117) .

s [ZDOMDZM: (Other Conditions) 1% 7 U v 7 L TRERT 7 a ) U EZERL T,
T AL NEMEEBR L E9,

NRAZLRAFEET I3y

NABERAFAERT 7> aid, 7740 Voo TUVFUANREIXT v F AL
V7 EROEH, In s 7 AOKE), Windows Update, Windows Server Update Services
(WSUS) DEES A7 TY,

TUOFRINA™S T TIEEDEM

TUFARL T 2 TEEEER LT, BEHRICI T I5AT U ADTEDICRED 7 7 A IVESE
T IAT v N BHTEET,

[AS &1H (AS Remediations) | 7 1 > R7IZIE, T XTO U A NVAXREBE N LN HO4HT &
P, BIOEEOE—FRE EBICERRINET,

RAT9F1 CiscolSEGUI T[A==2— (Menu) ] 742> (=) 27U »7 L GERLET [RY >— (Policy) ]>
[RY) >—E% (Policy Elements) ] > [#58 (Results) | >[RAXF+ (Posture) |,

ATv T2 [EET 7 2 2 (Remediation Actions) | %27 U v 7 LET,
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AT w73 [ASIETE (AS Remediations) ] %27V v 27 LET,

ATy 74 B (AdD) 127V v 7 LET,

ATv 5 [HiH ASEE (New AS Remediation) ] V4 > KU THEEZZEE L £,
ATw 76 [EE (Submit) 1227V v LET,

T OF 94 )L R IEEDEM

TUFUANAREERER LT, BEBIZIITSA T ADTEDIZETDO 7 7 A VEZETY
FAT VU NERFTEET,

[AV {&1H (AV Remediations) | 7 « & RVIZIE, T XTO VA IVAKREE N NS DA HITE
P, BIOEEEOE—FRE EBICRTRINET,

RAT9T1 CiscolSEGUI T[A==2— (Menu) ] 74 2> (=) 227V »7 L GERLET [RY >— (Policy) ]>
[R1) >—EFH (Policy Elements) > [#&8R (Results) |>[RXF+ (Posture) .

ATw 72 [fEET 7+ 3 (Remediation Actions) 1 %727 U v 27 LET,

ATv T3 [AVIETE (AV Remediation) 127V v 7 LE7,

ATy 74 B (Add) 127V v 7 LET,

AT w75 [ AV 815 (New AV Remediation) ] 7 1> R TEZZE T L £7,
ATw 76 [EE (Submit) 1227V v LET,

274 ILEEDEM

Tr7ANMBBIZEID, 774 T MIav T IA4A TV ACKERT 7 A NDNR—Va 2L
va—RCTEET, 7947 b=V ME, VT ITAT UV ADEZDITT FA TV bH
VLT HT 7 A NVEFH LTy RARA v b EEBELET,

[7 7 A MEIE (FileRemediations) 1V 1 > RUTIEZ 7 A /UEBE 7 4 N Z U 7 o, B
M. FRFHIBRT D LI TEEIN, 77 A NVEEERET D LIXTEERA, [7V7 A
JETE  (File Remediations) |V « & RUIZIX, TXTOT 7 A MEENZI DO DAHT &G
BLOBEICKNER7 AV EEbICERINET,

AT Y F1 CiscolSEGUI T[A=z2— (Mem) |74 2> (=) 27V v 7 LCGEIRLET [RKY — (Policy) 1>
[RY>—Z%H (Policy Elements) | > [#8 (Results) | >[/RXF+ (Posture) |,

ATy T2 EET 7+ 2 (Remediation Actions) | %7 U v 27 LET,

AT9 T3 [77AMEE (File Remediation) 1 %7 U v 7 LT,

ATy 74 B (Add) 15227V v 2 LET,

RT9 TS 401 Name) |7 4 —/v RiZ4HTE AT L, [#H] (Description) | 7 4 —/V RIZ7 7 A MMEBOFHH & A
HLET,

B o2751472%



| 2v7547>%

257 rsaoen i

ATYT6 [HHl 77 A /EHE (New File Remediation) ] 7 1 > R CIEAZEE L ¥ 9,
ATFw 771 [%E (Submit) 1227V v LET,

A1) T MEE®DEM

ATy T

ATv T2
ATvT73
ATy T4
ATvT5
ATv 76

ATy 17

ATy T8
ATvT9

ATv 710

RAF ¥ BEEAZ VT FEVER LT CiscoISEICT v Fr—RL, = RRA v a5
AT U AEROMBEE R TX ET,

1R BHHEIIZ
s RAF YR =BT 57 ODOEEEMN L ET, FFC W TIE, A7 U7 R
WaFATTHOIEGEEMENLTD (65—) | 22 LTLEIN,

c 27 YT REF Y ra—RLET, oW TIE, (227U Fhoxvro—F (83
~eY) | RBRLTIES D,

CiscoISEGUI C[A==z— (Menu) |74 2> (=) 27V v 7 LTERRLET [KRY)— (Policy) 1>

[R) >—EF (Policy Elements) | > [#58 (Results) | >[RRXF+ (Posture) ],

(&1 T 7 2 a2 > (Remediation Actions) | %7 U v 7 LET,

[A27 V7 METE (Script Remediations) | %27 UV v 27 LET,

GEM (Add) 1227 Vv 7 LET,

A7 U7 NO 401 (Name) ] & [#B] (Description) ] IZ AL ET,

RIET D Ray7HE A RNS (AL —TF 7 A7 5 (Operating System) | & [EEX A 7
(Remediation Type) ] ZER L F 9,

[Windows] AL —7F 4 V7L AT LEBRRLTGEIL. [AZ7 VT M2 A7 (ScriptType) ] & [Windows

PowerShell 21774 U — (Windows PowerShell Execution) ] 7 4 —/V RRF/RSNE T, T 2547

varRErEI Yy LT, BBRAZ VT ML T EEITRY —FBIRLE T,

UEHE % A 7 (RemediationType) ] K2y 7 XU X vt [HE) (Automatic) ]E721%[FH) (Manual) ]
BN L ET,

G¥) sLinx T—Y = FTiE, BEIBEOAN Y R—FEEd, FEIBEIIYAR—- ST
WEE A,

eLinux =— x> FTCIE, Y2 VR Z U NOBERYFR—FENET,

(b7 (Interval) ] & [FFRAITIEIEL (Retry Count) ]IZfEZ AT L £, A%h7e®iFHIE 0~ 999 T,

[7 v 7 wu—R342%577 AL (File To Upload) ] DE§IZH D [7 7 A /L DiER (Choose File) 127 U > 7
L., B— BNV AT EANLT v 7a—RTH5A7 )7 MEERRLET,

A7 VS NEEBREL LTHEITT LI, [FHE/L— T (Administrator/Root) |4 7> a v RZ %7
Vo7 LET, v/ A ra—HF—L L TAZ VT NEaFETT52E, (w71 =2—F— (Logged-in
User) | A7 varvihyZraw=r0vr LET,

av73547>2 IR



avIsq47vz |

B <y orsteeayasrncmaeRT 2

ATy 71

(Submit) 1 #27 Vv 7 LET,

AT Y F12 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7 U 7 L CEIRLET [ (Operations) 1>

[LR— bk (Reports) ] >[T Y FiRA > k& a—+H— (Endpointsand Users) 1> [[RRAF ¥R 1) T ME
& (Posture Script Remediation) | Zi®#R L, BEAZ VT FOFETAT —Z 2 &R L £ 7,

WONWTINNDDAT —H ANFoREINET,
NEE AT VT S DFATICI L E LTz,
EEPRITEN, A7 U P MIKKL TR T LE L,
cBEEITFITENERFATLE (T 7440 1)

MEEOFATICRR L E LT, BENTVEOIRY U—BHISASN TV DL AREMERH D7D, 27 Y
T rOEEMET = v 7 ITRBLE LT,

BEEORATIZRIM LE LT, 7947 PIRAZ VT ROF T rm— NIZRRLE LT,

AEEDORITICRM L E LTZe AZ U RBELTWAED, WSASHTWAAREERH D72,
27 )T FDOEEMT A ML LE L,

AEEDFRITICRMLE LT, A7 V7 MIFITINFE LD, BRNICKE T LERATLE (X4
LT TR

MEEORITIZRIM L E Le, —RINZRNERS AT AEERFEAELE L,
BEEORATIZRMLE L, A2 VT F2ATRIR—F SN THEREA,
MEEOTITIZRMLE LT, 227 V7 FOEENZAKLE L,

SERAEOMEEICKRIM LE LZ, 7 74 7> 2N, Cisco ISE & » TR Sz — N—FFAE A MEE
TXFHATLE,

A9V T EBERTTH-OICEBEEHILIT D

TV RRA L N TAZ YT F&FEITL, CiscoISE —_—MREINTWRWT & &R
D0, AT ALERH Y 9, Cisco ISEERBETIL, 1 LI EDPSN 2% ECT& £
T, TRTOPSNIZIFARRAFAEZETF =— 0 d 0 £3, EHETF = — HMEEOFEHET
WEE D, PREGEEAEE IV — N CAGEENRE T, 710 T—7V » FORKIETIL, FE
HEF == NOTRTOFEHELFEHTEET,

AnyConnectLocalPolicy D71 7 7 A V7 ¢ # OFEHET = — IR OFEH #E D SHA-256
TUH—=T VU bERETEET, L xE, koa~> Fid, inputcer &\ 5 £ RTDFEH
FED SHA-256 7 4 > H—TF V) v haAERLET

openssl x509 -inform DER -in <input.cer> -out <output.crt>
openssl x509 -in <output.crt> -fingerprint -noout -sha256

wiz, HhoplERLET,

B o2751472%



2oy 7tosgyro—r ]

openssl x509 -in 535-pos.crt -fingerprint -noout -sha256
SHA256

Fingerprint=B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:AB:D3:E9:83:AB: 1A:BF:01:8F: 6E:F0:11:9A:B5

W OHNL, AnyConnectLocalPolicy.xml DFf LW ¥ 7 &R L TUWE T,

<TrustedISECertFingerprints>
<fingerprint>
<algorithm>SHA-256</algorithm>

<hash>B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:AB:D3:E9:83:AB: 1A:BF:01:8F:6E:FO:11: 9A:B5</hash>
</fingerprint>
</TrustedISECertFingerprints>

\}

GE)  SHA-256 7 4 > H—7V 2 NI, anrOFEICH»DOLTEMTEET, KOWVTHIOE
XKTT7 4o =7V bEBMTEET,
B9:42:7F:85:09:18:30:40:06:0B:DB:9C:48:36:F0:60:90:75:AB:
D3:E9:83:AB:1A:BF:01:8F:6E:F0:11:9A:B5 F7/21%
B9427F8509183040060BDBOC4836F0609075ABD3E983AB1ABFO18F6EF0119AB5, 7 A ' H—7 U L h T

TRICF LA CFIREB SN ER A,

T — = M, CiscoISEFEHED 7 4 v H—TFV v FEEHETE HAHED 7 4 v H—
U >~ b (AnyConnectLocalPolicy.xml {ZfF(E) ZMALET, = RARA > MIARRENF
T A H=T N IBRRWEE, A7V T MIZ RRA v P TEITENEEA,

)

()  AnyConnectLocalPolicyxml T7 4 > H—7"V » ERRESNTVDLEAE, T XTHOT7HE—0
Cisco ISERHZMRFET H7-DIZENE DT 4 H—TV v "AMER SN ET, FEHENMEH
TERWEE, 374 =TV POR—ERLLHE. =7 —A v E—VEFREN
FHA, 2L, MOTZT—RA =V N[RAF v 27 U7 5 (Posture Script Condition) ]
LiR— MZEENTOET ([BE (Operations) 1>[LA— k (Reports) ]>[Z2 KA > b
& 2 —4— (Endpoints and Users) ]) .

KA VT FREHEORGECRM LE LTz, 7 747 M2, Cisco ISE Lo THRRINZY — —itHEL K
AECEEFRATL,

A9 YT rDEA—F

RAF Y F v ZNREML, BETAIEET 7 a BN I H—Shdd, =—V ) MIR
AF ¥ RY —TCRESNTZHTTPSURL b 27 Y X &2 XA v oua— R LET, 27 U7k
AU a— RTHIC0E, ROFMHEZEHTZLTWLMERD D 7,

fEHETE BT 4 H—7V > ;DY AnyConnectLocalPolicy.xml (ZfF4E L TV 5,

* HTTPS URL IZ X > TR SN D 7 4 T —7"U » R 53, AnyConnectLocalPolicy.xml (217
FELTWDEHETEDMENET 4 v =TV FE—HLTND,

av73547>2 IR



avIs47vR |
B 7orsserennenm

70795 LMEEREEIDENM
AV TFITATUVADEDIZ, 7IA T b=V RO EOT Y r—3 9 & EE)
LTI I9AT v beEETRA 70 7T MEBEREIZERTE £,

(a7 Z AMEEER) (Launch Program Remediations) | -X—I2i%, T CTHO 7' v 7 J MEHE
EEDNZENODOAFT LT, BIOEEOE—FE EbITRRINET,

AT Y1 CiscolSEGUI T [A==2— (Memuw) ] 7A =2 (=) #27 Vv 7 LTGERRLET [RY — (Policy) 1>
[RY—E%H (Policy Elements) ] > [#58 (Results) | >[RAXF+ (Posture) .

ATw T2 [fEET 7+ 3 (Remediation Actions) 1 %7 U v 7 L%,

ATy T3 [Fur T ARLEEE (Launch Program Remediation) ] %27 U v 7 L9,

ATy 74 BN (Add) 15227V v 7 LET,

ATy TS [HM7 e /T AMEERE (New Launch Program Remediation) ] ~X— Y CTEAZZE L £,

RTv 76 [EfF (Submit) 127V v 7 LET,

0455 LIEERED FS T a—TFT4 04

=

Targ MEERBZFEALT, TV r—varEBEE L EEITAL, T r—va
ANTEFICHM & E T (Windows Task Manager CHIZZ S ET) N, 7V r— 3 Ul
IERRINERA,

Jl)a—3>

T s T AEEULT 7Y r— a VNIV AT AERTIEITESN, [V FT7 7T 4T —ER
FrHi (ISD)  (Interactive Service Detection (ISD)) 1V 4 > RV IZFRENET, 7 rn s/ T AL
BULT 7V r—ya s aFRT 51003, ROOSTISDZA X —TNWICT HHERH Y 7,

» Windows Vista : ISD {37 7 # /b b TEIRIRBEIZ /2 > TUWE T, services.msc T ISD — 1t
AEEEILT, ISDEA X—7 /M LET,

e Windows 7 : ISD " — B R[5 7 # /L h TA X —T T 7 > TWET,

» Windows 8/8.1 : L3 A s U \HKEY LOCAL MACHINE\SYSTEM \ CurrentControlSet\ Control
\ Windows C [NolnteractiveServices| % 1 725 0IZEE T 52 L TISD A r—7 M2 L
i ‘é—c

) 7B DEN

VU EEEICEY, 7947 MMEEY 4 RUEFIRY YV —RIIT 78 AT 57-80HOURL
IV TEES, VAT b=V MRV U ERFERALTCT IO EREE, 794
Ty RNII T IAT U ADTEDICHE R EE TXET,

B o2751472%



| 2v7F54702
ryrezpgoen [

[V > 7 & (Link Remediation) ]V« > RUIZIE, TXTOY 7 EERZND DARETE
., BLOMEEDOE—RL LIRS ET,

AT 971 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7 Vv 7 LTRIRLET [[KY >— (Policy) ]>
[RY>—Z%H (Policy Elements) | > [#3 (Results) | >[/RXF+ (Posture) |,

ATy T2 EET 72 2 (Remediation Actions) | %727 U v 27 LET,

ATvF3 [V 71E1E (Link Remediation) ] %7V v 7 L%,

ATy 74 B (Add) 152270 v 7 LET,

ATy TS BV 71EHE (New Link Remediation) 17 4 > R CHAZZEFT L £,

ATvT6 [£F (Submit) 1|27 U v LET,

Ny FEEBEEDEM
Ry FEBUEEZER LT, BEBICa VT ITAT U ADTEDIETDOT7 7 A VEFTY T4
TN EERTEET,

[Ny FEIER (Patch Management Remediation) ]V« > RUIZiX, EEZ A7 Ny FEER
NUF—DAHT, BLOSESERBEAT > a U RFRSNET,

ATYF1 CiscolSEGUI T[A==2— (Menu) | 7A 2 (=) 27V v 7 LTEIRLET[RY >— (Policy) 1>
[R1) >—EF (Policy Elements) 1> [#58R (Results) ]>[RXF+ (Posture) ],

ATw T2 (BT 7+ 3 (Remediation Actions) 1 %7 U v 7 LEd,

ATy T3 [Ny FEHIEE (Patch Management Remediation) 1227 U v 27 LE7,

ATv74 B (Add) 1227V v 27 LET,

ATY TS5 [Ny FEHIEE (Patch Management Remediation) |V 4 > R CEAZZFE L,

ATw 76 [EE (Submit) 1227V v 27 LT, [y FEHIEE (Patch Management Remediation) | 7 1 > K 7 |Z(EE
T varaBMmLET,

Windows Server Update Services 1£15 M 3& /0

AT TATADEDIIa— I VIEBRI TN DD, F 7213 Microsoft TEELI LTV D
WSUS H— 3= b it D WSUS 81252159 % & 912 Windows 7 74 7 > b &ZRETE £
7, Windows Server Update Services (WSUS) &1L, v — W /LIZEBH I LTV 5 WSUS H—
/N—F 7213 Microsoft CEEE X 41TV VD WSUS B — =5 58 D Windows h—E A /X 7 |
By M T4 I A BRORNRYyF A A=V LET,

JIAT v b 2=V bR —R/L®D WSUS Agent £ A LT, =2 RARA > bd WSUS
BHRRENE I D ETF = v 7§25 WSUSIEEZERR CTE £,

AVTSATUR
I



avIs47vR |
. Windows Update {18 0180

AT Y71 CiscolSEGUI T [A==2— (Memuw) |74 2 (=) 227V v 7 LTGERLET [RY — (Policy) 1>
[RY) >—EF (Policy Elements) ] > [#58R (Results) | >[RXF+ (Posture) ],

ATy T2 UEET 7 > 2 (Remediation Actions) | %27 U v 7 LET,

AT w73 [Windows Server Update Service &1 (Windows Server Update Services Remediation) 1 %7 V v 27 L£7,

ATv74 B (Add) 15227V v 27 LET,

AT w75 [#HH Windows Server Update Service {68 (New Windows Server Update Services Remediation) ] 7 4 > K7 ™
EEEELET,
ATw 76 [EE (Submit) 1227V v LET,

Windows Update 118 M &0

[Windows Update &8 (Windows update remediations) ] ~3—1Z1%, 97T ® Windows Update
BERENALDOAFATE#Y], BIOEBEEOE—FE L HIZRRINET,

ATYF1 CiscolSEGUI T[A==z— (Menu) | 7A 2> (=) #7 Vv LCGERLET [RY— (Policy) 1>
[R1) ~—EFH (Policy Elements) | >[#2® (Results) 1> >[RAF+ (Posture) ] ZiER L 7, .

ATv T2 [EET 7+ 2 (Remediation Actions) | %27 U v 27 LET,

AT w73 [Windows Update &2 (Windows Update Remediation) 1% 27 U v 7 L ¥,

ATv74 B (Add) 1227V v 27 LET,

AT v 75 [#F#R Windows Update &1 (New Windows Update Remediation) ] 7 4 > K7 CEZZAFE L £,

ATw 76 [%EE (Submit) 1227V v LET,

RAF¥ PTEA A FEH®

RAFELET, a—NBLOARL—FT 4 VT VAT LEN I TEDHERT 7 a v wfE
I —HOBELHETT, Py FU—Z IR L TWETRTOZ IA T ME, Xy hU—7
THEHRA MIRDTZOITIER AT v i P IS B EHBERE2 T HERH D £7,

RAF v RY—FHL, RAF v RY—OWE, A7 ar., FHITEEX A FICHRE
TEFET, EHENRA T a T, 74T PR INSDOEEEIZSRWEE., 7947 v
MZiZ= > RRA  bORAF ¥ FHEHRITHAITT A A7 a b £,

B o2751472%



| 2v7547>%

#2570 72240 rEH ]

3BRRF Y RYL—DEHIAT

= Cisco IS| Policy « Policy Elements Q 0 »m @

nnnnnnnnnnnnnnnnnnnnnnnnn

nnnnnnnnnnnnnnnnnn

WARMK

AU —OFHIRFIZ, =Y xy MIRATF ¥ R U—IZEBRI I TV D MHEBEHZT- 2
ENRTERWITTA T MUEEA T v a v et LET, =0 Fa—W—3, BEX A ~—
FRE CHRE SN RFRINICE A 22T K O IEET2HLERH D 97,

7o & X, MR S ANIZ C\temp\text.file N D& F = v 7 T 57T, 22— —ERDOFKM
EETBMEBNERELZELET, 77 AR WEA, LAEEMHRIRKRL, 22— —iX
[FEYEML (Non-Compliant) ]IREEIZZ2 0 £,

AT avEHR

RY —DFHEFFIC, 74T bRRAF ¥ RY U—IIRESNT-A TV a v EM AT
TEMNTERWGEEIL, ==V NI T T 2720047 a i r o470 Mgt LE
T, =y Ra—WF—iF, BEINF-F T arBiffrAxy FTAH5ZENRTEXET,

72 21X, Calcexe R ED I FTA TV v~V THEITTHT AV r—vareTFovr35H7
OIZ, 2=V —EROFMEGLA T v a v EERELZE LET, 77472 MB&MH%
2T ZENTERWGE, A7 v a VEER ARy 7S, =0 Fa—3— [HEHL
(Compliant) 1IKFEEIZ/2 D X D12, SHITHATT D7D A T a v Pz—V 2 MZE-T
REES,

EERN

EREINEHICEES., ==Y 22 MIR Y U—FHliEFO S £ I3 RO AT — X R
R, A=V Ra—HF—n"nbDANZRLEEA,

ez, U Ra—W =T v FIANATO T T ADOREENSN—a U inbANE 0 EE
R DH70I, BMEDORY —fE BT e L, RNU —&fb e L TEBRICERT S
BNCIEHE D = Ra—W—% RO 25E81%., TORGEERETEMFLE L THRETE £,

av7547 2 IR



avIFs47v2 |
B osnzs—rczxavs L5470 2254

AIRERN

R —OFHiREC, ==Y = PR EGOa L T T4 T AT —H 5~ 10T L
CHELET,

FEMAT—FTREIVILIEEVZA4AT7 M VAT LA

JIAT v U BEABENEEE TERWEGA. RAF ¥y AT —X AL [FEHERL) 128
HEh, ==V by rva 3R snET, 7747 b v h TIEER) REN
LBATTDICIE, 2=V 2 BRI TAT U b=y ETRAF M2 OB T 5 X 51T
RATF ¥ By va rEHEESTAILNERLY £7, WOLIIRAT ¥ &y a 2L
TEET,

B2 IX BRIETOABMBLRT A ¥ L ZFAZEE (CoA)

s [HTLWFFA 7 2 7 7 4 /L (New Authorization Profiles) ]V 4 > KU TH LWFFr[ 7' 1
77 ANVEERT B & X, FEDOFFAIR Y O —DOHGRGEF A ~— 2R ETEET,

s AR —P—X, *v NU—7 O AN L CHEEET D &L RBERIREN S RITT
XFET, VA YL ARETIE, =2—W¥—F, /1YL ALAN 2> fue—7 (WLC)
NHEIMIL, 22— —D7 A KV ZA LT 7 MEEPBEE D ETRHELTOHL, X2y
NU— 7 ~OFERERITT AHLERH Y T,

* VPN BRH5—VPN F o VYW L, BEEHE L E9,

D247 bORAF v EHDIER

[ (Requirements) |V« &~ RV Tk, 22—V —EZOFRM L A AEROLKME, BIOE
/7 7 va s a BRI CEAZERTE 7, [ (Requirements) | ¥« » R CIERE
FOMRFEINT =P —EROFMHBLMEE T 7 v a iE, TNEFhOV A MY 4 RUC
TRINFET,

aAVISATUR
88



ATy T

ATy T2
ATvT3
ATy T4

5547 roRzF v B0k |

\)

GE)  BEANOTXTO Windows 10 R N7 v 7 AERRGET HARATF v BIEEERT 5121, &
1o [ (Conditions) ] fEIKIZ pr Winl0 32 Hotfixes & pr Winl0 64 Hotfixes D ilj 5% &
DEICHETOILENRDY E£T, FMHEO LT, [BRLETXTORERKDT S (Al
selected conditions succeed) | DNEIRENTWAZ L 2R LET, RENKTIT D &
pr_Win10_32_Hotfixes & pr_Win10_64 Hotfixes N F RSN E T, =2 RFA > b ORRFEFH &
FMOFEMZFRT DI, A A==2—n5[ER (Operations) |>[L7AR— b+ (Reports) ]>
[LAR— bt (Reports) 1>[T Y FiRA > k&a—H— (Endpointsand Users) >[I FiRA >
MZEKBRRF¥ 7R A2k (Posture Assessment by Endpoints) [#i#R L EJ, =2 K&K
A a2y 7 LT, ST ORATF ¥ DFffliaRKrmLET,

B 4: Windows 10 TDRR F v EHOREE

Dictionaries Conditions Results
Authentication > m Qv
Authorization >

Requirements

Brotiiay 2 Name Operating System Gompliance Module Posture Type Gonditions Remediations Actions
Posture v Any_AV_nstallation_Win  for  Windows All using  3.x o earller using  AnyConnect metlf  ANY_av_win_inst  then  Message Text Only Edit +
Ramemation Astions o hotix test for Windows + using 4.x or later ~  using AnyConnect ~  metif SelectC. x then  Select Re. +
Requirements Any_AV_Definition_Win  for  Windows All using  3.x or earller using  AnyConnect metif  ANY.avx Al selected conditions succeed
Any_AS_installation_Win  for  Windows All using 3. or earller using  AnyConnect metif  ANY_as_\  pr_Win10_32_Hotfixes v [}
Client Provisioning >
Any_AS_Defintion_Win  for  Windows All using  3.x or earller using  AnyConnect metif  ANY_as_
Pr_Win10_64_Hotfixes v 5 +
Any_AV_nstallation_Mac  for  Mac OSX using  3.x or earller using  AnyConnect metif  ANY_av_r
Any_AV_Definition_Mac for  Mac OSX using 3.x or earlier using AnyGConnect met If ANY_av_mac_def then  AnyAvDefRemediationMac Edit
Any_AS_Installation_Mac for  Mac OSX using 3.x or earlier using AnyConnect met if ANY_as_mac_inst then Message Text Only Edit
Any_AS_Defintion_Mac  for Mac OSX using  3.x or earller using  AnyConnect metlf  ANY_as_mac_def then AnyASDefRemediationMac  Edit v
Any_AM_lInstallation_Win for  Windows All g 4.x or later ing AnyConnect met if ANY_am_win_inst then Message Text Only Edit
Any_AM_Definition_Win for  Windows All using  4.x or lat using  AnyConnect metlf  ANY_am_win_def then AnyAMDefRemediationWin  Edit v
Any_AM_lnstallation_Mac  for  Mac OSX g 4.x or later using AnyConnect met if ANY_am_mac_inst  then Message Text Only Edit

Note:

1R BHEIIZ
s IRAF ¥ OFAHE (AUP) IZOWTHFE L TWAXLIENRHL Y £,

CiscoISEGUI T [A=2— (Menu) |74/ 2> (=) 27V v 7 LTEIRLET R >— (Policy) |>
[R1)>—FEF (PolicyElements) 1>[#58R (Results) |>[RXF+ (Posture) 1>[E# (Requirements) ],
[Z4 (Requirements) | 7V 4 > RUIZEZ A LET,

P AT — N CRATF ¥ B2 RFT 5121, [58T (Done) 15227V v 27 LET,

[Save] &7 U v 7 L7,




B «x7-mamommse

avIsq47vz |

RRAF v BEHE DB ARTE

WD TIL, RAT ¥ HiHAOKEIHEHATE S R AT ¥ HakiifEak (Posture Reassessment
Configurations) ]V 4 > RUD T 4 — /)L NIZOWTHBHALET, ZOV 1 FUEERRT DI
IE, [A==2— Menu) |74 2y (=) 227V v/ LCGRRLEIT[EE (Administration) >
[ RT L (System) ]>[ERFE (Settings) |>[RAF+ (Posture) |>[FHEEHfi (Reassessments) ]

<.

® 18: KRR F v BEEDERERE

J4—ILF4A FREDHA FS14 Y

4 PRA FREDLARIZATILET,

ERTEDEREA PRA BHEDHAZ AT LET,

(Configuration

Description)

BiMERZEZE |2—F—ID /L —7DPRAREZEHNT HIIE. Fov /Ry 7 A%F
A? (Use ST LET,

Reassessment

Enforcement?)

BWAR2A T WHTAROT 7 a UEBIRLET,

(Enf t .

e < [T (Continue) ] : ¥ —iZH 2 F ¢ BIECBIR/R L 2 T A T

MR TE DL == AR LORHET 7 B AN 5| S e & 12
ke E9,

s [B 747 (Logoff) 1: 7 747 FINFEHEMOYA, 22—V —% 5k
HICRy NU—hbualF 7 LET, 7947 "RFEEr A
VLT EDALVTIAT A AT —Z AIRIATT,

« [f&1E (Remediate) 1: 7 74 7> M BFEMEROLE, =—V =2 MME
ER DT DIHREOHMFE L £, 7 747 v FVER Sz,
Ty MIEY—HF—ER ) — FIZPRA LR— F2ELE
T, BEER Y AT v FCERSNEBA, ==Y MIZ FAT
VMR NU— b u ATt AL RIS ADIC, R

V= Y= R = Riiu s A 7 ERERELET,

AT ¢ B W24 (mandatory) ] IZE%E LTV 53E, RADIUS
vl a ZPRAEET 7 a L ORLELTZITEN, 754
7 FEFORATF ¥ T 512138 LWRADIUS ® v v a U ZBGAT 5
VERH Y FT,

RAT v BN {EE (Optional) JICERESNTWDHEHEA, 7747
YIFEODTZ—V 2 P CE—YF =R —T = MDD [RT
(Continue) 1A 7' v arvas )y c&Ed, 2—F—%, R L
THEOR Yy hT—27I2E EFEH N TEET,
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K25 vonzssiER [

J4—ILF% FRLEDHTA KSA4

A48 —=n\)L wAD T T A RRIIRIZ 2 T A T > F T PRA ZBRMET D MR & 4y BT
(Interval AHLET,

7 7 # /v MEX 240 43T, F/IME 60 43, BOKAEIL 1440 43T,

WP (Grace| 7 54 7 FMEE AR TT5 2 L DTE 2RHBIELE M TAL LE
time) T, MTPHEZ Pt L3 TEEtA, £7-, PRABIGE Y Kx<
THMERDHY T, 7740 hORNEE (547 75 5/NPRAIE £
TOMBICT S L NTEET,

e/ IMEVE 5 43, BROKMEE 60 73T,

=3 WFRRIT. 7 747 > MR AT v OFFHIC R L 72,
WRHEZATHMEET 7 a ATRESILTW D HAICTET A%
T‘d‘o

A—H—IDY |PRABREICKHLT—EDIN—TEE 7 N— T D—EDMBE O &%
IL—TDFER WLET,

(Select User

I dentity Groups)

PRA DERE PEAF D PRA BXE & PRA BRE BT b2 —W— 1D VL — 7 &k
(PRA RLUET,
configur ations)

BELEYY
RAF DY —A (153—)
EB RS (16 ~—2)
RAFT ¥ THAA L T ar (15—2)
RAFEES T ar (76 2—)
RAF ¥ DI AL LG (77 =)
HAL L RAF GG T 7 ar (719 =)
EH GO E (16 ~<X—)

RAFYDHRZ LIER

T3 A K LHERRIE, CiscolSE CEFRT DLW A[ 7' 1 7 7 A LT, fEHEFFR[ 7 1 7 7 A LI,
TURRA LV FD—FTEHaLTIAT LV ARAT—RAZESNTT 7 AMELHRELET,
RAF ¥ —E AT, RAFXIIRELSARAT e 7740, W7 a7 7 A1, BRLOIEHRE
W77 ANIHEENET, AT Y R U —BIORAF Y B HIZL ST, =2 RRA
VDAL TIAT A AT —EABRREY FT,

VLAN, DACL B X OO BHET DR b Yy FafRoZ LR TEH 2 KR4 FOR
B, #EHL, B L OFEHEMO R AF v 2T — X Zx LT3 DD R LIET 0 7 7 A V& ERR
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B = o—onE

avIsq47vz |

THELERHDET, 2607 a7 7 AL, 3 O0ORLZTFARNY —ICBEMITEZ L
NTEET, ZNOHDFARY —%XFT5H7=DIZ, Session:PostureStatus J& " & LD 54 &
EHIERTEET,

REEZ7OT77AIL

TV RRA Y MZ—ETE2RAF v R =R ERSINTWRWEE, £OT 2 RRA 2 hD
RAF ¥ AV TITAT VA AT —FAIRPIHEINDZENHY FT, RHOKRATF ¥
AT TAT VA AT —H AL, T ERAF ¥ R —DRNETHHN, = RiRA
MZX L CRAF YA 72 TONTHE LT, o T/ IA4 TV ==Yz MIEoTa
VIFITAT A VAR— IS W RN KRS M2 bEHTTE £,

N

GE

s YAl K

) FRTOYAADRY hT—7 TIEAF AL R, UFA LT hR—ADRAT ¥ %W
T5 2L EHEELET,
WO 740L

TV RARA Y MZ—ETERAF ¥ R U—NERINTWDEHE, TOT RKRA 2 FOR
AF ¥ AT ITAT VA AT —H AFHEIUCHEE S NE T, RAF ¥l fThbhs &, =
VRFRA M, —HTARAT v R —RNICERIN TV DT R TOMLEE G- L E
T, WLE R AT ¥ SN THWDHZY RARA > ME, 2y NU—ZIZHT 56 Ry hU—72
T EREMETEET,

EEMTODFAIL

T RBAL VUV NDRAF ¥ a v FIAT VA AT = ANHEEIUCHESNDDIE, TDOx
YRRA Y MG LTI DRAT v RY —RERSILTNDMB, RAF ¥l E T
(T N TORMFHE W2 Z LR TERVEETT, HFELLE L THRAF Yy shlemr R
AV NI BET 7Y a v ERORAT v B —EL, BLEBEETLL0ICERY V-2
~HIRE & DXy NT—27 77 2 ARMTEENDLERH Y £T,

) O—DETE

[FEGEAR U 2 — (Authorization Policy) |17 o > R Tl FEHEFEGRER U > — L FISNFERER U o —
DO2FFEDOIRY V— % ERXTEET, RAF ¥ ICHEAOEEFAIRY —id, =2 RARA
YhDOAUTITAT VA AT =L AESNT, RY I REERLTO OIEH SN ET,

ATYT1 CiscolSEGUI T[A==z2— (Menu) | 742> (=) 27V v 27 L GREIRLET [RKY >— (Policy) 1>

[R)o—+t

v k (Policy Sets) ].

AT9 72 [Ea— (View) 15T, #I5T5T 74N RY = IZETHIRAITA a2 7 ) v 7 LET,

ATFvT3 [FUYay

(Actions) 15T, HHET A 2% 7 Vw7 L, Ray 7 XU R MNBHT LWGRGEERY > —

2L ET
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ATv74
ATvT5
ATvT6

ATy FT17
ATv78

RRFr bty bT—4 BSATIvELIDRZ L T50574Z |

[RVU—E> k~ (Policy Sets) | 7 —7 WMZH LVTHAERINET,
EHE—242 AN LET,
[Z:f (Conditions) 1505, (+) iEE27 Vv 7 LET,

[G:f A% A (Conditions Studio) ] ~— Y TRERFMFEERLET, [=7 1% (Bditor) |7 >3
T, [Z7 Vw27 LTEMNEEMT S (Click To Add an Attribute) | 7F A b Ry 7 A&7 ) v 7 L, M
TarvaFl) EBEEERIRLET,

TATTVEME[27Y) v LT@EMEZIBIMT S (Click To Add An Attribute) | 7% A h ARy 7 AIZ KT v
7Ty R Ry TxET,

MEH (Use) 1227V w27 LT, Bt HEHE— FTHLVEREFARY O —Z21ER L ET,
[Save] #7 U > 7 LET,

RAFXYERYET—D FSATIVETDRRX K
T759T4RX

Windows =2 RARA > FORZF v THAA L FFEITPIT, =2 FARA & b a—PF—=03F 2
T by T~DT 78 ATHEXITEBIENELDZERZH Y 4, 2k, Windows T —H—
WTRY Ny FICT 7R ATES LT DN, 77 AN —R—D KT TLFDO~ v &
YIEBEILED ETLHZENFERTRET LIHERHY T, RAF ¥ IATHOELELP; <
TODNAN T Z 7T 4 ARRITRLET,

e T 7 AN Y —RN— RIA T FE~v B T THEZITLADIZT 7 EATHLERD
572, =2 RiARA » M Active Directory h—/3—|27 7 EATEX HLERH Y £,
(ISEnRAFvy=—V =z bEFEHLE) RAF¥R NI T—SN5bDE, AD~DOT 7%
ANT a7 S, TUBFRRERTe A UREBIELET, RAF ¥ RETTDHHIC, KA
F ¥ EH ACL 2 L CTAD r—"—~DT7 7 v A& L E T,

RAFXGETETORT A A7 YT NOREILEZFEE L, % Di% Persistence JEME A NO |2
HETDHHMENSH Y 7, WindowslIe 7 A L HFIZTXTOFRy hT—2 KT T~DF
Bt ATLETD, ISERAF vy =—V = bRERR Ry NI =T V¥ A %55 %
TliX, ZOBFEERETTEEREA,

I—VCIzV RATFILRE—FDT—4H 270—NEKTFE

ATy I

AT NVAE— RTOZ—Vxcr NOBRET2 AT, —HOFIENH Y £9, CiscoISE T
WROTFNEEFEITTHLENHD £7°,

TV T A NEBERLET, ==V N a7 A VDR BB LT IEE N,
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avIsq47vz |

. I—2zyhTAaT7AILDER

ATvT2
ATvT3
RTv74
ATvT5
ATvT6

ATy 71

ATvT8
ATvT9

ATv 710

TV M=V D=V MREEERLET, ==V MRy Fr—v0xz—T =z b

BEDIERR) ZZRLTIIZS 0,

CiscoISE CA—7">DNS 7m 77 A V%7 v 7u—RKL%ET, [CiscolSE TOF—7 > DNS 72 ~7 7

ANDT v Tu—F] ZZRLTIIESN,

7I7AT N TreVa=r S RY =R LET, [ 7947 7reva=v7 RKYv—0

EEk) 2L T 7Z30,

RAF X FHEERLET, [ RATF ¥ FEOER 2R L TEIN,

RAF X EEZERLET, [RAFXEEOEH) 2SR LTIV,

74T PUAE= N TRAFYEMZAERLET, [ AT VAT — RTORRTFT ¥ BIEOEK] %

ZRLTLIZEN,

RAF X RV o—ZERLET, TARAFT ¥ KU —DE 2L TEI0,

WRE7 a7 7 A NVERELET,

a) [RY — (Policy) 1>[7RY) >—E% (Policy Elements) |>[#532 (Results) ]>[ZF7 (Authorization) ]

>[EBEEF 0 7 7 4 )L (Authorization Profiles) ]CiscoISEGUI T[A==— (Menu) ]7 A 2> (=)
7V w7 LTEIRLET,

b) [BM (Add) 1227V v Z LT, 7ua77 410 [4AT (Name) JICASNLET,

¢) [Fi#EZ A2 (Common Tasks) | T, [Web U XA L2 3 (CWA, MDM, NSP, CPP) (Web
Redirection (CWA, MDM, NSP,CPP)) | ZHMNCL, Ry Xy URARRL[Z7T7A4 T F7rE
Ya=r7 (RAFx) (Client provisioning (Posture)) ] Zi®IR L., U XA L7 b [ACL] D4 Hi%E A
LT, [Z AT F7reya=7KR—4%/ (ClientProvisioning Portal) JfEZ R L E3,
LW IAT v N 7aeva=yr RK—FLE, [T—2t25%— (Work Centers) | >[RRXF ¥

(Posture) 1>[2 547>k 7AEY3=2% (Client Provisioning) |>[2 347>k 7RAEY 3
— 2% R—%JL (Client Provisioning Portal) | CHfE £ 72 13/ER T& £7,

FFAAR Y v — R ELET,

a) CiscolSEGUI C[A==2— (Memu) |74 2> (=) 27V v 7 L GERLET[RY— (Policy) |>
[RJL—+t v kb (Policy Sets) | #3R L E T,

b) >1%7 Y v 7 LT[RAAYU > — (Authorization Policy) [ Z®RL, [+] T A 2> %227 U v 27 LT
Session:Posture Status EQUAL SUnknown & LARTIZERE LICRRAET 1 7 7 A L DM i > TV D HT L
= EAE L ET,

c) LARTD/—d B2, Session:Posture StatusEQUAL SNonCompliant §:4: % g . 72 87 LW ERGE/L— v
& . Session:Posture Status EQUAL S Compliant 554 % fi 2 72 B O #T LW FERRELV— L & /ERRL L 3

I—zo 70774 ILDER

1R BHHIIZ

Mac B L O WindowsOS D =—V = b r—V B L O E YV 2 — V%5 T v e — K9
HUHERH Y F5,

B o2751472%
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ATv T

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

1—srvinvr—soz—vrvt geonn ]

CiscoISEGUI T [A==2— (Menu) |74 2> (=) 227V »7 LTEIRLET R >— (Policy) |]>
[[R1) >—E% (Policy Elements) |>[#£2 (Results) |>[Y 547>k 7REY 3 =245 (Client
Provisioning) ]1>['J Y —X (Resources) ],

[Bi0 (Add) | Fr Yy FHZ DU X s, [T—U 0 bRAF v TOT 74 )L (Agent PostureProfile) ]
ZERLET,

[RAF¥I—Cz o b TAT7AIILDHRE (Posture Agent Profile Settings) | R v 72 U A Rhnb
[T—2 x>k (Agent) ] Z2IRL E9,

(427l (Name) ] 7 ¢ —/V FIiZ, HEIDOAHET (72 & 21X, AC_Agent Profile) & AJJLET,

[=—Y = hOEIE (Agent Behavior) |7 3 » ClX, [A7 /LA E— R (StealthMode) ] /37 A —%
T[Z 747> b A (Clientless) |[H%) (Enabled) | Zi&IR L £,

[RFF (Save) 1227V v 7 LET,

RDBRY
TV My =V D=V = MRECERT D MERH Y £77,

I—x 2 MNNYS—VONI—T FEBRFDIERK

ATy I

ATy T2

ATvT3

ATy T4
ATy S5

ATvT6

ATy 717

ATvT8

CiscoISEGUI C[A==2— (Menu) |74 2> (=) 27V »7 LTERLET R >— (Poalicy) |>
[R1) >—EZF (Policy Elements) |>[#R (Results) >[4 7>k 7REY 3 =>4 (Client
Provisioning) ]1>[') Y —X (Resources) ],

B (Add) 1 Fry7FX 7R MG, [T—2x 2 FDOFRE (AgentConfiguration) ] Z B8R L £7,
[T—2x 2 by — D MER (Select Agent Package) | Kty 74 0 Y X bipnh BBERT—V =y
R r— BRI L ET,

[EXE4 (Configuration Name) | 7% % F AR v 7 2|2, MWEARLAHIEZ AN LET,
[AYT5A4F7REYa2—)L (ComplianceModule) | ke v 77X U A NC, LERaLTI7A4T A
EVa— L EBRIRLET,

[T—P 2 FEDa2—/LEIR (Agent Module Selection) |22 =2 T, [ISEFRRF + (ISE Posture) |
E[RY RT—=UTF ORI F—T ¥ (Network AccessManager) | T = v 7Ry 7 A4 A2 LET,

[F07 74 JLER (ProfileSelection) |27 2 a > ® [ISEIRRF+ (ISE Posture) | K v F&Z U %
FC, ==V b 7a 77 A VEFRLET,

[RYy FTD—9 79 ATER—T v (Network AccessManager) | Ky 7H U A Rk, MERT—
VT Ty A NVERERIRLET,

RDBERY

IIGAT U M 28NBF—FDNS P a7 v AT v 7rue— KT A50ERH Y F
7,
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avIsq47vz |
B ciscosecor—7ooNs ToTr 07y TO—k

CiscoISE TOA—7>2DNS 7O 774 )LD F7 v TO—FK

A —=TUDNS T T ANNBTTAT v M v ZNET,

AT9T1 CiscolSEGUI T[A==2— (Menu) ] 742> (=) 27V »7 L GERLET [RJ >— (Policy) ]>
[[R1) >—EF (Policy Elements) ]>[#82 (Results) |>[2 547>k 7OEY 3 =24 (Client
Provisioning) ]1>["J Y —X (Resources) ],

ATy T2 B (Add) | Ry FZ T UR LS, [B—hLTF 4 A7 Ox— = b U Y —Z (AgentResources
From Local Disk) ] Z3&R L £7°,

AT9 73 [B73Y (Category) | K w7 X UARNND [BENEMRD /RNy 77— (Customer Created Packages) ]
EIRL £,

RT9T8 [B4T (Type) | Kay 7 X URARNE, [T—2Uz 2 TAT7A)L (Agent Profile) | 3R L &
ﬁqo

RATv 5 4l (Name) | 7% Ak Ry 7 R, BHHOLETD (=& 21X, OpenDNS) # AN LET,

RT9T6 [ Browse) |7V >y 7 LT, B—HNVT L AZN5ISON 7 7 A V& ROTET,

ATw 71 [EE (Submit) 1227V v LET,

RDERY
IIAT T Ya =y R =T HMERH Y £,

D547 TAESI =T RY O—DERK

RAT9F1 CiscolSEGUI T[A==2— (Menu) ] 74 2> (=) 227V > 7 L GERLET [RY >— (Policy) ]>
(V547> bk FREY3 =24 (Client Provisioning) 1.

AT9 T2 MERL—VEERLET (72& 21X, Rule Name=WindowsAll, if Identity Groups=Any and Operating
Systems=Windows All and Other Conditions=Conditions, then Results=AC_Win_44117)

RDEZRY
AT ¥ JMFLRRT D HERH Y £,

NRAF v FHDIER

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 7A 2> (=) 27V 7 LTCGEIRLET[RY — (Policy) 1>
[[R1) —E% (Policy Elements) ]>[£&4# (Conditions) 1> [{RRXF+ (Posture) |>[7 7 M ILEH (File
Condition) 1,

ATv T2 VERLEIE AT LET (filechk 72 E)

B o2751472%
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w27 visgors ]

AT T3 [V —F 47 AT L (Operating Systems) | K2 v 7 #7 U Z R, [Windows 7 (9737C)
(Windows 7 (All)) ] Z83&R L £,

RT9 T8 [77A4N %A (FileType) ] Kr w7 %7 URK) D, [FileExistence] &38R L £ 7,

ATY TS [Z77 A4/ %A (FilePath) | Ku vy 77X U AR5, [ABSOLUTE PATH C:\test.txt] Z 341 L £ 97,

RT9T6 [77ANEET (File Operator) ] K w7 X7 U R R)b . [DoesNotExist] 23R L &£ 97,

RDERY
RAF A EEEERTHILERHY T,

RRAF ¥ IEEDIER

T ANGEHIT LY | testtxt 7 7 AN RIRA » MIFET A0 E I DR EINET,
TFIELZWGEDOEEIZ, USBR— 27y L, USBT NS AZEHLZT7 7 A4 1DA
VA N—=NLEESIET A LT,

AT9F1 CiscolSEGUI T[A=2— Menu) | 7A 2> (=) 27V 27 L GERLET R >— (Policy) ]>
[RY) >—E% (Policy Elements) ] > [#&R (Results) 1>[{&#87 7 > 3 > (Remediation Actions) ] >[USB
1818 (USB Remediations) ],

ATv T2 VERAHTZ AT LET (clientless mode block 72 &)

RATvF3 5 (Submit) 1227V v 7 LET,

RDERY
RATF ¥ B EAERTHMERH Y 97,

ATILARA E—RFRTORAF Y EHDIER

[ (Requirements) | X—UBEBET 7 v a VEAERT AL, AT /LA £— R L7z
WOBETLTRERINET [T = 7% (Anti-Malware) |, [7'7 2 7 AfL#E) (Launch
Program) ]. [N F4&# (Patch Management) ]. [USB]. [Windows Server Update Services]. ¥
& O [Windows Update],

ATwF1 CiscolSEGUI T[A==z— (Menu) | 7A 22 (=) 27V v 7 LTERIRLET [RY >— (Policy) ]>
[R1) ~—ZE% (Policy Elements) > [##8 (Results) |>[Z54 7>k 7OEC 3 =24 (Client
Provisioning) ]1>["J Y —X (Resources) ],

ATV T2 RAF v OMAEENZER L T (72 & 21X, Name=win7Req for Operating Systems=Windows7(All) using
Compliance Module=4.x or later using Posture Type=Agent Stealth met if Condition=filechk then Remediation
Actions=clientless_mode_block) ,

| av73547>2 IR



avIsq47vz |
B x5 kU s—om

RDBERY
RAF v RY =Bl D RERDHY £7,

RAF ¥ R O—DIERK

48 SRS

RAF X RY —DEBIORY =N 747 F LA EF—RFTEREA TS L%
R LTS 72 a0,

RAT9F1 CiscolSEGUI T[A==2— (Menu) ] 7A 2> (=) 27V v7 L GERLET R >— (Policy) ]>
[RRF v (Posture) ] %8 L %7,

ATy T2 VERA—VEERLET, =& x1E, if ldentity Groups=Any and Operating Systems=Windows 7(All) and
Compliance Module=4.x or later and Posture Type=Agent Stealth then Requirements=win7Req T3,

G¥) URL Y XA L7 arDiWI AT N Frelamr Tolae. 2y NI—2 778X
F 721X RADIUS ([ZEA O JEMEEHEH L THRFZRE L THRIIMIEE . CiscoISE #—/3—
THE2—Y =Dt vy a ERPMEAATRETIIRVWZ ENENT, 7947 M 7aEeds
=T R —OREDNRIRTHZENHY £, 7275 L, Cisco ISE TIIAMF TiEME iz
ID 7 V—Zx L CERMERETEET,

I—xY FRTFILRAE— FEBERIOEZE

CiscoISE TliF=—Y = h AT /L AE— FREREIZR L, W OnDH LWEEDRA Mm%
BILLET, ATNVA T FCTOEEOREBMEZANCTHE, A, VA4 VYL AE720F
VPN £ CRIEA B ECXFE T, ATV R FT— RTOBMEENCT AT, kOoXdicL
ij‘o

N

(GE)  AnyConnect 73— =5 > 4.5.0.3040 LAREIL, ATV AE— RTO@EMEYAR—FLET,

1R BRI

AT NAE—RTC—V 2y FERELET,

ATYT1 CiscolSEGUI T[A==2— (Menu) |71 2> (=) 27V v 7 L GRIRLEI[RY >— (Policy) ]>[R
U —35% (Policy Elements) ]>[f&%: (Results) |>[7 74 7> h 7uEY 3 =27 (ClientProvisioning) ]
>[VU Y —A (Resources) | ZE#N L F7,

ATv 72 B (Add) P[ZT—Y 2 b RAFr TAT 74 )L (Agent Posture Profile) ] &R L £9°,

B o2751472%
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Cisco Temporal Agent D7 —% 7 O—ND%E .

ATwF3 [ATT)DE IR (SdectaCategory) | Fu vy 77X U A RS [I—Y T2 b (Agent) [ 2R L £,
ATy T4 [T—V = FOEME (Agent Behavior) |7 v a2 > C, [AT/NVAE— R ClAEZANIT 5 (Enable
notifications in stealth mode) 147> 7 2 [H%) (Enabled) ] Z3&IR L F9,

Cisco Temporal Agent D7 —% 7 O—®DKE

Cisco temporal agent Z g% & 5 7' 12 R ZiE, —#HOFNENH Y £7°, Cisco ISE TRDOFNEE
FEITTHHERDH £77,

ATY T RATF ¥ RHEOIERK

RATY T2 RAF v B IHEOIER

RT9 T3 RAF ¥ RY o —DIERL

RTFYTE 74T N FrEVa=v7 R U—DORE
ATy TE BT 7 s AV ERELET,

a) CiscolSEGUI T[A==a— (Menu) ]7 A4 2> (=) #27 Vv 27 LTEIRLET[RY) >— (Policy) ]>
[R1) >—EF (Policy Elements) ] >[#58R (Results) ]>[E¥7"] (Authorization) 1> [BREE7R 774 I

(Authorization Profiles) ],

b) [EM (Add) 1227 Vw7 LT, a7 7AL® 40l (Name) JICASLET,

c) [FEHZ A7 (Common Tasks) ] T, [Web U XA L2735 (CWA, MDM, NSP, CPP) (Web
Redirection (CWA, MDM, NSP, CPP)) & fZhi L, RuevFX O URANNL[ZFA4T N 7rE
va=rv72 (ARAFx) (Client provisioning (Posture)) ] ZER L, U XA L7 K [ACL] D4HiE AT)

T [ 7A4T7 v b 7rEYa=r7R—=%/ (ClientProvisioning Portal) JfEZER L £9, HF LW
JIAT N ey a =g K=, [T—9 2% — (Work Centers) 1> [[RRAF v
(Posture) 1>[9 547>k 7REY 3= /7(Omﬁﬁwwmm@]ﬂ7747zhjnt/3—
>4 1R—4A )L (Client Provisioning Portal) | THRfE £ 7-13ER T& £,
ATYT6 AR —ZEELET,

a) CiscolSEGUIT[A==2— (Menu) |74 2> (=) 27V v 7 LTE RLET[R>— (Policy) 1>
[R)>—+v kb (Policy Sets) |,

b) >1%27 Vv 27 LT[#&AKRY I — (Authorization Policy) ] Zi®IRL, [+] T A 2> %27 U v 27 LT
Session: Posture Status EQUAL SUnknown & UARTIZERE LICERAET 12 7 7 A VDM > TV DT LW
=N aFR L ET,

c) LIHID/L—/L?d k2, Session:Posture Status EQUAL S NonCompliant 514 %1 2. 7= 81 L WERRE/L— /L
& . Session:Posture Status EQUAL S Compliant &4 % {ii 2. 72 Bl O %1 L WERGEL— L Z AR L £ 5

AT w T 1 Cisco Temporal Agent DX 7 > m— R & )

AVTSATUR
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B &x7vstonm

A F v EHDIERK

AT Y1 CiscolSEGUI T[A==2— (Memw) ] 7A =2 (=) #27 Vv 7 LTGERRLET [RY 2— (Policy) 1>
[R1) —EZE (Policy Elements) ]>[§# (Conditions) | >[RAF+ (Posture) |>[7 71 ILEH (File
Condition) ],

ATY T2 VERARTE A LET (filecondwin 72 &)

ATY T3 [ —F 47 AT A (Operating Systems) | K2 v 7 Z w2 U A R)pd, [Windows 7 (F737C)
(Windows 7 (All)) | Z3RL 7,

ATy T8 [774 VXA (FileType) ] K w7 X U A K) 5, [FileExistence] Z i8R L £ 7,

AT9 TS [77 AN %A (FilePath) | e vy 7 X7 U )5, [ABSOLUTE PATH C:\test.txt] 23R L £,

RT9T6 [77ANEHE T (File Operator) ] K w7 X7 U A M) b, [DoesNotExist] 2R L £,

KRR F v BHOHER

AT Y71 CiscolSEGUI T [A==2— (Memu) |74 2 (=) 227V v 7 LTGERLET [RY — (Policy) 1>
[[R1) o—E% (PolicyElements) |>[#£2 (Results) |>[/RXF ¥ (Posture) ]>[E# (Requirements) ],

ATw 72 [fEE Edi) ] Ky 7 HX o U2 056, B LOWEAEO A (Insert New Requirement) ] Z 38R L £ 97,

ATw 73 [4H] (Name) ], [AXVL—F 17 A7 A (Operating Systems) ], BL R [2 T TA TV AEFY 2—
Jb (Compliance Module) | # A) L E3 (/=& %L, Name filereqwin, Operating Systems Windows All,
Compliance Module 4.x or later) |

ATy T8 [KRAF v XA (Posture Type) | Ku v 7 X 7T, [Temporal Agent] Z i8R L 7,
ATy s MEREMN (72& 21E, filecondwin) ZIR L F7,

GE) Cisco Temporal Agent DA, [EA (Requirements) ] ~X—3C [4 > A h—/L (Installation) ]
Fxvl AT Ty FERRMOHZFRTEET,

ATYT6 [Avt—Y TFA MDA (Message Text Only) [1EET 7 v a R LET,
GE) —f=— =¥ MX. AnyConnect 4.x LIETH AR — S TWET,

RRAF ¥ R O—DIER

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 7A 2 (=) 27V v 7 LTEIRLET[RY >— (Policy) 1>
[(RRF+ (Posture) ],

B o2751472%
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s547vr Faevaz=vy kys—onE ]

AT T2 VERNA—VEERLET (72 & 21X, Name=filepolicywin, Identity Groups=Any, Operating Systems=Windows
All, Compliance Module=4 x or later, Posture Type=Temporal Agent, 335 J2 O} Requirements=filereqwin) ,

DS5AF7TJAEDSIZ VT R O—DHKRTE

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 7A 2> (=) 27V v 7 LTEIRLET[RY >— (Policy) 1>
(V547> bk FREY3=2% (Client Provisioning) ],

ATy T2 VERA—LVEERLET (724 21E. Rule Name=Win, Identity Groups=Any, Operating Systems=Windows
All, Other Conditions=Conditions, Results=CiscoTemporalAgentWindows4.5) ,

Cisco Temporal Agent D% > O — K L {EE)

AT wF1 SSID ICHE L7,

RTvT2 TIUVERETLIE, /7 IA4T v N TrEVasy S R—A VA LT hERET,

RTw T3 [BAh (Start) 1227 Vw27 LET, ZHITE Y, Cisco Temporal Agent 231 > A h—/LSjL, BIfEL T 5D
MEIPINTF =y 7 SILET,

ATy T4 [Z 22D THRE L7z (This Is My First Time Here) |27 U v 27 LE7,

AT 75 [Cisco Temporal Agent % % 7 > m— KL CEENT 2212 242 Y » 27 (Click Here to Download and Launch
Cisco Temporal Agent) | Z#N L FE 7,

AT w76 Windows F 7213 MacOS H ? Cisco Temporal Agent .exe & 7= 1% .dmg 7 7 A V& Z N ZEIRIF L £7, Windows
DEEIL exe 7 7 A NVEFAT L, MacOS DEEIL .dmg 7 7 A VA& X7 )V7 Y 27 LT, acisetempagent 7
TV = arEEITLET,
Cisco Temporal Agent (37 747 h&AF v L, #R GREZ RIS HRW+T~—2r L) #FRLE
7

RAFYD LS TN a—Ta20T VY=
[RAF¥D KT TN 2—F 427 (Posture Troubleshooting) |V —/Lid, RAF ¥ Fx v
T —DREZE RO, RO EZBATDLOIHESLEET,
c LD RRA L FBRRAFHIZHII L, EDT L FRA b3 L7 oT2h,
« TV RARA Y PPRRAF IR LTSS, RAT ¥ 7av A0 EOFNAN K L 727
c PFOMEABIMEEDTF = v 7 B L ORI L7220,

AVTSATUR
I



avIsq47vz |

P I

I RRA

I RRA

2—HP—Z4 MACT KL A, RAF ¥ AT —Z AR EONRT A =R ZHSNTERE 7 4V
AV TR LT, ZOFEREEELET,

bR dA O LTUUYILDERTE

[ RARA v haZ A 3 E (Endpoint Login Configuration) ] W 4 > K7 Ci, Cisco ISE 73
IIAT Y MR T AL TELEICRIA LI LT Uy VERELET, 2OV 4 Ry
TRESNIEn T A7 LT vy /Ui, RO Cisco ISE BERE TR S £ 7,

CiscoISE ® GUITC, [A==— (Memu) |7/ 2> (=) 27V v/ L, [EE
(Adminigtration) [>[3 R T L (System) 1>[E&E (Settings) |>[T Y KR4V RRO YT+
(Endpoint Scripts) 1> [E%XE (Settings) ] Z &R L £ 77,

RD B TINFIRENET,

s [Windows K A A > =—4— (Windows Domain User) ] : Cisco ISE 7% SSH#XH T2 Z 147
YRMIa A T EEDIERTAOMERSD KA 7 LT v VERELET, [+
(Plus) 174 2% w7 LT, SERED Windows 77 A &2 A LET, KAA
T EiZ, [FAA Y (Domain) ], [—H—4% (Username) . BL OV [/XAT—F
(Password) 1 D% 7 4 —/b RICRLERMEEATI LET, RAL LI LT Uy X VERE
9% &, [Windows 22— /L —H%— (Windows Local User) ] ¥ 7 T E SN izu—H /b
A=Y= 7 LT VB S ET,

* [Windows = — 71 /L. —— (Windows Local User) ] : Cisco ISE 2% SSHRH TV 71 7 >
MZT 7 BAT DD T 20 —AAT AV FEeRELET, ZOR—ALT Y
KT, PowerShell & PowerShell # U E— h THEITTXHMLENRH D £,

* [IMAC 7 —#/L=—H%— (MAC Local User) ] : Cisco ISE 23 SSHRH TV 74 7> MZT
JRATDIEOIMENT 20 —INT AT VERELET, ZOR—TALT TR
C. PowerShell & PowerShell Y & — F TIATTEXHMENDHY £, [2—F—4

(Username) 17 4 —/V KIiZ, a— AT hO o b OT U MaE AT LET, MacOS
THU Y MMy ERRT DI, MR TROa~vy REFITLET,

whoami

-~ §}'l.|-'-|

-/ l\ I:IZJ:E

TON—UTIE, U RRA L RNAIZ VT R 2=V 2 NV ARRAFYDOF S g VERE
LET,

c[ISE~D= RARA L FAZ VT FNETRZOT v 7 m— R (Upload endpoint script execution

logsto ISE) ]: 7 74 /L ETHZR> T D56. =2 RiRA » A2 U7 k% Cisco
ISEICT v 7' r—RNT&EET, ZNEZEDNITDHE, = RRA L MAZ U T SR
Y, T RRA LV RNAZ VT N &2T v 7o — RELITFATTE R R T,

o[V RRA L NAZ U NEATOTLE B X7 (Endpointscript execution verbose logging) ] :
TRy TOINERX T EANTLET,

B o2751472%
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CiscoISETD 547>+ Faeva=vsonz [

[ RARA v bt yH DNy F ¥ A X (Endpoints processor batch size) ]: R 7 —
7 DA E AT BONT o ATHET D L ) IS TR £,

*MAC DRIBFTY KR4 > ML

« Windows DEIFFT Y FRA > FLE

- OSH A DR ABERITEIH

- OSHAIDBERITHEDEE (S U#)
cIVRRA U IR=DR—=2a3 DNy FHAX
IV RRA Y bOBRTEEHM (B)

SR LTI ()

- ERORABRTEK

« [Powershell#%#5t O R — ~ &% (Port Number for Powershell) ] : FEAEHED R — k&5 % {#
T2, CNEEELET,

« [SSHEEt O AR — R &S (Port Number for SSH Connection) | : FEAEHED RN — b~ & 5 % 4
HITIE, nEEELET,

- — (o} NN — N -

CiscoISE T YU SA 7> JAESIZ VI DERTE
IIAT TR a =y T EAEMNILT, 22—V —NI T4 T e va=rs Y
V—REHgra—RL, ==Yz N R s ANVERECEDLIICLET, Linux 7 7
A7 b, Windows 7 747> k., MacOSX 7 947> b, BEXXLinux 7 947 b, &
IN—=IFNVTFRAAAZADXAT 4 T STV s TardrA O —c N a7 7 )VE
RETEET, /94T e ya=r 752 BHcdsé, Xy V=277 ALK
ST hHa—P—TiE, VIAT N Fuela=r s Y —REX T a— RTERNT
LERTRTELE L v — UNERENET,

48O SRS

TuaxTEFALTNT, 7947 FreYa=rs U Y—2% ) ET— VAT ATHR
ARLTWDIEAIEL, 7BX BT T7AT 2 MZZED Y E— NDOGFFT~DT 7B AZFHFR LT
WD Z L AR LET,

AT Y1 CiscolSEGUI T[A==2— (Menu) |71 2 (=) 7V >y7 LTERLET[EE (Administration) ]>
[ RT L (System) |>[E/E (Settings) 1>[V 347>~ FAEYa=>% (Client Provisoning) ]%7-
X [7—2 2% — (Work Centers) |>[RRXF+ (Posture) |>[5%E (Settings) |>[V 72 b xz77 v
T— bk (SoftwareUpdates) 1>[¥ 547>k 7AEYa3=>% (Client Provisioning) 1.

ATw T2 [Fubya=r704a%80ME (Enable Provisioning) | K v 7'# w7 U & )y, Enable %7213 Disable %
BIRLET,

AVTSATUR
I



avIsq47vz |
B /57> +7meva=ryy—=x

ATy 73 [HEX v rn— KoA%0E (Enable Automatic Download) | Ku v 7’# > U A b, [A%) (Enable) ]
EIRL £ 7,

T 4—FoXyra— RNt fHARERTRXTOIIA T Trela=r 7 ) V—2ARNEGENE
T, ZThonl) VY—20—81F. BREICEBRL TWARWEENHY £4, vR2aTix, 2oF 7y a %
HETHMROVICAEERREY U Y =R FETH 7R — RT5Z L afEELET,

ATV T4 [74—FURLDEH (UpdateFeedURL) 17 F A hiR v 27 AT, CiscolSE TR T HY AT AT v 75—
FROURLEZELET, 2L ziE, 7747 M Faeva=y 7 VY —=R&Furn—RT57H0
7 7 # /L b URL IZ https://www.cisco.com/web/secure/spa/provisioning-update.xml. 9,

ARTYTS TRAADITAT v h7Taeya=r 7 U —ARRWNEAIEL, ROWTNOOA T g &R L E
R

[y NU—2I T 78 ADFFA] (Allow Network Access) |: —H—X, XA T 47 H TV F v~y
W= R VA N—LBIREIHETIZ, T ARy NI —TIC8GKT 5 Z &%%@Téﬂiﬁﬁ
[EFFADOBIER Y > —DiE M (Apply Defined Authorization Policy) ] : =—H—(%, fEHERGEL L O

(AT 4T VPV I s 7TubePa=r s FakATERY) BIERY /—%’fﬁﬁﬁ L C Cisco ISE
?/ NTD =0 ~DT7 78 RAZRBDLUENDYET, ZOF T araiAhicds e, 2—F—F N

AZH LT, 2= =D IDIZHEAINTZTXRTOI IA4 T b Faeva=r7 R vr—lo
t&ﬁ“ﬁ#ﬁbﬂi#on%ﬁ DT I3A AWM CiscolSE F v NV =727 7 v AF 572 DOFEHE
LT HgE, —F— ’%?éﬂéﬁ2974f7%ﬁ?%2F74*WF%Q%LT\ﬁ@
7R RIER 2 Y E'fb WHT 2 HIEEZHNT 23R E 2 —F— IR T 20 ERH Y £,

ATv 76 [Save] &7 Vv 7 LET,

)

(GE)  ISEFERHEA =Y R7RA > h® HTTP Strict Transport Security (HSTS) A h 72 ¥ v ¥ = Zh
TWOHE, V74T M 7REYa=y 7 R—F LD XA L7 RBRRBIL, kOxTF—
Ay E—UNFRINDZLEBHY £,

You cannot visit hostname.domain.com right now because the website uses HSTS. Network

errors and attacks are temporary, so this page will probably work later.

ZOREERRIT HICE, = RBRA L ROT T WX v v o B HIRT 50,
chrome://net-internals/#hsts (258 L T H &4 ISE iEAZE 2 HIBR L £ 7,

RDBERY
24T N e Ya=mr S VAR —ERELET,

— ~ O R _— N
95477 EYV3IZV)Y—X
JIAT s TubeYa=r 7 VY —RE, T RRA 2 MR Ry U — T 128 LTI
TURRA v ME v ra—REnNET, 77947 Ineva=r 7 UY—RAEF, TA
IRy TOBRANTa Ly T GA T U AL RAF y = —xr NTCHER S, BEFEBLOX T Ly

aAVISATUR
[ 104 | |
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L2aABENISATFY R TaEVa=vs yy—znien [

MNOBGEEIRAT AT TV b 7u 7 7 A VTHERENET, 794 T e vs
=T R EoT, IhbnTabeEYa=rd VY —ART Y RiRA » MZEIY 4T
b, Xy b= By a UREBLET,

CiscoISEGUI T[A==z— (Menu) ] 71 2> (=) 27V v 7 L GRERLET[RY—F
% (Policy Elements) |>[#£2 (Results) |>[9 547> FREY a3 =>4 (Client
Provisioning) 1>["J Y —X (Resources) ], RDY VY —R XA 7%, B (Add) 1 HR¥ %
IV 7 3HZETYANMUBINTEET,

s [Ciscotrf FDIT—2 2 b)Y —R (Agent resourcesfrom CiscoSite) ] : 7 747 b

T ya=r R —CHHTEL LT 02—V PRI T I D T
B g =27 (SupplicantProvisioning) ]7 4 #— RAZERL E3, AL, FHLY
V=AEBMLTEVBEFDY V=22 HT 5 LT, EHMICZOY Y —2D Y X M &
EHLET, TR_XTOLYRIaDY VY —ABLNY VY —ADOEHEHBNICT U m— RF
HDEICISEZRETHI LB TEET, FMITOVNTIL, CiscolSE TDZ T A7 b
TabeYa=rTORE (103X—Y) 2R TIEEN,

[@—HINT 4 A7 DT—Y x> h Y YV —A (Agentresources fromlocaldisk) ]: ISEIZ7T v
Tu—=RTL5PCEDY Y =RZBRLET, n—DL v rhbDyRAaiEftors 74
Ty Tueya=r7 U Y—=2A0EM (107 ~—) Z2ZRL TS,

[T—2 x> FEETE (Agent Configuration) 1: 7 747 h 7rEva=r /O TE
HE9CTH2—T = NI TAT Y MEBIRLET, FEICO VT, T=m—Y = |
BEDIER] 2L T 7ZEN,

[(RAT 47 7V I h7r7 7 AL (Native Supplicant Profile) ]: Ry MU —2 D%k
ENFENTWDEE X7 Ly NHOY T U N a7 7y A VERELET, dHMIC
ONWTE, (RAT 47TV h ks Tua7rAVOER 22RL TSN,

[T—=Cz Y bRRAF¥TAT 7ML (Agent PostureProfile) 1: =— Y =2 k XML 7'
T ANEERB LR LRWEEIE, =— Y= PISERAF ¥ EZRELET,

IIAT NIy a=r 7 VY= REER LT, = RRA U M7 FA4T7 0~ e
Ea=m S V=R EEHAT A IA TN e Ya S R —E2 Bk LET, 7
FTAT 7Tl a=r 7 VY —A R —OFRTE (144 2X—2) ZHBRLTLEE N,

EErEYY

CiscoISE COZ AT F Fuabela=r7o03xE (103 2—)

SARAMSD I FGAT U N FuePa = Y —Z20BEM (105 =2—)

=B IOV AARMD s T4 T N T aeYa =) y—20BM (107
A

H—HNA=yrnbDT— x NHOBEEIERY Y — 20BN (108 ~<—3)

DZ2AMEDISAT N TAOES IS ) Y—AMIEM

CiscoWeb =—Y = b, =— = k Windows, MacOS. BX D Linux 7 74 7~ F D&
. Cisco.comMBH 7 FA T N Faela= 7 Y —REBINTEET, BIRLEY V—

av73547>2 IR



B xarcos5470r Fnevazvy yy—zoeEm

avIsq47vz |

ARIOFATED Ry MU — 7 HHIEIC L > T, CiscoISEICZ 74T h FrEYa=
VTNV =R ERE T — R DI IND ZERH Y £,

48 HHEIIZ

¢ CiscOISE CIELW B FURENKREENTWA Z L 2R L E T,

cCiscOISE TV AT v N Frela=r 728 LET,

AT Y71 CiscolSEGUI T[A==2— (Menu) |74 2 (=) #27 Y > 7 LTEIRLET [Policy] >[Policy Elements] >
[Results] > [Client Provisioning] > [Resources],

RATwv 72 1B (Add) ]>[Cisco¥/ hDIT—T x> k1) Y—RX (Agentresourcesfrom Ciscosite) ] #&R L £,

AT w73 [Download Remote Resources] % 1 7 2 7R v 7 A TERINAGER Y A NWOMERI FA T 7rE Y3
=7 =2 % 1O EERLET,

ATy T4 Saverx 7Y v 7 LET,

Linux =—Y x> h&2A VA M= LT BEE, ROSUITEELTLEI,
s HOEBEAEAEZFEH L TV AGE

¢ISEFFHE% Linux =— Y= MZabt' —4 5101, SSHZ—Y = FEFECT 5
BN H Y £97,

* RHEL %A

1

2.

Cisco ISE @ GUI 2> HREAE A =7 AR — s LET,

<certificate>.pem % /etc/pki/ca-trust/source/anchors/ {Z 2 E— 1L, 7 7 A VD4
fij & <certificate>.crt [ZZAH L £,

=1~ > R sudo update-ca-trust extract % F{7 L £7°,
Jete/pki/tls/certs/ ~D % HE)

=1+ K opensd x509 -in ca-bundle.crt -text -noout % %47 L £,

* Ubuntu OHE1E, RO FIAEZFTLET

1

2.

B o2751472%

Cisco ISE ® GUI > HaEEZ =7 AR — KL ET,

<certificate>.pem % /usr/local/share/ca-certificates/ (ZF @) L, £ Hi%
<certificate>.crt IZZEH L £,

=1 > K sudo update-ca-certificates 317 L £ 7,

CAFEHEMNELL A VA =L ENTNDINE I NEHRT 51T
1%, /etc/ssl/certs/ca-certificates.crt \IZBENL, Z D7 7 A WIZFEHEL DL Z L %
MR L E T,
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O—ALILUhBOLRARHENISAT7VF FRETa=vy Yyy—2oEm [

\}

CE)  ISEREMIEMEITE D CAICL > TRITSNL TV 256, FE]
Er2A v R= T o0EIHY EH A,

sdotlx VEA VLI v7a—F233EV XA L7 b7 u—%B L £,

«RHEL 2 L TW D HAIE, yym BT A7 U Foa vy ~3x—Yy THHESNTWDH Z
xR LET, Ubuntu 2 L TV D84 1%, apt-get # EH L £,

Linux =— = hD T AT AEAEOFEMIZ- OV TIL,  [Release Notes for Cisco AnyConnect
Secure Mobility Client, Release 4.9] =&ML T 7230y,

RDBRY

CiscoISEICIEFICZ IAT o h 7P ya=r 7 VY —REBINLESL, 7947 87
EVa=r VY= AR —DOREXHIELET,

O—ALTIUNLDRAIREDIZSAT7 N TOEDIZVY
) ) —XMENM

ATvT1

ATy T2

ATvT3

ATv74

SAaAMBURNCE T ua— R L I9A4 T N Fueela=u S VY —RBua—H VT 4
AT INBIBINTEE9,

IR BRI

Cisco ISE (21X, T HUTOVHR— SN TNWDY VY —ADIL%ET v 71— KL T EE,
PAR—=FINTWRNEWY Y —=2ATIX, 7747 M7 7 B ACERZRMEN AT S AR
MR £9,

Ciscocom»H U Y —A7 7 A V& FEfTH U a— KT 5E1%,  [CiscoISE Release Notes |
@ [Cisco ISE Offline Updates| DIHZZM L T 7Z X0,

Cisco ISEGUI T[A==2— (Menu) |74 2> (=) 227V »2 LTRRLET [KY S— (Policy) ]>
[[R1) &—E% (Policy Elements) ]>[#&82 (Results) |>[2 547>k 7OEY 3 =24 (Client
Provisioning) 1>[') Y —X (Resources) ],

B (Add) 1>[B—ALTARIDI—2x 2 M) Y—X (Agent resourcesfrom local disk) ] A8 L
S

[17 =V (Category) | Rr vy X ook [V A afgft /N s — (Cisco Provided Packages) | Z 3R L
£,

[ (Browse) ] %7 Yw 27 L, CiscolSEIZH 7 ua—RTHV =R TrAARNbDIA—)L <
EOF4 L7 FUICBEILET,

PARIIZ Cisco bR — N~ Al H 7 va— KLz —Y = F & 7213 Cisco Web Agent DV V' — R %58
mcEEd,

av73547>2 IR


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/release/notes/release-notes-anyconnect-4-9.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect49/release/notes/release-notes-anyconnect-4-9.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-release-notes-list.html

avIsq47vz |
B o rr~vnonz—ors rRomEEERY V-2 DM

ATw 75 [EE (Submit) 1227V v 27 LET,

RDEZRY

CiscoISEICIERICZ IAT v 7o ya=y 7 VY —A%BINLEL, 794787 n
Ea= S Y= AR —DORETXET,

A—AILIIIUNLDI—C Y FRAOBEERY) V—XDEM

T—Vxr "I AEAP—arBIe—h IV P—ra v hbh—Y =—Vxr e
Ty AN EOBENERY Y — Ak — <0 Cisco ISEIZEMLUE T,

1R BHHIIZ

T—Vxr NOBEERY Y —ARa—h VT 4 A7 zip ERO 7 7 AV THAFEETH D
ZlEMRLET,

ATYF1 CiscolSEGUI T[A=z2— (Menu) | 7A 2> () 27V v 7 LTEIRLET[RY — (Policy) 1>
[R1) ~—EH (Policy Elements) ]>[#2R (Results) |>[2 547>k 7AES 3 =24 (Client
Provisioning) ]1>[') Y —X (Resources) ],

ATv 72 BN (Add) 1>[a—Hh VT 4 A7 DxT—Y = kb Y —A (Agent resources from local disk) ] 23R L %
7T

RATw T3 [T 2V (Category) | K v 7 X0 U onh [BEIERHK D/ 77— (Customer Created Packages) ] % &R
LET,

ATV Tl === N Y —ADLARTIEHHAEAN LET,

ATv 75 [ (Browse) |27 U > 7 L, CiscolSEIZF DU m—RTHYY—R Ty A NARbHLa—N <
EOF 4 L7 FVICBEILET,

ATY 6 CiscolSEIZT v 7 u—RKFHROT—Vxr b VY —RAEERLET,

s T —Vx VU NIAFAE— 3 N RV
sex—Yxzrbhu—HVE—Ta RN
e —Vx BT A

.

cEmER~LT =T (AMP) A %—7F Far7y AL

ATy 71 [EE (Submit) 1227V v LET,
[Ty 7r—RK&niz—Y = b Y—2R (Uploaded Agent Resources) ] 312, Cisco ISE (ZiBN¥ 5 = —
Vb Y—ARFRINET,

RDEZRY

T— v FRIEDVERR

B o2751472%
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ARMBA A—2 3 Y DI—Y v bzt d9547 v bTneEvazvy Ky o—oke |

ARMGA/N\—> 3o DI—Vx 2  MIWT BS54 F7>JAEYS 3=
V7 R —DERE

ax ;&

CiscoISEV U —R33Mmb, RAF ¥RV —¢I7I7A4T7 M 7abeya=rF R o—ix
ARM64 = RihA o P THR—FXNFET, ARM64 = R4 > D ARM64 N—2 g
DTe— 2 " 2T v 7Fu—RT&E7,

ARM64 7 AT h 7at a7 R —%2RETHIEIT. ROEICEELTLEE

Wy,

¢« ARM64 IR AF % R Y > —iL, Windows T— = FTHHR—FENTNET,

Windows R Y > —{iZ, ARM64 7 —X%T7 7V F ¥ L A T NT —FT 7 F ¥ THID /N Ir—
PHEFTLET, Windows T AR T /L& Windows T— = 2 kL AL, ARM64 7 —FF
JF ¥ TV R—FENTWEEAN, AV TNAT—%T7F ¥ I R— I TWE
—a‘o

macOS RV v —{L, MFDOT —F%T7T 7 F ¥+ TR U N 7r—T%FTLET,

* ARM64 /X /r— 1%, Cisco AnyConnect VPN 35 & O Cisco Secure Client TH AR — h &3 T

b\i—g‘o

)

GE)

Cisco Secure Client 5.0.4xxx UL D /N— 9 1%, ARM64 = RN
AV IRDRAFYBLOI FA T Mo ya=r 7R o—
Y AR—FLTWET,

ARM64 HEHLE 2 2 — /1 4.3.3583.8192 LARFE D /X — = 1%, Cisco
Secure Client 5.0.4xxx LAED/N— 3 & ARM64 =2 KRR A v
FH® CiscoISE33 LIEDNR—Y g U CEATEEST, a7
AT VARV a— /L, V7 =T Fyra—R s Z—n
b R— RTEET,

cARMO4T=— = FOHBI T v I L —R a5 A T VAT a—)LDOT v 7 1L—

RI3YR—FSHTWET,

» Google Chrome 33 J. Uf Microsoft Edge 89 AR D /3—7 2 > Cld, arm64, 64 E > b, 32 E v

NREDOST—=FT IV FXFMEDI FAT v N TR a =7 R—F R AR— |
INTVET,

Firefox 77 7 ¥ %, arm64, 64 &> b, 328w Mo EDOST—F7 7 F ¥ KD 74
TN TREYa = RSN EFR—FLTWEEA, Firefox 77 U225
ELROA =V NFIRENET,

ARM64 endpoints do not support Firefox browser, and there may be compatibility issues

if you continue downloading this agent. We recommend that you use Chrome or Microsoft

Edge browser instead.

av73547>2 IR


https://software.cisco.com/download/home/286330811/type/282364313/release/ISEComplianceModule

avIs47vR |
B arves i—Ca 0T—Srs RSB SATLFTOES ALY KUY L —OBE

«BYOD £ ARM64 7 5 AT h 7rEYa=r VR o—%LE8bEsZ L3 TxF
A,

« ARMO4 AR Y o —NEMEY A bDO—F LICH D Z 2R LET (ARM64 54D 720
AU —0kicEranEzd) , ZhiE, =V FRA VIR [Z2 94T v FrEY 3=
> 7' Y 2r— (Client Provisioning Policy) 17V 4 > FVIZ—HF/RENTWDHRY v — L]
B THREINDTZDTT,

Rule Name Identity Groups Operating Systems

<]

<]

ARM64 7 AT h 7uatrla=r R —%2RETHITE, ROFEEZETLET,

ATV 1 CiscoZ 4 — R —=N=InOA T T4 VEF Ry r—VEFvrn— KL, 77427 0 — NEHEMH
LTCCiscoISE LT v 7 r— RT&ET, e Wik, 479140 Ccodunr7r747 74— K H—
EADRRE] [HEFEESZRL T Z3 N,
ATV T2 ARM64A Ry r—2 L ar I I3 A4 T VARV a—VET v 7 —RKLET,
a) CiscolSEGUI T[A==a— (Menuw) |74 (=) #7 Uy 27 LTEIRLET [V >— (Policy) ]
>[AR Y —8F (Policy Elements) ]>[#5# (Results) [>[7 747 h 7ub¥a =7 (Client
Provisioning) ]>[V ~—A (Resources) | # R L £,
b) [Add]> [Agent resources from Cisco site] Z &R L 9,
¢) [Download Remote Resources] # A 7 2 7R 7 ZAD Y A S b, B ARM64 Ny r—v b ar7rZ
AT VAT 2—VEBRLET,
d) [SavelxZ Vw7 LET,
ATY T3 ARM64 =— = bRy r—VZHRELET,
a) [RY— (Policy) ]>[R1) >—E%H (Policy Elements) 1> [## (Results) >[4 347> +70E
2az=>% (Client Provisioning) ]>[") Y —X (Resources) ] #i&R L £,
b) [Add]> [Agent Configuration] % %R L ¥ 7,
c) [Select Agent Package] K2 > 7*'# U X hnh ARM64 =— V=¥ bXw r— U8R L ET,
d) [Compliance Module] K= v X U X )b, ARM64 2 T TAT VA EY a— )L Ny r—T%
IR L ET,
ATV T4 ARM64 7 AT h7aeva=v7 R v—%RELET,
a) [Policy] > [Client Provisioning] % & L ¥ 5,
b) WOFIEZFETLET,

1. [Operating System] 51 C, [Windows All] Z &R L £,

2. [Other Conditions] #!]C, [Session:OS-Architecture Equalsarm64] % 7213 [cisco-av-pair Equals
mdm-tlv=device-platform=win-arm64] % 3R L F 7,

B o2751472%


b_ise_admin_3_3_chapter9.pdf#nameddest=unique_950
b_ise_admin_3_3_chapter9.pdf#nameddest=unique_950

| avF514702
w174 747unvr 7avrsnonn [

3. [Results] 5 C, [Agent Configuration-ARM] %% L F 9,
4. [SavelzZ7 Vv 7 LET,

\}

GE) * ISE FEFAEDY ARM64 = R4 > k@ HTTP Strict Transport Security (HSTS) A h 7 iZ
FrovvadNTWAEE, 7747y 7reYasr S R—4L I 4f L7 vay
DRBL, MOTT—RA o=V NEREINDIZENHY £7,

You cannot visit hostname.domain.com right now because the website uses HSTS. Network

errors and attacks are temporary, so this page will probably work later.

ZOMBEEMITHI2E, = RARA L b OT T U0y v o 2HIBRT 500,
chrome://net-internals/#hsts |28 L C H &84 ISE sEAE 2 HIFR L £,

* ARM64 N— 3 it USBIEEZRS T XTOXA TOEEEZYFR—FLTHET,
FEXERFA TORAF PAEEDOZEHNIONWTIE, WAXLARAF ¥ EEGET 73 (19
N—=) BB LT &N,

2 AT4THTYAE TAT7AILDYER

FATAT FFVI N TaT 7 A VEER LT, 2—H =3 E DT /31 2% Cisco ISE
PRy FU—=JIZEDDLEMTEET, 22—V =0V A (925 L, CiscolSElL, = —H—
DOAGREMHFICHEEMN T N T 77 AV EHA LT, BB YTV A P Fueya=r7
TAP— FEBIRLES, V= RiE, a—F—D—= Y F LTS 25 BE L TREL,
Xy NU—2 27 78 A LET,

\}

GE) Tavla S O =R T T4 TR AR —T oA ADHERELET, D=
O, HpEsia—V — IR — Y —13, EB0LT7 77 4TI TV AL ERE,
MDA L2 —T A AZFT Y a = T ENER A,

188 BRI
* TCP R— | 8905 # B, Cisco Agent, Cisco Web Agent, B3 L7V 1k Fub e
=T AP = RO VA M= AEREPCLET, A— FOMAEOFHHIC OWTIE,
['Cisco I dentity Services Engine Hardware Installation Guide] ®ft#% [Cisco ISE Appliance
Ports Reference] ZZM L T 7230,
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avFs54702 |
B < 7797unrrInorqrons

AT Y71 CiscolSEGUI T [A==2— (Memuw) |74 2 (=) 227V v 7 LTGERLET [RY — (Policy) 1>
[R1)>—EZF% (Policy Elements) ] >[#ER (Results) |>[7 347>k 7REY 3 =>4 (Client
Provisioning) ]1>["J Y —X (Resources) ],

ATw 72 [EBM (Add) ]>[RATF4T BT Uh> b FOT74)L (Native Supplicant Profile) ] Z 3R L £,

ARTFYTI XA T4 T VTV b7 77 A VOFRE (1123—) THHASN WS FEEZFEHALT, Yury
ANVEERR L E7,

RDBERY

BT AN R—=ZVOYR— ] OHEOMBHIZHE-> T, /MEENB GO/ =Y F ) T34
AEFy NI —Z I CHEEE TXAL YL T e Va o TR A BT LE T,

2ATATHT)VA N TAIT7AILDETE

CiscoISEGUI T[A==2— (Menu) ] 7 A 2> (=) 27V v 7 L TERRLET[RY) —
(Policy) 1>[7R') &—E% (PolicyElements) |>[#48R (Results) |>[Y 547> JOED 3
—>% (Client Provisioning) ]>['J Y —2X (Resources) ]>[&M (Add) >[4 T« TH T
Jhr rFaT7 74 (NativeSupplicant Profile) ], A FORENFREINET,

« [4:H (Name) | : fERT 2R A T4 7 9T VI~ Ta7 7 A VOARTEATILET,
o [NV —TF 4 7 AT I (OperatingSystem) | : ZDO7 a7 7 A )VEEHT DAL —
TAVT VAT L RRy T E T A RnBERLET,

KT 77 ANTIL, CiscolSENZ AT " DORAT 4 7Y 7Y Hy MIBEHATLIRY

U— R OREXEFRLET,

DAY LRTAT7AI

TIAT v NCHERABEICTASSID Z AL AT e Ty A VE 1 OBELET,
*[SSID 4 (SSIDName) ]: 7 7 A 7> b3kt % SSID D4,

[FrXvHBIaY T X2l — 3 77 (/LD URL (Proxy Auto-Config File URL) ] :
YTV DRDOFRy NI REERGET D027 FAT > "R T ax Il 55
Bl TO7T XY — =D URL Z AT LET,

s [Fa X HRA NP (Proxy Host/IP) |: 7 U hOFXy NI —IREETHET D729
W7 AT SRRV T 581, T aX i — "—0DR A MNP & AT
LET,

[FuxHR—1b (ProxyPort) 1: 7V A bRy hU—7REEZTIST D017 T
ATV ERT e UICERT 25 AE. 207X —R—DR— 2 AT LET,

s [E%= VU7 1 (Security) ]:[WPA] £721L [WPA2] ZiIR L £,

s [fFrfsf7=7' 1 k2 (Allowed Procotol) | : [PEAP] 7213 [EAP-TLS] Z &R L £ 97,

B o2751472%



| avF514702
#1747 7unvr 7avrsnose [

s [REBIET > 7' L— & (Certificate Template) ] : TLS O¥E1E, W OREHET 7
L— hEBiRLET, EAET 7 L— Md, [EE (Adminigtration) |> [ X T LSEHA
£ (System Certificates) ] > [FR5E/E (Certificate Authority) 1> [(EBAZT > L — k

(Certificate Templates) | TEHK SN TV ET,

T aVDEE
[F 7'+ = (Optional) |ZEHTDHE, ROT 4 — /L RRFRINET,
Windows D&% &
* [(@FEE— F (Authentication Mode) | : FBFED 72O D w7 A MFH E LT, [—HF—
(User) 1. [¥¥ > (Machine) ], F72ITMGFZERL 7,
s CIHRLY — S — 21 3EH S N REI BB O /KR 2 o — F— {25k 72\ (Donot prompt user

to authorize new servers or trusted certification authorities) ]1: Z D47 a Y EHINITH &
=P IEKBE RO ONFET A, 22—V —FEHAFITIABHNZIT ANRGILET,

s [ERRCHI DO —HF—4 &M (Use a different user name for the connection) ]: VA ¥ L X
TaT 7 AMIOBEHAENET, BRI OV —HZHHLET,

s [y NU—2Z034H1 (SSID) #7 v — RK¥ v A ML TWR< THEHET % (Connecteven
if the network is not broadcasting its name (SSID)) ]: VA YL A7 a7 7 A MDA H S
NET, SSIDATHr—RKFr 2 IR THRWEATH, Xy MU —7I1C8H L ET

iOS B’ 7E
(=7 Ry NU—I PIERRIZR S TOWDGEITAMITT 5 (Enableif target network
ishidden) ]: #—7 v b3y U= PIFERRIZR > TWDIHEEIT, ZOF v IRy
AuF AT LET,

Android DF%E
o [FEFAERS% 7 0 k2L (Certificate Enrollment Protocol) ] : WD A4 7 v g iR ¥ %
70 v 7 LT, iEBAERS T 1 b 2/ ([Enrollment over Secure Transport (EST) ] £7-1%
[Simple Certificate Enrollment Protocol (SCEP) ]) #i®R L £J, EST 7= h a2 /L &R L
72354 . CiscoISE 1Z. FFFAEDIEITHIZ Android == — % —1Zx%F L TEBIMD/RA T — KD A
NEFERLUET,

BEJOIr74AL

s [fFrfS7=7"a k2L (Allowed Procotol) ] : [PEAP] & 7213 [EAP-TLS] Z &R L £ 97,

s [REBHET > 7 L — b (Certificate Template) ] : TLS DAL, W OREHET 7
L— FARILET, AR L7 L— ML, [EE (Adminigration) | >[& R T LIEH
£ (System Certificates) |> [5B5E/® (Certificate Authority) 1> [ZEBAZ T > L —k

(Certificate Templates) ] TEFEIALTWET,
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avIsq47vz |
B zEror7—vcomUSALY FELTOYSAFU R TOESIZUY

T2 a3 DERE
[4~7> 3> (Optional) | #JEBAT 5 &, Windows 7 74 7 > ROLFAITIRD 7 4 —/v K Hff
HTEET,

* [(BFEE— F (Authentication Mode) | : #BFED /=D u 7 A 1E#HR E LT, [2—H—
(User) 1. [ (Machine) ]. F7/2IidliFa @R L £,

[BEICE A LA ERAT =R (BEXOL LHIUT N AAY) ZEHT 2 (Automatically
use logon name and password (and domain if any)) | : [F&FEE— K (Authentication Mode) | C
[2—H— (User) |ZBINT DL, 2—HF— 7T aeERTHrI Rl rs/M 0B
FORRY = FFRMERH S ET (2D DOFERMNEM FREREE)

o [EE SR 2 A2 3% (Enable Fast Reconnect) | : & v ¥ a3 > OFBIHEREN PEAP 7' 1
FaA T g THICR > TWDLEE (ZhiX, [B#E (Adminigtration) 1> [ AT
L\ (System) ]>[E&%E (Settings) |>[ZH k3L (Protocols) |>[PEAP] Ti%iE) . PEAP
tyvarid == LTy NV ET oy 7T HIERHERATEET,

« [fREET = v 7 ZHN2T % (Enable Quarantine Checks) ]: 7 74 7 > M [REEES 7=
O LET,

o [P R=DEFBALNA v RTLVE /R S 20 GAICUIET % (Disconnect if server does not
present cryptobinding TLV) ] : B 54t 3A > R TLV A% v b U — 7 #g THR—h &N T
W WS EITEIlT L £,

o Tl — R —F I XE T X DR B O KGR 2 . — P — 2R 72\ (Donotpromptuser
to authorize new servers or trusted certification authorities) ] : HEIIZ 2 —F —FEEZ T
AL, 2—HF =77 b ERRLERA,

EERAYEIDI—UTOURLYSA LY FELTDY S A
V2 A= == F=i2s)
URLUZA VY N LDIIAT v 7aeya=y7ik, — K3—F 1 D NAC T CoA

BHR—=FEINTWRWERIIKNETT, 7947 s 7ueya=r7F, URLY XA L
N OFBEINDLTETTEET,
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A\

&HErY FI—YTOURLYEA LY baLTOY 547>k FaEva=vy |

6=

URL Y XA VI a v aiflTH7 94T 7ueya=r 7oae, 779470 <y
TR X VEREMER SN TWDAEAIE, 7T UYREEDHISLY A MZ Cisco ISE ZIiBN L
TLEEY, ZOFEIX, URLVFA L7 a v 2T 54 _XTH7 12—, BYOD., MDM.
AN, BEXORAFvICEHASNET, 72& 20E, Windows~ 2> Tld, RO TFIEEFEFTL
7,

1. = hu—/L 3R/ 5, [Internet Properties] #7277 U v 7 L £,
2. [Connections] % 7 Z &R L £9°,

[LAN settings] 27 V v 7 LE7,

[7'm %y B—/3—] A5, [Advanced] &7 U > 7 LET,

o > w

[Exceptions] 78 » 77 AT CiscoISE / — KD IP 7 KL AZ AN LET,
6. [OK]%2 YU v s LET,

FHEAX Y P —=7 TVHEA VLY MR LTy RRA U b2 nbeya =074 5 FIHERIOR
L/\i‘a—O

Dot1X EAP-TLS

1 7rbeva=r7 SRtk Z M LT CiscoISE Ry MU — 7 28T

2. 779UV U4 RUZBE&, YnbeYa =7 URL (provisioning.cisco.com) % AJ19 5,

3. WEB=—#—, AD, LDAP, F£7/2ILSAML Z/r L C CP R—&Licu /A 45,
TV MRRATF XY EFATLET, T RRA L MR RATF Yy a7 747 o AH
SWTELWRY NT—ZICBEIT 5,

Dot1X PEAP

1 NSP#HTa—H—4 LAY — RZfEH] LT Cisco ISE X v MU — 7 IZHfid 5

2. 79UV U4 RUZB&, YunveYa =7 URL (provisioning.cisco.com) % AJ19 5,

3. WEB=—#—, AD, LDAP, F£7/2IXSAML Z/ L CCP R—&Lcu /A 4%

TV NRRAF v EFITLET, T RRA Y MR RRATF ¥ 2547 AHE
SWTIELWRy U —Z7 ([ZBEIT 5,

MAB (Ff¢ry hU—7)

1
2.
3.

Cisco ISE v b U — 27 [THai T 5,
TV U4 RUEkE, YubEYa =27 URL (provisioning.cisco.com) % AJ19 %,
Wi —4—_ AD, LDAP, 7213 SAML # /"L CCP R—Z mica /A ¥ 5%,

T NRRAF v EFITLET, T RRA Y IR RRATF ¥ 2547 AHE
SWTIELWRy U —Z7 ([ZBEIT 5,

av7547 2 IR



B e x—55 JnorqronE

avIsq47vz |

MAB (VA YL A %y hU—7)
1. CiscolISE % v MU —7 T T 5

2. 79UV T4 RUEBE, YrtE Y a =27 URL (provisioning.cisco.com) % AJ19 %,

3. Wiz —H—,

AD, LDAP, 721X SAML Z#/r L CCP AR—ZZn s A ¥ 25,

TV MRRAF Y EEITLET, RAF Y ILVUA T L X 802.1X DFEEICD LB

T2,

AMP A %—7J5 JO2J74ILDETFE

W DFIZ, [Cisco Advanced Malware Protection (AMP) A *—7 771 ~7 7 A /L (Advanced
Malware Protection (AMP) Enabler Profile) |V 4 > RUD 7 4 —)V R&ERLET, FESF—T 3
VXA, CiscoISEGUI T[A==2— (Menu) |7/ 22 (=) 227V vy 7 LTERLET T

B

EM (Add) Ry 7 X RE%27 U v 27 L, [AMPA 3*—7 77177 A/l (AMPEnabler
Profile) ] #i®IRL £,

#£19:[AMPA *—7J 5707 7 4 JL (AMP Enabler Profile) ] R—>

J4—ILR4& FREDHA K4

£ 81 (Name) 22— —NERT D AMP A X —7 7 a7 7 A VDLEIE AT LET,

Bz AMP A X—T7F 777 A )VOHAEAI L ET,

AMPA 2—T 35 * [Windows f > A h—%5 (Windows Installer) ] : WindowsOS >/ 7 h 7 =

DA R =L TDAMPEARA T 52— LY —_"—DOURLEZIHEELET, —=—
(Install AMP Vb EVa—/IZIDOURLZHEHLT, =2 R&EA > MZ exe

Enabler) TrANEL T a—RLET, 7740 YA X3H 25 MB T,

s [Mac{ > A b—% (Mac Installer) ]: MacOS Y7 bY =7 D AMP %
RARNTHO—=H P —=_"—DURL ZIEELET, =—V = bE
Va—/MIZDOURL ZEM LT, =2 RARA > MZ pkg 77 A V%
Fyom—RLET, 7740 %A XFK 6 MB T,

[4 > (Check) | AR¥ ik, — —LilfE&1T> CURL AR E D
ZHERLET, URL ANDOHEIX, 77 A VBRSO 0 £ L7 (File
found) | A v E—UVUNRERIN, AANTROVGEEETZT— A vE—U0
FoRENET,

AMPA x—TJ5
DT AR —
JU (Uninstall
AMP Enabler)

ITURRA LV IMBZ U RRA VN YT NI TDAMPET A VA
F—LFET,
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BHABTOT7 AN IT (A EEALEAMP 1 5—75 Fa7 71 Lot [

J4—ILF% FRLEDHTA KSA4

BlAA —a—A~D| TV FRA LV N VYT FT2TDODAMP AT RARA Y MIA VA F—L X
1B (Addto Nz, = FRA > FO[BIE (Start) | A==2—|Z > KRS V7
Start Menu) N7 DAMP DY a— bbby bEBIMLET,

FRORYTAD | REA L PN YT R T2TOAMP AT RRA Vv MZA VA F—L &
EBi0 (Addto N, = RRA VDT AT by I RRA NI 7 b0 =T D
Desktop) AMP O a— h Ay hEBINLET,

AVTHFREA ITURKRALS U RN YT P27 DOAMP R RARA V MIA VA =L X

Za—~MEM [Nk, U RRA N7 Yy arTHFA N A= a =[5 <A
(Add to Context | %+ > (ScanNow) | A7 a v &BIMMLET,

Menu)

HAHRAATATFAINIT A B EFERALIZAMP A *r—TJ35 JAJ7
A4 ILDYER

S

GE)  AMP A x—7 7%, AnyConnect Z 2527 74 7 MZDOAEH TE £, Cisco Secure

Client (Z1%, {X#> Y IZ Secure Endpoint 737 £ 4L TV EJ, Cisco Secure Client ¢ Secure Endpoint
T 5 HEIC oW TiE,  [Cisco Secure Client Administrator Guidell 22 L T< 72 &0,

Cisco ISEbDIART B 7 7 A NVTTF 4 ZETIAZ L KT a5  Z&2FH LT, AMP A
F—=T 77T A NEERTEET,

Cisco ISE DAL T B 7 7 A VT 4 X ZHEHLTAMP b7 v 7 7 A VEERT 51
X, ROFNEEFEITLET,

JR 8 BRI

« SOURCEfire R—Z A MH L RiIRA VN VY7 b =2TDAMP 2 X U a—RL, ga—
BN P —=N—=THRAT 4 T LET,

s U RKAL DY T T =T O AMP ZHRA M5 — N—DFE#E% ISE GEHE A k
TICA YA —FLET, [ (Administration) ]Cisco ISEGUI T[A==— (Menu) |7
fay (=) 270V v 7 LGRIRLET >[REHE (Certificates) > [{EEETE Hi[EAE

(Trusted Certificates) ].

* [AMPA *—7 7 (AMPEnabler) 147> a VN[IT—T x> FERE (Agent Configuration) ]
74 Ry ([RVU— (Policy) 1>[RY > —33 (Policy Elements) ]>[f5H (Results) ]
>[7TIAT ey a =7 (Client provisioning) ]>[V ¥—A (Resources) |>[;B
N (Add) 1>[T—2 x> FERE (Agent Configuration) |>[T—Yz Y Sy r—OMiE
R (Sdect AgentPackage) |) D[T—Y Y hED1—ILDEIR (Agent ModuleSdection) ]

av73547>2 IR


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html

avIsq47vz |

B A5 r700 7 2 EERALEAMP A 2—T5 T077 4 LOMER

ATy I

ATy T2
ATvT3

ATvT4

A3

YERX

BIO[7 v 77 A4 /1DER (Profile Selection) | &7 ¥ a o TEIRESINTWD Z L& & HERR
]\/\i—g—o

* SOURCEfire " —# izm 74 LT, = RARA YV N I NA—TDRY v—%EKL, =
VP#%V%/7h&:?@AMP%ﬁ?Vm~F#é%%ﬁ%@i#oV7F?:7K
VIBRLEARY U—RHFERRESNTOVET, 220041 A=, ‘?’fcﬁ?bf;WindowsOS
FAﬁi/bﬁ4/%/7hﬁz7mmm MacOS DHAIT = RiRA > | [ZZES
7@AMP®EEET%&A~VH/%&ﬁ/u~bﬁéb%#%wi¢o&?/D—b
SNV T Ny =TIE, Z =T TARX Ry NT—=T BT 7 R8ATE 5 —"—THk
A RNENET,

CiscoISEGUI C[A==2— (Menu) |74 2> (=) 27V 7 LTERLET R >— (Policy) |>
[R1) —EFH (Policy Elements) |>[#&8 (Results) |>[2 547>k 7AEY 3 =>4 (Client
Provision) 1>[1J YV —X (Resources) |,

B (Add) | key T Xy %s 0y LET,

[AMPA *—>7 377’17 7 A /L (AMP Enabler Profile) ] ZERL T, HILWAMP A X —7 7 a7 7 A )L
VERR L E 97,

74—V R 22 gz A LET,

K7OY IT443%EAHLE-AMP A 2—JS JOJ74)L0D

TV hRF U RT O 2T 4 ZEEHA LT, AMPA 2 —7 7707 7 A VEERT D
Wi, WOFIEEFEITLET,

1R BRI

AnyConnect4.1 A X% R7mry =7 4 Z LT, XMLEROT 07 7 A VET v u—
FLTAMP A X —7F 7u7 7 A VEERTE ET,

e Cisco.com 2>5 Windows 8L X MacOS D=— x> N AZ K7y a7 ()L =
T4 A X a—RLET,

CARFURTuY TuT AN T 4 X EEEIL, [AMPA X2 —7 7707 7 A4 )VORE
(AMP Enabler Profile Settings) JAMP A *—7 7 717 7 A )VOFRE (116 X—) Ty
EINTWDL LT 4=V RIZATLET,

e T ANE XML 77 ANELTHR—HILTF 4 AT ITRIFELET,

« [AMP{ %—7"7 (AMPEnabler) |47+ a VN [IT—2 v FRE (Agent Configuration) ]
742 Ry (AU — (Policy) 1>[HV > —33 (Policy Elements) ]>[fH (Results) ]
>[7 AT hFrEYa=7 (Clientprovisioning) ]>[V Y —* (Resources) ]>[iB
i (Add) 1>[T—Y x> FERE (Agent Configuration) |>[ZT—Y x> by Hr—UMiE
R (Sdect AgentPackage) |) D[T—Y 2 FED1—/LMDEIR (Agent ModuleSeection) ]
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ATvT1

ATy T2
ATvT3
ATvT4

ATvTH

ATvT6
ATy 17

ATvT8

REUR7OV IT42&EALIZAMP A x—TJ 35 AT 74 LDER .

BIO[7 v 77 A 1DER (Profile Selection) | &7 ¥ a o TRIRESINTWD Z L& & HER
]\/\ij—o

CiscoISEGUI T [A==2— (Menu) | 7A 2> (=) 227 ) v 7 LTRIRLET [RYL— (Policy) |>
[/R1) —EF (Policy Elements) ]>[#&82 (Results) |>[Y 547>k 7OEY 3 =24 (Client
Provisioning) 1>[') Y —X (Resources) ],

LEM (Add) 1227 Y vy 27 LET,

[@—HNT 4 A7 DT—V x> hJ YV —A (Agent resources from local disk) ] ZIZR L F 7,

[#77 2V (Category) ] Ku v 7 Z 7 inG [BEVERD Xy 7— (Customer Created Packages) | % H#E4R
LET,

[Z A7 (Type) | Ku v 7 X205 [AMPA *—7 7717 74/ (AMP Enabler Profile) ] Z 3R L %
D

[4 87 (Name) ] & [#%B3 (Description) JIZ AL E T,

[ZH (Browse) |27 U v 27 LT, B—A)V T 4 AT MLRGFERT 7 740 (XML 7 7 A)L) %%
WLUEF, KIZ, DRAZ~A XINTZA VA= T 7 ANOEIZRLET,

<?xml version="1.0" encoding="UTF-8"?>

<FAProfile xsi:noNamespaceSchemaLocation="FAProfile.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<FAConfiguration>

<Install>

<WindowsConnectorLocation>
https://fa_webserver/ACFA_Mac_FireAMPSetup.exe
</WindowsConnectorLocation>

<MacConnectorLocation>
https://fa_webserver/ACFA_Mac_FireAMPSetup.exe
</MacConnectorLocation>

<StartMenu>true</StartMenu>
<DesktopIcon>false</DesktopIcon>
<ContextIcon>true</ContextIcon>

</Install>

</FAConfiguration>

</FAProfile>

WRIZ, DABSA REINTET oA A =)L 77 A VOHZERLET,

<?xml version="1.0" encoding="UTF-8"?>

<FAProfile xsi:noNamespaceSchemaLocation="FAProfile.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<FAConfiguration>

<Uninstall>

</Uninstall>

</FAConfiguration>

</FAProfile>

[51F (Submit) 1% 2V v 27 LET,
FLLHERENTZAMP A *x—7F 7 a7 7 AN [V Y —A (Resources) | X—VIZERINFET,
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—MREEAMP A R—T S5 A VA=) IZ—D 5TV a—T«

sl

[Windows- »* A h—7 (Windows Installer) | £721% [MACA A h—7 (MAC Installer) |7
&2 kR 7 A2 SOURCEfire URL # A /) LC[4Y (Check) 127 Vv o +5HL, kDT
T—=DWTNUDRRETLGERH Y 7,

s LT — RXAyE— [MacE721IWindowsD A > A b —F 7 7 A L& &G TeH — N —DFEH
ENISEIC L > TEEEINTWER A,  (The certificate for the server containing the
Mac/Windows installer file is not trusted by ISE.) 1E#EFEHAE % [P (Administration) ]> [
BAE (Certificates) ]>[{E#HTX HAEAZE (Trusted Certificates) JIZBMILET, (Adda
trust certificate to Administration > Certificates> Trusted Certificates.) |

ZDOxT— A yE—%, Cisco ISE G E A K 7712 SOURCEfire DfFfH T X St E%
A AR —F L TWRWEAIZR R EIE T, SOURCEfire DFFHTE HiEAEEZ AT L.
Cisco ISE DfE#H T X Z7EHEA 7 ([BH (Administration) ]>[FEFAE (Certificates) ]
>[{EHE T X HAEE (Trusted Certificates) ) 124 > AR — ML ET,

TI—=Avt—U: (A= T 7ANRZOHEFTRON) A, HEHEOMET
HHAREMED S W £77,  (The installer file is not found at this location, this may be due to a
connection issue.) B N2/ NA% [ A b —F (Installer) | 7% A~ Ry 7 AZANTD
M, ETIFEEE AR LE T, (Enter a valid path in the Installer text box or check your
connection.) |

IDZT— RAyt—UF, =V FRKRA BN YT R 2T DAMP ZFHA R LTWAY—

W= E v Liza . £72013 [Windows1( > A b —F  (Windows Installer) ] %7213 [MAC
A A =7 (MAClInstaller) |7 F A bRy 7 RZATNI ARG LGHICRKRINET,

=7 — A vytE—: [[Windowsf > A F—= (WindowsInstaller) ]%721Z[MACA > A h—
Z (MAC Installer) |7 %A F Ry 7 ZZHYRURLAEENTWEFA, (The
Windows/Mac installer text box does not contain a valid URL.) |

ZIDTT— A vE—I, BAIZIELL W URLERZ AN LTIEEAICERENET,

Cisco ISE @ Chromebook /N1 ADA Vi R—T 4 25D

H$7R— b

Chromebook 7 /31 A [HfHDF /N4 X (Apple., Windows, Android) & IZH7p 0 EFET A X
(Google KA A NZE - TEHL) T, AR —T 47 R — IBHIRETWET, Cisco
ISE i34 v b U—2 T® Chromebook /34 AD I R—F 4 7 %P R—FLTWET, &
YAR—=F 4 7 LiF, Cisco ISE IZ K DFRRAEDZIC R Yy MU — 7 |[ZZRITHRTE D L 91T,

TV RBA Y MIMBERBREL 7 7 A NVERETH TR EADI L TT, ZO7 2RI,
AEAEO T oY a = IRRXA T 4 T YTV A hOT R EY g = TREENTONET,
7272 L. Chromebook 7 /34 ATiL, iFAEDO IO Y a = T OHENFETTEET, AT 4
TH TV OTREY a3 =7, Google BHLia Y Y — /L TCEITENET,

B o2751472%



| 2v7547>%
Cisco ISE O Chromebook 7/34 2D > K—7 1 > s 04K—+ [}

BEL I TV R Chromebook 7 /3 AL, BRIy NI =T ~DF VR —F 4 L TINTE
F A,

Chromebook A > R—F 4 7 7atv ACEET LT 4T 4 1FKRDOERBY TT,
+ Google & HIF
« ISE & HL
+ Chromebook ——H—/7 /N1 A

* Google B =12 —)L (Google & EEH VE EL)

Google EHLH -
cRDTA R ADREM TR LET,

1. Google BH 22 Y — /LR EDT- 8D Google Apps BELIH 7 4 &> A, URL :
https://admin.google.com, Google FHE =12 Y — /L& LT, EFHEE TN O AR D
72 ® Google —EAZEMHTE ET,

2. Chromebook DT /XA AEFHT A4 A, URL :
https://support.google.com/chrome/a/answer/2717664?hl=en, Chromebook D7 /N4 R 45 B
T4 B AL, FED Chromebook 7 /34 A% L TREZITV., RN r—Z 9
LHEDIHEHESNET, 2—F—T7 7 v 2OHIE, BEDOI AZ~< A X, Xy FU—
7 T I RADREREDIZDDT /SA AFRE~D Google EEH T 7 & A w UL
ESr AN

* Google 7 /34 A T A & A2 L % Chromebook 7 /31 AD T &Y g = 7 L Ak Ei
Li‘g‘o

* Google & Hl =1 > — L %3 U T Chromebook 7 /A A ZEH L F7,

* % Chromebook = —H#'—® Wi-Fi x v NV —27REDE v NT v 7 L EHEITNET,

* Chromebook 7 /3A A TCT 7V r—3 g O E & &l STV B ILIEEEED A A h—
JL %47V, Chromebook 7 /34 A& & L £9, Chromebook /XA ADF L R—F 4 7
{Z1%. Chromebook 7 /34 A(Z Cisco Network Setup Assistant JEIERFEAEZSN A A h—/L &1
TWHRENHY £, ZHIZL Y, Chromebook 7 /34 A 73 Cisco ISE (Z4#5¢E L. ISE 7k
HEELA VA R—ATED LRV ET, FEAFEDOA A b — VOBIEITEHELS LT N
A ANZDHFFAIND T2, T OILEERRIZEHEICA v X b= S ET,

o = R—DRRFE & BRI A BT 572012, Cisco ISE FEFAE D Google HEE=1 v V —
JNIA VAR =L ENTWNDZ & A2MEZR LET, Google HEE A, FEMIENT /314 ATk}
LCAERSND D, 22— F =T L TERI D ZRELET, CiscolSEIZITRD AT
arndbvEd,

* Chromebook 7 /3 A A% ILH LW — D2 —F— HICGEFEE AR L ET,

« B D —F—THAEF I D Chromebook T /34 AFICEEHEA AR L9, HLEA
B EICOWTIE, [ Google HHl= v V) — /L TO X v b U — 27 OFRIE & YLiEERE
DOFEHl ] B a v OFES BB LT ZE,

av73547>2 IR


https://admin.google.com
https://support.google.com/chrome/a/answer/2717664?hl=en

avIsq47vz |
B 555 <0 chromebook 7/34 ZDBEADAZ ~ F545 7 1 2

ISE 7% Chromebook 5 /34 A CIEHED Y0 vV a = V2T A0 E@E S,
EAP-TLS FEHER— 2 OFERENFF A S5 K 912, Google & HE 2N ISE H— N —GEHE
A A R—/LL%ET, Google Chrome /3—" = > 37 LAR&IX, Chromebook 7 /341 A DFE
HESN—ZADOFIEE AR — N L TWET, Google EHEH 1T Google HEE =V — /LT ISE
TubeYa=r 7 77V =g r2u— RRL, ISEGREHELZRGT 57201
Chromebook 7 /3 A THEHTEX 2 X0 THHERNH Y 7,

« HEBE S LD Google A8 A2 R 4478, SSL D472 55 D 7812 WLC TRy E S7- ACL E3%
UARTHFAIENTWD Z L 2R LET, Google hR— b= OHRELER L OFF A S
TWDHRAMEZRLTIIESN,

ISE &8 -

SERHET 7 L — N ORI Z G T, Chromebook OS DXRA T 4 7 HF U ok Fury
ANEERLET,

+ Chromebook = —%— Cisco ISE TGN —NL T T4 T h Funeya=r7
RNY —ZERl L ET,

Chromebook = —4"— :

* Chromebook 7 /341 A Z{HE L, Google N A A NZHEKL T, Google BELHIZ L > TEHR
SNTHEHARY —aRELET,

+ Chromebook 7 /XA A R Y 2 —& | Google HEEL > YV — /LIZ L > TA VA h—)L &l
i X 41 CUN 5 Cisco Network Setup Assistant JEEFERE 225 L £ 97,

* Google BHLAIZ Lo TERSINTWNDH EBVITT vt Y a =7 S/ SSID I#HEke L
T, 77UV EBENTCBYODX—V %2 F R L, v R—FT 47 A&l LET,

» Cisco Network Setup Assistant 7% Chromebook 7 /341 A(Z7 T A 7 haEEEZ A A h—
VL, ZHUT LY T8 A5 EAP-TLS GEMEN—ZOFRFEZATA D L 912780 77,

Google EHLz > —)L :

Google H ¥ =1 > — /L Chromebook 7 /31 AEHZ YR — h L, RREX Y bV —7 OFRE
& . Chromebook ~~® Cisco Network Setup Assistant ] Z & FILIRIERED 7 > & 2 N TX £ 7,
Z DILRMEREIT SCEP Z3K & Cisco ISEIZIXE L, 7 74 7~ FiEHEZ A X F—/L LT,
BRRPHRE T Yy NI =7 ~DT 78 A& AREICLE T,

HHIZE TOD Chromebook T/Nf ADFEHDARA F TSS9 T4 R

Chromebook 7 /34 A DN FEARC K E AR 72 & OILFEREE CHEM & 5854, Chromebook 7 /31 A
FEESTER2—F—ICLoTHASINET, PRAPHRS LN T T 7T 4 ZDO—H
X, kD ELBY TT,
HEFEO—Y— (FAFZIFHEEFR) OL4FIT Chromebook 7 /34 A& A LV HR—TF 0 7§
L5a. 22—V —OARINBIEHFD [fF4 (Subject) 17 1 —/v KO [Hhi@4 (CN)
(Common Name (CN)) JIZAJ S ET, £72. A Chromebook 73 E DFFE D 1 —H —
® My Devices R— X /VIZFRENFET, TDD, IHET AL ATIEIA LV R—FT 47

B o2751472%
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| 2v7547>%
Chromebook + > R—F 1 >4 FOt R .

Bplcde 7 L o vy VR L, FE D2 —3 —D My Devices K—H /LD U A FZD
BT NAANERIND LT L MR LES, AT DT> ME EoT Y
VRELTEBEEELIIEENEHE L, AT A REH#ET 52 N TEET,

» Cisco ISE H¥# 1%, A Chromebook 7 /31 Xﬁﬁ@ﬁ AR LFEAET 7 L— b B ER
L. RV /*—’Cfﬁfﬁffé ENRTEET, &R H4-3E4 (CN)  (Subject-Common
Name (CN)) MEIZ—E 3 2IEEDFEAET 7 I/*— N 50, FEBEOL I

(chrome-shared-grpl 7¢ &) % $57& L CIAl U4 A% Chromebook 7 /XA AZEID ¥ THZ &
N TExFEJ, AU —E, Chromebook T /XA A~DT 7 2 A& 72 1THERT 5729
W2, ARTC—HEIED Lo TEET,

* CiscoISEEHLE X, (T 7 BARKIRENDMLEENH DT /3A AD) Chromebook 4> R —
T4 T D VN DT O Chromebook 7734 2D MAC 7 KL A&z l-=
RBA > NN —T2ERR T F4, AL —iE, 5/514 X Z A 7 Chromebook & & %
INEMRHTHERHY EF, k), T7EABNSPIZY XA LT MERE
7

Chromebook > R—FT 4 245 JOEX

Chromebook A v B —F 4 v 7 Fat X F. WO—BED AT v T EITLET,

AT Y F1 Google B LY YV — )L TOF v b U—7 OF%E & JLIEFSRE DO 5RH ,

AT w72 Chromebook 4> R—F 4 > 7 H® Cisco ISE D% E,

AT w73 Chromebook /34 ADYTA 7,

AT v T4 Google HFL=1 ) — /L~ Chromebook %4k,

AT w5 BYOD 4> R—F 1 7 D Cisco ISE % » kU — 2 ~® Chromebook DHZE,

Google B Y —JILTORY b T—0 DFHRTE & YiaRH#ERED TR H

Google BHF 1L, ROFNEZETL £,

ATYT1 Google BHla Y —nizu 74 LET,

a) 77 7T URL https://admin.google.com # AJJ L £,

b) BBERI—PF—H L RAT—RFEANLET,

c) [BFlarV—n~X9Z% (Welcometo Admin Console) ]V 4 > KU T, [T/34 ZEH (Device

Management) | %2V v 7 LET,

d) [T/3A A% (DeviceManagement) |7 4> R TC, [y hU—2 (Network) 1227 Vv 7 LET,
ATY T2 FEHHRT A ADWi-Fixy NI —27 %%y hT v 7 LET,

a) [y h7—72 (Networks) |X—C, [Wi-Fi|Z27 U v 7 L&,

AVTSATUR
I


https://admin.google.com

avIsq47vz |

B coogezmmas ooty FT—s 0RE L HEREDRS)

ATvT3

ATy T4

ATy T5

b) [AddWi-Fi]Z 727 VU v/ LT, £E/RSSIDZBIMLET, GOV TIE, TGoogle HHE=a >V — )L ¢
Wi-Fi %y N — 7 RE] 2SR LTIEI0,
MAB 7 2 —|{Z2OW Tk, 22D SSID Z1Ek L, 1 224 —7> 2y hU—Z7 ., 9 1 D&FEHE
AEAIC LE T, 22—V =0 —TF v %y NU—TIZE#HT D &, CiscolSEACL L, #BiED 79I,
A—YP—Z I LTy VEEOF AN R—=EZ VI F A L7 N UET, RN T 5 &, ACLIE
a—H—% BYOD R—Z L2 A L7 FLET,

ISE FEAENH CA I X » THRITENTH AT, v— b CA Tixe<, FREEHELZ [ — —38GE
Rl Cxy B 7T o0ENHY £,

c) [EM (Add) 1227V >7 LET,

S LIRS RE A R L £ 97,

a) [T /3 A& H (Device Management) ] 7 « > KU D [T /34 ARE (Device Settings) ] D FiZH D
[Chrome % #E (Chrome Management) | %27 UV v 7 L¥7,

b) [User Settings] 27 U v 27 LE T,

¢) FCARZm—n LT, [TV r— g EHLiki&RE (Apps and Extensions) | &2 2 = @ [&H|#IC
AR =NV ENTT 7TV r—3a o LLRERE  (Force-Installed Apps and Extensions) ] 473 3 & T,
[FHICA VA = ENT 7V r—3 3 OEE (Manage Force-Installed Apps) %7 U v 7 L&E
ED

SRHIILIERRE S A VA h— L LET,

a) [HHIICA VA M= ENTeT 7Y r— a3 L riki#Re  (Force-Installed Apps and Extensions) |7 o
> R C, [Chrome Web A k7 (Chrome Web Store) | %227 U v 7 LET,

b) [MZR (Search) 1 7% A b R v 7 AT [Cisco Network Setup Assistant] & AJJ LT, JLIEMKRER Lo
£

Chromebook 7 734 A ® Cisco Network Setup Assistant JE5EFEHE(X, Cisco ISE DFERHEZ ER L |
Chromebook 7 /34 AIZISE OFEHELZ A VA h— L LET, GEAEDOA A b —/WTEHE ST A
ANZH L CORFFAI SN DT, T OFLIRIEREIL, REIAICA V2 h—ban D KO ICERET D%
WiV E, BT 1 AP Z OYLREREN A A B =L STV WAL, Cisco ISE DFREMFE
EAUARN=NTHZLIITEETA,

¢) [Add|Z7 VU v 7 LT, MHINZT 7V EA A =L LET,

d) [fR1F (Save) 1227 U > 7 LET,

(FFvay) HEHEO2—Y— 24 S TV % Chromebook 7 /34 A ZFFHEZ A A b —/L4 51213,
A7 4 FXal—vary IrANVEERLET,

a) AERZ 7 ANVICROT—REZat— T U RX—ARLT, B—ANV T4 AZITHRFLET,

{
"certType": {
"Value": "system"
}
}

b) [Device Management] > [Chromebook M anagement] > [App Management] DIEIZEIR L F 7,
c) [Cisco Network Setup Assistant] JLiER§REZE 7 U v 7 LE 7,
d) [UserSettings] #27 Vv 27 L, FAAL U ZERLET,

B o2751472%
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Chromebook 7 > 7R—7 1 > (D Cisco ISE DEXE .

e) [REZ7A/NVDT v 7 u—FK (UploadConfigurationFile) (%27 Vv 27 L, B—Hh/LT 4 A7 IZHEIFL
- axt 77 ANVERINLUE T,
G¥) Cisco Network Setup Assistant CHEEL D 2 —F—n3HHFG T 257 A ZADOFEAEZERT 51
X, ZDOAEMET 7 A L% Google BHL = > Y — WTIBIMT A LN H Y £97, BIMLARWN
&, CiscoNSA (T3 v 7 a—F—FHOFEHEEZER L £,

f) [fR1F (Save) 127 Vv 7 LET,
RTwT6 (473 ) Chromebook ZIH LR /v o—Y—DiEHELZ A VA h—L LET,
a) [Device Management] > [Network] > [Certificates] DNEIZER L F 9,

b) [FEPAE (Certificates) ] 7« > K7 T, [REHAEDEM (Add Certificate) ] Z 2 U 2~ LT, Cisco ISE
DitAEZ 7 ANV ET v 7r—RNLET,

RDARY
Chromebook 4 > R — KD 7= D Cisco ISE DR E

Chromebook # > 7/R—F 4 > % B ® Cisco ISE DE&E

1R BHHIIZ

Cisco ISE FHEH X, MERARY U —%{ERT DX ENH Y £9, CiscolSEGUI T[A==2—
(Menu) 1742y (=) 27V v 7 LTERLET (KUY >— (Policy) | >[RUS—ty
k (PolicySets) | 7 1> RUZEIRL £,

FOREAR U v — DBl RITR L ET,

Rule Name: Full_Access_After Onboarding, Conditions: If RegisteredDevices AND Wireless 802.1x
AND Endpoints:BYODRegistration EQUALS Yes AND Certificate: Subject Alternative Name Equals
RadiusCalling-Station-ID AND Network Access: EAP-Authentication EQUALS EAP-TLS Then
CompliantNetworkAccess.

CompliantNetworkAccess (%, X E S AV FBGERE R T9, Cisco ISEGUI T [A ==— (Menu) ]
TA4ay (=) #7 Yy 7 LGERLET [RY — (Palicy) 1>[R) —FEFK (Policy
Elements) ]>[#£2R (Results) ]>[8F (Authorization) |>[3REE7 0 7 7 4 JL (Authorization
Profiles) | 7 ¢+ > RO Z@IRL 7,

RAT9T1 CiscolSETRAT 47 Y7V h 2 b 77y AL (NSP) Z%ELET,
a) CiscolSEGUIT[A==— (Menu) |71 2> (=) #7 Vv 7 LGERLET R P— (Pdlicy) ]>
[[R1) —EF% (Policy Elements) |>[#&2 (Results) |>[9 547> TREY 3 =245 (Client
Provisioning) 1>[') Y —X (Resources) ] Z#R L £9°,
Chromebook 7 /XA AL CiscoISEA VA RN—ND[7 FA Tk 7rbEYa =7 (Client
Provisioning) | X—UICERINET, 2L, Ty T 7 L—ROGHEIE, RAFYOEFTI 07T A
A a— RTHHLENRHY T, CiscolSEGUI T[A==2— (Menu) |74 (=) 27U v

AVTSATUR
I



avIsq47vz |

. Chromebook T/\ A XD T A 7

ATy T2

7 L GRIRLET [EHE (Administration) [ A T4 (System) [ERE (Settings) [[RRF ¥
(Posture) |[E#7 (Updates) 1 7 4> R &aBIRLET,

b) [EM (Add) |>[RA T« T HTFUA> s FTOT 74/ (NativeSupplicant Profile) | DIEIZZ U w7
LET,

c) [£HI (Name) ] & [#iHA (Description) JIZ AL FET,

d) [ARL—TFT 1 >5 L RXTL (Operating System) ] 7 4+ —/L KT, [ChromeOS 9§~ T (ChromeOS
All) 1 ZEIRLET,

e) [FEBAZT > 7L — bk (Certificate Template) | 7 4 —/L KT, MLERIEFAET VL — F 2B L E
R

f) [241F (Submit) | %727 U2 LEF, SSID 1’ Google EHLa > Y —/pnb7ubEya=r73T0
T XA T4 T BTV A s Taeva=r s 7a—nE5TERWI L 2B LET,

(7947 h 7rEYa =7 (ClintProvisioning) |“X—Y CNSP &~ v 7 LET,
a) [RU>— (Policy) |>[9 547> FREYa=2% (Client Provisioning) ]Cisco ISE GUI C [ A
Za2— (Menuw) |74 2y () 27V v 7 LTEIRLET,
b) MEREZEFTLET,
I IGAT N TREYa =7 R O ER (Results) | THASABDRA T 4 7 7V I
Na%E (Cisco-ISE-Chrome-NSP) %R L £,

« £720%, HLWIL—LEZER L. Chromebook 7 /34 A FICIER S 4u7= [F55: (Result) ] 23R &
NTCNDZ EEMERLET,

Chromebook /A XD T A T

ATy T
ATy T2

ATvT3

RTvT4
ATvy7T5

Chromebook 7734 A%, Google BHL =V — /L) Google BHFIC L VRESINT-HTIA T
ENDHMENRH Y 9, Chromebook L—W—|IT /A 2% T A 7@”6% FRH Y, AL
Wil L, xy MU —7 ZRET L2 —ERET O TY, FEMIZ OV TIE, R URL
https://support.google.com/chrome/a/answer/1360642% Z R L T 72 &0,

Chromebook +— % — (IR DO FIEEZ EIT L F T,

Esc + Refresh + Power ¥ — DA S HbEZ L FE T, ZEE O VREERE (1) 7 /Tézhi‘f

PR E— F&BAMT 5I121E, Ctrl+D % — @n’*ﬂ%“‘bﬂf%ﬁbf#% Enter ¥ —Z# L 9, HEmIZHRN
RN FRSNE T,

Ctrl +D F— DA EEZM L £3, Chromebook T — /L F—Z ZHIEL T, FIHRIBICEY 97,
Z OHIBRIZITR 15 500 £,

BATHE T L= 6, Space F—& LT 5 Enter F—% L C, fERE— FIZKEY £7°,
YA A 3 BEIC Chromebook & &gk L £,

B o2751472%


https://support.google.com/chrome/a/answer/1360642

| 2v7F54702
Google ¥ 1 > — /LM Chromebook 0 & £k .

RDRARY
Google & # =2 >/ —/L|Z Chromebook % &k L £,

Google ¥ 1 > —)L~® Chromebook M & %

Chromebook D7 /A A% 7 v by a =79 5I2IE, Chromebook = —% —3H T Google
B )= X=U8E L, T A RY =B X OMHIERE ZET HILERH Y F
—é’_‘O

AT 71 Chromebook D7 /34 ZADEEZ AL, YA A VEENRRENDET, BE EOFRICHENET, £72
TA A LBRNTLTEENN,

AT 72 Chromebook DT /NA ANZHA A T DRI, Ctrl+Alt+E OF —OfAGOEEHLET, [ ¥ —
77 A AX%4% (Enterprise Enrolment) | [ 23# R S E T,

ATV T3 EA—NT RLAEZANL, K~ (Next) 227U w7 LET,
WKDA =T BERENET : [T AFEEFEAICE L < BE I TWET (Your device has

successfully been enrolled for enterprise management.) | .

ATy T4 [52T (Done) 127V v LET,

ATY T Google ¥FHD LD ZZ L X —=DHD2—F—Z L XA — R EIBEEERH DT H T NOBEFD
Google 7 7V r—va v a—H—Da—HF—ZLXATU—-FRE2 AN LET,

ATYT6 [T AD%EL (EnrollDevice) 27V v 7 LET, T/ AREFICEFEIND &, HERA vE—UN
FREINET,

Chromebook D& GEDALFIT—E/ZIT THDH Z LICHEE L TL &N,

BYOD A >/ R—F 4 >4 D Cisco ISE v k7 —% ~@ Chromebhook
DIERE

F 27 L SSID D FNE—EAP-TLS 71 k2L Z{HEH L T802.x %y MU — 7 [ZHisi T DA
Chromebook =t —— (IR DO FIEEZ FEIT L F9,

A\

GE)  F 27/ SSID 2 L TW5H45—802.x PEAP 7> EAP-TLS % v MU — 7 |THid 5 L &
IZ. XYy U= BT VU b Web7 7 0HTidRl) Z7vFryy v ANLT, X
MU — 78R L TLTEE W,

AT w71 Chromebook T [#%/E (Settings) 1 %7 Vv 27 LET,
ATFY T2 [ % —%v MR (Internet Connection) |27 2 2> T, [Wi-Fiky hU—2%27nbeya=rr45%
(Provisioning Wi-Fi Network) %27 U v 7 LT b, N4 T5%xy hI—2 %270 w7 LET,

AVTSATUR
I



avIsq47vz |

B coogezmasy— wikixy bo—sEE

ATvT3

ATvT4
ATy

ATy T6
ATvT1

VT UV VEROSA N RS2 AR E ET,

1L [¥A A (SignOn) | X—TC, [2—H—4 (Username) ] & [/XA Y —F (Password) | &% AJJL
ij‘o

2. [VA >4 (Sign-on) %27V v27 LET,

BYOD @ =)V 71 I ~_X— T, [BAth (Start) 127 U w7 LET,

[7 734 Z1fH (Device Information) ] 7 « —/b RIZT A ZADOA4RTEFHAE AT LET, =& 23,
VIV TR, R R T B Y = — D Chromebook., F7213HA T N4 X 1 T4 7 F U Chromebook
#1 £ 7213 %= 1 Chromebook #1] & AH L £,

[%¢1T (Continue) 1 %7 VU v 27 LET,

[Cisco Network Setup Assistant] Z 4 7 17 R 7 AT[IW (Yes) |7 V7 LT, EX=aT72%xy b
V=27 782X T 50D EL A A =L LET,

Google HHLH 3 F = 772 Wi-Fi @€ L7t v MY =27 #td BENICATbhET, €5 Thw
LalX, fEHEER2 Ry hU—2 DU A M) HEF 27 72 SSID 8K L £97,

T CIZ KA A T FR S L, Cisco Network Setup Assistant D LR % BifF3# 7 @ Chromebook = —#—%, H
B 2o, SORAEH CEET, ROFIEEZETLC, IREREFEHTEH L ET,

1. Chromebook T, 7T U H#ZBHX . D URL # ASH LT ZF &V, chrome//Extensions
2. [BA#EE— R (DeveloperMode) | F =7 Ry 7 A%A T LET,

[)S—

3. [4 9 <HEEAE EH (Update Extensions Now) ] &7 U w7 LEJ,
4. Cisco Network Setup Assistant DYLIE/N—2 3 V23 2.1.035 L ETHDHZ E AR LET,

Google E¥a >V —JL : Wi-Firy FT7—HE%E

Wi-Fi X MU —27 OREEMFBHL T, BERy NV —27 D SSID 2R ET D0, £ ILGEH
EEME (BAP-TLS H) ZfEH L CREELZ G LE T, FEIFED Chromebook (21 > A h—/L
IND L XIT, Google HHIERE & RIS E T, #ilL, E&EINTFEHEFERBIEO VT ILDM
SSIDEHEL —H L& EDORMLINET,

LUFIZ, EAP-TLS, PEAPB LA —TF v Xy NU—7 7 ua—I/FERVEAT 4 —/V RERL
F9, 2 HiE, Google BHl =V — )L ~_X— T4 Chromebook == —#— |2k} L, Wi-Fi % v
T —2 %3 ET H L I IZ Google EELE N E L E T, ([T 341 AEH (Device
Administration) ]>[%* >~ hU—2 (Network ) ]>[Wi-Fi]>[Wi-Fi ®iE/1 (Add Wi-Fi) ]) .
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FRIE FRIE
Fv hU—2 oA | By User By User —

Cisco ISE T Chromebook T/\A 1 XA 7O T4 ET A DE=Z—

—
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7u 77 AND 4] (Name) J[ICASTLETS,
WDORTA—HEFRELET,
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BAAF X LV TOERE—S—CEFE LET, P ZT_RTOFETHT 7Y r—v 3 v
EAVAI—NLENTWET T r—varDU A MeFRRLET,

A F v AREE D [ H

Fv NU—JBREOEEIZLY, CiscolSENT T4 T v hEZiT=y RARA v &2 TR
(Pending) | KRBIZBATTH2HENHV ET, L, ==V MIZOEEZMHNTE
T I IA T MEIZT Y RARA > M THEHL (Compliant) | REETHERF L 77, L7zio
T, DAT ¥ AT —HAZAR—ERH Y, BHENIZIE, 2O FT VA TELWRRAT ¥ AT —
H AL TET D72 Cisco ISE XN T 0 —T7 SN HMENRH Y F3, $8E 172k T Cisco
SEA27'H—T7 35XV FERETHIET, TNEFERTTEET, UL,
CiscoISETZ A4 7> FEIZT Y RBRA V FDRAF ¥ AT —F ABNERIREEDOBE, 7
O—TW LTI IAT v FEFIZZ U RARA V FDMERRIREEDO F F IR D% ENT
xFET,

RAF ¥ IREEDO[EIHAIX., Windows, Linux, 83X MacOS 7 74 7 b THHR—FINTWFE
7,

RAF v IREOFEIITIE, ROFIER G ENET,

1. 7747V MRy =7 ~OBRERITLET,

2. PSNRRAF XY 7m—%2F T LET, 7 IATV PRRAF ¥ AY —ICHERLL T 55
B TV RARA MIERREBIZBAT L 7,

3. ==Y I, CiscolSEND [RAF ¥ Fu—vr 7"y 77 7Y AL (Posture Probing
Backup List) ] 36 KO [R R F ¥ IREE[FIWIHIFF (Posture State Synchronization Interval) ] MDF%
EOFMEZELET,

4, ==V ), FBESNIZMFRET Cisco ISE D 7' m—7 Z Bt L £,

72& 21X, CiscoISE IR ATF v 27 —H 2% [{f% (Pending) ] LF/RL, =—Y x> b

IIRAF ¥ AT —2 A% YL (Compliant) ] & FRLET, =—Y = b Cisco ISE &
Tr—7 L, BLVIRREE RS L L Fallis b A—ShFET,
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B =x7rieorgozs

5: RRF v RED R

https probe to

PSNs new ‘

port i.e:8449 e Compliant

- (|
" 7

- ” o D)
ACL: deny tcp any
host PSNIP eq 8449

https probe to

PSNs new

port i.e:8449 Pending

o—3—
V- ‘

ACL: permit tcp any
host PSNIP eq 8449

s

¥

357798

\)

GE) ML OHEBTY IA4 Ty FOAT—X AN TRE (Pending) | ICBITLEESG, =—V=
YMIZTAT U I —THERESZITID £9, ZhUCED, ELWY T4 7 v MR
AT CiscoISEMLZIEL, 7747 MEeELWIREEIZBITLET,

RAF IREDRADKE

AT [T—=P U bRAFy FOT 74 )L (Agent PostureProfile) | C[ARAF¥ FOa—EVH v o7y T
A b (PostureProbingBackup List) | & [RRF v ikEEREARERE (Posture State Synchronization Interval) ]
ik LET, FIHITKRDO LBV TT,

a) CiscolSEGUI T[A==2— (Menu) |7 A2 (=) 27V v 7 LTEIRLET [ VU — (Policy) ]
>[AR Y —2F# (Policy Elements) ]> [f5% (Results) 1>[Z7 747> F 7rbEYa =7 (Client
Provisioning) ]>[Y Y —A (Resources) | Zi®{R L 7,

b) [BM (Add) | Rey 7 F o A RpL, [T—Pz 2 bRAF¥FTOT74)L (Agent Posture
Profile) 1 Z#IRL £,

c) [=—Y = FOEME (Agent Behavior) |fHIK T, WROETEEZITWVET,

[RRFTO—EH v H Ty TR (PostureProbing Backup List) 1: =—Y = h A=
VRRA LV NDRAF ¢ 2T TAT U ART A AT 0 —T T HMENREHDHPIN AR L E
. K620 PSN ZiERTE £4,
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#z 7 virgorngosz [

TV MEI, INHEDOPSNIZT e —T2EE LT, TV RRA LV MDORAF Yy 2T 5347
VA AT — 5’175>i7’_ﬁxﬁ75>§: IMEFER L ET, PSN 28R LR WIRE . B S 7- PSN & T
BED2EDNRY 7T v P — N RNRRAF P RERHONRy 77 v e LTHERAESNET,

« [[RAF ¥ REERHARME (PostureStateSynchronizationInterval) ] : =™— Y =2 FRRAF ¥ AT —
# A% Cisco ISE & R T 2L 2 EFR L ET, ARRHMIT0~300 T, 0ZANTLHE, &
AF R RBERI 7 0 — 7 NEEHIZ 720 £3, ZOMEMN0 LY REWGEIE, RATF v IREBRBHIA—
FEEREERE TR 7 A M L CT Ry VT ALERL Y £,

ATw T2 KR— | 8449 Z R J7mEEHICRELET, FIETKRD LB T,

ATvT3

a)

b)

CiscoISEGUIT[A==— (Menu) |74 2> (=) 27V v 7 L TCRINLET[EEE (Administration) ]

>[7 A AR—Z)VEB (Device Portal Management) |>[7 747> h 7Jubya=r7 K—F)L
(Client Provisioning Portals) ]>["—# /L OENIER L V7 0 —DFRE (Portal Behavior and Flow Settings) ]
IR F T,

[R—% VEE (Portal Settings) 1 %27 VU > 7 LET,

[PHmA— bk (Bidirectional Port) ] 7 4 —/L RC, AR— |k 8449 BN FHmEEHICERESNTNDH I &
ERER L E T,

F 740 M T AR— b 8449 IZR @B IR SN ET,

JIGAT Vv N BRATF ¥ AT —HANRERILL TWBEHE, NAT v REERIM 7 v —7 23 Cisco ISE [ZFE L
ROVEIICACLZRELET, FIHIFKD LBV TT,

a)

b)

CiscoISEGUI T [A==2— (Menu) |7 A2 (=) 27V v 7 LTEIRLET AU — (Policy) ]
>[NV > —#3% (Policy Elements) ]> [52£ (Results) ]>[#FF] (Authorization) |>[# 7> v — NA[HE
ACL (Downloadable ACLs) ] #i®R L £,

ACL @& LE7,

PREIREED 7 T A T o FDORZD, WHHAR— M2/ L TCREFADPSNICRETEXAZ L 2R LE
T, THCEY, ERREDOZ T4 T 2 F E®T£f£%774/ﬁ75>lihﬁiéhia“ ®IZ, ACL ®
FlZRL £,

deny tcp any host <ip address> eq 8449

deny tcp any host <ip address> eq 8449

deny tcp any host <ip address> eq 8449

permit ip any any

ACL 338 E SN TWRWEA . CiscolSE X v v ai— KT, RAFYRERINT 7 —208 h ) H—&
NET, ACLIZ, MEOHLRY — -ty FTORRETLILERHY T, ZOT T —LDOFERHE
BIIX, CiscoISE~DKED R T 7 4 v 7 %<2 & TT,

Gx) T IAT 2 FIMREREIREED L X212, M TADR—FOBERN 77 AT U4 — I~ TT
oy EInBNE oI LET,

av73547>2 IR
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Cisco Web Agent

Z
E

Cisco Web Agent TlX, 7 7A4 7> b v DD —R72 AR AF v il 22k L £,

. —H—|% Cisco Web Agent 1T 7 7 A W AEENTH Z &N TE, ActiveX 2 hr—/LE 721
Java7 7Ly MZEoT, 2947 F =3 O—FF 1 L7 U1 Web Agent 7 7 A /L3
AU A M= ENET,

Cisco Web Agent |Z, =—H—nn /(o 35L, a—Y—o—FdtXv—FT 47 v~
AT DTERE SN B % Cisco ISE V— _"—nHEG L, BERRRyFr—VDRA N VYR
FY, PatvR, TV F—var, BLOY—EREF v L, LAR— k% CiscolSE ¥ —
N=ZEFELET, 7747 b=y AT 284Nl ST aEE, 2—F—FZx v
N —21ZT7 78 ATEET, BN IR TORWES. Web Agent (172 4L Cu7an
BT, 2=V —IHX AT el eFRLET, XATRTICEY, 7TA4T b D
PR Z 72T 72O O FNER L ORHUEN RIS E T, HDHWIE, FBE SN BN S
ROWGAIE, 22— —u A vV OBEWE LT LI TAT v N VAT AOEER
ITHIEHIRME DRy NU—7 TR AEZTAND LWV IHERE TEE9,

\}

6=

IZ 64 £ >~ FhR® Internet Explorer ®/N—37 3 > TlE, ActiveX 21 A h—/LTEX EH A,

ActiveX 1% 32 B v MR Internet Explorer TO A AR — h X4 E 7, Firefox Web 77 U E 7=

FAT M TREDIZVT JY—R KR I—DFEK

TIAT VDA, 77947 7uela=r 7 JY)—AOR)—ZkoT, usA
Vi a—P—t v v a VBRI E D= =R EDNR—=T a3 D) V=R (=T
b, ==Yz FISEY 22—, BIRZ—V 2 b WREA P —var Nyr—UF
721X7 a7 7 A)V) % CiscoISE OZAET D00 E 0 F4,

TV OGS, [V AT FreEYa =71 Y—2A (ClientProvisioning Resources) ]
T4 RUNBY Y —RAEEIRL T, (7747 N Faeya=r7 KU — (Client
Provisioning Policy) 1 7 4 > RUTCHEMATE S =— V= MREXERTEE T, =—V =
PRETIE, ==V M7 =T LEESERar 74 F¥alb—ar 774 LDH
AT ERELET, 77 A ZiE,. Windows 7 74 7 2 b, MacOS 7 7A4 7~ ~, BLD
Linux 7 9A 7 DO ==V " XA F Y Robr—Y av I3 T AESa—)L, &
Va—nTuTZ g AN HAZIA ARy =T BXOFHENNYy T —VRENRDHY £T,

1R BHEIIZ

BRI IAT v N T Ya=r s U —RARY —E2ERRT AR, CiscoISE 2V
V—REBMLIEZEEHRLET, TV b a v T IAT VATV 2a—VERAY

B o2751472%
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5547k 7REvaz=vy yy—z Ky v—ozE [

va—RT5L VATATHEHLTOWDBEFOEY a —ARNHIUXFIZZNN FEX S
h\ij—o

IV TAT R TrEYa =y R TSN T A RA T A T OV T B T
N7y ANEFzy I LT, ALY LASSID PNELWT L 2R LET, i0S T /31 A
DOEE . B RA Y NV — 7 BIERROLGEIL, [0SO E (0S Settings) | = U 7T
[#—77 > bRy NU— 7 IERRREIA R2—7/WIZF % (Enableif target network is hidden) ]
Fry IRy I AeF AT LET,

AT Y71 CiscolSEGUI T [A==2— (Memu) |74 2 (=) 227V v 7 LTGERLET [RY — (Policy) 1>
[254 7>k FOES3=>% (Client Provisioning) ],

AT w T2 [Behavior] Ky 7 Z 7 U A NS, ROAT T arONTnEENLET,
« [t (Enable) |: 2—H—N%xy hU—2icusZ AL, 2947 s Fubeda=r 7 R)—
DHA RTA N> TOBHEAIT, CiscolSERNZDRY —%FEH LT, 7947 7 rEvs
=V T REE R T Lol LET,
o [#2h(k (Disable) ]: Cisco ISE IZ, fRESNZY VY —ARY v —%EHETIZ/ 747 F et
Vam IR R LET,
s [E=%— (Monitor) |: AU —%MHZL, 7 I7A4T e va=vrwyia Ry B
] L. CiscolSE [EF=Z—%I%] ORY —ZESWTEELLY & LR AHRLE T,

ATv T3 =14 (RuleName) | 7F A bRy 7 AZH LW V—RRY —DL4HIZ AT LET,
ATY T4 CiscolSEICu A 3ha——nN@gd 51D/ L—7% 12U EEELET,

HELEZEGFOID ZVv—70O U A MnE, [Any]ID XA TEIEETHZ L, 1 DU EDO T N —T7 %38
THIELTEET,

AT9 TS AL —F 47 AT L (Operating Systems) ] 7 4 —/b K& LT, —¥%—7 Cisco ISE (21 7' A
YOS 7 TAT U bRV ERBT AL ATHEL TS 1 DU EOANL—T TR
TAERELET,

GE) CiscoISEDO GUID [ S54F> b FAEY 3 =% (Client Provisioning) ] 7 « > K7l
MacOS 10.6, 107, BLW108 ZRIRT H 4T a L IZH 0 £T08, ==V MIZhbD
N—=arviEPhR—FLTWERA,

AT W T 6 [ZDOMDEM (Other Conditions) | 7 4 —/LV KT, ZORKEDY V—ARY —HITHERT 28 LWVWA
FBELET,

ATV T 2747 v~ rOEEE, [2—Y = F&E (Agent Configuration) | A7 > a v &AL T, 774
T TRHIATRIZL, et la = SRV N AT AT IA T U AEY 2L,
TVl N HAIRA R NN =Y BT e s A EREELET,

IIAT U2 TCo—V o2 MR T T I TELLIICTHIZNE, 77947 FFrEeEva=y
JURLZFEGER Y O —IZEDLZMENH Y £, UKD, TV F LT T4 T2 b OERI Ak
Sh, WERYZA L7 FURL &SV FA4 T FOBBPRAF vz ERk T 5 ko120 £1,

AVTSATUR
I



avIsq47vz |
B /5 7>+ 70030y UL —DCiscoSERRF ¥ T—S > FOBE

ATY T8 [R1F (Save) 1227V w27 LET,

RDEZRY

1 2DUEDIZIAT s Fuela=r VY —A R —Z2ERICHRELEDL, a (v
HIZT IAT Vv b~V DRAF ¥ TEBARXA L FEEITT 5 X 51T Cisco ISE DR IE % ST
=FET,

D547 TJAEYDIZ T RYS—D CiscoISE-RAF ¥ T—
VA NOE =
PIAT b=l oWnWCit, =2— V=2 MAT, avTIA4AT UV AEY 22—/, T—

Ve N HAEA X NN =T a Ty A N, =R T T4 T b NIA T
O—RFRBIORA VA=A TEBRILIICHELET,

JR 8 HHEIIZ

CiscoOISEDT— 2 DIV TA T 7ubeyla=r 7 VY —RZEML TWHWALEND
nE9,

ATYF1 Agent ey 77X oy UAMMOEHAMRERZ—V 2 FERIRL, 2 CERLEZZ—V 2 FOT >
TITL—RK (Xyru—R) BRI IT7A4T 2 b~ Alx LTRENE 9 0%, IsUpgradeMandatory 4~
a v ELBIIN U THEEITENC T L LI Ko THRELET,

e

IsUpgrade Mandatory i €l¥, =— Y= hDF v o— RO EInEd, ==V b Fr7y
AN, AVTIAT UV AEY 2=, BIORZ—V 2 b WRZSA ARy r—OEFITHEICHAET
7

ATw 72 Profile kry 77X VA RMPLBEFOT—Y 2 b 77 7 A VERIRLET,

AT w73 ComplianceModule ke v 7 X 7 U A RN & L CHERARER 2 T ITA4 T VA BV 2 — /LRI L,
JIAT v kvl ra—RKLET,

AT 74 AgentCustomizationPackage Kz 7 7 U A NG, 7 74T b~y Aliflalfgrm—Y =2 b
NAZZA RNy —V RN ET,

IN—YFILTNARADRAT 4T HT)HhY FOETFE

PEEE X, Windows, Mac OS. i0S. 3 X O Android 7 /3 A THEHFRER AT 47 H 7V
Y REHERHLT, v NT—ZICHSO/R—= Y F IV TR, A EEER &£, =Y F
VT RA R LT, BRI TWAHR—=YF )L TR ATHEAFGEIZL, YrEYa=v
TIDRAT AT BTV FOREEZREELE T,

B o2751472%
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95470k Faevaz=vyvi—+ I

1R BHHIIZ

a—F—RBr s T H L& ZTO—F—OF B L BEMNT DT 1T 7 A IS
T, CiscoISE R, 22—V —D/X—V FINT A ZAEFETDHOICHLERY TV A h 7 e
EVa= T U = RERIME LT, Xy NU—J LT8R TEHEIE, RAT 4T VT
VA h7a7rANVEERLET,

AT Y F1 CiscolSEGUI T[A==z— (Memu) [ 742> (=) 227U v 7 LTEIRLET[RY &— (Policy) 1>[%
SA4T72 bt FREY3=2% (Client Provisioning) | &R L £,

ATy T2 @D Koy 7 & U A R)vb Enable, Disable, % 721X Monitor 23R L £,

AT9F3 =4 RuleName) | 7F A b Ry 7 22, HLWY V=2 KR o—D&4HTIZANLET,

ATV T4 REHEELET,
«[IDZIL—T (Identity Groups) ] 7 + —/V R&{EMH LT, CiscoISEIZRr 7 A v F 2—F—NET5
ID /' —TF% 1L ERELET,
s [ARL—TF 4 Y U RT L (Operating System) | 7 4 —/V RZEH LT, =—H%—7% Cisco ISE (21
TA T HEHEHAT D=V F AT N ATEEL TS 1 DU EOF XL —F 4 VTV AT N
BELET,

« [Z DD EHE (Other Conditions) 17 4 — /L REHEHA LT, ZORED Y YV —AKY > —RICHERT
ZHLWREREELET,

RATYTE NR=YF I TN ADEE, [FAT 4 7H 7V A FOE (Native Supplicant Configuration) ] % i ]
L. $¥EDConfiguration Wizardz B4R L T, 73— F )L T340 ZZEUE L £ T,

ATV T FHESNI/ A=Y T TA A Z A 7T ATRE7: Wizard Profile Z 57 L £7,

ATy TT [Savel 27V v 7 LET,

9547k 7REYIZVY LR—F

CiscOISEDE=F Vv ITBLRNN T TNy a—T 4V IHEREICT 78 AL, 2—H— s A
Yy a v ORNELIIRBROEEO L KEF oy 7 L, FFEOHIRICR Y hT—271C
AL TAT U E2 v DEBIONY A TICET HHEHERENE L, £/, 794
TR TREYa=r T VYA TCORIEOREET 2T = 7 $THTENTEET,

D947 TREDa =V DER

[#1E (Operations) ]1>[L 74— I~ (Reports) ]>[ISE LA"— K (ISE Reports) ]>[=> RAKRA
3 L "= —4— (Endpoints and Users) |>[7 747> h 7u by a =7 (Client
Provisioning) ]V AN— MNZiX, 77447 N 7o b ya =7 EROMIE L OKRKIZEET 5
MEHERNR RSN ET, RunZBRL TOFhrO7 Yy MIFEEET S & CiscolSE
WCEoTT—FR=ARFARGN, ERENTITA T N T va=rr 7—2RER
SNET,

av73547>2 IR
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B /s 7 ronevazvyans iy

Z

Z

=

5

YTYUhU b TAEDaZVITDER

[#21E (Operations) ]>[LHR—k (Reports) ]>[ISE LR— k (ISE Reports) ]>[T > KA
v bE &P —Y— (Endpointsand Users) | >[HTUAh> k TRAEZa=>% (Supplicant
Provisioning) 17 « > RUIZiE, BEOIE LR L 7c 2 —% — 731 2%k T O
Uy b 7aeya = JERICET 2HERPERINET, Run 28R L W0
Uty MIMAZIEET D &, CiscoISEIZ L » TT—F X—2ANTHGN, EfkSni=H7 Y

Ny hTueVa=mr S T ARERINET,

BTV B TaeTa=rF LR — NI FREOHIRNIT /S A AR — 2 )L DGR S
Nie=> RARA > b Y X MZETAERNE SN ET, ZHiciE, v/ A B, ID (=2—
H#—1ID) ., IP7T RLVA, MACT FL A (= RiRA > ID) . V== o777 AL, T
YRBRAL U N ARV —=T 4 T VAT A SPW A=V g EEEREA (LGS | BEO
AT —H AR EDT—ANEGENET,

A7k 7JREDaz=Zv A4~ ~AT

74T NOEWEDORIBEOZKHCESL>A X bl o M) AR TEET, 2z,
X NI =T EDITAT U h =y Ba A VB IA T 7reya=yr ) Y—
ZADEFHERFGTERNVE W) HEDIRK A RET DMERHLGENHY £, RAF v B
SOOI IAT o bR eVam OB, RATFYyBLOIIA4 7 o reya=r oo
BWronxX 7 oo MY EEHTEET,

A7 7AEDIZ VT R—2ILOR—FILETE

DT A4V RUEFRTDHIZE, [A=2— Menu) | 742> (=) 27V v 7 L GREIRL
FI[EE (Administration) ]>[T /31 RR—F JLEHE (Device Portal Management) 1>[4V 3
A7 FOES 3= 5 R—4)L (Client Provisioning Portals) > [{ERX. #R&E. #HElE -
[XHIBk (Create, Edit, Duplicate, or Delete) 1> [{R—Z LDEES LUV 7O —DEKE (Portal
Behavior and Flow Settings) ] T,

R—2ILERTE

« [HTTPS 7"— K (HTTPS Port) ] : 8000 ~ 8999 O#ifHDO KR — MEEZ AL LET, T 74 /b
MEIZT_XRTOT 7 4V hAR—H )L T8443 TY, 7272L, [TAYIFEH') R+ (Blocked
List) 1 R—4 /L% 8444 TF, Z OHPHSOR— MEEZEHLCTT v 77 L— K LIHAE
X, ZOXR—UTERZMA D FETHRENET, ZOX—VE2ERET L85G, ZOHIR
WD XA — FNREZEETLILERH Y 7,

s [BEAFTHEA % —7 = A A (Allowed interfaces) |: N — X IV EFE[TTEZ25H PSN A > & —

T xA AR L ET, PSN TEHEHAREE/R A 4 — 7 = A A%&1F 272 PSN DI R— X
NEAERTE ET, MEBIOR T4 v 7 &N v —T 2 ADEEOMAEHE
ERETEET, ZHUIPSNEEORETT, TXTOR—F/MIINOLDA v F—T =
AATOHINEL, ZDOA X —T oA AREITTXTOPSN IHEAH SN ET,

B o2751472%
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5547vk Foeva=vy f—arof—sLEzE ||

WY T Xy P EDIPT FLAEZERALTA =Y Ry b A X —T 2 A ABERTE
TAHALERHD FT,

s ZITHINCT HA U H—T oA AL, R —H—EARNE N> TNDHEEZD
VMAR—2D LD EET, T R_XRTOPSNTHHATE 20 TRITFIERY A, 2
WX, ZhEDOTRXTOPSN BT AN By v a yOFMBIFIZY X4 L7 MRS
D AREMEN B B 1= DM T,

e R—ZNVDIPEDOY TV " YTV FORBLIT, A F—T = A AP
IR SN D LENH D £97,

« ISE CLI @ ip host x.x.x.x yyy.domain.com &5 %V A % —7 = A AP & FQDN
BT HEICRELET., ZNTREAEFEOY 727 N/ T V= RO
REAE B SELTDIEHEINET,

s INUT 4 T ENTENIC OAHNBEIR I N TV BIEETE. PSNIZAR—Z L O ERET,
BN T 4 T A E—T 2 A ADRELRLET, TR L WGE, £
DPSNIZARY Rty MR o7 2 ENRKRTH 2 FIREMN B D DT, PSNIZT T —
IR L TR TLET, WA v 8 —T oA ATR—ZLEHIBLE S SIZLER
Mo

*NICF—I VT EEFIRT 0 70, @alftE (WEEN) Oz 2 >Of50
NIC 2% ETE D, OSFHEAT v a > TT, ELOLMDONICICEENEET D L&
RNy T 4 v T ENTEHRO—HBTHDLHE 9> —FDONICIE, #akiTLET, 120D
NIC BNAR—HF NVEREICIEDE R = ot L TRIRENE T,

« MFINIC & XIS T 2R T 4 7 ENTNIC O T ARE SN TWHHE : PSN
WR—=HNVERELLIETDE, NIRRT 4T A B —T = A AEEHE
LESELET, ZOUDBHEIILRNWGEE, ZOPSNIZARS Ry M7 v 7Rk
Mol Z ENFKRTH DA RN H SO T, PSNIIWEA v % —T7 = A A THR—
ZVEBBLE S & LET,

o [REE 7 Vv —"7"% 7 (Certificate group tag) |: "—%/L® HTTPS N7 7 v 7 T

DEFRES N —T DI N—TF TR L ET,

o [WBFES . (Authentication Method) | : =—¥ —3BFEIZfEM 3% ID ¥ —XJlEF (ISS) F7-

IXID 7 Xof X — (IdP) Z#BINLET, ISSIE, =—W— 27 LT U Uy LV afERT 572
OITNEFICHREINLDID A LT DU A RTY, L& zid, WlF A b a—F— N
Z—H—_ Active Directory, LDAP 72 ERH D £,

CiscoISEZiE, 7 I9A T F 7aela=r l R—=FVHADODT 73V D7 F AT b
Trvya=r7ID Y —RJEF Certificate Portal Sequence 237 £ TUVVFE T,

o [sE2fE&ffi KA A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ]: 7 74 7 k

Tubela=r T R—=L VIR E B 1 OO EDFQDN, RA N, EITZEOM
JiE AT LET, =& 21X, Tprovisionportal.yourcompany.com| & AJjL7z8H46, = —
P=ZZNoDONThnE 77U FICAN L GEEr ey a =0 7 R—Z VZHE#ET
TET
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B /57 rTgnevazvyk—sroR—argE

+DNS Z 8 H LT, #H LV URL ® FQDN BNAZhRARY v— $—E A /— K (PSN)
DIPT RLAICHERICMRITHLHICLET, PSNOF— L2+ 50— RF 5
VYDORIP T RLAZEETAI L L TEET,

« ZHTOAR—EKIZ K DEEHEDEL X v — V& [FEhET 5 72912, CiscoISEPSN D 17—
TN Y —N—FEAEOY 7V =7 M4 (SAN) BYEIC, W AZ <A XS URL
D FQDN £/ 1xV AV R — Fa&b £ T,

\}

GE) URLUAFA VLY N2 LDITAT Y hTaeya=27 04,
[FERERT R A A 4 (FQDN)  (Fully Qualified Domain Name
(FQDN)) 17 4 —/V RIZAJ1T D4R —Z /L4 1%, DNSERIE Tk il
ENTWHRENRBY £, URLVZA LY N LDITAT v
M Tebeya =T EANCTHIEH, ZOURL #2—H—I(C
WEIT DMERH Y FT,

[7A A% A L7~ (Idle Timeout) |: W—F VT 7T 4 BT 4 BRWEAIC2—
WP—% 1 /7 7 b3 5 E TIT Cisco ISE 25T 20508 (43) #Z AN LET, A7
X1 ~30457C9,

)

GE) 7947 bh7neva=rF R=FLTEIR— &Lt E2ERETEET, Zhick
D, RANMIZIAT v 7urbeya=r 7 b RAF Y ICRCEHEEZ Y Y e —RT5 2L
EFFALET, K2 AGER TR ER AR L0 B4 STV SEE, £ =) 7 (45
FRRENETA, BOEELEHEOSES, R—%/1E Ciscom—V 2 hARAF ¥y a L R—
2V MOWGTEXR 2 VT 4 BEEZITIRY £,

AJA4 Y R—IUMERE (Login Page Settings)

s (v A4 DFAWME (Enable Login) 1: 7 74T b Frbya=vr R—=21ronrsA
VEIEEZAENCT HITIE, ZOF oy IRy 7 AEFIRLET

s [L— MHIRE TORKRE 74 TR (Maximum failed login attempts before rate
limiting) |: E—O7 I UHFtEyarnbon A RITRRESEARELET, 20
MYz i d % &, CiscolSEIIn 7 A VRITZFTTE DHEZBNMICIE T SE T, B
mowv 74 BT Ed, v 7 A KRN ZORBIZE Lo v 7 A 384T ORI
X, [BEEERIREEO 1 71 3R ATRIME  (Time between login attempts when rate limiting) ] Cf§
ESNET,

s [BEEFIREREO v 74 RITHME (Time between login attempts when rate limiting) ] : [L— bk
FIRFETORKAY 1 VRITEREE (Maximum failed login attemptsbeforeratelimiting) |
TEZINEEDO B 74 o ORBAZIZ, 22— —NFEr 7 A 23073 5 £ TICHHE
TLOMENH DM 2 BALTRE LE T,
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* [AUP ZX—VIZHEOHH/AUP # Y 7 L L THE® D (Include an AUP (on page/as link)) ] :

2tkoxy P = HAORKKM, BHEL—F—IIRRSNDE =V EDOTF AL &
LT, EFRIFAUP T XA MREENDIH LNZ T ETT 4 FUEBC V27 & LT
FrLET,

« [FIE AL (Require acceptance) |: N—H /LIZT 7 & AT BRI —H —73 AUP 2% ()
ANDZEEERLET, [V A (Login) | AF iE, —H—728 AUP 25 1F AfL/zs
WEBIFANR Y FE A, AUPZZIT AN V=P =3, R=2 T 7B ATEE
A,

« [AUP Otk £ TO AT a— /L33 (Require scrolling to end of AUP) ] : [AUP &-_X—
\Z5 % (Include an AUP onpage) | Z AN LIZHBICDH, ZOF T2 a VinKRS
NET, 2= —NAUP % F THRATLZ E2MRLET, [[AE (Accept) | RZ
T, 2= =R AUP DEHZE TR Ia—L$T2LT 7T 471280 F4,

FARE (AUP) R—IERTE (Acceptable Use Policy (AUP) Page Settings)

«[AUP Z &5 (Include an AUP) |: 2t x v b U — 7 HDOEKIRM %2, Blo_—
Ta—WF—cFE R LET,

* [AUP Off% £ TOAZ v — /L33 (Require scrolling to end of AUP) | : =—#% —73% AUP
EFERICHATE L L 2R LET, [HE (Accept) |ARZ %, =W =2 AUP DRk E
TAIa—=NTHET 7T 4 7RV ET,

s [#EDOa 7 A D (Onfirstloginonly) | : —H—2xy NU—7 E713HR—Z /W)
DTrITA LI EDH, AUP #RRLET,

c[@ A4 T& (Oneverylogin) |: 2—H—nxy NU—7 IR —Ficn /A9
HTLIT, AUPZFRRLET,

[ HZE (WiEowu A ) (Bvery days (starting at firstlogin)) ]: * v bV —
IRR—=F N Za—F =Y Tr /A Lictkid, AUP ZEHIICR R LET,

KRR LASA 2 N F— R—UKTE (Post-Login Banner Page Settings)

[RA BT A== %EH 25 (Include a Post-Login Banner page) ] : = — W —231EH
a7 A4y Lz, *y NI—I 7 7B RAEMESNDANZENEREFZ R LET,

INAT)— RZEBEERFE (Change Password Settings)

[N —H—IZAHF D/ AT — ROEEL A7 A3 5 (Allow internal users to change their own
passwords) ]: BN IA T T Vam I R—Z a4 LT, BAODI/RA
U—REEETELLIICLES, Z4UL, TH T M3 Cisco ISE 77— % RX—AFIF SN T
WAHREZE BT &4, Active Directory =° LDAP 72 & DAV T — Z R— AR F SN TV 55
AFIFEH S EE A,
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TOY 4 RUEFRRTHICE, [A==2— Men) |74 2y (=) 27V v 7 LTERL
£ [E®E (Administration) ]>[T/3f RAR—%2 JLEHE (Device Portal Management) ]>[7 5
A7k FOEYa=>4 R—4 )L (Client Provisioning Portals) | > [#&% (Edit) | >[R—
AIWR—=TDHRATA4 X (Portal Page Customization) ]1>[R— (Pages) ], I =7 1 ¥
® [HTML Y —A®Z7~ (View HTML Source) ] 7 A 2> ZH LT, =227 VIZ HTML
a— REZBEMNTEET,

R—FNDEFETaXT 4 T7ANDRDT 47 aF VU F—7T, 7% A NNOHTML 234
AR—hrEhTWET,

)

GEB) it Z7ANVNDT 47 v aF ) F—DERRY A FTIEHY FEA,

* key.guest.ui_client provision agent installed instructions without java message
* key.guest.ui_contact_instruction message

* key.guest.ui_success_message

* key.guest.ui_client provision_unable to detect message

* key.guest.ui_client provision_instruction message

* key.guest.ui_client provision_agent installation_message

* key.guest.ui_client provision posture agent check message

* key.guest.ui_vlan_instruction_message

* key.guest.ui_client provision_agent_installation_instructions_with no_java message
* key.guest.ui_success_instruction_message

* key.guest.ui_vlan_optional content 1

* key.guest.ui_vlan_optional content 2

* key.guest.ui_contact_optional content 2

* key.guest.ui_contact_optional content 1

* key.guest.ui_contact_optional content 1

* key.guest.ui_client provision_posture check compliant message

* key.guest.ui_client provision optional content 2

* key.guest.ui_client provision_optional content 1

* key.guest.ui_error_optional content 2
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* key.guest.ui_error_optional content 1

* key.guest.ui_client provision posture check non compliant message
* key.guest.ui_vlan_install _message

* key.guest.ui_success_optional content 1

* key.guest.ui_success_optional content 2

* key.guest.ui_client provision posture agent scan message
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