|
(B ])

Ty T L— KO

« 7 v 77 L — RO, on page 2

e NNVAF vy (2—Y)

7 v 77 L— Rh O Z R/ NRICH 2 TRIRE R RILT DDA FI14 (2
~—)

T T T L= ROKMESSTEDDT —F ORGE (5 ~—)

o [f] CARTDOFRTERE P ARBEESREVNFET 25615, ARBEMEFOLFIZEE (7
~e )

* VMware (R~ Y DT A N AN =T 4 T VAT AEREDOLET (8 )

s AR Y —TI—T 205 FE ASCH SLFZHIBR (8 X—)

cHERICHS MERS DL 7 7 A T U4 —/LAR— K (9X—)

s TIAUEH ) — R 6D Cisco ISEfRERB L WEHT —F DNy 77 v 7 (9 _—
V)

e TIAVE ) — RO DUV AT AT DNy 7T v 7 (10 2—)

cCAFFHAEF = —» (11 —3)

« FAFAEOAEOMERE (11 <—)

« AEREDOHIBR, on page 11

o FEAE R L OB F— D=7 AR — I, on page 12

7 w77 L —FRHIDOPAN HE) 7 = — VA — =L 27 D a— )Ly 7T v 7 DL

(13 =—2)

e NTP —/N— DR E & vl it OfR (13 2—)

M~ DT T T L— R (14 =)

s BT 7 A THREDTE: (14 X—)

* Active Directory 3 X O\WHEHEE T H 7 > h OEKIEROTE (15 2—)

7w 7T L —FRHIOMDM R X —DT 77 4 _— K (15 3—)

c RV MNIDOERBLOT v F 7L — KRV RO ar— (15 3—)

« FIHFTRE R T 4 A7 YA XDOHfesd (16 ~<—77)

o 01— KT UYRERORER (16 X—2)

o« OV DOREEFE MnT N— RF 4 A7 OF A RZEHE (17 =—)

Ty T L— RFD#E .



FyFTL—ro#E |
B 77 —rosm

7w I L— KO

T T T L—R7Tut RAERET AENC, IROX AT BT ERITLTIIEEN,

ANILAF VY

Ty 7T L— R aE ADHINT Cisco ISE BHD VAT = 7 #FTLT, Ty 77 L—FR
DE T ZA Lg| EE A ReED H 5 ERRBBE L FrE L TR L T 7230, #H/icD
Wi, [CiscoISE Admin Guidel] @ [Troubleshooting] MDF(Z& % [HealthCheck | DIHZ %
LTI 7ZEN,

7w L— FhOBEE&/NRIZINZ THEZRKIE
TH5E=HO0HA K54

RDITA RTA WD & Ty T 7 L— RF v ARIHAET 2 aTREMED & 2 BITE DB D
IS TE £, ZHUCRY . BEMRT v 77 L— RO T 24 ARHIRS ., 2%
PEDSA B L F 9,

« T w7 L— ROBIEENC, BEEDONR— 9 U CRFIONNy FIZT v 77— R LET,

\}

GE)  CiscoISE Y U—RZ26 3y F 10 LUAEE 721327 30 F 4 LIEED Y
V=AML T w77 L—RKL, SSMA V7L I AP — _R—NKE
ENTWBEAIR., 7Ty 77— 7t 2%469 5H1ICSSM
T T VI A== YW T HVLERH Y 7,

cEBE Ry NI OT v T T L— KRNI, ATV U TRETCT v 7L —FRKET X b
L. 777 L —FORMEZEEL TEETHZ L 2BED LET,

o« F— A BARWT AIZIE. CiscolSERBENOTRTH ) — RRFEI Ly FLih b
ZEBRBETT,

\}

GE)  EREAOTRTO/ — RRFE L Cisco ISEXN—Y 3 VB LUV y
FN—T g3 WA, [ Upgrade cannot beging & 5 4k
Av—UNREREINET, ZTOAvE—VF, Ty TL—F
N7y JIREBIZHLHZLERLTWET, Ty 77— R7m
T RAZBET DRI, BADTXTD /) —FDAA—T g (G5Y
THGEITI NNy TF A=V a2 E5t) BREICTHDLZ Ea2MRL
e

B 777 —ro%RE


https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_troubleshooting.html#Cisco_Concept.dita_d9a24c61-a668-4af8-b2b5-f15e04863c24

| 7vF9L—Fro%kiE

Ty 7T L— FhOREEZR/NMRICHZ THERERALET 20001 K51 .

< JBBAN D PSN 0¥ & ABOFHMEIZESWT, 7Ty 77 L— R 2 0E )R & 5 Cisco
ISE D& N—Ta A A b—/v L, FHO/y F WM LT, xhinREZ IR
WPRDZEMNTEET,

o MnT &2 7 2585 25815, MnT / — FICX L TRIRD X 27 2347 L, MnT / —
RELTHLOWERICSML £, =720, BfEn 7258+ 2 LENRWEAIL.
MnT / — REZHA A= L TCZDOFIEEL AR S TEET,

o EREIRE I ED W IILTF ) — FEEND 58555, CiscolSED A A h—/ L&
1ITLTEITTEET, ISE—"—%WHIZA A =T DL, FFZlFgiol J—
ADNRy I T v T EETEEH L TWAE, BRGNS ET,

o HT L WVERHIZ PSN Z3BIIL T, PAN 26 DOBER T a & AR EORY o —&2 X
va— RTBHZENRTEET, ISE DR & #HIkEOFFE Y — & H L, Cisco
ISE ORI I DB & Skig O B4 2 B L £,

el NB T ET AT L, ENLEHFLVEMICEXE LRV RSO LET, o
Mid, BT MT v — L2 ZET L5810, MnT TET SN fffn 73 e s ) —
FIZR S 2z T,

o SERISHANR AT 5250 F — 22— (DC) BNdhHBEEIE. Ny Ty
TDCET v 7L —RL, 794~V DC%7 v 77 L— I HENAEAB T A
FLET,

T T T L — RNz —h VIR N T v 7TV — Y7 v 2T a#F 70— KB
FOMRFEL., v AdEd b LET,

« FIFECiscoISE YV U —A30LIBEICT v 77 L— R LTWBHEAEIL, ~NAF = v 7 £720%
7 I L— R —/L (URT) AL T, 7y 77— R Fatv 2254 500
VAT LW EFITTEET,

« 7 77— R uv AN T v 77 L — R —v (URT) &fH L. &€
T—=2DT v 77— ROMEERIE L TEELET, ZEALDOT v 77 L— FOMEE
3. RET =X OT v 77 L— NORBEPFEKNTRAEL £, URTIE, AIERGEE, &
T7 v 77 V= NENCT —Z ZMGEL, MEZFFE, Wi, F723EIELE£3, URTIE,
T F VR ) — NELIIAZ U RT ey ) — RTEITTE LMo X T
m— RA[REZRAN P E LTHIHTE ST, ZOY—AERTT5DICH T Z A LT
ELFEHA, ROET AT, URT OFEHIFIEICOWTHII L ET,
https://www.cisco.com/c/en/us/td/docs/security/ise/videos/urt/v1-0/cisco-urt.html

A

BE TUIA~URY =B — FTIHURT 2T LARVTSEES
VW, URT YV — U, MnTEHT—XDT7 v 77 L — DI =
L—va I TVWER A,

cGUI ZMH L TCiscolSE&T v 77 L—FRITD8E, /— Kbz Takv A0 A L
7T MI4RETT, Ty L— RETERMD 4R EZB XD & Ty 77 L— RiZk

7vFiL—ro#iE [}


https://community.cisco.com/t5/security-documents/ise-latency-and-bandwidth-calculators/ta-p/3641112
https://www.cisco.com/c/en/us/td/docs/security/ise/videos/urt/v1-0/cisco-urt.html

FyFTL—ro#E |
. FyvF7IL—FhOBHERMRICMA THEERKILT 520D HA K51

WLET, 7Tv 77 L — KRy —/L (URT) OF v 77 L— RIZ4REBL B0 B 85E
X, 207 e R CLI 2T 2880 LET,

REZEETHANS, 2—RKRTZ oV DONRy 77 v TR ERLET, Ty 7L —FRKo g
Y RuHZa— RANZ 806 PSN ZHIBRL, 7 v 77 L— RZICHOEMNTE £7°,

HE)PAN 7 = — /LA —NR—ZEH LT (REINTWDLIER) . 7Ty 77 L— KR
PAN D/ n— B — F 2RI L ET,

HEFORY = — A EHERL, H T, UER, BEHIN T RWnR Y =B XY
= EHIBR L ET,

ABpE= = ru Ly FRA U T =2 ZHIBRLET,

CWELENEOR T DN 7T v TEERK L, Ry BT =7 ISR ST RN BRI 7R
Y= N=TEIXTHLNTEET, Ty 7T L—FRus  FufidE—brfd 7
=0y hefEHTEET,

T I — RBICIRDOA T a o 2FER LT, MnT / — RIZEES NS v 7 o2 HIR
L., X7 x—~ L A&emLE3HrZ N TEET,

eMnT a2V 7 a7 4N (ZOU 42 RUEFRRTHIZE, [A==— (Menu) ]
TAay (=) 27V vz LT, [BEE (Administration) ]>[ X T L (Sysem) 1>
[AxF>4 (Logging) ]>[ALUa>T L2 (CollectionFilters) 1) Z ML T,
BEu T T4 NB Y7L, AN A7 Ty FUREHELR2NEIICLET,

e VE—bRFUITE—=Ty h (ZOU 4 FUEFRTTDHITE, [A==2— (Menu) ]
TAay (=) 27V 27 LT, [E8 (Adminigration) ]> [~ X T4 (System) 1>
[BF¥ >4 (Logging) 1>[VE—+BX>S542—%v k (RemoteLogging Target) ])
R L, lxouX 7 a7 3 EREORX I 2 —Fy N (ZOY 4 RU%E
FRT B, [Ama— Menw) [ TA 2> () 22U 97 LT, [YRATA
(System) 1>[BF >4 (Logging) 1> [BFX >4 AHT3Y (Logging categories) ])
V=T 4 T TEET,

o [# 0K UIAT L EH &2 B (Ignore Repeated Updates) | 4 7Y a v HhC L E
T, 2OV 4 RUERRTHINE, [A==2— Memu) | T A2 (=) 27U >
7 LC, [%# (Administration) ]>[3 A7 A (System) ]>[%i€ (Settings) ]>[7' &
k=)L (Protocols) ]>[RADIUS] 7 4 > RUICBENL T, #VRLEET LT TV
T AT OEF RN L £,

T T T VU— ROEHDOT v 77— KRNy KVvELyra— RUTERLET, Tk
RY—LVTROZ T Y EMHLT, Ty 77— FERL, =7 CEEFZOBER
B&%7 v 727 L—RLET, http://cs.co/ise-upgrade-bugsearch

o =P —FAEWS LB LOVERTT X CTOMAFIZ 7 X b L, ¥— 2 OfkkeME % ik
]\/i—é‘o

B 777 —ro%RE


http://cs.co/ise-upgrade-bugsearch

| 7vF9L—Fro%kiE
7vITL—koxkER CooF—s0mi |

Ty TTL—FDKRBZEHRCT-HDT—52 O&REE

CiscoISE (Zi%, T v 77 L — K7 uavRA&ZBRHBTHHEIIC, T—XDT v 77 L — RKOREE
BHEUBEETAEDIZETTXET vV L— R — (URT) BAHEINLTWVWET,

FEEAEDT T T L —ROKBIT., T—FDT v 77 L — RORENERTREA LE T,
URT L. AREZRBAIL, N7 v 77 L— RENCT —# ik L. MEEFE, 5 E7213E
ET5EICH SN THET,

URT X, D/ — RIZBIF DA TXA TV T 4 CMOERZFERT L7200 2V
BHL—F, FR3E ) —FBEOAZ R T0y ) — R CTEITTEAEBIDOZ T n— R
ARER N RV E LTHRTE £, 2OV —L2FTTH8E6, XU U2 A LINEHY £
B A,

A

2L Bl — FEBEOBE, 794~V RY—EH ) — RTIXURT 2FETLANWTLFE,

CiscoISE / — Rpza<wr R4 v 4B —T7xA A (CLI) 75 URT #FE{TTX£9, URT
WIRDZ & BTV ET,

1. $PAR—=FENTNHNR—=T3 00D CiscoISE TURT BEITENTWENE I DETF v T
LEJ, PAR—FrENTWENRX=g 0%, VU —227, 30, BXO3.1 T,

2. URTWNAZ K71 CiscolSE / —REZIFZEH AV RI O —FBH ) — K (Bho &
U PAN) THEITENTWENE I NEHER L £,

3. URT Ny RAOEABREE NS 45 B RE CTHLEINE I EaTF oy LET, Z0OF v
713, BEHOURT ANy RAZEHLTWS Z & 2 MRT A - DIiThivET,

4. TRTOFHRRENHIEZINTWENE I ET =y 7 LET,
W ORHRLAFS URT I & » CTHER SN E T,
o N— 3 D HHE
NI TFTDF T

o T 4 AT KR

\}

GE) ) Iy T T I 274 254 <, FIFRREZ
TAAT YA REMR LET, T4 AT A AT HERD
ABEAIFE ISEEXZFHA LA R L, REDNY I T v EET
Li‘a‘o

e NTP H—/3—

« AT

7vFiL—ro#iE [}


https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_2.html#ID-1417-000000d9

FyFTL—ro#E |
B 777 —rgmy—nosyon—rexm

« VAT L EFHETE DAEMHE OREE

5 Wi T —H RXR—RAEHEBLFT,
6. BT v T T VL —RT7ANET v T T L — KA RLiza—LET,

N

GE)  URT Sy RN FRRWEES, HAEvwa 2R LET, ZHud. Ay bRy FDA A
~— VD E 5 72 @E T,

7. BRIENIEZT—FIR—ATAF—< LT —EDT v 7L — REETLET,

s BRINTET—HRX—ATT 77V — KPRl LIESE) 7y 77 L — RBR%ET
5 ETICES L TR 2R LET,

s (T T T VL= RS LTESE) BRENTET 2= 22 HIBRLET,

s (BREINTZT—FZRXR—RATT v 77— RRERBLTEES) VEpn 7 2INEE L,
a2 T — ROANERDL T T hE2F L, a7 FLEARKRL Tr—
HINVT 4 AT L E£9,

TyITTL—FERY—ILOIHO— K EERT
T v 77 L— R¥EfEY —/L (URT) X, 7 v 77 L— REFEBRICFETTLRNRET — ¥ &M
REL T, 7Ty 77 L— RORMEZGIEE T REERO S AR EL T,
Before you begin
URT OFATHIE, [FIRFZEIT LWL DI LE T,
TR ENy T T ELITELT D
VY FREEEFETTD

ATYT1 VAT U OIERI LOVURT 23 R/LD = B —, on page 6
ATvT2 77T L— REEEY — /L DIAT, on page 7

RO M) DERRE X URT /N FILOD O E—
VR FUZER LT, URT N Rz art—LEd, UVARY b OIERTIEICOW T,

[Cisco ISEEHEHNA N O (AT F o ReET=F—] OFEIZHDH [VHRY Y OIERL]
EEHRLTLLIZE 0N,

B 777 —ro%RE |


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

| 7vF9L—Fro%kiE
7y IrL—rgEy—Lozi ||

RT F—< U ALEEMEZEZD B2, FTP 245 2 & 2HE L £, K WAN U
TENLIZVRY Y B EHLRNTLZEN, J— RIZBWIEICH 22— VR R
PRI L AHE L £,

Before you begin

URY MU L OFIRERNA B THDH Z L2l L T IEE0,

AT v F1 Ciscocom 735 URT N> Fv&E Xy m— RLUET (ise-urtbundle-3.2.xxx-1.0.0.SPA .x86_64.tar.gz) .

ATFwT2 VEISUT, BRSO OIC, Oa~< RE#HEHLTCiscoISE / — Roa—H)LF 4 A7 2 URT
Ny R ae—LET,

copy repository url/path/ise-urtbundle-3.2.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

- z2i3, Ty T T — R RO a b —|Z SFTP T 51213, REEFTTEFET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-3.2.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd (% SFTP H—/3—D P 7 R L AL 72ITR A M, ise-urtbundle-3.2.xx%-1.0.0.SPA.x86 64.tar.gz
IZ URT /N RALDARTTT,

T ITTL— FERY—ILDORT
T o7 L R — M, T v T L ROKME B & B RO & 5 7 — ¥ Ol

ZREE L, FREZRPRY MEZ HE E72IMEEL 3, URTZETT HI121E, ROFIAEFATL
£,

Before you bhegin

0 —H)VTF 4 AZIZURT Ny R ZEL &, 28N X 77,

applicationinstall =2~ > FZ AJJ LT, URT A A b—/LLET,

application install ise-urtbundle-3.2.0.x.SPA.x86_64.tar.gz reponame

BIROBEZ EZ TR T IV r— g URIEFICA VA b= &N o254, URTIZT v 727 L— 1|
DEBDOFERZIRLET, MEAETEL, URT Z2HFHETTHILERH Y 7,

Rl C2RIDFRIERFARBESTKENFET DIETIL.
AGRBMEHDRAZER

CiscoISEIZIZW K DO FEFIER SN ARBES TN FTE L THWET, HTWERND (=—
P—EF INTz) ARHEMAEH DN FANEREAERBEER LR CARITHIGE, Ty 77

7vFiL—ro#iE [}


https://software.cisco.com/download/home/283801620/type

FyFTL—ro#E |

B v fHE< LD OFR P FRL—F (LY VRFLEREOEE

L—R7av 23R LET, 7Ty 77— KT DI, ROFRIERFAERRBER T4 O
W E A RTDNE UAGRHEMGIIIA R Z2 AR TAOLERH Y 7,

» Compliance_Unknown_Devices

* Non_Compliant Devices

» Compliant_Devices

* Non_Cisco_Profiled Phones

» Switch Local Web_Authentication
* Catalyst Switch Local Web Authentication
» Wireless Access

* BYOD is Registered

* EAP-MSCHAPv2

* EAP-TLS

* Guest Flow

* MAC in SAN

» Network Access Authentication Passed

VMware [REEX VDH A M ARL—T 420 O RT L
EEREDEE

AR HY—

BB~ D CiscolSE / — R&7 v 77 L— R 5581E, FANAXL—T 4 T VAT
. % Red Hat Enterprise Linux (RHEL) OHHR— hSio /=Y a SNIEE L THDH Z & iR
LET, ZNZETHITEL, VMOEREA7IZL, FAN IRV —T 4 7 VAT LETH
L. ZHEZIZ VM OEREZ A AT HHERH D £9,

RHEL 71X E1000 B X TV VMXNET3 Ry U= T X FHZDBETFR—FLET, T 77
L— RT BRI, XY NT =IO T ETEDOIA THEESTAHNLERHY 97,

JI—T &M 5 3EASCHI XF = HIkR

Y —222 ZVHENZ. FEASCH XFEEHFAOAR Y —NV—T52ER LTSS, Ty 77
L — ROHIIZ, XT/*)L TN—TDLEIEEERE L, ASCIHLFORZFEHATH LI LTL
7230,

CiscoISE V U —R 22 LIBED AR Y — 7 —T74Tlx, F ASCIL LFIIFR— b IhFH
/l/o

B 777 —ro%RE



| 7vF9L—Fro%kiE

BERECRERDZT7 7o+ — Lk~ [}

BERICACBENHL T 7A 7o+ —ILik—k

TIAVER ) — R /) — REDORINZT7 7 A4 T U A —ADREE I TV DLEHEE. RO
BER—=FBT v 77 L — RNV TWDLERH Y £,

*TCP 1521 : 7’TIA~VEH ) —RKeE=F—1 7 ) — FEO@EH,
+TCP443 : 7T A~ VEH ) — REZOMTXTOEL XY 7 — R O@EE A,
*TCP 12001 : 70— V7 S AXDLVLT ) r— a3 U,
sTCP7800 L7802 : (R —H—E X /) —F N ) —RINA—TDO—EHThHHEEIT
[BY#%Y4) PSN Z—T D7 72420 7 H,
Cisco ISE MEHT 5T XTHOHR—FD Y A MI2OWTIL, [Cisco Identity Services Engine
Hardware Installation Guide] Z#Z M 1L T Z &\,

Cisco ISE MEH 9 AR — FD5ER/7 U A MMZ-2OWTIX, [Cisco ISE Ports Reference] & HE L
TLIEEW,

TJ5AR)EBEE/)—FMI5D CiscoISEERTEH LK IEMH
T—BDINVIT YT

a<v LV RIA v A H =T A A (CLI) F721% GUI 75 Cisco ISE REB L OEHT —H D
Ny 2T w7 ERfELET, CLLa~ Y kD LB TT,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname

\)

(F)  CiscoISE 28 VMware TEITSNTWAIGA, ISET—X &2y 7 7 v 735D, VMware A

FvFay MIVAR— RSN TWER A,

VMware A+ > 7' a v MIFRE LZRER T, VMOAT =X ZAZ2RGFELET, ~LTF /— K
Cisco ISE BFHEREE ClZ, TXCTH/ — ROT—X L, BUEDOT — & X— 2 I1EH & keI [F
ManEd, AF vy 7 vav h2ELTLHE T—F_X—RDOL TV r—va v L EBORME
EHIXEITRMEMENR SV EF, v RAaX, T—FDOT =04 7B LOEILHIZ, Cisco ISE
WCEENDZ Ry 7T v T EFER T L2 HER L5,

VMware 2 F v 7 ay bR LTCISET —% % /3> 7 7 v 795L, CiscolSE #—E &N
EILLET, ISE / — RERET 51213, BESPSLETT,

F 72, Cisco ISE FHEHR—Z LD OREBLIWNERT =X DOy 77 v 72 lGT52 L
MTEFET, NI T T T ANERNTDHIRY N AER LI L 2R LET, a—
HNYRD NI EEHL TRy 7T v X LENWTLEEN, VE— N E=Z—U 7 ) —FD
B—ANYRY NIT, FE=F—V I TRy T v 7T5ZLIFTEEHA, KDY

7vFiL—ro#iE [}


http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/install_guide/b_ise_InstallationGuide22/b_ise_InstallationGuide22_chapter_0110.html

FyFTL—ro#E |

B s ~vem/ —rreoszransonysry T

R R ZA IR — S TWERA, CD-ROM, HTTP, HTTPS, %7-/L TFTP, Zil

L. IO VRY NI Z A TRGEARYEHTHL, £33 78 harTr7 A ALD U A

EAP AR — h SNRNTZDTT,

1. [#&# (Administration) ]>[A > 7 7} A (Maintenance) |>[/Xv 7 7 v 7 L 1E5t (Backup
and Restore) | # %N L E 7,

2. CiscolSEGUI T[A==2— (Memu) |71/ 2> (=) 27V v27 LT, [BEE

(Administration) 1>[* 7+ > X (Maintenance) |>[/\v 49 7w F & (Backupand
Restore) ] Z#R L £,

3. [Ny 7T v~ (BackupNow) |27 U w7 LET,
4. Ny T v T RFATT HI2DILEREE AT LET,
5. [OK]%#72 YU v27 LET,

6. NI T vTNIEFIIGET LIl LaRLET,

SEIRBTIE, Nyl T v TOFEITHIC ) —RFOou— L E2EF LY, /— ROREE

1TV FTBHZEITITEERA, NI T v 7OFETHIZ) —FOu— LV EERTTH L
TRTOTBEANR Y vy T L, T—ZIA—BRELLGER”HVET, /— R
DO —VEEETLHEIE, Ny 7T v TINETTHETREL T ES0,

CiscoISE (X A L AKX VT HFFONY I T v T 7 ANVZEMT, BESNZVFRT RV
T ANERGFELET, XA LAX L FIZIA T, Cisco ISE IIFXE/NY 7 7 v 7 I21E CFG #
7. BENR Y 7T o AT OPS X T HBIMLET, Nv I T v T 77 ANABREVRY Y
WD L EMRLET,

\}

GE)

CiscoISE Tix, 5 ISE/ — R (A) o A\v 77 v 7% LT, BIOISE /— K (B) I
BT srZEenTEET, MHFDO/—RIZFELEA M IPT7 RLRTI®RRD) ©F, 7272
L. /— K KBEOXRY I T o7 EG LIk, FEAELR—X VI N—T% TORENRET
LHAREMEN S D20, /—FRBDHRA MMAEEFRTDHZ LIITEERA,

T2ATYEEB/) — LDV RATLATDINY I T Y

J

AR RIA A F =T =4 A (CLD) ZfALT, 774~ VB —Finbv AT L
TONRy T T ERELET, CLLavy RZROEBH TT,

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name

B 777 —ro%RE |



| 7vF9L—Fro%kiE
casimzr=—> [

CAsLEAZEF = —

CiscoISE32 127 v 77 L— KT BHHIZ, N CAFEET = — 2 DETH D Z L 2R L
i—a—o

1. CiscoISEGUI T[A==2— (Menuw) |7 A2 (=) #27V >y LT, [E
(Adminisgtration) [>[> X7 L (System) ] > [REBAE (Certificates) ]>[mu1_t)% AEBRE
(Certificate Authority Certificates) &K L £,

2. BHHNOE / — RIZoWT, [Z7L > RU4 (Friendly Name) ]5Z [REIE Y —E 2=
RARA > b¥ 7 CA (Certificate Services Endpoint SubCA) | LRI N TV HFERAEZBEINL
FT, [ER View) 227V v 27 LT, [REHEDO R T —X AN BA4F (Certificate Status is
Good) | AvE—UNRRINDINE I DR LET,

3. FEMET = —UMEH L TV DAL, CiscolSEZT v 77 L— KT LRI ZEIET
LRENRHYET, 2OV 4 RUEZRRTDHIE, [A==2— Menw) |74 22 (=)
71Uz LT, [B¥ (Administration) ]>[2 AT L (System) | >[ZEEAZE

(Certificates) |>[SEEAZNEIE (CertificateManagement) |>[EBAZELER (Certificate
Signing Requests) 1>[ISE JL— k CA (ISE Root CA) %R L £7,

SIBAZED B NEDFESE

Ty 77— R7rt R, Cisco ISE DEHTE DREME LI AT LGEAE R 7 OFE
HEOHIESATIN TWDH & KRELES, Ty 77 L— ROHNZ, [(EETE 55EE (Trusted
Certificates) ] & [Z A7 AGEHE (System Certificates) |V o« > K '7 (ZDU 4 v R ZRRT
DI, [A==2— Menw) ] 7AM=2 (=) 27V v 27 LT, [@# (Administration) ]>[
AT I (System) |>[REHAE (Certificates) > [fEFHEDEFE (Certificate Managemen) % 3&4R)
D [BIHAFE (Expiration Date) | DE M ZMER L, LEIS U TEH L TLEIV,

Flo, Ty 7T L— RORFINZ, [CAGEHE (CA Cettificates) |V 4> Ry (ZODU 4> KU %
FRTHIZE, [A==— Menu) |74 (=) 27V v 27 LT, [F#H (Administration) ]
>[ A7 I (System) ]>[AEFIE (Certificates) > [FEF]EHER (Certificate Authority) ]> [FIEF]
LRI DFEIAE  (Certificate Authority Certificates) % E4R) WOFEHED [A 2R (Expiration
Date) | DAMELZHER L, LEISUTEH LTI EI N,

sl BAE D HIIBR
BIREIN OFEAEZHIBRT 21213, ROFIEZFATLET,

ATYT1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) 27V 27 LT, [E¥E (Administration) |>[L R
T L (System) ]>[SEBHE (Certificates) | > [(IBAENERE (CertificateManagement) |>[2 X T LFEAE
(System Certificates) [# =R L £,

T T L— FD#ElE
|



FyFTL—ro#E |
B aszssonmr—ozozk—t

AT T2 BIRYINOFEAEZEIN L £,
ATv 73 [HIFR (Delete) 1227 Y v LET,

ATY T4 CiscolSEGUI T[A=z2— (Menu) | 712> (=) 227V 27 LT, ¥ (Administration) ]>[ AT
2 (System) ]>[REBAE (Certificates) |> [REBAEDEEE (Certificate Management) ]> [{S4E TX AREAE
(Trusted Certificates) ] Z &R L £ 7,

AT 75 BRI OFEAEZ RN L £,
ATy 76 [HIFE (Delete) 127 Y v LET,

ATy TT & (Administration) ]>[2 A7 A (System) ]>[FERHE (Certificates) ]>[3%:E/ (Certificate Authority) ]
> [FRFE/AREAZE (Certificate Authority Certificates) ] DNEIZERIN L £,

ATy 78 WIRUNOGEHELZ IR L £,
ATv 79 [HIEE (Delete) 127V v 7 LET,

SEAER L UMEBX—DIT I XR—F
WDIEB 27 AR— " T5HZ LEHERELET,
« TRTOBE—DIVGEHE (BENOTXTO /) — Khd) BLOZOME X —2 L7

FHCe 7 2R — b LET, fEERE (L0 —ERTREHENMEN S zny) ikl
£,

AT97F1 CiscolSEGUI T[A==2— (Menuw) |74 2> (=) 7V v 27 LT, 8 (Administration) ]>[> AT
2 (System) ]> [FERE (Certificates) ]> [FERIFEFOEEE (Certificate Management) > [ A7 AGER#
(System Certificates) ] Z iR L £,

ATFw T2 FHEEABRIRL, [=7 AR —F (Export) 1227V v7 LET,
ATY T3 GEAERS I OB X —% 27 AR — K (Export Certificates and Private Keys) |7 VAR ¥ VA& L £,

ATy T4 [EX—0D/XAT— K (Private Key Password) ] & [/3A U — KDOffiR (Confirm Password) ] %2 A/ L %
bdAO
ATw TS [/ AKR—] (Export) |27 Vw7 LET,

T IA~VER ) — FOBEHTE 5EAER T PO X TOREAEL =7 AR—FLE
o AEERE (EOY—ERTEAFMMEH S zny) ikl 3,

AT w1 CiscolSEGUI T[A==2— (Menu) |71 2 (=) 227U v 7 LT, [EE (Administration) ]>[ X T
L (System) | > [EEEAZE (Certificates) | > [FIBAZNDEE (Certificate Management) |>[L R T LEERRE
(System Certificates) [# 3R L £,

ATw 72 FEAEEZERL, [=7 AKR—bF (Export) 1227 V27 LET,

B 777 —ro%RE



| 7vF9L—Fro%kiE

ATv73
ATy T4

ATy TH
ATy T6
ATy T1

ATvT8
ATvT9

TYTTL—FRIOPAN BE) 7 1 — LA —N—ERTDa— LNy I 7y TOENE .

[7 7 A VERAF (SaveFile) 1 %7 U v 7 L CREHEEL =7 AR — M LET,

CiscoISEGUI T[A==— (Menu) | 742> (=) #7 Vv 7 LT, [F# (Administration) |>[T AT
2 (System) ]> [FEBHE (Certificates) > [F8GEJs (Certificate Authority) |> [FEFE/RIRERHE (Certificate
Authority Certificates) ]% %R L £ 7,

AEEZEIRL, [=27 AR — b (Export) 1|27V v 7 LET,

[FEAER L ORE ¥ —%2 =27 AR — b (Export Certificates and Private Keys) |7 VAR ¥ 2@ L £,
[f#E X — D /XA 7 — K (Private Key Password) ] & [/XA U — RDfFE (Confirm Password) | # A1 L&
7

[=7 AKR—b (Bxport) 1227 Vv 7 LET,

[7 7 A VERAF (SaveFile) 1227V v 7 L CGEEEZ =7 AR — M LET,

7y L—FKEIOPAN BEI D T — /LA —/IN\—¢ERY
Ta—ILiINv I T TDELEL

CiscoISE D/ Ny 7 7 v 7 FIT LIEHEAIE, BHOEREZETTEERA, 20D, T
T L — ROIHFIZR 570 E DT HICITHIRE AN T HHLENH Y £7, CiscolSE
7 w77 L— KT DRI, WOBREEZEDIL TNDZ EEHERLTIEEIN,

e FIASVER ) — FOHBN 72— A —R— . T4 VEH ) — N2 HE) 7 =—/L
F—=NR—=ITRE L TWABEAIL, CiscolSERT v 77 L— K¥4 AR, BEI 7 =—/VA4—
Nt T g o ENTEHIZLUET,

AT a— Ry I TS T T — KRB I T T e A a2— )L LET LD
WEBOT v 77 v —REFHBELET, NI T v TR rTVa— a8l Ty 77
L— RRICHEIER T2 Em T Ed,

x&?J—wﬁfﬁ—F®A/97/fi CiscolSE7 7' U r— a U AHEET 572

IRV H—ENET, 20X, —ERTFETITDIINCRESINT Ny I T v T R7r
/3-‘_‘/1/li\ T L— RENCREETDICL T EE,

NTP-U“_V&F_ EE&:_TEHEEGDHEWU

7 w77 L— R CiscolSE / — RIFHREI LT, 7I9A4A~VEBE ) — Kb 2 VE
B —RTF—2&8B17, R LET, ZNOHOEETIE, X FY—2Z KO NTP % —/3—
DELSERESN, BIEFRETOHL T ENEETT, NTP F— =N ELEHEIINL TV
W, FRERBERERGS. Ty =R R 3R L E T,

Sy FU—=ZNONTP Y — =N, 7T v 77 L— RPICRERRE T, wEMHENHY ., L
TWBHZ xRt LET,

Cisco ISE U U — R 2.7 LIF& Tld, Network Time Protocol 7 —E > (ntpd) D1V |Z chrony 23
RS ET, ntpd 1T— MR ERK 10 POV — — L REH L E972%, chrony (F/L— hy

7vFiL—ro#iE [}



FyFTL—ro#E |
B ze<sroryis—¢

BRI RBO—N—L R LET, Lz > T, NTPH—E RO HWi & [FEEET 5 7212
CiscoISE U U =R 27 URRIZT v 77 L — R4 LR, /b— MRV NTP P — 3 — & Af
T2 L &2H#RELET, FEMIZ OV TIE,  [Troubleshoot ISE and NTP Server Synchronization
Failures on Microsoft Windowsl] #Z&M L T 7230,

RE<TOF7YITTL—FK

CiscoISE Y 7 b7 = 7%, UCS /N— K7 =7 T ATRE /R &8 O CPU/ A & U F& %A VAR — b
THEDIC, FvTBIOTTIAT U ADF v /80T 4 LRI L TWAMENRDH Y £9, ISE
D=V a UPHLL 251228, W= R =7 OWR— M REREMICEIE S, Friwn
N—= R T NREASNET, T —~ L AZA EEEL70C, [~y (VM) OF v
NROT 4T v T T —=RT52 L2880 LET, VMOT v 77 L— N&Eimd 55X

OVAZ7 7 A NEHEHATDHLTISEY 7 b =T %A A M—35Z LZBEIDLET,

HKOVAZ 7 A WL, VMEGEIRT 57Dl END 7 7 A NV EGie Ny r—TH Y, Cisco
ISEY7 "7 x2T %A A N—IFBEDICT TITAT VAIKERN—=RT 2T Y =A%
et L E9,

VM &n— R = 7 EEOFERIZ DWW T, [Cisco Identity Services Engine -/ > A h— L4 A
Rl D INA=FRy=27BEIMERT 7 T4 7 o ZAOEM] 22 LTS,

CiscoISEVM IZ, VM A V7 A NZ 7 FRIZHEHY Y —ANKETY, ISEIZIE, /X7 +—
T A EIERMED T DI N— RO =T T 774 7 2 AZFER L=+ 7280 CPU 2 7 RS
TY, VY —ZADMAFIFE, @SWCPUM R, o= —F —FFEOBIE, Bk, 77 OB & FEIE,
LAR—=bh, oy aR—ROIEEMEREICE VRT3 —< AT ETHZ LNV L T E
T, ZHUE, BEANOY R —HF—LEFREFOL—Y—x2 7 2N 2 RCEBPEHE L F
7

\)

GE) 7oV L—FRZIE, =AY V=TI, CPU, AEV ., nN— T 1 A7 58RI FHI%
HDY ) —AEFHTHIENEERTT,

CiscoISE U U —R 24 LIRETlX, v—HNT 4 A7 EY BTN 29GBIZHE 2 572D, (i~
Y DEINT 4 AT YA X300 GB LE T,

JOJ774 SR EDER

TuT7 A 7P RAEEMT LG, BHAR-IANE, R =Y -2 /)= DT
077 A TR LTRE L TSN (ZOY 4 FUZRRTHI21E, [A==2— (Menu) ]
TAary (=) #7 Vv 27 LT, [EH (Administration) ]>[ A7 A (System) ]> [fEHH
(Deployment) ]></—F>>Z@RLET) . /— FZ@RL T, [/ — FOfRE (Edit
Node) 17 Vw27 LET, [/ — FOffmE (EditNode) | X—T T, [Fa 774UV ITHE
(Profiling Configuration) 1% 7IZB#E L 3, MllEHREAET o0, A7V —viay %
g cEEd,

B 777 —ro%RE |


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119371-technote-ise-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119371-technote-ise-00.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

| 7vF9L—Fro%kiE
Active Directory 3 & UME&EEET v rogkiERome [

- - N > =E
Active Directory 5 K VAT EEET7 hV 2 FDOERIEER
A=
DEVEE
INET AT T 4T 4 Y — A& LT Active Directory % i i3~ 5 35413, Active Directory 7 L
FUVR IV ERNBNEEBET AT R LT Uy L EFTICHABELTLESY, Ty
7' L— F#IZ, ActiveDirectory Bifge kb b Z L Rb 0 £, ZOHE, FEHER—Z LI

0 AT 57D ISE NEEBLE 7 77 > . Cisco ISE & Active Directory % Ff45#c 9% 7=
WIZ Active Directory D7 L7 3 % VIS ETT,

le) N > & g — N
7Y T L—FKEIOMDMARU A —DTH T4 RN— |k
MDMEEREZFE T 234813, 7> 77 L— RORFNC, MDMRUF—D AT —H ANT 7T 4
TTHDHZ L EHERLET,

MDM H— "—ZNEKBR Y —THEH I, *ET D MDM — "—RNEHOGEIL. 7 v
T — R e AR L ET, BHERE LT, IROWT N ARETT,

1. 777 L— FORIZMDM —N—%2HNLET,
2. KRRV =5 MDM —N—Z BIE AT 25828k LET,

RO F)DIERE IV T Y TSI L—FKN\VFILOaE—

VRS MY EERLT, N7 v 72BEL T v 7L — R AR Rrrkar—LET, U
R MY OIERFTIEIZOWNTIE, [CiscolISEEFEFE A K] o AT FrRbT=H—]
DEIZHD TVRY NUOER 22 LTSN,

NI =<V AL EHEEEZEO DD, FTP #3252 L2 HR L 9, KE WAN U >~
I LIEVRY R 2 LN T ESY, /= NZEWMIEILH 2 m—a N VR Y
ERERATHZ L AHELEL £,

VRO R EDA U2 —Fy MNMERPBIHTHDLZ LR LET,
Y

GE) VARV NI/ —RIT v 7T =R RLEZyra— KT 586 ¥ ra— RR5%E
TTDETIISHUEDPMD T a— RRZ A AT Y FLET, OB, A %—
Xy N OFEEPA AR+ 72T DI AL ET,

H—ANT 4 ATIZT T 7= RN RV aEL L 7Ty 77 b— R ZEMfTE £,
¥ 7=, application upgrade prepare <upgrade bundle name> <repository name> =~ > K & H
LCT 7T L= R RVvEr—LT 4 A7 IZabt— LTl T2 2 &b TEET,

7vFiL—ro#iE [}


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

FyFTL—ro#E |
B amaes7 2094 20w

\)

GE) c URTY MU L OHIRIEREGLN BT CTHALZ L 2R LT EI, URY FIEH/—F
T o 7T VL—RR )L (7 AP A RTHIIGB) X v — K738, FUv
O— RRETTHETIZ3IS DU LAy o —RRZA LT FLET,

s O—NNT 4 ATIIRET 7 A NVPMEGFEINTWDEAIL. 7T v 77 L— ROFEITHRHTH]
FRENET, LEN->T, CiscolSEVARY MU Z{ERL, ZOVRI FIIZar74F¥a
L—>ay 77405 a—+A2LE2BEIDLET,

T w77 L— RN RV Cisco.com M H A 7o —RKLET,

JYV—=R32XT v 7 7L —FRT2I%, TOT v 7 7L — R RLVa2ERLET,
ise-upgradebundle-2.x-t0-3.2.0.xxXX.SPA.x86 64.tar.gz

T L—FRRAIL, kOa~vwy REfER L TCiscolSE / — RFOa—h Vs 4 A7T v
JL— KRR R abt™ —T&EET,

copy repository_url/path/ise-upgradebundle-2.x-to-3.2.0.xx.SPA.x86_64.tar.gz disk:/

el ziE Ty T L= KRR RO a B —IZ SFTP # AT 512id, REFETTEET,
1. (KA FF—PBFEELLRWEAITEMLE7) cryptohost_key add host mySitpserver

2. copy sftp://aaa.bbb.ccc.ddd/ise-upgradebundle-2.x-t0-3.2.0.xxx.SPA.x86_64.tar.gz disk:/

aaa.bbb.ccc.ddd I% SFTP —/S—®D P 7 RL A E 72X HR A MM,
ise-upgradebundle-2.x-t0-3.2.0.xxx. SPAX86_64.tar.gz |£7 7 7 L — K3 KL D4 RTTT,

FIFARIREG T « RV YA XDHERR

A~ o ANCHBL IR T 4 AT RBEREID B THEN TS Z L 2R LET, FHc oW T,
[CiscoISE A > A b= A Rl BB L TLZEN, T4 AT VA R THLERND D
YA, ISEZHA ANV L, REDONNY I T v 7T EETTIHILERDY 7,

E]——islﬁfi—/f*ﬁ%ﬁzaaﬁﬁmu

FIA < VEM ) — R (PAN) LRU—H—bE 2/ —F (PSN) [ Tr— AT 3 2 {5
LTWAEAIE, a— "R UHTHRESNREYYa v A LT Y NRT v 77— K71
TACHBE LW LEZHR LTSN, By va A4 LT MERIRLSERET D L.

0 — RARZ YD H%IZH D PSN TT v 77 L— R 7o R HETHAREMERH Y 3,
72L& 21E, PANDSPSNADF—FR_R—2 X 7ty g U NEZAL LT 7 5L, PSN
TT v 77 L —R7av ARKRKT 5 6EERDH Y £7,

B 777 —ro%RE |


https://software.cisco.com/download/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=2.1.0&relind=AVAILABLE&rellifecycle=&reltype=latest
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

| 7vF9L—Fro%kiE
05 OREE MTA— T4 200434 2zE [

OFDHFEFEE MIT/N\—RKTAR9DY A4 XE

Ty T —RTIE, MnTT 4 A7 ODFBEEELETLH0ETHY £, 2721, 17 &k
MIZFEdk L, N— R =7 OREZECTHLENS 5551, 7 7RO =—X|{Z/H T TMnT
DIN=RT 4 AT DY A X%&FHTEET, 7RO EN CiscoISE U U —R 22 22 HA]
LML TWAZ L AT ENEETT,

F72. Cisco ISEMNT I[ZRRTEZMNT D ATREMDN & 5 S EZERT AL ANDDORER T 7125
WTCIX, 77747 Ravrsyar7Z 4y (ZOT 4 RUERRTHIE, [A=a—
Menw) |74z (=) 27V vy 27 LT, [EE (Adminigration) |>[> X T L (Sysem) ]>
[AX >4 (Logging) 1>[aLP 32T 4)L3 (Collectionfilters) [Z##&IR L E§) Z2HEHT
HZEHTEET,

ALy a7 4 VHOFEMICOWNWTIE,  [CiscoIdentity Services Engine HHLE A K] @ [ X
YTFTUvALR=S —] OFEILHD WMET 4 VHDRGE] 2B L TIIZEN,

ISE D7 —< 2 A EPEEMICET A I2=F 4 X—YDISE XA L —VEEEBB LT
ISV, YDORITIZ, RADIUS DT FARA O L TACACS+ DF Y MU —27 734
ADBIZHES L B ZOREDRINTWET, 727 OREIEL, TACACS+ £7-1X RADIUS & %
WIEZE DB FIZOWTHEBNZFHE T 208N H Y £,

T T L— FD#ElE
|


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

FyFTL—ro#E |
B rosse it~ k720094 X%E

B 7y75L—Fo%kR



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



