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U—RZHA A=V LET, £ A RF—RIZ, 2O/ —REHFLWERTY 74~V EFH
J—FRIiZLET,

N 7T FF—HE )5 Cisco ISE DEREXEIL L E T,

A XY MnT / — REBERER L E7,

BEMERESNT-EH XY MnT /— K%, AZ> RK7ry /— K& LT, CiscoISE OHI[HY
U—RZHA A= LET,

ZOMT /) —RIZ7 74~V u—AZE0 YT, Ny T v T VR MNINGERNNY 7T
TEREILLET, THUIEKATEERFIETHY . HWV e 72 METL2MNERH HGAICORE
TTHHEIHY T,

JED Cisco ISE /N 7 7w 7 VR kU D ise-https-admin CA GEFEZ A V' AR— ML ET,

HUF)PANE LU MIT / — KD CiscoISE 1) ) —RX32~DT7 v T L—F

Procedure

RATvT1
ATvT2
ATvT3
ATv74

ATy T5
ATvT6

ATy 17
ATv78

Cisco ISE DM E L TEH v 7 DXy 7 7 » T HER L £ 77,

EH U PAN /) — REBERER L E 7,

TR SN2 > % U PAN / — R% CiscoISE U U —RZ 32 [THA A =L L £7,
Ny I T T T—HNLISEREEZETL, 20O/ —FREHLWERDODT 74~ /—K&L
TRELET,

TAN R — RIEAZEEZEH L T RWEEIEL, 20/ — KONy 77w 7D 5 ise-https-admin
CAGEAEZ A v R—MLET,

Y H U MnT / — REBGMRLET,

BEkfRbr SNzt > Z U MnT / — K% CiscoISE U U —Z 32 |2 A A =L L £7,

BEDOISEERA NN 77w FHET L. FTLWLWEBHEBREOD S5 A~ ) MnT & LT/ — Ra%
MEFFET, ZIUTERFRELRTIETHY . W e 7 25T 0ER D 255 ICOHRFETT
DHLENRH D F7,
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MnT / — R&&Te) A MIEAATHEZRPSN 2B S TH D, oA B rEE7: PSN
EHINEE, TDO% BEfFO CiscoISE D7 Z7 A4~ VU PAN BLOMnT / — K&&Te) +4 b
(AT REZ: PSN 28N & ¥ £,

Procedure
AT w1 PSN ZBEEIR L £9°,

AT w T2 PSN % CiscoISE U U —2 32 OHi/ v FIZHA A—Mb L, #H LV CiscolSE U U —2 32
EBEEREICSIMEE £,

What to do next
COWERT, HMICT v 77— RSNEREBRREEZT AN T A2 2B LET, T
EITHOIE. BB FHETDINE I D0EMR L, 7Ty 77 L —REhiz/— KpR@%E EB 0%
BEBLTWAZ LEMERLET,

T54<) PAN B LU MnT D CiscolISE') J—R32~DTF7vTTL—F

Procedure

AFYT1 794 ~UMnT /—REHA A=k L., B Z U MnT & LTH LWEREREICSNEE

i‘j‘o
VR— MHOTF =2 2R/FT 55803, BNy 7Ty 7Oar—&2th %) MaT / — R
BT LET,

ATvT2 774~ YUPAN ) —FEHA A= L, B Z YU PAN & L THLWEBREIZSINE
F9,

GUI N5 Cisco ISE BRI 7Y T L—F

GUI H» 5 D Cisco ISE BRAD 7 v 75 L—F

Cisco ISE T, &EER—Z AnD GUI R—AD—T0 b ENT=T v 77 L— Rt E
T, Ty 77— RK7avRAIKEICHERFLEN, 7y 77— ROEITRLEB LV — KD
AT — B ANBEEICERINET,

[ (Administration) ]>[Y X T4 (System) [>[7 v F45 L—F (Upgrade) | > [#1E
(Overview) | A=a—F 7 v a vy #RIRT L5 L, BEAANOTXTO/— K, 20/ —RTH
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KRBT 7T 4 T0IET 7T 40 7h) WIURANENET, /—KBT 77 4 7RIRETHDEE
WCDORT v F T L— REfb T4,

CiscoISEGUI T[A==z2— (Memu) ] 72> (=) 27V vy27 LT, [EE
(Administration) 1> [ AT 4 (System) [>[7 v 745 L—FK (Upgrade) |> [#1E
(Overview) | A==2—F 7T g ZiE, BENOTXTO/ — K, 20/ — R THHR~L
VI AVARILENTWALISEON—V a3 BEW/—RORAT—HZX (/) —RnR7 7
TATDIET 7T 470) BIVARSNET, /— KRBT 77 4 7 RIRETHLIGEIZOR
Ty T T — RERBTEET,

BHERR—ZANLDGUINR—ADT v 77— R, BIEV Y —220UBT, VU —2
201 L EICT v 7T L — RTBGHRICOBRYR—FINET,

CiscoISEIZHTH GUINR—RDT Yy T L—FKDFTay

JEBHWs 7D Cisco ISE @ Y U —Z{ZJi U T, [Administration] > [System] > [Upgrade] > [Upgrade
Selection] 7 4 > R TRDOA T > a L DWTNNEEIRL T, CiscoISE EBRZT v 77 L —
FTEET,

s [ZFNT w77 L— R (Full Upgrade) ]: 77 v 77 L— RiX, [RIFFIZ Cisco ISE BRI D

TRTD /) = ROFERRT v 77— R [glil T o~V F AT vy 7 7akATE, 20
Tk, BERIX, HEIT v TS — R a2 k) AR T v 7L —RERE
T, TRTO /) —RKRFITLTCT v 77 L—RENLH2D, Ty 77 L—R7av2fic
T =g —EART T LET,

TINT v 77 L— R R, CiscoISE2.6 /3> F 10 LAFE, CiscoISE2.7 /3w F 4 LI, B
L Cisco ISE3.0 Ny F 3 LK TYHR—FENET,

[E T v 77 L— K (SplitUpgrade) |: &7 77 L—Rid, Tv7 7L —K7akX
HFIZH—E R &G & EFIHTE D LI L2225, CiscolSEJEBDT v 7 7 L— R & #]
BICTA~AVF AT v 7 7atvATY, ZOT7 v 77 L—RFETIER, BT v 77
L— R$ 2% CiscolSE / — RERINTEET, FriLnwaETry 77— Ry —2771a—7T
. VAT APBH L CWB EXICHRT v I T —XT v 77 L— KBMThiET,
UKD, FU A ARKIBICER S AL BEEOEWT v ST L— NI Rn 0 &
7T

HLWAET v 77 L— RGERIE, CiscoISE32 /8y F 2 LI THR— & TWnE1,

[Split Upgrade] : 7EXRDGEIT v 77 L—Rix, 7Ty 77 L—R7agxflch—v 2%
BlEFEFIHATED LT LN S, CiscolSEEHDT v 77 L— R&EA[fEICT 5~ /LT
AT TavATYT, ZO7 v 7T L— RFETIE, BT v 727 L— K9 2% Cisco
ISE / — FZ@EIRTEET,

CiscoISE UV U—227. 3.0, £721X3.15°5 CiscoISE U U —Z 32 ~DURDOSENT v 7
T — REFETTEET, ZOF 7> 3 0%, CiscolSE U U —232,3yF 3LLFED Cisco
ISE GUI CidffH T £/ A,
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A=W =T A A (Ul) OFFF =y 7 BDHLEIZRDET, LTy TITL— KK
AT HIHEII UL OFRIT = v 7 OHAPLETT,

TNHDOGULIT v 7L — REFRUL Cisco ISE 2.6 73> F 10 LIEA BRI TX 925, Cisco
ISE321Z7 v 77 L—RT512i%, 272< & CiscolSE2.7 /8y F 4 ZEIT L TV D MLEN
HFES

GUI v 5 D Cisco ISE BRAD 7L 7 v TS5 L—F

Cisco ISE Ti%, BHAR—ZLNE GUIR—2AD—T b ENT=T v 77 L — R EkEn =
T, TINT v T 7 L— RiL, CiscolSERBDZERRT v 77 L — REARIZTHAYALT AT v
> Fat A TT,

Cisco ISE BBAD 7 NVT v 77 L — R&EFITTHITIE, ROFIEEFEITLET,

Procedure

ATy T

ATvT2

ATvT3

ATvT4

CiscoISEGUI T[A==z2— (Memu) ] 72> (=) 27V 27 LT, [EHE
(Administration) 1> [~ X T L (System) 1>[7 v 79 L—F (Upgrade) [DIEIZEIR L F

B

[7 v 77 L— Rz@R (Upgrade Selection) ]V 4 > RUT, [T v 727 L—1F (Full

Upgrade) |27 U w2 L, [T v 77 L— RZ4hs (Start Upgrade) %72 U v 7 LET,

[E5Z% (Welcome) |V 4> RUTR~ (Next) |27 Vw7 LT, TS 7L —KUu—7
Tu—%BaLET,

Ty T T = RTa 20T 0y =T B A LEERT L7, [Ty X
(Checklist) 17 4 & RUICFRMHM SN TNDE TR TOX AT Z5E T SHETLTEEN,
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Upgrade
A Welcome 2 Checklist 3 Prepareto Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary
—

Checklist
Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.

Backup ISE

* C ion and ional data inistration > System > Backup & Restore)

« Backup system logs (Operations > Troubleshoot > Download Logs)

« Export certificates and private keys ini ion > System > Certi > System Certificates)

Software
* Review the ISE Upgrade Guide and Release Notes for upgrade information (http://cisco.com/go/ise)

« Confirm valid ISE upgrade paths. Ensure that a repository is available to store the ISE upgrade bundle ini ion > System > Mail > Repository)

* Download the ISE upgrade bundle and place it in the repository (ISE software is available at http://cisco.com/go/ise)

Credentials

* Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.
Operational Data Purge

* Purge operational data to improve upgrade performance (Administration > System > Maintenance > Operational Data Purge)
License

« Convert your old licenses to the new license types through the Cisco Smart Software Manager (CSSM).

« Enable the new licenses in the Administration > System > Licensing window. Check the checkboxes for all your purchased licenses, and click Enable.

I have reviewed the checklist

Print Checklist

ATvTH (A7Fvay) FovZ VA NESRRAICY Y8 — RFT512, [F=v 27U A MO
(Print Checklist) 1 %227 U v 27 LET,

ARTYT6 TovTTL—RFzy 7 VAMGGERESNTWHIHEADOERPET LD, [Fxv 27 UR b
Zfifgid L E L7 (Thavereviewed the checklist) ] F = v 73R v 7 A& A 2 LT[R~ (Next) ]
Vw7 LET,
[7 v 77 L— ROUE(E (Prepare to Upgrade) ] 7 « > RUNRF/RINET,

ATvFT1T [UKRTBEY (Repository) | Ka vy 7 X UR NN, 7Ty 7 7 L— KN KBS
TWHYRY MY ZRIRLET,

ATy T8 [N F/ Bundle) | Kuy7Z U R Mhb, Ty 7 L— RV RLVEERLET,
AT9T9 FTRCORyF YU —=2ZAR[XyF (Patch) | Kuy 77Xy )R NMIERENNET, Ty
7L —R9 % CiscoISE U ) —ZDEHD/y Fa@RT 25 2 L e R L £,

ATy 10 [HEfEDOBALE (Start Preparation) | %7 Y v 27 LT, $XTD Cisco ISE = >R —F > [ ZHRFE
L., BOVFA—FE2EKLET,
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Upgrade
#A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary

Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and
patch file. Then, click Start Preparation

Repository* | f1 j

Bundle® | ise-upgradebundle-2.6.x-3.0.x10-3.1.0.360.SPAXE ~ |
Patch j

Download Report

Estimated time of Upgrade process:  4hr 26min
Repository Validation 3/3
(v] (]
‘ Bundle Download 33
(v] o
‘ Memory Check 33
(] o
| PAN Failover Validation 11
(] (]
| Scheduled Backup Check 7
1Y) ec
| Config Backup Check 11
X} ec
| Configuration Data Upgrade 11
[« [:]

CiscoISE L. 7y 7/ L — R 2fckOZ & 2R LET,

FRFvIURE Bz

YRS kY OREE YA R YRFRTO /) — RICRESATH
B S DEHRLET,

N RILOAYA—FK FTRTD ) — RIZOWNWTT v T — Ry
FaZoro—RLTHFTLLIICLE
T

AEY FIvY PAN £7213A X R7 0y ) —RT25% D
A U REME I RIEEN E D . B L UM
T _TCPD/— R TIGB D AE U I H Ml F mf
RENE I D EERLET,

PAN @O 7 = —)LA—/A\—DREE PAN O NNA T X_A ZE YT 4 AN > T
WAMNE I MWEHERLET,

T w77 L— ROBMEENIZ, PAN O/NA TR
A4S YT o NEGNT /2D T L NEBE IR
mEanxEd,
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AT a—LiINy YTy TOMHER

A 2= T THREN 2> TN

DNEIMEHRLET,

Note ZOF=zvliF, Ty T L—FR
It ATIIMNATIED Y £4
/Vo

BRO/NNY YTy TORESE

AR DN 7T TR EGEAT O E 5
EHERLET, Ty 77— Rk R,
NPT TNET L TWRWNWEETEINE
T A,

BRET—2DF7 v T L—F

T — 4 _XR—=AD 7 a— 2 THERT—Z D
TyT T U= REFITL, Ty T T L—R&
NIeT =2 X TE2ERLET, ZOF =y
Z1E. N VDX T r— RZICHIBS
EJ a8

TSy b IA—LHYR—FFzvs

BEATHR—-FINTWET Ty b7 —A4
FHERLET, VAT AR b 12T
CPU, 300GB O/~ KT 4 27 BIOI6
GBDOAEYNHDINE I D ELMEGRLET, &
720 ESXiX—=Ya N 65 L ETHENE D
PHERLET,

RERADRALE JBBAD 7 — FOARRE (R L T2 2T
) EHESLET,
DNS DR AT RETE BRARNGEIPT RLUADIER| & L5 X %k

W LET,

{ERER b7 EEAE DRELE

fRHHA b7 REIE DA 20 0BRGN 2> % e
l/jijﬂo

O R T LEIEAE DRREE

&) — ROV AT LFEAZOKIEZHER L E
_é‘o

TARIBEF VY

TS L— R REEITTAEDDO+
ITRZEXFEIRMBN— KT 4 A7 IZHDNE D
MEMRLET,

NTP DEZERTREM & B ZIRDFERR

VAT ATREESNTWANIP & F =7
L. BFZIJR2INTP = "= 5D D E D
MEMRLET,
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EWFzvIURE B
BEEHFI VY BELEMBCUAT AOAMZHAELET,

BETZ AMMBIX, 1. 5. £/21F 15T,

Y—EXFLETOEADREK P—ERERFT TV r—va ok (E
T EFIREED) 2R LET,

TV TF 4T ar B —R PR LT ar R—% > "B LA, FNOITRATERS
NET, Fo, b TIAVa—T o U TEROERINET, KR LIZa AR —x 2 FOT v
TITVL—= RO TT 4 (BERE) IESWT, Ty 77 L —R7akt 22T T 58546
LTy TV =R A ED B TDICREEMLT A L) BN SN GERHD F
T

[ L7=F = v 7 OFH (Refresh Failed Checks) 1473 = %, RO THRIHE R SN-REE
DHETLFHLET, 7Ty 7T L—REFTTHAN, INOOEEZEETLILENRS Y £
T, AV VB THARREINTZEETIE, Ty 77— ek R 3 gL LERA, 7272
L. 777 L— RBIZHED Cisco ISE HEREIC T 2 Al REMEN H 0 97, KEHORICE
REND [EH (Refresh) | 7T A a2 w=7 )y 7358, MEOMRBRIZINLDOTF =y 78
BEENET,

[EB LT~ (Expandto Show) |7 A 2> %27 Vw7 35E, &/ —REZDAT—H AT
B 2B NERNFRRINET,

[fE# (Information) | 74 2> %27 U7 LT, £ R—3 hOFEMEHERTLHZLHT
xFET,

ERRENTELVAR— FOa—2RET 2512, [LA—FOFX 7 v— R (Download Report) ]
Vv LET,

AT = T BLIOT v 77— R a R HEERM 2R x££, 2. ko
HHICESWCHE S E T,

« Fy NU— 7 E
« ) — RO : 7atv¥, RAM, BXUN— KT 4 27 D
« T—HR—ADT —H P A X
« )= RKBRT TV r—3 g o= "= R EZEB) T D DITH Do T REH]
Note N RLVDOE T a—REERT—20T7 v 771 — REBRS TR TCOFRTF = v
1%, VAT AORGEZBIIE L TH 5 4 B I B BIRICHIRIIIZ A D £,

TRCD /) — ROHEFFT = I7NET Lieb, [AT—Y 7 %BAlh (StartStaging) (%7 VU >
T LTCATF— v 7t A%BELET,

Ty T T V= ROAT =V T, Ty T T L= RENT = FX=AT 7 A LRREA DT
NTHO/ —RiZabv—si, BROTXTO/ — NTHRT 7 A VDI 7T v T ESET,
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Upgrade

# Welcome 2 Checklist 3 PreparetoUpgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary G> Exit Wizard

Upgrade Staging

‘The upgrade bundle files are being transferred to all nodes in your ISE deployment,

the status of transf be viewed below. You can continue to use

Gisco ISE while the

Refresh Failed Nodes

Positron-vm-2.demo.local

(+] ()
| Positron-vm-3.demo.local

(/] -]
‘ Positron.demo.local

(/] -]

J)—ROT7 v F TV —RAT =0 JICRB LTSS, R TERENET, HED/ —FD
TS T — RAT =V IR LG8, RETEREINET, o, T T7va—
T A UTIERbERINET,

[VZ7 Ly v =l L7/ — K (Refresh Failed Nodes) ] 714 2> %27 U7 LT, KLz
J)—FROT v T TV —RRAT =0 7 %8 ) —EREBELET,

ATFYF12 [k~ (Next) 1227 U7 LT[/ —KDT v 77 L—F (Upgrade Nodes) ] 7 1 > Rz
HET,
[/ —FRD7»7 71—k (UpgradeNodes) 1V 1 > R T, 2KNRT v 77 L— FOEITIR
mE. BENOE ) — ROAT —Z 2R TEET,

ATV T3 [k~ (Next) 1227 Vw7 LT v 77 L— KSR &fthLET,

T — REIENETTHEFNC. [VRATLAOT v 7 7L —REZBHBELEST, v /7w
FLTWET, (The system is about to upgrade. Logging Out.) | MFE/RII
7,

ATy 18 [OK] %27V w7 LCHAITLET,
Note v HFYPANIZRT A LELT, 7Ty 77 Lb— ROEITRINEZE=%—T&
i‘d‘o

TIA~YPANDT v 77 L— Rz, B F Y PANDE v alh— b7 T4~
PAN DT v 77 L — RAT—HAEE=HF—TXFET, Y74~V PANDT v 77 L— K
FET LIS, 774~V PANZ v aR— RbH3T_RTCDCiscolSE / — FDOT7 v 77 L—FK
AT —HRAEE=H —TEET,
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Figure 4: 79 7 L— FRT—RRERT T TIL—FR /—F 42 KR

Positron.demo.local

Note DU RUT[V 4 —RFOKT (BxitWizard) |47 v ar a7 Uo7 L
A, BT MME (Summary) |V 4> RUEZRRTEEHA,

ATy T [/ —FDT v 77 L —FK (UpgradeNodes) |7V 4> KT~ (Next) 1227 U 7 LT,
TRTCO/)—RKREFICT v 7T = RENTnEIDEMHRLET,

KGLTZ ) = FBRHL5EE, €O/ — FICHETOIFRERT A T 0By 7 ARERRS
i‘é‘o

ATYT16 KL/ — REREENDBREMRT DL, X470l Ry 7 ATOK] 227V v 7 LET,

Ty T =R ARET LS, M (Summary) |V« RUTREBEOZK Y v 77
L—RUAR—bhE2RRBLOFY U e—RRCEET, FovZ VAL Ty7F 7L — RO
i, 777 —FKUbA—h BIOVATLANNADET =7 U X MNEHIZEET 256/ %
BT v T =R —LAR— b EHRAL K Y r— RTXET,

GUI /5 Cisco ISE BN R ENT7 v T L—F

Cisco ISE T, HBHAR—FZNLNE GUIR—RAD—Tfb ST v 77 L— Rt s E
T, WET v T 7L — KL, 2=V =B —EREFEREFHATED LI L2 5, Cisco
ISEEHOT v 77 L— RERRRIZCT AV /VT AT v 77X TT, Ui, RFEDFLT
W2/ — REMFRIFHTED X212, *y NT—2 Fidu— RRT UV OEERMLE/RD
LAENHY T, BEMEN ESE, XU XA LAEHIET 272012, BiLWREIT v 77
L— R 7L —ATU—27CiscolSEV U —R33ITBMENE LIz, 8T v 77 1L— KT,
= RENRyFIHEIL, RoF LT v 7L —REBVIRKTZET, FUr A L%
RCTExFEJ, 272L. ZO7avRE, IAVT7 v 77 L— XD LEERRDPNDEERH Y £
9, CiscoISE U U —2Z 32 /%y F 3 LIKE/D CiscoISE U U —R 33 LIRICT v 7/ L— KT
xFET,

HLWSET v 77— RU—27 77— |2, ROFENH Y £7°,
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Procedure

ATy T

ATv T2

ATFvT3
ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

cHATF v L. Ty 7L — RO#ITY = — XD T E T,

«F—HZDOT v F I L— R, %%%:/77:%X¢Cﬁbhi¢o:ﬂ’ib T4
Ty 7T L— R HRERINERME SV, T =27 v 7T L — ROBBERRK T AT A
ﬁﬁ%ﬁ%é&6)27#%ﬁéﬂi?o

oMN&Mﬂ/aPi BOIOREBEERTEA L Z Y PAN & & HI®RINT D Z LN T,
HBOKETT 74~V PAN EHCRINTHZ L TEXET, #IRL7Z MnT / — RiE
7747)itiﬁﬁ/ﬁ) #é_kﬂféiﬁofﬁ/&)iti7747)mw

ERERNCT v 77— RT3 08 IHD A,

*PSN & MnT /— RiZ, RIUREO L L TERINZEXICHEFIZT v 77 L — R &
NAED, Ty 77 L— RN S SICEfBInNET,

Cisco ISE BHDE T » 77 L — REFATT HI2IE, ROTFIEZFETLET,

CiscoISEGUI T[A==z— (Memu) |71/ 2> (=) 27V v/ LT, [BEE
(Administration) 1>[Y AT 4 (System) [>[7 v 745 L—FK (Upgrade) |DIEIZIER L F
7

[Upgrade Selection] 7 4 > K7 C, [SplitUpgradel %27 YV v 7 LEd, 77— RN&ZA 7%
DET T T = RIIERINDEERT =y 7 VA= IRV T7ENHZ e, FHTF =
I RATEBB LV — RAT =V U FEBETIXISEY — B AN G| i AT 2 2 & 2R3
EAE—UNERINET, [OK] 27V v 7 LTHEEZRHITLET,

[Start Upgrade] #7 V » 7 L7,

[&5Z%F (Welcome) |V 4 RUT[R->THAEL LD (LetsDolt) 1227 V27 LT, Tv
T VL—RU—r 7a—%ELET,

Ty T = KT ARORIERKT U A L ElkET 572D, [Checklist] 7 4 & RIZ
HEHENTWVWARTRTOF AT ZETETTLLEE N,

(FFvay) FzyvZ VR MEBRHAICY Y a— RT5103, [Ty 2 VX SO
(Print Checklist) 1% 27 VU v 7 LET,

Ty T —=RFzv 7 A NMIGEHEINTWDLHEHEAOHRENET LD, [F=vZ VAR
MR LE L7z (Ihavereviewed the checklist) | F = v 7 R v 7 A% A4 2 LT[R~ (Next) ]
7y 7 LET,

[/ — FiER (Node Selection) ]V 4 & RUNRKREINET,
REOKBETT v 77V —RKT5 /) —ROBIZHDLTF v IRy 7 Ak A LET,

[l CiscolSE327 v 5 L—FHA K : Py TTL—KAE
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ATvT9

ATv 710

ATvIN

ATvT12

GUI 4 5 0) Cisco ISE EBID A E7 v 75 L—k ||

Note et H YU PANIZ, 7T 7L — ROFEHIOKETT 74 /0 h TIEIRSNE
T, WPIDKETIET T4~V PAN 2R CTCE A, /2, thoTXTH
=R T w77 —REaNsh, Ty 77— gt L TRIRENS £
T, KETT T A4~V PAN @RI DHZ LIFTEEHA, BRYOKETOT
FA4<VU MnT £72138H %V MnT &, FEEDOHED PSN 28R T&E £9,

s MWDK IE T 2 Y PAN LSO ) — RRBIRINT-HE. BAIOKEX
20Dy FTITONET, BH L F U PANIZIRVIDONNFTT v 77 L —R
I, ToH%, RIIDOKEO—EE L TEIREINZEZD D /) — FRO[REET v 7
JL— RhiE £9,

*PSN & MnT / — KiZ, FOXKETHLWITLTCT v 7 7L —RT&FET,

Ty T L —R7ukwAME, KIEZEICISUTO ) —R2®EIRTAH5Z%
BEIHLET,

[k~ (Next) 127V v 7 LET,

[7 > 77 L— RO (Prepare to Upgrade) ] 7 « > RUMB & F9°,

[UARY FU (Repository) | KRy FH T VR RNG, Ty 77 L— RV RPKEH S
TWHURY MY ZBRLET,

Note SFTP VAT FU ZFH L TV AEEIL, CLIZHEHL TTXTH / — RIZEH
A NF—ZBIMNT 0 ERH Y T,

[N Fv Bundle) | RKey 7 XU R RNNL, Ty 77 L— RNV RLVEBRRLET,

FTRTONRYyF YV —=ZAN [Ny F (Patch) | Ky 7 XU R MNMIFERESNET, T/

7L — ¥ % CiscolSE U U —ADEH DO/ Faiil§ 5 L 2R L E7,

[HEfi DBA4E (Start Preparation) %727 U v 7 LT, 3T Cisco ISE = > R—F% > k& WiE

L. BEOULAR—FEAERLET,

CiscoISE (X, 777 L— K7t AHIZKROZ L 2R LET,

Note o [N KA m— K (BundleDownload) Jid, OIDKIEDTZ A< U PAN
Eate, BIRSNTZTRTO/—RTRIT—EnFET, EYOKETIE, [N
Y R m— R (Bundle Download) 1R L7z — RIZxLTOAHR LY
H—SET,

(A Y2y 2Ty T OHeR (Scheduled Backup Check) ] & [HR? /3
27 v 7 Offgs (Config Backup Check) 1%, RHDOKE TOHRIEELET,

FHFzvIUR R SL
YRS kU DRI YR R Y BRFATO ) — FICRE ST

DINE D DEHEGR L ET,

CiscolSE327 v FUL—KAA K 7y FoL—Fa% ||
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B cunsociscolsE BB BT v T L— K

FRIFzv I IVREb EREA

Ny RLOFva—F FTRTO /) — RIZOWTT v 77 L— K
Kluagoran— KL THFTLLIICLE
—é‘O

2EY FIVY PAN £7213A X F7uar /) —RKT25% D

AU GEEME I ATREDNE 9 s, B L UM o
T _RTOD /) — RTIGBD A E Y G2 M 7]
RENE I DEHERLET,

Ry F N KD F o m— R (PatchBundle | IR L7= )/ — RO/ Ry F N RVE X7 m—

Download) FFT2DI2%LH ET,
PAN @ 7 = — LA —/N\—DREE PAN ONA TR_AZE YT 0 NHINZ 72> T

WOEMNE D I LET,

T w77 L— ROBGEEIIZ, PAN O/NA TR
A ST o NEGNT /2D T &N EBE TR

mENET,
AT a—ILINy g Ty TORESR A 2=V T T TN 5T
EMEIMEEELET,
Note ZOF =i, Ty T L—R
Tt ATIEILAEATIES D £H
/\./0
BROINYI Ty TR RERR DN 7T TR T T O E D

EHERLET, 7Ty 77— N7k A3,
Ny 7T v TRET LTHRWEFETINE
A,

BT 207y TITL—F T — 4 _R—AD I 10— THET — 4 D
TyTTL—=REFTL, Ty L— &
NIeT =2 Z o TafFlLET, ZO0F =y
71k, N RALOZ Y n— FEICHIBE
=7

TSy b IA—LHYHR—FFzvs B THR—FENTWET Ty b7+ —4
iR LET, VAT AR L1227
CPU, 300GB O/ —RF 4 A7 BLU16
GBDOAEYRHLMNEIMLIMERLET, £
72, ESXi X"—=2a U N 65 L ETHDEMNE D
MHERLET,

RADRL EMO/ — FORIE (AL TL )T
7 EHRLET.
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FRIFTv I IVREb EHEA

DNS DR A RE1E RANLEIPT FLADIER X &ifig] & %
RLET,

{E3EX ~7AEFAZE DREE FHA N7 REE DA IBR G4 A e aR
LET,

LR T LEEAEORET % ) — ROV AT DFEHIEOBGE 4 e L %
‘a‘o

TARIVBREF VY Ty L— R at RAEgITT 200+
PIRZEEFEIRIBN—RT 4 AT D DNE D
MEMERLET,

NTP D EIZE A aEM & BFZIR D FEER VAT ATHESNTWANIP 2F = v 7
L. REZIEA NTP - — "= HD b D5 E )
MERERLET,

BEFEHNFI VY FRE LI-IR T AT LOAR AR L £,
fRETE DML, 1. 5. £721X154TY,

H—ERXRFIEITOERDELEK P—EREIIT IV r—a CORE (5B
T BEEFIREED) 2R LET,

T I F 4T ar R —R PR LT-ar R—% > "R LA, FNHITRATERS
NET, Flo, N7 a—T 4 o TERVERINET, KLy R—x DT v
TITVL—=RDYETT 4 (BERE) ITESWT, Ty 77 L —R7at 2%2HIT T 58546
L Ty TV =R A e ED A TDICHEEET A L) B SN GERHD F
E

[ L7=F = v 7 OFH (Refresh Failed Checks) 1473 = %, RO THIFAE R SN-REE
DHERFHLES, Ty 77— REFETTHRIC, ZNODEELZBEETLILENRH Y F
T, TV VB THARRINTZEETIE, Ty 77— ek R 3 gL LERA, 7272
L. 777 L — REBIZHED Cisco ISE HEREIC T D A[REMENH D £, KGR v b —
CORRICFREND [HH (Refresh) | T A 2o %227 U v 95E, BEOBIZIZZALD
F oy I BEHEINET,

BB LT~ (Expandto Show) 17 A 2> %27 Vw7 35E, &/ —RNEEZDAT—H AT
B 2B INERNFRRINET,

[f5# (Information) 1 74 2> %27V v 7 LT, £arR—F32 hOFMEMHRTHZ LT

TET

AR ENTZVAR— FOat—2RGT 212, [LA— DX 7 v— R (Download Report) ]
Vw7 LET,

Ty T L= R AT o HEERM AR TE T, 2L, ROFHRITEDSWTEHEAE
ShET,
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ATy 713

ATy 714

ATy 715

ATv 716

ATy I

ATv 718

* Cisco ISE O A > A k— /LI

« /= RDON—=RU=T{Hk: 7rk vyt RAM, BLUN—FT 1 27 D
T —HAR—=ADT =LA X

« )= R T 7V =g o= N—ZE#T D DI o T2 R

Note [Bundle Download] & [Configuration Data Upgrade] % [ < X COHFRIF = v 7 1L,
VAT LORRREZ BRLE L TN D 3 IREfEIZ I B BRI HIRREINIC 22 0 £,

TRTD /) — ROFEFTF =y ZRET LIeh, [AT—Y 7 %bAth (StartStaging) 1427V v
JLCAT—=V 7 7at A&l L £,
[Ty 77 L —ROAT— 7 (Upgrade Staging) |V 1 > RUMNHE EF,

T T—=RORT =0 7, T 7L —RENET—FRX—RT7 7 A )LINE Tk
WENTZTRTCO /) —Rizae—3h, KETERINZTXTO /) — RTHEKR T 71 L)
Ny 7T v FINET,

)= ROT v T T VL= RAT =V TR LG E, RETERRSNET, FFED/ — RO
Ty T V— RAT =V ZICRIR LIS A, RATRRSNET, £72, bI Ty a—
TAITERbERINET,

[VZ7 Ly =l L7z — K (Refresh Failed Nodes) | 7 A 2> %27 U » 7 LT, KL
J=ROT T T L= RRAT—=V 7% ) —ERBLET,

[k~ (Next) %27 VU2 LT[/ —RDOT »7 7 L—FK (Upgrade Nodes) |7 « > K72
HET,

[/ —FD7 v 727 L—F (UpgradeNodes) 17V 1 > FU T, &7 v 77 L— FOEFTIR
e, EBBNDSS ) — ROAT —F A LR TEET,

[k~ (Next) 1227 Vw7 LTT v 77 L —R7avA&ELET,

T T L— ROBATHRIIZ, I A4~V PANDT v 77 L— RZtH 4 U PAN GUI >
5. B UFUPANDT v 77— RHZFI74 <Y PANGUI I HE=F—TXF 4,

Note DU A RUT[V 4P — RO T (ExitWizard) |47 ar%z22 0 vr L8
A, % T MEE (Summary) |V 4 v RUZFRRTEEH A,

[/—FRO7 v 727 L—1F (Upgrade Nodes) 1V > R 7T [k~ (Next) ]Z27 U > 27 LT,
TRTCO/) = RKBREFIZT v 7T — RENT=nEINEHRLET,

KBLTe /) = FBRHDEEIE. T/ — RICHETOERETTIA T 0 IRy 7 ANFIRS
ij‘o

(MEE (Summary) 1V« > RO T, [# 7T (Finish) 1227V v 27 LET,
[Node Selection] 7 4 & RZIZU XA L7 b I, IROKEDT-DHIZ ) — REBIRTE £ T,

TRTCO/)—RKRT v T 7L —FRFEINDET, AT v T8MBAT v 18DV —7 L ATHE-
T, ROKBEEHFATLET,
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Procedure

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

~DT v T L— K GUI A5 0 Cisco ISE BBt RDHET v T L—F |

7uat ZAOKRYIOREERLS T TOXE T, [Configuration Data Dump Generation] FHii T =
2 %3, [Configuration Data Upgrade] FH17 = v 7 OOV IZFEITINE T,

RENT w77 L — 7 a ZOFETHICEHAOTITDO /) —F&T7 v 77 b— T 548 13dH
DEHA, EEOREOMERITIEIETEETN, B = /L) 5 CLI 2~ > K% application
configureise> reset upgradetables DJEIZfEH L CTH LWEBO T v TV L— KF—T L% 7
V7T 50ERHY 7,

Ty T L= R ZARET Lich, (M2 (Summary) 1V 1 > RUTREOZWET » 727
L= RUAR—=FEERRBIOF Vo m—RRC&EET, Ty 77— RS/ — ROFIA~V
VL FATSNEFET 2y BROT YT L—FOERKET v TIL—FLKR—
Fxy 7 YA MNARREOMEET 5ME G v 77— RN~ — LAR— MR L <
Xyru—RRT&EET,

CiscoISEHIT v 77 L — R FAT LG, et At 2 Y PANIZT 74~
PAN ([ZH 4% S L E T, Cisco ISE DEFERE R — ¥ /LC, [Administration] > [Licensing] % &R L F
97, [Cisco Smart Licensing] =Y 7 C, [Update] %27 Vv 27 LET, FA4 8 AZHHTHE
T, 7A4® AT 7 =L CiscoISE ICERENF T,

K GUI A5 @ Cisco ISE BREIDKERDHE| 7Y THL—FK

CiscoISE U U —2 2.7, 3.0, £721%3.12°5 CiscoISE U U —R 32 ~DIERDENT » 77
L FEETTEET,

Before you begin

[Prepare for Upgrade] DIEDFNEE M T FcA T ISV,

CiscoISEGUI T[A==z— (Memu) |7/ 2> (=) 27V v7 LT, [BEE
(Adminigtration) 1>[2 A T4 (System) [>[7 v 745 L—FK (Upgrade) |DIEIZER L F
7

[%¢fT (Proceed) 1 %227 U v 7 LET,

[LEa—F =27 URAL (ReviewChecklist) ]V 1 > RUNERINET, FRINFIEL
ER LTI,

[F=vZ UADEMHREH (Ihavereviewed the checklist) | F = v 7Ry 7 A& 402, [
17 (Continue) | %7 U v 7 LET,

[Ny RvE ) —Ric#F v — K15 (Download BundletoNodes) 17 o« v RUNRER/REINE
—§—O

YR RMIND ) —RZT vy 77— RN FLagyra— RLET,
a) Ty 7T L= KRN MLy rn—R 4L ) —ROBOF =y 7Ry 7 Aed 2 LE
j—o

CiscolSE327 v FUL—KAA K 7y FoL—Fa% ||
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B o775 L—rcunsnciscolSERBEDHEDHET v TH L— K

b) [#7>v— LK (Download) %7V v/ LEd,

/—F07y I L—FolEk |

[VARY NV BIONY RLOER (Select Repository and Bundle) | 7 4 > KU RERIN

£7,
o URYHFUEZERLET,

#7125/ —FTHEUCUARY P ELFRRD VAT P Z2RIRTEETHN, 3T/ —

RCRICT v 77 L— RN ARG ALEND Y 17,

d) 77T L—RNERT LN FVDBRICH LT =y IRy IV A F T LET,

e) [## (Confirm) 1% 2V v 27 LET,

NURAR ) —RiZFvra—Rapnub e, /J—RKRRAT—=X AR [T v 77 L— ROHEi

NHENE L7z (Ready for Upgrade) ]2 0 £77,

ATvT6 [ffT (Continue) 127V v 7 LET,

[/ —KDOT7 v 77 1L —FK (Upgrade Nodes) 17 1 > RURFERENET,

Figure 5: %/ — FOBERLI=VRS F Y ZRTT D7V TIL—F940 VKD

=Eyien o ety Maragemest ¢ Metwork Rescuces ¢ Dievics Porial Maragement  pavid Services  + Foed Service  + Theset Cendric NAC.

Dmgioymant  Liaraing  » Coficates  # Loggng  » Maresnance  Upgeade  » Backup £ omte  + dciein Accena & Batrge

Chmisrviirm Upgrade

1 Moview Chichlisl 2 Downlosd Bund 16 Nedets] 3 Upgiass Mede(s]

I Modegrp « isal4f indiasys.c.. Policy service 3 Policy senios
0145, incianym com
. I NoodsGDE - se 45, casys. . Policy senico
L A = im0 38 indasys com
I isa') 38 indiasys.com P i e
5014 T Iy SO

Sploct modos for soquancn 7

AFvT1 Ty 7L —RIEFZERLET,

Deployrent (240277 HNew Degloy=ent Lpgrade |3 0.0 458
& Belecied Sequence Mode Group - Hosl Name  Parsoni
Maode Group - Host Nama Parseng 1 w144 gy com Aimie (e
144 indiasys. o S v
| 144 indiasys com Acmin sooomnam 2 iee 30 dngye com PR
I 5136 indiasys. com [
A0 IR GO

I Isat47 indiasys. com i
I 137 indiasys.com Monitor secosgaey Monfior scostaRy
t sat43 indsys. com Adchmin [ FRAEY [ Adme sEcoucwey

oot ot e i s g e it b S g

Total estimaned W LI ming

Stabus

240 min. sl Sma
240 i, gul,
180 min. esi. Sme
4l i ast. Bme
240 i, gt
240 min. el Sma

iy wh Tt e o LT ke (el for Pobcy Servicn Modes only)

J—F&EFLWEICBEI TS L, 7Ty 77 L — ROHETEEMN [ — ROT v 77 L—
K (Upgrade Nodes) 17 4 > RUICRRENET, ZOFREEMAL T, 7y 77 L— K&t
WL, XU HA L5 F/METEET, EH /) —RLeE=F—V 7 ) — ROXTEIOHEK

DRY =P —E R/ = FRH L5613 LTOFIRICHENET,

a) T 7ANBNTE, EHHFVER ) —RNX, 7y 77— RNEFORINIZY A ST
T, Ty 77— REZIZ, 2O/ —RIFHLWERATT 74~V EH ) — NI F

j"o

b) FIAVE=H—V T —=FiE, RICHLWVERRICTY v 77 Lb—RFaid /— T

‘j—o
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~DT v T L— K GUI A5 0 Cisco ISE BBt RDHET v T L—F |

o) RV —H—tR/—FEZRIRL, HILWEFRICBEHLEST, R v—Y—ER/—F%
Ty T L— RTBIEFEERCTEET,
R o—H—bE R/ — RN, BECEAITHITL Ty 7L —RTxFET, R v—
P—ER /) —FDEy EERL, HITLTT vy 77— RTEET,

d) B XY £=H—V T J)—RERIRL, HrLOEBRICBEILET,

e) RIC, 7I7A~VEH /) — FE2®IRL, FILWERICBE L7,

ARTYT8 77TV — BT v 77— KRIBEFOWNTNLORY) —H—E R /) — RTRIRLIZEHAT

L7 v 7T L— R&E#HATT % I121E, [Continue with Upgrade on Failure] = v 7 7R v 7 A% 4>
I LFET,
IDFTvaiE, AU FVER ) - RBIXOT T4~ £T=H V) S ) — NIEEA S
NEFAL, TN/ —RFOWTUNDIZEENEETDE, Ty 77— R X iIr—1
RNy rgENET, R —P—ER /) —=FOWTNrN LT dE, B F) 22—
T )—=RBIOT T4~V ER ) —RIT7 v 77 L—FRahd, HFWERMNIZEY £7,

AT9FY [T 77 L—FK (Upgrade) 127V v 27 LT, BROT v 77 L—RERKBLET,
Figure 6: 7 v 79 L— FOEITRIRERTRT S [Ty TJ L— K (Upgrade) 174> Ky

Deployment  Licensing  » Centificates  » Logging  » Maintenance Upgrade  » Backup & Restore  » Admin Access  » Settings

Overview Upgrade

1 Review Checklist 2 Download Bundle to Node{s) 3 Upgrade Node{s)

Deplayment (2.4.0.277) New Deployment Upgrade (3.0.0.458) Total estimated time: 1140 mins
8 Selected Sequence Node Group - HostName  Persona Status
— STEP 3: Velidati =
Node Group - Host Name  Persona 1 Ise144 indiasys.com Admin (pEMARY) - Upgra ittt
l ise144.indiasys.com Admin seconpary 5 w138 indissys.com Monitor (FRRARY) 5% Upgrading...
] ise136.indiasys.com Monitor (FRimARY )
ise146.indiasys.com Upgrade queued @
I Nodegrp - ise146.indiasys.c... Policy service 3 Policy service
ise145.indiasys.com 3 Upgrade queued @
I NodeGrp2 - ise145.indiasys... Policy service
I Ise138.indiasys.com pxGrid - ise138.indiasys.com e 2 Upgrade queued g
I ise147.indiasys.com pxGrid ise147.indiasys.com 2 Upgrade queued &
I ise137 indiasys.com Monitor SECONDARY 5 ise137.indiasys.com Monitor SEcoNDARY 2 Upgrade queued @
I ise143.indiasys.com Admin (PRIMARY ) 6 ise143 indiasys.com Agmin SECONDARY # Upgrade queued @
T Select nodes for sequence 7

Continue with the next node on upgrade fallure (applicable for Policy Service Nodes anly)

&) —ROT v 77— ROBITIRUDBERINET, EFICETTHE, /—RODRAT—X
AN [T v 77— R5ET (Upgrade Complete) JIZED Y F7,
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Note

BHERN—ZNND ) —REeT v 77 L—NT25LE2, AT —Z ANERHZE
LRWEgE 80% DEEDHEA) 1L, CLINGT v 7L — K ns%F vy 735
D, A= ANSET v IV — ROAT—F A% F =2y 7 CEET, Ty 7T
L— ORI A2 FRT 521X, CLIICr 7 A 3 57>, CiscolSE / — KD =
V—VE&FR L £ 9, showlogging application =~ > R&EMHT 5 &
upgrade-uibackend-cliconsole.log ¥ J: U upgrade-postosupgrade-yyyymmdd-xooox.log 2
FRTEET,

show logging application 2~ > RZfHT 5 &, CLINHROT v I 7 L—FKn s %
FRTEET,

*DBTF—4D7 v 7L —FKnJs
DB AF¥—~vnr

*PostOS 7 v 77 L—FRKue s

i X+ —3 [Thenode has been reverted back toitspre-upgrade state] 3 Fr S =56

.

[Upgrade] 7 « > R EI L, [Details] V> 27 %27 Vv 7 LET, [Ty 7T L—FRDOK

W OFEHN (Upgrade Failure Details) 7 « & R 7 IZRREH SN TWARBE AR LET, TXTOH
MIEE MR ULitk, [T v 77V —F (Upgrade) |27V 27 LT, 777 L— REzHiLH

LET,

Cisco ISEHENT v 77 L— R&FITLIcGE, 7rbEXRZEh %) PANIZT T4~
PAN 254 S E 9, Cisco ISE DEFEFE A8 — & /L"C, [Administration] > [Licensing] % i8R L &
9, [Cisco Smart Licensing] =V 7 T, [Update] 27 V v 7 LEd, FA4 8L A2HHTHE
T, A B AT T —AMN Cisco ISE IZERENFE T,

Note

HLWERO T I A~V EH ) — R TCRAF ¥ T —X OEHLFNFETL TN B
a. TIAVEH ) — NI/ — FE2BBTEEFA, RATF Y EH T 2R
TT2FETHEID K2 5005 2 R8HVET) | 3T v 77 L—FKhE
72X/ — PO LW ~OBETIC, [ (Updates) ]V 4 > FUnb, RA
F v DHBEHRELEILTEET, COY A FUEERTHITE, [Ama—

(Menu) | 742y (=) 227V vy 27 LT, [BE (Administration) |>[ X T L

(System) ]>[E&%E (Settings) ] >[RAF+ (Posture) ]>[E#H (Updates) | T
R

CLI 5D Cisco ISE BRAD 7w TS5 L—FK

CLIZERALET vV L—R7at 2L, BEZA TSI TRR2Y 9,

2B KR7AY /) —FOF7yvTHoL—FK

application upgrade <upgrade bundle name> <repository name> =~ > RZ B L7210 |
application upgr ade prepar e <upgr ade bundle name> <repository name> 35 & Uf application upgrade
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Procedure

ATy I

ATy T2

ATvT3

z2avr7av/—roryIoL—F |

proceed =~ REFRESNTIBFIEH L TAZ L KTy ) — &7 v /7L — K752
EHTEET,

B, RY Y —¥—E R, pxGrid, BEOE=F—V 7D~y FEHYTEZAZ L KT 0
>/ — R® CLI 7% application upgrade <upgrade bundle name> <repository name> =~ >
BEEITCEET, ZOavy FEEEETTL25681%, a2~y REFATT LRIV E— MU AR
Y RUMBCiscolSE )/ — RDOBR—NNT 4 ATIZT v 77 L— RN Ruzae—LT, 7
77— RO AT 22 L AR L £,

>0 |z, application upgrade prepare <upgrade bundle name> <repository name> 2~ > K &

application upgradeproceed =~ > RZ{i 9% Z & & T& £7, application upgrade prepare
<upgradebundlename> <repository name> 2~ > REEHATHE, 777 L— R KR
Fyrm— RIS, m—hciitisnEd, Zoa~vr RV E— R AT hU 25 Cisco
ISE/—ROBR—HINT 4 ARITIZT v T T Lb— KXy Nrvgabt—LEd, / — &7 v 77
L— R4 2% (N T& 76, application upgradeproceed =~ K& FEITLCT v 7/ L—F

ZIEFIZET LET,

LU CFiA9% application upgrade prepare <upgrade bundle name> <repository name> 35 L Y
application upgradeproceed 2~ > REZFE(TTH 2 L2 BEIO L ET,

Before you begin

[Prepare for Upgrade| DIHD FEZ LT HA T 7Z IV,

a—ANT A AT DOIVRY MY EERLET, 72& 20, Tupgrade) &9 VAT YU ZAER
TXET,

Example:

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are

not replicated to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services
restart.

ise/admin (config-Repository)# exit
ise/admin (config)# exit

CiscolSEa~> R4 A% —T7xAA (CLI) M5, application upgradeprepare<upgrade
bundle name> <repository name> 21~ K& A LET,

ZoavrRNE, Ty T T = RV RAERTIOFIETIER LIcr—H /L YU ARY MY Tupgrade]
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Note 7w L— Rk, SSHERHTr 71 > L. show application statusise =~ > K%
FERT2Z2LT, 7y 7= FOEITRUZR R TEET, ROA v E—INRE
RENET, % NOTICE: Identity Services Engine upgrade is in progress... |
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RPN SRV ITHKEET 22 L. BIUOa—F =Rt ry NV —27 DY Y —RIZT 7
TATEL L ZMERTDHIODR Y U= T ANEFITTHZ L2l L,

W T — 2 N—ZOMETT v 77 L— FRERRT 2 & BARESNENER BB —L
Ny 7 SNET,

Ty 77— RREWIZGET LI2inE 9 D EHEET 21213, ROWTNNOAT Y a & T
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cadelog 7 7 A NTT v 77 L—R7abt AR LET, adelog 7 7 A VW ERRT DI
I%. Cisco ISECLI »biRD =z~ R& AJ) L% : show logging system ade/ADE.log.?

STEP @ grep T7 v 7' 7 L— ROETIRKINEZ R R TEET,
®* info: [application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks
® info:[application:operation:preinstall.sh] STEP 1: Stopping ISE application...

® info:[application:operation:preinstall.sh] STEP 2: Verifying files in bundle...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before
upgrade. ..

info: [application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node
from current deployment.

info: [application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the
configuration data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node
to primary of new deployment...

info: [application:operation:isedbupgrade—-newmodel.sh] STEP 7: Downloading configuration
data from primary of new deployment...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 8: Importing configuration
data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration
data upgrade for node specific data...
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®* info: [application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T
database upgrade...

® info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1:
Upgrading Identity Services Engine software...

® info:[application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing
upgraded data to 64 bit database...

s ZOXFHNERRLT, Ty T T L —FPRII LI L 2R LET,

Upgrade of Identity Services Engine completed
successfully.
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