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NEMEHLTARY =2ty FFS5FIAIE, RO RFaA 2 P THHISATHET,
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/
200568-ISE-Password-Recovery-Mechanisms.html

Yy " NT v TSI AEFETTHE, VAT ANHERICHEIEE L E,

INT, By T o7 7ot ATHRELZ2—Y—4 L /AU — K& ] LT Cisco ISE-PIC (21 71
TEDHLEO1ITn T,

AR =)L TOLXDIEDR

ATy T

ATy T2
ATvT3

ATvT4

AA =N TaEARNELLET L2 & Z2MERT 2113, ROFIEZIATLET,

A VAPM=NBICV AT AREBHICEEI L2, n AT Ty b7y TRRICERE LT —
Y—4 % AN/, Enter 8 L E£7,

RAT—=RK a7 T, By T v PRRICRELIZ AT — &2 AS L, Enter 2L E9,

TV = a UREYNCA VA =L ER TN Z L R 572012, showapplication =~ K& A
JiL. Enter L ¥4,

show application status ise =< > K% AJj L CISE-PIC ' n & ZADIRREZEFEZR L. Enter 2L 9,
DA =V PNERRENET,

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
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| CiscolISE-PIC DA >R k—)L
AR =L TOERDOHER .

Database Listener running 5072
Database Server running 90 PROCESSES
Application Server running 9117
AD Connector running 14187
Certificate Authority Service running 9947
M&T Session Database running 6408
M&T Log Collector running 10166
M&T Log Processor running 10057
pxGrid Infrastructure Service running 22303
pxGrid Publisher Subscriber Service running 22575
pxGrid Connection Manager running 22516
pxGrid Controller running 22625
PassiveID WMI Service running 10498
PassivelID Syslog Service running 11483
PassiveID API Service running 12176
PassiveID Agent Service running 13046
PassiveID Endpoint Service running 13557
PassiveID SPAN Service running 13993

snsbu-c220-0RX/admin#
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CiscoISE-PICO 7w TS5 L—F

* Cisco ISE-PIC 7 v 7/ L — ROME (13 =*—)

T T T L= RORMES S T2ODT —% DGE (15 —)
cHEERICBASMERDH D7 7 A T U —LR—F (17—=7)

« T A< VER ) — K025 D Cisco ISE-PIC RERB L WEAT =4 DR 77 v 7 (18
~N—3)

e FIASVEH ) — RMODI AT LT DNy 7T v 7 (19 _—3)
REEO A IMEOMERE (19 ~—)

FEAEB L OREX—0xT 7 2R — kK (19 =)

s AV a— Ny I Ty T O (19 X—)

o NTP H— "— D% iE & Al i OfER (20 =X—)

2 ) —FEBEOT v 771 —F (203—)

AKX RTuY ) —ROT v 7T L—FK (21 =)

e T v L— R at ADOMR (23 L—)

T v L— ROEENSLORIE (24 N—)

LD N—T g v~ — LNy 7 (26 X—)

T T T L—RNEDOHE AT (27 ~—)

« EOMDOBEEE (28 X—)

CHE. V—E R, BXOZEOMOER (28 2—)

= O N >
CiscoISE-PIC 7 v 74 L— FOHE
ZOFETIE, AR~ > TCiscolSE-PIC V7 b =7 %Y U —227, F/2E3.1 06010 —
AB2T v 7T L— KT DHEZONTIHHALET,

CiscoISE-PICEBHDO T v 77 L— RIFEBEMO 7 a A ThY, ZO~v=a2 7 LV THEIN
TWAIEFCTHEITTHDHLERH Y 3, 777 L—KRiZiIf 24043, 15GB T XTDHT —H
DHBEILEBIZ 60 00 £,

Tv7TL— FOBREICEET HAEEOHLIERICIE. ROBEEOHLHY FT,
e Xy hT—INOTZY RABRA v MMt a—H—¥
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Cisco ISEPIC D7 v 75 L—F |
B ciscoiserc 7o 7oL —romE

c TIA=Y J—FRDu s
Cisco ISE-PIC #7 v 7 7' L— K9 5121, CiscolSE 7 v 77 L— KX RV ZfEHT 50
NHOET, Tv7 7 L— RN R Ciscocom b AU —RK4AZENTEET,

ARERIR Y B/ NDF T o H A LT, RROEIL], v—Ny 7 ORE, B ZUR/NRO =
TR R LN s, BEET v 77 L — T 5IZ03, ROMEFTTY v 77— RaFTL
iﬁ‘o

1. MEZJSUCEFHCTHEICE—A RNy I TEXE L7570, 7 v 77 L— RERIBHIIC
FTRTCORET —F ey 77 v T LET,

2. BEIISCLTTy X7 L—F a2 2&ER LET,
o« AH v RT a UEE

1. J—FET7v 77 L—KLET, AF L RKT7ary /) —RKoTry 77 1L—K (21
N—=) BB LTI RN,

2. /J—KOT7 v T T VL—FKtk, Tov7 7 L—FRORIET AR Xy hU—27 T A b
ZFATLET, ROFHRZSMLTIZS Y,

T L— R at A0 (23 2—=) |

N

GE) ZOFIEOFEMIIOWTIE, ROBEBHZSHRL T30,
2 /—KREROT v 771 —FK (20 2—Y)

T v L— Rt RO (23 X—)

cNATRASEYT«4 2/7—F) OEH

1L WREoOT v 77— R TRIRLIEBRICE =3y 7 O PAN 2l T& 5 X 9
2, BN E A E ) )= RET v 77 L—RL, ¥HHY ) —ROT v 77
L— FEREN D £ TUETDOAN—2 9 D PAN Z{RFF L TR E £,

2. BAVHEY J)—KROT T TV — K%, Ty T T L — ROMGET A R EXx v b
U—7 FARMEFITLET,

3. PAN.AT7 v/ /L —RLET,
WD) —ROT v T 7 L— R, BHL X VER ) — RNIT7 v 77 L—REh
JoR—=TarTA VA=V ENTET TS~ VER ) — IR, TDOTI74~
V) — NI 7 v 7L — RFENE-AA—2ar A v A M= E&nt-th o
VER ) — RiZp by £9,

4, TIASVER ) — KT v T VL—RL%, 7y 77— ROWKIET A K &
Ty NT—2 T AMEBFBETLET,
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| CiscolSE-PICD7 v TFHL—F
7vITL—koxkER CooF—s0mi |

5, TDFTA~Y J—ROT v 7T T L—RKNRETLEL QEFEADODT v 7 L—
R) \ REIRCTC, BUEO®D Y ) — KD [/ — RoOfffk (Edit Node) ]
74 RUT[FT7A~VIZHK (Promote to Primary) %27 U w27 LT, Bh»
FUEH ) — REFAKRLTT 74~ VEHR ) — N LET GEWER &R

Ty TTL—FDKRBZEHRCT-HDT—52 O&REE

CiscoISE-PICIZiE, T v 77 L—R7av AZHET IR, T—HFDT v 77 L— KORMHE
EREUBET A OICITTEXAT v 77 L— R¥E(|Y —/L (URT) RHESNTWET,
FEAEDT TS L — ROEBIZ., T—FDOT7 v L — ROMBENRK THRALET,
URT %, AREZRGEIX. T 7 v 77 L— RalZT —# #MGE L, MEEFE, W5 F2E
ET5 I i EancnEd,

URTIE, BHE D /) — RIZBITANAT_XA T T 4 L2FERTH00h XD ER ) —
R, ¥723H—~ —FBROAZ U FT7 ) — R TEITTX DD Z 7 a— RE[RERAN
YRALVELTHERATEET, 2OY—WEZETTIHHAE, XU UEALNINEHD FHA,

A

aBa
==

) — FBEROEE, 774~ VEH /) — FTIXURT 2FTLARNTLZEW,

Cisco ISE-PIC / — FDa<w  RIA4 v A Z—T x4 A (CLI) 76 URT ZFE{TTEE£7,
URT 1ZRDZ & 24TV ET,

1. URTWMAHZ > K71 CiscoISE-PIC / — FE72idvh o FVEH ) — RTEfTENTWY
BNEIMDEERLET,

2. URT NV RAOEEHBRBANG 45 BRI THLINEI NET =y 7 LET, ZOF =y
1L, WHO URT N RVEFEHLTCND Z & 2R T D7DIiThbihvET,
3. TRTORHREMHEDNMIZENTVDEINEI DET =7 LET,
WORHEGMD URT 12 L » TR SN E T,
o N— g D H M

« T A AV EE
N

6= My Ty T I A7 B3 22 <, FIHATREZ:
T ARV A REHR LET, T4 A7 VA AEECTHLERD
HEIE. ISEZHA A M=V L, REDNNy 7T v &MET
L9,

« NTP #—/3—

« ATV
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Cisco ISEPIC D7 v 75 L—F |
B 77— rgmy—nosyon—rexs

o VAT A LIEHETE HIEAEOKTE
4, WERT —HFRXR—2HHEHL £,
5, BT v T T VL —RT7ANET v T 7L — KA RKLizae—LET,

N

GE)  URT Ny Ry FRARNES
~— VD E 5 72 @E T,

CHEAE N BELET, 2 Ry Ry TFDA A

6. BRIENIEZT—FIRXR—ATAF—< LT —EDT v 7L —REETLET,

BRENTZT —FRX—=ATT v 77— BRI LTEEHBE) Ty 77— RKR%ET
5 ETICES L TR 2R LET,

s (T T T VU= KPP LGS RlanizT—2X—2%2HIFRLET,
(HEHEINFT —FRXR—ATT v L — R LEESE) VB VT Z2INE L,

a2 T — ROANERDL T T hE2F L, a7 FLEARKRL Tr—
HINVT 4 AT L E£9,

Ty L—FERY—ILOFHIA— KEET
T w77 L— R — (URT) 1%, 7 v 77 L— REERICETTIRNCRET — X 52

FELTC, 7y 77— FORRZG SR SO H LB R E L ET,

ATy 1 VR MY OIERB LOURT N Frdar — (16 <4—)
RART9T2 7To7 7 L— RNy —VDET (17 =)

RS FYDIERBEUVURT N\ F)LDaE—
URY MY ZERL LT, URT N Rz abr—LEd, UKRY MY OERGTEIC ST,
[CiscOISEEFREHNA R D TATF Lo RAEE=F—| OFIZHD TVRS N OIERR] %
ZHRLTLEEN,
RIT =< ALEELEEZEZD DD, FTP 2452 & 2HE L £, K WAN U o~

THENMLIEZVRY MY EEALRNTLEEN, J— RIZWVEIZH D — LV RY B
AT L L AHEE L £,

1R BRI
VARY R & OWIRIEEREN BRI CTHD Z E 2R LTI,
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| CiscolSE-PICD7 v TFHL—F
7y IrL—rgEy—Lozi ||

AT wF1 Ciscocom 75 URT N FLaF v m— RKLUE$, CiscoISE-PIC i Cisco ISE URT /N> R/LZffi f4

DHLENRH Y FT,
ATFw T2 MEISU T, BREERKOZOIZ, Cisco ISE-PIC / — RDOa—h/LF 4 A7 ZURT N RLbEz o —L
7,

copy repository url/path/ise-urtbundle-3.2.xxx-1.0.0.SPA.x86 64.tar.gz disk:/
e zE, Ty T T L= RV RADOaE—IC SFTP 23 2101, WEFITTEET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-3.2.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd (& SFTP —/3—D P 7 R L AL 72ITR A M, ise-urtbundle-3.2.xx%-1.0.0.SPA.x86 64.tar.gz
IZ URT N RALDARTTT,

Ty IO L—RERBY—ILDOEST
T L— Ry — T, Ty T L— ROERMESI SR T IREEOH 5T —Z ORE
ZEFEL., ARERRYMEZREEIIBEIEL £, URTEZFETT AL, ROFIEEZFEITL
£,
1R BHIIZ
O— BT 4 AZIZURT Ny RAREL &, B EfEcxET,

application install =~ > FZ A/ LT, URT A A h—/L L E7,

application install ise-urtbundle-filename reponame

BIR OBVEZ FATHRICT U r— a UNIEFICA VA h— L &N o854, URTIZT v 727 L— R
DERBDOFERNZIR L £3, MEAEFEL, URT ZHETTILERNH D 97,

BERICHAKBENH DL T 7AT O+ —ILiR—F

TIA~VER ) — R F) )= REDBICT 7 A T U4 —ADBRE SN TGS
E, ROBR—INBT v 77 L— FEICBHWTW O RERH Y £7,

+TCP 1521 : 7T 4 <V EH / — NE o83 H,
«TCP443 : 7T A~ VEH /) — Rt h o 2Y /) — REO®IER,

cTCP7800 331107802 : (RUL—H—ER/)— KN /) — KT A—FDO—HThiHEEIT
PRV 2%4) PSN ZL—F D7 52 7 H,
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Cisco ISEPIC D7 v 75 L—F |
B 5 ~vEm/ — rhoociscolSEPIC RS £ VBRT— DNV ST v T

CiscoISE-PIC BT B R — FD5ELR U A MZHOW T, [CiscolSEAR—F U 77 LA
L TLIZE N,

T4 )EE /) — FH 5D Cisco ISE-PIC SZREH L VIE
BT—3DON\v o7 v
av U RIA4 v A ¥ —TxAA (CLI) »5 Cisco ISE-PIC X ERB L OEHT —F DN 7
T w7 ERELET, CLLa~y RiZko B0 T,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname

\}

GE)  Cisco ISE-PIC 7% VMware TEITENTWBHEA. ISE-PIC T —Z &y 7 T v 7T 5D,
VMware A > 7> gy MIVR—FENTHEREA,

VMware A+ > 7' a v MIFRE LR T, VMOAT =X ZAZ2RGFLET, ~LTF /— K
Cisco ISE-PIC JEBHERBI TlX, X CTH / — ROF—F %, BEDT — & ~— R IEHR & keI
FflsnEd, AT v 7 vay haELTHE T—FX—ADVL T Y r— 3 RO
BEGIEEZTREENDY £9, VAL, T—XDOT—hA 7B IOMELHIZ, Cisco
ISE-PIC IZEEND NNy 7T v AT 2 Z L 2 HEL £,

VMware A > 7> gy & L CISE-PIC T —H %Xy 77 v745L. Cisco ISE-PIC
P— ANMEIE LE 9, ISE-PIC / — F&EEI{T 51213, HESHNLETY,

F 7. CiscolSE-PICEHEHR—F NN OLEREBLIVEHT =X DNy 77 v 720G T5H 2
EVRTEET, NI T v T77ANVERNTHIVRY N BER L Z L 2R LET,
O—ANVI RV EFEHALTAY 7T v 7 L2NTLEEN, WOVKRT N XA 73 Y
AR—hrERNTWEEA, CD-ROM, HTTP, HTTPS. F£7/-I1XTFTP, ZHiE. ZHHDUKRY b
VEATRHEARDBFEHTHS ), 72372 baLTr7 74DV A SR R— K Iz
7~ TT,

CiscoISE-PIC I35 A LAX T HFEONY I T v T 7 7 A MBS, FEESNIY KD R
W7 7 ANERTFLET, XA LAX L TITIZ T, Cisco ISE-PIC (X% E/ Ny 7 T » 7IZi%
CFG % 7', BENy 7T v I OPS ¥ 72 BIMLET, Nv I T w777 ANBEEY R
VHhIWCHD EEERLET,

\}

(GF)  CiscolISE-PIC TlE, & HISE-PIC /—F (A) o N\w 77 v 7 %Efs LT, BIOISE-PIC / —
K B) IZBILTHZENTEET, MHD/ —REFRUAA N (IPT RLRTHRAEDS) T
T, 7272L, /—FKBEDOARY I T v T EETLLUIRIL, AEAEORBENA UL RN S D
7o, J—RFRBOFRANEERTHZ LIZITEERTA,
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| CiscolSE-PICD7 v TFHL—F

ISATUEE/ —FhonLRFLnTDNRv 7T [

T53ARVER/) — LDV RTLATDINY T T Y

70

av U RIA A F—T A (CLI) #EHALT, 774~ VEH/ — KbV AT AN
TNy T T ERE LET, CLIa~<Y RIZROEERBY TH,

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name

7y 77— K7 u AL, CiscolSE-PIC DfF T & HREAF LI AT LAGEHFEA T D
REREOHIREA I TS & RIMLET, 7y 77 L— RORNZ, [[EBTE 27EHE (Trusted
Certificates) ] & [ A7 AGEM]FE  (System Certificates) ] 7 1 > N '7 (ZDv 4 v FUZFRT
H10F, [A==2— Menw) [T A 2 (=) 227U v 27 LT, [# (Administration) ]>[
AT I (System) |>[REBAE (Certificates) |>[FEFAEDEHEL (Certificate Managemen) ]% 3&R)

O [ (Expiration Date) | DA MMEA MR L, MBS U THEH LTI ZE 0,

N 7’/77 L — ROR{IZ, [CAFEAE (CA Certificates) |V 4> KU (ZOU 4 KU %
FRT DI, [A==— (Menu) 1742y (=) #7 U v 27 LT, ¥ (Administration) ]
>[ AT A (System) |>[REBHE (Certificates) 1> [FEPHEMERY (Certificate Authority) ]> [FIEFA
EHEEIDOFERE  (Certificate Authority Certificates) % 3R) WOREBED [HZhHABE (Expiration
Date) | DAZMEZMEE L., HEIZSUTEH LT ZE0,

SIBAZES L UBMEF—DI I XR—

WOHEBZT 7 AR— T 52 EaMELET,

e T RTOu—HVIERAE (BENOTXTO ) — F1b) BIXOREOMEX—2 L2
Frice= 7 AR — bk LET, iEHERE (FOV—E RGEHEMER SN0 ekl
ESc I

«c TIAVER ) — FOBETELAHER N T LT RTOFEHELZ =7 AR — ML E
o AEAERE (EOV—ERGGEHEMEMA SNZ)) Zisk L £,

AT a—)LiNxv o7y TOEMIE

Cisco ISE-PIC DN 7 7 v FHFEIT LA IE. BEOLEEL2FTTxERA, TDO1D,
T T T L= ROBFICR B0 E ST AITHIREE TN T HLENRH Y £9°, Cisco
ISE%#7 v 77 L—RTHHNI, WOBREEZTNILTWNDI LEAHERELTIEEIN,

Cisco Identity Services Engine Passive Identity Connector ') ') — X324 VR b—LELUVT Vv FTHTL—FKHA K .



Cisco ISEPIC D7 v 75 L—F |
B vy —ozEeamtorR

AT a— NNy I T T T T T — RGN I T T A 2=V LET LD
WCERBROT v 7 7L —REHBLET, NI T v T Ara—LEERL, Ty 7T
L— RRICEER T2 ENTEET,

AT 2 —VHEENR—FED/Ny 7T v 7%, CiscolSE-PICT 7'V rr— a U AEEEI 2
R MU H—ENFET, 20k, —EETETI2IIEREEINTAAIT v
AT a—=E, Ty T L — REHCREZER LT E 30,

NTP H—/\—DERTE & AT AT DR

7 v 77 L— RH| CiscolSE-PIC / — RIZfFEEEN L T, 7T A~ VEH /) — Kbl
B — NZT—2 %817, R LET, ZNHOEETIE, Xy NT—27NONTPH—/—
DIELSEREIN, BIEARETHL I ENEETT, NTP — "= ELEEI LTV
WV, FRREBERRERGA, Ty L — R e R TRRLET,

Ay FT—=ZHNONTP H——3, 7T v 77 L— FRIZEERR T, ISEMERHY . FL
TWDHZ L EMERLET,

Cisco ISE U U — 2 2.7 LA CTliE. Network Time Protocol 77— > (ntpd) D1%i> D IZ chrony 73
R SAVET, ntpd 10— MBS ERK 10 ROV — =L [FHI L E 23, chrony 1Z/V— Ky
BRI AEO— =L R LET, Lz -> T, NTPH—E RO W % [B#ET 5 72 9D12,
CiscoISE U U —A 27 LURRIZT v 77 L — RT LR, /b— by EMEV NTP H— 38— %Al
AT 22 EaHELELET, MOV T,  [Microsoft Windows T ISE 1 L OXNTP H—/3—
DFERIED N T TNy a—T 4 7] 2B LTIEI N,

2/ —FEREO7Z7YITTL—FK

application upgrade prepare <upgrade bundle name> <repository name> =~ > R 35 X U\ proceed
av  REMFEHLT, 2/ —FERZT7 vy 727 L—FRLET, 777 L=V 7 by =TE
HEIWIZ /) — RE2BREMER L. BTLWERBICEITLES, 2 /—FREHZT v 77 L— 1%
e, BRONCE X VER ) — RIZFE2T7 v 7 7L —RT20ERBD T, B XY
)= RDOT T TV —REETLIEL, 7794~V /) —F &7 v 7 7L —FL%ET,
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| CiscolSE-PICD7 v TFHL—F

28y krnyvs—koryIsL—r |

1:CiscolSE2/ — R EEER

ISE Node A ISE Node B

Primary Admin Secondary Admin

Secondary

i Primary Monitoring
Monitoring

4RO HREIIC

T ITAVER ) - RO REBIVERAT X DA T~ KXy /7 v 7 FHTHE
TLET,

ATV T CLINb®h L H) ) —FKET v 771 —RKL%ET,

Ty 7T L= RFut AT, BEWNIZTTO® D o ZY ) — FRRMANGHIRSL, 7y 77— FEhE
To TDEAZY) )= R EHESHTLIE, 774~V /) — N7 vy 77— RFShETd,

AFYT2 7T VL—RuD7rI4~<) ) — R,
T 7 T L—R7ut AT, BEMIZTTOTTA <) ) — RRERERICERGESIN, 7Ty 771 — a5
BETeh o F) ) — Rz 7,

ATV T3 HHOREKMT, ¥h o F) ) —FE27I74<) ) —RICHKEIEET,

Ty L= RRET L% b0/ — R T application configure ise =~ > R&34TL, 5 (F—%
R—ZADHFHEROFH) IR L ET,

RDRERY
T oI L— Rt AOMRE (23 =—)

& BV Ny d s R ECN NO WA RN VESEN

application upgrade <upgrade bundle name> <repository name> =~ > K& EZHH L7210 |
application upgrade prepare <upgrade bundle name> <repository name> 33 J< O* application upgrade
proceed 2~ REHESNTEIERFIEH L AKX KTy ) —R&T v 77 L— K352
EHTEET,
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Cisco ISEPIC D7 v 75 L—F |

B xs>r7o0/—ro7yTsL—R

ATy I

ATy T2

ATvT3

Zoavwy REEBEETTLIEAE. a~vr RE2ETTIRICYE—RY RS U 25 Cisco
ISE-PIC / — ROBE—HNLVF 4 AT v VL — R NLxkar—LT, Ty 7 L—FK
DR AT D & A HRE L £,

R4 12, application upgrade prepare <upgrade bundle name> <repository name> =1~ > K &

application upgrade proceed =~ > RZflifl4 % Z & & T& %7, application upgrade prepare
<upgrade bundle name> <repository name> =t~ > R&fi 425 L. 7 v 77 L— R0 KR
Xyrua— K&, a—citiEanEd, Zoa<v> RxUVE—FJAKRY F U5 Cisco
ISE-PIC / — RDOR—INT 4 AT v I T b— RN Fvkar—LEd, /—F&T v
77— RT 5N T 7= 5, application upgrade proceed =~ > REZFEITLTT v /7 L—
REIEFIZET LET,

LUFCHiLEA9 % application upgrade prepare <upgrade bundle name> <repository name> 3 X O
application upgrade proceed =~ > FA2EITT 5 L B#IO L E T,

1R BHIIC
[7 w77 L— RO OEOFNEE VT H5A T 720,

B—HANT 4 AT DOIVRY MY ZERLET, 72& 201X, Tupgrade] VWO VRY R ZERCEET,
1

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.

ise/admin (config-Repository) # exit
ise/admin (config) # exit

CiscoISE-PIC 2~ KT f ¥ —T7 A A (CLI) 75, application upgrade prepare <upgrade bundle
name> <repository name> =2~ K& AN/ L E T,

ZOavwr R, Ty T T L= R RAERIOFIATER L7cr—H v UARY Y Tupgrade] (23—
L. MD5 & SHA256 F = v 7 V2% —BHERLET,

GE) T w77 L— Rk, SSH#EH Tr 7 A > L. show application status ise =~ > KZEHT2% =
LT, Ty 77— FOETRUEZFRTEET, ROA v E—UNFRSNET, [%NOTICE:
Identity Services Engine upgrade is in progress... |

Cisco ISE-PIC CLI 2%, application upgrade proceed =~ > RZ A LET,

RDERY
T T L— Rt AOERE (23 =—)
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(o) N R O 3
Ty I L—F7OtXRDFESR
BN RBVICHEET A2 L, B —H—RT 7B ATEALZ L 2WHRTAHI-HD
Xy VT —=0 TR NEFEITTHZ AR £9,
W T — 5 R—AOMTT v 77 L — FBRRIET 5 & EESNENARHBIfIC e —L

Ny 7 SIET,

7yI5L—rFnezokz [

Ty T 7= RBRIEFIZET LIehE ) DEHGEET 21213, ROWTNhOF T a 2B TLET,

cadedog 77 A NVTT v 77 L— a2 MR L ET, adelog 7 7 A V&R KT HIiE. Cisco
ISE-PIC CLI 2>k =< > R%& AJJ L £ : show logging system ade/ADE.log.?

STEP @ grep T7 v 77 L— ROETRINEFRTEET,

Running pre-checks

Stopping ISE application...

sh] STEP 3: Validating data before upgrade...

4: De-registering node from current

STEP 5: Taking backup of the configuration

6: Registering this node to primary

7: Downloading configuration data

8: Importing configuration data...

info: [application:install:upgrade:preinstall.sh] STEP O0:

info:[application:operation:preinstall.sh] STEP 1:

info: [application:operation:preinstall.sh] STEP 2: Verifying files in bundle...

info:[application:operation:isedbupgrade-newmodel.

info:[application:operation:isedbupgrade-newmodel.sh] STEP

deployment.

info: [application:operation:isedbupgrade-newmodel.sh]
data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP
of new deployment...

info: [application:operation:isedbupgrade-newmodel.sh] STEP

from primary of new deployment...

info: [application:operation:isedbupgrade-newmodel.sh] STEP

info:[application:operation:isedbupgrade-newmodel.sh] STEP

upgrade for node specific data...

9: Running ISE configuration data

info: [application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T database upgrade...

info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

info
data

:[application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded

to 64 bit database...

COXFHERBLT, Ty 77— RN L2 & 2R LET,

Upgrade of Identity Services Engine completed

successfully.

show version =< RZFEITL, EARAR—Ta v EBRIELET,
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B 777 —rorsrooans

« show application statusise =~ > R AJJ LT, T _XTOY—EZANETEINTNDLZ L 2R L E
R

Ty TI9L—FOEEMSDEITE
COETIX, Ty T T L— ROREENS ORIERHI LB REEICOWTHA L £,

FNIZ, A A=TEFERL, FiHA VAN NVEFEITLT, T—XEETT DI ENNIET
ROHGENDHY ET, 7Ty L — REBGT HHIIZ, Cisco ISE-PIC DFXET — X D/ 7
Ty TINEETHZENEETT, KT — ¥ X— A ORRERAERZIXHEBICERENED
— ANy ZRRLONFETN, a7 4 X2l —arT—E2"y 7T v 7L TEIZE
NEIETT,

O » > i ==
TvIT9L—FDESE
IDvIarTiE, MO T —D— @ EFT DT —nbDREFIEEZHHA L £,

\}

GE) CLMNBLTvyFTL—FRous, avy—AnhoT v 77— ROAT—X AR+ 52 &
MWTEET, 7Ty 77— RFOETRNEZFRT 2121E, CLIZ w7 A »F %%, CiscolSE-PIC
J—Koary—iEHRrLET, CiscolSE-PIC CLI T show logging application =~ > K& i
MLT, OB T ERRTLIENTEET (P IAT7 7 A NAEFEIINIRLET) &

*DBT—%7 w7/ L—FKnu/ (dbupgrade-data-global-20160308-154724.109)

+DB 2% —~ 12 (dbupgrade-schema-20160308-151626.10g)

c0OS 7 v/ L—FKthdnr 2 (upgrade-postosupgrade-20160308-170605.109)

BRET—A2DT7YTIL—FIS—

T o7 L— R, T — A RNR— AR~ LT —HT v 7T L — FOBEETHBIIC 7 —
ARy 7 ENFET, VAT AT, BBOBEMOEFREBIZEY £, ZOBE, ROA
U Nary—ro Itz RENET,

% Warning: The node has been reverted back to its pre-upgrade state.

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

BEEIS—

Ty 77— ROEEZEEL, /— FE2ROREBIZRTBERHLHEIFT, 22 Y =Lk
DAY=V NERENET, FFMICONTIEr 7 Z2HEE LT EEN,
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7vFvL—rorz |

% Warning: Do the following steps to revert node to its pre-upgrade state."

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

REETS—

RBRET 7 —%, EBCT v 77 L— FRRM LD TIEH Y A, BiE~ 7 =03 8ET D
Bamb0ET, HEE BV CFX U PANET v 7 L— R HANCPSNET v 77 L —
FLED L LEHER, ROTT—RERENDZERHY T, VAT AE, KEOBEMD
EFRIREICREY 9, 2O T —REELEEEIE, 2O RFa A hTHEhTn5
T T T L— REFETLET,

STEP 1: Stopping ISE application...

% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running.
If standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.
Starting application after rollback...

)

% Warning: The node has been reverted back to its pre-upgrade state.
error: %post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

)

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

FFIVr—varvnA4+) 7T L—FI5—

ADE-OS {7137 7V r—va v "4 F U T w77 L— RRRILIZGGIE. BEE#%I2CLI
726 show application statusise 2~ > RZF(TT 5L, IROA vE—UNRRINET, &
EEEHADONY 7T v T oA A—={LL, BT 20E8R”HD 7,

% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
to reimage and restore to previous version.

ZOMDEA TDIT5—

FOMDEA T DT RTOREE (Fv T L —FROFy B, aryy—ntyiarol)
Wr, BREERLE) OBAE. TO / — FTHDIIL TV~ Y HRET, N2 T v 7,

BAA—DE

A A= b L) FEEIL. CiscoISE-PIC DH IR A > A h—A & Rm L TWET, HA A=k
T LR, KEOIFIN 2GR T 5 72912, backup-logs CLI 2~ R&EITT5H5Z Lick» T
PAR— R N aAdRL, VE— IR NIRRT R—= MRV KVERELET, /—F
ALY FNZHA A =T DHERH D 5,
B HFVEH ) — R BR—=Ua VIEHA A=V, BRTEEEANNY I T v T HET
LET,
e I VEE ) — RN PANICT v 77 L— REEENIEA LT-EA81T. @5, VAT A
BHEOBMOIEFIREBICEY £, AT ANRAER—Tg e —A "y 7 LRWEE
1T, FiN—V g ZHA A=V LT, HLWEBEEFREEOLY F 2T DN
T&EFET,
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B 775t F o oz b LIz T B

RKBEEODTVITTL—F

Ty 77— R LIS, 7y 77 L= FERRITT 00N, ROBIEZETL TR
él/\o

B T ESHLET, =27 =DVt ER— Y FAERELET,

o Rk L7233 — /3 KL% Cisco Technical Assistance Center (TAC) (Zi%{E L C. M&E%
ek L O LE9,

)

7vITTL—

(G¥)  SSH#HTr 274 > L. show application status ise =~ > K% ff
MT252&T, 7y 77— FOEITRINARRTEET, RO
A vE—UNREREINET, [%NOTICE: Identity Services Engine
upgrade is in progress... |

KRANAF DA VR M—ILFRIZKEKT S

M 77V = ar AT IVDT v 7T — RIET —FRX—ADT v 77 L— RZITRAE
LET, "M FTIVDOT7 v 77 L— FTHEENEET S L, a2V —/L & ADEdog (IZIRD A
T—URERINET,

% Application install/upgrade failed with system removing the corrupted install

fRRE v— /Ly 7 X EIE AT D RiIC, backup-logs =~ > K& L THAR— kS K
WEAERKRL, VE— MUK FUITHR— F/*“/ FLVZRELE L ET,

n—/L Ry 7 F5120E, LARTOISOA A —T%#H L CCiscolSE-PICT 7T A4 T L ADA A —
CEEER L, NI T v T T AN T2 EET LET, Ty 7L — REHRITTS
2k, BREEFLWT v 7 L — R RAADBRKETT,

7o LET, =T =NV R— b FLaEE LT,

o LRk L 7= ¥R — k3 KL% Cisco Technical Assistance Center (TAC) (ZiX{E L C. &%
FrER L OWEE L ET,

LHID/N—2aruA0B—)L/Ny D

FUT, PEION=2a v DISOA A—VEFEH L, N7 T v T 77 A NnDT —X 1850
T 5HZ & T, CiscoISE-PIC 7 T4 T ADA A=V FERT 2 MLEND HEENH Y £
T, T—EEETLEEIL. HVEBE T2 IV Y T ERNIT L LN TEET,
L7z oT, Ty 77— 7tk A% DR0Z, CiscolSE-PICRRTET — X &2/ X7 T v
TTHZ e EB#MOLET,

RET — A RX—ADOMBIZ KV RELLET v 77 L— FOEFIL, BEMICE -y 7 &1
RN LRHY ET, \_ﬂ#%ﬁ%ﬁ“é& 7= 57/\*173”1“*/1//\/7 SNRNT L ZoRd Il
HMa, Ty 77— FORBA vy =V IZTWMY £, 20X 7 ) A TIE, Fi)
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7v7sL—r#nszs ||

TYATLDA A —VFFAERR L, CiscoISEZ A VA F—L LT, REBLNE=Z—V
7F—4,

0 —/L 3y 7 721X EE 247 5 RilC, backup-logs =~ > R&H L CTHAR— b Kzt
L, ZOVR—=Fr R RAEYE—hUARY U ICEELET,

O A4 N4
TYITTL—FRDARY
WD H AT DFERIZOWTIX,  [dentity Services Engine Passive Identity Connector (1SE-PIC)
Administrator Guide] #Z ML T 72 &0,

TS50 DFvvaDy )T

7 w77 L— F#, CiscolSE-PICEHE R —Z WIZT 78 AT HRNC, 77 7HFDOF ¥ v a
EIJUTLTWADZEEERL, 77U FEHALT, HiLWnwyIouteyva r2EET,
Active Directory DfEARA > FDBEHRTE

Active Directory DFEGRA > ME, 7 v 77 L— Rfickbh b alfetEndH v £4, EHA—
a7 AL LTBEIL, fERA Y NeERETARENDLNE I DEHERLET,
Active Directory 71 7T 14 T4 REBHEDHRE

Cisco ISE-PIC I, J&M: SAM. CN, F72ixZDl 2 #H L. sAMAccountName BIE% T 7
VREMEE L TEA LT, 2= —%BI L ET,

EEROBRE THLEREE . SAM & CNOWTh, F2IEm 2445 X 9 12 CiscoISE-PIC
PRETEET, SAMBIOCNAHEH . SAMAccountName B EDED —E TR WA,
Cisco ISE-PIC /% CN BMAE S bk L 97,

Active Directory 7 A 7 7 4 7 4 R D BMEA R ET DX, ROFIEELFEITLET,

1. [ZFBs84 4 (Providers) ]> [Active Directory] Z %R L £9°, [Active Directory] 7 1 > R
7 C, [JEIEY —/v (Advanced Tools) | %27 U v 7 L., [EEZ#H¥ (Advanced Tuning) ]
PEINLET, ROFEMEADLET,

« [ISE/ — F (ISE Node) ] : Active Directory (Z#%#t 415 ISE / — RZ&&IN L £ 7,

s [4H7 (Name) ]: BEFTHLTUA RN F—% AJJLET, Active Directory 52 g% %
EHET DT,

REGISTRY.Services\lsass\Parameters\Providers\ActiveDirectory\IdentityLookupField

EATTLET,

o [fif (Value) ]: —H—%#RBI9 57-HIZISE THEAT I EMEEZ AT LET,
*SAM : 7T U TSAM DA ZMMLES (DX Ty a v RNTF 74V FTE) .
*CN: 7= UTCNOAHEHERLET,

*SAMCN: 7= U CCN & SAM ZfEH L £7,
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caAV M EFARERBLET (2L 20F 5740 FEIEZ SAM B LUCN (2
EHE])
2. [MEDOHEH (Update Value) 1 %27 Vv 27 LTLY AN AZHEHLET,

Ry T T T4 RUBREREINET, AvE—UHEARD, BEEZITANET,
ISE ® AD a7 X% —E ANEE LE T,

HEEZDNS LYY Ty TDHRE

DNS H——n 502 /) — REB D3 T® Cisco ISE-PIC ./ — RiZxt LB X DNS /L v 7
TYTMRESNTNWDLIEEZHERLET, £HLWNne, Ty 7T L —RRIZT I aA Ay
A E BE O RIEN R AT 5 /REME R H D £ 97,

CiscoCASIEAZ L+ —DET

T4 < VEM ) — KD CiscoISE-PICCAFEHER L O —D Ry 7 7 v 72 RGE L, B
VA VEBR ) —RFTHEITLET, LD, PANIZEEREAL, B X VEHR/ — K%
TIA<VER ) — NICEKTIHEIC, B X UER ) — RBRAEPKI L — k CA 721
TALCA & LTEWETZ2 L9127 £

WHZED ISE-PIC SR T LBRTEDBHRT
e BEAA—ILERIE, BRUIAD LKR—F, T—XHIBREZBXRELET,

B LT AEEDT T —AD LEVMEE LT ANV A EHERLET, T_TOT T —4
WX, 7o 77 L—REIZT 74V T 2= /W70 £,

ZTDDSEER

WDV > 71ZIF, Cisco ISE TIEET D L ZITHMTE 2BMDOY Y =2AREENTHET,
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE End User Documentation.html

Big. Y—EX. XUV ZDHDIFR

e VAAMB A A LY — R EEFR A TS X, Cisco Profile Manager CTHA 7 v 7
LTLEENY,

illlll

s HERFANC LY E VAR CHEREZBEEZ G2 5120F, YA =R IT 7B ALTL
ZEW,

e —ER VIR NEEFTHITIE, VAR —RMNMIT7EALTLIEIN,

 BETRHIFFEADT U B —T 54 X FADT F ) r—ar, 8, Y)a—ar,
BIOYV =228 LTSI AI21E, CiscoDevNet IZ7 7R L TL7Z& W,
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s MRy FU—2 0 bl—=u 7 REBEO YA ATT BIZi%. Cisco Press (2
TI7EALTLIEEN,

« FrE OB E T ITRE 7 7 I ORFERE AT IZIL. Cisco Warranty Finder 127 27 & X
LTL7EEN,

Cisco /\JRZEY—IL

VA ANTHEY — BST) 1%, vAaflfhl VT b= T OREE L ETEMEOaFERR ) A
NeBEHST L AaNTBWS AT LA~DF— 724 TF, BSTIZ, #iLE Y7 by =TT
B3 2 iEM e fE M ARt L E 5,

R-aTFIIZETBEIT4— KNy

VAADT I =N X2 A MIETLET 4 — Py 7 2R 5123, Ththod 7
AV RFFXF2 A FPDERUONA NZDDT 4 — RNy 7 T =LA LTIZE N,
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