FDHDA X F—ILIEHHR

o« A VA KN—IVISO 7 7 A )VinE 7 — MA[FEZ2 USB T /A A ZAERLT D T2 DI %Y —
(1 8—=Y)

*SNSTTITAT LAV T 7 LA (2°%=)

s VMware i~ 0 (4 =)

¢ Linux KVM (19 =X—72)

* Microsoft Hyper-V (22 ~<—71)

cEryyF Iuneva=rs (385—Y)

A2AR=ILISO 774 I)LINS T— FAJEEZL USB T /\A
AREERT BEHIZERT B Y—IL

WDOFEIZ, SEXERNRX—T3 D CiscoISE TA VA R—/LISO 7 7 A /L 0xb 7 — M A[REZR
USB 531 R ZERET D700+ 5 Y — a2 R LET,

F1:7— bETEEAE USB T/N4 ADERIZERT 5V —IL

CiscolISE ') J—X v—IJL

Cisco ISE 3.2 Rufus

Cisco ISE 3.1 Fedora LiveUSB Creator (SNS 3500/3600 > U — X 7 75
AT v ADEE)

Rufus (SNS3700 > U —X 77547 ADEE)

Cisco ISE 3.0 Fedora LiveUSB Creator
Cisco ISE 2.7 Fedora LiveUSB Creator
Cisco ISE 2.6 Fedora Media Writer
Cisco ISE 2.4 Fedora Media Writer

ZOMOA 2R F— LR
|
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\)

(GE)  CiscoSNS 3700 > U — R 77547 > AT Cisco ISE % A A h—/LF 58451%. Rufus DH

AL T, £ ARM—=/LISO 7 7 A LD T — FA[REZR USB T34 A ZERET 2 MER H
@ iﬁ—o

Cisco ISE 3.1 /X F 6 LLF&FS L U Cisco ISE 3.2 /3w F 2 LUREIE, Cisco SNS3700 > U —X 77
FAT VALY R—=FLET,

Rufus [ZIROGFHNG X 7 m— RTEET,
https://rufus.ie/downloads/

LiveUSB Creator (XK D6 X 7 m— R TE £,
https://github.com/Imacken/liveusb-creator/releases/tag/3.12.0
Fedora Media Writer [ZIR Db 47 o m— R TEET,

https://github.com/lmacken/liveusb-creator/releases/tag/3.12.0

SNS 7 7S5AT7 2R YYIT7 LR

Rufus Z{EA L71=7— FA[EEZL USB T /N1 A D1ERKL

ATy
ATv T2
ATv73
ATy T4
RATvTH

Cisco SNS 3700 >V — X 7754 7 AT Cisco ISE Z 1 > A h—/LF 58415, Rufus 3.18
PHEHALT, A2 ARM=ILISO 7 7 A NEH T — FA[EZR USB T34 A2 EfT 2 LEBEN B
D ¥9, Rufus (TROEGAFTNL L 7 ra— RTEET,

https://rufus.ie/downloads/

Cisco ISE 3.1 /X F 6 LIED/N— 2 TlX, Cisco SNS 3700 > U —RX 7 ST A4 7 AR
R—hEnEJ,

15D B HIIC

e X — )L AT AT CiscoISEDA VAR —LISO 77 A NVEHA T a— KR LEJ, SNS
3700 U —X T I T L AL, D diso A A= FEATHIMLEND Y 97,

ise-3.1.0.518c.SPA.x86 64 SNS-37x5 APPLIANCE ONLY.iso

« 16 GB £721%32GB ® USB T /34 ZA&fi [ L £,

FTRCOELE T D1, FAT16 £721XFATR2 ZEH L CUSBT A A2 F 7 +—~v h LET,
2 —H )V AT KT USB 7 /34 A% 7% LiAZ, Rufus ZitE) L £,

[Boot Selection] K= v & 7 U X~ 5, [Disk or ISO image] % &R L £ 7,

[Select] 27 Y v 2 L. CiscoISEISO 7 7 A L ZiEIR L £7°,

[Partition Scheme] K2 v 7 &Z 7 U 2 k)ve, [MBR] ZER L £7,

B Zoho1 2 bt
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ATv 76
ATy 17

ATy T8

ATvT9

ATv 710

ATy 71
AT 712
ATv713

CiscoSNS N\— KT P77 TISA T URADEA A —1E .

[Target System] N2 v 7 Z7 J X kh6 | [BIOS] £ 721% [UEFI] Zi#R L £,

[Start] #7 U v 7 L£7,

PORF R N—Z, 7 — MAREZR USBER OEBIRIINF R ENE T, oo AnsE T Lz6, USB
KZ A4 7ONEN, USBY — V&2 ETTAHDIERA LIz — L AT A THEMATE £, CiscoISE
A VARN—VTHENS, FEICEHTOILENHLTHFAN 77 AN 20H0 9,

USB RI7A T, TFARN T 4 X TROTHRARN 77 A VEREET,

« isolinux/isolinux.cfg & 72 1% syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg

SNSN—=RU =TT FI7AT U AZADLGE, MGFD7 7 AL T ledrom) &9 5Lk % Thd:sdbl) (2 &
iz E9,

BARIIZIZ, Tedrom] &0 ) SCFFNOTXTOA L AZ A BEEBAET, 2L 2,
ks=cdrom/ks.cfg

INERDESICHEEWMA ET,

ks=hd:sdbl:/ks.cfg

ks.cfg 7 7 A W &BA& . HFE Tedrom] % [harddrive --partition=/dev/disk/by-label/ ADEOS --dir=/| (& & #t
ZET,

TrANERFEL TR T LET,

LR, B— AT LG USB 731 ZA&HIBRL £7,

7 — RNAJREZR USB T /34 A% CiscoISET I A TV AWHA L, T7FI5A4 7 v A& Hild#) LT, USB
KT A4 T H#EE) LT Cisco ISE # A A b—L LE T,

CiscoSNS \— FKH Tz T77TSAT72UANDEA »—1t

CiscoSNS N— R =77 77 AT AZIEDVD RIA4 708350 8 A, L=~ T, Cisco
ISEY 7 FNY =T %2 L TCiscolSENN—RT =T T 754 T v AEEA A= (LT B3,
TDONTNEEITLET,

\}

GEX)  CiscoSNS N~ R =7 77 J AT AL, Unified Extensible Firmware Interface (UEFI) O
FaT7 7 — MEREZVR—FLTWET, ZOMEEIL, Cisco ISEDEANM & A A =TT %
SNSN—=KRT =TT FIFGAT VAL VA R—=/LTELLEIICL, TS R T 7EAL
e LTHORBALADAN L —T A VT VAT HIA VARV TERWVWEHICLET, L&k
IX. Red Hat Enterprise Linux %> Microsoft Windows 72 & D —ffl)7e AL —F 4 > 7 VAT A

. ZOT7FIAT U ATHREITXEEA,

« Cisco Integrated Management Controller (Cisco IMC) A > &% —7 = A A ZfH L T, K8
DVD 734 AZA VA =/ iso 77 A N~y BT LET,

oo 2 f—LiEE ]
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e ALV A= iso T7ANEHHLTA A —/LDVD 2{ERk L. USB %5 DVD R
A TE2FEALT, DVD RIA T MOET FIA4 T o A& # L ET,

e A A F—)Viso 77 ANEMH LT — FA[REZR USB 5 /354 A& /ERL LT, USB K7
AL TMWOET TIAT o AEEE L E9,

VMware {28 < < >
A\

() ZOKRFa A2 MIREEH SN TV D VMware 7 +— L7 7 7 X OFJEAIL, Cisco HyperFlex (24
YA R—/LEITWD Cisco ISE IZ b H &AL E T,

REITSUD))—RABEIUVNTH+F—IADF VY
A< 2 Cisco ISE % A > A b — LT DI, £ VA —F12X > T, i~ OFH
FRERN— R =T U Y —RA LRI N DR A T 52 LT, N~ R =T OEAEET =
7 ™Mb,
VMU Y —ADF = I, f VA M—=FF, N—F T4 AZHEE, VMIZEIY Y Tohiz
CPU =7 D¥, CPUZ ey 7 3E, BXOVMIZEIYV Y TOLN/ZRAMZ2F =7 LET,
VM U YV — ARFERFMSE 27 SR WEE. A VA M=K TLET, 20U V—X
F w71t ISORXR—ZADA VA M—LIZOHEH I E T,
vy Ny RS TAEFETTAEE, VM T —~ A F v IINEFTIN, A A —
TINTF AL AT VONRT F—< 2 AeTF v 7 LET, TAATZVONRNT 3 —<  ANHERIN
HHARE R S 2 WGA, BENEEICERINETN, /1 VA M—NVEHEITTEET,
VMR T p—< 2 A F = v 7 XEMOIC (BFRF) FTah, BRI TESET, T4
AT O INT =< U ARHER I N DHAR T SR WIEA. 77— E/RSnET,
VM X7 p—< A F = v 7%, showtech-support =~ > K% {# ] L C Cisco ISE CLI 7 & 74
VTV RTEITTHEBTEET,

VM DU Y —ZABIURT —< 2 ADF = v 71 Cisco ISE DA > A b—/L & I THEEHRICHE
TTEXET, ZOFT A MICiscolSERBENA =2 —n O FETTEXES,

ISO7 74 I)LZEERAL=-VMware{RE~< > > ~DCiscolSED A > X F—
1%

OB varTiE, ISO 7 7 AV EFEH LT VMware {iAE~ 3 212 Cisco ISE %A > A b —
VT B IFHEICOWTEBA L9,

B zoto1 o R F—LiES I
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VMware ESXi #—/\— %% s -ooiest [

VMware ESXi H—/\—% R TET 5= DAHREH

VMware ESXi —/X—ZRET DRI, 2Dk 7 v a VTEHHEH I TV D IRDFTE DRITESMH:
PR LT EEN,
 EHEMEIR A o2 —%— (root =—H—) & L CESXi —3—{Zna /A D 0EEN
% @ ij‘o

¢ CiscoISEIZ 64 EY F AFATT, 64 EY N VAT AEA A =L AHIZ, (RIE
b7 27 7 av— (VT) 28 ESXi ——THRIIZ &ofwé_k%%wa<téwo

s VMware R~ 0 T 4 A7 HEIOMEREZEID Y T CVWD I E2MHERL TLEEN,

« VMware Virtual Machine File System (VMFS) Z{ERk L TV 7254513, Cisco ISE (A48T
TIAT ALY R — T HIOIERT 20BN H Y £9, VMFS X, VMware 75 A k
FIZEREENTEA R L=V R 2a— AT LICHEESNET, VMFSSTiL, IMBO 7 12 v
7 A RFHRKT1.999 TB ORAET 4+ A7 A4 X&HKR—FLET,

T TIZESXi r—"—% A VA h— /L L TWBEEAE, v v r2iRaghw3ic, )b r 2 /2
BY—=NEINE I DEHERTEET, ZNEITH I, excfg-infoa~ 2 REEHL £,
I E R L ET,

~ # esxcfg-info |grep "HV Support"

[ === =HV SUPPOTL et v ittt it et et et ettt e e e 3

|-—=-World Command Line......c.uuiutiunninneenennennenns grep HV Support

HV ¥R — b OfEA 3 DB, VIIZESXi b= "—THHNTH L2, 1 v A b= 2t 2
LnTEET,

HV %R — FDED 2 DA, VI VAR —FENTWETR, ESXi —_—THE /- T
WEH A, BIOSIREZMREL, V——T VT ZHNNITILERSY 7,

ESXi —/\—TOEBEtTY / ao—nERIE
Cisco ISE [RAE~ 2 DLHION—Y g U EKRA M T A0 LZLD LR L N~ KT =
TEHEAATEET, 2L OV —R%E A A N—/LTBHIZ, ESXi —3—TK
k77 /v d— (VI) BT HLENRH Y 97,

ATV TT7IAT A% 7T — R LET,

ATFwT2 REMWLTC, vy F Ty 7 &#BBLET,

ATy 3 [FHMFRE (Advanced) |>[FA+tE v HDERE (Processor Configuration) | Z iR L 9,
AT v 74 [Intel(R) VT] 23R L T, AL ET,

ATY TS BEERGFEL, KTT 2213, FI0ZMLET,

ZOMOA 2R F— LR
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B ciscolSE T0 07 15 H—ERITHT B VMware F—/\— 1 L5 — Tz 1 ROBE

CiscoISE 7O 7745 H—EXIZT % VMware b —/A\— 4 V23— T 14 ADEE

VMware V—/_"— A L H—T = {4 X% AA v F R"—+TFZ74% (SPAN) F7213 7 —1k
INZFT 7427 DCiscolSE7 7 74T B—ERADHEH T —T 4 U F—T x A A~D
NEAYVR—FTDHLIICHEELET,

ATw 71 [&E (Configuration) ]>[v bT—F>% (Networking) ]>[FR/3F « (Properties) ]>[VMNetwork]
(VMware H—/3—A A ¥ U ZADLE) > [VMswitch0] (VMware ESXi %h—/N—A > ¥ —T = A ZAD |
D) >[7F' /X7 4 (Properties) ]>[EF = VU7 1 (Security) ] DNEIZEIN L 7,

RATY T2 [BEX=VUT ¢ (Security) 1 %7 D[R Y —fls (Policy Exceptions) ] A > CT[F B I AF ¥ AE—FK
(Promiscuous Mode) 1 F = v 7Ry 7 A4 2 LET,
RATY T3 [ IAX¥ AE— K (PromiscuousMode) | K2 v 7 & U A RT, [ZGR (Accept) ]I L, [OK]
27y 7 LET,

SPAN £7/21Z3 9 —bLE&N T 74w DT a7 v A4 T F—ZINEIHE T 5o VMware ESXi H—
N— A B =T 2 A ATHRULFMEEEREY K LT T EIN,

) F7IL Ay —I)LEERL - VMware b —/\—~ D

AT Y1 FFED VMware h—/3N— (72 & 2 1T ISE-120) O&EREA7IZLET,
ATw T2 VMware V—_—%4527 U v 7 L, [fRE (Edit) ] Z2&ERLF9,

ATYF3 [»"—KT =7 (Hardware) | ¥ 7 CLEM (Add) 1227V v7 LET,
ATy T4 [V U TR~ (Serial Port) ] ZHIR L, [k~ (Next) 1227 U v 7 LET,

ATw 5 [V TR — ) (Serial Port Output) |fEIK T, [RA hOWELL Y 7 LR — k& (Usephysical serial
portonthehost) ] E721L[F v b T — 7 #&H TH:fE (ConnectviaNetwork) |47 3 v A& &2 LT,
[k~ (Next) 1&27 Vv 7 LET,

o [Fy NU— 7B THHE (Connect via Network) ] 4 7Y 2 &R L7254 13, ESXi —/3— LD
T AT UA =N AR — b ERSLERH Y FT,

s [FA NOYELL ) T VR — FZ#H (Use physical serial port on the host) ] Z &R HHE1E, H— b
ZBIRLET, RO 2O00OWTNNDA T v a r Z@IRTEET,

« /[dev/ttySO (DOS % 721% Windows 4 XL —F 4 7 VAT AT, ZHIFCOMI & LTERENE
T) .

« /devittyS1 (DOS F 7213 Windows <L —7 (7 L A7 AT, ZHAILCOM2 & L THERENE
EDAS

ATYT6 [k~ (Next) 1227 VU7 LET,
RT9T1 [T AAT—H A (Device Status) | fHIKC, W2 TF =y /Ry 7 R4 LET, 7740 M
[#5#5i7 7 (Connected) ] T,

B zoto1 o R F—LiES
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VMware 4 —/3\—DEXE .

AT v T8 VMware — —ZHH T 512X, [OK] %27 U v LET,

VMware 4 —/\—D K FE
1R BHEIIZ
['VMware ESXi % —/\—ZRET DO DOHEESEM] 20T HAHAET,

ATvT1 ESXih——litm /A LET,

AT w72  VMware vSphere Client D EID~A T, AN avTF %457 v 7 LT, [HHEE~T > (New
Virtual Machine) ] &R L £ 7,

ATw T3 [Select aCreation Type] =V 7 T, [Createanew virtual machinel #727 U >~ 27 L, [Next] 227V v 7 L%
KR

ATv T4 [SelectaNameand Folder] = U 7 C, VMware ¥ AT LD HTZ AT L, FREND U A ST &%
WLT, [Next] 227V v 7 LET,

Ev bk VMware R A MZEATAF A M EFEALET,

ATv 75 [Seectacomputeresource] =V 7T, D ar Ba—F 4 7)Y —RAERRL, [Next] #7 U v

7 LET,
ATv 76 [Sdectstoragel =V 7 C, #ERIN DM HARERERNH LT —F A NTERIRL, [Next] 227V v 7 L
ij‘o

ATwFT1 [Seect Compatibility] =V 7T, [Compatiblewith] Ka v 7% U A kv, ZfiHO Cisco ISE 73—
VarbtHEBMEOH D ESXi N—Va U EERL, [Next) 227V v 27 LET,

ZHER® Cisco ISE U U — R & HHatED & % ESXi /N— a2 DWW T, MO U U —2Z® Cisco
Identity Services Engine U U —A / — | @ [Supported Virtual Environments] %#ZM L T 72 X0,

RATvT8 [Selectaguest OS] =V 7 T, ROTFIEEFEITL, [Next] 22 UV v 7 LET,
1. [Guest OSFamily] Ka > 7 &7 U A )i, [Linux] 23R L E 7,
2. [GuestOSVerson] ke > 7 &7 U A kv, HAR— b &40 TV % Red Hat Enterprise Linux  (RHEL)
N— g U EERIRLE T, CiscolSE U U —A 3.1 LA TIZ RHEL 8 24 L 7,
ATwv 79 [Customizehardware] =V 7 @ [Virtual Hardware] # 7' C, IROBRTEEFATL, [Next] 227V v 7 L%
7

1. HHTDHSNS VU —XT 7 T34 7RIS T, [CPUl BLU [Memory] Ka v X7 U A R
DA BRI L 7,

SNS3600 ) —RX 7 ISAT R :
« /N - 16 VCPU =277, 32 GB

« FEIKL : 24 vCPU =27, 96 GB

ZOMOA 2R F— LR
|
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ATy 71N
ATvT12

ATy 713

ATvT14

ATvT15
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o REIFL . 24 vCPU =7, 256 GB

a7 OIT, NARXR—=AL vT 42XV, Cisco Secure Network Server 3600 ' J — XD a7
Bo25TT, Iobxif, MRy hU—2Z EBOEA, §MEO CPU =27 721X 16 D A
L v R%&EF> SNS 3615 @ CPU tLEE &7 37212, 16 D vCPU =2 7 &40 4 THLENH
D ij‘o

SNS3700 Y —X 7 FS5A TR :
o /NEIAR : 24 vCPU =27, 32 GB
« B : 40 vCPU =277, 96 GB
« KRB : 40 vCPU =277, 256 GB

a7 OEIF, NA =R L vT 4 72XV Cisco Secure Network Server 3700 &V — XD a7
D25 TY, X, MRy hU—Z BEEOEGE. 120 CPU a7 £721% 24 fHd A
L v R%&FFD SNS 3715 @ CPU AR &3 7= 3 72912, 24 {HD vCPU 227 ZE| 0 4 THLENRH
D \ij—o

G¥) RELIZVCPU 27 £ AEY OEID Y TITHY T HVCPU & AEY U Y —RZFRT DA
ERHY ET, ZHEITDOROEAIE Cisco ONE DR T p—< 0 A L LZEMICKRE S
BELZLNHY £, [CPUl BLO [Memory] DTV 772 A RERT Y T 27 U v
L, EREDOTHT 4 —NV REEHFLET,

2. [New SCSI Controller] kv 7 &7 2 kb, [Paravirtual] 28R L %9,

3. [New Network] 3 X T [New CD/DVD Drive] R v FH# 7 U X hvh, MR FR Y FU—7 BEW
ISO 7 7 A WA BIR L ET,

NIC RZ A 3% [Adapter] Rz 7 X7 URARNPLIERL, Next] 227 Vv 7 LET,

HHRAEAET + A7 OFERL (Create a new virtual disk) ] Z 3R L, [k~ (Next) |27 U v 7 LET,

[T 4 A7 7avya=r7 (DiskProvisioning) | ¥ A 70/ HRy 7 AT, [y 7rEVa=v7
(eagerly zeroed)  (Thick provisioned, eagerly zeroed) | A7 a v ARZ %7 U v 7 L, [IR~ (Next) ]

7V w7 LTHITLET,

CiscoISE %, v 7 FubVa=v sty raneya=r 7oz yR—rLEd, 2720, ¥
WCE=F—VY 7 ) —RTiE, NI —~ U RAEEDDHOHIT, Vv 7Ry a=r7 (eagerlyzeroed)
PEINTHZLZBEOLET, Vo FubePam FEBRBIRUZESIT. BOIOT 4 A7 YEERIC,
EVZL DT 4 AVEBBUERT v T T Vv—R, Ny 27 v e, 73y 7 aX o7l EOEE
WCREPNHLZ DY T,

[ZANVERNVT U RADE D727 T AZ Y 7 HREAE AR — M35 (Support clustering features such as Fault
Tolerance) | F = v 7 R v 7 AR ZMEER L £ 7,

[Ready to complete] =V 7 ¢, # L < Eak L7z VMware > A7 AD4THi, 7 Ak 0S, CPU, AEV,
T AR P A X EOBREDFEMEMR L ET,

[#7T (Finish) 1227V > 27 L%E7,

B zoto1 o R F—LiES
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wEvs vERs venEEsToEs [

ZHIT, VMware Y AT AR A VA M—)LENFE LT,

RDEZRY

FLLAERE T VMware Y AT L% T 77 4 72T HI2iE, VMware 7 7 A4 7> b D2 —
WA H—T 2 A ZADFEPDXA L T[VM] 2427 Y v 7 LT, [EIR (Power) ]>[EIA
> (Power On) ] #IN L F7,

BT VERY VESHEBERENER

VMware (AR~ & Tl EENELEITT 74/ P TOICRES N TWET, ZORENELEZ A
BLT, EEATvar (B BEHE AV — FOFERE) 2@RTEET,

AT 71 vSphere Client 205, VM 247 U v 7 LTC [REDHE (Edit Settings) | 23R L 9,

ATwFT2 [A7v 3> (Options) | X7 %27 Vw7 LET,

ATv T3 [FEMELE (Advanced) ]>[iELEhA4 72 3 > (Boot Options) ] Z R L £,

ATy T4 [EJRALEEIE (PoweronBootDelay) |fEIK T, EEJLEEZ EIE S H05H (R UR) Z@RLET,

AT w75 [BEHIBIOSFE (Force BIOS Setup) [fHIKD T = v 7 R v 7 A% 42 LT, K[EIO VM EE)IFIZ BIOS 7%
EEEZ R R LET,

AT 76 [OK] 227V v/ LCEEERIFLET,

VMware AT LANDCiscoISEYV I bz 7DA R =)L

1R BHHIIZ

e A VA RN—NBIT, KT A B AT A A M=) LIRS CiscolSE 13 H B R K
100 = RARA > "2 R—192590 HOFMZ A v A% A A =1L LET,

*CiscoISE Y 7 7 =7 % Cisco V7 by =T DX 7 >ua— K Y%A K
(http://www.cisco.com/en/US/products/ps11640/index.html) 72264 > m— KL, DVDIZ®E
TIAAE T, Ciscocom 7 LT > ¥ ¥ /LORMENRRD L ET,

e (A7 g i VMware 7 77 RIZ CiscoISE # 1 A h—/L L CWAEAICO L)
VMware 77 7 7 RIZ CiscolSE A A h—/L§ 57 1& AL, VMware {48~ 2/ |Z Cisco
ISEZA VA R—LTH5FatRrEEo7-<[FLTT,

« Amazon Web —E" 2 (AWS) @ VMware 7 7 v NIZBEBE 7= Cisco ISE iiAE~ o
> : CiscoISE [X, AWS O VMware 7 7 7 R3MEMES 5 Y 7 h U = 7 ERMT — 5 &
v #— (SDDC) THARNTEET, AU 7L IREH, NERT AL AL —ER
~OR|FEARREMEZ AT 72012, X 2T 4 Z—7 KU 2 —7 VMware 7
Sy RCRESHTVDZ L ARRLET (kv hT—% v/ lbXxa T gy

(Networking and Security) ]>[2 %= VU7 ¢ (Security) |>[/—brV=A 7747
7 4 —/Vi%E (Gateway Firewall Settings) ])

ZOMOA 2R F— LR
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B vwware o 25 L~ CiseoISEV T Rz T DA VR =1L

ATy
ATvT2

ATvT3
ATy T4

ATy Th
ATvT6

ATy 17

« Azure VMware ' V) =—33 > (AVS) 2B & 417z Cisco ISE AR~ : AVS X
Microsoft Azure C VMware 7 —72 11— R& %A 7 4 712547 L E£ 7, CiscoISE IZ
VMware KA~ & L THRA M TE £,

VMware 7 A4 7 v Moa 74 LET,

i~ % BIOSE Y 7 v 7 E— RIZTH720I2, VMELAZ U v 7 LTREDMmE (EditSettings) ]

7V v LET,

[A 7> = (Options) | #7527V v LET,

[BIOS D 5&ill#%¢ & (Force BIOS Setup) ] fHIK T [7— b4~ 3 > (Boot Options) | %27 U » 7 L. [BIOS]

Frv IRy 7 A4 A2 LT, VM BRI BIOS f%EEHEICA Y £97,

GE) 2TBLULEDGPT/N—=F 4 v a v &7 — T 5I00F, VMBREND T —hE—RTT77—L T =T
Z BIOS/ b EFI IZEET2MLERNH Y £7,

Guest OSRHEL 8 8 L INEFI 7'— hE— N &®R L 78414, [Enable UEFI SecureBoot] 47" = > % M
M LEY, oA T a0k, FA AR —F 47 A5 5 RHEL8 VM TILTF 7 # /L h THZHIC
o TWET,

[OK] &7 Vw7 LET,
WEHREE (UTC) BLOELWT — MEF BIOS IZBRESINTWAHZ 2R LET,

a) VM OEFENA N> TV DB AT, VAT LOEREA7IZLET,
by VMzA4 Iz LET,

VAT ANBIOS By T v = RIZRD £,

¢) [BIOS] A ==2—T, KHIF—ZEH L C[Af &K% (Dateand Time) |7 4 —/L FIZB#I L, Enter%
FLET,

d) UTC/Z'Y = VHEHER; (GMT) A b Y —r %2 AN LET,
DALY —VOREICLY, 77 A MERICBT LS EIER//— R HbOLAFR—F, B

T BIORAFy == hoal T AN, A LAZCTTHICEAMEND L 5T F
ﬁ‘o

e) FHIF—ZMHHLTE) (Boot) | A== —IZB#H L. Enter L £,

f) KEIF—%M LT, [CD-ROM K7 A 7 (CD-ROMDrive) ]%ER L, +%# L CCD-ROM K71 7%
NEFF D EIRIC B8 L F 9,

g) KRAIF—ZMHLTHET (Exit) | A==2—IZBHEI L, [EEZRMFL THKT (Exit Saving Changes) ]
FIRIRLET,

h) [IEW (Yes) | @R L CEFZRFEL, KT LET,

CiscoISE ¥ 7 h 7 =7 DVD % VMware ESXi /R A h @ CD/DVD K7 A ZIZHAL T, (K~ &4

W LET,

DVD OfE#EIE, =2V —ZIIRO L HICFEREINET,

Automatic installation starts in 150 seconds.
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VMware VY — /)LD A > X b—LDFERR .

Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

RTv T8 KEIF—%HH L T [CiscoISEOA A h—/L (U T )b 22V —/1) (Cisco ISE Installation (Serial
Console)) | £721% [Cisco ISEDA > A h—/)L (F—7AHR— F/E=%—) (Cisco ISE Installation
(Keyboard/Monitor)) ]# &R LT, Enter ¥ —%fLET, P U T ar Y — L 37 v a s Z&RT 555
I v T T ar Y — kY N v S LTELLERS Y £3, 3 Y — LV OERFIEIC
2D TIEL,  [VMware vSphere Documentation] ZZ M L T 72 &0y,

A VA R—=F0, VMware ¥ A7 5A~D CiscolSE Y 7 b7 =T DA VA M—NVERBLET, 41 A F—
T EEAPRETTHET, 209000 FET, A A= FaEARKTTLHE, (K~ U ITEE)
ICHEB SN ET, VM OFEEIRHC, a2 Y —LCRO K S ICRRSNET,

Type 'setup' to configure your appliance
localhost:

ATYFT9 VAT A T 7 NT, setup EASIL, Enter L 97,

(GE) CiscoISE U U —=R 3.0 LARE, ISE{RME~ Y v R A T2 7 T v b7 +— A CPU 1%,
(ARVY—3 7 SIMDJi8E) SSE42 Tl v &2V R—FLTWALERHY 3, £5 T
WA BEDISE Y —E A (ISEAPI 7 — h U = A 72 L) MFRER T, Cisco ISE GUI % i
T FEHA, 2011 LKL, Intel 72 v P & AMD 72t v O 573 SSE42 X— 5
YEVR—FLTWET,

Ty N7 v T U4 P RBERREN, VAP — N> THIIREZFEITLET,

VMware YV —ILDA > X b—JLDFER

vSphere Client O [#Z (Summary) ] % J %A L7 VMware V—I/LD A VX b—)LDFERR

vShpere Client TF&/E S 7= VMware 78 A2 b @ [#E% (Summary) ] % 7 (2B E L £9, [VMware
¥ —/L (VMware Tools) | 7 4 —/V ROfED OK ThH HMENH D £7°,

1: vSphere Client T® VMware *J — )L DFER

Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

Guest OS: Red Hat Enterprise Linux 8 (64-bit)

Compatibility:  ESXi 6.7 and later (VM version 14)

VMware Tools: Running, version:11365 (Guest Managed)
MORE INFO

DNS Name: ise240

ZOMOA 2R F— LR
|


https://docs.vmware.com/en/VMware-vSphere/index.html#com.vmware.vsphere.vm_admin.doc_50/GUID-95F75E85-1944-4FE7-A909-66E920682312.html

B cuzsmLr: vMware v— L1 VR F—LDRER

CLl Z#F A L 1= VMware V— )LD A VX b—)LDFER

show inventory ==~ > R&2MH LT, VMware V — /LA VA h—/LENTNE0E ) ki
RITLHZEHTEET, 2O RIENIC K7 A MF#AEZ Y 2 b LET, VMware >V —/L3
AVAR=NLENTWDIRAB~T D[ RT A DA (DriverDescr) 17 4 —/V FiZ, VMware
Virtual Ethernet K7 A N"AERRINET,

NAME :

PID:

"ISE-VM-K9 chassis",

ISE-VM-K9
Total RAM Memory:

, VID:

DESCR:

AQ0 , SN: FCH184X9XXX

65700380 kB

CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU
CPU 1: Model Info: Intel(R) Xeon(R) CPU
CPU 2: Model Info: Intel(R) Xeon(R) CPU
CPU 3: Model Info: Intel(R) Xeon(R) CPU
CPU 4: Model Info: Intel(R) Xeon(R) CPU
CPU 5: Model Info: Intel(R) Xeon(R) CPU
CPU 6: Model Info: Intel(R) Xeon(R) CPU
CPU 7: Model Info: Intel(R) Xeon(R) CPU
CPU 8: Model Info: Intel(R) Xeon(R) CPU
CPU 9: Model Info: Intel(R) Xeon(R) CPU
CPU 10: Model Info: Intel(R) Xeon(R) CPU
CPU 11: Model Info: Intel(R) Xeon(R) CPU
CPU 12: Model Info: Intel (R) Xeon(R) CPU
CPU 13: Model Info: Intel(R) Xeon(R) CPU
CPU 14: Model Info: Intel(R) Xeon(R) CPU
CPU 15: Model Info: Intel(R) Xeon(R) CPU
Hard Disk Count(*): 1

Disk 0: Device Name: /xxx/abc

Disk 0: Capacity: 1198.00 GB

NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XxX:XX:XX:XX:XX:XX

NIC O: Driver Descr: Intel(R) Gigabit Et
NIC 1: Device Name: ethl:

NIC 1: HW Address: xXxX:XX:XX:!:XX:XX:!XX

NIC 1: Driver Descr: Intel(R) Gigabit Et
NIC 2: Device Name: eth2:

NIC 2: HW Address: XxX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel(R) Gigabit Et
NIC 3: Device Name: eth3:

NIC 3: HW Address: XxX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel(R) Gigabit Et
NIC 4: Device Name: ethi4:

NIC 4: HW Address: xXxX:XX:XX:!:XX:XX!XX

NIC 4: Driver Descr: Intel(R) Gigabit Et
NIC 5: Device Name: ethb5:

NIC 5: HW Address: xXxX:XX:XX:!:XX:XX:!XX

NIC 5: Driver Descr: Intel(R) Gigabit Et

(*)

VMware YV —ILD7 v 75 L— FKOYKR—k

Hard Disk Count may be Logical.

E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640
E5-2640

hernet Network

hernet Network

hernet Network

hernet Network

hernet Network

hernet Network

v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3
v3

@ @ ® ® ®®® ® @ ®

"ISE-VM-K9 chassis"

@ ® ® @ @ @

NN DNDNDDNDDNDDNDNDN

.60GHz
.60GHz
.60GHz
.60GHz
.60GHz
.60GHz
.60GHz
.60GHz
.60GHz
.60GHz

NN DN NN

.60GHz
.60GHz
.60GHz
.60GHz
.60GHz
.60GHz

Driver

Driver

Driver

Driver

Driver

Driver

2004 R b—LiER |

Cisco ISEISO A A —IZiE, ¥A— b &N D VMware V — A NEENTWET, VMware 7 7
AT ha—WP A X —Tx A A%EH L= VMware >V —/V DT v 77 L — K, Cisco ISE
TRV R—FENTWERA, VMware V— L EZFH LIWA— g e T v 7 L— R4 58

A, FOY R — ML CiscolSE DF LW AA—T g TR S E T,
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ciscoISE fe2v > o R |

Cisco ISE R <T L L NDiEH!

Cisco ISE VMware KA~ > (VM) ZHEB L, CiscoISE / — ROEE /2 V7'V 1 % ERT 5
ZENRTEET, XX BEORY —H—v R J—FK (PSN) ZfEH L7-0#iE AL
BET. VM O#ERELE PSN 2 Ul DZhRANZE AT 5 DI B 7, PSN & Z - 5E
WA VA R—=/V L TRET DHHLEITIH EHA,

Fo 7L — a2 LT CiscoISEVM #8845 - L, TxF4,

)

CE)  #E8ZIX VMware vCenter WILETY, By T v 7 Fa s T AE2FETTLHENIC, BRETH
VBENRH Y F9,

1R BHHIIZ

« #5195 CiscoISEVM ZfEFEICT v v & 7 LE7, vSphere Client T, #Hl4 2% Cisco
ISEVMZz47 Y7 L, [BiR (Power) |>[FRA &Yy F& 2 (ShutDownGuest) |
IR L ET,

HRXNTE~ YV DIPT FLARAEFRAMNEEE LI EEZHERLTHL, T~
DEREANT, Xy NT—27 18R LET,

ATy T EHEHEREZFH>2—— (oot 21— —) L LTESXi——icua /4 LET,
Z OFNEE ESTT D 1T1E VMware vCenter 25 A2 T4,

ATy T2 HHS 5 CiscolSEVM Z4H27 Y v 7 L, [#HE (Clone) 1227V v LET,

RTw T3 SRk rr— 3 (NameandLocation) %A 7 0 7Ry 7 ZAMERT HH LWV~ v OA4RTEZ AT L,
[K~ (Next) %27V vZ7 LET,

ZhuE, B UL BT % Cisco ISE VM DR A b4 TlidZe . SO T= OO L 22 5481 TT,
ATV T A H L CiscolSEVM ZFEITTHHRA MEIZ I T AZEZEIRL, [Next] 227 U v LET,
AT9 75 H LW CiscolSEVM HOT—% A R T 2L T, [Next] 227 Vv 7 LET,

ZOF—H AR, ESXi A= EOr = F—F A LT £V E— R A NV OBHEBH Y
1, F—FANTICHDRT 4 AVHEBEH D 2R LUET,

ATV T6 [T 4 AV 7xr—~v |k (DiskFormat) | ¥4 70/ Ry 7 ACT[/—ALFA L7 4+—~> b (Same format
assource) | A ar REZE 7 Vv L, (R~ (Next) 1227V v 7 LET,

TOF T a Nt TOH LW UEITETH D Ciscol[SEVM THEA SN TWAHADEFRIL 7+ —~ v |
Zavr—LFE9,

ATF9 T [FARBDAX~<A X (GuestCustomization) XA 7 2 TRy 7 AT[HALX~<A XL’ (Donotcustomize) ]
FFarRmEoEIY 7L, IR~ (Next) 1227V v 27 LET,

ZOMOA 2R F— LR
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B 77— r&@EmLE CiscolSEREY S~ DiEm

ATv T8 [#&T (Finish) 127V v 7 LET,

RDARY
BRI NT IV DIP T RUABLWERR N O HE
e HELX N7 Cisco (B~ v Dy WU — 7 ~DHEkt

>TL— rZERALT= Cisco ISE{RIET S > DiEH

vCenter Z i L TWABE1E. VMware 7> 7' L — b &1l L C. CiscoISE{iE~> > (VM)
ZHEBTXET, 77— P CiscolSE / — FEERL, TOF7 7L —h2EHAL T,
BELDH LU CiscolSE / — REMER TE £3, 77 b— MR L~ v ofEix
WD 2ODAT » FTHEREIND FIETT,

1R BHEIIZ

)

GE) f&%% X VMware vCenter 2L ETT, By N7 v 7 7 vl T AEFTTHENI. BRIAEITH
WVEERH D F97,

ATy M~ T T L— FOER (14 5—)
AF9 T2 [~y TFrTL—bOTTaA A b (15°3—=0)

RE<TSY ToTL— FOERK

188 BRI

« B 25 CiscoISEVM ZEFIZT ¥ v b ¥ 7 LET, vSphere Client T, #8725 Cisco

ISEVM %47 VU > 27 L, [ (Power) |>[7 A & v > &7 (ShutDownGuest) ]
Vi 2 D= S

« T UL —hME A VAN LEREPYTEY T v TR T AEFETL TR
CiscolSEVM MW BAERRT A5 Z L2880 LET, XD, IPT RLABXOKRRA b
ZEBNCIERR L, BRE L7= CiscoISE D%/ — R Ty b7 v 7 FulIrkthThE
ITCEL LT £,

ATy T EHEREREFFO2—Y— (root =—H—) & LTESXi h—_—lcr 71 LET,
Z DOFNEE FITT D I2IE VMware vCenter 2343 T,

B Zoho1 2 bt
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ATy T2
ATFvT3
ATvT4

ATy TH

ATvT6

ATy 71

R*E~<

\'l

ATy T

ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

FE<srFrIL—torioqxvt [

B4 7% CiscoISEVM 24527 U v 7 L, [#8 (Clone) |>[T> 7L — FIZ# %! (Cloneto Template) ] %
BIRLE9,

T L— hDOA4HIE AT L, [4Ri& v — 3 (Nameand Location) | #A 702 Ry 7 ATT 7
L— MR T D52 3RINL T, [k~ (Next) 127 U w7 LET,

TUTU— NERTET D ESXi R A RZIBIRL T, [k~ (Next) |22V v LET,

TUT VU= NERGFT DT —F A NTEZBRIRL T, R~ (Next) %27 Vv 7 LET,
ZDT—FANTIIERT 4 AVHEBNROH 2 L e ERLET,

[T 4 A2 74—~ bk (DiskFormat) | #4702/ Ry 7 AT[Y—ALFEL74+—~> bk (Same format
assource) | A ar REZE 7 Vv L, (R~ (Next) 1227V v 7 LET,

[Ready to Complete] A 7 B V7R v 7 ANKRINET,

(58 7 (Finish) 1Z 27U v 7 LET,

vTvIL—rOTTRA AR

B~ T o= EER LTS, o~y (VM) 127 7 eA TEET,

YERK L72 CiscoISEVM 7 > 7' L— h &4 7 U w7 LC, [Deploy Virtual Machine from this template] % 3R L
£75

H LU CiscoISE / — RDOA4RTEZ AT L, [4Hi& v/ —3 3 (Nameand Location) | XA 7 077Ky 7 A
T/ — FOEGHERERIRL T, K~ (Next) |27 Vv 7 LET,

H LV CiscoISE / — RELRIFT 5 ESXi F A R &R LT, [k~ (Next) 1227 U v 7 LET,

H L CiscoISE AT AT —X A M7 #TIRL T, K~ (Next) 1227V w27 LET,
ZOT—HANTIIERT A AR5 Z L 2R LET,

[T 4 A2 74—~k (DiskFormat) | #4722/ Ry 7 AT[Y—ALFEL74+—~>  (Same format
assource) | AT var ARE L EI V7L, [k~ (Next) 127 U v 7 LET,

[Guest Customization] % A 7 & 7 7R v 27 A @ [Guest Customization] 27> a > R¥Z %7V v 7 LET,

[Ready to Complete] A 7 B V7R v 7 ANKRINET,

[Edit Virtual Hardware] 7= > 7 AR v 7 2% 4 12 LT, [Continue] %7 U » 7 LET,
[Virtual Machine Properties] ~X— V3 FR S E T,

[Network Adapter] #3&fR L, [Connected] = v 7 4~ v 27 2% L U [Connect at poweron] = v 7 7K v 7 A%
471 LT, [OK] &2 Y v 7 LET,
[Finish) #27 U v 7 L%,

ZDCiscolSE / — FOBRFRZBBAL, IPT RLRALERAMMAEREL, Xy N —2Z 12 TE5L9
2720 £ L7z,

oo 2 f—LiEE ]
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B s2snr-mRETS OP7 FLRABLUKRR FEOEE

RDZRY
RIS NT A~ DIPT FLABLIORA MM OEE
s HHRIX 7= Cisco I~ v DRy N T — 7 ~DHEH

BRINE-HREIDVDIPT7 FLABEURRA FEDERE
CiscoISEfRfBE~ v (VM) #8BHIL-0, 2O~ v OFERAZANT, IPT RLRAELFRA |
LEERTIHLEND Y F9,
1R BHEIIZ
¢ CiscOISE / — R AZ L R7a  REETHAZ L 2R LET,
LS BERIENT- CiscoISEVM IZERE AND L EIZ, 2O~V NIFxy NI—0 TH
THE PR SIVTNRN T & 2R L E T, [BEkcii A (Connected) ] 36 KON [ ARF

\Z#&ft (Connectatpoweron) | F =y 7Ry 7 A% A 7IZLET, A7ICLRWGE, 2
D — LT oL, HRTO~T U ERUIP T RUARMEHA S ET,

®2: %y bD—9 THTE OEGER

1) clone - Virtual Machine Pmpertiesl _1 E@g

Hardware ]0phons ] Resources 1 Frofiles ]

—Device Status -
™ Show All Devices Add... Remove Eo
ry

Hardware | Summa I™ Connectat power on

W Memory 4096 MB R

[ cPus (edited) r - e B
) videocard Video card AR R Sk
@ sCsicontrollero LSI LogicParallel e

& Hard disk1 Virtual Disk
3 F 00:50:56:a4: 5e:eb
£y co/ovD drive 1 Client Device

| BB Network adapter 1 (edite.. VM Network 1‘ % Automatic " Manual
& Floppy drive 1 Client Device b
VMCI device Restricted ~DirectPath 1/0
Status: =
—Network Connection
Network label:
M Network |

Help oK Cancel |

GOSEZ 4

cHLERINTZ VM~V OEREEZ ANEZLT I, 2O HICRETDHIPT R

VALRA NGRS LR LET, ZOIPT FLABIOKRA MO U I
DNSH—N—lZHHNERH Y £, /— RKDKRA R E LT lNocalhost] ZfEHT 25 Z
LIXTEEREA,

cHLWIP Y FLAEZITIARA MICE S CiscoISE / — ROFFHENH 5 Z L 28 L
F9,

B zoto1 o R F—LiES
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wRENT Cisco BTV > Dxy b7—s ~0iEs |

FNE

AT9 1 HLLAERINT CiscolSEVM 247 U » 7 LT, [EBIR (Power) |>[EiRA > (Power On) ] Zi&RN L
£7

AT9FT2 HLLAEREINT CiscolSEVM Z3#IR LT, [2> Y —/L (Console) | X7 %7 Vw7 LET,
ATw 73 CiscolSECLI C, kDa~w>r REANLET,

configure terminal
hostname hostname

hostname 1, RET DH LWVEA T, Cisco ISE —E A0 HEEI X ET,
ATYTE KOa~vr REANLET,

interface gigabit 0
ip address ip_address netmask

ip_address (X, A7 v 73 TANLIEARA MAICKHINT DT LA THY | netmask I3% D ip_address DY
THxy b AT T, VAT AIZLEY, CiscoISE —E R EFHLENT S L 5 2kKd BN FE T, ip address
2= R L W hostname =~ > ROFEMIZ DWW TIE,  [Cisco Identity Services Engine CLI Reference Guidel
ML T ZEN,

ATFw 5 Y ZAJILT, CiscoISE — v 2 Hifgd L1,

BRIt CiscoRETL DRy FT—0 ~DES

BRE AN, IPT FLABIOKRA MEEFELEZS, X hYU—7{Z CiscoISE / — K& #%
T AOMENDH Y 9,

ATy 1 HLLIER SN Cisco ISE i~ > (VM) 247 VU 27 L, [EditSettings] 7 U v 7 L%,
A7 72 [Virtual Machine Properties] %1 7 17 2 7R > 77 A C [Network Adapter] #7 U v 7 LE7,

AT 73 [Device Status] 3k T, [Connected] F = v 7 7R v 77 235 X (X [Connect at power on] = v 7 R v 7 A% A
WZLET,

ATy T4 [OK]Z27 V7 LET,

EHMIRIE A b EIFREIRIEA~ D Cisco ISEVM DF1T

CiscoISE V UV —ZZ 3l L72%. FHlis AT LMD RT A v AR OERH L 27 L1
BITCTEET,

ZOMOA 2R F— LR
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. RET VNI —TVRADFTVTIVRFTOF VY

1R BHHEIIZ

s LD ZEL Da—Y—% ViR — b7 5 ERMEREEIZ VMware — N— %2 BE4 538551
(mmmE4yxb~w%ﬁfﬁﬁéhé%m74xﬂ%4xuﬁ(ﬁkﬁ@%4xiz4
TB) IZHHFELTLEEW,

* 300 GB Kiii DT 4 AV K&EZMH L TEMR I VM 05 B VM (2137 — & 2817
TERWVWZ LICEELTLIEEVY, 300GBLL DT 4 A7 REZHH L TER SN VM
DT —H DHAEBEEREICBIT X ET,

ATy FHMEROBREEZ NNy 7T v 7 LET,
RATw T2 FEREME VM ICLERT 4 AV SRS L 2 LA MER L ET,
AT T3 EB#OT ToA AN TR AEBAL A=V LET,
ATy T8 ERE AT MMIREEE T LET,

RIS INTHF—RADFA LTIV KETOF VY

CLI 25 showtech-support =2~ RZFEITL T, VMDD T 4 —<v U AZWNWDTHLF v/ T
EET, Zoavr FOHNTKRO L IR £7,

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance

R R R R R R R R R R R R R R R R

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/O bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/O bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

CiscoISEEEEIA Za—hI o DRE<T YV JY—ADF vy

Cisco ISE DA > A h— L L ITIERIRIC . HEIA = a2 — O~ DY V—R % F = v
TEETL

KDEHIZ, CLI T A7 U WNRFEREINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)
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Linuxkvm ]

KHIF—ZMHEH LT[ AT La2—FT 4 VT4 (U7 V—)) (System Utilities (Serial
Console)) | F7X [V AT L2x—FT 4 VT 4 (F—AH— R/E=%—) (System Utilities
(Keyboard/Monitor)) ] Z3R L C, Enter ¥ —% L £9, ROWENFERINET,

Avai

* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk
* Kk Kk Kk

* Kk Kk Kk

Linux KVM

lable System Utilities:

Recover administrator password
Virtual Machine Resource Check
Perform System Erase

Quit and reload

r option [1 - 3] g to Quit

VY —=2%&F =2y 74HI20F, 22 AN LET, ROXS BB FERINET,

*

* Virtual Machine host detected..

* Hard disk(s) total size detected: 600 Gigabyte
* Physical RAM size detected: 16267516 Kbytes

* Number of network interfaces detected: 6

* Number of CPU cores: 12

* CPU Mhz: 2300.00

* Verifying CPU requirement..

* Verifying RAM requirement..

* Writing disk partition table..

KVM {R28{tF v

KVM A8 kiciZ, A~ A b7 et v¥ (Intel 7ot vV OE4E1% Intel VT-x, AMD 7’12t v

D
x|

AL AMD-V) 5O R— FBMETT, KA FTH—IF I U1 FU &
cat /proc/cpuinfo 2~ > REZ AN LET, vmx £72idsvm 7 7 IV BRRSNE T,

Intel VT-x DIFE

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology
nonstop tsc aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds_cpl vmx smx est tm2 ssse3 cx1l6 xtpr pdcm pcid dca ssed4 1 ssed4 2 x2apic popcnt
tsc_deadline timer aes xsave avx lahf 1lm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

AMD-V OH4E

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse
sse2 ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

oo 2 f—LiEE ]
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B «wm~ociscolsEn >z F—L

KVM ~® CiscoISED 1 > X b—)L

ATy

ATy T2

ATvT3

ATv74
AT975

ZOFNETIX, RHEL IZ KVM Z/ERK L, % Z I Virtual Machine Manager (virt-manager) % fif
L TCiscoISE A > A b=/ T B HFEIZONW TR LET,

CLI T Cisco ISE HAZER LIHAIL, RO KD pa~vr REATILET,

#virt-install --name=kvm-isel —--arch=x86_ 64 --cpu=host --vcpus=2
--ram=4096

--os-type=linux --os-variant=rhel6 --hvm --virt-type=kvm
—-—cdrom=/home/admin/Desktop/ise-3.x.0.x.SPA.x86 64.1iso
—-—-disk=/home/libvirt-images/kvm-isel.img,size=300

--network type=direct,model=virtio,source=eth2,source_mode=bridge

ise-3.x.0.x.SPA.x86_64.is0 (% Cisco ISE ISO A A — DA FITY,

188 BRI
o—H)L AT AT CiscolSEISO A A—Va Xy ra—RLET,

virt-manager T, [#H New) 1227 U v 7 LET,
[FRE AR~ > > DIERK (Create a new virtual machine) |V 4 > RUNFRINET,

[@—HNA VA R—)V AT T (ISO AT 4 7 £721%X CDROM) (Local install media (ISO media or

CDROM)) 1227 U w7 L. [#1T (Forward) 1227 Vv 7 LET,

[ISOA A —V %Al (UseISOimage) |47 ar RE %27 U7 L, [BH (Browse) |27V v 7

LT, B—H)V VAT ANLISO A A—VEFIRLET,

a) [V ABN—IAT 4 TIZHAE 0SS #HENIIZKHE (Automatically detect operating system based on
install media) | F = v 7Ry 7 A% A 7IZLTOS XA 7L LT [Linux] BN L, $F-— ST
V% Red Hat Enterprise Linux D/3— 3 > 23R LT, [#t/T (Forward) 1 %227V v 7 LET,

RAM & CPU ORREZIEIR L, [#iT (Forward) 1227V v 7 LET,

[Z O~ Ak LTA ML —2%G802F % (Enable storage for this virtual machine) ] F =~ 7 7R »

JAEF AL, ARL—UREERRLET,

a)  [EEGETIIMOBEF A N L— U &I (Select managed or other existing storage) | 47 =3
RN w7 LET,

b) [ZH (Browse) |27V v 27 LET,

c) Mo [A ML —TF =/ (Storage Pools) | T B — g XA UT, [TAAT T 7 A IV AT
LT 4 V7 h U (disk FileSystem Directory) 1 &7 U v 27 LET,

d)  [FHEARY =—2 (New Volume) 127V v 7 LET,

[A L —UR Y 2— ADOFERK (Create storage volume) 1V 4 > RUMNFRINET,
e) AML—YRYa2—LDL4RTEANLET,
f) [Z#4—~> bk (Format) | KRy 7 X7 URARND [raw] ZER L ET,

g) HWARF¥ VT 4EANLET,
hy [T (Finish) 1%27 U > 27 L7,

B zoto1 o R F—LiES
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KVM ~ ) Cisco ISE DA > 2 b—1L [

i) ERR LAY 2 — 2% 3R LT[R U =2 — LD (Choose Volume) ] ZIEIN L £7,
1) [#t1T (Forward) 1 %727 U v 7 LET,

[f > A b — VBHRAETOMEFR (Ready to begin the installation) ] i 233K SV E T,

AT T6 [ A M—IVENCHER A 1 A %~ A X (Customize configuration before install) | F = v 7 KR 7 A& 4
ZLETS

ATy F1  [FERAT T 2 (AdvancedOptions) | T, 4 V' F—T = A AD Y —AL L Tmacvtap Zi&R L, [V —
A FE— K (Sourcemode) | kv 77X UARNT[Z U v (Bridge) | Zi®IR L, [52 T (Finish) 1%
7y 7 LET,

a) (FFvayv) [»~—FKu=T%iBM (AddHardware) | %27 U > 7 L CGEI® NIC 23800 L £,
Xy hU—27 V—Z & LTmacvtap, 7 /31 A E7T /L& LT virtio RN L 7,
b) [T (Finish) ]2 U 27 LET,

AT w78 [Virtual Machine] [ C7 4 A2 7 /34 2% L, [Advanced and Performance Options] @ F TR DA 7
TarEBIRLT, [Applyl #7 V v 7 LET,

J4—ILF =}

T4 A2 /XA (Disk bus) VirtlO
¥ v =2 E— R (Cache mode) none
10 E— K (IO mode) native

ATv 7T [ A =Btk (BeginInstallation) 1% 2 U v 2 L CKVMIZ CiscoISE %A > A h—/L LE T,
CiscoISEDA VA =)L T—F A= —NEKRINFET,

ATFYTI0 VATATa LT RT, 1EANLTE=HA—LF—R—FR—F2@EIRTEn, 2L AL Tar Y —
JbAR— N &R L., Enter L £9°,
A VAR=TFN, VM~DCiscolSEY 7 "I =T DA VA M—VEZBMBLET, AV A =L FatA
PETTHE, ar Yy — LU FRRARINET,

Type 'setup' to configure your appliance
localhost:

ATYIN VAT ATaYT NT, setup EAJIL, Enter 2L E T,
Ty N7y T U P RRERRSN, V4 P — Rt TR EZ FEITLET,

oo 2 f—LiEE ]
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\)

((¥)  Ubuntu Linux KVM |{Z Cisco ISE % A > A h—/L 95 & X2, VM & XML 7 7 A /L (vepu 1§
WOT) IZROTFA NEBNT50ER’HY 3, £ 95 LRV E, [AboutISEand Server] 7
VRIICV Y TARENE LS BRINEE AL

<sysinfo type="smbios">
<system>
<entry name="product">KVM</entry>
</system>
<baseBoard>
<entry name="product">KVM</entry>
</baseBoard>
</sysinfo>
<0S>
<type arch="x86 64" machine="pc-g35-6.2">hvm</type>
<boot dev="hd"/>
<smbios mode="sysinfo"/>
</os>

Microsoft Hyper-V

Hyper-V T Cisco ISE R~ L > DERL

Zok7 v a TR HILWEE~ U DIER, m—v T4 A7 D ISO A A — T DIRAR
CD/DVD R7A4 7 ~D~ v 7 CPURKEDHE. L Hyper-V ~0 Cisco ISE DA > A
=D FEERILET,

\)

(GE)  CiscoISE TiL, ~/LF A 1/O0 (MPIO) OfFERIZIYA—FENEHA, LEN-T, VM T
MPIO ZfEf L CWAHBE, 4 A b—Lidki L E 7,

1R BHHIIZ
Cisco ISEISO A A —T %, ciscocom MH A —H )NV AT AIZ 7 a—RKLET,

ATvT1  HAR—FEN TS Windows —/3—@ Hyper-V v X — v Z B L 7,

B Zoho1 2 bt
I
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ATy T2

KX 3:Hyper-VI#—> v 22—l

File Action View Help

Hyper-V T® Cisco ISE {X

RO T |

«=|F B[E

23 Hyper-V Manager
Ha WIN-NGAETKS8QUR

WIN-NGAETKS8QUR I.A.cm

Virtual Machines

-

MName State CPU Usage Assigned Memory Uptime
No vitual machines were found on this server.
< [
Checkpoints
No virtual machine selected
Details

No tem selected

<

| win-nGAETKSBQUR

New
E“a Import Virtual Machine...
Hyper-V Settings...
1 Virtual Switch Manager...
) Virtual SAN Manager...
¢ Edit Disk...
E Inspect Disk...
@ Stop Service
75 Remove Server
(4 Refresh

View

E Help

VM AANEE7 Y w7 L, B

(New) 1> [{lA8~ > (Virtual Machine) | DIEIZZ U v 27 LET,

zotn4 2 h—utER ]
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. Hyper-V T® Cisco ISE {x8~ > > OERL

B 4: 5L MRET S DR

Wi Help
v | -
B e | WikNGAEKsaaUR
[ New » || virual Machine... | |
Import Virtual Machine... Hard Disl-z... et Moy | ptime || - :\'e"" . 4
Hyper-V Seftings... Floppy Disk... mport Virtual Machine..,
Virtusl Switch Manager... o Virtlial machines were found on this server. Hyper-V Settings..
Virtual 54N Manager... FI Virtual Switch Manager..
Edit Disk... ‘l Virtual SAN Manager..,
Inspect Disk.. L A Edit Disk..
Stop Service E Inspect Disk...
Remove Server @ Stop Service
Refresh Mo virtual machine selected x Remove Server
View 3 T3 Refresh
Help View »
\ H Hep
Details
No item selected
<| m | [>]
Displays the Mew Virtual Machine Wizard,

ATFY T3 [k~ (Next) 1227 Vv 7 LTCVMREREEDAZ~A ALET,

FOtDA 2R F—)UIER
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5: [New Virtual Machine] 9 « +— F

a New Virtual Machine Wizard =

K [ Before You Begin
LY

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel |

ATy T4 VMOLRIZEANL, (7Y arT) VMEBRIET DR D RAEBEINL T, [k~ (Next) ][22 U v
7 LET,

ZOMOA 2R F— LR
|
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6: ZFEGFTDIEE

e New Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
| < Previous | | Mext = | | Finish | | Cancel |

ATY s [Yzxrl—v =31 (Generationl) | A7 ar RF L E7 Vw7 L, [k~ (Next) 1227 Vw7 LE
ﬁ—o

W52 #ARD ISE VM 1B+ 258135, VM RED [E¥F =27 7 — b (Secure Boot) | 473 3 o & %)
W LET,

B zoto1 o R F—LiES
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7:ERDEE

a New Virtual Machine Wizard =

K I Specify Generation
T

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (®) Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

Connect Virtual Hard Disk PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

ATYT6 ZOVMIZEID LB THAEVOEEFELT (Bl : 16000 MB) | [k~ (Next) 1227V v7 LET,

ZOMOA 2R F— LR
|
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H8: AEYDENYHT

~ New Virtual Machine Wizard x|

[ F Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) .ﬁ. When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

| < Previous | | Next = | | Finish | | Cancel

ATYTT Ry U= TETZERRLC, [k~ (Next) |27V v 7 LET,

B zoto1 o R F—LiES
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Hyper-V T® Cisco ISE {x18< > > DIERL .

B9: 1y bT—F LT DEE

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cance |

ATy T8 [T 4 A2 OVERL (Create a virtual hard disk) 1|47 a > RZ %27 U v 27 LT, [k~ (Next) | &
70 w7 LET,

FOtDA 2R F—)UIER
I
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oL

Before You Begin

Spedfy Name and Location

Specify Generation

Assign Memory

Configure Metworking
Installation Options

Summary

2004 R b—LiER |

MNew Virtual Machine Wizard

Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an opera
storage now or configure it [ater by modifying the virtual machine’s

(® Create a virtual hard disk

Use this option to create a VHDX dynamically expanding virtual

Marme:

Location:

Size:

ise-vml.vhdx

C:\Wsers\Public\Documents\Hyper-vVirtual Hard

300

GB (Maximum: 64 TEB)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either Wt

C:\Users\Public\Documents \Hyper-vVirtual Hard

() Attach a virtual hard disk later

Use this option to skip this step now and attach an existing wvirt

< Previous Mext =

RARTwT9  [T—HTNCDDVDIRHLANXL—TF 4 VTV AT KA A h—/L (Install an operating system from a
bootable CD/DVD-ROM) | 247> a v R¥ %7 ) v 7 LET,

B zoto1 o R F—LiES
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a) [A7 47 (Media) |=UT7Mnb, [ A=Y 77 A4/L (iso) (Image file (.iso)) | A7 v a v RH¥ v
7 Uy 7 LET,

b) [ZBM (Browse) 127 U > 27 LT, B—H/L T AT ADLISEISOA A —V%ER L, [k~ (Next) ]
7 Vv LET,

ZOHMDA VR F—ILIER .“
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M:AVRA =L FTay

L= MNew Virtual Machine Wizard
. |r Installation Options
Before You Begin You can install an operating system now if you have access to the
later.

Spedfy Mame and Location
e ety () Install an operating system later

Assign Memory (® Install an operating system from a bootable CD/OVD-ROM
Configure Metworking Media

Connect Virtual Hard Disk

(8] Tmage e (iso): |C-USOlise-3 % 0 xxx SPA X8l

SUMMaEry

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation

< Prewvious Mext =

ATYvF10 [T (Finish) %27V v 27 LEJ,

B Zoho1 2 bt
I
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12: BRRIRE~< > > (New Virtual Machine) ]™9 4 F— FD#& T

~ New Virtual Machine Wizard
5 |r Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the Mew Virtual Machine Wizar

following virtual machine.
Specfy Mame and Location g

Specify Generation Description:
Assign Memaory Mame: ise-vm1
Configure Networking Generation: Generation 1
_ _ Mermory: 4096 MB
Connect Virtual Hard Disk Netwaork: Cisco 1GigE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents \Hyper-viyirtu

Operating System: Wil be installed from CAISOVise-3.x.0.xx

< ]

To create the virtual machine and dose the wizard, didk Finish.

< Previous

Cisco ISE VM 73 Hyper-V [Z1ER SV E T,

ZOMOA 2R F— LR
|
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B3 #HLIMREY S D OERTET

File Action View Help
aadicolL)
3 Hyper-V Manager WIN-NGAETKSBQUR | Actions
[ WIN-NGAETKS8QUR | ~
Virtual Machines New y
Name - State CPU Usage Assigned Memory Uptime Import Virtual Machine
L
E ise-vm1 Off .
7 Hyper-V Settings...
T Virtual Switch Manager...
& Virtual SAN Manager...
< n & Edit Disk...
Checkpoints G| & inspect Disk..
@ Stop Service
The selected virtual machine has no checkpoints X R 5
emove Server
T4 Refresh -
View 4
H Hep
ise-vm 1 |sevmd %
=i Connect..
Startup Memory: 4036 MB Assigned Memory: i"_'l Settings.
Dynamic Memory: Disabled Memory Status:
@ start
§3 Checkpoint
2* Move.
el Export..
Summary‘ Memory |Nswnrkjng | Replication ‘ Eﬁ Rename...
<] [T | »]]| G Delete.. v

ATYTN VM AZBERL, VM ORELREL £7,
a) [7'mtvY¥ (Processor) |Z®INLET, KTty EEATIL (Fl:6) . [OK]Z27 U2 L
\i—é’—o

B zoto1 oz F—LiEE
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14: VM ERE DRSS

Hyper-V O Cisco ISE 87 v > 0 tEr ]

| ise-wvmnl hd | 4 P G
% Hardware L~ R Trrresrr
*ﬂ Add Hardware
v You can modify the number of virtual processors based on the number of processors on
i Blos the physical compurter. Y jso modify oth trol setti
Boot from CD e physical computer. You can also modify other resource control settings.
i Memory Mumber of virtual processors: ﬂg
4096 MB

£ R Processor
2 Virtual processors

= [Ell IDE Controller 0

[# =& Hard Drive
ise-vm 1.vhdx

= i IDE Contraller 1
% DVD Drive

£ 5CSI Controller
= [H] Network Adapter

T com1

Maone

T comz

Mone
Diskette Drive
Maone
& Management

ise-2,2.0,320.NOT_FOR_R....

Cisco 1GigE 1350 LOM - virtual ...

|| Name
ise-vm1l

| Integration Services
Some services offered
13| Checkpaint File Location

%é Smart Paging File Location

I Automatic Start Action
Restart if previously running

C:\ProgramDataMicrosoft\Win. ..

C:\ProgramData\Microsoft\Win. ..

b

Resource control

You can use resource controls to balance resources among virtual machines,

Virtual machine reserve (percentage):

Percent of total system resources:

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

] lelg] |- L)

ok || concd || ey |

ATw 12 VM ZEIR LT [B (Connect) 1227 Vw7 L, VM a2 Y — LA B LE9, [BI4h (start) [ ARZ
%271 v 27 LT, CiscolSEVM ZA 12 LET,

ZTOMDA VR b—ILIER .
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15: Cisco ISE VM DEEE)

0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

CiscOISE DA VA h—)L A= a—NFERrENET,

B zoto1 o R F—LiES
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16: Clsco ISED A A b—J)L A =a—

iy 1Ise-vm1 on WIN-NGAETKS8QUR. - Virtual Machine Conne

File Action Media Clipboard WView Help
S 0O@WO@O NIk b

Uelcome to the Cisco Identity Serwvices Engine Installer
Cisco ISE Versiom: XXX XXX

vailable boot options:

[1] Cisco ISE Installation (Keyboard-Monitor)
[Z] Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Keyboard-MHonitor)

[4]1 System Utilities (Serial Console)d

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <Enter>.

Status: Running

ATFY 13 F—AR—RFRLE=F—%FEHLTCiscolSE Z# A > A2 h—1T5121%, 1L AT LET,

ATvF14  (CiscoISE U U —R 322D A H) Hyper-V (Z Cisco ISE %A > A h—/L L7=#, /X7 CSCwf02093 D
Ry bRy FEAf A R—LLET,

ROBFINOR Y by FaFyrm— R TEET,

I oo 2 f—LiEE ]


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf02093

2004 R b—LiER |
B tos07gnevazuy

https://software.cisco.com/download/home/283801620/type/283802505/release/HP-3.2-CSCw{02093

a) CiscoISECLIZu 2 A > LET,

b) WOa~y REFATLT, Ay My TFEEHAT LN FLvEzAf oA =L LET,
application install ise-apply-CSCwf02093 3.2.x patchall-SPA .tar.gz <Repository Name>

GE) By PRy FDOA LA F—LFUZ, W ONDTT—NEREINIBEENHY 4, =
NoEOTT— TP LT, £ A M= ZFHITTEET,

c) Fy MRy TFRIEFIZA A M—/LEI7= 5, Hyper-V EBEl 22— /LT reset-config 2~ K& &
TLTC.IPT RLR/ARTIF—F e, RA NG, RAA 4. DNS H—,8—_ NTP H—/3—
REOXRy NU—IREZXZ VY FLET, ZOa~r RTlL, CiscoISE DRETFT—XI1TV v b

SNFEH A,

GE) Hyper-V FHl =1 > ) — /L C reset-config 2~ > &R TTH2MERHDH 2 LIZHERELTL
TEEWN,
application reset-configise =2~ > RIFEA L2 T 728 (fF RS a~v 2 RT
)

/N7 CSCwh83334 % [E#ET B 7201, Ry My FREFIIA VA h—/LEINDHIIZ, B
JND CiscoISE A v Z—T 2 A AGH ALV A =)L LN EZBEIDLET,

d) MEREY N7 v 7 OFMAE AT LT, reset-config #f{EL5ET LE T,

taAyF JOESa =Y

tuekxyFraeya=r7 (ZTP) X, FEIT AL LT CiscolSE DA A h—)b /Ny F
WH, Ry Py TFEMA, A7 TANT 7 F Y Y= A0 BELT 5. TR0
TavrTa= T AN=ALTT,

ZTP %, CiscoISE U UV —A 31 LIETHATEEd, ZTP TIIRD 2 -oDA T v a V&M T
=FT,

« Mapping .imgfile : ZOHEE, KB~ > (VM) OBHEBA VA M= T I7A4 7

A, BEROVAA VA R—LTHR—bSnET, RA R, IPT RLA PRy b~
A7 PT 74NV =K T7=A, DNS RAL Y, T4~ 3—LH—sN— NTPH—
N— VAT AEA L= SSH, =P —H NRAT—=RRED, WHEANRTA—F %
HETHMENRDY £7, IPv6, Xy F Fy hXvF =R UAKRTY U OFEMAR
EDOF T a R TA—ZERETEET, >N, ZTP =27 4 Fab—
var A A=Y Ty AN EBRLTIEEN,

B zoto1 o R F—LiES


https://software.cisco.com/download/home/283801620/type/283802505/release/HP-3.2-CSCwf02093
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh83334

| zoto( >z F—LiEH
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\}

(E)  Microsoft Hyper-V T, ZTPIZ .img 7 7 A V&2 TX R A,
F 72, Microsoft Hyper-V i, .so 7 7 A /L &M L TH 2 R
VM ZAERT DB D D £

VM 2—H—F—4% : ZOHEF, OVABLXO VM OHE{ > A h—LTHR—-FrZh
TWET, ZOFHEE, 22—V =T —FNRREINTVDIHEFICTYAR— S, FA B
L. IPT LA, PRy h~AZ IPT 7NV 7 —=FT A, DNS RKAAL LV, TTA
< U R— AP —"— NTP H—_—, VRAF LA LY —> SSH, o—HF—4 . <%

T— R0, MHENRTA—FERETHLERHY 7, IPv6, Ny T, Fy MRy
F. P—ER, URISNIOFHEMREDF T a0 R_TA—FHLRETEET, Mo
WTIE, VM a2—H%—7—% ] 25 L TIEI0,

N

GX) *ZTP 7 e AHIIA VA b=V OEITRILE b T v 7T 2I2F, VM ET T TA4T A0
WHT DT hAary ) —LvEANCT20ENDY £,

ZTP a7 4 Fal—val A A=Y 77 A NVDBNLETY,

ZTP # N L TCCiscoISEA2 7R E Y a=r 7T 588, D250 7 i EHT
EF7,

'/\Eﬂi?h_wunEODE%EE
s Bl DT T A L NAT — RO

)

(G¥)  TFTP. HTTP. HTTPS. BLUXNFS UKRY rVUIE, ZTP 72— —#BL LT, CiscolSEIZA v
MRy FELXONYyFEAL VA=A TEHEDICTR—FEINTWET, ZTP 7 v —HIZEK
SN2V ARY RUIE, CiscoISEGUI 22 HITERR B TEEHA, ZTP 7 AN b
DIRY NI EBERATCE, ORIV RY SN VICELT 78 A (22— —4//RAT— K
72L) DMETT,

ﬁkﬁ?#’ m&dﬂbﬁ%ﬂi

2—HE, A% — %ZTP3-'13/7/(5?;1/“—“/53/77/]’/1/1ij|]?‘52§§<&1 INBRF—FR
uﬁ%ﬁﬂﬂbfuwﬁf%éiD IRV ELE, ARF—ICEDIEEZ AT DL, NAT—F
N—2Da—P—FFENENI D £, /.&F'aﬁﬂF*—umuiEfjJ ABFNOTHEGICTE E
-g‘o

IRAT — RR—Z2OFEFIZ KT 121%, Cisco ISECLI THRD i~ REFEH L ET,

conf t
no service sshd PubkeyAuthentication

ZOMOA 2R F— LR
|
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ZDawy ROFEMZOWTIR, T O Cisco ISE /S— 3 U IHH9 5 [Cisco ldentity
Services Engine CLI Reference Guidell @ [Cisco ISE CLI Commands in Configuration Mode | D
WZEEND [Service] D7 v arEZBHLTLIEEN,

N

GE) AV ABN—VHNZ ZTP A A —T 7 7 A WVIZABF— 2 & TR0 AT, servicesshd
PubkeyAuthentication =~ RZEITLARNWTLEE, Z0a~vwyr REeFET35H L, /(R
T — RR—Z2DOBFEN SN 72 0 | Cisco ISE FMEF—ZFEH L Tr s A THEBELE
T ZORBENEAELTGEIE, 2 Y= AR —F2H L TCiscoISEICr 7 A L, RE
RS ERH Y £,

ATV TN =R =T BT TV r—va VEMBH LT, A ERED RSA F—XT ZERLET,

ATv T2 AR LEARS—%2ZTP a7 4 X2l —val A A=Y 77 A VOMERICE D ET,

ATwF3 ZTP #fiH L T CiscoISE 1 > A h—L L £,

AT T4 AR LTMES—%2MH L TCiscolSEDCLLIZR A LET, ROa~vwy REMHL T ZE,

ssh -i <path to private key> <username>@<ise-ip>

THT, R —A M LT CiscoISE @ CLLICEFIZu /A4 o TEXAH LT E L,

EOAYA IINRT—KOLTE

Cisco ISEGUILIZHI®HTu s A 35 &, ZTP ZfEH L T Cisco ISE W IEFIZA A h—/L &
TRBIZNRAT—= &2y T L9IKROLNET, iU, /NAT— R ZTPHERKA A —
VI 7ANMIT L= T FANTRESN TS TY, ZOEEIX. ZTP 241 L T Cisco
ISEZA VA RN—NTHLEXIIT 74V NTHNIRY 7,

RE<TUTOESA VA =L
ROV 7Tv7 v ar TR, VM TOREA X b —/LZHOW TR L E 7,
WOBREIL, TRTOFL T L IANAN— R PFITHHINET,

* VMware

* Linux KVM

* Microsoft Hyper-V

* Nutanix AHV

B Zoho1 2 bt
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ZIPaYT4F¥al—avAA—Y IrALEEALERET v Toas(s R t—L ]

ZTPa 74 FXaL—2a3o A A= D74 ILEFERL-RETSOTOEHESM VX

k—IL

ATy T

ATy T2

ATvT3
RTv74
ATy TH

ATy T6
ATy T

ATvT8
ATvT9
ATv 710

VMware 7 74 7> hMca 7 A4 LET,

GE) BEAED VM RENH D BT, AT v 7 210ER, AT v 76 £ THITLET, HTLWV VM
%E®%@ﬁ\ﬁ&27/78 M ET,

B~ % BIOStE Y b7 v 7 E— RIZT 57202, VME4A27 Y v 27 LT [REDHwSE (EditSettings) ]
7y LET,

(A7 2 (Options) | #7 %27V w27 LET,

[7— hA7 2 (BootOptions) | %7 Vv LET,

[BIOSO ##ifil5% & (Force BIOS Setup) ]Ik C[BIOS]|F = v 7 R v 7 A% A2 LT, VM EEIFFZ BIOS
BOEEEICAY 9,

GE) 2TBLLED GPT/S—FT 4 v a &7 —’T5I21F, VMERED T —hE—RT77—2 U=
7 % BIOS/) 6 EFI IZERETHMEERHD 9,

OK] %227 Uv 7 LET,
HA L= BIOE LW — MEFD BIOS/EFLIZERE SN TS Z L2 MR L ET,
a) VM OERNA N> TWEHEEIT, VAT LAOERE A 7ICLET,
b) VM4 lzLET,
VAT ANBIOS By b7 w7 E— RIZRD ET,

¢) [BIOS] A ==—T, KHIF—%MEH L C[HA & FZ (Dateand Time) ] 7 4 —/V RIZBE) L. Enter
EHLET,

&) 54D B AT LEF
ZDHEA LY —VOFREICLY, T7RA A MREICBIT2IEIER//— RO LR — F
0y BIXORAF Yy 2=V hOur Ty AR, ZFALAZ T THEICEMIND LI
U i‘a‘o

e) KHIF—ZMHEALTLHE) (Boot) | A== —IZBHE L, Enter Z#H L £,

f) REIF—%M LT, [CD-ROM K71 7 (CD-ROM Drive) | Z#&K L, + Z## L CCD-ROM K7 A 7
ZIEF O BE L E T,

g) KAIF—ZMHLTHET (Exit) | A==2—IZBHE L., [EELZRMFL THKT (ExitSaving Changes) ]
I L E4, (Enter ¥—F 7213 Return ¥ — %2 L CEINEEAZEIRL E4)

h) [EV (Yes) 1 Z#@IRL CEFEZMRFL, KT LET,

CiscoISE V¥ 7 F 7 =7 DVD % VMware ESXi "2 kD75 4~ 1 CD/DVD RJ A FITHAL £,

ZTP a7 4 FXal—var A A=Y 77 A VAt % CDDVD R4 ZICHHALET,

VM Z 4 2 LT,

DVD OFEIEE, 22 Y —LITIERD A v E— U RFEREINET,

oo 2 f—LiEE ]
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B orooo a3 1 A—S o7 A LEERALERET L TOETA VR F—L

ATy TN

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

GE) CiscoISE3.1 LIBETIE, 7 — b A7 a2 ANETICEnter 2L CH, N—FKT 4 AT A
TrvarEFALIEA A R—NME NI T—ENEFA, RDVIZ, ZTPAR M) T—ENFE
TO

BHRSME 2T L CWABEEA, 150 P%Ic 7 — b7 v 7 AN HBIRICHRE SN E T,

GE) CZTP I VT Na sy Y — &N L CORBNET D720, f A R—Amrl v 7 a
U= EN L TCOIRE=L—TEET, By N7 o7 Fa 7 MRFERIN-BIT.
VM a2 Y — e —TEET,

e CiscoOISE—E 2 ZBHtE L7-%. CD/IDVD 6 ZTPHREA A —V T 7 A )V E FE T
v MEBRT AMLENRH Y T,

By N7 T IS ZTP ZIERHT5121E (ZTPidk Yy v T v 77 a P ERFRINDHET
F—R—FEEHALTETLEY) . KOFIEEZETLET,

.Yy N7 7ETCiscolSEZFEHTA LA —NL (F— A ar1FHF2%56H) . FEEo
FIETHHAENTWERT v S TZTP RIEA A= T 7 A VEER L £,

2.VM OERZEZF7IZ LT, ZIPHREA A — T 74 /V% CD/DVD R4 71~y 7 LET,
3. VM OEREHRALET,

vy N7 v FOEEMIL. CD/DVD RS54 I~ v B T ENTWAZTP 2y 7 4 X2l —Yary 774
APLEEEINET,

FSIOWNYa—TFTa2T
M img 7 7 AN~y BV TETICVMOBEIA VA R—AB Y H—3nbd &, 1508
BIZA VA M= ADBK L TRO A v =V BRRENET,

**xxx* The ZTP configuration image is missing or improper. Automatic installation flow
exited.
**xx* power off and attach the proper ZTP configuration image or choose manual boot to
proceed.

R - O T — A vbe—F, YU T ALY — L TORERIN, VMY Y —/L Tk
FRENEHE A, CiscoISENTTICA VA M—/LENTWAEEIED VM TZ ORIEN A L
A, N RTF A AZIFZORETE T A —~y bEREFA, BEOVMIZ, ROZAT v
TEFETLCEETE £,

I.VM &4 712 LE,
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VM 1 —H—

ATy T

ATy T2

ATvT3
ATy T4
ATy TH

ATvT6
ATy 71

W 1——F—4 £EALEET v Toas( VR b= ]

2.VM A I LET,

3.A T arsEMLT, 150MLANICA—RT o 27 0n0EEIL, BEFO VM 22— KL FE
TO

e : a7 4 X2l —2ay 7740 TOR Yy N7 v 7OEMBEN 285, ZTP DA v
A2 R —/EIL L, VM I Y —LIZIRD A v E—URNFEREINNET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

Y a—=ay

1. BN st 2 & e LUWMERK .img 7 7 A V2 ERR L 9,
2.VM O&ERZA7IZLET,

3.HLWAR A A—T% CD/DVD K7 A Fli~ v B 7 LET,
4. VM OERZHEALET,

AVA M= MTEY VT v I LBRBENET,

FT—A&FRALERETLVTOEEA VR F—IL

VMware 7 74 7 Mna 74 LET,

GE) BEFED VM RERN D DGEIL. AT v 7 210#ER, AT v 7 6 ETHATLET, HLWL VM
BREDOHEAIT., HERT v 7 8 IR F T,

A~ % BIOStE Y N7 v 7 E—RIZT 57D, VMZLZ7 Y v 7 LTREEDMEE (EditSettings) ]
7V w7 LET,

[A 72 (Options) | #7 %27V w27 LET,

[7— kA7 a2 (BootOptions) | %7 U > 7 LET,

[BIOS D ##iifil7% & (Force BIOS Setup) ] f#E C[BIOS]F = v 7 R v 7 A% 42 LT, VMEHIFIZ BIOS
BOEEEIZAY 57,

GE) 2TBLLED GPT R—F 4 ¥ avd 77— 51213, VMBED T —E—RT77—AU
7 % BIOS/) 5 EFI (CAETALERH D F77,

OK] %227 Uv 7 LET,
AA DS = BIOELWT— MEFA BIOS/EFIICHRESNTWAS Z L AR LET,

oo 2 f—LiEE ]
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B wov—FszgmLLEER v TOBBA VR =L

ATy T8
ATvT9

ATv 710

ATy N

a) VM OERNAF AR THWDLHEEIL, VAT L2OEREA7IZLET,
b) VM &4 IZLE7,

VAT ANBIOS By b7 v B— RIZR D £,

c) [BIOS] A==—7TC, KHIF—%ZHEH L CT[Af&KZ (Dateand Time) ] 7 4 —/L RIZBE L, Enter
L ET,
d) XMLV —rEATILET,

TDHA L —VDREILLY, 7704 A MREBICBITAIEIFER/ — LD LR -,
ny, BIXORAF Yy === hoad 77 ANN, FALARZ LT THIZEHEND L HITh
D FE9,

e) KHEIF—ZMHEHALTEE (Boot) | A==—IZBE L. Enter 2 L £,

f) REIF—%M LT, [CD-ROM K71 7 (CD-ROM Drive) | %R L, + Z# L CCD-ROM K7 A 7
AR ORI EE L E T,

g) RHAIF—ZFHEHALTCHET (Bxit) |A==—IZBBI L, [Z£E%2R(F LT T (ExitSaving Changes) |
%I L F 9 (Enter £721X Return F—% ML CERZMEELET) .

h) [IZV (Yes) 1 #8R L CEEZRIFL, KT LET,

CiscoISE Y 7 F 7 =7 DVD % VMware ESXi "X D75 A4 <V CD/DVD R A4 FIHEALET,
VM —H—F =247 a U EFRELET,

GE) img 7 7 A /L& VM =W —F —Z F 7 3 VO STN VM TRESNTVWELEHE, 22—
P—F— B F T g U NERENET,

VM Z#F N2 LET,
DVD OfEEEE, o Y — VRO A v —URFERINET,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

Gx) CiscoISE3.1 LIETIL, 77— hA 7 v a B ANEFITEnter 2 L TH, N—KT 4 AT F
TarvEEHALIEA A M= E NI T—EhERE A, RDVIZ, ZTP R M) T—3E
7,

BIESRE 272 L TCWAEA, 150 BT — T v 77 av AR EERICEEBE S NVE T,

Gx) «ZTP I VTN ay ) —La N L TCOHEMET A2, A VA=Al by T7a
VI ENLTORE=HF—TEET, By NT v 77 a7 FRFERINTHKRIT,
VM oV —AnbE= X —T&EET,

e CiscoISE—E 2 &Pt L7-% . CD/DVD MO ZTPREA A= 7 7 A NV FEH T~ Y
v NMERT AMLERH D T,

B zoto1 o R F—LiES
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77547 2~0am 1 2 t—1L [}

Yty Ty Tar 7 G ZTP 2IERAT5121E ZTPidky v T v 77 e 7 v RERENDET
F—AR—REHEHLTETLEY) . ROFEEFEITLET,

1. VM OERZ A 71T LET,

2. Fitoa—H—F =247 a v ERELET,

3. VM O&ERFEZ ANET,

Ty Ty TOFEMIL. VM AT T a U BEIRESNET,

ST a—Fa24
ME . 22— —F =X 4T a N RREDFEMN AT END &, ZTPDA A h—)LR
EIEL, VM 2> Y —JUZIRD A v E—UNEREINET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

Vi )a—ar:

1. VM OFERZ 4 71 LET,

2.EBNIRT = Ca—F—T — X OFMEEH L ET,
3. VM OEJRZRAL £,

AVA M= MTEY VT v I LBRBENET,

TFISATVANDEHA VR =)L
WOHETIE, TTI7A TV A~ODHENA VA M= LIZOW T L E 7,

ZIPA2 74 FaLb—2a3 v A A—CI7ANERRLETTSAT7VATOERA »
A k=l

ATYT1 SNSTTIA4 T RCR T A LET,

AT T2 A NOERZY £,

AT 73 [6tE (Compute) > ') E— FEHE (RemoteManagement) |>[{RE AT« 7 (Virtual media) ] DJIEIZE
RLET,

I oo 2 f—LiEE ]
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B oroo a3 =S D7 LERRALET IS4 7R TOEBA VR b=

ATFYw T8 CiscolSEY 7 7 =T ISOBLIONZITP2 L 7 4 Fal—al A A= T 7 A V%E, 74~ 1 CD/DVD
KZA47&vh &Y CDDVD K74 7~y 7 LET,
ATV TE RRANOEBRELICLUET,

TITIAT UV ANBEERTHE, ar Y —/VITROA v E—VURRRINET,

Please select boot device:

[1] Cisco ISE Installation (Keyboard/Monitor)

[2] Cisco ISE Installation (Serial Console)

[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Cisco ISE Installation Through ZTP Configuration (Serial Console)

ATwT6 150 Biglc, AHESENHT-ENS &, BT o ANHBIRIZHBEY £9,
G¥) «ZTP I, RBAT 4 T H N LTDOHSNS T 7 T4 T o ATEHIELET,

ISO 7 7 A NE~ v BT BRI, img 7 7 A NVERIEAT 4TI~ vy B ST HNE
B FET,

ZIP XY V7 hay = E N LCEMET D720, A A h—na 3y ) 7oy y—
NERNLTORE=F—TEET, alid, By N7y 7 7ar 7 NRERINTRIC
KVM a2V — )G =X —TEF9,

T IITAT UV ATOHEA VA F—/UE, img 77 ANV TOHYR—FINET,
Ty Ty T TR T EMBZTP 2RI LIS (By by 7T u T EREFREN LT THF—A—F
AL TZIP ZFTLET) ( RORT v 7 ZF4TLET,

.Yy b7 v 7ETCiscolSEZFITA U A b—L L (F—bF7 Va1 232568 . EEox
Ty T THPEENTWAERT v I TCZIPREAA—T T 7 A VEEHRLET,

2.ARARNDEREZAT7IZLT, ERENTZIP 2 7 4 Fal—vary A A—2 774 /L% CD/DVD K
SA Ty LT LET,

3.RANDEREA AT LET,

Ty 7y FOEEMIZ. CD/DVD R4 Ty BV T ENTWAZTP2 L 7 4 Fal— a7 AL
MHERFENET,

ST a—F405
Bl A A= T 7 AN~y B TETICT IIAT UV ATOEHEIA VA=A MY H—
INBE, IS0RZICA VA R—ARRMLTIKO A vE—UBERRENET,

***x** The ZTP configuration image is missing or improper. Automatic installation flow
exited.

**x*%*x Power off and attach the proper ZTP configuration image or choose manual boot to
proceed.

Viya—var:

LLVM Z4Z7IZLET,

B zoto1 o R F—LiES
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UCS XMLAPI R L1884 > 2 k—1o kU i— [

2.VM A I LET,

3.4 arsEMRLT, 1ISOMLUNICNN—RT 4 A7nbEFHL, BFOVM 2o — KL E
j—o

Bl . 274 Fa2b—al 7740 TORy T v 7 OFMNER 7256, ZTP DA
A2 R —/EI L, KVM 22 VY —LIZIRD A v —URERINET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

Yi)a—3av:

1. BN st 2 & e LUWMERK .img 7 7 A V2 ERR L 9,
2.VM O&ERZA7IZLET,

3.HLWAR A A—T% CD/DVD K7 A Fli~ v B 7 LET,
4. VM OERZHEALET,

AVA M= MTEY VT v I LBRBENET,

UCS XMLAPI Z R L= B8A VX b—LD k1) Hi—

HEA A M=% FNUT—FT2DHETIROLEBY TT,

)

GE) APIURL ¢ V7 TR b~y H—iL, T XTOHETHLTY,

APl URL
https://<ucs server ip>/nuova
ANy F—

headers["Accept"] = "application/xml"
headers["Content-Type"] = "application/xml"

ATw 1 BiFHOa 7 A &> 3 Cookie ZHE L £,

aaalLogin A YV v KiIn /A > a2 T, ¥y a EZHET520ICHETT, 20X, 27947
> k& Cisco IMC O] HTTP (721X HTTPS) v a &L LET, 2Dk v a0 Cookie I,
SOV I A NTRT A ey a rEERTAEOICEHASRET,

2K

oo 2 f—LiEE ]



B vesxviam zgmLEBR VR L0 kY H—

ATy T2

ATvT3

<aaalogin inName='admin' inPassword='password'/>

&

2004 R b—LiER |

<aaalogin cookie="" response="yes" outCookie="<real cookie>" outRefreshPeriod="600" outPriv="admin"

outSessionId="17" outVersion="3.0(0.149)"> </aaalogin>

CiscoISEISO #~ v B> 7 LET,

~ v B TIZEY, CiscolSEISO 7 7 A WHMRARRAT 4 THRY 2—5LE LT

2R

RESNET,

<configConfMo cookie='<real cookie>' dn='sys/svc-ext/vmedia-svc/vmmap-ISE ISO' inHierarchical='false'>

<inConfig>
<commVMediaMap dn='sys/svc-ext/vmedia-svc/vmmap-ISE ISO'
map='"nfs’
remoteFile=‘<ise iso file>’
remoteShare='<nfs server path>'
status='created' volumeName='ISE ISO' />
</inConfig>
</configConfMo>

ity %

<configConfMo dn="sys/svc-ext/vmedia-svc/vmmap-ISE ISO"
cookie="<real cookie>" response="yes">

<outConfig>

<commVMediaMap volumeName="ISE ISO" map="“nfs”
remoteShare='<nfs server path>'
remoteFile="<ise iso_file>"
mappingStatus="In Progress"
dn="sys/svc-ext/vmedia-svc/vmmap-ISE ISO" status="created"/>
</outConfig>

</configConfMo>

QLT A K2l —a A A= T ANV~ BT LET,

2oL Y, vWedia AR Y 2 — AL L Tar 74 Xal—ar A A—UNRBESNET,

R

<configConfMo cookie='<real cookie>'
dn="'sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG’ inHierarchical='false'>
<inConfig>
<commVMediaMap dn='sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG'
map='"nfs’
remoteFile=‘<config img file>’
remoteShare='<nfs_server path>'
status='created' volumeName='CONFIG-IMG' />
</inConfig>
</configConfMo>

&

<configConfMo dn="sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG"
cookie="<real cookie>" response="yes">

<outConfig>

<commVMediaMap volumeName="CONFIG-IMG" map=“nfs”
remoteShare='<nfs server path>'
remoteFile="<config img file>"
mappingStatus="In Progress"
dn="sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG" status="created"/>
</outConfig>

</configConfMo>

B zoto1 o R F—LiES
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ATvT4

ATvT6

UCS XMLAPI R L1884 > 2 k—1o kU i— [

CD-ROM % 7 — NEF ORI OZATICERE LE T,

ZORTEIIZEY ., BROBRRAEFIZ, 4 A M= /VHITER SN2 CiscoISEISO 7 7 A VR~ v B U 7 &
nEJ,

L3S

<configConfMo cookie="<real cookie>"
inHierarchical="true" dn="sys/rack-unit-1/boot-policy">
<inConfig>
<lsbootDef dn="sys/rack-unit-1/boot-policy" rebootOnUpdate="yes”>
<lsbootVirtualMedia access="read-only" order=“1” dn="sys/rack-unit-1/boot-policy/vm-read-only"/>

</lsbootDef>
</inConfig>
</configConfMo>

&

<configConfMo dn="sys/rack-unit-1/boot-policy" cookie="<real cookie>" response="yes">
<outConfig>

<lsbootDef dn="sys/rack-unit-1/boot-policy" name="boot-policy" purpose="operational"
rebootOnUpdate="no" status="modified" >

</lsbootDef>
</outConfig>
</configConfMo>

SoL (Serial over LAN) Z#HZNZ L ¥ 7,
AN bH &, SoLid Telnet # /- LTA A b—n J2FRrTEET,
=B

<configConfMo cookie='<real cookie>'
dn='sys/rack-unit-1/sol-if'>
<inConfig>

<solIf dn='sys/rack-unit-1/sol-if' adminState=‘enable'/>
</inConfig>
</configConfMo>

W&

<configConfMo dn="sys/rack-unit-1/sol-if" cookie="<real cookie>" response="yes">
<outConfig>

<solIf dn="sys/rack-unit-1/sol-if" adminState="enable" name="SoLInterface" speed="115200"
comport="com0" sshPort="2400" status="modified" ></solIf></outConfig>

</configConfMo>

EBREFREALET,
HHRATSHE, HEJE— R TO CiscoISEDA A M—LN MY H—ENET,
Ek

<configConfMo cookie='<real cookie>' dn='sys/rack-unit-1'>
<inConfig><computeRackUnit

dn="'sys/rack-unit-1"

adminPower="'cycle-immediate'/>

</inConfig>

</configConfMo>

&

<configConfMo dn="sys/rack-unit-1" cookie="<real cookie>" response="yes">
<outConfig>

oo 2 f—LiEE ]
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B onsnrozxr—n

<computeRackUnit dn="sys/rack-unit-1" adminPower="policy" availableMemory="262144"

model="SNS-3695-K9" memorySpeed="2400" name="SNS-3695-K9" numOfAdaptors="0" numOfCores="12"
numOfCoresEnabled="12" numOfCpus="1" numOfEthHostIfs="0" numOfFcHostIfs="0" numOfThreads="24"
operPower="on" originalUuid="1935836B-B968-4031-8A98-7984F1D35449" presence="equipped" serverId="1"
serial="WzZP2228085W" totalMemory="262144" usrLbl="" uuid="1935836B-B968-4031-8A98-7984F1D35449"
vendor="Cisco Systems Inc" cimcResetReason="graceful-reboot
" assetTag="Unknown" adaptorSecureUpdate="Enabled" resetComponents="components" storageResetStatus="NA"
vicResetStatus="NA" bmcResetStatus="NA" smartUsbAccess="disabled" smartUsbStatus="Disabled"
biosPostState="completed" status="modified" >

</computeRackUnit>
</outConfig>
</configConfMo>

a7 RLTCEyyara KT LET,
=3

<aaalogout
cookie="<real cookie>"
inCookie="<real cookie>"
</aaaLogout>

b
&
<aaalLogout cookie="" response="yes" outStatus="success"> </aaalogout>

FEAIZOWTIL, UCSAPL XY > REZHRL T Z3VY,

OVAE®EIAM X =L

kD7 a Tk, OVAZBEHALIZEHENA VA h—LIZ oW T LET,

ZTIPOY 74 FaL—>ao A rA—D TJ74)LEFERALEZOVAEEA VR =)L

ATy T

ATy T2
ATvT3

ATy T4
ATy TS5

ATvT6

VMware 7 74 7> hMca 7 A4 LET,

G¥) %f@VM RENHAEESIT. ATy 2L, ATy 6 ETHEITLET, HILVVM
REDLE L. E%27/78 TR ET,

W~ % BIOStE Y b7 v 7 E—RIZTH7DIC, VMZELZ7 Y v 7 LTREEDME (EditSettings) ]
Vv LET,

(A7 2 (Options) | #7 %27V w27 LET,

[7— hA7 2 (BootOptions) | %7 Vv LET,

[BIOS D ##iiilF% & (Force BIOS Setup) ] fHi C[BIOS]F = v 7 R v 7 A% A2 LT, VMEHIIZ BIOS
REBEICAY £,

GH) 2TBULED GPT N—T 4 v a &7 — b 5121 F, VMREDT —FE— TV 7—ATU=x
7 % BIOS 5 EFI ICAER T DMERH Y £,

OK] %227 Uv 7 LET,

B zoto1 o R F—LiES
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| zoto( >z F—LiEH
PavT F¥alL—vavAA—Y IraneEALEvAER > x b —1 |

ATy TT  WEHREE (UTC) BELOE LW — MEFS BIOS ICHRESNTNAZ L 2R LET,
a) VM OEFNA N> TV DHEEIX, AT LOEREF7IZLET,
by VM &4z LET,

VATAMBIOS By b7 v ®— RIZ/20 9,

¢) [BIOS] A==—7T, KIF—%#EH L C[HfF LKLl (Dateand Time) | 7 ¢ —/V RiIZB#EI L, Enter
AL ET,
d) UTC/Z'V = VIR (GMT) ZA & Y —2 % AN LET,

CDEAL =V DOREICEY, TTOA A MREICBITASESER ) —FRPHDOLER— B,
ny, BIXORAF Yy 2—Vz bnd T AR, XA LAZ T THIZEHESNSD L5107k
DiTO

e) KHAIF—ZMHEHALTEHE) (Boot) | A== —IZBEL., Enter L £,

f) KHEIF—%#HL T, [CD-ROM K74 7 (CD-ROM Drive) | #R L, +Z4H L CTCD-ROM RZ7 4 7
ZIEFFOSEEICBEN L E T,

g) KHEIF—Z@HEMLTHT (Bxit) |A==—CBBI L, [£HEEZHEFELTKT (ExitSaving Changes) |
Z3®IR U £ 3 (Enter £721% Return ¥ — 2L CEIRZHEELET) .

h) [TV (Yes) 12BN CTEFEZRFEL, KT LET,

ATw T8 CiscolSEOVA 7 7 A /L% VMware ESXi (24 > R—h LET,

ATFYFT9 ZTPar 74 Xal—var f A=Y 77 A /L% VMware ESXi /R A kD CD/DVD K7 A 7IZHA L %
R

ATy FfE~ OFEREACLET,

DVD DLEIRE, 222 ) — VIR D A v — U RERRINET,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

Gx) CiscoISE3.1 LA TIL, 77— FA 7> a v B ANETICEnter 2L CTH, N— KT 4 AT F
TrarvEFEHLEA VA N=VEI NI F—SNERA, RDVIZ, ZTP A M) H—ENF
j—o

ATy TN FHREFEEHZLTCOD5EA. 1S0RBICT— T v 77 av AREBENICEB S ET,
GE) CZTP I VTN Y — L& L TCORBET D720, f A R—Amrr {73
VIV ENLTORE=F—TEXET, vJX By N7 v 7 7Tm 7 IREREN
FRIZCVM a2 ) — b E=X—TCEE7,
* CiscoISE—E 2 ZBHtE L7-%. CD/DVD 6 ZTPHREA A — T 7 A )V EFE T
v MEBRT AMENRH Y FT,

ZOMOA 2R F— LR
|
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Yy N7y Ta T D ZTP ZIERT A2 ZTPidty h T v 7 a7 "RERRENDET
XF—AR— REHHLTIEITLETD) . ROFIEEZFEITLET,

1.2y 7 v FETCiscolSEXZFEHTA LA =L 1L (F—+FF a1 E£HEF2%526H) . Fio
FIETHHENTWAERT v P TZIPREA A= T 7 A VEER L £,

2. VM OERE A 7IZLET,
3.ZTPa> 7 4 FXal—2ar A A— 77 A4/)L% CD/DVD R4 T~y 7 LET,
4. VM OERZHRALET,

vy N7 v FOEMIEL. CD/DVD R4 Iy B 7 ENTWAZITP 2L 7 4 FXal—Sary 774
N EEINET,

cS TN a—TFa0Y
BE: 20 7 4 Fal—ary 774V TOey N7 v FOIEMNES 7254, ZTP DA v
A RN—=AMEEL, VM —JLIZIRORA v = RNERENET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

IR IRD AT v T o FAT L TR CE E 7,

1 ARN7RFE 2 ST LUMERK img 7 7 A V&2 AFR L £77,
2.VM O&EJRZF 71 LET,
3.HLWAERRA A—V % CD/IDVD RIA 7~y B 7 LET,
4. VM OEREZHBEALET,

AVA =Ty NT v T BRGENET,

VM 1—H—FT—42%FRHL-0VABEA VX —IL
ATFYF1 VMware 7 74T hMca A4 LET,
GE) BEDO VM BRENHLHEEIE. AT v 7 210#ER, AT v 7 6 ETHATLET, HTLWLWVM
REDFEIL, HEAT v 7 8ITHELF T,

ATv 72 <~ UEBIOSt Y T v 7 E—RIZTHEDIC, VMELAZ Y v 7 LT [REDHE (EditSettings) ]
7 Vw7 LET,

B zoto1 o R F—LiES
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ATvT3
ATy T4
ATy TH

ATvT6
ATy 71

ATvT8
ATvT9

ATv 710

wWai—v—7—szgEAL-ovAEs 2 b—L [l

[A 72 (Options) | #7 %27V w27 LET,

[7— hAT7 > a2 (BootOptions) 157 U v LET,

umm@ﬁﬁ % E  (Force BIOS Setup) [fEIK C[BIOS]| T = v /Ry 7 A% A2 LT, VM EEIIFIZ BIOS
AEHEHEIZAY £77,

GH) 2TBULED GPT N—T 4 v a &7 — b 5121 E, VMREDT —FE— TV 7—AT =<
7 % BIOS 5 EFI ICART D2MERH D £,

OK] %227 Uv 7 LET,

WhEHSEE (UTC) BELOUE LW — MIEFA BIOS ICRRE SN TND Z L 2B LET,
a) VM OEFENA N> TWDHEEIT, VAT AOERE A 7ICLET,

b) VM &4z LET,

VATLANBIOS Yy N7 v E—RIZRD £,

¢) [BIOS] A==—7TC, KHIF—%HEM L T[Hft &L (Dateand Time) ] 7 « —/L RIZBE L, Enter
ZHLETS,

@‘mmﬁv:yyﬁﬁﬁ(aﬂ)&4Af~y%ﬂﬁbi¢o
TDEAL Y —VDOREIZLY, 7704 A MREICBTFL23FESER/—KPbDLAR— b,

Hf\%i@ﬁ%??ihyi/k®ﬂ7774Wﬂ\54AX5/7T%LH%éﬂ5i9u
D FET,

e) RHIF—ZMHALTEHE) (Boot) | A== —IZB#E L, Enter Z#H L £,

f) REIF—%H# LT, [CD-ROM KZ A 7 (CD-ROM Drive) ] Z#K L., + Z# L CCD-ROM K7 A 7
ZNEFFOSCEICEEN L E T,

g) KHIF—ZMHALTHET (Exit) | A==2—IZBHEI L., [EELZRMFL THET (ExitSaving Changes) ]
ZE#R L £ 7 (Enter £72(X Return ¥ — %M L TRIRAMEELET) .

h) [TV (Yes) 1 Z#IRL CTEFEZMRFEL, KT LET,

Cisco ISEOVA 7 7 A /L% VMware ESXi |21 A — kL EJ,
VMa—HY—=F =2 4T a 2R ELET,

GH) img 77 AV E VM 22— W —F—Z 472 9 VOl TN VM TREINTWHEHA, =—
P—F—H T arNEBESHET,

VM ZF N2 LET,
DVD OFEIEE, 22 Y —VITIFRDOA v E—URFEREINET,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

oo 2 f—LiEE ]
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B way—F7—szgmir-omanrozr—

ATy TN

GE) CiscoISE3.1 LIBETIE, 7 — b A7 a2 ANETICEnter 2L CH, N—KFT 4 AT A
TrvarEFALIEA A M—NME NI T—ENETFA, RDVIZ, ZTPAR M) T—ENFE
TO

AHRRIF 2072 L TV D56, 150 %I — 7 v 77 o 2R BB SV E T,

GE) CZTP I VT Na sy Y — &N L TCORBNET D720, f A R—Arl v 73
V=N EN L TCOIRE=L—TEET, By N7 v 7 Fa 7 MRFERIN-BIT,
VM a2 Y — b E=Z—TEET,

e CiscoOISE—E 2 ZBHtE L7~ . CD/IDVD 6 ZTPHREA A —V T 7 A IV EFE T
v MEBRT AMLENH Y T,

By N7 o I ZTP ZIERHT5121E (ZTPidky v T v 77 a 7P ERFRINDHET
F—R—FEHEHALTETLET) . KOFIEEZETLET,

1.VM OEREZA7IZLET,

2. FRtpa—HY—F =2 4T a VERELET,

3. VM OEJRZ A E T,

Ty Ty TOFEMIT. VM AT a U bEIRENET,

FSINYaA—Ta Y
ME . 22— —F =X 4T a N RREDFEMNATIEND &, ZTPDA A h—)LR
EIEL, VM I Y —JUIZIRD A v E—UNEREINET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

FRRR - RDAT v T hFATLUTIRILTE £,
1.VM O&ERZ A 712 L £,

2HNIRT —H Ca—F—T — X OFMEEHLET,
3. VM OERZRALET,

AVA M= MTEY NT v T LRMBERET,
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ZTPa>J4FalL—

PavI4FaL—vav4i—U 77100k |

DAA—T T7AILDER

vay

Jcreate ztp_image.sh ise-ztp.conf ise-ztp.img =~ > RZEH L T, ZTP a7 4 ¥ a2 L — 3
YARA=Y T ANEEKLET, A2 U7 ML, RHEL, CentOS, F72!% UbuntuTHE{TT
TET,

ICMP, FA A FR—L

255 (DNS) . BEOINTP DF = v 7 2 A% v 51203, WK

AA=T T 7 A IVTIRDT Z 7 % True [T ELE T,
* ICMP : SkiplcmpChecks=true
* DNS : SkipDnsChecks=true

* NTP : SkipNtpChecks=true

)

GE)

BRI, W7 7 A VTR E SN TV RWEEA, EiRoF = v 7™M thbihvET,

INHDTZ DT 7 N ML fase T, 2FEVD., T 74N FTIEL, ZTP DA VA h—Jb

create_ztp_image.sh X ') 7 + DYERL

#!/bin/bash
ifddddssddddtsdddstsdddditsdddsttadatatidd it RAREERREEE LR

# This script is used to generate ise ztp image with ztp

To mount the image use below command

mount ise ztp config.img /ztp

To mount the image from cdrom

# mount -o ro /dev/srl /ztp

FHAFHHHHAFHHHFH A A A R R
if [ -z "$1" ];then

echo "Usage:$0 <ise-ztp.conf>
exit 1

elif [ ! -f $1 ];then

echo "file $1 not exist"

exit 1

else
conf
fi

if [ "$2"™ ] ;then

image=ise config.img

else

image=$2

fi

mountpath=/tmp/ise ztp

ztplabel=ISE-ZTP

rm -fr $mountpath

mkdir -p S$mountpath

dd if=/dev/zero of=$image bs=1k count=1440 > /dev/null 2>&l
if [ “echo $?° -ne 0 ];then

echo "Image creation failed\n"

# configuration file.

#

# Need to pass ztp configuration file as input.
#

# Copyright (c) 2021 by Cisco Systems, Inc.

# All rights reserved.

# Note:

#

#

#

[out-ztp.img]"

file=$1

-z

oo 2 f—LiEE ]
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exit 1

fi

mkfs.extd4d $image -L $ztplabel -F > /dev/null 2>s&l

mount -o rw,loop $image S$mountpath

cp Sconf file Smountpath/ise-ztp.conf

sync

umount $mountpath

sleep 1

# Check for automount and unmount

automountpath=$ (mount | grep S$ztplabel | awk '{print $3}")

if [ -n "Sautomountpath" ];then
umount S$automountpath
fi

echo "Image created $image"

VM 1—H—F—4%
VM z—H —F—HZ (L, ESXi6.5 LIED CiscoISE A v A h—LTCHR— hENFET,

base6dencode > — /LI ise-ztp.conf 7 7 A LV DNE % ALY 1) F 3, basebdencode > — /L % i A
LT, =ya— FEINeXFHz2EELET,

VM 22— HF—F =% L L {2 VM IZT 22— R STz baseod LTFHN & AT 2 0ERH Y F

9, VMware ESXi T, [VMA 7 3> (VM Options) ]> [#£#l (Advanced) ]>[/X7 A—HX D
%1€ (Configuration Parameters) |> [fXE DfmtE (Edit Configuration) ] > [guestinfo.ise.ztp = [{H]
NR—ADT T — RIPZZTPERE (guestinfo.ise.ztp = [Value] Base Encoded ZTP Configuration]
DIFEIZBE LT, XFFNEATILET,

N

GE) RNuFFEFEFAY My FERBET LD ZTP 2R ET 541X, THTTP) ofb v ic
Thttp)] (/I3CF) ZEHTLIMERH D T, £ LAR0E, RNoF 77 A LE2VRT Y
MWHA T a— R TEERA,

B zoto1 o R F—LiES I


https://www.base64encode.org/

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



