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AL v TFERELET,
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CiscoSNS 3500 > U — X 777 A4 7 L AIZDWTIL,  [Cisco SNS-3500 Series Appliance Hardware
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Cisco SNS 3700 U =X 77T A4 T L AITRDET VR H Y £,

« Cisco SNS 3715 (SNS-3715-K9)

« Cisco SNS 3755 (SNS-3755-K9)

« Cisco SNS 3795 (SNS-3795-K9)
Cisco SNS 3715 77T A 7 Al%, /MBI 7R RBRAIANT ICRFF STV Ed, Cisco SNS 3755 %
L OCiscoSNS3795 7 7 F A 7 L AZiE, N—RT 4 A7 RERR EOEHOILE 2 AR—=x

VERHY ., FEEOERWY AT MMEREMNE L T RBRBEZREICE L TWET, PANB X
OXMnT ~V Y 121X Cisco SNS 3795 23 et X vk 4,

CiscoISEV U —Z 31 Xy F 6 LIERB LW CiscoISE U U —RZ 32 Ry F 2 UKD NR— 9
Tl. CiscoSNS3700 2V —X 77 IA T U AR R—FENET,
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Cisco SNS-3715-K9 * Cisco UCS C220 M6

« A >7 /L Xeon Silver 4310 CPU 2.10 GHz
«12CPU =T, 24 AL v K

* 32 GB RAM

+600GBHDD X 1, 800GBSSDX 1, 7=
1% 900 GB SED X 1

* [RAID-0]
* 10GBase-T x 2
10GE SFP x 4

Cisco SNS-3755-K9 * Cisco UCS C220 M6

* Intel Xeon Silver 4316 CPU 2.30 GHz
*20CPU =27, 40 AL v K

* 96 GB RAM

+ 600 GB HDD X 4, 800 GBSSD X4, %7z
13 900 GB SED X 4

* RAID 10

* 10GBase-T x 2
10GE SFP x 4

Cisco SNS-3795-K9 * Cisco UCS C220 M6

« Intel Xeon Silver 4316 CPU 2.30 GHz
*20CPU =27, 40 AL v K

* 256 GB RAM

+ 600 GBHDD X 8, 800 GBSSD X8, %7
1% 900 GB SED X 8

* RAID 10

¢ 10GBase-T x 2
10GE SFP x 4
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HUNEITIH Y A, AAMEZEDR S Z &7 <, CiscoISEVM #BITTE £,
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WEEMNRBH Y £, CiscolSETlX, T— /L RvA T L— g VLT —Z _X— R EfE& {51k
FTEEETEEYA, LER-S T, a—L FvA 7 L—3 3 »dd Cisco ISE 785
TENTELT, 77747 TRV E2HERLET,

N

GE) T X—RAOWBEORMEZI<7T-DIZ, halt 2~ REfHT
ST, £70X VM OEJRZ A 7123 5 H1IZ, application stop =2+
v REEHTHALERDHD 7,

CiscoISE (X, VM IZT CiscoISE A v A h— L., JBFTA7-OICfEH TS, RO OVA T
T L— MR L ET,
¢ ISE-3.2.0.542b-virtual-SNS3715-SNS3755-300.0va

* ISE-3.2.0.542b-virtual-SNS3715-SNS3755-600.0va
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* ISE-3.2.0.542b-virtual-SNS3795-2400.0va

* ISE-3.2.0.542a-virtual-SNS3615-SNS3655-300.0va
* ISE-3.2.0.542a-virtual-SNS3615-SNS3655-600.0ova

* ISE-3.2.0.542a-virtual-SNS3655-SNS3695-1200.0va

» ISE-3.2.0.542a-virtual-SNS3695-1800.0va
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ISE / — RiZid+4C9,

600GBEBLTNI2TBOVA T L— MI, BEHELITE=F) LIV F2ETTEH ) —

RO/ NEAR T T2 T T DITHERE SN TV E T,

T4 AT P AR, CPU, FIIATVEIRE I AX ~ A XTHMNERND DEHA. EHED iso A
A=V EMFEHLTFETCiscolSE42T 7 rA T&EET, 2720, ZORFa2 A P THRES
NTCWDRNEHB LY Y —AFREHERTHZENEBETT, OVAT 7 L— ME, &
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A 24 24 96 96

IR 24 24 256 256
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o IR : SNS 3595 D413 64 GB, SNS 3655 & SNS
3755 DA 96 GB

o KHEUE : SNS 3695 & SNS 3795 Di541% 256 GB

IN—=R T 4R « F71 : 300 GB

o EBHE)

300GB ~24TB OF 4 A7 A Fb—3 (YA X3
LEATICESTERYET) |
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o L ;24

o RHUE : 24

GE)

a7 OBIE, NAIRN—AL T 4 728D, Cisco SNS
3600 >V —=XDaTHED2ETY, 7o& 2E, /xRy
U — 7 BEADEGE, SO CPUa T £72I1L 16D A L v
R4 £#> SNS 3615 & CPU fEAR & ili 7= 472012, 16 fEH D
vCPU a7 %IV ¥ CTHMERDH Y 7,

*SNS3700 >V —AT I T A
o INFIRE - 24
o FHIRAR 40

o KB - 40
GE)
a7 OFIE, NAN—=AL T 4 T2 LY, Cisco SNS
3700 2 ) — 2D A TEO 25T, 72 &2, AMRER
N —Z BEIDOEE. 12480 CPU =27 £721% 24 fH D A
L v R%&FF5 SNS 3715 @ CPU fLEE A i 7= 9 7212, 24
D VvCPU a7 #EID B THMENRDH Y 7,
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B nuenicanv ozp

BEHDOEA T | BRINEH
AEY « 7 : 16 GB
« ERH
o fi/NEBE - 32 GB
o /NEIEL © SNS 3615 & SNS 3715 D41% 32 GB
o HIEL © SNS 3595 D413 64 GB. SNS 3655 & SNS 3755 D41
96 GB
o JHIBL : SNS 3695 & SNS 3795 D413 256 GB
A N « i : 300 GB
%
o ERH
300GB~24TBDF 4 A7 A M L—2 (A RFREBEHLE X A2 L 5T
B2 FET) ,
VM 7R A b $— 3Tl B/ NEEA 10,000 RPM DO N— R 5 ¢ 2 7 A fifi
A+sZLZ2BEIDLET,
G¥)
A N L= VB BT O T ¢ A7 & LT Cisco ISE 1IZ%F L C
VM Z1ER LEd, BEOEHET 4 27 AL TV AHEEIE. A1 VA b—
IBEFT 4 AV BBERHTE ARV EB3H Y 7,
NIC I DDONICA »H—7 A ANLIE (BEEONIC BHERENET, 6 2DNIC
DY R—bENET) .
A =34 | Hyper-V (Microsoft)
5

)

(GE)  CiscoISE I, Azure Stack HCI23H2 VAR D NX— 5 2 PR — K L CWE 9, Azure Stack HCI
W@ Cisco ISE VM DR~ o B & A h—/LFJHIL, Microsoft Hyper-V D54 LA U
‘C“'ﬁ‘o

Nutanix AHV ) ZE {4

Cisco ISE (%, #E#ED Cisco ISE .iso £ A — % A L C Nutanix AHV (BT HHLERH D F
9, Nutanix AHV Ti&, OVAT > 7L — F%&ffH L7 Cisco ISE ®EEHIZI T FH A,

ZDOFETIE, Nutanix AHV TO I F I FRERY A TITHERIND ) VY —AFHERLET,
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Nutanix AHV D ZE 4 .

ZAT CPU ®¥ |CPU K | AEY REYPE | e R F g RS
(GHz) (GB) (GB)

FEAMh 4 FHIZR L 16 P72 L 300 GB

Fi/ AR 8 8 32 32 300 GB

/N 16 16 32 32 600 GB

rh R 24 24 96 96 1.2 TB

N 24 24 256 256 2.4 TB (4*600 GB)

Cisco ISE % A > A2 h—/L3 B E(IZ, Nutanix AHV TIRDOBEZITIOLENH Y 97,
* Nutanix AHV T VM Z{Ef L. VM OEFELZ A 7D EFICLE T,

+ AOS 6.8 LIFIDNR—2 a U EEHA L TWABEHE. ssh v 74 & fEH LT Nutanix CVM {2
TIEAL, ROa~vry REEITLET,

* <acropolis> vm.serial_port_create <Cisco |SE VM Name> type=kServer index=0

* <acropolis> vm.update <Cisco | SE VM Name> disable_branding=true

* <acropolis> vm.update <Cisco | SE VM Name> disable hyperv=true
AOS 7.0 ZEH L CTWAHE, sshm 7 A A LT Nutanix CVM IZT 7 AL, RO
Sy REFATLET.

* <acropolis> vm.serial_port_create <Cisco |SE VM Name> type=kServer index=0

* <acropolis> vm.update <Cisco | SE VM Name> disable_branding=true

« Acropolis CLI Z#& T L. VM OFEJE % 4 12 L, standard.iso A A — Z{# fl L C Cisco
ISEx#A VA M=/ LET,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .



B nuenicanv ozp

% 6: Nutanix AHV DE 4

Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |

BHDRAT =/DNEH
CPU o B
ey ZHE 2.0GHz UL E
e 7¥: 2CPU 27
o SEREE)
e /1w ZHE :2.0GHz UL |
=
BN 8 T vt (INAR—=R LT 4 T REROD 4
=y
NBFEL 12 Tyt (N R=RAL YT 4 VT IREHD 6
=y
s KB . 16 7wt INAR—=RVLoT 4V TREHD S
=7)
CiscoISElFNA NR—A VL T 4 7 %P R— L TWET, AfRETHIUL.
INANR—AVL T 4 T EENTH LR LET,
GE)
INAN—=AVL T 4 T E 0 RIERR T 3 —~ 2 AT\ B L FE T3,
B~ VT T ITAT UV ATYHR—=NEND AT —1 » THIRITAEE X
NEHA, W7oty T3, LELRYE T OFIZE-S\T CPU
VY —2%&EID B TES,
AE o A
AR 4GB (FART 7 BAREEARNLRT /AR v—T 00—
DR A)
« L5 1 16 GB (pxGrid, PNEB CA, SXP, 7 /31 ZEH Ry 7
TAT VT AT 4 P—E R EORERBEEEOTHMH)
« )
« /NEAE . 16 GB
o KHIFL : 64 GB
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
CiscoISED VMware 7 5 KV 1Ja— 3> .

BEHDRAT =INEH
N—RF 4R « 314M : 300 GB
o EEH)

300GB~2TBDOT A AT AL — (A RXTEBEZA7I12L 5T
B0 E9) ,

VM R A b =Tk, H/NEEEDY 10,000 RPM D N— K 5 ¢ A 7 %A
AT 288D LFET,

GE)
24TB D/N— K7 4 A7 K= RMTIE, 420 600 GB D/N— K7 1 A
7 EMERT B 0ERL Y T,

KVM T 4 2758 |5 ¢ A7 3 A : SCSI
S A

NIC 1GB D NIC A v ¥ —7 = A ANLIE (O NIC B’ s ET, 6 00D
NIC XY R—br&EhET)

Cisco ISE (L VirtlO RTA NEYR—FLFET, N7 —< L A& N LI
DI, Virtl0 RT A NEHEE L E 9,

INA IR A AOS - 6.8 B L T* 7.0, Nutanix AHV - 10.0

CiscoISED VMware V 5 kY )a— 3>

NIV 759 R TTy 874 —ATlE, VPN Z# LT, VMware Engine 7>5H 4> 7' L
S ZORER, BIOFOMDOVERTNA AL —EA~DEREZZTAILET, RONTY v
I 0T RTTy NI —LEHEH L VMware 7 7 KV U =2—3 3 1|2 Cisco ISE % J2FH
TEET,

» Amazon Web Services (AWS) @ VMware 7 Z 7 K : Cisco ISE % AWS ® VMware 7 7 7
RS2 Y 7 by =T ERUT— 2 v X —THhRA N LET, A7 LI 2B, *
DMDVIEIRT NA AP —ERANDT 7 RAEFHFA[T 5722, #UReX2) 7 4 7
N—T" R v—% VMware 7 7 7 RIZF%E LE T ([Networking and Security] > [Security] >
[Gateway Firewall Settings] ~<—2°)

» Azure VMware Y U = — 3 3 » : Azure VMware Y U = —3 3 »IX, Microsoft Azure b T3¢
AT 4 712 VMware 7V —7 u— R % %47 LEJ, CiscoISE % VMware i~ & LT
RANTEET,

* Google Cloud VMware Engine : Google Cloud VMware Engine 1%, VMware (ZX->TY 7 bk
V2T T T A R T —Fe X —%FIT L E T, VMware Engine ZfEH L T, VMware
A~ & LT Cisco ISE #7R A F T&E £,
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B re<ovqziconconEsE

779 RFT > N7 4—2LTO Cisco ISE DEBHIZOUVTIX,  [Deploy Cisco Identity Services
Engine Natively on Cloud Platforms]] ZZM L T 7230y,

RETL DY A XIZDONTDHESRIE

VM T 77 AT 2 ADMRET, EBRBRECHEA SN TOWIMET 774 7 ADHHEE —E
LTWABYUEREHD £,

TTIAT L ADY V—A&EEIN B THEIL, ROTA FIA 28V E,

DT A NVMBITY V=A% HFEFITA—NN—H T 2754 T LARNTL &N,
OVFTF L — 2R LT, WY Y —ZXZE0YTES, ISOMA—JEfEHALT
CiscolSEZ FHENTA VA =T BEEIL. FZEOTFREEID YT TWAZ 2R LE
7,

BESNEY Y —=R&R0 4 Thnd "7 4= ADER TR —E RADEENFELES
LA DY £, IO OMEEZEIET SI12IE, FHOVM Y Y —2A 2R L £,

HER S D FHOZ HHE T Cisco ISE 2 FBI TR 25813, 7794720 Y —
AERREF LS =X —THXLERHY £, LEIZSLTY Y —R &MWL, Cisco
ISE JEBH D) 72 IR M & HERE A etk L £ 97,

e A UVAM—=ZOVAT T L— FEHEHLTWDIGAEIL, A A M= AWNET LIERIC
[ EDfmsE (Edit Settings) ] -X— ([{Ef8/~»— F» =7 (Virtual Hardware) ] % 7 D F)
TROBRTE D LET,

« [CPU/AE Y OF#) (CPU/Memory Reservation) ] 7 - —/b K CVMware i~ > D
ZE (14 °—2) OB a NHEESNATNDY Y —2DOTRZHEIY 4 TT,
Cisco ISE JERH O ) 72 IEH 1F L HRE 2 et L £,

« [CPUHIBR (CPU Limit) ]~ « —/v Ko CPU i IR [#EHIBR  (Unlimited) ]I1ZF%E &
NTNWLZE MR LET, CPUBHROHIREZRET D&, VAT LDNRT 4 —<
VAICEELET, FIREPEESNTWAIEAIX, VMZ 94T ey yy ME D
YL, TORIREHIBRLT, 7747 haHEEHLET,

s [AEVHIR (MemoryLimit) |7 ¢ —/L KD A E Ul = TR (Unlimited) 112
RESNTWDLZ EE2MRLET, AT VHALOHIREZRET DL, VAT LN
T A= ACBELET,

s[/»—R7 4 A7 (HardDisk) ] =V 7 T [3HFH (Shares) |47 a2 & (High) ]
ICRESNTWDZ el LET,

BEE ) — RFEMiT / — R, T4 A7 O HRICREKFELTWET, =574
A7 A=Y VMware B2 HT 5 &, T4 AT DR T 53—~ U APNMKT T 5 H
BEMENRHY £, XTp—~AZHLESEHITE, = RIZEHVETHEATHD
T A AT HEHEECTHLENDH Y 9,
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https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud.html
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud.html

I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE ERI= 5112 W 07« 20 52024 ]

VM ORY v—H—E R/ —RiF, HHELFE=F) 7/ — R bbRrnT 4 27
BRRETEMTEET, T XTOEKME) Cisco ISE / — ROF/NT 4 A 7 §8181% 300 GB T
j—o

cVMIZ, 1~6ODNIC 2 L THRETEE T, TREAREAIE. D7t b 225D NIC
PHEALTCVMERELET, BIMOA L HA—T =2 ALY, TudrAf )7, FXR
F—E 2, RADIUS 2 EDH —E AN R—FENET,

\}

G¥) VM ® RAM F7213 CPU OEIY B TEJ S THAIEL, H LU VM 5L T Cisco ISE % Ff A A —
LT HMENRH Y £, 7277 L. RAM £7213 CPU O F v 33T ¢ 0T 4813, A
A—IRIINEDH Y 8 A,

Cisco ISE ERAIZHTAVWMDT A RV BRENDE Y

ZOXRTIX., EBHEH T VM 2 ETT57-DICHEIE SN S CiscoISE T 1 27 BEDE| Y Y4
THERLET,

)

GE) 2TBLLEDGPT A—TFT 4 ara7—b+T5E VMEREDT —hE—RT77—ALU=x
7 % BIOS 75 EFIIZEE L%,

R7IVMDHERT 1 RUVBE

Cisco ISE X)LV F FHERETO | ERERET |EBRBRETO HKXT X
BINTARY | ORINT AR |\ HRTARVB |VBE
BrE VBE =

A K RT 1 Cisco ISE 300 GB 600 GB 600 GB ~2.4TB |24 TB

A3 [SE - A% PR e 300 GB 600 GB 600 GB 2.4TB

43 H CiscoISE, £=# U {300 GB 600 GB 600 GB ~ 2.4 TB |24 TB

T D

/5 Cisco ISE. AU — |300GB 300 GB 300 GB 24TB

P—E 2D R

4y B Cisco ISE,  pxGrid ™ 7 | 300 GB 300 GB 300 GB 2.4TB

53 #8 Cisco ISE : & ¥Fs (V| 300 GB 600 GB 600 GB ~ 2.4 TB |24 TB

EF=A—V T (BIOAT

v = > C pxGrid)
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B ciscosEoF xoBRBETEH K5

Cisco ISE R)L Y+ FMRETO | EREEBEET |EREBEETD BXT1 R
BINTARY | DBRINT AR |HEETARIB |VBE
= IBRE =

43 HR Cisco ISE : ¥, =300 GB 600 GB 600 GB ~ 2.4 TB |24 TB

=0T BLORY —
P—ERX (BLOF Tz
T pxGrid)

\)

GE) v—AINTNRNyTal AT =V 777 A NVERFET DITE, BNOT 4 27 FEPLET
To TIA~VEH ) — FR—IFNICE=F ) 7 ) —RICRDLZICH, Ty 77 L—Fh
(2w 77— 2 T 572 DI BINOR BN LB £,

CiscoISEDT 4 RV BEICEAT HHA T4

CiscoISE DT 4 A7 REZRET DL, WOTA RITA 0 &2EBELET,
*CiscoISE iZ, VM ODE—DF 4 AJIZA VA M=V ENLENRHY 9,

s TFAAZEID YT, B X OB EMIC Lo TRV ET, F=F—U LY F
DEMMZ 2> TOWDEED /) — R TlE, VMT A7 IO 60/\—t > hB3e s A FL—
VHIZEID Y THRET, 25000 D2 RRA LV "R HDHT A AL TR, 1 BT
VFI1GB Du FPNAERRESHET,

72 z1E, 600GBD VM T 4 AV RKRENHDHE=X ) T ) —F N 5H5EE. 360 GB 2
g2 R —UAIZEID S THONET, 100,000 D= RARA 2 "R ZOFR Y U —
JICHERT A5EA. | HHEV4GB ORI RERINET, Z0HEAS., VRI NI
EWTF = ZER L, E=F— U T T —ER=ANHEDT =2 &= VT T, =
=Yo7 J)—FRKouar %76 AERGFETHZ LN TEET,

Bioa 7 A NL—UHIZ, VM T 4 A7 fEREECT 2 ERTEET, BINT57 4 A7
A~X—=ZD100GB Z &z, v s AL —YHIZ 60 GB BNBIIESNET,

BHIDA v A M= VBRI~ S v DT 4 AT A R &R0 34 . Cisco ISE DEHIA A
= ZEITLET, ZHIZLEY ., CiscoISE 1T 4 A7 B0 Y CakZ2muicmt Ui
T&EBH LI FT,

ZORTIE, THAAIREEZY FRA Y MIUZESNT, £=4 1V 7/ — FTORADIUS
57 ORFIMERLET. SOOI, KOMRICESOTRET 1/ Ml
RoOTWHTZY RRA L R ZEIC1 BdH7Y 10 fHEL EORRE,
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DT« R/ BRIZET 5414 k51> ||

R8:E=FYVYG/—FOBTR L— (RADIUS DREFEAE)

I RKRSY FO%K 300 GB 600 GB 1024 GB 2048 GB
5,000 504 1510 2577 5154

10,000 252 755 1289 2577

25,000 101 302 516 1031

50,000 51 151 258 516

100,000 26 76 129 258

150,000 17 51 86 172

200,000 13 38 65 129

250,000 11 31 52 104

500,000 6 16 26 52

TOETIE, TAAIRELEZ L RRA v MRIZHESWT, =4 U 7 /) — R TOTACACS+
0 7 OWFHIMEZ R LET, IS DL, ROFHRIZIESHNTWET : 27 U7 MIT T
DONADIZXK L TEITEN, 1 BbI-daty ar, Eyiarbi-nsavr N,

RIEFE=ZFYUT/—FOATR FL—2 (TACACS+ DFFAED

IV RHRAY PO 300 GB 600 GB 1024 GB 2048 GB
100 12,583 37,749 64,425 128,850
500 2,517 7,550 12,885 25,770
1,000 1,259 3,775 6,443 12,885
5,000 252 755 1,289 2,577
10,000 126 378 645 1,289
25,000 51 151 258 516
50,000 26 76 129 258
75,000 17 51 86 172
100,000 13 38 65 129
T AR YA XDILK

2L TR AR LA OBEENMEE CTH B0, B DA F L— UEE AR A . T
A7 BEOEID Y TEEOSTHREND Y £77,

100GB DT 4 AV REZBMNTAHZLIZ60GB A2/ A L —U I T £9,
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B ciscosEoF xoBRBETEH K5

HLWT 0 A7 OEIY B CEhHE L CTHEATH7-DIZ Cisco ISE A2 3 5121, /— KD
BERE R L, VMOREEZTH L. CiscolSEZFHA VA h—LTA0ENRHY 4, &4
PEDT=0IZ, LWL Y KEW/ — RIZ CiscoISE #1 A h—)L L, BHHICED /) — K% B
MIdsZeENnTEET, /J—FEERBLEBIC, FILOWVME TSI A4~ J—FRELTEHRE
L. 7t VM Z 5 &fRka L £,

T A RGP A XDHEN

CiscoISEDA A b —VIZIZ VM THIZ O TH AL, RO FIEZFEITTHILERLH Y £,
1. CiscolSE DNy 7 7 v 7T L ET,

2. HHINT- VM FHE T Cisco ISE # A A—I L L £,

3. CiscoISE #Et LFE T,
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=% =R

CiscoISED A X —JL

« Cisco Integrated Management Interface % i f§ L 7= Cisco ISE DA > A h—/L (37 _—2)
*CiscoISED®y T w77 7T ADFELT (40 *—2)

« Cisco ISE A ¥ A h—/L 7t ZDfER (44 ~—)

« NFS Zf#iJfl L 7= Cisco SNS 777 A 7 2 A~® Cisco ISE DA A h—/L (45 ~X—)
e H—N T A XENTZISEDA A F—/L (46 _—)

Cisco Integrated Management Interface % {§ F3 L 7= Cisco ISE
DAAR =)L
Cisco ISE Z 1L A VA b—vF5120F, ROFIEOBMELMEH L ET,

IR HEIIZ
c ARETHEINTWD ERBVIZ TUATFT AEM] 2L TSI EE2HRLET,
« (73 i CiscolSE i~ Nl A VA =T BEEICOHRNLE) (R~ %
IEFICERR L £ 7,

o ({LEHRE : CiscoISE % SNS N— KT =TT 774 T L AZA VA R—NTH5EICO
BB T T TAT U AZEHTE, BIOSZEETE 5 & 912, CiscoIntegrated Management
Interface (CiscoIMC) HEL—7 4 VT 4 ZRELET, FFMICHOVWTIEL, RO~v==27
NESIRL TSN,

*SNS3500 ¥V —X 777 A4 7 L AZOWTIE, [Cisco SNS-3500 Series Appliance
Hardware Installation Guide] #ZME L T 72 &0,

* SNS-3600 >V —X 77T A4 T 2 AT DWW TIL, [Cisco SNS-3600 Series Appliance
Hardware Installation Guide] Z#ZM 1L T 7Z 30y,

*SNS-3700 > U —X 775 A4 T L A2V TIE,  [Cisco SNS-3700 Series Appliance
Hardware Installation Guide] ZZ ML T 72 &0,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .


https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
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https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3700hig/sns_3700_hardware_install_guide.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3700hig/sns_3700_hardware_install_guide.html

CiscoISED 1 X k—L |
. Cisco Integrated Management Interface % {3 L 7= Cisco ISED A > X k—JL

FIE

AT YT 1 CiscolSE ZIRDEDITA A b—/LF BIT1F,

*CiscoOSNS T 7 IAT VA =Rz T TTI3A4T VA VA=V LFET, P—"—FHAIZ
Cisco IMC (Z##%t L £9°,

AR~ VMR IEE LS BRESNTWAZ 2R LET,

ATwT2 CiscolSEISO f A=V & XU rm—RLET,
a) http://www.cisco.com/go/ise \IZT7 7 AL E T, ZDV 7T 7 v AT HITIE, %72 Cisco.com 1 7
AV I VT UV VR ERNCLE T,
b) [V7 hY=T X r—FK (Download Software for this Product) | %7 U v 27 L&,
Cisco ISE A A —IZi%, 90 HHDOFM T A £ AN T TIZA VA =L ENTHET, £ A b—)L
EWWIRRENE T LIZH, TXTD CiscoISE h—E 20T 2 A TE £,
ARTVT3 TTIAT UV AERIIME~ v v ERB L ET,
*CiscoSNS 7 /I A4 7 > A,
1. Cisco IMC IZ#5#5: L. CiscoIMC @1 7 A EHRZFH L Tr 71 v LET,
2. KVM a2V —&f#LEd,

3. [AEAT 47 (Virtual Media) > [{RAET SA AD T 77 1 71t (Activate Virtual Devices) ] DJIA
IR L ET,

4. A AT 47 (Virtual Media) ]>[CD/DVDD~ v &> 2" (Map CD/DVD) ] DJEIZER L, ISE
ISO A A—VHEBINLTC [T/3 AD~ v B (MapDevice) | %7V v 27 LET,

5 [+¥Z 2 (Macros) |> [y~ 2 v (Static Macros) ]> [Ctrl-Alt-Del] 235, ISEISO A A —YT7
TAT A EELET,

6. F6AZMLT, 7—hA=a—2R&ET, RAROBEIFRSNET,
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| CiscolSEDA VR F—)L

Cisco Integrated Management Interface % {$F L 7= Cisco ISED A ~ X k—JL .

6: T — bTNA4 ZDER

Please select boot device:

Cisco Identity Service Engine

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0400 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0401 Intel(R) I”En u ":' Network Connection

UEFI: IP4 0402 Intel(R) abit Network Connection
UEFI: 4 0403 Intel(R) 'T_:'_ Network Connection
UEFI: Cisco .H.H—Hauned'

Enter SetL

(6z3))

s SNST T IAT UV ANRT =L Z—72lDY)E—bar—yailbo TYHENCT 7 &
ATERWIEAIZ, VE— == CIMC /L CTA > A h—/L9 5 LT & 230>
HZERHVFET, VEBE—bhabr— g TOA VA M—AT7 ot 22 R# b4 512i%, ISO
T77ANVEUSB KT 7iI2at—L, £ VA=A FIZZDOT7 7 A NVEFHLET,

+ Cisco IMC ZfiH L7 ISE DA A b —/UE, Fy N —FHE, Ry MU —27 OZENE,
KT??%V?—VQV\ikﬁﬁNV—?4VﬁVX?A®%®m®%I@%@%§Té
ATREVEAN S W £97, ZHUUE. CiscoISE DA & h—/LEERT (#3043 £ 721% 0.5 FE[E]) (88
T HAREMERH D £,

A,

1.

CDDVD #ISOA A —VIZ~ v B 7 LET, FKOBHEPRRINET, A VARV A=a2—
NA =Lz REINET,

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.2.0.xxx

Available boot options:
Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)

System Utilities (Serial Console)
System Utilities (Keyboard/Monitor)
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CiscoISED 1 X k—L |

B ciscosEnrozb—nryyy

ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

YUTN Ay =AM LT CiscolSE Z#A A =3 5I12iX, 77—k v 7 FT13 KD Enter
F—ZWHLET,

F—R—FE&E=F—2EHT25E613, REIF—ZMEH LT, [CiscoISE DA A b—/L (U T/ =
Y —/V) (CiscoISE Installation (Serial Console)) 47> a vV EBENLE T, A vE—VBERINET,

R IRk kb b kb b b b b b b b b b b b b b b b bk b b b b b b b b b b b bk b 3

Please type 'setup' to configure the appliance
ER R IR Ik kb kb b b b b b b b b b b b b b b b b gk bk b b b b b b b b b b b b gk b

T NT, osetup EASIL, By N7y el I AERBILEST, By N7y a7 ATHEH
ENDHRT A= DFEMZDONTIE, CiscolSEDE Y b7 v 770 7T ADFE(T (40 2—) 2L
TLEE,

Tty NT T E—RTRY NT—TBRENNTA—FEANTITDEE, TTI7A4 T ANEEBICHES L,
v T hE—RICEY £,

vl u S NE—REKRTLET, 77747 U ABEEBLET,

CiscoISE A > A h—/L 7 & ADMGR (44 X—) ITiEHRE T,

CiscoISED A VA R—JLA R v D

= 10: Cisco ISEQBELE L UVUA VA =LA MY

E4rA X E vl AR BR=ILIZHhI B | EELTDEE
Rl
NES-CIMC < 7 > |k 7 BT o RN P <1 2
U
CD £7-1Z DVD-KVM = 7 |4 F:iE -
k
USB 1 FFE o

CiscoISEQ &y b7 v T 70T 3 LDEST

ZOkv 7 a Tk, ISEV—R—0OFREFIEEZHHLE T,

Yy T oI AT, RERRTA—FIDOANNEZRD L, MEFROa~v s R I4 0
A B —T7 x4 A (CL) PEBEINET, oV —LERFF a2 HH LT, ISE —
N—DPHxry hNV—=7 2REL., BHEOQ A U NHFRERELET, 20Oy N T v 7T
0 AT ERETFEITT O EEETT,
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| CiscolSEDA VR F—)L

ATy I

ATy T2

Cisco ISEDt v +7 v 77045 L0%F [

\)

(GF)  Active Directory (AD) &#ET 53¥E 13, Cisco ISE HERI/ER S NIZHAY A b 1P T R
VALY TRy T RVREFHTDZZ E2HERLET, A X =L EREZIT IS, AD
DAZ > ZITHK L, ISE/ — FOBETAIPT LA LY TRy T FLAZERELET,

\)

GE) VAT LARRLEICIRDATREND & 572, Cisco ISE DA T T A A A M —/LORITI3HE
WLEHA, A VANV RAZ YT b aeAT T4 TETTDHE, ROTT—RNERINE
j—O

NTPH—N—LDRAICKBLEL -, BRAELLEVE, BA VR M—ILENDET, ¥
ATLIIERATELGLGSAEEMEAHY FT . (Sync with NTP server failed' Incorrect time
could render the system unusable until it is re-installed.) FEL1T? ([ZLVULINZ 1KLY (YINLY]D

A VA M=V EFITT HITIE, [Yes] ZBIRL £97,
NTP % —"— L ORI ZFEITT B12%, W2 (No) 1 EZ=INLET,

AV A=V ATZ YT FDOFETHIZ, NTP H——% DNS —_—DlF L DRy T —7
Bt ML 5 2 L AR L 9,

vy N7y RS T AEFETTHITIE. ROFNEEZFEITLET,

FIE

A VAM=VHAIEEISNTWAT 74T At I LET,
KDty Ty Tar S NRERINET,

Type 'setup' to configure the appliance
localhost login:

nryA4y a7 N Tsetup &AL, Enter L £,

AR TG A—=EZDEy "RRRINET, BENOET 0T NORT A —FHE AT DHHEN
HFET,

GE)

IPv6 7 RL 2%t D KA A 2 — LY —_—F I NTP ——Z BT 554 1%, Cisco ISE D eth0 A
VE—T 2 A A% IPv6 T RV ATHIICEETALERHY 1,
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B ciscostenty 7y TT0YS LoES

& M:CiscolSEty v 7T TRTSLIIRFT A=A

CiscoISED 1 X k—L |

PA=DAAS

Bl

1

Hostname

19 XFLUTFICTAMENRH Y 9
CRE I IOXFUTIZTA2LENLY £3

s 72307 5 (A~Z, a~z,
BILONAL T

DL FEEFTHLILENR DY 7

ON9) A

G¥)

Cisco ISE OFEFERGEN ., FEEIZ X D MEED H T
DNREND L Z T WK 12T B0/
ERTLZ 2B LET, /—FOFRAREL
T [llocalhost] ZfEH L2V TL 720y,

isebetal

(eth0) £ —H

T RLRE, FHEY A —F %> 0 (eth0) A >

10.12.13.14/2001: 420: 541f: 4:: 458: 121:

R AVB—T1 |H—T = ADOHRIPvE £7213 71— 0 IPve © | 119
AR F7KLR R0 98 A,
Netmask H4078 IPvA 7213 IPv6 D% kv A 27 TAF IS |255.255.255.0/2001: 420: S41F: 4:: 458

D EEA,

121: 119/122

Default gateway

FIFINVIT— T oA DENRIPVAT RLAFE 21X
Zua—LIPv6 7 KL ATRITIEARY 8 A,

10.12.13.1/2001: 420: 54ff: 4:: 458: 1

DNS domain
name

IP7 FLAZATITEERTA, ARRCFITIL. ASCIH
T, AERBOEKT, M7y () L BEXOEU AR
() BDEENFET,

example.com

Primary name
server

TIA=Y F—Lh b= R—DHNIPvd T LA F
71X 7 v — UL IPv6 7 R LA TRITIIRR Y £8 A,

10.15.20.25 /2001: 420: 541f: 4:: 458: 118

Add/Edit another
name server

T <Y F—A P —R—OFHIPvd T FLAE
771327 0 — N )LIPv6 7 LA TRITHIESR D 8 A,

(A7 ay) BEOFR—LP—r—
ERETCEET, HEOR—LY—
N—%RET DX, yEATI L THe
1ITLET,

Primary NTP
server

Fherky NU—2 A4 L 7a kan (NTP) H—
NR—DIPvd 7 RLAE=1T 7 a— 3L IPv6 7 KL A
FIIARA M TRITIIERY 8/ A,

GE)
TT7A <Y NTP Y —"—NT 7 ERAAFETHDH L
R LT IEE N,

clock.nist.gov / 10.15.20.25 /
2001:420:5411:4::458:117
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| CiscolSEDA VR F—)L
CiscoISED+y +7 v 77055 L0%E7 [|

JovFk e B

Add/Edit another | 57572 NTP K A A > CTRIFHUIER D £H A, (ﬁfyay)@ﬁmwm%~A~

NTP server ERETEET, ZNEITOICE, v
EANS LU THRATLE T,

System Time Zone | #7522 B #5 Tre P UE R 0 £ A, 72 & 21X, KFE|UTC (F7 4L h)
PEAEYERE (PST) TlX, AT LDXA LYV — 0%
PSTSPDT T3, 2% V. WEHFEE (UTC) 75 8IF
%722 La|W=FEf (UTC-08:00) (2720 £,

GE)

VAT MG E S A D= IS CIMC F T2 EoNA 23—
NAPFRABNDOSFFAB L OZ A LY — & —FK L
TWDHZ EEMHERLET, ¥A LY —HICA—HMN
HIGE., VAT L NRNT <V ANEEEZTD
AREMER B D F T,

GE)

F_TD CiscoISE / — K& UTC ¥ A LY — IR TE
LET, ZOFA L= OFREICLD, BEICBT
L5/)—=F0bDUR—F vY BIXOKRAFy=—
P hDOO T T AN, A A DAE T THIZE
Hans Lotz 7,

Username CiscoISE ¥ AT LA~D CLI 7 7 A & 5% |admin (5 7 4L k)
Fa—Y—2E/HELET, 774/ L (admin) Zff
A LARWEAIE, LW —F—4 2 ERLT D LB
HVET, 22—V LI, 3~8LTFTORIT, A%
e (A~7Z, a~z, £721X0~9) THEKIN
HRENRH Y 9,

Password CiscoISE ¥ ZF L ~D CLI 7 7 & AT ] & 5% 7 | MylseYPass2
FNRAT—=RERELET, 774/ F AT — RiX
FELRWZ®, HifTT DI AT — REERT 5
MERHY 9, NAT—ROE XL 6 XFLLET,
Ll b 1 DO/NLTF (az) . 1 DOKRILF
(A-Z) . BEUT120HTF (09) 2505 0ERD
nET,

GE)

CLI A YA RM—NAHPEFITA AN NBIEEEDONRRAT — REERT BB, /7SR Y — ROFEHZD
NTFOBARERWTCIT 18] 22N TLEEN, ZOXTENRVEZITREOLTIZHD &, /3K
U— RIZZIF AN SONFETN, CLI~Du 7 A AAIFHTEEEA,

BoTZIDEIBRNRNAT— RE2ERLTI-EASIT. =Y —nicul L L, CLLa<wy REERT 50,
I%CDitiBO774N%@%LT\AXU KeEUVEy bLET, ISO77ANVEFEHLTNAT—
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CiscoISED 1 X k—L |
B ciscorse (> 2 r—LToERORR

FZ2UEy MTDHFIRIZONTIE, RO RF2 A M2 LTI E IV, hitps://www.cisco.com/c/en/us/
support/docs/security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

by Ny T TR T T LEFATTH L AT AN AERICHEESR) L £,

INT, By Ny 7 7ot ATRELE2—Y—H LA T—RFEFEHLTCiscolSEiZun /A LE
ﬁ—o

CiscoISEA/ A +F—JL T D—IZZODEE.:..,\

AVAR=NL TREANELLET LEZ E2HRTHITE, ROFIRZFATLET,
FIE

AT VAT ARNHEBS L oAy 7Tar P IRERENEDL, By b T v TRHIRE LIz —V—£ % AT
LEd, #D%, Enter L F T,

AFY T2 HLWWRAT—RKEAHLET,

ART9 T3 TV r—a UBNEYNCA VA F—LENTND Z L EZERT 572912, showapplication =~ > K& A
NLET, #DO%, Enter 2L FE T,
T —JLIZIRD A v —UNERENET,

ise/admin# show application

<name> <Description>
ise Cisco Identity Services Engine
G¥)

TV Y —ZADPDONR— g T, N—=Va L HMREEINTWAEERHY £7°,

AT w74 ISE 71t ZADIRBEZFER T 5 7212, show application status ise =~ > K% AJJ L. Enter ## L £,
A= UIZRD A =V NRERENET,

ise/admin$# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14890
Database Server running 70 PROCESSES
Application Server running 19158
Profiler Database running 16293

ISE Indexing Engine running 20773

AD Connector running 22466

M&T Session Database running 16195

M&T Log Collector running 19294

M&T Log Processor running 19207
Certificate Authority Service running 22237

EST Service running 29847

SXP Engine Service disabled

Docker Daemon running 21197
TC-NAC Service disabled
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| CiscolSEDA VR F—)L

pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

PassivelD
PassivelD
PassivelD
PassivelD
PassivelID
PassivelD

WMI Service
Syslog Service
API Service
Agent Service
Endpoint Service
SPAN Service

DHCP Server (dhcpd)

DNS Server

ise/admin#

(named)

NFS % L 7= Cisco SNS 7 5 1 7 > 2~ Cisco ISEDA 2 h—L |||

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

NFS {8 L 7= CiscoSNS 7 754 7 > A~® Cisco ISE
DA AR B—IL

OBV aryTIE, Xy NT—2 77 AN AT A (NFS) H— "—%fifi H L T Cisco SNS
TS5 AT AT Cisco ISE & A A h—/LF B HFEIZHOWTIIA L E T,

AT 71
ATvT2
ATvT3
ATvT4

ATy T5

FIE

188 BRI

AETHESNTWD EBVIC VAT L8] il L TCnAZ L 2R L £,

» Cisco Integrated Management Interface (CIMC) &XE2—T 4 VT 4 & EL T, 7774
T AREH L, BIOS Z@E LE T, FEMICOVWTIE, ROF=2T7 v zZRL T2

éb\O

* SNS-3600 > U —X 77547 2 AZDOWTIL, [Cisco SNS-3600 Series Appliance
Hardware Installation Guidel] ZZM L T 72 &0,

* SNS-3700 > U —X 77T A4 7 2 AIZOWTIL, [Cisco SNS-3700 Series Appliance
Hardware Installation Guidel] ZZM L T 7Z& 0,

http://www.cisco.com/go/ise 7> 5 Cisco ISEISO A A—TY &2 X v rnm— RKLET,
CIMC IZ#%i L, CIMC Z LT v vy vz LT/ LET,
[Compute] > [Remote Management] > [Virtual Media] > [Add New Mapping] % 3R L £,

L~y B 7 oM (Add New Mapping) ] ¥ o & K7 T, NFS — S—DFEfia A L, [fR1F
(Save) 1227 Vw7 LET,

[Current Mappings] 7 4 > K7 C, B L7z~ v B> 7 @ [Status] 23 [OK] & FRSNTWD I L AR L

£75
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CiscoISED 1 X k—L |
B o rsxenrsEorozb—n

ATy 6 KVMar Yy — L uki#LEd,

AT w71  [Power] > [Power Cycle System] DJIEIZEIR L £,

ATwv7F8 [He#R (Confirm) 1527V w7 LET,

ATYT9 FeEMLT, 7—hA==2—IlBBLET,

AT w710 [Select Boot Device] 7 f > K7 ¢, [UEFI Cisco CIMC-Mapped vDVD2.00] % #4R L, Enter Zff L £,

P —R—DEEB T e ANETTHE, CiscolSEA VA M=V A= a—0RDFRENET,

ATY TN [CiscolSEDA A h—/L (F—7R— K/E=%—) (CiscoISE Installation (Keyboard/Monitor)) ] % E&4R L
TA A M=V &ififT LET,

A—ASAXENE=ISEDAL R M—JL

Cisco ISE O FfA > A b —/LHZ, application configure ise =~ > KT [Localized ISE Install] 4
TraryEHEHLT A VA M= ARREERCEET, 2o T a rEEATL L A
VA N VR 2 Y S ~ TR B0 1 ~ 2B EME & £, 247 v 3 id, Secure
Network Server (SNS) L ARAAT 7T A4 7 AWM IFIAFEF TE £975, Secure Network Server
DA A b —)VIR & KIg I A8 L E 7,

\ )

6= * [Localized ISE Install] 4=7°> = > i, Cisco ISE 3.1 #X¥ > F 9 LIF#, Cisco ISE 3.2 /X F 5 LA
. CiscoISE3.3 73y F 2 LI, B LW CiscoISE3.4 LIED Y U —ZTHR— FZH TV
9,

cZDF T arvEFERALT, BEORR—g P EOR—V g 0 EHA VA R—LTEE
T, WIEONR—=Ta X0 WA= g 0B VA M= LT B2 LT TEERAL

FEHZOW T, [Cisco Identity Services Engine CLI Reference Guidel] ¢ [Cisco ISE CLI
Commands in EXEC Mode] D#|Z3 % [Localized ISE Installation] ZZ&ME L T 72E0y,
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4.
=% =R

FDHDA X F—ILIEHHR

o« A VA KN—IVISO 7 7 A )VinE 7 — MA[FEZ2 USB T /A A ZAERLT D T2 DI %Y —
(47 =)

*SNSTFIAT LAV Ty LA (48 5—)

s VMware R~ 0 (49 X—Y)

» Linux KVM (66 ~=*—7)

* Microsoft Hyper-V (68 ~<—1")

cEryyF Iueva=rs (83 5—)

—

A2AR=ILISO 774 I)LINS T— FAJEEZL USB T /\A
AREERT BEHIZERT B Y—IL

WDOFEIZ, SEXERNRX—T3 D CiscoISE TA VA R—/LISO 7 7 A /L 0xb 7 — M A[REZR
USB 531 R ZERET D700+ 5 Y — a2 R LET,

F12: J— bATHERE USB T /N4 ADERRICERT 5V —IL

CiscolISE ') J—X v—IJL
Cisco ISE 3.2 Rufus
Cisco ISE 3.1 Fedora LiveUSB Creator (SNS 3500 3 L TF SNS 3600 >

VX757 ADGFE)

Rufus (SNS3700 U —X 77547 ADEE

)

(GE)  CiscoISE3.1 Xy F 6 LA, B LU CiscoISE3.2 78w F 2 LD /N— 3 1%, Cisco SNS 3700
V=T FIAT v A EYR—FLET,

Rufus [ZIROEGFING X T o — RTEET,
https://rufus.ie/downloads/
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2004 R b—LiER |
B svs7os50702 077002

SNS 7 IS5AF7VRYIT7LIUR

Rufus & L1=J— FAJBEZL USB T/N 1 R DERK

1R BHHIIZ
e X — )L AT AT CiscoISEDA VAR —LISO 77 A NEHA T a— R LEJ, SNS
3700 ) =X T FIA T AT, IRD dso A A=V HFHTA2HLERH Y £9°,

ise-3.2.0.542a.SPA.x86 64.iso

¢« 16GB £721X32GB D USB T 34 AZ&{FHH L E7,

FIE

ATy T TRTCOEEEMRKT DI, FATI6 721X FATR 2EH L CUSBT A A2 H 7 +—~v FLET,

RATv T2 v—HIVT AT AIZUSB T3 A% 7% LiAA, Rufus 28 LE5,

AT 73  [BootSelection] K> 7% 7 U A Kb, [Disk or ISO image] Z 34 L £7,

ATy T4 [Select] 27 U 27 L, CiscoISEISO 7 7 A V&R L £,

AT w75 [Partition Scheme] K1 v 7 X7 U 2 ke, [MBR] Z#R L £,

AT w76 [Target System] Kz 7% 7 U A kb, [BIOS] %7213 [UEFI] 28R L £,

ATw 71 [Start] 7V v LET,
7' — R A[BEUSB DR A T — # A ITHEI TR A —CHERTE £7, YuEARETLEL, r—hiL
AT EDUSB KT A T OMMNT 7 AT 7 EATEET,

ATY T8 USB FIATME, THFANZTFT A X TROTHRAN 77 A NVEREET,

« isolinux/isolinux.cfg F 7213 syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg

G¥)
LT 7 A NV fRET D123, AFREMEHLES, MOTFX b=F 0 Z 2L TWHEEIE, 17

X (EOL) XF» ( [CRLF)] TiE7e<) [LF] IZREEINTWAH Z & &R L EJ, EOL XFH ICR
LF] ICREENTWDEHA. USB A A b — LTkt LE7,

%ﬁ774»%%%#6 X, AEEETFA T XL THEHLET, IOTFA T 4 X%
AT 2% . 17K (BOL) XF% ( TCRLF) T7A<) TLF) % EL £ 9, EOL X772 ICR
LF] Laﬁﬁémn%%é}\ USB A > A F— /L3l UE T,

ATFYT9 SNSN—RUTTTFIAT L ADEE., WMiFO77A4/VT ledrom] &9 Eb% Thd:sdbl] |2/ X
Moz £9,

BAREIZIE, Tedrom) &0V D) XFFNDTRTDA VAF VA BEBEHZET, 728 203,
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| zoton1 oz F—LiER
CiscoSNS N\— KT P77 TISA T URADEA A —1E .

ks=cdrom/ks.cfg

INERDEHICHEEZWZ ET,
ks=hd:sdbl.:/ks.cfg

ATV T kscfg 7 7 A VEBE, HFE ledrom| % [harddrive --partition=/dev/disk/by-label/ADEOS --dir=/] (Z & & #a
2 ET,

ATYIN Ty ANVERGEL, TXARANZT 4 X EKTLET,

RTYT12 B—=UNVAT LG USB T3 ZEZRTHWY 4 LET,

ATV T3 T — hA[REZR USB 5 /34 A% CiscoISE 7T 7T A T AZHHA L, T7 747 A% FLEI LT, USB
RKZ A4 7 HEEHEI LT CiscolISE #14 A b—/L L £,

CiscoSNS \— KOz 77 TSAT72oANDEA »*—1t

CiscoOSNS N— R =77 7534 T AZIEDVD RIA4T708H Y X8 A, Lz T, Cisco
ISEY7 F =7 #FEHLTCiscolSEN—RU =T 775747 L A%FA A —4T DI,
KONTNDDOF T a3 5B EITLET,

)

GE)  CiscoSNS /N~ R =7 77 Z A 7 AL, Unified Extensible Firmware Interface (UEFI) O+
X2 T 7 — MERE TV R—FLTWET, ZDOHEEIZ. CiscoISE DELAFTE A A =TT %
SNSN—KRT =TT TTATLVARIA VA R—NLTEDLLICL, THA AT 7 AL
e LTCHORELDANL—T 4 VT VAT AMIA VA=A TERNEIICLET, &%
IX. Red Hat Enterprise Linux <> Microsoft Windows 72 & O —ffj2 A ~X v —7F 4 7 VAT A
X, ZOT 774 TV ATEETEEHA,

« Cisco Integrated Management Controller (Cisco IMC) + > % —7 = A A% L C, K48
DVD 731 ZZA Y A b= L iso 77 AV~ vy BT LET,

e ALV AR—Liso 77 ANEHFEHLTA A F—/LDVD Z/ERk L ¥ 9, USB 52 DVD
RIATHBRH LT, DVD RO T T 7I7A4 T AL EEN L F7,

e AV APM—JLiso 77 ANEHEHLTT— NA[REZR USB 734 A Z2/Ef L E£9, USB
TATI™ET T IAT UV ABEHLET,

VMware {R8< > >
A\

GE) ZORF= A2 MIGEHENTND VMware 7 4+ — 57 7 7 X OFJEIL, Hyperflex (21 > A
h—/L E LT Cisco Identity Services Engine (ISE) (2 H#H S E T,
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2004 R b—LiER |
. RETUD) YV —RBEUVNTH—TVRADF VY

REI2ODYI)—REELUVNTAF—TADF VY

R~ /12 Cisco ISE # A1 A h—/L T BFC, £ VA =TIk > T, RIEE~T > OF|H
HRERN—FRU =27 U Y —RA LR INDHARE T DHZ LT, "= Ry =T OELEMET = v
I ThbET,

i<y (VM) VY —ADF v I7H, A VA =T, "—F T 4 A EFE, CPU=T
DO, CPUZ vy 7HE, BIOVMIZEID U TONZRAM 2R LET, VMU V—2n
FEAFHIERR 2 T S WA, A VA M= VEKTLET, Z0F =y 7iE, ISOX—ZAD
A VA= MIORBEHINET,

Yoy NT T T TTAEETTDEE, A VA N—TNT LA AT TOD VM /R T —< L A%
F v LET, TA AT VO NRT —< v ARHEIE SN AMRER T S 0BE . A VA
F—FIZEENRRENETH, A VA =V E2EITTXET,

VM T —<  AF = v ZITEMIC (R 73, fRIT1 TR nET, 7+
A7 VO N7 g —< VAP I N DL S WEE, TR En £,

VM /X7 4 —< A Fx v 7, show tech-support =~ > K% L T Cisco ISE CLI 7> 5 4
VTR RTEITTHIELTEET,

VMDY YV —ZB LR T 4 —~ 2 ZADF = v 7%, CiscolSEDA A h—/L EIFRNTEITT
XFET, INOHDTAMEEITTHITIE, CiscolSED T — F A==z —%HHLET,

ISOT7 74 I)LZEERLE=VMware{RE~< > > ~DCiscolSED 1 > X k—
L

ZOk®Y7 g TIE, ISO 7 7 A L&A LT VMware {lRAE~ 3 212 Cisco ISE &1 > A b —
NT B FIEIZOWTHAL ET,

VMware ESXi H—/\— %R ET H1-ODAHREH

VMware ESXi — _— %R ET DRI, ZDOE T v a AACEH I TV AIRDREDRITRSAE
PR LT Z&E W,
 WEREMHER Z RF o — Y — (root =—H'—) & LTCESXi h——Zr A 3 5MEN
% D ij‘o

*CiscoOISEIX 64 B b VAT ATT, 64y b VAT L%BA A M—=)LT BENZ, (1E
{727 /7ay— (VI) BDESXi —_R—TH I R->TNDZ &%%be<téwc

* VMware i~ > 7 4 27 GO REZE D YT TVD 2 L EMGE LTI ZE W,

« VMware Virtual Machine File System (VMFS) % {Efk L T 72541, Cisco ISE AR T
TIAT ALY R — N T HIOIERT 20BN H Y £9, VMFS X, VMware 75 A k
FIZRESNTIZA ML=V AR 2a— AT LICREINET, VMFSS TIL, IMBO 7 12 v
7 A RFEHKT1.999 TB ONRAET 4 A7 A4 X&HR—FLET,
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| zoto( >z F—LiEH
wEL7s/no—nFzvs ||

REAELTY/ BS—DF vy

TTICESXi = =% A VA F—=/L L TWAEEIT, ~ v r2EEgec, ks 2/
aY— (VI) NN E I DEHRTEET, Z0F = v 7 2F4715121E, esxcfg-info =~

v REERLET,

~ # esxcfg-info |grep "HV Support"

| === —HV SUPPOT L vt ettt ettt ettt et e e et seeeaeeseeaaeesennns 3

|===-World Command Line.......ucuiiiieeeeeenaeeennennnnns grep HV Support

HV $7R— R DEA 3 DA, VT IXESXi —"—THMZI 2> TWET, £ R b—L%fi
ITTEET,

HV AR — FDOEMNR 2 DA, VI IZH R —FENTHWETRN, BESXi V—X—TH /> T
WEHA, BIOSHTELZREL., V—X—T VT A%z LTI,

ESXi —/\—TOREEtTY /7 0o—DEME
Cisco ISE I~ >V DURIDONN—2 g U ERA R LTWELD ERI U AN— RU =7 ZFHAH
T&FEYT, 272, FDOV Y —R% A A F—)LT BRI, ESXi V—"—TAE kT 7 /
o— (VT) AT AMERH Y £9,

FIE

RTFYTIN TT7I7A4T7 A% T—hLET,

ATFwT2 REMLT, vy N7y 7HBEBLET,

AT 73 [FEMERE (Advanced) 1> [FRE v HDEERE (Processor Configuration) ] Z3&R L £,
AT v 74 [Intel(R) VT] 2R L T, AL ET,

ATV TS BREERFL, & T3 2%, FIO XM LET,

CiscoISE 7O 7745 H—EXIZT % VMware b —/A\— 4 V23— T 14 ADETE

VMware V—/_"— A L H—T =2 {4 X% AA v F R"—+TFF74% (SPAN) F7=133 7 —1k
INZFT 7427 DCiscolSE7 7 74T B—ERADHEH T —T 4 L F—T x A A~D
EAYVR—FTDHLIICHEELET,

FIE

ATv 71 [RE (Configuration) ]>[*y kT—F>4% (Networking) 1>[ZR/3F ¢ (Properties) ]>[VMNetwork]
(VMware H—/3—A VA K U ZADLHED) > [VMswitch0] (VMware ESXi %h—/—A > ¥ —T7 = 2D |
D) >[7 w7 4 (Properties) 1>[EF = U T 1 (Security) ] DNEIZEN L F 7,
AT T2 [BEX=2VUT ¢ (Security) 1 %7 D[R Y —f4 (Policy Exceptions) ] XA > CT[F B I AF ¥ AE—FK
(Promiscuous Mode) | F = v 7Ry 7 A%EF NI LET,
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B o7y EERLE Mware 5 —/\—~ i

ATY T3 [FEIAF¥ AE— K (PromiscuousMode) | K v 7 &7 U A KT, KGR (Accept) ] ZHINL, [OK]
Vw7 LET,

SPAN £72i133 79—k w7747 bF 7 4 v 7 ZINET M0 VMware ESXi ¥ —/3N—A1 o & —
T4 ATINOLDOFEIEEZFEITLET,

) 7ILary—)LE{ERL - VMware 5 —/\—~ D

FIE

AT 91 FFED VMware $—/3— (ISE-120 72 &) O&EREZ A 712 L E7,

RATv T2 VMware h—"—%427 U v 7 L, [faE (Bdit) | Z2=IRLET,

ATYvF3 K= (Hardware) | ¥ 7 C[EM (Add) 1227 U > 27 LET,
ATy T8 [V TR —1 (Serial Port) ] #HIR L, [k~ (Next) 1227 U v 7 LET,

ATYF5 [V U TR — ~HJ) (Serial PortOutput) JFEIK T, [HFA MOWFLT Y 7 LA — &M (Usephysical serial
portonthehost) |47 v a iR U Eid[*y b U — 7 8RH THE (Connect via Network) ] 4 7Y 3 7R
KU mBIRLC, [k~ (Next) 1227 U7 LET,

o[y b U— 7 #XH THt (Connect via Network) | 47 a VBN L7263, ESXi h—/—_F0D
T7AT U= AR— M MERH Y £7,

s [RA OB Y TR — M &#H (Use physical serial port on the host) | Z IR T2551F, A—F
ZERLET, A— FE2RIRTIOIMERHV ET, RO25OF T a v EHHTEET,

+ /dev/ttySO (DOS F72i% Windows A XL—7 4 7L A7 LT, ZHIECOMI & LTERFSNE
7).

« [dev/ttyS1 (DOS F 7213 Windows AXL—7 4 V7V AT AT, ZIULCOM2 & LTHERENE
T .

ATYT6 [Next]Z27 Vw7 LET,

AT9 T [T, AAT—H A (Device Status) |fEIK T, #U/eF =y /Ry 7 A% LEd, 774V KT
1. [BERiE A (Connected) ] ANEIRINTWET,

AT v T8 VMware h— —Z#fi T HI21E, [OK] 227V v 7 LET,

VMware H—/\—D & E

188 BRI
['VMware %—/N—% R ET D7D DFHERM] 20T AT T,
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VMware 4 —/3\—DEXE .

FIE

ATYyT1 ESXit—A—icm /A LET,
ATw T2  VMware vSphere Client DDA T, IRA~ avTFE2E7 Y v 7 LT, [FHEE~T > (New
Virtual Machine) ] Z3&IR L £7,

AT w73 [SelectaCreation Type] =Y 7 C. [Create a new virtual machine] #27 U v 27 L, [Next] 22V v 7 L%
R

ATv 74 [SelectaNameand Folder] = U 7 C, VMware ¥ AT LD Z AT L, FREND U A S SEFTa#
JRLUTC, [Next] 227 U 27 LET,

B>k
VMware 5 A MIFEHTL2HRA MG EFHLET,

AT w5 [Select acompute resource] =V 7 T, B O I Ea—T 4 7Y VY —A%EERL, [Next] 27 VU v

7 L/i—a—o
ATw 6 [Selectstorage] =V 7 C, #ERINHMHEAFRERERNH LT —F A MT ZRINL, [Next] 227 U v 27 L
7,

AT w71 [Select Compatibility] =V 7 T, [Compatible with] Kz v 7% 7 U X ki, 2O Cisco ISE 73—
VarEHBMEOH D ESXiN—Ta U ABEIRL, [Next] 227 U v 7 LET,

TR CiscoISE U U — A L HHED & % ESXi N— 3 LNZHOW TR, ZfEMD Y U —2 D Cisco
Identity Services Engine U U — A /— K@ [Supported Virtual Environments] % ZM L T 72 &0,

ATv T8 [SelectaguestOS] =V 7T, ROTFIEEZFEITL, Next] 27V v 7 LET,
1. [Guest OS Family] Ka v 7’ # 7 U A kv, [Linux] 28R L £ 7,
2. [GuestOSVersion] K v 7 Z7 U R R, HAR— K 3TV 5 Red Hat Enterprise Linux  (RHEL)
NV g VBRI LU E T, CiscolSE U U—2A 3.1 LI CTIZ RHEL 8 2 L £,

ATwv 79 [Customize hardware] =V 7 @ [Virtual Hardware] Z 7 C, IROBRTEEFEITL, [Next] 227V v 7 LF
R

1. BEHTDHSNS VU —XTFI747 U AZSE LT, [CPUI B L [Memory] K2y 7 X7 U R Ry
OLBEMEAEIRL £,

SNS3600 =R F7TSAT VR :
« /B : 16 vVCPU =27, 32 GB
« IR : 24 vCPU =277, 96 GB
o KB : 24 vCPU =277, 256 GB

a7 OEIE, NARXR—=AL wT 4 72XV, Cisco Secure Network Server 3600 ' J — XD a7
Bo2ETT, & 2E, MHER Yy N —7 BEOYE, 8EO CPU =27 7213 16 D A
L RZ&EF> SNS 3615 @ CPU 1LEE &7 37212, 16 D vCPU =2 7 &40 4 THLENH
D iﬁ‘o

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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. VMware 4 —/3—D % E

ATv 710
ATy 71
AT 712

ATv 713
ATy 714

ATy 715

SNS3700 ¥ Y—X 7 IS4 TR :
« /NI : 24 vCPU =27, 32 GB
« B : 40 vCPU =277, 96 GB
o KR : 40 vCPU =27, 256 GB

a7 OIE, M ARNX—=AL vTF 4 72XV, Cisco Secure Network Server 3700 ) — XD a7
Bo2METT, L& E, MHER Yy =7 EBEROEE, 1280 CPU 227 £ 721X 24 fE# A
L v K& FFD SNS 3715 @ CPU LA &35 /=9 72012, 24 D vCPU =2 7 &80 4T 5 HEENH
nE9,

GE)
BRELTevCPUa T E AE Y OEID Y TIZHY T HVCPU L AEY Y Y =X 2 TR LET, AT
DI E | Cisco ISE D/R7 —v v R L BEVEIZRE R BEZ 5 2 2 Aliettn&d v £4, [CPU] B
L [Memory] DTV 7el= AR =V T &2 7 U w7 L, FHEDTHTZ 4 —/V RETHLET,

2. [New SCSI Controller] Kz v 7% 7 ) 2 k5 [Paravirtual] 2R L %9,

3. [New Network] 3 XU [New CD/DVD Drive] Ru v 7 X7 U R b MERFy NT—7 B LW
ISO 7 7 A V&R LET,

NIC K7 A 3% [Adapter] Ry 7 X7 JRXARNLEIRL, Next] Z#7 U7 LET,

RS « 27 DYERL (Create a new virtual disk) ] 23R L, [k~ Next) %27V v 27 LET,

[T 4 A7 7avya=r7 (DiskProvisioning) | ¥ A 702Ky 7 AT, [y 7TrEVa=v7
(eagerly zeroed)  (Thick provisioned, eagerly zeroed) | A 7> a v R& %27 Vv 27 L, [k~ (Next) ]

7V w7 LTHRITLET,

CiscoISE X, v 7 Fubva=y sl raeya=r 7oz R—cLET, 2720, §F

WCE=F—V T ) —RTlE, NTA = REEDDHIEHIZ, Yy 7abeya=r7 (eagerlyzeroed)

PEIRT AL E2BEOLET, Yo 7nbeYa = FERIRLEERIL. BOIDOT 4 A7 HEEPIC,

EVZL DT 4 AV EBNBBERT v T T L— R, Ny T v 7L, Ty 7 maX Ui EORE

BN LZ NV ET,

[Support clustering features such as Fault Tolerance] 7= v 7R v 7 A% 4 7IZ LET,

[Ready to complete] =V 7 C, # L < B L7= VMware > A7 LAD4R[, 7 Ak 0S, CPU, AEV

T4 AT YA X2 EOREDOFMA R LET,

[#&7T (Finish) 1227V > 27 LET,

ZILT, VMware VAT ANA A =L ENFE LT,
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wEvs vERs venEEsToEs [

RDBERY

FLLAERRE LT VMware Y A7 L% T 77 4 72T HI2iE, VMware 7 7 A4 7> kD2 —
P A H =T 2 ADEMDNA L T[VM] 2427V v 27 LT, [EIR (Power) ]>[EIA
> (PowerOn) | #®IN L F7,

RE<TS VUERA VEFHEEERTDER

ATvT1
ATv T2
ATvT3
ATy T4
ATvT5

ATvT6

VMware

VMware 8~ 2 0 Tld, BENELEILT 74/ P TOICHRESINTWET, FHENSAT—FK
Uty NTAGAEREII, BEFA 7Y a v EABERLLTSTH201, EEhEEAERE T
ij‘o

FIE

vSphere Client 725, i~ > %427 U v 7 LT [Edit Settings] Z &R L £,

[A 7> =3 (Options) 1 #7427 Uy LET,

[FEHIE%E (Advanced) > [#E)4 73 2 > (Boot Options) ] Z &R L F 7,

[FEJRA L E)EIE (PoweronBootDelay) [#EI T, MBI ZEBIE S H D0 (T UR) Z@IRNL T,

[Force BIOS Setup] fEIKDF = v 7 R v 7 R &4 12 LT, RIEIO VM LEIGIZ BIOS #% & Ml & o~ L E
—éAO

[OK] %7 Vv 7 LTERERFELET,

ORATLADCiscolSEYV I DT T7DA VAR =)L

48 SRS

e A VA RN—NIEIT, KEEFTA B RAEA LA R—/L L72WES . CiscolSE 1T H Bz R
100 = RARA > b2 R—b3T59 BHEOFMEZ A B 224 VA =L LET,

*CiscoISE Y 7 7 =T % Cisco Y 7 b7 =T DX 7> u— KA |
(http://www.cisco.com/en/US/products/ps11640/index.html) 2»H X 7w — RKLET, RKIZ,
ZDY 7 Ny =T ZDVDIZEZIALET, CiscocomP A hov s A AEREFEET DAL

ERHV ET,

e (XF T ar : VMware 7 77 FIZ CiscoISE # A > A h—/L L TV DA D HE )
VMware 27 7 ¥ RIZ CiscolSE %A A h—/L§ 57 v& AL, VMware (48~ 2/ {Z Cisco
ISE¥* A YA FN—NT BTt EELTT,

» Amazon Web —E" 2 (AWS) @ VMware 7 7 v RIZEBE X 7- Cisco ISE A~ o
> : Cisco ISE (X, AWS O VMware 7 7 7 RS 2V 7 by = T ERUT — 4 &
V4 — (SDDC) THARNTEET, A7 VI RERE, LBERT NA R LY —E R
WZT7 7 BEATEDLLIICTHOIC, #etXa )T 0 ZV—7 R 2 — VMware
777 RTHRESNTNDHZ & é’ﬁﬁmu L %7 ([Networking and Security] > [Security] >
[Gateway Firewall Settings])
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. VMware

&
ATy T2

ATvT3
RTv74

ATy TH
ATvT6

ATy T17

2004 R b—LiER |
SRT LD CiscoISEY T YT TDA VR h—IL

e Azure VMware Y U =—3 3 > (AVS) ZHEERI Z 417z Cisco ISE fifE~ > : AVS I3,
Microsoft Azure © VMware V—72 10— K& %A 7 4 712347 L F£9, CiscoISE I,
VMware KA~ & L THRA M TE £,

FIE

VMware 7 7 A4 7> Mzua 7 A4 LET,

BB~ %BIOStE Y T v 7 E—RNICTT 5720, VME4A7 U v 7 LT EEDHRSE (EditSettings) ]
Vv LET,

[A7>ay (Options) | #7527V v LET,

[BIOSDHilli% & (Force BIOS Setup) ]Ik C[7— h4 7> 2> (BootOptions) 1%~ U v 7 L, [BIOS]
Frv IRy A4 A2 LT, VM EEIFIZ BIOS B EMHICA Y F97,

(6=3))

2TBLLED GPT /8—F 4 v a v %7 — b 5121, VMEED T — hE—RT77—A7 =7 % BIOS »»
OEFNCEETOZXLERH Y 7,

Guest OSRHEL 8 55 K OVEFI 7' — & — RA& 3R L7235 1%, [Enable UEFI Secure Boot] 47" = % M
MZLET, ZOF T asidk, FAN ARV —F 4 7 A7 A RHEL8 VM TiX7 7 /v h THEIT
2o TWVET,

[OK] %27 Uwv 27 LET,
WEHREE (UTC) BLOELWS — KMEF% BIOS I2RELET,

a) VM OEFENA AN TWELHEIT, VAT LOEREA 7IZLET,

b) VM zA4 Iz LET,
VAT LANBIOS By N7 v = RIZRY £,

¢) [BIOS] A ==—TC, KHIZF—%fEH L C[Hf &4 (Dateand Time) |7 ¢ —/L NIZB# L, Enter%
LET,

d) UTC/Z7'V = v DHEHER; (GMT) A &L V' —2 & AN LET,
DALY —VDOFREICLY, T A L MERICBT A3 EIER//— R0 bOLFR—F, B
T, BIORATF Yy =Tz bOuay 77 ANV, XA LAZ T THIZAHSND L1 F
-g‘o

e) FHIF—ZMHHLTELE) (Boot) | A== —IZB#H L. Enter L £,

f) REIF—%M LT, [CD-ROM KZ A 7 (CD-ROMDrive) ]%ER L, +%Z# L CCD-ROM K7 A 7%
NEFF DB B L £,

g) KHIF—ZMHLTHET (Exit) ] A==2—IZBEIL., [EELZRAFL THET (Exit Saving Changes) ]
IR E7,

h) [V (Yes) | Z@IRL CEFEARIFL, KT LET,

CiscoISE ¥ 7 b 7 =7 DVD % VMware ESXi 8 A b CD/DVD RZ A ZIZHAL T, (B~ v &4
WZLET,
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VMware VY — /)LD A > X b—LDFERR .

DVD OfE#EIE, =2 YV —ZIFRO L HICFEREINET,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

ATv 78 KHIF—%MH L C[CiscoISEDA > A h—/L (U T/ ar/—)) (Cisco ISE Installation (Serial
Console)) | £721% [Cisco ISEDA > A h—/b (F—h— F/E=4%—) (Cisco ISE Installation
(Keyboard/Monitor)) ]# R LT, Enter ¥ —%#LET, U7V ar Y — LA+ 7va s #2&RT 555
i, e T T ar Yy —EEy RT v T LTELRERH Y £3, 3 Y —LOERFIEIC
DWW TIEL, [VMware vSphere Documentation] ZZ M L T 72 &0y,

A VA R—=F0, VMware ¥ AT L~D CiscolSE Y 7 b7 =7 DA A =V ZBBLET, £ A h—
N TREANETTHET, 200000 ET, A VA= TRV ARKTTLH L, [~ T HE)
MICHEB SNET, VM OFEZIFIC, 22 Y —/LIZRO LI IR RINET,

Type 'setup' to configure your appliance
localhost:

ATYFT9 VAT L T NT, setup E AT L, Enter L 9,
By Ny T U4 = RRRREN, U= R TR ELIATLE T,

VMware YV —ILDA X b—JLDFER

vSphere Client @ [1Z (Summary) ]2 J %A L= VMware V— )LD A > X k— )L DFEER

vSphere Client THEE 4172 VMware 75 A N @D [Summary] ¥ 712 E L £ 9, [VMware Tools]
74—V ROMET [HER 2] 2 & 2B LET,

7:vSphere Client T VMware *) — )L DFER

summary Monitor Configure Permissions Datastores Networks Snapshots Updates

Guest OS: Red Hat Enterprise Linux 8 (64-bit)

Compatibility: ESXi 6.7 and later (VM version 14)

VMware Tools: Running, version:11365 (Guest Managed)
MORE INFO

DNS Name: ise240

CLI Z{#HM L 7= VMware YV — LD A VX k—)LDHER

VMware ¥ —/L3A VA M —/L ST LN E D I a il 5121, showinventory =~ > R
ZIATLET, ML NIC RIANFRPERSNET, VMware YV — /L3 A VA h—/b
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B vwwae v—07 v 75 L— FoHR— ¢

ERTWBHHEA.

To

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: AO , SN: FCH184X9XXX
Total RAM Memory: 65700380 kB

CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 9: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2
CPU 10: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @
CPU 11: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @
CPU 12: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @
CPU 13: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @
CPU 14: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @
CPU 15: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @
Hard Disk Count(*): 1

Disk 0: Device Name: /xxx/abc

Disk 0: Capacity: 1198.00 GB

NIC Count: 6

NIC O: Device Name: ethO:

NIC O0: HW Address: XX:XX:XX:XX:XX:XX

NIC O: Driver Descr: Intel(R) Gigabit Ethernet Network
NIC 1: Device Name: ethl:

NIC 1: HW Address: xXX:XX:XX:XX:XX:!XX

NIC 1: Driver Descr: Intel(R) Gigabit Ethernet Network
NIC 2: Device Name: eth2:

NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel(R) Gigabit Ethernet Network
NIC 3: Device Name: eth3:

NIC 3: HW Address: XX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel(R) Gigabit Ethernet Network
NIC 4: Device Name: eth4:

NIC 4: HW Address: xXX:XX:XX:XX:XX:!XX

NIC 4: Driver Descr: Intel (R) Gigabit Ethernet Network
NIC 5: Device Name: ethb:

NIC 5: HW Address: XX:XX:XX:XX:XX:!XX

NIC 5: Driver Descr: Intel(R) Gigabit Ethernet Network

(*)

Hard Disk Count may be Logical.

VMware V—ILDT7 v 75 L— KOYHR—

ISEISO A XA —TZiE, AR — &5 VMware YV — I REENTWET, VMware 7 714 7
VD= o H—T 2 f A& L T VMware Y — V& T v S L — T 52 LITITE
FHA, HLWWN—=T 3 0O VMware Y — V& HT5121F, ISEZH LW A—V 3 i2T v
FIL—FLET,

Cisco ISE{REET L L DiEH

Cisco ISE VMware (A8~ > (VM) Z##H L. CiscoISE / — RO L7 U A ZERT 5
ENRTEET, 2T BHEORY Y —H—b X J—F (PSN) ZHEHL-H8T 71

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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.60GHz

Driver

Driver

Driver

Driver

Driver

Driver
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&

ATy T2
ATvT3

ATy T4

ATy T5

ATvT6

ATy 17

FIE

ciscoISE fe2v > o R |

A4 A2 NBET, VM O#ELT PSN 2 0GE DB TF P a A 4+ 5012 %E s b E 4, PSN
BENEFNREIZA VA =V L TRETDHHLETIH Y T A,

F 7L — & LT Cisco ISEVM Z#Hl42 Z L & TX £,
A\

GE)  HEHEIZIL VMware vCenter NMLETT, vy NT v 7 70/ 7 A2 FETT DRI, ERIAZLITH
WERH Y 9, HERHINTZ VM OWEIEREA R, VMwarei roT[= I:*{ﬁ}} (ICopied
It) 12 [BEIFEA (IMovedIt] 22 & #IRT 5 L 2 kdD b 2GE1E, [=2 80— (1CopiedIt) ]
%Eﬁﬁéﬁgﬁhbiﬁo%5#5:&f\VMK%LVNMCTvatumDﬁﬁD%
THNT, —EOUDLIZARY £3, [BEIFA (1Moved It] 212425 & Cisco ISE &R T
UDI WEBE L, BEFEIIT7 4 B AOMEREELET,

1R BRI

« HHIF 5T ED CiscoISEVM # ¥ v X 7 LEF, vSphere Client T, Cisco ISE VM
#42 Y v L., [Power]>[Shut Down Guest] &R L £,

cHBRIENT VM OERAZF AT AR, IPT RLVAEFIIARA MM EER LARWTL
X, BRlT o 22T LET, VMOEREEZA L, Tar7 MREREINTZD

[ —% A (ICopiedIt) | ZFEIRLET, FlalEy N7 v TRHIIP T RV R EERAX R4
FRTELET,

BHEMREZF > —Y— (root =—H—) L LTESXi Vr— =/ LET,
Z OFNEEELFTT B IT1E VMware vCenter 23 A FET9,

#HHI9 2 CiscolSEVM 2427 U v 7 L, [B# (Clone) 1227V v 27 LET,
[Name and Location] # A 7 1 73R v 7 ZZH LWV~ DL4RTZAS L, [Next] #27 U w27 LET,
ZiE. H UL AERLT % Cisco ISE VM DR 2 M4 Tl . RO O L 72 54511,

FH LU Cisco ISEVM 2 FEITTHHRANEILY TAXZHRIRL, [Next| 227 U v 7 LET,
H LU CiscoISEVM DT —H A T ZIEIR L, [Next] 227 U v 7 LET,

IOTFT—HZ AT, ESXi —"—Fouo—h A7y a VEFITIVE— A ML —VDEERH D F
T, T—HFANTIWADRT A AV RERNH D LR LET,

[Disk Format] %A 7 1 77K v 77 A C [Same format as source] 473 3 W ARZ &R L, [Next] 227 VY v 7
L\i—a—o

ZOF T a0t BRITETH S CiscolSEVM THEH SN TWEL 74—~y hEatr —LET,

[Guest Customization] Z A 7 & 7 7K » 77 A C [Do not customize] 47> 5 VR ¥ &K L, [Next] 27 U v
7 LET,
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B 77— r&@EmLE CiscolSEREY S~ DiEm

ATv T8 [#&T (Finish) 127V v 7 LET,

RDARY
BRI NT IV DIP T RUABLWERR N O HE
e HELX N7 Cisco (B~ v Dy WU — 7 ~DHEkt

FoTL— rEHEALT CiscoISE RIET S > D&l

vCenter i 4 554 1%. VMware 7> 7 L — &2 ffiH LT, CiscoISEfRfBE~ > (VM) %
BRI TXFEF, CiscolSE / — REBERLTTF o FL— FEER L. #OF 7 L— % f#j
L CHEE D CiscolSE / — REMER T&x 9, 77 b— M aH L8~ > v oERIT,
2ODAT T RHY ET,

1R BHEIIZ

)

GE)  #EHRUZIX VMware vCenter N CH, £y N7 v 7T AEFEITTHENIC, EREITO
VR B F9,

FIE

2TV T FE~ > T L— FOERE (60 ~<—3)
AT T2 B~ T L —rDOF A A b (61 2—2)

RE<TSY FoTL— FOERK

B8 HHEIIZ

« 595 CiscoISEVM ZfE3IC> v v R & 7  LE7, vSphere Client T, %9 % Cisco
ISEVM%Z 427 Y v 27 L, [E (Power) |>[7A &L %> & (ShutDownGuest) ]
IR E T,

T U L= NI, A VAR LEZENY Ty T v TSI AERETL TR
CiscoISEVM MW BAERT 2 Z 2 BEd LET, ZNICLD, IPT FLABXOFEA M
ZEBNZAER L, #%E L7 CiscoISE D%/ — R Tty N7 v/ e s szt nE
ITTCELEIITRY ET,
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ATy T

ATvT2
ATvT3
RATv74

ATy Th

ATvT6

FE<srFrIL—torioqxvt [

FIE

EHEMHERZFF O —Y— (root =—W%—) L LTESXi V—_—{Zu s A LFET,
Z DOFNEE ESFTT D IT1E VMware vCenter 23 VAZE T4,

IS 2 CiscoISEVM 427 U w7 L, [#E& (Clone) 1>[T> FL— FZ#EE!L (Clone to Template) ] %
BIRL T,

T L— NOAHIE AT L, [4R1&r s — 3 (Nameand Location) | XA 7R 7Ry I ATT
L— b RAFT 25T 2 IR L T, [k~ (Next) 1227 U v 7 LET,

T — NERAFT D ESXi A A FEABEIRL T, [k~ (Next) 127V v 7 LET,
T — NERFT DT XA NT EER LT, IR~ (Next) 1227V v 27 LET,

ZDOT—=ZANTICRERT 4 A7 RO L Z L MR LET,

[T 4 A2 74—~ bk (DiskFormat) | ¥4 72/ Ry 7 AT[Y—ALFEL74+—~> k (Same format
assource) | A var ARE U E Vv L, IR~ (Next) 127U v 7 LET,

[5E TRTOHERS (Ready to Complete) | %A 7 2 7R v 7 ANRFRINET,
(¥ 7 (Finish) 1227V >y 27 LET,

RETLUFUOTIL—rOTFTOA AV

ATy I
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

R~ T r— b E{ERR L6, o~ > (VM) BB LET,
FIg

ERKL7ZISEVM 7 > 7 L — %2427 U » 7 LT, [Deploy Virtual Machine from this template] Z 3R L £ -,

L) CiscoISE / — RD4HEi%Z AJI LE9, [Name and Location] 4 7 1 77K v 7 AT/ — ROGHT & &
LT, [Next] 227V v 7 LET,

B LU CiscoISE / — RZRAFET 5 ESXi R A F &R LT, [Next] 27 V v 27 LET,
B L CiscoISE T AT —X A R T #IRL T, [IR~ (Next) 1227V w27 LET,

T—=HANTWADGRT A AVERENDD Z LB LET,

[T 4 A2 74—~k (DiskFormat) | ¥4 72/ Ry 7 AT[Y—ALFEL74+—~> k (Same format
assource) | A var ARE U E Vv L, [IR~ (Next) 127U v 7 LET,

[FA R AZ~<A A (GuestCustomization) | XA 7 2T Ry T AD [ AX <A XL\ (Donotcustomize) ]
FFvar R E kI )y LET,

[Ready to Complete] A 7 12 VAR v 7 ANFRINET,

[Edit Virtual Hardware] 7= > 7 AR v 7 2% 4 12 LT, [Continue] %7 U » 7 LET,
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. BEINEREISVDIPT7 FLABIUHRR FEDEE

[Virtual Machine Properties] ~<— VB ER S E T,

ATV T8 [*y U= T X7 4 (Network Adapter) ] ##IR L, [#6i75 A (Connected) | T = v 7Ry 7 AR IW
(BB ARFIZEE (Connectatpoweron) | F = v VAR y 7 A%A7IZL T, [OK] %727 U2 LET,

ATYF9 [#T (Finish) 127V v 7 L7,

ZDCiscolISE / — FOBREZBAL, FOIPT RLAEFRAMEZHREL T, Fy NU—JIC8ELE
—éAO

RDZRY
BN U DIP T RLABIOERA N OEE
« BHRIE N7~ Cisco REB~ S v DRy N U — 7 ~DHEE

BREINE-HREIOVDIPT7 FLABELURR FEDEHR
CiscoISEfifl~ v (VM) 2B L6, 2OV OBEFEEZANT, ZOIPT KL AL
KA NG EERELET,
1R BRI
¢ CiscoISE / — RMRAZ L R7u KB THAHZ L 2HELET,

« BT L <HELE 7z Cisco ISE VM OEIRA AILDHINC, Ky MU —27 7 X7 ZRERI N
TWRWZ L A2RER LET, [HEkiEA (Connected) 13 X OB AFRFIZEEG (Connect
atpoweron) | F =y /Ry 7 A% F7IZLET, ZHUTKY, /= RTHDOY—AvY¥
VERUIPTY RUABMERHEINAZ L ES I ENTEET,
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ATv T

ATvT2
ATvT3

ATv74

BRSNEEETL OPT FLRsEURZ F0ZE ]

8: 12y FI—Y THTHOEGRER

() clane - Virtual Machine Pmperli:l 1 [E= )
Hardware | Options | Resources | Profies |
[~ Device Status -
™ Show All Devices Add... Remove e
e T Summary T I Connectat power on
W& Memory 4096 MB i
[d CPus (edited) 4 = e ey
B video card Video card il s
@ 5CSIcontroller o LSI Logic Parallel e
& Hard disk1 irtual Disk
00:50:56:a4:5e:eb
@y co/ovD drive 1 Client Device
| BB Network adapter 1 (edite.. VM Network ] & Automatic £ Manual
& Floppydrive1 Client Device
= VMCIdevice Restricted [ DirectPath 1j0
Status: =
—Network Connection
Network label:
WM Network ‘:J
|
Help aK Cancel -+
..—] L =
) |
| o
— £

L HERINT VM OEJREZ ANLDLANC, BV Y TDHIPT FLRERR MM A HEfH L
9, TOIPT FLRAELERRA % DNS V—"—IZBMLET, "AMLLELT
Mocalhost] ZMEH LRV TL7ZE0,

I LWIP 7 RLAETIIFRA LA LT, CiscoISE / — FOFFAEZEEG L £4,

FIRr

L EEEINT CiscolSEVM 24527V v 7 LT,
=

LRI N7 CiscolSEVM Z3RL T, [V —/V (Console) | #7577 Vw7 LET,
Cisco ISECLI T, kD=~ REAHLET,

configure terminal
hostname hostname

RETOHHLWEAMMAEASNLET, ZOFINEDOHKIZ, Cisco ISE — B ANHELE L 9,

EIR (Power) ]1>[&iIRA > (Power On) ] ZER L

kDA~ R AJJLET,

interface gigabit 0

ip address ip address netmask

ANUERA M E =T HIP 7 FLAZEV Y TES, ZOIPT FLRITHIST 2872 % Y b~ %
AN LET, & TH#., CiscolSE 1L D —EADOFEHNKD HNET, ipaddress 2~ > FB I
hostname =2~ > ROFEMIZ DUV TiX, [Cisco Identity Services Engine CLI Reference Guide] # &M L CT< 72
AN
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B Encntciscomory FT—5 ~0iEE

AT Y &ZAJILT, CiscoISE — ¥ A ZHEdE L F1,

BRIt CiscoVM DAy b T—H ~DER

VAT LDEREAIN, IPT FLABLOHRA MEEF LZS, Xy U —721Z Cisco ISE
J—RE#EGELET,

FIE

ATy HLLER SN Cisco ISEE~> > (VM) 2427V v 7 LT, [REOHwSE (Edit Settings) 127 U v
7 LET,

ATw T2 (A~ D7 137 4 (Virtual Machine Properties) | A 72 7Ry 7 AT[Fy NI—I T X7 H
(Network Adapter) 1 %7 U > 27 LET,

ATV T3 [T/ ARAFT—H A (Device Status) | fEIKC, [#£6i# 4 (Connected) | F = v 7 R v 7 AR L O [EIFRE
AFFIZH5t (Connect at poweron) | F = v 7Ry 7 A% LET,

ATy T4 [OK]Z27 V7 LET,

I IRIE A b ERENIRE A D Cisco ISEVM DFE1T

Cisco ISE U U — R Z5Hlli L 722, FHEREEN DR T A & o A 2 RF O RBBEREL (2> 2 T A
EBITTEET,

1R HHEIIZ

« XV 2L D2 —F—% Y R— T D EBBEREIC VMware T — N—Z2 B8 55415,
CiscoISE £ > A h— 2V PHEIB SN B R/INT 4 A7 A4 RALLE (B RIFEY A XL 2.4
TB) ITHFREL TLEEW,

*300 GB Rl DOT 4 A7 FEEMHEH L TERINTZ VM 205 EZBE) VM 12137 — ¥ 21T
TERWI EWZEELTLEEY, 300GBLLEDT 4 A7 REZFEHA L TERINTZVM
DT — 5 DHREBFRBERTI BT T ET,

FIE

ATy I FHEROBREEZ NNy 7T v 7 LET,
RTw T2 FEEE VM ICLERT ¢ AV NS D Z AR LE T,
ATYv T3 EBEHOT Tuf A N T4 AEAS ANV LET,
ATy T8 FERE AT MR EEETLET,
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RERVNRTF—RVADFT U TIVETDOF I VY .

REISUNTA—TVRADF VTRV RETOF VY
CLI 2> show tech-support =~ > RZEITL T, VMDONRT7 =< AZ WD THF = v /T
EET, Zoavr FOHNIIROFIO X 512720 £,

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance
KA KKK KA KA KA KA KA KA KA KA KA KA A KA KA AR KA A KA A A KA AR AR AR AR AR KN KA K

~
G

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/O bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/O bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

CiscoISEEEEN A — a2 —M o DREYL D JY—ADF vy

CiscoISEZ A VA R —NBFTIZ, T—hA=ma—NbEE~ DY V—2A%F v T
F9,

CLI FZ A7 V7 MIROFID XL 512720 7,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

KEIF—Z A LT[V AT La2—=T 4T 4 (U7 )z —)) (System Utilities (Serial
Console)) | E72X [ AT Lax—T 4 VT 4 (F—A&R— FET=%—) (System Utilities
(Keyboard/Monitor)) ] Z3R L C, Enter ¥ —%2# L £9, ROBWENFERINET,

Available System Utilities:

[1] Recover administrator password
[2] Virtual Machine Resource Check
[3] Perform System Erase

[g] Quit and reload

Enter option [1 - 3] g to Quit

VM U Y —R2%T =y 73 5I20%, 22 AN LET, BHTROFO I S22 0 £,

*x*%** Virtual Machine host detected..

*x*** Hard disk(s) total size detected: 600 Gigabyte
*x*** Physical RAM size detected: 16267516 Kbytes
*x*x*x% Number of network interfaces detected: 6

**xxx* Number of CPU cores: 12

*x*k%x%x CPU Mhz: 2300.00

*x**x*x Verifying CPU requirement..
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B tinuxkvm

***x*%* Verifying RAM requirement..
**x*%*x Writing disk partition table..

Linux KVM

KVM {R28{tF v

AN aty B3 KVM AL Z AR — R LTV ARERSH Y £7°, Intel DFAIX, VI-x
iR LET, AMD O%EIE, AMD-V 2B LE T, RAFTH—IF Ly 0 RUZE
X . cat/proc/cpuinfo =~ F&FITLET, a~vr FEAIC Tvinx) 75 7 £721% Tsvm) 7
TFIUNRREINDIMENRDHY 7,

o Intel VT-x D4 -

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology

nonstop tsc aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds_cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca ssed4 1 ssed 2 x2apic popcnt

tsc_deadline timer aes xsave avx lahf 1lm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

« AMD-V O#4 -

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse
sse2 ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

KVM ~® CiscoISED A > X b—)L
ZOFNETIE, RHEL |2 KVM Z{ERK L, % ZIZ Virtual Machine Manager (virt-manager) % fifi
M LT CiscoISE A A h—/LF 2 HIEIZOWTRHB L £ 7,
CLI T®D CiscoISE DA A b= AR LTI-EIE, ROK S ha~vr RE AL LET,

#virt-install --name=kvm-isel —--arch=x86 64 --cpu=host --vcpus=2
--ram=4096

--os-type=linux --os-variant=rhel6é --hvm --virt-type=kvm
-—cdrom=/home/admin/Desktop/ise-3.x.0.x.SPA.x86 64.1iso
—-—-disk=/home/libvirt-images/kvm-isel.img,size=300

--network type=direct,model=virtio,source=eth2,source_mode=bridge

ise-3.2.0.x.SPA.X86_64.is0 I Cisco ISE ISO A A — Y DART T,

1R BHHEIIZ
T —W /)L AT AT CiscoISEISO f A—V &2 Xy a—RKLET,
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FIE

KVM ~ ) Cisco ISE DA > 2 b—1L [

AT 71 Virtual Machine Manager 7 1 > K735, [File] 227 VU > 2 L T [New Virtual Machine] (248 L &7, [Create
a new virtual machine] A 7 RV Ry 7 AT, ROT 7 v arx=FTLET,

ATy T2

1.

2.

3.

10.

11.
12.

13.

[Local install media (ISO media or CDROM)] %2 U v 7 L [Forward] #2 U v 7 LE 7,
[Automatically detect from the installation media/source] = v 7 R v 7 A% A 712 LET,
[0S] kv 7 H 7 U A R)yE [Red Hat Enterprise Linux 8.2] Z 3R L £9°,

[Browse] 27 Vv 7 L, AL —UT—ADFESF—~2a XL N T 4 AT T7 A0 VAT A
TALVZ M) ERIRLET,

[BrowseLocal] # 7 Vw7 L, B— ANV AT ANBISOA A—VEERLT[Open| 227 Vv 7 LE
R

(%17 (Forward) 1% 7V v 27 LET,

AEY & CPUDHKRELEER L, [Forward| 27 U v 7 LET,

[Enable storage for the virtual machine] F = v 7 & v 7 2 & 4142 LE T,
[Select or create custom storage] 27 V v 7 L ¥ 7,

[Manage] 2 7 V v 2 L %9, [Choose Storage Volume] A 7 B 7R v 7 AT, IROT 7 ¥ a v uwFRT
LET,

1. [Volumes] DAEICHD [+ T A a2 %27 Vv 7 LET,

2. [Format] Ru v 7 &7 U & kb [qeow2] &R L £,
3. [Max Capacity] % 200GB & L TAN L £,

4. [#7 (Finish) 1%2 V> 27 LET,

ERR L7 Y 2 — A& BN LT[RY =2 —2DER (Choose Volume) ] ZRINL F7,
[#t1T (Forward) J%#7 VU v 27 LET,
[Customize configuration before install] &= v 7 AR v 7 2% A2 LC, [Finish] #7 U v 7 LE7,

A AN VIHEBERINET,

EOFer—varA=a—7T, [NIC:61:25:78]1 %7 U v 7 L7, [Details] ¥ 7T, IRDT 7 aiHE
ITLET,
1. Xy hU—27 Y —RX% LT [Hostdevice enol:macvtap] %N L F 7,

2.
3.

Y —AF— R & LT [Bridge] #ER L £,
TNA ZET )L E LT [virtio] Z IR L F77,
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. Microsoft Hyper-V

4, [Applyl =27V v 27 LET,

ATY T3 EOFEr—r a3 A=a2—"T, [Overview]| 7 U v 7 LE¥, [Details] ¥ 7 C, IRDT 7 a v &FfTL
£,

1. [Firmware] KRR > X0 A RDOLMERT 7 — A0 =7 28I ET,
2. [Applyl 7 Vw7 LET,

ATv T8 [ A N—/VB4h (Begin Installation) 1% 2 U » 27 L CKVM IZ CiscoISE %A > A h—/L L E T,
CiscoISEDA VA R—)L 7 —h A=a—RNFKRINET,

ATYTE VAT AT T R T, LEANLTA VA M= Z&HITLET,
ARTYT6 VAT AT T NT, osetup & AJIL, Enter L E T,
Ty N7 T U4 P RRRRII, U= R TR EEZFITLET,

\}

()  Ubuntu Linux KVM (Z Cisco ISE &1 > A h—/b3 2% & X2, VMiRE XML 7 7 1 /L (vepu &
WMOT) IZROT XA NEBEMTL20ERHY £9, £ 9 LRV E | [AboutISEand Server] ¥ «
VERTIIZV U TNABRENELL EREINEEA,

<sysinfo type="smbios">
<system>
<entry name="product">KVM</entry>
</system>
<baseBoard>
<entry name="product">KVM</entry>
</baseBoard>
</sysinfo>
<0S>
<type arch="x86 64" machine="pc-g35-6.2">hvm</type>
<boot dev="hd"/>
<smbios mode="sysinfo"/>
</os>

Microsoft Hyper-V

Hyper-V T® Cisco ISE [R78< > > DERL

LUV~ V2B L, a—HLT 4 ZA 7 DISOA A—V A CD/DVD KT A 7iZ~
v 7 L., CPUREZHME L. Hyper-V IZ CiscoISE &1 A h—/L L £,

\}

GE)  CiscoISEIZMPIO %R — F LTWRWE=D, A A F—/LOXKZEBET H7-DIZ, VMIZ
< /LF XA TO (MPIO) ZHEHLARNWTL X0,
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ATy T

ATvT2

458 DRI

Cisco ISEISO A A — % cisco.com PHHE—H IV AT AIZ Ty ya—RKLET,

FIE

Hyper-V O Cisco ISE 87 v > 0 tEr ]

PR — h EN TV D Windows ¥—/3—00 Hyper-V ¥ % — ¥ & L £7,

9:HyperVI#—L ¥ aVY—)L

File Action View Help

«=| @ B[=

23 Hyper-V Manager
Ha WIN-NGAETKS8QUR

WIN-NGAETKS8QUR I,A,cm

Virtual Machines

MName * State CPU Usage Assigned Memory Uptime
No vitual machines were found on this server.
<
Checkpoints
Mo virtual machine selected
Details

No tem selected

<

| win-NGAETKSBQUR -

New
Les Import Virtual Machine...
| Hyper-V Settings...
1 Virtual Switch Manager...
al Virtual SAM Manager...
¢ Edit Disk...
E Inspect Disk...
@ Stop Service
75 Remove Server
4 Refresh

View

Help

VM AR a7y 7 L, B

(New) ]>[{RAE~ <> (Virtual Machine) ] DIEIZZ U v 7 LET,
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B Hyperv <o cisco ISE R L L e

10:37 L \MREE< 2 D DERL

Wi

Help

33 Hyper-V Manager

WIN-NGAETKS8QUR
e

Ii WIN-NGAETKS2OLIR.

New

L3

Virtual Machine... |

Import Virtual Machine...
Hyper-V Settings...

Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View

Help

Hard Disk...
B Assigned Memory
Floppy Disk...

TG ViUal machines were faund on this server.

Uptime

Mo wvitual machine selected

Details

No item selected

<l

| Actions

| WIN-NGAETKSSQUR ~ a

Mew »

Import Virtual Machine...

% Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager..,

Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View 3

B o2X@bhithklEms

Help

Displays the Mew Virtual Machine Wizard,

ATV T3 [k~ (Next) 1227V v 27 LTVM

Cisco Identity Services Engine ') 1) —RX 3214 X b—JLHA K
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Hyper-V T® Cisco ISE {x8 < 2 > DERL .

11: [New Virtual Machine] ©9 4 — K

~ New Virtual Machine Wizard x|
| .
K | Before You Begin
Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel |

ATy T4 VMOLRIZATLET, BEIELC T, VMERGFETHDORORAZER L ET, Next] 227 U v
7 LET,
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. Hyper-V T® Cisco ISE {x8~ > > OERL

12: B A1 &SR DIEE

e New Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
| < Previous | | Mext = | | Finish | | Cancel |

ATY s [Yzxrl—v =31 (Generationl) | A7 ar RF L E7 Vw7 L, [k~ (Next) 1227 Vw7 LE
ﬁ—o

W52 #ARD ISE VM 1B+ 258135, VM RED [E¥F =27 7 — b (Secure Boot) | 473 3 o & %)
W LET,
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13: £ DIEE

a New Virtual Machine Wizard =

K I Specify Generation
T

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (®) Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

Connect Virtual Hard Disk PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

ATY7T6 ZOVMIZEIVYTHAEYOEEZHELET (B : 16,000MB) , [Next] Z#27 Vv 7 LET,
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K14: A EVDEIYET

~ New Virtual Machine Wizard | x|
[ *F Assign Memory
Before You Begin Spedify the amount of memory to allecate to this virtual machine. You can spedfy an amount from 32

ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) [&- When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

| < Previous | | Next = | | Finish | | Cancel

ATYTT Ry U= TETZERRLC, [k~ (Next) |27V v 7 LET,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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15: 32y FT—F VT DEE

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cance |

ATy T8 [T 4 A2 OVERL (Create a virtual hard disk) 1|47 a > RZ %27 U v 27 LT, [k~ (Next) | &
70 w7 LET,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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" MNew Virtual Machine Wizard

Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an opera

Spedfy Name and Location
Specify Generation

Assign Memory

Configure Metworking Mame:

Connect Virtual Hard Disk Location:

Installation Options
Size:
Summary

storage now or configure it [ater by modifying the virtual machine’s

(® Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual

ise-vml.vhdx

C:\Wsers\Public\Documents\Hyper-vVirtual Hard

300

GB (Maximum: 64 TEB)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either Wt

C:\Users\Public\Documents \Hyper-vVirtual Hard

() Attach a virtual hard disk later

Use this option to skip this step now and attach an existing wvirt

< Previous Mext =

AT w79 [Install an operating system from a bootable CD/DVD-ROM] 47> = VAR &# AR L £,

a) [AT 47 (Media) ] =V Thb, [f A=V 774/ (iso)

7 Vw7 LET,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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b) B (Browse) 1227 U w7 LT, B—H)L T AT ANHISEISOA A —T 2L, [k~ (Next) ]
7V v LET,

17: 4R =LA T3y

LS MNew Virtual Machine Wizard

N |r Installation Options
| =~

Before You Begin You can install an operating system now if you have access to t

later.
Spedfy Mame and Location

Speify Generation () Install an operating system later

Assign Memory (® Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media

Connect Virtual Hard Disk

© image fle (isc):  [[C:USOVse-3.x 0xxx SPA

SUMMaEry

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installatic

<= Previous Mext

ATFwF10 [#T (Finish) 1227V v 7 LE7,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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18: FRRIRE < > (New Virtual Machine) ]™9 4 F— KD T

= MNew Virtual Machine Wizard

|r Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard.

following virtual machine.
Specfy Mame and Location g

Specify Generation Description:
Assign Memaory Mame: ise-vm1
Configure Networking Generation: Generation 1
_ _ Memory: 4096 MB
Connect Virtual Hard Disk Netwaork: Cisco 1GigE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-vivirtual |

Operating System: Wil be installed from CAISOVise-3 .5 0. xxx

< ]

To create the virtual machine and dose the wizard, didk Finish.

< Previous

Cisco ISE VM % Hyper-V (2B L £ L 7=,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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19: 35 LIMRET S U OERTET

File Action View Help

= [m 8=
[ WIN-NGAETKS8QUR —l WIN-NGAETKSSQUR .

New 4

|>

Virtual Machines

-

Name State CPU Usage Assigned Memory Uptime

Import Virtual Machine...
L P
E ise-vm1 Off .

| Hyper-V Settings...

T Virtual Switch Manager...

e Virtual SAN Manager...
& Edit Disk...
Checkpoints ( (Z Inspect Disk...
@ Stop Service
< Remove Server
T4 Refresh
View 4
H Hep
et [ L ———

Connect...

< m

The selected virtual machine has no checkpoints

Startup Memory: 4036 MB Assigned Memory:

Settings...
Dynamic Memory: Disabled Memory Status:

Start
Checkpoint

Move...

Export...

Summary‘ Memory |Nswnrkjng | Replication ‘ Rename...

N R e R &

<] 1] > Delete... v

ATy 7NN VMZEZERL, VMORTEEWRELET,

a) [FmE vt (Processor) |HEINLET, (RAETmwyPEAEASL (Fl:6) . [OK]ZZ U2 L
i—é—o

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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B Hyperv <o cisco ISE R L L e

20: VM %€ DR
| ise-wvmnl v | 4 F |2
% Hardware -~ | B} Processor
4@ Add Hardware
1K BIOS ';;::u can modify the number of virtual processors based on the number of processors on
Boot from €0 e physical computer. You can also modify other resource control settings.
i Memory Mumber of virtual processors: ﬂg
4096 MB
£ R Processor Resource control
2 Virtual processors You can use resource controls to balance resources among virtual machines,

= [Ell IDE Controller 0
[# =& Hard Drive

Virtual machine reserve (percentage):

ise-vm 1. vhdx Percent of total system resources:
= i IDE Contraller 1
t& DVD Drive Virtual machine limit (percentage):

ise-2,2.0,320.NOT_FOR_R....
£ 5CSI Controller
= [H] Network Adapter
Cisco 1GigE 1350 LOM - virtual ...

T com1

Maone

T comz

Mone
Diskette Drive
Maone

Percent of total system resources:

Relative weight:

] lelg] |- L)

& Management
|| Name
ise-vm1l
| Integration Services
Some services offered

13| Checkpaint File Location
C:\ProgramDataMicrosoft\Win. ..

%é Smart Paging File Location
C:\ProgramData \Microsoft\Win... —
I Automatic Start Action
Restart if previously running i

Lo | el || aewy |

ATy 12 VMZEZEIRLE9, [Comect] 27 Vw7 L, VMY —LaEHLET, EEIRZ %2 HL T, Cisco
ISEVM 4 2 LT,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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21: Cisco ISE VM DFEEE)

0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

CiscoISE DA VA h—)b A= a—NFErENET,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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22:CiscoISEDA VA b—)LA =2 —

iy 1Ise-vm1 on WIN-NGAETKS8QUER. - Virtual Machine Connecti

File Action Media Clipboard WView Help
S 0O@WO@O NIk b

Uelcome to the Cisco Identity Serwvices Engine Installer
Cisco ISE Versiom: XXX XXX

vailable boot options:

[1] Cisco ISE Installation (Keyboard-Monitor)
[Z] Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Keyboard-MHonitor)

[4]1 System Utilities (Serial Console)d

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <Enter>.

Status: Running

ATFY 13 F—AR—RFRLE=F—%FEHLTCiscolSE Z# A > A2 h—1T5121%, 1 AT LET,

ATv 14 (CiscoISE U U —R 322D A H) Hyper-V (Z Cisco ISE %A > A h—/L L7=#, /X7 CSCwf02093 D
Ry bRy FEAf A R—LLET,

ROBENOR Y by FaFdyrm—RFLET,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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toavs Joeva=yy

https://software.cisco.com/download/home/283801620/type/283802505/release/HP-3.2-CSCw{02093

a)
b)

d)

CiscoISECLI I 74 » L%,
WOa~y REFATL T, KAy My FEEHATH FLVEA A =L LET,
application install ise-apply-CSCwf02093 3.2.x patchall-SPA .tar.gz <Repository Name>
Gx)
By Ry FOAL A=V HIZ, WS DOPDZT—=NERRINDIGERHY T, ZnboxT—
AL T, A A P—AZRfTTEET,

By MRy TFNRIEFIZA A M—/v &7 b, Hyper-V EE 22—/ T reset-config 2~ > K& 5
TLTCCIPT RLA, TRy b= A7 =0 =A, RAF, RAA 4, DNS H—r3—,
NTP == EDRXy NI —IFEEZ VY FLET, TDa~2 KT, Cisco ISE DFRET —
213V Yy hESERE A,

GE)

Hyper-V &8l 2> —)LC reset-config 2~ REFEITTHMLENRH D Z LIZHER LTS EEN,
application reset-configise =~ > FIZEHA LAV TL &V, Zh b 203 R AR5 2~ R TT,
Ry bRy FEA A RN—LTDHHNT, B CiscolSEA v H—T = A A% A A RF—/LL7ZNT
TEEW, ZHUTXY, /NJ CSCwh83334 #[FiECE £9°,

WYy NT v T OREMAE AT LT, reset-config #EEE T LET,

+taayF JAES 3 =S

CiscOISE DA VA F—b. XoF_ Ky hRovF. BIOA VT TA NI I F v $—E A A
F—=T7NFA b AEEL, FEIFIREZAECTHICE, BuyyFrreya=2 (ZTP)
AL ET,

ZTP IX CiscoISE UV UV —R 31 LI THEATE 9, ZTP TIIRD 2 2D T v a » &2EHAT
=FET,

cimg Z7AILDIVEDY A~ (VM) OHBWA VA N—V TTITAT A,
BILOOVADA VA M—NIZIE, ZOFEEEALET, RERRTIA—FEZHRELE
T (FARMG, IPT RLA, Xy h~AT T4/ —F T =A, DNS KA A |

TIA=Y R =LY == NTPH == VAT LHF A LY =2 SSH, 2= =4,
INAT—R) , BEIZSUT, IPv6, Xy T, Fy My F F—EX URY MU DFE
MEZRTELET, MOV TIE, ZTPary 7 4 Falb—ar A A=Y 77 A1)

FHRLTLEEN,

A\

(E)  Microsoft Hyper-V T? ZTP DA%, iso 7 7 A LA LT
2D VM ZERR L E9, img 7 7 A MEIEH LN TL 2 &
VY,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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B cos—maomm

VMA—H—FT—4 : ZOHEEENT 5613, WEANTA-FEZRELET (KA b
L. IPT RVA PRy R A7 IPT 74N M= T =A, DNS KAA L 7T
v U R —LH == NTP ¥ —/"— VAT LA LY =1 SSH, 2—H—4,
7—F) o FMICOVWTIE, VM a—F—F—%] L TLEE,

\)

6= ¢ ZTP A VA b — L OEITIRIZ BT B2, VM ET I T U ADMHF T I T
a ) —IVEHEMILET,

e ZTP 2L 7 4 X2l —val A A=V 774 NVEHAELTLIEIN,

ZTP Zf#lLCCiscoISEZ 7Bt a =0 7958, ROBXa T s #EEZMHATE D &
T2 F£9,

o {L\\Eﬁ:’b\’_ﬁfn
cHWEIOOST A VINRT—RFDER

\}

(G¥)  TFTP, HTTP, HTTPS, F72ZNFS UARY F U Z{H L T, ZTPIZX Y CiscoISE |27 v bk
Ny F Ry FoeAf A M= LET, ZTP FIZ/ER S L7z U R b U iX, Cisco ISE GUI 2>
LRRINT, 77 EATEERA, ZTPHIZ, BAT 7 EX (2 —HF—HFEIT AU —F
L) BWTEBVARY NI OKREFEHATEET,

{2§1%$ﬂ:x: [HLAHIE(I);ﬁﬁgsz

a—P—iT, AAF—ZZIP a7 4 X2l —ar 77 AVBEMNT 5 & EIC, AF—
utuuﬁ%{fﬁﬁbfumnﬁf%ijﬁ /Aﬁlﬁ‘e’\"—uuuﬁ%ﬁ)‘ﬁ jﬁék\ /{)ZU‘—F“\_Z@:’-‘—“H“—gﬁ\
FEDMENIZ 72 0 £, AR —FRE ib\of%ﬁﬂ%Qj ITEFET,

IRAT — R_R— 2 DFRFEITFETIZ1E. Cisco ISECLI TR a~ > R&EMEHA L E9,

conf t
no service sshd PubkeyAuthentication

ZDawy ROFEHNZOW T, A D Cisco ISE 23— 5 Zxfid 5 [Cisco Identity
Services Engine CLI Reference Guide] @ [Cisco ISE CLI Commands in Configuration Mode] D
IZEEND [Service] DV v aruEBRLTIIESN,

\}

GE) AVAR—IENZZTP 2> 7 4 Falb—val 4 A=Y 77 A MIARF—%2EH TN
FR 0 . service sshd PubkeyAuthentication =~ > RZFAT LW TL SV, Zoavwy R&E%E
1TT58L. NAT— RRX—2DORGENEZ2Y | FEF—ZEH L7 A Uikd b5
oz £, ZOMERRELESSIE. =Y — LR — &2 LT CiscoISE 121 2
AL, REZTICRLET,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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FIE

AT TN =R R=F 8T TV r—ya @A LT, ARERED RSA F—XT7 4R LET,

ATY T2 AR LIEART—% ZTPHilA A=Y 7 7 A VIZEDET,

ATwF3 ZTP %Ml LT CiscoISE %A1 ' A h—/L L £,

ATy T4 AR LTEMEX—%2MH L TCiscolSED CLIIZRZ A LET, kOa~wy RaMiH LTI ZE,

ssh -i <path to private key> <username>@<ise-ip>

TNT, X —A M LT CiscoISE @ CLLIZIEFIZa /A4 L TEAH LR E LI,

EOAY A IINRT—KDOLETE

ZTP Z{#H L T CiscoISE Z IEFIZA v A h—/L LT=#. #®H T CiscolSEGUIIcu 7/ A T 5
LAY —=REV Yy bTDEOICRODONET, ZTIPa 7 4 Fal—T a4 A=V
T7ANTIEFINRAT = RN T L= T F A NTHRESNTWDED, RAT— REETTLH
ERHVET, T 74N FTIE, ZTP ZHH LT CiscoISE & A > A h—/LF 5 L Z OHEE
DAHEMMZ20 F3,

RE<TUTOESHA VR F—IL
INHOH TR v arTE, VM TOHENA VA M—LZOW T L E T,
WROBREX, TRTCOF LT LI ANA NN FITHA S NET,
* VMware
* Linux KVM
» Microsoft Hyper-V
» Nutanix AHV

ZTPa 74 FXaL—2a3 0 A A= D74 EZFERALEFEYS O TOBEESM VR
k—JL

FIE

ATYT1 VMware 7 747 MuZ A LET,

GE)
BEFO VM BRENHDHEEIF. AT v 7 2IC#ER, AT v 7 6ETHITLET, HILWL VM BREDHE
X, BEERAT v 8ITHERE T,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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B orooo a3 1 A—S o7 A LEERALERET L TOETA VR F—L

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6
ATy 71

ATvT8

ATvT9
ATv 710

BIOS > F7 v 7 E— RIZT 57202, VM A 47 Y v 7 LT [EditSettings] %7 U v 7 LET,
(A7 2 (Options) | #7 %27 Vv LET,

[7— A7 3 (BootOptions) |27 VU v7 LET,

[BIOSD5#iifilF% & (Force BIOS Setup) ]I C[BIOS]F = v 7 R v 7 A% A2 LT, VMEBIEIZ BIOS
BOEEHEICAD 97,

(6z3))

VM D7 — hE— RRETT 7 —L T =7 % BIOS /5 EFNICEETHLERNHY £9, 2LV,
2TBUEDOX ¥ "o T 4 AL TGPT X—T 4 v a R TEET,

OK] %227 Uv 7 LET,

HA L= BILOE LW — MEF2 BIOS £/ EFLICERESNTND Z L 2R L ET,
a) VM OEFENA N> TWDHEEIT, VAT LAOERE A 7ICLET,

by VM4 izLET,

VATANBIOS Y T v ®— RIZARY £,

c) AA YV [BIOS] A==—7T, KHIF—%fH L T [Dateand Time] 7 + —/L RIZFEH) L, Enter Z L £
‘a‘o
d ZALS—2BANLET,

TDEZALS—=UFREIZEID, _XTO/—FhbDLAR—b, 87, BIOKRAF Yy —T 2
coua 77y AN, BA LA T TCRBEHERESNE T,

e) KHIF—ZMHEALTEHE) (Boot) | A== —IZBHE L., Enter ZHH L £,

f) REIF—%M LT, [CD-ROM KZ A 7 (CD-ROM Drive) | Z#K L., + ## L CCD-ROM K7 A 7
ZNEFFOSCEICEEN L E T,

g) KHIF—ZMHLTHET (Exit) | A==2—IZBHE L., [EELZRMFL THET (ExitSaving Changes) ]
ZER L E9, (Enter ¥—F 721 Return F— & H U CTEERAG 258N L £97)

h) [TV (Yes) | Z&IRL CTEFEZMRFEL, KT LET,

CiscoISE Y7 b7 =7 DVD % VMware ESXi " A D7 Z A4~V CD £721ZDVD FT7 A 7IZHA L F
Er

ZTIP 22 7 4 FXal—al A A= 757 ANEEH XY CDEFIEIDVD R4 A LET,
VM OFERZHRALET,

DVD OfEEIF, a2 Y — IR DA v —IV BFRRINE T,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

GE)

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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ATy I N

ZIPaYT4F¥al—avAA—Y IrALEEALERET v Toas(s R t—L ]

CiscoISE 3.1 U TiL, Enter ZM L CT — " A7V a VEBBIRT DL, "—RF 4 AT R LA v
A R—RBBEN ARV, ZTP BN MY T—&hET,

VAT ANHEHREM AT L TV DA, 150 BRICT — M et AR HERICHA S E T,

GE)
«ZTP DFEATHIX, YU T A Y—NEBFEHLTA VA —NalxE=F—LET, By N T v
Fru P I RERENEL, VM ay Y —Ahbu R e =X —T&xF1,

e CiscoISE— bV 2 ZBAE L=, CD £7/21XDVD MG ZTP 2 7 4 Fal—Y g A A= Ty
ANEFEN T MERTALERH Y 77,

Ty T oI T IPRERENDETEF—AR—REZEHLT, By v 77 Fa 7 b ZTP %
FERLTZOFIELFETLET,

1.y F7 v 7FETCiscolSEXFETA L A= L (F— F 7 a1 FHF2%6H) . 20F
ED AT FHERLTZITP 2 7 4 X2l —Yary A A= 77 A NVEERLET,

2.VM OFEREAZIZLT, ZTP a7 4 FXal—vary A A=Y 774V % CD £721ZDVD K71
Tiew v B LET,
3.VM OEFREZHRALET,

ALA =T ATEH, CDEIEIDVD RKIA4 T2~y BT ENTWAS ZTPHER T 7 A /LB D
vy Ny FOFMBERSNET,

FSITNYa—TFa05
MR img 7 7 A NVE~Yy B TETICVMOBEIA VA R—AB N T—3id e, 1508
BlZA VA M= A RRBMLUTKRDA v =V NRRINET,

*x*** The ZTP configuration image is missing or improper. Automatic installation flow
exited.
*x*** Power off and attach the proper ZTP configuration image or choose manual boot to
proceed.

ARE . 0O T —RXyv—IF, VU TN — L TORERIFNL, VMV —L T
FRENFR A, CiscolSERNT TIZA VA M—ILENTWAEEIFED VM TZ ORIENIEA L
B N—FT 4 A7 ZORETII 7+ —~ vy FENFERA, BEOVMIZ., KROFIEE
FITLCHEETEET,

I.VM &4 71z LEd,

2. VM OEREZHRALET,

3.4 arsEMLT, 1ISOBLUNIC NN—RT 4 A7nbEFHL, BFOVM 2o —RKLE
j—o

Bl 274 Fa2b—aly 7740 TORy T v 7 OFMNE 7256, ZTP DA
ZR—ADEIEL, VM Y —LIZIRDOA v E—URERINET,

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .
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Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

Yy ya—3ay

1 AR5 2 ST LVMERK img 7 7 A V&2 AERR L £77,

2. VM OFERE A 712 LET,

3HLWANRA A—T% CD £721EDVD K74 I~y B 7 LET,
4. VM OERZHFEALET,

AVA =Ty NT v T LR ENET,

VM1 ——7T—32&FALE-RETOTOEEA VA =L

FIE

&M

ATy T2

ATvT3
ATy T4
ATy TH

ATvT6
ATy 71

VMware 7 7 A4 7 Mca 714 LET,

GE)
BEEDO VM BRENHLEEIT. ATy 2108 L, AT v 76 ETHAITLET, LW VM RTEDEE
ﬁ\ﬁ%X7/78;Eﬁiﬁo

i~ % BIOSt® Y N7 v 7 E—RIZTH7DIZ, VMELAZ Y v 7 LTREEDME (EditSettings) ]
7 Vw7 LET,

(47> =ar (Options) | #7452 Vv LET,

[7— kA7 3 (BootOptions) |27 Vw7 LET,

[BIOS D% & (Force BIOS Setup) ] f#E# T [BIOS] F = v 7 7R v 7 A% 4 (2 LT, VM EEIIZ BIOS
BOEBIHEIZA D 97,

(6=3)

2TBLAED GPT =T 4 v a %7 — 95121k, VMREDT— FE—RKT77—AL7 =7 % BIOS
PO EFNICERT AMNEND Y £,

OK] %227 Uwv 7 LET,

B A LY =B IOELWT — MEF2 BIOS/EFL ICRRE SN TWD Z & 2R LET,
a) VM OEFENA N> TV DHEEIR, AT LOEREF7IZLET,

b) VM4 IzLET,

. Cisco Identity Services Engine ') 1) —RX 321 VX b—JLHA K
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ATy T8
ATvT9

ATv 710

ATvIN

W 1——F—4 £EALEET v Toas( VR b= ]

VAT ANBIOS By b7 v B— RIZ2 D £,

c) [BIOS] A==—7TC, KHIF—%ZHEH L CT[Hf&LFZ (Dateand Time) ] 7 4 —/L RIZB#E) L, Enter
EHLET,
d) ¥V —r%EATJLET,

TDEAL S —VDOREIZEY, TR MREBEICBIIAEEESER /) — 5D L KR— ]\
2y, BXOFRATFy ==z bOud T7 AN, XA LAZ T THIZFEHESND LI
D E9,

e) RAIF—ZHEHLTMEE (Boot) | A==—IZBEL, Enter L £,

f) KEIF—%L T, [CD-ROM K71 7 (CD-ROMDrive) ]Z#&R L, +Z# L CTCD-ROM K7 A 7
ZNEFFOMEICEE L E 7,

g) RHIF—ZMALTCHET (Exit) | A==2—IZBE L, [EELZRMFL T T (ExitSaving Changes) ]
%I L FE 3 (Enter £721X Return F— %ML CERZMEELET) .

h) [TV (Yes) | Z@IRL CERAZRGFL, KT LET,

CiscoISE Y 7 F 7 =7 DVD % VMware ESXi "X D7 F A4 <V CD/DVD R A FIHEALET,
VMa—H—F—2 47 g 2R ELET,

GE)
img 77 ANE VM 22— W —F =X 472 a3 L OM N VM TRE SN TWDHIGE, 22— —F—2F
TrarvinBEEINET,

VM EZF Iz LET,
DVD OfEEIF, a2 Y — IR DA v —IU DR R INE T,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

GE)
CiscoISE3.1 LI TIL, 77— b T 7T a v 2 ANETICEnter 2L TH, N—FT 4RI A4 T ar%
FEHLEZA VA M= NI T—ENFEHA, DVIZ, ZTPR MY H—SNFET,

ARSI 272 L TV D56, 150 RIC7 — M7 v 77 m A8 BEIICBA S £,

GE)
s ZTPIZv VTN ary Y —E N LTOLEMETHZD, A VA —ul b U T varyy— vk
NLTORE=HF—TEET, By "7 v 77 a7 bRERENTZHKIT. VM I Y —inbE
:&%T%iTo

e CiscoISE— VR ZBIE L7-%. CD/DVD IO ZTPHRTEA A —V 7 7 A NV EFE T~ 7 MERT
DUENRHY F9,
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Yy N7y Ta T D ZTP ZIERT A2 ZTPidty h T v 7 a7 "RERRENDET
XF—AR— REHHLTIEITLETD) . ROFIEEZFEITLET,

1.VM OEREF 712 LET,

2. Fitoa—H—F =247 a v ERELET,

3. VM OEJRE ANVET,

Ty Ty TOFEMIT. VM AT a U bEIRENET,

ST a—Fa24
ME . 2= —F =X 4T a N EDFEMNA TSNS &, ZTPDOA A h—)LR
EIEL, VM 2> Y —JUZIRD A v E—UNEREINET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

Vi)a—ar:

1. VM OFERZ 4 71 LET,

2.BNIRT —H Ca—F—T— X OFMEEH L E T,
3. VM OEJFRZRAL £,

AVA M= MTEY NT v I LBRBENET,

TFITSATUOAANDEEA R =)L

WOHETIE, TTI7A TV A~DHENIA A M= LIZOW T L E 7,

ZIPA2 74 FaLb—2a3 v A rA—CI7ANVERRLETTSAT7VATOERA »
A k=

FIRr

ATYT1 SNSTTFIAT AR rlA4 v LET,
ATFYT2 RARN AT AR Yy MY LFET,
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PV T4 Fal—vav A A—U T7ALEEALET 7547 2cnaB vz t—1L [

ATv 73 [(1E (Compute) ]> 1) E— FEHE (Remote Management) 1> [{RE A T« 7 (Virtual media) ] DJEIZE#
RLUET,

ATY T4 CiscolSEY 7 huzT ISOBLNZIP 2> 7 4 FXalb—valr A A=Y 77 A )VE, 774~1 CD %
721EDVD K7 A4 7L h 2 # Y CD £721EDVD K74 T~y B 7 LET,

ATFYTE FANVATAZREIL £,

TIITATUANRITHE, ) —UIROA v =V RNERRINET,

lease select boot device:

] Cisco ISE Installation (Keyboard/Monitor)
Cisco ISE Installation (Serial Console)
System Utilities (Keyboard/Monitor)
System Utilities (Serial Console)

1
2
3
4
5] Cisco ISE Installation Through ZTP Configuration (Serial Console)

P
[
[2]
[31]
[4]
[5]

ATYT6 HIREMZMTZLTWDEA. 2030 BRI o ARBEICBHG S ET,
GE)
«ZTPiE, (RBAT 4 T H N LTCDHRSNS T I I7AT L ATEHELE T,

cISO 77 A NE~ Yy B 7T DN, img 7 7 A VERBAT 4 7IZ~v vy B 7 LT D Z & ZHER
LEJ,

ZIP I V7 hary ) —va N LCEET D720, f VA h—Au 3 V7 rary—Lzwd LT
DOHE=LZ—TEXET, v, By N7 o7 7Fa P IRERENTZEBITKVM a2 Y — LG E
=H—TEET

TS TAT LV ATOREA VA F—/UX, .img 7 7 AV TOHYHR—NEET,

vty NT o7 Ta T NG ZTP AT 5121E (ZTP CTldky T vy 77 e 7 RRERENDET
F—AR—FMEHINET) | ROFIEEZFATLET,

.Y 7 v 7% TCiscolSEXFETA VA b= L (F— b+ F a1 -3 2%88H) . EiLoF
ECZTP a7 4 X alb—var A A=Y 77 A VEERLET,

DARA RN AT A E Yy hE UL, B ENTZZTP 2 7 4 Fal— a4 A—2 77 A L% CD
F721XDVD RIA4 T~ BT LET,

3.RA N AT A EENLET,

Ty hT v 7OFMIZ, CDEZIEIDVD FIA 7Ii~v v BV 7SR T05 ZTPHK 7 7 A A BEG &R
i‘j‘o

SIS a—TFa2y

B : A AT 7 AN~y B THTICT TIIA TV ATOHEA VA =B ) H—
SNDEL 150 RRICA VA M= ARRIRLTIRO A v E—UNERINET,

***x*%* The ZTP configuration image is missing or improper. Automatic installation flow
exited.

**x*%*x Power off and attach the proper ZTP configuration image or choose manual boot to
proceed.
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Jl)a—3r:
I.LVM &4 712 LE T,
2.VM 2 F 2 LFET,

.EEfFO VM A2 — R 45712, A7 a3 52 MMUT, 150 BRI AN—RTF 4 2715
B L £,

RIRE - W7 7 AV TOE Y N T v T OFEMP BN 725, ZTP O A A b —/LHMEIE L,

F—R—F, 54, BIO~T X KVM) 2V —LIZIRDO A v —URNFERENET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

Y )a—ar:

L AR5 A BT LUK img 7 7 A LV EAERR L £77,

2.VM O&ERZA7IZLET,

3HLWANRA A—T% CD £721EDVD K74 TIi~v vy B 7 LET,
4. VM OERZHRALET,

Y Ny T TR T I A = ARBBINET,

UCSXMLAPI ZERBL-BE#A VA —ILD L) H—
HEhA > A b—L%& b U H—F5HEFTROLFBY TT,

\}

GE) APIURL ¢ V7 TR b~y H—iL, T _XTOFHETHLTY,

APl URL

https://<ucs server ip>/nuova
Ny H—

headers["Accept"] = "application/xml"
headers["Content-Type"] = "application/xml"
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2Ty

ATV

71

72

UCS XMLAPI R L1884 > 2 k—1o kU i— [

FIE

vl arERHTALEDOR S Ay g Cookie ZHELET,

aaalogin A Y v NiZn /A 7 utv A&BML, ¥y aZ2BnT 272D ETY, ZOAY v R,
7547 k& CiscolMC DD HTTP £7-1ZHTTPS v > a VAN LE T, FD%. WAL HERT 5
O DOBREEDOY 7 = A N T v a > Cookie MEA S NET,

LN
<aaalogin inName='admin' inPassword='password'/>
<aaalLogin cookie="" response="yes" outCookie="<real cookie>" outRefreshPeriod="600" outPriv="admin"

outSessionId="17" outVersion="3.0(0.149)"> </aaalLogin>

CiscoISEISO 7 7 A NWHEAIAT 4 T L L CERELET,
< B TIZEY, CiscolSEISO 7 7 A NIMIARAT 4 TR Y 2—5 & LTHEINET,

B3R

<configConfMo cookie='<real cookie>' dn='sys/svc-ext/vmedia-svc/vmmap-ISE ISO' inHierarchical='false'>
<inConfig>

<commVMediaMap dn='sys/svc-ext/vmedia-svc/vmmap-ISE ISO'

map='nfs’

remoteFile=‘<ise iso file>’
remoteShare='<nfs server path>'
status='created' volumeName='ISE ISO' />
</inConfig>
</configConfMo>

<configConfMo dn="sys/svc-ext/vmedia-svc/vmmap-ISE ISO"
cookie="<real cookie>" response="yes">

<outConfig>

<commVMediaMap volumeName="ISE ISO" map=“nfs”
remoteShare='<nfs_server path>'
remoteFile="<ise iso file>"
mappingStatus="In Progress"
dn="sys/svc-ext/vmedia-svc/vmmap-ISE ISO" status="created"/>
</outConfig>

</configConfMo>

AT 4 X2l = a A A=Y T ANEPREAT 4 TR 22— LTERELET,
<y yWMedia R 22— L L Tary 74 Xal—ralr A A—URREINET,
3

<configConfMo cookie='<real cookie>'
dn="'sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG’ inHierarchical='false'>
<inConfig>
<commVMediaMap dn='sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG'
map='nfs’
remoteFile=‘<config img file>’
remoteShare='<nfs_server_path>'
status='created' volumeName='CONFIG-IMG' />
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ATy T4

ATy TH

</inConfig>
</configConfMo>

W&

<configConfMo dn="sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG"
cookie="<real cookie>" response="yes">

<outConfig>

<commVMediaMap volumeName="CONFIG-IMG" map=“nfs”
remoteShare='<nfs_server path>'
remoteFile="<config img file>"
mappingStatus="In Progress"
dn="sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG" status="created"/>
</outConfig>

</configConfMo>

CD-ROM % 7' — MEFOHRPIOTNA 2L L TRELET,

ZORTEIZEY ., BROFRAEFIZ, 4 A M—/VHIZER I 7 CiscoISEISO 7 7 A VR~ v B 7 &
nEJ,

2R

<configConfMo cookie="<real cookie>"
inHierarchical="true" dn="sys/rack-unit-1/boot-policy">
<inConfig>
<lsbootDef dn="sys/rack-unit-1/boot-policy" rebootOnUpdate="yes”>
<lsbootVirtualMedia access="read-only" order=“1"” dn="sys/rack-unit-1/boot-policy/vm-read-only"/>

</lsbootDef>
</inConfig>
</configConfMo>

ity %

<configConfMo dn="sys/rack-unit-1/boot-policy" cookie="<real cookie>" response="yes">
<outConfig>

<lsbootDef dn="sys/rack-unit-1/boot-policy" name="boot-policy" purpose="operational"
rebootOnUpdate="no" status="modified" >

</lsbootDef>
</outConfig>
</configConfMo>

SoL (Serial over LAN) ZA%hZ LE T,
BB e, SoL T Telnet # L TCA VA b=l 2K RTEET,
Ek

<configConfMo cookie='<real cookie>'
dn="sys/rack-unit-1/sol-if'>
<inConfig>

<solIf dn='sys/rack-unit-1/sol-if' adminState=‘enable'/>
</inConfig>
</configConfMo>

&

<configConfMo dn="sys/rack-unit-1/sol-if" cookie="<real cookie>" response="yes">
<outConfig>

<solIf dn="sys/rack-unit-1/sol-if" adminState="enable" name="SoLInterface" speed="115200"
comport="com0" sshPort="2400" status="modified" ></solIf></outConfig>

</configConfMo>
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ATvT6

ATy 17

ovagmsoxt—1 |

B EFHEALET,
HEATLHE, HEIE— FTD CiscoISE DA A h—LN Y H—ENFET,
R

<configConfMo cookie='<real cookie>' dn='sys/rack-unit-1'>
<inConfig><computeRackUnit

dn="'sys/rack-unit-1"

adminPower="'cycle-immediate'/>

</inConfig>

</configConfMo>

W&

<configConfMo dn="sys/rack-unit-1" cookie="<real cookie>" response="yes">
<outConfig>
<computeRackUnit dn="sys/rack-unit-1" adminPower="policy" availableMemory="262144"

model="SNS-3695-K9" memorySpeed="2400" name="SNS-3695-K9" numOfAdaptors="0" numOfCores="12"
numOfCoresEnabled="12" numOfCpus="1" numOfEthHostIfs="0" numOfFcHostIfs="0" numOfThreads="24"
operPower="on" originalUuid="1935836B-B968-4031-8A98-7984F1D35449" presence="equipped" serverId="1"
serial="WzZP2228085W" totalMemory="262144" usrLbl="" uuid="1935836B-B968-4031-8A98-7984F1D35449"
vendor="Cisco Systems Inc" cimcResetReason="graceful-reboot
" assetTag="Unknown" adaptorSecureUpdate="Enabled" resetComponents="components" storageResetStatus="NA"
vicResetStatus="NA" bmcResetStatus="NA" smartUsbAccess="disabled" smartUsbStatus="Disabled"
biosPostState="completed" status="modified" >

</computeRackUnit>

</outConfig>
</configConfMo>
RZ77 ML TRy va a2 T LET,
<aaalogout
cookie="<real cookie>"
inCookie="<real cookie>"
</aaaLogout>
&
<aaalogout cookie="" response="yes" outStatus="success"> </aaaLogout>

ZEHNZ DWW TIE, UCSAPI AV v REZERL T &,

OVAEEIAMf >R =L

OVA ZHEIHIZA VA F—T2I21F, 2hbot 7o a r2ERLET,

ZTPO 74 Fal—2a3 v A A= 74 EFERALIZOVABEIA VX h—IL

ATy T

FIE

VMware 7 74 7 v McaZ A4 LET,
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B orooo v a1 x-S I aLEEALE OVABEA VR F—L

ATy T2
ATvT3

RTvT4
ATv7T5

ATvT6
ATy 71

ATvT8
ATvT9

ATv 710

GE)
BEORB~I Oy N T v PR T TICHIESIT. ATy 2~6%2FETLET, HLWMRIE~S
DBy NT v TOEAIT. AT v ML LET,

BIOS v N7 v E— REMET 57012, (R~ %427 U v 2 LT, [Edit Settings] Z5&R L £
R

[A 7 a (Options) | #7 %27V w7 LET,

[7— A7 3 (BootOptions) |27 VU 27 LET,

[BIOS D i#iiilF% & (Force BIOS Setup) ] fE1 C[BIOS] F = v 7 R v 7 A% 42 LT, VM EEIIZ BIOS
BOEEAEIZAY £97,

GE)

2TBULED GPT X—F 4 v a AT HIZE, VMO T —hE— R T77—A47 =7 % BIOS /5
EFLICEE LET,

OK] %227 Uv 7 LET,

BIOS THpEMSARE (UTC) MERESA., 77— MEFNRELWZ L 2R LET,
a) A~ OERNAF NS> TVDEARIE, VAT LAOEREA7IZLET,
b) VM &=FIZLET,

VATLANBIOS Yy hT v E—RIZRD £,

¢) [BIOS] A==—7TC, KHIF—%ZHEH L T[Hf &L (Dateand Time) ] 7 4 —/L RIZBE L, Enter
ZHLETS,

d) UTC £72137 Y = VIEHER; (GMT) OF A LY — &2 AT LET,

ZDEA LY —VOREIZELD, BREEREICBT2TXTO /) — R0 FR—h, 7, BLO
ﬁx%yz—yiyk@m7774wﬂ‘&4Ax&/7fﬂ%%ﬁ%éﬂi¢o

e) KEIF—%MHLTF7 - A=a2—%B&, Enter 2L 7,

f) REIF—%H# LT, [CD-ROM K71 7 (CD-ROM Drive) | Z#K L., + Z# L CCD-ROM K7 A 7
ZNEFFOSCEICEEN L E T,

g) KHIF—ZMHLTHT (Exit) | A==2—IZBHE L., [EELZRMFL THET (ExitSaving Changes) ]
Z3R L £ 3 (Enter £721% Return ¥ — %M L CRIRAMTELET) .

h) [TV (Yes) | Z@IRL CTEFEZMRFEL, KT LET,

Cisco ISEOVA 7 7 A /L% VMware ESXi 78 A MZA »AR— F LET,

ZTP a2 7 4 Fal—var A A=Y 774 /)V% VMware ESXi A FDTFZ7 4 <Y CD K74 7 £7=
IZDVD KT A4 7 AL E1,

A~ DEREA AT LET,
DVD OE#ENEE, 2 Y — RO A v —UNFEREINET,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)
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ATvIN

PV T4 ¥al—vav 44— 74 nEEALEVAER V2 L [

[4] System Utilities (Serial Console)
[5] Hard Disk

Enter boot option and press <Enter>.
boot:

GE)
CiscoISE3.1 U TT — b A7y a VA ERETIC Enter &, "N—RFRT 4 A7 47 a v #FAL
7oA A =DV, ZTP BB S E T,

AR 272 L TV D 5,E . 150 BRICT — T vy 77 e AN EERICHG S E T,

G¥)
«ZTP OETHIL, YU TNary Y=L EFHL TS VA b—ula2F=F—LETd, By b T v
TTu T IRERENTZL, v ary YA Tr S ERRLET,

*CiscoISE— b 2 ZBAE L%, CD F/2IXDVD MO ZITP 2 7 4 FXal—Yal A A= Ty
ANETFEH T MERTILENRD Y £77,

By N7y T TR T ERERRINDET, F—A—F2EMLTZTP Z2FETLES, £D%, KROF
N A 34T L £9

1. 7—+A7F> a1 F-0132%2EH L TCiscolSEZFETA A= L, ZOFIEOARAT v %
FHLTZIP2 L 74 FXal—ar A A= T2 A VEERLET,

2. M~ OERELT7ICLET,

3. ZTP a7 4FXal—ar A A=Y T77A4V% CDE-IIDVD R A 7~y 7 LET,

4, M~ OEREAICUET,

CD £721ZDVD RIA T~ v B T EZNTWB ZTPHER 7 7 A A HDt1 v b7 v 7T OFEMAME
AEnET,

cS TN a—TFaY

fHE . 2> 7 4 FXal—ay 77 ALTOEy N7 v FOEMBHES 724, ZTP DA >
A R—=AEEREL, VMV —JLIZIRORA v = RNEKRENET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

R RO AT v T HFELT LRI TE £,
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1. BRREEME S TR LR img 7 7 A VAR L 77,

2. VMO&ERZAZIZLET,

3. HLWARRA A—T%CDEIEDVD K74 Tic~v v B 7 LET,
4. VM OEREZHRALET,

VM 21— —T—42%FERAL-0VABEM X F—IL
Fig

ATYFT1 VMware 7 7A4 7> Miua 74 LET,

GE)
FTTICVMEZRELTWDAEEIE. AT v 7 20 00MBLT, A7 v 7 6 ETHITLET, HLWL VM
EHRELTVWAESIT. A7y 780 BELET,

ATFv T2 BIOStY N7 v 7E—RIZTH720DIC, VM &4 2 Y v 2 LT [Edit Settings] 224K L £,

ATy T3 [AFvar (Options) | X7 %7V vr7 LET,

ATvF4 [7—hATT = (BootOptions) 1%#7 U w7 LET,

AT 75 [BIOSOHEHFXE (Force BIOS Setup) ]#EIKT[BIOS]| T = v 7 R v 7 A% A4 (2 LT, VMEEIFREZ BIOS
FBOEBEICAY 9,
GE)
2TBA##Z 5 GPT N—7T 4 v a v ZEEITELLOICTHITE, VMOT— FE— RNRETT 77— A4
v =7 % BIOS 775 EFI ICABE L £,

ATvT6 [OK]%Z2Z7VUvr LET,
ATy T1  WHEHERE (UTC) BLOELWZ — MEF? BIOS ICHRESNTWAS Z & 2R L E7,
a) VM OEBFENF N2> TWEEAIE, VAT LAOEREAF7ICLET,
b) VM OEREZA7IZLET,
BIOSty N7 v 7 E— KRFEREINET,
c) [BIOS] A==—7T, KHIF—%ZEH L CT[Hf&LKZ (Dateand Time) ] 7 4 —/L RIZB#E) L, Enter
L FET,
d) WEMREE (UTC) /1370 = VEER: (GMT) OV —r %2 AN LET,
TDHALY—UREICLY, BEARBICRBITS / —FhbDLER—F 17, BIOKRAF ¥y —
Vb oOuT Ty ANDEA NAE TR S ET,
e) RAIF—ZHEHLTEE (Boot) | A==—IZBEL, Enter L £,

) REHIF—ZHEHL T I v T A AT HEHFBROERAAETY (CD-ROM) F7 A 7%ERL, +4&#
L CCD-ROM R7 A 7 ZNEFDOFIEICKEE L F7,
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ATvT8
ATvT9

ATv 710

ATy 1

W 1——F— 5 £EAL- VAR VR k—L ]

g) KHIF—ZMALTCHT (EBxit) |A==—ZBEIL, [EEARIFEL TR T (BxitSaving Changes) ]
ZEIRLUFET (Enter £7/21X Return ¥ —Z L CERZEELET) .
h) [IFV (Yes) 12BN L CEAHEAZRFEL, KT LET,

Cisco ISEOVA 7 7 A /L% VMware ESXi |21 A — kL EJ,
VMa—WP—=F =257 a v eRELET,

GE)

ARA=TT 7 ANE VM a—WF—F —Z DG OF T 3 URRESNTWAEEIE. VM Ta—H—
F—HEDF T a rMERENE T,

VM &ZF 2 LET,
DVD DRtEIRE, 20 Y — VIR D A v — U RERRINET,

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

GE)
CiscoISE3.1 UG TIZ, 7—h A7 v a2 ANEPICEnter 2L TH, "N— T4 27 AT a %
FEHLIEA VA M=VZ N T—ENEHA, f$bVIZ, ZTPR M) H—ENFET,

ARSI 272 L TV D 5E. 150 BRI 7 — M7 v 77 m e A BEIICB S E 3,

GE)

AL AN—NulEE=F—FTHIF, VI TAar ) — L EFERALET, ZTPIZ YV 7 ay ) —
WINEDBEETEET, By T v 77 a P FRERENTHZIL, VML Y — )b E =g —
TxE9,

*CiscoISE— b 2 ZBAE L%, CD F/2IXDVD MO ZTP 2 7 4 Fal—Ya b A A= Ty
ANEFEICT Y MERLET,

By N7y T T IS ZTP AT 5I2IE, ZOFIREZFATLET, ZTP X, By N7 vy 77 m
VIR ERENDETF—R— FE2HH L TEITENET,
1. VMOERAZA7IZLET,
2. EROa—V—F=ZFTvarERIELET,
3. VM OEREZ ANET,
VM A7 a itk By 87y 7OEMNRIIVET,

SIS a—T 10U ER
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BIRE : 2— VT — 4T a Nty N T v T OFEMBATIEND L, ZTPDOA A
F—AMEIEL, VM Iy —LIZIRDOA v E—URERENET,

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

FRRE . ZORMBEEMRIRT 21013, ROTFIEZFEITLET,
1. VMO&ERZAZIZLET,
2. HRT =2 Ca—VF—T—XOFMEEHLET,
3. VMOERZHEALET,

AVA =Tty NT v T LEBEINET,

ZTPO 74 FXaL—3> A *A—2 T74ILDER

Jcreate_ztp_image.sh ise-ztp.conf ise-ztp.img =~ > R&HHL T, ZTP 2 7 4 ¥ a2 b —3
VARA=T Ty ANVEERLET, A2 U7 MNE. RedHatEnterpriseLinux (RHEL) . CentOS,
F 7213 Ubuntu THEITTXE T,

ICMP, RAAL X —LT AT DNS) . BEONTIPOF = v 7 &2 A%y T HI00F, a2~
T4 X2l =g A A=Y T A NTIRDT T V% True ITRELET,

* ICMP : SkiplempChecks=true
* DNS : SkipDnsChecks=true

* NTP : SkipNtpChecks=true

\}

GE) K753 270F 70 Ml false T3, &7 4/ hTlE, ZTP O A A F—/VIREIC, KRk 7 7
ANVTHRMICTZ S IRIEEISNTOWAWES., b0 F = v 7 M ThhvET,

create_ztp_image.sh X ') 7 + DYERL

#!/bin/bash

FHEF A H A A A R R A
# This script is used to generate ise ztp image with ztp

# configuration file.

#

# Need to pass ztp configuration file as input.
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Copyright (c) 2021 by Cisco Systems, Inc.
All rights reserved.
Note:

To mount the image use below command
mount ise ztp config.img /ztp
To mount the image from cdrom

HH = = H

# mount -o ro /dev/srl /ztp
0
if [ -z "$1" ];then

echo "Usage:$0 <ise-ztp.conf> [out-ztp.img]"
exit 1

elif [ ! -f $1 ];then

echo "file $1 not exist"

exit 1

else

conf file=$1

fi

if [ -z "$2" ] ;then

image=ise config.img

else

image=$2

fi

mountpath=/tmp/ise ztp

ztplabel=ISE-ZTP

rm -fr S$mountpath

mkdir -p $mountpath

dd if=/dev/zero of=$image bs=1k count=1440 > /dev/null 2>&l

if [ “echo $?° -ne 0 ];then
echo "Image creation failed\n"
exit 1

fi

mkfs.extd4d $image -L $ztplabel -F > /dev/null 2>s&l
mount -o rw,loop $image S$mountpath

cp Sconf file Smountpath/ise-ztp.conf
sync

umount $mountpath

sleep 1

# Check for automount and unmount
automountpath=$ (mount | grep Sztplabel |
if [ -n "Sautomountpath" ];then

umount $Sautomountpath

fi

echo "Image created $image"

awk '{print $3}'")

VM 1—H—7—4%

ESXi/N\—2 3 6.5 AFE TD CiscolSEA Y A h—/LC, VM —H—F =X &2 fFH T EJ,
Base64 T 21— R — LT ise-ztp.conf 7 7 A L DORNEZ ALV 117 £9°, base64encode > — /L
EHEAHLT, = a— FENEXFHNERELET,

VM 22— H—F =% L L {2 VM IZT 2 a— R STz Base6d LF-52 AJJ L E T, VMware
ESXi T, [VM Options] > [Advanced] > [Configuration Parameters] > [Edit Configuration] >
[guestinfo.ise.ztp = [Value] Base Encoded ZTP Configuration] DNIEIZEE L, N—A DT a— K
ST ZTP REXLFHN 2 L £ T,
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https://www.base64encode.org/

2004 R b—LiER |
B wav—5—s

\)

GE) RyFFEFRy bRy FERHT S LI ICZTPARET DB, THTTP) OV IZ Thitp)
UPF) Z2HEHTLOIMERHY T, £ LR0nE Xy FT77ANEVRI I NLAY
yu—=RTEEHEA,
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B,
=% =R

AR M=ILDWEREAN A F—=ILIED A
y &

¢ CiscOISE D Web XR—ADA v HZ—T = A A~Dua A (103 X—)
« Cisco ISE OFEDO#HEZR (106 ~—3)
e A VA R—NEDOE AT D—E (108 =—7)

CiscoISEOWeb R— X DA VB3 —T A AAOAOTA >

1T Cisco ISEWeb X—AD A LV Z—T 2 A2 T A 235 Ex1L, FHRCA A b—)L
SNTWAFMET A o A& LET,

¥ T Cisco ISEWeb X—ADA v Z—T = A2l A5 ExI, FHRlcA A h—L
ENTWAIET A A2 L £,

A\

(B X2V T740701c, Bty va v ORTHRHIOER T 7 FLET,

A

AR X2 UT 400, By a OB THIEe s 7Y M LET, el T T R LAWY
B, 30 5ETHEEL 72V E CiscoISED Web A v X —T = A Apbua 77w &, EEX
NTWRWHRIET — X IHMEESNET A,

WFEE A7 T 7P OZEMIZ OV T, CiscoISE Y U —2 7 — @ [Validated Browsers| D1 2
araZRLTIEIN,

N

GE)

CiscoISEN 7 T 7 RIZA VA P —NVENTWBEE, £HIXZTP ut A &AL W55
EliE. mAIOBv T A VHFIZ Web R—ADEHEZF 2 —F— AT — REELET LI HI1TRD S
nET,
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AVRF—LOBREA VR F—LBEDERY |
B cuzzewer—zogm1—y— 525080

FIE

ATYT1 CiscolSET 7 ITAT L ADY T — IR ET LIS, PR—FENTWD Web 77 7 OWTF % ELE)
LET,

AFYvT2 TRLVATZ 4 —)LFIT, CiscolSET 7IAT LV ADIPT FLAEIEIFRA MEZDO 73—~y FTA
J1L. Enter L £,

https://<IP address or host name>/admin/

ATFYT3 2—HFLHLX2RT—READLET,
ATy 74 71 (Login) 127V w7 LET,

CLLEEL Webh R—XDEEI1I—H— 2 XTI DEL

Cisco Identity Services Engine (ISE) v h7 v 77 u /I AR L CRE LIz2—V—£4F
FJ ORI — RiZ, CiscoISECLI 8 X CiscoISEWeb A > X —7 = A A TOEHT /AT
T 272D DTT, CiscolSECLIICT 7 A TE 5 HE L CLIFHEL—F —L W\
4, CLIEHa—Y—40F 7 5/ MTadmin T, ZOFEEN, ¥ty v 7y 7 Fuakxh
ICRAT— RERELET, T 74V FORRAT—RIHY £HA,

CiscoISEWeb A v Z—T = f A~DHYIDT 7 AL, B> b7 v 77 ut X TERKRL-CLI
FHa—P—%, BIOXRAT—=REHEHLTTY ZENTEET, WebX—ADFHEZ DL
BT 74NV RO —F—ZBILUONRRAT—RIH Y £ A,

CLI ‘¥l —H —|Z. CiscoISE ® Web X—Z D& 21— W — F—F _R—2|cabt’—XhF

T, D CLI BH a2 —F —D BN Web R—ZDEFH 2 —W—L L Cat—3hEd, CLI
BLOWebR—ADEHREZE 22— —ZX T ORIMEMFEFLET, HOoa—/LCHEZ—H—
B NAT— REFEHTD L, BENEZHITR F7,

Cisco ISE CLI ¥ . —# —|%. Cisco ISE Web _X— 2 D& Mo —H — L |35 70 B HEFR & ¥4 6E
b, BMOEEY X7 2FITTEET,

R1B:CUBEEBAL—HF—FLUV Web XN—REEI1—H—(|Ck>TEITENBERY

EEI1—H— 81T 2RY

CLIEHE L Web _X— 2 e CiscOISET 7V r—a vy T—=2%20 0T v 745,
D
BOWS ¢ CiscoISET 7T TFA T VA ETUVART A, TV r— a9,

FERWe e R T 5,
¢CiscoISEY 7 ho =27 RouF . AvFFrAYY—2 B
L7 7L — &Y 5,

NPV —NR_R— a7 4 Fal—a  ZRETH,
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| 1R F—LOBREA VR F—LEDERY
cugzznns [

EE1—YH—4214T BRY
CLI EHL D & cCiscolSE7T F U r—ra v V7 Ny =7 REBB I OMEILT
z)o
e CiscOISET7 7 IA T v A&V u—REH Iy v hEF U T
60
ey T RNLEEE, Web X—2DEHL—F—% Uty
l\—g—éo
«ISECLIIZT 7k AT 5,

CLI EEED/Em

CiscoISE CTix, By b7 v 77 v ATIER L7 CLIEB 2 —Y—T h 7 MIIZ, B
O CLIEHa—Y—Th oo NalEkd 52 L3 T& %9, CiscoISE CLI 7 7 & AT MHE R
CLIEH = — P —DIEMEUIRARIRIC L E T, £9 T2 LT, a—HF—Dnr s A AFHRER
HETEET,

CLIEERH 2 —F—ZBMT 510, KOa~vy REar 7 1 ¥al—varE— FTHAL
ESS

username <username> password [plain/hash] <password> role admin

Web X — X DEEEDIERL

Cisco ISE ' 2T LZHID T Web IZ L DT 7 R E{THOHRE. CLIEY N7 v FHRCEHE LT
BPE o — L L 2T — REFHLE T,

B —F— BN AT, ROFIEEFETLET,

1. [&2! (Administration) ]>[3 A7 A (System) |>[EEH T 7 & A (Admin Access) ]>[&
P (Administrators) ]> [ B#H = —%— (Admin Users) ] DNAIZEIN L E 9, Cisco ISE
GUIT[A==2— (Menu) ] 7A =2 (=) 227U vy7 LT,

2. GBI (Add) 1> [EFEEF—HF —DER (Create an Admin User) | Z i8R L £ 77,
3. 2P AU F =T A REMML T, Web X—ADEFREF 2 —H —Z2BINL £,
4. [EE (Submit) 122U v 7 LET,

EEEDOOYIT7OMIKYEDEENZ/ART—FKD Yty
MEE SR AT—=RE5E0ANTEHE, ThHUy " ENCRY £,

WDOTFNEIZ & - T, Cisco ISE CLI T application reset-passwd ise =~ > F&fHH LT, FHE
2—Pe f H =T 2 A NRAT—FE2 Ty FLET, 207k XiE, EHED CLID
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AVRF—LOBREA VR F—LBEDERY |
B ciscose ooz

IRAT— RIZIIEB R 52 FH8 A, BEHERAT—FRE2 Uty hTAL. HiLne Z A 5
MNIZTEEBILT 0T 47120, VAT L&) T—hEFlcae /A o TEET,

CiscoISE (2 &k V|, [FH#F 7/ 1 > (Administrator Logins) ] 7V « > Kvicm 7= K U258
ENET, 2OV 4 RV EERRTLHICE, [A=a— Menw) | 712y (=) 270 w7

L., (A (Operations) ]>[L7k— k (Reports) ]>[L7R— k (Reports) 1>[EZE (Audit) ]>
[EEEDOY 4 > (Administrator Logins) 1 T3, 27 A UEREZBEMHTEL L5127 5I1C
X, BEEID ONRY—F 2ty FMFORLERSH Y 3,

FIE

ATV T1 AL haryY— L CLLIZTZ7EA L, ROLHIITASILET,

application reset-passwd ise administrator ID
ATYT2 ZOEHEIDICRIEH SN TN RAT = RERRDIFLNIRAT — REHEEL T, MR LET,

Enter new password:
Confirm new password:

Password reset successfully

Cisco ISE DR E DHIEER

2ODTFIEDWTNNZEHA L CCiscolSERREZ MR LET, THENDHIET, Biba—
P ERRAT— KDty hOu A UEREFEALET, Web7 7 U E7/2ILCLIZMA L

THREZ EIT L £,

\}

=)

CiscolSET, a~r RIAM4 A F—T x4 A (CLI) BHEL—V—Dnr 74 HF#RE Web
NR—2PEHRZE 2 —F—Du 74 AFRITRL Y 5,

Web 7505 &AL I-REDHS
I

ATYT1 CiscolSET7T 7T AT 2 AOFEEIRIZ, VPR—FINTWND Web 77 U EHE ET,

ATFYT2 TRLVAZ 4 —/LRIC, CiscoISET ZIA T ADIP T RLAEIFIHRA N EZIO T +—~ v M &f#
AL TAA L, Enter L £,
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| 1R F—LOBREA VR F—LEDERY
cuz@mAL-zEorR ]

ATY T3 CiscolSEDT A L _R—=I T, vy b7 v FRRCER LT —F—4H LAV —=RFREZ AN LET, [27A
> (Login) 1227V v27 LET,

72 & 21X, https://192.0.2.10/admin/ & AJ)§ 5 & CiscoISE DR 7 A U _X—UNRRINET,

https://<IP address or host name>/admin/

G¥)
Web 75 U EHEHAL THID T CiscoISE VAF AT VA LS, BHEOL—F—4 L/ AT —
Rty N7 v 7RI a~ L RIA v A v B —T oA AT 7B AFICRE LT 7 A R EF L TY,

ATYTE TTIAT U ANRELLEEL TS Z & 2RI DI, CiscoISE X v v aR— RafHLET,

RDBERY

Cisco ISE D Web R—ADa2—H— f L H—T 2 f A A=a—% LT, CiscolSE AT
L =— R HbETERETE E9, Cisco ISE DR EDFEMIZ OV T,  [Cisco Identity
Services Engine Administrator Guide] # &R L T 72 &0,

CLl ZfER L =5 D#ER

1R B
BHTD CiscoISE /Ny FEF o a—RKLTA A —/L L, CiscoISE ZHFTDIRREIZIRE S £

o

el

FIE

ATFYT1 CiscolSET 7 ITAT U ANY T —hLEEL, PUTTY R EDHR—FENTWALT 7Y A — g U a2EEI L
T, CiscoISET7 FIA T v A~DEX 27 =/ (SSH) #HFiai L LE7,

AT w72 [Host Name] (F 721 [IP Address]) 7 1 —/V KIZ CiscoISE 7 7T A 7V ADKRA ML EIZIP T KA
(Fy MIx 10#EHRF) # AL, [Openl| 227 U v 7 LET,

ATFYT3 u /AT T By 8Ty TRHCHRE L7z CLIE 2 —F—4 (admin 237 74V ~) ZATL
F 9, Enter L 7,

ATYTE4 NAU—=RFa 7 T, By M7y 7RHCERE L7 CLIFB AR Y — R&Z A LET, Enter 4 L E
D

ATwF5 VAT A 7 u 7 kT show application version ise & A/ L. Enter Z#f L £,

AT w76 CiscoISE 7't ADIREE 521X, show application status ise & AJJ L. Enter Z4f L £,

oy — I, RO LI IZERINET,

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
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https://software.cisco.com/download/home/283801620/type

AVRF—LOBREA VR F—LBEDERY |
B xr—rzoszso-%

Database Listener running 4930
Database Server running 66 PROCESSES
Application Server running 8231
Profiler Database running 6022
ISE Indexing Engine running 8634
AD Connector running 9485
M&T Session Database running 3059
M&T Log Collector running 9271
M&T Log Processor running 9129
Certificate Authority Service running 8968
EST Service running 18887
SXP Engine Service disabled

TC-NAC Docker Service disabled

TC-NAC MongoDB Container disabled

TC-NAC RabbitMQ Container disabled

TC-NAC Core Engine Container disabled

VA Database disabled

VA Service disabled

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

AR =ILEDZRID—E

CiscoISEZ A v A M=V LT, IRONEHF AT ZEITTHLENHY 17,

KU AR —ILEORBRELIRY

B2RY FEEZRbL—YavHA KDY D
BHONNy FOEA (FETH5E) ZHEHDY U —A®D [Cisco ISE Administrator

Guide] @ [Maintain and Monitor] DFEIZH 5
[Software Patch Installation Guidelines] % %8
LTL7IE&E W,

TABSADA A F—)L FEHEIZ DUV TIX,  [Cisco ISE Licensing Guide ]

[EiE) 2R L&, THEADY U —

AP Cisco |SEEBH A R [HFE]) O
lLicensing] OFEAZZMRL T ZEW,

AERAED A VA F—L DY Y —AD Cisco |ISEEHE A K
[:5E] @ [BasicSetup) DEIZH 25 [Certificate
Management in Cisco ISE|] DIEHZ S L TL 72
Xy,
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https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
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| 1R F—LOBREA VR F—LEDERY

1oz r—ngnazs0-% [

2BRY

FREZXbL—=Yav A4 kD) 2y

Ry Ty FDYEY LY O

TEHOY Y —Z® [Cisco ISE Administrator
Guide] @ [Maintain and Monitor] DFEI\ZH 5
[Create Repositories] ZZML T 7Z& W0

NI T T A a—)Ld

R
i

THEHADY U —AZ®D [Cisco ISE Administrator
Guide] @ [Maintain and Monitor] DFEI|ZdH 5
l'Schedule a Backup| #ZM L T 7E &0,

CiscoISE ~L Y FDF Fua A A bk

DY Y —AD Cisco |ISEFHAE A R
[545E]) @ [Deployment] D2 5 [CiscolSE
Distributed Deployment] DIHZ ML CTL 72 &
VY,
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AVRAP—LOBREA VA F—LBEDERY |
B xr—rzoszr0-%
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=6~
=% =R

HKBUARATLAVTFTFUORBZRY

cEA DD DA = Ry b A B =T 2 ADKR T 4 7 (111 =)
W, KA, FREFRESNZARAT—=FRODVD ZHEHLZY Y b (117 =)
EHFEOR Y 7T U MZEVEG LI NIRRT =DV Yy b (118 X—)
«CiscoOISET 7 T7A TV ADIP T RLADAER (119 ~<—)

e A VAN—ABIOT v T L— RBREOFER (120 <—)

s VAT LDOMEDEIT (120 X—)

BARMEDEHOD—H5y b Y E—T 24 ADRY

—

TA

5

CiscoISE [T, WERA v ¥ — T = A AZ@m i Z AT 57D, 1 2OEEA X —T7 =4
ASD2ODA =Y Ry A LB —T 2 AA ZADRT 4 T Y R—FLET, = OMREIT.
Iy NT—=I A H—T 2 A A FH—F (NIC) ODRT 4 7 FEFIEINIC F—I 7 LR
NEF, 20044 —T oA AR T 47 TDE 1 DOMACT FL A& FHEOH—O
TNRARELTRREINET,

CiscoISE D NIC R>T 4 VHERIZ, v — RART UL T ERIV v 27 70— a vk
PR —FLTWERHA, NICRST 4 7 TlE, @ATHAEOLNY R —FENTHET,

AV B—=T 2 A ZADRT 4 L0 RO TS Cisco ISE DY — B AN EELE 272
< ET,

PRA B T 2 — ADEE

Uy MU UETIIEEICL D AL v TR — MEROER

c AA v F TA U H— ROEE
2ODA L Z =T 2 A RERT 4T TDHE, BHIDA L F—=T 2 AA ARTTA< VA F—
T AR, bR I T v T A H—T oA AV ET, TRTORT T 4 v

INTTARIVA B —T oA A BB LET, TTA7 VA E—T A ANRKKTDH L,
NI T T AE—=T oA ANRTRCDONT T 4 v 7 BRI &L —T 47 LET, B

Cisco Identity Services Engine ') 1) —X 324 VX b—JLHA K .



. S TZy b Tr—L

HBURTLAVTHUR RS |

VF AT, TIATVALE—T A ZADIPT RLAEMACT RLAREH SN E
ﬂ—o

NIC R T o v THERE R R ET DBRIZ, Cisco ISE X EEWH NIC A E TR T 4 v
TENENICIZLET, ZOFRIZIE, RoeT 47 A0 X —T oA AR TE S NIC T
DREINTWET,

RI5G:RVTATLTA VB —T 4 R%EWMET HE NIC

Cisco ISE D¥IIENIC O |Linux MIEE NIC D &R |ARoToardasntz |[RoTa oStz
Z2X:I1 NICHOo—/L NIC D& #il
XEHEw kA —HPxw |EthO Vi), ErFo
kO

XAy b A —H%x v |Ethl N I T T

M1

XAy b A —H % Eth2 T34 <1 KR 1
k2

¥HEw b A —Hx v |Eth3 Ny 7T T

k3

FHE > b A —H% x> Ethd a2 ) N )
k4

XHEw b A —H % |EthS N 7T 7

5

ST oy b IT+—L

PR—FENTNETRTOT Ty N T+ —bE ) —RYLYFTNICAR VT ¢ THEREAf
HT&xFET, VR —FENDT7 Ty b7 4—2F kD LB TT,

e SNSNN—RU2TTTIAT LA R R0, 1, BILO2,
e 6 DD NIC ZfEATELEAIL. KB~ TRV EFO0, 1. BEXU2 2R ETEXET,

LA—HR2RY M IUBA—DTITARADRYT 4 VT IZETAHA KS4 >

* Cisco ISE 13K 6 DDA —H 5w b f v X —T = A% P HE—FF250T, K FiE3
S (R F0, R R1, RUR2) ORFBBETXET,

ARV RIZEENDA L H—T 2 A AZEF LD, R FDA A —T = ADa—)L%
EELEVTAZEIITEXERA, BT AL TXBNICERY RTCOE—ZHONT
DOERT., EFLORESHRL TSN,
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| £#EBLRTLAVTFFURERY
ne &7 1 v oonE ]

eEthO f V2 —T = A AT, BHA L EZ—T oA AL T U EAL LA E—T A ADW 5
CLUTHRELET, 20D v F—Tx2A R T, T BA LA E—T A AL LTHE

RV REERT DI, 794~ A F—T =2 A (FF7A4~UNIC) IZIPT RL &
ZEID Y TOHMLENDY £9, A2 N0 Z{EKT DML, Eth0 A > ¥ —7 = A AT IPv4
T RUVZZFID Y TOMENDY £3, [FERIZ, AR 1 &2 2FkT 2%, Eth2 &
Eth4 f % —7 = A AT IPv4 £7213IPv6 7 RL AZ TN ENEIV B THMLERH D F
7T

e Ry REERT AR, Nv o7 v 42 —7 =1 A (Ethl, Eth3., 33X NEthS) 1T
IP7 RULAREID LB THENTWDEIEEIR, NI T v T A F =T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AZIXIP T L AZEY Y THRWNWT
<TIEEW,

e AR RE1DODH (R F0) fEREL, YDA L F—T oA AZFDEEICTH LD
TEXET, ZO®RE. R ROFEHA L Z—T oA RET U EAA LA E—T (R
LCHEREL, RV DA v 2 —T 2 Af AIT U HAA DA H—T =24 AL LTHRELET,

AR FRTIZ, Z9A4A~V A2 F—T 2 ADIPT RLAZEFETEXET, 754~V A
VE—T 2 ADIPT RLARALBHEINDEZDT, BILWIPT FLARRUT 4 7 &N
oA =T A RZE DB THENET,

2O0ODA U H =T A AMOR Y REHIRTLE, RoeT o v 73Nz A v F—T =4 A
WZEIDYTHNTWEZIP T RLARIE, T4~V A0 X —T A AZHOE Y Y THN

i‘d‘o

e T A AL MIEEND CiscolSE /— R TNIC RT 4 THEBERRIET HIZiE, £+

®/~b%77u4f/b#%%ﬁM@L NICR VT 4 v T %5 ELT 77m4x/
ICHERGETIVNERH Y 7,

e R K (Eth0. Eth2, F72FEthd A v X —T =2 A X)) DT T, <) A HX—T xR

L CHERE ST 2WBRA v A — T 2 A AICAZ T 4 v 7 b— FRERESH TV EEAIT., WFE
AVHE—=T 2 A ATEBRL R T4 v T ENTA VH =T =2 ATEET DL HICAH
T4 7 — EPRHBICEH S NET,

NICAKR>T 4T DETE

Mcﬁyf4y7ﬁammwcuﬂgﬁﬁf%iﬁ ZOFNETIL, Eth0 B LU Ethl OA >~

H—T A AR ERETHHEEBHALET,

1R BHHEIIZ

WA B — 7142(Bm\ﬂm\ﬂmﬁg)ﬁﬂy77yfkbf%%LT%T\E?F
VARBEINTWAEESITE., FOAL L H—T 2 ANLFOIPT RLAEREIRLET, v

IT TS ALK — 7:4x&im7%vx%ﬂ@éf&w<<téw
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AT T1
ATvT72
ATv73
ATvT4

ATy TH

FIE

EELET I N &M LT Cisco ISECLIIZR 7' A > LET,
configureterminal Lt AJ LT, a7 4 F¥alb—var T— RZBBLET,
interface GigabitEthernet 0 =~ > K& A L E7,

backup interface GigabitEthernet 1 =~ K& A L E 7,
IV VZRD A v =T REREINET,

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure
you want to proceed? Y/N [N]:

Y # A/ LT, Enter L £7,

R RO&BFETHE, CiscolSENABMICHEE L ET, T XTOI—EABNEFICENET 2 F THiE
LET, X TOY—ERARIATLTND Z L 2RI 572DIZ, CLI 2> 5 show application status ise =
~ REANLET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: ¥

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #
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| £#EBLRTLAVTFFURERY

NIC 7R >

NIC 7R >

—

—

TA

ne K7« v rgEoRER |

T4 VT REDHER

NIC AR T o THEREDSRRE STV D E 9 D& fifgad 9 % 12iE, Cisco ISE CLI 7> show
running-config =~ > RZEITLET, kOBIO X S R hnFRIhE T,

interface GigabitEthernet 0
ipv6é address autoconfig
ipvé enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

ZOHIITHE.  Tbackup interface GigabitEthernet 1] 1L, ¥HE > bAoA —HF > 0T NIC KR
TAYITDRRESNTNWT, FHEY A =P Xy NORTTA VA F—T A A FH
By b =YXy MR I T v F A H =T f AL ENTWVWEHZ A&7 LET, ADE-OS
RETIE, FTar74Xal—raronNy I 7y T A0 Z2—T=2A AZE@{THIPT L
AMBREINERFA, L, TTASVA LB =T oA RERY I T v TS A H—T A A
FEFECIP T LA 2RISR L ET,

*7-. showinterfaces =~ FZE(T LT, RoT 4 v T ENTA v E—T oA AGHFKRTE
ij‘o

ise/admin¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING, PRIMARY, MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 broadcast 10.126.107.255
inet6 fe80::8aba:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 bytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

GigabitEthernet O
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 bytes 1073397536 (1023.6 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0O <collisions 0
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
device memory 0xfaa00000-faafffff

> 7 OHI

backup interface =~ > KD no XA EH LT, NIC A > REZHIBRL £,
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1R BHHEIIZ
FIE

ATY I ERET I M EMHALTCiscolSECLLIZR 7 A LET,

AT w72 configureterminal E AL T, 207 4 ¥l —var B—REHBLET,
AT w73 interface GigabitEthernet0 =~ > K& AL £,

A7 74 no backup interface GigabitEthernet 1 =~ > K& AJJ L £7,

o

% Notice: Bonded Interface bond 0 has been removed.

ATFvw 5 Y &ZAJILTEnter ¥x—ZMLE7,

Bl

L A

v

i

Frz4az24 |

R FONHIBRSE Lz, CiscolSENHEIMICHEER L ET, 3 XTOF—EAREFICEETL2ET
FFELET, TXTOT—EARNFATLTCND Z L 2RI 57291, CLI A5 show application status ise

a<w s REAJLET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #
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| £#EBLRTLAVTFFURERY
Bx. K8, TEEEESAEART—Foow £EALEU kY ]

R, £&. FHIIEESNT=/AXT—FDODVD #{HH
L=ty k

1R8O BRI

R DB EEE O IRBEN N T, CiscolSE Y 7 b7 =7 DVDZEH LT 7T 4 7 v A% ELH)
Lz & EWCRIBERRETAGENH D Z 2L TBW T EEN,

o X —IF ) P —N— 12U T T — I CiscoISE 77T A T o A~D exec |Z 2%
EINT-HEENBEEMTON TS, ZNE noexec IZERETHE., F—R— FBLOE
FAEo AL Y Ty ) — A TX E 9,

*CiscoISET 77 A T U A~DF— AR — RBLOETAE=4—Eindb s, VE—FF—
A— RBLOET AT =% —F&i £ 721X VMware vSphere 7 7 A4 7 > ka2 Y — LEki &
EHTEET,

*CiscoISET 7 TAT U ANDL YT )V a2 —VERND D,
FIE

ATYT1 CiscolSET T A T v ADEBIFENA N> TWND I L 2R LET,
ATw T2 CiscolSE V7 F 7 =7 DVD AL £7,

ATYT3 KEIF—ZHHALT, v—HL YT aryy— R —  NERAFRT B IR [V AT A2 —F 1V
74 (U TN a3 V—j) (System Utilities (Serial Console)) | ZIRL, 7/ T7A4 7 L AITH L THF—
R—RLETFA T =PRI 288X AT o2—T 4 VT 4 (F—AR—FE=%—) (System
Utilities (Keyboard/Monitor)) ] Z i8R L T, Enter Zf L £ 7,

WIRTEIRISO =T 4 U T 4 A=ma—RNFRINFET,

Available System Utilities:
[1] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase
[g] Quit and reload

Enter option [1 - 3] g to Quit:

ATy T4 EHENSRRT—REZEETHIZE. 1A LET,
IV IVIZIRDA v E—URFERENET,

Admin Password Recovery

This utility will reset the password for the specified ADE-OS administrator.
At most the first five administrators will be listed. To cancel without
saving changes, enter [g] to Quit and return to the utilities menu.

[1]:admin

[2] :admin?2
[3]:admin3
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B z=zonvs7yrcsvEpitsniz7—FoUty k

ATy TH
ATvT6
ATFvT1

[4]:

Enter choice between [1 - 4] or g to Quit: 2

Password:

Verify password:

Save change and reboot? [Y/N]:

NRAT— K&ty hTAEHEL I T 2F 52 A LET,
HLWRAT—RE AN L THERLET,
BRERGFTDHITIEY EATTLET,

EEEOAOYI T MIEYENESINFZNNRDT—FD

)t b

FIE

FE ST AT— R& SEANT DL 7T RBERIRY £7,

WDFNEIC & - T, Cisco ISE CLI T application reset-passwd ise ==~ > R&f#iffl L T, &HHE
=P U F =T 2 ANATY =2V ky hLET, ZOFrtRAE, EFHED CLID
PRAT— R B L2 52 S8 A, BHE AU 2ty hT2E, FrLuva 7oA R
M= B 7774’76 e, VAT LRV T TS A U TEET,

CiscoISE 12k v, [FHFEa /A (Admlmstrator Logins) |V« > Ruizm 7= kU 2%E00
ShET, @74/ NUERRTDHITE, [A=a2— Menw) | T A2y (=) 227V w7

. A (Operations) ]>[L7R— k (Reports) ]>[L7R— k (Reports) ]>[B5Z&E (Audit) ]>
[(BEEEDOS 4 > (Administrator Logins) ] T9, v 71 UEHMEFEMEHTEZ2 L2127 51
X, FEHEID ONSRT— &2ty T OUERDHY 7,

ATV T1 AL haryY— L CLLIZTZ7EAL, ROLHIITASILET,

application reset-passwd ise administrator 1D

ATy T2

ZOEHE ID IR SN TV ANAT = FERRDFT LW ZAT — FEfEEL T, L ET

Enter new password:
Confirm new password:

Password reset successfully
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CiscoSE7 754 720 IP7 KLZOZEE ]

CiscolSE7 T7SA 7V ADIPT7 FLADER

1R8O BRI

oIP 7 RLRZEET LI, BB S CiscoISE / — ROBREEZ MR L T, AZ K
Tay/—FRiZLET,

*CiscOISET 7747 U ADIP T RV AZEET H541%, noipaddress =~ > N
LT a0,

FIE

AT w1 CiscolSECLIIZR 7 A LET,
RAFwT2 koa~vry REAHLET,
a) configure terminal

b) interface GigabitEthernet 0
¢) ipaddress new_ip_address new_subnet_mask

IPT RVADELZRD LT u T IR FRENTS, YEALET, REOHHAFRRINET,
ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0

% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

TRV ADETHIZ, a7 "RRRENTEL VAT AEHEH LT,
ATY T3 VAT LAEFHEBTHIIE, Y EANLET,
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B xr—rssu79 75— FEEOER

AR M=ILEIVT7YvTIL—FERODERT

CiscoISE 1Z CiscoISE UV V —ZAB IOy FDOA VA b—)b, T 7T L —FK, BT A
VARV OFEFRR T av RIA v A —T = A (CLI) a~y Rt L E
9, show version history ==~ > R&iH L CEEMAZF R L £7,

s Bt i A VA= NFERET VA VA M= ARNEITEINT- BRI RS NET,

e 77U — 9 :CiscolSET 7Y r—3a

e N—=Va v A VA MV EIFHIR S NIV s v

HRAE A AR TUA AR NYyTFDA A= KFINTFOT A
VA=,

e NURNLT 7 AN A A M= VETTHIBRES NI RVOAFIDRINET,

c URI MY :CiscolSET XV r—a > NURABRAL LA M—LENEZUVRI YT
A VA P—=MZIFEASNER A,

FIE

ATwF1 CiscolSECLLIZR 7 A > LT,
AT w72 a2 K show version history # A ) L E 3,

ZOHITINFEREINET,

ise/admin# show version history

Install Date: Fri Nov 30 21:48:58 UTC 2022
Application: ise

Version: 3.x.0.xxx

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

ise/admin#

~ — :\ ’ = /-
VAT LDEEDET
CiscOISE 7 77 A 7V AEX VM O TR TOERELRITHETH1-012, VAT LD

WEEEITTEET, ZOFHEEMMT 5 &, NIST Special Publication 800-88 (D7 — X filfi# |z
B3 2 EEICEITE £,
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S EIN T TN |

Z O J5¥EIE, Cisco ISE 723 NIST Special Publication 800-88 D7 — & filf 3| B3~ D A= HE | e S22
s Lo LET,

1R BRI

R DO EE OARBEN A T, CiscoISE Y 7 h 7 =7 DVD Zf#Hl L T CiscoISE 7 I A4 7
VARRE) LT L X ICEBPRET DL ENSHD I LA L TN T EE N,

e B —IF )Y — R— CiscoISE 7T T A T L A~DU Y T ba ) — Ui BT T
HINTWVT, execlIRRTE SN TWAELE, REZ noexeclZAE LET, TOEFEIZLD,
KVM i v V7 ary Y —AEGEOmMFEHHATE L5127 7,

« UE— F KVM 721X VMware vSphere 7 7 A 7 > k22 Y — VEROWT a2 L
72, CiscoISET7 7T AT LV A~DF—R— FBLOETAE=4— (KVM) B0 E
INTW3,

¢ CiscOISET T AT LV ANDI YT )Lay ) — WG NRREINTNS,

FIE

AT T1 CiscolSET 7 TA TV ADEBIFEN A N TWD T & 2R LET,
ATw T2 CiscolSE Y7 +7 =7 DVD Z# AL £,

ATV T3 KX —%FEALTC[ATL2—T 4 VT 1 (VT /Y —)b) (System Utilities (Serial Console)) ]
23R L C, Enter ¥ —&M L F9,

WIRTEHIRISO =T 4 VT 4 A=ma—BRrENET,

Available System Utilities:
Recover administrator password
Virtual Machine Resource Check
System Erase

Quit and reload

Enter option [l - 3] g to Quit:

ATFYT4 3 AN LTIV ATLADOEERFTLET,
I —VIZIRDA v E—UNERINE T,

KhkKk Kk Kk KKk KKk K WARNTING KhkKk Kk Kk KKk KKK

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE(S). THIS PROCESS CAN TAKE UP TO 5 HOURS
TO COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL
MEDIA TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y

ATYwT5 YL AN LET,
ayvY—)7Fur7 T, JIOBLERERINET,
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B xrromz0zs

THIS IS YOUR LAST CHANGE TO CANCEL. PROCEED WITH SYSTEM ERASE? [Y/N] Y
ATFYT6 YEANLTUVATADWEEXRFETLET,
2= VIZIRD A =T NEREINET,

Deleting system disk, please wait..

Writing random data to all sectors of disk device (/dev/sda)..
Writing zeros to all sectors of disk device (/dev/sda)..
Completed! System is now erased.

Press <Enter> to reboot.

VAT LADMHEEFEIT LR, 777947 AEHEMMHT 554513, CiscolSEDVD #FEH L T AT A
PEEBL, T A2 =B VA =TT a o EERLUET,
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5 2

CiscoISE-R—F JTD7L X

* Cisco ISE T _XTDHO~YL Y} J— R KR—F (124 <—Y)
*CiscolISEA V7T AT 7 F v (124 X—)

e IR —F 4 T VAT A R— K (125 %—)

* Cisco ISE HH / — ROAR— K (129 <X—)

*CiscoISE t=#—1J 7 /J—FDHR—F (134 =)
¢CiscoISERY o — Y —E 2 J—FDR—F (136 <2—)
* Cisco ISE pxGrid —E & R— |k (142 X—7)

«OCSP BLUNCRL —EZ R—F (143 2—2)

¢ Cisco ISE 7ut & (143 ~=—3°)

« F/e A ¥ —F > h URL (144 X—7Y)
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CiscoISER—F 77 LR |
B ciscoser~coxnyF s — k-

CiscoISE T RTDORILYF / — K R—

F16:TRTO/—FTHEAShBEKR—

Cisco ISE H—E X FHEY bA =2y FOFERIERY | ZOMODA— Ry 422 —
KomAR—k T4 R (XHEY hA—H xRy
F1~5, FEFRVCEK1B8LU
2) DR—
BHE L ORI « HTTPS (SOAP) : TCP/443 —

T2 DEMB IOV T Y r—
vz > (JGroups) : TCP/12001
(ZF'a—3)1)

cISEAYE®—Y L H—E X
SSL : TCP/8671

« ISE BI85 : TCP/15672
e FuT ATy RRA L NTE

MEDORIB/ L) r—2a v
TCP/6379

CiscolSEA/ VTSR NSOV F ¥

ZDE' T a Tk, CiscolSEMAIRT 7V r—2a o7 /3 XL O@BEIMHEHAT S, TCP
BLXOUDPOR—+O—EZRLET, 774 T T4 —/LTIIHD CiscoISE RN— F23FFA]
ENTWAEZ EEMERLET,

CiscoISE * v hU—27 CH—ERAERETHHEIL. WOEEEELET,

¢ CiscoISE L. BEANTT 7T 4 7> TV A —E R S U TR— AT LET,
Cisco ISE IZ, DT _XTOR—h~DT7 7 v 2EZESELET

* CiscoOISE~DEHT /A X, Yy A=V Xy 0 (Br) Z2HLTORTHZ &

NTEET,
*RADIUSIZ. T R_RTDORy NTI—T 4 FZ—Tx A ZAH—F (NIC) THEiZZITANE
j—O

¢ CiscOISE V== A U H—T =2 f LI VLANZF L 72V HR—F L TWWEFA, N—F
T 2T T 7 TAT A CiscoISE & A A h—/L 3 B84, CiscoISE / — R HD A
A v FR—=FTVLAN F T F 72 LET, ZNEDOR— 2T 7 EAR—
ELTHRELET,

o —MpAR— MEEFHIZ 10000 — 65500 T,
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| CiscolSEXR—F U T7LUR

tiv—5425 o2576k—+ ||

e VMwareonCloud |%. %4 FEI VPN Ry "NU— IR THR—FENET, xv hT—72
TIRATRAABLORTZ TA TV B, NATOR— 7 4 L&Y 772 LT, Cisco
ISEDQIPY RLAELIIAR— MIEHFETEDLZ 2R LET,

«HENICTIPT FLRZRETE £,

« R Y —IERARA 2 MEL SNBOERNER Y > — =X LY FIURE SN D RA
Mg LET, 72L& 20, SR #IE Lightweight Directory Access Protocol (LDAP) Jg& 1k
2720 £7,

BMEa>te Tk
SREBD ) — R2 A TBIO- LY F 2 X—=Y)

\)

(X)) ISEDTCP F—77 74 7HIL 60 43 T3, ISE / — KN T 7 A4 7T U 4+ — VB FET D8
BlE. FOT AT 7+ — S U TTCP Z A L7 7 MEa &L £,

ARL—T 429 VRXRTLR—F

WDFEIZ, NMAP 8R0S DAF ¥ 925 TCPR— b &R LE T, F72. NMAP i ICMP
BLOUDP &~"— bk 51824 L ¥,

1 3 4 6 7 9 13 17 19
20 21 22 23 24 25 26 30 32
33 37 54 43 49 53 70 79 80
81 82 83 84 85 88 89 90 99
100 106 109 110 111 113 119 125 135
139 143 144 146 161 163 179 199 211
212 222 254 255 256 259 264 280 301
306 311 340 366 389 406 407 416 417
425 427 443 444 445 458 464 465 481
497 500 512 513 514 515 524 541 543
544 545 548 554 555 563 587 593 616
617 625 631 636 646 648 666 667 668
683 687 691 700 705 711 714 720 722
726 749 765 777 783 787 800 801 808
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843 873 880 888 898 900 901 902 903
911 912 981 987 990 992 993 995 999
[1000] 1001 1002 1007 1009 1010 1011 1021 1022
1023 1024 1025 1026 1027 1028 1029 1030 1031
1032 1033 1034 1035 1036 1037 1038 1039 1040 ~ 1100
1102 1104 1105 1106 1107 1108 1110 1111 1112
1113 1114 1117 1119 1121 1122 1123 1124 1126
1130 1131 1132 1137 1138 1141 1145 1147 1148
1149 1151 1152 1154 1163 1164 1165 1166 1169
1174 1175 1183 1185 1186 1187 1192 1198 1199
1201 1213 1216 1217 1218 1233 1234 1236 1244
1247 1248 1259 1271 1272 1277 1287 1296 1300
1301 1309 1310 1311 1322 1328 1334 1352 1417
1433 1434 1443 1455 1461 1494 1500 1501 1503
1521 1524 1533 1556 1580 1583 1594 1600 1641
1658 1666 1687 1688 1700 1717 1718 1719 1720
1721 1723 1755 1761 1782 1783 1801 1805 1812
1839 1840 1862 1863 1864 1875 1900 1914 1935
1947 1971 1972 1974 1984 1998 ~ 2013 2020 2021
2010
2022 2030 2033 2034 2035 2038 2040 ~ 2045 ~  |2065
2043 2049
2068 2099 2100 2103 2105 ~ 2111 2119 2121 2126
2107
2135 2144 2160 2161 2170 2179 2190 2191 2196
2200 2222 2251 2260 2288 2301 2323 2366 2381 ~ 2383
2393 2394 2399 2401 2492 2500 2522 2525 2557
2601 2602 2604 2605 2607 2608 2638 2701 2702
2710 2717 2718 2725 2800 2809 2811 2869 2875
2909 2910 2920 2967 2968 2998 3000 3001 3003
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3005 3006 3007 3011 3013 3017 3030 3031 3052
3071 3077 3128 3168 3211 3221 3260 3261 3268
3269 3283 3300 3301 3306 3322 3323 3324 3325
3333 3351 3367 3369 3370 3371 3372 3389 3390
3404 3476 3493 3517 3527 3546 3551 3580 3659
3689 3690 3703 3737 3766 3784 3800 3801 3809
3814 3826 3827 3828 3851 3869 3871 3878 3880
3889 3905 3914 3918 3920 3945 3971 3986 3995
3998 4000 ~ 4045 4111 4125 4126 4129 4224 4242
4006
4279 4321 4343 4443 4444 4445 4446 4449 4550
4567 4662 4848 4899 4900 4998 5000 ~  |5009 5030
5004

5033 5050 5051 5054 [5060] 5061 5080 5087 5100
5101 5102 5120 5190 5200 5214 5221 5222 5225
5226 5269 5280 5298 5357 5405 5414 5431 5432
5440 5500 5510 5544 5550 5555 5560 5566 5631
5633 5666 5678 5679 5718 5730 5800 5801 5802
5810 5811 5815 5822 5825 5850 5859 5862 5877
5000 ~  |5910 5911 5915 5922 5925 5950 5952 5959
5907

5960 ~ 5987 ~  [5998 ~  |6009 6025 6059 6100 6101 6106
5963 5989 6007

6112 6123 6129 6156 6346 6389 6502 6510 6543
6547 6565 ~ | 6580 6646 6666 6667 6668 6669 6639

6567

6692 6699 6779 6788 6789 6792 6839 6881 6901
6969 7000 7001 7002 7004 7007 7019 7025 7070
7100 7103 7106 7200 7201 7402 7435 7443 7496
7512 7625 7627 7676 7741 7777 7778 7800 7911
7920 7921 7937 7938 7999 8000 8001 8002 8007
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8008 8009 8010 8011 8021 8022 8031 8042 8045

8080 ~ 8093 8099 8100 8180 8181 8192 8193 8194

8090

8200 8222 8254 8290 8291 8292 8300 8333 8383

8400 8402 8443 8500 8600 8649 8651 8652 8654

8701 8800 8873 8888 8899 8994 9,000 9001 9002

9003 9009 9010 9011 9040 9050 9071 9080 9081

9090 9091 9099 9100 9101 9102 9103 9110 9111

9200 9207 9220 9290 9415 9418 9485 9500 9502

9503 9535 9575 9593 9594 9595 9618 9666 9876

9877 9878 9898 9900 9917 9929 9943 9944 9968

9998 9999 10000 10001 10002 10003 10004 10009 10010
10012 10024 10025 10082 10180 10215 10243 10566 10616
10617 10621 10626 10628 10629 10778 11110 11111 11967
12000 12174 12265 12345 13456 13722 13782 13783 14000
14238 14441 14442 15000 15002 15003 15004 15660 15742
16000 16001 16012 16016 16018 16080 16113 16992 16993
17877 17988 18040 18101 18988 19101 19283 19315 19350
19780 19801 19842 20000 20005 20031 20221 20222 20828
21571 22939 23502 24444 24800 25734 25735 26214 27000
27352 27353 27355 27356 27715 28201 30000 30718 30951
31038 31337 32768 32769 32770 32771 32772 32773 32774
32775 32776 32777 32778 32779 32780 32781 32782 32783
32784 32785 33354 33899 34571 34572 34573 34601 35500
36869 38292 40193 40911 41511 42510 44176 44442 44443
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