EXEC Show E— F® CiscoISECLI a7 > F

ZDOFETIEL, EXEC £— FT Cisco ISE HEDFRFITHAT 2 bEFRa~ FD15TH
Doshow 2 RIZOWTHHILE S, ZOETIE, 2wy RILIiL, TOEMAGIEOMFH LR
B, A= RO, A EOTA FT A BEOBMFIZRLET,

)

GE)  CiscoISE U U —2% 3.0 IETIZ. HTED show 2~ ROFE[TRICT A —FLFENRNLEL
AL, Crl+C 2L T 6 Q ML £,

s show (3 X—7)

» show application (4 ~=—3)
s show backup (7 ~<—737)

s show banner (9 ~<X—)

s show cdp (10 ~X—7)

s show clock (12 ~X—7)

» show container (13 ~—73)
e show cpu (17 X—7)

s show crypto (20 ~X—7)

s show disks (21 ~—7)

» show esr status (23 ~X—1)
» show icmp-status (24 ~X—1)
» show interface (26 ~X—7)
» show inventory (28 ~~—737)
s showip (30 ~=X—7)

* show ipv6 route (31 ~<X—73”)
+ show logging (32 ~<X—7)

+ show logins (35 ~X—7)

« show memory (36 ~X—73)

e showntp (37 X—7)

» show ports (38 ~~—37)

» show process (40 ~—73)

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— K CiscoISECLI a7 > K |

* show repository (42 ~—1)

» show restore (44 ~~—737)

» show running-config (45 ~X—73")

» show snmp-server engineid (46 ~X—73")
+ show snmp-server user (47 ~X—73)
» show tech-support (48 ~X—13)

» show terminal (50 ~X—73")

» show timezone (51 ~X—7Y)

+ show timezones (52 ~X—73)

e show udi (53 ~X—7)

s show uptime (54 ~—7)

« show users (55 ~—7Y)

« show version (57 ~—7)

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show

AU R TIHIE

FATV AT LAOER AR T HIZIE, EXEC E— R Tshow a~ > RE[HHALET,
show keyword

7T 7 4V h OEBHEEIZH D FH AL

show .

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FRLEDHA KSA Y

FTA_XTO show 2~ Nid, BT 2720120 < b 1 2DF—TU — RRMETT,

!l

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show application

show application

EXEC Show E— F® Cisco ISECLI 2 < > K I

VAT AZA VARV EINTWAET S Y r—a Ry r— Uk RRT HICIE, EXECE—
K -C show application =~ > K& L £,

show application > file-name

show application [status {application_name} ]

show application [version {application_name} ]

BX D& > HHhE7 7 ANV ZA L7 FLET,
file-name CiscoISE 77U r— a UERERFT 27 7 A VD4R,
status AVAN—NVENTWDET TV r—a v DAT—H A% FRRL
version AVAR=NLINTNWET U r— a3 (CiscolSE) O7 7!

Tar AN—=TgrEERRALET,

application_name

ALVA M=V ENTWET T r— 9 O4HI,

e 1255
s begin : —ET H/NF — 1, BRSO LTFOHREBTH2 R — KL
e count : tHHDITHAE L 7 M LET, HEE count D IZHT
LET,
| : count D H S ERGF 4L,

cend : —ETHITTHR T LET, KR8 XL FOHEF & W4
=7,

eexclude : —E T A1TERIN L E T, HwK 80 WFEDIEF%
rLET,

cinclude : =BT 2172 B E T, K 80 LFDIH T4
L/i—a—o

e last : I DRBOEATEFR LET, HEhlast DRITHTF 2
F9, 80ITETORREIR—FLET, 774/ I 10

| : last D H JERG 24K,

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC
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show application .

avy RERE

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

EREDAARZA4

VAT AIA VARV ENTWBE NNy —VICElT AT S = a VAT —H AL R—
Va v EFRT HITIE, show application =< > R&EfH L ET,

511
ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

151 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

15 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

1513

CiscolSE TiIA 7 v a v (UL FR—R) TTREADAT =X ANFERINET, pxGrid,
Certificate Authority, M&T. Identity Mapping Service 72 & D7 12 & AL, IROIKIED TN

AN/ S

« Z1TH (Running) : Cisco ISE ¥ — & A [ LRl F T3

« FITL TV (Not Running) : Cisco ISE V—E R I ¥ v b XU SN THET

« 7 4 t—7/ (Disabled) : CiscoISE #—bE R ZF & —7 /L TF

iseadmin#show application status ise

ISE PROCESS NAME

Database Listener
Application Server
Profiler Database

STATE PROCESS ID
not running
not running
not running

EXEC Show E— K ® CiscoISECLI a< > F .



. show application

ISE Indexing Engine

AD Connector

M&T Session Database

M&T Log Processor
Certificate Authority Service
EST Service

SXP Engine Service

TC-NAC Service

PassiveID WMI Service
PassiveID Syslog Service
PassivelID API Service
PassiveID Agent Service
PassivelID Endpoint Service
PassiveID SPAN Service

DHCP Server (dhcpd)

DNS Server (named)

ISE Messaging Service

ISE API Gateway Database Service
ISE API Gateway Service

ISE EDDA Service
Segmentation Policy Service
REST Auth Service

SSE Connector

Hermes (pxGrid Cloud Agent)
McTrust (Meraki Sync Service)
ISE Node Exporter

ISE Prometheus Service

ISE Grafana Service

ISE MNT LogAnalytics Elasticsearch
ISE Logstash Service

ISE Kibana Service

. EXEC Show E— K ® CiscoISECLI a7 > F

not
not
not
not
not
not

running
running
running
running
running
running

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

not
not
not
not

running
running
running
running

disabled
disabled
disabled
disabled
disabled

not
not
not

running
running
running

disabled
disabled
disabled
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show backup .

show backup

VAT LDy T o TBEETNIN I T v T DAT —H A% FKRT HIZIE, EXECE— R
C show backup =~ > RZ&HH L F9,

show backup [history | status]

B DEREA

AU R TIHIE

history VAT A LEORy 7T o AT BEEERAE TR L E T,

progress VAT AEDNRNy T T AT = F AEFRRLET,

T 7 4V N OBEWERMEIZH W FH AL

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE
2.0.0.306 Toawy RREASKhE LR,

FRLEDHA KS1 Y

VAT LDy I Ty TIEREE AT —F A FRKoRT HITIE, showbackup =~ FAEH L E
7

511

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

15 2

ise/admin# show backup status
%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl

% repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013
% scheduled: no

% triggered from: Admin web UI

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show backup

host: ise.cisco.com
status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:

oe°

o

success
ise/admin#
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show banner .

show hanner

07 A VRN —B I Ne A NS — &R RT HI2IL, EXEC E— R C show banner =~
Y REFERHLET,
show banner [post-login | pre-login]
N —1%, CiscoISEGUI DIRD T 4 > R TRELFET,
E—

[E3# (Administration) [>[Y X T L (System) |>[EEET VX (AdminAccess) ]>[F&E
(Settings) 1>[7P R (Access) |, [T a > (Session) ] % 7%, CiscoISE CLI 5 &
VCGUI DR T A VRIEDNFT—ZRET DI2ODT 4 —/V RRFENTNET,

BXDEREA

AR R TFI4ILE

post-login BI/ED CLI & v 3 3 > ® Cisco ISE Yr— "— TR IE AL TV
BOERNEFREINET,

pre-login BIfED CLI & v > 3 > ® Cisco ISE Hr— /3 — T IE 4L TV
DGR A TR ENET,

77 4N FOBERLEIZH Y EE A,

AvYRE—F EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwr FRHEASHE L,

FEREDAA RZA4 Y

7T 477 SSHE v g CTshowbanner =~ > R&EEHLEY, 7277 1 772 SSH & v
3 VN Cisco ISE FHLH R — X )V TR E S 7z [ KIFIRFE v & 3 > % (Maximum Concurrent
Sessions) | ZB X -%E. #E /xR KT7 277 47 SSH ¥ v a U HICHE (WARNING:
Maximum active ssh sessions reached) | A vt —IVNERRINET,

EXEC Show E— K ® CiscoISECLI a< > F .



. show cdp

show cdp

EXEC Show E— F® Cisco ISECLI 2 < > K I

72> TN D 9T D Cisco Discovery Protocol (CDP) A v % —7 = A AT HIEH %
FRT HITIL, EXECE— RFCTshowedp =2~ K& LET,

show cdp [all | neighbors]

BX DA all A X =TT > TV DT T D Cisco Discovery Protocol 1 > 4
A AR LET,
neighbors Cisco Discovery Protocol R /N—% R L E T,

SR E TR T AN N OBEREES ) E A,

AvURE—F EXEC
avy FERE )1y—= LEEHNE
2.0.0.306 Zoavy FRHASRE LR,

FEHEDHA KS4 > A F—T7 VT > T 5 Cisco Discovery Protocol > % —7 = A 23 L UNCDP KA /N —Z FIR
T 5HI2i%, showedp =~ > R&EMHL £,

N

GE) CDPIE. T AIPVABLIOIPYVE A v X —T7 = A AR EALTEET,

511

ise/admin# show cdp all
CDP protocol is enabled...

broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

1 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5

Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.114

IPv6 Address : 2001:420:54ff:4::458:1

CDP Neighbor: isexp-esw5

Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD
Port : GigabitEthernet0/5
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show cdp .

Address : 172.23.90.45

IPv6 Address : 2001:420:54£ff:4::458:5
CDP Neighbor: 000c29e29926

Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.115

IPv6 Address : 2001:420:54£ff:4::458:2

CDP Neighbor: 000c290£fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111

IPv6 Address : 2001:420:54£ff:4::458:3
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmmuﬁcu:7>P|
. show clock

show clock
VATAYTZ N7 sayORER, A, BfF. B, BEE. BIOELZRRT AT,
EXEC =— RCTshowclock =~ > REFEAL F4,
ZOa<wy RNZliZ, F—U—FBLOS#EIZHY FHA,

show clock

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FERLEDHA RS 4q> ROBID showclock DHAIZIE, WHEHSAREE (UTC) | 77V = DFEHERE (GMT) | e
[, FIEA— A —RERRE ENET,

il

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#
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show container

Threat-Centric NAC 7 % 7° 4% & (2B B # & F~9 5 121X, EXEC *&— KT show container

a<wr REFEHRALET,

show container .

Zoaxy ROME, WegstEeMi A v o, TH T EZBER SN BR, 75 7 % OFETRE
[#. 7 %72 OBHEDIREBICE T DEHEHR AR L E3, 27 T4 ETIDITESN T,
BT T AT HHMIEREFTIT DI ENTEET,

show container tc-nac {adapters|all | inspect {container-id container-id | container-name
container-name} | stats {container-id container-id | container-name container-name} } |}

B DEREA

tc-nac Threat-Centric NAC 7 % 7" Z IZBT A EM AR R L £,
all TCNAC L Off7 % &, CiscolSE THIHAIHEZR 9~ TD T 4
TFTARID ZEHT) E—ERRALET,
Wi-Fi & &3 2 &, Wi-Fi a7 @ #EFR L&
adapters Cisco ISE TREE SN TS TCNAC 7 X 74 & —EHRx L3

TFIDBLIRarTFH4, TETHAIMERENTZ AR, T/
1THEE, 74 72 OBUEDIREES —BERRLET,

inspect {container-id container-id |
container-name container-name}

Y EDT X7 XT3 MERE —BERR L ET,

stats {container-id container-id |
container-name container-name}

FrE DT 27 2T D fEHE R AR L E7,

>

HhEZ77 A MV F A1V S LET,

EXEC Show E— K ® CiscoISECLI a< > F .



. show container

EXEC Show E— F® Cisco ISECLI 2 < > K I

I ERR 254K
s begin : —E T H/F — 2 K80 LFDIETH VAR — L

scount : HITDIT78%& 7> F LE T, HFE count DEITET
l_/iﬁ‘o

| = count D HERGT- %L,

cend : —ETAITTKRT LET, IK80 LFDFETFT% 7
ij‘o

eexclude : —ET AITERIN L E T, K 80 WFEDHE T %
]\ L\i‘aﬁ.o

sinclude : —E T 2172 & HF T, KK 80 LFEDRITFTA T
Li—a—o

olast : B ORBEOEITER TR LE T, Hiklast BRI T %
F9, 80fTEFTOEREYR—FLET, T 74/ KL 10

| = last O H JHERGF 24,

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH AL

ATV R E—FR EXEC

avy FERE )1)y—= EEAR
2.2.0.470 Zoawry RREAShELE,
3.1

ZDa<wy RICWI-FIRENEG TN R0
F L7,

FEREDHA K54 > Threat-CentricNAC 7 & 7 Z IZBHF 5 1 2 £” 9 2 121F. showcontainer =~ > F&ffi] L £

j—O

511

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE
STATUS PORTS

63b8904f41c6 irf-adapter—-nexpose
Up 19 hours

8389f7e249ct irf-adapter-tenable
Up 2 days

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F

COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago
tenable
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15 2

ise/admin# show

show container

container tc-nac all

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago
Up 19 hours nexpose
8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days ago
Up 2 days tenable
41921c1539pf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago
Up 3 days 127.0.0.1:3000->3000/tcp
irf-core-engine-runtime
cdfeff3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago
Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp
irf-rabbitmg-runtime
e682a5a5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago
Up 3 days 27017/tcp
irf-mongo-runtime
ise/admin#
113
ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
] 4
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"pid": 23433,
"ExitCode": 0,
"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"
} 4
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

"/opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePa

th":

" /opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hostname",

"HostsPath":

"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044 /hosts",

"LogPath":
"/opt/docker/runt

ime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmwmﬁcu:7>P|
. show container

"Name": "/nexpose",
"RestartCount": O,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d76578aa48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
]I

"NetworkSettings": {
"Bridgell: ""’
"SandboxID": "9873fb92£86e665039%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£f56ce0",

"HairpinMode": false,
"LinkLocalIPvé6Address": "",
"LinkLocalIPv6PrefixLen": 0,
"Ports": {},
"SandboxKey": "/var/run/docker/netns/9873fb92f86e",
"SecondaryIPAddresses": null,
"SecondaryIPv6Addresses": null,
"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":
"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",
"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

51 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET
I/0 BLOCK I/O
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501

MB / 2.446 MB 106.4 MB / 21.27 MB

. EXEC Show E— K ® CiscoISECLI a7 > F
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show cpu .

show cpu
CPU [ 2 £ /~x7 5121, EXECE— K Tshowcpu 2~ REHEHL F9,
Cisco ISE = AR —x o h T D CPU R OB 4 F "7 2 121X, EXEC E— KT show cpu
usage2~v > R LET, Zoa~y FOHE, 2~ RRFET Ik RO CPUMEH
BOAF v Tvay Mot LET,
show cpu > file-name
show cpu statistics
show cpu usage
BX DA > MhE77ANMZYZA VL7 FLET,
file-name VEA VI D7 7 A NVDL4HI
dtatistics CPU #tatfFsaz &R L £,
Cpu usage A LVAR—=NLENTWDHT Y s — 3 (CiscolSE) D=
FZEDCPUMMREREZRRLET,
I H e T 255

e begin : —E T BN — 2 R8O LT DIET A R —

ecount : HI1DITH A7 M LET, HEE count DEIT
Li‘g‘o

| © count O HEAGT- 2%,
cend : —HTHITTHRT LET, HK80 LTOHEMT %

i‘j‘o

sexclude : —ET TR L E T, &K 80 LFDIL”
]\ L/i‘g—o

einclude : —E T 2172 GO E T, K 80 XFDHET %
L/iTO

elast : HOBBOBITEFR N LET, HEElast DRI
4, 80ITETHORREZYR—FLET, T 74/ I

| : last O H JHERGF 24,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

AT R E—F EXEC

EXEC Show E— K ® CiscoISECLI a< > F .
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. show cpu

avy FNERE )= EEAR

2.1.0.474 Zoavwry RREAINE L,

FEREDHA KS4 > CPUHHE ZOMEMEHREZFRT DITI1E, showepu =~ REMH L X3,

511

ise/admin# show cpu

processor: 0

model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914

cache size: 4096 KB

ise/admin#

151l 2

ise/admin# show cpu statistics
user time: 265175

kernel time: 166835

idle time: 5356204

i/o0 wait time: 162676

irg time: 4055

ise/admin#

151 3

ise/admin# show cpu usage

ISE Function % CPU Usage CPU Time Number of threads
Profiler Database 0.01 1:26.27 3
M&T Session Database 0.01 1:23.06 18
Certificate Authority Service 0.04 6:57.38 31
M&T Log Processor 0.09 15:44.23 60
ISE Indexing Engine 0.12 21:34.76 75
Database Listener 0.01 0:53.18 2
Database Server 0.36 62:48.64 64
processes

Admin Webapp 0.04 6:46.68 53
Profiler 0.00 0:02.94 26
NSF Persistence Layer 0.05 8:09.70 46
Guest Services 0.00 0:00.32 5
Syslog Processor 0.00 0:12.79 3
Quartz Scheduler 0.05 9:08.80 29
RMI Services 0.00 0:05.98 10
Message Queue 0.00 0:43.99 4
BYOD Services 0.00 0:00.00 1
Admin Process JVM Threads 0.19 32:50.67 10
Miscellaneous services 0.17 30:30.47 3557
Identity Mapping Service N/A

SXP Engine Service N/A

Threat Centric NAC Docker Service N/A

Threat Centric NAC MongoDB Container N/A

Threat Centric NAC RabbitMQ Container N/A

Threat Centric NAC Core Engine Container N/A
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show cpu .

Vulnerability Assessment Database N/A
Vulnerability Assessment Service N/A
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. show crypto

show crypto
07 A4 LTWAEHE L 2—F —DARF—B X O —ICBET 2R E R RT DI
show crypto =~ > RZ&HEH L F9,
show crypto authorized_keys
show crypto host-keys

show crypto key

BX DA authorized_keys BAEn 74 o LTS a—F—DHFXF—DEREF R LET,
host_keys B 74 LTS —Y—DR A b F—%2FRLET,
key BER /A v L TWbAa—HF—DXF—DiERr £z LET,

ATVRFEIFIR T 7N NOEEREITH Y A,

AvURE—FR EXEC
avy FRERE )1)—Xx EEHAR
2.0.0.306 Soawy FAEASHE LT,

FEEEDHA KSqy BMERT A LTV L2 —F—DFF % —L&F—2FRd 5121, showcrypto =~ > R fif
ALET,

511

ise/iseadmin#show crypto authorized keys
Authorized keys for iseadmin
ssh-rsa in netadmin@cib

15 2

ise/iseadmin#show crypto key
iseadmin public key: ssh-rsa in iseadmin@ise-1

. EXEC Show E— K ® CiscoISECLI a7 > F
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show disks

show disks .

FURTDT 7 ANV AT MMEREFERT HI1Z1E, EXEC E— K Tshowdisks =~ > K& {#
LET,

show disks

B DEREA

AR FI4ILE

| H OB A%k
s begin : —ET BH/NF — 1 KO LTFOHRMT %R —

ecount : W17 8&H 7 F LE9, HEE count DI
L\iﬁ—o

| © count D S ERGFZEHL,
cend : —ETHITTHRT LET, K80 LFDHRE T4

£,

e exclude : —ET 2ITEBRIN L ET, T&K 80 LFEDHH-
NLET,

einclude : —E T A1TE2EDET, FKK 80 LFD T4
L7,

e last : HADEBEOBATZFIR L ET, Hiklast DIRIZEC
F9, 0ITETORREYR—FLET, 774/ M

| : last D H JER 24K,

77 A0 S OBIERIEIL D D FE A

aAvU kR E—F EXEC
av Y FEE Jj1)—2 EEARE
2.0.0.306 Zoavy RPRBEAIhELE,
32 filename 243 AR — b I <720 £ L7z,

FEREDHA FS14 Y

showdisks 2~ RNk, TA AT T 7 ANV AT AEMAT27T7 v b7 4 —LTOIHYR—k
SNnFET,

1

ise/admin# show disks

Internal filesystems:

/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)

EXEC Show E— K ® CiscoISECLI a< > F .



. show disks

/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#

\)

EXEC Show E— F® Cisco ISECLI 2 < > K I

6=

Cisco ISE 3.0 TlZ. localdisk /S—F ¢ < =3 ITEIHIC

o ETHRET,

. EXEC Show E— K ® CiscoISECLI a7 > F
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show esr status .

show esr status

HWDIAAIY —E A NV—F DAT —F A% KT HIZiL, EXEC &— R T show esr status =~
VREMEALET,

show esr status

ARV R FI4INAL  T AN FOBERLEIZH Y EE A,

ATURE—FR EXEC
avy FER )1)—Xx EENE
3.2 Zoavwy RREAINE LT,

FEEEDHA KS4 > showes status 7~ FIZL > T, CiscolSE U UV —2 3.1 HUalid V) V=X THEF STV
serviceesr status = v > A EE#LZ £7,

1

ised49/admin# show esr status
% ESR 5921 is enabled on ethl

ised49/admin# show esr status
% ESR 5921 is disabled

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show icmp-status

show icmp-status

Internet Control Message Protocol (ICMP) T a—8& D a7 4 X b—ra VIFREFR T D
\Z1%, EXEC *&— KT showicmp_status 2~ > R&fEH L £,

show icmp_status| save file_name

EXDiiHA | save HMhuE77 A0 EAL L7 hLET,

file-name VXA VY NTDT7 7 A VD4HI,

I HEffia~> R
sbegin: —FHT B —2, 80 XTFE TCOXEETTHELE

ecount : tHATDIT8AEH 7 b LET, HEE count DK ITET
L7,

*| : count DHAESTF =~ K,

cend: —ET DT TR T LET, 80T E TOIEEFTHRIEL

cexclude : —ET 1T BRAN L 9, 80 0FE TOHETTH
¥

sinclude : —#+ 2172 & HE T, 80 LFE TOHEMF T/
kR

olast : HIVOHBEOEITEFE /R L E T, BiElast DRI T4
4, 0ITETOERREZYR—FLET, T 74/ M 10

o| : last DHDERT- 2~ R,

AT RFIAILR T 7 4V F OEBHEEIZH D FH AL

ATV R E—F EXEC
avy NERE 1)1y —= LEEHNE
2.0.0.306 Zoavwy RPREAINE LT,
3.2 avr FHHEZ7 7 ANV EA LT v T 5
\Zi%, >fileename Ti372 < | savefile_name %
FERT20E R H Y £9,

FEHEEDHA KS4 > Internet Control Message Protocol (ICMP) T —IG&ED a7 4 X a2 L — a UMEREFRT D
(2%, showicmp_status =~ > RZMH L £,

. EXEC Show E— K ® CiscoISECLI a7 > F
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show icmp-status .

511

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

151 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show interface

show interface

EXEC Show E— F® Cisco ISECLI 2 < > K I

IPICREINTWAEAS L H—T 2 AD2—YP =V U TFT 4 AT — X A% FRT HIZIX. EXEC
F— R Cshowinterface 2~ > R&fEH L E£7,

show interface| save file_name

show interface GigabitEthernet {0-3}

X DA | save

HhEZ77 A MV F A1V S LET,

file-name

A B =T = REREV ZA VT MT DT 7 A VDA,

GigabitEthernet

BEDOXHE Yy A=V Ry b Z—T 24 ADIFREFRL

0-3

FHEY b A= xRy b, HHTELAREEDHDES : (
2. 3

I E A 2550
e begin : —E T H/XF — > KO LF-DIHT-H VAR — K L

ecount : HI1Df78A& 7 M LE9, HEE count DEICTHES
LET,

send : T BHITTKRT LET, K80 LFOHIET %7
F7,

cexclude : =T 1T L ET, &K 80 LFOERH T4
]\ l_/\i‘jﬁo

sinclude : —ETH172&HF T, K80 LFDHFET AT
| =

olast : HODEBEOEITEZFRLE T, Hiklast DEICET 4
9, 0ITETOERREZYR—FLET, T 74/ M 10

ATVRFEIFIR T 7N NOEEREITH Y EEA,

ATV R E—F EXEC
avy FERE 1)1y —= LEEHNE
2.0.0.306 Zoawr RREASHE LE,
32 a< Y RHWE 774N EAL VLT T 5

\Zi%, >fileename Ti372 < | savefile_name %
FERT20E R H Y £,

. EXEC Show E— K ® CiscoISECLI a7 > F
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EREDAA

 —_

3

show interface .

4 > showinterface GigabitEthernet 0 D /1 Tld, A F =T = A RT3 DDIPV6 7 FL AN H D

TERDMYET, BHIOA L E—%y T LA Gffe i) X, AT — L AHBREY
R LR TT, ZOEOIIIE, IPV6/L—h T RARXA XA b, TOHV Ty hTA
F =TT BMENDLY EFT, IROT FL A ({80 TEEDLT KL AR) X, AEAR R b
DAa—T%Fl-7enW) 7 a—i) 7 RLATY, IPve HENRE £ 7213 DHCPv6 % & 2B
R, Vo7 a—An 7 RVAXFIZERRINET, HKEDOT RLZX (2001 THELT R
L A) (&, IPv6 DHCP H— 35 S S 7 1 ¢d,

11

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

151 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .
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. show inventory

show inventory

CiscoISE 7 FIA T v A BEFNARLV N TALESRE, "—FR7 =7 A0 MVIZHET 51
WA FoRT HITIE,. EXEC E— R Cshowinventory =~ K& L E9,

show inventory | save file_name

EXDiiHA | save HMhuE77 A0 EAL L7 hLET,
file-name IN=RT =27 A XM IFEREIVAALY FTDHT 7 AL
I HE 24K

s begin : —ET BH/NE — 1, KO LTFOHRBTH R — KL
ecount : HA1F78& 7 b LE9, HEE count DEITHES

L\ij—o

send : —EHTAITTKRT LET, K80 LFORET %7
T,

eexclude : —E T 21THRINLE T, H&K 80 LFEDIHEF %
FLET,

einclude : —E T 5172 & E T, &K 80 WFEDOTHEFT %Y
LET,

elast : HADOBRBOBITEF R LET, Hiklast DB T4
F9, 80ITETORREYIR—FLET, T 74/ NI 10

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV kFE—F EXEC
av Y FERE )1)—=x TERAR
2.0.0.306 Zoavwy RPREAINE L,
32 av N EZ77AMZIEAL LV 8T 5
(21X, >filename Tix7Z2 < | savefile_name %
AT 20ERH Y 3,

FELEDHA KSq> CiscolSET 7T 47T ZADEHAFRT HI121E, showinventory =1~ > Fafii ] L £,

1

ise/admin# show inventory
inventory
NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"

. EXEC Show E— K ® CiscoISECLI a7 > F
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PID: ISE-VM-K9, VID: V01, SN: H8JESG

Manufacturer: VMware, Inc.
Product Name: VMware7,1

Total RAM Memory: 16211484 kB
CPU Core Count: 4

CPU 0: Model Info: Intel(R) Xeon (R)
CPU 1: Model Info: Intel(R) Xeon (R)
CPU 2: Model Info: Intel(R) Xeon (R)
CPU 3: Model Info: Intel(R) Xeon (R)

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda:

Disk 0: Capacity: 300GiB

NIC Count: 1

NIC O: Device Name: ethO:

NIC O: HW Address: 00:50:56:bx:aa:bx

NIC O0: Driver Descr: VMware vmxnet3 virtual NIC driver

(*) Hard Disk Count may be Logical.

OFHGG

Platinum
Platinum
Platinum
Platinum

8280
8280
8280
8280

CPU
CPU
CPU
CPU

@ @ @ @

DN

.70GHz
.70GHz
.70GHz
.70GHz

show inventory .
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. show ip

show ip

P L— MEHZFRT HI2IE, EXEC E— K Tshowip 2~ R&EEH L ET,
show ip route

X niiHA route IPV— MEHERRLET,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y O REWPNV—T 427 T—=TNVEFRRLET,

!l

ise/iseadmin#show ip route

Destination Gateway Iface
default 10.1.100.1 ethO
10.1.100.0/24 0.0.0.0 ethO
169.254.2.0/24 0.0.0.0 cni-podmanl
169.254.4.0/24 0.0.0.0 cni-podman?2
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show ipv6 route .

show ipv6 route

IPv6 /L— hME# A FRmd H121F, EXEC E— R CTshowipv6route =2~ > K& L £,

show ipv6 route

ARV R FI4NA L T 7AN FOBEREIZH Y EE A,

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FEHEDAA KSq4y ZOATURE IPVONV—T 7 T—=TNuFRLET,

15 1

ise/admin# show ipvé6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO

£ff02::1:2/128 £f£f02::1:2 ethO0

ise/admin#

151 2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 D ethO

2015:db8::/64 D eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show logging

show logging

VAT LOX T (syslog) DIRFEBLOHEHED U AT X TRy 7 7 ONBREERTD
\Z1%. EXEC *&£— KT showlogging =2~ > R&fH L £,

show logging | save file_name

EXEC Show E— F® Cisco ISECLI 2 < > K I

show logging application application-logfile-name

show logging container tc-nac { container-id container-id [ log-name name-of-log-file tail] |

container-name container-name}

show logging internal

show logging system system-logfile-name

B DEREA

| save

HMha7 74 ZAL L7 FLET,

file-name

AT h uSERE ) XA LY T HT 7 A NDLH,

application

TV r—varya R RLET,

application-logfile-name

TV r—ar nl 7y A LOLH

container tc-nac

Threat Centric-NAC 2 > 7 F &£ R L FE T,

container-id container-id [log-name
name-of-log-file tail ]

BESN/-a2T7F (TICNACT F 7 %) IZHET e s 7 7 A
i_\‘biﬁ‘o

container-name container-name

BESN-aT7F (TCNACT X7 %) ICHET A O S 7 7 4
i_\‘l_/jzj—o

internal

syslog DAL 7 4 Fal—varrdFnrLET,

system

VAT LD syslog wERLET,

system-logfile-name

VAT L ag 7y A ILVOLHI,

system-file-name

VAT A ad 7y A VDL,

. EXEC Show E— K ® CiscoISECLI a7 > F
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show logging .

7

E8F 25K

* begin : —ET D% — 1, K80 LT DI T H VIR —

count : HI1DITHA o M LET, HEE count DEIT
L/iﬁ‘o

end : BT AITTKRT LET, K80 LFDHRHYTE-
i‘d‘o

exclude : —E T 1T LE T, HK 80 LT DIHE"
]\ L\i‘g—o

include : —E T 2172 & O F T, K 80 LFDRITF4
L/iTO

last : ) DOEEOEATZFR L E T, Hiahlast DR ITH
F7T, 0ITETOERREYR—FLET, 774/ M3

ATV ERFI4IAL T AN FOBESEIZH Y EE AL

ARURE—F EXEC
avy FERE )1y—2= EEANR
2.0.0.306 Zoavwry RREAShE L,
2.7 FRBRBEN Unix D less 2~ RICEFE I E
L7z,
3.2 a2 R E 77 ANV EA L7 M5

\Z1X, >filename Tix7e < | savefile_name %
T 20BN H Y 3,

FERLEDHA KSq4y ZOa~r A syslogT 7 —BIBA N h X ZOREZFRRLES, ZOREBIZIE,
BARNT RUVA, X INA R—=T I RoTnWdaxX o 7o (Y —, F=4—,
Ny Ty, FEEFARAN BREENTET, Z0avr FEETTLE. 27 Y Unix O
less BREE CRIDILE T,

511

ise/admin# show

0
1781
4690

0

0

0

38784
16032
32947

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

logging

25
26
26
25
25
25
26
26
26

2013
2013
2013
2013
2013
2013
2013
2013
2013

system
:57
0l:
:40:
15:
16:
16:
02:
02:
:38:

15

02:

02

00

56

19
19

:43

02
01

:54
10:
00:
148
:47

03
03

02

tallylog
maillog
cron
spooler
boot.log
btmp
wtmp
faillog
dmesg

H] Z AT %5& MEBIOBEI =~ FRFTRENET,
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. show logging

63738 Feb 26 2013 02:19:49 messages
146292 Feb 26 2013 02:19:48 lastlog
13877 Feb 26 2013 01:48:32 rpmpkgs
129371 Feb 26 2013 02:40:22 secure
27521 Feb 25 2013 16:10:02 anaconda.syslog
345031 Feb 25 2013 16:10:02 anaconda.log
0 Jul 28 2011 00:56:37 mail/statistics
1272479 Feb 26 2013 02:42:52 ade/ADE.log
567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#

512

CiscoISE / — ROT7 IV r—arvual 79 A NVEFERTHICIE. kOoa~wy REFERLE
7,

ise/admin# show logging application
61 Oct 07 2016 03:02:43 dbalert.log
4569 Oct 07 2016 03:21:18 ad_agent.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index indexing slowlog.log
0 Oct 07 2016 03:02:59 edf.log
124 Oct 07 2016 03:21:59 diagnostics.log
8182 Oct 07 2016 03:26:45 caservice.log
426 Oct 07 2016 03:19:17 redis.log
1056 Oct 07 2016 03:13:07 caservice bootstrap.log
49637 Oct 07 2016 03:27:40 passiveid-mgmt.log
0 Oct 07 2016 03:02:59 passiveid.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index search slowlog.log
14152 Oct 07 2016 03:26:03 collector.log
0 Oct 07 2016 03:02:59 idc-endpoint.log
134 Oct 07 2016 03:22:34 ocsp.log
0 Oct 07 2016 03:02:59 dbconn.log
0 Oct 07 2016 03:02:59 idc-kerberos.log
100958 Oct 07 2016 03:24:43 crypto.log
0 Oct 07 2016 03:02:59 idc-syslog.log
0 Oct 07 2016 03:02:59 replication.log.2016-10-04.1
10394 Oct 07 2016 03:24:01 guest.log
0 Oct 07 2016 03:02:59 guest.log.2016-10-07.1
0 Oct 07 2016 03:02:59 wvcs.log.2016-10-04.1
288624 Oct 07 2016 03:27:25 1ise-psc.log
ise/admin#
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show logins

show logins .

VAT Au T A OREEFRT HIZIE, EXECE— K Tshowlogins=~ > R&2H L7,

show logins cli

X niiHA cli

civn A VgEE —HFERLET,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y diF—UV—FE2EETLILERHY £T, HHELRWEE, =7 =08 ELET,

!l

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
reboot system boot 2.6.18-164.el5PA Thu
admin ttyl Thu
reboot system boot 2.6.18-164.el5PA Thu
setup ttyl Thu

reboot system boot 2.6.18-164.el5PA Thu
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

[CNC, BN €, RN, BN, BYe) Be) W o))

09
08

17

:45
:56
07:
18:
18:
18:
:43
16:

17
17
15
09

05

still logged in
:33)

09:30
08:43

down

18:07

(00

EXEC Show E— K ® CiscoISECLI a< > F .
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. show memory

show memory
TRTCOETIT e ADAEVHEHELZF T 511X, EXEC &— KT show memory =< >
KA LET,
Toawr RIZiE, ¥—U— FBLUBHIEH Y £ A,

show memory

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEELEODHA KSq> HHAETY ZFRKRT2I12E, showmemory =~ > FEMEHLET,
1

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F
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show ntp

AR TIAIE

show ntp .

Network Translation Protocol (NTP) BEAEffIT D AT —% ZAZF T 5HI12i1L,. EXEC E— KT
showntp =2~ > R&2HHL 9,

Zoawy RZE, F—U—RBXUSEILHY £HA,
show ntp

T 74N FOBERERSH D EH A,

avv R E—F EXEC
av Y RER )1)y—2= EERNE
2.0.0.306 Zoavwy RBREAINE LT,

FRLEDODHA KS14 Y

Network Translation Protocol (NTP) BHu#ft i) #F£R$ 5HI2i%, showntp =2~ REMH L E
7

il

ise-az2/iseadminf#show ntp
Configured NTP Servers:
XX .X.XXX.X
0.north-america.pool.ntp.org
l.north-america.pool.ntp.org

Reference ID : 62BFD502 (mail.example.com)

Stratum I

Ref time (UTC) : Thu May 19 15:49:40 2022

System time : 0.000000384 seconds fast of NTP time

Last offset : -0.000422698 seconds

RMS offset : 0.000422698 seconds

Frequency : 7.323 ppm slow

Residual freq : +2.728 ppm

Skew : 0.352 ppm

Root delay : 0.090078361 seconds

Root dispersion : 0.002209879 seconds

Update interval : 2.1 seconds

Leap status : Normal

210 Number of sources = 3

MS Name/IP address Stratum Poll Reach LastRx Last sample

~? ns-dmz.demo.local 0 7 0 - +0ns [ +0ns] +/- Ons
“+ lofn.fancube.com 2 6 17 45 +5381us[+4959%us] +/- 67ms
~“* mail.intrax.com 1 6 17 44 -3730us[-4153us] +/- 47ms
M indicates the mode of the source.

server, = peer, # local reference clock.
S indicates the state of the sources.
* Current time source, + Candidate, x False ticker, ? Connectivity lost, ~ Too much

variability

Warning: Output results may conflict during periods of changing synchronization.
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. show ports
show ports
TITFA4TRER— b 2) v AT EHTRTOTav ACETLEREFTT 5121, EXEC
£— K Tshowports 2~ R&HHLE7,
show ports| save file_name
BX DA | save HhE77A ) 2417 FLET,
file-name VEA VLT NTDH7 7 A NVDL4HIL
\ I E B 25

e begin : —ET H /37— K 80 LT DIEEL T A Y AR — |
s count : HAIDITHA S U b LET, HEE count DI
| © count D ERGF %L,

cend : —HTDITTHKT LET, HKk 80 LF DR F % W4
s exclude : —ET HITEBRIN L E 97, K 80 SLFDIEF 4
cinclude : =T D172 EDET, KK 80 LFDIHT %

elast : HAIDORBOEKITE R R L £, HiE last DFIET
TETORREZYR—FLEST, 74/ NI 10 TT,

| = last O H IHERG T 224K,

ARV EFI4NA L T 7AN FOBEREIZH Y EH A,

ATV R E—R EXEC
av > FERE )1)—2 EEAR
2.0.0.306 Zoavy RPEAINE LT,
32 av R EZ77A MY AV T 5
(ZiE, >fileename Ti372 < | savefile name %
EATE R H Y £,

FEREDHA KSq4 > showportsa~ >y FZETT 056, R— BT 27747ty v a JCEEFTLATND
WVERH Y F97,

1

ise/admin# show ports
Process : java (22648)

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

tcp: 0.0.0.0:9024, 127.0.0.1:2020,
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.
0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.9
, 172.21.79.91:8905, 172.21.79.91:3799,
1.79.91:1645, 172.21.79.91:1646

Process timestenrepd (21516)

tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process timestensubd (21421)

tcp: 127.0.0.1:50598
Process rpc.statd (3042)

tcp: 0.0.0.0:680

udp: 0.0.0.0:674, 0.0.0.0:677
Process ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process timestensubd (21420)

tcp: 127.0.0.1:51370
Process redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process Decap_main (22728)
—--More--

show ports .

127.0.
1099,
0.0.0:

0.1:8
0.0.0
8443,

0.0.0.0:9060, 0.0.0.0:37252,
:8905, 0.0.0.0:5514, 0.0.0.0:
0.0.0:9080, 0.0.0.0:62424, O.

48425
172.2

1:1813, 172.21.79.91:1700, 0.0.0.0:
0.0.0.0:54104, 172.21.79.91:57696,

EXEC Show E— K ® CiscoISECLI a< > F .



. show process

show process

EXEC Show E— F® Cisco ISECLI 2 < > K I

TIT 4 Tl at AT AR EF RS HI2iE. EXEC T — KT showprocess =~ K%

AL £

show process| save file_name

B DEREA

| save

WMhxE77A MV ALV FLET,

file-name

UEA VT b D7 7 A NVDA4Hi,

(EE) . HIEH 2%k
s begin : —ET BH/NE — 1, KO LTFOHRBTH R — KL

ecount : HA1F78& 7 b LE9, HEE count DEITHES
L\iﬁ—o

send : —EHTAITTKRT LET, K80 LFORET %7
T,

eexclude : —E T 21THRINLE T, H&K 80 LFEDIHEF %
FLET,

einclude : —E T 5172 & E T, &K 80 WFEDOTHEFT %Y
LET,

elast : HADOBRBOBITEF R LET, Hiklast DB T4
F9, 80ITETORREYIR—FLET, T 74/ NI 10

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV kFE—F EXEC
avr FERE )1y—2 TERNE
2.0.0.306 Zoavry RpEASNE LT,
32 axy MO E 77 ANV EA L7 FT5

(21X, >filename Tix7Z2 < | savefile_name %
AT 20ERH Y 3,

FREDOHA RSq4 Y %= 1:show process D 7 « —JL F DA

J4—ILE G

USER

nrA v Liza—,

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show process .

J4—ILF £ EA

PID 7'n& A ID,
TIME A RS T S 7Rzl
TT 7'ak A HIET D AR,
COMMAND RN -7t AERiZa~vr FOZA T,
!l

ise/admin$# show process

USER PID TIME TT COMMAND
root 1 00:00:02 2 init

root 2 00:00:00 2 migration/0
root 3 00:00:00 2 ksoftirgd/0
root 4 00:00:00 2 watchdog/0
root 5 00:00:00 2 events/0
root 6 00:00:00 2 khelper
root 7 00:00:00 2 kthread
root 10 00:00:01 7 kblockd/0
root 11 00:00:00 ? kacpid

root 170 00:00:00 2 cqueue/0
root 173 00:00:00 khubd

root 175 00:00:00 2 kseriod
root 239 00:00:32 2 kswapdO0
root 240 00:00:00 2 aio/0

root 458 00:00:00 2 kpsmoused
root 488 00:00:00 ? mpt poll 0
root 489 00:00:00 ? scsi eh 0O
root 492 00:00:00 2 ata/0

root 493 00:00:00 ? ata_aux
root 500 00:00:00 2 kstriped
root 509 00:00:07 2 kjournald
root 536 00:00:00 2 kauditd
root 569 00:00:00 ? udevd

root 1663 00:00:00 7 kmpathd/0
root 1664 00:00:00 ? kmpath_handlerd
root 1691 00:00:00 2 kjournald
root 1693 00:00:00 7 kjournald
root 1695 00:00:00 7 kjournald
root 1697 00:00:00 7 kjournald
root 2284 00:00:00 2 auditd

root 2286 00:00:00 2 audispd
root 2318 00:00:10 2 debugd

rpc 2350 00:00:00 2 portmap
root 2381 00:00:00 rpciod/0
—--More--

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .




amsmW%—Pwmmuﬁcu:7>F|
. show repository

show repository

VR NV DOT7 7 A VONEEFRRT HI21E, EXECE— R Tshowrepository =~ > K% fif
LET,

show repository repository-name

BX DA repository-name NEZFTRT DU RY MU DAL, 303CFE TOREFTHIE L

ATV ERFI4IAN T AN FOBESEIZH Y AL

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L

FEREDHA KSq4> VAT N ORNEEZFRT SHI2IE. showrepository 2~ > Faflifl L £7,

1

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

\)

show repository .

6=

SFTP U ARY b U @ PKIGEAEZ AN L TV A AL, VAT N Y OARF—% ISEGUI 25

72 TR ISECLI D b AR T A2 MENRH Y 3, SFTP VAR Y h U A ISE GUI 26 iR E S

NTWBEA. CiscolSE DA F—iFT/L— F2—HF— 125t L TOHRER S, BFEEL—F—

(CLINBTRTCOavy REERTTEra—W—) (kL TidERsnEEA, ROFIEIC

W~ T, ISECLI O AT —2ERBLIOBRELE T,

1. BEX—20ERINTWEINE I DEHRLET, kOoa~vwy ROHANEOLEIT, K
FER=NEREIN T RNZ L E2ERLE T,

ise24/admin# show crypto key

2. L7=Bn->T, CLIEXECE— NirnbH, =<2 Kceryptokey generater sapassphrase <secretkey>
AL T —Z2 A LET,

3. UUTF»D, BN ERICERINZZ L 2B T ET,

ise24/admin# show crypto key
admin public key: ssh-rsa SHA256:eEziR/ARPyFolWptgI+y5SWNjGIrgfPmEPEsSwVY7Qib0

admin@ise24

4. Z 0k, EEEIL. =~ K cryptokey export <sample-name> repository
<another-repository-name> Zf# i L C, ladmin] =—%—DAHF—% =/ AR — 7
HMENRH D T,

5. RIZ, <another-repository-name> |[ZIR1F SN TWD 7 7 A L&A, £ivE SFTP % —
3—@ [home/<username>/.ssh/authorized_keys 7 + /L X 12BN L £7,

EXEC Show E— K ® CiscoISECLI a< > F .



. show restore

show restore

BB L E IO AT —FZ A HFrT 5121, EXEC E— RTshowrestore =2~ RZFEH L

7.
show restore {history | status}

EXEC Show E— F® Cisco ISECLI 2 < > K I

B DEREA

AU R TIHIE

history VAT LD A R R LUET,
status VAT LD TOIREEZF R LET,

T 7 4V N OBEWERMEIZH W FH AL

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE

2.0.0.306 Ioawy RREASHE LR,
FRLEDAHA KS4M4> 4

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore
myrepository: success

Wed Apr 10 03:45:19 PDT 2013:
myrepository:
ise/admin#
ise/admin# show restore status

[

%% Configuration restore status

success

% No data found. Try 'show restore history'
%% Operation restore status

% No data found. Try
ise/admin#

'show restore history'

. EXEC Show E— K ® CiscoISECLI a7 > F

mybackup-CFG-130410-0228.tar.gpg from repository

restore mybackupl-0OPS-130410-0302.tar.gpg from repository

or ISE operation audit report

or ISE operation audit report



I EXEC Show E— K ® Cisco ISECLI 2T > K

show running-config .

show running-config

AR TIAIE

BIEDFEITaLy 74 FXalb—rary7ryANVERFar 74 Xal—ra y ONEFEERRT D
21X, EXEC *&— KT show running-config =~ > R&MEH L F7,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show running-config

L

EXEC

FRLEDODHA KS14 Y

J1y—2 EERE

2.0.0.306 Zoavwry R AShELE,

show running-config =~ > R, T X TCOAZ— KT v ar 7 4 Xalb—va U NfEE#R
RLET,

il

ise/iseadmin#show running-config ?
Possible completions:

cdp CDP Configuration parameters

clock Configure timezone

conn-limit Configure a TCP connection limit from source IP
hostname Configure hostname

icmp Configure icmp echo requests

identity-store Configure identity store for CLI users

interface Configure interface

ip Configure IP features

ipv6 Configure IPv6 features

kron Configure command scheduler

logging Configure system logging

ntp Specify NTP configuration

password-policy Password Policy Configuration

rate-limit Configure a TCP/UDP/ICMP packet rate limit from source IP
repository Configure Repository

service

snmp-server Configure snmp server

synflood-limit Average number of TCP SYN packets per second allowed
username User creation

| Output modifiers
<cr>
ise/iseadmin#show running-config

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show snmp-server engineid

show snmp-server engineid

TI7ANDEND, FIERE LI PV ID 2R AT 5121, EXEC E— R C show snmp-server
engined 2~ > REZfEALET, Zoa~vr NI, 734 ATHEI N2 —/LSNMP =
DrBIOTRTOVE—F PO ID #ERLET,

show snmp-server engineid

ATVERFIFILN T IANNOBECHEITH Y EHA,

2T R E—F EXEC
vy RERE )1)—2 EEAR
2.0.0.306 Zoavy RpEAINE LT,
3.1 = R show snmp engineid 7> & show
snmp-server engineid (ZEHT S E LT,
!l

ise/admin# show snmp-server engineid
Local SNMP EngineID: 0x1234567

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show snmp-server user .

show snmp-server user

EFRSNTVD snmp 2—H—D U 2 FEFRKRd 5I121E, EXEC E— T show snmp-server user
avy REMHEHLET,

show snmp-server user

ARV R FI4INAL  T AN FOBERLEIZH Y EE A,

ATV R E—F EXEC
av Yy FERE )1)—2=R EEAR
2.0.0.306 Zoavwy RPREAINE LT,
3.1 =< F73 show snmp user 7> 5 show
snmp-server user I[ZEHINE LT,
i

ise/admin# show snmp-server user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show tech-support

show tech-support
WAA—NIREDT 7 =TI NYR— MERERRT DIZIL. EXEC E— KT show tech-support
a~vy REHLET,
show tech-support > file-name

show tech-support file file-name

X DA > HWhzE7r A0z X417 hLET,
file TEEOT V=NV HR—NT—FET77 (0L Tr—AN T
WCRFELET,
file-name TN YR— N T2 ERGFT DT 7 A N, BR80T

FaYPR—FLET,

SR EFETAL R SAT— FRZOMOEF 2 U7 . IR SE A,

AvYRE—F EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEHEDHA KS4 > showtech-support =~ ik, F 77y a—TF 1 7OHMT, Cisco ISE H—/3—I(ZFFF
HREDERENET DOIBLHET, BWEZz#RET 2L, 77 =AY R— oY
HiTH a2 L £,

1

ise/admin# show tech-support
ER R R R R b b b b h b b b b b h b b E E b b b dh b b b b b bk b 2

Displaying ISE version ...
R R R IR R b b b b b b b b b b h E b b E E b b b b b b b b b bk b 2

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R R R IR R b b b b b b b b b b h E b b E E b b b b b b b b b bk b 2

Displaying Clock ...

R R R IR R I b b b b b b b b b h E b b E E b b b dh b b b b b b b b 3 2

Tue Oct 21 11:24:08 IST 2014

ER R R R R I I b b b b b b b b h h b b h h b b b b b b b b b bk 2

Displaying UDI ...

R R R R R I b b b b b b b b b b b h b h E b b b b b b b b bk b b O

ISE-VM-K9

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

LR EEE SRS SR SRS EESEEEESEEEEEEEEE SRR SRS SRS

Displaying ISE application status ....

LR EEE SRS SR SRS EE SRR EESEEEEEEEEE SRR SRS SRS

ISE PROCESS NAME STATE PROCESS
--More--

(press Spacebar to continue)

ise/admin#

1

ise/admin# show tech-support
R R R R R R R R R R R R R R

Displaying ISE version
R R R R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R R R
Displaying Clock
R R R R R R R R R R R R R R R Rk

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R R R R R Rk

Displaying UDI

R R R R R R R R R R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R

Displaying ISE application status

R R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS
—-—-More—-—

(press Spacebar to continue)

ise/admin#

ID

ID

show tech-support .

EXEC Show E— K ® CiscoISECLI a< > F .



. show terminal

show terminal

WMARI T 4 Fa b= a T A= OBRECHT D HHREBGFT 51213, EXECE— R T

AR TIAIE

showterminal =~ > R&ZfEH L £1,

EXEC Show E— F® Cisco ISECLI 2 < > K I

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show terminal

T 74N OB SH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FRLEDODHA KS14 Y

W’ DFETIE, showterminal H D7 —L RIZHOWTEHRB LET,

% 2:show terminal 0 7 « —)L K DERBA

TJ4—ILF

aiBA

TTY: /dev/pts/0

SR D HF A TN DIEEOH N 2 FRR L E T,

Type: “vt100*

B EINTWARDZ A,

Length: 27 lines

WART 4 AT LA DRE,

Width: 80 columns

WRT 4 AT VLA DIFEH T LDNE,

Session Timeout: 30 minutes

tyva T, BRAEKTT5E CTORRM (BN :

S

1

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show timezone .

show timezone
VAT KMMIRE SN TV BRI 2 £/~ 5121%, EXEC =— KT showtimezone =~ K%
FHLET,

Zoa=wy RiZiZ, ¥V —FBIXOBIEIIH FHA,
show timezone

Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIH FHA,

AT VR FI4NN T 7ANNOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavy RPEAINE LT,

FEREDHA FS142 fI

ise/admin# show timezone
UTC
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show timezones

show timezones

RN TTRE 2 B D U 2 F 2 ES1 51213, EXEC E— R Tshowtimezones 2~ > RafH L

AR TIAIE

ijﬂo

EXEC Show E— F® Cisco ISECLI 2 < > K I

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show timezones

T 74N OB SH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FRLEDODHA KS14 Y

Cisco ISE ¥ —/3—Cfif F Al e 72 IF#F D FlIZ DWW Cik,  Tclock timezone] DIEAZ S L T <L

7ZEWN,

1

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako
—--More--

(press Spacebar to continue)

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show udi

AR TIAIE

show udi I}

CiscoISE 77T A 7 v ADEGFT /31 ZAiA+ (UDI) ICBET D 1EF8H A2 FRT HI12i%. EXEC

F—RFCshowudi 2~ REHFEHRALET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show udi

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
avr FERE )1y—2 FERNE

2.0.0.306 Zoawr R EASRELL,
ERLEDHAFS4 2 i1

ise/admin# show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

512

WO FE. VMware — N—T showudi 2~ > REET LI L XIZHEREINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show uptime

show uptime

EXEC Show E— F® Cisco ISECLI 2 < > K I

Cisco ISE —_—D B Ic U 7' — F SN TH 6 OETHMA2F 1T 5121E. EXEC E— T

show uptime =2~ > F&2MH L £7,

show uptime > file-name

B DEREA >

WMhxE77A MV ALV FLET,

file-name

UEA VI 27 7 A4 VDA4H],

H OB A%k
s begin : —ET BH/NE — 1, KO LTFOHRBTH R — KL

ecount : HA1F78& 7 b LE9, HEE count DEITHES
L\iﬁ—o

send : —EHTAITTKRT LET, K80 LFORET %7
T,

eexclude : —E T 21THRINLE T, H&K 80 LFEDIHEF %
FLET,

einclude : —E T 5172 & E T, &K 80 WFEDOTHEFT %Y
LET,

elast : HADOBRBOBITEF R LET, Hiklast DB T4
F9, 80ITETORREYIR—FLET, T 74/ NI 10

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEASNE LT,

FREDHA FS14 Y
HLET,

il

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F

Z @ showuptime Z i LT, CiscoISE ¥ — N—NHZIZ U 7 — k I ThH S O FEI TR % i



| EXEC Show E— F® CiscoISECLI o< > K
show users .

show users

CiscoISE r—_—izu s/ /4 v L TWba—P—D—E42FRT 521X, EXEC E— KT show
users 2~ RZEH L ET,

show users> file-name

BX DA > HWhzE7rA M) A4 v 7 N LET,
file-name VEAL VY N 5H7 7 A VD4R,
| H B 22485

s begin : —E T H/XF — 1, KRS0 LT DOFH T VAR —
ecount : HAIDITHAE T F LE T, HEE count DT

| =

eend : —E T BITTKRT LET, BR800 LFDIET %
F7,

eexclude : —E T AT L ET, K 80 LF DI
FLET,

einclude : —ET 2172 EDE T, K 80 LTFTDHET %
LET,

e last : HODRBEORATEZFR LET, Hiklast DRITE
F7, 0ITETORREIR—FLET, 774/ M3

ARV R FI4NA L T AN FOBEREIZH Y EH A,

avURE—FR EXEC
avy FRERE )1)—=x EZENAE
2.0.0.306 Sooawy RRAEASHE L,

Zd showusers =< Ri&, CiscoISE ——jca /4 L TWba—P—D—EZHRT
DGETHEHALET,

HEREDAA K1Y

451

ise/admin$# show users

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.202.52 pts/0 Tue Feb 26 20:36:41 2013

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI o< > F |
. show users

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show version

show version .

VAT ADY T N 2T R—=T g VZETAERBLIONY 7 U 2T DA AR M= UERE R
KT 521, EXEC E— R Tshowversion =~ F&#EHALET,

show version > file-name

show version history

Y

(GE)  showversionhistory =~ > Ri3584

PR—FSHTVERA,

WA THMERHY £4, Zoa<wr RTIE. S8BT

X DA > Hhua 77 A0 &ZA4 L7 FLET,
file-name VEA VT DT 7 A IVDL4HI,
history VTR =T N—=Va ORBEERERLET,

HJTE 254K
s begin : —ET BH/NK —1 KO LFDHRT % R —

ecount : HI1Df78AE 7 F LE9, HEE count DI
LET,

send : —HTHITTHKRT LET, HK80 LTFDHRET %
£7

cexclude : —ET 2172 FRA L £, HK 80 LFDHEL"
FLET,

einclude : =BT 2172 EDE T, BK 80 LFEDEH T4
LET,

“last : HAODRBEOHATE2FR LET, Hiihlast DR ITE
F7, OITETORREIR—FLET, 774/ M3

ATVRFEIFIR T 7N NOEERHEITH Y EEA,

AvURE—FR EXEC
avy FRERE )1)—Xx EEHAR
2.0.0.306 Soawy FAEASHE LT,

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— K CiscoISECLI a7 > K |
. show version

FEHEDHA KS4>y O3~ FiE CiscolSE ¥ —/3—THEI{EL T\ % Cisco ADE-OS ¥V 7 7 = 7IZB$ %5 /3 —
Va N #AEFRR L, CiscoISE D=V a v #RLET,

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
ADE-0S System Architecture: x86_ 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version : 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

il 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#
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