EXEC E— K@ CiscoISECLI o< > F

ZOETIE, EXECE— FTHEHENS CiscolSEa~y R A v f ¥ —T7 =4 A (CLD) =
<Y FIZOWTCHHLET, Z0ETIE, a~r NI LIZ, ZOMATEOHEZHH, =<
Y ROWX, EH EDOTA RT 4 BROMERAGIZRLET,

« EXEC E— FCBA# 415 CiscoISECLI £ v v a > (3 3—Y)

« application install (4 ~=—3)

» application configure (5 ~X—73)

« application remove (18 ~<—7)

» application reset-config (19 ~=X—3")

» application reset-passwd (21 ~—71”)

« application start (22 ~X—73)

« application stop (25 ~X—37)

« application upgrade (27 ~<—)

* backup (30 X—7)

s backup-logs (33 ~X—)

s clock (35—Y)

ecls (37 —)

s configure (38 ~X—)

s copy (39—

crypto (42 ~X—7)

s debug (45 *—7)

e delete (50 ~—72°)

«dir (51 <—Y)

sesr (53 3—)

s exit (54 ~—70)

« forceout (55 ~X—2)

« generate-password (56 ~X—°)

e halt (57 _—7)

« idle-timeout (58 ~X—737)

* license esr (59 ~X—)
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e mkdir (60 ~—)

s nslookup (61 ~<—73°)

« password (63 ~—)

« patch install (64 ~—3)
s patch remove (66 ~X—1)
« permit rootaccess (68 ~—17)
e ping (70 ~X—%°)

* ping6 (71 ~—72)
sreload (73 ~X—7)

« reset-config (75 ~X—37)
s restore (76 ~—73)

e rmdir (81 ~<—77)

s screen-length (82 ~=X—3°)
s screen-width (83 ~—73)
essh (84 ~—)

etech (86 ~<—7)

s terminal (89 ~X—7)

« traceroute (90 ~X—1)

* undebug (91 ~—72)
«who (94 X—7)
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EXEC £— R TBISA S5 CiscolSECLI £ v~ a> [

EXEC E— F TRt &M 5 CiscoISECLI v < 3 >

Cisco ISECLI Tt v ¥ g v 2t T 5384, EXEC E— R7vbagd £4, EXEC E— FTIL,
Cisco ISE & —N\—DF RCIZT 7 EALTUVAT A LILOBEEEIT L, iEn 7 545k
T AR BV £97,
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. application install

application install
A\

G¥)  applicationingtall =~ F&, &y b3y FOAL A M= VIZOBERT LHLERH Y £,

CiscoISE LIS DFFEDT 7'V Ir— a v A A b=/ 5|Z1%, EXECE— K Tapplication
ingtall =~ > R&H L %9, CiscolSELISNDT 7V ir—3 a2 > ZHIBRd 521X, application
remove 2~ K& LET,

application [ install {application-bundle} {remote-repository-name} ]

¥ESTDEHEA install BEDT ) r— g A A =L LET,
application-bundle TF = a R RVDT 7 A N4, 255 LT £ TOFEKT
Lij"o
remote-repository-name VE—h UK NI, 255 XTFETORBMTTHRELET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC
vy FERE J1)y—2 TEAR
2.0.0.306 Toawy RPREAINE LT,

ERELEDOHA RSqY BELLET UV r—yva N RVETIIAT VAL VA =NV LET, 77U r—va
YRR T AT FRELEYARY P b BGEhET,

TV —va kA A M—)VELITHIBR L TWAHRIZ, applicationinstall =~ > R
applicationremove =~ R&ZHNIIRITT H L, IROBERX v -V NRRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-hotpatch-appbundle-x.x.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

Application successfully installed

ise/admin#
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application configure

EXEC &— K application configure T2~ R&EHHA LT, kDO L E2ITVWET,

* M&T #AEDFAT

application configure .

« Tu Ty A I D HEEHE o B & R

¢ CiscoOISECAGFHE L F—Z2 X /T v 7B I OMETLT AT I AR— K& A ViR—

coAT g

s FEEBANY v 2 (KPM) #

FHE RO AR

«ISE W v Z @i — % ODINEDOH ML & ERL

application [ configure {application-name} |

BXDEREA

AR R FIHILE

configure

BEDODT ) r—3a B RELET,

application-name

TTVIr—a VDL, 255 XFEFE TOFEMFETHRELE-

77 4N FOBERLEIZH Y EE A,

ARV R E—F EXEC

av Y FERE )1)—= EEAE
2.0.0.306 ZOavry RREASNE L,
3.0

FEREDAA RS2

TAYLAREDYR— FPHIFRSILE LT,

Zoavwy REEHALT, MET T —FRXR—2A L AL F v 7 ADEHDIEN, CiscoISE / — K
T® Cisco ISECAFFHE L F—DT 7 AR —FBILBA ViR — b, FTHEHEFA NI v I R
(KPM) #EHERDOAR., BIOISED v o #Z @t — 2 ONEOH L & 2175 Z &

MTEET,

1

ise/admin# application configure ise

Selection configuration option
1]Reset M&T Session Database
2]Rebuild M&T Unusable Indexes
3]Purge M&T Operational Data
4]1Reset M&T Database

5]Refresh Database Statistics
6]Display Profiler Statistics
7]Export Internal CA Store

8] Import Internal CA Store
9]Create Missing Config Indexes
10]Create Missing M&T Indexes

[
[
[
[
[
[
[
[
[
[
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2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks

4]Enable/Disable Counter Attribute Collection

5]View Admin Users

6]Get all Endpoints

9]Establish Trust with controller

O]Reset Context Visibility

1]Synchronize Context Visibility With Database

2]Generate Heap Dump

3]Generate Thread Dump

4]Force Backup Cancellation

5]Recreate undotablespace

6]Configure TCP params

71Reset Upgrade Tables and Proceed with upgrade

8]Recreate Temp tablespace

9]Clear Sysaux tablespace

0]Fetch SGA/PGA Memory usage

l]Generate Self-Signed Admin Certificate

2]View Certificates in NSSDB or CA NSSDB

33]Enable/Disable/Current status of RSA PSS signature for EAP-TLS, select preferred

option from the following
Ele - To Enable RSA-PSS signature for EAP-TLS
D|d - To Disable RSA-PSS signature for EAP-TLS
Clc - To show current status of RSA-PSS signature for EAP-TLS

[0]Exit

\)

GE)  CiscoISE3.0 LIBETIX, VA VL ARE Wi-FifRE) BN R—hrESnTWhEEA,

N

GE)  CiscoISE 3.1 LU TIZ. ACS OBATHAYR— FENTWERA,

[1
[1
[1
[1
[1
[1
[2
[2
[2
[2
[2
[2
[2
[2
[2
[2
[3
[3
[3
[

EFEZAR Y T—AIR—XADETE

XL BHIIC

Cisco ISE & —R—NEAIZEEN TV RWGEEEITE=X =) 7 T—4_X—=2% kv b
THNLERHD FI,

\)

CE) vl 77 ANDOR—EEERTHEZDIC, 94 VB FYVOR=L—) T ) —
RF—=Z_R—=2ZMFC) Yy T2 L2 HE L ET,

F=H =V T TR RO X A R ET HI2IE, application configureise =~ > K
TROAT > a v EHALET,

=XV T By gy T AN Uy NTAHIE, AT Va1 2EALE
7,
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\}

GE) Vey b FAFvaraffHTsE, HlETAET, ISEV—F
AN—FFINCFIHCTE <20 £9,

s = H Y T T E R ADERARAGEIRA VT v 7 AT HITE, AT e
2EERALET,

cE=F =Y U TENET = F 2 R— VT 5IE, AT a3 A LET,

N=TFTvaid, 7—F07 V=7 v AERHLET, £/, REFETDHEESA
H7a T heFRRLET,

CE=SF =N T T AN=2 % Yty bTDIIE, AT Va4 LT

Vey bATvarailToL, 7= _X—2ARTHHRROMYIREC) £y FSh
D7, TRTOT—ZPRERICHIRISNET, 77 ANADBT 7 AV T AT LA B E
WCHE L CWDGE, 7—4X—2% Uty M52 LR TEET,

\)

GE) Vey b A FvaraffHTsE, BlREITAHET, ISE—F
AN—EFNCFIH T <0 £97,

CcE=S =V T T IR ADOBEMERE TR T DI, AT a s 2 ERLET,

1
F=F—U T kv vary T4 —2x 0ty bTHITE, AT Va1 2ERLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

1
You are about to reset the M&T session database. Following this operation, an application
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restart will be required.

Are you sure

you want to proceed? y/n [n]: y

TimesTen Daemon stopped.
TimesTen Daemon startup OK.
Restarting application

Stopping ISE
ISE Identity

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
iptables: No
iptables: No
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

chain/target/match by that name.
chain/target/match by that name.

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...

AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to

2

verify all processes are in running state.

You are about to rebuild the M&T database unusable indexes.

Are you sure

you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number
days]

For instance,
Enter 'exit'

of days to be retained in purging MnT Operational data [between 1 to 90

Entering 20 will purge MnT Operational data older than 20 days
to return to the main menu without purging

Enter days to be retained: 20
You are about to purge M&T data older than 20 from your database.

Are you sure

you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be

restarted.
Are you sure

you want to proceed? y/n [n]: y

Stopping application

Stopping ISE
ISE Identity

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

Starting Database only

Creating ISE

M&T database tables...

Restarting application
ISE M&T Log Processor is not running

ISE Identity

Mapping Service is disabled

ISE pxGrid processes are disabled
ISE Application Server process is not running
ISE Certificate Authority Service is not running

ISE Profiler

Database is not running

ISE M&T Session Database is not running
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ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........
Gathering Operational schema (MNT) stats
Completed Refresh Database statistics

JOJ7rA )T AR DT A THEHER

TRTr AV TARY I L TR =T LA A T o TIA THEHE#RE KR T DI,
application configure = ~ > K ® Display Profiler Statistics 47> a » ZFEH L 3, 20T —%
i, RV o—HP—ER J—=REFTNEIN, T=F—V 7 /)= RTEIOT—XIFFER
SINEHA,

Zoavy RO MENZREMIC L — b oSy FEREL LTORBHED IMX 77 v 4 £
1ZAM5 JConsole Z1EAT 5720, ZOT—Ha2X X 7T ¥ T 5720120 — bk XuF AT
BULFELD Y EH A,

il

ise/admin# application configure ise

Selection ISE configuration option
]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
lEnable/Disable Counter Attribute Collection
1View Admin Users

]Get all Endpoints

]

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
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Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp,Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

WECARXKRT7DIYRAR—EELVA VR—

TIA4<VEH ) —F (PAN) 75 CiscoISECAFEHEZERB L% —%2 =7 AR — s LT, PAN
WCBEENEAE LTSGR X VER ) — RIZA AR —FTX 5 X 912751213, EXEC
£ — KT application configure =~ > RZ i L £,

tH A NVER ) —RET T4~ VEH ) —F (PAN) [ZHAEIED5A1E. 7D PAN 25
T AKR— K L72CiscoISECA FEFFAERB L OVF—%2 A VR — b THXLERH Y 97,

* Cisco ISECA GEEB LU —Da bt —42 =7 AR — M4 5IT1E, application configure
isea~vr R CASvar 7TE2ERLET,

* Cisco ISE CA FEEL L OF—Da v —% 1 73R — M$5IZi%. application configureise
awy RTAT a8 &MALET,

511

CiscoISECA fFHER L VOF—Dav—42 7 AR— b 220%, A7 ar7#FEALE
7,

ise/admin# application configure iseSelection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]JEnable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

i
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
5

7
Export Repository Name: sftp

Enter encryption-key for export: Testl234
Export on progress........eeee.e..

The following 4 CA key pairs were exported to repository 'sftp' at
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'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

512
CiscoISECAFEHERB I VF—Da ™ —%2 4 U R— T AI0F. A7V a v 8&FHLET,

ise/admin# application configure ise
Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1Exit

LU WN O e e e

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234

ImpPOrt ON PrOgreSS..iuieeeeeeeeennn

The following 4 CA key pailrs were imported:
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el1-50db£f656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60

Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x20f£700b-d5844ef8-a029%bf7d-fad64289
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Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RE LA VT VI ADER

AT I ADREZ R DT v 77 b— ROKMAEEET 5121E, EXEC *E— K T application
configure 2~ > R&EMHH L £,

e RIELIZCEPM T — X RX—A A T v 7 AZVERTHIZIE, A7 va9xEHLET,

R\ LT A=V T T HIR=A AT v 7 AERT DI, A7 310 %
)EH [./\ijqo

511
CEPM T —H X—RA A VT v 7 RAEAERT HIZIL, A7 ar9xEHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6
7]1Exit

1
[2
[3
(4
[5
[6
[7
I8
[9
1
1
1
1
1
1
1
1

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes
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RELTE=L =) T T HR—=A AT v 7 AEERT DI, A7 a3 108 L
i‘a‘o

ise/admin# application configure ise

election ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

S
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

FENTH—T U RBAEREDHT T —7Z

FHERT p—< 2 AHEREE (KPM) ZHEfF3 %1213, application configure =2~ > K ® Generate
Daily KPM Stats 47" =1 > % 72 1% Generate KPM Stats for last 8 Weeks 47> 2 A L £,
IOF—HIFE=H =Y T )= RpBIEESNET, Zoavr FTE, BRICHEHI L T
BTy KA v b OSEHERA ) SES, REAE 23 E 8 B KPM #iEHE# O L
A— MERERIRTEET, LA—MIR—BINT 4 AT IRGFSNET,

KPM #izHE R Z T ARNCE=F =) L F—E_XR—2% Uy LSS (S a v
4) AT varREBEFHAHLTLT—XITRSNETA,

1

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database
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Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[5
[6
7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

1
1
1
1
1
0
1
2
3
4
5
6
7

12

You are about to generate Daily KPM (Key Performance Metrics).
% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not
conflicting with other scheduled operations of ISE.
Are you sure you want to proceed? y/n [n]: y
Starting to generate Daily KPM stats
Copying files to /localdisk
Completed generating daily KPM stats. You can find details in following files located
under /localdisk
KPM onboarding results 27 MAR 2015.xls
KPM trx load 27 MAR 2015.xls

o I REDIE

ISEh D2k, SESEREHEOLIVEAZINELET, N0 BEEOMHEIZRZ2LMME (5
S E 5 a2z 50 CTIESN, T—ZIZISEW VX LiR— MIFERENET,

Cisco ISE 17 7 #+ /L b “G‘:MEODJE}%OM ZIWEE L £, application configureise =~ K%
i/l LT, CiscolSECLIINS Z DT —FINEAENZ T2 ENTEET, VT ZBIEDOI
E£EHANE TN T DI, A7 Va4 2RRUET,

51
B ZBIEOINE A ENCT AT, a4 &2FEALET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
JRebuild M&T Unusable Indexes
]Purge M&T Operational Data
JReset M&T Database

JRefresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]Create Missing Config Indexes
0]Create Missing M&T Indexes
1]Enable/Disable ACS Migration
2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks
4

[2

[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[14]Enable/Disable Counter Attribute Collection

]
]
]
]
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[15]View Admin Users
[16]Get all Endpoints
[171Exit

14
Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

BREFHDTCP /AT A—4

TCP /3T A —X& Z%ET 5I21%. application configure =<~ > KT [TCP /3T A — & ORIE
(Configure TCPparams) |4 7Y 3y (A7 325 #EHLET, BHECLIZMHHAL TV
LI LR LET,

EREZANCT DHI121F, B CLI D reload 2 L T/XF7 A — & DA FHIFIZ Cisco ISE H—/3—
ZUr—FLET,

51
TCP NRIT A —=HEZHRETHITIE, 7 a 25 %FHLET,

ise/admin#fapplication configure ise

Selection configuration option

[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup
[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation
[25]Configure TCP params

[0]Exit

25
This CLI allows admins to modify the TCP parameters recycle/reuse/fin timeout
For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.
Select the option to configure/display tcp params.

1. tcp recycle

2. tcp reuse

3. tcp fin timeout

EXEC E— R ® CiscoISECLI I< > K .
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BEEHDTCP /AT A—4

4. display tcp param values
0. Exit
[1/2/3/4/0]1: 1

Enable/Disable tcp recycle parameter? [e/d]: e

param recycle is already enabled..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit

1/2/3/4/0]1: 2

Enable/Disable tcp reuse parameter? [e/d]: e

param reuse is already enabled..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit
[1/2/3/4/01: 3

Set tcp fin_timeout (60 default) <0-180> : 60

updated timeout param..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit
[1/2/3/4/0]1: 4

Current values of the tcp parameters:

Recycle = ENABLED

Reuse = ENABLED

Fin timeout = 60

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

. Exit

1/2/3/4/0]:

O bW N — O B W N

O bW N

— O W N
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| EXEC £— K CiscolSECLI 27> K
mrEanTeP5+—2 [

\)

GE) stepreuse: 0 (fEZ)) | 1 (Fe— LICHR)) 2 (W= Ry 7 T 7 497 DFED
BN o tepreuse [ LT 7 AL R T2RITRELE T, #H LWEHD TIME-WAIT ¥ 7 >~
FOFFIPZANT H201E, 70 h A VR OBLEN O L EMEPHER STV DLIHEIT
LTSN,

e tep recycle 1 X7 7 /b b TEERIZ A2 > TWE T, tep recycle Z AT 5 &, TIME-WAIT
Vi NOEEY YA 7 AARETIe D 9, CiscoISE TiL, Z D teprecycle /X7 A —
PHEERTHIEEZHRL TWEFEAL, v— AT UV OMHRICEE L 20WEEL 5]
SEZTHEMEN S D7D TY, £/, Xy NV —7 7 FURZE#HZEEN LT tep recycle
EREHT2ZEbHRINETA, ZOU VA 7 AREEIZET DRIIC, *y NT—7 &
HEIZHOWEDE T E SN,

« tep fin_timeout (X7 7 4 /L b T 60 FVIZEEE SV E T, tep fin_timeout O %N 72 E O A I X
0~ 180 T, ZORMEEZRVMEICRET D & TACACS+ D37 4 —~ U AN L L
F9, N EZEEEICEE T AL, CiscoIlSE DL — h 3/ = )LD netstat -nat | awk
'"{print $6}' | sort | unig -c | sort -n %f%ﬁibiﬁ—o

EXEC E— R ® CiscoISECLI I< > K .
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. application remove

application remove
A\

GE) T o7 L— RIZET 2 RARIERDB2VERY | Cisco ISE ZHIBRT 272012, a~vr KT
A A H—T7x4A (CLI) 5 applicationremove 2~ > K& FE(TT 52 LIFTEEHA,

Cisco ISE UISNDKFEDT 7'V r—3 a U ZHIBRT 5 121%, EXEC E— KT application remove
avr REfHLETS,

application [ remove {application-name} ]

Cisco ISE LA DD T 7V r— a U EHIBR LI BVWEAIR. o< RO no B A&
)EH L‘i‘é‘o

no application [ remove {application-name} |

EX DA remove TV =g CERBIBRERIIT A A =L L E T,
application-name TS = a DA, K 255 LFEDOEFZ P R— b L

TV Ir—a VERIREREET A A =L LET,

AT VR FI4NN T 7ANNOEERMHEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

ERLDHA KSq4Y T7Vr—varallRELIZT oA VA M=V LET,
i

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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application reset-config .

application reset-config

CiscoISE7 7V r—ay arv7 4 Xalb—a iz LGHARFOMHRECY vy 895
D, FETIEEEFO LG R RO E 2 friF 7 5 121%, EXEC E— R application reset-config
av  REEALET, BLBEAEAEICNA T, h—"—GEHEZ V> b L2V, BEFD
P N —FEHEEZRF LV T2 TEET,

application [ reset-config {application-name} |

BX DS reset-config CiscolSE7 7V 7r—varar 7 Fal—varklty
ISET—4_X—2% 7 V7 LET,
application-name Uy bF27 7Y r— a VEREDAR, 255 LFE TO:
ELET,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FRELOHA K54 > applicationreset-config =~ NEMM4 % &, CiscolSET 77 A7 A & VMware & fFA A —
AEETUS, CiscoISE ar 7 4 Fab—varD Uty h&| CiscolSET7T =X =207 Y
THRAEETT, Uy FTHE, #H LW Cisco ISE 7 — X XN—RAEFHE LB L2 —HF— 2T —
REANT HHERHY £,

\}

(3¥)  application reset-config =~ RIZ X V| CiscoISE 227 ¢ ¥ =2 L—3 3 VX L HAIRFO )
HRBEIZY Ey b ENF T, A —F 4 7 AT L (CiscoADE-OS) 227 4 X2 L—
TaAIFOEFEICRY ET, CiscoADE-OS 207 f Falb—ailid, Fy hU—7 &
E, CLINNATU—RKY v— BLUNv I 7 v 7RBEREOEHANGEENTWET,

CLI7»5 CiscolSET 7 U r—va VExE Yty b5 &, T TICHEE LTV 25EIT Active
Directory N A A /25 ISE / — R A GIEr$ 2 BB A EI TS E T, 7272 L. CiscolSE / —
N7 717 X, Active Directory N A A B HIBRE N EH A, Active Directory D7 L7 o/
3 ¥ /LT CiscoISEBEBRH R — 2 /Vip b OFLRBR A FATT 2 Z L A HER L E3, BRI,
Active Directory KA A 220 ) — ROT Ay M EHIBRL £,

1

S HF— B No A7 3 L EBIRLISE, 3~y RIEH— A —FE R 2N L. B O B4
REOHLEZFAEKLET, 2—HF—NYesF 7L a v 2RBIRLEES. 2~ 2 NIIFTEDOSRT

EXEC E— R ® CiscoISECLI I< > K .
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. application reset-config

WZo 7 AR =T 5 Z LI Lo TR ——GEHEZRFFLET, P——FEHFT, Z
DG A R — P SET,

iseadmin#application reset-config ise

Initialize your Application configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing Application server certificates? (y/n): n
Reinitializing local configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

Stopping ISE Application Server...

Stopping ISE Process Monitoring Service...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

VA Service is not running

ISE VA Database is not running

Segmentation Policy Service is disabled

REST Auth Service is disabled

Stopping ISE Messaging Service...

Stopping ISE API Gateway Service...

Stopping edda-url-fetcher-service Service...

Stopping ISE API Gateway Database Service...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Stopping ISE Node Exporter...

Stopping ISE Prometheus Service...

Stopping ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is not running.
ISE Logstash Service is not running.

ISE Kibana service is not running.

Enter the administrator username to createl[admin]: iseadmin
Enter the password for 'iseadmin':

Re-enter the password for 'iseadmin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Creating ISE VA timesten database...

Performing ISE database priming...

Starting ISE Indexing Engine...

TimeoutStartUSec=20min

TimeoutStopUSec=20min

You (oracle) are not allowed to use this program (crontab)
See crontab(l) for more information

mkdir: cannot create directory ‘/opt/podman’: File exists
Cleaning up TC-NAC docker configuration...

Starting ISE Messaging Service...

Stopping ISE Messaging Service...

Starting ISE API Gateway Database Service...

Stopping ISE API Gateway Database Service...

Smart Licensing is Enabled. Removing the configuration during reset-config
Smart Licensing configuration files are deleted.
application reset-config is success
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application reset-passwd .

application reset-passwd

ME S 72 XA T — KW AN SN2 DIEBRE T I 7 v RS2/ > 7-1%., Cisco ISE THi
ESNTza——=Th v b (@FEIIEEFOEERET WU~ OEBRER—ZL1a /AN
AU—K%ZVU%® vy b9 25I21F, EXEC &— KT application reset-passwd =~ > R&ffifH L %
D

application [ reset-passwd {application-name} {administrator-1D} ]

BX DA

av>U R FI4ILk

reset-passwd BEET AT N RNAT—FE2 Ty FLET,
application-name TV r—a D4R, K 255 LT O R T H AR — b
administrator-ID NRAT—RZV Yy 57 4 8—T N -EHET S

ﬁﬁo

FI7 4 FOEEE-IIMEIZH Y TR A, CiscolSE TEMET I UL "2 TF 41— NICT
DHENRH D £,

ATV RE—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 ZThavwr RPREAINE LA,

FEREDHA FS14 Y

Cisco ISE EHLE R —HND/IRAT — R&E ¥y b5 L EIROFH LT E2FEHTE £9,
~ [ @ $ & * -

+ = \ " : < >

> b

BHEDOZ—F—IDIZx LT, HESNZREEZBEZ CHESTZXAT—RKEANTDH &,
BHER—Z VLTIV RATa0nG [y 777 ) EvE 9, CiscoISE If. FDEHE
a— W= ID IZBEM T DN RRAT = PR Yy b SN2 ETEORKERE —RHF 1L L F
T, WHISE /— FD CLI TOLREHREZENRAT— &2V ty N TEET,

UTF-8 HHLE = — —%, Cisco ISE BHAR—ZNLNEDHNNAT— REEFETX £,

il

ise/admin# application reset-passwd ise admin
Enter new password: ***x*x*

Confirm new password: *****x

Password reset successfully.

ise/admin#

EXEC E— R ® CiscoISECLI I< > K .
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EXEC £— K CiscoISECLIaZ > K|

application start

Ko7 7Y r—ya AT 5121E. EXEC & — KT application start =1~ > R % {# ff]
LET, 77— a roREEZEHICTHIZE, Zoavr Fono a2 EHLET,

application [ start {application-name [safe]} ]

no application [ start {application-name [safe]}]

B DEREA

AR TIHIE

start TV = ar N RVEA F—T M LET,
application-name ARX—=T VT D, FRICERSNZT SV r—3a U O4H,

255 LFOFREFEFR— M LET,

safe t—7 2= RTT TV r—varridihLET,

77 AV - OBEIERIELDH D EE A

AvURE—F EXEC
vy FRE JyY—2 EERE
2.0.0.306 Zoawy R HEAShELE,

FREDHA KS14 Y

TIY = a kA F—T M LET,

Zhawy R&EMH LT, CiscolSEZBIMETHZ EIXTxERA, BRBLE S 35 &, Cisco
ISE 3T TIZEITINTVD EEREINET,

application startisesafe =~ > RZfiH L C, CiscoISE &t —7F— RCEETEXET, 2D
F— FTIE, HHER—Z KT 27 7 & Al —RaCELRIC LT, REREEZ(T-
ftglc, TV r—va v EAFESTEET,

IOREF T a L E, FHF L LTS T Cisco ISEFELE R —X VDT 7 ANLT T
Da—Y—%kay 777 NLcEEOY N FKIZRY £, ZORMIE [EHE
(Administration)] > [/& ¥ 7 7 £ X (Admin Access)] > [FX7E (Settings)] > [7 7 & A (Access)] ~*—
UTCHiEST P77 8A) VARNERELZEAICRELET, 72, [&RE) A7 vayr
LD, FEESR—RADFEFEN/SA /XA EF, Cisco ISE BFEHER—Zrica /A 357D
T 74N b Da—F =B LOAY — FREIEZRY £7,

511

ise/iseadminfapplication start ise

ISE Database processes already running, PID: XXXXXXX
Starting ISE Messaging Service...

Starting ISE API Gateway Database Service...

Starting ISE Profiler Database...

Starting ISE API Gateway Service...

Starting ISE Monitoring & Troubleshooting Session Database...
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application start .

Starting edda-url-fetcher-service Service...

Starting ISE Process Monitoring Service...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

NSS database for CA Service is ready

ISE EST service is already running, PID: XXXXXXX

Starting ISE AD Connector...

Starting ISE Node Exporter...

Starting ISE Prometheus Service...

Starting ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is disabled

ISE Logstash Service is disabled

ISE Kibana Service is disabled

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

t—7 E—FT®OCiscoISE7 T H5r— 3 UDEH

M) A7 arORE, Ro TREISNIEAREMENH LT 7 & AR Z A "2 5 2
& TF, CiscoISE —ERAZIETH7-DICE—7 E— REMEH LG, ROBENRRS
nET,

EHENHoTHEZr v 7 LIEHEAIE. ELWIP T 7 BRHIRIce /A4 T&E B LD
WZIP 7 7 & AHIRA T 4 E—T 72 £,

¢ FIPSIAA F—T VDK A T, 4] A7 arinr7 7)) r—ya r OECESh
7e8ity. FIPS AT = v 7 BN—IMICT 4 B —T W27z 0 £9°, @% ., FIPS A
F o 7R LA 1T, CiscolSE—E R TSt A, 2—F—137 7V r—
va VORBIRHC (R4 A7 a v EfH LU TFIPS BAMT = v 7 2 A RATEE
T

FIPSINA 2 —TIVDHRANT, [LE) 7 arvinN7 7 r— g OREFcES N
723HA. N—RUxT Y = Rr L — 2 EENETF = I BT =T IR0 £,

Cisco ISE i%. FIPS E— R ISE THINI 2> TWRWEA TH . FIPS =— R TH/E SSH
F 721X SFTP 8kt 2 B4 L £ 9, ISE L@f59 % U E— b SSH F721% SFTP H—/3—M
FIPS 140-2 &G BT A T AL ZHF L TWAZ & 2R LET,

CiscoISE TliZ, HHAIATD FIPS 140-2 DARFEFH #HF HALE ¥ 2 — L AMEH SN TWET,
FIPS 2> 7T A 7 ADEROFEAZ OV TCIL,  [FIPS Compliance Letter] %M L T<
720,

AEHER—ZAORGEEEN T 256, 77V r—ya VEEO 74 A7 a T
R =P =4 L XA T — B R—=2OFFEREH S E T,

CE) ZhboLEHEITI—HNARLDOTHY ., CiscolSET TV r— a0 DA VAR AT IZRHE
LET, CiscolSEV—bER% (%4 A7 ar UCHER TR E, 574/ FOREEEN
TRTELINET,

EXEC E— R ® CiscoISECLI I< > K .


http://www.cisco.com/web/strategy/government/security_certification/net_business_benefit_seccert_fips140.html

EXEC £— K CiscoISECLIaZ > K|
. application start

ise/iseadmin#application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
PassivelID WMI Service is disabled

PassiveID Syslog Service is disabled
PassivelID API Service is disabled

PassiveID Agent Service is disabled
PassiveID Endpoint Service is disabled
PassiveID SPAN Service is disabled

Stopping ISE Application Server...

Stopping ISE Process Monitoring Service...
Stopping ISE Certificate Authority Service...
Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

VA Service is not running

ISE VA Database is not running

Segmentation Policy Service is disabled

REST Auth Service is disabled

Stopping ISE Messaging Service...

Stopping ISE API Gateway Service...

Stopping edda-url-fetcher-service Service...
Stopping ISE API Gateway Database Service...
Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Stopping ISE Node Exporter...

Stopping ISE Prometheus Service...

Stopping ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is not running.
ISE Logstash Service is not running.

ISE Kibana service is not running.

ise/iseadmin#fapplication start ise safe

ISE Database processes already running, PID: XXXXXX

Starting ISE Messaging Service...

Starting ISE API Gateway Database Service...

Starting ISE Profiler Database...

Starting ISE API Gateway Service...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting edda-url-fetcher-service Service...

Starting ISE Process Monitoring Service...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

NSS database for CA Service is ready

ISE EST service is already running, PID: XXXXXX

Starting ISE AD Connector...

Starting ISE Node Exporter...

Starting ISE Prometheus Service...

Starting ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is disabled

ISE Logstash Service is disabled

ISE Kibana Service is disabled

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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application stop .

application stop
BT 7Y r—ya v EEHICT 5120, EXEC{—% R Capplicationstop =~ > &l L
F9, 77V = a v OELREEHICTHIE, Zoavry FOono BEREEHLET,
application [ stop {application-name} ]
no application [ stop {application-name}]

X DA stop TIVr—varET 4 =T M LET,

application-name T4 —=TNCT S, FRHICERINEZT ) r— a0
LFEETOEBMFTHRELET,

ATV R FI4IAL T AN FOBESEIZH Y EE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

EELEDOHARKSAY 77V r—varisT 4 =TI LET,

BEANTHEI 7 2 — LA — R—REVDA R —T IR o> TND L, ROEL X v — I NER
ENFET,

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

BATT2HAE Tyl . Frvorwnrt28581% n) EAHLET,

1

iseadmin#application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled
PassiveID API Service is disabled

PassiveID Agent Service is disabled
PassiveID Endpoint Service is disabled
PassiveID SPAN Service is disabled

Stopping ISE Application Server...

Stopping ISE Process Monitoring Service...
Stopping ISE Certificate Authority Service...
Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

VA Service is not running

ISE VA Database is not running

Segmentation Policy Service is disabled

REST Auth Service is disabled
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. application stop

Stopping ISE Messaging Service...

Stopping ISE API Gateway Service...

Stopping edda-url-fetcher-service Service...

Stopping ISE API Gateway Database Service...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Stopping ISE Node Exporter...

Stopping ISE Prometheus Service...

Stopping ISE Grafana Service...

ISE MNT LogAnalytics Elasticsearch Service is not running.
ISE Logstash Service is not running.

ISE Kibana service is not running.
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| EXEC £— K CiscolSECLI 27> K
application upgrade .

application upgrade

YeEDOT TV r—a N\ RvET v 7 b— RT512iE, EXEC *E— KT application
upgrade =~ > RZ&fEA L £,
application [upgrade {application-bundle remote-repository-name|cleanup|prepare| proceed|start} |

WX DS upgrade VE— b VRS N YHROREDT 7Y r—v 3y Sy R
L— F‘ l/\ngO
application-bundle T 7Y r—a D4, 255 LT ETOERTTHREL X
remote-repository-name UE—h URY MU 4, K255 LTFOFERTEFHR—F L
cleanup LIRMZ e SN2 7 v 77 L— R N RAAEHIBRL, #Hriv
L— RNy RVE (R L ET,
prepare Ty T =R R Rvadyru—RL, NaZa—L
LT, 7y 77 Lb—R3257 7V r—a o aEFL
application-bundle T T = a D4, 255 XFETOREKTTRE L%
remote-repository-name UE—F URY M4, K255 LFOHRETHVR— KL
proceed O—HN 7y ANEFHLCT v 77— R&EFit LET,
Start B—J VTR LTe N RV Z I L CT v 77 L— R & B

ATV R FI4IARN T AN FOBESEITH Y EE AL

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FREASHE L,

FERLEOHA RSy 77V r—varvar7y77Lb—FKL, 77U r—YararysFal—vary5—4%
RAFLET, FEMIC OV TIE,  [Cisco Identity Services Engine Upgrade Guidel] &1L T< 72
éb\o

R LTZHAEROMDON—=2 a Ve T 5258 MoT v 77 L— R N0 Fraik{ic
%, cleanup &7 g U EHEHA L £,

eI —HNTT v L — KRy RLEZ T m— KLU THIMT 212i%, prepare 47> =
EMEHLET,

EXEC E— R ® CiscoISECLI I< > K .
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EXEC £— K CiscoISECLIaZ > K|

sprepare =7 a T LT v 77 L— RN RV LT CiscolSEZT v 77 L—
R4 %121%, proceed &7 = &/ LEd, HEE application upgrade =~ > K2 {i ]
THROVIZ, ToTZ7VL—KARV RVERAEL L ZOF T v a v EERATEET,

T T T L= RKNRB LIEHA, 204 T a 37 v 77— RV R zElRL
7

Ty T T U= ML NORATRELIZSE, ZOF T a 37 vy 77— A
YRV ERFEFLET,
TV = arET v 7L — KL TWABMIZ, applicationupgrade =< > K& BIIZHITT 5
L ROELE A v —URFRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

A

IR T v/ L— FOETHIE, backup £/zldrestore 2w REFITLARWTLZE, 207

svarEFERITTLHE T R—ARMET L ARER S D 7,

\}

(G£)  Z?Dapplicationupgrade =~ > R&fHT LRI, ZOFH LY U —A TRt TnD U U —

A )= bDT v T — FRIEZHET OHLENR OV ¥, VU —X /— MIFEFH I
HERFIERZENTEY . TS BEPDH Y £7,

511

ise/admin# application upgrade prepare ise-upgradebundle-3.x.0.x.x86 64.tar.gz local

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

512

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli
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application upgrade .

STEP 6: Running ISE configuration data upgrade...

Data upgrade step 1/14, UPSUpgradeHandler(2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.

- Data upgrade step 10/14, UPSUpgradeHandler (2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No
such file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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backup

EXEC £— K CiscoISECLIaZ > K|

CiscoISE & Cisco ADEOS 5 — X 2 &ie v 0T v T H#EITL T, FONR I T v T HVRY
VRIS D I21E, EXEC £— KT backup =2~ > RZ2HL T,

\)

(GE)  EXEC E— RThbhackup =2~ REZEHT AT, Efrar 74 Fal—raraxy hU—
I == ORI a =350, CiscolSEh—""— AF— T v S a7y
Fal—rvard LURGFTOVNENRDV ET, ZORFX— Ty T ar7 s Fal—rar
X, R 7T v 7TBIXOVAT A a7 )5 CiscolSE # B b7 Ny a—T 0 7T

LECHEHTE £,

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain

{encryption-key name} ]

backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash| plain

{encryption-key name} ]

XA backup-name NI T o7 77 A NDA4TH, K 100 CFOHET-% R —
TO
repository NPT T Tr7ANERETDIRY M) ZEELET,

repository-name

Ty ANENY T T T B, &K 80 LTI T E R
i‘a‘o

ise-config

Cisco ISE 3% EF —# (Cisco ISE ADE-OS Z&ip) v 77 v
7,

ise-oper ational

Cisco ISEEMET —X 2o 0T v 7 LET,

encryption-key

Ny T v T elkilT o2 —F—EROE LT —2HEL £+

hash

AT ARELINTE Ny adnE) BES—5EE (O3
TERFED =D DNy v 2l FH—) LET, 40 LTFETTHEL

plain

AT ABEALISN TV NS L —2 T % 2 "B — 5 15E
Ty RO DT L — THFR A MMESF—) LET, 15X
THRELET,

encryption-key name

NI T v THONy v a|T =2 T =<y O TF—,

ATVRTFIFIR T 7ANNOEEREITH Y EEA,

ARV kFE—F EXEC
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CiscoISEETF—2 013w 27y 7 |

avy RERE

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

ERALDOHA RS54 BFbIhiz Oy vadhik) HAT— RELZEHBS LI TN T L—r T F R foss
AU — R &iseconfigiz k> T, UARY kU ~DCiscolSE & Cisco ADEOS T —H DXy 7 7
TEFETTHERC, 22— —EREOKEX—2HH L TRy 7 7T v 7 e bl L OME T T
5E 91270 E L7, Cisco ADEOS T — X D72\ CiscoISE 77U r— a3  DHrDN vy 7

T v FEFEITT HICIE, iseoperational = FEMH L £,

TIAVERITEIFY) FE=H—Y T ) — Rinb DI Cisco ISEE-MET —Z &3y 7

Cisco ISE

Ty TEET,
(S|
BE Ryt T7 v 7 EREITOHA, HXilioT, ¥—F v N VAT LADOEETE HiEHED Y

S

axX ke T

AR —ZA VAT LADHAED Y Z M Lo TEEXISNET, Nv 27 v 7B IOE O
BEICINEBERAER (CA) DFERAEICBEM T DN ME X —RNEENRNZ EIHEET LI &
IEFICEHE T,
1 OOV AT EMBRIDT AT MRy 7T v 7 ETEITIEETE. =T —%EET 570
W2, MDA T2 g OWNTINEBRIRT 2L ENH Y F5,
N W AE
CAGFHELXZ Y —AISE/— MO CLIZHEHAL T2 AR —F L, ¥—F v s VAT A
IZCLI ZfEH L TA AR —bFLET,
R : Y= ATV AT ALY RIiRA ¥ MIFITEN 2T X TOEAENG S5
NET, ¥ v b VAT AL THRITEINTZH LWVGEREL, AU —I2k->TE4L
SnEd,
SR EITTHERE AT AR H —7 y b VAT A Lo TRITEN R EIIEE S
BN, BRITTALERH Y £,
AT 32
EITAFLO% ., WNEECA DT XTOH LWEEHEEZ AR L £,
Bt 2047 v a IR IND#EER HETT, oD Y —ADFEREL O X —F
NOFEAELFEHINETA, TO Y — A VAT AL > CTRITISNT-ZEHE TS XX
FHEINET,
R EOEE R T ARNCZ — 4y N VAT AT Lo TRITSN A EIZEEI N
WD, BRITTALERDD £77,

— B3OV T T

CiscoISERET —H &Ny 7 T v 74 5120%, koa<r REHALET,
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EXEC £— K CiscoISECLIaZ > K|

backup mybackup repository myrepository ise-config encryption-key plain lablab12

il

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup
backup
backup
backup
backup
backup
backup
backup

ise/admin#

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Backup...1l0% completed

Validating ISE Node Role...15% completed

Backing up ISE Configuration Data...20% completed
Backing up ISE Logs...45% completed

Completing ISE Backup Staging...50% completed
Backing up ADEOS configuration...55% completed
Moving Backup file to the repository...75% completed
Completing Backup...100% completed

CiscoISEENMET—2 DNV I T v T

Cisco ISE BIET — X %Ny 77 v 7T HI21F, ROa~vr REERALET,
backup mybackup repository myrepository ise-oper ational encryption-key plain lablab12

il

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress:

Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress:
backup in progress:
backup in progress:
backup in progress:
ise/admin#

starting dbbackup using expdp....... 20% completed
starting cars logic....... 50% completed

Moving Backup file to the repository...75% completed
Completing Backup...100% completed
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backup-logs

backup-logs .

VAT LT w7 T 7T 511K, EXEC E— R T backup-logs =~ > RZ&HH L E9,
ZOBEEEHIRT AT, Zoavr RonoBEREHEHALET,

)

(GF)  EXEC £— RTbackup-logs =~ > R&HT 2R, FEfT7ar 74 Falb—rarzxy b
T — 7 P == EORRIRGITIC a2 —3 57, CiscoISE f—/"— 2 F— 7 v/ av
T4 Fa2lb—ra b LTRGETDORERDV ES, ZORZX— Ty a7 4Falb—
vali, NI T vTBIONVAT LA TG CiscolSE 2B ILERIT N T TN a—T 4

VI BRI TEET,

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }

encryption-key name} }

BXDEREA

backup-name Ry 2T T FH 1 SELFEED T 7 A MDA, FK 10
HoEEYR— R LT,
repository YR RY Ak,

repository-name

Ty A NN T T T DGR, K 80 LT DR T A
*9,

public-key

5 5L 0> 72 8 Cisco ISE 73 Cisco PKI AR F— %42 =
9, 20X TFvaii, b TINYa—F 4 7 HIZ Cise
A= N RV ZRMET DGE5ITEIR L E 7, WET— %214
A= F RN RV EE L TE DDILCiscoTACTZTTY, A
TREZ T — BNV N T TN a—TF 4 T T 5541%. enc
FTa UEBRIRLET,

encryption-key

WEF—ZIEEL T, Ay T v s e R LET,

hash

Ny 0T v alef#T A0y 2 SNTEREEF—,
ez Ny v afbang) ek —2EE L E7,
TTHRELET,

plain

NI T o7 Al efki#ETHIODT L— T XA M2
TOWFALSNIZT L= TR A MO S EF—2fE L %
ETTRELET,

encryption-key name

Ny aFEIE T L — RO R —,

AU R TIAIE

T 7 4V F OEHEEIZH D FH AL

ATV R E—FR

EXEC
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EXEC £— K CiscoISECLIaZ > K|
. backup-logs

avy FNERE )= EEAR

2.0.0.306 Zoavry RPRBEAIShE L,

FEEEDHA KSqy Helbashic hyvadhi) | FEibsh Tnaen7Lb—r 7 XX FORRAT— R
HHLT, Y2707 %2y 7 v 7 LET,

511

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234

Creating log backup with timestamped filename: Test-141006-1351.tar.gpg
supportbundle in progress: Copying database config files...10% completed
supportbundle in progress: Copying debug logs...20% completed

supportbundle in progress: Copying local logs...30% completed

supportbundle in progress: Copying monitor logs...40% completed

supportbundle in progress: Copying policy xml...50% completed

supportbundle in progress: Copying system logs...60% completed

supportbundle in progress: Moving support bundle to the repository...75% completed
supportbundle in progress: Completing support bundle generation...... 100% completed
ise/admin#

A0 A0 d° d° o d° o0 OO oP

151 2

ise/admin# backup-logs test repository disk public-key

Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg
supportbundle in progress: Copying database config files...10% completed
supportbundle in progress: Copying debug logs...20% completed

supportbundle in progress: Copying local logs...30% completed

supportbundle in progress: Copying monitor logs...40% completed

supportbundle in progress: Copying policy xml...50% completed

supportbundle in progress: Copying system logs...60% completed

supportbundle in progress: Moving support bundle to the repository...75% completed
supportbundle in progress: Completing support bundle generation...... 100% completed

o0 o0 o0 dP do d° oo oo o°
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clock .

clock
VAT AT Oy I ERET HITiE, EXECE— R Tcock a2~ REEHLET, VAT LY
a7 OEREEEGTHITIE, Zoavr Fon B EEHALET,
clock [ set {month day hh:min:ss yyyy}]
X DEREA set VAT A IuyERELET,
month BEDH O 3 LTEETOHRTTIEELET, =& 2L,
Jan EFEELE 9,
day BEOH (B . AR7EIZ0~31 O#PIHTT, 2H £ T
ELET,
hh:mm:ss BEORM 4 BEMER) | 0. BLOW,
yyyy BAEOHE (BRI L)

ATV R FI4NN T ANV NOEERMEITH Y A,

AvYRE—F EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

A

ZE CiscolSET T T7AT UV ADYV AT ARG EF T 5L CiscolSET 7Y r—va U EEHT
ER/ARr AL/ =

VAT A uy 7 ERELET, BEREAMCT DR, ey 2 &Y &y MRIZ Cisco ISE
P N—ZHEETAMERNHY £, VAT LARHELEE LS., BADRL 5 CiscolSE
)= R EA TSI EE R ET,

HENORIET 123, ROFMEZHEHLET,

AU R7OVERFTSATYISE/ —FK

)

G ALVAP—NBOUVAT LA OEFTIZ, AZ KT7uar$721377 4~V ISE /— KT
—FENTWERTA,

o TV AT ARA EEF L5481, ROFIEEZEITLET,

EXEC E— R ® CiscoISECLI I< > K .
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EXEC £— K CiscoISECLIaZ > K|

c LDV AT ARG (EEINDHRETORZ]) IR LET,
« Z® /) — Kd CLI 75 application reset-configise =~ > R&EITL £,
« XD/ — FTRZANEL SNDHIO, IEHERBERORME Ny 77 v TnbETLET,

thUHYISE/ — K

\}

G ®h XV J—FRTUVARAT AR EEETLHE, BAEHTE < T,

TIA<Y )= REevAHY )= ROV AT ARZ Z YT 5121, IROFIEEZFEITL
ﬁ—o

« B W HVISE / — REREMRLET,

« 7T A~ VISE /) — RERWIT D LI AT LRI ZEIEL 9,

« 74~V ISE / — K® CLI 75 application reset-configise =~ > K& E4T L £,
«774~VISE/—RIZEHHYVISE/—RELTISE / — REEEELET,

)

GE) AR P IVHHIRESNTIE LW AT AR FICERE S
nNoE22, By v 7y O 4 P—KRiZEo TRy hU—7 X
AL 7va haji (NTP) H— "—DFRENER I, ZOV—
Nl ORI ITENET, By BTy THICERE S NTP
P N—NHIZBIREARETH Y . VAT ARFZIDFE I B S &R
SEICTAMENHY £, 2. Fio, BFEOREESLCMOS
Ny 7 OREEZ X - T BIOS BEZI AR 5 & v 5 ki
WICBWTEETYT, ZO%HE, U7 — FEEZ Cisco ADE-OS @&
AT KAREZ DR T 2B8FNNH Y £F, By b7 v FHIINTP
PR =% E L2WEA X, [Cisco ldentity Services Engine
Hardware Installation Guide] (ZFl# S TWDH L 9T, VAT A
O BIOS B4 73 L (UTC) RS A4 He s L e h
TWDHZ L ZMERTHLELRDY T,

il

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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cls .

cls
MARBmONEEZ 7 V74 5121E, EXECE—RTdsa~vwy R&fEHALET,
cls

X DERA Zoavwy Ridid, F—U—FBXOSEIIHY T A,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEHEDHA KSqy dsiFBELa~y RTH, csiECiscolSE TR TEET2, a~r P4 o CRIKFE AL
TERLEIELIESA, CLIA VX T 0T 4 T~ AVTIFFRRESNER A,

1
ROBNE, S RONEZ 2 UV 7+ 5 EZR L TWET,

ise/admin# cls
ise/admin#
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. configure

configure
AT 4 FXalb—vay E— RERBT 5L, EXEC E— KT configure =2~ R&EMEAH L
e
configureterminal

B DA terminal a7 4 Xalb— gy avy REMENSETLET,

ATV ERFI4IAN T AN FOBESEIZH Y AL

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L

EELOHA KSq4Y 2V 74Fal—varE—ReRBETICE, 20oa~vr FEERALEY, ZoE— Koo
TR AT LHLETCIT, FTar7 4 Xal—vary Iy A NN~OEZRALETH) L
WCHEE LTSN,
a7 4 X2l —vary T— FEKT LTEXECE®— FIZEAIZIE, end, exit £721% Ctrl-z
EANDLET,
AT 4 F 2 b— g VMR TEERNE 2 FRT 5121E, EXEC E— R T showrunning-config
av U REMFHLET,
Zoavr RTreplaced 7Y a v EEHTLE, VAT ACYVE—F a7 4F¥alb—Ta
vRavr—sh, BFEoary 7 Xal—varRnEEEEINET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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copy

co W

TrANE A —gmhbat =l at’—73 521X, EXECE— RTcopy =~ R L

i@ﬂo

copy 2~ R&EMHTRE, ar 7y (L —F%F% CiscolSE D U E— R UKD b
JIZae—T&ET, FHMlicOVWTE, v/ 77/ rDabt— @1 ~<—=2) ZboHH3 %5

BLTZE0,

BX DA

AR R FIAILE

aAvU R E—F

protocol a B —D%isE, protocol DF—U— K A7 3 O N T
ZRLTLZEN,

hostname aE—EDRRA N,

location o B —SE DA,
BEODETa L 74 F¥al—ary 774 V2R LET,

logs VAT LADORT Ty A,

all F_TD CiscoISE 1 7 7 7 A L7 s ZT LB BIDOBETIC
T, TRToOr 7L, iselogstargz & LT/ 7r—IfbEh,
RARNOREESNTT 4 L7 MYk snE 7,

filename B—@CiscolSER 2 77 A L Eat™—L, FOT7 7 A/L%]
A NMIHDHIEEESNTZT 4 L7 b UIC, TOLRITTHIRETE

log_filename show logs 2~ RIZ X > CTE/REND CiscolSE R 7 7 7 A,
(255 CFLIN)

mgmt CiscoISE BB T Ny 7 1/ & Tomecat @ /% AT LAb =
mgmtlogs.targz & L T/N R L7299 2T, UE—F KA.
NrET 4 L7 FUICEEELET,

runtime CiscoISE 7> XA L TNy T a eV AT Anbat—L,
runtimelogs.tar.gz & L TN RV L7295 2T, UE— K KA
IN=T 4 V7 FUIZHERE L ET,

disk TrANDE T a— RRT v u— KRN affElen—h LT

repository TrANDE T a— RRT vy a— RBRARER U RY N Y

77 AV OEIERIEIL D D F A

EXEC
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EXEC £— K CiscoISECLIaZ > K|

B oo
2wy FEE yy—2 RENE
2.0.0.306 Zoavwr RBREAINE L,
3.2 ZDawy RPEE X, running-config 33 &
U\ startup-config HHES AR — b Si7e < 72 b
F L7

FEHEDHA KS4 > CiscolSED copy 2~ it Y AT LDFITar 74 Falb—va I AZ— T v

a7 4 Falb—rvar, BIUar 7 AEROgETIcat—LET,

copy =~ ¥ ROIEARMREEEE L LT, 1 DD bRIOBIIZ, 77 A0 (VAT LA A—
DA T 4 X2l —ary T rANRE) Bab—TxFET, BELLY A LvOaE—5C
BILOa b —4I2i, CiscolSE 77 AV VAT LEFEH LT, YR —FENTWbHua—hL
FITVE—bF T ANOGRERRETEET, SN TVWDL 77 AL VAT L (R—
NAEY V=REFVE—F VAT L) ITEo T, a~wr RCHEH SN IRRESH
£7

VR TRTCOav—xtabt —EolE#H, BIOWHT 22— -4 L AT FRE2ANT
EFET, T, copya~vr REAN LT, REFTREH IG5 — =7 e 7 ek
REEBHZELTEET,

Qb= ANREEICE T TDHE TR, BB ZENHY £, Zud, EHLT
WATE ha gy NI —271Ck o> THRRY £3,

T AMIGEIZIE, T4 V7 FUICRHT AT s A NVAEFEHLET,
EZONDHTT—IMERET 7 A Nk~ o ha (FIP) DT — A vtv—ITT,

R 1: K 21protocol DTL T 4 Y XA £—D—F (%)

F—J—F JE—mFERIFOE—%

ftp FTP X v R U —2 H—nN—pa b —itF /- Ea £ —4:0 URL,
A VT ADHEX -
ftp:[[[//username [:password]@]location]/directory]/filename

sftp SFTP > U —27 $—N—pa b —jrEiid= ¥ —% D URL,
A VT ADORES -
sftp:[[//location]/directory]/filename

tftp TFTP Ry FU—27 $— =D a b —pEolda B —% D URL,
A VT ADEXL :

tftp:[[//location]/directory]/filename

il

ise/admin# copy disk:/ filename repository repository name
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ny 774 rnac— |

05 274)LOa2E—

WD copy 2~ REMEH LT, CiscoISE ¥ AT AN BRIDBFTICY AT L0 77 7 A )V =
to"_ Liﬁqo

copy logs [protocol://hostname/location]

511
ng 7y ANER—) T 4 AT =952, kOa~vr REFEHALET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

512
0y 77y ANERNOLGINCa—3 5121, ROoa~y REffEHLET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

51 3

Cisco ISE T, BN TaT 77 A —7 X 70 NarftmpT 4 L7 Ui
disk:/corefilesT 4 L7 RNUICBEILET, copy2~> REHEHLT, Zhbourza—hL
TAATIPHIE—N VR M Zab—T&EdT, a7 JrA =T X 20F, 7
7 v v a DFRROFEICESDEBERIGRNAGENTWET, Zhbor i, 77V 47—
YarNs T vvat b ERENET, diravr FEFALT, n—b T4 R Tay
Tr7ANERRITDHIENTEET,

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp

Password:

ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57:28 1
4096 May 20 2016 06:34:49 corefiles/
0 May 20 2016 00:57:28 err.out
4096 May 20 2016 00:57:28 lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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B vt
crypto
BHLOWAHF—_T 2R L CBUEOARF—2 U ARY FUIC= 7 AR — L, K"HEF—%FF
A —1U & MIA U AR—FT5I121%, EXECE— RCoryptoa~ > REEHAL £, ABF—
HRzRE L, fELEX—ZHRTHZ L b TEET,
crypto key [ delete {hash | authorized keys| rsa}]
crypto key [ export {filename | repository}]
crypto key [ generate {rsa}]
crypto key [ import {filename | repository}]
crypto[host_key {add | delete} ]
BX DA key W —HEZEITTE X,
delete NEAF— /M F— XT ZHIBRLE T,
hash Ny vafi, 80 XTFETTHELET.
authorized_keys A —ZHIBR L £,
rsa RSA F— X7 ZHIFRL £,
export UVRY P UVICARF—/MEx— <7227 AR—FLET,
filename NHF—2 T AR— T D577 A N4, 80 LFETTHEL
repository NEAF—Z2 T AR—F T HIVRT U,
generate INBRIFBES o — T AR L ET,
rsa RSA F— ~7 2L LET,
import AN F—AEF— T A AR N LET,
filename BT —2A YHR— 27 7 A NA, 80 LFETTHREL %
repository NRAF—"A R —FTDHIURI R,
host_key oA A N —#fEZ FITTEET,
add FBETELFRA MO —Z2BIMLET,
delete FETEBHRA FOF—ZHIRLET,
add BHETXLHA MOF—ZBMLET,
host RAMGEIRELET,
delete BETELFRA MO —ZHIRL 7,
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AU R TIHIE

crypto .

ntpkey NTP B — 3= B AR S T AR ¥ —,

T 7 4V N OEMERMEIZH W FH AL

avURE—FR EXEC
av Y FRERE )1)—=x EENAE
2.0.0.306 Soawy FRAEASHE L,

FEREDAHARFS1Y

CiscoADEOS Tlt, HFHHB L2 —HF—DID ~DSSHT 7 £ ADDIZ/NAY — K72 LD
NEF—BAEE AR — P LET,

BIED 2 —H—HZ2048 £ M EDOHT LWABRF —/FlE - — 7 Z AT 2 I121%. cryptokey
generatersa =~ R&AfEH LET, F—BIEIZEET, RSAXF— ¥ A 72 R—KFLTWE
T F—XTNTTICHIEEIE, RXATL—XZMH L CTEITT DRI LEZ 27T 5 &
A=V RFRINET, NAT V=X ANTH L, REMEXF—IZT 7 E8AT5
TN AT =R ANNTDHEIIMRENE T, NAT L —ANRZEOHEIL, Lk, S
AT V=R AT HIEIBEINETA,

cryptontp_import_autokey =~ > RZfEH LT, NTP YV — =0 bAM I NI ARF—% 1
A—hLZET,

511
woBL, SFTP YR P OF—EFHEZ/RLTWET,

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£1:6£:45:0d:99:d7:0£:50:9f:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

512
WOHIIL, CiscoISE ~Dua 7' A NMFEHTE 2R/ [F—DOF—EEERLTWVET,

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin# crypto key delete authorized keys
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. crypto

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa f£8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

1513

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#
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debug

debug .

FITLlca~vry RO T —£73A4 X M &R RT5I21E, EXECE— R Tdebug=a~ > %

EALET,
debug [ all | application | backup-restore| cdp | config| copy | locks|logging | snmp | system | transfer
| user | utils]
BX DA all TRTOT Ny T A X =T M LET,
application TV =y a VO T —F T IA R NOT Ny T

ZLET,

call : TRTCOT IV r—varOF Ny T E A 31—
T 0~TDORTL VL Z#RELET, 0IFEKR, 7157
£

einstall : 77V r—a DA VA R—LDF Ry T HS
TMZLET, 0~TORTLLERELET, 0ILE
NCTHERLET,

s operation : 7Y r— g UEEDOT N T H TR A F
F9, 0~TOMTLVLERELE T, 0FEKR, 713
LE7,

euninstall : 7 XU A — a0 DT A VA R—LDT
A F—=T N LET, 0O~TOMTLLEZRELET,
7T _CERLET,

EXEC E— R ® CiscoISECLI I< > K .
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backup-restore

Ny 0T v T EETEEOTT —F 72134 X FOT Ny F i A
UZLET,

call: Ny 7 T v TBIXOEITL T, TTOT NNy ZTH %A1
MZLET, 0O~TOBTLEZRELET, 0ITEK, 7
TuHERLET,

ebackup : Ny 7T v TBLOEILT, Xy 7T v T OT /3
EARX—T I LET, 0~T7 OB TCL_LEHRELET,
K., 71FIF_XCERLET,

e backup-logs : N> 77 v TEBIWMEILT, Ny 7T v v
Ny TN A F—T M LET, 0~7T D TLLER
T 0IFEKR, 7TIETRTERLET,

e history : N> 7 7 v FBIOMEICT, BEOT Ny 1%
TWUZLET, 0O~TORITCL_AEHRELET, 0IFFEK,
RCTERLET,

srestore : /N7 T v TBIOMEILT, HxoOT Ny T 1%
TMZLET, 0~TOTL L2 ELET, 0IXEK,
NRCERLET,

cdp

Cisco Discovery Protocol i EBIHED T T —F 72T A X2 F DT A
A F =7 M LET,

e all : 97T Cisco Discovery Protocol 27 f ¥ = L —3 3
Ny WA A X—=T M LET, 0~ 7T DR TL UL agk
T OITER, 7TIFTRTERLET,

« config : Cisco Discovery Protocol D=2 > 7 4 ¥ o L—3 3 0
THNZEAR—=T NI LET, 0~7DHTL VL ZBIE L
0JFEHKR, 71X ~TERLET,

« infra : Cisco Discovery Protocol DA 7 7 A KT 7 F ¥ DT
HAaEA3—7 M LET, 0~T DM TLLEREL T
FER, 71T _XTaRLET,
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debug .

config

CiscoISEfREBED = T —F 7213 A XU b DTNy F A Fo
F9,

call : TRTOaAL 7 4 X2l —arOF Xy ITH %
WCLET, 0~7TDOMTLULEHRELET, 0IXEK,
R LET,

sbackup : N/ 7 v a7 4 F¥al—a D7 Ny
F—=TNMZLET, 0O~TDOMTL~VEHRTELET, 0
T3 _XCERLET,

eclock: Z7uw 7 arv 74 F¥al—arOF Ny 7
TMZLET, 0O~TORTLLERELET, 0ILE
NRCERLET,

einfra: AT A F2lb—2a L AT TANTTF ¥ D
HaeA X —TMZLET, 0~T DB TLLEEEL:
BR, 73T _XTERLET,

ekron: AV R ATV a—T a7 4 FXFal— a7
HIaAx—T NI LET, 0~7 DB TLULEHRE
ITEKRK, 7139 _XTERLET,

enetwork : xv hU—2 a7 4 Xal—a DT\
AR—=T M LET, 0~TOMTLXVERELET,
TIET_RTERLET,

erepository : VARV RY a7 4 Falb—aDF Ry
F=TMILET, 0~TORTL N ZRELET, 0
T _XTERLET,

eservice : —EZX a7 4 X2l —arDOF Ny SH
TNMZLET, 0O~TORTLLERELET, 0ILE
NCERLET,

copy

copy IV ROT Ny T A X —T M LET, 0~7 D
RELES, 0FER, 71FTTXTERLET,

locks

VYy—2n0yBEBEOTT —FFA R NOT RNy T E A
LET,

call: TRTDY V—RAavX o TOF Ny TH %A 3%
FT, 0~TOMTLULEERELET, 0IZEK, 7
Lij—o

efile: 77 ANV auX L TOT Ny THNEA X —T I
0~7DOBTL_NVERELET, 0ITEK, 7139 C
—a—o
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logging

X ar7 4 FXal—yarHEon T —FA03 AR~
T F—T M LET,

all : TR TouaX Ll ar 74 Xal—aryOF Ny TH %
TVZLET, 0O~TDOHTLLERELET, 0IZEKR, 713
R LET,

snmp

SNMPREMED T T —F 72134 X bDT Ry T A T —T )
‘a‘o

all : T R_XRTHOSNMP 2> 7 4 X2 b — 3 v DOF Ny V%A
MZLET, 0~TDOMTL_AEHELET, 0IXEKR, 7137
RLET,

system

CiscoISEZ AT LA DT T — LA N b DTNy 7 A 4
ZLET,
call: TRTDOVARATF AT 7 ANDTF NNy TH 1% A F—T )
T 0~TOMTLUVERELET, 0IFEKR, 71XTT
iﬁ‘o
cid: VAT AIDDOT RNy TN EA F—TMILET, 0~
TLVERELET, 0ITEKR, 7139 CERLET,
cinfo : AT LMMEROT Ny TN A F—T M LET,
DM TLLEHRELET, 0IXEKR, 73T _XTE2RLE

cinit : VAT ADOPIHULDOT NNy TH N EA F—T NI LU E-
TOMTLULEHRELET, 0ITEKR, 7T _XTERL

transfer

T ANIRIEDT Ry T A X —T NI LET, 0~T7DHETL
HELET, OIFEKR, 71T TE2RLET,

user

=P —EHDOF Ny T A Z—T M LET,

call: TRTOa—P—EHOF RNy FH 152 A R —T T L
0~7 DR TLLZRELET, 0IXFTER, 71LTITES
KR

s password-policy : /XA T — KK Y ¥ —D2—HF —FELDT
NeAF—=T M LET, 0~TOMTLIVEZRELET
HR, 71T _XTERLET,

utils

=T VT A BREMEDT T —F/FA R DTNy T
M LET,

all: TR_RTHD2—F 4 VT 4 a7 4 Xal—arDF N7
AX—=T M LET, 0~TOMTL VLV ERELET, 01XE:
FTRCERLET,
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AR R TFIHILE

debug .

77 4N FOBERLEIZH Y EE A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

Ty RT o 7Rar T 4 Fa2l— gD T—7R Y, CiscolSEV—X—HNOXFEFSE
T —FIIA R N EERT DL, débug =~ REMBHLET,

1

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command

6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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. delete

delete
Cisco ISE r—_"—n 57 7 A LV EHIFRT 5121%, EXEC E— R Cdeete 2~ F&EHEHA L E
7,
delete [filename disk:/path]

Bt filename T 7 ANA, 80 LWEETORMFETHELET,
disk:/path VRIS NUND T 7 A LD,

AU R TIHIE

T 7 4V N OBEWERMEIZH W FH AL

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE
2.0.0.306 Ioawy RREASHE LR,

FRLEDHA KSA Y

OV T4 X2l = a T ANERIFIAA=VEEIRLE Y T2 L., HIEREZHESRT 5720
DTarT IRFRENET, Flo. MIOFN R AT LA A—VEEBRLE D & LGS
b HIRAEHRTAT-DO T a7 MRFERINET,

1

ise/admin# delete disk:/hs_err pidl9962.log
ise/admin#
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dir I

CiscoISE —_— LD 7 7 A4 Ve —EFK T H121E, EXECE— RCdir a~> K2R LF

7
dir
dir disk:/logs
dir recursive
EX DR directory-name T4 L7 N4, RSO TFOIKTEYFR—FNLET, 74127 NV
2 OFNZIX disk:/ ZHRET HLERH Y £,
recursive EE) . a—HIN T AN VAT EADT ALY M) LT 7 A Vo —

ARV R TIAIE

FRLET,

77 4N FOBEREIZH D EE A,

AvURE—F EXEC
2wy FEE Yy —2 EEANR

2.0.0.306 Zoavwry FRHEASHE L,
EREOHA Sy BL

B

iseadmin#dir

Directory of disk:/

4096 Jun 19 2022 00:01:31 corefileanalysis/
4096 Jun 18 2022 21:33:58 corefiles/

4096 Jun 18 2022 23:22:31 CSD-config-backup/
4096 Jun 20 2022 14:33:12 gc/

16552 Jun 18 2022 21:35:15 upgraderpms.log

Usage for disk: filesystem
42673885184 bytes total used

220581744640 bytes free
277419163648 bytes available

151 2

iseadmin#dir disk:/corefiles

Directory of disk:/
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B i

Usage for disk: filesystem
42674413568 bytes total used
220581216256 bytes free
277419163648 bytes available

1513

iseadmin#dir recursive

Directory of disk:/

4096 Jun 19 2022 00:01:31 corefileanalysis/
4096 Jun 18 2022 21:33:58 corefiles/

4096 Jun 18 2022 23:22:31 CSD-config-backup/
4096 Jun 20 2022 14:33:12 gc/

16552 Jun 18 2022 21:35:15 upgraderpms.log
./corefileanalysis:

./corefiles:

./CSD-config-backup:

./gc:
490314 Jun 20 2022 15:01:01 gc_app.10g.20220620143312.0.current

Usage for disk: filesystem
42674921472 bytes total used
220580708352 bytes free
277419163648 bytes available

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K

est |l

esr
WHALIY — AL —F a2V — )L aEBET 51215, EXECE— RTesr 2w REfEAL
F9,
esr

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.2.0.470 Zoavwr FREASHE L,

ERLDHA K54 C5921ESR Y7 b ¥ =7 1XCiscolSE U J — R 22 PIBEICHBLCWET, 2OV 7 hu=T
ZREAIATREIC T D ITIZESR 7 A & U ANMETT, ESR 7 A £ ADHFEHRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel % &/ L T< 72 &0,

EXEC E— R ® CiscoISECLI I< > K .
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. exit

exit

CiscoISE 4 — = 50ua 77 NMZXo T I T4 TR E—IF )Ly arz2&T45
M, AT 4 Fal— a3 ET—RFNnH 12 EOF— RFL-ULIZBITT H121%,. EXECE— R
Texita~y REHEHALET,

Zoawy NZiE, F—U—FBLUSIEIEH Y FHEA,

exit

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavwry RPREAINE L,
!l
ise/admin# config t
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit
ise/admin#
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forceout .

forceout
I —P—% CiscoISEV— "= bn /7y hEEAHZ LT, T/ T4 7R F—IF kv s
VRN T S8 AI121%,. EXEC B— KT forceout =<2 RZ&EMFHA L £,
for ceout username

EXDiiHA username ==&, K31 XFOFEETEFR—FLET,

AR R FIHILE

77 4V FOBIEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

FEREDAA RZA Y

=W —DT 7T 4 Ty a CEEHRIICK T &8 5121E, EXEC £— KT forceout =
VREHEALET,

1

ise/admin# forceout userl
ise/admin#
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. generate-password

generate-password

CiscoISED /XA T — RAR Y o — 2R L 7o 22— P — AT — K& ARk 3 5 12iL, EXECE— K
T generate-password 2~ > RE2EHALET, ,

EX DA <word> NRAT— REARTHVEND D 2—V—4 (FKRKEITX3L) .

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—F EXEC
av Y FER Jiy—=x EENA
3.1 Zoawr RREAINE L

FEREDHA KSqy HILWERAEL—F—2BINT 25L& X2, CiscolSEGUI Zffifl L Ta—H— "2V — &/t
52 T&EET, CiscolSEDGUIT, A==—n5[EE (Administration) [>[Y R T
L (System) 1> [BHEETF7 2 X (Admin Access) |> [BIE#E (Administrators) 1> [BIEH
a—%— (AdminUsers) | > [#Tila—H—%ENM (Add New User) | DIEIZER L £5, ¥
AT — K (Password) ] fE3 T [Generate Password (/XA T — KDAERR) 1227 U w7 L, B
TOHEHEL—P—D/R2AT— REHBCAER L TEIY Y TET,

Cisco ISE CLI Tid, generate-password =~ > RZ il L T Cisco ISE D/SXA T — KR Y 2 —|Z
HEPL L 72T 2 —— XA T — REERTEET,

il

ise/admin# generate-password <username>

1pNn

ise/admin#configure terminal
Entering configuration mode terminal

ise/admin (config) #username <username> ?

Possible completions:

password Password and user role

ise/admin (config) #username <username> password plain ?

Description: Password. Use of % character must be escaped with (Max Size - 127)
Possible Completions:

<AES encrypted string, min: 1 units, max: 200 units>

ise/admin (config) #username <username> password plain 1pNn ?

Possible completions:

role

ise/admin (config) #username <username> password plain 1pNn role admin ?
Possible completions:

disabled User is diabled

email User email address

<cr>
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halt

AR TIAIE

hatt [Jj

VAT AEV Yy RA U LTUAT AOEREYHITIL, EXECE— RThalt =<2 R&f#
ALET,

Zoa<wy R, F—U—FBIXOBIEIIH D A,
halt

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

halt =~ R&FATT HHNCT, CiscolSER, Ny 77 v/ Hix, f A=, Tv7 7
L— R, ETHIRBEZIATR CRNWZ 2R L E T, £, application stopise =~ >
KZF4TL T CiscoISE Va2 &EIL LET, HWT, hat a~v> FREFETLET,

Cisco ISE S Z L6 OWTFNDDOEAEEZIT-o TWAMIZ halt =~ > REEFTT L L, kOWT
NNDEE X v —NERRINET,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHEDOWTINNDEENRIRINTZGE., B TR E 179 5121 Yes E A S L, 58
T2y BT 512 ENo E AN LET,

halt =< > ROFERABFICMO T BB ARFETIN TWRWES, F3FRIN %5 2
— VI U T Yes & AN LTEGETE. ROBMITISETHARLERNH Y £97,

Do you want to save the current configuration?

BEAZD Cisco ISE iR EZIRFET H72DIZ Yes EATITHE, ROA v E—UNRERINET,

Saved the running configuration to startup successfully

1

ise/admin# halt
ise/admin#
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. idle-timeout
idle-timeout
TRTCOEYy Y a N RET VT 4T HA LT U MNeRETHIZIL, EXECE—RT
idletimeout =~ > RZHEHA L £,
idle-timeout seconds
EXDiiHA session-timeout TRTOEYya IR LT, ET 7T 47 XA LT T FEE
j—o
seconds T VT 4 THALT T O, HRIHEMIL 0 ~ 999998 T
avyRFIALE L
AvURE—FR EXEC
2wy REE yy—2 KENE
3.2 Zoawy RpREAINE LT,

FEEEDHA RS« idletimeout =~ FatBr (0) IZRETDHE, A LTV MPRESNETA,

il

ise/admin$# idle-timeout 40
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license esr

license esr .

est 7 A & A EER FEITT H121F. EXEC E— R Tlicenceesr =~ FAHH L £,
license esr { classic |[smart }

BX DA

AU R TIHILE

classic ESR7Z T3 v 794V AEHMMILET,

smart ESR A~— IS4 AEHMZLET,

T 7 4V N OEMERMEIZH W FH AL

ATV RE—F EXEC
avy FERE )1)—Xx ETEAR
2.2.0.470 Zoavwy RPREAINE LT,

FEREDAHA RS2

C5921ESR Y7 F 7 = 7 (X CiscoISE V U — A 22 LIRRIZAHE L CWET, 2OV 7 hu =T
ZAEHAREICT DITIZESR 7 A £ U ADRMETY, ESR 7 A £ ADFRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel| # &M L T 72 &0,

EXEC E— R ® CiscoISECLI I< > K .
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B i

mkdir
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Cisco ISE —_R—ZH LT 4 L7 MU ZERRT 521X, EXEC £— KT mkdir 2~ K%

AL £

mkdir directory-name

X DA directory-name

BT 27 4 L7 b U DR, K80 L FDOIEF ¥R — b L
disk:/directory-name % i i L &9,

ATV R FI4NN T ANV NOEERMEITH Y A,

ARV FE—F EXEC
2wy FEE y1y—2 RENE
2.0.0.306 ZDavwry RBREAINE L,

FEREEDHA K54 > disk/directory-nameZfli i L T 7230, AT L7gu & | disk/directory-name % & 8 2 2273 &
LI LTI —RNERINET,

1

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096 May
4096 May
16384 Mar
4096 May
4096 May
Usage for disk:

ise/admin#

06 2010
06 2010
01 2010
06 2010
07 2010

13
13

13
12

filesystem
181067776 bytes total used

19084521472 bytes free

20314165248 bytes available
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nslookup

nslookup .

CiscOISEY— =2 D U E— h T AT LDKRA AT HI21%,. EXECE— KT ndookup

a<wr REFEHRALET,

nslookup {ip-address |hostname}

nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype {query-type} ]

B DEREA

ARV R TIFILE

ip-address VE—hK VAT LD IPv4 72T IPV6 7 R LA, K 64 -
ZHR—FLET,

hostname VE—h VAT ADFRA MMy, K64 TF O T % HR—

name-server RBER—L P —R_—ZHEELET, K64 LFOFER T
9,

querytype VE—h VAT LADIPVA 721X IPV6 7 RL A, HDHWVIIAR.

WEDEET, ZhiZiE. PTR., A, AAAA, SRVD L D 7/
A7bEENE T, KK 16 LFOREETEYHR—FLET,

T 7 4 v N OBEWERMEIZH W TR/ AL

ATV R E—F EXEC

avy FRERE )1)—Xx EENAE
2.0.0.306 SOawy FAREASIE LT,
%11

ise/admin# nslookup 1.2.3.4
Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms

Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found:

3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#

1512

ise/admin# nslookup ipv6.google.com querytype AAAA

Server: 10.106.230.244
Address: 10.106.230.244#53
Non-authoritative answer:

ipv6.google.com canonical name = ipvé6.l.google.com.
ipv6.l.google.com has AAAA address 2404:6800:4007:803::1001
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Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns4.
nameserver = ns3.
nameserver = ns2.
nameserver = nsl.

internet
internet
internet
internet

. EXEC E— K ® CiscoISECLI 37> K

address
address
address

address =

found from:

.com.
google.
.com.
.com
= 216.239.3
= 216.239.34.
= 216.239.36.
216.239.38.

google

google
google

com.

.10

10
10
10

EXEC £— K CiscoISECLIaZ > K|



| EXEC £— K CiscolSECLI 27> K

password .

password

CLL7 17 FD/RAY— REFHT HI21E, EXEC E— RTpassword 2~ > R&ZfEH L E
R

CiscoISE Y U —RZ32 T, Ny =ity #) FI3EES (1) 28 L TRAU— RaERK
T B, BNy I ATy vaits ) ZANTLHIHERSY £, 72L& 20E, abd\l23,
abo\12# D X H 1270 £,

)

(G¥)  CLITA VAP EIFA VAN NVBIEREDNAT — REERT DB, AT —
ROFRBEDXLFEDOBREERNTXFE 1$) 2L NTEEN, ZOXFENRIE-ITMO
VFEOMIZHD &, WA= REIZIFANONETN, CLI~Oa 7 A AMERATE £8
Po

ayy—piu 74 LCCL a~wy R4 %7 ISECD £723 IS0 7 7 A /L& liig7
L2 LI TINEBEETEET, ISOEZEML TR = 2ty M2 FIHIZ, RO
K= A2 P CTHBISILTCWET,  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

T D EREA Enter old password BAED CLI AT — R&E AT LET,
Enter new password HLWCLI XA — REZEASNLET,
Confirm new password HLWCLI XA — REMRLET,
ATV R E—R EXEC
avy FERE Jiy—=x EENE
2.0.0.306 Zoavy RPEAINE LT,
3.2 Ny vaity @) FELIFEEEL () 2R
LTAAT = REERRT 21213, mfl
JAZyvaity () ZANTHLERHY
9, 7-&ZiF, abdl23, aba12# D X 57
D ijqo
451

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#

EXEC E— R ® CiscoISECLI I< > K .
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. patch install

patch install

EXEC £— K CiscoISECLIaZ > K|

patchingall 2~ > RZHEH L TRy FE2A A M=/ T DRI, 2Oy FIfHET DY U —
2 ) —=Rh TR FDOA LA M= LVFEEZBR LT EEN, VY —2 ) — I, BERES
FIENREENTEY, WEIMERHY 7,
BED ) — R TCLINSLT ) r—a DNy F R RLE A A —LT5121%. EXEC
£— FTpatchinstal =~ > FZH L E£7,

patch install patch-bundle repository

)

GE) Cisco ISE S HURBRBRE TIX., Ny F RN RNANTXTO® DI XY J— RTHEIZA VA
h—=LENB LI, BEHER—FNLNERNyF N RKLEASL VA=V LET,
X DERHA install FFY r— g L DOEEDIF Ry KA A R—L L%
patch-bundle Ry F RN RV T 7 AN, K255 LTFOEBT AV HR— b L
repository FELEVRYS VLI Fa A A =L LET, Fk258

ARV R TIFILE

FFE Y R—FLET,

BRANTT 74~ VEH /) —FK (PAN) OHE) 7 = — LA —NR—REEA F—T /I LTWN5D
e, Ny FEA AN TLHANIT 4 B—7 ML TLEE N, BENOTXTO / —
RTCRyF AU APM=ANET LIS, PANOHEBN 7 2 — /LA — =R EE A X —T7 /LI L
3

VY =202y TFEA A P—NLTHLEIZ, RvTFOAL A=V TaRATIL, V7
Mo =T Oy v a il T L IEEanEzRrA, VU =R 20T, Xy TFoA
ARN—IV I T NT2TNTPHANVELEHERAL T, RoF V7 by =7 OEAMEEZ BEIIC
R LE T, patchinstall =~ > RO AFNZHWTIEL, BLFOFIZSHL TS 7Z3 0,

T 7 4 v N OEWERMEIZH W FH AL

ATV R E—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 Toawy REASHE L,

FEREDAHA RS2

TV = a VDREEDNN T N KVvE A A M=V LET,

POy FOENWR=a U ThHhHNyTFoeAf A=V LEIETDHE ROTT— Ay
T—URERENET,

% Patch to be installed is an older version than currently installed version.

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K
patch install .

CLINO Ny F A VA S—=VDAT —H A%l T 2% 61%, Cisco ISE AR —k N Lo
adelog 7 7 A W AZRL T ZE VY,

EENTPAN OBHE) 7 = — LA — R—BENRA R —T N2> TNB L. RO A vE—IN
FrEINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

PAN OHE| 7 = — VI —NN—REZT 4 E—7 M LT, BENOTXTH /) — R TRy F
A VAR=NAMET LA X—T VIR LET,

1

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-0S running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#

EXEC E— R ® CiscoISECLI I< > K .



. patch remove

EXEC £— K CiscoISECLIaZ > K|

patch remove

patchremove 2~ > REZHEH LT/ Ny FE2a— A"y 7T HHIT, EDONy FITfET 2 Y
V=)= TRy FOr—N_"y 7 FIRESRLTIZI, VU —X /7 — N MIiE, #EHER
FHFIENEZENTEY ., WEHMENRHY £7,

TT VI —a OFFED /Ny F R RO R—T 3 U EHIRT 5 I21E, EXECE— KT patch
remove 2~ R&EfEfA LET,

patch [ remove {application_name| version} ]

)

(GE)  Cisco ISE W EURBABREE CTlX, HHER—FNANONyF N RVERIBRT D L, B2

J— R b BEIRIZ Sy FAHIBRSE T,

B DR

i
&

aAvY R FI4ILE

remove TV — g OFRED /Ny F R RAADONR— g o & HIR
VR,

application_name Ry FRHIBRENLT U r—= 3 v O4T, K255 LFOH
PR—FLET,

version HIBRS D Ry F R— 3 Vf T, K255 LTFO5E T2 V73
F9,

EHNTTY 74~ V& —F (PAN) OHBEN 7 = — VA —N—FEEZA RF—7 LTS
WAL, Ny FERHIRTARNCT 4 B—7 M L TLEE W, RNy FOHIBRMNZET LZb.
PAN DH#EN 7 = — VA —N—RELE A X —T NIRRT ENTEET,

77 4V FOEEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA KSA4 Y

AVAR=ALEINTHROSNYyFERIRLES ET258 ROTT— Ay b=V REREINE
R

% Patch is not installed
JEBANTPAN O HEN Y = — /LA — =R ENA X —T W75 TW0H L RO A v E—UNR
KREINET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K
patch remove .

511

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

151 2

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

% Patch is not installed
ise/admin#

EXEC E— R ® CiscoISECLI I< > K .



. permit rootaccess

EXEC £— K CiscoISECLIaZ > K|

permit rootaccess

Cisco ISE CLI D /b— KMZT 7 &% A9 5121, EXEC E— K C permit rootaccess = ~ > K % {i#
LET,

permit rootaccess

)

CE) Fr Lo I/VARVAZEETHIZIE, TACAF—AZAD—EE LTFvy LY h—r VERE

EETIHIVLERSY £9, 20 TAC 77— AT 15 B ORERTT, 15 53UNICF v Lo/
VAR AGZAG Lo oA, BEREFERETHILNERDHY £9, TACHHXITH -
=R T 7 R]AX, V= FLR_XLDT I HRAEKTTHE, TYLUV/LARS AT vE
AL oTry 7 &N,

BXDEREA

aAvU R FI4ILE

Zoawry Rk, F—U—FBXO8EIEH D A,

77 4 FOBIEREIZH Y EE A,

ARURE—F EXEC

avy FER Jyy—= EEAR
2.7.0.349 Zoawr FREAINE L
151
W DFIIE., Cisco ISECLI D/L— MIT 7 v 2+ 5 HFEEZ R LTWET,
ise/admin##

ise/admin# permit rootaccess
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt ittt ittt eeneeneenenns

Challenge String (Please copy everything between the asterisk lines exclusively):
LR R R R R R R R R i e R e R S i S S

LR R R R R R R R R i R R i R I R I R e I i I I S i S

Starting background timer of 15mins
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit

Enter CLI Option:

Response Signature Verified successfully !

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K
permit rootaccess .

Granting shell access

sh-4.2# 1s
2 .4backup config CT_Deme_Test Rpm
ct_rolling.txt lost+found threadHeapDumpGntr.sh
backup_anc-2.7.0-115.jar corefiles CT_engine-2.7.0-1.0.x86_64.rpm
err.out prrt-server.log tomcat-process-log.txt

backup_guestaccess-upgrade-2.7.0-115.jar corestacks.txt ct persistent.txt
Heap dump20190705 libciscosafec.so0.4.0.1 Thread dump 2019-07-05-19:07:30

sh-4.2# exit

exit

Root shell exited

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit
Enter CLI Option:
3
R R Rk I I h b b b b b b b b b b h h E b b b b bk i i
SN No : 1

R R IRk I I h b b b b b b b b b I b b h E b b b b b b i

Challenge

generated at 2019 06-12 15:40:01.000

R R IRk I kb b b b b b b b b b b h h b b b b ki

SN No : 2

R R IRk I I I h I b b I b b b b b E b h 2E b b b b bk i

Challenge

generated at 2019 06-12 l5 43:31.000
1 Generate Challenge Token Request
2 Enter Challenge Response for Root Access
3. Show History
4 Exit
Enter CLI Option:
4
Exiting........... ...
ise/admin#

EXEC E— R ® CiscoISECLI I< > K .



EXEC £— K CiscoISECLIaZ > K|

B ving

ping

UE— MU RAT N EDHEARN IPvA Ry b U — 7 P22 W1 5 121X, EXEC *£— KT ping
a~wy REFERLET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

EXDiiHA ip-address PING 2 FE(TT AL AT LADIPT RL A, K32 LFOEMTF4%
NLET,
hostname PING 2 F4TT B L AT LADFA M, BRI LFEOEKT 45 Y
LFET,
df LE) . Xy N 737 A7 — 3 BT AEE,
df Ry N TS AT — g UEBRIETAEAE. e 11

O —H NIy 2T T 7 A T AEEI32. DFERE LY
X3 ICHEELET,

packetsize (fFE) . PING N7y hOHA X,

packetsize PING /X7 v R DY A X% 0~ 65507 OFFHTHRE L T,
pingcount (&) ., PING —a—ZRDH,

pingcount PING = 2 —ZRO¥ A 1 ~ 10 OFPHTHHEL £,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDHA KS4 > pinga~r FiE, ma—ZRATy a7 FLRIZEE L UREZRFHE T, pingHiE, 78
A R ASDASADERME, ANADEIE, KA MIBERRENE 9 AT 2 DITRLBL £,

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2

PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K

ping6 .

ping6

UE— MY AT L EDIKRHRIPV6 % v b U — 7 $f5i 2274 512i%. EXEC & — K T ping6
g~y REMALET, Ziuk, IPvdping 2~ REFEBILTWET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}]

-3 qOE L); ip-address PING ZFEITT DV AT LDIPT KL A, HK 64 LFDHH
FLET,
GigabitEthernet EE) « A=V Ry A F—TxA A,
03 A —FFy b A —T o ABFRLET,
packetsize (&) . PING "7y hOHA X,
packetsize PING /X7 v R DY A X% 0~ 65507 OFEIFHTHRE L T,
pingcount ({£E) ., PING —a—ZRDH,
pingcount PING = 2 —ZRO¥ A 1 ~ 10 OHPHTHREL £,

ATV R FI4NN T ANV NOEERMEITH Y A,

ARV FE—F EXEC

avy FERE )1)—= EENE
2.0.0.306 Zoawy RBREAINE LT,

EELOHA K545 pingd o~ Fit, Ta—30R A7y M7 FLAICKERE L OS5 ET. ping 1T
RARASO/RAOEFENE, /SADIBIE, KA MIBFERTRED E 9 M EFHET 5 Dl q&i%i
j—o

pingé =~ > RiE, BEfFO ping 2~ RIZHEEIL TWET, pingé =~ > Rik, IPv4 D37 v
NIRRT (plng:“\?/]\fﬂﬂﬂéﬂfb\é df) A7 v a vz AR—hFLER
AW, FEETA V=T =2 A AR ETEET, A F—T=A XA F T aid, LA
B—=T 2 A AFEDOT FLATHDHY I/ ma—HN 7 FLRALDE HERICEKLDL E T,
packetsize 473 3 > & pingcount 47 > 3 i, ping 2~ ROEE & RERICHEEE L 97,

511

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=2 ttl=64 time=0.070 ms

EXEC E— R ® CiscoISECLI I< > K .



EXEC £— K CiscoISECLIaZ > K|

. ping6

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

512

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from

3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K

reload .

reload
Zoawy RiZit, ¥F—U—FBIXOSEILIH Y F¥ A, CiscolSE A XL —FT 4 T AT
L&Y 7 — 4221, EXECE— FCrdoad 2~ F&EHEHALET,
reload [cli]
X DA cli FE L 72D Confd 7 2 A2 FHiEE) L, HH S 472l C CLI:
l/\ijqo
ATV RTFI4NN T ANV NOBERMEITH Y FEA,
ARURE—F EXEC
avy FERE Jy—x EEAE
2.0.0.306 Ioavwr RREAINE L,
3.2 cli BEmEAINE LT,

FEHEDAHA KSq4y rdoada~y NP AT 22V 7 —FLET, a7 Xalb—2a U ERET 7 A /VITAT
L. CLITKEHRAZ = T v 7 a7 4 Fal—va Aldf7ar7Fal—va %
PRIF LT T, rdoad 2~ R&EHA L E T, CiscolSEEHR—X /LT v g THRELZRT
LET,
reload =~ > K& FEITT AN, CiscolSER, Ny 7T w7 i, £ VA b=, Tv7T7
L— R, ETHIBRREE EITHR ClhanZ L 2 MGE LE 9, £, application stopise =~ >
R%594T L T CiscoISE 7t 2 &1k LE4, % T, reoad =~ F&FFTLET,

Cisco ISE B 2 B DEMEE T TWARIZ rdload 2~ REFEITTH L. IROWT D
HEA = NERRENET,

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHEDOWTNNOEENRREINTZHE, Ve — MU EHITT 510 Yes E AL, Fv
N TBIZIE N E A LET,

reload =~ > NOMEHRFCMO T BB ANFIT SN TWRWES, ELFRRSNEE A v
—VITE T T Yes EAN LG AT, ROEMIISET 2888 H Y £,

Do you want to save the current configuration?

BEFED Cisco ISE R EHIRGFT D10 Yes EANT DL, RORA v E—URERENET,

Saved the running configuration to startup successfully

BEANTHE 7 2 — VA — =B X =T NI o> TND L, ROELERX v v—UNEREN
i‘é‘o

EXEC E— R ® CiscoISECLI I< > K .



. reload

EXEC £— K CiscoISECLIaZ > K|

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

BATTAHEEIE Tyl . Frvorwrt3881% In) EAHLET,

Cisco ISE 3.1 LLHiTD U VU — AT, #H LV NIC #— K% Cisco ISE \ZBMT 5 72 & O#pfE%E 5
179 % &, running-config}s X ONZF DM DY) /e <> RO EEBIRICERS S, BENKBELIN
F9, CiscolSE U J—232 TiX., rdoadcli @~ FZ AJJ LT CiscolSECLI %# ) @ — 3"
HRENRH Y 9, WIZ, HLBIEN7 NIC & — FORE#HA running-config 72 F BT 5
IR RS NET,

)

GE)  rdoadcli 2~ F&FE{T4 5 &, CiscoISE CLI — v ARSIt & nE 4,

511

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#

i 2

ise/iseadminfreload cli
SWARNING: : The Cisco ISE CLI will restart now and will be unavailable for a few minutes.

Do you want to continue (yes/no) [no] ?yes
Connection to ise closed.

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K

reset-config

AU R TIFIbE

reset-config .

IP7 FLVA, A7 = UxA, BRA M, FAA %4, DNS —rs3— NTP #—/3—
72F. ADE-OS %y hU—27 a7 4Xalb—var% )ty b 5121E, EXECE— KT
resst-configz~ > REMHLET, ZNHDONRT A =2 L, REFHZERINDGNNTA—F L
EARICFE LT, BHEX., ZOCLIMOEHRENSAV— RZEREINDZ LIEHY £
No Flo, ZOa~<y RIZBED ISEREE2ITEET—4% %2Vt N LEHA, application
reset-config 2~ R&EMIHL T, ZNHDX AT ZF[TTEHNHTY,

reset-config

T 7 4 v N OEMEREIZSH W FH AL

aTURE—F EXEC
avy FERE )1)—Xx TEAR
2.2.0.470 Zoavwy RPREAINE LT,

FEREDAHA RS2

FETRIZT N TOY—EARHEB S ET,

N

GE)  ARAMBEEHT DL, HOWHRRA MEHEH L TOLREAENEDN /2D £9, FLVLARR b

HEFBHLTODH LW E CBAGEAEN AR S L, HTTPS/EAP TEHINET, 20/ —
RT CA BN EEHEAFEHT25HE. ELWEAR MOARESNTZH LWVGEHELY 1 o~
A—=hrLET, £/, 2O/ —FNAD KAA L O—THLEE. FITTDHIIC, AD A
Ney TEHIBR L E T,

EXEC E— R ® CiscoISECLI I< > K .



EXEC £— K CiscoISECLIaZ > K|

. restore
restore
AT ADLEION Y 7T T EETET 521, EXEC E— FCrestore 2~ > R&HH L *
4, 1ETHEEI Cisco ISE 38 L U8 Cisco ADE OS B DT —# 1 t L £,
CiscoISE 7 7'V /r—3 3 & Cisco ADEOS |23 57— % #Hcd HIciL, koa~wr Rx
AL ET,
restore[ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]
restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}
include-adeos]
EX DA filename VRY RVIHHET DN I T v T 77 ANDT 7 A V4, 12
TORBFTHRELET,
GE) 77 A N DRIZ, targpg &\ D PRIRT-Z AT D 448
D E£7 (myfiletar.gpg 72 &) .
repository repository < > K,

repository-name

Ny 7Ty Tw2EITHIVRY U OARL, 120 05 F TTHE L

encryption-key

(ER) « Ny 7 v 72l d 22— P—EROK T —zh

‘d—O

hash RNy 2Ty FEERT BIHDONY v 2 SPEHEF—, 7
feanie (hyvafbsni) B LS —ZfEE L ET, 40305
fRELET,

plain RNy 2T v 7e@RAHIDDOT L= T XA FOREFF—, f

b ESN =T L—r T F 2 MO Ly —Z2fELE T, 153
THELET,

encryption-key-name

hash | plain JE:U TS —ZfEE L £7,

include-adeos

ADE-OSRET —EZ NN 7T v FIHFIETDHEE. NI T

L. CiscolSE%# U 77— LET

BENTT 74~V EH /) — K (PAN) OHBI 7 2 — /A —R—REEZ A X —7 ML TW5

LA, Ny T v 7 EETTARNC
=5,

ATV R FI4ILE T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC

. EXEC E— K ® CiscoISECLI 37> K

REZT A=W LTLLES, HIENTETL

PAN DH#EN 7 = — VA —N—FREE A RF—T NIRRT I ENTEET,



| EXEC £— K CiscolSECLI 27> K

Ry o7y Thibo CiscolSEREF—s 0w |

avy RERE

EREDAARZA4

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

Cisco ISE T restore 2~ RZfEH 35 &, CiscoISE — "—NHEHICHEE LE I,
F—HOETCNHE T, BEeF—134 7 a T, BEX—2fE LR LRIy 7
T o7 OETLEVR— T A0, BFEX—7 L Trestore 2~ R&EMHTE $9,
EEINTPAN O HEN 7 = — VA — N—BERA Z—T N2 TNB E, RO A vE—IN
FrEINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

\}

GE)

Release 1.2 TIEV AR — FXNEH A,

Cisco ISE Release 1.0 38 X O Cisco ISE Release 1.0 MR DX 7 7w 7 235 D1EITIE. Cisco ISE

\}

GE)

l/\i—é‘o

CiscoISE U U —R 1413V V=R 12VUBETRE LIy 7 T v 7o 0ETE YR — K LT

INYD T THhE50 CiscoISEERET—42 NDIETT

Ny 7T T DB Cisco ISERET — ¥ ZHILT 521X, koa~v L RafHLET,
restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablabl2

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.
- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/67, GuestUpgradeService(l1.2.1.146)... Done in 43 seconds.
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- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/67, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.

- Data upgrade step 11/67, NetworkAccessUpgrade (1.3.0.200)... Done in 0 seconds.

- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 15/67, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/67, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/67, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)... ...Done in 236 seconds.
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)... Done in 2 seconds.

- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)... Done in 1 seconds.

- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/67, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)... Done in 16 seconds.

- Data upgrade step 33/67, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/67, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(l1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/67, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/67, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/67, NSFUpgradeService(l1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/67, NetworkAccessUpgrade(1.3.0.561)... Done in 3 seconds.

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)... Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(l1.3.0.615)... Done in 0 seconds.
- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.
- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...
................................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.

- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.

- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.

- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.
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- Data upgrade step 66/67,
Data upgrade step 67/67,

seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
ISE Identity

INY STy TH 5D Cisco ISEBIET— 2 DET

CertMgmtUpgradeService (1.3.0.727) ... Do
ProvisioningUpgradeService (1.3.105.181)

3: Running ISE configuration data upgrade for node sp

progress: Restoring logs...75% completed
progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ne in 0 seconds.
.Done in 103

ecific data...

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

~ O ~ - — P —
INY D Ty Thvib®d Cisco ISE ENET—2 DIETT
Ny 77 v 7DD Cisco ISEEMET — X 2G0T 2121%, ROa~y REMHLET,
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plainlablabl2

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed

% restore in progress: Extracting backup data...50% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed
checking for upgrade

Starting M&T DB upgrade

ISE Database processes already running, PID: 30124

ISE M&T Session Database is already running, PID: 484

Starting ISE Profiler DB...

Starting ISE Application Server...

ISE M&T Log Processor is already running, PID: 837

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed

ise/admin#
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B <v97 97550 ciscoISE &EF—4 & &£ U Cisco ADE 0S F— % DT

INY DTy ThhB5D CiscolSEERTET—4 H K U CiscoADEOS T— 42 D

&x

Cisco ISE ADE OS 7 —# % & ¥¢ Cisco ISE X ET — ¥ # it T H12i1%, kOa~> REFEHL

i‘@_o

restor e mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key plain Mykey123

include-adeos

1

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos

Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore.

oe°

Warning:

restore
restore
restore
restore
restore
restore
restore
restore
restore
restore
Broadcast

A0 A0 d° AP d° d° O OO o° oP

ise/admin#

in
in
in
in
in
in
in
in
in
in

Please wait...
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed

Updating Database metadata...70% completed
Restoring logs...75% completed

Performing ISE Database synchup...80% completed
Completing Restore...100% completed

message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
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rmdir

rmdir .

BEfEOF 4 L7 MU ZHIRT A121Z. EXEC E— R T rmdir =~ REFEHLET,

rmdir directory-name

BX DA

R

AR FIALE

directory-name T4 V27 M4, 80 LF-FETORKTFTTHELET,

77 4N FOBERLEIZH Y EE A,

AT RE—F EXEC

av Y FERE )1y —= EEAR
2.0.0.306 Toawry RBREAINE L,
51

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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screen-length

BEDE v ¥ g o COBIEDSGR B H O T Z 5K ET 121X, EXECE— R Cscreen-length =
~U REEHLET,

screen-length integer

B DEREA

AU RTIAIE

length BUEDMARBHEZHRK R T D, SUEDE v a »OITEZBRE L s

integer B OITE, B2 MEIL0 ~ 511 T, 0 23 EETH &, H
TO—RHEIELNT 4 B—T ) 17,

HAEDWMEBEICE TS, HEDOE Y 3 v DOF 7 44 FOITIE 24 T3,

AT RE—F EXEC
avy FERE )1y—= LEEHNE
3.2 Zoawy RpREAINE LT,

FREDHA K514

AT M length OIEZMEH L C, BEE @O M IR —RpE kT2 2 A4 I U 72 RELE
T, BEhe &L o ~ 511 T,

1

ise/admin# screen-length 24
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screen-width .

screen-width

BHEDE v a » TOBREOEKREEDOITEEZHET 5I121%. EXEC £— KT screen-width =
~  REHFEALET,

screen-width integer

B DEREA

AU RTIAIE

width HAEDWEKBEICETRT D, HEOE Y a L O EHRT
integer B O, 77 4/ MEIZ0 T, & RIS LET.

PHIZ 0 ~ 511 T,

77 4V MEIX 0 T, 2WEFE RIS L E T,

AT RE—F EXEC
avy FERE )1y—= LTEHNE
3.2 Zoawy RpREAINE LT,

FREDHA K514

Y AT A length OEZ M LT, M O HARHE —FHEIET 57 4 I 72 REL %
ED

1

ise/admin# screen-width 124
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B s
ssh
VE— VAT LEDOR LSzt Yy v a U EBMGT 5121E, EXECE— R Tssh 2w R
ZREMLET,
Y
(B BHEHEEZER—V-RNZoa~vr FEATxET
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1| 2}]
ssh delete host {ip-address | hosthame}
BX DA ip-address UE— F 2T LD IPVA/IPV6 7 R L Zfg K 64 SCFDHEBF %Y
L%,
hostname UE—b VAT LDRA MM, 64 LTFETOFRBFTHELE
username SSHZ N LT Ay L TWnWba—F —Da—HF—4,
port UEE) . VE— P HR FOFE— FEEERLET,
port number R— FOFERIEFAIL 0 ~ 65,535 T, T 7/ b R"— FE 22
version (EE) « N—=VarFEanrLET,

version number

SSHRX—=V g vFE1EBLO2, 74/ D SSH A=V 3 V]
T,

delete FEDKRANDSSH 7 4 > H—7V v MEHIBRLET,

host BRA R F=DHIRENDVE—F AT LDEKRA M,

ip-address UE—h AT ADIPVAIPV6 7 K L Af K 64 LFDOHET %Y
LET,

hostname UE—F VAT LORR M, K64 LFOIRE T2 B AR— b L

ARVRTFIFLE TAETN

ARV FE—F EXEC
av Y REE )1y—2 KRENE
2.0.0.306 Zoavwry RPREAINE L,
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ssh .

BRLOAA ES4 > shavy Rk, SAFANLHO Y T k¥ AT AE T — S0, BB S
B AT LE T, SSHY 5472 M, BABLUOREICL Y . e ¥ a7 %y hU—
U LT F 2T RBERTEET,

\)

GE¥)  CiscolISE %, FIPS E— RAVISE THZNI 2> TWRWEA T, FIPS £— K TH¥IESSH £ 7=
% SFTP ¥kt & B4t L £ 9, ISE &i@fE59 5 UE— b SSH F 7% SFTP ¥ —/3—73 FIPS 140-2
RS LT NN T AAEBFHFRAILTCNWDZ E MR LET,

CiscoISE T, HFHAIAFD FIPS 140-2 DRRAEF ARE LT Y = — - RMEH W $E9, FIPS
AT TAT U ADEROFEMIZ OV T, [FIPS Compliance Letter] ZZM L T 72& 0,

511

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

512

ise/admin# ssh delete host ise
ise/admin#
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. tech

tech

EXEC £— K CiscoISECLIaZ > K|

BRIy NV A B2 —T =2 A LD NT T 4 v I BF LTI DHIT0E, EXECE—RT

tech 2z~ FEEHLET,

BX DA dumptcp

TCP Ry r—kayy — U x2 7 LT,

interface-number

FHEY A=V Ry b A F =T =2 A ZADFS (0~3) ,

count

RR AN r—VBERELES, 7740 M) T (IR

package-count

1 ~ 10000 ZH¥HA~—FLET,

interface

B =T 2 AZERELET

console

MIFRFREZR TCP Xy haa vy — LW LT

filter

TCP N7 "IN T A NEZ Y T T harT oY ERELET

time-limit

FERIC S W TCa~r ROFETEHRIBLET, T 740 MESA

filename

XY 7Ty LIZTCP R » NEINT D7 7 A VOLRITERE L

localdisk

77 A NVHREMEE N,/ — Ko disk:/dumptep/ (ZHRFESILET

file-size

BT D577 ANDOY A X MB B THRELET, 741
I0MB, fxKTI0OMB 720 £F (T4 A7 E7X VAT FIL
DEEDI)

no-of-files

BT D7 7 ANBERELES, 774/ ME1TT,

repository

ERENTZT 7 ANVERGET 2B e fiE LET,

iostat

3B HT- 0 OFRAPEEE  (CPU) OREHERB LT A 2 &
TarOANHOEEER Y2 Y — i 7 LET, Linux O
a<wy REZBLTIEIN,

iotop

ISE / — R EO7T ot RxZ LI\CIEME: /O fEAREIRUL L ET,

killgdb

ProcessID IZF:SW T GDB 72 2 Z38HI& T LET

mpstat

aryy—VIEESNL T ety PEEERE LY T LET, L
mpstat 2 v > RZZH LT 7Z S0,

netstat

3BTV DI —NMIEEEND Ry U — 7 EEE#R & #
F9, Linux @ netstat 2~ REZSHEL T 72X,
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tech .

top FIFHDOVRATFADEAFI v IR Y TIAHA L Ea—kH
To Ny FEF-RFTSHITLIZETINET, Linux O top °
BTSN,

vmstat 3BTV DORAEY, TrtRER—V 0 v ) — A
9, Linux @ vmstat 2~ REZSH L T 7ZE0,

ARYRTFIALE TAETT
ITURE—F EXEC
avr FERE =2 EEAR
2.0.0.306 Zoavy KEEASHE L,

FREDHA KS14 Y

tech dumptcp @ /7 C bad UDP cksum D& 23 FR S2546 . BIEOIRK TIERWGE R &
V¥, techdumptep=~ > Nk, A —h x>y h~A a7ty H 20 LTHRTTHHIIC,
WGy NERNET, O —YV Ry N TF o TEIRE Ty hOF = 7 H LEFHEL
FTH, ANV —T 4T VAT LA YT NI 2T DAZ y JIFFATLEEA, LIRS T,
BIEXTw 3 badUDPcksum & LTES SND Z EIFRFTIEHY A,

CiscoISE U U — A 3.0 LI, techdumptcp =2~ > RIZITfEHATRE/R A X —T = A AL LTI
DATvarhdHET,

* br-<..>

* docker0

* GigabitEthernet0 (I3 J OMEH] A RE 72 555 13 fth 0> GigabitEthernet 1 > % — 7 = A )

*lo

* veth<...>

511

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6),
length: 200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#
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. tech

15l 2
ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: Suser %nice %system %iowait $%$steal %idle

7.26 0.73 4.27 0.77 0.00 86.97
Device: tps Blk_read/s Blk _wrtn/s Blk _read  Blk_wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sda2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#
151 3
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Suser Snice $sys %$iowait Sirg $soft S%steal %idle
intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49
ise/admin#

EXEC E— K ® CiscoISECLI 37> K
Illlﬂﬂlll



| EXEC £— K CiscolSECLI 27> K

terminal .

terminal
BEDOYE vy 3 vV OBREDERRICER SNDURO X A4 72 faET 521X, EXEC £— R T
terminal =<2 R&EHEHLET,
terminal
EXDiiHA type WARDAHRTE XA TEER L, TOV—ERADHX A T H A
WD RRrI T — g VEFFTLET, 80 LFEFE TOH
L/iTO
avY R Fo4 VIO
ARURE—F EXEC
av Y FER )1)—X TEAR
2.0.0.306 ooy RREASHE LY,
3.2 vy ROVEET S AU, %K terminal-type 731

A—FrEh<ivELE

FEHEDHA KS4> VTI00 LSOEEI, kY A T 2R LET,
show terminal =~ > K& LT, MiRKZ A FICET HERERRTHIEHTEET,

il

ise/admin# terminal vt220
ise/admin#
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. traceroute

traceroute
Ny RRSHEOT RUAZERFIND & ZICEREICHE DLV — M AT 512iE, EXECE—
K C traceroute =~ > R&fEH L £,
traceroute [ip-address | hostname]
BX DA ip-address UE—K VAT LADIPVAT KU A, K64 LT OB T % Y7
iﬁ_o
hostname UE— b Y RT ADRA M, Rk 64 TFOIETE Y H— b L
ATVRFEIFIR T 7N NOEEREITH Y EEA,
avURE—F EXEC
avy FER Jyy—= FERE
2.0.0.306 Zoavy RRNEAINE LT,
5l

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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undebug .

undebug

TNy JRERE A 29 521X, EXEC £— R Tundebug 2~ > RZHH L F9,

undebug [ all | application | backup-restore| cdp | config | copy | locks| logging | snmp | system |
transfer | user | utils]

X DERA all FTRCOFAR T2 F 42— LET

application I v Ay T A,
call: IRTOT SV r—2a o7y 7N ET 41
i‘d‘o
einstall : 77U r—a DA VA =L DT Ny T
TN LET,
soperation : 77U —a VEMEOT RNy T ET 1
Liﬁ—o
euninstall : 77UV 7 —> a9 DT A VA R—)LDT s
T 4= N LET,

backup-restore Tr7ANENRN I T v 7TBLIOETLLET,
call : N 77 v TBIOEILT, TXTOT Ny 7]
T LET,

sbackup : Ny 7 T v TEBIWEILT, Nv I T v T DT
BT 4= LET,

e backup-logs : Ny 7 7 v TEBIWMETLT, Ny T v
RNy THDET 4 —7 M LET,

s history : N 77 v B IOEILT, BEOT Ny 7 H7)

T LET,
erestore : N 7 T v 7B IOMETL T, BT Ny A
TN LET,
cdp Cisco Discovery Protocol (CDP) 2> 7 4 ¥ al— 3 77

s all : T7XTD Cisco Discovery Protocol 227 4 F = L —:
RNy THD%ET 4 v—7 M LET,

« config : Cisco Discovery Protocol D27 4 F 2 L—3/ 3 .
TN ET 4 B—T M LET,

« infra : Cisco Discovery Protocol DA > 7 F A NTF 7 F %0
HhET 42— M LET,

EXEC E— R ® CiscoISECLI I< > K .



EXEC £— K CiscoISECLIaZ > K|

. undebug

config a7 4F=2lb—vary ZrAI,

call : TRTCOIL T 4 Falb—varOTF Ny THITET 4
M LET,

sbackup : N/ T v a7 4 FXal—valrDT NNy}
Fae—T M LET,

eclock: 7y 7 a7 4 Xal—arOTF Ny T HH%ES
T LET,

cinfra: I 7 A X2l —a L AV TTANTTF DT/
HeT 42— M LET,

ekron: A R AFVa2a—F a7 4FXFal—2a DT,
Hhzas 48— c LET,

enetwork : X hU—27 a7 4 X2l —Ta DTy
F4E—T NI LET,

srepository : YARY hY a7 4 Falb— g DTy 7
F 4= NI LET,

eservice : Y—E R a7 4 X2l —arOF Ny TH 7
=7z LET,

copy atr’— a<v K,

locks VYy—AnyF o,

call : TRTCHOYV Y =R vX L ITOT RNy THIZT -
L/ij—o

ofile: 77 ANV X TOT NNy THNET 4 =T 11T L

logging aXyy ary4Xal—yvary 7rA),

all: BX LT a7 4 X2 L—2a DT RTOTF NNy 7T
?_7\/141 L/jzﬁ—o

snmp SNMP 2> 7 4 X2l — a3y 774/,

all : SNMP 2> 7 4 Fal—3a DT _RTOF Ny FHH%ES
T LET,

. EXEC E— K ® CiscoISECLI 37> K I



| EXEC £— K CiscolSECLI 27> K

undebug .

system VAT AN T A,
call: TRTCDOVAT LT 7 ANDT Ny THN%ET (&
£
cid: VAT AIDDOT ANy TN ET 4 =7V LES
cinfo : Y AT LMEFROT Ny TN ET 4 B—T T LS
cinit : VAT AOEULDOT Ny SN BT 4 B—T NS

transfer 7 7 A JVERIE,

user Z—YP—DEH,
call : TARTCOA—Y—EFHOT Ny W NET 1 E—7
D
« password-policy : /XA T — KR Y > —Da—HF—F D
NheT 42— LET,

utils a—FT 4T 4 a7 4Xal—ary T A,

all : TR_RCO2—T 4 VT 4 a7 4Falb—2aOF N
F4v—T Mz LET,

ATV R FI4NN T ANV NOBEBERMHEITH Y A,

ARV FE—F EXEC

2wy REE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,
1

ise/admin# undebug all
ise/admin#

EXEC E— R ® CiscoISECLI I< > K .



EXEC £— K CiscoISECLIaZ > K|

. who

who
BEO—HF—D3MEF T 5I121%. EXECE— RTwho=2~v> FEHHLET,
who

X DERA Zoavwy Ridid, F—U—FBXOSEIIHY T A,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
32 Toavwy RPEAINE L,

ERAEDAA FSS RL

1
RIZ, who =~ RO B ZR L £,

ise/admin# who
Session User Context From Proto Date Mode
*188 admin cli XX.XXX.XXX.XX ssh 17:05:50 operational

. EXEC E— K ® CiscoISECLI 37> K
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