|
LRI

=)

WD 79 Tik, CiscolSEMEZ TR — T E572DICAL v FBIRIAS YL A2 b
o —F CHERERIZOWTHBLET,

o« AA v F TOREARE Web FREEOH R— FOERIE 2 —)

«RFLRADIUS T oV 7 arHou—hnra—P—Z L X2 T —RKDEFHE 22—

D)
ST HI LT 4 T DEALNRE T OIERENEZARGET 728D NTP — N —E
2 ~=—2)

cAAABEREZ AN T Ha~wr R 23—Y)

o« ZAA v F LD RADIUS —R—D&E (3 1—)

* RADIUS B A A (CoA) ZWHET HAA v FOHFME 4 2—)

¢« AA v FR—=FTDTNA AT vF 7L DHCP AX—E 7O (4 ~—2)
o A4 v F A= 802.1X K— FR—2ADFFEDOH ML (5 X—)

o 7 U T 4 WIVIRERIED EAP OFEZME (5 =2—)

s UMD NUBIEEMEH L7z AAA BEROAR Y Y 7 (58—)

o W AIRRBIC IS < VLAN OEF+H (5 3—)

s AAf v FTOu—hN (F7HNF) TI7E8AYAF (ACL) OEFH (63—)
+802.IX BLOMAB DAA v F R—haHIZT D (75—)

e IDR—ZDFy T —7H—ERZESNTR2IX AN THa~wr B (94—2)
«EPM =¥ 7 OAWME (10 X—)

*SNMP F 7 v 7 %25 T 570D AL v FOEME (11 =)

e AA v F ETOTu T AU H SNMP V3 7 U OARME (11 ~<—3)

« I T 7 A FIZEANEETREICTH720D MACHE b7 v 7OAERME (11 ~—)
« A vF ETORADIUS 7 A RAH A LT FOERE (123—)

ciOSHY TV A DT rbEYa=r THOUAY LAY ha—F0ORE (125—)
* MDM & OF EEAME 2R T 57200 T A YL A2y ha—7 TO ACL OFE (13
_—3)




B < o7comewe ZEOY K- FOBEDIL

AA Y FTHDE —% Web nnL.\niEd)-U-'_r\ I\o)ﬁ&'z)],“:

FIFREO URL Y XA L7 a7 abeya =77 E, CiscolSE fDIEAE Web SRS FE
FNZT DI, kD a~<y Ra AL v FOBKICEDET,

ip classless
ip route 0.0.0.0 0.0.0.0 10.1.2.3

ip http server

! Must enable HTTP/HTTPS for URL-redirection on port 80/443

ip http secure-server

KERADIUS FS U U aVvAODO—AILA—T—4£
ENRAT—KFDESE

ALy FBRIOFy NV =27 ©7 A2 O RADIUS —3—TdH % 5D & 9 |Z Cisco ISE / —
REBET LI, kOavr FEALLET,

username test-radius password 0 abcdel23

QJETAOVTA2TDEA LRV TDEREEZR
Gl =D NTP H—/\—EXE

WDa< FuEAT LT, CiscolSE THRELZHD EE U NTP —_—% A A vF FIZHEE
LTCNWDZ EEERLET,

ntp server <IP address>|<domain name>

AAA BEEEX BT ST K

wmxkivmm3?ﬁ%%@k AA v F & CiscoISE & DT F X F 72 AAABERERZH XD
29 B2, AA v F EThkoOa<wr FE AN LET,

aaa new-model
! Creates an 802.1X port-based authentication method list

aaa authentication dotlx default group radius
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! Required for VLAN/ACL assignment

aaa authorization network default group radius

! Authentication & authorization for webauth transactions

aaa authorization auth-proxy default group radius

! Enables accounting for 802.1X and MAB authentications

aaa accounting dotlx default start-stop group radius
!

aaa session-id common

!

aaa accounting update periodic 5
! Update AAA accounting information periodically every 5 minutes

aaa accounting system default start-stop group radius

24 v F_E® RADIUS H—/\—DETFE

CiscoISE &V HY L, RADIUS V—A H— =L LTEIET D L5 AL v FERETDHIC
X, Roa~ FEATTLET,

fadius—server <ISE Name>

! ISE Name is the name of the ISE PSN

address ipv4 <ip address> auth-port 1812 acct-port 1813

! IP address is the address of the PSN. This example uses the standard RADIUS ports.
key <passwd>

! passwd is the secret password confiugured in Cisco ISE

exit

)

GE)  BEIOFAITEETRI0ROT v FERERH A% E L, Active Directory % #EIZfE 3% RADIUS

ZORICH LT, K RWVISERHZRMET L Z L 2R LT,




B reowszazE (con) EmETZRA v FOEMIE

RADIUS ;2R %5 (CoA) ZUNEFT HRXA v FDAFE

AA > F M Cisco ISE T RADIUS CoA OENE & BIE T 5 R AT v #EEZ MU MBI CX 5 X )

ICREZIRET DIIE, koa~r R A LET,

aaa server radius dynamic-author client <Ise-1r> server-key 0 abcde123

\}

=)

AA Y FiR—

¢ Cisco ISE Tli%. RFC ® CoA 5 7 /b ks i"— bk 3799 (2% L., A~— k 1700 (Cisco IOS

V7 =T OTF T xR R LET, BEAFO Cisco Secure ACS 5.x +—H—

170D ACS DFEHED—# & LT CoA ZMH LTV AHA, T TIZZhER— b 3799 |23

ELTWDAREMERH D £3,

s AR —IT, Xy FT—T T3 ADBIIFIZ CiscoISE TRELT-ZHLD LR LU TH DM

EHRHY, IPT FLAIZPSNIP 7 RLATHILIULENDH Y £9°,

FTDTNARA LT YF T EDHCPA X —

U DOFMIE

X2 VT ¢ ICBET B CiscoISE DA 7L 3 UHERE R IRt X A L H 12T AI12i1E, kD a~
VREANTAHEZLIZL AT, AL v TFR—FDFAF I v 7 ACLNTOIPEHIZEL T,
FNRAZARNTFvF 7 E DHCP AX—V 2 7528 LE T,

! Optional
ip dhcp snooping

! Required!

! Configure Device Tracking Policy!device-tracking policy <DT POLICY NAME>NO
protocol ndp tracking enable

! Bind it to interface!interface <interface id>device-tracking
attach-policy<DT POLICY NAME>

RADIUS 7 H 7 > 4 > 27 TlE. DHCP A X —E L WA /2> TWT ., DHCP BT
I0S B P —i2 k> T CiscoISEIZEREENFEFHAL, ZDOL D %S, DHCP AX—Y¥ 7%
VLAN CTHZINZLCDHCP 27 77 4 7T HMENRH Y £4,

VLAN T DHCP A X —VE' V' ZHNIT DT, ROa~v ReEHLET,

ip dhcp snooping

ip dhcp snooping vlan 1-100
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AA Y 9:/1_:_  FH 802.1X 7|_€_ I‘&_X@munmd)ﬁyﬂ{t

\i—aqo

dotlx system-auth-control

)T« NIVIZEEEED EAP D F 1L

H7Y F v MIZ LD LAN B TORIFER 2R — I 51213, /ﬁz@:v/b%ﬂﬁﬁ“é_
LIZXoT, EAPEZ VT 4 WNIREEGE (77 B ATERWEREE A 2SR) 1Tk L TEZIC
i‘a‘o

dotlx critical eapol

JANYBEZFERALIZ-AAAERORXOY R 2T

7 VT 4 ANVERRRREY S8 OEE, BEIICRREZ EBESE S (S UBHEL) Ko
Ay FEFREL, VANV HKIZ CiscolSER Y —EXEZHPATELLIICLET, /J’W):-?/
RZ2fH L ET,

authentication critical recovery delay 1000

& AKEEIZE D < VLAN DEE

X v bU— 27 NOBEEIOEIREEICE ST VLAN 4, 5. BLXOAA v F(RAEA v F—
T A A (SVD) ZERTHIZIE, kOavr FEANLET, *y NUV—JOL—TFT 1>
T aRHINCT BT, TNEFNDO VLAN A ¥ —7 = A AZER L4, Zhidkic, =
RBRA Y bRy MU= 18T 5 L IR T L2 RARA U F (PCRT v T )
EIPEFHOEFNLDRILR Y NT—7 7 A FERALTEINLIEED Y —ANH0
N7 7 4 v 7 20T IHEAIELILET, RIZHZRLET,

vlan <VLAN number>
name ACCESS!
vlan <VLAN number>
name VOICE

|

interface <VLAN number>

description access

ip address 10.1.2.3 255.255.255.0

ip helper-address <DHCP Server IP address>
ip helper-address <cCisco ISE IP address>




B xoFcon—nr Fo4ar) 7oERURE Q) OEH

interface <VLAN number>

description voice

ip address 10.2.3.4 255.255.255.0

ip helper-address <DHCP Server IP address>

AAYFTOA—HAIL (TIAILE) FOEBRAJRX b+
(ACL) DFE=

DX REREE HEWA—=Ua DAL v T (CiscolOS Y7 b =T VU —ADN—T g v
23 12.2(55)SE £ 0 H ) THZNZ L. Cisco ISE 2NF&GE & Al I B X A4+ v 7 ACL DH
HEFTTEDLLICTHITE, ROa~vwr RE AN LET,

ip access-list extended ACL-ALLOW

permit ip any any

ip access-list extended ACL-DEFAULT
remark DHCP
permit udp any eq bootpc any eq bootps
remark DNS
permit udp any any eq domain
remark Ping
permit icmp any any
remark Ping
permit icmp any any
remark PXE / TFTP
permit udp any any eq tftp

remark Allow HTTP/S to ISE and WebAuth portal
permit tcp any host <Cisco ISE IP address> eq Www

permit tcp any host <Cisco ISE IP address> eq 443

permit tcp any host <Cisco ISE IP address> eq 8443




821X & UMB DA v F K— b xEH=T2 [l

permit tcp any host <Cisco ISE TP address> eq 8905
permit udp any host <Cisco ISE TP address> eq 8905
permit udp any host <Cisco ISE TP address> eq 8906
permit tcp any host <Cisco ISE TP address> eq 8080
permit udp any host <Cisco ISE TP address> eq 9996
remark Drop all the rest
deny ip any any log
1

! The ACL to allow URL-redirection for WebAuth
ip access-list extended ACL-WEBAUTH-REDIRECT

permit tcp any any eq www

permit tcp any any eq 443

Y

() UAYLRARar b ha—TF TCIOREEITHI E. CPUBARNEIML, AT ARRZE|
UAZB@EED 3, ZHTI10S OFBET, Cisco ISE IFEMELZ T EHA,

A

802IXE LU MABDRA v F R— b Z=HRIZT S

ATy

ATy T2

ATvT3

ATy T4

ATy TH

802.1X BLUMAB D AA v F AR— M EFHNNITHI2iE. UTOFNEEZFETLET,

TRTCDT IV EAAAL v FR— DA U F =T 2 A a7 4F¥alb—rary T—RefaLET,
interface range FastEthernet0/1-8

woLHrz, (FFr7 F=FTERL) T77AE—FROAAL vTF R—FEFHLET,
switchport mode access

BT 7B AVLAN Z#ELET, 77BAVLANOu—h)L 7aeya=r 7zt 2 0F
“ﬁ I, F—7 - N#8: uiﬁ%@éﬁifq)jiﬁAo

switchport access vlan <VLAN_number>

FIOIZE 7 VLAN 2% € L £,

switchport voice vlan <VLAN_number>

F—7r F— FRGEZ AR LES, =T - FE2ERTL L. REERTETT DRI, T 74w

I ET—HBIOER VLAN EIZT7 ) v o7 c&Fd, EBEHRE T, &— FX—XD ACL Zf#
FALTRET 7 2RAERSZ L 2mHELE L $7,




B s2xssumBORS v F R—FEEBIZTS

ATvT6

ATy 717

ATvT8

F =T — FRIAEENCT 5 L. R— b ACL IZHE»> T AAA — —SEDORNCERFRIET 7 & A
HAREIC 72 D £,
authentication open

A= " _R=2D ACL Z@M LT, RIS TWARNTZY RRA > "5 T 7 A VLAN _EiIZF 7 41
NCEDINTI T4 I BTV TTAENERELET, RINZTRXTOT 7 EAZFALTHLR
Vo—%HT 208’ L7290, ACL-ALLOW Z#i#H LT, A v F A— hE@BRTHTXTORT
T4 EHFAITLOMLENRDY T, TCICBREDOTXTO NI 7 4 v 7 ZFATLHT 74V D
Cisco ISE FF Rl ZAERk L L7223, ZOBMIX, R HELEB L, BEIfFo= Fa2—WF—gREEICIX
FEREEHE XN IICTHEOTT,

ACL X AAA V= R—=MMEDHF A5 v 7 ACL OFNZBIMEND L HICHRETHILERH Y £,

ip access-group ACL-ALLOW in

GE) DSBU A A v F _EIZ CiscoIOS Release 12.2(55)SE ' 7 b 7 = 7 % JE T 5 H1IZ. RADIUS AAA
Y= R=0EDXAF I v ACLZEHT 5728 DAR— ~ ACL SUETT, 774/ D
ACLEHETE o eih, BV Y TOHNTEHACLIZA A v FIZ Lo THEA S NET,
CiscolOS Y7 b7 =7 ® VU U —R 12.2(55)SE TlE. T 7 4/ h® ACL 72 H BRI AR &
O SV ET

GE) TANDOBEMETIE, A= F_X—2AD802IXFIEEZ AL, EHIBEFOR Y hU—2IZ
XD BB AT D722, ACL-ALLOW i L CWEd, 5% 0T A b Tld, EBER
BICHEDRWN T 7 v I BT vy 735, B72% ACL-DEFAULT %@ H73 2% TETT.

~YNVTFRIERA M E— REANCLET, v /VFFRAEL, EARMNTITEE R A A V585E (MDA) DA —

N—t v hTT, MDA CTif, 7—% RAALLVHNOHE—~DT L RRA» MNETRFAENET, v LT

MAEE R ET H &, HA FAAL N TIERRRES N H—DEFES (MDADLA LRI UL H1Z) Sy

FTH, T—F RAAL VHNTITRBIETE DT — 4 T3 ADOEITHIBRH Y FH A,

W UWBEET 78 AR — b EOEFF L @O RARA » FOFFR[ & E T,

authentication host-mode multi-auth

GE) IPEFOER THEHEDOT —X T3 A (AT NA A TH DL TIER I TWHIET

WNAARATHDLIDIhDbBT) ZEATLE, 772X KRN— oYY 7 27— FERikE
METTLHRREMENRH VY 7,

WDavy REFHLT, SEIERBISFNA T a v E2HDNLET,

WD X ST, BRFEEZAIZLET,

authentication periodic

WDEHIZ, RADIUS B v a & A4 LT 7 ha L THRBIELAENCLET,
authentication timer reauthenticate server

authentication event fail action next-method

Ty R —=N—DHEIE, ROLIIZ7 VT ¢ FVERGE VLAN TR EHE L ET,
authentication event server dead action reinitialize vian <VLAN_number>
authentication event server alive action reinitialize

WD L HIZ, 802.1X & MAB @ 10S Flex-Auth 872 7% E L £ 77,

B #%s



ATvT9

ATv 710
ATy 71

ATvT12

ATy 713

IDA

ID R—ZDHy kT—HH—ERcEINTXEEH=TEav k]

authentication order dot1x mab

authentication priority dot1x mab

DX, AL vF B—FT802.1X N— MMl ZHZh LET,
authentication port-control auto

authentication violation restrict

WD X H1Z, MAC FBFE A XA (MAB) 8N LET,

mab

DI, AA v FAR—F ET82IX ZHMCLET,
dot1x pae authenticator

WO L DT, HEERMZ 10 ICRELET,
dot1x timeout tx-period 10

GE) 802.1X tx-period D Z A L7 U7 MI 10 FICHRET H2LENH Y £, ZOEEZEET 56

X, TORELEM LT A TIToTIESV,

WD X ST, PortFast REZ AN LET,
spanning-tree portfast

— 2Ny FI)—HH—EXRIZEDI\T8021XEH

hzdFda<wk

WOFHNEL, 802.1X. MAB, I X T Web i¥FE % i 9 2 @il F A4 5 X 91T
NTWAHIFEIRY > —Z2 R L TWET,

class-map type control subscriber match-all DOT1X

match method dotlx

|

class-map type control subscriber match-all DOT1X FAILED
match method dotlx

match result-type method dotlx authoritative

|

class-map type control subscriber match-all DOT1X NO RESP
match method dotlx

match result-type method dotlx agent-not-found

|

class-map type control subscriber match-all MAB

match method mab

|

class-map type control subscriber match-all MAB FAILED
match method mab

match result-type method mab authoritative

|

|

policy-map type control subscriber DOT1XMAB
event session-started match-all
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10 class always do-until-failure
10 authenticate using dotlx retries 2 retry-time 0 priority 10
event authentication-failure match-first
10 class DOT1X NO RESP do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
20 class DOT1X FAILED do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
30 authorize
40 class always do-until-failure
10 terminate dotlx
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx retries 2 retry-time 0 priority 10

WOHIE., MAB, 802.1X., I X T Web iBFE2 ¥ 2 idiE F 2 A2 L O ICRES
NTWAHEIFEIRY > —Z2 R L TWET,

policy-map type control subscriber MABDOTI1X
event session-started match-all
10 class always do-until-failure
10 authenticate using mab priority 20
20 authenticate using dotlx priority 10
event authentication-failure match-first
10 class ALL FAILED do-until-failure
10 authentication-restart 60
event authentication-success match-all
10 class DOT1X do-until-failure
10 terminate mab
event agent-found match-all
10 class always do-until-failure
10 authenticate using dotlx priority 10

P—bE AR =% X —T = AZEALET,

interface GigabitEthernetl/0/4

switchport mode access

device-tracking attach-policy poll

ip access-group sample in

authentication timer reauthenticate server
access-session port-control auto

mab

dotlx pae authenticator

dotlx timeout tx-period 10

dotlx timeout auth-period 10

spanning-tree portfast

service-policy type control subscriber DOT1XMAB

EPMOX 5 0OEFEMIE

Cisco ISE DIEREICOWTHRAT A ARMERH D b T TNy a—T 4 v 7Rk E ViR — T
HITIE, A v FICHEEO X TBEZRO X S ITRELET,

epm logging




SNMP 5 T%E2ET 20021 vFoant [

SNMP F5 Y T4 RIETDHH-HDRA vy FDERE
WDEIT, AA vFNRZDOFxy U= 87 A PO 72 VLAN 2% L T, CiscolSE
NHSNMP T v FEEEZETELLIICLET,

snmp-server community public RO
snmp-server trap-source <VLAN number>

AAyFETOTOT7A4) o BHASNMPVI S T DA
1k

SNMP v3 "R — U IR EFIZFEITEN, CiscolSE 7 n 77 A4 U v FY—E2nYR—FEh
L8901, WOavwy REMHLTAAL vy FE2HELET, TORNI, SNMP X E % Cisco ISE
® GUI D [SNMP Settings] 7 > RUTRELE T, ZOV 4 RUERRTDHITIE, [A=a—
Menw) 742y () 2270 v 7 LTRERRLET, [EE (Adminiration) > [+
F7—21)Y—X (Network Resources) |>[#v T —% F/34 X (Network Devices) | >[i&
ho | #R% (Add|Edit) ] >[SNMP £%%E (SNMP Settings) ],

Snmp-server user <name> <group> v3 auth md5 <string> priv des <string>

snmp-server group <group> V3 priv
snmp-server group <group> V3 priv contextvian-i

)

(GE)  snmp-server group <group> v3privcontextvian-1 =~ > KX, 2> 7F A NT LIZRET H
ERH Y ET, snmpshow context =T~ KT, X THOa L 7TF A MEENY A FEE
j‘o

SNMPERZ X A LT 0 M0, BHORBENREAEL TWRWERIE, #4577 MEZEE
MEEBZENTEET,

o et —_
JRI7 74 JICKDNEEFREICT 57=HDOMACER ~
—_— o
2y TDEME
ROEDIZ, LR MAC N b7 > T E2FET H 85 AL v FEBIEL, Cisco ISE D71
77 A THEN R Yy hU =7 2 FRA VN OHRERETE DL IICLET,
mac address-table notification change
mac address-table notification mac-move

snmp trap mac-notification change added
snmp trap mac-notification change removed




B < 7tcormus 74 FLs 4 L7 rORE

AL YyFETDHORADIUS 7 A FILZ A LT FDERE

AA wFITRADIUS DT A RAZA LT U b EFRETDHITIE, WOa~vr FEEHLET,
Switch(config-if)# authentication timer inactivity

ZZC, inactivity X, 7T A T N T VT A ETADBARIEL R EINDETOHRT 77 47
@AM TR LD TT,

CiscoISE Cid, DL Mty a7 77 47X A ~—%mHT IR Y > —IZx L
TZOF T arEAMCTEET, CiscolSEGUI T[A=2— (Memn) ] 74 2> (=) %
7V w7 LTRERIRLET, [RY— (Pdicy) [>[7R' >—E% (Policy Policy Elements) ]>
[#58 (Authorization) ]>[Z&Z2 (Authorization) 1> [823E 7R 27 7 4 JL (Authorization
Profiles) .

i0SH YA rOTOESIZVTANDIAYVYLAD
> hO—5SDHRTE

UL SSID DES

FILTAYLAT Z7®RAKRA L FT, AppleiOS _—ADF /A A (iPhone F 7=1% iPad) 73,
H7% SSID 2 BRID SSIDIZHI D X H Z ENTEH LT DHIC i FAST SSID changeti e
EREMNCTHEOTIAV LA b —F%RELET, ZOMREICE - T, iI0SX—2DF
A AN SSID DB Y Bz 2 ulIZATZ2 5 L9 LET,

7 27 )L SSID BYOD Di5&

7 27 L SSIDBYOD % AR — 9 %I21%, FastSSID AN/ > THDHUERHY £, U
A ¥ L A2 ka—7 T Fast SSID Change 7% BN Ip > TWBEA,. 77472 X SSID [#
ZEEH CTBEICEET, SESSID A>TV IEE, 7747 h= v NIRZ T
SN, BEIHEHSNERA, VAT UAL YL R 3y ha—F TOEKSSID OREAICEI
BHEEAMZ oW TIL,  [Cisco Wireless Controller Configuration Guidel] 22 L T< 72 &0y,

T4 LRI FAO—FDERH
WLC (config)# FAST SSID change

—HD AppleiOS X—ADT NNA ATIE, VAVYVL ARy NU—ZIZHR LI ETDH L, Kk
DLT— Ry —URERENEHERD Y £,

IAYLARYy NT—J % AF ¥ CEFEHATLE, (Could not scan for Wireless Networks.)

FONA AFRIECHE L W=D, 20T — A v = EHTEX £,
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MDM & DHEERM E#ET 5007 v LRay to—5Ttn Al oiE [

MDM - DHEEERMZHRIT S5-ODIA4 VLRV
O0—5TO ACL DERTE

ATy T
ATy T2

ATvT3

ATv74

ATy Th

ATvT6
ATy 17

ATvT8

RBEFEDOT NAZARBLGIFAE T ot Va2 ) XA LT T AT-DICEIERY o —TfF
HA4+AHACLE YA YL Ay b —F CTHRELET, ACLIZKDNEFIZT AMERH Y 97,

PRI o I TAT L hOFTXTORIE T 7 4 v 7 ZFALET,

HEE) T TNy a—T 4 T DEDIZTTAT YV EbH—R—=~DICMP EE N7 7 4 v 7 &7
L9,

REGFB L OIEEROT NA AN MDM =—V = b ra—RL, avryI4 70 AF = v 72
Tp L 91 MDM 3 —R—~DT7 7 A& LET,

Web R —H# VB IOV 7Y 7 FHCiscolSE. BILOGFAE oY a = /77 —IZx4567 747
DB =N ~DFTXTOEEFENT 7 4 v 7 EZFFLET,

AHIRRDT-DIZ T FA T 2 RinbH—R—~DHEFE RAL =L AT L (DNS) b7 4 v 7 %&FF
mLET,

IP7 RVADTEDIZT FTAT V MInHH—/"—~DEFDHCP N T 7 4 v 7 #FRI LET,
CiscoOISE~D IV XA VI a DD, 774 T2 bnbH—N"—~DEHEY V=2 5T 53T XTDH
BENT T4 v 0% (BHOR) =TS T) HLELET,

UEE) BOVDONT 74 v 7 EFFRILET,

1

WOBITIE, REERDT /SA 2% BYOD 77— ZA L7 +4 57200 ACL 2R
waiﬁo_@m TlE. CiscoISEIP 7 F 1 %1% 10.35.50.165 T, {R¥DFR v FU—
I DOIPT R A1%192.168.0.0 3 L 18172.16.00 (U %A L7 ) T, MDM #—,3—
P 7 F v M T 204.8.168.0 TI,




B vomcomEERE£RET 2120074 Y LRI FO—5TOACLD

General
AOOCES List Mo NS#ACL
Demy Counters (1]

Esg Action Ssuree 1P/ Mask

OO
Parmmit ’
0000
0.0
Pg ity r
.00
LERu R
Permit
D000
0000
Permit F
0.0 4.6
00,00
Permit f
0.0.0.0
0.0
Permit [
0000
D000
By ’
0.0.9.0
0.0.0.0
Deny ]
0.0.0.0
D.0.0.0
Darny ]
0.0.0.0
5685
Doy !
0.5.40.0
0.0 B0
Carny !
0.0.0.0
B0
Doy !
0.0.0.0
0.0.0.0
Permit !
0.0.48.8

Bestination
IR Maxk
0.0.0.0

0.0.0.5
o0.0.0.0

F
o000

204 8. 168.0

]
255.255.255.08
10.3%.50.165

’
255 255 355 355
0.0.0.0

.
©.0.0.0
0.0.0.0

I
0.0.0.8
192.1&6B8.0.0

;

255 .255.0.0
172.16.0.%

i
255.240.0.0
10.0.0.0

!
IS5.0.000
173454605

JEEF5E.0.0

171.68.0.0
¥
255.252.0.0

7R TR IELR

;
#55.255.255.0
0.0.0.8

8.0.0.8

Probacal

Ay

uoe

uCe

Ay

ey

Arey

ey

Ay

BRE

LERINTWEWT AL RZEYFTA LY +T 57260 ACL
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