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=

Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary
—

Checklist
Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.
Backup ISE
« Configuration and operational data (Administration > System > Backup & Restore)
« Backup system logs (Operations > Troubleshoot > Download Logs)
« Export certificates and private keys (Administration > System > Certificates > System Certificates)
Software
« Review the ISE Upgrade Guide and Release Notes for upgrade information (http://cisco.com/gofise)
« Confirm valid ISE upgrade paths. Ensure that a repository is available to store the ISE upgrade bundle (Administration > System > Maintenance > Repository)
« Download the ISE upgrade bundle and place it in the repository (ISE software is available at http://cisco.com/go/ise)
Credentials
* Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.
Operational Data Purge

* Purge operational data to improve upgrade ini ion > System > Mail >0 i Data Purge)

License

« Convert your old licenses to the new license types through the Cisco Smart Software Manager (CSSM).

« Enable the new licenses in the Administration > System > Licensing window. Check the checkboxes for all your purchased licenses, and click Enable.

| have reviewed the checklist

Print Checklist

RATvTH (FFvay) FoavZ VA NEBRBAICY Y yo— RT5120, [Fxvy 2 U A2 MO (Print
Checklist) #2727 LET,

ATYT6 Tov77L—FRFxzv7 A NMGEHINTWIHEAOHRNZET LS, [FovZ VA NHRLE
L7z (Ihave reviewed the checklist) | F = v 7Ry 7 A& F LT[R~ Next) 227V 27 LET,

[7 v 77 L— ROUEfE (Prepare to Upgrade) ] 7 4 > RUNRERINET,

ATy FT1T [UARYRY (Repository) | Ky X7 URRnD, T o7 7 L— KAV RARKEMINTND UK
VU AZRRLET,

Cisco Identity Services Engine ') ') —R 31 7 v F5 L—KHA K .



B cuncociscolsEEBEOILT v T L— K

TyITIL—REEFTLET. |

AT9F8 [N KR/ Bundle) | Kay X7 URARNNL, Ty 77 L— RN RUVERRLET,

AT9T9 FTRTONRyF VY —=ZAR[XyF (Patch) | KRy 7 F oV R MIFRINET, Ty 77 L—RT
% CiscoISE V U —ADIRF DRy FaIEINT 5 2 & 2 HEBE L F 9,

ATv 710 [HEHOBAGE (Start Preparation) %22 U v 7 LT, 9XTD CiscoISE 2> R—3 > FEMFEL, BEHO

ViR— &R L X,

R 2:[7v 75 L— D% (Prepareto Upgrade) 1% JI1Z/ —F&#RFTT D7y TIL—Foq 2K

b |dentity Services Engine Home » Context Visibility

» Operations

» Work Centers

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ~ » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging ~ » Maintenance ~ Upgrade  Health Checks  » Backup & Restore  » Admin Access b Settings
—_—

Upgrade

A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary
——

Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and

patch file. Then, click Start Preparation.

Repository* | 1

Bundle* ise-upgradebundle-2.6.x-3.0.x-t0-3.1.0.360.SPA.

Patch

Download Report

Estimated time of Upgrade process: ~ 4hr 26min

Repository Validation

a
<
i

33

| Bundle Download 33

| Memory Check 33

| PAN Failover Validation 11

| Scheduled Backup Check 171
4]

| Config Backup Check 171
4]

| Configuration Data Upgrade 171

[}

]

CiscoISE %, 7y 77 L —FR7 a2 RO L 2R LET,

FRIFzVIVRE

Bl

JARY b ORREE

URY FURTRTO /) — RICRESNTNDHNE
I MEHERB LE T,

N RILOAHYa—F

FTARTO/ = FIZONWTT v 77 b= R Bk
Aro—RUTCHFETD LI LET,

AEY Fxvy

PAN 72132 XY R7 1y ) — R T25% D AEY
FEIME FTRENE D 0y, B OMLO TR TD ) —
KT 1GB D AE Y FEIAMEH ATHEN & 9 D% s
LET,
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| 7v79L—rERITLET,

GUI 7 5 Cisco ISEEBID 7 L7 v T L—F [

ERIFIVIVRE

B

PAN @7 = — LA —/\—DIREE

PAN DA T XA ZE YT 4 DA o TND
ME I DEHERLET,
T 77 L— ROBEHIIZ. PAN ONA TX_A 5

BT BNEI B Z ERNERLE RSN E
‘a‘o

AT a—ILINy Ty TORESR

AT 2=V I T S TWENI > TNDBEMNE

IMMEHERLET,

GE) IOF v liF, Ty L=tk
ATIEIMAETIED Y A,

BROD/INY Ty TORER

FERR DN 7T THREGEATOIT= 0 E D DB HERR
LET, Tv7 7 Lb—FR7TatvRiZ, Xo 7 v
NET L TWARWEFITINEFA,

BRT—2DT7 v T L—F

REpR T — R _R—=AD 7 0 — TRERT— 2 DT v 7
T —R&EFITL, T 77— REhi=5—% 4%
VTEERLET, ZOF v, NURLOX
v u— REZICBmEET,

TS b ITA—LHYR—FFzvy

BB THR—FINTNDET T 74— L E R
LET, VAT A< & 12 27 CPU, 300
GBDON—KT 4 27 BLRI6GBDOAEY RdH
LMEIDBIERLET, £, ESXiN—Va
N6SLUETHINE I DHIERLET,

ER DR BB — FOIREE (R L Ch a0 dn) %
R LET,
DNS D f#iR el BE 4 AARLEIPT RLADER X LWid| X 2R L

i‘j_o

ERER b 7IEAE DREE

{D%E‘X }‘ 7uE%$73\ﬁ)‘j‘]7b)ﬂ£r§E@jﬂ7§ %Eﬁmu
R

AT LEIBREDREE

&) — ROV AT LFEFHEOKRIEAZMR L ET,

TARVBREFI VY

T T T L— R atv A eH{TT 572001457028
TR N— T A AT HDENE I DEERLFE
‘a‘o

NTP D EZERTREM & BZIROHER

VAT LATEREEISNTHWANIPZF =7 L, I
GRS NTP — =D E DN E 9 Z R L
i‘g—o
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TyITIL—REEFTLET. |
B cuncociscolsEEBEOILT v T L— K

EHFIVvIURLB Bl

BEEHF v BELFER T AT LAOAMEHRLET, BE
TX 5. 1. 5. £7213 155 TT,

4t ADKEE A= hIA RV APRESNLTEY, AOTHD
MEIPEMRLET, Av— T B ADRE
SNTBLTHNTRWEGEIE, 748 A2RE
L THGEET 5 L 9 ITRD 2 EENRERINET,

Y—EXRFLFTOELRDEK Y= RFEFT IV r—a colkieE GHTH )
PEEIRREDY) 2R L ET

KT VT 4 TiparR—3x bRKM LT a R —3x 2 bRBH DA, TNLIIRATERRENET,

Flo, NI TNV a—T o v TERbVERINET, KR LIZa AR —3x b OT v L — ROV E
57 4 (BERE) ITHSWT, 777 L — R abe A5 TR E8L. Ty 7L — Kok =x
EAHED DI DICMEE LT 2 L0l I 580850 £,

[RECL7=F = v 27 OFH (Refresh Failed Checks) |47 = %, RO THEFATRINIZFEOLE H
HLET, 7o 77— REFITTHHIIC. ZNODOEEAEETAINERHY £, FL o JATH
RAEREINTEETIE, Ty 77— A MEIELERA, 72720, 7T v 77 L— RZIZEFED
Cisco ISE BEREICET D AIEEMEN BV £7°, KEEORICE R EIN D [HH (Refresh) | 7 A 2 %7

Vo r35E, MEOMIARICINODOT =y 7 REHINET,

[EBH L C&/R (ExpandtoShow) |7 A a2 %7 Vv F5&, &£/ — RNEeZOAT—X RZEHT 5B
BWARRINET,

[fE# (Information) | 7 A 2> %27 U7 LT, F£a s KR—3x hOjEMEZHERTLIZ b TEET,

ERENTZVR— 0 a—2ET 5121, [LAR—FDX 72— K (Download Report) 1 %7 U v

7 L/ij‘o
AT =V T BIOT v 7= R a v R0 HHEERMZHEZRE T ET, Tk, ROFRICHK
SOCHEENET,

« X NU— T HE
o J— RO - 7rt P, RAM, BXON— KT 1 27 DK
¢ T =B R—ADT —H P A X
o )= RKBRT TV r— a3 ==l B T 5 DI TR
GE) AR RMroFvra—REERT =207 v 77— RERSTRTOHEFNF = v 71X, VA
T LOREREZ BIAGE LT B 4 R #212 B BRGNS D £7,

ATYTN TRTO/)—KROFEFIT = I NET LD, [AT—V 7 %B4h (Start Staging) |27V v 7 LTA
F—D T Fuv 2AEBBLET,

ToTTVL—=FRDAT =V 7TH, Ty T —RENTET —H_X—=RT7 7 A VNEROTTD /) —
Riza =&, BEOTRTO/) — R THERTZ 7 A NAVDBZNNy 7T v 7 INET,
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ATy 12

ATy 713

ATy 714

GUI 7 5 Cisco ISEEBID 7 L7 v T L—F [

3:TVITL—RRT=D T ERT TV TIL—FI4 VKD

alwili - |dentity Services Engine Home » Context Visibility

» Operations ~ » Policy
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services > Feed Service  » Threat Centric NAC

Deployment ~ Licensing ~ » Certificates  » Logging ~ » Maintenance  Upgrade  Health Checks  » Backup & Restore  » Admin Access b Settings

Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary G Exit Wizard

Upgrade Staging

The upgrade bundle files are being transferred to all nodes in your ISE deployment,
the status of transfer
Cisco ISE while the tr

viewed below. You can continue to use

Refresh Failed Nodes

Positron-vm-2.demo.local

[+] )
| Positron-vm-3.demo.local

(v} e
| Positron.demo.local

o [

J—=ROT v 7T L— RAT =V IR LIGE, ETRRrEINET, FFED/ —KOT v 7T
L— RRATFT =V IR LTI SGE1E, ROTERESNET, 72, b T va—T 4o U TERLE
RENET,

(U7 Ly v alZR L7z — R (Refresh Failed Nodes) | 714 2 %27 U7 LT, KL=/ — KD
ToT T V= RAT =V TG ) —JERBLET,

[k~ (Next) 227V v 27 LC[/—FRDOT v 727 L—1F (Upgrade Nodes) |17 1> KIS,

[/—FRDOT7 v 77 L—1FK (Upgrade Nodes) |V (> RUT, &KW T v 77 L— ROETRIE, B
BANDE ) — RDAT—FZ AR TEET,

[k~ (Next) |27 Vw7 LCT v 77 L—R7avAzfELET,

Ty LU= RREPRETTLEMC, [VATLAOT7 v 77— REBKLET, =777 LT
¥ 9, (The system is about to upgrade. Logging Out.) | BERINET,

[OK] %7 U v 7 LCHReATLET,
GE) E®HUVHFUPANICRIA L LELT, 7y 77 Lb—FO®TRREE=X—TXET,
TIA<YPANDT v 7 7L —RKf|Z, BB XY PANDX v 2aR—RKnH 774~ PANDT v

TPV —RAT—HABE=H—TEFET, 7ITAIVPANDT v 7T L —RKNETLZH, 7I9A4~
UPANZ v ¥ 2R — KNS T _RTDCiscolSE /) — RDT v 7L — RAT—H AT —T&ET,
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B4: 7T IL—FRT—RRERT TV ITIL—F/—F D12 FD

Positron.demo.local

GE) ZoOv4rRUuT[UA4P—FROKT (BxitWizard) | A7 v avzr Uo7 Lize, % THE
% (Summary) |V 4 v RUEFRTEEHA,

ATV F15 [/ —KDT v 77 L—FR (Upgrade Nodes) 1 7 4> KT [k~ (Next) ]|%27 U v 7 LT, §CD
J—=FKBEFICT v 77— RENTEZNE I D EHERLET,

K LT2 ) — RS D5EE. O/ — RIZBETAHERERTEA T O TRy I ANREREINET,
AT T16 KL= — FEBEH»OBRGMET DI, £A4T /Ry 7 AT[OK] 227 Uy LET,

TSI L— RIaANET Lzb, M2 (Summary) 17«4 > R CREBEOZKT v 77 L— L
e NERTBLOF UL a— K TEET, Frvs VAN, 7y 77— RO, 7y 77 L—
LA— k., BLOYRAT ALADETF = v 7 U A NEBICHT 2% G0 7 v 77 L— R U —
LAR—hEERLTHE YR — RTEET,

GUI 5 D Cisco ISE BREAD R EIT7 v TF L—F
DET v T T L—RiE, 22—V =R —bE 25| &HmEIRHATE L LI L0 5, CiscolSE
BEROT v 77— REAREICT A~ ILVTF AT v e ATY,
Cisco ISE BEADE|T » 77 L — REFITTHI2E. WOFEEZFEITLET,

ATYT1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) 27V 27 LT, [BE (Administration) | >[L R
T L (System) 1>[7 v 745 L—F (Upgrade) [DIEIZEINL £,

ATV T2 [Ty 77— R&E®RR (Upgrade Selection) ] 7 & R T, [4#E|7 v 77 L— R (Split Upgrade) ] %~
Vo2 L, [Ty 77 b— RN&Bth (Start Upgrade) 1 %227 U v 7 LET,
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| 7v79L—rERITLET,

ATvT3

RTv74

ATy TH

ATvT6

GUI 4 5 0) Cisco ISE EBID A E7 v 75 L—k ||

HEE (Overview) 1 # 7i2iE, EBENOTRTO /) — K, 0O/ — RTHIR~IVY S A VA =L &
NTWABCiscoISEONRN—2g 0 BIOR) —FROART—H A (J— KBTI T 4 T0ET 7T 470 N
VANENET, /—F BT 7T 4 TRIRETHIERICORT v 7 7L — Rt Tt £,
[7v 727 L—FK (Upgrade) | ¥ 7 %27 U7 LET,

Ty T L= R ak RO T 0y X T B A LEERET S 72010, [Fx v VAL (Checklist) ]
T4 R7ICREINTWNDE TR TOHX AT 58 T ST EEN,

[F=vZ7 VA NEMBRLE L (Ihave reviewed the checklist) | F = v 7R 7 A% A 2L, [FilT
(Continue) 1 %7 Vw7 LET,

[N Rk ) — RIZA v ra— K35 (Download Bundle to Nodes) |V 4 > RUMNERINET,
YR NI ) —RIZT I T — KRR RLvagyrn—RLET,
a) Ty 7T L— R R RVEFY =KL ) = ROBOTF =y 7Ry 7 ZAed I LET,
b) [#7>r— Lk (Download) ] %7V v/ LEd,
[VARY RV BIOANY RLOEIR (Select Repository and Bundle) ] 7 1 > RUNRERINET,
o) Fay7ZHZo AL IURY R ZEBRLET,
GE) BR5/7—FTRICIARY MY EFE RV R M) 2@IRTEETN, 3T/ — R
TRILT v 77 L— RNV RVERRT D 0ERH Y £,
d) Toy7Tr—REHTLINN FVORIZHDLTF =y IRy 7 A% F A LET,
e) [#eF2 (Confirm) 1 %7 U w27 LET,
WNURAR ) —=RZE v rn—REhb e, J—RAT—=FZAN[T v 77 b— ROEEfEIENE LT
(Ready for Upgrade) JIZZD Y £,
[%¢1T (Continue) 1% 27 VU v 27 LET,
[/—RO7 727 L—NK (Upgrade Nodes) |V 1 > RUMNFRINET,
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5 BUECREALHF LVERERTT S [7Y T L—F (Upgrade) J©2 4> K

= Sysen @ idendily Maragemest ¢ Network Resowrces ¢ Devics Podal Maragemen!  paleid Services » Foed Servioe  + Thesat Ceniric NAC

ek huaem o s wirmlerien s o mio show S g
Doglorpranl.  Loerang ¢ Cotflcates & Loggng ¢ Mariendnss  Upprads & Backap & Ristes  » Acdein dicedn » Boltiga
i Upgride
1 ik Chaski] 3 Downbssd Bundle 1o Nede(s] 3 Upgress Nedsii]
Dieploymant (2 4.0 277) Heew Degloy=and Upgade (3 0.0 A5E) Total ptiranad S L1 ming
B Seite Sequencs  Mode Group - Hosl Name Parsona Stabus
Mode Groug - Hosl Name Piisona 1 i 144, iy com At R 2400 mrin. aEl. S
144 indiaarys o N sac ¥ o
| Bo 144 indasys.com MmN BECORDAR z o M bl oo Monior | PR 40 min. gl rme
I 0138 Indiasys.com Maritor | PamaRy
e 145 inchirgre com

I Nooepm « sa el indisna.n . Policy sanaos 3 Policy Senaos 180 min. &1 Sma
o 145 indagys com
4 I HodeGimZ - iseld5 ndiasys... Policy servion

1 38 il 2y
I a1 38 indasys. oom pianid ; . ik SOm

i 240 min. o8t Bma
147 v 2
I o147 indasys.com peGnd 0 inchasyk Com
a1 37 indiasys oom Ao BECOSEREY S il 37 iy comn Monfcr SECONDART 240 rmin, el e
t o143 indasys.com Ademin (R ) 5 4T s, o A B i

Solon! nocos for soguonce 7

o wa e sl Sode on upgrde failee (apoicatds for Policy Servics Modes only)

AT TT [HLWERDT v 77 L— 1k (New Deployment Upgrade) |34 2, 7T v 77 L—RT3EI ) — K%

ATvT8

%

J

RLTBELET,
— REFHLOVEICBEI TS L., 7Ty 77 Lb— ROHEEFERN [/ — ROT v 77 L— K (Upgrade

Nodes) |V 4 &~ FUICKRSNET, ZOFHREMEHLT, 7y 77 L —FRaidtlEiL, ¥V 7 A Lk

7)N

(=N

a)

b)
©)

d)
e)
v
L
7
g

4
VA

fbT&EET, B/ —REE=F VLT ) —FORTEBIOERDORY —H—E 2 ) — KRDHHEH
PUFOFNEICENE T,

TI7ANMBNTE, EAHVER ) — NE, Ty 77— FIEFORINZY) A hENTVEY, 7 v
T —REBIZ, ZO—REIFHLWERTT 74/~ VEH ) — N2k £,

TIAVE=HF =V T —FiE, WIZHLWERICT vy 77— Rand/ —RKTT,

RY ==X/ —RFZRRL, FILOBEICBEILES, R —H—ERX /) —F &7 v 77 L—
R BIEFOLETE S ARETT,

RY—P—bR /) — KL, [BEICEZTHITL Ty 7 L—RTC&ET, RUv—HP—E R/ —
Koty hZ2RIRL, WTLTTY v 77 L—RKT&E9,

vHF) T YT J—REERL, FTLOVEBICBEIL £,
BRI, 794~ UVE ) — FE2EIRL, FTLWERICBEH L,

YT T L= RRT v 7T L= RIEFONTANORY o—H—E R ) — R CRRLIEHETLT v 77
— R&FATT DL, [REFFCH T v 77 L— R%&#i{77 % (Continue with upgrade on failure) ] F = >
Ny 7 A F AT LET,

DT vaidt, B XFVER ) —FBIOT I~ =4V 7 ) — R snhEFA, =
5D/ — ROWTNMNCEENRAETLE, Ty 77— nkRdn—n "y r7snEzd, R —
—ER )= ROWTNIHBRETHE, X E=F VT ) —FRBLOT T4~ VER ) — NiZ
v I L— RET, HWENICEY £,
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| 7v79L—rERITLET,
GUI 4 5 0) Cisco ISE EBID A E7 v 75 L—k ||

ATV T [Ty 7 7L —1F (Upgrade) 1227 U7 LT, BBOT v 77 L — RFEBHBLET,
6:7vTTL— FOETRRERTT BTV TIL—FI4 VKD
Depleyment  Licensing  » Cerificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  + Admin Access b Seltings

Overview Upgrade

1 Review Checklist 2 Download Bundle to Node(s) 3 Upgrade Node(s)

Deployment {2.4.0.277) New Deployment Upgrade (3.0.0.458) Total estimated time: 1140 mins
8 Selected Sequence Node Group - Host Name Persona Status
= STEP 3: Validating data befo
Node Group - Host Name Persona 1 ise144.indiasys.com Admin (PRIMARY) @ Upgradg :Wadem idating data before
l ise144.indiasys.com Admin seconpary 2 ise136 indiasys.com Monitor (FRIMARY) 59, Upgrading... &
v I ise136.indiasys.com Monitor (PRINARY )
ise146.indiasys.com = Upgrade queued
I Nodegrp - ise146.indiasys.c... Policy service 3 Policy service
ise145.indiasys.com 2 Upgrade queued
I NodeGrp2 - ise145.indiasys... Policy service
L L ise138.indi: X s U d ed g
I ise138.indiasys.com pxGrid 4 RalschElaiyicom pxGrid PEFECa e
I ise147 indiasys.com pxGrid ise147 indiasys.com = Upgrade queued @
I ise137.indiasys.com Monitor SECONDARY 5 ise137.indiasys.com Monitor SECONDARY 1 Upgrade queued
I ise143.indiasys.com Adrmin (PRIMARY) [ ise143.indiasys.com Admin SECONDARY # Upgrade queued &
7 Select nodes for sequence 7

Continue with the next node on upgrade failure (applicable for Policy Service Nodes only)

K= FOT 77 L — FOETRUBFRSNET, EFICETTLE /= RORT—=ZZXR[T v
7' L— K57 (Upgrade Complete) ]2V £,

GE) BHER—ALNS ) —F&ET v 77 L—RT5HLEIC, AT —Z ANERBEN LWEGE
(80% DEFEDOHA) 1Z. CLINST v/ b —Fala2F v 7450, avry—LnhbTy
TPIT V= RDAT—H A F v TEET,

show logging application =~ > F&fEMT 5 &, CLIDNOGIRDT v 77 b — R /2R TEE
R

eDBTF—ZDT v 7L —Fuas
DB A% —~<nr

ePostOS 7 v 7 L—RKu

WL X o —DINFRENTHAIE, [T 77 L—FK (Upgrade) 17 « > R C[EEM (Details) 1V
Yo7y LET,

The node has been reverted back to its pre-upgrade state.

[7 > 77 L— RORMOFHM (Upgrade Failure Details) 17 ¢ & KV IZF# STV B EE Rk L E 5,
TRCOMBEEfRR L%, [Ty 727 L —FK (Upgrade) 127V 27 LT, Ty 77— ReHELELF
o
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B =26 27530050 U—R3M~ADTFYTIL—F

I) IJ—

ATy T

ATy T2
ATy T3

ATvT4

ATy TH

ATvT6

GB  HLWVWEHOT A< VEH ) — R TCRAF ¥ T —XORFHUENET L TWDEEE, 774~
VEH ) — N2/ — RZ2BETEETA, RATYEH T ARKTT 5 ETREON (K205
MBI ERHVET) | FIET v T T —FRELIF S — ROB LW ER~OBRG I, [FH
(Updates) 17 ¢ > R ([B¥E (Administration) 1>[2 X T L (System) |>[E&5E (Settings) ]>
[(RRXF+x (Posture) | >[E# (Updates) ]) 7>5., RAT ¥ O HEFHHERELZ Tl T £,

A 26, 27 F=F3.005) J—RIA~NDT7 v TTL—F

UU—220LIETIE, EEHER—Z V%2 H LT CiscoISE EBEHOTXTH /) —R&2T v
JL—RCT&FE9, £72. CiscoISE2.0 LIEDIRBTERMY UV —R % — K2V V-7 v 7
JL— KT TEET,

1RO BRI
(7o 77— RO DEOFIEZ LTHATIEI W,

CiscoISEGUI T[A==2— (Menu) |7 A2 (=) #7V>»27 LT, [E¥ (Administration) ]>[*X
T L. (System) |>[7 v 75 L—FK (Upgrade) [DIEIZEN L F 9,

[#i1T (Proceed) | %27 U 27 LET,

[LE2—F =>27 U AL (Review Checklist) ] 7 4 v RUNRERENE T, FREINEZFIEEHERL TL
7ZEW,

[F=v 7 VA NEHREH (Thavereviewedthe checklist) | T = v 7R v 7 A& A2 L, [#i4T (Continue) ]
7 Vv LET,

[N Rk —RicH¥ U r— R4 % (Download Bundle to Nodes) |V o« > RUBERRINET,
VAR RIS ) —RIZT7 v 77— KRN RLvegyra— RLET,
a) 7y T L= NV EeHyan— T — ROBOF =y 7Ry 7 A4 A2 LET,
b) [V v— 1K (Download) %7V v/ LE7,

[URY MV BIONY RLDER (Select Repository and Bundle) ] 7 1 > RUNRERINET,
) UARTY MY EZRIRLET,

82/ —RFTRICUARY M) EREFRRD VAR ) ZERTEETR, $3THO/ —FTHELET v
TT V= R RV EIRT D08 R H Y £7,

d ToFT—RIFERT LI NMVOBRIZHDTF v IRy 7 A% F I LET,
e) [ (Confirm) 1% 2V v 27 LET,

N RVR ) — R ya—REhbE, J—RAT—FAN[T v 77 L— ROEFENRENE LT
(Ready for Upgrade) JI1ZZ&H 0 £,

[%¢1T (Continue) | %27 V27 LET,
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| 7v79L—rERITLET,
Yy—226, 21 FF308 50 U—R3~DTFvTTL—F |

[/ —FRDO7 v 727 L—FK (Upgrade Nodes) 1V 1 > RUMMFRENET,
7: &%/ —FOERLEUKRS M) ERFTT DTV TIL—KI4U R

=Sysen  » idendly Maragemeet ¢ Network Resowces ¢ Device Podal Maragement  palinid Services  » Foed Service  + Thesat Ceniric NAC

Click huaem 1 50 winssoms s Ko ot Show thia again
Dogiranl  Lisehaing & Coioated & Laggg o Marinancs  Upgrsds o Backop & Ristve 5 Adsin dosis & Sellegs
i Upgrade
1 ik Chaski] 3 Downbssd Bundle 1o Nede(s] 3 Upgress Nedsii]
Dlmploymant (2 4.0 277) Hew Dagloy=and Upgesds (3000 A5E) Total patiranad e L1 mins
& Sleie Sequenca  Node Groug - Hosl Name Parscng Status
Mode Greug - Host Name  Parsana 1 e 144, indagys com Aimiies [ Pazaany 244) min. esl. Sma
144 indiasrys. o un sac .
| Boldd indasys com AN SECoRDAR 2 fon {8 indmt.com NRcnitce (T 200 rods. .
I 50136 Indiasys om MOnD PR

me 1 4. indiavys com

I Hodegrp « isel4 indiasys.o Pualicy servica 3 : Policy sensoe 180 min._ esi. Bma
a1 45 inckadys com

J I Mocelm2 - isel45 ndlasys... Policy service

1 38 il 2y
I o138 indiasys.com pianid ; Lo ik SOm

piGirkd 240 i ek Bma

50147 ki Gom

I o147 indiasys. com piGnd {irnc
t Ba137 indasys. oom MONID SRR 3 b1 37 iy G0 Mionfor  SECORDART 240 min, ool e
I o143 indasys.com Admin (R B 143, Py GO AOman SECOMIARY 240 rrin, S, B

Sl nodos for soguence 7

Conieun wis th Seal Sode oh upgrade laluse (appicitle for Policy Service Mades asly]

ATV T 7T T L—RIEFEZRRLET,

J—REHLWERICBEIT L, 7y 77 L— ROHEEFERMN [/ — FO7 » 727 L— K (Upgrade

Nodes) |V« v RolcFrEnEd, ZOBREFEA LT, 777 L —F&dHB L, FUo ¥ A Lxkk

IMETEFET, B ) — R E=H—D T ) —FROXTRBIMEEOR) o —F—E R ) — Kb 55

Al LLFOFIEICHEVET,

a) T7ANETIE, B XVER ) — NI, 7y 77 L—FRIBEFORINZY A SN TWET, T v
T VL= REIZ, 2O —REHLWERTT I~ VEH ) — RIZe 7,

by 774~V E=HZ—V T —FRiE RIZFLWVERICT vy 77 L—Rahsd /— RTT,

c) KU —H—ER/—FREERL, HFLWERIBEILET, RV —HP—ERXR /) —RET7 v 7T L —
RTDIEFEZERCTXET,
RY—HP—b R/ — RN, JBRCERRITT LTy 77— R fEd, A —HP—bER ) —
Koty h2RIRL, WTLTT v 77 L—RT&E7,

d) BhoF) £F=H—0 7 J—FREBRL, FrLOVEBRICBEILET,

e) BIC, 7I7A~VEH /) — FE2@&IRL, FTLWERICBE L7,

ATFYT8 ToT T L—R 0T v 77 L—FRIEFOWTNNORY —P—E R ) — R CRILEBETHLT v 77

L— F&HATT HI12E, [RIFTH T v 77 L— R&#i179 % (Continue with upgrade on failure) ] F =
TRy I A F N LET,
ZOFTvarii, AU IVER ) - FRBIOVT T4~ ) F=X—J 7 ) —RIZF@#EHA I NETA,
INBD )= RFOWTNNIEENEETHE, Ty 77— R7atbvRiZua—nr Ny r73nEd, R
V=P —E R = ROWTROBRKRET D E, EHFY F=F—U S )= RBLOT 7 A~V EH
J—=RE7 77— Rand, HVERANIZEKD £,
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FyITL—FEERFLET.
B =26 27530050 U—R3M~ADTFYTIL—F

ATV T [Ty 7 7L —1F (Upgrade) 1227 U >7 LT, BROT v 77 L — REHIKLET,
8: 7T L— FOETKRERTT S [Ty TIL—F (Upgrade) ]©2 14> K
Depleyment  Licensing  » Cerificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  + Admin Access b Seltings

Overview Upgrade

1 Review Checklist 2 Download Bundle to Node(s) 3 Upgrade Node(s)

Deployment {2.4.0.277) New Deployment Upgrade (3.0.0.458) Total estimated time: 1140 mins
8 Selected Sequence Node Group - Host Name Persona Status
= STEP 3: Validating data before
Node Group - Host Name  Persona 1 ise144.indiasys.com Admiin (PRIMARY) 7 Upgra g
l isel144.indiasys.com Admin SEcONDARY 2 ise136 indiasys.com Monitor ’;@) 59, Upgrading...
v ] ise136.indiasys.com Monitor (PRINARY )
ise146.indiasys.com = Upgrade queued
I Nodegrp - ise148.indiasys.c... Policy service 3 Policy service
ise145.indiasys.com 2 Upgrade queued
I NodeGrp2 - ise145.indiasys... Policy service
L L ise138.indiasys.com = Upgrade queued ¢
I ise138.indiasys.com pxGrid 4 S pXGrid s 9
I ise147 indiasys.com pxGrid ise147 indiasys.com s Upgrade queued @
I ise137.indiasys.com Monitor SECONDARY 5 ise137.indiasys.com Monitor SECONDARY 1 Upgrade queued
I ise143.indiasys.com Adrnin (PRIMARY) [ ise143.indiasys.com Admin SECONDARY 2 Upgrade queued @
7 Select nodes for sequence 7

Continue with the next node on upgrade failure (applicable for Policy Service Nodes only)

K= FOT v 77 L— FOEITRUBFERSNET, EFICETTLE /= RORT—=Z XN [T v

7' L— R5 7T (Upgrade Complete) ]2V 7,

(F) HHER—ZNANS ) —FaT v 7 7L —RFT5L&IC, AT —ZARERKHELL2WEE
(80% DEFEDHFA) &, CLINLT v 77 Lb— R a2l %F =y 735 avry—LnbT v
TITV—=RDAT —=F A %eF =y T&EET, Ty 77 b— FOETRILZFTT 221, CLI
a7 A 3%, CiscolSE / — Rz — L a&K < LET, show logging application =~ >~

NZ{FEH$ % &, upgrade-uibackend-cliconsolelog ¥5 & U upgrade-postosupgrade-yyyymmdd-xxxxxx.log
HRRCTEET,

show logging application =~ > &2 &, CLINBKRDT v 77 L—Fr 72K RTEE
R

eDBTF—ZDT v 7L —Fua s
DB A% —~<nr s

+PostOS 7 v 7L —FKua

e 2w — [Thenodehashbeen reverted back toitspre-upgradestate] NFE RS NZHAIT, [T v 77

L— R (Upgrade) 1V 4 > RIZBEIL, [FEM (Details) 1V 27 %227 Vv 7 LEd, [Ty 77 L—KD
KHLDFEM (Upgrade Failure Details) ] 7 4 > R VICEE SN TV DML R LET, T X TOMEZ#
PLiztk, [Ty 77 L—1FK (Upgrade) |27 Vw27 LT, Tv 77 b —RemEEhLEd,
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| 7v79L—rERITLET,

GE)

cU 7 50 Cisco ISE BBO7 v T L—F [

FHLOWEHOT 74 < VEH ) — R CRAF ¥ T — X ORFHUENET L TWDEGAE, 774~
VEH ) — NI/ —FEBBRTEETA, RAFYEHF T2 AN T T L5 ETRHOD (K205
PNDZERHYET) | ERIET v T — RR LT — ROF LR ~ORERHPIZ, [E
#r (Updates) 17 1> RUinh, RAF v OHEEFKELZEILTEET, 20V U %
FRTHI2E, [A==2— Menw) |7 A2 (=) 227U v 27 LT, [EE (Administration) 1>
[ RXT L (System) ]>[EXE (Settings) ]1>[RRXF+ (Posture) |>[E# (Updates) | T,

CLI ™ 5@ Cisco ISE BRI 7 v T L—F

CLIZEALET v 7L —R7Fat R, BEZASI2L-oTRRY 9,

ARBR7AY)—RODT7vTFTITL—F

application upgrade <upgrade bundle name> <repository name> 2~ > RZEHEFEH LD |
application upgrade prepare<upgradebundle name> <repository name> ¥ J. () application upgrade
proceed 2~ REFRESNTIAFICEH L TCAX U KTy ) —R&T v 77 L—KT5HZ
EHTEET,

FH, KU —H—t R pxGrid, BLPE=F—V T DNV FHHYTHAZ L RT 1
>~/ — R® CLI » % application upgrade <upgrade bundle name> <repository name> =~ > R
EETTEET, Z0a~vy FEEEETT L5613, 2~ FeF 7350V E— MUK
Y R UMD B CiscolSE ) — RO —HNVT 4 ZAZIZT v T T L— RN FLZabe—LT, Ty
T L— RORHZJEHET 5 Z L e R L £,

&3V 1z, application upgrade prepare <upgrade bundle name> <repository name> =< > K &

application upgrade proceed =1~ > RZfliffl4 %5 Z & & T& %9, application upgrade prepare
<upgradebundlename> <repository name> 2~ > RZEHTH L, 7T v 77 L— R0 RN
XFyrua—RREh, a—ncitianEd, Zoa<v> FNxUVE— U ARY F UG Cisco
ISE/— ROB—HNT A AT v T T L — KRy RLveat—LEd, /J—R&aT7 v 77
L— R4 5N TE 76, application upgradeproceed =~ > K& FE{TLCT v 77 L—FR

ZERICETLET,

LLUF G 9% application upgrade prepare <upgrade bundle name> <repository name> 35 L O
application upgradeproceed =~ > R ETT 52 L B#IO L E T,

48O H RIS
(777 L= RO DEOFMEZ LT HATIIES N,

ATYT1 a—=INT 4 A7 DYVKRY M) EERLET, 72L& 2iE, Tupgrade] LD VAT b U L TE £7,

51
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TyITIL—REEFTLET. |

B: —EBoroTioL—¢

ATy T2

ATvT3

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.

ise/admin (config-Repository) # exit
ise/admin (config) # exit

CiscolSE a~> KI A4 v A X —7 x4 A (CLI) /»5. application upgrade prepare <upgrade bundle
name> <repository name> 2~ R&Z A LET,

Zoaxry NI, Ty T L= R FAZFIOFIETER LIzr—Hh Y RY ~ Y Tupgrade] (22 E—
L. MD5 & SHA256 F = v 7V ha—EHERLET,

GE) 7 v77L—Rt&, SSHRHETr 4 > L. show application statusise =~ > FZfiH3 5 Z &
T, Ty 77— ROEITRUEZZRTEET, KOA v E—VNERENET,  [%NOTICE:
Identity Services Engine upgrade is in progress... |

Cisco ISE CLI 2>% ., application upgradeproceed =~ > K& AL 7,

RDEARY
T T T L — Rt AOME (54 X—)

2/ —FERAOD7YyTIL—F

application upgrade prepare <upgrade bundle name> <repository name> =~ > K33 & U8 proceed
a<v s REMFHLT, 2/ —FERZ7 v 77 L —FRLET, FTEIT/, — FOBGEMERL T,
FRETHILEIL YV EFA, Ty 77— RV 7 Ny =T IZHEBIIIC ) — REREMER L.
FLOEBRICBITLET, 2/ —RBHEZ2T v 77 L—RTD58, BOICED X VER ) —
N (/—FRB) FdE7 77— RTH0ERODES, BH XY ) —RKOT v 77 1L—
NEET L, 774~V /) —F (/—FA) 27 v 77 —FLET, ROKNIRTT LD
BREMOREDSE., ZOT v 77 L— RERE/RITHZENTEET,
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| 7v79L—FrERTLET,

2/—rEBo7vITL—+ |

9:CiscolISE2/ — REBEER

ISE Node A ISE Node B

Primary Admin Secondary Admin
:ae:;::::‘; Primary Monitoring
LY o RsY- 1] b
c TIAVER ) — FDOREBIOEN T =2 DA T~ RNy 77 v 7% FHTHE
TLET,
EHLE=LA =Y T OV FR BEAOETD ) — RTA X =TSN TNDH T &
e LET,

BTN T FTA<VEHR ) — R TOHA X—TNTHDIHE., Ty 77 —R7u
BRIV ZVER ) — REROIIT v 7L —RT5ZLB3RDENDDT, &
B ) — ROBEH~ILY F oA RX—T N LET,

/0% 2/ —FEHATIDOEH ) — FOLRHIH5E81L. BH XU ) — ROBREEE
RRLET, MTD /) —RKBRAX L RTay ) — RV FEST, Mo/ —RKea2xZ K
Tay/)—RELTCT v L —FRL, 777 L—FgIZ, Bzt y N7 v LE
7,

cE=H— Y TN FRTIOD ) — RORTA 2—T NVO%4E, WIZET NI / —
ROFE=Z—) o T ) F ol F—T NI LET,

ATYT1 CLInbEh o HY) )—F (/—KB) 7 v 771 —FKLET,
Ty 7T L—FR7utv AT, BRI — RBRERMOHIBRSHL, Ty 77 r—FREhEd, /—FKB
IEEET2E. 94~V ) —RIT v 7L —FRENnET,

AFYT2 TyvTTL—F)—FA,
Ty T L—RFakv AT, BEIMIZ ) — RABNERICEREGESN., Ty 77 L— RSNERETED &
U =Rz £9,

ATFYT3 FHOERT, J—FAZT T4~V ) —RIZHEESEET,
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TyITIL—REEFTLET. |
B se=mo7y 75—k

Ty T L= RBRET LIk, /—NIhWeE=Z2—J 7 n 7RG En2%546, Zhbd/ —RFET
application configureise =~ > RZE(TL, 5 (F—FZ X—ZADKFHEROEH) ZBIRL 7,

RDEARY
T w77 L— K7 at A0 (54 =)

PREROT v T L—F

DT, BEH X VEBE ) —F (SAN) Z2H LW U —R 27 v 77 L—RKLET, &z
. ROMZFRT LI, 1 2OFTA~VEH ) —FK (PAN) |, 1 2OEh X VEH ) —
K, 42OKRY —H—ERX/—F (PSN) , 1207 T4~ F=F—J T J—N
(MnT1) . BEIR120HIZY E=F—V> 7 /)—F (MnT2) 2ETRENREY v T v
TINTWAHEE, ROT v 77 L— FRRICELZ ENTEET,

10: 7 v 75 L— FHIOD Cisco ISE R

Primary \ . PAN SAN
Admin Node U U
Secondary
Admin Node

CH el Jor] Joi BT

PSN1 PSN2 PSN3 PSN4 MnT1

\ )

GE) 7o 77 L—RORNZ /) — REFECHEMR L2 T<7Z S\, application upgrade
prepare <upgrade bundle name> <repository name> =~ > F35 L (Y proceed =2~ > K& fif
ALT, HILWY Y —RZT v 7T L—KLET, Ty 77— RK7avR3HEMIC
J— REBGMRL, FrLWERICBITLES, 7y 77 L — RORIZFH T/, — RO
Bixak v vV T555F, 7Ty 7 L— K7 av R E2HBT 500, T4~ VE
H)—RFRDIA B AT 7ANDBDHDZ L E MR LET, FIRIZZOT 7 A LB
G (xR, vAaR— =R F—Z L5 TTA B ABRA, VA M=V ENTY
4) . Cisco Technical Assistance Center |ZH# L C< 72 &0,

4a & HREIIC

s BERICED U HFVEH ) — RRBRWEARIE. Ty 77— R etv X &BhET 2R, &
B FVER ) — RTBHR)—P—E R /) — K& 1 ORELET,
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| 7v79L—rERITLET,

ATy T

ATy T2

ATvT3

ATy T4

ntEmoryIsL—r |

« [Ty 77— RO OEOFIEEZ LTHAA, o TIEEW,

* & CiscoISE BEiZ 7T v 77 L — KT B5H81E. RAAL L F—L T AT L (DNS) OH—
N—figgh BV 7 T o TRIOWN Yy 7T v ) NWUETT, €9 TRWEE, T
7 L— RITRIR L ET,

CLINHSAN 7 v 77 L—RLET,

Ty T =R at AT, HEIPIZSAN DR L BRI, 7Ty L — RahvET, HiE#ET
HE. SANDBEHIERO 74~ /) — R 4, FRERHATE=4—V 7 /= Kpb7ltb1o
WBZ 2 B0, T w77 L —R7a® 23 WEB DY /) — RTHNIR > T Th, SANDE
==V TN FEENCLET, R =P =RV Y TR HWEBO SAN TEZITH - 725
B TORTITHHER~DOT v 77 L — R bR SN ET,

F=RZ—Y T ) —FD 1> MnTl & MnT2) ZHHERICT > 77 1L—FRLET,

HF) =S =V T )= RORNZ T IA~) €= =0T ) —=F&T v 77—y 52 L%
BEIOLET (WWRATT 74~ VB — BT 74~ == 7 /= FLLTHEEL T
D AIIEZAUIARARETY) o TIA <Y =2 =V 7 /= FBREBI L, FHEMANOr 72 IUEL
T, ZOFMIT, TIATVER ) —ROX v L a R — FpbFRRTEET,

HTWEBRTE=4—V 27 ) — KR 1 2L Fb25E51L,. 7Ty 77— RT5HH1IZ, HWEROT T A~

VEH ) —RFTHDLIPANDE=X—J L T FEAHNZLET, /— K-V FOEFEIZLD ., Cisco

ISE7 7V —yarRnNiiEELET, PAN RHEETL2ETCHLET, FilEMcE=4—V "7 /) —

KET7v7 7L —FRKT5E, ERAT—X2F LWERICBITTA2HLENS D722, o/ — X HEr

BR300 £,

FHREROT I A~ VEB /) —RKTHD/ —KBMH, TWERTA =TT =H—T T L

VFEEERNES, BEo A=V TNV FEF =TI LET, S — R UL Y FOEE LY,

CiscolSET7 7V r—rarnmiZg#Hh LET, 7IA4A~VEBR ) — KON EFHTIHIETHELET,

KIZ, RY v—H—E2E—F (PSN) #7 v 77 L—RLET, #HEOPSN Z[KHIT v 7/ L—RT

TFEITN, TRTCOPSNEZFEFICT v 77 L—RKLEHE, Xy NU—FI THEOUH A LR RAELET,

T o7 T L— RRRIZ, FHREHSANDO T Z A4 <1 /) — RIZPSNBEE S, 774~ Y /) — K0T —

BT RTCOPSNICER S NET, PSNTIZZO~LYF | ) — R L—TEH, BLOTr—T D71

TrA Y TRENPHREESNET,

HOWEBIC2EHDE=F =V 7 ) — FRHLIEAE, ROZ EEITHILERH D £,

a) HWERDO I~ )= RTHDLPANDE=F— T~y F 28 LET,
BECE=F—V 7 ) —Kigb7e< b 1 DUETT, GVEBNSE2OE=X—1) F /) —K
ATy T V—RTAEN, T4~ ) —FREHETIONVYFTEA RX—T /W LET, /— KX
WY FOEEIZLY, CiscolSET XY r—a v NBEHLET, Y54~V ISE /— FRHEET
LHETHLET,

by BAHFY) F=L2—D 7 =N WERNOHBRERICY vy 77 L—FLET,
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TyITIL—REEFTLET. |

B 77/ —rTntwzome

ATy TH

TIAVEHR ) — RERWT, o3 RTO /) — RBFHBEHICT v 77 L — RS TV A RERSH Y
\iﬁqo
BBIZ, TIOAVE ) —RET7 v 7 7L —RLET,

D) =Rk, BAUFVER ) —RE LT v L —REN, FHERICEBMENET, BHZ Y
BEL) — REHHEBIROT I A4 <) ) —RIZAKRSELZENTEET,

Ty T TU—RBRET LIE, 7Ty 77— RS Et=4—U 7/ — RZhwa ZBZEaEnsuasa.
application configureise =~ > RZEITL, N T 2E=F—V 27 /) — TS5 (F—FX—XDOHFFEH
DEF) BRI ET,

RDERY
T w77 L— K7 at A0WR (54 =)

Tv7JL— k70t XDHERE

JREAPHIFF SRV ITHEEET 22 L. BLOa2—F =Rt xy NV —27 DY Y =T 7
TATEL L ZMRTDHIODRY P —I T ANEFITTHZ LML £,

T — 2 RX—ADMETT v 77 L— RBRRRT DL, BREINZARDHEIICE—L
Ny ENFET,

T T U= RFBREFICET LENE I D EHERTHIZE, ROWTNIOF 7Y a v EFEITLET,

cadelog 7 7 A NVTT v 77 L — Rt AZER LE T, adelog 7 7 A V&K RT HIZIE, CiscoISE
CLIbIROD =~ K& AJ1LET : show logging system ade/ADE.log.?

STEP @ grep T7 v 77 L— ROETRINEFR R TEET,
® info:[application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks
® info:[application:operation:preinstall.sh] STEP 1: Stopping ISE application...
®* info:[application:operation:preinstall.sh] STEP 2: Verifying files in bundle...
® info: [application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before upgrade...

®* info: [application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node from current
deployment.

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the configuration
data...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node to primary
of new deployment...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 7: Downloading configuration data
from primary of new deployment...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 8: Importing configuration data...

. Cisco Identity Services Engine ') ') —R 31 7 v F5 L—KHA K



| 7v79L—rERITLET,
LIBTIDN—S 3 oA@B—)LiNy 5 .

®* info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration data
upgrade for node specific data...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T database upgrade...

® info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

® info:[application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded
data to 64 bit database...

s ZOXFHNERE LT, Ty T 7L —RPRIH LI L 2R LET,

Upgrade of Identity Services Engine completed
successfully.

«showverson =<2 R&ZETL, BN RA—=Va v ERIELET,
- show application statusise =¥ > FZ AN LT, T X TOF—EANETINTND I L2l L E
j—O

LIBIDO/N—D 3 oA —)L/iNy Y

FNUZ, LHEION—=T 3 v DISOA A=V EEHL, Ny o7 v 777 AV bT —H %1 5T
$TAHZET, CiscolSET 7T A4 T LV ADA A— /%ﬁfﬁﬁkﬁ‘éb%ﬂ%é%/\#&)@iﬁ‘o
T—HEEI LRI, WERAZBREL T FWETITo e L o ic vy S EERNCT
TLENTEXFET, LERST, Ty b— Rt 2 E&#EET 5R1Z. Cisco ISE & fE:JﬁoJ:
WE=H =V T T BNy I T v T THIEEBEDLET,

REBIOE=F—) T — A X—AORBEICLVRELET v 77 L — ROEEIX, BE
FIZE— Ny 7 SRR ERB Y ET, OB BRETDHE, T—FX—ZARNa— Ly
ENRNWZ EEIRTIEME, Ty 7 L—FOEBRA v e—V L HIZZITHRDEST, ZDXD
Ry U AT, FEITURATLDA A=V HFEER L, CiscolSEZA A h—/L LT, &%
EBINE=F—) 7T =450 (F=F—V TV FRENRGE) THOLERD
nEF,

0 —/LX 7 £ 721XAE1E 21T O B2, backup-logs =~ K& L CHAR— X2 Rriadg
L, TOYR—= N Lz VE—M)RY M ICEELET,
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. LIBIDIN—S 3 oA Ba—JLNy S

l Cisco Identity Services Engine ') ) —X 31 7 v 75 L—FHA K



4.
=% =R

BEDINYTFDA R b—)L

¢ CiscoISE V7 b7 =T R F (57 X—)
e VT NI T RyFDOr— LRy (59 R—)

CiscoISEY D b x7/NyF

CiscoISE V7 "7 =7 O3y FITHIZRBINET, CiscoISE Tid, Ny F DA X h—/b
BXUOe—n "y 7% CLL £721X GUI b EITTEET,

JEBH @ Cisco ISE — _—Z/ 8y F oA VA =T 5EEI1Z. 7FA4~ VU PANDDHITH =
EINTEET, T4~V PANDPOL NNy T EA A M—/LTBHITIE, CiscocomMHT T7A 7T
VT ITOVEFEITLTCWVARVAT Ay FEE T a— R LET,

GUI by F oA A=A T D50, Ny FREIIZT T4~ Y PANICHEIRIZA A
= ENET, Z2DO%, VAT A, GUIZY XA SN TWDIE/FT, BENOMD /) — K
WXy TFaA A R—=VLET, /— RPEHINDIEFEZGHETHZ LT TEETA, Ny
FNRN—=Va B TFETA LU AR, B— ANy T BIXOERTHILEHTEET, Cisco
ISEGUI CT[A==2— Menu) |7 A 2> (=) #7V v27 LT, [# (Administration) ]>
[ AT A (System) ]>[A 75> A (Maintenance) ]>[/3> T4 H (Patch Management) ],

CLINB Ry F oA A RN—NT 58551, /— KOEFHFIEFZHIECEET, 72720, &)
T F7A~VPANIZNNyTFEHA LA N—NTDHEEHERLET, VDO /) —RKTOA R
M=V DIEFIEBIfR S U A, T o R EEmE kT 572012, Ny FEEBD / — RIZ[FERE
IZA VA R— L TEFET,

BHEEET v 77 L— RTDRNCNL 20D ) — R TRy FE2RGEET 554, CLIZ T
He,BRLE ) — R TRy FEA A M—LTEET, NvTFEA A M= THITE, K
O CLI 2~y REfEHLET,

patch install <patch bundle> <repository that stores patch file>

BRI DUV TIE,  [Cisco Identity Services Engine CLI U 7 7 L' > A H A R] @ [EXEC £— K
® Cisco ISECLI @2~v > K| OFEIZH D [patchinstall] DEAZZHL T 7ZEI0,

MR N FN—= g VEEBEA VANV THIERTEET, & xiF, CiscolSE2.x &
fEH L TWT, CiscoISE2x SwF 5% A4 A2 h—LT 584, LLETDYyF (Cisco ISE 2.x

Cisco Identity Services Engine ') ') —R 31 7 v F5 L—KHA K .
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BHONRKyFDA VR =L |
B oroz70F oz b—nofiqrsa

Ny F1~47mE) ZA LA b=/ L7 Th, CiscolSE2x /Ny F 5 ZHEA VA F—/LT
EET, CLITy F A=V a U EFRT DI, RO CLL 2~ FEEALET,

show version

BErEY Y
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Active Directory & DFEA OFERIZOWTIE, ROHEHEZSHL TSV,
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T ROFEMEATILET,
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e[ A2 b (Comment) |: BHAREZRLLET (7221 17740 MEIEZ SAM

BIOCNIZEF] )
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RNy T T ovT T4 RUBRKRENET, Avb—U%HEARD, BEEZZITANET,
ISE ® AD a3 7 X % —E A0NFHERE LE T,

HE5|ZDNS )LV O Ty D
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NPT o TRRESNTNWAIEEHERLET, £ L0neE, Ty 77 L —FREIZT 7
A A MEEREOREN AT S AREMENH Y 9,
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SWERZT v 77 L= RT 5L ROBG ORI SNIEEE, 7IA~VEH ) —
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SRR

® Unknown CA in chain during a BYOD flow

® OCSP unknown error during a BYOD flow
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LET,

3. [REFAEOEEAS (Certificate(s) will be used for) | Kv v 7 # 7 U A N C[ISE L— k CA
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RIIN—FCAFT—DBESF UL

TyvITTL—FDYFUF E—F I—FCAFI—2DBEER
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ANEFxyZ7 LT, ULV LASSIDNIELWT L& R LET, i0S 731 ZDHE, #
BRIy U — 7 PIERROEEIL, [1I0SOFEE (0S Settings) | =Y 7 T[¥—F v hx v
h T — 27 JERRKFZA 2 —T 12T % (Enable if target network is hidden) | F = v 7 R > 7 A%
AT LET,

ISETOZFA T hTREeya=vy VY —ADEH

TS VEH

AT Y F1 CiscolSEGUI C[A==2— (Menu) |7 A 2> (=) #7Y v 7 LT, [KVU— (Policy) |>[HRV > —H
% (Policy Elements) ]>[#5%: (Results) ]>[Z 74 7 v k 7mrEY a3 =7 (Client Provisioning) ]>[V
v — A (Resources) | #EIRLC, 7 IA T h Fubeva=r7 VY —2A&2RELET,
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