afran]n
CISCO.

[ ]
!
z
z
z
z
N4
]
z
z
£
=
o
I

il =

e S S s

Cisco Identity Services Engine ') ') —X 31 &y b7 —9 3 U KR—=x
R NOY-E: Y

MmE 2

MREFE DT X 2V 7 ¢ BEOKE (pxGrid #2H) 26
FREEY # Cisco Digital Network Architecture Center ) J — A2 29
FRREEH 7 Cisco Prime Infrastructure V U —Z 30

FRAEY # Cisco Firepower Management Center U U — A 30
FRREEH 7 Cisco Stealthwatch Management U U — 2 30
WEEE 7 Cisco WAN H—E 2 HE ) U — 2 30

B LR NAC O AR— b 30

ZOMOZELER 30

BE, =X BLOZOMOER 30



HET : 2024 £9 55 H

S

Cisco ISE IZ. RADIUS, B8#9 % RFC Hi#&, TACACS+ 2 D7 a ha Vi z R — kL TCWET, FEMICONT
X, ISEa3 2= 4V V—2ZFBRL T EE,

Cisco ISE %, fEHENR— 2 OFRFEICILE D RADIUS BifEA SEET D A aE72i3 v A 24O RADIUS 7 5 A 7> b
X NI —0 T8 AF A A (NAD) & OMHAERMHZ Y R—FLET,

Cisco ISE 1%, B 7 a F 2 )L |ZHERT B — R%—F D TACACS+ 7 FA T > RFAAL AL EZRITHAEITHERE L
T, TACACS+HEREN YR — L INDME I MIE, FOT A AFEHFDOREEIZL > TELRY 9,

RADIUS

Cisco ISE %, T 11 b o /U ZHELT B Y — K/R—F ¢ D RADIUS 7 /34 A L 522 AICHERE L £, RADIUS £
BNV R—MENDEZNE I DL, ZFOT A AEFOFEEIZL > TR £,

RAF X THERAA N, TuT77A4 007, BIOWeb BiEE G b D72, ¥EOEBERFERANL, A2 alifto
TNRAATIE—E L THATE 20, EENTHIRSNAHGERNHV ET, T XCTORY NT—ITNRARAEZD YT
R =7 ON— R 2 THREEITEDY 7 =T V) — 2O T RREETH 2 L 2 BEID LET,

v MU= FRA AREB L URL U ¥4 L7 FOWT b ¥R — LA E4, CiscoISE X URL U 44
V7 havIalb— 752 LICKVREE VLAN R Z R L £ 9, FEMIZ OV TIE,  [Cisco Identity Services Engine
Administrator Guide] @ [Secure Wired Access| DEF|Z#& 5 [Third-Party Network Device Supportin CiscoISE] D& 7 =
YEZBLTIIEIN,

TACACS+

CiscoISE 1%, B 7 1 k3 )VZHEHLT 59— Ro%—F D TACACS+ 7 A4 T 2 FTF A A L ERITHHBICHERE L %
4, TACACS+HEREN YR — P ENDIME I DX, TDOTANA AMEAFDOFEEIZ L > TEARD F9°,

Xy FT—2 ZA »F T Cisco ISE DFFE DHERE 2 AN T 5 71EIZ- DV TIE,  [Cisco Identity Services Engine Administrator
Guidel @ [Switch and Wireless LAN Controller Configuration Required to Support Cisco ISE Functions] D4 S L T 72
S,

ISEZIa=74 JYV—X
[Does ISE Support My Network Access Device?
P KX—F A BINAD 7’12 7 7 A /L{Z2WWTIE,  TISE Third-Party NAD Profiles and Configs] &M L T 72 &0,

Nexus 7 /N4 AD TACACS+ DF%EHEIZ DWW TIE,  [Cisco ISE Device Administration Prescriptive Deployment Guide ]
ZZRLTLLIESN,



https://community.cisco.com/t5/security-documents/does-ise-support-my-network-access-device/ta-p/3650231
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://communities.cisco.com/community/technology/security/pa/ise
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216127-does-ise-support-my-network-access-devic.html
https://communities.cisco.com/docs/DOC-64547
https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId-1977002717

\)

6= o —HDAA v FETNLIOS A=V g VBT AR— METHICELZAREERH Y £9, F£7-. CiscoTAC T
VIR FESERMER AR — S TWRWAEEMERH U £,

*CiscoISE7u 7 7 A UV v 7 —ERZOWTIL, &/ 3— 3 > D NetFlow ZEHT 24BN H Y £77,
NetFlow N— 5 VU S EFEHTAESIT. T7EBALA YD T T4~ NAD TOREHATEXFE T,

UAYXYVLVALAN 222 fhr—F Q&AL IROJITERE LTI EIN,
e MAC FFE/ XA 282 (MAB) 1%, RADIUS Vw7 7w 7LD MAC 7 4 VX ) v T YR —FLTWET,
cMAC 74 NEZ Y TEFEHLEEY a2 ID & COADYR—RMIEY, MAB ® X 95 RiRERN 2t X E 5,

e DNS X— 2D ACL ##8IX WLC 8.0 LIFI CH AR — h SN TWET, T XCTHOT 7 EARA  F7)5 DNS X—ZAD
ACL #H R —FLTWDEDITTIEHY A, FFEMIZOWVTIX, [Cisco Access Points Release Notesl] #Z& L T
<TEEW,

Cisco ISE THGE S L5 7 /34 ZADFERIIZ DWW TIX,  [Network Device Capabilities Validated with Cisco Identity Services
Engine] Z#ZML T3V,

HR—rEN5T0 FT3LERE, RFC, SXVIETF K57 +
Cisco ISE |, kD7 11 b 2 /LK, Requests for Comments (RFC) . BLOIETF KT 7 MIYEMLL TWE9,
« B R— SN TS |EEE Z#HRE
« IEEE802.1X-Std-2001
« IEEE802.1X-Std-2004

«HR—brEN TS IETFRFC
* RFC2138 - RADIUS
* RFC2246 - TLSv1.0
* RFC2548 - Microsoft Vendor-specific RADIUS Attributes
* RFC2759 - Microsoft PPP CHAP Extensions, Version 2
* RFC2865 - RADIUS
* RFC2866 - RADIUS Accounting
* RFC2867 - RADIUS Accounting Modifications for Tunnel Protocol Support
* RFC2868 - RADIUS Attributes for Tunnel Protocol Support
* RFC2869 - RADIUS Extensions
* RFC3579 - RADIUS Support For EAP
* RFC3580 - IEEE 802.1X RADIUS Usage Guidelines
* RFC3748 - EAP


https://www.cisco.com/c/en/us/td/docs/security/ise/nad_capabilities/nad_capabilities_with_ise.html
https://www.cisco.com/c/en/us/td/docs/security/ise/nad_capabilities/nad_capabilities_with_ise.html
http://standards.ieee.org/getieee802/download/802.1X-2001.pdf
http://standards.ieee.org/getieee802/download/802.1X-2004.pdf
https://www.ietf.org/rfc/rfc2138.txt
http://www.ietf.org/rfc/rfc2246.txt
https://www.ietf.org/rfc/rfc2548.txt
http://www.ietf.org/rfc/rfc2759.txt
http://www.ietf.org/rfc/rfc2865.txt
https://www.ietf.org/rfc/rfc2866.txt
http://www.ietf.org/rfc/rfc2867.txt
http://www.ietf.org/rfc/rfc2868.txt
http://www.ietf.org/rfc/rfc2869.txt
http://www.ietf.org/rfc/rfc3579.txt
http://www.ietf.org/rfc/rfc3580.txt
http://www.ietf.org/rfc/rfc3748.txt

* RFC4017 - EAP Method Requirements for Wireless LANs
* RFC4851 - EAP-FAST

* RFC5176 - Dynamic Authorization Extensions to RADIUS
* RFC5216 - EAP-TLS Authentication Protocol

* RFC5281 - Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated Protocol Version 0
(EAP-TTLSV0)

* RFC5422 - Dynamic Provisioning Using Flexible Authentication via Secure Tunneling Extensible Authentication Protocol
(EAP-FAST)

* RFC5425 - Transport Layer Security (TLS) Transport Mapping for Syslog
* RFC6587 - Transmission of Syslog Messages over TCP
* RFC7360 - Datagram Transport Layer Security (DTLS) as a Transport Layer for RADIUS
KO RFC RIS AR — h S E T,
* RFC2548 - Microsoft Vendor-specific RADIUS Attributes
* RFC2882 - Network Access Servers Requirements: Extended RADIUS Practices
« RFC7030 - Enrollment over Secure Transport (EST) (BYOD 7 2 —®D— & L THAR— 1)
* RFC7170 - Tunnel Extensible Authentication Protocol (TEAP) Version 1

cHR—FSNTWBIETF FS T+
«IETF R 7 I - PEAP Version 0
«IETF K7 7 b - PEAP Version 1
«I[ETF K7 7 |k - PEAP Version 2

«[ETF K7 7 I - Microsoft EAP CHAP Extensions Version 2

RADIUS O+ H—EX®M AAA B

RADIUS 7 u ¥ #— b 2DE . ROWBGE, FA. BLOT I T 007 (AAA) BEMEE RADIUS WBEICEH 5
WVERH Y F97,

+ Calling-Station-ID (IP ¥ 7= (% MAC_ADDRESS)
* RADIUS::NAS IP_Address
* RADIUS::NAS_Identifier

H—K/N\—F 44 VPNt FL—42 0 AAA Bt

VPN = b L—4& % CiscolSE E AT DITIE, IROFFE, A, BEOT Uo7 17 (AAA) JEIME%E RADIUS
BIEICEDDIVLENHY 7,


https://www.ietf.org/rfc/rfc4017.txt
http://www.ietf.org/rfc/rfc4851.txt
http://www.ietf.org/rfc/rfc5176.txt
http://www.ietf.org/rfc/rfc5216.txt
https://datatracker.ietf.org/doc/html/rfc5281
https://datatracker.ietf.org/doc/html/rfc5281
https://datatracker.ietf.org/doc/html/rfc5422
https://datatracker.ietf.org/doc/html/rfc5422
https://datatracker.ietf.org/doc/html/rfc5425
https://datatracker.ietf.org/doc/html/rfc6587
https://datatracker.ietf.org/doc/html/rfc7360
https://www.ietf.org/rfc/rfc2548.txt
https://www.ietf.org/rfc/rfc2882.txt
https://www.ietf.org/rfc/rfc7030.txt
https://www.ietf.org/rfc/rfc7170.txt
https://tools.ietf.org/id/draft-kamath-pppext-peapv0-00.txt
https://datatracker.ietf.org/doc/html/draft-josefsson-pppext-eap-tls-eap-10
https://tools.ietf.org/id/draft-josefsson-pppext-eap-tls-eap-10.txt
https://datatracker.ietf.org/doc/html/draft-kamath-pppext-eap-mschapv2-02

« Calling-Station-ID (MAC £721ZIP 7 KL ALK B4 D7 T4 7 > ks DiBEH)

e User-Name (227 A > £I2LDVE— K7 T7A47 > FOBHF)

« NAS-Port-Type (VPN & L COEEREHX A 7 DYTEIE D)

« RADIUS Accounting Start (7~ 3 2 > DIERRBtEE N U T—LE7)

« RADIUS Accounting Stop (£ a VOIERRE TEZ NI H—L, ISETA B ZZ Y U —ALET)

«IP7 RLVAZEHKFO RADIUS 7 U T 4 > VT EERH (72 & 21X, SSL VPN ##iiE Web <X—Z /)5 7L k¢
NI TAT LV MIBITLET)

N\

(E)  VPNT A ZADEE, B TEL Xy NU—7 BIZhH D RRA v 2B 512i%, RADIUST DT ¢
v 7 A »&— 0 Framed-IP-Address JE 227 7 A4 7 RO VPN EI D TIP 7 FLACRET H2LENH Y £
KR

AT LEHR
Cisco ISE DR T & AT 2581, ROV AT ABEMHENWHIZINTWND Z L 2R LTS ZEW,

Z®DCiscolSEY U —ADN—RU =7 77 F 7+ —LBILPA VA M—/LOFEMIZOWTIX,  [Ciscoldentity Services
Engine Hardware Installation Guide] ZZH L T 72 &\,

A= I IA BV RAEYFR—bTDHSM ATV I R == U J—=2DFFEMIZHONTIE, ZHEHOY U —2D
[Cisco ISE Administrator Guide] @ [Licensing] DFEIZH D, A~— b T A & ZAHIZ Smart Software Manager % 4>~
VIATHRETD My 7 2R TIIEEN,

YiR— bAFRN—FH T
CiscoISE V U —R311F, ROT T v b7 4 —LIZA VA= T&FET,

R1LYR—rShE3TS5Y b T+—L4

N—FDx7 TS5y bTH—L HE

Cisco SNS-3595-K9 (KHifE) TTTAT AN R =7 OEERIZOW T, [ Cisco Secure
Network Server Appliance Hardware Installation Guide] # £ LT 72

Cisco SNS-3615-K9  (/)\Hif) X

Cisco SNS-3655-K9  (Hr#ifL)

Cisco SNS-3695-K9 (K Hif#)

Cisco SNS-3715-K9 (/[NfEL) *

Cisco SNS-3755-K9 (L) *

Cisco SNS-3795-K9 (HifE) *



https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

A VA M=, FEREORICEHINTND T Ty h 74+ —AT, FH, T=X—V 7 pxGrid 72 EOFFED 2
A= b UL Y FEHEH LT CiscolSEZRETEET, ZNHDO-YLYFITMA T, CiscolSETIE, a7 7 AV
VIYP—E R, By iarth—r R, BEHLH NAC —E R, TrustSec F1 SXP H—tE A, TACACS+ 7 /3 A R
BYy—br 2, BIXUORy T IDY—E2RE, R —F—E2ANITHDZ A TDOIL Y FRNEENTHET,

A

FE e *Cisco ISE 3.1 /X F 6 LABED/N— 3 1%, CiscoSNS3700 >V —X T o34 T v A%V HR—FLET,

* Cisco ISE 3.1 LIfED U U — AL, Cisco Secured Network Server (SNS) 3515 7 7’ A4 7 A%V HR—K LT
WEH A,

« Cisco SNS 3400 > U — X 77547 AL, CiscolSE UV U —R 24 DIETIIHR—FENTWEEA,

¢ 16GB RIliD AT Y DEIN L TIX, VMT 7 I7A TV ADFRETITVR— SN T EH A, CiscolSE DHE)
YEICRIENRA LTESE. T3 ChO—3—(L, Cisco Technical Assistance Center (ZIH &I D RIIZE Y 24 T
AEV A 16 GB U LIZEE T HMENH Y £7°,

L H—T /R arba—)LP—1— (ACS) By b —27 77X a2 rua—L (NAC) T
75 A7 A (CiscoISE 3300 2V —R%&&Tp) IX. CiscolSE YV U —R 20 UK TIIYR—FENTWHER
/\/o

YiR— k5 RERE
Cisco ISE [ZIRDEAEEREE 7 v b 7 4 — L% PR — L TWET,
e +ESXi6.5D VMware /X— 3 9

* ESXi 6.7 LA D VMware /3— = 14

CiscoISE UV U —X 3.0 LIED YU U —RTlE, VMware ESXi 7.03 UFED Y V — X ZHFT 5 Z L 2R L £,
WDONRTN 7 7T RTFTy b T7xr—bEDOVMware 7 77 RV 22— 3 2 Cisco ISE # BRI T& £,

« Amazon Web "—E 2 (AWS) @ VMware 77 7 7 K : Cisco ISE ZAWS @ VMware 7 7 7 R+ 25 V7 b
V=TT 77 A R T—=H X —THEANLET,

e Azure VMware Y U 22— 3 > : Azure VMware Y U = —3 3 1. Microsoft Azure b CTHxA 7 1 712 VMware
U—rn—RK&2FE{TLFET, CiscolISE % VMware (A8~ v & L TCHRA RNTEET,

» Google Cloud VMware Engine : Google Cloud VMware Engine i%, Google Cloud ® VMware IZE>TY 7 hU =
TTI77A4 Y RT—22r X —%F4TLE7, VMware Engine (ZL > TRt SND Y 7 =27 T 774
R 7=t % —"T, VMware {iifiv > & LT CiscoISE ZAR X F TE £,

N

(GE)  CiscoISE3.1LARETIL, AR~ > (VM) A Y AHZ A ({EEO~IV Y TR FLT) OARA METOBAT
\ZVMware ~ A 7' L—3 a UHEREA I C& £9, CiscolSElddhy h~A 7L —varba— RvA
Tl—varOlifzyR—rLET, Ky h~A T b—vaid, FA4T7~A 7 b—varEhid
vMotion & HFFENFET, Fy h~A 7L — g U HIZCiscolSEX v v hF D LIZY, BRE A7
WZL720 T 0ETHY £ A, ATHMEZEZAR S 2 L70<, CiscoISEVM Z#B1TTE £7,



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

* Microsoft Windows Server 2012 R2 LA Microsoft Hyper-V

« QEMU 2.12.0-99 - KVM

\)

() Cisco ISE | OpenStack (A > A h—/L TX FH A,

* Nutanix AHV 20201105.2096

WDNRT Y 7 759 R 7Ty v 73— FIZCiscoISE %A T 4 ZICEBH T £,
« Amazon Web Services (AWS)
AR~ o > OB T D IEHRIC OV T, BV D CiscoISE /N— = »d [Cisco ldentity ServicesEngine 1 A k—
NHAR] ZBRLTIIESN,
SEIVEIRNIEIEZE (FIPS) E— FOHYHR— bk

CiscoISE 1%, HAIIAZ-DBEIEMRAFAZUE (FIPS) 1402 MEEH A2 b E Y =2 —/L, CiscoFIPS 7 V=V FEV 22—
L oX— g v 72a GEAE #4036) ZfFEA L ET, CiscolSE3.1 %y F | UBNMETT, FIPSa L 7T 4 7 o AR
DEEIZ DUV T, Global Government Certifications &R L T F &0,

Cisco ISE T FIPS &— RBHNC 2> TV D HAIE, ROEEZEE LTI EEN,
*« §XTD FIPS FEHELIE 5 A A — MIEEDZ /20 £,
 REPAE &M S —I2IE, FIPS HEL N v & 2 EF AT VT ) X LD BT 2 0ENH Y £,
« RSA B - —1T1F, 2048 By MU LAFRET DXL ERH Y £,
KR ER T O 2 VB T LT Y XL (ECDSA) OREF—I2i3, 224 By MU LEZRETD2L4ERH Y £7,

« Diffie-Hellman Ephemeral (DHE) M55 420X 2048 " > kLA Lo Diffie-Hellman (DH) /37 A —# Zffi ] L TEIfE
]\./ \i j—o

* SHA1 (%, ISE v — v ——FEAEDO AR ZF SN TV ERE A,
« EAP-FAST D[E4 PAC P 0ty a =0 747 a T EY T,
e B —% /)L SSH % —/X—|L FIPS £— R CEMEL £,
* RADIUS DA, kD7 v h 2/WE FIPS E— KT R— S THEHA,
« EAP-MD5
« PAP
« CHAP
« MS-CHAPvI
« MS-CHAPv2
« LEAP


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications.html

BILEH T 50
Cisco ISE3.1 &, ROT T UHFTHR—-FShTHET,
» Mozilla Firefox 123, 125, 35 X0t 127 LARE
* Mozilla Firefox ESR 102.4 LARiD/N—2 7
* Google Chrome 122, 35 X% 124 DI
* Microsoft Edge 122, 3 KU 125 DAK

» Safari 18.0 A&

)

GE)  BE. AT AL ATCiscoISEGULIZT 7B A$T A Z LIXTEERA,

REEEAERNID V—X

N

GE)  YAR— SR TWD Active Directory 73— 3 > 1%, Cisco ISE & Cisco ISE-PIC D i }5 TlFl LT,

=& 2:REEEANERID ) — R

SERID V—X N—o3v

Active Directory

Microsoft Windows Active Directory 2012 Windows Server 2012
Microsoft Windows Active Directory 2012 R2 Windows Server 2012 R2

1

Microsoft Windows Active Directory 2016 Windows Server 2016
Microsoft Windows Active Directory 2019 Windows Server 2019
Microsoft Windows Active Directory 2022 Windows Server 2022 (/% F

Windows10.0-KB5025230-x64-V1.006.msu 1 F 7 #)

LDAP H—/3—

SunONE LDAP 7 1 L' 7 [ U H—s3— NR—=T 952

OpenLDAP 7 4 L' 7 kU H—,3— N— 32423

fERLO LDAP v3 LY — /3 — LDAP v3 HEl) -~ T A= 5 o
LDAP & LT®» AD Windows Server 2022 (/X F

Windows10.0-KB5025230-x64-V1.006.msu 1 F 7 #)




SERID Y—X N—3 Y
=0 oH—iN—
RSA ACE/Y¥—/3— 6x v —X

RSA GRAE~ 1 —T v

TxBLR8x U —X

Any RADIUS RFC 2865 ¥E#ilo> h— 2 > H—/3—

RFC 2865 #EHLDO T XTD/NR—V 3 >

X2 T4 TH a3 XU TV ITERE

(SAML) Lo ILY A 4> (SSO)

Microsoft Azure MFA

R

Oracle Access Manager (OAM)

N—T = 2 11.1.2.2.0

Oracle Identity Federation (OIF)

N—T =3 11.1.1.2.0

PingFederate $—/3—

N—T = 61004

PingOne 7 7 U N

% 2 T RGE

SAMLV2 YLD ID P u /A X—

SAMLV2 #EHLOALE D ID 7' a3 A X X—T 5 >

Open Database Connectivity (ODBC) ZA TV T4 T4 Y

—R

Microsoft SQL Server

Microsoft SQL Server 2012
Microsoft SQL Server 2022

Oracle Enterprise Edition J U — 2 12.1.0.2.0
PostgreSQL 9.0

Sybase 16.0

MySQL 6.3

Y=y dAy (FRMI—YF—=THho2 FOEE)

Facebook i5&¢)

" Cisco ISE i3, Microsoft Windows Active Directory 2012 R2 D¢ XTO L T —HEaEA AR — F L TWET D, (Rl

2 —H— 7 L—TF 72 £ D Microsoft Windows Active directory 2012 R2 DFHFEREIT Y AR — F STV EH A,

HR—FSINTWAHEEIY FIRA D FEEBEBSELUVENSILTNA AEEY —/\—
PR — F &N D MDM Y— 33— (L, KD Z—DR T,

« #axtHE  (Absolute)




* Blackberry : BES

* Blackberry : Good Secure EMM

* Cisco Meraki Systems Manager

* Citrix XenMobile 10.x (A > 7L I X)

* Globo

* IBM MaaS360

s Ivanti (IH Mobilelron UEM) . 278 L7 77 K UEM —t &

CiscoISE3.1ICBITAT v X ABLOEE MACT R L 2O ZRIF 52— &2 & — X Tlt. Mobilelron Core 11.3.0.0
ENVR24 DDV ) — 258 E L, GUID 2 ZITIROMLERSH D 97,

)

GE)  —¥#pd/X— 3 > Mobilelron i Cisco ISE TIZEME L £+ A, Mobilelron I3 Z ORIEZFEFH L TV .,
BEERH Y £4, MOV TIL, Mobilelron #F TBRIWEHHEL ZE W,

* JAMF Casper Suite

* Microsoft Endpoint Configuration Manager
* Microsoft Endpoint Manager Intune

* Mosyle

* SAP Afaria

* Sophos

* SOTI MobiControl

* Symantec

* Tangoe

« VMware Workspace ONE (LLRIT® AirWatch)
* 42Gears

P —/3—% CiscoISE EMET DO R A v MNEEY — R—TETTEIXLERH HEHTEIT OV TIE,  [ntegrate
UEM and MDM Servers With Cisco ISE] #ZM L T 72Xy,

ISEdzaz=74 JYV—X
How To: Meraki EMM / MDM Integration with ISE

HHR—FRARDVAILAREKEELVTILY T 7RIRHER

CiscoISEmRAF ¥y = —L 2 FTHR—FENTWVNDUANAKERB IO~/ T = 7 xRS OZEMC-OWTIL, Cisco
AnyConnect ISE RAF ¥ DHR— hEREZML T EEW,

10


https://www.cisco.com/c/en/us/td/docs/security/ise/UEM-MDM-Server-Integration/b_MDM_UEM_Servers_CiscoISE/chapter.html
https://www.cisco.com/c/en/us/td/docs/security/ise/UEM-MDM-Server-Integration/b_MDM_UEM_Servers_CiscoISE/chapter.html
https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-68324
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html

HH— FRROBES AR

CiscoISED 7 U —2 A VA M=V ETZIEHHRA A b=V TliX, SHAIREEIXT 7 4V F TEHIZ/R->TWET, 277
L. BEfFD/3— 2 D Cisco ISE DT v 77 L— RT 5546, SHAL B ZLRiON—Ya vy OF S a v OFF
T4, SHAIRF SO EIL, [SHAIR 527342 (Allow SHAI Ciphers) 17 4 —/v F (%2 (Administration) ]>[3/
A7 A (System) ]>[RXiE (Settings) |>[EF = U7 1 #E (Security Settings) |) ZfEH L TERRBIOEHLTE E
D

\)

GE) ZoEEIR, FEER—ZVITEH S EE A, EREFRAEESET— R (FIPS) TEITLTWDIEHE, 7T v
T L— RTIIEHER—Z L5 SHAL IEE 2 HIBR S EE A,

CiscoISE (X, TLS "—Y =5 1.0, 1.1, BELWP12 2V R—FLET,

Cisco ISE (X, RSA 8 X WECDSA — "—FEHELZ VAR — M L TWET, ROMGHEFRZ R —FLTHET,
* secp256rl
* secp384rl

* secp521rl

)

() Cisco ISE 1%, OpenJDK 1.8 DEIFEDE AIZFI1TF HHIRICE D FEMEh#RIZBI 9% SHA256withECDSA &4 7 /v
Y XL EEFOLHPMGEAEZ SR — L TWERA,

WDOFRIZ, YAR—FEINTWVWBREEAL — FRFRINTHET,

EERXA— bk CiscoISE N EAP H—/\—& L TERE S |Cisco ISE AY, HTTPS £1zldt
TW55E F* 217 LDAP ¥ —/\—/M, 5 CRL
Cisco I SE A¥ RADIUSDTLS H—/3—& L EFVA—FTOBE
THRESINTWSIEE Cisco ISE M+ 177 LDAP &
SAT7URELTERESATINS
&mE

Cisco | SE A% CoA @ RADIUS
DTLSY 547> bELTEES
nTW3ig48
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TLS 1.0 ®H R —

TLS 1.0 ’FFA] STV D545

(DTLS #—/3—{|ZDTLS 1.2 DI % PR —
K)

Cisco ISE 2.3 LA LCid, [TLS 1.0%& #FA]
(Allow TLS 1.0) 147> a v inF 7 )b
N CEMI > TVET, 204 T a v
WIS DEA . TLS 1.0 Tik, TLS _—2A
@ EAP 38k 720 (EAP-TLS,
EAP-FAST/TLS) BXU802.1 X %7 U 7
Y EWHAR—FENEFAL, TLSN—ZD
EAP #ZGE 5% TLS 1.0 THEAT 5121,
[E¥ = U7 4&E (Security Settings) 17
> R @ [TLS 1.0 ZFF 7] (Allow TLS 1.0)
1 F =Ry I A4 N2 LET, Cisco
ISEGUI C[A==2— (Menu) | 7A 2
(=) 27V v 7 LTEIRLET, [BHE
(Administration) |>[Y AT L
(System) ]1>[E&%E (Settings) 1>[7 Ak
aJL (Protocols) | >[EFal) T4 HRE
(Security Settings) 1.

TLS 1.0 BFFA] STV DA

(DTLS 7 A4 7> ML DTLS 1.2
DI %V R— k)

TLS 1.1 ®H R —k

TLS 1.1 AT ENTWBEHA

TLS 1.1 R SN TV HHE

ECC DSA 752

ECDHE-ECDSA-AES256-GCM-SHA384 | %f/i: %
ECDHE-ECDSA-AES128-GCM-SHA256 | %}/ s
ECDHE-ECDSA-AES256-SHA384 Eoane oo
ECDHE-ECDSA-AES128-SHA256 Sl s

ECDHE-ECDSA-AES256-SHA

SHA-1 A SN TWAHHEE

SHA-1 ’FF STV BHE

ECDHE-ECDSA-AES128-SHA

SHA-1 N[ SN TWBHEE

SHA-1 SR STV B E5E

ECC RSA W55 5=

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA WFFRI STV B5E6

ECDHE-RSA MFFR] STV 5

AN
=

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA 23iFr] STV 54

ECDHE-RSA NFFa] SN T\ 5

AN
=

ECDHE-RSA-AES256-SHA384

ECDHE-RSA NEFRI &N TV B HE

ECDHE-RSA RFFA &N T\ 5

AN
=
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ECDHE-RSA-AES128-SHA256

ECDHE-RSA BN#FRIENTW B A

ECDHE-RSA 2 EFrI &N T\ 5%

AN
=

ECDHE-RSA-AES256-SHA

ECDHE-RSA/SHA-1 3 FFA] S TWAIRE

ECDHE-RSA/SHA-1 IR &N T
WAHEA

ECDHE-RSA-AES128-SHA

ECDHE-RSA/SHA-1 3 §F A SN TV B E5E

ECDHE-RSA/SHA-1 3R &N T
WA A

DHE RSA 552

DHE-RSA-AES256-SHA256 Fexhis %t
DHE-RSA-AES128-SHA256 RIS St

DHE-RSA-AES256-SHA Fexhis SHA-1 B3FFR[ STV DA
DHE-RSA-AES128-SHA FEXFIG SHA-1 BRI SN TV D56
RSA W5 i3

AES256-SHA256 % %t

AES128-SHA256 %t XF s

AES256-SHA

SHA-1 ’FFA SN TWAEE

SHA-1 SR STV BB E

AES128-SHA

SHA-1 [ STV B EE

SHA-1 NFFrf SN TCTWBIEA

3DES & 52

DES-CBC3-SHA

3DES/SHA-1 RFF A EN TV 556

3DES/DSS B X T'SHA-1 28 A %0z
o TWAEES

DSS FEE 52

DHE-DSS-AES256-SHA FEXHIG 3DES/DSS B L OF SHA-1 NAEZNC
o TWAEE

DHE-DSS-AES128-SHA eI 3DES/DSS $ L O SHA-1 A ZhIZ
o TWBHIEE

EDH-DSS-DES-CBC3-SHA EIS SN 3DES/DSS 5 L O SHA-1 A%

o TWAHEE

55V RC4 75473
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RC4-SHA FrarsiTnsd 7 e b=k (Allowed FERIS
Protocols) ]~X— T [MEF9 725 5 & 7 ]
(Allow weak ciphers) | 47> 3 VDHZ)
(2725 TWC, SHA-1 BAFFRI STV D
/El\
RC4-MD5 [FFAIESnTuws 7o k=L (Allowed et hia
Protocols) ] ~—C [Me59 725 & 2 FF ]
(Allow weak ciphers) ] 472 a L)
272> TV B 5E
EAP-FAST [E4 70 vy a =2 7 D2 | 5t FExEIE

DEE

ADH-AES-128-SHA

BT RN E Ol FR

KeyUsage DIFIE

7 A7 v FREBIETIE, LUT OB 5ITk
L. KeyUsage=Key Agreement 33 L}
ExtendedKeyUsage=Client Authentication 73
BETT,

* ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-ECDSA-AES256-GCM-SHA384
*« ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384
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ExtendedKeyUsage DRIE 7747 FEHE T, LN OREEAZKE | Y — N —REE T

L. KeyUsage=Key Encipherment 35 JX O} ExtendedKeyUsage=Server
ExtendedKeyUsage=Client Authentication 73 | Authentication 7324 T4
VBT,

* AES256-SHA256

» AES128-SHA256

« AES256-SHA

« AES128-SHA

* DHE-RSA-AES128-SHA

* DHE-RSA-AES256-SHA

* DHE-RSA-AES128-SHA256

* DHE-RSA-AES256-SHA256

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
*« ECDHE-RSA-AES256-SHA384

*« ECDHE-RSA-AES128-SHA256

* ECDHE-RSA-AES256-SHA

*« ECDHE-RSA-AES128-SHA

* EDH-RSA-DES-CBC3-SHA

* DES-CBC3-SHA

* RC4-SHA

* RC4-MD5

TRELFH OpenSSL D/A\—2 3 >
Cisco ISE 3.1 X, OpenSSL 1.1.1k THFEH A T,

BEERADY AT ORI DDFARNL—TA VT VRTL, HTVHU b LV
I—oxok

DRy arTiR BEEESNTZ I FGAT VU R DFR—F 4 VTV AT A, T, BIXOK T IFA Tk

VAT O 2 b= g U ERLET, TRTOT N, AT, Web 77 U ¥ T cookie AN /2> T

WHELS & D £3, Cisco AnyConnect ISE DH A" — hF v — I, ROHAFETEET, https://www.cisco.com/c/en/
us/support/security/identity-services-engine/products-device-support-tables-list.html

WDI T AT vk~ H A 7L, Bring Your Own Device (BYOD; [HAFTH T /31 AFFHIAL) BIXOKRAF ¥ U —
7 7a—TCRiEEnTHET,

* Apple i0S

* Apple macOS

* Google Android

* Google Chromebook
* Linux

* Microsoft Windows

15


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html

Cisco ISE 2.7 /X F 8 LI, Cisco ISE 3.0 /X F 7 LAR&, CiscoISE 3.1 /X F 5 LI, CiscoISE3.2 /3w F 1 DIRE, B
L OV Cisco ISE 3.3 LAFED U U — A%, Windows, macOS, 3 L Linux A XL —7 1 7 A7 LA O AnyConnect &
Cisco Secure Client D[ 5% ¥R — h LE T,

T RTOEARERN2.IX V7 U B> ML, CiscolSE THR— K ENAEUHEEZRGE V2 ha/Lid P HR— KL TWABRY ., Cisco
ISE, UV U—RX24 OIS LS ELHIECHEATEET, VLANEFFHELZ VA VL AR CEIESES
12X, AU B N CVLANZEEROIP 7 RLAOEFNFR— FEINTWALERHY 97,

RAF ¥ BILOMEAAFTE T A ZEHiAL (BYOD) O 72—, EHORAF Y 74— R T v 75— MIHESX,

CiscoISEULIZY A R ENTWELARL—T 4 VI VAT LO— IRV V=X TCHR—FENnET, FAF¥BLY
BYOD 7 1 —}%, CiscoISEUTIZV A h STV DH_X—HIED macOS U UV —ATHLENMET D a[REMENH D 7, =&

ZIE, macOS12R—A R (FRT) N CiscolSEUNIZY A F INTWBEE, FATFT ¥ B L OBYOD 7 2 —|%, macOS
12 X—=FRDOxT RRA 2 N TEETHREERH Y £9, X—FRAXVL—T 4 T VAT LDV —A1%, FIH#
VU —R L) V=2 DO CTRIBICEEIND Z ENE W), $R— MIRA F=7 4 — =2 Tk &
E3

FRXRU—=T 4 TV AT A (0S) ZHLWA—=Va NIHEFTDHE, RAF¥ 74— Fh—"—THEHFIN/Z0S/\—
VarOYR— PR IUFHEEIERIE M EITLR) BRETLIHENRHY 7,

Apple i0OS

ZDIIFAT U hw v HATE BYOD BEIOWRAF v UV —2 70 —CTHRIESNLTWVET,

Apple i0S 7 731 A1 Cisco ISE F 7213 802.1x C FREJLIEFRGEY = h =L (PEAP) ZfEH L. N7V v 7 FEHEICIX
i0S 731 ANKRRET D EED 8D CRL 3BARA » EBREENE TR, Xy NI =27 78RR L TIEENEFITT
EFERA, Ry T =TIk LTERAET DITIE, 10S T /31 AT [#EE/AFE (confirm/accept) |27 U v 7 LET,

Cisco ISE THZEHE 7D Apple i0S D/3— 3 Ik D LB Y TT,
* Apple i0S 18.x
* Apple i0S 17.x
» Apple iOS 16.x
* Apple iOS 15.x
* Apple i0S 14.x
* Apple i0S 13.x
» Apple iOS 12.x
* Apple iOS 11.x
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A\

GE) « AppleiOS 122 LABED/N—2 5 U L TWAIGEIE, ¥V rn— RLIEZRENE/ v 7 7 A V& FE#TH
VA R=IVTHRMENRBY £9, ZEITOIZIL, AppleiOS T NA AT[RXE (Settings) |>[2f% (General) ]
>[Fu 77 A/ (Profile) |ZEIR L, [A A b—/L (nstall) 1227V v 7 LET, ADOTa 77 ALD
AVA =N, A A M= ENT-T 17 7 A /LD[Settings] > [General] > [About] > [Certificate Trust
Settings] > [Enable Full Trust For Root Certificate] Z 3R L £,

« Apple iOS 122 UUBED N —2 5 UM L TV D 5E, RSA F—H A X132048 By ML ETH LM ENH
WET, THUSDEAIZ, BYOD7 2 77 A VDA VA —LHFICET—NERENDZENHY £7,

* Apple iOS 13 LIED /R — 3 V2 L TV D55 1%, [SAN] 7 ¢ —/L RIZ <<FQDN>> % DNS#4 & L CiE8
mL<, A—Zrn—LOECBELERELFARLET,

« Apple iOS 13 LIFED/N—2 2 U A L TV D5ATE, SHA-256 (72132l b)) RBA T LVITY XA L
LTEBBRINTWDZ 2R LET,

Apple mac0S
DI IAT v HATE BYOD BEOBRAF ¥ UV —7 78— CTHAESILTWET,

3 3: Apple mac0S

DZAT7 ORI VDARL—T 4 VT VRT L AnyConnect
Apple macOS 15.x 5.0.04032 LLF%
Apple macOS 14.x 5.0.04032 LK%
Apple macOS 13.x 4.10.05111 LLF%
Apple macOS 12.6 4.10.05111 LABE
Apple macOS 12.5 4.10.04071 LAK
Apple macOS 11.6 4.9.04043 LIFE
Apple macOS 10.15 4.8.01090 LAR%
Apple macOS 10.14 4.8.01090 LA
Apple macOS 10.13 4.8.01090 LAR%

Cisco ISE iZ. AnyConnect4.x DLRTO U V=2 TEMEL £ J, 72720, HLWERZ YR —FLTWDH DR, FHLwn
AnyConnect J U —ZDH T,

A\

G£)  ApplemacOS 11 D355, Cisco AnyConnect 4.9.04043 LAfE & MACOSX 2 7T A 7 AE Y 2 — /L 4.3.1466.4353
VI AT 20 ERH Y £,
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Apple macOS 11 Z il L T\ 554 Cisco Network Setup Assistant DA > A h—/LHIZ T 0 7 7 A L% FEITA R
=T BLINIRKROD TR T IRRRINDIENRDHY ET, ZOHE, ROTFIREZFETTLHIMLERDH Y £7°,

1 Zora—R7xVZICBBLET,

2. cisco802dotlxconfiguration.mobileconfig 7 7 A /L% X T2 U v 7 LET,
3. [AT A (System) 1> [BREEiXE (Preferences) ] ZIE#IRL 7,

4. [Fu7 7 A (Profiles) 1227V v 7 LET,

5, 7uryANEA A=V LET,

6. Cisco Network Setup Assistant TE/RIN/Z7 27 RN TIOK] 227 Vv 7 LTA VA M—ILZFITLET,

\}

(E) MACOSX N\—Var 310107V 7aeya=7 vsP—RK AR RLE, 3TO Cisco ISE V
U — R 2B TJ, CiscoISE2.4 /X F 12, CiscoISE2.6 /X~ F 8, CiscoISE2.7 /X F 3, L Cisco ISE 3.0
Ny F 2 TREEF A T,

CiscoOISE’RAF ¥y = — = h THAR— h ENSD Windows & MACOSX D~V 0 = TXIH, o FEH, T4 AT
b, BEORT 74 7 74— BT DWW TIE, Cisco AnyConnect-ISE IR AT v DY R — hFKAESH L T 72X,

\)

GE) T RTOT T UYW T, #HEEND Apple macOS /X— 3 28 10.15.7 £ TICHIBEND Loy, =—
P—T T AR =N E L THET,

s Y a =T ApplemacOS 11 DT RARA > M &I T EH A, ZHUE. 77472 hH Apple
macOS 11 ZF(TL TWAHE AL, RAF v BLOBYOD 72 —IZBI1}5 CPRY »—DMRETRIEICARY
F9, BEHER & LT, ApplemacOS 11 DR AT ¥ B L OBYOD 7 —{Z2WTiE, CPAHRIU I —D~< v BV
7 %3 _NTO macOS IZ L THFATLET,

« 53¥AHIE Apple macOS 11 D= RARA & M &I TE £ A, £DTD, 7T 47T 2 M3 Apple macOS 11
ZIATLTOWDEAIE. 7774 7R —0RETHREICZRY £,

CiscoISE V U —R 30 LI, VR —FEINTWDETXTD ApplemacOS V UV —ATx—T = kL ARAT ¥ HEE
fEFlT& %9, CiscoISE U VY — 2 [Cisco ISE Administrators Guide] ® [Compliance] MFE?D k&~ 7 [Agentless
Posture| Z#ZM L T2 &0,

Google Android

TDITTGAT R H AT, BYOD BEIORATF ¥ U —7 70 —TCTRIESILTWVET,

Cisco ISE 1%, BEDT /N4 AT Android EHEDF —F 7 7 B AMEEIC LV . HFHED Android OS X—V 3 & F A
A ZADBEDEEVR—F LARWEERH D 7,

Cisco ISE CTHRAEFE A D Google Android D/N— = U FRD L0 T,
* Google Android 15.x
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* Google Android 14.x

* Google Android 13.x

* Google Android 12.x

* Google Android 11.x

* Google Android 10.x

* Google Android 9.x

* Google Android 8.x

* Google Android 7.x
Y7V hTreva=r7 Ua¥P—F (SPW) BT A0S, Android 9.x BEL 10X T /3 AT — 3
F—EARENIR>TNDZ L 2R LTI EIV,

Android 1%, @4 (CN) ZfH L72< 720 £ L7z, KA ML subjectAltName (SAN) HEIET-I2E TN TV D MLEAR
bV ET, THTRWEGS, BHEOMICKIKRLEST, BEBAEAELEH L TV 5EIE, R—X/LOSAN Ka >
FHETU)ARIND FAAL UL EIZIP T RLAFT 7S 9 28R LT, CiscoISE H B4 GFHEZHAR L E7,
DU A4V RUZRRTHIZIE, [A==2— (Menu) ] 7142y (=) 227V vy 7 LTGERLET, [BEE

(Administration) ]>[ R T L (System) ]>[EEBAZE (Certificates) | > [ R T LEEBAE (System Certificates) | %%
RLET,

Android 9.x Z i L TW 2554 1X, CiscoISE D RAF v 7 ¢ — K& FH LT, Android 9 @ NSA Z 59 2 LE N H
D ET,

Google Chromebook

TDITAT b HATE BYOD BIOHRATF ¥ U —7 70 —CRIESILTWET,

Google Chromebook | ZE BRI G2 T N4 A TH Y, RAF ¥ —ERA&Z PR —F L TWEREA, FEMIZONTIE, [Cisco
Identity Services Engine Administration Guide] #ZH L T 72 &0,

% 4: Google Chromebook

DI3AFT VIV UDARL—T 4 2 |Web TS5V Cisco I SE
TYRT L
Google Chromebook Google Chrome /X— 3 = > 49 LI CiscoISE2.4 /Xy F 8

Cisco ISEBYOD F 77137 A b R—# )LiZ, URLBREFIZY XA L7 FENTH, Chrome XL —F 4 VT AT A
73 TEENCKHT 2BE5073H D £9, Chrome XL —F ( VIV AT L 73 TR—=ZLVERI:NT 5100, kOFIEE
FITLET,

1. [7Y=2 bORI4 (Subject Alternative Name) |7 4 —/L RIZ A5 Z & T, ISEGUI S HT LW H &4 REH
Fa/ERLET, DNS L IPT RV ADW T2 AT HUERHY 7,

2. iFAELZ T AR—FL, = K7 747+ (chromebook) (2=t —1L £,

3. [EXE (Settings) ]>[#ffll (Advanced) ]>[7 74 "> —LtF%=2UF ¢ (Privacy And Security) |> [fEFAEDEHE
(Manage certificates) ]>[*J5) (Authorities) ] ZJER L £,
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4. GEAEFEEZA UR—FLET,
5. 7I9UHEKRTL, R—FNLDIV XA VLT baRHET,

Chromebook 76 LA TiZ, EAP DN CA % L T EAP-TLS f¥ E 2 #% & L TV DA%, SAN 7 4 —/L K& & T CA
FEAAET = — % Google BEl = > ) — /v ([T /34 A HE (Device Management) [>[*% v hU—2 (Network]) >[EH
# (Certificates) ]) W27y 7 —RLET, CAT=—r N7 vy r—RINdE, CiscolSEREENEHTE S0
LR END X HIZ, [Cisco ISERS SANTAERKL L7-FERAE (Cisco ISE generated certificate with SAN) | 7 1 —/b RiZ
[Chromebook#£ R (Chromebook Authorities) |7 a D Fic~vy B 7EnEd,

=K —=F 4 DCAZFHL TWDEHAEIEL, Google EFLa Y Y —WICCAT =—2 %A VA= MNTHLETIH Y £

Ao [FXTE (Settings) ]> [3£# (Advanced) 1>[7' T4 " —&tEFX =2 U7 ¢ (Privacy And Security) > [fEFEDEE
(Manage certificates) ]> [ —/3—38FE/R (Server Certificate authority) | #BIN L, Fr v 7HX 7 U X b [V A2

DT 7 v hOFAERZ#H  (Use Any default certificate authority) ] 23R L £,

Linux

TDITAT U v HATE, BYOD BEIOKRAF ¥ U —7 70 —TCHRIESNLTWET,

% 5: Linux

954TF U RILUDARL—F 4 V5 LR T | CiscoAnyConnect
Is

Red Hat EnterpriseLinux (RHEL) Cisco AnyConnect U U —X 5.1.2.04 LA
3

RHEL 7.5 L%

RHEL 8.1 L[4

RHEL 9.0

RHEL 9.3

RHEL 9.4

SUSE Linux Enterprise Server (SLES)

SLES 12.3 LLF&

SLES 15.x

Ubuntu

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

Ubuntu 23.04

Ubuntu 23.10.1

20



Ubuntu 24.04

Microsoft Windows

% 6: Microsoft Windows

54T kI UDF A
L—T 4T RT LA

YT hr b+ (802.1X)

Cisco Temporal Agent

AnyConneth

Microsoft Windows 11

* Windows 23H2

* Windows 22H2

* Windows 11 Enterprise
* Windows 11 Pro

* Windows 11 Education

e Windows 11 Home

* Microsoft Windows 802.1x
7747 b

« AnyConnect % v k7 —
I TIEAIX—

4.10.04065 DL

4.10.04065 L%

Microsoft Windows 10
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DI3ATURIRIUDAR
L—FT A4 VI RTL

HJF1yAh2k (802.1X)

Cisco Temporal Agent

AnyConnect?

* Windows 22H2

* Windows 21H2

* Windows 21H1

* Windows 20H2

* Windows 20H]1

* Windows 19H2

* Windows 19H1

* Windows 10 Enterprise

* Windows 10 Enterprise N
* Windows 10 Enterprise E

* Windows 10 Enterprise
LTSB

* Windows 10 Enterprise N
LTSB

* Windows 10 Pro

* Windows 10 Pro N

* Windows 10 Pro E

* Windows 10 Education

* Windows 10 Home
 Windows 10 Home H[E|3E

» Windows 10.0SLP (2>
TIVEFE/NY )

* Microsoft Windows 10
8021X 7 7 A4 T b

* AnyConnect > hV—
P TIRA R —Ty

4.5 LI

4.8.01090 DA%

> AnyConnect ¥ v hU—7 77 ¥ % v 5%—U% (NAM) 234 v A h—L SR TVAHEA, NAM 1E Windows %1
TATH TV RED 802X T U e LTESLINL, BYOD 7r—% %R — hLEHA, NAM %58
BT, FRIFEFEDAS VH—T 2 A ATERNCTHELERNH Y £7, sHMIT OV T,

Mobility Client Administrator Guide] #ZM L T 72 &0,

BYOD., YA, BXOIIFA4 T N FrbYa = R—Z /LD Firefox70 TOUVA YL AV XA LT a B

W21, ROLDICLET,

1. CiscoISEGUI T[A==2— (Menu) | 7A =2 (=) 27V v LTEIRLET, [BEE (Administration) ]>[2

AT 1\ (System) ]>[5%7E (Settings) |>[t¥ 2T 4 FRE (Security Settings) | ZER L £,

2. [SHALR;E%FFA] (AllowSHAlciphers) | T = v 7Ry 7 A% A N2 LE T, SHALKFEIIT 7 4 /b b THEHIZ/2 -

TWET,
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3. Firefox 77 ¥, [A# T3> (Options) 1>[FTS54/V—&F&TE (Privacy & Settings) |>[ZEBAZDRT (View
Certificates) ]>[H—/\— (Servers) 1> [fI5DiENN (Add Exception) ] Z#8R L £7,

4. hitps//<FQDN>:8443/ Z 54t & L CBINL £,
5 [REMEDIEN (Add Certificate) ] %2 U > 7 L, Firefox 77 U HFZ#HH L £ 7,

Cisco ISE U U — R 3.0 LARE, ¥4 — h S TWVHFXTD Microsoft U ) —RATE—V = b L AR AT v HERE 2
T&E7, CiscolSE Y U —A®D [CiscolSE Administrators Guide] @ [Compliance] D& ? k&> 7 [Agentless Posture |
AL T E3N,

ARV — R+, BLUITATNARAR—FILDBEEFH AR L—F 42T IR
TLETSHY

ZHHD CiscoISE B—X LiE, ROFRL—F 4 VT VAT AETSIFOMLEDEEYFR—FLTWET, THh
SDOR—HI)LTIE, Web 7T 73 T cookie WAL > TWALERH Y 4,

RIBEBRATRU—T A VI VRTLETSTOY

YR— b ENBZIFARL—FT A VI RT L TS9N N— 3
Google Android®15.x, 14.x. 13.x. 12.x. 11.x, 10.x, 9.x. CXAT 4T TTFIH
8x, 7x

* Mozilla Firefox

* Google Chrome

AppleiOS18.x, 17.5, 17x, 16x, 15x, 14x, 13x, 12.x, * Safari
11.x

Apple macOS 15.x, 14.5. 14x, 13, 12.6. 12.5. 11.6. * Mozilla Firefox

10.15. 10.14, 10.13 * Safari

* Google Chrome

Microsoft Windows 10, 11 * Microsoft IE 11.x
* Microsoft Edge
* Mozilla Firefox

* Google Chrome

3 CiscoISE 1E. BEEDTF /A A2 TO Android FHED A —F L 7 7 & AHREIZ LV . FED Android 0S N— g o b
FRA ZADHBEDLEEZTHR— R LARWEENRHY 97,

TUoR—RBLVIIAETOED 3 Z VT DO DREEEH T /N1 R

BYOD B&HEIZ1E. Cisco Wireless LAN Controller (WLC) 7.2 BARED AR — hAAECTF, BEAORE F 72135 o0
TiX. [Release Notes for the Cisco Identity Services Enginel]] ZZ M L T 7231y,
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A\

GE) v RABYPE— FFBRHOI TAT Y b AR L—F 427 VAT ADA—Y 3 v EAFT B, HAF ¥
DEFEBREHRLET, PIETRO LB TT,

1. CiscolSEGUIC[A==2— (Menu) |74 2> (=) %7V v/ LGRIRLET, [EE (Adminigtration) 1>
[V RT L (System) |>[RE (Settings) | >[/RRAF+ (Posture) |>[E#H (Updates) | ZiIRN L £,

2. [54<HEH (UpdateNow) 1227V v 7 LET,

R8:BYODAUAR— FELVHBETOED I =0y BAFAT A RABLUVARL—FT A VT VRTL

TINA R ARL—F AT VR |24 SSID Ta1TFISSID (open |A2iR—T 4 VT AR

T L > PEAP (nocert) &
f=1& open>TLS)

Apple iDevice AppleiOS 18.x, 17.x. |%f)i *sd Apple 707 7 A LD
16.x, 15x, 14.x, HRE AT 47)
13.x, 12.x. 11.x
Apple iPad OS 13.x

Google Android 15x. 14x. 13.x. K2 FIgS Cisco Network Setup
12x. 11.x. 10.x. Assistant®
9x, 8x., 7X
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