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Access) | >
[&7E
(Settings) ]
>[teEyviay
(Session) ]

=i
(Adminigratian) ]
>[VAT L
(System) >
[BET7IEX
(Admin
Access) | >
X%
(Settings) ]
>[R—2 LD
HAREAIA X
(Portal
Cugtomization) ]

(&
(Admingratian) ]
>[VATLA
(System) >
[EX7E
(Settings) ]




| =
7o tor=a—7otziER ]

A-a—BK |RA—|RY | ALT|IDE | =*v | X |RBAC | MaT | 5 x4 < |TACACS+
Vo T A NR— | o— | TRY | BE M| TL| BE | BE | X%l | EEE
—a— T EE | EEE DA | J— |EE|ED | BD | EDA DA

ED|EBED| DA |Za—| vE |[BD| * A | Za— —a—
A A |Za— |7y | BE | A |Za—|Za—| 4R | TVt
Za—|Za—| 7Yt | R | DA | Za—| TT | TV A

T INTY R —a—|7Y | ER | X
X [ 7Y | X
+ 2

[EE
(Adminigratian) ]
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(B3R
(Admingraia) ]
>S[ORAT L
(System) >
[RE
(Settings) | \ \ X X X \ X X X X
> [DHCP#H &
UDNSH—E
A (DHCP&
DNS

Services) |
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=
(Adminigraian) ]
>[VATLA
(System) >
[EXE
(Settings) ]
>[24 bty
arviqaL
2 k1) (Light
Session
Directory) ]

=
(Adminigraian) |
>[VART LA
(System) ]>
[EX7E
(Settings) ]
>[7akan
(Protocols) ]

[E1E
(Adminigratian) ]
S[VRTL
(System) >
[EX7E
(Settings) ]
>[Z7a ka
(Protocols) ]
>[EAP-FAST]
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(B
(Adminigratia) ]
>[VART L
(System) >
[BX%E
(Settings) ]
>[(7a ra l v X X X \/ X X X X
(Protocols) ]
>[EAP-FAST]
> [EAP-FAST
DEXTE
(EAP-FAST
Settings) |

=
(Adminigratian) ]
>[VARAT L
(System) >
[ER7E
(Settings) ] N N
>[7akan
(Protocols) ]
> [EAP-FAST]
> [PACD AR
(Generate
PAC) ]

[E1E
(Admindratia) ]
>[SRT L
(System) >
[EQE \ \/ X X X \ X X X X
(Settings) ]
>[7oka

(Protocaols) ]
>[EAP-TTLS]
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[EE
(Adminidraian) |
>[VATLA
(System) >
[ggi N \ X X X \ X X X X
(Settings) ]
>[7akan
(Protocols) ]
>[EAP-TLSY

(B
(Admingraian) ]
>[VATLA
(System) 1>
[EQE \/ \/ X X X \/ X X X X
(Settings) ]
>[7akal

(Protocols) ]
> [PEAP]

(R
(Adminigraian) ]
>S[VRT L
(System) >
[ VP x| x x| Y x| x x x
(Settings) ]
>[ZBa ko
(Protocols) ]
> [1PSec]
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(&
(Admindratia) ]
>[VART L
(System) >
[EQE N \/ X X X \/ X X X X
(Settings) ]
>[7Fakan
(Protocols) ]
> [RADIUS]|

[E1E
(Adminidratian) |
>[VARAT LA
(System) >
[EQE \/ \/ X X X \/ X X X X
(Settings) ]
> [Network
Success
Diagnostics]

(R
(Admingraia) ]

>[VATLA
(System) >

B

[nX;E
(%ttlngs) ] \/ \/ X X X \/ X X X X

> [Networ k
Success
Diagnostics] >
[TLARY
(Tdemetry) ]
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(&
(Adminigratian) |
>[VART L
(System) >
[RZE
(Settings) ]
> [Network
Success
Diagnostics] >
[Cisco Support
Diagnostics]

=
(Adminigratian) ]
>[VART L
(System) 1>
X7
(Settings) ]
>[034TF7 Y
kJOES3
-y
(Client
Provisoning) ]

=
(Adminigraian) ]
>[VART L
(System) ]>
[EXE
(Settings) ]
> [FIPS £—
k (FIPS
Mode) ]
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=
(Adminigraian) ]
>[VART L
(System) >
BE Pyl v x| x| x|V x| x| x| x
(Settings) ]
>[E¥%a
T A RE
(Security
Settings) |

=
(Adminigraian) ]
>[VART L
=(S'_yh|$em) ]> \/ \/ X X X \/ X X X X
[EX7E
(Settings) ]
>[7FRxd
(Proxy) ]

(B
(Admindraian) |
>[VATLA
(System) ]>
[E%7E N N X X X N X X X X
(Settings) ]
>[SMTP H—
/N (SMTP
Server) ]
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=
(Adminigraian) ]
>[VART L
(System) >
[EXE
(Settings) ]
>[SMSH— k
74 (SMS
Gateway) ]

(B
(Adminigratian) |
>[VARAT L
(System) >
[EX7E
(Settings) ]
> [V RT LB
2 (F34<
1y /—F)
(System
Time(Primary
Node)) ]

(B
(Admingraia) ]
>[VATLA
(System) ]>
[EX7E
(Settings) ]
>[7 7 —LE&
E (Alarm
Settings) |
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[EE
(Adminigratian) |
>[VATLA
(System) ]> \ \
X7
(Settings) ]
>[RRF ¥
(Posture) ]

(B3R
(Adminigratian) ]
S[VRTF L
(System) >
[E%7E . N N
(Settings) ]
>[RRF v
(Posture) 1>
EX
(Updates) ]

[E1E
(Adminigretia) ]
>[ORATL
(System) >
[EXE
(Settings) ] \ \ X X X \ X X X X
>[RRF v
(Posture) 1>
[T
(General
Settings) |
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=
(Adminigraian) ]
>[VART L
(System) >
X7
(Settings) ]
>[RRF v
(Posture) 1>
[FET{E
(Ressssmes) |

=
(Adminigraian) ]
>[VATLA
(System) >
&%
(Settings) ]
>[RRF v
(Posture) 1>
(7ot2F47
JLA—RR)
C/_
(Acceptable
Use Policy) ]

=
(Adminigraian) ]
>[VART L
(System) >
[EX%E
(Settings) ]
>[7aorA
27
(Profiling) ]




| m=
FIrnr0A=a— 7o w2 ER |

AZa—F& |A—|KRY |ALT|IDE| *v | X RBAC| MnT | 7724 < |TACACS+
UH T A N— | o— | TR | BE [ 7L | BE | BB | 1 X5E | BEE
—a— EIE | EE|(EEE DA | J— |BE|ED | ED | BHOA D A4

ED|ED| OA |zZa—| vE | ED | A A | =q— —a1—
* A |Za—|TFH | BE | A |Za—|Za—| 4ER | TUE
Za—|Za—| 7Yt | R | DA | Za—| TT | TV A

7O\ TH| R —a—|7H | R | £X
+R | £X 7Y | R
X

[EE
(Adminigraian) |
>[VAT L
(System) >
X7
(Settings) ] \ \ X X X \ X X X X

>[TY FRA
vhRHYT
~ (Endpoint
Scripts) |

[EE
(Adminigraian) ]
>[VATLA
(System) >
[EX%E
(Settings) ]
STV RBq| \ X X X \ X X X X
bR YT
k (Endpoint
Scripts) ]>
(BT 4 VE&E
(Login
Configuration) ]
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[EE
(Admindratia) ]
>[VATLA
(System) >
[EXE
(Settings) ]

>[ZY RiRA v v
vhRHYT
~ (Endpoint
Scripts) ]>
[EX7E
(Settings) ]

(B
(Adminigretian) ]
>[VATLA
(System) 1>
[B%7E
(Settings) ] v v X X X V X X X X
> [API & — k
D ITAEE
(API
Gateway
Settings) |

[BE
(Adminigraian) ]
(System) >
(B
(Deployment) |
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(&

(Admindratia) ]

>[VAT L

(System) ]> \ X X X X \ X X X X

[ZA4 22y

5

(Licensing) |

(B

(Admindratia) ]

>[VARAT LA

(System) ]>| X X X X X X X X X

7y 7o L—

~

(Upgrade) ]

[EE

(Admindratia) ]

>[VARAT L

(System) ]> N X X X X X X X X X

[NVAF Ty

2 (Health

Checks) ]

[EE

(Admindratia) ]

>([S;;e7m_f]> \ X X X X \ X X X X

[FEBRE

(Certificates) ]
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[EE
(Adminigraian) ]
>[VART L
(System) >
ELEES
(Certificates) ]
>[EAZDE
I
(Certificate
Management) ]

[EE
(Admindratia) ]
>[VART L
(System) >
ELEES
(Certificates) ]
>[GEAEDNE
b
(Certificate
Management) |
>[{E8ETED
FEEAE
(Trusted
Certificates) |
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(B
(Adminigratian) |
>[VATLA
(System) >
[FEEAE
(Certificates) ]
> [FIBAEDE
bz} \/ X X X X \/ X X X X
(Certificate
Management) ]
> [GIEAEE 4
K
(Certificate
Signing
Requests) |

G
(Admindratia) ]
>[ORT L
(System) >
[FEERE
(Catificates) |
> [SERRZENE | X X X X l X X X X
i1
(Certificate
Management) ]
> [ R T LEE
BRE (System
Certificates) ]
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=
(Adminigraian) ]
>[VATLA
(System) >
ELEES
(Certificates) ]
> [EEAEDE
i
(Certificate
Management) ]
>[0CSPY 5
47> k70
274

(ocsP
Client

Profile) ]

[E1E
(Adminigretian) |
>[VRT L
(System) >
[FEERE
(Certificates) |
>[REAEDE
b1
(Certificate
Management) ]
> [FEEAEEH#A
FrvIDE
E
(Certificate
Periodic
Check
Settings) ]
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(B

(Adminigratian) |

>[ORT L

(System) >

[FEERZE \ X X X X \ X X X X

(Certificates) ]

> [FREE®

(Certificate

Authority) ]

[(EE
(Adminigratian) |
>[ORAT L
(System) >
[FEBRE
(Certificates) ]
> [FREL™ \/ X X X X \ X X X X
(Certificate
Authority) ]>
[FRELBEERE
(Certificate
Authority
Certificates) ]

[BE
(Admindratia) ]
>[ORAT L
(System) >
ELEES
(Cartificates) ]| V X X X X \ X X X X
> [FREE®
(Certificate
Authority) ]>
[ME

(Overview) ]
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[EE
(Admindratia) ]
>[VATLA
(System) >
ELEES
(Certificates) ]
> [FRELB
(Certificate
Authority) ]>
[BiTSNI=EL
BHZE (Issued
Certificates) ]

[BEE
(Adminigratian) ]
>[VATLA
(System) >
[FEEAZE
(Certificates) ]
> [FREE®
(Certificate
Authority) ]>
[REBCARTE
(Internal CA
Settings) |
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(B
(Adminigratian) |
>[VART L
(System) >
[FEEAE
(Certificates) ]
> [EREED N X X X X N X X X X
(Certificate
Authority) ]>
[fERET VT
L—k
(Certificate
Templates) ]

(B
(Adminigratian) ]
>[VART L
(System) >
[FEEAE
(Certificates) ] N
> [BRELR/
(Certificate
Authority) ]>
[MERCARRTE
(External CA
Settings) |

=
(Admindratian) ]
S[VATL N
(System) >
(ax>s
(Logging) ]
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[EE
(Adminigraian) ]
>[VATLA
(System) >
=B 27
(Logging) ]
S 1=E 2
T3
(Logging
Categories) ]

[EE
(Adminigraian) ]
>[VATLA
(System) >
=272
(Logging) ]
>[RET 1L
4 (Collection
Filters) ]

[
(Adminigratia) ]
>[VATLA
(System) 1>
=E27
(Logging) ]
>[AJERE
(Log
Settings) ]
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(&
(Adminigratian) |
>[VART L
(System) >
=B 27
(Logging) | \ X X X X \ X X X X
>[VE—HAB
xo7 48—
7wk
(Remote
Logging
Targets) ]

G
(Adminigraian) ]
>[VRTF L
(System) >
[1:1—‘3?‘“/7“ N
(Logging) ]
S[AvtE—T
hsOy
(Message
Catalog) ]

[
(Adminigratian) |
(System) >

[(AVFFUR
(Mantenance ]
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4 )L—7 (Endpoint
I dentity Groups) ]
>[7Aavy YR+
(Blocked List) ]

[T KR4S RID |V \ \ X X X \ X !
J')L—7 (Endpoint
I dentity Groups) ]
> [GuestEndpoints]
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[TY FRA > RID
J')L—7 (Endpoint
I dentity Groups) ]
>

[RegisteredDevices|

[TY KRS RID
' )L—7 (Endpoint
I dentity Groups) ]
> [1~BEA
(Unknown) ]

[T FARA2 D
4 )L— 7 (Endpoint
I dentity Groups) ]
>[TRI774ILE
# (Profiled) ]

[TY FRA 2 FD
4 )L—7 (Endpoint
I dentity Groups) ]
>[TR774ILE
# (Profiled) 1>
[Sony-Device]

[T KR4S > FD
4" )L—7 (Endpoint
I dentity Groups) ]
>[F7aT774ILE

# (Profiled) ]>
[Cisco-Meraki-Devicd]

[Tv FRA 2 MD
J')L—7 (Endpoaint
I dentity Groups) ]
>[TRI774ILE
# (Profiled) ]>

[Windonel1\Wrkstatiar]
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[T KR4S RID |V v v X X X N X !
J')L—7 (Endpoaint
I dentity Groups) ]
S[FRTFAILE

# (Profiled) ]>
[Apple-iDevice]

[T> KRA > RID l Yl V X X X \/ X !
4’ )L— 7 (Endpoint
I dentity Groups) ]
>[TRT7AIE
# (Profiled) ]>
[BlackBerry]

[T KR4S RID |V \ \ X X X V X !
J')L—7 (Endpoint
I dentity Groups) ]
S[FRTFAILFE

# (Profiled) ]>
[Android]

[TY KRA > RID \ \ \ X X X \ X !
4 JL— 7 (Endpoint
I dentity Groups) |
>[FaT77AILFE
# (Profiled) ]>
[Axis-Device]

[TY KR4 > FID \ \ \ X X X \ X !
5 )L—7 (Endpoint
I dentity Groups) ]
>[F7aT774IIE

# (Profiled) ]>
[Juniper-Device]
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[TY FRA > RID
J')L—7 (Endpoint
I dentity Groups) ]
>[TRI774ILE
# (Profiled) ]>
[Epson-Device]

[T FARA 2D
4’ )L— 7 (Endpoint
I dentity Groups) ]
>[FaT77AILE
# (Profiled) ]>
[Synology-Device]

[TY KRS > FID
5 )L—7 (Endpoint
I dentity Groups) ]
>[TRI77AILE
# (Profiled) >
[Vizio-Device]

[TY RRA 2 FD
4 JL— 7 (Endpoint
I dentity Groups) |
>[FaT77AILFE
& (Profiled) 1>
[Trendnet-Device]

[T> KR4 > MID
5 )L—7 (Endpoint
I dentity Groups) ]
>[FaT774IIE

# (Profiled) ]>
[Cisco-1P-Phone]
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[T KR4S RID |V v v X X X N X !
J')L—7 (Endpoaint
I dentity Groups) ]
S[FRTFAILE

# (Profiled) ]>
[0S X BigSrWorksatiay

[T> KRA > RID l Yl V X X X \/ X !
4’ )L— 7 (Endpoint
I dentity Groups) ]
>[TRT7AIE
# (Profiled) ]>
[P—9RAT—3
~]

2y kIJ—5 TN \ X X \ X X X N !
AR TNL—=7F

(Network Device
Groups)

[y kD=9 F NN V X X V X X X V !
A RTN—TF
(Network Device
Groups) ]>[9RT
izt (All
Location) ]

[Fy FU—7F \ X X v X X X \ !
ARTN—"T

(Network Device
Groups) ]>[T T
DT (All
Location) |>[7 ¥
7 (Asia) ]
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[*y hT—7F N
A AT N—"T
(Network Device
Groups) [>[T T
DA (All
Location) ]>[7
7 (Asia) 1> [A1 ~
K (India) ]

\/

[y kD=9 F NN
ARG N—T
(Network Device
Groups) ]>[IPSEC
TINARATHD (s
IPSEC Device) ]

[*y b= TN
A RTN—TF
(Network Device
Groups) ]>[IPSEC
TNNARTHS (s
IPSEC Device) ]>
[IELy (Yes) ]

[y kD=9 F N\
A RTN—TF
(Network Device
Groups) ]>[IPSEC
TINARATHD (s
IPSEC Device) ] >
[L\MVZE (NO) ]
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[y bT—H T \ X X V X X X \/ !
ARG N—T

(Network Device
Groups) ]>[IPSEC
TINARATHD (s
IPSEC Device) ]>
[TRTOT/NAR
424 7 (All Device
Types) ]

HRATA4HE—3|NA [NA  |[NA  |[NA [NA |[NA |V NA  [NA
>

T—3 T ERERDEE

ATy T

ATy T2
ATvT3

ATv74

Cisco ISE TiZ, RBACHRY > —lZ~= v B T TCEBHNAEZ L T —H T 7w AMEREEHRT S
ENTEET, BHEOR—IIZESNT, T—HFERINRTDHOHLDT 7 & AL EHEIC
‘7t s - LnTEET,

CiscoISEGUI T[A==2— (Menu) |7 A2 (=) #7 V> 27 LT, [E¥ (Administration) ]>[>X

T L (System) | >[EEET7 Y X (Admin Access) | > [EFA] (Authorization) ] > [#EBR (Permissions) ]

EBIRLET,

[#2FR (Permissions) |>[7T—% 742 X (DataAccess) | Zi®RN L E7,

B (Add) 127V v L, [4#] (Name) | 7 4 —/L B L O [78 (Description) ] 7 4 —/v RIZE%

ATTLET,

a) BHEIN—TH7) v LTEBL, $HhT2EHE 7 L—7 28I 7,

b) [Z/v 7 Z7&A (Full Access) |, [@i/AH0 BEHT 7 A (Read Only Access) |. £72iX [T 7R L
(No Access) |27 Vw7 LET,

[RAF (Save) 1227V v 7 LET,

BARYBEREER O—

T 7 4V b ORI HAEHEE R Y —i%, [ (Administration) ]>[2 A7 A (System) ]
>[EHET 7 A (Admin Access) ]>[#F 7 (Authorization) ]>[RBAC 7~ U +— (RBAC

2z B
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. BEARYEREEENDAZ1— 79 ERADHRETAR

Policy) 1V 4 > RUTHRIATEET, ZORY o—iF, FHA A= ET 77— RS
N EEOm G R TEET, AR HEHERARY O—ik, Al SREHEE S V—T
WA SNET, 774NV TR, Xy NV EBEA =2 — T 7B AR L FHAY HH

T—H T I AT, SR EAEEE IS S ET, ZoRY - dER TS, BE
THT—FT Ve AHERITRETE A,

\}

GE) o T 7 ) FOFAHARY BEHARY —iF, SRR EHEHEE L —TIZEH Y THERE
T, LRV EREHRE SN2 L T AZ LARBACKRY S —%{EKT 5 Z &% T
XEH A,

* CiscoISE1E, #FAH Y HEAEHE 7 NV— T O8I T = v 7 OIRITHESD <GB0 B AMKRE
Y R—FLET,

HARYEREEEDAZ2—TIVERADAREITAX

T 74V T, AR EAERE IRy N BB A = o — T 7B AL HEAIY
HHEHTET —F T VAN GZONET, L, Xy NI — 7 ERENHAE HHE
PREIC [F—2 (Home) 1% 7 & [E# (Administration) | ¥ 7 D% KR T D 0N H 53
H. XY N =V EBEIHAAL DA =2 —T IR AR LY, T 74NV FOT 7R
A MnT EBEA =2 — T 7B AMEERIETR ) V—EHERA =2 —T VB AWM AL~
ARXFTHZENTEET, *y NY—IEHFIL, ARV EREHERY v —lZvy I
HHMOERNT—Z T 7 v RE2EFTHZ LT TEEH A,

AT T FHEMR—Z IRy NT—7FHELLTr A LET,

RF v F2 CiscolSEGUI T[A=a— (Menw) 742> () %2V v LT, [&E (Administration) |> [
T L (System) |>[BHEET7 Y X (AdminAccess) |>[8F8] (Authorization) ]>[#EFE (Permissions) 1>
[(A=a2a—T7 X (MenuAccess) |DIEIZEINL £7,

ATy 73 EM (Add) 1227 Y v 27 LT, [4Ai (Name) ] (MyMenu7¢ &) & [#iBH (Description) & AL E T,

AT T8 [A==2— T 7 & AR (Menu Access Privileges) | & 7 ¥ a > Cl, [FR/FHFER (Show/Hide) |47 =
CEBER LT, Bl EHEHE SRR T ORENH LA T a s ([F—24 (Home) | 77X [HH

(Administration) | # 772 LX) &N TE E 9,

ATy 75 [EE (Submit) 1227V v 7 LET,

HAS DA =a—T 7 AR, [EH (Administration) ]>[3 A7 A (System) |>[EEHET 7 & A
(Admin Access) |>[#%7E (Authorization) ]> [ Y 2 — (Policy) ] X—VIZEKRIND, eI HHE
FRAR Y o — 2%k d 5 [#EFR (Permissions) | K v 7 H o AckrEnE1,

ATy 76 [ (Administration) ]>[2 A7 A (System) ]>[EFH#H T 7 A (AdminAccess) ]>[7F7] (Authorization) ]
>[RBAC ) &— (RBAC Policy) J[R U > — (Policy) ] Zi®R L £,

ATy 7T [GAR0 HEAEEERY > — (Read-Only Admin Policy) ] (Zxfi53 % [#EFR (Permissions) ] Ku v 7%
EIZ VI L, T4 ((MnT EHEA=2—7 272 (MnT Admin Menu Access) ]) 7> F7=i%
[E# (Administration) 1> [~ X T L (System) | > [BEEET VX (Admin Access) | > [FFH]

e !
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FHARYBREEENA=1— 720N R574X ||

(Authorization) ]>[#FR (Permissions) |>[A =21 —7% X (MenuAccess) |V 1 >~ KT CIERR L7z
AL DA =2 —T 72 AR (MyMenu) Zi8ER L E7,

ATv T8 [fR1F (Save) 1527 U w7 LET,
G¥) s A EREHER) =7 =2 TV B AMREZRIRT 2L, =7 —BRELET,

s AR ERAEHERR—Z M ST HE, Ty Ry EENICEARY BEAOT A
IUNREREN, BELFE A= a—F 7L arOhrFRTxFET (F—EFT77ERR
L) .
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