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3.0ICB TSN ET,
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«IPv4 E721EIPV6 7 FLAZFFOFR Yy U —27 T/3A A
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« Lightweight Directory Access Protocol (LDAP)

«LDAPID A b7 D7 V—T7 2 @M 33 2 il &4

* Microsoft Active Directory (AD)

* RSA

« RADIUS h—72

« FEHERIE T 0 7 7 AL

« ARG GBS AR — b, [HAR—bhIh Tl b— VB3R 25 H1)

53
e Xy MU= G (R RRT—2ay T4NE THRALRATANE FL A R—F
7 A4V
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« XA XA R
G5 T 4 TR
s R XN TWVWD T e b a2/ DS e 55 AR — b
*IDEFFOEE SR AT > a
o R U —GECEHATHE 2B E M © AuthenticationldentityStore
« BN FH#HE 1 Start with, Ends with, Contains, Not contains
* RADIUS ID #—S— @k

*« EAP-MD5. EAP-TLS. LEAP. PEAP B X O'EAP-FASTEGFICBIT AR X 25777 (L
vy )

—EBARITEINET—E2 ATz b

WDT—H AT =7 M, CiscoSecure ACS U U —R 5.5 LIFEAS CiscoISE U U — A 3.0 1Z
MBI EINET,

«IP 7 FL AL HMBOKRA NEMHIIBIT IR0,

* RSA sdopts.rec 7 7 A VB LD & U IERITBIT S U720,

« ¥ /LF Active Directory K A A > (77 A = U IZHEH 472 Active Directory K A A D F)
IRITEND,

« 774V ACS A Vv AZ L ATEHZESNT LDAP BEIIBITEN D, BHZ U ACS A
VRH L AEE DR EITBAT IR0,
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UTFOTF—% A7 =2 M, CiscoSecure ACS U U — A 5.5 L&D S Cisco ISE AT SV E
A,

e E=HF U LT LIR— ]
ATV a— )V Ny T T

s URT N

EEE, m—L BRLOEEE ORE
cHAAZS—|T /Ny 7 v TRIE
ERAEHR (BB &Y /2 —F)
AERE GRREREB L 0e — I L FEE)

AEAEIIBITINARW D, FEITA UR— T AMLERH Y 4, FEAELHHTS
IDANTOHE, A FR—FLEEAEZID AN TICY v BV THLERHY 77,
D Y— X/—&/x%ﬁmbfwéﬁA T EAENEEL TCVWAH LW —F U A
YERT D2 MERH D £,

Trustsec BEIH D% E

RSA / — RRIEDFE DFER

AN 2 —SE T AT REZR B INEM: : NumberOfHoursSinceUserCreation

RAFDUANF—F

OCSP #—t &
SSL/TCP #&H @ syslog A v &—
 BRIE FIRE 7R FEIEME N T —

T—REBMIVELY

TOHEIZIE, ZIZAR— R TRy L S EINAT AR —EFRRINTHET, =
B OFIZTIE, Cisco Secure ACS U U —A 55N DOAT Y=/ A7 3 Y & Cisco ISE
VU —ZR30IZBTAHEIT T NEENTWET, ZTOHEOTFT—F~< v B 7FITIT, B
T7READTI AR— b AT =V DT —EBATRICY y T INDT—Z ATV =7 FOR
T A (A EITES)) NI TnET,
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2 RT—H FNNARTYEVS

w2y b= #riqz2zvery |

Cisco Secure ACS O 7 O0/\F 4

Cisco ISED O/ F «

ARl ZDOEEBIT
Description ZFDEEBIT
Xy NI—=T FNA AT N—T ZDEEBAT
H—DIP7 FL A FOFEEBAT
Single IP and subnet address FOEEBAT

IP i [H

[IP D4 (Exclude IP) 1A 7> a o BRdH DT TDOA
77y bOIPHFEPBITINET

TACACS information DO FEFERBIT

RADIUS shared secret FOFEEBAT

TACACS+ Shared Secret FOEERAT

CTS ZOEEBAT

SNMP SNMP 7 —# |% Cisco ISE TORMHTE 2728, BAT
ENT=T A ZHO SNMP 1F#IZH Y £ A,

Model name 2O BT 4 1ECiscoISE TORED T (HIFF 7+

)L~ lunknown] ) »

Software version

Z D737 1L CiscolSE COAFETT (HIXT 7+
/U~ lunknownl] ) »

NDG 21 T <vEY
Cisco Secure ACS ® 70 | Cisco ISED T O/ F «
INT A
il il
BC]] BC]]
A\
(E)  CiscoSecure ACS Release 5.5 LAFEIE, [A] CARIOEED K v N U —2 T34 A 7 —7" (NDG)

Y AR—FTEET, CiscolSEV U—RA301F, ZomAFEYFR—FLTWERA, Lz
NoT, BERINTWDLBIDORYID NDG # A T DOHRBBITINET,
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Cisco Secure ACS ) 7’ | Cisco ISE D O/ F «

INT 4

Al Al

B! B!

Parent ZOTaNT IR T e X7 I FBEA T O ER A, ZOfE

IZ. NDG @4 D—EE L TORANSNDTZDTINDG ¥ 1 7132
DFAT =7 NEDT VT 7 ATT,

TIAILE R NT—9 TINARADIVEVY

Cisco Secure ACS D 7 O/8T « Cisco ISE D T O/\F «

Default network device status Default network device status

Network device group BAT S u7e0

TACACS+ 4 F % AR # (Shared Secret)

TACACS+ Single Connect 7~ /31 A U T NEEE— RE AT 5 (Enable
Single Connect Mode)

L # v — TACACS+ Single Connect 78— bk | L T2 — A3 T34 &

TACACS+ K7 7 h¥#HL Single Connect | TACACS+ K7 7 k 275 A 7 . A Single

R—k Connect 7R — b

RADIUS - shared secret Shared Secret

RADIUS - CoA port BITS 7w

RADIUS - Enable keywrap Enable keyWrap

RADIUS - Key encryption key Key encryption key

RADIUS - Message authenticator code key Message authenticator code key
RADIUS - Key input format Key input format
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Cisco Secure ACS ® 700 | Cisco ISE D O/ F «

INT 4

Ea:) Ea:)

A A

Parent DT AT A, BEREOFMO—E LTBITShETS

)

()  CiscolSEV U —A3.021%, =2—HF—ID I/ L—F L KRSV FID 7 NA—7RNEEHTH
%9, CiscoSecure ACS U U —A 55 LD ID 7 /b—7 X CiscoISE Y U —AZ3.0{Z, —H—
ID/N—7BIOT KRS FID I A—7¢ LTEBITESNET, 2L, 2—F—%2—
P—ID 7 N—TIED YT, = RRA L hETZ RRA Y NIDZV—FIZE Y Y THME
NHBHT-HTT,

A—HY—IvEVY

Cisco Secure ACS D 7 0/3F « |CiscoISED T O/3F «

Al Al

it B it B

AT —H A ZOTRRT A FTBATTOMEDY A, ZOTENRT 11T
Cisco ISE (ZIFAFE L £ A,

Identity group CiscoISE D ID 7' /L —7F ~BIT L £T

Password Password

Enable password IRAYT — R

Change password on next login | 47 X hu7ew

User attributes list 2 —HP—JE T CiscoISEN DA »A— b &, 2—P—(ZBH
FFronEd
Expiry days X
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RAM (ZVFRKRAV ) RVvEDY

F—atETvELy |

Cisco Secure ACS ) 7’ | Cisco ISE D O/ F «

INT 4

MAC address FDOFEERBAT

Status BITI e wn

Description FDOFEERBAT

Identity group T RKRA N IN—T L DOBEEEBITLET,
Attribute TV RBA FEERBITSNET,

Authentication state

ZHUZ Cisco ISE TORAFRN 27 r 87 ¢ T (I E il
[ Authenticated] ) .

Class name Z AL CiscoISE TORBFN 7 a T o T4 ([HIXEEME [TBD) ) .

Endpoint policy Z XU Cisco ISE TORF RN /87 ¢ T (L EEiE
[Unknown| ) .

Matched policy ZHUZ Cisco ISE TOAREF /27 a7 4 T (EILEEMH
[Unknown| ) .

Matched value Z U Cisco ISE TOHZER 27 a7 ¢ T3 (EIXEEE o] ) .

NAS IP address

Z AU CiscoISE TOHAEE 27 u T 4 T4 ([EIZEEME 10.0.0.0] )

Ooul

Z AL CiscoISE TOHRBFR 7 u T T+ (EHIZETHE [TBD) ) .

Posture status

Z 3 Cisco ISE TOHRFRN 27 a7 0 T (EILE T
[Unknown| ) .

Static assignment

Z AU CiscoISE TOHRER /e 7 187 4 T (EIZEEME False) ) o

LDAP T v E>Y

Cisco Secure ACS ® 7 0/8F 1« |CiscoISED T O/8F «

Al

Al

Wi

Wi

Server connection information FDOFEEBAT,

Directory organization information | % o ¥ ¥ 47,

B 7 s#E<vEYY
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Active Directory ¥ v E >4 .

Cisco Secure ACS @ 7 O/\F 1 |CiscoISE D 7O /T «

Directory groups TDOEEBAT

Directory attributes 471X (Cisco Secure ACS to Cisco ISE Migration Tool % fifi i L
T) FEyTIThAIVET,

N

GE)  TI7A4~<U ACSA VAK LV RZEFZINT LDAP ZEDHBITINE T,

Active Directory ¥ v E> 4

Cisco Secure ACS @ 7 O0/8T 4 Cisco ISED O/ T «
Domain Name DO FE FBIT

User name D FEFERBIT

Password ZFDFEFEBIT

Allow password change D FEFERBIT

Allow machine access restrictions FOEERAT

Aging time TDOFEBAT

User attributes ZFDFEFEBIT

Groups FOFEFEBIT

Multiple domain support S5 A<V ACS A v AKX v AIHER

SNTND RAAL Y DHBAT

EFRREZRGI A DO 7MILDIR Y E VY

Cisco Secure ACS @ 7O/ F « Cisco ISE D 7 O0/5F 4

il il

B B

Principle user name (X.509 &) Principle user name (X.509 &)

Binary certificate comparison with certificate | Binary certificate comparison with certificate from LDAP or
from LDAP or AD AD

AD or LDAP name for certificate fetching AD or LDAP name for certificate fetchingo
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DX LTZIEFRIYEVY

F—atETvELy |

Cisco Secure ACS ® 7O/ F « Cisco ISED O/ F «
A £ il
i i

profile

Certificate based, certificate authentication

Certificate based, certificate authentication profile

Password based

Authentication search list

IDStore fails than break sequence

Advanced options > if access on current

Do not access other stores in the sequence and set the
“AuthenticationStatus” attribute to “ProcessError.”

IDStore fails then continue to next

Advanced options > if access on current

Treated as “User Not Found” and proceed to the next store in
the sequence.

treat as “User Not Found”

Attribute retrieval only > exit sequence and

RYR—F (EREND)

Hu A rAILDRYES

Cisco Secure ACS ® 7 O0/3F « Cisco ISE D 7 O/8F «
il il

A A

DACLID (¥ 7> wu— Rl ACLID) | €D £ EBAT

Attribute type (F#YIS L UEIAY)

 HRIBIEDBE BT EOE ERITEINE T
s HHBEBMEOERITIFOEEBITEINET,

Attributes (#1921 712k L CDA 7 1 | RADIUS JE M
NEEIND)

I TAIJFAIEETYELS
Cisco Secure ACS Cisco ISE
HBERVEMS
Al Al
i i
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ATk ty

avvkey rEETvELY |

Cisco Secure ACS

Cisco ISE

77 4V MER (F R K OEIY)

77 /b MER (0~ 15)

RRHERR (F5EY)

ERHMERR (0 ~ 15)

TrEAarrr—L RN (HHEB
L OERY)

Tr7RA ariru— RN G LOEN)

HEha~ 8 (§HE L OE)

HEha~2 8 (#E L OE)

a—Ny 7SR L (R L OVE)
)

TR =772 L (§H)E L OER)

T R —772 L (True £ 721 False)

N T 7L (R X OE)

FA LT D (R L OERY)

FALT T (R L OERY)

T A PV (BRADE K OENAY)

T A PV (BRADE K OENY)

=y 7 AR (FE3 K OERY)

A=Ay 7 n—41— (FHBLD
BY)

ARA LEM (Custom Attributes)

BN (Attribute)

Al

2 (WHBLOA T v a )

AT WAEBIOE TV g )

il (BFAYFS & OVEhAY)

i (FFAYIS & OVEhAY)

FEM<TVEYY

Cisco Secure ACS Cisco ISE
A A
Bl wih

WOFRIZIWa~vy REZHA LET

KIZY A RS TRV a Yy REFFITLET

15 GFrl, 458, WICHES)

15 GFrl, 4586, WICES)

2< > K (Command)

2< > K (Command)

515

515
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Ay O0—KRua[gels ACL<T v E> Y

Cisco Secure ACS O 7 O0/\F 4

Cisco ISED O/ F «

] ]
AR AR
DACL content DACL content

RADIUS T 1 &

varl) RvF—) vvEVY

Cisco Secure ACS O 7 O0/8F 4

Cisco ISED O/ T «

4 il 4 il

BiCs] BCs]

Vendor ID Vendor ID

Attribute prefix ZOTanRT 4 IFTBATT DM

HY EE A,

Vendor length field size

Vendor attribute type field length.

Vendor type field size

Vendor attribute size field length.

F—atETvELy |

\}

GE)

BATY —id, Ry A —0 D LEHICIESNT, RUF— L ZOBEOBITEYR— L E
ﬁ‘o

A B —4 73 Cisco Secure ACS T — W —EF I, CiscolSE THEATERINTWVT, b
DID BRI DG, =7 AR—F Tav RIEDLETHA AR — F T RXRRL E
T, XK —4 M Cisco Secure ACS B L X Cisco ISE THEITERINTWT, 5D ID (A
CHald, BhEA v —UnRERINET, XU ¥ —47 Cisco Secure ACS T2 — W —jE K
AU, CiscoISE THEAIEHR SN TNT, TNHLOIDBFEUHA, =7 AR— |k a2 3EK
LET,

vary (B <wvEVY
Cisco ISED 7O /\F «
Al

B

RADIUS T 1 &

Cisco Secure ACS @ 7' O0/8T 4
Al
B!
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Cisco Secure ACS @ 7 O/\F 1 |CiscoISE D 7O /T «

Attribute ID Z OEIE NDG @4 o —iE LTORADEND7-8H (NDG
BAFNTZDOF T2 NEDT VT 47 ZATT) . ZhiZ
BT 2 ED T r T 13 ) EH A

Direction Cisco ISE TiI AR — kxtg4t
Multiple allowed Cisco ISE Tix#a— h%k}54t
Attribute type FDOFEFEBAT

Add policy condition Cisco ISE TiI¥A— kxtg4t

Policy condition display name Cisco ISE TlE VR — Fxfgst

\)

() Cisco Secure ACS U U —R& 55 LIFEDA > A b —)LD—ERTIX/RV, 2 —HF —EF D RADIUS
BIHEOBRBITT HLERNH D £3,

DT« aF)IvEVY

Cisco Secure ACS @ 7’01 | Cisco ISE D 0 /\F ¢

INT 4

Attribute Attribute name

Wi Wi

Internal name Internal name

Attribute type 5 A 3

Maximum length BAT SN2

Default value BAT S 70

Mandatory fields BAIT S u7e0

User T4 7vatry TaXT T ( Tuser) ) ZA&AGRLET,

DEETAIaF)TvETY

Cisco Secure ACS D 7 0/3F « |CiscoISED T O/NF «

Attribute Attribute name
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Cisco Secure ACS ® 7O/ T «

Cisco ISED O /\F «

#FHA  (Description)

Internal name

Al

FDEEBAT

Attribute type

7

BT RART 7L

Dictionary (= —¥%— ID BYEDGAIXE MnternalUser] T
L. ~A MIDBEMEOEAEIT MnternalEndpoint] TREL )

e
il

Cisco Secure ACS > HF 72y
AR— MERIFHH ST
Y

i AT BE 72 i = display name

Cisco Secure ACS >H F72 7
AR— N EITHHE ST
i

i F AT RE 72 f = internal name

Cisco Secure ACS "6 F/-= 7
AR— M ERITHIH I TV
vy

fERAREZREIZT 7 L b T,

Maximum length L
Default value L
Mandatory field L
Add policy condition L
Policy condition display name L

5+ E8 RADIUS H—/N— <2 v EVY

Cisco Secure ACS ® ' O/8T «

CiscoISED 7 O/8F «

4 il 4 il
G e
P—RDOIPT LA BRANR— LA

Shared secret

Shared secret

Authentication port

Authentication port

Accounting port

Accounting port

Server timeout

Server timeout
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sha8 TACACS+ F—— v v £ 5

Cisco Secure ACS ® 7O/ T «

Cisco ISED O /8T «

Connection attempts

Connection attempts

5+ #8 TACACS+ H—/N\— < v EV Y

Cisco Secure ACS ® 7 0/3F ¢ |Cisco ISED FO/\F «

il il

B B

IP7 KL2A RA N4/T KL A (Host IP)

BiAR— b (Connection Port)

BiAR— b (Connection Port)

Py hNT—=T ZA LT Tk
(Network Timeout)

Timeout

Shared secret

Shared secret

RADIUS h—H > <vwELS

Cisco Secure ACS ® 7 O/3F « Cisco ISEQD O/ T «
44 il 44 il
B i

Safeword server

Safeword server

Enable secondary appliance

Enable secondary appliance

Always access primary appliance first

Always access primary appliance first

Fallback to primary appliance in minutes

Fallback to primary appliance in minutes

Primary appliance IP address

Primary appliance IP address

Primary shared secret

Primary shared secret

Primary authentication port

Primary authentication port

Primary appliance TO (timeout)

Primary appliance TO

Primary connection attempts

Primary connection attempts

Secondary appliance IP address

Secondary appliance IP address

Secondary shared secret

Secondary shared secret
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Cisco Secure ACS ® 7O/ T «

Cisco ISED O /\F «

Secondary authentication port

Secondary authentication port

Secondary appliance TO

Secondary appliance TO

Secondary connection attempts

Secondary connection attempts

Advanced > treat reject as authentication flag
fail

Advanced > treat reject as authentication flag fail

Advanced > treat rejects as user not found
flag

Advanced > treat rejects as user not found flag

Advanced > enable identity caching and
aging value

Advanced > enable identity caching and aging value

Shell > prompt

Authentication > prompt

Directory attributes

Authorization > attribute name (Cisco Secure ACS D7 1 7
va T UBEMEY X MIBEME [CiscoSecure-Group-1d) 235
EFNTWDLHEEIL. ZORMEIIBITESNE T, ZLSt
DEE1XT 7 4 /v MElL [CiscoSecure-Group-Id| (2721
£9) .

RSAWvEVY

Cisco Secure ACS O 7 O0/8T 4

Cisco ISE D 7O/ T «

Al

Name |37 2 RSA

Description

BATShzan

Realm configuration file

Realm configuration file

Server TO

Server TO

Reauthenticate on change to PIN

Reauthenticate on change to PIN

RSA instance file

Birsnzn

Treat rejects as authentication fail

Treat rejects as authentication fail

Treat rejects as user not found

Treat rejects as user not found

Enable identity caching

Enable identity caching

Identity caching aging time

Identity caching aging time
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RSA O h<wvwELY

Cisco Secure ACS D 7 0/8T « Cisco ISE D 7 O/\F «
Passcode prompt Passcode prompt

Next Token prompt Next Token prompt

PIN Type prompt PIN Type prompt

Accept System PIN prompt Accept System PIN prompt
Alphanumeric PIN prompt Alphanumeric PIN prompt
Numeric PIN prompt Numeric PIN prompt
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