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Cisco ISE \Z%} L T{RAR~ & U 2B T 25518, A N L — UV EEE -3
BT 4 A7 E2FEHLET, 74 A7 EEES 22 LW A EED
REF 4 27 AT 555, A VA =908 T _XTOT 1 A7 8K A Rk
LZRWRIREER H Y £97,
NIC 1 DONIC A ¥ —7 = A ANRNLE (D NIC BHERsNET, 6 oD
NIC AR — SN ET) .
/A 7X—s34 | Hyper-V (Microsoft)
5

N\

(GE)  CiscoISE IZ. Azure Stack HCI 23H2 LAED NN—2 g &R — L TWE T, Azure Stack HCI
W@ Cisco ISE VM DAE~ > B & > A h— /L FJAIZ, Microsoft Hyper-V D54 & A U

‘/C“‘a_o

Cisco ISE [ZB§9 % Nutanix AHV &4

Cisco ISE 1%, FE#E(D Cisco ISE .iso 4 A — %/ L T Nutanix AHV [ZBBETAXE R H Y £
4, OVA 7> 7L — hZ{#H ] L7~ Cisco ISE ®ERHIL. Nutanix AHV TIZHAR— FENTWE

T A,
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B cisco1sE <RI B Nutanix AHV D Z 4

WDOFKIZ, Nutanix AHV TOIFEXFREHAK A AIHREINDE Y V=X THERLET,

BAT CPU ®¥ |CPU TH | AEY AEVTH | N—=RT 1R
(GHz) (GB) (GB)

S A 4 TRIZR L 16 TRIZR L 300 GB

SN A 16 16 32 32 600 GB

rh R 24 24 96 96 12 TB

RHRR 24 24 256 256 2.4TB (4*600 GB)

Cisco ISE DA » A h—/L W HHETIC, Nutanix AHV TIROBRE LT O MLERH D £,
* Nutanix AHV T8~ (VM) Z/EKL, VM OEREZA 7 DX LI LT T,
essh @ 7 A 2% LT Nutanix CVM IZ T 7B AL, IRDa~2» ReFEITLET,

* $acli

* <acropolis> vm.serial_port_create <Cisco |SE VM Name> type=kServer index=0
* <acropolis> vm.update <Cisco | SE VM Name> disable branding=true

* <acropolis> vm.update <Cisco | SE VM Name> disable hyperv=true

* Acropolis CLI Z#& T L., VM O&EJR%Z 4 12 L C, standard.iso 4 A — 3 % f# ] L CCisco
ISE DA A b—/VEFAITLET,
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH

= 5: Nutanix AHV DE 4

Cisco ISE (<87 % Nutanix AHV 0= [

BHDRAT =/INEH
CPU o ZT4E :
e /1w ZHE :2.0GHz UL |
e a7 ¥ :2CPU a7
- EE -
o7 vy 7 E :2.0GHz L E
«OTH
INHEL 12 Tty (N R—RAL YT 4 VT RERD 6
=y
s KBIFL . 16 7t vth INARX—RAVLoT 4V TREHD 8
=y
CiscoISE[INA /N—A L w7 4 V7 &4 R— F LTOET, AETHIUL,
INANR—AVL T 4 T oA F—TNMITH LR LET,
GE)
NANR—=AVL T L TIE S TRIEDNRT r—< AN ETHHEIC
YL B~ T T IAT VAT LI R—FEND A=V U 7HIFRIZ
BEINERA, F7-. CPUV V—R|T. @Iy o TITRL .
VR FL o 7 ORI RSN TEID L TEHRLENRDH Y £,
AEY o ZT4 -
e HKR 4GB (FANT IV RAELEEARNRT 78 A R v— T 11—
DOFHLA)
« JE5E 1 16 GB (pxGrid, WNEB CA, SXP, 7 /3 ZAEH Ry 7
TATUT 4T 4 B —E R EOE DTN H)
- E1RH -
« /NHEFEL 16 GB
« KIFHE . 64 GB
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
. Amazon Web H— E XM VMware ¥ 52 K& & U Azure VMware /') 12— 3 »(Z81F 5 Cisco ISE DY R—

BEHDEA4T =/NEH
N R F R « 5%{fi : 200 GB
- B -

200GB~2TBDF 4 A7 AL —3 (A RZEBEXATIZL -
TRV ET) ,

VM AR A~ — 3T, H&/NEED 10,000 RPM DO N— R F ¢ R 7 %A

ATH5Z 2B LET,

GE)

24TB O/N— T 4 A7 PR — it 4 %600 GB {4 2 LZER H
@ i‘a‘o

KVM 5 4 A7 TN F 4 A7 /3A : SCSI
A A

NIC IGBDNIC A v X —7 = A ANNVE (O NIC M HREINET, 6 5D
NIC AV R —bFENFT) , CiscolSEILVirtlO KT A4 N&HPHR—kLET,
NI F—= U A% EESEHIC1E, VIrttl0 R A NZ2H#EdE L F4,

INA IS A AOS -5.20.1.1 LTS, Nutanix AHV -20201105.2096
AOS - 6.8, Nutanix AHV - 20230302.100169

Amazon Web H—E XD VMware 7 59 K E & U Azure
VMware V') 21— 3 > (28 + 5 Cisco ISE DH7R—

VMware 27 7 v RIZ CiscolSE Z A ' A b—/L 35 7 1t A%, VMware {8~ 1T Cisco ISE
EALVARN—ATATaERLESELFLTT,

» Amazon Web — "2 (AWS) @ VMware 7 7 7 RIZER &7z Cisco ISE (i~ > ¢
Cisco ISE IZ. AWS @ VMware 7 77 3 Mgk d 2V 7 by =7 ERM T — 2t 7 —
(SDDC) THRA FTEET, AT LI RAREHA, LERTNA ALY —EA~DEE]
BEMEZAINCT 272012, BX =2V T 4 JA—TF KR 2 —N VMware 7 7V R TiRE X
%L“Cb\é EEERLET Ry hU—F 7 LtEx =27 4 (Networkingand Security) ]
>[EF 2V T4 (Security) |>[7—bT=A 77 AT U4 —/Li%iE (Gateway Firewall
Settings) ]) .

* Azure VMware Y U =—3 3 > (AVS) |(Z/EBA & 4172 CiscoISE A8~ > : AVS I Microsoft
Azure TVMware V—72 0 — K& 32 A T 4 TIZFEITLE9, CiscoISE (L VMware {48~ >
VELTHEARARNTEET,
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DIRET L 27 F54 7 o244 K=ot oisE [

CiscoISEDIREI L VT TS53AT7 VAR A X[ZDLTD
HELEERIE

CiscoISE2.4 Tid, E=Z U 7/ — FIZKBFE VM N EA I E L7z, KB VM IZE=
BV T DV FERERTAE, A7) L LAR— FORTICHEIZKIETE 5 &
WD ENS NI —2 U ARAELET,

)

GE) Zo7x—bL777%F, VU —R24LETOVM & L TORFEHAHET, KEHE VM 7 A
T ANRMETT,

T~ (VM) 77747 2 AOMERT, EBRBRE CIMEL CWDAWMET 7947 A
ER%ETHLIVENDY 7,

TTIATVADY ) —AZE) U THEEIL, ROTA RTA NTHEELTLIIEE0,

cFRELTY VY —RADFN Y Y TIZRWT S &, T+ —<  ADE TRV —E RADREE NI
T DAREMERH Y 9, HAOVMY VY —2%&577uA425 (D7 A NVMETY
V=AM EIIA—NR—Y TR T4 T L) ZLEBRSBEOLET, OVFT
7L — bEHEHLTCiscolSEIRBT 7 I7AT v AT Tul+bL, +407R0 ) —AN
BVMICEID B THNET, OVFF o FL— FEHH LAaWEEIE, ISOA A — 41
LTCCiscoISE # FETA > A =T DL X, BTREDY Y —ATREED S TS
oL TLLEEN,

GE) #3257 L TCisco ISE ZFHTT Y u AT 5541%, &
BT 779470 A Y —AFHFEAEHRL, LESLTY
V= AR Z LICEEEZ A, CiscolSET F A A2 kD
BI72RRER L OWRE A FER T A L ER H V £7,

e A UVAN—MZOVAT T L — FEFEHLTHWDIEAIL, A VA M= ARET LIERIC
WORE & s LET

« [CPU/AE Y OF#) (CPU/Memory Reservation) |1 7 4 —/L K ([XEDHmE (Edit
Settings) 1V 4 >~ KU ® [{iid8/n— R =7 (Virtual Hardware) ] % 7D F) @ Cisco
ISE D VMware RAE~ > o D Eff: (14 X—2) OEZ7 v a AHEESRLTWD Y
Y —=ZDFRIEE B TT, CiscolSEEALREED IE LV VIREE & BEREHMERF S D KD
WZLET,

« [CPU OfilfR (CPU Limit) 1 7 4 —/v F ([REDME (Edit Settings) 1 7 4> KU D
A8/ Nn— Ko7 =7 (Virtual Hardware) | %Z 7 @ F) @ CPU fifi FH3R /) [HEH| R
(Unlimited) JIZRRESNTWD Z L a4MRLE T, CPUHRORIRZHET D &
(CPU EHROHIR % 12000 MHZ IZFRET D78 E) « Y AT LDNT —~ AL
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B ciscosEFTnq v BT RO BROEH

EELET, BIREPRESNTVWDIEAIE. VMZ 94T v ey vy RE 7L,
FOHIREZHIRL T, VM7 74T v FaHEEBTA2LERH D £,

[AE U OHIBR (Memory Limit) |7 4 —/V F ([REDOME (Edit Settings) ] 1 >~ K
7O AN~ R =7 (Virtual Hardware) ] % 7 DOF) O AE U RN IR
(Unlimited) JICREINTWDHZ 2R LET, AEVMHROGIRELRET D
& (HIBRZ 12000 MB IZRRET D72 E) | Y AT LDNRT 5 —< UV ATHELET,

A (Shares) | A7 a vy, [— KT 4 A2 (Hard Disk) |83k ([% € O
(Edit Settings) ] 7 « > Ko ® [/~ K7 =7 (Virtual Hardware) ] # 7D F) T
[7 (High) JIZBRESINTWDZ &R LET,

BFHE ) — RFEMNT / — RiX, 74 A7 OFERHPICREIKHFLTWVET, HHT ¢

X7XFV%§VMWE BRRZHERATE. TA AT ONRT 3 —< U ATHEET 5]
MR HN FET, / —FORT 3 —< o A%m EIEDI2E, /—RIZEYV B THR

Tb\67427itﬁiﬂt%i%’i°?“z§7b%mi?“o

VM DORY — P —ER ) —FEEHELITE=F ) T ) — R DT 27
R TTF P a A TEXET, T _XTDOEBE Cisco ISE / — RO E/NTF 4 A 7 $818513 300 GB
T‘g—o

cVMIZ1~6ODONICEFEHLTERETEET, 22U EDONICEZFEHATESDLHITTD
ZlERBEOLET, BINOA L2 —T A RL, Ta T 7 AV TRF AN —E X,
RADIUS 2 FD X FXFE RV —EREZ YR — T DHDIEHATEFT,

\}

GE) VM ® RAM F721L CPU OFID B CTEJ S THAIL. B E S7z VM /3L C Cisco ISE % F A
A= T HMERH Y T, 7277 L. RAM £7213 CPU D F ¥ 3T 4 0T 84813, B
A A= SEDH Y T A,

CiscoISET 7OA AV MZHBITAEIWMDT A RARIBED
Hi

WDOFRN, EBET oA Ay N TRIE~S VE2FETTH-0OICHER SIS Cisco ISE F 1 4
7 fEOE Y M TERLET,

)

GE) 2TBLUEDGPT X—T 4 ar a7 —brT 50035, VUMREDT—h E—FRTT77—ALTU=x
7 % BIOS 5 EFIWCEETALENRH Y 97,
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DT« R/ BRIZET 5414 k51> ||

R6REIIUICHEINDT « R EE

Cisco ISE X)L+ FMERIETO |ERHRET | EREREAICH | RKXT4X
BINTARYD | DRINT AR |BEINDET1RY | 5EE
RE VRE fEg

A% K7 1 Cisco ISE 300 GB 600 GB 600 GB ~2.4TB |24 TB

43R ISE - A% PR e 300 GB 600 GB 600 GB 24TB

4y CiscoISE, E=# U o300 GB 600 GB 600 GB ~2.4TB |24 TB

7D I

4380 Cisco ISE. AV o — [300 GB 300 GB 300 GB 24TB

P— B R DI

/7 Cisco ISE,  pxGrid D 7 300 GB 300 GB 300 GB 24 TB

47 Cisco ISE : & Hids L 0v 300 GB 600 GB 600 GB ~2.4TB |2.4TB

T=H YT (BT

v 3 > C pxGrid)

/7% CiscoISE : & #E, £ =|300GB 600 GB 600 GB ~2.4TB |24 TB

VT BIORY —

P—tR (BLOA T a v

T pxGrid)

\}

GE) BT 4 AT, 794~ VEHR ) — RR—Bice=4%0 7 ) —Richb sz,
O—HANT Ry Tl A7FT—I2TT7r7ANERMNL, Ty 77— FRficarZ s —4% &z
B 57D BT,

CiscoISED T 4 RV BEICEAITHHA T4

CiscoOISE DT f AV REZITETHEEIT. ROTA RTA4 NTREELTLLEE N,
* Cisco ISE (X, A~ Y DH—DT 4 AV A VA M—LTIHLENRHY £,
s TFARATEIDYTIE, B X T OEBEMHEIC L TRV ET, T=F Y TV F N
BNz TWDIEED /) — KT, VM T 4 A7 8IED 60 /X—k > "hBRa 7 A hL—
CHIZEID Y THENET, 25000 D RiRA U FRBELT T A A M TIE, 1 HbT=
DNEITGB Oa ZFRAER I ET,
72&ZI1E, 600GB D VM T 4 A @M HHE=XV 7 ) — RidbDH5A. 360 GB )
o2 R —UANZEID Y TOHONET, 100,000 D= RARA 2 "BNHEARZOFR Y R U —
JICB T AEA. 1 BBV 4GB ou SN ERENET, ZoEE, VATV RJIZ
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B ciscosEoF xoBRBETEH K5

HWF—F 2k L, E=F Y ST —ER—ANLFDT —E = L, =4
Vo7 ) —Fonr %76 QERFET 52 EMTEET,

Bov 7 ZNL—UHIZ, VM T 4 A7 EREOCT 2N TEET, BINT57 1+ A7
AR—=ZD100GB ¢z, v/ AL —UHIZ60GB BEMENET,

BAIDA A N —=NRBIEB~ T DT 4 A7 YA Xe L34, Cisco ISE DFHA A
M= ZFETLET, FHA A =T, T4 A7 ED Y TREEEYICHRT L TRIATS
DIZHESLHET,

WDOFEIZ, BB TONET A AZERE Ry N =2 IZHHT DT RABRA v oIS
WT, E=4#U 7/ —RTRADIUS # V7 ZfRFF CE 2 A AR LET, BUEIX, RORFTHRIC
HESNWTWET o ZTWEINEIN /> TWDHZ U RRA L FZEIZ T BH7-0 10 HLL LD

=13
Rty pllo

x7:/—FOJREEOE=41) VY : RADIUS DIFFEH

IV RRAL Y b 300 GB 600 GB 1024 GB 2048 GB
5,000 504 1510 2577 5154
10,000 252 755 1289 2577
25,000 101 302 516 1031
50,000 51 151 258 516
100,000 26 76 129 258
150,000 17 51 86 172
200,000 13 38 65 129
250,000 11 31 52 104
500,000 6 16 26 52

WDOFRIZ, B Y THNEZT 4 ATMHEBE Ry NU—ZIZ8FT D2 RARA v FOFIZES
WT, E=#% V7 /) —RFTTACACS+ 0 7 2R C& 2 B A R LET, I, RORFITR
WIZHASNTWET : A7 U F MITRTONADICKH L TEITEN, 104y g,

tyvardbimvsav R,

=8:/—FKOJREBEHOE=41) Y : TACACS+ DIFEEHAH

IVRRAU M 300 GB 600 GB 1024 GB 2048 GB
100 12,583 37,749 64,425 128,850
500 2,517 7,550 12,885 25,770
1,000 1,259 3,775 6,443 12,885
5,000 252 755 1,289 2,577
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DT« R/ BRIZET 5414 k51> ||

IV RRA Y b 300 GB 600 GB 1024 GB 2048 GB
10,000 126 378 645 1,289
25,000 51 151 258 516
50,000 26 76 129 258
75,000 17 51 86 172
100,000 13 38 65 129
T AR YA XDIEK

AUTRR D EAGHEORIEESMTECH D, BT DA b L— VARG, T o
AT RBEOEND Y TEHSTLERH Y 7,

a7 2 KL —0BINEEETHI2IE,. 100GB OF 4 A7 KEZBINTAZLI260GB & 2
TARL—VHIERATEET,

ISEZMHLTHLWT 4 A7 OFEID L CTERHT IO, /— ROBREGEEMEEL, VM O
PREZEH L, CiscolSE A VA M—LTHLERHY T, ZNEITH 1 DO FIET,
FLW, LY RXW/ —RIZCiscolSE&#A A R—L L, &AL LTORMICED ) —
R&EBNmT5ZTY, /— BRI EZ, FTLOWVMET T4~ ) — & LTHE
L. JTD VM %8B &:fiEka L £,

T4 R YA XD

CiscoISEDA A b —/L#RIZVM THIZ IO TH X, RO FNEEZETTHLERH Y £,
1. CiscoISEDNRy 7T v 7% FEITLET,

2. BWINT VM FHET CiscoISE # A A—I L L £,

3. CiscoISE #18x L ¥ 7,
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B ciscosEoF2oBRCETEHA ESA>
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.3

i

CiscoISED A X —JL

« CIMC Z{#i ffl L 7= Cisco ISE @A > A | —/L, on page 33

*« Cisco ISE D v b7 v 771 7 ADFELT, on page 36

* Cisco ISE A > A h—/L 7 &% ZDHEE, on page 40

* NFS ZA{# 1 L 7= Cisco SNS 7 7' F A 7 > A~® Cisco ISE DA > A k—/L, on page 41

CIMC Z{=F L 1= CiscoISED 1A > X —JL

ZDE'Y7 va TlX, CiscoISE ZFHIZA VA M= T B DDFERN A A h—/LFE
PR L F T,

Before you begin
cARETHEESINTND LEBVIZ AT L] 2l LTS Z 2R LET,

« (73 i CiscolSE i~ L NZA VA =T BEEICOHRNLE) (R~ %
EFICER LI L 2R LET,

FEIZ OV TIX, RO FE Y 7 E2SRLTLLIZE0,
» VMware —/3— D%, on page 48
* KVM ~® Cisco ISE DA > A h—/L, on page 61

* Hyper-V CT® Cisco ISE {4~ +  DAERK, on page 63

(A7 a2 :CiscolSE%Z SNSN—RU =7 TTTAT VAL VA RM—LT5H L&
DFHWEE) Cisco Integrated Management Interface (CIMC) fXE=2—7 4 VT 4 & EL T,
TTIAT U ARERL, BIOS Zf%E L TW\AHZ LR LET, sl VT, &
DY=2T7 VaBZRLTIEIN,

*SNS3500 ¥V —X 77747 L AZOWTiE, [Cisco SNS-3500 Series Appliance
Hardware Installation Guidel] ZZ ML T 72 &0,

* SNS-3600 >V —RX 77T A4 T > AT DWW TIL, [Cisco SNS-3600 Series Appliance
Hardware Installation Guidel] ZZM L T 7Z& 0,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .


https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html

CiscoISED 1 X k—L |
B omczmm L CiscolSED A V2 b —L

Procedure

ATYF1 CiscolSE ZIRDEHDITA A b—/LF BIT1F,

*CiscoSNS T 7 I7AT VA N—=KR0x2T7 TTI7AT VA% A VA=V LET, P—"_"—FIHHAD
CIMC (285t L £ 7,

AT VMR IE LS ERESNTWAHZ 2R LET,

ATw T2 CiscolSEISO A A—V%F Ty vu—RLET,

a) http://www.cisco.com/go/ise [T 7 B AL ET, ZDOV 72T 7 8AF5ITIE, A7 Cisco.com & 7
A2 T VT UV VRHFEFNHLETT,
b) [V7 b =T X rra— K (Download Software for this Product) | %27 U > 27 LE T,

CiscoISE A A —Zi%, 90 HEDOFME 7 A B AT TIZA VA b= A ENRETHBE L TWAH T
D, A VAP ABIUOWERENETTALE, §X3TD CiscolSE—EZADF 2 F &t X F
7,

RT9T3 TTIATVAEIIMAE~ v 2B L ET,
*CiscoSNS 7 7F*"T A4 T A,
a. CIMCIZHifi L, CIMC 7 LT vy v L& LT s A v LET,
b. KVM 2> Y — &8 LET,

c. [MEABAT ¢ 7 (Virtual Media) > [{KART XA ADT 27 7 «+ 714t (Activate Virtual Devices) ] DJIA
IR L £,

d. [{ABAF 47 (Virtual Media) ]>[CD/DVD®O~ v > 2 (Map CD/DVD) ] DJEIZEIR L, ISE
ISO A A—VHBINLTC [T/3 AD~ v B (MapDevice) | %27V v 27 LET,

e. [¥Z7 7 (Macros) ]>[§f~ 2 1 (StaticMacros) ]>[Ctrl-Alt-Del] DJIEIZEI L T, ISEISOimage
TT 7oA T VA EEBLET,

. F6zffLT, 7= M A=a—2EBLES, ROL I REHERAFRENET,
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| CiscolSEDA VR F—)L

CIMC % & A L 7= Cisco ISED A > k—L [

Figure 6: 7 — 7754 ZDEIR
Please select boot device:

Cisco Identity Service Engine
UEFI: Built-in EFI Shell
UEFI: IP4 0100 Intel(R)
UEFI: IP4 0101 Intel(R)
UEFI: IP4 0400 Intel(R)
UEFI: IP4 0401 Intel(R)
UEFI: 0402 Intel(R)
UEFI: 4 0403 Intel(R)
UEFI: Cisco vKvM-Mapped °
Enter

50 Gigabit Network Connection
) Gi it Network Connection
bit Network Connection

) Gigahit Network Connection
) Gigabit Metwork Connection
it Network Connection

) o O
o

{7 ]

n

Pl |

Tand d tom
ENTER to select boot
SC to boot using defav

Note
eSNST T IAT ANV E—bar—ray (F—XBrZ2—78) TREESNLTWDLIHEE
T, ZTOEGFTIIXT 2R 72T 78 AN, VE—F ==/ 5 CIMC A A h—
NWEFTTHUERD DG, A VA M VRN NDZ RV £3, A A F—L
Tuv AZEEbT 572012, USB FI9A4 7SO 77 A VZabt’—L, £DVUE— D
FrciAT b2 L aBEIDLET,

* CIMC %M L7z Cisco ISE DA VA h—/UiE, v NT—J#E Ko NT—7 ORENE,
TCP 7 AT —ay, ERIFIARL—T 4 VT VAT LOZDOMOEROEEZZ T 5
AHEMED B W F9, Z AL, CiscolSE DA v A h—/ )LD ERER] ($9304)) (25 E%
H 2 5 AHREMERH D 9,

it T,

a.

CDDVD # ISO A A—VIZ<w v 7 LET, RO RMENPRARINET, ROAvE—T
LA VAP Ama—RNERRENET,

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.0.0.xxx
Available boot options:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
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CiscoISED 1 X k—L |

B ciscostenty 7y TT0YS LoES

ATvT4

ATy TH

ATvT6

ATy 17
ATv78

System Utilities (Serial Console)
System Utilities (Keyboard/Monitor)

YUT N 3= EHHLTCiscolSE # A VA h— L9 521X, 77—k 727 FT1F8 LW Enter
F—zaMLET,

F—R—ReE=F—%2HT25E51F. REIF—%2MH LT, [CiscolSEDA A h—/L (U T L 2
Y —)1) (Cisco ISE Installation (Serial Console)) |4 7' L a v ZBIRLET, RKOA vE—TUNERIN
£

R R R R R R R R R R R R R R R I

Please type 'setup' to configure the appliance
R R R R R R R R R R R R R I i

T RTosetup EANL, By N v T I AREEILET, By NT v R s T A RT
A —F OFMIZHOWNWTIL, [CiscoISEDtE vy b7 v 77 a7 ADFEIT, onpage36)] ML T X
AN
Ty hT v T E—RTRY NU—TERENRTA—ZEANNTDHE, TTI7AT AN AHBHICHESR) L,
v FurF ' FICRD £,
Ve Tur I hE'E—RNEKRTLET, T7I7A4A 7 ANEBHLET,

[Cisco ISE A > A h—/L 7 17 ADHEFR, on page 40] (ZHEHF T,

CiscoISEQty 7 v T TR S5 LDOET

ZIZTIE, ISEY—NR—FRETA-ODOEY N T v Fut R HOWTEBA LET,

Ty " T Ta ST AT, RERARTA—FZDANEZRD D, MEEMOa<w KT 4
A H—=TxAA (CLD) HNEBSNET, BHEIL. o Y=L E B3 LREE Yy b T v
TT7a T AEFERALTC, ISEY—""—D##ixry NU—7 ZRE L, VIHEHEEKRIERE
BELET, 20Oy T v Fa R ERTETT AR EEELE T,

N

Note  Active Directory (AD) &#AT DA%, ISE FEAIER SNEFHYI A F b IP 7 RLA

EYV TRy N T RLAZFERTAZLEZBEDLET, £ A M=V EREELT DA,

AD

ZHYTAMEMBOAS v 7IZHEHK L, ISE / — ROBETAIP T RLRAEYF Ty M T KL

A PBRLET,
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Procedure

ATvT1

ATy T2

\)

Cisco ISEDt v +7 v 77045 L0%F [

Note

AT DWINREIEN T2 % AIREMER 8 % 728, Cisco ISE DA T T A A A b— /L OFATIEHE
BELFEH A, CiscolSEDA Y A RN—NAI Y TF NeF 754 0 TETTHE, ROTT—MN
KRSINET,

NTPH—/N—EDRBITKBMLELIz, BZMAELLGNE, BA VA F—LENBET, ¥

ATLIIERATELGLGLAEEMENHY FT,  (Sync with NTP server failed' Incorrect time
could render the system unusable until it is re-installed.) BELIT? [LLVULMNNZ [IELY] (YINTY]D)

[EV (Yes) 28R L CTA VA b= EHilT£9, NTPV—— & ORI 2 FHRITI D123,
[WWz (No) [ &=EIRLET,

A VA=A YT FOFETHIZ, NTP —/3—L DNS P —_—Dl T DRy hU—7
B A MENL T A Z L BHER LT,

Yy N7y T TR T T AERFETTHITIE, ROFIMEZETLET,

A VA=V HAIEEISN TWAT T4 T At 2 LET,
WDEy "T v T IR REINET,

Please type ‘setup’ to configure the appliance
localhost login:

nJyA4y a7 N Tsetup &AL, Enter L ET,
ALY =IUINT A=Z Dy FRFIRINE T, ROXOHMIZNES T, T A—=FlEx2 AJ+ 203

BV ET,

Note

IPv6 7 FL AZH D KA A Vv R2— A Y —X—F 2 INTP Y — " —% BT 555 1%. ISEDeth0 A > Z—
T2 A A% IPv6 7 RV ATHHNIIRET HLERNDH Y 4,

Table 9: Cisco ISEty v 7w T FTOTSLINTA—4

PR

B 1

Hostname

19 CFLFICTAMERH Y £9, AR CFITI1E, | isebetal
BT (A-Z, az, 0-9) . BXONA T () 72&
NHYFET, DO LFIIXLFETHHVLENDY F
j—o

Note

Cisco ISE OFEHAERRRED . GEHFIC X D2 MEED T
ANASTANNGS -7 T = a A AN G N e BP0 - Y NV N = o
FEHT LA Z 2RO LEST, /—FOKRA M EL
C llocalhost] ZfEHTHZ LITTEEHA,
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CiscoISED 1 X k—L |

Jaov7k

B

i

(eth0) Ethernet
interface address

LY b A—PF> 0 (eth0)) A F—T = AR
DR IPvA T RL A F7213 70— L IPv6 7 R L
ATHRITIER D A,

10.12.13.14/2001: 420: 544t: 4:: 458: 121:
119

Netmask

B2 IPv4d 721X IPv6 DR v h~ A7 TRITHIEA
D FEHA

255.255.255.0/2001: 420: 541t 4:: 458:
121: 119/122

Default gateway

FTIFINVEKNF— R A OFZHRIPvA T RLAE 7=
137 0 — L IPv6 7 KL ATRITIIUIEZR D 8 A,

10.12.13.1/2001: 420: 54ff: 4:: 458: 1

DNS domain
name

IP7 FLAZATITEER A, AR CTFITIE, ASCIH
KT, BT, M7y (1) L BEXOEU AR
() BEENET,

example.com

Primary name
server

TIA=Y) F—Lh b= R—DHNIPvd T RL A F
77137 e — L IPve 7 RLUATRITHIEAR Y £ A,

10.15.20.25 /2001: 420: 544t: 4:: 458: 118

Add/Edit another
name server

TS <Y F—h P —R—DFMIPvA T LA F
72137 o — L IPve 7 R LA TRITAIER Y £8 A,

(A7 ay) BEOF—LP——
ERETEET, ZNEITOICE, v
AN LU THRATLE T,

Primary NTP
server

Hhlexry hI—2 245 Fa bz (NTP) H—
N—=DIPv4 7 RV AFEZIT 7 a— L IPv6 7 KL A
FIEFA MG TRIT TR £/ A,

Note

TF7A<UNITP YV —R—NT 7 ERAAETHHI &
EHERL T &,

clock.nist.gov /10.15.20.25 /
2001:420:541f:4::458:117

Add/Edit another
NTP server

BN NTP KA A L TRITIITARY F8 A,

(ATa ) HEDNTP Y — %
RETEET, INETHITI, y&
AN L THiAT LET,
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CiscoSEDtw h7 v 77055 L0%F [

JavJ b 588 I

System Time Zone | 54 72 Wy T2t L e v £ 8 A, 72 & 2IE. KFE|UTC (F7 40 1)
PEAZYERE (PST) TlE. ¥ A7 ARFHT X PSTSPDT T
T (DF D, WEMREE (UTC) 76 8 iz 7= L3I
W EERE)

Note

VAT LG L Z A D — BN CIMC £ 71T A 28—
WA HFEAPDOSKHABIOY A Y —r E—FKL
TWAZ EEMRLET, XA LY — IR —ED
HHGE., VAT AR T = U AREEEZ TS
AREMER B D £,

Note

F_XTD Cisco ISE / — K% UTC # A L V' — 5%
ETHIEERBEDLET, 20X LY =D
EIWLED, 774 A MREICBTL23IFIE R
J—=RKhbDLR—h vY BLORAT ¥ =—
Vx vl Ty ANHE, A LAE T THEIZ
R END Lok 7,

Username CiscoISE v A7 A~D CLI 7 7 B AIZHEH & 5 E# |admin (7 7 4L k)
Fa—WP—HERELET, 774/ (admin) Zff
M LARWGEAIE, BTl ——4 2R 2 BN
HVET, 22—V —R1L, 3~8LFTOREXT, 4%
BT (A~7Z, a~z, £72120~9) THEKIN
LZMEENRH Y T,

Password CiscoISE ¥ ZF 5 ~D CLI 7 7 & A2 ] & 5% 1 | MylseYPass2
FNRAT—=RERELET, 774/ F AT — RiX
LW, 1T 5121332 U — REERET 5
MRS T, NAU— RO T 6 XTI ET,
Dl &y 1 DO/WLF (az) . 1 DORILF
(A-Z) . BEO120HTF (09 2ED50ENH
nET,

Note

CLI CA YA M= HEEFA A N NBIEBRED/RAY — REVERT HRIZ, AT — ROEHED
LFDOLGEERVTLT [$§) 2EDLRNTLEIY, ZOXFREMNELIIHRFEOLTICHD L, /NA
T— RIZZFANONFETA, CLI~DOB Z A AIMFHTE EE A,
BoTZIDEIBRINAT— RE2ER LTI-EA81T. =Y —nicul L L, CLLa~<xy REERT 50,
ISECD F721XISO 7 7 A NVERHL T, NATY—REZUty hLET, ISO7 7 A NVEFHL T/NAT—

FZYty hDFIMET, RO FF=2 A P TRASATWET,  hitps:/www.cisco.com/c/en/us/support/
docs/security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html
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CiscoISED 1 X k—L |

B ciscorse (> 2 r—LToERORR

by N7y T TR T T AEFATTD L. VAT APHBMICHER L T,

INT, By M7y 7 Pt A TRELLA—F—H L NRAT— FEEH LT CiscoISE (T 7 A TX
LT EF,

CiscoISEA/ > X b—J)L 7Ot XDFER

Procedure

ATy T

ATy T2
ATvT3

ATvT4

AA M= TaEARIELLET L E2MERT 2113, ROFIEZFATLET,

VAT LARHEE LS, v A Trr A TRy My TRHICRIE LT —YP—4 % AJ) L. Enter
ERLET,

LR T—REANLET,

TV = a YBNEYNIA VA R =L ENTWD & EfERT D729, showapplication 2~ > K% A
JiL. Enter L ¥4,

S —VIZIRD A =P NFRENET,

ise/admin# show application

<name> <Description>
ise Cisco Identity Services Engine
Note

ZOVY—ZADRDONR— g TR, N—=Var EAMREEINTWAEASRH Y £77,

show application status ise =~ > K& AJJ L CISE 7'kt 2ADIREEE MRS L, Enter 247 L £,
a2 UKD A v =V REREINET,

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14890
Database Server running 70 PROCESSES
Application Server running 19158
Profiler Database running 16293

ISE Indexing Engine running 20773

AD Connector running 22466

M&T Session Database running 16195

M&T Log Collector running 19294

M&T Log Processor running 19207
Certificate Authority Service running 22237

EST Service running 29847

SXP Engine Service disabled

Docker Daemon running 21197
TC-NAC Service disabled

Wifi Setup Helper Container not running

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K



| CiscolSEDA VR F—)L

pxGrid Controller
PassiveID WMI Service
PassiveID Syslog Service
PassiveID API Service
PassiveID Agent Service
PassivelID Endpoint Service
PassiveID SPAN Service
DHCP Server (dhcpd)

DNS Server (named)

ise/admin#

NFS % L 7= Cisco SNS 7 5 1 7 > 2~ Cisco ISEDA 2 h—L |||

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

NFS Z{# L 7= CiscoSNS 7 75 4 7 > A~® Cisco ISE
DA AR B—IL

OBV aryTIE, Xy NT—2 77 AN AT A (NFS) H— "—% i H L T Cisco SNS
TS5 AT AT Cisco ISE & A A F—/LF B HFEIZHOW T LE T,

Procedure

ATy
ATvT2
ATv73
ATvT4
ATvTh

ATvT6
ATvT1
ATvT8
ATvT9
ATv 710

Before you begin

AEFETHESN TS LRBVIZ VAT LB 2L TNDZ 2R LET,

« Cisco Integrated Management Interface (CIMC) REL—7 4 VT A ZREL T, 7774
TUAEREHL, BIOS #ERELTWD Z &2 LET, FMic VTR, kOov==

TNEZRLTIZSN,

* SNS-3600 > U —X 77 Z A T 2 AZOWTIL, [Cisco SNS-3600 Series Appliance
Hardware Installation Guide] ZZM L T 72 &V,

http://www.cisco.com/go/ise 2> Cisco ISEISO A A —V %2 X v u— RKLET,

CIMC IZ#f: L, CIMC 7 LT v vy VEFHLCr 7 A LET,

[Compute] > [Remote Management] > [Virtual Media] > [Add New Mapping] % 3% L %9,

[Add New Mapping] 7 f > K7 C, NFS % —_—DiEflla AL, [Save]l 227 U v 7 L%,

[Current Mappings] ¥ « > R 7T, B L7z~ v B2 7@ [Status] 73 [OK] & RARINT WD Z &ML

jzj«o

KVM =t Y — L& L £,

[Power] > [Power Cycle System] DJEIZEIN L F 7,

[Confim] 227 V v 27 LET,

F6 LT, 7—MA=a—ICBEILET,
[Select Boot Device] 7 « > K7 C, [UEFI: Cisco CIMC-Mapped vDVD2.00] #3R L, Enter Z# L £7,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .


https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html
http://www.cisco.com/go/ise

CiscoISED 1 X k—L |
B nes %6 L1 Cisco SNS 7 75 4 7 2 R AD Cisco ISEDA R k—)L

P —NR—DEE T ANETTHE, CiscolSEA VA=A A= a—NFHRINET,

AT w71 [Cisco ISE Installation (Keyboard/Monitor)] ZE&4R L TA > A h— V& T LET,
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FDHDA X F—ILIEHHR

i

*SNST T TGAT LAY T7 LA (43 =)
s VMware A~ (45 X—2)

* Linux KVM (61 =*—7)

* Microsoft Hyper-V (63 ~<—1)

SNS7IS5AF7VR)ITF7LIUR

CiscolSEZ A VR h— LT B1=6DD T— FAJEEZZUSB T /51 A DYERL

Before you begin

e LiveUSB-creator > —/ L& {#H L T, CiscoISE DA > A h—/L1SO 7 7 A LB D7 — b
AJHEZR USB 7 /34 A &AERL L £,

https://github.com/Imacken/liveusb-creator/releases/tag/3.12.0 & @ — /L AT KX T 1 —
FLET,

e —H )L AT AT CiscoISEDA A R—/LISO 77 A NEX T a— R LET,

¢ 16 GB £721Z32GB ® USB T /34 A Zfifl L £,
Procedure

AT Tl TRTCOERAERKT 521, FAT16 £721XFATR2 2 L CUSBT A A& H 7 +—~ v FLET,
ATFwT2 wv—hNY AT AIZUSB T3, A% LA, LiveUSB-creator ZitL®h L £,

ATv T3 [BEFODOLive CDZiH (Use Existing Live CD) 1=V 7 ® [&R (Browse) 1% 72 U v 7 L. CiscoISE ISO
T ANEERLETS,

RTYv T8 [X—4 v T /NA A (TargetDevice) | K v 7 XU ARG USB T /3 A RIRLET,
T — BV AT DI SN2 USB 7 /34 A3 1 D72 DAL, BEIISGBRIRI L E T,
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B ciscosns — kY 7P ISAFLROEA AT

ATvF5  [Live USBZ{ER (Create Live USB) 1% 7V v 7 LE 7,
R FE R N—IZ, 7 — NA[RE7ZR USBAERLOES RS R R EINET, 207 v ANET LEL, USB
RZATORNEN, USB Y —NVEFETTHEDIHEA Lzn—I L A7 ATHHATE £, Cisco ISE
A UARN—=LVT LN, FEITEGTOLERNHDLTXARN 774N 2000 7,

ATvFT6 USB RI7A4 76, 7FANTZT A X TROTHFARN 77 A VEREET,

« isolinux/isolinux.cfg F 7213 syslinux/syslinux.cfg

* EFI/BOOT/grub.cfg

2T F1 WEHEDOTZ77AND Tedrom] WO RRABEXHZ 4,

« SNS 3515, 3595, 3615, 3655, F£721336957 7T A T L ANHDHEE. MSFTDT7 7 A/ ledrom)
LW HEuk A Thd:sdbl) IZEX#z F1,
BARRNIZIE, Tedrom) &EW) XFHNDOTRTCOA V AX U AxBEEHZ2 T, 728 z21F
ks=cdrom/ks.cfg

INZRDOIDICEESHRZET,
ks=hd:sdbl:/ks.cfg

ATYT8 TrANERELTKRTLET,

ATYFT9 BRI, u—hN AT LNG USB T A AZHIERL £,

ATy 77— hA[fEZR USB 7 /31 A% CiscoISET 7T A TV AIHA L, 77747 A% HLE LT, USB
R4 7058 LT CiscoISE A > A h—/L LE T,

Note
IBB&ETCmm$E%4/xb—»¢5ﬁA . 17k (EOL) X% ( ICRLF] TlI7A&<) I[LFJ i
i@TébE#%@iﬁ;E@;I%#TGUEJ@%ﬁ\U$H%$@4V%P*ﬂWﬂ%%biﬁho

CiscoSNS \— KOz T77TS5SAT72oANDEA >*—4t

CiscoSNS N— RO =7 T FI7A4 T AIZIZDVD RIA4T708HD F8A, L=~ T, Cisco
ISEY 7 F =7 %#fFEH L TCCiscolSE/N—R T =7 7T F74 T L AfFA A =T D120
WDONTNNEEITLET,

)

Note  Cisco SNS /\— R =77 75 A 7 > A%, Unified Extensible Firmware Interface (UEFI) DO+
a7 7 — MEREEZVR—FLTWET, ZOEEIL, Cisco ISE DBAME A A=V T %
SNSN—=KRT =TT TITAT VAL VA R—ILTELLIICL, THAA RIYHET /AL
ELTHORELDARL—T A VT VAT AFIA VA=A TERNEICLET, L x
I%. Red Hat Enterprise Linux <> Microsoft Windows 72 & O — R AL —F 4 7 VAT A
. ZOT T4 T ATEHTE EHE A,
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VMware {R#8< > > .

SNS 3515 38 L TRSNS 3595 7 7 A 7 o A%, CiscoISE2.0.1 UBED Y UV —RDHZ P R— b
LCWET, SNS3515F7/2ILSNS3595 7 7T A4 T AL, 201 L0 bFio ) V—A% A A
=252 LI TEET A,

« Cisco Integrated Management Controller (Cisco IMC) A > % —7 = A A ZfiH L T, K48
DVD 73 RZA VA h—/viiso 77 AN E~Y vy BT LET,

e AV AR—Niso 77 ANEFEHLTA A F—/LDVD Z/Esk L. USB 44 DVD K5
A THEFEALT, DVD RIATMOET TI7A T A EEI L £,

e A VA= Viso 77 ANEMHEHLTCT — FA[fE7 USB 7 /34 AZ1ERK LT, USB K
AL TMET TIAT L AxEEN L E9,

VMware {R28< < >
A\

() ZOFRF=2 A2 MIEH SN TWD VMware 7 +— A7 7 7 X OFNAIL, Cisco HyperFlex |21
VAL EZI TV D Cisco ISE I b S E T,

RETL2D)Y—RBLUNTA—TRADF VY

A8~ 2 Cisco ISE % A > A b — LT BHII, £ VA M—F12X > T, M~ OFHA
FRERN— R =27 U Y — R L HER SN AR T 22 L T, N— R =T OBEEF = v
7 M ThbivET,

VM U Y —=ADF =7, f A M—=FL, »"—F T4 A7, VMIZEIY S ToHniz
CPU a7, CPUZ ey 7 #E, BIXOVMIZEYV L TOLN/ZRAMZ2F =7 LET,
VM U Y — ZARNEARFHM AR 27 S e WE . A VA M= LETLET, 20U V—2A
F w71t ISORXR—ZADA A M—=)VIZOHEH I E T,

vy Ny TR T TAEFETTEE, VM T+ —~ A F v INEFTFIN, A A —
TIMTF 4 AT VONRT =< AT 2wl LET, TARTVONRNT+—~ U AR SN
DRI S WA, BENEEICEREINETN, A VA A E2HITTEET,
VM RT p—< A F = v 7 XEMOIC (BFF) FTsn, BRIT1IETESsnET, T4
AT VO /N7 H—< LV APHERIN A EREET - S WGa. 77— AR ERINET,
VM R7 g —=< A F = v 7E, show tech-support =< > K% L T Cisco ISE CLI 7> 5 A4
VTR RTEITTHEBTEET,

VM DU YV —=ABIURT p—< 2 ADF = v 7 1% Cisco ISE DA > A b—/L & T HEARICE
ITTEXET, ZOFT A MICiscolSERBINA =2 —n O ETTEXET,

G
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B s o7 L &R L vMware (7387 & A0 Cisco ISED A VR h—)L

ISOT7 74 I)LZERL=VMware{RE~< > > ~DCiscolSED 1 > X b—

ZOkv T a T, ISO 7 7 AV EEH LT VMware A8~ 3 /12 Cisco ISE & A > A b —
LT B FEIZHOWTERH LET,

VMware ESXi H—/\— %R ET D =-HDEREH

VMware ESXi % —/N—Z R ETHHIZ. ZDET v a SNIFRHEH I N TV DIROREDRIHESRMA:
R LT EE N,

EHEWREZ O —P— (oot = —H—) &L LTESXi h——iZn /A o D 0LEH
&) D \ijﬂo

¢CiscOISEIZ 64 B N VRAFATT, 64 Y b VRAF A% A A MN—LTBHNT, AR
k77 7ay— (VT) DESXi — "—TEHEINIRoTND I 2R LTI LI,

s VMware (KB~ 7 4 A7 FEIROHER B A E VY TTWD Z AR L T 2S00,

 VMware Virtual Machine File System (VMFS) Z{ERk L T\ 72 5A 1, Cisco ISE RAET

TIAT o ALY R= b LI BT D MERH Y 9, VMFS (X, VMware A5 A b
FICRESNIZA D=V AR 2= AT LICRESHET, VMFS5 T, IMBOT 1y
7 A RIFIHKT 1.999 TB DART 4 A7 A XaPR—FLET,

ﬁn_.\’“f.7'7/ DV a)a:I j7

T TIZESXi —"—% A VA h— /L L TWDEEIT, vyy%ﬁﬁﬁﬁfm\ﬁﬁm%a/
B —NEINE I DEHERTEEST, INEITIICIE, esxcfg-infoa~> REMEHL ET,
Wil 2R L ET,

~ # esxcfg-info |grep "HV Support"

| == =—HV SUPPOT L. ittt ittt e ittt e ettt ettt e e e 3

| =—=-World Command Line......c..iuiuiiitinnnennennennenns grep HV Support

HV % AR— R DED 3 D%E. VIIXESXi b —"—THMTH D72, A A b=/ 2
EMWTEET,

HV VAR — FOfER 2 DA, VIIER—FENTWHETRN, ESXi V—X—THMZ /2> T
WEH A, BIOSIREZREL., Y —"—T VT ZHETIHIMLERH Y 9,

ESXi 4 —/\—TOREBILTY / B S—DEMIE

Cisco ISE (AR~ >V DLRIDONR—V g VEFRA T 570IEHLEZLO LRI U AN—FY =
THEBAMATEET, 2L, BFHOV Y —R%EA A M=V DRI, ESXi —/3— TR
k77 smv— (VT) ZANCTHHERH D £7,
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Cisco ISE TA 77 1 5 H—E RIZ5 % WMware #—i— 1 > 5 —7 24 20%% ]

Procedure

ATFYTN T7FI9A4T7 2% ) 77— LET,

ATY T2 REMLTC, vy F Ty 7B LET,

RATv 73 [FHERTE (Advanced) 1>[FRtE v HDERTE (Processor Configuration) ] Z iR L £ 7,
ATv 74 [Intel(R) VT] Z3&IR LT, AL ET,

RT9TS BERERFL, &K TT5HI21E, FIOZMLET,

CiscoISE 7O 7745 H—EXIZHT S VMware b—/A\— 4 V3 — T 14 ADEE

VMware ¥ —/_— A VX —T = f X% AA v T R"—KTFZ74% (SPAN) F721xI 7 —1k
NPT 7407 DCiscolSE7 77 AT B—EADHEH T —T 4 L F—T = Af A~D
IEEZYR—FTDHEIICHRELET,

Procedure

AT 1 [&E (Configuration) ]>[*v kT—F>4% (Networking) 1>[ZB/37« (Properties) ]>[VMNetwork]
(VMware H—/3—A A ¥ U ZADLE) > [VMswitch0] (VMware ESXi %h—/N—A > ¥ —T = A ZAD |
D) >[7F' /X7 4 (Properties) ]>[EF = VU T 1 (Security) ] DNEIZEIN L 7,
RAT9 T2 [BEX=2UT ¢ (Security) 1% 7 D[R Y > —fil4h (Policy Exceptions) ] XA > C[7 1 IAF v AE—F
(Promiscuous Mode) 1 F = v 7Ry 7 R4 N LET,
ATY T3 [ IAX¥ AE— K (PromiscuousMode) | K v 7 & U A RT, [ (Accept) ] Z#EHEIR L, [OK]
7 Vv LET,

SPAN £7/21Z3 9 —bEN T 74w o DTa T v A4 T F—ZINEIHE T 5> VMware ESXi H—
Ne A B =T 2 A ATHRUFMEEEREY K LT T TEIN,

) F7ILary—I)LEERL - VMware —/\—~ D

Procedure

RATY 1 FFED VMware —/3— (72 & 2 1L ISE-120) OEREA7IZLET,
RATv T2 VMware h—"—%4H27 U v 7 L, [faE (Bdit) | Z=IRLET,

ATY T3 K= (Hardware) | ¥ 7 C[EM (Add) 1227 U > 7 LET,
ATy T4 [V T NAR—b (Serial Port) | ZiEIR L, [k~ (Next) 1227 U v 7 LT,
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. VMware 4 —/\— D& E

ATYF5 [V U TR — I (Serial PortOutput) JFEIK T, [FA FOWFLT Y 7 LA — &M (Usephysical serial
portonthehost) ] E72I1L[F v b T — 7 #&H THE (ConnectviaNetwork) |47 3 A& &M LT,
[k~ (Next) 1%#7 Vv 7 LET,

s [y bU— 7 EH THESE (Connect via Network) |47 a &@LU 72541, ESXi h— —ED
T7AT U4 =) R — N BERH 7,
s [FANOYELL ) T LR — F&fiH (Use physical serial port on the host) ] Z®IRT 24 1%, &A— b
ERRLET, KO200WTNNOA TV a U EBIRTEET,
o /dev/ttySO (DOS F721% Windows XL —7 4 > 7 VA7 AT, ZHIFECOMI & LTERINE
T) .

« /dev/ttyS1 (DOS F7-1% Windows A XL —F 4 7 VA7 AT, ZHIECOM2 & LTERINE
T .

ATYT6 [k~ (Next) |27 U7 LET,

ATY T [T, AAT—H A (Device Status) |f8IK T, #U/eTF = v /Ry 7 A4 LET, T 740 M
[BEfiE A (Connected) ] T3,

AT v T8 VMware — —Z8Hi T 5121, [OK] %27 Vv LET,

VMware H—/\—®D & E

Before you begin

[VMware ESXi — X —Z R IET 57O DOFHESME] 20T 5mAE T,

Procedure

ATy 1 ESXi—_—icu s A4 LET,
AT F2  VMware vSphere Client D/EMIDSA T, RA N 2T F %2457V v 7 LT, [HHE~ > (New
Virtual Machine) | 23R L 97,

AT w73 [Select a Creation Type] = U 7 C, [Create a new virtual machine] 27 U v 7 L, [Next] #7 U v 7 L%
‘d‘o

AT w74 [SelectaNameandFolder] =V 7 T, VMware > A7 LADZHZ AT L, FREND U R M bHgGTa %
IRLT, [Next] 227V v LET,

Tip
VMware 8 A MIFEHTL2HRA M EFHLET,

AT w75  [Select acompute resource] =V 7 T, #EfgeDa L Ba—7 4 7Y Y —RAERRL, [Next] %27 U v

7 Lij—o
ATw 6 [Selectstorage] =V 7 C, #ERINHMHEHRRERERNH LT —F A NTZRINL, [Next]Z27 U v L
EJc AN
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ATy 717

ATvT8

ATvT9

ATv 710
ATvITN
AT T12
ATv 713

VMware 4 —/3\—DEXE .

[Select Compatibility] = U 7 T, [Compatible with] F e > 7% 7 U X k)i, T O Cisco ISE 73—
VarbtHEBMEOH D ESXi N—Va U EFERL, [Next] 227V v 27 LET,

O CiscoISE V U — A L HEHMD B 5 ESXi N —V 3 22N TE, TEHO U U —AD Cisco
Identity Services Engine U U —A / — K @ [Supported Virtual Environments] #ZM L T 7230y,
[Selectaguest OS] =V 7 C, ROFIEEZFEITL, [Next] 27V v 7 LET,

a. [GuestOS Family] Ku v 7" &# 7 U & R, [Linux] Zi&R L E9,

b. [GuestOS\Version] K& > 7% 7 U A kv, HAR— b &40 TV 5 Red Hat Enterprise Linux  (RHEL)
W= g UEBRLET,

[Customize hardware] = U 7 @ [Virtual Hardware] % 7 C, RO EZEITL, [Next] #27 V v 7 L&
R

a EATDSNS VU —XT7T747 AL T, [CPUl B L [Memory] K w7470 U A ki
OLEIIREA RN L £,
SNS3600 =X 7 FSAT VR :
« /MBI 16 vCPU =277, 32 GB
« TR : 24 vCPU =277, 96 GB
« KIFE : 24 vCPU =27, 256 GB

a7 OIE, M AN—=A L vT 4 72XV, Cisco Secure Network Server 3600 ) — XD a7
Bo2fETt, 2EE, MRy b= BEOEE, 8O CPU = 7 721X 16 D A
L v R%&FF> SNS 3615 @ CPU A& 723 72012, 16 {HD vCPU 22 7 ZE| V) 24 T HLENH
nE9,

Note

RELIVCPUZ T L AU DOE Y B TITHYTEHVCPUE AEY U Y —RAETRTIHILENDHD £
T I NEITDR VAL CiscoONE D/ 7 —< L A L BHEMIZKZI S MBI A - LR850 £,
[CPUlE L O [Memory] DT 7otz B A[RER = U T2 7 U v 7 L, FHEDTHITZ 4 — /L RETH L
e

b. [New SCSI Controller] Kv v 7% 7 U A k)b, [Paravirtual] 3R L £,

c. [New Network] 33 X T8 [New CD/DVD Drive] Rt v F& 7 U A hnh, MR FRy hU—7BLO
ISO 7 7 A W Z IR L £,

AEVREEZRINL, [Next] 27 Vv 7 LET,

NIC RZ A "% [Adapter] Ry 7 X7 UARNPLERL, Next] 227 Vv 27 LET,

[Create a new virtual disk] Z3R L, [Next] %27 UV v 27 LE7,

[Disk Provisioning] % A 7 7 7' 7K »» 7 AC, [Thick provisioned, eagerly zeroed]| 47> a V' RZ %7 U v 7
L. Next] 227 U v 7 LTHATLET,

CiscoISE %, v 7 Fmbvva=y vy e ya=rJombrYyR—MLET, 2L, F
WZE=F VT —=FTlE, N7 =~ AE@mDLDIT, Yy 7 7rbya=7 (eagerlyzeroed)
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2004 R b—LiER |
B re~c mRtoeBEERTEOLE

EENTHZLEBBOLET, Vv FubPa=r P a@RULEEAIE, BOIDOT 4 A7 IEEFIC
EVZL DT 4 AV EBNBERT v T T L— R Ny T v éjfﬁjn\ TRy T D#/&?‘;k@i‘s&f’ﬁ
BN Z DY £,

AT 714 [Support clustering features such as Fault Tolerance] = » 7 7R v 7 A DEAR Z g L £ 97,

AT w715 [Ready tocomplete] =V 7 C, # L < ERL7- VMware > A7 AD4HI, 7 Ak 0S, CPU, AE,
T A AT A X EOBEDFFME R LET,

ATwF16 [Finish) 27V v 27 LE7,

T, VMware Y AT AR A A M—)LENFE LT,

What to do next

B L SAER STz VMware VAT L% T 77 4 7123 2121X, VMware 7 7 A4 7 FD—
WA 2 =T A ADEMDNA L T[VM]Z 427 U > 27 LT, [Power]>[Power On] % R
LET,

RET L VERT VREEEREDIER

VMware (AR~ 2 > CTld, BENEIEIZT 7 4V P TOICRESINTWET, T ORENEIEZ 28
FLT, EFATvar (f]: FHESRRAY - FOHERE) 2R T ET,

Procedure

AT 71 vSphere Client 205, VM 247 U v 7 LTC [REDHE (Edit Settings) | 23R L 9,

ATwFT2 [A7v =z (Options) | X7 %7 Vw7 LET,

ATY T3 [FEMELE (Advanced) ]>[iELEhA4 7L 3 > (Boot Options) ] Z R L £,

RTw T4 [BIRAEEIELE (PoweronBootDelay) ]fHik T, EENLERZ RIE S 2HEH] (T VR) Z@®IRLET,

AT 75 [EHIBIOSEE (Force BIOS Setup) [fHIKD T = v 7R v 7 A% 42 LT, K[EIO VM EE)IFIZ BIOS 7%
EEEZ R R LET,

AT 76 [OK]Z27 V) v/ LCEEERIFELET,

VMware S AT LANDCiscoISEYV I bz 7DA X =)L

Before you begin

o f VA PN—=NBIT, KT A B AEA A =L LIRWEE . CiscolSE i3 H BRI K
100 = RARA > bEYAR—FT2590 HEOFHMEZ A B A% A VA =L LET,

*CiscoISE Y 7 U =T % Cisco Y 7 U =T DF D ua—RKHA h
(http://www.cisco.com/en/US/products/ps11640/index.html) 7>6 % 7> u— KL, DVDIZ#E
XiABZFE T, Ciscocom 7 LT v X LOFMEARD S E T,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K


http://www.cisco.com/en/US/products/ps11640/index.html

| zoto( >z F—LiEH

Procedure

ATy T
ATy T2

ATvT3
ATvT4

ATy TH
ATvT6

VMware & X 7 L~ CiscoISEV 7 ko z 701 V& k—i ]

o (A7 ar :VMware 7 7 FIZ CiscoISE # A » A b—/L L TWAEEIZD L)
VMware 7 7 7 RIZ CiscolSEx A ' A h—/)L 337 ua¥ A%, VMware {Rf8~ 3 |2 Cisco
ISEZA A R—T5F 0L Eo7-<FALTT,

» Amazon Web —E" 2 (AWS) @ VMware 7 7 ¥ RIZEB] S i7= Cisco ISE {AE~
> : Cisco ISE (X, AWS @ VMware 7 7 7 RS 2V 7 by = T ERUT — 2k
V4 — (SDDC) THARTEET, ATV IREM, LERT A AL —ER
~OBEERREMEZ AT 72012, X2 T 4 FA—7 KU 2 —» VMware 7
T RTRESNTWDLI LZMRLET (Ry NV —F 7 LtXa2 VT ¢
(Networking and Security) 1>[t£ %=V 7 ¢ (Security) |>[7/— btV =A 7747

=L

7+ —/LVEXE (Gateway Firewall Settings) ]) .

e Azure VMware Y Y =2 —3 3 > (AVS) 2B &7~ Cisco ISE A~ o : AVS 1L
Microsoft Azure T VMware V— 7 02— K& %A T 4 7I1ZFEFT L £ 9, CiscoISE IZ
VMware (i< > & LTHRA R TEET,

VMware 7 A4 7 v Moa 74 LET,

BB~ % BIOStE Y T v 7 E—RNIZT L0, VMaZ4A7 U v 7 LT aEDHSE (EditSettings) ]
2707 LET,

[#7'> = (Options) | #7527V v LET,

[BIOS D 5&il|F% & (Force BIOS Setup) ] fHIK T [ — b4~ 2 > (Boot Options) %~ V v 7 L. [BIOS]
Frxv IRy A%A AT LT, VM EEIRFIZ BIOS B EHHEICA Y £77,

Note
2TBLLED GPT R—FT 4> a v %7 — b5, VMRED T —hE—FRT77—2 U =7 % BIOS
5EFNICEETHVLENDY £7°,

GuestOSRHEL 8 58 L OVEFI 7' — hE— R &R L 7285513, [UEFIE ¥ =7 7 — h®FH %t (Enable UEFI
5mmBmo]ﬁ7/a/%ﬁw_Li¢o_@ﬁ7/a/m‘ExbﬁNv~%4yﬁyx%AmmL
8 VM TIET 7 4 /L N THINI /2> TWET,

[OK] &2 Vv 7 LET,
wEHSEE (UTC) BELOIELWT — MIEFA BIOS ICERE SN TND Z AR LET,
a) VM OERNA IR >TWDEEIEL. VAT L2OEREAF7ICLET,
b) VM &4 izLET,
VAT ANBIOS £y b7 v T E— RIZARD £,
¢) [BIOS] A==—7T, KHIF—%MH L C[Hf &K (Dateand Time) |7 ¢ —/L RIZBE L, Enter%

HLET,
d) UTC/Z'Y = VHEHERE (GMT) 4 A & Y —2 & AN LET,
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B vwware v—o1 o2 r—Lomem

ATy 17

ATvT8

ATvT9

TDHA LT —=VDOFREIZLY, T A0 MREICBITASEIER/ —FHDOLER—F, &
7. BIORAFy ==V b s Ty AR, XA LAZ T THIZEEND L O F
j—o

e) REIF—ZHL T[HEE (Boot) | A== —IZBE) L. Enter Zf L £,

f) KHIF—%H L T, [CD-ROM K74 7 (CD-ROMDrive) ]Z3#R L, +Z L CCD-ROM K71 7 %
NEFFDSEBHIC BB L E 7,

g) KHIF—ZMHLTHT (Exit) | A=a2—IZBEIL, [EELZRF L THKT (Exit Saving Changes) ]
IR L ET,

h) [IEW (Yes) | Z@INL TEHEEARFL, KT LET,

CiscoISE ¥ 7 b =7 DVD % VMware ESXi " A D CD/DVD F7 A4 FTIZHA LT, (i~ %4
A=

DVD OEEElE, =2 Y — LZIFRDO Ly ICFERENE T,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

RKENF — %A L T [Cisco ISEDA > Z h—/L (U 7L @Y —/) (Cisco ISE Installation (Serial
Console)) ] F721% [Cisco ISEDA > A h—)L (F—FR— F/E=4%—) (Cisco ISE Installation
(Keyboard/Monitor)) % ER LT, Enter ¥ —4% ML ET, U TNV ar Y — VA7V a v E2ERTLH56
X, R~ T T aryY—LEty by L TEBSMERSY T3, a2 Y —VOIERRFIEIC
DWW TIX, [VMware vSphere Documentation] ZZM L T 72 &0y,

A VA =T, VMware ¥ A7 LA~D CiscoISE Y 7 b T =T DA A M=V EZBMHLET, 4 A b—
N TREARFETTLHET, 2003000 ET, A A= TabARBKTTLE K~ U ITHE)
AICHEEI SNET, VM OFEBIRFIC, a2 Y —LZRO X I IZRRSNET,

Type 'setup' to configure your appliance
localhost:

VAT AL T T, setup & AJIL, Enter L £ T,

Note

CiscoISE U U —R 3.0 LIf§, ISEfRME~ T v 2 ARA T AT T Y b7+ —LDCPU X, (A KMV —
27 SIMD 453E) SSE4.2 FlEt v hEVHR— KL TWALMERLY £9, £ 9 TRWEA., FFED ISE
P —E A (ISEAPIZ— FU=A72 L) DHEEER T, CiscolSEGUI ZEEI T& 8 A, 2011 LUK, Intel
Zutvil AMD 7t v YO F2N SSE42 N—Y g AV HR— ML TWET,

Ty hT v T U FRRREN, U4 P RIS THMRE 2 94T L £,

VMware ¥V —ILDA > X b—JLDFER

vSphere Client ® [#1Z (Summary) 12 J%#EMA L 7= VMware YV —IILD A VX b—)LDFEER

vShpere Client TH&iE 4172 VMware 78 A2 b @ [#% (Summary) ] % 78I L £ 7, [VMware
Y — b (VMware Tools) ] 7 4 —/V KOMEN OK THEILERH D £7,
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CU &R L 7= vMware V— L1 > X k—LoRER ]

7:vSphere Client T® VMware *Y — )L DFER

a (%] £y Home b g8 Inventory b [l Inwvenitory
mujr0GaR e

= [ mhest1o
gy vm3z = T - - g i
5 vm34 Rasolree Alocation - Performance - Events-. Consols - Parmissions
ﬂﬁ. wvm35 f 1
hy ~m3E .G'-‘“"d | !Remurm
Guest O5: Red Hat Enberprise Linux 5 (32-bith Cons Hast CPU:
i Eoxsion: 2 Consuned Host Memory:
G 1P Ackive Guest Memaory:
Moy : 4096 MB
Memory Overhead: 126,83 MB Provich Storage:
\Muware Tools: cxdéafﬂf”( MNot-shared Storage:
1P Addresses: 10.10.10.10 wiewal | | Used Storage:
DNS Marne: R Datastore =
Stabe: Powered On @ dsh
Huost: wiithil, S0, C8C0.com i =
Active Tasks:
I Network ]
Commands | WM k
& 1| & Petwor =
Il Sttt Down Guest
0 Suspend
W) Restart Guest %
(@ Edk Settings 2

CLl Z{#E A L= VMware YV —ILDA > X b—ILDFEE

show inventory =~ > R&fiH LT, VMware V —/L3 A VA h— )L S TWDH N E D M E
RTDHZLHTEET, ZOa~v Y RIINIC RT7 A MEF#AE Y A R LET, VMware > —/L73
AVA M=V INTWABEB~Y D[ RT A 3058 (DriverDescr) |7 4 —/L FIZ, VMware
Virtual Ethernet K Z A AR RINFE T,

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"

PID: ISE-VM-K9 , VID: A0 , SN: FCHI184X9XXX

Total RAM Memory: 65700380 kB
CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 9: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 10: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 11: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 12: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 13: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 14: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 15: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz

Hard Disk Count(*): 1

Disk 0: Device Name: /xxx/abc

Disk 0: Capacity: 1198.00 GB

NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XxX:XX:XX:XX:XX:XX

NIC 0: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 1: Device Name: ethl:
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NIC 1: HW Address: XX:XX:XX:XX:XX:XX

NIC 1: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 2: Device Name: eth2:

NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 3: Device Name: eth3:

NIC 3: HW Address: XX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 4: Device Name: ethi4:

NIC 4: HW Address: XX:XX:XX:XX:XX:XX

NIC 4: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 5: Device Name: ethb5:

NIC 5: HW Address: xXX:XX:XX:XX:XX:XX

NIC 5: Driver Descr: Intel (R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical.

VMware V—ILDT v T L— KDY HR—

Cisco ISEISO A A —Zi%, ¥R — h &5 VMware YV — /LN EEFNTWET, VMware 7 7
ATV a—W Ao X —T A A%HEH L7z VMware >V —/LV DT 77 L— KX, Cisco ISE
TIIXHR—FEINTWERFA, VMware V— L ZFH L WA= g e 7 v 77 L— R4 538
. ZOH AR — MMI Cisco ISE DFF LW —T g TRt s v E T,

Cisco ISE RIE< < L DEHL

Cisco ISE VMware A~ > (VM) B L, CiscolSE / — ROE#E R V7V B &2 EKT 5
ZEMTEET, HE2IE BHEORY v— Y —E R J—F (PSN) Al L7-/yHoE A
BT, VM O#BLT PSN 2 Rl D2 SR IICE AT 5 DIZHENLH £3, PSN & Z L2 5l
WA VA R—= VL TRETDHHETH EHA,

FF L — &AL T CiscoISEVM #8422 Ly TExF 1,

)

Note ZH#U|- | VMware vCenter 254 BT, &y N7 v 7 Fu s I AxFE T+ 550, BRAEITH
PVERH Y F97,

Before you begin

« 595 CiscoISEVM ZfEFEIC> v v R X 7 LET, vSphere Client T, %49 % Cisco
ISEVM %47V v 7 L, [BIR (Power) 1>[7X r&ET ¥y &2 (ShutDown Guest) ]
ZEIRNLET,

HBRIEINT~ U DIPT RLVALRA MNEERE LI LE2HERLTNDL, TO~Y
DEFREZANT, Xy NU—7 18w L £,

Procedure

ATy T EHEHERELF >2—%— (oot 21— —) L LTESXi ——ica /4 LET,
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ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

ATy 17

ATvT8

FUFL— h £ LT CiscoISEREY > v omn [

Z OFNEEESTT B I21E VMware vCenter 235 A FET9,

HHI9 2 CiscolSEVM 2427 U v 7 L, [B# (Clone) 1227V v 27 LET,

[4HiL a7 —3 3 (NameandLocation) | %A 7 2 7Ry 7 ZVERTHH L~ DL4HTEZ AT L,
[k~ (Next) 127V v 7 LET,

ZHE, #H U LSAERRT D Cisco ISE VM DR A b4 Tide< . RO D O & 2 54 81TT,
FH LU Cisco ISEVM ZFEITTHHRANEILY TAX ZRIRL, [IR~ (Next) |27 U w27 LET,
H LU CiscoISEVM HHOT —2 A2 7 &R LT, [k~ Next) |22 Vw7 LET,

ZOTF—H AT, ESXi ==t —H N FT—=HANTERIZVE—F A NL—=VDOBANHD
FT, T—HFANTIZHDRT 4 AVEENRNHDZ L 2R LET,

[T4 A2 7x—~v b (DiskFormat) | ¥ A7 02/ Ry 7 AT[/—ALRL74+—~> bk (Same format
assource) | A7 ar RE w7 Y v L, [k~ (Next) 1227 Vw7 LET,

TOFTvai., TOHF LN UERIGETH D CiscoISEVM THEA SN TWEDOERIL 7 4+ —~< v b
abr'—LEd,

[ A R B AHZ <A X (GuestCustomization) | %A T B IZ Ry 7 AT[HAZ~A XL (Donotcustomize) ]
FTvarRwE s )y 7 L, [IR~ (Next) 1227V v 27 LET,
(¥ 7T (Finish) 1227V >y 27 LET,

What to do next
cHELXNTRAE U DIPT FLABLIORA N OEE
« BHRIX LT~ Cisco RIB~ 2 v DRy N U — 7 ~DHE:

>TL— rZERALT= Cisco ISE{RIET S > DiEH

vCenter ZfEH L CW A AL, VMware 7T > 7 L — s & H L. CiscolSEfFiiE~T v (VM)
EHERCEXET, 77 L — NI CiscolSE / — FEHEBL, o7 7L —F2HEHL T,
BEDH L CiscolSE / — RZ{ERTE 9, 77 b— h&H Lz~ v > oEilix
WD 2ODAT v 7T THERIND FIETT,

Before you begin

)

Note #5#U|- (% VMware vCenter N E T, By T v 7 7 u /T LE2ETTHENC. ERZ1TH
VERH D F7,
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Procedure

ATy i~ 77— FOEEK, on page 56
ATF9 T2 i~y T 7L — b DT 7 A Ak, on page 56

RETLY ToTL— FOERK

Before you begin

« 595 CiscoISEVM ZfEFIC> v v R ¥ 7  LE7, vSphere Client T, %9 % Cisco
ISEVM%Z 427 Y v 7 L, [E (Power) |>[7 A &L %> & (ShutDownGuest) ]
IR E T,

T U L—hMI, A VA=A LEENY Ty N v T TR T TAEFETL TR
CiscoISEVM MW BAERT 2 Z 2B LET, ZNICED, IPT FLABXOFEA M
ZEBNCAERR L, B%E L7 CiscoISE D%/ — R Tty N7 v/ e s neznetnE
ITTCELEIITRY ET,

Procedure

ATy 1 EHEHEREFF 22—V — (oot 2—H—) L LTESXi——icus 1 LT,
Z DOFNEE ELTT 51T VMware vCenter 25 VA2 T4,

ATv T2 HHT S CiscolSEVM 2427 Vw7 L, [#&® (Clone) ]>[T>FL— FIZEE (Clone to Template) ] %
BIRLE7,

AT T3 T L= DOL4RTIZAD L, [£4HiE v —3 a2 (Nameand Location) | ¥ A 70/ Ry 7 A TT o
L— b ERGET 22BN LT, [k~ (Next) 1227 U v 7 LET,

ATV T4 7T —bERFETDESXi R A FEEIRL T, [IR~ (Next) 127 Y v 27 LET,

ATFYTE TP L— b RAFETHTFT—H A NTEAEIRL T, [k~ (Next) 1227V v 27 LET,

DT —HARNTIIHERT AR 2R LET,

ATFYT6 [F4 A2 74—~ b (DiskFormat) | A 70/ Ry 7 ZAT[/—ALEUL 74—~k (Same format
assource) | A7 arARF w7 Uy L, IR~ (Next) 1227V wvr LET,

[52 THIOMERS (Ready to Complete) | Z/A 7 12 7Ry 7 ANFRENET,

ATy FT [#&T (Finish) 1227V v 7 LET,

RE<TSY TFUOTL—rODTTAA A+
A~ T L= EER LS, o~y (VM) 25 7nA TEEd,
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Procedure

ATy I

ATy T2

ATvT3
ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

BEINEREISVDIPT7 FLABIUHRR FEDEE .

YERK L7= CiscoISEVM 7> 7' L— h %427 U w7 LC, [Deploy Virtual Machine from this template] % 2R L
i ‘a‘o

%ﬁ L\ CiscoISE / — R4 HiiZ A L, [Name and Location] # A 7 &2 7R v 7 AT/ — KOBGAT &N L
. [Next] 22 V> 27 LET,

H LU CiscoISE / — RZ{R1FT 2 ESXi R A M &R LT, [Next] 227 U v 7 LE T,
H L CiscoISEIZERHTHT —# A RMT&#BIRLT, [Next] 227 U v LET,

DT —HANTICHERT 4 AV NG D Z & 2R LET,

[Disk Format] % 7 & 778 »» 7 A C [Same format as source] 47> a > R¥ %7V » 7 L, [Next] &7
Vw7 LET,

[Guest Customization] % A 7 7 7 7R v 77 A @ [Guest Customization] 47> a > R¥Z %7V v 7 LET,
[Ready to Complete] %A 7 1 V7R v 7 ANFRIINET,

[Edit Virtual Hardware] 7= » 7 AR v 7 2% A 12 LT, [Continue] %7 U » 7 LET,

[Virtual Machine Properties] ~<— VB ER I E T,

[Network Adapter] %I L, [Connected] T = v 7 7R v 7 2% L UV [Connect at poweron] = v 7 7R > 7 A%
e V[OK]EZ U v LET,

[Finish) Z27 UV v 7 L%,

ZDCiscoISE / — FOFEFEEZHA L, IPT RLAERAMNEHREL, Xy NT—JIXHEHETEL LD
2720 £ L7,

What to do next
cHEIENTFE~T VD IP T FLABLIOR A M OEH
RIS LT Cisco (RAB~ S DR b U — 7 ~DHE

BREINFE-FREIOVDIPT7 FLABEURRA NRDEE

CiscoISEfifi~ > (VM) ZHEILEL, O~ OEFREREZANT, IP7T KLA LKA b
LEEBRTAHIVNENSHY 97,

Before you begin
«CiscOISE / — R AZ L R7u L REETHD Z L 2R LET,

LB EINT CiscolSEVM IZEIRE AND E X, 2O NIFxy NT—F TH
THEPEER SN TN 2R L ET, [Tﬁrﬁ/ﬁ% (Connected) ] 35 XU [FEFE AR

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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B s2snr-mRETS OP7 FLRABLUKRR FEOEE

Procedure

&M

ATy T2
ATvT3

ATy T4

\ZHfE (Connectatpoweron) | F = v 7Ry 7 A&A7IZLET, A7IZLRWEE, Z
O —RPEETLE, HRTOv U ERUIPT RUARER S ET,

Figure 8: % b7 —% 75 73 OiEGEHER

() clane - Virtual Machine Pmperﬁ;l 1 [E=1 )
Hardware | Options | Resources | Profies |
[ Device Status -
I Show All Devices Add... Remove ] e
e T Summary T I Connectat power on
Wl Memory 4086 MB S
[d CPus (edited) 4 = R ey
B videocard Video card ket ik ESE
@ s5CSIcontroller o LSI Logic Parallel e
& Hard disk1 Virtual Disk
00:50:56:a4:5e:eb
£y co/ovD drive 1 Client Device
| BB Network adapter 1 (edite.. VM Network ] & Automatic £ Manual
& Floppydrive1 Client Device R
& VMCldevice Restricted [ DirectPath /0
Status: S
—Network Connection
Network label:

W Network ‘:J

| Help oK Cancel I

cH LK HEBHEINTE VM vV VOB EANTELTIC, 2O URICERETSIPT R
VALERAMNSDLZ EE2HERLET, ZOPT7 FLABIOARR MO U I
DNS —NN—ZH LM R HY F£F, /—RDOKRA M4 & LT lNocalhost] ZfEHT25 =
LITTEERA,

G056E24

cHTLWIP T RLAFEZIIAR A MITHEDSL CiscoISE / — ROFEHENSH 5 Z & 2R L
e

FNE

LS EMINT/ CiscolSEVM 2 H27 U w7 LT, [EIRE (Power) ]>[&EiRA > (Power On) ] Zi&N L
7,

L ER I N7 CiscolSEVM 23R LT, [22> Y —/L (Console) | #7527 Vw7 LET,
Cisco ISECLI T, kD=~ RE AN LET,

configure terminal
hostname hostname

hostname |%, FXET DHH LWVKA M TF, CiscoISE »—ERANRHE#HH SN FET,
WDa<r REANLET,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K
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wRENT Cisco BTV > Dxy b7—s ~0iEs |

interface gigabit 0
ip address ip_address netmask

ip_address (X, A7 v 73 TANLIEHRA MAICKHINT DT LA THY | netmask (3% D ip_address D
THxy b AT T, VAT AIZLEY, CiscoISE —E R EZFENT S L 9 2Kd B E T, ip address
2= R L W hostname == > ROFEAMIZ-OWTiE,  [Cisco Identity Services Engine CLI Reference Guide]
B TLTEEN,

ATy T8 YZAHLT, CiscolSEH—t 2 ZHiLE LEJ,

BEHENT= Cisco RET S VDR Y FT—U ~DHhk

BHZANL, IPT FLABLORA MEZLERLLDL, £y U —7IZ CiscoISE / — R &%
T DMBERH Y ET,

Procedure

ATy T HLLIEBE I NI CiscoISE A~ > (VM) #4727V 2 L, [EditSettings] #7 U v 27 LET,
AT 72 [Virtual Machine Properties] Z 1 7 12 2 7R v 77 A C [Network Adapter] %7 V v 7 LE7,

AT 73 [Device Status] )% T, [Connected] &= v 7 7R 7 A5 L O [Connect at power on] = v 7 R > 7 A%k A
IZLET,

ATy T4 [OK] %227V vr7 LET,

SLISE N S EFREIBEAD Cisco ISEVM D 1T
Cisco ISE U U — A ZFHli L1efe, FHlis AT LD DFERT A £ 2 AZ SRR AT LT
BATTE X7,
Before you begin

c LV Da—H—%VR— M DEBEBBREIC VMware — X—2BEIT 55451,
CiscoISE A > A b — N L THRIN D 5H/NT 4 27 A4 XU E HKERYTA XiL24
TB) IZHRE L TLZEN,

*300 GB Riii DT 4 AV KEEZMEH L TER I N VM 05 EBE VM (2137 — X 2 B1T
TERWI EIZHEELTLEEY, 300GBLLEDOT 4 A7 FEEMFHA L TERINTZVM
DT —F DHREBRBERTITBIT T ET,

Procedure

ATy TN FHlROREEZ NN 7T v 7 LET,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .



2004 R b—LiER |
. RET VNI —TVRADFTVTIVRFTOF VY

ATy T2 FEBE) VM T ERT 4 AV BN H D Z & 2R LET,
AT T3 EB#OT ToA AN TAB LV AEAL A=V LET,
ATV T4 EBE AT LICREERETCLET,

REIOUNITF—R AN VTIR KR TODF VY

CLI 25 showtech-support =~ > RZFEITL T, VMDD T 4 —<v L A EZ WD THLF v T
TET, ZOavr FOHINFTRO X DI £,

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance
Khkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkkhhkhx*k

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/0O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/0 bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/0 bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

Cisco ISEEEEN A 2 —Dh o DRET V) Y—ADF VY

Cisco ISE DA > A b —)L S ITEERIC, BEFIA =2 —0 bR~ DY) Y —RAE2TF v
TEFET,

WKDEH5IZ, CLI FT A7 U WRFEREINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

KA —Z2MHLC[V AT La2—T 4 VT 4 (U Tz Y—/L) (System Utilities (Serial
Console)) | E/IL [V AT L2—FT 4 U7 4 (F—H— KE=%—) (System Utilities
(Keyboard/Monitor)) ] #i®R L C, Enter ¥ — %L £T, ROBENPFRINET,

Available System Utilities:

Recover administrator password
Virtual Machine Resource Check
Perform System Erase

Quit and reload

1]
2]
3]
ql

Enter option [1 - 3] g to Quit

VMUV YV —RA%2TF v 735003, 22 AT LET, ROLSHIINFERENET,
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* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk
* Kk Kk Kk Kk

* Kk Kk Kk Kk

Linux KVM

Linuxkvm ]

Virtual Machine host detected..

Hard disk(s) total size detected: 600 Gigabyte
Physical RAM size detected: 16267516 Kbytes
Number of network interfaces detected: 6
Number of CPU cores: 12

CPU Mhz: 2300.00

Verifying CPU requirement..

Verifying RAM requirement..

Writing disk partition table..

KVM {R28{tF v

KVM A8 ki, &~ A b7 et v¥ (Intel 7ot vV OE54E1% Intel VT-x, AMD 7’12t v
DGETE AMD-V) 6 DALY R — " PMETT, FA N THX—IF L v RUZER
&, cat/proc/cpuinfo =~ FZ AN LET, vmx £72iEsvm 7 7 IV NRRINE T,

e Intel VT-x DBE -

#

cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology
nonstop tsc aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds_cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca ssed4 1 ssed 2 x2apic popcnt
tsc_deadline timer aes xsave avx lahf 1lm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

AMD-V OH4

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse
sse2 ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

KVM ~® CiscoISED 1 > X b—JL

ZOFNETIX, RHEL {2 KVM Z{ER L, % Z 1T Virtual Machine Manager (virt-manager) %
FI LT CiscoISE % A > A h—)LF 5 HFIEIZOW T L 7,

CLI T® Cisco ISE HEAZ BN L7-GEIE. WO L H7pa~r REANLET,

#virt-install --name=kvm-isel —--arch=x86 64 --cpu=host --vcpus=2
--ram=4096

--0s-

type=linux --os-variant=rhel6é --hvm --virt-type=kvm

--cdrom=/home/admin/Desktop/ise-3.0.0.x.SPA.x86 64.1iso
—-—-disk=/home/libvirt-images/kvm-isel.img,size=100
--network type=direct,model=virtio,source=ecth2,source_mode=bridge

ise-3.0.0.x.SPAX86_64.is0 1% Cisco ISE ISO A A — YDA RTTT,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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Before you begin

a—W /L AT AT CiscoISEISO f A—V &2 Xy a— RKLET,

Procedure

ATw 1 virt-manager T, [HH (New) 1227V v 7 LE7,
[T AR~ > > DERL  (Create a new virtual machine) ] 7 4 > RURERENE T,

AT9 T2 [v—HNVA A=A T T (ISO AT 47 £721%X CDROM) (Local install media (ISO media or
CDROM)) 1%7 U w7 L. [#i4T (Forward) 127 Vv 27 LET,
ATy T3 [ISOA A—V % (UselSOimage) |47 ar R¥ %27 U7 L, [BFE (Browse) |27V v 7
LT, B—A)L VAT ANLISO A A=V &L ET,
a) [V ABN—AT 4 TIZHAE 0SS & HEWIIZKHE (Automatically detect operating system based on
install media) | F = v 7Ry 7 A% F 72 L TOS #A 7L LT [Linux] ZZR L, hF-—hZT
V)% Red Hat Enterprise Linux ®/3— 3 > 23R LT, [#t/T (Forward) 1 %227V v 7 LET,

ATy 74 RAM & CPUDRTELZEIR L, [FfT (Forward) 1227V v 7 LE9,
AT TE  [ZORBE~T K L TA L —Y2F%2T 5 (Enable storage for this virtual machine) ] F = v 7 R v
JAEF AL, AR L—VREERINLET,
a) [EBELRREIIMOBEFA N L — %R (Select managed or other existing storage) |47+ 2 > R
27V LET,
b) [BH (Browse) 127V v 27 LET,
c) LMl [A R L—Y 7 —)L (Storage Pools) | T E 7 —La s XA T, [TAATZ T 7 ANV AT A
7 4 V27 bV (disk FileSystem Directory) | %227 U v 7 LET,
d) [HHAY =2—2 (New Volume) 127V v 7 LET,

[A ML —U AR Y 2 —AOERK (Create storage volume) | 7 o« & RUNERRINET,

e) ALL—YRY 2—LDLETEZATTLET,

f) [Z74—~> b (Format) | Ke v X J A RN [raw] 23R L £,

g) mARFYy v T 4 ANLET,

h)y [#% 7 (Finish) 1Z2 Vv 27 LET,

) TERLERY 2a— L& FTR LT[R =2—20OFR (Choose Volume) ] ZRINL F7,
) [#4T (Forward) | %27 Vv 27 LET,

[ > A b — VBAIAHTOMEFR (Ready to begin the installation) ] HiH2AFE /RSN E T,

ATYT6 [ A M—IVHNCHE R A 1 A %~ A X (Customize configuration before install) | F = v 7 R 7 A% A4
WZLET,

ATy F1  [FERAT T 2 (AdvancedOptions) | T, 4 v H—T = A AD Y —AL L Tmacvtap ZiER L, [V —
A E— K (Sourcemode) | kv 77X URXAKNT[Z U v (Bridge) | Z®IR L, [52T (Finish) 1%
70w LET,

a) (FFvayv) [»N—Fv=T7%BM (AddHardware) |27V v 7 L CGEINO NIC BN L £,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K
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Microsoft Hyper-V .

Fy NU—27 YV —RA &L L Tmacvtap, 7734 A E7 /L& LT virtio ZIEIR L 77,

b) [T (Finish) 1%27 Vv 27 LET,

ATv T8  [RAE~ > (Virtual Machine) JH[EITT 4 A7 F A ZAERIRL, [BERLT T arBLUO T 4 —
< AA 7T a2 (Advanced and Performance Options) [ FTIRDA 7L a &2 #RIR LT, [EA (Apply) ]

7 Vw7 LET,

J4—ILK &
7 4 A2 /SA (Disk bus) VirtlO
¥ v =2 E— K (Cache mode) none
I0 E— K (IO mode) native

ATv 7T [A A F—B4h (Begin Installation) 1% 2 U v 2 L CKVM IZ CiscoISE %A > A h—/L L E 7,

CiscoISE DA VA h—)b T —F A= a—NERINFET,

ARTYTI0 VATATur T hT 1EANLTE=X—LX—AR—FKR—FERRT L5, 2 AL Ty —

JUIR— %8R L, Enter 47 L £,

A VAR—=FB, VM~DCiscolSEVY 7 F T =T DA LA VZHHBELET, {2 A F—LFaER

WRETTHE, ary—/WILIFRERENET,

Type 'setup' to configure your appliance
localhost:

AT TN VAT A TurT KT, setup &EASI L, Enter ZH# L E7,

Yy FT w7 U4 = RBNEREN, Vg P— RITHt> THIHRE

Microsoft Hyper-V

Hyper-V T Cisco ISE R~ 2 > DERL

EIATLET,

ZOkrvarTiE HLWMRE~S Y U OER,. == T 4 A7 D IS0 A A — ¥ DR
CD/DVD RIA 7 ~D~ v 7 CPURKREDHwE. XU Hyper-V ~® Cisco ISE DA > A

M—nDFHEEZHHLET,

)

Note (isco ISE Tl. /L F X2 /O (MPIO) DOfERIZVR—FEINFERFA, LERST, VMU

MPIO ZHEH L CWAIGEAE, 4 A M—id Rl £9,

-
-

Before you begin

Cisco ISEISO A A — % cisco.com »H 2 —H LV AT AIFA Ty ya—RLET,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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. Hyper-V T® Cisco ISE {x8~ > > OERL

Procedure

ATy 1

&

PR — F TS Windows H—/3—@ Hyper-V ¥~ F— V¥ ZEE L £,

Figure 9: Hyper-V I 1~ — > v a2 —)L

File Action View Help

«=||m B[

23 Hyper-V Manager
Ha WIN-NGAETKSSQUR

WIN-NGAETKSBQUR | Actions

Virtual Machines

MName - State CPU Usage Assigned Memary Uptime
No vitual machines were found on this server
<] m
Checkpoints
Mo wvitual machine selected
Details

No item selected.

<

| WIN-NGAETKSBQUR ~ a

New

Lz Import Virtual Machine...
\ﬁ Hyper-V Settings...

E: Wirtual Switch Manager...
al Wirtual SAN Manager...
¢ Edit Disk...

H Inspect Disk...

@ Stop Service

75 Remave Server

4 Refresh

View

E Help

VM AR NELE7 Y 7 L, [HiBl (New) ]>[{AE~ > (Virtual Machine) | DIEIZZ U > 7 LET,

. Cisco Identity Services Engine ') 1) —RX 304 X b—JLHA K
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Hyper-V O Cisco ISE 87 v > 0 tEr ]

Figure 10: 37 L \MRIE< 2 > D1ERL

e e |
B e | WikNGAEKsaaUR
[ New » || virual Machine... | |
Import Virtual Machine... Hard Disl-z... T a— :\'e‘*‘ . 4
Hyper-V Seftings... Floppy Disk... L& Import Virtual Machine...
Virtusl Switch Manager... o Virtlial machines were found on this server. [ Hyper-V Settings...
Virtual 54N Manager... FI Virtual Switch Manager..
Edit Disk... & Virtual SAN Manager..
Inspect Disk.. L A Edit Disk..
Stop Service g Inspect Disk...
Remove Server @ Stop Service
Refresh Mo virtual machine selected x Remove Server
View 3 Refresh
Help View »
\ H Hep
Details
No item selected
<| n >
Displays the Mew Virtual Machine Wizard,

ATFY T3 [k~ (Next) 1227 Vv 7 LTCVMREREEDAZ~A ALET,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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Figure 11: (38138 < > > (New Virtual Machine) ]9 « ¥ — K

~ New Virtual Machine Wizard x|
| .
K | Before You Begin
Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel |

ATy T4 VMOLREIZEANL, (A7 arT) VMEBRET DR D RAEBEIRL T, [k~ (Next) 127 U v
7 LET,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K
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Hyper-V T® Cisco ISE {x8 < 2 > DERL .

Figure 12: £ 71 & HFTDIETE

e New Virtual Machine Wizard -
K I Specify Name and Location

=

Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
| < Previous | | Mext = | | Finish | | Cancel |

ATvTE [Yzxrl—v =31 (Generationl) | A7 ar RF &7 Vw7 L, [k~ (Next) 1227 Vw7 LE
ﬁ—o

W52 #ARD ISE VM 1B+ 25813, VM RED [E¥F =27 7 — b (Secure Boot) | 473 3 o & %)
W LET,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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Figure 13: £k D& 7E

~ New Virtual Machine Wizard x|
[ *I Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location ® Generation 1

Specify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

LrTERLE oziiE PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

ATYT6 ZOVMIZEID LB THAEVOEEFEELT (Bl : 16000 MB) | [k~ (Next) 1227 Vv 7 LET,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K
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Figure 14: A £1) DE|Y) & T

~ New Virtual Machine Wizard | x|
[ *F Assign Memory
Before You Begin Spedify the amount of memory to allecate to this virtual machine. You can spedfy an amount from 32

ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) [&- When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

| < Previous | | Next = | | Finish | | Cancel

ATYTT Ry U= TETZEBRLC, [k~ (Next) 227V v 7 LET,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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Figure 15: 1~ b7 —F > J DEE

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cance |

ATv T8 [T 4+ A2 OIERK (Create a virtual hard disk) 147" v a > R¥ %227V v 7 LT, [k~ (Next) | %
70y 7 LET,
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Figure 16: (R8T « X U DR

LY New Virtual Machine Wizard
N |r Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an ope

storage now or configure it later by modifying the virtual machir
Spedfy Name and Location . g - fying

FerTEaree T (® Create a virtual hard disk

S Use this option to create a VHDX dynamically expanding wirt

Configure Networking MName: ise-vm1.vhdx

Connect Virtual Hard Disk Location: |C:\Users\Public\Documents\Hyper-viVirtual Hz

Installation Options

Size: 300| GB (Maximum: 64 TE)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either

C:\sers\Public\Documents\Hyper-vivirtual Hz

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing

< Previous Mext

RATwT9 [T —HTNCDDVDINLANXL—TF 4 VTV AT KA A h—/L (Install an operating system from a
bootable CD/DVD-ROM) | 247> a v R¥ %7 ) v 7 LET,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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B vvperv <o cisco ISE RAET L o e

a) [A7 47 (Media) | =UT7Mnb, [ A=Y 77 A/L (iso) (Image file (.iso)) | A7 v a v RH¥
7 Uy 7 LET,

b) [ZBM (Browse) 127 U > 27 LT, B—H/L T AT LADLISEISOA A —V%ER L, [k~ (Next) ]
7 Vw7 LET,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K
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Figure 17: 4 YA b—)L AT a >

LS MNew Virtual Machine Wizard

N |r Installation Options
| = =

Before You Begin You can install an operating system now if you have access to t

later.
Spedfy Mame and Location

e ety () Install an operating system later

Assign Memory (® Install an operating system from a bootable CD/OVD-ROM
Configure Networking Media

Connect Virtual Hard Disk

© image fle (isc):  [[C:USOVse-3.x 0xxx SPA

SUMMaEry

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installatic

< Prewvious Mext

ATvF10 [T (Finish) %27V v 27 LEJ,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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Figure 18: [FT#{x 8~ < > (New Virtual Machine) ]9 1« ¥'— KD#T

= MNew Virtual Machine Wizard

|r Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard.

following virtual machine.
Specfy Mame and Location g

Specify Generation Description:
Assign Memaory Mame: ise-vm1
Configure Networking Generation: Generation 1
_ _ Memory: 4096 MB
Connect Virtual Hard Disk Netwaork: Cisco 1GigE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-vivirtual |

Operating System: Wil be installed from CAISOVise-3 .5 0. xxx

< ]

To create the virtual machine and dose the wizard, didk Finish.

< Previous

Cisco ISE VM 73 Hyper-V (Z1ER S U E T,
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Figure 19: 37 L \MRET 2 U DERTE T

File Action View Help
= [m 8=
[ WIN-NGAETKS8QUR —l WIN-NGAETKSSQUR .

Virtual Machines
Mew 3

|>

-

Name State CPU Usage Assigned Memory Uptime

Import Virtual Machine...
L P
E ise-vm1 Off .

7 Hyper-V Settings...
T Virtual Switch Manager...
& Virtual SAN Manager...
& Edit Disk...
Checkpoir“s ( E Inspect Disk...
@ Stop Service
< Remove Server
T4 Refresh
View 4

H Hep
ise-vm 1 |sevmd %

=i Connect..

< m

The selected virtual machine has no checkpoints

Startup Memory: 4036 MB Assigned Memory:

“| Settings...
Dynamic Memory: Disabled Memory Status:

Start

Checkpoint

Move...

Export...

Summary‘ Memory |Nswnrkjng | Replication ‘ Rename...

LR = o - i

<] 1] > Delete... v

ATy 7NN VMZEZERL, VMORTEEWRELET,

a) [FmE vt (Processor) |HEINLET, (RAETmwyPEAEASL (Fl:6) . [OK]ZZ U2 L
i—é—o
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Figure 20: VM 5% 3 D w5

|ise-vm'| 'V| 4 F |2
% Hardware L~ R Trrresrr
4@ Add Hardware
v You can modify the number of virtual processors based on the number of processors on
i Blos the physical compurter. Y jso modify oth trol setti
Boot from CD e physical computer. You can also modify other resource control settings.
i Memory Mumber of virtual processors: ﬂg
4096 MB

£ R Processor
2 Virtual processors

= [Ell IDE Controller 0

[# =& Hard Drive
ise-vm 1.vhdx

= i IDE Contraller 1
% DVD Drive

£ 5CSI Controller
= [H] Network Adapter

T com1

Maone

T comz

Mone
Diskette Drive
Maone
& Management

ise-2,2.0,320.NOT_FOR_R....

Cisco 1GigE 1350 LOM - virtual ...

|| Name
ise-vm1l
| Integration Services
Some services offered
13| Checkpaint File Location

%é Smart Paging File Location

I Automatic Start Action
Restart if previously running

C:\ProgramDataMicrosoft\Win. ..

C:\ProgramData\Microsoft\Win. ..

b

Resource control

You can use resource controls to balance resources among virtual machines,

Virtual machine reserve (percentage):

Percent of total system resources:

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

] lelg] |- L)

Cancel | [ apoly |

ATw 12 VM ZEIR LT [B (Connect) 1227 Vw27 L, VM a2 Y — LA BN LE9, [BI4h (start) [ ARZ
%271 v 27 LT, CiscolSEVM ZA 12 LET,
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Figure 21: Cisco ISE VM D28}

0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

CiscoISE DA VA h—)b A= a—NFErENET,
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Figure 22: Clsco ISED A VR b—)L A =2 —

iy 1Ise-vm1 on WIN-NGAETKS8QUER. - Virtual Machine Connecti

File Action Media Clipboard WView Help
S O0O@OO N k|

Uelcome to the Cisco Identity Serwvices Engine Installer
Cisco ISE Versiom: XXX XXX

vailable boot options:

[1] Cisco ISE Installation (Keyboard-Monitor)
[Z] Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Keyboard-MHonitor)

[4]1 System Utilities (Serial Console)d

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <Enter>.

Status: Running

ATFY 13 F—AR—RFRLE=F—%FEHLTCiscolSE Z# A > A2 h—1T5121%, 1 AT LET,
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* Cisco ISE ® Web X—A DA ' H—T = A A~D1 A, onpage 79
« Cisco ISE DR E DR (82 X—2)
e A LVARN=NFEDE AT D—E (84 X—)

CiscoISEOWeb R— X DA VB3 —T A AAOAOTA >

1T Cisco ISEWeb X—AD A LV Z—T 2 A2 T A 235 Ex1L, FHRCA A b—)L
SNTWAFMET A o A& LET,

\)

Note (CiscoISE 1 —H'— A L F—T = AZfH LT, EHEHED 7 A4 NAT—RZ2Y
Ty bTAZLEERBEIOLET,

A

Caution

X2 VT 4 EOFHENS, BHEE Y a CORTRICE, a7 U N A2 BEIOLE
T, BT RLBRWEE. 300 HEEL V& CiscoISE D Web A X —7 = A A5
Ol 7y REN, FEENTOWRWVWRET —XIIRITESNFET A,

BEEE 7 5 7 OFEMIZOWTIE, [CiscoISE Y U—2/ — K @ [REEEHRT 5 7+
DEerarEZRLTITEIN,

N

Note

CiscoISEMN7 T 7 RIZA VA =NV ENTWBELE, £HIXZTP ot A& HL W55
EliE. mAOv T A VB Web R—ADOEHEF L —F— RAT— REEET LI HITRD S
nEI,

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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AVRF—LOBREA VR F—LBEDERY |

B cuzzewer—zogm1—y— 525080

Procedure

ATy I

ATy T2

ATv73
ATv74

CiscoISET F*T7AT APV T — I RET LEEL, FR—FSNTWHD Web 77 UHD 1 D&EE)LE

T RUVA 74—V RIZ, CiscolSET 7IAT L ADIPT RV A (FF-ITHRA M) ZROT+—=< > b
L CAJIL, Enter Z# L E 7,

https://<IP address or host name>/admin/

RERHCER LI —F— A AT —RE AT LET,
[m27 4 (Login) 1227V v7 LET,

CLEHEL Web A—XDEEI—H— FZ XU DEL

CiscoISEt > "7 v 7 7l I 55 ERA L THRE LIz2—F =4 B LA U — KL, Cisco
ISECLI 33 L T CiscoISEWeb { v % —7 = A A TOET 7 A THEHTH7-DDH D TT,
Cisco ISECLIIZT 7 B A TE H2EHE % CLIFH 2 —F—L W ET, 774/ hTid, CLI
EHla—Y—0a—F—4Fadmin, NATV—KRiZky 7 v 7 a2 Ca—P—RNERL
oAU —RTT, 774/ ONRAT—RiIHY FHA,

CiscoISEWeb A v Z —T = A ZA~DFHIOT 7RI, By h7 v 7F 7ot 2 TiERH LT CLI
FHaI—FO2—Y4, BLORATY—=RFRE2EALTUTH) Z LB TEET, WebX—ZADEH
DA, T 74N DT ELEBIONNAT—REIHY T A,

CLI % PR —+ |, Cisco ISE ® Web _—Z DB —HF F—F R—2|cabt—xnF 7, K
O CLI EFLL—TF DL Web R—ZADEFF2—P L L Car—EnEd, WiFOEHo—
NTRILZ—Y—4 L RAT— REfHTE D L 512, CLI & Web N—Z2ADFH 2 —H — 2
N TIZAEM A2 R T DM ERH D F 7,

Cisco ISE CLI & ¥z —¥H —{%. Cisco ISE Web X\ — X DE Bl — 4 — L [T FL 7 D HERR & HEhE %
L, o2 27 2 FTTXET,

R10:CLUEBLI—HF—ELU Web N—REB1—HF—ITL>TEITENDEERY

EE1—HF— 8147 2BRY

CLIEHR L N Web _X— 2 ¢ CiscolSET7 XV r—> gy =252 90T v 745,

HL o . _ .
Iz *CiscOISET 7 I7AT VA LITEED AT L, TV r—

var, ZliEBWn s 2R T 5,

*CiscoISE VY7 b =T NyF AT T A VY= B
ST v 7L —FE#EAT S,

NPV —R_R— a7 4 X2l — g ZRETH,
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| 1R F—LOBREA VR F—LEDERY
cugzznns [

EE1—YH—4214T BRY
CLI EHL D & cCiscolSE7T F U r—ra v V7 Ny =7 REBB I OMEILT
z)o
e CiscOISET7 7 IA T v A&V u—REH Iy v hEF U T
60
ey T RNLEEE, Web X—2DEHL—F—% Uty
l\—g—éo
«ISECLIIZT 7k AT 5,

CLI EEED/Em

CiscoISE TiX, By "7 v 7 7t XA TIER L7 CLIE#H2—V— T h v Mz, @8
DCLIEHa——T o F2ERTHZENTEET, CLIBHa—Y—0s LT iy
NEARHET B 71T, CiscolSECLI 7 7 & AT B 72 CLI B H 2 — W — DVEREUIRAKIRIZ L
7,

CLIFHA 2 — Y — BT BT, KO~y FEar 7 4 Fal—varE— RTHAL
£

username <username> password [plain/hash] <password> role admin

Web X — X DEEEDIERL

CiscoISE ' AT MDD T Web IC L AT 7 B A Z4T 4G, BHEO—F—LZ L 32T —
Rty 7 v PEICGRE L CLIR—ADT 7 A LFE L TT,

B —F— BN AT, ROFIEEFETLET,

1. [&2! (Administration) ]>[3 A7 A (System) |>[EEH T 7 & A (Admin Access) ]>[&
P (Administrators) ]> [ B#H = —%— (Admin Users) ] DNAIZEIN L E 9, Cisco ISE
GUIT[A==2— (Menu) |71 =2 (=) 227V v 7 LTERLET,

2. GBI (Add) 1> [EFEEF—HF —DER (Create an Admin User) | Z i8R L £ 77,
3. 4fil, NAU—R, BHEIIL—T BIOREOMOMLELZEERE AT LET,
4, [£f5 (Submit) 227 V27 LET,

BEHEOOYI 7D ML YEPESN/RRAT—FD) Y k

BTHEEN, BoleAT—RET AT NN DFEDEEANTAGERH Y £7,
F 74 s OF/INERITERIL 5 T,

WOFNEIZ X - T, Cisco ISE CLI T application reset-passwd ise =~ > R&fif LT, &HAE
2P U H =T 2 ANRRAT— K&ty NLET, ZOa~vr L, EHEHED CLI O
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B ciscose ooz

INAT— RIZIIwB 2 52 F8%A, EFICEHMERRY—FRE )y bTHE, 71Ty
JITZTEBIET 0T 4 720, VAT AR T—MEFilcae /A o TEET,

CiscoISE (2 &k V|, [FH#F 7/ 1 > (Administrator Logins) ] 7V « > Kvicm 7= K U258
SNFET, TOU4 U RUEFRRTDHINNE, [A==2— Menw) (71422 (=) 27U 7
LCGEIRLET, A (Operations) ]>[L7R— k (Reports) ]>[L7R— k (Reports) ]>[&
#E (Audit) 1> [BE&EDOS 4/ > (Administrator Logins) ] T9, < O&EHE ID IZBIH#LTT 5
NN AT =Ry FENLHET, EHE D On 7 A UFRIZ—EICFEISNET,

Procedure

ATFYT1 AV I haryY— I CLIIZTZ7EALT, WEASILET,

application reset-passwd ise administrator ID

ATFwT2 ZOBBEEIDIHEHINTWERID2 DONRAT— REBRRAH LV RT — RE2EELT, BERLE
—é‘o

Enter new password:
Confirm new password:

Password reset successfully

Cisco ISE DEETE DHIER

Web 77 OB L ONCLI 24 L T Cisco ISEiRTEEZERT 27200, ZNEFNEALD 21—
P BLEORAT— R LTy LDty "EEAT3 2800 FERHY 9,

N

GE) CLIFH—Y—L Web XN—ADEHL—Y—DT LT v /UiL, CiscoISE TIiTELRD F
7,

Web 75 V5 &AL -BREDHR
Procedure

ATFYT1 CiscolSETTT7A T ADY T—INETLIES, Y R—FENTWDE Web 770V D 1 D& EFL
7,

AT T2 TRLA 7 4—)LRIZ, CiscolSET I3 A T AZADIP T R (F713F A M) 2RO T 4+ —~ > k
L CAJIL, Enter Zff L ¥ 7,

. Cisco Identity Services Engine ') 1) —X 301 VX b—JLHA K



| 1R F—LOBREA VR F—LEDERY
cuz@mAL-zEorR ]

ATY T3 CiscolSEDBR T AL X—=TUT, By N v FTHHIERE L2 —F—H LA —FEZANL, [T A
(Login) 1%#7 Vv LET,

72 & 21X, https://10.10.10.10/admin/ & AJJ3 5 & CiscoISE D1 7 A > N—UNFERINET,

https://<IP address or host name>/admin/

Note
CiscoISE VAT AZHID T Web (IC L DT 7 B AZITHOGE, BHED—V -4 L RXAU—RKiZkv b
7w FRHZRE LT CLIR—ADT 7 A L[E LT,

ATYTE TT7ITAT U ANRELLEEL TS Z & 2RI DT, CiscolSE X vy aR— RafHLET,

What to do next

Cisco ISE O Web X"—A D2 —W— f L H—T 2 f A A=a2—%H L T, CiscolSE AT
Lo =— R ZHDOETERETE ET, Cisco ISE DFXEDFEMIZ OV TIL,  [Cisco Identity
Services Engine Administrator Guide] #ZM L T 72 &0,

CLl Z{£ A L =Ex E DFEFE

Before you begin

BHTD CiscoISE /Ny FEF o a—RKLTA A M—/L L, CiscoISE ZHFTDIRREIZIRE S £
-éAO

Procedure

ATYT1 CiscolSET FF3A4 T ADY T — 52T LZH, PuTTY 2 EDOHR— F N 585 2&E®E) LT, Cisco
ISE T 75 A 7 A~ Secure Shell (SSH) ki Z#e~r LF 1,

AT w72 [HostName] (F 721X [IP Address]) 7 4 —/L RIZHEA G (721X CiscoISET 7T A4 7V AD K ME&
10 ERFLDOIP T RLR) ZAJJL, [Open] 227 U v 7 LET,

ATvT3 v/ 7Far7 T, By N7 v 7RICHRE LTz CLLEB 2 —94 (admin 37 7 4V ~) #AJJL,
Enter Z L &7,

ATYTE NRAUV—=R T a7 hT, By b7 v 7RECRE LI CLIBEH AT — K (ZiUTa—Y—EHRTT 7+
LV REHD EFRHA) ZAJIL, Enter ZFLET,

ATwFE VAT A 7 a7 kT show application versionise & AJj L. Enter Z L %7,

AT w76 CiscoISE 7't ADIRIELE D21, show application status ise & A7JJ L. Enter Z L £,
Y — VHHNFRO L O lICFRENET,
ise-server/admin# show application status ise
ISE PROCESS NAME STATE PROCESS ID

Database Listener running 4930

Cisco Identity Services Engine ') 1) —X 304 X b—JLHA K .
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AVRF—LOBREA VR F—LBEDERY |
B xr—rzoszr0-%

Database Server running 66 PROCESSES
Application Server running 8231
Profiler Database running 6022
ISE Indexing Engine running 8634
AD Connector running 9485
M&T Session Database running 3059
M&T Log Collector running 9271
M&T Log Processor running 9129
Certificate Authority Service running 8968
EST Service running 18887
SXP Engine Service disabled

TC-NAC Docker Service disabled

TC-NAC MongoDB Container disabled

TC-NAC RabbitMQ Container disabled

TC-NAC Core Engine Container disabled

VA Database disabled

VA Service disabled

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

AR =ILEDZRID—E

CiscoISEZ A v A b=V LT, IRONESF AT ZEITTHLENDHY 17,

RN AR —ILEORBRELIRY

BRY FREIZXbL—Yav A4 KDY VY
BHONNy FOEA (FET5E) DY U —Z®D Cisco ISE &FELE T A4 R

[J£5E] @ [Maintain and Monitor] DIZ&H 5
[Software Patch Installation Guideline] DIH %
ZHLTLEEN,

TABSADA A F—)L FEHEIZ DUV TIX,  [Cisco ISE Licensing Guide ]

(R =2 L 7EEn, ZHEHDY Y —

A D Cisco ISE EHLE /T A R [FE] D
[Licensing] DFEAZZMHL T ZEWY,

AEIAEDO A A h—1 ZEMADY Y —RAD Cisco ISE FEEE A K
[3<5E] @ [BasicSetup] DIEIZH B [Certificate
Management in Cisco ISE|] OIEZZM L T2
S0,
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| 1R F—LOBREA VR F—LEDERY
122 r=nnszs0—5 [

BRY FRKEI=ZXrL—>av A4 RFDY VY
Ny 777DV RY N OVER DY Y —AD Cisco ISE EFHFH A R

[Z5E] @ [Maintain and Monitor] DIEIZH D
[Create Repositories| DIEZZ L TL 72 &
AN

N I T 0T RV a—)OBRGE ZHEMAD Y Y —AD Cisco ISE EBE A A K
[#3E] @ [Maintain and Monitor] DEIZH 5

[Schedule a Backup] DHZ S L TLEX
VY,

Cisco ISE ~ VY FDFFmA A b ZHER DY Y — 2D Cisco ISE BERHE A R
[458]) @ [Deployment] D&% [CiscolSE
Distributed Deployment] OMHZZH L T ZE
U,
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c BRI AMEDTDODA =Ry b AV F =T 2 A ADKRLT 4T (87 —2)
ik, KA, FRIMRESNTE AR —RFODVD A L7V & v b, onpage 93
cEHFEOR YT U MIEY LS NTZ /XA T — KD Y& v b, on page 94

* Return Material Authorization (RMA) (95 ~X—71)

*CiscoISET 77 ATV ADIP T KL ADZHE, on page 95

e A VA N—NABIOT v 77 L— REREDZER, on page 96

o VAT LADOHEEDIAT, on page 97

Fﬂ_Tﬁﬁﬂto)f_&bd)’r YRy ML F—T A ADKRY

—

TA

>y

CiscoISElE, MBiA > ¥ —7 = A RAIZE AT HMZRZIET 572012, 1 2OREA F—T = A
ZD2ODA =YXy NA VB =T 2 A ZADKRT 4 o TP R—FLET, ZOREIX
Fw "NU—F A H =T AH—FK (NIC) ODRUT 4 T EENIC F— 27 LR
NET, 22004 F—T 2 A RBRT 47T 5L, 2OONICIZ 125D MAC 7 KL A
EROH—OT NN AL LRI ET,

CiscoISE DNIC RY T 4V THEREITZ. n— R XSV P E-3 ) vy 77 FA— g Ui
BEZ Y R—FLTWER A, CiscolSEiL, NICKR VT 4 » ZOE Al AMSEES T 2R — T~ L
\i—gﬁo

ABE—=T 2 A ADRT 427 THE, IRORPLTH Cisco ISE —EADBEEELZ T /202
L RLRFEL 9,

c WP A K T = — ADEE
o A v T F— MEROTER (Vv v ME U EITREE)
c AAf v F TA LU H— ROREE
2DODAVE =T 2 A RERYT AT THE, AVF =T 2 A AD—THNTITA~) A~

H =Tz AZIRY, LI —FHEINNw I T v T H— 7:42W&@i#‘20@4y&%
T2 A RABRT AT THE, X_XTONT T 4 v 7 i3@E., 794~V A X —T A A
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HBURTLAVTHUR RS |
B st trxshzis5vto4—4

FEBLET, 7794~V A E—T oA ANMEDPOEBTRTDHE, NI T v A
VHE—T 2 AANTRTDO RN T 7 4 v 7 EG|ESHNTUELET, RoT 4 7W2E7T 74~
VAL E—T A ADIPT KL AL MAC T RLARNKIETT,

NIC K7 4 o VR A RET BBRIC, Cisco ISE IXFEWHE NIC & #l4 4T NIC DR
FALTRBRLET, BT A4 T A B =T A ZRERET DDAy T4 v 752
LATE S NICIZOWT, KORICHELRLET,

R12Z:RVTAUTLTAUE—T A REWMET HE NIC

Cisco ISE D#IEENIC O |Linux B NIC DERT |RoTaovdahtz |RoTa P Ehniz
Z2X:11 NICHhBa—)L NIC D& #il
FHE Y A —H % |EthO F5 A= ErFo
kO

¥H ey b A —Hx v |Ethl Ry 727 T

N1

XAy b A —H % Eth2 T34 < NN
k2

XHEw b A —Hx% |Eth3 N I T T

k3

XAy b A —H%x v |Ethd T34 <V K K2
k4

XHEw b A —H % |EthS Y A

k5

HR—bENETIY b T+—L

NICR VT 4 » ZHEREIX, VAR —FENTWDETRTOT Ty b7 —2bE /) — K~V FT
PHR—FEINTWVWET, YR—FEINDTT >y b7+ —DF RO EEYD TT,

eSNSNN—RU=TT7FIA4AT LA :RR0, 1, BELO2
o VMware AR~ R RO, 1. BLO2 (62D NIC M~ v THEHFIRER D)

eLinux KVM / — F : R RO, 1. BLU2 (62D NIC BRI~ v THEBFTREZREES)
A—HYR2Y MMIUBA—DT A RADRYT 4 VTIZEATEHA4 FS51M4 Y

* Cisco ISE 13K 6 DDA —V Ry b A v F—T =2 A A% HR—K T 5DT, A RiE3
D (R R0, AR, R F2) OARETEET,
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| £#EBLRTLAVTFFURERY
ne &7 1 v oonE ]

AR RICEENDA L H—T 2 A REELT LD, R ROA L H—T =2 ADBE—)L%
EHELI-VTHZLIETEERA, R T4 TEXALNICERY RTOBE—/LZHDONT
DIFHRIFZ, ERROEXREZSRLTLEEN,

eEthO f Vv Z—T = A AT, BHA L EZ—T oA AL T U EAL LA E—T A ADW 5
CLUTHRELET, 20D v F—Tx2A R T, T BA LA E—T A AL LTHE

« RV REERTZEIC, 794~ A F—T = A (FF7A4~UNIC) IZIPT RL &
ZEID Y THMLENDY £9, A2 N0 Z{EKT DML, Eth0 A ¥ —7 = A AT IPv4
T RUZZFID Y TORERDHY £3, FERIZ, AR 1 &2 2/FkT 2%, Eth2 &
Eth4 f % —7 = A AZIPv4 £721XIPv6 7 RL AZZTNENEIV B THMLERH D F
7T

e Ry FEERT ARNC. Nv 2T v S A& —7 x4 A (Ethl, Eth3. 3L EthS) I
IP7 RULAREID LB THENTWEIEEIX, NI T v T A F—T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AIXIP T L AZEY Y THRWT
<IEEW,

ARV RE1DODH (R F0) fERL, YDA L F—T A AZFDEFICTH LD
TEXET, ZOHRE. R ROFEHA L Z—T oA RET U EA LA E—T (R
LCHEREL, RV DA v 2 —T 2 Af AIT U HA DA H—T 24 AL LTHRELET,

AR FTIZ, Z9A4A~V A2 F—T 2 A ADIPT RLAZEFETXEST, 754~V A
VE—T 2 A ADIPT RLARALBHEINDZDT, BiLWIPT FLARRUT 4 7 &N
oA H—T A RZE DB THENET,

2O0ODA U H =T A AMOR Y REHIRTLE, RoeT v 73N A v F—T =4 A
WZEIDYTHNTWEZIP T RLARIE, 7I9A4~U A0 X —T oA AZHOEY Y THN
i‘j‘O

e T A AL MIEEND CiscolSE /— R TNIC RT 4 v THEBERRET HIZiE, £+
D) —KRETTaA A "POBEMRL, NICARYT 4 7EFRELT, 770 A A
MRS D LENH D £9,

e R K (Eth0, Eth2, F72TEthd A v X —T =2 A X)) DT T <) A HX—T AL

L CHERET DA A —T = A AZAFT 4 v 7 )b— EBREINTWAESIL., W
AVE—=T 2 A ATEBRIR T 4 T INTA U E—T 2 ATEET DL IICAH
T4 w7 — EPRHBICEH SN ET,

NICKR>T 1 2T DERTE

NIC R> T 4 > 7% Cisco ISECLI LR ETE £9, IROFNETIL, Eth0 & Ethl A > ¥ —
T oA AR RO EZRET D HiEEZHALET,
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Procedure

AT T1
ATvT2
ATv73
ATv74

ATy TH

Before you begin

Ny&?yf4y5%7:4xkLT@W#%%@%V&~7:4%(BM.&M.BM4V
B =T 2 A AIRE) IZIPT RLARRESNTWDIHEAEIE, NI T v T A F—T (A
ﬂ%%@m?va%M%?é%%#%@iﬁoA/&7/74/& T oA AXIPT R
VAZED LB TRNTL I,

WERET 10 v N LT Cisco ISECLIIZ R 7 1 » LET,
configure terminal . AJ LT, 27 4 F¥alb—Tay T— REMBLET,
interface GigabitEthernet 0 =~ > K& A LE 7,

backup interface GigabitEthernet 1 =~ > K& A L £,
ALY IR D A v — U PERENET,

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure
you want to proceed? Y/N [N]:

Y #AS) LT, Enter L £,

Ry RODPRESINE LT, CiscolSERNBENICHEBLET, LIEOLFFoThb, T_XTOH—ER
WIEFICEB L TWDLZ AR LET, TRXTOPF—EARNETLTNDZ L EMHERT H72DIZ, CLI
5 show application status ise =~ > K& A LET,

ise/admint# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database.

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
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CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

NIC 7R >

—

T4 UTERTEDEDR

NIC R T 4 THERERRESNTWANE 9 A HERT 5121, Cisco ISE CLI 7> & show
running-config =~ > REZETLE T, RO LI R hBnFrEINET,

interface GigabitEthernet 0
ipv6 address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

RO ) TIE,  [backup interface GigabitEthernet 1] 1X, ¥ v b 4 —¥% x> K 012 NIC
N T 4V TRRESNTNT, FAEY A =YXy NOBRTTASV A F—T A X,
XHEY b A= Ry P IPARAY I T T A F =Tz A AL INTNDHZEERLET,
£72. ADE-OSEETIE, T7ITA R VBLONRNY I T v T DA U F =7 = A ATHRIICFE L
IP7 RLAZEELTWTSH, running config Ty /7 w7 A X —T =4 ZADIPT RLA
FERRENEE A,

*7-. showinterfaces =~ FZE(TL T, RoT 4 v T ENTA v F—T oA AGHFKRTE
iﬁ—o

ise/admin¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING, PRIMARY, MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8aba:92ff:feB88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame O
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
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Procedure

device memory 0xfaa00000-faafffff

> U DIk

backup interface =~ > KD no JERXAfEH LT, NIC A > REZHIBRL £,

Before you begin

ATyl EHETH T b &ML TCiscolSECLLIZR 7 A > LET,

AT w72 configureterminal X AJJL T, 2> 74 FXalb—ar T—REfBLET,

AT w73 interface GigabitEthernet0 =~ > K& A L £,
AT 74 no backup interface GigabitEthernet 1 =~ > KZ A L %9,

)

% Notice:

Bonded Interface bond 0 has been removed.

ATw TS5 Y ZAJLTEnter ¥—%f L E 7,

R ROMPHIBRSAVE Lz, CiscoSERHEBMICHEILE T, LIELLfHFoThb, T XTHOYF—ER
DIEFICB# L TWH 2 L2HRLET, T XTOI—EANRFETLTND Z L &2ERT 572012, CLI
75 show application status ise =~ > K& AT L E 7,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin(config)# interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Profiler Database...
Indexing Engine...

Monitoring & Troubleshooting Session Database...

AD Connector...
Database processes...

Monitoring & Troubleshooting Session Database...

Profiler Database...

Application Server...

Indexing Engine...

Certificate Authority Service...

EST Service...

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...
AD Connector...
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Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
ise/admin (config-GigabitEthernet) #

kR, K&, FHIIEREESNT=-/NXT—FDODVD #{HH
L=Utwv bk

Before you begin

R DG BAE OARHENFIK T, CiscoISE Y 7 s 7 =7 DVD %M LT CiscoISE 7 774 7
VARBRBLE D L LI XICEPRAETIHERSH D Z EHHE L TRV TLEEN,

e H—IF ) Y —NR—Z U T a V=G CiscoISE 77T A T o AD exec IC 3%
ESNTEREAEEMIT O N TWS, ZNE noexec IZHRET D L, F—R— e b5 4
Fo B IO T ar ) — VA TE A L0 £,

*CiscoOISET 77 A TV ANDF—HR— RBLOET A E=4—Fundbd (2l €—
b F—AR— FBXOET 4 =% —##Hi £ 7213 VMware vSphere Client =2 > Y/ — /L D
WTIMDIZR Y E7)

*CiscoISET 7T AT L ANDL YT IV 2y —NVEEGNRd 5,
Procedure

ATYT1 CiscolISET FF5A4 TV ADBIRNA N> TS Z L EFERLET,
AT v T2 CiscolSE V7 + =7 DVD Z#i AL £7°,

7= & %213, CiscoISE3515 2> V—LITIRD A v —UNERINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATFw T3 REHIF—ZEHLT, a—hL U T ary—)LR—  NMEGREAFRT258IT [V AT oa2—T 4V
T4 (U7 arY—))  (System Utilities (Serial Console)) | Zi&IR L, 77747 L ATk L TH—
R—REETFE=F—EREAHEHTLERIE[ AT L2—T 4 V7T 4 (F—AHR—FE=%—) (System
Utilities (Keyboard/Monitor)) | Zi®fR L T, Enter Zff L £ 9,

WIZRTEIRISO =T 4 VT 4 Ama—RNFRINFET,

Available System Utilities:
[1] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase
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[a]

Quit and reload

Enter option [l - 3] g to Quit:

ATy T4 FIENRAT— FEEETHICE 1A LET,
= JVZIRD A v = NERINET,

Admin Password Recovery

This utility will reset the password for the specified ADE-0OS administrator.
At most the first five administrators will be listed. To cancel without
saving changes, enter [g] to Quit and return to the utilities menu.

[1] :admin

[2] :admin2

[3] :admin3

[4] :admind

Enter choice between [1 - 4] or g to Quit: 2
Password:

Verify password:

Save change and reboot? [Y/N]:

ATYTE NRAU—F& )ty N OERFE 2 —F IS T 2FFEANLET,
ATYT6 HLWSRT—REAN L THERLET,
ATy TT BEREERETHIEY EATLET,

EEEOOYI T MIEYENMESINFZNNRXT—FD

)ty k

BEED, oV AT —=R&T AU > NN R DFTEDRBANT 25608 H 0 £,
77 4 ks Of/NRATEEIT 5 T,

DO FIEIZ X - T, Cisco ISE CLI T application reset-passwd ise =2~ > & LT, FHE
e U H—T e f R SRAT— REY Y hLET, 20wy Rk, HHEEO CLIO
NAT—RIIIFEL 52 EH A, EFICEHRERT—REVEy hDHE JLT vy
MNITETEBIZT 7T 4 7Y VAT LB 7 — b Fien /A o CTExET, |

CiscoISE (2 X V| [FEH 1 /4 > (Administrator Logins) ] 7 4 > Kwizue 7= KU ENM
SNET, TOU 4 RUERFRTHIZE, [A==2— Menu) | T/ 2y (=) 27 Uv7
L TR L EJ, ER (Operations) 1>[LAR—k (Reports) ]>[LR—k (Reports) ]>[&
& (Audit) 1> [EEEQ S M > (Administrator Logins) ] T4, < O&EHEE ID [ZBEA T 5
NIERAT =Rty hENDET, HHEID O 7 A AFRIT—RHE LS ET,
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Return Material Authorization (RMA) .

Procedure

ATFYT1 AL FaryY—LCLIKKT /A LT, W AN LET,

application reset-passwd ise administrator 1D

ATFw T2 ZOBHEIDIHEHISN TWERTIO2 DONRAT— RERRAFH LAY — RERBELTC, MEALE
7,

Enter new password:
Confirm new password:

Password reset successfully

Return Material Authorization (RMA)

Return Material Authorization (RMA) DO¥F4&. SNS r—_— LD % D a2 Vi R—3 > b & H#a
T HEAIL, CiscoISE 2 A VA b=V BENCSTT TIA4 T o A2 HTHA A=V LT
SV, Cisco TAC I LT, #AR— F &I TS0,

CiscoISE7 7S5 AT 2UADIP7T RLADERE

Before you begin
cIP7 RLAZEHET DRI, CiscolSE /— RMAX L K7 U REETH D Z & 2 L
F9., /J—FKBOBT 7 aA AL MREO - THL%LA1E. ZOBREND / — RE Bk
R LT, AZ v K7y J—RIZLET,
*CiscoOISET 7 T7A T U ADIP 7 RV AEERT H4541L, noipaddress =~ > N&fEH
LN TL &0,

Procedure

2T w1 CiscolSECLIIZu /A v LET,

AT T2 kOa<wr REALET,
a) configure terminal
b) interface GigabitEthernet O
¢) ip address new_ip_address new_subnet_mask
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VAT AZED, IPT RLAZEFTTAEIICROONET, YEANLET, RO XD REHIER
RENFET,

ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0

)

Continue
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting

% Changing the IP address might cause ISE services to restart

with IP address change? Y/N [N]: y

Monitoring & Troubleshooting Log Collector...
Monitoring & Troubleshooting Log Processor...
Identity Mapping Service...

pxGrid processes...

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

Monitoring & Troubleshooting Session Database...
Profiler Database...

pxGrid processes...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...
Identity Mapping Service...

AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

CiscoISEIZ LY, AT AEZHFRIFTILILOICKROLNET,

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

ATYTI VAT LAEHESTAIHAIEY EASLET,

AR ILELIVT7Yv T L—FEERODERT

CiscoISE (X CiscoISE V U —AB LNy FDAL A h—b, Ty 7T L —F BLOT A
VAR LVOFEMERRT DA RIA v A X —T 24 A (CLD) 2~y RaffiLF
9, show version history =~ > R CIXROFEMA RSN E T,

Aff i A A P—=IVERIIT oA VA M= NEITENTZ B
TV — 3 :CiscolSET7 Y r—g
N=Va v A VA M= VERIFHIRS Wiz —Y g v

BIE . £ A =N TUAVAN—b, ROTFDA VA=)V, RoFOT AR
r—

WU RV T AN A A M—=)VETITRIBR S 723 RV D44

URY RY :CiscolSET 7V r—2ay NURABRL VA RN—LENTZV RIS NI T v
A A P=VITEHAESNET A,
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Procedure

ATwF1 CiscolSECLIICRZ A LET,
AT w72 =< K show version history # A ) L £,

ROBDPFITRENET,

ise/admin# show version history

Install Date: Fri Nov 30 21:48:58 UTC 2018
Application: ise

Version: 3.0.0.xxx

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

ise/admin#

S — R4 == /=

VAT LDHEEDEIT
CiscoISE 7 77 A TV AEIIE VM D H TR TOFERELRITHET H12DIT, VAT LD
HEZFITTEET, VAT LDMHEZFEITT L ZOA T a %, Cisco ISE 73 NIST Special
Publication 800-88 7 — & il |Z B3 HAEME 2 FEEICHEILT D K 912 L £ 7,
Before you begin

R DG EAE OARRENFK T, CiscoISE Y7 h 7 =7 DVD ZfH LT CiscoISE 7 I A4 7
VAHZBEIL L) E LI EICHENRRETOILEND D Z EAHEML TRV T EEN,

e H—F ) P —R— 2 U T a ) — L5 CiscolSE T 7T A4 T 2 AD exec ITE%
EESNTZBRAEEMN TN TWE, Zha noexeclZ&ET 5 L. KVM B LU
TN ary ) —NEREFEHTEXL L2122 7,

*CiscolSET7 7T A TV A~DF—HR—FBIUOET A =4 (KVM) #Hidbs (2

1%V E— bk KVM F 721 VMware vSphere Client = > Y — LB O WTNDIFENH Y £
+)

¢ CiscOISET 7T A T LV A~DU YT IV o) — LGN H 5,
Procedure

ATY 1 CiscolSET 7T T7AT V ADERENA AT TNDZ L MR LET,
ATw T2 CiscolSE V7 h 7 =7 DVD i AL £,
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ATvT3

ATvT4

ATy TH

7- & Z1E. CiscoISE3515 2> YV —LIZIRD A v —IUNERENFT,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

KEIF—%2H LT[V AT La2—T 4 VT 4 (U Tz — ) (System Utilities (Serial Console)) ]
2RI L C, Enter ¥—%H L £,

WIZRTEIRISO =T 4 U T 4 Ama—RNFRINFET,

Available System Utilities:

Recover administrator password
Virtual Machine Resource Check
System Erase

Quit and reload

Enter option [1 - 3] g to Quit:
3EASNLTU AT LADOHELEITLET,
Y= VIZIRD A =V NEREINFE T,

KAKXKKKX KKK KK WARNTING KAKXKKX KKK KK

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE (S). THIS PROCESS CAN TAKE UP TO 5 HOURS
TO COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL
MEDIA TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y

YEATILET,
avY—) a7 T, BOBEERFIRINET,

THIS IS YOUR LAST CHANGE TO CANCEL. PROCEED WITH SYSTEM ERASE? [Y/N] Y
YEAN LTV AT ADOWMESFZITLET,
T —JLIZIRD A v —UNERENET,

Deleting system disk, please wait..

Writing random data to all sectors of disk device (/dev/sda)..
Writing zeros to all sectors of disk device (/dev/sda)..
Completed! System is now erased.

Press <Enter> to reboot.

VAT LADMHEEFIT LR, 77947 o AEHFMHT 5545813, CiscolSEDVD #FEH L T A7 A
PERENL, B A= —E5 A A M=V F ST a UEERLET,
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CiscoISE-R—F JTD7L X

* Cisco ISE ™ _XTHO~YL Y} J— K AK—F (100 <—)

¢ CiscolISEA > 7T AT 7 F ¥ (100 X—)

e ARV —F 4T VAT A R—F (101 =2—)

* Cisco ISE HH / — ROAR— K (105 ~<—)
«CiscoISEE=X VU 2/ ) —FDHR—hk (108 2—)
¢CiscoISERY o — H#—E 2 J—FRDHR—F (110 <—2)
* Cisco ISE pxGrid —E & R—F (115 X—)

«OCSP BLUCRL —EZ FR—F (116 2—2)

¢ CiscoISE 7ut & (116 ~2—3°)

« MF/pe A X —F > F URL (117 X—Y)
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CiscoISET RTORIILYF / — K KRK—F

R13:TRTO/—FTEAINBKR—+

CiscoISER—F 77 LR |

Cisco ISE H—E X

FAEY bA—HRy FOFEREFRY
KodDR—k

TOMDA—HRry b5 —
T4 R (FAEY bA—H xRy
1 ~5, FEARYF1ELTV
2) OAR—k

it X ORI

« HTTPS (SOAP) : TCP/443

« T—HDRMILVTY r— 3
(JGroups) : TCP/12001 (/' m—
73)1)

cISEAYE®—Y L H—E X
SSL : TCP/8671

« ISE Nk @15 : TCP/15672
e FuT ATy RRA L NTE

MEORE/ILT Y r—a v
TCP/6379

CiscolSEA/ VTSR NSOV F ¥

ZOfHRTIE, Cisco ISE BNIT 7 U r—2a V0T NA AL DAV M T3y MU — 7 i8E
W29 %, TCP 3 X U User Datagram Protocol (UDP) O FR— b D—%E A /R L E 9, Z OfFHEk
IZREN 5 Cisco ISEAR— I3, RS T D7 7 AT U4 — /LT =T N> TWDHMERD

D\i‘a_O

CiscoISE X v hU—7 TH—EREZRET HHEIE, ROBEBRITIEZEL TS,

« R— NI, BEATHNR> T T —ERZESHTHENITRY 5, ISE TEITHO
P—E AL > THMIND AR — MMIBIE LT, CiscolSEIZDT R THOR— b ~DT 7 &

AEESLET,

* Cisco ISE HHL, ¥HTEY b A=V Xy F0 TORAMEHTEET,

«RADIUS (T RTCHORYy NT—F f L H—T A A —FK (NIC) TYvALET,

¢« Cisco ISE — "— 4 > X —T = 4 AL VLAN ¥ X 7% HH— KL TWEHA, ~—FK
T=T TTTAT VA RICA VA M—=T 58A1E, CiscoISE / — R~ H 9

2Lt

DAL v F R —FDVLAN T o F o T HEHL, 778 A LAY HR—FE LTEE

LTLZEN,
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o —BFAR— MEIPHIX 10000 — 65500 T4, Z UL, CiscoISE U U —AZ 21 IETHE LT
@—0

* VMwareonCloud i%, ¥4 R VPN xRy hU—J R TYHHR—FINET, LzRn-T,
Py NT—=T TIRATNAABIRI AT b2 CiscolISE~DIP 7 KL AT
XA — FOBIFERTHEVEIL, NAT 723K — 7 4 v &2 U o 7 IO T D 3
N E9,

T RTONICHIPT RLAZMH L THRETEET,

« R YU —IEWRARA VNI SNBOERNRER Y > — =B X LY FIURE SN D RA
£ LFET, 728 2E, MEBIE#H I Lightweight Directory Access Protocol (LDAP) J& 1k
27220 9,

BMEa Tk
DT 7oA AV MNRED ) — R 2 A TBIOLYF 3 —Y)

\)

(X)) ISEDTCP F—77 74 7WIL 60 43 T3, ISE / — KN T 7 A4 7T U 4+ — A DFEET D8

BlE. FOT AT 7+ =S U TTCP Z A L7 7 MEa &L £,

lo) — ~ » N — (o]
ANL—T 4200 VAT LHR—F
WDFEIZ, NMAP R 0S DA X ¥ 925 TCPR— b &R LET, F72. NMAP i ICMP
BLOUDP &~"— bk 51824 L £,

1 3 4 6 7 9 13 17 19
20 21 22 23 24 25 26 30 32
33 37 42 43 49 53 70 79 80
81 82 83 84 85 88 89 90 99
100 106 109 110 111 113 119 125 135
139 143 144 146 161 163 179 199 211
212 222 254 255 256 259 264 280 301
306 311 340 366 389 406 407 416 417
425 427 443 444 445 458 464 465 481
497 500 512 513 514 515 524 541 543
544 545 548 554 555 563 587 593 616
617 625 631 636 646 648 666 667 668
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683 687 691 700 705 711 714 720 722
726 749 765 777 783 787 800 801 808
843 873 880 888 898 900 901 902 903
911 912 981 987 990 992 993 995 999
[1000] 1001 1002 1007 1009 1010 1011 1021 1022
1023 1024 1025 1026 1027 1028 1029 1030 1031
1032 1033 1034 1035 1036 1037 1038 1039 1040 ~ 1100
1102 1104 1105 1106 1107 1108 1110 1111 1112
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