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SNS 3615 DAL 32 GB

o JUHIBL : SNS 3595 DA 1T 64 GB.
SNS 3655 DAL 96 GB
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GE)  CiscoISEIZxf L TR~ v %
BT 25 61E, A M L—T 8
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R LET,

NIC

1 DDONIC A VX —7 = A ANNE (D
NIC MR XN E 9, 6 20 NIC NHHR—
SN FET) . CiscolSE X VirtlO R 7 A /%
AR—FLET, XTI —< RA%ZHEIES
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%
« KTz
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7 fER BT D A
VM AR A b = "=, f/NEEDY 10,000 RPM O N— R F 4 A7 %
fEAT 22 L 2BEIO LET,
GE)  CiscoISEIZk L TR~ > v BT 2 5E1E, A ML —V B %
- TH—OEET A A7 2FEHLET, T 4 A7 EREN AT
LCWOEBORET + A7 AT 256, A VA =0T
TOT 4 A7 HEBREFER L 2WAREERH D 57,
NIC I DODONICA V' H—7 = A ANRLE (BEONIC BH#ESNES, 6 DDNIC
N HR—rENET) .
NA 73—s34 | Hyper-V (Microsoft)
5

Cisco ISE [ZE§9 % Nutanix AHV D= 4

Cisco ISE %, #E#ED Cisco ISE .iso £ A — % L C Nutanix AHV | BT H2HMLERH D F
4, OVA 77 L— hZffif L7z Cisco ISE ®EBHIZ. Nutanix AHV TIIPR— FERTWE

A,

RDOFIZ, Nutanix AHV TO S E I EREHF Y A FITHEREENL Y Y —ATFRERLET,
%A |CPU® |CPU DT AEY AU T N=RF Ry
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APl |4 THRIZR L 16 TR L 200 GB

A |16 16,000 32 32 600 GB
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* <acropolis> vm.update <Cisco | SE VM Name> extra_flags="enable hyperv_clock=False”

« Acropolis CLI Z#& T L, VM O&EJR%Z A4 12 LT, standard.iso 4 A — % il L TCisco
ISE DA A b=/ ERKATLET,
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Azure T VMware V—7 00— K& %A 7 ¢ 7I12FEFT L £, CiscoISE X VMware {8~ >
VELTHEARNTEET,

CiscoISEDIREI L VT TS53AT7 VAR A X[ZDLNTD
HELEERIE
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(Edit Settings) 1V « > FU® [{f/x— Ko =7 (Virtual Hardware) 1% 7DTF) T
[ (High) JICRESNTWAHZ LafERLET,
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fw574xﬁhﬁ@%%%¢z%#%@iﬁo
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Y
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2
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T4 AZEI B TCE, B X T ORRBEEIC L > TRV T, E=F—V T~ ULV F
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BIDA VA =V~ DT 4 AT A R0 34E . Cisco ISE DA R
M= ZBFATLET, FHA A M—IUE, T4 A7 E) B TR E2EIIHmE L TRHTS
DI HET,

WDOFIZ, BB THNZT 4 AV E Ry N =7 1CBT 52 RiRA v OIS
WTC, E=#—1J 7 J—KTRADIUS n /2R C& 2 A% E s LET, BEIX. KRORFT
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EFICER L L 2R LET, FEMCOVTI, RO MY 7 2SR T X0,
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* #unique 44
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*SNS3500 >V —RX 777 A 7 AZOWTiE, [Cisco SNS-3500 Series Appliance
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* SNS-3600 >V —X 77T A4 7 2 A DWW TIL, [Cisco SNS-3600 Series Appliance
Hardware Installation Guide] #ZM L T Z &0,

AT YT 1 CiscoISE #IRDHDITA A F—)L ¢ BI1T1T,
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CiscoISED 1 X k—L |
B omczmm L CiscolSED A V2 b —L

*CiscoSNS 7 "I AT VA :NN—RU=2T TTIAT LV AEA A=V LFET, P—R_"—EHHAD
CIMC (28 L £ 7,

AR~ VM NIEE LS BRESNTWAHZ 2R LET,

ATY T2 CiscolSEISO A A=V & XU m—RFLET,
a) http://www.cisco.com/go/ise IZ7 7 EALET, ZDOV 727 7 8AFHITIE. A7 Cisco.com & 27
A2 VT UV VRN HEFNCLETT,
b) [V7 hU=T X rm— K (Download Software for this Product) ] %27 U 27 LE 7,

CiscoISE A A —121%, 90 HIEOFHH T A B ANT TIZA VA P— /L INTRETHBE LTS 7
W, A VAR VBLOWMRENTE TT 5 &, F3TD Cisco ISE h—EADT X R EBMHTE &
ﬁ—o

ATYT3 TFXIAT U AEIHMEMB~ > o2 RE) L ET,
¢ CiscoSNS 77T A T v A,
1. CIMCIZHHFL, CIMC Z LT ooy &L Tr A LET,
2. KVM = YV — L &8 L FT,

3. [RABAT 47 (Virtual Media) 1> [{RABT /SA 2D T 77 1 74t (Activate Virtual Devices) ] DJIE
WERLET,

4. [HAEAT 17 (Virtual Media) ]>[CD/DVDD~ » £ 7 (Map CD/DVD) | DJIEIZER L, ISE
ISOA A=V &EBBIRLC[THA AD v ELZ (MapDevice) 127 Vw7 LET,

5. [+*Z7w (Macros) |>[#fHJ~ 2 2 (StaticMacros) ]>[Ctrl-Alt-Del] DJIEIZiEIR L T, ISEISOimage
TT7I7AT v AZEELET,

6. FoZMLT, 7—hF A=ma—%2EBILET, KOL S RERAFRRINET,
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| CiscolSEDA VR F—)L

CIMC % & A L 7= Cisco ISED A > k—L [

6: T — bTNA4 ZDER

Please select boot device:

Cisco Identity Service Engine

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0400 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0401 Intel(R) I”En u ":' Network Connection

UEFI: IP4 0402 Intel(R) abit Network Connection
UEFI: 4 0403 Intel(R) 'T_:'_ Network Connection
UEFI: Cisco .H.H—Hauned'

Enter SetL

GE) SNST 7oA T AN E—bulr—ary (F—F v 2—708) CEEENRTHS
AT, ZTOGFICHT 2B T 7 B AR, VE— K == 5 CIMC A
VAN NVEFETTHIMLERDDLGA. A VA N—IVICKER NS Z BB Y T,
A VA RN— LT atRAEEEILT 570, USB K74 7I21SO 7 7 A V& — L,
ZOVE— FNOGITTCHERT LI L2 BEIOLET,

N [T S

1.

CDDVD Z ISO A A—VIZv v B 7 LET, ROXLIREMENPRAINET, ROAvE—Y
LA VAP=IL Ao a—NEREINET,

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.0.0.xxx

Available boot options:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATy T4 U TN aryy—)LuEEHALTCiscolISE A v A h—/L35I121%, 77—k a7 FT1EBILUEnter
F—ZMLET,
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B ciscostenty 7y TT0YS LoES

ATy TH

ATvT6

ATy T17
ATvT8

F—AR—RNeE=F—%2MHT2HEIT. KAIF—ZMHH L T, [CiscoISEDA A h—/L (U T/ =2
> —/)V) (Cisco ISE Installation (Serial Console)) |47 a 2R L £T, KORA vE—UNFERIN
i j—O

R R Ik 2 2k b kb b b b b b b b b b b b b b b b b b b kb b b b b b b b b b b b b b 3

Please type 'setup' to configure the appliance
ER R IR Ik kb b b b b b b b b b b b b b b b b gk bk bk b b b b gk b b b b b b b

Tary 7 RT,setup EASIL, By N v Tl I AR EBLET, By T v T TR ST A RT
A =R DO TIE, [CiscolSEDY® Y b7 v 77 a /T L0FET (40X—) | ZBRLTLE
YA

Tty NT v T E—RTRY NT—IBRENNTA—FEANNTDEE, TTI7A4 T ANEEBICHES L,
v Fur TN ET—RICED F1,

v TuarF N E—RERTLES, 7774 T ANEBLE T,

[CiscoISE A > A h—/L 7t 2D (45 2—3) | [CHELE T,

CiscolSEQty F7 v T 70T 5 LDET

ZIZTIE, ISEY—NR—%RET A0ty F T v 7 R HOWWTHBALET,

vy T v ST ATIE, BRBERRTA—EZDOANIERDD, Meiloa<wr KT 4 v
A —=7xAA (CL) HNEBSNET, BHIIL, a2V —LELB3FLamREEY N Ty
T T LA LT, ISEVY—"—0OFHIRy hT—2 ZE L, YIEEEEKIEHRE
BELET, 20ty N7 v SR T EETETTAREEELETT,

\}

(F)  Active Directory (AD) E#iG3 28%401%, ISE HAI/ER S NTZHEHY A v 1P 7 KL A
EV TRy N T RVRAZEHATHZEEZBEIOLET, £ A M=V EFRKEEIT ORI, AD
YT DO A X » IR L, ISE / — FOM#ET 5P 7T RLA LS TRy b7 Kb
ARG LET,
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&

ATy T2

Cisco ISEDt v +7 v 77045 L0%F [

\)

CE) VAT ANRLEITIRDAREMN S 2720, Cisco ISE DA T T A A A b —/LOi{TI3HE
BELFEH A, CiscolSEDA VA M=V AT VT NedT7 T4 TEITT DL, ROTT—HR
FRENET,

NTPH—N—LDEBAIZKELELz. BRHAELLGWE, BA VR M—)ILENEET, ¥
ATLIIERATELGLGLAEEMENHY FT,  (Sync with NTP server failed' Incorrect time
could render the system unusable until it is re-installed.) BELIT? [LLVULMNNZ [IELY] (YINTY]D)

[V (Yes) 1#BINL CTA > A b—/v &l 9, NTPH— 3 — L O %2 1T 51213,
Wiz (No) | ZIEIRLET,

A VA=A YT FOFETHIZ, NTP —/3—L DNS P —_—Dl T DRy hU—7
PE NI T D 2 & AHER L £,

Yy N7y T TR T T AERFETTHITIE, ROFIMEZETLET,

AVA PRV EESNTWAT FIA T U A F A LET,
KDy T v F FarT RRFRENET,

Please type ‘setup’ to configure the appliance
localhost login:

/A4y Fur7 hTsetup & AF L., Enter 2L £,

AV =INRT A=Z Dy ERFRENET, ROROBRAINES T, T A—=ZlE2 AT DHHMHE
NV ET,

GE) IPV6 7 FLAZEH D RAAL  RX—L P — X—F 72 [ENTP Y — "— % BINT 5 -A1%. ISE D eth0
AL B =T 2 A A% IPv6 7 KL A THANCHRET DLENH Y 97,
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£ 12:CiscolSEty v 7T TRTS LIRS A=A

CiscoISED 1 X k—L |

PA=DAAS

Bl

1

Hostname

19 LFLLTICT 2 MERH Y F
T, BN SUTFATIE. R
(A-Z, a—=z, 0-9) . BXU/ A
Ty () BRERHY ET, KD
LFELTFTHLIMLERH Y F
7

(GE)  Cisco ISE DFFHEFRG
23, FEBAEIC X B HGEED
O FNRBENDEE A
F72NE ST B0
INCFEERT A & &
BEIOLET, /— RO
WA R ELT
Mocalhost] Z{#EHI %
ZEITTEERA,

isebetal

(eth0) Ethernet interface address

FAUEY hA—%Ry 0 (eth0)
A B —T A ZADEEIPvE T
RL R F72013 7 0 — L [Pv6 7
RUVATRIFNIERY /A,

10.12.13.14/2001: 420: 544f: 4:: 458:
121: 119

Netmask

B3N IPvd £721X IPv6 DX v |k
YA TR £ A,

255.255.255.0/2001: 420: 541F: 4:: 458:
121: 119/122

Default gateway

T 7 H IV = T = A DN
IPvd 7 RLAEIZ 7 v —r31
IPv6 7 KL AT IX e £4
/Uo

10.12.13.1/2001: 420: 54ff: 4:: 458: 1

DNS domain name

IP7 RLRIIANTEEEA, A
Zh7pCFTIE, ASCI 3L, TR
DHE, Ty (- . BIOY
VAR () B™EERLET,

example.com

Primary name server

TIA =V F— A== DFL)
BRIPVAT RLUARAEF 3 e — L
IPv6 7 KL ATRITIIZZ2 Y £8
Ao

10.15.20.25 /2001: 420: 54ft: 4:: 458:
118
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CiscoISED+y +7 v 77055 L0%E7 [|

JavJ b 588 I

Add/Edit another name server TIA=Y X—L P —NR—DFR| (X7 ar) BEOF—LP—
RIPVAT RLUAFIZ /B — L | R—%BETXET, ThE(T
IPv6 7 R LA TR0 8|12k, y2Z AL THAITLET,

}Vo

Primary NTP server Hhlrxy NU—2 ¥4 57 b |clocknist.gov/10.15.20.25 /
21 (NTP) H#—/S— [Pv4 7 | |2001:420:54{f:4::458:117
LVAFEZIZ 7 a— L IPv6 T KL
AFETNIHRA M TRIT T2 D
A,

GE)  7FA~Y NTP % —
N—IST 7R AARETH
D lafERLTiZs

AN
Add/Edit another NTP server BEHeNTP A A U ThiThER | (A7 ay) #5O NTP —
D EHA, N—ZRETEET, INEITO

WZiE. y AN L TRATLE TS,
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B ciscostenty 7y TT0YS LoES

JoyJhr EER 151
System Time Zone AN E c22 it £ |UTC (F7 4L 1)

Poo Tl ZUE. KOVTEREVERE
(PST) Tix., ¥ AT LBERHAIZ
PSTSPDT T3 (DF V| HhE R
B (UTC) M5 8 HEfZ L5
T-BERED)

GE) TATLEEZEZA A
V=B CIMC F 7213
A= R, P RA D
OS B L OVF A A
= E—HLTWbZ
EEERLET, XA A
] i | Rl N S R OR)
B, VAT LT f—
N AL T D]
MRS 7,

PR—FINTWVWELZA LS —
DFTXTOY R MIONWTIL,
Cisco ISE CLI 7> show timezones
awy REFETTEET,

GE) 93T D CiscoISE / —
K% UTC # A & ' —>
IZRET D2 L 2B
LET, ZOHA LV —
YOBREIZLY, T
A AV MRERIZBIT S S
FSER /RO
A—F, 7, BIOR
AF ¥y —x hOu
T 77 AN, FA LA
&7 CRIZFE S D
L2272 F7,
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CiscoISE £ > 2 F—1 70t 20%R [

JavJ b 588 I

Username CiscoISE 2 2T L ~D CLL 7 7 % |admin (F 7 #/L 1)
AR SN EHE 2 —V —4
ERELET, 7740

(admin) Z i L7aWGA0%, #r
LW —H—4 2Rk 5 L EE )
b0 FEI, 22—V -4, 3~38
XFOREET, AT (A
~Z. a~z, £721L0~9) THE
BEINHVLERHY ET,

Password Cisco ISE 3 27 L~ CLI 7 7 & | MylseYPass2
AN SN D EHE RAT— K
ERRELET, T 74K RR
U — RIZFEE LW, fifTd
DAV RA T — RZAERLT % 03
NhHOEF, RAT—RFOEST
6 LFLLET, b7 tb 1 oD
INLF (a-z) . 1 DDORILF

(A-Z) . BEO1 >0¥s

(09) ZEDDHMENRH Y 7,

() CLITA A= AHRELEA A P— N RBRICERED AT — FEAERT DB8IC, NAT—F
DEBDLFOHEERNTLT [$] ZEDRVWTIEI VN, ZOXFEREYE 13 #iE 0 T
2D E, NAT—=FEIZFANLLNETAH, CLI~Ou 7 A ANHMEHTE EE A,

RO TIDE YN AT = REAFR LIS G, vy —riiun 4L, CLla~vy e
T 57 ISECD 7213180 7 7 A VARG LT, NAT—FR& Uty FLET, ISO7 71 V%
FEHLT AT —=FZ2 Uty hFDFIEIT, RO FF XA P TR SN TWET,
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/
200568-ISE-Password-Recovery-Mechanisms.html

Yy Ny T TR T T ARFTTLE. VAT APHBRICHER L £,

INT, By T o7 7ot ATHRELEZ2—F—L L RATU—RK&2MH L TCiscolSEIZR /A T
HEHTY FES,

CiscoISE 1/ X +— L7 A ADHER

A VA = TEREANELLET LI L 2MRTI0E. ROFIEEZFEITLET,
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B ciscorse (> 2 r—LToERORR

ATv T

ATy T2
ATvT3

ATvT4
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VAT ANERE LS, u Ay Iy Ty Ny THERICERE L2 ——4 % A L. Enter

2L ET,
FLVWASAT—Ra2 A LET,

TV = a YBEUNIA VA R L SNTWD Z & EERT H 72912, showapplication 2~ > K& A

S, Enter ZH L £,

IV JUIZIRD A v — U NEREINET,

ise/admin# show application
<name> <Description>

ise Cisco Identity Services Engine

GE) TV Y —=ZDRDNR— g TR, RXR—=Var EAMNBREEINTWAESNHY 7,

show application statusise =~ > K% AJJ L CISE 7' B ADIRIEZ MR L, Enter 2L £,
LY MIRD A =V RRRENET,

ise/admin# show application status ise

ISE PROCESS NAME

PROCESS ID

Database Listener

Database Server

Application Server

Profiler Database

ISE Indexing Engine

AD Connector

M&T Session Database

M&T Log Collector

M&T Log Processor

Certificate Authority Service
EST Service

SXP Engine Service

Docker Daemon

TC-NAC Service

Wifi Setup Helper Container
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager
pxGrid Controller

PassiveID WMI Service
PassiveID Syslog Service
PassiveID API Service
PassiveID Agent Service
PassiveID Endpoint Service
PassiveID SPAN Service

DHCP Server (dhcpd)

DNS Server (named)

ise/admin#

running
running
running
running
running
running
running
running
running
running
running
disabled
running
disabled
not running
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

14890
70 PROCESSES
19158
16293
20773
22466
16195
19294
19207
22237
29847

21197



!

FDHDA X F—ILIEHHR

i

*SNST T TAT AV T7 LA (47 _—2)
« VMware A~ 2 (49 _X—2)

* Linux KVM (64 =X—7)

* Microsoft Hyper-V (66 ~<—1")

SNS7IS5AF7VR)ITF7LIUR

CiscolSEZ A VR h— LT B1=6DD T— FAJEEZZUSB T /51 A DYERL

ATy T
ATy T2
ATvT3

RATv74

ATy T5

LiveUSB-creator > —/LZfif L C. CiscolISEDA > A h—/LISO 7 7 A LD 7 — FA[RE
72 USB 731 AZAERL L £77,
188 BRI

« https://github.com/Imacken/liveusb-creator/releases/tag/3.12.0 LiveUSB-creator & = — 71 /L3 A
TAIH = RFLET,

e 1 — N AT AT CiscoISEDA VA —/LISO 77 A NV E Xy ra— RKLET,

16 GB £721332GB ® USB T 34 AZ&{FHHA L E 7,

T _NC O AT H121%, FAT16 £7-1XFAT32 2 L CTUSBT A 22 H 73—~ v hLET,
1 —H )V AT M USB 7 /34 A% 7 LiAA, LiveUSB-creator Z @& L £ 9,

[BEfFDLive CDZ{#H (Use Existing Live CD) ] =V 7 ® [ (Browse) | %27 U v L. Cisco ISE ISO
T ANEERLET,

[#—7%"> FT /34 A (TargetDevice) | RKr vy X7 U X Rk USB 7734 AL F77,
0 —H VY AT MBS ST USB 735 A3 1 12T O%AX, BEINICEIRSLET,

[Live USB% {Ef& (Create Live USB) 1 %7V v 7 L%,
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B ciscosns 3503600 L U —X 7 IS4 7L ROBEA A— e

ATvT6

ATy 71

ATvT8
ATvT9
ATv710

2004 R b—LiER |

BRI R =12, 7 — MAJREZR USBERROEBRM N T R ENE T, 2O Tk ANRET Lz, USB
RKZ A4 7 ONEN, USBY — V&2 ETTHDIERA LIz — LV AT A THEHATE 9, CiscoISE
A VARN—LATDHEN, FEITESNTOILENRNHDLTHARN 77 AN 2060 7,

USB R7A4 706, THFAL T4 FTROTHFA T7ANVERHEET,

« isolinux/isolinux.cfg F 7213 syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg

WHFD7 7 AD Tedrom] &9 FlikZ @& Xz 7,

- SNS3515, 3595, 3615, 3655, £7zlX36957 77 A 7 AN SHh, WGO7 7 AT ledrom)
LItk A Thd:sdbl) [CE & #x £,
BARIIZIZ, Tedrom] &0 SCFFNOTXTDOA L AZ A BEEBAET, 728 2,
ks=cdrom/ks.cfg
INERDEIITHFEZHZET,
ks=hd:sdb1:/ks.cfg

T ANEARIFEL TR T LET,
TR, a—H )L AT ADS USB T3 A& B LET,

7 — NAJRE/R USB T /34 A% CiscoISET 7T A TV AWHEA L, T7I7A4 T A& Hifd#) LT, USB
R A4 7058 LT CiscoISE & A > A b—/L L% T,

Cisco SNS 3500/3600 ') — X 7 TS ATV ADEA »*—iE

Cisco SNS 3500/3600 ' UV — X 7 F 5 A 7 L AIZIZDVD RIA 7 0nb 0 /A, LIZB- T,
CiscoISE V7 b =7 A LT CiscoISEN—RU =T T 7T AT LV AZHA A—=I{T5
2, ROWTNnEFITLET,

)

GE)  SNS 35008 L3600 >V — R 77 F A 7 A% Unified Extensible Firmware Interface (UEFI)
DEXaT 7— MERE T R—FLTWET, ZOMHREIL. CiscoISE DEATE A A =T
7% SNS 3500 5L N3600 > ) =R T FIAT LV AIA VA=A TEDLOICL, T34
ZNEET 7B A LT E LTHOBRBAL DAL —T 4 T VAT DI A P—= AL T&ERNEK
2L E7F, 7= & 2%, Red Hat Enterprise Linux <> Microsoft Windows 72 & O —#% )72 A4~ L—
TAYT VAT AL, TOTTITAT UATRETEERA,

SNS 3515 3 LTSNS 3595 7 75 A 7 > A%, CiscoISE2.0.1 LLED U UV — 2D Ik AR— b
LTCWET, SNS3515 F7/2ILSNS3595 T 7T A4 T AL, 201 K0 baio ) ) —RA% A A
=352 LIETEEREA,

» Cisco Integrated Management Controller (CIMC) A > ¥ —7 = A A%Zif L. {545 DVD
TNA AL VA R—)viso 77 ANE~ LT LET, FANTOWTIL, r#unique_
521 ZZHRLTLSEEN,
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VMware {R#8< > > .

e ALVA M= iso TFANEHHLTA A —/LDVD Z{ERL L. USB#M5 DVD R
A TE2FHEALT, DVD RIA T MET FIA4 T o A& # LE7,

A A M= biiso 77 ANEMEHLTT— FATREZR USB 7 /31 A& AEK L T, USB K7
ATINOT FIAT o AZERBLET, FHMICOWTIE,  [Hunique 53] & [#unique 52)
ERILTLEEN,

VMware {28 < < >
A\

() ZOKRF=2 A2 MIGEH SN TWD VMware 7 +— L7 7 7 X OFJAIL, Cisco HyperFlex (2 A
YA M=/ ZHTWD Cisco ISE (2 b S E T,

REIOUD)Y—ABELVIINTA—TADF IV

AR~ 12 Cisco ISE # A A h—JLF BHIZ, 4 A F—=TIZL->T, R~ DOFH
ARERN— R =T U YV —X J:#E**éz%éﬁ%%tt@ﬁ”é LT NN— R 2T OBENF = v
I BIThNET,

VM U Y —ADF =y I7H, f A M—=TL, »N—F T4 A7, VMIZEIY S ToHhiz
CPU =7 D%, CPUZ vy 7EE, BXOVMIZ JDéf%ﬂtme%%I/&Li¢
VM VU vV — x@ﬁi%ﬁﬁ%%%%éﬁw%ﬁ AVAP=MIKRTLET, ZDY V=2
F v 7%, ISOX—ZADA A F—)LIT BHIXNET,

vy Ny TR T TAEFETTAEE, VM T 4 —~ A F v INEFTIN, A A —
TMNT A AT VO RT3 =< AeF 27 LET, TAAZ VO RT3 —< ARSI H
DR T S WA, BENBEICEREINETN, A VA A EHITTEET,
VMR T p—< 2 A F = v 7 XEMIC (BFF) FTasn, BRI TESET, T4
AT VO /N7 H—< VAP IN A EREE T S 70 WGA, 77— AR ERSINET,
VM R7 —~ A F = v 71X, show tech-support =~ > K Zf#H L T Cisco ISE CLI 75 4
VTV RTEITTHEBTEET,

VM DU Y —ZABIURT 3 —< 2 ADF = v 7 1% Cisco ISE DA > A b—/L & T HEARICHE
1T TC&EET, ZDOFT A MECiscolSEENA =2 —nDHFEITTEET,

ISO7 74 I)LZEERAL=-VMware{RE~< > > ~DCiscolSED A > X +—
1%

DB g TiE, ISO 7 7 A V& LT VMware {8~ 3 /12 Cisco ISE %1 > A h—
T B FIEIZOWTIHALET,
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2004 R b—LiER |
B vvwareEsxi v — 1 —x BT B0 ORREH

VMware ESXi H—/\—% R TET 5= DAIHREH

VMware ESXi —/X—ZRET DRI, D& 7 v a VZEHEH I TV D IRDFTE DRITESMH:
PR LT EEN,

 EHEMEIR A o2 —%— (root =—H—) & L CESXi —3—{Zu /A D NEEN
% @ ij‘o

¢CiscoISEIZ 64 EY F AFATT, 64 EY N VAT AEA A M—LTAHIT, RIE
b7 27 7 av— (VT) 28 ESXi ——THEIIZ &ofwé_k%%wa<téwo

e VMware [RAE~ 2 > F 4 A7 fEBOHEIRE A EIV Y T TWAHZ 2R LTI &N, 3
Az oWTIE,  THunique 31) BB L T &,

« VMware Virtual Machine File System (VMFS) ZA{E L TV 7225513, Cisco ISE (AR T
TIAT ALY R — N T HIOIERT 208N H Y £9, VMFS X, VMware 75 A k
FIZRESNTIZA ML=V R a— AT LICREINET, VMFS5 TIL, IMBO 7 12 v
7 A RFFHKT1.999 TB ORAET 4+ A7 A4 X&HR—FLET,

REETo/Bo—DF vy

FTTIZESXi r—"—% A VA =L L TWAEHEIT, v raFiEdiedic, Kk /
0= NEMNE I DEHERTEET, TEITH I, esxcfg-infoa~y REHEHL £,
W R L ET,

~ # esxcfg-info |grep "HV Support"

| === —HV SUPP O Lttt vt ettt ettt e ettt e eaeeeeenneeseeanessennns 3

|===-World Command Line.......cuiiiimeeeenseneeeennennnens grep HV Support

HV R — FOfED 3 DA, VIIXESXi = N—THITH LoD, A A M=l 2
EMWTEET,

HV R — FDOEMN 2 DA, VI IZH R —FENTWHWETRN, ESXi V—X—TH M- T
WEH A, BIOSEREZRMEL., v —"—T VT ZHTIHIMLERDH Y £,

ESXi —/\—TOHRBILLTY / OO—DFEMIE

Cisco ISE [RAE~ 2 DLHION—T g U ERA T H0IHEA LD LR L N~ KT =
TEHAHTEET, 2L, BEHDOV UV —R%A A M—LT HHIT, ESXi —/3—TK
b7 7 sav— (VT) ZHMNZTHHLERH D £,

ATV 77947 A%2) 7—hLET,

ATFvT2 REMHLT, By Ty 7 E2BRBLET,

AT T3 [FHMEEE (Advanced) 1> [FBtEvyH®DERE (Processor Configuration) ] &R L £,
AT w74 [Intel(R) VT] 23R L T, AL ET,

ATYTS BHEREL, & TT 512, FI0 2L ET,
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Cisco ISE TA 77 1 5 H—E RIZ5 % WMware #—i— 1 > 5 —7 24 20%% ]

CiscoISE 7O 7745 H—EXIZT % VMware b —/A\— 4 V23— T 14 ADEE

VMware V—/_"— A L H—T =2 {4 X% AA v F R"—+TFZ74% (SPAN) F72132 7—1k
INZFT 747 DCiscolSE7 7 74T B—ERADHEH 0 —T 4 U F—T x A A~D
NEAYVR—FTDHLIICHEELET,

ATw 71 [&E (Configuration) 1>[*v bT—F>% (Networking) ]1>[FR/3F 1 (Properties) ]>[VMNetwork]
(VMware H— 3—A A ¥ U ZADLE) > [VMswitch0] (VMware ESXi %h—/N—A > ¥ —T = A ZAD |
D) >[7F w7 4 (Properties) ]>[EF = VU T 1 (Security) ] DNEIZEIN L F 7,
RATY T2 [BX=2UT ¢ (Security) 1% 7D [HRY > —fls (Policy Exceptions) ] A > T[F B I AF ¥ AE—FK
(Promiscuous Mode) 1 F = v 7Ry 7 A4 N2 LET,
RATY T3 [BIAX¥ AE— K (PromiscuousMode) | K v 7 &7 U A RT, [ (Accept) ]Z#HEIR L, [OK]
27y 7 LET,

SPAN £721Z3 9 —bL&EN T 74w DT a7 7 A4 T F—ZINEIHE T 5o VMware ESXi H—
N— A B =T 2 A ATHRLUFMEEEREY K LT T TEIN,

) F7IL Ay —I)LEERL - VMware —/\—~ D

AT Y1 FFED VMware — 3N— (72 & 21T ISE-120) O&EREA7IZLET,
ATw T2 VMware V—_—%4527 U v 7 L, [fRE (Edit) ] Z2&ERLFT,

ATYF3 [»»—KT =7 (Hardware) | ¥ 7 CLEM (Add) 1227V v7 LET,
ATy T4 [V U TR~ (Serial Port) ] ZHIR L, [k~ (Next) 1227 U v 7 LET,

ATFwF5 [V TR — ) (Serial Port Output) |FEIK T, [RA hO#ELL Y 7 LR — k& (Usephysical serial
portonthehost) ] E721L [ v b T — 7 #&H TH:RE (ConnectviaNetwork) |47 3 v A& &2 LT,
[k~ (Next) 1&27 Vv 7 LET,

o [F v FU— 7B THHE (Connect via Network) |47 v 2 &R L7-5E1X, ESXi —/3— LD
T7AT U A=A NERASLERH D T,
s [FANOYELL ) T VR — FZ#H (Use physical serial port on the host) ] Z &R 2 1E, H— b
ZBIRLET, RO 2O00OWTNNDA T v a r Z@IRTE T,
o /dev/ttySO (DOS F 7213 Windows AL —7 4 > 7 VAT AT, ZHIFECOMI & LTERRINE
T .

« /dev/ttyS1 (DOS F 7213 Windows <L —7 (7 L A7 LT, ZHAILCOM2 & L THERENE
EDAS

ATYT6 [k~ (Next) 1227 U7 LET,
RT9T1 [T AAT—H A (Device Status) | fHIKC, WU TF =y /Ry 7 R4 LET, 7740 M
[#5#5i7 7+ (Connected) ] T,
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. VMware 4 —/\— D& E

AT v T8 VMware — —ZHH T 512X, [OK] %227 U v LET,

VMware 9 —/\—DEE

1R BHEIIZ
['VMware ESXi —/\—%FET DO DOFHESRME] 20T~ ET,

ATvT1 ESXih—n—tus A o LET,
AT w72  VMware vSphere Client D EID~A T, AN avTF %457 v 7 LT, [HHEE~T > (New
Virtual Machine) ] &R L £7,

ATv T3 [&%E (Configuration) | ¥ A 70 7Ry 7 AT, VMware i EIZ [7 A X I (Custom) ] R L, [R~
(Next) 127 VU7 LET,

RT9 T4 VMware VAT LAOL4RTEATIL, [k~ (Next) 15227 Vv 27 LET,
E¥ bk VMware R A MIHEMT DA A Mzl LEd,

ATwTS  HRERINLHEHAREREENH LT =X A MTEBRL [k~ (Next) 1227V v 27 LET,

RT976 (AT ar) VMARMEIZY T AL PO VMware ((IE~ >0 A=V g U2 R— b2 55
1L, [~ 3= 3 7 (Virtual Machine Version 7) |72 EOfE~ > 0 N—2 g U3 IRL T, [
~ (Next) 127 Vw27 LET,

ATy 71 [Linux]ZERL, [/3—=Y 3> (Version) | e v 7 Z 7 U A R)bH AR — h & CU % Red Hat Enterprise
Linux X"— 3 VAERLET,

ATv 78 [V~ bE (Number of virtual sockets) 1B L ON[RAE Y 7~ F&H7-0 O 274 (Number of cores per
virtual socket) | K>y 77X UXMT, EZERIRLET, 27 OBRBIILLTICT 20BN H Y 5,

SNS3600 ) —XF7 IS4 T VR :
< B 2 16
o« OB ;24
o KB @ 24

a7 OIE, M RX—=A VL wT 4 72XV, Cisco Secure Network Server 3600 'V — XD 2 7D
25T, T2, Ry N REREOEGE, 8O CPU a7 ET 16 HO AL v REFF
2 SNS 3615 @ CPU k23 7= 37Dz, 166D vCPU a7 #EV 4 CHLERH Y £,

GE) Uy —Z2DEN Y TIZEDETCPULAEY DY V—RE2TRTAHZLEmBEIOLET,
TNETDROEAIZISE DR T 4 —<v L AL BEMEICRELSEETAZLRHY 7,

RT9T9 AFURFEZENL, K~ Next) |27V 7 LET,

ATw 710 [EI000]NIC R7 A N% [T X 7% (Adapter) | KR v 7 HX 7 U A RMNSLEIRL, [k~ (Next) | &7
Vo7 LET,
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wEvs vERs venEEsToEs [

GE) T I7ANVPTELWT X T HIEFZHET H729I2, E1000 231§ 25 Z L 2RBED LET,
VMXNET3 #38IR L7256, ISEOT X 7 XIEF LR SE 27D ESXi T X S X B~y
L@#hi&%@m%A#%Di?o

ATFw TN SCSI = bu—F (2 [¥fA8{t (Paravirtual) ] 23R L. [k~ (Next) 1227 VU v 27 LE7,

ATY 12 [HHIRT « A7 OVERL (Create a new virtual disk) ] 238K L, [k~ (Next) 1227V v 7 LE 7,

ATV T3 [T A7 TrbEYa=7 (DiskProvisioning) | A T RI Ry I AT, [Yyr77rEeya=y7

(eagerly zeroed)  (Thick provisioned, eagerly zeroed) | A7 v aARHZ &7 U w7 L, [k~ (Next) ]

7V w7 LTHRITLET,
CiscoISE X, v 7 FubeVa=vrbyy Fuela=r oMbz yR—bFLET, 22L&
WZE=F—V 7 ) —RTlE, NI 4= AEEODDHTOIC, Yy 7 7Faeya=r7 (eageryzeroed)
PEIRTDHZLaBEOLET, v I neYa = IEBIRLEEAIE. BVIOT 4 A7 HEERIC
i0§<®74x&£ﬁﬂﬂgﬁ7/77V~F\A/77/7&@E\7A/7n%/7@&®@¢
WCHENHLZEnH Y £,

ARTYT1 [TAHNVERVTADLE ST T AR Y v 7 HGEE R — 9 % (Support clustering features such as Fault
Tolerance) | F = v 7 AR > 7 ADORINEZ MR L 7,

ATy T8 FEA T a U EBEIRL, IR~ (Next) 1227V v 7 LET,

ATy 716 HLAEK ST VMware & A7 ADOA4HT, 7 A B OS, CPU, AEY, BIUT 4 A2 FA X2 LD
REDFEAMZ R L ET,

ATw 1 [#7T (Finish) 1227V v 27 LE7,
ZALT, VMware Y AT LANRA A =L ILE LT,

RDZRY

B L AERE Tz VMware VAT L% T 77 4 7123 5121E, VMware 7 7 A 7 2 FD—
P—e A H =T A ADEMORAL U T[VM Z4A27 U v 7 LT, [EIR (Power) |>[EIRA
> (PowerOn) ] Z#EER L £,

RE<Y Y VERAY VIEEEERTEDIER

VMware [RIE~ >0 Tld, BEEREBIEIZT 74/ P TOICHREESNTWET, ZoOERENELESL
ELT, AT ar (f]: FHESRRAU— FOHEKRE) 2R T ET,

AT 71 vSphere Client 225, VM 247 U v 7 LTC [REDHE (Edit Settings) | 23R L 97,

ATwFT2 [A7v 3> (Options) |7 %27V v7 LET,

AT w73 [FEMEE (Advanced) 1> [#E)4 7> = > (Boot Options) ] Z R L £,

ATy 74 [BIRA EENEIE (PoweronBootDelay) |fEIE T, E@@Eﬁ%ﬁ?ﬂiéﬁéﬁ%‘:m (TUR) &ZE&ERLET,

AT w75 [EHIBIOSFZE (Force BIOS Setup) ] fHIKDOF = v 7Ry 7 A% 412 . K[ElD VM LB (2 BIOS #%
EMEmEZ R R LET,
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B vwware o 25 L~ CiseoISEV T Rz T DA VR =1L

AT97T6 [OK] #2727 LTEREERTFLET,

VMware AT LAD CiscolSEY T b9z 7DA A =)L

458 SRS

e AU AN—NIRIT, KFETA B AEA A =L LRWES . CiscolSE 1T H BRI K
100 = RARA > hEYR—1FT2590 HEOFMIZ A B A% A A =L LET,

*CiscoISE Y 7 b7 =7 % Cisco Y 7 b7 =T DX 7 >ua— K44 |k
(http://www.cisco.com/en/US/products/ps11640/index.html) 7226 # 7> m— KL, DVDIZ&E
TIAAFET, Ciscocom 7 LT > ¥ ¥ /LORRMENRRD HivE T,

« (A7 a3 VMware 7 7 7 RIZ Cisco ISE A A b —/L L TW A EAIC DA H)
VMware 77 7 7 R{Z CiscoISE % A > A h—/L§ 57 1t XL, VMware (K18~ I |Z Cisco
ISEZA A b—=NT570tALES7LFLTT,

» Amazon Web —E" 2 (AWS) @ VMware 7 7 ¥ RIZEBE & 7= Cisco ISE iAE~ &
> : Cisco ISE (X, AWS ® VMware 7 7V AT 5 Y 7 b =T ERMT — 2+
4 — (SDDC) THARTEET, AT VI REH, MERT AL AL —ER
~OBFEFREMEEZGNCT D012, BX=2 VT 4 ZA—7 KU —3 VMware 7
FJURTREINTWHLZEZERLET ([(Fy hTV—F LX) Ty
(Networking and Security) |>[EZF% = U7 ¢ (Security) |>[7/— b V=t 77 AT
7 4 —/ViXiE (Gateway Firewall Settings) ]) .

e Azure VMware V' V) =—33 > (AVS) ZER & 417z Cisco ISE AR~ : AVS X
Microsoft Azure C VMware 7 —72 11— K& %A 7 4 712547 L $£ 7, CiscoISE IZ
VMware JRiE~> > & L THRA M TEET,

ATYT1 VMware 7 7A4 7 hca 74 LET,

AT T2 [~ %BIOStE Y b7 v 7 E—RIZTHDIZ, VMELZ Y v 7 LT [REDHE (EditSettings) ]
27V v LET,

AT9 T3 [A7v 3 (Options) |7 %7 Vw7 LET,

AT v 74 [BIOSO#HF%E (Force BIOS Setup) ] fHIE T [ — h4 7+ a3 (BootOptions) ] %~ VU v~ L. [BIOS]
Fry IRy 7 AeA A2 LT, VM REIFEC BIOS @ EMEHEICA Y £97,

GE) 2TBLLEDOGPT R—TFT 4 ar &7 —FT5I003, VMREDT— N E—RTT77—LU=T %
BIOS 75 EFI IZEETHAMLENH Y £97,

ATy 75 [OK] &7V v 7 LET,

ATy 76 WEMRAKR (UTC) BLXOELWT — MEF2 BIOS IZRESNTWD Z 2R L ET,
a) VM OBEFENA N> TV DIEEIR, VAT LAOEREA7IZLET,
b) VMzA4 Iz LET,
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ATy 71

ATvT8

ATvT9

VMware & X 7 L~ CiscoISEV 7 ko z 701 V& k—i ]

VAT ANRBIOS By N7 v E— RIZ 0 9,

c) [BIOS] A==—T, KHAIF—%MH L C[Bf L% (Dateand Time) |7 4 —/L RIZEEI L. Enterz
MLET,
d) UTC/Z'Y = VHEHERE (GMT) 4 A & Y —2 & AN LET,

TDHA LS —=VDFREIZLY, T A MVREBEIIBITAIEIER /- F0bDLER—-F, 1
7. BIOERAF Yy =V houd T AN, XA LAX LT THEICAMESND L H1C20 F
7,

e) FHIF—ZMHALT[EHE (Boot) | A==—(ZBHE) L, Enter Z L F 7,

f) KEIF—%M LT, [CD-ROM K7 A 7 (CD-ROMDrive) ]%ZER L, +%Z# L CCD-ROM F7 A 7%
JIE P o> SesEI - BB L £ 4,

g) RHIF—ZMHAL T (Exit) | A==2—ZBEIL, [EFEL2HF L THKT (Exit Saving Changes) ]
ZIEIRL £,

h) [IFV (Yes) 1 2R L CERAZMRFL, KT LET,

CiscoISE ¥ 7 b 7 =7 DVD % VMware ESXi 8 A b CD/DVD RZ A 7 AL T, A~ v %4
I LFET,

DVD OfgEhlE;, o VY — Ik O L H IR RENE T,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

RKE1% — %l L C [Cisco ISEDA A h—/ (U 7 )b 2V —)L) (Cisco ISE Installation (Serial
Console)) ] £721% [Cisco ISEDA > A h—/b (¥ —R— K/E=%—) (Cisco ISE Installation
(Keyboard/Monitor)) ]Z# R LT, Enter ¥ —%#LET, U7V ar Y — L A7y a 2@ RT 555
I B~ T T ary Y=k by S L TEBLSERD Y £, 3 Y — L OIERGIEC
DWW TIL, [VMware vSphere Documentation] ZZ M L T 72 X0,

A A R—=F 0, VMware VAT A~D CiscolSE Y 7 =T DA A b—/LERKBELET, 1A F—
VT ANETTHET, 200000 ET, AVAM—V TrEARKTT DL, [~ LB E
MICHEB SN E T, VM OFEERIC, 2y — kO X S ICRRShET,

Type 'setup' to configure your appliance
localhost:

VAT L a7 RTC, osetup & AJI L. Enter 4L £,

GE)  CiscoISEV U —A3.0LLK, ISEfi~Y v & dR A AL 7 T v F 7+ —ADCPUIE, (R
U —3 > 7SIMDYLHE) SSE 425ty hatR— T 20ENRHY £, £ Land, FF
FEDISEY—E A (ISEAPIY — F U = A 72 L) 23EEREH T, CiscoISEGUIZ EE) TX £H A, 2011
FELIEIE, Intel 7ty & AMD 7t v VO AN SSE42 N—V g EYR—FLTWE
R

Ty hT v T U FRRREN, U P RIS THMRGE 2 94T L £,
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2004 R b—LiER |
B vwwere v—1o1 2z b—LomER

VMware YV —ILDA VX b—JLDFER

vSphere Client O [#% (Summary) ] % J %A L 7= VMware V—I/LD A VX b—)LDFERR

vShpere Client TH5/E S 4172 VMware 8 A b O % (Summary) | ¥ 7IZBEI L £9, [VMware
Y —L (VMware Tools) | 7 4 —/V ROfEN OK THHMLENRH Y 7,

[ 7: vSphere Client T® VMware *J — )L DFEER

File Edit View Inventory Administration Plug-ins Help
ﬁ | = | £y Home b g8 Inventory DEﬂ Invvanitory
®hjr00aGDRekRP

= [ vmhest10
g vmss o L
£ vm34 Resource Alocation ' Performance | Events-. Console | Permiissions
{13 vmas " 10
{1y m3E  General | | Resources
Guest OS: Red Hat Enverprise L 5 (32-bit) | | consumed Host cpu:
VM Wersion: 7 Consumed Host Memory:
CRU: 1 vCPU Active Guest Memory:
Moy : 4096 MB

Memory Overhead: 126,83 MB

é“-__,__—-’ Provisionad Storage:
Yivhvare Tools: Ok Hot-shared Storage:

1P Addresses: 10101010 Wiew al Used Storage:
DNS Name: Rl Datastore
Stabe: Powered On @ dski
Host: v, GisC0.C. CsC0.com 7 =
Active Tasks:
. ' | | Network T
 Commands i 8 v Network 2

Wl Shut Down Guest
00 suspend

W3 Restart Guest
& Edk Settings

300521

CLl Z# AL 1= VMware V—)LDA VX b—)LDFER

show inventory =t~ > RZ&H LT, VMware V — /LA VA h—/LENTNE0E ) ik
RIDHZELHTEET, ZOa~v Y FIINIC KT A MEFHAE Y A M LET, VMware > —/L73
ALVA RNV ENTWDIRAB~T D[ RT A 3DFHiA (DriverDescr) 17 4 —/V FiZ. VMware
Virtual Ethernet K7 A NP FR RS NET,

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"

PID: ISE-VM-K9 , VID: AO , SN: FCH184X9XXX

Total RAM Memory: 65700380 kB
CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 9: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 10: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 11: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 12: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 13: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 14: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
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CPU 15: Model Info: Intel(R) Xeon (R)

Hard Disk Count (*): 1

Disk 0: Device Name: /xxx/abc

Disk 0: Capacity: 1198.00 GB

NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XX:XX:XX:XX:XX:XX

NIC O: Driver Descr: Intel(R) Gigabit
NIC 1: Device Name: ethl:

NIC 1: HW Address: xXX:XX:XX:XX:XX:XX

NIC 1: Driver Descr: Intel(R) Gigabit
NIC 2: Device Name: eth2:

NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel(R) Gigabit
NIC 3: Device Name: eth3:

NIC 3: HW Address: XX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel(R) Gigabit
NIC 4: Device Name: eth4:

NIC 4: HW Address: XX:XX:XX:XX:XX:XX

NIC 4: Driver Descr: Intel(R) Gigabit
NIC 5: Device Name: ethb5:

NIC 5: HW Address: xXX:XX:XX:XX:XX:XX

NIC 5: Driver Descr: Intel(R) Gigabit

(*)

Hard Disk Count may be Logical.

VMware V—ILDT v 7o L— KDY HR—

CiscoISEISOA A —¥ (@¥, 7 v 77 L—F, 723Ny F) (ZiE, A — S5 VMware
V= WNEENTNET, VMware 7 74 7> b 22— —A ¥ —7 = 4 ZA%{Hi [ L7= VMware
V=N DT v 7 L— KX, CiscolSE TiZ¥ R — FENTWEHA, VMware Y —/LZH L\
N—=a T v T — RT 5546, AR — MM CiscoISE DH LW I—T 3 U TRt S
4 @, Ty =R, EFERNyF VI —RA)

Cisco ISE [REE< < > MEHL
Cisco ISE VMware i~ > (VM) #ERIL . CiscolSE / — ROEE R V7Y B & 1EKT 5
TENTEET, ExE BHORY—HP—bv R S —F (PSN) ZFEHL-SHT 7o
A4 AL NEBRET., VM O#T PSN 2 BE o BIcTF a4 T 5DICE b E4, PSN
FENENFIMEIZA VA =L L TRETHHLEITH D TH A,

FoF L — &M LT CiscoISEVM #8422 Ly TXF 1,

)

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

VMware v — L0 7 v 75 L— ko F—+ [}

CPU E5-2640 v3 @ 2.60GHz

Network Driver

Network Driver
Network Driver
Network Driver
Driver

Network

Network Driver

B2 X VMware vCenter XL TT, By N7 v 7 al T AEFEITTHENC, HETTH

GE)
PN H D £,
188 BRI

« B 25 CiscoISEVM ZEFIZ> ¥ v b ¥ 7 LET, vSphere Client T, ##7 % Cisco
ISEVM %47 Y w7 L, [BiIR (Power) 1>[#R bES vy b&AD > (ShutDownGuest) ]

ZIEIRLET,
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B 77— r&@EmLE CiscolSEREY S~ DiEm

ATy T

ATy T2
ATvT3

ATv74
ATvT5

ATvT6

ATy 71

ATvT8

RN~ DIPT RLVALRA MNEER LI L 2HERLTNHDL, TO~ Y
DEREANT, Xy NT—71ZHmLET,

EHEWHERZFFO>2—Y— (root =—H—) L LTESXi ¥ ——ices/ 1 LT,
DOFNE% FEIT4 5121E VMware vCenter 25 5T,

HHIF % CiscolSEVM #4727 U w27 L, [#E# (Clone) 1227V v 7 LET,

[4Hi& v —3 32> (NameandLocation) |44 7 07Ky 7 ZA/EKT HH L\~ > DL4RTE AT L,
[K~ (Next) 1227V vZ7 LET,

ZhuE, #H UL AERKT % Cisco ISEVM DR A 844 TldZe . SOOI L 72 54 [1TT,
B LU Cisco ISEVM ZEITTARAMEITIZ T AZ ZFIR L, [k~ (Next) %27 U v 27 LET,
ER L CWDH LU CiscoISEVM DT — % A F 7 &8 IR LT, [k~ (Next) 127 U v 7 L7,

ZOF—H A RTIE, ESXi b= ko —d b F=F A RTEREY Tk A R L= VOBRENRH Y
F9, T—F AT T 4 ATEBNHDZ L AR LET,

[T 4 A2 74—~ b (DiskFormat) | #4702/ Ry 7 AT[Y—ALFRL74+—~> bk (Same format
assource) | A7 arARF w7 Uy L, IR~ (Next) 1227 Vo LET,

TOF T aE, ZOFH LW OERITETH D CiscoISEVM THEH SN TWEDERIL 7 3 —~ v
Feavr—LET,

[FA N AX~<A X (GuestCustomization) | XA 7 2 F Ry T AT[HAX~A AL\ (Donotcustomize) ]
FFvarRwErw7 Yy L, R~ (Next) 1227 U7 LET,
[# 7 (Finish) 1227 U >y 7 L¥7,

RDRARY
AN~ DIP T RLABIOERA N OEE
« HHL X7~ Cisco [REB=> v DRy N T — 7 ~D$Ek:

>JL—brZEFERLT-CiscoISERET S O DiEH

vCenter ZfE [ L CTWA AL, VMware 7 > 7 L — h & LT, CiscolSE{RH~ > (VM)
EHERTEET, T 7L — M CiscolSE / — FEHEBL, ToT 7 L—b2H LT,
BELDHT LU CiscolSE / — REMERRCTE £, 7o 7 b— M2 Lo~ v ofEfi
KD 2 DODAT T THEMRIIND FIETT,
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wEvsy 7o IL— ok

1R BHHIIZ

N\

GE)  #HHRLZIX VMware vCenter N ETY, v N7 v 7 7l T AEFITTHEIC, ERAITH
VBN H Y £,

AT w71 #unique 73
AT 72 #unique 74

‘4

RETLY ToTL— FOERK

1R BRI

« 89 % CiscoISEVM ZfEZEIC> ¥ v ¥ 7 - LE7, vSphere Client T, %49 % Cisco
ISEVM %47V > 27 L, [ (Power) [>[7 A & v > &7 (ShutDownGuest) ]
IR L E9,

« T UL —hMIL A VAN LEREPYTEY N v T TR T TAEFTL TR
CiscolSEVM MW BAERR T2 Z L2880 LET, XKD, IPT RLABXOKRA b
ZEBNCHER L, BRE L= CiscolSEDE /) — KTy T v 7 Tul I rxFtnNth3E
ITCEDH LT ET,

ATy EEHEHERE O —P— (root =—H—) & L TESXi V——lcu /A LE7,
Z DOFNEE ELTT 51T VMware vCenter 25 B T4,

ATv T2 T2 CiscolSEVM 2427V 27 L, & (Clone) ]>[T> 7 L— MI#EHE (Clone to Template) ] %

AT T3 T L= OL4RTIEZEAD L, [£4HiE v —3 a2 (Nameand Location) | ¥ A 702/ Ry 7 A TT o
L— b RAFT 25T BIRL T, [k~ (Next) 127 U v 27 LET,

ATYT4 77— FeRAFTHESXi A A AL T, K~ (Next) 1227V v 7 LET,

AT TS TSV = ERETEHT A NTHBEIRL T, R~ (Next) 1227V w7 LET,

ZOT—=FANTICRERT A A7 NS5 2 L R LET,

ATFYT6 [T 4 A2 74—~ b (DiskFormat) | ¥4 70/ Ry 7 AT[/—ALREL74+—~> b (Same format
assource) | A7 ar ARF w7 Uy L, [k~ (Next) 1227 Vv r LET,

(7€ THIOMES (Ready to Complete) | & A 7 w0 7R v 7 ANFRENET,

ATvTT [#&T (Finish) 1227V v 7 LET,
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B sE<so7od—roFTdaqsvr

RE<TSY TUOTL—rOTTAA AR
A~ T 7= EER LTS, o~y (VM) 257 A T Ed,

AT T fERRL7Z CiscolSEVM 7> 7' L— 245270 v 7 LT, [ZOT 7L — b~ a7 7 A
(Deploy Virtual Machine from this template) | Z & L F 5,
ATY T2 HLWCiscolSE / — ROARITZ AL, [£4Hi& v — 3 (Nameand Location) | %A 7 a7 Ry 7 A
T/ — FOHGFTa#R LT, R~ (Next) 1227V v 7 LET,
AT9 73 H LV CiscolSE / — R&EIFT 5D ESXi R A & #IRL T, [k~ (Next) 127 U 7 LET,
ATV T4 H L\ CiscolSE AT HT—H A RT #BRL T, [R~ (Next) |27 V27 LET,

ZOT—HANTIRERT A A7 HEHRHDH 2 & b LET,

ATV TS [T 4 AV 7xr—~v  (DiskFormat) | ¥4 70/ HRy 7 AT[/—ALFA L 74—~ b (Same format
assource) | A ar ARE U E 7 Vw7 L, [IR~ (Next) 127U v 7 LET,

ATV 6 [FANIAF~A X (GuestCustomization) | XA T 127Ky AD [ AHX~A XL\ (Donotcustomize) ]
FFvarwNErw2r) vy LET,

[5E THIOMERS (Ready to Complete) | XA 7 0 7R v 7 ANFRINET,

ATy T [ N— R T =7 OfE (Edit Virtual Hardware) | F = v 7 R v 7 A% 412 LC, [#ifT (Continue) ]%
27U LET,

KA~ > > D7 m 37 ¢ (Virtual Machine Properties) ] ~X— Y RNERINVET,

ATY T8 [*y NU—2 T X7 H (Network Adapter) | 28R L, [BkeE A (Comnected) | F = v 7 Ry 7 AL I
[FEW B AR IZ82#E (Connectatpoweron) | F = v 7Ry 7 A% A4 7|ZLT, [OK] %7 U2 LET,

ATw 79 [T (Finish) 1227V v27 LET,

ZDCiscolISE / — FOBRFRZBAL, IPT RLRALEARAMMAEREL, Xy N —2Z 12 TE5L9
\—-fi D i L/fu.o

RDZRY
B ENTRAB~YT U DIPT RLABIOERA MM OEE
« BHRIE N7~ Cisco RIB~ S v DRy B U — 27 ~DHefE

BREINFEEREIDVDODIPT7 FLRABELURR FEDER

CiscoISEfRE~ v (VM) #8EHL7-6, O~ v OFERAZANT, IPT RLRAELFRA |
LEERTIHLEND Y F9,

1R BRI
*CiscoISE / — RN AFZ U R7Ta  REETHA T L aMERLET,
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BRSNEEETL OPT FLRsEURZ F0ZE ]

BT LIS U7 Cisco ISEVM ICERAZAND L EIZ, 2O~y NI—7 T
TE PR SITNR N & 2R L E T, (B4 (Connected) ] 36 KON [FEIRE ARF
{286t (Connectatpoweron) | T = v 7Ry 7 A& A7\ ZLET, A7 LARWEE, 2
D= RFBRE#TLE, HEGTO~  EFRUIP T RUABERSRLET,

8: 1y FI—Y THTHOEGRR

23 clone - Virtual Machine Pmpertitl 1 E@g

Hardware ]Uphons ] Resources 1 Profiles ]
[ Device Status -
™ Show All Devices Add... Remove e
Eer e ™ Connect at power on
M 4096 MB
M Memory — Adapter Type
[d CPus (edited) 4 = R oy
B videocard Video card R ESE
@ scslcontrollero LsI Logic Parallel T
& Hard disk1 Virtual Disk
00:50:56:84: 5e:eb
@y co/ovD drive 1 Client Device
| BB Network adapter 1 (edite.. VM Network ] * Automatic € Manual
& Floppydrive1 Client Device =
VMCI device Restricted [ DirectPath /0
Status: =
—Network Connection
Network label:

WM Network ‘:J

GOSEZ 4

L EREINTZ VM~V OERZANZLTIZ, 2O HICRETDHIPT R
LVALERA MRS EEHERLET, ZOIPT RLABLIOARRA MO ML
DNS #—NR—ZH b MERH Y 9, /— FOKRA 4 & LT localhost] ZFHEHT 5 Z
LI TEERA,

cHILWIP T RLAFEHIIARA FITHEDSL CiscoISE / — ROFEHEND 5 Z & 2R L
e

TNE

AT9 1 HLLAERINT CiscolSEVM 247 U » 7 LT, [EIR (Power) 1> [EiRA > (Power On) ] &R L

£,

AT9FT2 HLLAERINT CiscolSEVM Z3#&R LT, [V —/L (Console) | X7 %7 Vw7 LET,
AT 9 F3 CiscolSECLI T, kDa~> REAHLET,

configure terminal
hostname hostname

hostname |Z, FRETHH LWVKR A 44T, CiscoISE V—EANFEEH I E T,

ATY T4 koa~vr REANLET,
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B EncntciscomETL L DRY kT ~DIER

interface gigabit 0
ip address ip_address netmask

ip_address (X, A7 v 73 TASLIEARA MAICKHINT D7 LA THY | netmask (3% D ip_address DY
THxy h AT T, VAT AIZLEY, CiscoISE —E R EZFLENT S L 9 2Kd BN E T, ip address
2= FE L W hostname =~ > ROFEMIZ DWW TIE,  [Cisco Identity Services Engine CLI Reference Guidel
ML T TZEN,

ATFw 5 Y &ZAJILT, CiscoISE — v X & Hiigd L1,

BRI CiscoRETI VDR Y FT—H ~DEH

FBRAEAN, IPT FLABLOKRA MEEF LS, £ MU —271Z CiscoISE / — K& #2
T HVEND Y £,

RATv 71 HLIER I Cisco ISE i~ (VM) 247 U v 7 LT, [REDMmE (Edit Settings) 1% 27 U >
7 LET,

ATv T2 [~ D7 v 37 ¢ (Virtual Machine Properties) | ¥4 727Ky 7 AT [Fy NI—=I T XTH
(Network Adapter) 1 %7 U > 27 LET,

ATV T3 [T/4 ARAF—H A (Device Status) | fEIKC, [#6i#5 4 (Connected) | F = v 7 R v 7 AR L O [EIFRE
ANEFIZEE5E (Connect atpoweron) ] F = v 7Ry 7 A& A4 N LET,

ATy T4 [OK]Z27 Vv 7 LET,

EHMIRIE A b EIFREIRIEA~ D Cisco ISEVM DF1T

CiscoISE V V — A&l L7-1%. Ml AT LNOZEET A B A OEBRH T AT LI
BiITCTEET,

1R8O HHIIZ

« XV ZL D2 —W—% Y R— T D EBBEREIC VMware — N—Z2 B8 55413,
CiscoISE £ > A h— VPRI SN B R/INT 4 A7 A4 RALLE (R RIFEY A RL2.4
TB) IZHFELTLEEN,

*300 GB Rl DT 4 A7 FEEMHEH L TERINZ VM 205 FZBE) VM 12137 — ¥ 2 B1T
TERWI EWZEELTLEEY, 300GBLLEDT 4 A7 REZFHA L CTERINZVM
DT —H DHREBRBERTI BT T ET,

ATY T FEROREE Ny 7T v 7 LET,
AT T2 FEBEH VM ICHERT AN H D2 L EERLET,
ATFY T3 EBBOTTaAL AN TA B AEAL A =L LET,
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FE< v Tr—T R0t TR EkTnFz vy I

ATy T4 EBE AT MMIREEE T LET,

REIOUNITF—R AN TIR U RKTOF VY

CLI 7> show tech-support =~ > RZEITL T, VMO T 4 —< L A% WD THLF = v/ T
TET, ZOav FOHNFTRO L DR £,

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance

Ak Ak hkhkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhrkhrhrkhkhkhkkhkhhhhhhxxk

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/0O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/0 bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/0 bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

CiscoISEEEEIA Za—D o DRE<TS YV JY—ADF vy

Cisco ISE DA A b —)L S TR, BEIA =2 —0 bR~ DY) Y —RAE2TF v
TEET,

WKDEH5IZ, CLI hT A7 U "RFEFREINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

KAF—ZMHERN LT[ AT La2a—T 4 VT4 (U7 —)) (System Utilities (Serial

Console)) | E/IL [V AT L=2—T 4 U7 ¢4 (F—H— KE=%—) (System Utilities
(Keyboard/Monitor)) ] Z3&R L C, Enter ¥ —% L £9, ROBEENFERINET,

Available System Utilities:

[1] Recover administrator password
[2] Virtual Machine Resource Check
[3] Perform System Erase

[g] Quit and reload

Enter option [1 - 3] g to Quit

VMUY —=R2%2F =y 7451203, 22 AN LET, ROL S REDBRFERENET,

* Kk KKKk

*x%** Virtual Machine host detected..
*x**x* Hard disk(s) total size detected: 600 Gigabyte
***x%* Physical RAM size detected: 16267516 Kbytes
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*x*x*x% Number of network interfaces detected: 6
*x*x%x% Number of CPU cores: 12

***x%* CPU Mhz: 2300.00

***x*%* Verifying CPU requirement..

**x*%* Verifying RAM requirement..

**x*%*x Writing disk partition table..

Linux KVM

KVM {R28{tF v

KVM A8 ki, &~ A b7 et v¥ (Intel 7ot vV OE54E1E Intel VT-x, AMD 7’12t v
DGETE AMD-V) 6 DALY R — " PMETT, FA N THE—IF L v RUZER
&, cat/proc/cpuinfo =~ FZ AN LET, vmx £70iEsvm 7 7 IV NRRINE T,

e Intel VT-x DBE -

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology

nonstop tsc aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds_cpl vmx smx est tm2 ssse3 cx1l6 xtpr pdcm pcid dca ssed4 1 ssed 2 x2apic popcnt

tsc_deadline timer aes xsave avx lahf 1lm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

« AMD-V O34 -

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse
sse2 ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

KVM ~® CiscoISED A > X k—)L
Z OFJETHE, RHEL (2 KVM Z{ERk L. % Z1IZ Virtual Machine Manager (virt-manager) % fii
JA LT CiscoISE %A > A h—/b 3 B ITFEIZHOWTHHLET,
CLI T Cisco ISEFAZBR LI H AT, ROX S pa~vr REANLET,

#virt-install --name=kvm-isel —--arch=x86 64 --cpu=host --vcpus=2
--ram=4096

--os-type=linux --os-variant=rhel6é --hvm --virt-type=kvm
-—cdrom=/home/admin/Desktop/ise-3.0.0.x.SPA.x86 64.1iso
—-—-disk=/home/libvirt-images/kvm-isel.img,size=100

--network type=direct,model=virtio,source=eth2,source_mode=bridge

ise-3.0.0.x.SPAX86_64.is0 1% Cisco ISE ISO A A — YDA RTTT,

1R BHHEIIZ
o—Hh )L AT AT CiscoISEISO A A —V & F v rua—RKLET,
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ATv T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

ATy 17

KVM ~ ) Cisco ISE DA > 2 b—1L [

virt-manager C, [H#l (New) 1227 VU v 27 LET,
(TR~ > > DERL (Create a new virtual machine) ] 7 4 > RUNRERINE T,

[@—HNA A R—=)V AT 4T (ISO AT 4 7 £721%X CDROM) (Local install media (ISO media or

CDROM)) %7V v 7 L, [#4T (Forward) 1227 U v 7 LET,

[ISOA A — %M (UseISO image) | A7 av RE %227V v 27 L, [BR Browse) |22V v 7

LT, B—=A) AT LML ISO A A=V & @R ET,

a) [A UV ABN—AT 4 TIZHASE OS 2 HEIZKHE (Automatically detect operating system based on
install media) | F = v 7 K v 7 A&+ 712 LTOS #A 7L LT [Linux] Z3BIR L. FH— kST
% Red Hat Enterprise Linux ®/3N— 3 2@ LT, [T (Forward) 127 Vv 7 LET,

QEMU 1.5.3-160 THHR— kT 5 KVM

RAM & CPU O 2 ® IR L, [#ifT (Forward) 122V v 7 LT,

[ZORBE~ AT LTA M L—U%F8023 % (Enable storage for this virtual machine) ] = v 7 7R v

JAEA AL, AP L=URELERLET,

a) [EEHMGEIIMOBEFEA M L— % 3R (Select managed or other existing storage) | A4 7' =
NEHI )y LET,

b) [BM (Browse) |27 Vv 7 LET,

c) MO [A ML —TF—) (Storage Pools) | T ES — g XA UT, [TAAT T 7 A IV AT
LT 4 L2 bV (disk FileSystem Directory) %7 U v 27 LE7,

d)  [FHEAY 2—2 (New Volume) 127V v 7 LET,

[A b L—UR Y 2—ADFERR (Create storage volume) 1V 4 > RUMFRINFET,

e) ARL—Y R 2a—LOL4FTIE A LET,

f) [Z7#+—~v bk (Format) | Ky 7*Z 2 UARNDE [raw] Z IR L ET,

g) BRF ¥ R T 4 ZANLET,

hy [#& 7T (Finish) 1Z27 U > 27 L&,

i) TERRL72ARY 22— %23 R LT[R U 22— D8R (Choose Volume) ] ZIEIR L F 7,
i) [%¢1T (Forward) 1 %72V v 7 LE7,

[f > A b= LBRERATOMERR (Ready to begin the installation) | i3/~ S E 9,

[f > A D= VAENIHERE B A % <A X (Customize configuration before install) ] T = v 7 R v 7 A& 4
iZLET,

[FE72 47> 2 (AdvancedOptions) | T, A > ¥ —T7 = A AD Y —AL L Tmacvtap ZiBIR L, [V —
A E— K (Sourcemode) | Ky 77X YR KNT[Z Y v (Bridge) |Zi&R L, 52T (Finish) 1%
70y 7 LET,

a) (A7varv) KU =7%BI (AddHardware) | %7 U v 27 L CGBIIO NIC 2B L £,
Xy hU—2 V=& LT macvtap, 73 A EF /L& LT virtio ZERL £,

b) [T (Finish) 227 Vv 7 LET,

Cisco Identity Services Engine 1) 1) —2 304 VX b—JL HA K .
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. Microsoft Hyper-V

ATvT8

ATvT9

ATv 710

ATy TN

(A8~ > (Virtual Machine) | CTT 4 A2 T34 ZA&ERR L, [RERAL T a rBLUORT +—
< AF 7 3 (Advanced and Performance Options) ] D FTLAFOA T v a VU &BIR L T, [#H
(Apply) 1227V 27 LET,

TJ4—IL K &
T4 A2 /XA (Disk bus) VirtlO
¥ v =2 E— K (Cache mode) none
I0 E— (IO mode) native

[1 A h—/LBA%%E (Begin Installation) 1% 27 U > 2 LT KVM (T Cisco ISE # A > A h—/L L £,
CiscoISE DA Y A h—/b 7— h A=a—RNFRINET,

VATLATR T RT 1EANLTE=F —LF—R— FR— FE@BRT 50, 2L AL TarY—
Vo AR— FZEIR L, Enter ZH# L E7,

A VAR=TN, VM~DCiscolSEY 7 ho =T DA A M—VEZBBLET, AV A =L FatA
PETT DL, ar Yy — L IFRRARINET,

Type 'setup' to configure your appliance
localhost:

VAT L T T RTC, osetup & AJI L. Enter 4L £,
By T T U4 = RRRRI N, U R TR EEZ FATLE T

Microsoft Hyper-V

Hyper-V T Cisco ISE R~ L > DERL

ATy I

Zok7 v arTE FHILWEE~ U DE. v—Tv T4 A7 D ISO A A — TV DIRAR
CD/DVD R7A4 7 ~D~ v 7 CPURKEDHE. L Hyper-V ~0 Cisco ISE DA > A
=D FEEHRALET,

N

GE)  CiscoISE TiZ, =/ F /%X /0 MPIO) OfEAIZYAR—FENFEHA, LIEZB->T, VM|
MPIO Z L CWAHEE, £ A b= Lidki L E 7,

-
—

1R BHHIIZ
Cisco ISEISO £ A —T %, ciscocom MH A —H )NV AT AIZ 7 a—RKLET,

AR — bk ZH TV D Windows —/3—D Hyper-V v % — ¥ L8 L 7,
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ATy T2

B 9: Hyper-VI #—> v 22—l

File Action View Help

Hyper-V T® Cisco ISE {x18< > > DIERL .

X ERIE

23 Hyper-V Manager
Ha WIN-NGAETKS8QUR

WIN-NGAETKS8QUR I,A,cm

Virtual Machines

MName * State CPU Usage Assigned Memory Uptime
No vitual machines were found on this server.
< [
Checkpoints
No virtual machine selected
Details

No tem selected

| win-nGAETKSBQUR

New 4
Les Import Virtual Machine...
\ﬁ Hyper-V Settings...
1 Virtual Switch Manager...
) Virtual SAN Manager...
¢ Edit Disk...
E Inspect Disk...
@ Stop Service
75 Remove Server
(4 Refresh
View 3

E Help

<

VM AANEE7 Y w7 L, B

(New) 1> [{lA8~ > (Virtual Machine) | DIEIZZ U v 27 LET,

Cisco Identity Services Engine 1) 1) —2 304 VX b—JL HA K .
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B Hyperv <o cisco ISE R L L e

10:37 L \MREE< 2 D DERL

Wi

Help

33 Hyper-V Manager

WIN-NGAETKS8QUR
e

Ii WIN-NGAETKS2OLIR.

New

L3

Virtual Machine... |

Import Virtual Machine...
Hyper-V Settings...

Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View

Help

Hard Disk...
B Assigned Memory
Floppy Disk...

TG ViUal machines were faund on this server.

Uptime

Mo wvitual machine selected

Details

No item selected

<l

| Actions

| WIN-NGAETKSSQUR ~ a

Mew »

Import Virtual Machine...

% Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager..,

Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View 3

B o2X@bhithklEms

Help

Displays the Mew Virtual Machine Wizard,

ATV T3 [k~ (Next) 1227V v 27 LTVM

Cisco Identity Services Engine 1) 1) —2 304 X b—JL HA K
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Hyper-V T® Cisco ISE {x8 < 2 > DERL .

11: [New Virtual Machine] ©9 4 — K

~ New Virtual Machine Wizard x|
| .
K | Before You Begin
Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel |

ATy T4 VMOLRIZEANL, (7Y arT) VMEBRIET DR D RAEBEINL T, [k~ (Next) ][22 U v
7 LET,
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. Hyper-V T® Cisco ISE {x8~ > > OERL

12: B A1 &SR DIEE

e New Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
| < Previous | | Mext = | | Finish | | Cancel |

ATY s [Yzxrl—v =31 (Generationl) | A7 ar RF L E7 Vw7 L, [k~ (Next) 1227 Vw7 LE
ﬁ—o

W52 #ARD ISE VM 1B+ 258135, VM RED [E¥F =27 7 — b (Secure Boot) | 473 3 o & %)
W LET,
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Hyper-V T® Cisco ISE {x8 < 2 > DERL .

13: £ DIEE

a New Virtual Machine Wizard =

K I Specify Generation
T

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (®) Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

Connect Virtual Hard Disk PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

ATYT6 ZOVMIZEID LB THAEVOEEFELT (Bl : 16000 MB) | [k~ (Next) 1227V v7 LET,

Cisco Identity Services Engine 1) 1) —2 304 VX b—JL HA K .
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K14: A EVDEIYET

~ New Virtual Machine Wizard | x|
[ *F Assign Memory
Before You Begin Spedify the amount of memory to allecate to this virtual machine. You can spedfy an amount from 32

ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) [&- When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

| < Previous | | Next = | | Finish | | Cancel

ATYTT Ry U= TETZERRLC, [k~ (Next) |27V v 7 LET,
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Hyper-V O Cisco ISE 87 v > 0 tEr ]

15: 32y FT—F VT DEE

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cance |

ATy T8 [T 4 A2 OVERL (Create a virtual hard disk) 1|47 a > RZ %27 U v 27 LT, [k~ (Next) | &
70 w7 LET,
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- New Virtual Machine Wizard x|
*F Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

e ®) Create a virtual hard disk

Assion Memory Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Metworking Name: |ise4\tm 1.vhdx |

Connect Virtual Hard Disk Location: |C:'n,UsersHPuinc'n,Documents'n,l—!yper-l-"n,l-'irb_lal Hard Disks), | | Browse...
Installation Options
Size: GB (Maximum: 64 TB)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.

C:'Users\Public\Documents\Hyper -v\yirtual Hard Disks),

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| < Previous | | Next = | | Finish | | Cancel

RT9T9 [ T—HTNCDDVDINOLANXL—T 4 VTV AT KA A h—/L (Install an operating system from a
bootable CD/DVD-ROM) | %4 F v a v R&E %27 v LET,
a) [A7 47 (Media) ] =V 7006, [4 A=Y 7 7A4/L (iso) (Image file (iso)) ] 47> a3y R¥
7V v LET,
b) [ZF (Browse) |27 U v 27 LT, B—H/L AT LBISEISOA A —V %R L, [k~ (Next) ]
Vv LET,
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lT
Installation Options
Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.
Specify Name and Location =
P () Install an operating system later
Assign Memory (®) Install an operating system from a bootable CO/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk O Physical CD/DVD drive: I:l
Installation Options ® Image file (iso): [ \IS0Vse-2.2.0.320.NOT_FOR_RELEASE.x86_€| | Bromse...
Summary
() Install an operating system from a bootable floppy disk
Media
Virtual floppy disk (. vfd): | | Browse...
() Install an operating system from a network-based installation server
{PrevkmsHNex‘t}H Finish ||Cancel

[(#% 7T (Finish) 1Z227 VU > 7 LE7,
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18: FRRIRE < > (New Virtual Machine) ]™9 4 F— KD T

i New Virtual Machine Wizard =

*J‘ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Name and Location HR AR R

Specify Generation PETEEE
Assign Memory MName: ise-vm1
Configure Networking Generation: Generation 1
Memory: 4095 MB
SRR s Netwark: Cisco 1GIgE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-v\Wirtual Hard Disks\ise-vm 1.vhdx (VHDX, dyn

Operating System: Will be installed from C:\ISOYjse-2.2.0.320.MOT_FOR_RELEASE.x86_64.is0

< 1] >

To create the virtual machine and dose the wizard, dick Finish.

] [

Cisco ISE VM %% Hyper-V IZ/E SV E 7,
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File Action View Help
= [m 8=
[ WIN-NGAETKS8QUR —l WIN-NGAETKSSQUR .

Virtual Machines
Mew 3

|>

-

Name State CPU Usage Assigned Memory Uptime

Import Virtual Machine...
L P
E ise-vm1 Off .

7 Hyper-V Settings...
T Virtual Switch Manager...
& Virtual SAN Manager...
& Edit Disk...
Checkpoir“s ( E Inspect Disk...
@ Stop Service
< Remove Server
T4 Refresh
View 4

H Hep
ise-vm 1 |sevmd %

=i Connect..

< m

The selected virtual machine has no checkpoints

Startup Memory: 4036 MB Assigned Memory:

“| Settings...
Dynamic Memory: Disabled Memory Status:

Start

Checkpoint

Move...

Export...

Summary‘ Memory |Nswnrkjng | Replication ‘ Rename...

LR = o - i

<] 1] > Delete... v

ATy 7NN VMZEZERL, VMORTEEWRELET,

a) [FmE vt (Processor) |HEINLET, (RAETmwyPEAEASL (Fl:6) . [OK]ZZ U2 L
i—é—o
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|ise-vm'| 'V| 4 F |2
% Hardware L~ R Trrresrr
4@ Add Hardware
v You can modify the number of virtual processors based on the number of processors on
i Blos the physical compurter. Y jso modify oth trol setti
Boot from CD e physical computer. You can also modify other resource control settings.
i Memory Mumber of virtual processors: ﬂg
4096 MB

£ R Processor
2 Virtual processors

= [Ell IDE Controller 0

[# =& Hard Drive
ise-vm 1.vhdx

= i IDE Contraller 1
% DVD Drive

£ 5CSI Controller
= [H] Network Adapter

T com1

Maone

T comz

Mone
Diskette Drive
Maone
& Management

ise-2,2.0,320.NOT_FOR_R....

Cisco 1GigE 1350 LOM - virtual ...

|| Name
ise-vm1l
| Integration Services
Some services offered
13| Checkpaint File Location

%é Smart Paging File Location

I Automatic Start Action
Restart if previously running

C:\ProgramDataMicrosoft\Win. ..

C:\ProgramData\Microsoft\Win. ..

b

Resource control

You can use resource controls to balance resources among virtual machines,

Virtual machine reserve (percentage):

Percent of total system resources:

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

] lelg] |- L)

Cancel | [ apoly |

ATw 12 VM ZEIR LT [B (Connect) 1227 Vw27 L, VM a2 Y — LA BN LE9, [BI4h (start) [ ARZ
%271 v 27 LT, CiscolSEVM ZA 12 LET,
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0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

CiscoISE DA VA h—)b A= a—NFErENET,
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2004 R b—LiER |

o ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection | = [ B -

File Action Media Clipboard View Help

S O0O@O@O0 NIk ks

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.2.0.320

vailable boot options:

[1] Cisco ISE Installation (Keyboard- Monitor)
[2] Cisco ISE Installation (Serial Comsole)
[3]1 System Utilities (Keyboard- Monitor)

[4]1 System Utilities (Serial Console)

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <{Enter>.

Status: Running

ATV T3 F—AR—FLE=F—%FEHLTCiscolSE 21 A b—1F5121F. 1 AT LET,

. Cisco Identity Services Engine 1) 1) —2 304 X b—JL HA K



B,
=% =R

AR M=ILDWEREAN A F—=ILIED A
y &

¢ CiscOISE D Web X—ADA L HZ—T =2 A~Da T A (81 _X—)
» Cisco ISE DX E DR (84 ~=—0)
c A LVAN=NFEDR AT D—TE (86 X—3)

CiscoISEOWeb R— X DA VB3 —T A AAOAOTA >

1T Cisco ISEWeb X—AD A LV Z—T 2 A2 T A 235 Ex1L, FHRCA A b—)L
SNTWAFMET A o A& LET,

\)

GE)  CiscoISE 22— — A v Z—T =2 A ZZMMH LT, EHMIZERER VA RXAU— %Y
Yy hFHZLERBEIOLET,

pe3

ol

X2 VT 4 EOFHENS, BHEE Y a CORTRICE, a7 U N A2 BEIOLE
T, BT RLBRWEE. 300 HEEL V& CiscoISE D Web A X —7 = A A5
Ol 7y REN, FEENTOWRWVWRET —XIIRITESNFET A,

BEEE 7 5 7 OFEMIZOWTIE, [CiscoISE Y U—2/ — K @ [REEEHRT 5 7+
DEerarEZRLTITEIN,

ATV T CiscolSET T T7A T ADY T—EINETLIES, YR—FENTWDE Web 770V D 1 SEEFLE
7,

ATFYT2 TRLVA 7 4—/LRIZ, CiscolSET7 FI7A T ADIPT RL A (F7213F A ML) 2RO T +—~< v b
ZfEH L TCAJIL, Enter Zff L ¥ 7,

https://<IP address or host name>/admin/

Cisco Identity Services Engine 1) 1) —2 304 VX b—JL HA K .
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B cuzzewer—zogm1—y— 525080

ATY T3 REMIZER L ma—Y—£ R —KREZATLET,
ATy 74 [v7 A (Login) 127V w7 LET,

AVRF—LOBREA VR F—LBEDERY |

CLIZEIEL Web A—ZXDNEEI1I—H— X2 XU DEL

CiscolSEX® > v 7 v 7 7l I L&A L THRE LI —F -4 B LOVATU— KL, Cisco
ISECLI 35 X T CiscoISEWeb A > % —7 = 4 A TCOET 7 v A THHATH7-DDE DT,
CiscoISECLIIZT 7 ¥ A TE 2 HE % CLIF#H 22— —L W ET, T 74/ FTiE, CLI
Bl —Y—Da—Y—FFadmin, RAV—KiI®y b7 v 7 7oA TCa—P—NEFZL
72RAT—RTE, F74/N hORAT—RiEIHY FHA,

CiscoISEWeb 1 > % —7 = A A~DRYIDT 7 AX, ¥y b7 v 7 v ATERELTCLI
BHa—P—Da—F—%, BLXORAT—REZHEHL T ZENTEET, Web X—2

admin D7 7 /L s D2—F—Z B IR T—FNEH Y £HA,

CLI &= —+%—]3%. Cisco ISE ® Web X—Z D& a2 —H— F—FZR—2|2at— X E

T, PO CLIEH 2 —F —DH) Web X—ADEFBla—Y—L L TCav—&hEd, My
DOEH— VTR —F—H L NRXAT— REFEHTE5 X512, CLI & Web X—ADEH
a—H— 2 N7 IR A RFFT 2 LERH Y 77,

Cisco ISE CLI & i . —#—|%. Cisco ISE Web ~— 2 D& Bl —— b |3 770 B HERR & HEEE
BH, MoBEHE A7 BT TEET,

R1:CUBBAL—HF—FLU Web RN—REEB1—H—(|C k> TEITEhBERY

EEI1—HY—4247 A4
CLI B L O Web ~— AL D “CiscolSET 7'V r—sra v F—5 %3y
77 T Y%,

¢ CiscoISET7 7T A4 T VA ETURT A,
TV r—vay, £liEgke 2k
NE AN

CiscolSEVY 7 b =7 R ALTF
VANV =R BIOT v L— K%
WA 5,
NTPY—NRN—ar 7 4 Fal— g%
%&ﬁ_i’j—éo
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| 1R F—LOBREA VR F—LEDERY
cugzznns [

EE1—YH—4214T 2R
CLI EHL D & e CiscolSE7 7V r—> a0 Y7 =T
PEIHB I OMEILT S,

¢ CiscoISET7 7 I7A T v A% n—RKE7=
vy T UT 5,

sy 77U bMLESEE, Web X—RADE
Ho—HY—%2Uty b5,

«ISECLIICT 7 AT 5,

CLI EEED/Em

CiscoISE TiX, By "7 v 7 7t XA TIER L7 CLIE#H2—V— T h v Mz, @8
DCLIEHa——T o F2ERTHZENTEET, CLIBHa—Y—0s LT iy
NEARHET B 71T, CiscolSECLI 7 7 & AT B 72 CLI B H 2 — W — DVEREUIRAKIRIZ L
7,

CLIFHA 2 — Y — BT BT, KO~y FEar 7 4 Fal—varE— RTHAL
£

username <username> password [plain/hash] <password> role admin

Web X — X DEEEDIERL

CiscoISE ' AT MDD T Web IC L AT 7 B A Z4T 4G, BHEO—F—LZ L 32T —
Rty 7 v PEICGRE L CLIR—ADT 7 A LFE L TT,

B —F— BN AT, ROFIEEFETLET,

1. [&2! (Administration) ]>[3 A7 A (System) |>[EEH T 7 & A (Admin Access) ]>[&
P (Administrators) ]> [ B#H = —%— (Admin Users) ] DNAIZEIN L E 9, Cisco ISE
GUIT[A==2— (Menu) ] 7A =2 (=) 227U vy7 LT,

2. GBI (Add) 1> [EFEEF—HF —DER (Create an Admin User) | Z i8R L £ 77,
3. AHI, NATU—FR, BHEINV—T BIOZOMOLELRFEME®RZ AL ET,
4. [EIE (Submit) 1227V v 27 LET,

BEHEOOYI 7D ML YEPESN/RRAT—FD) Y k

BTHEEN, BoleAT—RET AT NN DFEDEEANTAGERH Y £7,
F 74 s OF/INERITERIL 5 T,

WOFNEIZ X - T, Cisco ISE CLI T application reset-passwd ise =~ > R&fif LT, &HAE
2P U H =T 2 ANRRAT— K&ty NLET, ZOa~vr L, EHEHED CLI O
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AVRF—LOBREA VR F—LBEDERY |
. Cisco ISE D% E DFERR

INRATU—RIZIFB L2522 ¥ A0, EFICERESAT—F2Iy DL, 7T vy
witt%z7&747aﬁb\/XTA%)7~hﬁ¢ 0J A4 TCEET, .

Cisco ISE IZ K== A= GV (Admlmstrator Logins) |V 4> Fvizme 7> kU AEM
SNnET, @94/%?%%T¢5 X, [A==2— Mem) | 742y (=) 27V w7

C. [ER (Operations) ]>[LR— k (Reports) ]>[L7R— bk (Reports) ]>[EBZ&E (Audit) 1>
[EEED S 4 > (Administrator Logins) ] T9, ZOEHE ID ICBEfTF b2 T — R
Nty FENDHET, HHEID Ou VA UERIT—HICELEESNET,

ATFYTF1 AL haryY—LCLIKT/ZE®ALT, W AN LET,

application reset-passwd ise administrator ID

AT9 72 ZOFHEFEIDIHEHINTWERIO 2 DONRAT—REBRRDFHLWIRAT— REREL T, MERLE
ED

Enter new password:
Confirm new password:

Password reset successfully

Cisco ISE DEETEDIER

Web 77 B I ONCLI Z{#H L T Cisco ISE R E & MERT D200, TNENRpDH2—
P BLORZRT— R 7 LF oy lOEy NEFHTA280 OFERHY 3,

)

GE) CLIBMHa—H—L Web R—Z2ADE 2 —HF—Dr LF v L. CiscoISE TiTELY F
7

Web 05 05 A L =53 E DHE

ATV T1 CiscolSET T T7A T ADY T— N5 T LEb, PAR—FENTWAE Web 770V D 1 S EFLF
—§_ﬂo

ATFYT2 TRLVA 7 4—/LRIZ, CiscolSET7 FTIA T ADIPT RL A (F7213F A M) 2RO T +—< v b
ZEA L TCAA L, Enter L ¥,

ATY T3 CiscolSEDOR T AL N—=UT, By hT v PHHIER L2V L L RAU—FKEZ AL, [mF 1
(Login) 1%#7 VU v/ LE7,

7o & 21X, hitps://10.10.10.10/admin/ & A )95 & CiscoISE DR 7 A ¥ _R—=U PR RINET,

https://<IP address or host name>/admin/
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| 1R F—LOBREA VR F—LEDERY
cuz@mAL-zEorR ]

GE)  CiscoISE VAT AIHID T Web IZ L BT 7B AZITHOHRE. FHEOZ—F—4L L AT —R
Ty NPy FERICRE L CLIR—ZXD T 78X LR LU TT,

ATYTE TTITAT U ANRELLEEL TS Z L 2RI 51T, CiscolSE X v v aR— RaEHLET,

RDBERY

CiscoISE O Web X— 2D z—W— f X —T = f A A=a—%fHH L T, CiscoISE > AT
L =— R IHbETRETE £9, Cisco ISE DFRTEDFEMIZ oW TIX,  [Cisco Identity
Services Engine Administrator Guide] #Z M 1L T X0y,

CLl Z{E A L =R E DR

IR&H HEIIC
BHT D Cisco ISE Ry FEH A a—RLTA A M=/l L, CiscoISE ZHEFDOWRREIZED £
7,

AT 1 CiscolSET T IAT L ADY T —IBET LD, PUTTY REDOYFR— SN 580 ZEHE L T, Cisco
ISE 7 75 A 7 v 2~ Secure Shell (SSH) kA fesr LET,

ATY T2 [RA 4 (HostName) | (£721X [IP7 KL A (IP Address) ]) 7 o« —/L FIZHA A b4 (F721 Cisco ISE
TTIAT L AD Ry MEZ 10 #ERFTLOIP T FLR) ZASHL, [BI< (Open) 1227V v 7 LET,

ATYT3 a4y 7ar 7T By M7y FRHCRE LI CLIFE# 2 —F—4 (admin 237 74/ F) AT L,
Enter Z#f L £7,

AT T8 NRT—RTar7 T, By T v 7RRHICRE LI CLIBE AT — K (ZiUd=2—V—ERTT 7 4
L REHY ERHA) ZASIL, Enter ZFLE T,

ATwFE VAT A 7 a7 kT show application versionise & AJj L. Enter Z L %7,

AT w76 CiscoISE 7't ADIRIEE T DHIZ1X, show application status ise & AJJ L. Enter Z#f L £,

a ) — VIR O L IR REINET,

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 4930
Database Server running 66 PROCESSES
Application Server running 8231
Profiler Database running 6022

ISE Indexing Engine running 8634

AD Connector running 9485

M&T Session Database running 3059

M&T Log Collector running 9271

M&T Log Processor running 9129
Certificate Authority Service running 8968

EST Service running 18887

SXP Engine Service disabled

TC-NAC Docker Service disabled

TC-NAC MongoDB Container disabled

Cisco Identity Services Engine 1) 1) —2 304 VX b—JL HA K .
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TC-NAC RabbitMQ Container disabled
TC-NAC Core Engine Container disabled
VA Database disabled
VA Service disabled
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
PassiveID Service disabled
DHCP Server (dhcpd) disabled
DNS Server (named) disabled

AR =ILEDZRID—E

AVRF—LOBREA VR F—LBEDERY |

CiscoISEZ A v A M=V LT, IRONESF AT ZEITTHLENDHY 17,

KU AR —ILEORBELIRY

2RY

FREIZZAbL—2av AL KDYV Y

BHONy FOHEM (FET 555)

ZHEHAD Y Y —AD Cisco |ISEEHE A K
[Z5E] @ ['Maintain and Monitor] DIFEIZH D

['Software Patch Installation Guideline] (DIA%
ZRLTLIZEN,

TA B ADA A N—)L

FEHIZOUW X, Cisco ISE 387EA A K [J55E]
zZRLTEEn, THEHADOY Y =20
Cisco |ISE FEEH 7 A K [53E] @ [Licensing]
DEEZSRL T IZEN,

SERAED A A h—L

ZHEHDY Y —AD Cisco |SEFHE A K
[3<5E] @ [BasicSetup] DFEIZH D [Certificate
Management in CiscoISE| DIEAZZH L TL 72
S0,

Ny 27y T DOVERY I OMER

THEHOY Y —AOD Cisco ISEEHETA R
[Z25E] @ ['Maintain and Monitor] DOEIZH D

[Create Repositories| DIEZZ L TL 72 &
AN

Ry I T o7 Ay 2—)VORIE

THERDY Y —AD Cisco |SEFHE A K
[Z55E] @ ['Maintain and Monitor] DIEIZH D

[Schedule a Backup] DAL TL 72X
AN

. Cisco Identity Services Engine 1) 1) —2 304 X b—JL HA K


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
http://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

| 1R F—LOBREA VR F—LEDERY
122 r=nnszs0—5 [

BRY ZFKEKI=ZRbL—2ar A4 KDY VY
Cisco ISE~L Y FDF S A Ak DY Y —ZD Cisco |ISEFHELE A R

[9555] @ [Deployment] D (Z& % [CiscolSE
Distributed Deployment] DOIEZ B L TL 72X
VY,
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AVRAP—LOBREA VA F—LBEDERY |
B xr—rzoszr0-%

. Cisco Identity Services Engine 1) 1) —2 304 X b—JL HA K
88



=6~
=% =R

HKBUARATLAVTFTFUORBZRY

cEA DD DA =V Ry b A E =T 2 ADKRT 4T (89 =)
W, KA, FRFRESNZSRAT—=RODVD ALYy b (95 %—)
cEHEOR Yy 7T U MIEIVEHLINTEANAT =R Uty b (96 X—)
 Return Material Authorization (RMA) (97 _X—2)

cCiscOISET 7ITA T ADIPT RLADEFE (97 ~—)

A VA=A BLIORT v L— RBREOFR (98 X—)

« VAT LDOHEEDFELT (99 N—)

Fﬂ_Tﬁﬁﬂto)f_&bd)’r YRy ML F—T A ADKRY

—

TA

>y

CiscoISE [, MBEA > Z —7 = A ZZm Al iIE 22T 272012, 1 ODEA o Z—T = A
ZD2ODA —YFy h A LB =T = ADRT 4 T aHR—FLET, ZOHREIT
2y NT—=I LB =Tz A A J—F (NIC) ODRYT 47 EJINIC F—I 7 LT
NET, 200 =T A RERYT 47 THE, 2O2ONICIE 1 DD MACT FL2A
ERFOH—DT NS AL LTRBSNET,

CiscoISE DNIC RY T 4V THEREITZ. n— R XSV P E-3 ) vy 77 FA— g Ui
BEZ Y R—FLTWER A, CiscolSEiL, NICKR VT 4 » ZOE Al AMSEES T 2R — T~ L
\i—gﬁo

ABE—=T 2 A ADRT 427 THE, IRORPLTH Cisco ISE —EADBEEELZ T /202
L RLRFEL 9,

c WP A K T = — ADEE
o A v T F— MEROTER (Vv v ME U EITREE)
c AAf v F TA LU H— ROREE
2DODAVE =T 2 A RERYT AT THE, AVF =T 2 A AD—THNTITA~) A~

H =Tz AZIRY, LI —FHEINNw I T v T H— 7:42W&@i#‘20@4y&%
T2 A RABRT AT THE, X_XTONT T 4 v 7 i3@E., 794~V A X —T A A

Cisco Identity Services Engine 1) 1) —2 304 VX b—JL HA K .



. S TZy b Tr—L

HBURTLAVTHUR RS |

FEBLET, 7794~V A E—T oA ANMEDPOEBTRTDHE, NI T v A
VHE—T 2 AANTRTDO RN T 7 4 v 7 EG|ESHNTUELET, RoT 4 7W2E7T 74~
VAL E—T A ADIPT KL AL MAC T RLARNKIETT,

NIC K7 4 o VR A RET BBRIC, Cisco ISE IXFEWHE NIC & #l4 4T NIC DR
FALTRBRLET, BT A4 T A B =T A ZRERET DDAy T4 v 752
LATE S NICIZOWT, KORICHELRLET,

K15:RUTAUTLTAUE—T A REMET HE NIC

Cisco ISE D#IEENIC O |Linux B NIC DERT |RoTaovdahtz |RoTa P Ehniz
Z2X:11 NICHhBa—)L NIC D& #il
FHE Y A —H % |EthO F5 A= ErFo
kO

¥H ey b A —Hx v |Ethl Ry 727 T

N1

XAy b A —H % Eth2 T34 < NN
k2

XHEw b A —Hx% |Eth3 N I T T

k3

XAy b A —H%x v |Ethd T34 <V K K2
k4

XHEw b A —H % |EthS Y A

k5

ST oy b IT+—L

NICR VT 4 » ZHEREIX, VAR —FENTWDETRTOT Ty b7 —2bE /) — K~V FT
PHR—FEINTWVWET, YR—FEINDTT >y b7+ —DF RO EEYD TT,

«SNS 3500 BL 3600 >V —X T FI7A4T7 % R K0, 1. BLO2
o VMware AR~ R RO, 1. BLO2 (62D NIC M~ v THEHFIRER D)

¢LinuxKVM / — K : R RO, 1. BL2 (62D NIC BMRAE~ > o THEATTRERES)

LA—HR2Y M IUB—TITARADRYT 4 VT IZETAHA4 KS4 >

* Cisco ISE 13K 6 DDA —V Ry b A v F—T =2 A A% HR—K T 5DT, A RiE3
D (R R0, AR, R F2) OARETEET,
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AR RICEENDA L H—T 2 A REELT LD, R ROA L H—T =2 ADBE—)L%
EHELI-VTHZLIETEERA, R T4 TEXALNICERY RTOBE—/LZHDONT
DIFHRIFZ, ERROEXREZSRLTLEEN,

eEthO f Vv Z—T = A AT, BHA L EZ—T oA AL T U EAL LA E—T A ADW 5
CLUTHRELET, 20D v F—Tx2A R T, T BA LA E—T A AL LTHE

« RV REERTZEIC, 794~ A F—T = A (FF7A4~UNIC) IZIPT RL &
ZEID Y THMLENDY £9, A2 N0 Z{EKT DML, Eth0 A ¥ —7 = A AT IPv4
T RUZZFID Y TORERDHY £3, FERIZ, AR 1 &2 2/FkT 2%, Eth2 &
Eth4 f % —7 = A AZIPv4 £721XIPv6 7 RL AZZTNENEIV B THMLERH D F
7T

e Ry FEERT ARNC. Nv 2T v S A& —7 x4 A (Ethl, Eth3. 3L EthS) I
IP7 RULAREID LB THENTWEIEEIX, NI T v T A F—T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AIXIP T L AZEY Y THRWT
<IEEW,

ARV RE1DODH (R F0) fERL, YDA L F—T A AZFDEFICTH LD
TEXET, ZOHRE. R ROFEHA L Z—T oA RET U EA LA E—T (R
LCHEREL, RV DA v 2 —T 2 Af AIT U HA DA H—T 24 AL LTHRELET,

AR FTIZ, Z9A4A~V A2 F—T 2 A ADIPT RLAZEFETXEST, 754~V A
VE—T 2 A ADIPT RLARALBHEINDZDT, BiLWIPT FLARRUT 4 7 &N
oA H—T A RZE DB THENET,

2O0ODA U H =T A AMOR Y REHIRTLE, RoeT v 73N A v F—T =4 A
WZEIDYTHNTWEZIP T RLARIE, 7I9A4~U A0 X —T oA AZHOEY Y THN
i‘j‘O

e T A AL MIEEND CiscolSE /— R TNIC RT 4 v THEBERRET HIZiE, £+
D) —KRETTaA A "POBEMRL, NICARYT 4 7EFRELT, 770 A A
MRS D LENH D £9,

e R K (Eth0, Eth2, F72TEthd A v X —T =2 A X)) DT T <) A HX—T AL

L CHERET DA A —T = A AZAFT 4 v 7 )b— EBREINTWAESIL., W
AVE—=T 2 A ATEBRIR T 4 T INTA U E—T 2 ATEET DL IICAH
T4 w7 — EPRHBICEH SN ET,

NICKR>T 1 2T DERTE

NIC R> T 4 > 7% Cisco ISECLI LR ETE £9, IROFNETIL, Eth0 & Ethl A > ¥ —
T oA AR RO EZRET D HiEEZHALET,
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NPT T AE—=T oA AL LTIMET WA % —7 =4 A (Ethl, Eth3, Eth5 A >
H—=T A ARE) IZIPT RLARRESNTWDIHEAIE, NI T v T A ¥ —TxAf A
MHBZDIPT RUVAZHIBRT Z2MERHD ET, Nv T v T A F—=T x4 AUXIPT N
VAZEED S TRNT I,

ATy TN ERET D b EMEH LT CiscolSECLIICR 7 A LET,
AT w72 configureterminal E AJJLC, a7 4 Fal—a vy T—REHBLET,
AT w73 interface GigabitEthernet0 =~ > K& AL £,

AT 7 & backup interface GigabitEthernet | =~ > K& AN LE 7,
ALY = IRD A v = PRERENET,

)

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure

you want to proceed? Y/N [N]:

ATFv S5 Y& AJILT, Enter L £,

AR ROPERESIVE L7, CiscolSERHBMICHEBLET, LIEOfFoThb, TXTOH—E R
DIEFIZBE L TS Z L aMBLET, TXTOVF—EARETLTNDZ L 2R T 57291, CLI
7 5 show application status ise =~ > K& A LET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: ¥

Stopping
Stopping

ISE Monitoring & Troubleshooting Log Collector...
ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled
ISE pxGrid processes are disabled

Stopping
Stopping
Stopping

ISE Application Server...
ISE Certificate Authority Service...
ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting

ISE Profiler Database.

ISE Indexing Engine...

ISE Monitoring & Troubleshooting Session Database...
ISE AD Connector...

ISE Database processes...

ISE Monitoring & Troubleshooting Session Database...
ISE Profiler Database...

ISE Application Server...

ISE Indexing Engine...

ISE Certificate Authority Service...

ISE EST Service...

ISE Monitoring & Troubleshooting Log Processor...
ISE Monitoring & Troubleshooting Log Collector...
ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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ise/admin (config-GigabitEthernet) #

NIC 7R >

—

T4 UTERTEDEDR

NIC R T 4 THERERRES N TNANE 9 AR T 5121, Cisco ISE CLI 7> & show
running-config =~ REZETLE T, RO LI R hBnFrEINET,

interface GigabitEthernet 0
ipv6é address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

FREOH ) TIE,  [backup interface GigabitEthernet 1] 1X, ¥ v b 4 —¥% x> K 012 NIC
N T 4V TRRESNTNT, FAEY A =YXy NOBRTTA3V A F—T A X,
XHEY A= Ry P IPARAY I T T A F =Tz A AL INTNDHZEERLET,
£72. ADE-OSEETIE, T7ITA X VBLONRNY I T v T DA U F =7 = A ATHRIICFE L
IP7 RLUARAZRELTWTH, runningconfig TRy 7T v A L F—T 2 A ADIPT KA
FERRENEE A,

*7-. showinterfaces =~ FZE(TL T, RoT 4 v T ENTA Vv F—T oA AGHFKRTE
i‘ﬂ—o

ise/admin¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING, PRIMARY, MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8aba:92ff:feB88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame O
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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NICKR>T 1 20 DHEIR
backup interface =~ > F® no JEa A LT, NIC R RZHIBRL £,

48 HHEIIZ

ATv TN ERET I MEMHALTCiscolSECLLIZR 7 A LET,

AT w72 configureterminal E AJJL T, 2074 X2l —var B—REHBLET,
AT w73 interface GigabitEthernet0 =~ > K& AL £,

AT v 74 no backup interface GigabitEthernet 1 =~ K& A L £,

% Notice: Bonded Interface bond 0 has been removed.

AFw TS5 Y ZAJLTEnter ¥—%Z L £,

RN RODHIERSAVE Lz, CiscoSEDNHEBMICHEHLET, LIELLfHFoThb, T XTHOY—ER
DIEFIZBB L TS Z L 2B LET, TXTOF—ERARFETLTNDZ L 2R T 57291, CLI
> show application status ise =~ K& A LE T,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #
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Bx. K8, TEEEESAEART—Foow £EALEU kY ]

R, £&. FHIIEESNT=/AXT—FDODVD #{HH
L=ty k

1R8O BRI

R DG EAE OARBENFIK T, CiscoISE Y 7 s 7 =7 DVD %M LT CiscoISE 7 774 7
VARRBLE D L LI XICENPRAETIHERSH D Z LB L TRV TLEEN,

e X —IF )Y — R 2T T — )G CiscoISE T 5 A4 7 2 A~D exec [Zi%
ESNTEREAEEMT O TWS, ZhE noexec IR ET D E, F—R— e b5 4
Fo XA —HRBI O T ar = AR A A TE A LI Y 1,

«CiscolSET7 7' T A4 T U A~DF—HR— FRBLORET A E=F—Eird s (ZiukV £—
b F—FR— FBXOET 4 =% —##i £ 7213 VMware vSphere Client =2 >~/ — /L5 D
WTIMDIZR Y E7)

*CiscoISET 7 TAT U ANDL YT )V a2 —VERND D,

ATV T1 CiscolSET I IA T v ADEBFENA N> TCNDZ L 2R LET,
ATw T2 CiscolSE Y7 +7 =7 DVD #f AL £,

7= & 2 1E. CiscoISE3515 22 VY —JLIZIRD A v —IRNERENET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATF9 T3 REF—ZHHLT, a—hL VYT ary— R— N EgE AT 583 [V AT L2—T 4 1
T4 (U T/ arY—)) (System Utilities (Serial Console)) ] ZiBIRL, 7774 7 L ATk L TH—
R—RebeTFt = —#EusERT 258X AT L22—T 4 V7 4 (F—A—FE=4%—) (System
Utilities (Keyboard/Monitor)) | Z 3R L C, Enter Z#f L £,

WIRTEIRISO =T 4 U T 4 A=ma—RNFRINET,

Available System Utilities:
[1] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase
[g] Quit and reload

Enter option [1 - 3] g to Quit:

ATy T4 EHEASRRT—RFEEETHICE, 1A LET,
ALY —JUZIRD A v — Y RERENET,

Admin Password Recovery

This utility will reset the password for the specified ADE-OS administrator.
At most the first five administrators will be listed. To cancel without
saving changes, enter [g] to Quit and return to the utilities menu.
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:admin
radmin?2
radmin3

1
2
3
4] :admin4

1
1
1
1

Enter choice between [1 - 4] or g to Quit: 2

Password:

Verify password:

Save change and reboot? [Y/N]:

ATY TS RRAV—=FE2 Uty M BTV - T 2B ZEANLET,
AT9T6 HLWSRAT—REANLTHERLET,
ATy T EEERFTDHITIEY EADLET,

EEEOAOYI T MIEYENEINFZNNRDT—FD

)t bk

BHEMN, BoToRXATU—RET AUy MINENZIR HDFTEDREAITHGER"H Y £,
T 7 F v s O/ NRITEIEIL S T,

WDFNEIC & - T, Cisco ISE CLI T application reset-passwd ise ==~ > R&f#iffl L T, &HHE
2P U H =T 2 A ANRRAT—FRKE2Y Yy FLET, ZOa~vr RNE, BHEHED CLI O
WNAT— RII3BE 52 EH A, ERICEREATV—F N2y b TDHE, LT x
WittBk?7T47l&D\/XTA%)7%hﬁ¢;D74/T%i¢OO

Cisco ISE | . [EEEe A (Admlmstrator Logins) |V« > Rvizm 7= kU 25800
INET, @W4/b¢%%rﬁé . [(A==2— Menw) |7 A2 (=) 227V v7

T. [ER (Operations) ]>[L7R— k (Reports) ]>[L7R— bt (Reports) ]>[EB&E (Audit) 1>
[(EEZEDJ 4 > (Administrator Logins) ] TJ, ZOEHE ID ([ZBEA T bz AT — R

Nty hENDHET, FHEID O 7 A AHFHRIT—FIELLSVET,

ATFYT1 AL 7 s aryVY—LCLIIZT 72 LT, WEAHLET,

application reset-passwd ise administrator ID

ATV T2 ZOBHEIDIERAINTVERID2 DDONRAT— RERAAF LVWIAT — RERETELT, ERLE

j«O

Enter new password:
Confirm new password:

Password reset successfully
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Return Material Authorization (RMA) .

Return Material Authorization (RMA)

Return Material Authorization (RMA) D34, SNS —_— FDOfH &2 D a L R—x v k2 5H
T 5BE1L, CiscolSEZ A VA M=V T BHHNIMNT T T IAT L ATHA A= L TLE
S, Cisco TAC IZHEME LT, R — F 22T TLIEEN,

CiscoISE7 7S5AT72UADIP7 RLADERE

188 BRI

eIPT7 RLRZEZETTHHT, CiscolSE / — RBAZ L RT7a RETHDH Z L afER L
T, /= FBOET oA A MNREO—ETHIHIGEIL. TOEEND / — R &8k
AR LT, AZ v R7ry J—RiZLET,

*CiscOISET7 7 I7A T U ADIP 7 KL AZERT H541EL, noipaddress =~ > K&
L2RNTLEEN,

AT wF1 CiscolSECLIIZR 7 A LET,
ATFwT2 koa<wr e AN LET,
a) configure terminal

b) interface GigabitEthernet 0
¢) ipaddress new_ip_address new_subnet_mask

VATLZEY, IPT RLVRAEERTLEOITROONET, YEZANLET, RO LD RERIAE
RENET,

ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0
% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...
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Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

CiscoISEIZ LY, AT AEZHFRERIFTILILOICKROLENET,
ATY T3 VAT LAEHEESTLIHEAITY EANLET,

-~ ~ S O » NS —
AR M=ILBELUVTYTIL— FEERDERR
CiscoISE [% CiscoISE V UV —RAB L Oy FDA L A=), T 7T T L—K, BIOT A
VANV OFEMAEFRRTH A RTIA A H—T A A (CLI) a~y RERMELE
9, show version history =~ > R CIXROFEMIN RS E T,
e Aft i A VA R=IVELIET A VA PN EITE N A
e 77V — 9 :CiscolSET Y r—33
e NR—V gy A UA NN FELITEIGREINT A N—V g
HE A A= TUA VA=, NYFDA A=) NFOT A A
k—
NV RIV T A NG A A M=V ETITHIBR & TN RV D4R

« URY MU :CiscoISET SV r— 3y NURVRA VA M—LENTIRY NI T v
A VA P/ WZITEHA S EE A

ATYF1 CiscolSECLIIZR VA LET,
AT w72 a2 K show version history # A ) L £,

ROHDIPFIRENET,

ise/admin# show version history

Install Date: Fri Nov 30 21:48:58 UTC 2018
Application: ise

Version: 3.0.0.xxx

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

ise/admin#
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227 60#E0ER I

~ — NS 4 /=

DRTLDEEDEST
CiscoISET 7T A TV AEZIEI VM ML T RTCOFRELZRITHET D720, VAT LD
HEZFITTEET, VAT LOHELZFETTHZ 0)21‘7 v =3 >, CiscoISE 7% NIST Special
Publication 800-88 7 — X il |Z B3 D AEMEA fESEICHERL T H L H i LFE T,
1R BRI

R DO BEGEEAE OIRAEN IR T, CiscoISE V7 b =7 DVD ZfEH L C CiscoISET7 774 T
VARBELE D L LI XICHENRRETIHEERH D Z LB L TN TLEEW,

e B—IF ) H—R—T U T a—nb CiscoISE 7 7T A 7 v A~D exec 3%
TESINT-BE N BEM T DTV, 2 E noexeclZREET 5 &, KVM#fiil L OV
TN ary ) — VR EFHTEX L1270 7,

*CiscOISET7 7T A TV A~DF—HR— FBIOET A =7 — KVM) #EHndbsd (Z
XY E— b KVM F 721 VMware vSphere 7 7 A 7 >~ 222 Y — WEERED W T 10T 72
DET) ,

¢ CiscOISET T AT LV ANDI YT IV a ) — ViGN H 5,

AT9 71 CiscolSET FITAT v ADBIRBNA N> TWAZ L ZHERLET,
ATw T2 CiscolSE V7 + 7 =7 DVD Z#i AL £,

72 & 21X, CiscoISE3515 2> YV —JVIZIRD A v —IVRNFERENET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATV T3 KX —%2HLC[vATL2—T 4 UT 1 (VT Y —/) (System Utilities (Serial Console)) ]
ZBEIRL T, Enter X —Zf L ET,

WIRTEIRISO =T 4 U T 4 A=ma—RNFRINFET,

Available System Utilities:

[1] Recover administrator password
[2] Virtual Machine Resource Check
[3] System Erase

[g] Quit and reload

Enter option [1 - 3] g to Quit:

ATFYT4 3 AN LTUARATFLADEERFEITLET,
2= JVIZIRD A v —URNERENET,
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ATvTH

ATvT6

KKk KKK KKK KKk WARNTING KKk KKK KKK KKk

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE (S). THIS PROCESS CAN TAKE UP TO 5 HOURS
TO COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL
MEDIA TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y

YL ATILET,
ayY =) Fuar7 T, OEERRRINET,

THIS IS YOUR LAST CHANGE TO CANCEL. PROCEED WITH SYSTEM ERASE? [Y/N] Y
YEAAN LTV AT ADWHESETLET,
IV UICIRD A v — U NEREINET,

Deleting system disk, please wait..

Writing random data to all sectors of disk device (/dev/sda)..
Writing zeros to all sectors of disk device (/dev/sda)..
Completed! System is now erased.

Press <Enter> to reboot.

VAT LDOWMEEFIT LR, T7I9AT U AZFHAHT 585461, CiscoISEDVD ZfiH L T AT A
PRENL, BEA=z2—b A A= A a EBIRLET,
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CiscoISE-R—F JTD7L X

* Cisco ISE X TD~YL Y /J— R FK— K (101 =*—)
*CiscoISEA > 7T AT 7 F % (102 ~<—)

«Cisco ISEEH ) — FOR— T (103 ~<—2)
*CiscoISEE=X—U 7 J—RKDHE—F (108 =*—)
¢CiscoISERY o — Y —E 2 J—FDR—F (110 <—2)
« Cisco ISE pxGrid #—E 2 AR— | (115 ~X—)

«OCSP BLUCRL H—E & R—F (116 <—)
*CiscoISE 7t A (116 X—7)

« WHpA X —F > FURL (117 =—7)

Cisco ISET RTDORILYF /—FkKR—F

£R16:TRTO/—FTEAINDKR—+

Cisco ISE—E X FHEY R A—HRY FOFE | ZOHDA—H Ry b A
IR FoDR—+ A—TJxA4 R (FHEY k
A4A—H%y b1 ~5, FfIER
YR1ELUV2) DR—F

Bk L ORI « HTTPS (SOAP) : —
TCP/443

s T—XDRM/IVT Y r—
v 2 (IGroups)
TCP/12001 (7 &2—/,3)L)

s ISEX vt —T 0 P—
B X : SSL : TCP/8671
eI T AT RIRA
v NTEMEORIR/ VY
4r—3 3> : TCP/6379
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CiscolSEA/ VTSR NSOV F ¥

ZOfHETIL. Cisco ISE WHNERT TV r—a v RR0FNRA AEDA LV TRy NT—VEE
\ZfEM 9 5. TCP 35 & O User Datagram Protocol (UDP) O AR— hO—EEZ /R L ET, Z OfFEk
IR EIND Cisco ISE R — F, FIET D7 7 AT U4 —/VTH—T NIl TVBMERD
D \i‘é—o

CiscoISE Rr v N — 27 CTH—ERAEZHTETHHEIE. ROBRICER L T HEIN,

« R— I, BEATHANR> T —ERTESHTHENITRY 9, ISE TEITHO
P—E 2 Lo THMND AR — MEBIE LT, CiscolSEIZDT RTOR— b ~DT7 7 &
AR LET,
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