EXEC Show E— F® CiscoISECLI a7 > F

ZDOFETIEL, EXEC £— FT Cisco ISE HEDFRFITHAT 2 bEFRa~ FD15TH
Doshow 2 RIZOWTHHILE S, ZOETIE, 2wy RILIiL, TOEMAGIEOMFH LR
B, A= RO, A EOTA FT A BEOBMFIZRLET,

)

GE)  CiscoISE U U —2 3.0 IETIZ. BED show 2~ ROFE(TRICT A —FLFNRNLER L
AL, Cul+C 2L ThH Q ML £,

s show (3 X—7)

» show application (4 ~=—3)
s show backup (7 ~<—737)

s show banner (9 ~<X—)

s show cdp (10 ~X—7)

s show clock (12 ~X—7)

» show container (13 ~—73)
e show cpu (18 X—7)

s show crypto (21 ~X—7)

s show disks (22 ~X—7)

s show icmp-status (24 ~X—13)
» show interface (26 ~X—73)
« show inventory (28 ~X—73)
s showip (30 ~<X—7)

* show ipv6 route (31 ~<X—73”)
» show logging (32 ~X—71)

+ show logins (35 ~X—7Y)

+ show memory (36 ~X—73")
s showntp (37 ~X—7)

s show ports (38 ~—3°)

» show process (40 ~—73”)

» show repository (42 ~<X—1)

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— K CiscoISECLI a7 > K |

» show restore (44 ~—737)

» show running-config (45 ~X—3")
« show snmp engineid (47 ~—2)
« show snmp user (48 ~—2)

» show startup-config (49 ~X—1)

s show tech-support (51 ~<—7)

» show terminal (53 ~X—73")

* show timezone (54 ~X—)

+ show timezones (55 ~X—73)

« show udi (56 ~<—72)

s show uptime (57 ~X—7)

« show users (58 ~—73)

« show version (60 ~X—717)

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show

AU R TIHIE

FATV AT LAOER AR T HIZIE, EXEC E— R Tshow a~ > RE[HHALET,
show keyword

7T 7 4V h OEBHEEIZH D FH AL

show .

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FRLEDHA KSA Y

FTA_XTO show 2~ Nid, BT 2720120 < b 1 2DF—TU — RRMETT,

!l

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show application

show application

VAT AIA VAR ENTWABT S r—2 g Ny r—V % FRT AL, EXEC E—

K -C show application =~ > K& L £,
show application > file-name
show application [status {application_name} ]

show application [version {application_name} ]

EXEC Show E— F® Cisco ISECLI 2 < > K I

B DEREA

> MAhzxE77A MV FAL L7 FLET,

file-name CiscoISET 7'V ir—3 a MNERERAFTH T 7
A VDL Hi,

status AL VAR=ILEINTWAET T r—v 300
AT —H AT LET,

version AVABR=ILEINTWBET S r— g

(CiscoISE) DT 7V fr—a v "=V a
RFRLET,

application_name

AL VAR=NLEINTWBET TV r—v a0
%_H\_ILJ‘O

I E A 2%k

s begin : —HT B/ NF— 1 K80 LFD
e AR— N LET,

count : HIJDITE A= Z o FLET, H
78 count DIZIZE T2 BIML 77,

| = count O HAEAG T %L,

end : —ETHITTHRTLET, K80
WFEOFERTEYR— M LET,

exclude : —ET 21T LT, &K
80 LFDHEMTFH#YFR— N LET,

include : —E 3T AT &EHET, &K 80
NTFOEBETAEYFR— N LET,

last : HADREOHAITZRRLET, H
i last DRICETEZIBMLEF, 801T%
TRRTEEY, 774V MIOTT,

| : last O I MERG 124K,

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

AR R TFIHILE

77 4N FOBERLEIZH Y EE A,

show application .

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

VAT AHIA VANV ENTNDE NN =TT S = a VAT — R AL N—
Va rEFRT HICIE, show application =~ > K& H L E7,

511

ise/admin# show application

<name> <Description>

RootPatch Cisco ADE Root Patch

ise Cisco Identity Services Engine
ise/admin#

511

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

15l 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

51 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

1513

CiscoISE Tl3A v ay (WY I R—R) THFrEBADAT—FANFRINET, pxGrid,
Certificate Authority, M&T. Identity Mapping Service 72 & D 7 vt A%, IROIRFEDOWTIIT

AN/ S

EXEC Show E— K ® CiscoISECLI a< > F .



. show application

« Z47H (Running)
¢ 4T LTV 72\ (Not Running)

« 7 4 —7/1 (Disabled)

: Cisco ISE ¥— v A 3@ <9

EXEC Show E— F® Cisco ISECLI 2 < > K I

:Cisco ISE—E R v ¥ v b ¥ ENTWET

: Cisco ISE — v 237 4 B—7 /L TF

PROCESS ID

3688
41 PROCESSES
6041
4533
6447
2363
6324
6263

ise/admin# show application status ise

ISE PROCESS NAME STATE
Database Listener running
Database Server running
Application Server running
Profiler Database running
AD Connector running
M&T Session Database running
M&T Log Processor running
Certificate Authority Service running
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
Identity Mapping Service disabled

ise/admin#

51 4

ise/admin#
Root Patch
ise/admin#

151 5

ise/admin#
Root Patch

Version
Build Date
ise/admin#

show application status RootPatch
installed, and enabled

show application version RootPatch
VERSION INFORMATION
1.3.0

March 21 2014 13:04PDT

. EXEC Show E— K ® CiscoISECLI a7 > F

Vendor: Cisco Systems, Inc.



| EXEC Show E— K ® Cisco ISECLI 2T > K
show backup .

show backup

VAT LDy T o TBEETNIN I T v T DAT —H A% FKRT HIZIE, EXECE— R
C show backup =~ > RZ&HH L F9,

show backup [history | status]

KEST D EHEA history VAT AN LDy 7Ty TIZEET % EREE SR
ZFRRLET,
progress VAT LDy T T AT —H AR
l/\i‘é"o

ATV R FI4NN T AN NOBEERMEITH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEAINE LT,

FEREDAA RKSq4Y YATLONRNy T v TRIEL AT — 2 2A%FRT 5I21%, showbackup =2~ > F&fEH L £
D

511

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

512

ise/admin# show backup status

[

%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl
% repository: myrepository
% start date: Wed Apr 10 02:39:02 EDT 2013

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmmuﬁcu:7>F|
. show backup

oe°

scheduled: no
triggered from: Admin web UI
host: ise.cisco.com
status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:

o oo

o

success
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— F® CiscoISECLI o< > K
show banner .

show banner

nJAVHINT=BIO0n VA BN —%RFIRT HI2IE,. EXEC £— K C show banner =1~
Y REFERHLET,

show banner [post-login | pre-login]

X D post-login LD CLIE » & 2 20 Cisco ISE 9 — S Tk
ESNTWD e T A U %DOEFRNPFERENE
TO

pre-login HAED CLI® v ¥ 3 »® CiscoISE Y—/3Ta%
EINTWDH R 7 A RTDFRNERSILE
R

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEREEDHA KSA4Y 7774772 SSHE Y g Tshowbanner =2~ R LES, 7277 1772 SSH & v
v a > Cisco ISE FHLFE AR — ¥ )V CRRE SN [IRKFEIRE » > g % (Maximum Concurrent
Sessions) | ZHBx -%E. #E xR KT7 277 47 SSHt v a U HICHE (WARNING:
Maximum active ssh sessions reached) | A vt —IUNERINET,

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmwmﬁcu:7>P|
. show cdp

show cdp

72> TN D 9T D Cisco Discovery Protocol (CDP) A v % —7 = A AT HIEH %
FRT HITIL, EXECE— RFCTshowedp =2~ K& LET,

show cdp [all | neighbors]

BX DA all A F—T N2> TN BT XTD Cisco
Discovery Protocol f > % —7 = A A& FK/R L
£,

neighbors Cisco Discovery Protocol 21 /N—ZR L E T,

ATV R FI4NN T ANV NOBEERMHEITSH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEASNE LT,

FEHREDAHA KS4 > A F—T7 VT > T 5 Cisco Discovery Protocol > % —7 = A 23 L UNCDP KA /N —Z FIR
T 25121, showedp =2~ REHHL E9,
S

GE)  CDPIE., i D IPVA B LI ONIPV6 A v Z— T = A AL RFELTE E4,

511

ise/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

15 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.114

IPv6 Address : 2001:420:54ff:4::458:1

CDP Neighbor: isexp-esw)b
Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show cdp .

Port : GigabitEthernet0/5
Address : 172.23.90.45
IPv6 Address : 2001:420:54£f£:4::458:5

CDP Neighbor: 000c29e29926
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.115

IPv6 Address : 2001:420:54ff:4::458:2

CDP Neighbor: 000c290£fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111

IPv6 Address : 2001:420:54£ff:4::458:3
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmmuﬁcu:7>P|
. show clock

show clock
VATAYTZ N7 sayORER, A, BfF. B, BEE. BIOELZRRT AT,
EXEC =— RCTshowclock =~ > REFEAL F4,
ZOa<wy RNZliZ, F—U—FBLOS#EIZHY FHA,

show clock

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FERLEDHA RS 4q> ROBID showclock DHAIZIE, WHEHSAREE (UTC) | 77V = DFEHERE (GMT) | e
[, FIEA— A —RERRE ENET,

il

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show container

Threat-Centric NAC 7 &% 7% & Wi-Fi i% EICBAT A5 A 9 5 121%, EXEC “E— R T show

container =< R&ZfEH L%,

show container .

Zoazwy FOMNE, MR F v o 7X T ZDBMERS NI B, 7 ¥ 72 OFATR
W, 7 X472 OBIEORREICET 2feHERARE L E T, a7 4 EIXIDIZESW T,
BT XTI T DHMERE R TTH LN TEET,

show container {tc-nac {adapters|all | inspect {container-id container-id | container-name
container-name} | stats {container-id container-id | container-name container-name} } | wifi setup all}

B DEREA

tc-nac Threat-CentricNAC 7 # 7 Z 2B A H & 3%
RLUET,

wifi setup Wi-Fi =2 7 TR EF AR R LET,

all TCNAC & BFf4 5 & . Cisco ISE THIH AT HE
RETRTOTHEIE (2T F4RIDEED
T) #—EBRRLET,
Wi-Fi %€ L 45 L. Wi-Fi 27 &€
Bz FR L £,

adapters Cisco ISE THIE S TWA TCNAC 7 X 7%

—EERLET, avTFIDBLRarT
T, TETEPMERES NI AR, TH T A
DFEITHREM, 7 X 72 OBIEOIRIEL — &R
RLET,

inspect {container-id container-id |
container-name container-name}

FrE DT 27 2 M7 D e —Fa#oR
]\/iﬁ—o

stats {container-id container-id | container-name
container-name}

FrE DT 547 2B DEHEm ARt L&
R

>

HhuE77A MV FA L7 FLET,

EXEC Show E— K ® CiscoISECLI a< > F .



. show container

AU R TIFIE

EXEC Show E— F® Cisco ISECLI 2 < > K I

HEE A%k

s begin : —HT B/ NF— 2 K80 LFD
TR AR— N LET,

count : HIJDIT8E= o FLET, H
78 count DIZIZE T2 BML F9°,

| © count O HAERGT- %L,

end : —ET AT THRTLET, K80
WFEOFERTEYR— M LET,

exclude : —EHT 21T L E T, &K
80 LFDOHEMTFH#YFR— N LET,

include : —E 3 2172 &EHET, &K 80
WEFEORETFEYR— M LET,

last : HOORBEOEITZRRLES, H
it last DRITHT 2B L £, 80 1T
THRRTEET, 774/ MI10TY,

| = last D HTHERGT- 25K,

T 7 4V N OEMERMEIZH W FH AL

ATV RE—F EXEC
avy FERE )1)—Xx TEAR
2.2.0.470 Zoawy RPREAINE LT,

FEREDAHA RS>

Threat-CentricNAC 7 % 7° X2 \Z BT A i & £ /x5 121%. showcontainer 2~ > &AL E

‘@40

51

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE
STATUS PORTS

63b8904£f41c6 irf-adapter—-nexpose
Up 19 hours

8389f7e249ct irf-adapter-tenable
Up 2 days

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F

COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago
tenable



I EXEC Show E— K ® Cisco ISECLI 2T > K

15 2

ise/admin# show

show container

container tc-nac all

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago
Up 19 hours nexpose
8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days ago
Up 2 days tenable
41921c1539pf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago
Up 3 days 127.0.0.1:3000->3000/tcp
irf-core-engine-runtime
cdfeff3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago
Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp
irf-rabbitmg-runtime
e682a5a5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago
Up 3 days 27017/tcp
irf-mongo-runtime
ise/admin#
113
ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
] 4
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"pid": 23433,
"ExitCode": 0,
"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"
} 4
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

"/opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePa

th":

" /opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hostname",

"HostsPath":

"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044 /hosts",

"LogPath":
"/opt/docker/runt

ime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmwmﬁcu:7>P|
. show container

"Name": "/nexpose",
"RestartCount": O,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d76578aa48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
]I

"NetworkSettings": {
"Bridgell: ""’
"SandboxID": "9873fb92£86e665039%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£f56ce0",

"HairpinMode": false,
"LinkLocalIPvé6Address": "",
"LinkLocalIPv6PrefixLen": 0,
"Ports": {},
"SandboxKey": "/var/run/docker/netns/9873fb92f86e",
"SecondaryIPAddresses": null,
"SecondaryIPv6Addresses": null,
"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":
"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",
"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

51 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET
I/0 BLOCK I/O
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501

MB / 2.446 MB 106.4 MB / 21.27 MB

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show container .

15 5

ise/admin# show container wifi setup all

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

d51711744e7c wifisetup:0.0.12 "/sbin/tini -- /usr/b" 6 days ago Up
6 days wifisetup-container

EXEC Show E— K ® CiscoISECLI a< > F .



. show cpu

show cpu

EXEC Show E— F® Cisco ISECLI 2 < > K I

CPU fF#Z# £ 9 5121, EXEC E— R Tshowcpu =2~ > R&HLE7,

Cisco ISE = AR—x o h T D CPU R OB 4 F " ¥ 2 121X, EXEC E— KT show cpu
usage2~v > R LET, Zoa~vy FOHE, 2~ RRFET Ik RO CPUMEH

ROAF v TV gy MR LET,
show cpu > file-name
show cpu statistics

show cpu usage

BX DA

AU RTIFILE

. EXEC Show E— K ® CiscoISECLI a7 > F

> HIhE77ANZ)ZAL L7 FLET,
file-name VEA VY DT 7 A IVDL4HI,
statistics CPU #tattFma KRR LET,
cpu usage ALVAR=NLEINTWET TV r—g
(CiscoISE) ® =z R—F> kT Lo CPU#E
HAREZRTLET,
H B2 5k

e begin : —ETH /X7 —1, K80 LFD

T FH P R— P LET,

scount : HI1DI78&E v FLET, B

& count DEITHF 2B L £,
| = count O H SEATFZEHL,

send : —HTHITTHKTLET, K80

PO F Y R—FLET,

sexclude : —EHT 21T L ET, &K

80 LFEDFHFTEYR—FLET,

sinclude : —E T 2172 ET, &K 80

LFDEPFeYR—FLET,

olast : HOOFRZEOEITEFRRLET, B

it last DRITHT 2B L £, 80 1T
THRRTEET, 774/ MI10TY,

| = last O H IHERGF 224K,

T 7 4 v N OBEWERMEIZH W TR AL



I EXEC Show E— K ® Cisco ISECLI 2T > K

show cpu .
ITU R E—F EXEC
av Yy RER )1y—2 EERNE
2.1.0.474 Zoavy RRBEAIShE L,
BRELDAA ES54> CPUIEH L ZOMEHEHA 7T 5I01E, showepu 2w REMALET,
1511
ise/admin# show cpu
processor: 0
model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914
cache size: 4096 KB
ise/admin#
15l 2
ise/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o0 wait time: 162676
irg time: 4055
ise/admin#
151 3
ise/admin# show cpu usage
ISE Function % CPU Usage CPU Time Number of threads
Profiler Database 0.01 1:26.27 3
M&T Session Database 0.01 1:23.06 18
Certificate Authority Service 0.04 6:57.38 31
M&T Log Processor 0.09 15:44.23 60
ISE Indexing Engine 0.12 21:34.76 75
Database Listener 0.01 0:53.18 2
Database Server 0.36 62:48.64 64
processes
Admin Webapp 0.04 6:46.68 53
Profiler 0.00 0:02.94 26
NSF Persistence Layer 0.05 8:09.70 46
Guest Services 0.00 0:00.32 5
Syslog Processor 0.00 0:12.79 3
Quartz Scheduler 0.05 9:08.80 29
RMI Services 0.00 0:05.98 10
Message Queue 0.00 0:43.99 4
BYOD Services 0.00 0:00.00 1
Admin Process JVM Threads 0.19 32:50.67 10
Miscellaneous services 0.17 30:30.47 3557
Identity Mapping Service N/A
SXP Engine Service N/A
Threat Centric NAC Docker Service N/A
Threat Centric NAC MongoDB Container N/A
Threat Centric NAC RabbitMQ Container N/A

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show cpu

Threat Centric NAC Core Engine Container N/A
Vulnerability Assessment Database N/A
Vulnerability Assessment Service N/A

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show crypto

show crypto .

07 A L TWAEHE L —FOART—B IO —ICBET 2 FEHREEZRT DI
show crypto =2~ > RZ&HEH L F9°,

show crypto authorized_keys
show crypto host-keys

show crypto key
DA authorized keys BIER 74 LT D —HF O — D
WERRLET,
host_keys HER A L TnWHa—HFDRA N F—%
KRLET,
key BER 74 LTS a—FOX—DIFH%
FRLET,
ATV R FI4NN T AN NOBEERMHEITH Y A,
ARV FE—F EXEC
2wy REE y1y—2 KRENE
2.0.0.306 Zoavwr RBREAINE L,

EREDAARZA

BER 74 LTS —HFOFF— & F—%2FK 7T 521X, showcrypto 2~ > K& f
LET,

511

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

512

ise/admin# show crypto key
admin public key: ssh-rsa £8:7f£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI o< > F |
. show disks

show disks

FURTDT 7 ANV AT MMEREFERT HI1Z1E, EXEC E— K Tshowdisks =~ K& {#
LET,

show disks> file-name

X DA > HMhuE77 A0 ZAL L7 bLET,
file-name VXA VY NTD7 7 A NVDL4H,
| H OB A%k

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

| © count D S ERGF 2%,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

slast : HOOEBEOEITEFR T LET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

| : last D HJERG 24K,

ATV R FI4IL T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FREASHE L,

FEREDHA KSqy showdiksa~ NiE, T4 A7 T 7 ANV AT LEfATLT T v b7 =L TOHRFR— |
SNET,

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— F® CiscoISECLI o< > K
show disks .

1

ise/admin# show disks
Internal filesystems:

/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
/tmp : 2% used ( 35960 of 1976268)

/boot : 4% used ( 17049 of 489992)

/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#

GE)  CiscoISE 3.0 TiL. localdisk /X—F ¢ ¥ 3 IZEENCEI D Y THNET,

EXEC Show E— K ® CiscoISECLI a< > F .



. show icmp-status

show icmp-status

EXEC Show E— F® Cisco ISECLI 2 < > K I

Internet Control Message Protocol (ICMP) T a—8& D a7 4 X b—ra VIFREFR T D
\Z1%, EXEC *&— KT showicmp_status 2~ > R&fEH L £,

show icmp_status> file-name

B DEREA >

WMhxE77A MV ALV FLET,

file-name

UEA VT b D7 7 A NDAHi,

HER T2~

e begin: —#4 537 —>, K80 LTFD
Y AR— N LET,

count : BT A P LET, B
#E count DI FEEML £,

*| : count D SESF 2~ K,

end: T HITTKTLET, H&K80
LFEOE T EYR—FLET,

exclude : —E1 21724 L £, &K
80 XTF-DFH T H Y AR — M LET,

include : —E T 21725 FET, KK 80
LFOFEH TR —F LET,

last : I DORZEOEATEFR R LET, H
75 last D IZEFT BN L E3, 801TF
TERTEET, T 74/ MI10TT,

o| @ last DHIERI T2~ R,

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV FE—F EXEC
2wy REE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEHEEDHA K54 > Internet Control Message Protocol (ICMP) T3 —IG&ED A7 4 F a2 bL— a UMEREFRT D

(21X, showicmp_status =~ > R&HL £,

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show icmp-status .

511

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

151 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show interface

show interface

EXEC Show E— F® Cisco ISECLI 2 < > K I

IPIZEREINTWAAL L X —T 24 AD2—FE Y F 4 AT —X A% FRT 512015, EXEC

F— R Cshowinterface 2~ > R&fEH L E£7,

show interface > file-name
show interface GigabitEthernet {0-3}

BX DA >

HhEZ77A MV F A1V S LET,

file-name

A B =T A AFREV XA VI NTDHT 7
A VD4Rl

GigabitEthernet

BEDXTEYy hA—VFy b A X —T =
A ADIEREFR R LET,

0-3

FHEY A=Yy &R, HTESH
HEMHEOHDES 0. 1, 2. 3,

I E R4 %k

e begin : —ET H K —, R8O ILTD
YT EPR—MLET

count : tHI1DIT¥E I P LET, H
75 count DL T EEML £,

end : —ETAHITTKTLET, K80
WTFORETEYR— N LET,

exclude : —ET 2172 LFET, &K
80 XFDFETEYFR—FLET,

sinclude : —ET 2172 EHFET, wK 80
WTFORETEYR—NLET,

olast : HOOKGEOEITERRRLET, H
35 last ORICHETFEZBINLE9, 801TF
THERTEET, T 74/ ME10TT,

AR R FI4NAL  T7AN FOEERLEITH Y A,

ARV FE—F EXEC
2wy FEE y1y—2 RENE
2.0.0.306 ZDavwry RBREAINE L,

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

EREDAA

 —_

3

show interface .

4 > showinterface GigabitEthernet 0 D /1 Tld, A F =T = A RT3 DDIPV6 7 FL AN H D

ZEMOMYET, BUIOA L —Fy b T FLA Gffeblfk) 15, A7 — L AHBREL
FERLERERTT, AT 2120, £DH 7Ry FTIPV6/L— K 7 RAXZ A XA "I3A
F—T NI TWBRERSH Y 3, IROT KA (fe80LAKE) X, FA FOAIRICA 2 —
TPFELRWY 7 a—HL 7 KL AT, IPve BENERE F 72 1% DHCPv6 3% & 12 BfR 7 <
Vo7 ma—i 7 RUANFEIZRRINET, &EOT KA (2001 LIFE) 1%, IPv6 DHCP
=\ HHEE LIZAER T,

11

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

151 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— K ® Cisco ISECLI a7 > K |
. show inventory

show inventory

CiscOISET 7IGA T v A BTARLV Y TAEZRE, "—FRTx=T7 A 0_0 FIZETHE
WA FoRT HITIE,. EXEC E— R Cshowinventory =~ K& L E9,

show inventory > file-name

X DA > HMhuE77 A0 ZAL L7 bLET,
file-name N=RT 2T A _ROMNIEREVEA LY
57 7 A VDL,
H B2k

e begin : —HTHNF— 0 K80 LFD
BT AR— N LET,

count : HIJDITEE= I FLET, H
7 count DIZIZHFEEML £,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

last : I OEGEOEATEFR R L ET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—FR EXEC
av Y FER )1)—X EERNA
2.0.0.306 SOavy FAREASHE LT,

FEREDHA KS4 > CiscolSET 7T A7 ADEHRAZFRT 5I121E, showinventory =~ > A L £,

ise/admin# show inventory
NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: VOl , SN: H8JESGOFHGG

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

Total RAM Memory:
CPU Core Count:
CPU 0: Model Info:
Hard Disk Count (*):
Disk 0: Device Name:
Disk 0: Capacity:
Disk 0: Geometry:

NIC Count:

NIC O0: Device Name:
NIC O: HW Address:
NIC O0: Driver Descr:

show inventory .

1035164 kB

Intel (R) Xeon (R) CPU E5320 @ 1.86GHz

/dev/sda

64.40 GB
255 heads 63 sectors/track 7832 cylinders

ethO
00:0C:29:6A:88:C4

eth0: registered as PCnet/PCI II 79C970A

(*) Hard Disk Count may be Logical.

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ip

show ip

P L— MEHZFRT HI2IE, EXEC E— K Tshowip 2~ R&EEH L ET,
show ip route

X niiHA route IPV— MEHERRLET,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y O REWPNV—T 427 T—=TNVEFRRLET,
1

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.21.79.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 172.21.79.1 0.0.0.0 UG 0 0 0 ethO
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show ipv6 route .

show ipv6 route

IPv6 /L— hME# A FRmd H121F, EXEC E— R CTshowipv6route =2~ > K& L £,

show ipv6 route

ARV R FI4NA L T 7AN FOBEREIZH Y EE A,

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FEHEDAA KSq4y ZOATURE IPVONV—T 7 T—=TNuFRLET,

15 1

ise/admin# show ipvé6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO

£ff02::1:2/128 £f£f02::1:2 ethO0

ise/admin#

151 2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 D ethO

2015:db8::/64 D eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show logging

show logging

VAT LOX T (syslog) DIRFEBLOHEHED U AT X TRy 7 7 ONBREERTD
\Z1%. EXEC *&£— KT showlogging =2~ > R&fH L £,

show logging > file-name

show logging application application-logfile-name

EXEC Show E— F® Cisco ISECLI 2 < > K I

show logging container tc-nac { container-id container-id [ log-name name-of-log-file tail] |

container-name container-name}

show logging internal

show logging system system-logfile-name

B DEREA

> HhE77 A0z #4127 FLET,

file-name VAT A TERE VXA VY NTHT A
IV DA,

application TFVr—varynlERRLET,

application-logfile-name

TV —arual 77 A VDT

container tc-nac

Threat Centric-NAC 2 > 7 F &£ R L FET,

container-id container-id [log-name
name-of-log-file tail ]

BEEIN=ar7F (TC-NAC T H X)) 1T
BEd 507 77 ANV EFRRLET,

container-name container-name

BEENZar7F (TC-NAC T HEFH) 1T
#5207 77 A NVEERLET,

internal syslog DA 7 f Falb—arzdnRLE
D
system VAT LD syslog wERLET,

system-logfile-name

AT A a7 7 A ILDL4T,

system-file-name

AT A a7y ANV DLTE

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show logging .

H A EE A%k

s begin : —HT B X — 2 K80 LFD
T A AR— N LET,

count : HAJDITEE=h o FLET, H
78 count DIZIZE T2 BIML F7°,

end : —ETHITTHRTLET, K80
WFEOFRRTFTEYR— M LET,

exclude : —EHT 21T LT, &K
80 XF- DT A Y AR — M LET,

include : —E9 2172 & ET, &K 80
LFEOER T R—FLET,

last : WO OEEOEITEE R LET, H
75 last DRI TABIMLE T, 8017
TERTEET, T 74/ MI10TT,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

ATV RE—R EXEC
avy RERE 1)) —=Z EEANE
2.0.0.306 Zoawry RiREAShELE,
2.7 FoREEBES Unix D less 2~ 2 RIZEHEINE

L7,

FEREDHA KSq4y O FEL syslogm 7 —BLUBA XU b rXr 7oREEZFRRLET, ZOREIZIE,
RARNT RLVA, XU ITNRAX—T NI lo TW\WHaX o 705tk (aryy—L, =4,
Ny Ty FRFFEAN) PEERET, Zoa~vr ReFET35E, 227 Y3 Unix D
less BREECRHDLE T,

i1

ise/admin# show

0
1781
4690

0

0

0

38784
16032
32947
63738
146292
13877

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

logging

25
26
26
25
25
25
26
26
26
26
26
26

2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013

system
15:
02:
02:
15:
16:
16:
02:
02:
00:
02:
02:
01:

57

01:
40:
: 54

56

10:
00:
148
$47
38:
:49
148
132

19
19

19
19
48

143

02
01

03
03

02

tallylog
maillog
cron
spooler
boot.log
btmp
wtmp
faillog
dmesg
messages
lastlog

rpmpkgs

H] Z AT 5& BMEREBIOBHI =~ FRFIRSNET,

EXEC Show E— K ® CiscoISECLI a< > F .



HRSMw%—PwmwMﬁcu:7>P|
. show logging

129371 Feb 26 2013 02:40:22 secure
27521 Feb 25 2013 16:10:02 anaconda.syslog
345031 Feb 25 2013 16:10:02 anaconda.log
0 Jul 28 2011 00:56:37 mail/statistics
1272479 Feb 26 2013 02:42:52 ade/ADE.log
567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#

512

CiscoISE / — ROT7 IV r—arvuay 79 A NVEFELRTHICIE. kOoa~wy REFERLE
7,

ise/admin# show logging application
61 Oct 07 2016 03:02:43 dbalert.log
4569 Oct 07 2016 03:21:18 ad_agent.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index indexing slowlog.log
0 Oct 07 2016 03:02:59 edf.log
124 Oct 07 2016 03:21:59 diagnostics.log
8182 Oct 07 2016 03:26:45 caservice.log
426 Oct 07 2016 03:19:17 redis.log
1056 Oct 07 2016 03:13:07 caservice bootstrap.log
49637 Oct 07 2016 03:27:40 passiveid-mgmt.log
0 Oct 07 2016 03:02:59 passiveid.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index search slowlog.log
14152 Oct 07 2016 03:26:03 collector.log
0 Oct 07 2016 03:02:59 idc-endpoint.log
134 Oct 07 2016 03:22:34 ocsp.log
0 Oct 07 2016 03:02:59 dbconn.log
0 Oct 07 2016 03:02:59 idc-kerberos.log
100958 Oct 07 2016 03:24:43 crypto.log
0 Oct 07 2016 03:02:59 idc-syslog.log
0 Oct 07 2016 03:02:59 replication.log.2016-10-04.1
10394 Oct 07 2016 03:24:01 guest.log
0 Oct 07 2016 03:02:59 guest.log.2016-10-07.1
0 Oct 07 2016 03:02:59 wvcs.log.2016-10-04.1
288624 Oct 07 2016 03:27:25 ise-psc.log
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show logins

show logins .

VAT Au T A OREEFRT HIZIE, EXECE— K Tshowlogins=~ > R&2H L7,

show logins cli

X niiHA cli

civn A VgEe —HFERLET,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y diF—UV—FE2EETLILERHY £T, HHELRWEE, =7 =08 ELET,

!l

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
reboot system boot 2.6.18-164.el5PA Thu
admin ttyl Thu
reboot system boot 2.6.18-164.el5PA Thu
setup ttyl Thu

reboot system boot 2.6.18-164.el5PA Thu
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

[CNC, BN €, RN, BN, BYe) Be) W o))

09
08

17

:45
:56
07:
18:
18:
18:
:43
16:

17
17
15
09

05

still logged in
:33)

09:30
08:43

down

18:07

(00

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— K ® Cisco ISECLI a7 > K |
. show memory

show memory
TRTCOETIT e ADAEVHEHELZF T 511X, EXEC &— KT show memory =< >
KA LET,
Toawr RIZiE, ¥—U— FBLUBHIEH Y £ A,

show memory

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEELEODHA KSq> HHAETY ZFRKRT2I12E, showmemory =~ > FEMEHLET,
1

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show ntp

AR TIAIE

show ntp .

Network Translation Protocol (NTP) BEAEffIT D AT —% ZAZF T 5HI12i1L,. EXEC E— KT
showntp =2~ > R&2HHL 9,

Zoawy RZE, F—U—RBXUSEILHY £HA,
show ntp

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306

FRLEDODHA KS14 Y

ZOavwy RpREAINE LT,

Network Translation Protocol (NTP) BHu#ft i) #F£R$ 5HI2i%, showntp =2~ REMH L E
7

il

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to local net at stratum 11
time correct to within 11 ms
polling server every 128 s

remote refid st t when poll reach delay offset jitter
*127.127.1.0 .LOCL. 10 1 9 64 377 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 11 64 0 0.000 0.000 0.000
171.68.10.150 .INIT. 16 u 11 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of
ise/admin#

changing synchronization.

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ports

show ports
TIT 4 TRR—= 2 v AT HTRTOF o RCHET 5@ EFRT 5121, EXEC
£— K Tshowports 2~ R&HHLE7,
show ports> file-name

BX DA > HhzE7r7A ) 2417 FLET,
file-name VEA VLI D7 7 A NVDOL4HI
\ I E A 225

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

| © count D S ERGF 2%,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

slast : HOOEBEOEITEFR T LET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

| : last D HJERG 24K,

ATV R FI4IL T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FREASHE L,

EELEOHA KSq4> showports 2~ REFEITTHHG, R— b R37 774 7ty v a VCBEEFITHNA TN D
VERB Y F,

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

451
ise/admin# show ports
Process java (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020,
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.
0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.9

, 172.21.79.91:8905, 172.21.79.91:3799,
1.79.91:1645, 172.21.79.91:1646

Process timestenrepd (21516)

tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process timestensubd (21421)

tcp: 127.0.0.1:50598
Process rpc.statd (3042)

tcp: 0.0.0.0:680

udp: 0.0.0.0:674, 0.0.0.0:677
Process ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process timestensubd (21420)

tcp: 127.0.0.1:51370
Process redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process Decap main (22728)
--More--

show ports .

127.0.
1099,
0.0.0:

0.1:8
0.0.0
8443,

0.0.0.0:9060, 0.0.0.0:37252,
:8905, 0.0.0.0:5514, 0.0.0.0:
0.0.0:9080, 0.0.0.0:62424, O.

1:1813, 172.21.79.91:1700, 0.0.0.0:
0.0.0.0:54104, 172.21.79.91:57696,

48425
172.2

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show process

show process

TIT 4 Tl at AT AR EF RS HI2iE. EXEC T — KT showprocess =~ K%
AL ET,

show process > file-name

EXDiiHA > HMhuE77 A0 ZAL L7 bLET,

file-name VXA VY NTD7 7 A NVDL4H,

| (ER) o HIEMi+25K

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

end : —ETAHITTKTLET, HKS80
WFEORETEYR— N LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEHFR—FLET,

sinclude : —EHT 2172 &5HFET, mK 80
WTFORETEYR—NLET,

o last : HNOHKGEOEITERRLET, H
35 last ORICHETFEZBINLET, 801TF
THERTEET, T 74/ ME10TT,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

ERLDHA KSA > 5 1:show process D 7 4 —)L K D3R

J4—ILFK ERBA
USER o s A Lima—,
PID “u+ A ID,

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show process .

B

a2 RRBITHEA S 7K,

7'a e R A i D R

fEHEN=7av2AE = Ta~vr ROX A7,

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
:32

00

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

02
00
00
00
00
00
00
01
00
00
00
00

00
00
00
00
00
00
00
07
00
00
00
00
00
00
00
00
00
00
10
00
00

TJ4—ILF
TIME

TT
COMMAND
i

ise/admin# show process
USER PID
root 1
root 2
root 3
root 4
root 5
root 6
root 7
root 10
root 11
root 170
root 173
root 175
root 239
root 240
root 458
root 488
root 489
root 492
root 493
root 500
root 509
root 536
root 569
root 1663
root 1664
root 1691
root 1693
root 1695
root 1697
root 2284
root 2286
root 2318
rpc 2350
root 2381
--More--
ise/admin#

=]
=]

R N B B N B B B O I R I I I e I B R R O I O S O S S S SV IV IS R S AV V]

COMMAND
init
migration/0
ksoftirgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapd0
aio/0
kpsmoused
mpt_poll 0
scsi_eh 0
ata/0
ata_aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0

EXEC Show E— K ® CiscoISECLI a< > F .



. show repository

show repository

EXEC Show E— F® Cisco ISECLI 2 < > K I

VR NV DOT7 7 A VONEEFRRT HI21E, EXECE— R Tshowrepository =~ > K% fif

LE7,

show repository repository-name

X DA repository-name

NEZFTRTDHURY MY OLFET, BR303L
FORMTFEYFE— b LET,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

ARURE—F EXEC
IRy FEE 1) —Z EENR
2.0.0.306

Ioawy RPREAINE LT,

FEREDHA KS4> VAT NI ORNKFLFRT SITIE, showrepository =~ FEHEH L £,

1

ise/admin# show repository myrepository

backl.tar.gpg
back2.tar.gpg
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

\}

show repository .

G¥)

ZOa<wy RESFTP UKRY M UIERT AT, BHAIZISEGUI 2 BARK TS Z LTz

<.
5}

ISECLI N BARRF—Z2/ERTH2MENH Y £9, ZiiL, SFTP U AR U N ISEGUI

FESNTWABREITHNETT, ISE DAHF —ITroot 21—k L TOLERK S, B

Ha—H (CLINHTR_RTCOa~vy REETTEra2—Y) I L UIEREINFEEA, KD
FNEIZHES T, ISECLL B AT —Z MRS LR E L £7,

1

BEX—DNERSNTWENE I DNEHRLET, ROa~v 2y ROWMNBEOLEIT, B
FXR—NERSN TN EEZERLET,

ise24/admin$# show crypto key

L7z - T, CLIEXECE— K226, =+ Rcryptokey generater sa passphr ase <secr etkey>
EHEHL T —%4E/RLET,

LT G, BN EFICAERSNTZZ LR TtxEd,

ise24/admin# show crypto key
admin public key: ssh-rsa SHA256:eEziR/ARPyFolWptgI+y5WNjGIrgfPmEPESwWVY7Q3jb0

admin@ise24

D%, BEEIX, 2~ K crypto key export <sample-name> repository
<another-repository-name> #f6fH LT, ladmin] =—FDARF—%2 7 AFR— 1T 5
PVENRH Y ET,

RIZ, <another-repository-name> ([ZRF SV TWD 7 7 A L ZPHE . £4% SFTP H—
@ Ihome/<username>/.ssh/authorized_keys 7 + /L Z 1B L £7,

EXEC Show E— K ® CiscoISECLI a< > F .



. show restore

show restore

BB EETDO AT — % A B RKRT HITIL,
F7,

show restore {history | status}

EXEC Show E— F® Cisco ISECLI 2 < > K I

EXEC &— F T showrestore =< > R&{#F L

X DA history VAT LAOEUEEE R R LET,
status VAT LD ITTOREEZF R LET,

ARV EFI4NA L T AN FOBEREIZH Y EH A,

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE

2.0.0.306 Ioawy RREASHE LR,
FRLEDAHA KS4M4> 4

ise/admin# show restore history
Wed Apr 10 03:32:24 PDT 2013:
myrepository: success

Wed Apr 10 03:45:19 PDT 2013:
myrepository:
ise/admin#
ise/admin# show restore status
% Configuration restore status

so
5o

success

No data found. Try 'show restore history'
% Operation restore status

I3
S

No data found. Try
ise/admin#

'show restore history'

. EXEC Show E— K ® CiscoISECLI a7 > F

restore mybackup-CFG-130410-0228.tar.gpg from repository

restore mybackupl-0OPS-130410-0302.tar.gpg from repository

or ISE operation audit report

or ISE operation audit report



I EXEC Show E— K ® Cisco ISECLI 2T > K

show running-config .

show running-config

BIEDFEITaLy 74 FXalb—rary7ryANVERFar 74 Xal—ra y ONEFEERRT D
21X, EXEC *&— KT show running-config =~ > R&MEH L F7,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show running-config

aAvURFIALE AL
ARV kFE—F EXEC
avr FERE )1y—2 FERNE
2.0.0.306 Zoavy RREAShELE,

FRLEDODHA KS14 Y

show running-config =~ > R, T X TCOAZ— KT v ar 7 4 Xalb—va U NfEE#R
RLET,

il

ise/admin# show running-config

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K I

. show running-config

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on
|

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show snmp engineid .

show snmp engineid

TN D, FIFRE LT P ID 23R 5121E, EXECE— R T showsnmpengineid
Aavy FEfALET, Zoa<vy NE, 74 A TRESNIZ T —I/VSNMP L2 Y s &
VCFT_RTHOYE—F 2P0 ID ZFRLET,

show snmp engineid

ATVRTFIFIR T 7ANNOEEREITH Y A,

ARV kFE—F EXEC

avy FERE )1y—= EERNE
2.0.0.306 Zoavy RPREHEAINE LT,
151l

ise/admin# show snmp engineid
Local SNMP EngineID: 0x1234567

ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmmuﬁcu:7>F|
. show snmp user

show snmp user

EFRIANTND snmp = —H DY A M FERRT HIZIE, EXEC E— KT show snmp user 2~/
REfEHLET,

show snmp user

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

av R E—F EXEC

avy FERE 1)1y —= EEHNE
2.0.0.306 Toawy RREASHE L,
4l

ise/admin# show snmp user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show startup-config .

show startup-config

A=K Ty ar7 4 Fal—ary 7rANEREFI T 4 Fal—a ONEEE
R HIZIE, EXEC &— K C show startup-config =~ > RZ&H L 9,

Zoavy RZE, F=U—FBLUGIEIETH Y XA,
show startup-config

ARV RFIALE L
Ay RERE J1—2 EERR
2.0.0.306 Zoavwry R ASELE,

FRLEDODHA KS14 Y

show startup-config =~ > Kif, ¥ _XTOARAX— T v 7 a7 4 X2 b— g NEREFR
LET,

il

ise/admin# show startup-config
|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC

!

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180
cdp run GigabitEthernet 0

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K |
. show startup-config

icmp echo on
|

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show tech-support .

show tech-support
WA A—NIREDT 7 =TI NYR— MERE R T DIZIL. EXEC E— KT show tech-support
a~vy REfHLET,
show tech-support > file-name

show tech-support file file-name

X DA > HMhuE 77 ANV EAL L7 FLET,
file EEOT V= INYR— T —HET7 7 AL
L= AN T 4 ATIRGFLET,
file-name T =NV IR— T —=H BT DT 7 A
W, BK 80 LFDOFHTZV R —FLF
ﬁ—o

ATV RFI4ILE SDNATV—RRZEOMOEF 2V T o FHHRIT. HOIIEE RIS EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FRHEASHE L,

FERHEDHA KS4 > showtech-support =~ Fid, F 77Ny a—T7 1 7DOHIT, Cisco ISE — N5
REOHEREWET DOIKLHET, MBEZzRET L LI, 77 =0V R —FOMHYSH
WD R L ET,

1

ise/admin# show tech-support
R IR Ik kb b b b b b b b b b b kb b b b b b b b b b b b b b b b b b 2

Displaying ISE version ...
R IR I Ik kb b b b b b b b b b b 2k b b b b b b b b b b b b b b b b b b 2

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R IR Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

Displaying Clock ...

R R IR IR Ik Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2

Tue Oct 21 11:24:08 IST 2014
Kk Kk ok ok ok Kk Kk ok ok ok kK K ok ok ok kK ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Displaying UDI ...

R IR Ik kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmwmﬁcu:7>P|
. show tech-support

ISE-VM-K9

ER R R IR I b b b b b b b b b b b b b b h E b b b b b b b b b bk b 2

Displaying ISE application status ....

R R R R b b b b b h I b b b h b h b h b b b h b b b b b b b b 2

ISE PROCESS NAME STATE PROCESS ID
--More--

(press Spacebar to continue)

ise/admin#

1

ise/admin# show tech-support
R R R R R R R R R R R R R R

Displaying ISE version
R R R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R R R R R

Displaying Clock

R R R R R R R R R R R R R R R

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R R R R
Displaying UDI
R R R R R R R R R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R

Displaying ISE application status

R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS ID
—-—-More—-—

(press Spacebar to continue)

ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show terminal

WMARI T 4 X2 b= a 8T A= OBRECHT DR A BFT 51213, EXECE— R T

AR TIAIE

showterminal =~ > R&ZfEH L £1,

show terminal .

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show terminal

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

W’ DFETIE, showterminal H D7 —L RIZHOWTEHRB LET,

% 2:show terminal 0 7 « —)L K DERBA

TJ4—ILF

aiBA

TTY: /dev/pts/0

IARDZ A T DI EDOH N 2R L&
j—o

Type: “vt100*

BEFRINTWABEDZ 17,

Length: 27 lines

WRTF 4 AT A DOE X,

Width: 80 columns

SIRT 4 AT VA DXTFH T LD,

Session Timeout: 30 minutes

Yt a T, HERAK T TS ETORRE (H
L2 53) o

1

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



amsmW%—Pwmmuﬁcu:7>P|
. show timezone

show timezone
VAT MMIRE SN TV BRI 2 £/~ T 5121%, EXEC =— KT showtimezone =~ K%
FHLET,
Zoawy R, F—U—FBLU5IEIEH Y FHEA,

show timezone

Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIH FHA,

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavy RPEAINE LT,

FEREDHA FS142 fI

ise/admin# show timezone
UTC
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



I EXEC Show E— K ® Cisco ISECLI 2T > K

show timezones

RN TRE 2 I H D U 2 F 2 ES1 5 121X, EXEC E— R Tshowtimezones 2~ > RafH L

AR TIAIE

ijﬂo

show timezones .

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show timezones

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

Cisco ISE ¥ —/NCfili i rl g 22 BERT B O BT DU T,

él/\o

1

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

—--More--

(press Spacebar to continue)
ise/admin#

lclock timezone] DEEZSM L TL 72

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI 2 < > K I

B showudi

show udi

CiscoISE 77T A 7 v ADEGFT /31 ZAiA+ (UDI) ([CBET D 1EF8H A2 FERT 5%, EXEC
F— RFCshowudi 2~ REHFEHRALET,

Zoa=wy RiZiZ, ¥—UV—FBXOBIEIIH FHA,
show udi

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEREDHA S i1

ise/admin# show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

512
WOH FE. VMware — "Tshowudi =2~ FEFETFT LI L XIERINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— K ® Cisco ISECLI 2T > K
show uptime .

show uptime

CiscoISE B — "5 t2 12 ) 7 — s ST 6 DFETHRH 2 F R 5121, EXECE— K Tshow
uptime =~ > R&HHAL 9,

show uptime > file-name

BX DA > HhzE7r7A M) A4 v 7 R LET,
file-name VEA VY M5BT 7 A VDA,
| H B 22485

e begin : —HT B/ NF— 2 K80 LFD
YT EYR—NLET,

count : H1DITHAE I T N LET, H
75 count DL F#EML £,

end : —ETHITTKTLET, K80
LFEOFEH YR —F LET,

exclude : —ET 2172 LFET, K
80 LFD KT A AR— M LET,

include : —E9 2172 & ET, &K 80
XFOFET =Y R— N LET,

last : HAOOEKEOEITEF R LT, H
75 last D IZEFTEZEBMLET, 801TF
THERTEET, T 74V ME10TT,

SR E TR T AN FOBEREES ) E A,

AvURE—F EXEC
vy FRE JDESA EENE
2.0.0.306 Zoawy RpREAShELE,

FEREDHA K54 ZDshowuptimeZ ] LT, CiscolSE ¥ — "DFthiZ ) 7 — b ST b O FEITHREH & g7l
L%,

il

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



. show users

EXEC Show E— F® Cisco ISECLI 2 < > K I

show users
CiscoISE—Rlcu /4 L TWba—HFD—&E2FH 45121, EXEC E— FTshowusers
o< FEFEHALET,
show users> file-name

X DA > HWhE77 A0y XA L7 FLET,

file-name

UEA VT b D7 7 A NDAHi,

I E T4 %k

e begin : T HNF— 1 K80 LFD
P TEYR—NLET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

end : —ETAHITTKTLET, HKS80
WFEORETEYR— N LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEHFR—FLET,

include : &3 2172 &HFET, wK 80
WTFORETEYR—NLET,

last : HI1OwBEOEITEER R LET, H
35 last ORICHETFEZBINLET, 801TF
THERTEET, T 74/ ME10TT,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FERHEDHA K54 ZDshowusers 2~ Fi&, Cisco ISE h—NZmn 7oA L TWHa—HFD—Hafldd 5%

AR LET,

15l

ise/admin# show users

USERNAME ROLE HOST

admin Admin 10.77.202.52

. EXEC Show E— K ® CiscoISECLI a7 > F

TTY LOGIN DATETIME
pts/0 Tue Feb 26 20:36:41 2013



| EXEC Show E— F® CiscoISECLI o< > K
show users .

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI o< > F |
. show version

show version
VAT LADY T N =T R—=T g VZETAERBIONY 7 U 2T OA A M= UERE R
KT 521, EXEC E— R Tshowversion =~ F&#HALET,
show version > file-name

show version history

X DEREA > HhE 77 AN EA LT B LET,
file-name VEA VY N7 74 NVDA4H]
history Y7 hU =T N=Va CORREEHRERLE
R
| I E A7 A%

sbegin : —HT H/NF—1, HK80LTFD
AR — N LET,

scount : HA1DI78&E v FLET, B
7& count DIZIZHTEEML F5,

send : —HTHITTHKRTLET, K80
WFEOFERTEYR— M LET,

sexclude : —EHTHITEBRALET, &K
80 XF- DT A YR — M LET,

sinclude : —8 T A1T2EHE T, &K 80
LFEOBEH T2 R— LET,

last : M DRGEORATEFRLET, B
i last DRICHFEBIML T, 801T%
THRRTEET, 774/ MI10TT,

ATV R FI4IAL T 7 AN NOBEREIZH Y FH A,

AT RE—FR EXEC
avy FRERE J1)y—2 EEAR
2.0.0.306 Toavwy RPREAINE LT,

FEHREDHA KS4> ZOa~r RiE, Cisco ISE H— S THEIEL T 5 Cisco ADE-OS V7 F 7 = 7IZR$ 5 /83—
Va U NEREFR L, CiscolSE DNX—V g U ERLET,

. EXEC Show E— K ® CiscoISECLI a7 > F



| EXEC Show E— F® CiscoISECLI o< > K
show version .

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
ADE-OS System Architecture: x86 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version : 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

151 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#

EXEC Show E— K ® CiscoISECLI a< > F .



EXEC Show E— F® Cisco ISECLI o< > F |
. show version

. EXEC Show E— K ® CiscoISECLI a7 > F
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