EXEC E— K@ CiscoISECLI o< > F

ZOETIE, EXECE— FTHEHENS CiscolSEa~y R A v f ¥ —T7 =4 A (CLD) =
<Y FIZOWTCHHLET, Z0ETIE, a~r NI LIZ, ZOMATEOHEZHH, =<
Y ROWX, EH EDOTA RT 4 BROMERAGIZRLET,

« EXEC E— FCBA# 415 CiscoISECLI £ v v a > (3 3—Y)

« application install (4 ~=—3)

» application configure (6 ~X—73)

« application remove (21 ~X—3)

» application reset-config (22 ~X—73")

» application reset-passwd (24 ~—1”)

« application start (25 ~X—73)

« application stop (28 ~X—37)

» application upgrade (30 ~X—73)

* backup (33 X—7)

s backup-logs (36 ~X—)

s clear screen (38 ~—3)

e clock (39 ~—)

scls (41 =—7)

s configure (42 ~X—72)

scopy (43—

s crypto (49 ~—7)

e debug (52 ~4—3)

s delete (58 ~—72)

«dir (59 ~<—2)

sesr (61 ~—)

sexit (62 °3—7)

« forceout (63 ~<X—37)

«halt (64 ~—7)

*help (65 <—)

* license esr (66 ~X—3)
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» mkdir (67 ~X—77)

s nslookup (68 ~<X—)

e password (70 ~—2)

» patch install (71 ~=X—)

s patch remove (73 ~X—7)

« permit rootaccess (75 ~S—1)

e ping (77 <X—%)

s ping6 (79 ~—7)

sreload (81 ~X—7)

« reset-config (83 ~X—3)

s restore (84 ~X—7)

e« rmdir (89 ~<—3)

essh (90 ~—)

e tech (92 ~<—7)

« terminal length (95 ~—2)

» terminal session-timeout (96 ~<—73”)
» terminal session-welcome (97 ~X—3)
« terminal terminal-type (98 ~<—)
s traceroute (99 ~—)

e undebug (100 ~—77)

e which (104 ~—2)

e write (105 ~<X—2)
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EXEC £— R TBISA S5 CiscolSECLI £ v~ a> [

EXEC E— K THIeEMN 5 CiscoISECLI v 3 >

Cisco ISECLI Tt v ¥ g v 2t T 5384, EXEC E— R7vbagd £4, EXEC E— FTIL,
Cisco ISE 4 — DT RTCUZT IV EA LTV AT L LYLDOBREEEIT L, BlEa V& 4/kT
HIERRDRH Y £,
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application install

\}

GE)

Cisco Identity Services Engine (ISE) 7 7'V 77— g X, 9 _XCOVHR— " IROT 774 T
> 23 LT VMware |2 Cisco [0S A A — L & BITHFNIA Y A b=/ INDHTo8, @ DO
EClda~>y RIA4 v A% —7xAA (CLI) 25 applicationingtall =~ > RZ3ATTX &
A,

CiscoISELIANDEEEDT 7V ir—a & A A h—/LF 5121, EXECE— K Tapplication
ingall =~ > REMH L E T, CiscolSELNDT 7Y r— 3 VAHIFRT 121X, application
remove 2~ R&EMHLET,

application [ install {application-bundle} {remote-repository-name} ]

BXDEREA

AR TIHIE

install BEDT 7V r—yarvwz Ay AR—LLE
ﬁ_o
application-bundle TV Ir—ay R RLVDT 7 A NV4,

K255 XFOFH T %Y R — M LET,

remote-repository-name VE— R UKRT MU 4, HK 255 LFOFEH
FThEYR—FLET,

77 AV S OBERIELDH D EE A

ARV kFE—F EXEC
Ay RERE J1y—2 EERAR
2.0.0.306 Zoavy R EAINE LT,

FRLEDHA KS1 Y

BELET )V r—2a XU RVET TI9AT VAL VA=V LET, 7Y r—3
VRURL T AME, BBELEZYVRY RN L EESNET,

TV r—va kA A M=/ EITHIBR L TW AR, application install @~ R
application remove =~ > R&EBINIHITT H &, ROEBEERX v —URERINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-appbundle-1.1.0.362.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...
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application install .

Extracting ISE database content...
Starting ISE database processes...
Restarting ISE database processes...
Creating ISE M&T session directory...
Performing ISE database priming...
Application successfully installed
ise/admin#
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. application configure

application configure

EXEC &— K application configure T2~ > R&HHAL T, kDO L E2ITVWET,

* M&T #AEDFAT

« Tu Ty A T D HEEHE o B & R

EXEC £— K CiscoISECLIaZ > K|

¢ CiscoOISECAGFHE L F—Z2 X I/ T v 7B OMETLT AT T AR— K& A ViR—

coAT g

s FEEBEANY v 7 2 (KPM) #
«ISE W v Z @t — % ODINEDOH ML & EL
UL YL AREDHDL L ERL

cUATYVLARED Y v b

application [ configure {application-name} |

FHE RO AR

BXDERA

AR KR TFIAILE

configure

BEDT 7Y r—a VERELET,

application-name

TSV = a v, K 255 LT OBELT
YR —FLET,

T 74N OB SH D EH A,

ARV kFE—F EXEC
avy FER Jjy—=
2.0.0.306

FREDHA FS14 Y

Zoavwry RREASnELE,

Tavwy REFEHL T, M&T T —HFRXR—RA LA 0T v 7 ADOFTHDIEN, CiscoISE / — K
T®? CiscoISECA FIFFE L F—D 7/ ZR— M BLIRA VR — b, FHEEGHA N v 7 R
(KPM) #EIEROAR., BIOISED v o Z @tk — 2 ONEOH L & |\ 2175 2 &

BTEET,

1

Selection configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store

[1
[2
[3
[4
[5
[6
[7
[8
[9]Create Missing Config Indexes

1
1
1
1
1
1
1
1
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Create Missing M&T Indexes

Enable/Disable ACS Migration

Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

Get all Endpoints

Enable/Disable Wifi Setup

Reset Config Wifi Setup

Establish Trust with controller

Reset Context Visibility

Synchronize Context Visibility With Database
Generate Heap Dump

Generate Thread Dump

Force Backup Cancellation

CleanUp ESR 5921 IOS Crash Info Files

xit

ONNDNNNNNRERFERRRRFF B P&
— A WN P OWOdoUs WN P O
s B o s Sty S St e o

{51 (ADMIN CLI)

ise/admin# Selection configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]JEnable/Disable ACS Migration
]Generate Daily KPM Stats
]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints
]JEnable/Disable Wifi Setup
JReset Config Wifi Setup
]Establish Trust with controller
JReset Context Visibility
]Synchronize Context Visibility With Database
]Generate Heap Dump

]Generate Thread Dump

]Force Backup Cancellation

]JConfigure TCP params

Exit

i
[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1
[2
[2
[2
[2
[2
[2
[0

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
]

—_ IS > = N 1 —
TR T—EIR—ADHETE
X L& BHIIZ
Cisco ISE V=" PNEAIZEENTWRWEERE T E=F Y V7 T4 _XR—=2% Uy T 5D
WVERH Y F97,
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B ==svv7—s~—zowe

\}

GE) vl 77ANVOR—HEEZEBST L2012, T4~V BIOEH FVDOE=HFY T ) —
RF—=HR—RAZFRIEFC 2y b T L 2HEL T,

TN T T R—ABEO X AT ZFET HIZIL, application configureise =~ RC
WOF T arwHEHALET,

cEF= AN LTy g T A=A F )ty NTAICIE, AV a1 A FEALET,

A\

GE) Ve b AT varvaElds e, FiEdghd5FE T, ISEYV—¢F
AN—BFICRI & 72< 720 £,

cE=F VT TR ADMEARARERA T 7 A G 5123, A7 a2
L ET,

e X =) UTEWET — X HR—=TUF AT, AT a3 EERLET,
NR=TUFTvait, 7—FDI7 V=0T v AR LET, 2, REFET 2B S0
H7ar 7T heFRRLET,

cET= XN T T ER—2 5y bTBIE, ATV a4 HEHLET,

Uy b A 7varz2lifldse, T—2_X—2ANTIHHMEBEOPIENREICY By &R
ét VTR TCOT—EPREEICHIRENET, 77 AR T 7 AV VAT Ak 8 E
ﬁ%bf“ Bh., T A=Vt hTAHZLENTEET,

N

G¥) Vty b A7 varvafdsde, HEHTHLET, ISE—F
AN—BEICRI & 22< 720 £,

cE=H VT T AR ADWERE ST DI, AT va s EHFHLET,

151
TR Ty gy T—EAR—2% )y AT, ATV a L B LET,

ise/admin# application configure ise

Selection ISE configuration option
[l]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
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Create Missing M&T Indexes

Enable/Disable ACS Migration

Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

Get all Endpoints

1
1
1
1
1
1
1
JExit

[10
[11
[12
[13
[14
[15
(16
[17

1

You are about to reset the M&T session database. Following this operation, an application
restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90
days]

For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...
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Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...
Restarting application

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running
ISE Certificate Authority Service is not running
ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........

Gathering Operational schema (MNT) stats
Completed Refresh Database statistics

TATF7A) T ARY bDT A THEHER
TaT gAY TANR I T =T L2 A T oTTA
application configure = < > R @ Display Profiler Statistics 47"/

THEHE R R B,
2 VEMALET, 074

. RV = HP— 2 )= FEFTRESN, E=FV T )= FTEIOT—FIFFRS

NEEA,

SOy T, PRNEREG I — b oSy FEREE LTOEBHFED IMX I Y 2 £
1ZAM5 JConsole Z1EAT 5720, ZOT—Ha2X X 7T v T 5720120 — b XuF AT

LMETH Y FH A,

il

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
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Create Missing Config Indexes

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

[9]
[10
[11
[12
[13
[14
[15
(16
[17]Exit

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp, Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

WECARXKRT7DIYRAR—EELVA VR—

TIA4<VEH ) —F (PAN) 75 CiscoISECAFEHEZERB L% —%2 =7 AR — s LT, PAN
WCPEENEA LG X VER ) — RIZA VAR — b TX 5 X 912751213, EXEC
£ — KT application configure =~ > RZH L £,

THANVER ) —RET T~ VEH ) —F (PAN) ([ZHAEIED5A81E. 7D PAN 2 5
T AR— K L72 CiscoISECA FEFFAERB L OF—%2 A VR — b THXLERH Y 97,

* Cisco ISECA GEEB LU —Da bt —42 =7 AR — M4 5ITI1%, application configure
isea~vr R CASvar7TE2ERLET,

* Cisco ISE CA FEERB L OF—Da v —% 1 73R — M $5IZi%, application configureise
awy RTAT a8 &MALET,

511

CiscoISECA iFHER LI UOF—Dat—42 7 AR— b4 2I20%, A7 ar7#FEALE
7,

ise/admin# application configure iseSelection ISE configuration option
JReset M&T Session Database

JRebuild M&T Unusable Indexes

]Purge M&T Operational Data

]Reset M&T Database

JRefresh Database Statistics

]Display Profiler Statistics

]Export Internal CA Store

]Import Internal CA Store

]Create Missing Config Indexes

0]Create Missing M&T Indexes

1]Enable/Disable ACS Migration

2

i
[1
[
[
[
[
[
[
[
[
[
[
[12]Generate Daily KPM Stats

2
3
4
5
6
7
8
9
1
1
1
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[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[171Exit

Export Repository Name: sftp
Enter encryption-key for export: Testl1l234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

512
CiscoISECAFEHER I F—Dat’—%2 4 U R— T A101F. A7V a v 8&2FHLET,

ise/admin# application configure ise
Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1Exit

LU WN O e e e

Import Repository Name: sftp
Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234
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ImpOort ONn ProgresSS.........eeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RELI=ZA VT VI XADER

AT I ADREZ R DT v 77 b— ROKMAEERET 5121%, EXEC *E— K T application
configure 2~ > R&EMHH L E7,

s RIELTZCEPMT — 4 X—A A T v 7 ZA&ERT B, A7 aoxffALET,

RFELIEEF=H N T T—HR—A AT v I ABERT DL, 72 a2 10 2 H
L/\ijﬂo

511
CEPM 7 — X RX—R A T v J ABAERT DL, A7 ar9&zHHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

[1

[2
[3
[4
[5
[6
[7
[8
[9
i
i
i
i
i
i
[16]Get all Endpoints

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6

1
1
1
1
1
1
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[171Exit

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to create missing config indexes
Completed creating missing config indexes

512

RELIEE=Z ) T T—=ERN=2A A T v 7 AT D1

TO

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

LU WN O e e

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

ACS D#BITZA Rr—TIIZT B

ACS 27 4 F a2 b— 3 & ISEICBITT 121X, EXEC *E— KT application configure =
~ Y REMHLET, ISE~DACSKEDBATEA RX—TNVEIZT 4 B—7 T DI,

N

F7Fa 11 ZEHLET,

EXEC £— K CiscoISECLIaZ > K|

i, AV a 10 R LE

G¥)

CiscoISE U U —RA 1314 1ZACS YV V—RA55BLN56 »oLOBITEZAR— L TWET,
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ACSRTEEAX—TNCT BT, A7 a1 2R LET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

11
ACS Migration is currently disabled. Are you sure you want to enable it? [y/nly

ACS Migration enabled. Please make sure to disable it after you complete migration
process.

FENTA—T O RBAEEEZDHT T —2

FERT p—< AHERE KPM) ZEUS35121%. applicationconfigure =~ > K Generate
Daily KPM Stats 47" =1 > & 72 1% Generate KPM Stats for last 8 Weeks 47> 2 A L £,
ZOT=HFTE=H VT )= FhbESNET, ZOa~vr RTE, BREICERL TWD
T RRA v OFEHEFRS A SHvE S, B AL E 73 2% 8 B O KPMAREHE RO L AR —
NMERZBIRTEET, LAR— MIR—ILT 4 AT ITRFESNET,

KPM #izHERZ T ARMCE=F ) v T —E2_R—2% Uy NSRS (Va3
4) AT varnREBEFRALTLT—XITRSNETA,

1

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

[

[2
[3
[4
[5
[6
[7
[8
[9]Create Missing Config Indexes

EXEC E— R ® CiscoISECLI I< > K .



B »oosrtons

EXEC £— K CiscoISECLIaZ > K|

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users
]Get all Endpoints
1

[10
[11
[12
[13
[14
[15
(16
[17]Exit

12

You are about to generate Daily KPM (Key Performance Metrics) .
% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not
conflicting with other scheduled operations of ISE.
Are you sure you want to proceed? y/n [n]: y
Starting to generate Daily KPM stats
Copying files to /localdisk
Completed generating daily KPM stats. You can find details in following files located
under /localdisk
KPM onboarding results 27 MAR 2015.xls
KPM trx load 27 MAR 2015.xls

ho 3 REDIE

ISEh D2k, SESEREHEOLIVEAZINELET, N0 BEEOMHEIZEZ2LMME (5
S E 5 a2z 50 TIESN, T—XIZISEW V¥ LiR— MIFERENET,

Cisco ISE 17 7 #+ /L b “G‘:MEODJE}%OM ZIWEE L ¥, application configureise =~ K%
i/l LT, CiscolSECLIING Z DT —FINEAENZT 52 ENTEET, VT ZBIEDOI
E£EANE TN T DI, A7 Va4 2RRUET,

51
BB BIEOINE A ENCT AT, a4 &2FEALET,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
71Exit

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1

14

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K
n1vLzzz |

Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

DA XL RAEERE

A Y VARE (Wifi iRE) AN EITENITT 5HI2IE, application configure =~ > R T
[Wifisk & DA %0/, (Enable/Disable Wifi Setup) |47 a > (A7 v a3 17) #HALE
h@‘o

Wifi i E% Ut v F35121%, application configure =< > KT [Wifi®ED Y £~ b (Reset
Config Wifi Setup) |47 arv (A7 ar18) ZHEHALET, ZOF 73 0%, ISE /-
IEWLC &ZELZ VY FLERA,

511
Wifi iREZ N THI2E, A7 var 17E2EHLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]Exit

17
Wifi Setup is currently running. Are you sure you want to disable it? [y/n]y
Stopping container wifisetup-container

151 2
Wifi & EN [ (Disabled) JIREED & X0, A7 a v 17 2 LT Wifi IRE % HEAZD
I TEFET,

ise/admin# application configure ise

Selection ISE configuration option
[l]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics

EXEC E— R ® CiscoISECLI I< > K .
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B oz

Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

JExit

O 0 J o Ul WNEFE O« — —

Wifi Setup is currently disabled. Are you sure you want to enable it? [y/nly
Starting container wifisetup-container

513
Wifi X ExVty 512, A7var 18 &= FEHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]JEnable/Disable Wifi Setup

JReset Config Wifi Setup

]

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6
7
8
9]1Exit

[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[1

18

Starting Reset Config Wifisetup

Stopping container wifisetup-container

wifisetup-container

Untagged: wifisetup:0.0.15

Deleted: dff12613ae85e7a4689f48c12b05b4d3cf597£3f2ca58e942de468e8ca75bf3c
Deleted: 95fb5a455840ef26a745846736536877939e4c666751116928346d5d3e758db3
Deleted: £c3f8168728e933f353adfed0a45114682fcab3d2add7549£1855a1f7cf56451
Deleted: 4cdca485c0858£964de66979c2df213832e64af92fb6ddf923c84£668£041036
Deleted: £2a5326a7£662739242bf2581eedaled1d407£92054b947187bfe01e8e0d0710
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A —
ax AE

zrFanTer54—5 |

BHDTCP /NS A —4

TCP /T A —X %3 ET 51Z1%, application configure =~ > KT [TCP/NT A —X DF%IE
(Configure TCPparams) |4 7Y a > (A7 3225 ZEHALET, BHECLIZMHHAL T
LT MR LET,

EEAEAINTT HIT0E, BH CLI ® reload i L T/%F A —& DZ HRFIT Cisco ISE HP—/3
ZYnr—RNLET,

151
TCP NRNT A —HEHRETDHITIL, A7 a 25 %EHLET,

ise/admin#application configure ise

Selection configuration option

[l1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]1Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup
[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation
[25]Configure TCP params

[0]Exit

25
This CLI allows admins to modify the TCP parameters recycle/reuse/fin timeout
For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.
Select the option to configure/display tcp params.
1. tcp recycle
2. tcp reuse
3. tcp fin timeout
4. display tcp param values
0. Exit
[1/2/3/4/0]1: 1
Enable/Disable tcp recycle parameter? [e/d]: e
param recycle is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
2. tcp reuse
3. tcp fin timeout
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BEEHDTCP /AT A—4

4. display tcp param values
0. Exit
[1/2/3/4/0]1: 2
Enable/Disable tcp reuse parameter? [e/d]: e
param reuse is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/01: 3
Set tcp fin_timeout (60 default) <0-180> : 60
updated timeout param..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/0]1: 4
Current values of the tcp parameters:
Recycle = ENABLED
Reuse = ENABLED
Fin timeout = 60
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
Exit
1/2/3/4/0]:

O bW N

O bW N

2
3
4
0
[

\}

GE)  teprecycle 38 X W tepreuse /37 A —F L, 7 7 4 /b b TIIBENZ /e > TWET, tep fin_timeout
(Z7 7 4/ BT 60 FIZRRE S TWET, top fin_timeout DA Zh7REOFIFHIL 0 ~ 180 F5 T
T, ZORMEEVEIZERET D &, TACACS+ DX 7 4 —~< U AMNHE ELET,
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application remove .

application remove

\}

GE)

T w77 L — RICET DRI ZREERBIRVER Y | Cisco ISE ZHIRT 57202, a~vr RT
A A H—T7xAA (CLI) M5 applicationremove 2~ > R&E(TTHZ LIXTEEHA,

Cisco ISE UISNDRFEDT 7'V r—3 a U ZHIBRT 5 121%, EXEC E— KT application remove
avy REfHLETS,

application [ remove {application-name} ]

Cisco ISE LA DD 7 7 ) r— a U EHIBR LIZ BWEAIL. oo~ RO no B A&
)EH L/\i—gqo

no application [ remove {application-name} |

BXDEREA

remove TV =y a CERIBRETIET A VA h—
NLUET,
application-name TV = a4, ek 255 LFOFEET

Y AR—FLET,
TV —a VEAIBREIET VA VA b—

NLET,
ATV RFIHINE T AN NOBEREETSH Y EE A,
AT R E—FR EXEC
AN v FRE Yy—2 TERE
2.0.0.306 Coavy RREASRE L,

FEREDHA K4

TV =g CEHIREIIT A A =L LET,

1

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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. application reset-config

application reset-config

CiscoISE7 7V r—ay arv7 4 Xalb— gz LGHARFOMERECY vy 895
D, FETIEEEFO LG R RO E & friF 7 5 121%, EXEC E— R application reset-config
avr REFALET, BeBLAGEHECNZ T, —NiEHEZ VY N LY, BEFEO
P G EA R LV TS LB TEET,

application [ reset-config {application-name} |

X D& reset-config CiscolSET7 7V r— gy av 7 4 Fal—
var&UEy hL, CiscolSE T — & ~_X— 2

VT LET,
application-name Uty hTB7 7V r—vary ary7 4Xa

L—a v DO4HEL, K255 XFORBT %
YR —bFLET,

ATV R FI4IN T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

FEHEDHA K54 > applicationreset-config =~ > R&fEHT % &, CiscolSET 77 A 7 2 A L VMware % FiA A —
AT, CiscolSE a7 4 Xalb—va DUty h&| CiscolSET—FX—ZAD 7 Y
TISFRETY, Uty T, #H LW Cisco ISE 7 — ¥ R—2AFHF L L P2 —H% /2T — R
ZANNTLMERN DY £,

)

(GE)  application reset-config =~ RKIZ XL V| CiscoISE 227 ¢ ¥ =2 L —3 3 VX L AR O )
HRREICY By PENETR, AXL—TF 7 AT A (CiscoADE-OS) =7 f Fa L—
aATFEDOFEEICARY FET, CiscoADE-OS 7 4 X2l — g 2%k, Xy hU—U &
JE, CLI’XATU— KRR v— BLUONY I T v TBREREOHEANGEENTHET,

CLI/»5 CiscolSET 7V r—va VExE Yty b2 &, T TICHEE LTV 25EIT Active
Directory K A A 722G ISE / — R &2 GIErd 2 BiRAEE NI4T I EJ, 7272 L, CiscolSE / —
ROT 73w ME, Active Directory K X A UM HHIBREAVER A, Active Directory D7 L7
3¢ LT CiscoISE B FLE R — 2 )L in b DRI 2 FATS 2 2 L 248 L3, BiaBetid,
Active Directory KA A 226 ) — ROT A7 M &HIBRLE T,
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application reset-config .

1

A—HFRNo AT a v ZBIRLEES, o~y M — NGEHELHIR L, B OE4 00 E
DOHEBFEMRLET, 22—V N Yes T 7va VEBRR LSS, o~ v FIIFrEDOEFTIcT 7
AR—=FTDHZ LI Lo THEOY— GEHELARFFLE T, — GEEIL. ZOHH»N 5
AR —FENFET,

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Stopping container irf-core-engine-runtime

Stopping container irf-rabbitmg-runtime

Stopping container irf-mongo-runtime

Stopping VA Service...

Stopping ISE VA Database...

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to create[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Creating ISE VA timesten database...

Performing ISE database priming...

Starting ISE Indexing Engine...

TimeoutStartUSec=20min

TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...
irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running
irf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running
Stopping docker daemon...

Calling wifi setup reset-config
application reset-config is success
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. application reset-passwd

EXEC £— K CiscoISECLIaZ > K|

application reset-passwd

MEST2/NA Y — R AT SN ToOIEBRE T 17 MBI e > 7%, Cisco ISE THi
ESNTea—FT v b GAFIIBFOERET ho v ) OFBER—Z e /A /R
U— K&Vt b3 5HI2iL, EXEC E— KT application reset-passwd =1~ > K& H L F9°,

application [ reset-passwd {application-name} {administrator-1D} ]

BXDEREA

AR TFI4IE

reset-passwd FBEET O N AT —RE Uy FLE

T

TSV = a v, K 255 SUFO BT
Y AR—FLET,

application-name

administrator-I1D NRAT—FR&EVty 5708707 >

T-EBET U NDOLF,

F 74V NOBFEEITEIZH Y T A, CiscolSE TEHET H UL " &2TF 4 —7 T
HVLERHY £,

avURE—FR EXEC
avy FRERE )1)—Xx EZENAE
2.0.0.306 ooy FRAEASHE L,

FEREDAHA RS2

Cisco ISE EHEER—H N DONRRAT— K&y b T 5 L EIIRO/FHILFEHEHATEET,

~

@

$

&

*

+

\

n

>

5

<

>

FEHEOZ—FIDIZK LT, fEESNEHEZBA CHEST/NAY—REANTLHE, &
HER—A ML > TV AT LN By 777 b &Ed, CiscolSElX, TOEHE 2 —
P IDIZRHE#EMT DA T — KRV 'y FENDHETEOEKIERE —IHEIE L ET, &
FRISE /— KD CLI TOREHE AT — &2y hT&ET,

UTF-8 & FiE = — Y%, Cisco ISE BHLER—Z LI EDHIRAY — REEHECTxF9,

1

ise/admin# application reset-passwd ise admin
Enter new password: ****x*%*

Confirm new password: *****x*

Password reset successfully.

ise/admin#
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application start .

application start

Ko7 7Y r—ya AT 5121E. EXEC & — KT application start =2~ > R % {# ff]
LEd, 77V r—a VORBAZENIZT DI, Zoavr RonoBRE A LET,

application [ start {application-name | safe} ]

no application [ start {application-name | safe}]

B DEREA

ARV R TIAIE

start TV r—2 gy Ry RVEAR—T T L
F9,
application-name A X—=TNWIZT D, FHIZERINTZT 7Y

=33 YDA, K 255 LTFORBT &
YR—FLET,

safe =T - RFRTT U r—varEEHLE
7,

77 4N FOEERLEIZH Y EE A,

ARV FE—F EXEC
2wy FBE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EREDAARZA4 >

TV r—var kA F—T NI LET,

Zhavwy REHH LT, CiscolSEZBAtET A LixTaFEHA, BlEL LD 95 &, Cisco
ISE 3T TIZFETIN TS LR RSINET,

application startisesafe =~ > K&l L T, CiscoISE #t—7F— K CTRETEET, 2D
T— FTIE, BHER—Z VST DT 7 & 22—\ LT, REREFEZIT-
I, T =y a VERERTE ET,

IOREF T a i, FHEHE L LTS T CiscoISEFHER—FXLDT 78 ANLTRT
Da—Yray 7y NLiEED U BN FEZRY 3, ZORPUL [ EE (Administration)]
> /BT 7 7 A (Admin Access)] > [i% i€ (Settings)] > [7 7 & A (Access)] ~*— ¥ CE > 7=
MP7 27 ®A] VA NERELESEAICRELEYS, £/2. &E) A7y a2k, i
B ZADOBIEMN A /XA X, Cisco ISE BHER—Z Nzl A4 o+ 5-DICF 7 40 k
Da—HFAF L OIR T — FERIEICREY £7,
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. application start

EXEC £— K CiscoISECLIaZ > K|

511

t—7 E—KFT®OCiscoISE7 T 5r— 3 UDEEH

(%4 47 a O, o CREBSNZFREERH DT 7 v ZAHRE A /R4 5 2
LG9, CiscoISE V—ERERIETA-DOICE—7 T— REHEA L7EE. IROBENRRD
hi‘g—o

EHENB S THE AT I LA, ELWIP 77 B RAHIRIce /A o TE5 L9
WZIP 7 7 & ARSI T 4 B —T M7 £,

s FIPS A F—T/VDKRANT, &) A7 a7 7V r—a COEBRHIIES L
I=%6. FIPS AT = v 7 B —KICT 1 =7 W22 0 £97, @, FIPS AT
F I NRK LTSS 1T. CiscoISE —E X 3B EanERH A, =2—F I T 7Y »r—
Va ORI 724 A7 a VEBHLUTCFIPS AT = v 7 2/ A TEFE
R

¢FIPS3A X —TNNDHRARNT, [HE| 7> arBN7 7Y r— g OiRBIFICES L
T29a. "= R TEEY 2R L —FEAEETF = v IR T =T IR0 £,

* Cisco ISE I%. FIPS &E— KM ISE THII7Z2 > TW WA TH, FIPS £— K TH/E SSH
F 721X SFTP £k 2 Btk L £ 9, ISE Li#{E3 5 U E— b SSH F 721X SFTP H#— 373 FIPS
140-2 HKGRREBAL T T Y ALEZFAI L TWVWD Z E 2R LET,

CiscoISE TliZ, #AIAAD FIPS 140-2 DARGEG Z+IE SALE ¥ 2 — L MEH SN THWET,
FIPS 2> 7T A4 7 L ADERDFEMIZ DOV TIX,  [FIPS Compliance Letter] ZZM L T<
EEVN,

s FEHER—ZAOFEEFHT L2546, 77V r—ya ViEEREED %4 7Y a0 T—
BRI o — P4 & R AT — R R_R— ZOFRIEME A S £+,

GE)

THHOEEI TR LD THY . CiscolSET7 XUV r—a DA AR AP ITICEE
LF4, CiscolSEVr—t 2% 14| 73 a2 L TCHERTAHE, F7 40 FOBEREN
TRTEILINET,

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime
is not running
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application start .

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...

Starting docker daemon ...

38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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. application stop

application stop
KT 7Y r—ya U EAEHICT 5120, E@C%%%Tmmmmmﬂmnv/h%ﬁﬁb
T, 77V a rOEIEEEHCTHIIE, ZO0avr FOonoBRNEHEHLET,
application [ stop {application-name}]
no application [ stop {application-name}]

X DA stop TIVIr—varET 4 =TI LET,

application-name Fa—TNICT DL, FHICERSINET S
Ur—a Ol &R 255 FORET
VAR —FLET,

ATV R FI4ILE T 7 AN NOBERHEIZH Y EH AL

AT RE—FR EXEC
avy FERE J1)y—2 EEAR
2.0.0.306 Toawy RPREAINE LT,

ERELEOHA RSy 77V r—varisT 4 B—7/MILET,

BEANTHEI YV = — LA — R—REVDA R —T IR o> TND L, ROEL X v —INER
ENFET,

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

AT T 50T Tyl . v BAT25680F In) EAHLET,

il

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
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| EXEC £— K CiscolSECLI 27> K
application stop .

AD Connector not running
M&T Session Database not running
M&T Log Processor not running
Certificate Authority Service disabled

pxGrid Infrastructure Service not running
pxGrid Publisher Subscriber Service not running
pxGrid Connection Manager not running
pxGrid Controller not running
Identity Mapping Service not running

ise//admin#
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. application upgrade

application upgrade

YeEDOT TV r—a N\ RvET v 7 Lb— RT512iE, EXEC *E— KT application
upgrade =~ > RZ&fEA L £,

application [ upgrade {application-bundle | remote-repository-name} |

i
N

TR D5 upgrade VE—hURY NI NOFEDT 7Y r— =

VRV RLVET T L—RLET,

application-bundle T = a s, R 255 CFO ST
Y AR—FLET,

remote-repository-name UE—F URTY FUS, &K 255 LFOFE
FThEYR—FLET,

cleanup PIENCHE ST v 77 L— K R RvE
HIBRL, LT v 77 L— R N RLa i
L ET,

prepare VAPl NPAVE VI% - Sy =Sl R

WEREZQ—IN T 4 AZITHR LT, T
TU—RT57 7V r—va v EdHLET,

application-bundle TV = a s dh, ek 255 T OFEET
Y R—FLET,

proceed B—N Ty ANEER LT vy L—F
AT LET,

ATV RFEIFIN T 7ANNOEEREITH Y EEA,

AvURE—FR EXEC
av Y FRERE )1)—Xx EEHAR
2.0.0.306 SOawy FAREASHE LT,

FEHEDAARKSq4y 77V r—varva7y77L—RL, 770V r—vararys¥alb—varyr7—4%
RIELET, FMICOWTIL,  [Cisco Identity Services Engine Upgrade Guide] #Z& M L T< 72
W,
c R LI/ ARMNDN—2 a VEFERT 25807 v 77 L— R N0 RV ERTIC
%, cleanup &7 a &AL ET,
e —HNTT v T L— RN RLEZ Y ra— NUTHIIET 221X, prepare 472 =
CEREHLUET,
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application upgrade .

sprepare 47 a T L7=T v 77 L— RN RV LT CiscolSEZT v 77 L—
R4 %121%, proceed &7 = &/ LEd, HE application upgrade =~ > Rz {i ]
THROVIZ, ToT 7 L—KRV RVERABEL L IOF T v a v EHERATEET,

T T T L= RKNRB LIEHA, ZOF T a 37 v 77— Ry RAzElRL
7

e T T T L= RWMMALNOHBA TR LGS, 20T a 37 v 77 L— KA
VRVERFEELET,

TV r—varET v L — RLTWABMIZ, applicationupgrade =< > K& BINZHITT 5
L ROELE A v —URFRINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

\}

T w77 L— ROETHIL, backup £72idrestore 2~ RERITLRWVWTLEZSW, 207
JvavEFRITTLE, T R—ANMET A REERH D 7,

GE)

Z @ applicationupgrade =~ & R&AEHT 500, ZOFH L WY UV —A TR TWDH U U —
A ) —=bDT v 7T — RFIRZHERTLH2LENRHY ES, VU —R /— MIUIEH N
HHERFIEAGENTEY, TRUHEI LERH Y £,

511

ise/admin# application upgrade prepare application upgrade prepare
ise-upgradebundle-2.3.0.x.x86_ 64.tar.gz upgrade

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

512

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

[

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing

EXEC E— R ® CiscoISECLI I< > K .



. application upgrade

indexes after upgrade using app configure ise cli

STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/14, UPSUpgradeHandler(2.3.0.100)...
- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)...

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)...

EXEC £— K CiscoISECLIaZ > K|

Done in 53 seconds.
Done in 1 seconds.
Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)...
- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)...

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)...
- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)...

Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.

- Data upgrade step 10/14, UPSUpgradeHandler(2.3.0.201)...
- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)...

Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
- Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.
STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...
ISE M&T Log Processor is not running
ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats
Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No

such file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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backup

\)

backup .

CiscoISE & Cisco ADEOS T — X 2 &Gie/ N\ I T v THFEIT LT, TDONRNw I T v T H Ry
VRIS D I21E, EXEC £— KT backup =2~ > RZ2HL T,

GE)

EXEC £— R Cbackup 2~ REEHTLHIZ, FT7ar 74 F¥ab—Tarzry hU—
I =R EORERGITNICa Y —F 5D, CiscolSEfF—"A¥— K 7o a7 ¥
L—ya b LURGETARERH Y T, ZORF— T v 7 ar7 4 Xalb—va Ui,
Ry I T o TRBIONVAT L BT )5 CiscolSE # WL ERIE N T TNy a—T 4 v 7T HE
WA TE £,

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain
{encryption-key name} ]|

backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash| plain
{encryption-key name} |

BX DA

backup-name Ny 2T w7 77 A NDHAHE &K 100 X
DHEETH Y R—FLET,

repository NYIT 9T T ANERET H YRS LY
wHRELET,

repository-name Ty ANENy T T T LG, k80X
FOWETEYHR— M LET,

ise-config Cisco ISE #% &7 —# (Cisco ISE ADE-OS % &
o) NI T v LET,

ise-oper ational Cisco ISEmMET — X &2 Nw /T v 7 LET,

encryption-key Ny 7T v T afET 52— FEROK S
F—mfELET,

hash AT AR SLENT Ny T2 Eni) B

FX—RIEE NI T v P RHEDT- DD
valfEsd—) LE7, 40 LFETTHEL
S

plain HEHAT AL SN TRV L—r FF 2
MEBSX—%2E (N7 7 v REDTD
DTVL—rTHFAMESZX—) LET, 15X
FTETCTHELET,

encryption-key name R 7T TRON S 2/ FL— T —
~ v F DT T —,

EXEC E— R ® CiscoISECLI I< > K .



. backup

AR R TFIHILE

EXEC £— K CiscoISECLIaZ > K|

77 4V FOBERLEIZH D EE A,

AvYRE—K EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

Bafbanz Ny vad&hiz) NAT—=REREE S LI TWhWinsL—r7 %2 hoss
AU — R &iseconfigiZ k> T, UARY kU ~DCiscolSE & CiscoADEOS T —H DNy 7 7
THEFETTHERC, 22— EROKSI—E2HEH L TNy 7 T v 7L IO T %
L9127 FE L7, Cisco ADEOS 7 —4 D72\ CiscoISE 77U r— 9 LV DHRDINN 7T v
T FEITT ST, iseoperational =~ REMAH L E7,

TIA=VERTEI XY T=FZ) T ) — Kb DHCiscolSEEVMET — 2 20 77T v
TTEET,

-3

Ry I Ty T EETEITIHEG, Bl T, =7 v F VAT LADOEETE DiEHEDY
A RN —=A VAT LADFHAED Y A M Lo TEEXINET, Ny o7 v 7B L OME
BRICHERERER (CA) OFEEICEEM I DN ME X —DNEENRN EICERETHI L
DIEFICEETT,

1 ODYAT LAINBHDY AT DNy 7T v 7@ REITO AR, =7 — &Rt 5720
W2, MOFT > a v ONTNNERIRT H20ERNH Y £,

AT 31

CAGFHZES Y —AISE/— ML CLIZEHAL T AR—F L, =57y h VAT A
IZCLI 2 LA AR —FLET,

Rt : VAV ATANBLT Y RiRA » MIEITSNT- TR CTOIERAEN S S (5HE S
NEF, =7 v b VAT AL > TRITESNZH LWVIEAEL, FUF—Ik > TE4
SnET,

SR HICHRE AT ARNCZ — 4 N VAT AT L o TRITESN R E I EE I N
W TeH, BRITTAMLERH Y F7,

AT 32!

EICMBLDO% ., WNEFCA DT _XTOFH LWEEHELZ AR L ET,

Rt : 247 v a IR I N 82 HETT, 0 Y —RADFEHEL O X —F >
NOFFHELFEHINEREA, TO Y —RA AT AL 5> TRITISNT-IEEITE| XX
BN ET,

AT IO T ARNC Y —F y F VAT AL o THRITENEEAREIZEE SN
W2, FRITTOLERSHD £,

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K

Cisco ISE 35 F

Cisco ISE E1E

CiscoISEETF—2 013w 27y 7 |

— N (o]

T—3DINVIT v

Cisco ISERET — X &N\ 7T v 7T 521, kOa~v s ReffHLET,
backupmybackup repository myrepository ise-config encryption-keyplain lablab12 lablab12

1

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

backup in progress: Backing up ADEOS configuration...55% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#

— N (o]
T—32DINV I T YT

CiscoISEEMET =2 &2y 77 v 74251203, koa~xr R LET,
backupmybackup repository myrepository ise-oper ational encryption-key plain lablab12 lablab12

1

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed
backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed
backup in progress: Completing Backup...100% completed
ise/admin#
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backup-logs

EXEC £— K CiscoISECLIaZ > K|

VAT LT w7 T v 7T 51K, EXEC E— R T backup-logs =~ > RZ&HH L E9,
ZOBEEEHIRT AT, Coavr RonoBEREHEHALET,

N

(G¥)  EXEC *£— KT backup-logs 2~ > REFEHT LI, FEfTar 74 Fal—Ta Xy b
U— 0 Y= EOZERRGINC 2 —950, CiscolSE—"NAX— | T v a7 4
Xal—valrbLTRGFETHAMLERDVET, ZORX—NT v 7 ar7 Fal—ay
X, NI T v 7TBLOVAT A a5 CiscolSE 2t £/ b7 Ty a—T 4 7T

LEICHERTE £,

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }

encryption-key name} }

X m:ERBA backup-name

Ny 7T FTAH1OFRFEROT7 7 AL
DA, K 100 LFOHRB T2 PR —FL
F9,

repository

YR RY a<w K,

repository-name

T 7 ANENRy T 7T LT, B&IRK80 L
FOEBFEZYFR—PFLET,

public-key

K 5-{L.0> 7= 81 Cisco ISE 73 Cisco PKI AR & —
EHEATLHEERELET, 2047
E. R T NV a—T ¢ 7 BT CiscoTAC
WZHAR—F N RV ERIET 258108 L
F9, MEXF—EFHLTHHR—F N R
15 T& A DI Cisco TAC 721 CT9, A
VTV IATCHEE G — I N T TN 2 —
T 4 7T DAL, encryption-key 47 =
CEBRIRLET,

encryption-key

BEX—%2EELT. Nv Ty al i i
g% ]\/iﬁ—o

hash

Ny T o7 alifkiETH70DD/Ny v a
INTHEEX—, AT I Oy
vafbainiz) B X —EHEELET, 40
XFECTHELET,
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—_

AR TIHIE

backup-logs .

plain

Ny Ty 7alefi#ET 5707 L—r
THXRAMESX—, RIS bsnT
L—rT7 X2 MO S bd—%2fEELET,

15 XFETTHELET,

encryption-key name

Ny Va2 FERF T L — RO B —,

77 A0 OEIERIEIL D D £ A

AT RE—FR EXEC
avy FRERE J1)y—2 TEAR
2.0.0.306 Ioavwy RPREAINE LT,

FEREDHA K542

afbani vy ia &) | FREKES SN T RN L—r T F X MO/RRAYT— R
HERALT, AT 002077 v 7 LET,

i1

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234
Creating log backup with timestamped filename: Test-141006-1351.tar.gpg

00 od° P o0 o0 d° oo o

o

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

1 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key
Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg

A0 A0 d° d° o d° o oo

oe

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed
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clear screen

EXEC £— K CiscoISECLIaZ > K|

WRREEONEZ 7 U 74 5I121%. EXEC E— FCdclear screen i< a2 L £,

clear screen

BX DA

AR R FI4ILE

Zoa<wy RZiE, ¥F—UY—FBIU5IEIIH D FHA,

77 4N FOBERLEIZH Y EE A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDAARZA Y

clear screen 1ZfE L 2~ R ¢, clear screen |3 CiscoISE TEFI CEX 42, a~r R4 v
TREMHFEZAN L CERLEI E LA, CLIA VAT 7T 4 T~V ERERER
/\/o

151

WOBNE, SRKONEEZ 7 VT35 HiEEZRLTHET,

ise/admin# clear screen
ise/admin#
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clock .

clock
VAT AT By R %ﬁé IX. EXEC =— R Cdock a2~ R LEd, VAT LY
By 7 ORELZEDT DI, ZDoa~vr FOnoBAZERLET,
clock [ set {month | day | hh:min:ss| yyyy}]
X DA set VAT Ay I BRELET,
month BIED H DAL, 3T E TOFEFEZYR— K
LET, & xiE, January (X Jan EFEELE
ﬁ‘o
day BUEDOH (B o ARZRMEIE 0~ 31 DA
TY, RR2HOEFEYR—FLET,
hh:mm:ss BIEORER] 4 KIER) | 0. BLOH,
YYYY BEOE GEEE L2V |

AR R FIHILE

77 4V FOBIEREIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDHA K54V

\}

CiscoISET F*'TA T UV AD VAT ARG #EET 5 L, CiscolSET7 UV r—raraHT
TR0 FES,

VAT Ay P EFELET, BEREAMITDHITE, 7uv 7 %Yy MMEIZ Cisco ISE
‘H‘ﬂ/\%ﬁiiﬁ@“éb%b\% DNET, VAT AEMEZEE LGS, BADR D Cisco ISE

—F 54 T BEELET,
W BEET 51T, KOTFEEN L ET,

AU R7OVERFTSATYISE/ —FK

G¥)

ALVAP—NBEDY AT AL OETIE, AZ 2 RT7uer$£721377 4~V ISE /— KTH
A—=FEINTWEREA,
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.ch

o TV AT AR LT LI2GEIE. ROFIEEZFEITLET,
c LDV AT ARG (EHEINDHRTORZ]) IR LET,
« Z® /) — Kd CLI 75 application reset-configise =~ > R&EIT L £,

XD — FTRAPEESNDHIO, EFLRBEMOKRKE Ny 7T v Tin6ETLET,

thoSFYISE/ — K
\Y

G2 XV J—RTUAT AL EEETTHE, BAHEHTE <720 £,

T4 J—REvALFY ) — RO AT AR EZFRMT 51213, WOFIEELFEITLE
ﬁ—o

« B W HVISE J — REREMRLET,

« 7 IA<VISE /) — RERMIT L LIV AT LRI ZEIEL 9,

« 74~V ISE /— K® CLI 75 application reset-configise =~ > K& E4T L £,
e I A4<VISE/—RNIZEHHXYISE/—KELTISE /— REFRELET,

N

GE) AV APFP—LHRCERESNTZELWY AT AN HERICRTE S
NnNHE 2, By hT vy U4 P—RZEoTRy hU—7 X
A L7 v ha) (NTP) — "OFENERIN, ZOP—E
ORIIPRITENET, By T v 7THICHEE SHIZNTP H—
NEICBEGERRETH VY, VAT AN FICEMS 2R K 51
TOMENRGHY £, ZhE, FrZ. BEROBEESCMOS Ny 7
U DFEFIC L > T BIOS KR DMEE T 5 &) RPN
THEHETT, ZOHA, U7 — KRFIZ Cisco ADE-OS DV AT A
REZ DR T 282 nd Y £9, By M7 v 7HIINTPH—A
BEE L7aWA X, [Cisco ldentity Services Engine Hardware
Installation Guidel] (ZFE# STV D L DT, AT LD BIOS K
IR EH R (UTC) W2 I L TRRESNL TS Z &
EHERTHDLENRH Y £9,

il

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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cls .

cls
MARBmONEEZ 7 V74 5121E, EXECE—RTdsa~vwy R&fEHALET,
cls

X DERA Zoavwy Ridid, F—U—FBXOSEIIHY T A,

AR R FI4ILE

77 4N FOBERLEIZH Y EE A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDAARZA Y

dsiFfa L=~ R T, dsidCiscolSE T TE X428, a~vr FI A TREMFZADL
TERLED ELIEGE. CLIA VX T 7T 4 7~ VFIIIFRENE R A,

1
ROBNE, S RONEZ 2 UV 7+ 5 EZR L TWET,

ise/admin# cls
ise/admin#
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. configure

configure
AT 4 FXalb—vay E— RERBT 5L, EXEC E— KT configure =2~ R&EMEAH L
£
configureterminal
X DA terminal a7 4 FXal—vay avy REMEND
FATLET,
ATURTFI4NN T ANV NOBERMEITH Y FEA,
ARURE—F EXEC
avy RERE 1)1)—= EENE
2.0.0.306 Zoawry RBREAINE L,

FERALDHA KSAY 274 Falb—varE—FRERBTICE, Zoavry REfEALET, 20— o=
< R, ATTTBRETCIC, FEfra vy 74 X2l —r a7 AN~ DEZIALEITH L
ICHEE LT EE,
a7 4 Falb—varET— REKLTLTEXEC E— FIZREDIZIX, end, exit ¥721% Ctrl-z
AN LET,
AT 4 Falb—a VMR TEERNE 2R RT 51X, EXECE— KT showrunning-config
avy REFEHALET,
Zoavr RTreplaced 7> a rHHTLE, VAT ACYVE—F a7 4F¥alb—s
yhRav—ah, BFoar7aFalb—va N EEIINET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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copy

\)

co W

TrANE A —gmhbat =l at’—73 521X, EXECE— RTcopy =~ R L

i@ﬂo

GE)

copy 2~V R, B—HWNT 4 A7 LTHEIFHR—bSnTEBY, VAR M ICx LTk

PR—=—FENTVEREA,

copy 2~ R&EfifAT 2L, a7 77 A b —T7 %7 % CiscolSE/nH ) E—RUKRY b
JiIZab—T& £, MOV TIE, a7 77/ 10abt’— 47—=V) D43 %5

LT IZEw,

B DEREA

running-config

RIEOFEfTa Ly 74 F¥al—rary 774 L
ERLET,

startup-config

VL (A¥— b 7 v 7)) BRI =
V74 Fal—vary I AN ERLET,

protocol

I B —®D%E5E, protocol DF—T— R A7 3
NZOWTIE, R2-1E2BRLTLIZEN,

hostname

I —EDFR A N,

location

=3 B SR D555,

HRIEDFEITa L 74 Xal—ary 774 )L

logs

SATFLAOa T T 7 A,

all

T _XTPDCiscolSET 7 7 7 A )V v AT K
ORIDGATICa e —LEd, T _XTor 7T,
iselogs.targz & L T3y r—Ifkah, U E—
AR NDIESNTT 4 L7 FUIZEEES
NET,

filename

H—@CiscolSER /' 77 A )LEat’—L, %
D77ANE)E—F KA NMIHDIEESN
7274 L7 FUIZ, TTOLARICERE TE 97,

log_filename

show logs =~ > RIZ X - TF/R &5 Cisco
ISE 1 77 7 A VDA (255 LFLIN)
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. copy

AU R TIFIE

EXEC £— K CiscoISECLIaZ > K|

mgmt Cisco ISE FET /N 7" 1 /' L Tomcat 1 7' %
VAT A B — L, mgmtlogs.tar.gz & LT
N RVLIZ) 2T, VE—F ARZX L LD
ESNTT 4 L7 MUICHEEELET,

runtime CiscoISE 7 v XA LT Ny 7 a kv AT M
b 2B — L. runtimelogs.tar.gz & L C/N R
NLTZH 2T, UE—FNFANEDIREIN
T4 v FUICHRE L ET,

T 7 4 v N OEMEREIZSH W FH AL

AvURE—FR EXEC
avy FRERE )1)—Xx EENE
2.0.0.306 SOy RRAEASHE L,

FEREDAHA RS2

CiscoISE D copy 2~ RliE, VAT ADFETa L 74 Xalb—2arEidA¥— T v
A7 4 FXalb—rvar, BRI 7 A NEHIOLGFICa—LET,

copy 2~ ROIEARMLBERE L LT, 1 2O 6HIOSIZ, 77 A0 (VAT LA A —
VRAV T 4 Fal—ar T rANRE) Zabt—T&Ed, HELL 77 A /LOat—it
BlILOa b —4i2i, CiscolSE 77 AV VAT LEZFEH LT, FR—FENTWbdu—h
FLFVE—N 774 NVDOEMERETEET, FHINTWATZ 74V VAT A (B—F
N AEY V—=RAFFVE—F VAT L) [ZEoT, avr RCHASINDEIHIRE S
£7,

VBT X TOa—ie a B —EDiFR, :ISJ:(NEFH*T%S:L%‘?% ENRNAT— B AT
£9, FIE copy v FEAN LT, RRIERDHDHEICY — NI T 0o 7 M eFoRs
EHZLHTEET,

O — 7 ANERICETTHE TN, BORr»sZ2enboE4, i, fEHLT
WAHTE ha Ry N —ZI2 ko THERR Y £4,

T ANEEEICIE, T oL MUICRTT AR T v ANV EERA L ET,
EZONDHTT—IERET 7> A Lk baj) (FTP) OTT—RA v —ITH,

R 1: K 2-1protocol DTL T 4 Y XA £—7—F (&)

*F—J—F aAE—mFERFIE—E

ftp FTP % v U —2 H—_pabt’—gEizida
P —5ED URL, 2D A U7 ZAORE :

ftp:[[[//username
[:password]@]location]/directory]/filename
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EfTavIq4F¥ar—rayv .

F—J—F aEF—xFEkFar—%

sftp SFTP X > hU—27 H—R_pat —gE-ida
B —%D URL, ZDxTA U T ADOREL :

sftp:[[//location]/directory]/filename

tftp TFTP % v h U —27 $— "D a b’ —rE -k
ISP URL, 2D A YU T ADORE :

tftp:[[//location]/directory]/filename

EFavIq«X¥alL—ay

CiscoISE DT 7/ F 4 7 Rary 7 (Xal—a Tk, FOar7 4 X¥ab— g RN
CiscoISERAM IZRfFENE T, ANTEHT_NTHOar 74 Xalb—var avy NE, E#7
a7 4 K2l —a N EENET, CiscolSEV— %2 7T — 5L, F{Tar7 4%
L=y a YRRDNET, MATEERZRGFTLIEGIE, FTar 74 Fal—varzry
NT—2 =R EORERGICa—F 50, CiscolSE—_"DAX— T v a
T4 X2l —val bt LTRETDINERDHY £,

Ffrar 74 Xab—ra v ERFLRVES, RIAICiscolSEY—1 %2 U 77— b LIz L &2,
AT 4 X2 b= a VIR TEEER TR TRDbNET, BIEOa 7 4 X2 b— g VN0
ELWZ MR TE 725, copyrunstart 2~ > REFHL T, 2074 X2 —a %
AR—hrT o T arZ  Fal—vailat—LET,

GE)

TA VT AZMEHT 2 & MBI AT SCFHDWY £3, 72L& 21E. copyrun & AJJL T Tab
F—ZH L, gtart & AJIL T Tab F— L E7 (copy running-config startup-config =~ > K~
DEMWIE)

AB—R T a7 4FXalb—ar2Ff7ary7 4 Fab—Ta VTESHBRIDHITE. K
Da<wr REFEHLET,

copy run start

FTar 74 ¥al—va&AS— T yFar7 Falb—va ilabt—F5I0%, K
DA<y FaEEHLET,

copy running-config startup-config

FATAL T 4 Fal—va D EICAS — T v T ar 7 4 ¥al—varvikv—VT 51
X, koa~r REfHLET,

copy start run

511

ise/admin# copy run start
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B /= tor—vasrozrarssfaL—varoar—

Generating configuration...
ise/admin#

512

ise/admin# copy running-config startup-config
Generating configuration...
ise/admin#

JE—+OT—23oADEFTIVI4Xal—arDaE—
FITar7 4 X2l —rvarEVE—F VAT ACAE—THITF, koavr REFEHLE
D
copy running-config [protocol://hostname/location]

DE—bAT—23vhoDERTAVI Fal—2ar0akE—
FTar74F¥al—vailUE— b 77 AN EAE— LTy —UT 210, ROavs R
EEALET,

copy [protocol://hostname/location] running-config : {722 7 4 ¥ a L — a3 AV E— T 7
ANEapr—LCv—YLET,

ARA—b7yTarIJaxal—3Y
AE—=F T v a7 Xalb—ra iEERETCEEYA, ANTHTITOa~ R
3. EfTar 74 X2 b—3a RESH, ETar 74X a2l —arE A — T oS
a7 4 Xal—va L labt—F A ERTXET,
DFVY, CiscolSEV—R%2T—hrFT5L, A= T T a7 X2 b—a rRPgfld
Efrar7 4 Xal—variigVET, ary Fal—varEEETLE, Eirar
TAX 22— a 3R HEINFETNAX— T v 7 ar7 X2 b—va IERINZN
72, 20o0ar 7 4 X ab—ya VIERNEUET, BFEEZKENLRLOICT AR, #
Tary 7 4 FXal—a 2 AX— T v 7 a7 4Xal—2 g Alab—430ERH
ij‘o
AB =R T a7 4 Falb—varv2ff7arys7 X2 lb—a il ab—792520F &
Da<wy REEHALET,

copy startup-config running-config

11

ise/admin# copy start run
ise/admin#

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K
YE—h OF—YavADRE—kFyTavTqF¥aL—varnatr— |

15 2

ise/admin# copy startup-config running-config
ise/admin#

JE—+O7—230ADRE—+ 7Py T aA0T4FaL—2300O0E—
AZ—= Ty T ar74FXalb—vark)E—F YRATACAL—FT 5L, ROa~vy
Rz L ET,
copy startup-config [protocol://hostname/location]

JE—FOS—S 3 UL DARE— Py T aAVT4XalL— 3000 —
V"N T77ANEARAZ =K T v T a7 4Fal—gilatl—LThv—Y LW
A, Woa<xy REERLET,

copy [protocol://hostname/location] startup-config— U E— 7 7 A L &Z AZ — T v 7 a7 4
Fal—rva ilabt—LETRH, v—YLEEA,

05 274)LOa2E—

WD copy 2~ REMHEH LT, CiscoISE & AT AN BRIDBFTIC 7/ 7 7 A )V Ea—LE
@—O

copy logs [protocol: //hostname/location]

i1
ng 7y ANER—) T 4 AT a—F512F, kOa~vr REFEHALET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

512
0y 7y ANENOGFICa e —3 512k, koavr ReEfEHLET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

13

Cisco ISE T, WM Ta T 77 A Ve —T X270 Nartmp T 4 L7 S UG

disk:/corefilesT 4 L7 RUICBEILET, copy2~> REHEHLT, 2hbourza—hL
TAAIZNBVE—RN VAT NI Zabt—T&ET, a7 7y —7F X F20E, 7
7 v aOFEROREICES SEERERPEZENTVWET, Zhboua L, 77—
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EXEC £— K CiscoISECLIaZ > K|

TarRr Iyl atTBEERENET, dira~vr FEFEHLT, a—h L F 4 A7 Tay

Tr7ANERRTDHIENTEET,

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp
Password:
ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57
4096 May 20 2016 06:34
0 May 20 2016 00:57
4096 May 20 2016 00:57

128
:49
:28
:28

1
corefiles/
err.out
lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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crypto

crypto .

FLOWARF—<T 24K L CTBEOAX—2 Y AR I AR— ML, AFF—%FF
[ —U X MNMIA AR — T 5I121%, EXECE— RCoyptoa~y REEHALET, Ax—
HHEMR L, HELLEX—ZHIRT A ELTEET,

crypto key [ delete {hash | authorized keys| rsa}]
crypto key [ export {filename | repository} ]

crypto key [ generate {rsa}]

crypto key [ import {filename | repository}]

cryptontp_import_autokey ntpkey

BX DA

key B — B EE2 BT T £,
delete ANBAF— /B — T RHIBREL £,
hash Ny vafl, 80 XFETTHEELET,

authorized_keys

FFAIE— & HIBR L £9,

rsa RSA F— X7 ZHIFR L £,

export VRY M VAT —/MEXT— T 2T X
R—RLET,

filename NRF—% = AR— b T D7 7 ANV 4%, 80
XFETTHELET,

repository AHAF—%2 T AR— LRV MY,

generate NBRRLEE X — RT B R L ET,

rsa RSA ¥ — X7 &#AERK L ET,

import NB— /R — T B A U R— FLET,

filename NHRF—%A R —bTDH7 7 A V%4, 80X
FETTHELET,

repository N B R R S M A N

host_key RA DN F—HELFTTEET,

add BHETELHRA FOXF—2BMLET,

host RAMBERELET,

delete EHETELRA FOXF -2l LET,
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. crypto

AR R FIHILE

EXEC £— K CiscoISECLIaZ > K|

ntp_import_autokey NTP H— NI B AR SN ARF—% A R —
FNLUET,
ntpkey NTP H— 376 A S LT A B ¥ —,

77 4V FOBEREIZH Y EE A,

AvYRE—F EXEC
avy FEE DR EERE
2.0.0.306 Zoavwr FRHEASHE L,

FEREDAA RZM4 Y

CiscoADEOS Tl, BHER IOV —FDID~DSSHT 7 B ADTZDIT/NAT — R LOK
B —Fira AR — s LET,

BEDO 2 —HHIZ 2048 £ MEDOH LWAR T —/fE X —7 243 5121, cryptokey

generatersa =~ > RZEHLET, F—BHIEZHEET, RSAF¥— XA 72 K—FLTWE
T, F—XTRTTIEHIESIE. SAT L — X% L CETT A EEX 42 7a 45 L
INCA v E—VNRERENET, XATVL—XEANTEE, ARMEX—IZT 72T 5

TR AT L—=REANTDHEIIRENE T, NAT L —ANRZEOLHEIL, TR, <
ATV —=REANTHIIMBEINERA,

cryptontp_import_autokey =~ > RZfH LT, NTP h— "R SN AT —% 1
A—hLET,

11

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository
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crypto .

ise/admin# show crypto key
admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

512

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

13

ise/admin# crypto ntp import autokey ntpkey repository nfs
ise/admin#
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. debug

debug

FITLlea~vr ORI =534 XV h2RRT 51213, EXECE®— FTdebug =2~ Nz

EALET,
debug all |application |backup-restore|cdp |config |copy |icmp [locks|logging |snmp |system |transfer
luser |utils]

BX DA all TRTOT Ny T A X =T M LET,
application TV =y a VEEOT T —F e d A R

DT Ry T A X—T NI LET,

call : TRTOT TV r—2 3 0 DF NNy
T A FX—T NI LET, 0~T D/}
TULLERELET, 0IFEKR, 7137
NCERLET,

einstall : 77V r—a DA A =)L
DTNy TN EAFT—T M LET, 0
~TOMTLVEEELET, 01FE
K. 71T _XTERLET,

s operation : 77V r—3 3 VEEDT N v

TN EAX—=T VI LET, 0~T7D[H
TULILVERELET, 0IFEKR, 7137
RCTERLET,

suninstall : 7Y r— a7 A A
M= DF Ny T A F—T ML
F9, 0~TOMTLLEHRELET,
01 FER, 71TT_XTEZRLET,
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debug .

backup-restore Ny 7T o7 EBTBEEO T —F2iE A~
YINDTNy TEARX—=T M LET,

call : Ny 7T v TR IOEILT, T

DTNy THNEA =T M LET, 0
~TOMTLVEFEELET, 01FE
K. 7ET_XTERLET,

backup : /N 7T v FEBIWETLT, Ny
T T DTNy TN A F—T T
LET, 0~7DOHTLLERELE
T, 0FEK, 7TIET_XTERLET,

backup-logs : /N> 7 7 v 7 E I UMEIL T,
Ny g T 7 alor Ny T NEA
F—=TNZLET, 0~TDOETL~ L%
RELES, 0IFEKR, 71335 TERL
7,

history : /N 7 T v B L OMETL T, EE
DTNy TN EAF—=T M LET, 0
~ 7T DR TL L ZFELET, 0IFHE
K, 7TiET_XTERLET,

restore : /N 7 7 v B IOMEL T, HL
DTNy TWh A X =T M LET, 0
~TDOMTL_XVEHRELET, 0ILE
K. 7HEHT_NTERLET,

cdp Cisco Discovery Protocol 8% iEBH#H D= 7 —F 7=
FANR FDOT Ny VoA R=T I LET,

s all : T Cisco Discovery Protocol = >

T4 X2l —2a 07Ty T EA
=T M LET, 0~TOMTL L%
RELET, 0IFEKR, 7135~ TarRL
£7,

config : Cisco Discovery Protocol ® =1 777 ¢
Fal—varor Ny ZTHhEA x—
TMILET, 0~TDORTL L E2RE
LET, 0IFEKR, 71 3T XTERLE
R

infra : Cisco Discovery Protocol DA > 7 <
ANTIF DTNy TN A T—T
NMZLET, 0~TORTLULEREL
F9, 0ITEKR, 7TIETXTEZRLET,

EXEC E— R ® CiscoISECLI I< > K .



. debug

EXEC £— K CiscoISECLIaZ > K|

config

Cisco ISE R EREHED =T —F /=134 X bD
TRy Tl F—T M LET,

eall : TXTHOIL T 4F 22— 3D
TNy TN A F—T M LET, 0~
TOMTLVERELET, 0IFEK,
TIET_TERLET,

ebackup : Ny /TS a7 4 ¥ a2 lb—

arDT Ny TN EAFR—T ML
F94, 0~TOMTLINEZRELET,
0XEKR, 71FTXTERLET,

sclock: 7y /7 ars74FXal—vay
DTNy TN %A RX—T M LET, 0
~7 DR TLULZFELET, 0IFE
K. 7TEHETRTERLET,

einfra: 27 4 F¥=2lb—ar AT F
ANT I FXDT RNy TH 1A X —T
JMZLET, 0~TDOBTLLZEREL
F9, 0IFEKR, 71T _XTERLET,

ekton: I~ R AFXVa—F a7 4

Xalb—arOTF Ny THIE A R—
T LET, 0~TDBTL L ZHE
LET, 0IFEKR, 71 3T _XTERLE

7

enetwork : X NU—27 a7 4 F¥ a2l —

arOT Ny TN A X =TI
F4, 0~7TOMTLNVERELET,
0FHEKR, 7IFTXTERLET,

srepository : UARY RY a7 4 Falb—

aroT Ny TMIEAF—T I
9, 0~TORITL~LaHELET,
0FEAK, 71T XTE2RLET,

eservice : Y—ERX a7 4 Fal—37

YOT Ny TN A X—=T ML ET,
0~7DMTL~VERELET, 0XE
K, 7T _RTERLET,

copy

copy 2~ ROF NNy ThA 32— LFE
T, 0~TOMTLLEZRELET, 01FHE
K, 7T _XTERLET,
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debug .

icmp

A H =3y Ml A »E—2 7r han
(ICMP) T a—REDOREICEEST =T —
FINIARY NOT NNy T A X—T ML
7,

all : ICMP = o — 5D 7 4 X alb— g
YOTRTOT NNy T EA F—T Iz L
F9, 0~TOMTLILERELET, 01X
HR, 7IETRTERLET,

locks

VY —2uayJEOTT —F 7 F A b
DF Ny Tl F2—T W LFET,

call: TRTHOV Y —RA 0y X IDF
Ny TN A F—TMZLET, 0~7
DETLLEFRELET, 0ILEKR, 7
XTI _RTERLET,

ofile: 77 AN yXr 70Ty 77
BAF—=TMILET, 0~TORTLNR
NEBRELET, OITEK, 71 LT XTx
RLET,

logging

oXrJar7 4 Xzl—a rEEOZT—
FHFARV DT ARy T A X —T NI L
*9,

all : ¥ _XToueFXF oV a7 s Fal— 3
YOT Ny TN A RX—T M LET, 0~
TOMTLVEHRELET, 0IFEK, 71%
T_RCTERLET,

snmp

SNMP FREBED T T —F 721341 X hOF
Ny Tl F—=T M LET,

all : T XTCOHOSNMP 27 4 Falb— g
DTNy T A =T W LET, 0~7
DO TL UL ZFRELET, 0IFEK, 7137
_RCERLET,
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. debug

EXEC £— K CiscoISECLIaZ > K|

system

Cisco ISE VAT AHEO T T —B L, X
NOT NNy T F—T M LET,

call: TRTDOVAT A T 7 AINDT /Ny

T EA X =Tz LET, 0~TDM
TLULVERELET, OIFEKR, 71T
RCERLET,

id: VAT ALAID DT RNy TH %A 31—
TN LET, 0~TDRITL UL EZERIE
LET, 0IXFEKR, 713+ _XTE2RLE
KR

info : Y AT AEROT N T EA
F—TMZLET, 0~TOMTL~L %
HELET, 0IFEK, 71T XTERL
£7,

init : ¥ A7 LOFEULDOT Ny 7 %
AF—=TNMZLET, 0~TOMTL~L
EELET, 0FEKR, 7139 TR
LET,

transfer

Ty ANERIEDT Ny T A X —T NI LFE
T, 0~7TDOMTLULEHRELET, 0IXE
K., 71EI_TERLET,

user

Z—PEHDOT Ny T F—T M LET,

call : TRTOZ—WFEHOT v 7 HH

A FR—=TNIZLET, 0~TD/ETLNR
NERELET, 0OIFEKR, 713+ T%
~LET,

* password-policy : /XA T — KR Y 2 —D
2—PEHOT Ny T A X —T )L
ICLET, 0~TORTL VL E2RELE
T OITER, 71T _RTERLET,

utils

2—7 4 VT 4 FHEFEDO T —F A~
VDTN T X =T NI LFET,

all: X TCha2—FT 4 VT4 a7 4 Fa2b—
arOT Ny T EA =TI LET,
0~7 DRI TLVZFRELET, 0IFEK,
TIET_RTERLET,

AT RFIAILR T 7 4V FOEBHEEIZH D FH AL
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debug .

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EREDAARZA4

Ty h Ty TR T 4 X2l —a DT —72E CiscolSEV— " NOSESEhRhT—
FAFAR M ERRTDHITIE, debug 2~ REHLET,

1

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command

6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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. delete

delete
CiscoISE — 3005 7 7 A V& HIFRT 5121%, EXECE— R Cdeetea~> REMHALET,
Cisco ISE #—_"mE D7 7 A VOHIBRZER Y T2, Zoa~vr FOnEREFHLE
7,
delete [filename disk:/path]

BX DA filename [7 7 A V4 (Filename) ]: fK 80 XFDH

WrrkYR—rLET,

disk:/path YRS R UND T 7 A VO,

AR TIFIbE

T 7 4 v N OEMERMEIZH W FH AL

avURE—FR EXEC
avy FRERE )1)—=x EZENAE
2.0.0.306 Sooawy FRAEASHE L,

HEREDAA K1Y

LT 4K 2l —ar T ANERIIAA—VEABRLEY T DL HIREHERT -0
DT T IRERENET, o, BHIOFNRVAT LA A—VEHIBRLL O & LSS
Y. HIRAEHRTAT-DO a7 NRFERINET,

il

ise/admin# delete disk:/hs_err pidl9962.log

ise/admin#
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dir [

CiscoISE 4 — R LD 7 7 A V&2 —EFKRT DL, EXEC E— R Cdir 2~ FE2EHALE
T, ZOMREAYEIRTAICIE. Toavry FonoEREFEHALET,

dir
dir disk:/logs
dir recursive
BX DA directory-name T4 L R4, BK 80 T ORI A
R—FLET, T4 L7 FULADRNCIdisk:/
FHRETHOHVLERD Y 7,
recursive UEE) » °a— BNV T 7 A IV AT LDT 4

AR R FI4ILbE

L7 NI AN E—EFRRLET,

77 4N FOEIERLEIZH D EE A,

ARV FE—F EXEC
2wy REE yy—2 RENE

2.0.0.306 Toavwy RPNEAINE L,
FERALDHA K542 2L

11

ise/admin# dir
Directory of disk:/
2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/
Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
ise/admin#

il 2

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log
Usage for disk: filesystem
8076189696 bytes total used
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ise/admin#

1513

ise/admin# dir recursive

EXEC £— K CiscoISECLIaZ > K|

6371618816 bytes free
15234142208 bytes available

Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Usage for di

ise/admin#

Aug
Jun
Aug
Jun
Aug
Aug
Aug

05
10
04
09
05
04
05

disk:
disk:

disk

disk:
disk:

disk

disk:
disk:

disk

disk:
disk:

disk

sk:

2010
2010
2010
2010
2010
2010
2010
/logs
/temp

19
02

02

19:
23:
:25

12

:58
:34:
23:
:59
11:
:20
:55

14

15

:39

03

:53
:34

16

:/activemg-data

ADElogs.tar.gz
activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.gz
target/

temp/

/activemg-data/localhost
/activemg-data/localhost/journal

:/activemg-data/localhost/kr-store

/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state

/target

/target/logs
:/lost+found
filesystem

:/activemg-data/localhost/tmp_ storage

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
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est |l

esr
WHALIY — AL —F a2V — )L aEBET 51215, EXECE— RTesr 2w REfEAL
F9,
esr

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC
av Y FEE DRSS EERE
2.2.0.470 Zoavwr FREASHE L,

ERLDHA K54 C5921ESR Y7 b ¥ =7 1XCiscolSE U J — R 22 PIBEICHBLCWET, 2OV 7 hu=T
ZREAIATREIC T D ITIZESR 7 A & U ANMETT, ESR 7 A £ ADHFEHRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel % &/ L T< 72 &0,
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EXEC £— K CiscoISECLIaZ > K|

. exit

exit

CiscoISEV— "\ 60ou 7 7 ML Lo TT 7T 4 7 A—IF by a a2 17350,
a7 4 Fal—ary ET— RS 1 DEOF— RL-ULIIEITTAHI21X, EXECE—RT
exit 2w FEMFEALET,

Zoawy NZiE, F—U—FBLUSIEIEH Y FHEA,

exit

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavwry RPREAINE L,
!l
ise/admin# config t
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit
ise/admin#
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forceout .

forceout
2—H% CiscoISEV—\mbual 70 NSRBI ET, 777472 —3IF kv g
EIREIICIR T S 5 121%, EXEC F— R Tforceout 2~ > R&MEHLET,
for ceout username
WX OHRH username D= HH, FR3 LFORHTE Y H— b L
F9,
ATV RTFI4NN T ANV NOBERMEITH Y FEA,
ARURE—F EXEC
avy FERE Jy—2= EERAE
2.0.0.306 Toavwy RPRBAINE L,

FEREDHA KS4y T—VOT 77477ty a v 2@ElIICHKE T S 511E, EXEC E— KT forceout =~ &
REMHLET,

1

ise/admin# forceout userl
ise/admin#
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B ran

halt

AR TIAIE

EXEC £— K CiscoISECLIaZ > K|

VAT AEY Yy RAU L LTUAT AOEREYHITIL, EXECE— RThalt =<2 R&f#
ALET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,
halt

T 74N OB SH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FRLEDODHA KS14 Y

halt =~ R&SFATT HHNT, CiscolSEN, Nv 77 v 7 i, f A=, T 7T
L— R, F723HIREEE BITH TRWZ L 2R L E T, Cisco ISE R ZILHDWT D
BEZITo TV ARIChat a~ > FEEITTH L, ROWVWTNNOEERX v —URNEREN
F7,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHOWTNHOEENFIRINTGA, R T2 BT HI12iL Yes &E AT L, il
KTy LT 5121 ENo E AN LET,

halt 2~ > ROEHFICMO 7 a8 AREITINTWRWES, FHEFRRSINIEE X v
T—=NE U T Yes EAD LEEGEIE. WOBRNISETH2HLENRH Y 97,

Do you want to save the current configuration?

BETFED Cisco ISE R EZIRIET D720 Yes EANTDHE, ROA v B—UNEREINET,

Saved the running configuration to startup successfully

il

ise/admin# halt
ise/admin#
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help

AR TIAIE

ATV K E—F

help .

Cisco ISE ¥ — " OXFER D~V TV AT A Fom$ 5121E, EXECE— R Thedp 2> K&
AL ET,

ZOavwry RiZiE, =V —FBLO5HIIH THA,
help

77 AV s OBERIEILDH D EE A

EXECBLONTRTHOar7 4 ¥ b— 3 (config) .

av Y RERE

EREDAARZA

yy—2 LTERR
2.0.0.306 Zoavry RREAINE L,

help 2~ REEITTD & RKIF~VT VAT AOfHERBANE RS NET,

cHEED Ay N EB— NCHEHTRER TR TOa~vy RE—EHFR T BT, VAT L S
a7 MR () AN LET,

HEEDOLFHNTIRE D a~> FOY X NERET DI, EBEOa~ R b EE
#BIZ?EASILET, ZO~NTOERIL, ANESNTEZEABETHEDLF—U— FE720Z
BIBIT—EETRTHDT, V=R~V TINET,

e vy RIZBEEMT ORI —TU— FEBLOSIEO—EE2RRTHIZIE, F—V—FEk
BB ORPVIZ?Z2a~vy RIA VCATILET, 2O~V ToRARX, AN Liza~
VR, F—U— R, BIOBIEIZE SO THERA SN X — T — RERIIF I E —ERrT
HDT, avy MEX~VT EMEHENE T,

1

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#
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. license esr

license esr

est 74 & AEEEFITT HI1TIE. EXEC B— RTlicenceesr =2~ REFHHA L ET,

license esr { classic |[smart }

X niiHA classic ESR 7 53 v 7 548 AN LET,

smart ESR A~— R4 B 2AEHMZLET,

ATV R FI4NAL T AN FOBERMEIZH Y EH A,

ATV RE—F EXEC
avy FERE )1)—Xx ETEAR
2.2.0.470 Zoawy RPREAINE LT,

EELDHA FS4> CS921ESR Y7 k=7 1% CiscoISE U U —2 22 UMICHELTWET, 20y 7 hy=7
ZAEMAREIC T DITIZESR 7 A £ U ARMETY, ESR 7 A £ ADFRIZOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel| # &M L T 72 &0,

. EXEC E— K ® CiscoISECLI 37> K


http://www.cisco.com/c/dam/en/us/td/docs/solutions/GGSG-Engineering/Cisco_5921/Cisco_5921_ESR_Integration.pdf
http://www.cisco.com/c/dam/en/us/td/docs/solutions/GGSG-Engineering/Cisco_5921/Cisco_5921_ESR_Integration.pdf

| EXEC £— K CiscolSECLI 27> K

mkdir

mkdir [}

Cisco ISE —ZH LW T o« L7 b U 2ERKT % 121%, EXEC “E— R C mkdir =~ > FZ&ff

)EH szjﬂo

mkdir directory-name

B DEREA directory-name BT 57 4 Lo b Y O4HT, HK80SLFD
T A AR— h LE T, disk/directory-name
AL ET,
AT VR FI4NN T ANV NOEERMEITH Y A,
AvYRE—F EXEC
av Yy FERE 1)1)—= EERAR
2.0.0.306 Zoavwry RBREAINE L,

FEREDAA RSM4 Y

disk:/directory-name ZfEH L T 72 &, M L7av& | disk/directory-name % 5 b % W 3705 &
HZLHERTZT—NERRINET,

1

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

06
06
01
06
07

2010
2010
2010
2010
2010

13
13

13
12

filesystem

: 34
:40
16:
:42
126

07

:49
:59
227
:53

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available
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. nslookup
nslookup
CiscoISE— N2 D U E— bV AT ADKRA M ERFET 5121, EXEC E— KT ndookup
a~vy REHLET,
nslookup {ip-address |hostname}
nslookup [ {ip-address |hostname} name-server {ip-address }]
nslookup [ {ip-address |hostname} querytype AAAA]
HEXDERA ip-address Ut—h VAT LD IPv4 £721EIPv6 7 R L

2, BR64LFEOIHEE Y F— F LET,

hostname JE—h VAT ADFERA N, THRK64TFED
FHTEYR—FLET,

AAAA Web %A F4AIZxHET D IPVE T RLADA
M=y b KAV RF—AP—RERELFE
7

name-server RBERX—L YV —NEHRELET, HK64LT
DI FEFR—FLET,

querytype JE—h VAT LD IPv4 £721L1Pv6 7 K L

A, HOLWEIFA M ERWEDEET, =
AZiE. PTR., A. AAAA, SRVD L H 7/
V=S AT HEENET, mK 16 LTFDHREL
FTrEYR—-MLET,

ATV RFIHILL T 7 AN NOBERHEIZH Y FH A,

ATV RE—F EXEC

av Y FER J1y—= EENA
2.0.0.306 oawy RPREAINE LT,
11

ise/admin# nslookup 1.2.3.4
Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms

Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found:

3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#
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15 2

nslookup .

ise/admin# nslookup ipv6.google.com querytype AAAA

Server:
Address:

10.106.230.244

10.106.230.2444#53

Non-authoritative answer:
ipvé6.google.com canonical name =

ipv6.l.google.com
Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

ns4
ns3

nameserver =
nameserver =
nameserver = ns2
nameserver = nsl
internet address
internet address
internet address
internet address

ipv6.l.google.com.

com.
.com.
.com.
com.
216.239.3

has AAAA address 2404:6800:4007:803::1001
found from:
.google.
.google
.google
.google.
.10
216.239.34.
216.239.36.
216.239.38.

10
10
10
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. password
password
CLL7 17 FD/RAY— REFHHT HI21%, EXEC E— RTpassword 2~ > REfEH L E
T
password
S
GE)  CLITA YA P—AHERITA A F—VBICEREDNAT — FEERT DB8IC, /SR T—
ROBEBDOLFOHEERNTLTF 18] DRV TIIEIVN, ZOXFNEME IO
LFOMICHD & AT = RFIZTANLGAETR, CLI~Or /4 U IIEATE £
Mo
aryy—=in 74 LCCL a~vy a4 57 ISECD £72iX IS0 7 7 A /L& BG4
HZLICRSTINEEETEET, SOZHEHLTAY—F2 Uy M2 FIHITZ, RO
R = A2 h TR I TUVWET,  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html
X miEiA Enter old password HAED CLISA U — RKE AN LET,
Enter new password HLWCLI XA TU— REZEASNLET,
Confirm new password HLWCLI NA T — RA R L ET,
AT R E—R EXEC
av Yy FER Jy—2 EENE
2.0.0.306 Zoa~vr FREASHELE,
£l

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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patch install

patch install .

patchingtall =2~ > FZHH L T Xy F &AL A M= VT BHIZ, DOy FIfHHETHV U —
2 )= TRy FOA L A M—LFELSBRLTLLEE N, VY —2 /2 — NNai%, BELTEH
FIENRGENTEY, O VERDHY 7,
BED ) — RCCLINSLT AU —2 g DR F R RA%BA A M—F 321, EXEC
£— FTpatchinstall =~ > FZ2H L E£7,

patch install patch-bundle repository

GE)

Cisco ISE SHEHBE T, Ny F RN RABRTXTOEI L ZY J— R THEIZA A
= &NB L5110, BHER—ZNANENNF R RLEA A =L LET,

B DEREA

AR TIHIE

install TV — g ORED Ny F RN KL%
A A =L LFET,

patch-bundle Ry F N RLDT 74 N, K 255 CF
DOIHTFH R — N LET,

repository EELIZYRY MLy FEA A —
NLUET, K255 LTFOFEPT %P AR— |k
L/jETO

BHNTY 74~V EH /) —F (PAN) OHEN 7 = — VA —NR—FEEA F—T7 ML TND
e, Ny TFEA A N—ATHANIT 4 E—7 ML TLEEN, BRNOTXTD / —
RTCNRyF A ARM—NRETLTEDH, PANOHEB) 7 = — VA —NN—FELEA R —7ITL
7,

VY =202y FEHA L A= THLEZ, NoTFDA LA =T arEATIX, V7
M =T Oy v afiZHERTHEIIEINETA, VI —R20LUBETIE, SvTFDA v
ARN—=IV I T NT2TNTVENVELEER LT, NyF V7 by =7 OB E BEINIC
flEsd L £ 9, patchinstall =~ FOH BN HOWTIE, LT 2L T ZE0Y,

77 AV OBIERIELDH D EH A

AYURE—F EXEC
vy FRE JyY—2 EERE
2.0.0.306 Zoawy RpRHEAShELE,

FREDHA KS14 Y

T —a v DEFED NN TF RN KB A A M=V LET,
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EXEC £— K CiscoISECLIaZ > K|

BEFEDONRyFOHRNAR—=D a0 THIRNFEALA LA P—L LI ETBE, ROZT— Ay
t—UNEREINFET,

)

% Patch to be installed is an older version than currently installed version.

CLINH Ry F A VA N—=VDAT —F 2%l T 5851, Cisco ISE HRh— k /S RLod
adelog 7 7 A W AEZRL T 7ZE VN,

BN TPAN OHE) 7 = — /L F— RN—BENA FT—T IR TNDHE, IRORA v E—IN
FRENFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

PAN DHE) 7 = — /LA —N—REET 4 =7 ML T, BEANOTXTD /) — KTy F
AVARN=AMET LTebA F—T MR LET,

1

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-OS running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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patch remove .

patch remove

patchremove 2~ > RZEH L TNy FE2ua— A3y 7T 5HHIT, EDONy FITfHET S Y
V=) =R TRy FOa—ANy 7 FAZZRLTIZIN, VU —2X )/ — MIE, HER
FHFIENEZENTEY ., WEHOMENRHY £7,

TT VI —a OFFED /Sy F R RO R—T 3 U EHIRT 5 I21E, EXECE— KT patch
remove 2~ R&EMALET,

patch [ remove {application_name| version} ]

G¥)

Cisco ISE S HUBRBEE T3, @HER—ZANL ANy F SN RALZHIBRTHE, B F Y
J— )5 HEC Ry FRHEIBR S E T,

B DEREA

aAvY R FI4ILE

remove TV = a VDREED/NNy T N RLD
N—2a U EHIRT D a~ K,

application_name Ny FNHIRESNE T 7Y r—3 5 D4,
K255 XTFOFBMTH Y AR—FLET,

version B END Ny F N—2 g3 & F, BK255
EOERFEE T R—FLET,

EHNTY 74~ V& —F (PAN) OHEN 7 = — VA —N—FEEZA RF—7 ML TND
WAL, Ny FERHIRTARNCT 4 =7 L TLEE W, RNy FOHIBRMNZET LZb,
PAN DH#EN 7 = — VA —N—RELE A RF—T NIRRT I ENTEET,

77 4V FOEEREIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA KSA4 Y

AVAR=LEINTHRDSNYyFERIRLES ET258 ROTT— Ay b=V REREINE
R

% Patch is not installed

BEANTPAN OBEI 7 = — /LA — R—RENA R —T IR >TWbE, RDOA =N
FREINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.
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. patch remove

511

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

151 2

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
% Patch is not installed

ise/admin#
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permit rootaccess .

permit rootaccess

Cisco ISE CLI ®/b— I T 7 &7 A9 521X, EXEC E— K C permit rootaccess = ~ > K % {i#
LET,

permit rootaccess

B DEREA

> —

aARETI7HILE

Zoaxy FZE, F—UV—FBXIUGHEITH Y THA,

77 4V FOBIEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.7.0.349 Zoavwr FREASHE L,

151
DL, Cisco ISECLI D/b— NMIT 7t AT B HEEZRLTHVET,

ise/adming#
ise/admin# permit rootaccess
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt itn it ittt eenenns

Challenge String (Please copy everything between the asterisk lines exclusively):
KA A A A R AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A AR A A AR KR A A AR A A A AR A A AR A AR AR A A AR A A A AR A AR x K

KA A A A R AR A A A A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A A A A A A A A A A A AR A A AR KR A A AR A AR AR A A AR A A A AR A A AR A AR AR A AR x K

Starting background timer of 15mins
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

2

Please input the response when you are ready

Response Signature Verified successfully !
Granting shell access

sh-4.2# 1s
2.4backup config CT_Deme_ Test Rpm
ct rolling.txt lost+found threadHeapDumpGntr.sh
backup_anc-2.7.0-115.jar corefiles CT_engine-2.7.0-1.0.x86_64.rpm
err.out prrt-server.log tomcat-process-log.txt

backup guestaccess-upgrade-2.7.0-115.jar corestacks.txt ct persistent.txt
Heap dump20190705 libciscosafec.s0.4.0.1 Thread dump 2019-07-05-19:07:30

sh-4.2# exit

exit

Root shell exited
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. permit rootaccess

Jy

. Generate Challenge Token Request

. Enter Challenge Response for Root Access
. Show History

4. Exit

Enter CLI Option:

3

R R R Ik I I h b b b b b b b b I b b h E b b b E ki

SN No : 1

R R Rk I I h b b b b b b b b b I b b h E b b b bk i

w N

Challenge

generated at 20l9 06-12 15:40:01.000

R R IRk I b b b b I b b b b b b I E b b b bk i

SN No : 2

R R Rk I h b b b b dh b b b b 3 b h E b b b h bk i

Challenge

generated at 20l9 06-12 l5 43:31.000
1 Generate Challenge Token Request
2 Enter Challenge Response for Root Access
3. Show History
4 Exit
Enter CLI Option:
4
Exiting..............
ise/admin#
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ping

ping .

UE— VAT L EDIERNRIPVE X v N U—7 B 222 W4 %121%. EXEC &— KT ping
a~wy REFERLET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

B DEREA

aAavv R TFI4ILk

ip-address PING #FE1TT AL AT LDIP 7 RL A, &
K32 XFOFHTHFAR—FLET,

hostname PING # FE(TT AL AT LADEKEA Ny, ek
R LFOFETEYFR— N LET,

df UEE) . ok TS5 T AT — a0
B 24 7E,

df /\"/7‘)% TGTRA T — g U ESIET AR

VEERLICHEEL, a—h ooy
%777%/hT6FAiLIE%%ELﬁ
WIGAIE 3 ICHRELET,

packetsize (f£&) . PING N7 > hDOH A X,

packetsize PING /34 v R DH A X% 0~ 65507 D& T
fBELET,

pingcount (f£#) ., PING — 2 —ZRDH,

pingcount PING = =1 —ZLRO¥ % 1 ~ 10 O#iH THE
LET,

T 74N FOBERERSH D EHA,

AT RE—FR EXEC
vy FERE J1)y—2 TEAR
2.0.0.306 Toavwy RPREAINE LT,

FEREDHA K542

ping=~> Rif, =a—FR A7 hET FLRAICKEE L USEE/HDET, pingtH X, &
A N ASO/RZADEFEAM:, /NADOBIE, HRA MIBIFERTRENE 9 D EFHEIT 2 DICESL L E T,

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.
18 bytes from 172.16.0.1: icmp seg=0 ttl=40 time=306 ms
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. ping

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#
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ping6

ping6 .

UE— h AT L EDIKIRIPV6 % v U — 7 5t 22 W9 5121Z. EXEC £— KT ping6
g~y REMALET, Ziuk, IPvdping 2~ REFEBILTWET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}]

B DEREA

ARV R FIHILE

ip-address PING #FEATTHL AT LDIPT KL A, B
K64 X7 DR T2 Y R— b LET,

GigabitEthernet (EE) . A= VR AT —TxA A,

0-3 A =Py hAVH—T oA AETRIRLE T,

packetsize ({EE) o PING Ty bOH¥A X,

packetsize PING /37 v b DA X% 0~ 65507 D#iH T
HELET,

pingcount ({£&) . PING =2 —ZRD%K,

pingcount PING — 2 —ZLR D% 1 ~ 10 OFFH THIE
LETS,

77 4V FOBIEREIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FRHEASHE L,

FEREDHA R4V

pingé =~ Rix, =a—#RNT v &7 RURIZEGE L USEEFH E T, ping I,
RA RSO SRADEHANE, N AOIIE, KA MIBERTRENE D a5 DIC&LH E
ﬁqo

pingé =~ > FiZ, BEfF® ping =~ & FIZEEIL TWET, pingé =2~ Fi&, IPvd DT
NT7Z AT —vary (pingavy RTulsnhTns df) 7y a vahR—FLEE
I AERTA V=T 2 A AR ETEET, AV F—T=A A F T ad, LA~
B—=T A AFEDOT RLATHDL I 7 a—0) 7 RLRALDE U HERICESL D £,
packetsize 473 = > & pingcount &7 3 i, ping 2~ ROEE L RERICHERE L £ 77,

511

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5
PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes
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. ping6

64 bytes from 3ffe:302:11:
64 bytes from 3ffe:302:11:

:20c:29ff:feaf:da05: icmp seq=0 ttl=64 time=0.599 ms
:20c:29ff:feaf:da05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp _seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

2
2
2
2

512

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
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reload

AU R TIHIE

reload .

Zoawy RiZit, ¥F—U—FBIXOSEILIH Y F¥ A, CiscolSE A XL —FT 4 T AT
L&Y 7 — 4221, EXECE— FCrdoad 2~ F&EHEHALET,

reload

T 7 4V N OEMERMEIZH Y FH AL

AvURE—FR EXEC
av Y FERE )1)—Xx EZEHAR
2.0.0.306 Soawy FAREASHE LT,

FRLEDHA KS1 Y

rdoad 2~ NI AT L&Y 77— LET, a7 4Falb—ra AFRET 7 A VAT
LT, CLITKRRAZ = T v 7 a7 4 Fal—a Al f7ar74Falb—rayv
ZARTE L. CiscolSEEHIER—Z Lt v a VICREERMRIELIZH% T, rdoad ==~ > KZ&{#i ]
L9,

reload 2~ F&FITT AEINZ, CiscolSERS, N7 T v/ B, AV A=), T 7T
L— R, E7THIBRBEZFATHR TRNZ L 2R LE 7, Cisco ISE 8 2L D#EAEEZIT -
TWa i reload =2~ REFETTHE, ROWTINNDOEERA vy E—UNERINET,

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHEDWTNNOEENFIREINT-HAE, Ve — R EFITT D12 Yes E ATIL, F v
BT BHIZIEINo EAFTILFET,

reload 2~ & ROMHREICMO 7 2 2ANFET SN TV RWIES, EidRrahn s %s
T—=VITS LT Yes & AN LT725E1E, IROBRIISET D LENH Y £7,

Do you want to save the current configuration?

BEA£ D Cisco ISE B EH1ET H7-0I0 Yes EANTDHE, RO A v —URERSNET,

Saved the running configuration to startup successfully

BENTHR 7 2 — LA — =B Z—T NI TND L IROEE L o — URFRIN
e

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

CATTHHEIE Tyl . Fr oA 585480F ) EAHLET,
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. reload

1

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#
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reset-config

AR TIAIE

reset-config .

IP7 RLVA, wA7 F—hU=A, BRARM, FAA 4, DNSH—/3 NTPH— 372 L
ADE-OS* > NIV —7 a7 4Falb—vara Uty M 5I21E, EXECE— R Trest-config
av U REEALET, TN/ T A—ZE, REFIZERIND /T A —Z L ELARRICIH
CCY, BEHEIT, ZOCLINLEHENRRAT— F2EREINDZ EIEHY A, F2, 2
Da~<y RIZB/ED ISEHEE-IXEMET —#% V& h LEHA, application reset-config
a<w L REMHHLT, ZRNHDX AT ZEITTEH05TT,

reset-config

T 74N OB D Y EH A,

ARV FE—F EXEC
ATy RERE J1—2 EERR
2.2.0.470 ZDavy RPREHEAINE LT,

FREDHA FS1 Y

A\

SETHHCI T R_RTCOY—EARFHEE I NE T,

G¥)

RANLEEFTHE, HOFRA M EHH L CTODFEHENENC/ZRY 9, HrLnEA R
ALEMBHLTOLH LW CBEAGEAEN AR S, HTTPS/EAP THEHINET, 20/ —
RTCABAMEHHELHEHTIHE., ELWVWKRR MARESNTH LWVIEHEL 1
R—=FLET, F/2. TO/—RFWBAD RAAL O THDHEA. HITT HEIIC, AD AV
N—=2 w7 HHIBRELET,
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restore

EXEC £— K CiscoISECLIaZ > K|

VAT LDLURION 7Ty T EETT AL, EXECE— K Trestore =~ & L%
T, 18 eHElZ Cisco ISE 3 L X Cisco ADE OS B DT —# 2t LE 1,

CiscoISE 77’V /r—3 3 > & Cisco ADEOS IZBHT 55T — X 25T HI12i1%, ROa~vr Kx

AL £

restore[ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}

include-adeos]

X nERA filename

VR NVIFET DN I T v T 77 AL
D7 7 AN, Fe K120 LFOTHTF- %5 R —
FLET,

Gx) T 7 AL DIZIT, targpg & VD PIE
RF 2T AMERHY £ T
(myfile.tar.gpg 72 &) ,

repository

repository =¥ > R,

repository-name

NI T v PEWrdTDHIVRY M OL4HI,
120 CFECTHRELET,

encryption-key

UEHE) . Ry 2T v T hfET B a—
FOWHF— 2 8E LET,

hash

Ny I T T EBITDHIZDODONNy 23
5% —, T 5z vy va
fbahiz) BEsfbx—%2BELET, 40 XF
FCTHRELET,

plain

Ny I T T BT 00T L—r TF%
A NOKFEX—, HT AR LSz L—
VTFXANOK AL —FEELET, 15
FTETTHELET,

encryption-key-name

hash | plain JE AT —Z2E L £7,

include-adeos

ADE-OS RET —Z Ny 77 v FITAFAET
Higa,. Ny T w7 EEITL L, Cisco ISE &
V7 —hkLET

BEANTT 74~ VUEH /) —F (PAN) OH#7 = — A —NR—FELEA F—T7 ML TN5
LA, Nl T v T EETTARNCZOREET A =T ML TLIEEW, BT L

7-5. PANOB#EN 7 = — /LA — "—F&%
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AR R TFIHILE

Ry o7y Thibo CiscolSEREF—s 0w |

77 4N FOBERLEIZH Y EE A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

)

Cisco ISE T restore 2~ RZfEf7 % &, Cisco ISE V' — "N HEAICHESE L EI,
F—HZDE TR T, X —I1IA 7 a T, X —%2iEE LR T-LURTID Ny 7
T o7 OETLEVR— T A0, BFEX—72 L Crestore 2~ R&fHTEF9,
EEINTPAN O HEN 7 = — VA — N—BERA Z—T IR TNB E, RO A vE—IN
FTRINFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

G¥)

\}

Cisco ISE Release 1.0 38 2 O Cisco ISE Release 1.0 MR DN 7 7w 7' D1E I, Cisco ISE
Release 1.2 TlXVHR—F SN FEHA,

GE)

CiscoISE VU —R 1413V V=R 12UETHRE LNy 7 T v 7o TE R — K LT
b\iﬁ‘o

INYDI T TS0 CiscoISEERET—42 DIETT

Ny 7T T DB Cisco ISERET — ¥ Z1EILT 521X, koa~ s RafHLET,
restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablab12

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...
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UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 3/67, GuestUpgradeService(l1.2.1.146)... Done in 43 seconds.

- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/67, NetworkAccessUpgrade(l.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(l1.3.0.194)... Done in 2 seconds.

- Data upgrade step 11/67, NetworkAccessUpgrade (1.3.0.200)... Done in 0 seconds.

- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 15/67, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/67, GuestUpgradeService(l1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/67, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)... ...Done in 236 seconds.
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)... Done in 2 seconds.

- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)... Done in 1 seconds.

- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/67, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)... Done in 16 seconds.

- Data upgrade step 33/67, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/67, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(l1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/67, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/67, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/67, NSFUpgradeService(l1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/67, NetworkAccessUpgrade(1.3.0.561)... Done in 3 seconds.

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)... Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(l1.3.0.615)... Done in 0 seconds.
- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.
- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...
................................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.

- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.

. EXEC E— K ® CiscoISECLI 37> K



| EXEC £— K CiscolSECLI 27> K

Ry o7 v Ihb0 CiscolSEBETF—s0Ex |

- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.

- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 66/67, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.

- Data upgrade step 67/67, ProvisioningUpgradeService(1.3.105.181)... .Done in 103
seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
ISE Identity

3: Running ISE configuration data upgrade for node specific data...

progress: Restoring logs...75% completed
progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

~ O ~ - — P —
INY D Ty ThvibD Cisco ISE ENET—2 DIETT
Ny 77 v 7DD Cisco ISEEMET — X2 2G0T 2121%, ROa~ v REMHLET,
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plainlablabl2

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

restore in progress: Starting Restore...10% completed

progress: Retrieving backup file from Repository...20% completed

progress: Decrypting backup data...40% completed

progress: Extracting backup data...50% completed

Monitoring & Troubleshooting Log Processor...

restore in
restore in

o0 o0 oo oo

restore in
Stopping ISE

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed

checking for upgrade

Starting M&T DB upgrade

ISE Database processes already running, PID:
ISE M&T Session Database is already running,
Starting ISE Profiler DB...

Starting ISE Application Server...

30124

PID: 484
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B <v97 97550 ciscoISE &EF—4 & &£ U Cisco ADE 0S F— % DT

ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress:

ise/admin#

Completing Restore...100% completed

INY DTy ThibD CiscolSEERTET—2 & KU CiscoADEOS 7— 32 D

Ex

Cisco ISE ADE OS 7 —# % & ¥¢ Cisco ISE % ET — X Z1HILT HIZi%, ko a~<w> R&EEHAL

\jzj_‘O

restor e mybackup-CFG-130405-0044.tar.gpg r epository myrepository encryption-key plainMykey123

include-adeos

1

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos

Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore.

oe

Warning:

oe

restore
restore
restore
restore
restore
restore
restore
restore
restore
restore
Broadcast

A0 A0 d° d° o J° OO oo

oe

ise/admin#

in
in
in
in
in
in
in
in
in
in

Please wait...
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed

Updating Database metadata...70% completed
Restoring logs...75% completed

Performing ISE Database synchup...80% completed
Completing Restore...100% completed

message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

EXEC E— K ® CiscoISECLI 37> K
Illlﬂﬂlll



| EXEC £— K CiscolSECLI 27> K

rmdir .

rmdir

BEfEOF 4 L7 MU ZHIRT A121Z. EXEC E— R T rmdir =~ REFEHLET,

rmdir directory-name

B DA directory-name T L7 R4, K 80 SUFO A Y
R—FrLET,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC

av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,
i

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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. ssh
ssh
UE— AT AEDFLENT® Yy v a VERBT HICIX, EXECE— R Tsh 2w 2 R
EEMALET,
%,
G HHEEFFIa—YRZDa~vr F2EHTEET
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1| 2}]
ssh delete host {ip-address | hosthame}
BX D ip-address UE— kAT LD IPV4/IPV6 7 KL AR
64 LFOEHFHYR— M LET,
hostname UE—h AT LDKRA M, K64 LFD
T EYR—NLET,
username SSHZ/MLTur/Af L Tnba—FDaz—
P4,
port EE) ., VE—F FAAFDOR— FEELZR
Lij‘o
port number H— F DAL 0 ~ 65,535 TF, 77
JU b A— T 22 T,
version FEE) . X"=VarFEErnrLET,

version number

SSH A=V g & H1BLIN2, 741k
D SSH X— g 132 T,

delete

BEDRARNDSSH 7 4 H—71 > k%4l
ML E£9,

host

HRARNXF—NHIBRENDVE— K VAT LD
Z]_\‘X ]\%0

ip-address

UE—hF 2T LD IPV4/IPv6 7 KL A& K
64 LFDOWRETEYFR— T LET,

hostname

VE— KT AFLADFA N, K64 LFD
WA R—FLET,

ARV TFIALE TAETT N

aAvURE—F EXEC
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ssh .

avy RERE

EREDAARZA4

\}

Jy—= EENE
2.0.0.306 Zhoawry RREASHE L,

ssh 2= RiZ, AT AL BRIOU F— M AT LFERITT— N, RS S nT-#
AW LET, SSHZ A4 7 v M, B X O Bikick Y., FFeXaT7RRry hU—2
ECEeXaThEENTEET,

GE)

CiscoISE 1%, FIPS £— K2V ISE TAHZNI 2 > TWARWEE T, FIPS T— N TH{E SSH 7=
X SFTP #5i 2 A& LE 4, ISE L@{E+ 5 U E— b SSH F7-1% SFTP #— 378 FIPS 140-2 /&

7

R SALT VT A LEZFHFAI LTS Z L el LEd,

CiscoISE Tld. #HAIAZD FIPS 140-2 DIFEFR A 5T Y 2 — /LM S CuWE 4, FIPS
AT TAT U ADERDOFEMIZ OV I, [FIPS Compliance Letter] # &ML T 7230,

511

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

512

ise/admin# ssh delete host ise
ise/admin#
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. tech

tech

EXEC £— K CiscoISECLIaZ > K|

BRIy NV A B2 —T =2 A LD NT T 4 v I BF LTI DHIT0E, EXECE—RT

tech 2z~ FEEHLET,

tech dumptcp {interface-number | count | package-count}

X DA dumptcp

TCP Ry r—khkay ) — WX P LET,

interface-number

FHEY A=Y Ry h A X —T = AD
F= (0~3) ,

count

RRN =V ERELES., 774/ b
TR T HIRZ L)

package-count

1 ~ 10000 Z % AR—F LET,

jostat

3 EHT- D ORI IULERLE  (CPU) OFEEHE#R
BIOT AL RENR—F ¢ v a O A
FHiEREZ oY — X 7 LET, Linux D
jostat 2~ RZZH L T 7E 30,

iotop

ISE /— R Eo7mt &= L IZIERE: 1/O £ F
TRt 9,

mpstat

a2 —VICEE S D 7 ety I B
X7 LE7, Linux O mpstat 2~ K%
ZHLTLIEEN,

netstat

3IMHIZYVOa = VCEESRDS XY
U — 7 g R A &7 LET, Linux O
netstat 2~ REZZMM L T ZE W,

top

FATH DLV AT LOXAF I v 7R YT E
A LhEa2—%F T LEST, "yFE—RT
ST EIZFETENET, Linux O top 2~
FEZR LTI,

vmstat

3RHI-VDORAEY, TukRER—=U S
Y~ —1FRE X7 LE7, Linux ® vmstat
avry REHRLTIEIN,

ARVRFIANE TAET

aAvURE—F EXEC
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tech .

IRy FRE 1) —Z EERNE
2.0.0.306 Ioawry FREASRELE,

FEREDHA K54 > techdumptep D7) T bad UDP cksum DEE R FIR S - d. MBEORK TIIRWEERH
v ¥7, techdumptep=~ o Kk, 41— xRy b~vArm7mtyh a2 L THRTTHAEIC,
FAGry FEMRET, BHOA =V Ry N TFyTEIREAT Y b OF =y 7 AEFHEL
FTN, ARV —=T 4T VAT L YT I =T DAY v 7 IFETLERA, LA T,
F15/3 v R bad UDP cksum & L TEHEIND Z LITRFETEIH Y £HA,

CiscoISE U U — 2 3.0 LA, techdumptep =~ > R ATRE/e A > Z — 7 = A Z L LTIR
DODATvarndb 9,

e br-<.>

* docker0

* GigabitEthernet0 (3 X OME M vl HEZ2 55 & 13D GigabitEthernet & % — 7 = A A)

*lo

* veth<...>

11

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on eth0, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0O, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6),
length: 200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096
ise/admin#
151 2
ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: Suser %nice %$system %$iowait S$steal %idle

7.26 0.73 4.27 0.77 0.00 86.97
Device: tps  Blk_read/s  Blk_wrtn/s  Blk read Blk wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sda2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#

EXEC E— R ® CiscoISECLI I< > K .



. tech

151 3

ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise)

02:41:25 CPU Suser $nice
intr/s

02:41:25 all 7.07 0.70
ise/admin#
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02/25/13

3.

$sys %iowait

98

0.

74

0.

$irqg

02
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$soft S%steal $idle

0.14 0.00 87.34 1015.49



| EXEC £— K CiscolSECLI 27> K
terminal length .

terminal length

BEDY v ¥ a o COBIEONAR B E O T Z R ET 2121, EXEC £— R T terminal length
a~vy REfHLET,

terminal length integer

X NN length BEOWREHIZERT D, BIfEOE YT 3
VOITERERE LET,
integer B DT, 0~511TOHPHATHREL £,

0 ZfEET D &, HmEmM ToO—RpEIER
F 4 —T Mz F£1,

ATV R FI4IN T 7 AN NOITEITBAEDE v v a3 BT 2 BIEDOMARBEEIZ % LT 24 TY,

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDAHA KS4> YAT Alidlength DIEZEN LT, EE@EEOH DRI —FHFIET 22 4 I 72 RELE
j‘o

1

ise/admin# terminal length 24
ise/admin#
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. terminal session-timeout

terminal session-timeout

TRTCOY Y a NN TLHET VT4 TEA LT 7 NaHET HITIE, EXECE— RT
terminal session-timeout =~ > R&HEH L £9,

terminal session-timeout minutes

WX D5 session-timeolt FARTOE Y v a K LT, FTIT 4T
YA BT Y M ERELET.

minutes T VT 4T ZA LT T NOSEL, EOHFE
130~ 525,600 T3, ¥r (0) 245ET5 L
BA LT RNTF =T 2720 F9,

ATV RFI4INR T IANIDEYTa Ly EA LT T L3055 TT,

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

EELOHA K54 > terminasession-timeout 7~ > K&Enr (0) ICRETHE, YA LT U MBRESNLEE A,
1

ise/admin# terminal session-timeout 40
ise/admin#
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terminal session-welcome .

terminal session-welcome

VAT AT A T BT RTCOL—FIIRRENDHARA v =T % AT MMIERET DI
IZ. EXEC &— K T terminal session-welcome =< > R&HH L £,

terminal session-welcome string

BX DN session-welcome VAT AR T A T RTOa—PIIE
RENDUA v =T % AT DMTRRIE L
E3Ep8

string WA v —, RK2023 XFORET %
AR—FLET, XML TP SN CRITEFA]
SNERA,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EELEOHA KS4y CLIICRZ A Lzt Eilavy Ry MEEO EBICFE RSN LA v & — V2 45E
L/i‘g—o

1

ise/admin# terminal session-welcome Welcome
ise/admin#
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. terminal terminal-type

terminal terminal-type

BAEDE v ¥ a VOBIEDOEBIIHSE SN DR DO X A 755 ET 5I21E, EXEC £— KT
terminal terminal-type 21~ > K& H L F9°,

terminal terminal-typetype

X DA terminal-type BHE SN TWABRDO X A FEHIEELET,
T 7 v hDOUEE S A 7 1L VT100 T,

type SRKDOLRIE XA THEER L, TOH—E R
DEA TEMETHHRA ML D mART
T—arEFALET, RK80LFD R
FThEYVFR—FLET,

AvY R F740k VIO

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RPREAINE L,

FEREDHA KS4 > VTI00 &R D5E6, Wk A 7a2nRLET,
1

ise/admin# terminal terminal-type vt220
ise/admin#
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traceroute .

WCEBR @ L L— b EBRET 5121, EXECE—

traceroute
N7y RRBROT RLAIZEEEIND & &
R Ctraceroute =~ > R&2MFH L £7,
traceroute [ip-address | hostname]

B DA ip-address

JE—F YAFALADIPVET LA, K64
LFOFEHTFTEYR— b LET,

hostname

JE—h AT LADFEA R, BK64ATFED
W T EVR—MLET,

ATV R FI4NN T AN NOBEERMEITH Y A,

ARV kFE—F EXEC

avy FERE J)1y—= EERNE
2.0.0.306 ZOavy RPREHEAINE LT,
151l

ise/admin# traceroute 172.16.0.11
traceroute to 172.16.0.11 (172.16.0.11),

1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms
ise/admin#

30 hops max, 38 byte packets
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. undebug

undebug

TNy JRERE A B2 9 521X, EXEC £— R Tundebug =2~ > RZHH L F9,

undebug [ all [application |backup-restore |cdp |config [copy |icmp |locks |logging [snmp |system
[transfer |user |utils]

B DEREA all FTRCOT Ny T T 4 8—T M LET

application TV r—=vary Ty,

call: TRTOT TV r—varO7 Ry
TWHET 4= Mz LET,
einstall : 77V r—2 a3 DA A —)L
DTNy TN ET 42— Mz LET,
s operation : 7V rr— g UEEDOT N
THHET 4 —T7 Mz LET,
euninstall : 7V r—ra3 DT A A
M= DFT Ny TN %ET 4 Z—T NIZ
Liﬁ—o

backup-restore Ty ANENy I T v T7BIOMETLET,

call: Ry T v TBIOETT, T
DTNy TN ET 4 B—T M LET,

ebackup : N 7T v TEBIOEILT, Ny
0T T OT Ny TN =T 4 8—T L
I LET,

* backup-logs : /N> 7 7 v 7B L OEIL T,
Ny I T o7 aldOTF Ny 7HhET 4
=7 LET,

e history : /N> 7 7 v B IWMETL T, B
DTNy TWhET 48— M LET,
s restore : /N7 T v 7B IOMELT, oL
OFT NNy THIETF 4 —7 W LET,
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undebug .

cdp

Cisco Discovery Protocol (CDP) 1> 7 ¢ ¥ =
L—a 774,

e all : 3~T® Cisco Discovery Protocol = >/
TA4X 2l —aOTF NNy TH T ¢
-7 LET,

+ config : Cisco Discovery Protocol ® =2 2777 ¢
Xal—varDFRy THhET 4 &—
T LET,

« infra : Cisco Discovery Protocol D1 > 7 Z

ANTIF DTNy THNET 4 B—
TN LET,

config

a7 4Falb—rary 7Ty A,

call: TRTOAL T 4 F2L— 3D
TRy THNET 4 =T M LET,

ebackup : Nv /T v 2T 4 F¥alb—
varOT Ny M ET 4 B—T NI
LET,

eclock: 7wy /7 a7 4F¥alb—v g
DTNy TN ET 42— Mz LET,

einfra: 27 4 X2l —ar 7T
ARNT I F DTNy THNET 4 &—
T LET,

ekron: I~ R AFYVa—F a7y
Fal—arOFNy ITHNET 4 &—
T LET,

snetwork : Xy NU—27 a7 4 F a2 b—
YarOTF Ny ZHMNET 4 =TT
LET,

erepository : UARTY MY a7 4 Fal—
YarOTF Ny ZHNET 4 B—T 1T
l—/i‘d‘o

eservice : Y—ERX a7 4 Fal— 3
YOTFT Ny TN ET =T M LE
‘a‘o

copy

ab—av R,
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icmp

ICMPa— 5D ay 7 4 Fal—g ),

all : ICMP =2 —5&0=a L7 4 X2 l—3i 3
YOFTRTCOT Ry M P %ET 4 &—T NI
LET, 0~7T ORI TLLEZHRELET, 0
FER, 71T _XTaRLET,

locks

UY—2ayFxr s,
eall : T RTOY VY —A avFXF TOT
Ny TN ET 42—z LET,

efile: 77 A2 yX 2 TOTF Ry THIT
AT 4= LET,

logging

X s ary7 4 Xal—yaryZyrAIl,

all: e F o7 a7 4 F¥alb— g DT
TOT Ry TN ET 42—V LET,

snmp

SNMP 22> 7 4 Xal—Yay 77/,

all : SNMP 22 7 4 F a2 b — 3 DT T
DF Ry T ET 4 2—T N LET,

system

AT T A,
call : TRTDUVARAT A T 7ANDT /Ny
THA T 4 E—T I LET,
eid: VAT AID DT Ry TN ET 4
=7z LET,
sinfo : VAT MMEROT Ny T ET 4
=TIz LET,

init : AT AP OT S T T E
Fo4E—7 M LET,

transfer

7 7 A JVERIE,

user

call : TRTOZ—HEFIHOT v 7]
BT A4E—T M LET,
s password-policy : /XA T — KR U o —D

2—YEHROT NNy THNET 4 &—7
U LET,
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undebug .

utils a—T 4 VT4 a7 4 FXalb—var Iy
A I,
all: TR CHO2—FT 4 VT a7 4 Fa2l—
arOT Ny TN ET 4 =T ML E

R
AT VR FI4NN T 7ANNOBEERMHEITH Y A,
ARV FE—F EXEC
av Y RERE )1)—2R TEAR
2.0.0.306 Zoavy RPEAINE LT,
!l

ise/admin# undebug all
ise/admin#
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Bl which

which

BHE CLI CEMAAgERa~ > RONEEERT HIT1E, EXEC E— R Twhich 2~ R&ff
ALET,

which

B DEREA Zoaxy RZE, F—U—FBXIUOGHEITH Y THA,

ATV R FI4NE T ANV NOBEBERMEITH Y A,

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L

BELDAA K54 > whichiZk L =< FTF, whichlE CiscolSE TR TX 348, v K74 > TRl
AHLTHERLLED & LIEEE, CLIA V¥ T 7T 4 T~ LT IEFRSRET A,

151
WoFE, which D ZRL TWET,

ise/admin# which
application configure<STRING>

—

[ .

[ 2]. application 1install<STRING><STRING>

[ 3]. application remove<STRING>

[ 4]. application reset-config<STRING>

[ 5]. application reset-passwd<STRING><STRING>

[ 6]. application start<STRING>

[ 71. application start<STRING> safe

[ 8]. application stop<STRING>

[ 9]. application wupgrade cleanup

[ 10]. application upgrade prepare<STRING><STRING>
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write .

write
CiscoISE— "\ EL a2 B —, F£/R, F£IXHEET HIT1E. EXECE— R CHEUI 2515 & 8 E
LCwritez~> REFEHRALET,
write[ erase| memory | terminal ]

¥EXDEHEA erase AR =TT ar7 s Fal—a w2l

ELFET, ZOF 7 3 0%, Cisco ISE Tl
F A4 EB—TINTT,

memory

FiTar 74 Xalb—varvk, A¥—F T v
Far7 4 Xal—Iaricar—_L%F7,

terminal

FifTar 7 4 F¥al—rgrEaryy—l
avr—LET,

ATV RFI4ILL T AN NOBERHEIZH Y EH A,

ATV RE—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 ZThavwr RPREAINE LA,

FEREDHA K54 > CiscolSE TiL, write 7~ RTerase 47 v a VAFEATHZ LI TEEEA,
erase 47/ a b write 2V REEBIZHHTSH L, CiscolSEIIRDODTT— A vEe—T%

FRLET,

% Warning: 'write erase' functionality has been disabled by application: ise

511

ise/admin# write memory
Generating configuration...
ise/admin#

15 2

ise/admin# write terminal

Generating configuration...
I

hostname ise
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. write

. EXEC E— K ® CiscoISECLI 37> K



	EXEC モードの Cisco ISE CLI コマンド
	EXEC モードで開始される Cisco ISE CLI セッション
	application install
	application configure
	モニタリング データベースの設定
	プロファイリング イベントのライブ統計情報
	内部 CA ストアのエクスポートおよびインポート
	欠落したインデックスの作成
	ACS の移行をイネーブルにする
	主要パフォーマンス測定指標の統計データ
	カウンタ属性の収集
	ワイヤレス設定
	設定済みの TCP パラメータ

	application remove
	application reset-config
	application reset-passwd
	application start
	application stop
	application upgrade
	backup
	Cisco ISE 設定データのバックアップ
	Cisco ISE 動作データのバックアップ

	backup-logs
	clear screen
	clock
	cls
	configure
	copy
	実行コンフィギュレーション
	リモート ロケーションへの実行コンフィギュレーションのコピー
	リモート ロケーションからの実行コンフィギュレーションのコピー

	スタートアップ コンフィギュレーション
	リモート ロケーションへのスタートアップ コンフィギュレーションのコピー
	リモート ロケーションからのスタートアップ コンフィギュレーションのコピー

	ログ ファイルのコピー

	crypto
	debug
	delete
	dir
	esr
	exit
	forceout
	halt
	help
	license esr
	mkdir
	nslookup
	password
	patch install
	patch remove
	permit rootaccess
	ping
	ping6
	reload
	reset-config
	restore
	バックアップからの Cisco ISE 設定データの復元
	バックアップからの Cisco ISE 動作データの復元
	バックアップからの Cisco ISE 設定データおよび Cisco ADE OS データの復元

	rmdir
	ssh
	tech
	terminal length
	terminal session-timeout
	terminal session-welcome
	terminal terminal-type
	traceroute
	undebug
	which
	write


