X T7ETIOER

* CiscoISE TOF v hU—7 TN, ZADEFE (1 =)

* Cisco ISE TOHW— F/8—F 4 v T —7 T4 ZADHHR— 1 (30 2—)
ey NT—27 FAL R T N—T D (39 2—)

e Xy NT—T TNRA AT N—T (41 =)

*CiscoISE TOT > 7L —hDA iR— bk (47 _—)

* Cisco ISE & NAD HOfE 2 Ri+ 5 IPSec EFX = U7 1 (52 ~—2)

* Mobile Device Manager & Cisco ISE & O AIEH M (63 <X—)

« Cisco ISE IZ L D ENRA NTF NS ZEEY— =Dt v T v 7 (71 <—)

CiscoISE TRy FT—OFT/I\4A ADNFEH

AA v FRN—FIREDFR Y NT =T F 8 A%, WBFE. FFA. THTUT 47 (AAA) 7
FATRTHY, ZhEFHAL T, AAA ¥ —E RZR ) Cisco ISE (231815 S E 9, Cisco
ISETHRy hT—2F A ZEEFHTDHE, CiscolSE & % v MU —27 F 34 AR O EHEREA
B0 £,

Xy NI —2 T34 2% RADIUS £ 72 1L TACACS AAA IZRE LTV, FmT7 7 A Y v 74—
AT 7y AV = RARA > h® Cisco Discovery Protocol J& M35 & O Link Layer
Discovery Protocol (LLDP) J&E "% IX£4E 3 % 7= % @ Simple Network Management Protocol (SNMP)
ZERE L7210 | Cisco TrustSec 7 /XA A D TrustSec BIEZFXE L7V LFE 9, CiscoISE IZEFE
ENTWWNWR Y hU—727 T340 A%, Cisco ISE 725 AAA —ERAZZETE EH A,

CiscoISED A A A ==2—T, [E¥E (Adminigtration) 1>[%v FT7—%51)Y—X (Network
Resources) |>[#w k7 —% T34 X (Network Devices) | #ER L, BN (Add) 127V v
JLET, BRIND[HF LRy RU—2F /314 & (New Network Device) ]V 1 > K7 T,
WOFFEMEANN L TRy NU—I T RA AEERZLET,

e Xy NT—IF NS, RS CTER_R o F—T a7 7 A NVERIRLET, a7 712l
URLY ZA L7 FROHFAEEDORERED, T3 ACERNEBINT-RENEENT
b\iﬁo

* RADIUS F8AEfH @ RADIUS 7’1 b a2V &RE L E T, CiscolSE IRy T —7 F /31 R
MBRADIUSERAZZIET D &, W T 5T 3 AEBLZR L THRE I N TW S ILGFE
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ZHAGF L E T, CiscolSEILT NA ZEREZMBNT D L 731 RTHE S LTV D ILHFYS
BERGL, TNEERNOELEMELERE L CT 72 AZWEL$3, HEMEN—
T 5 &, RADIUSH— " — %, KRV o —EREICESWTERZ I OICMB LT, A
BN LW, HEISEN Ry T =7 F 0 RCEEENET, KRLZR
AEL AR — RDMVERL S AL, RIOBE BRI E T,

TACACS+ #8FEH @ TACACS+ 7’12 b 2L 2R E L ¥ 9, CiscoISEXF* v hT—27 T
A A TACACS+ERAZZETDH L, MIETHT NAA AEREEL TREIN TN LI
AWEZIELET, T RAEENRODSTEEA. T3 RCHE SN TV D HHF
BERGL, TNEZERNOILGIELBELCT 7 B AZBAE L9, WHEMEN
T 5 &, TACACS+ H—"—F, RY —CERTBICESDWTEREZ I LI LEST, —
BLARWEAIE, HERINEN Ry T =7 T4 ZZXESnET, KR LZRFEL R—
FVER S, KBOBHMN RSN ET,

TuaZ A )T = EARRy N TARALRALWEL, Ry FU—7 T31 X|Z
EHRINTWEIZ U RRA 27077400 7958918, Fy NUT—7 T, RE
HBTHIS Ry hU—2%H 7o b= (SNMP) ZRETE £,

Cisco TrustSec V' U = —3 3 ' O—{ & 72 5 W[REMED & D TrustSec XFIST /SA A5 O EE
RAEMFT 5121, Cisco ISE WIZ Cisco TrustSec ¥tJinT /S A& EHTHMLENH Y £
9, Cisco TrustSec ' U = —3 3 V&V R— T 5 A A > F1T 3T Cisco TrustSec X hi~T
INA AT,

Cisco TrustSec 7/3A4 ATIXIP 7 RL A HMEHA SN EH A, PV IZ, Cisco TrustSec T /3
A A CiscoISE LTHETE D L OIZ, ZTOMOREELERT HLENHY £,

Cisco TrustSec %} it~7 731 A3 Cisco ISE & Dif{F 1T TrustSec JE&M: A H L £ 97, Cisco Nexus
7000 >V — X A A » F Cisco Catalyst 6000 > U — X A A » F_ Cisco Catalyst 4000 > U —
A AA wF, Cisco Catalyst 3000 > U — & A A F 72 £ O Cisco TrustSec xt i 7 731 A%,
Cisco TrustSec 7 /34 A DIBHNEEZEF L 7= Cisco TrustSec BIEA M H L CRRAES N E T,
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(GE)  CiscolSETHR Y hT—7 T NA AERETHECIT, WHEMEO—HMEL TNy I AT v a
V) Z2E0RVWIEERBEIOLET, ZHUL, CiscolSEZT v 77 L— 15L&, HEE
WY T AT v alNFRENRL 25720 TT, 72721, CiscolSE 27 v 77 L— KE¢
WA A=V T DL, WHEMEICNNY 7 AT v aBFRENET,

CiscoISETODT IA4ILE XY FT—0 TINA ADESE

Cisco ISE T, RADIUS 3 X U TACACS FBiEDT 7 4 /v DT RA ABFN Y R— ST
WET, FFEDIPT RLADT A ZAERNBAONS W EEE CiscolSE THEHATE 57 7 4+
NEDFy NT—T FTRAABERTDHENTEET, ZOMEEZHEHATIIE, LT
EVa = T ENET AL ADT 7 44 h@D RADIUS £ 721X TACACS e FME L 7 7R L
NN EERTEET,
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GE)  FEARAY72 RADIUS 5 KON TACACS BB3ED AT 7 40 h DT NA ZAEZELXBINT D Z & &4
[LFET, BERAT7O—IZONTIEZ, Xy NT—2F L 2T LIAROT A X EFRE B
THVNENRHY F7,

CiscoISE L. v FhU—27 F 34 255 RADIUS F7-1% TACACS Bk 252545 & . kST
HTFNARAERRERR LT, Xy hT—7 TAL RAERICERESN WS ILEMBZE A2 BS L%
j—o

RADIUS %7213 TACACS RS Z(E S5 & Cisco ISE (ZIRDFIEZ FEAT L 7,

1 ZERHNOIPT RLAZ—ETLREDIP 7 FLAZHRL LT,

2. HPAEFHRT, BERNOIP 7 R LU ABRRE SN HANICH 208 ) ha B L7,

3 AT w71 E2DMENRNT DL, FROWHIZT 7 4V bOTNA AEE (EHEIN
TWAHE) MERESET,

CiscoISEIL, EDT /A ADT /A RAEFRITHIE STV L IARE 2 BTG L, Z£i11% RADIUS
F 7212 TACACS BRHNOILEFRBE ERE L TT 7 B RAEHIAELET, T/ AEZBROD
H7eWA, CiscoISEIXT 74V DXy NT—27 T3 ZEHRN O ILHE 2B L.
RADIUS % 7213 TACACS ZR 2 4L L £ 97,

2y RT—9 TINA R

Bt OETHHENTWAB Y > RO ZEH LT, Cisco ISE THR v MU —7 534 X %38
BIOEBRTXET,

F2YRT—H FTNAREEDET

WDFETIL, CiscolSEDF Y NI —27 T IV A FNRA REZRETHOIMEHTES [
hU—27 734 X (NetworkDevices) |7 4 > RUDT7 4 —/L RIZOWTHHLET, ZDOU 4
VRUERRTAHITIE, [A=2— Menu) | TA 2 (=) 270y 7 LT, [BEE
(Adminigtration) 1>[#v kT7—%1)Y—X (Network Resources) | >[+Y kT—0 T34
A (Network Devices) ] T, [:BfN (Add) 1 %27 U v 7 LET,

Y NT—=0 TINA RDEE

WDOFETIE, [Fy NT—7 T34 A0 E (Network Device Settings) [ L\ Fr v kT —27F
/XA A (New Network Devices) |V 4 > RUD T 4 —)L RIZOWTRHA L £9,
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Name %o NI F AL ALY N LET

Fy T =T FRA 2T, T ADKRA B

IR DD RT WARIERETE E

T TS, 2L TR T T,

GE)  BEITSUT, BERICT AL 2D
ZREEFRTEET,

£%BA (Description) ZOF A ZAOEBEE AT LET,
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Kay 72U A R BIROWT I %13
WL, REND T 40—V RITHBE2EEZ A
HLET,

«[IP7 KL A (IPAddress) |: H—®DIP 7T
KL A (IPv4 £721X1Pv6 7 KL RA) &
Txy M~ AT EANTTLET,

o [IP %[ (IP Ranges) ]: #4272 IPv4 7 K
LAO#EIFHE AN LET, FRRERFIZIP 7
R LR ZBRINT D12, BRI (Exclude) ]
T 4=V RIZIPT RLAEIZXIPT KL
ADFIHZE AT L ET,

IP7 RVALEY TRy h<RATEFTIPT K
LADEHHE TR T H0ODOHA RIA v %
IR L ET,

HEEDIPT RL AL ERT H, 7
Fy h~A7 &= FEHLCIPHFEALZ EHRT
xET, TRAZAADIPT R L AFPHN
ERINTWDLEA, T3 A AILER
STV D HEIPFEDOMER DT KL R Z R0
THRAABICHETEET,

FTXTOAI T v FOIPT R A%
EFRCTEET, IPT FLAOHEEIRE
THLEL T () RFTRH
YR (%) ZzUANFH—F& LTHEN
TEET, L& XFE, wrxx
1-10.1-10.1-10.1-10 F721% 10-11.%.5.10-15
InETY,

BTy RRTTIZENSNL TV D 5GE
E. RESNTHHENSZDIP T RLA
giHOY T2y MRS TEET, Hi:
10.197.65.%/10.197.65.1 F£ 7213 10.197.65.*
exclude 10.197.65.1,

Fy FU =7 F NS AT LITEHKA40DIP
T RUVA, ¥RITIPHHARETCXE
ﬁ—o

FICIPT RLAZRD2EDT /SN, A%
EFRTHIEITTEXERA,

FICIP&PHZETES 2 BEDT AL A HEE
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TAHZ LI TEETA, IP&EFIL, —HF
FRFENNEETLZ LT TEERA,

FINAR TFOT7AIL

Key 72 )2 Mnb, Xy hU—25
N ADR B —Z RN L FE T,

BIRL TR H—DFy NT—T T8 AN
PR—-—FLTWE7e—BIO—bER&2%
RTDHIE, Fay7H o 2 NoBICH
LHY—=nNDe s A LET, Y=k
v MTIE, T ARERTHURL Y XA
27 k@ RADIUS @ AIA® (CoA) R— K& X
A 7HFREINET, ZNHORMEIE, T
AABALT DXy NT—=T FTNRA AT Ty
ANVTERSINET,

ETI)LE (Model Name)

Ray 72U R RNET AL ZADET L
AR ET,

EF LT LR ZADR Y — DL
ATyl THEEIT, NTA=FD1DE
LTHEHLEST, ORI, 754X T4
JvaFIlizhy £9,

Y7 kD7 /N—2 3> (SoftwareVersion)

RayFZ o YA RNPE, Xy hT—2F
NRARTEATTHY 7 RV 2T D/8—=V g v
ZERNLE9,

VTR T N—=T g UE, = RN— D
RV —OFMEF =y 7 THLXIT, NT
A—=ZD 1O L THEHTEET, ZoEM%E
I, TRA AT 47 aFicdh 9,

Y bT—9 FINA R T )L—T (Network
Device Group)

[Fy FU—7 TR ZATN—TF (Network
Device Group) | =V 7 T, [mF— 3 v

(Location) ], [IPSEC]. BI O[T /A A X
A 7" (DeviceType) | K> X7 U X R
OLEREZEIR L £,

T N—TIZRECT A ZAEEID BTN E |
ZDITN—TNET 7 4NV EDT 3, AT JL—
7 b= F Xy FU—T TR, R T N—T)
WEENRET, 2k, ar—Taix
[T _CToHr/— a2 (AllLocations) ]. 7
WA ABA T[T RTCOT A ZAH AT (All
Device Types) | &£720 £,
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GE) 74 H&EHEHLTCiscolSEEBNO Ry NU—27 T 7R F /31 &2 (NAD) ZiEHR L CHI
g 28A8E. 77U 0F vy v 2x2 7 )T LT, BRLZNAD OLBHIRENS L)1
L/ij‘o

RADIUS FREEE%E

WD FTIL, [RADIUS #&FEs%E (RADIUS Authentication Settings) ] =V 7 D7 ¢ —/L F|Z-D
WTHBALET,

3= 2:[RADIUS FB5E:%E (RADIUS Authentication Settings) ] T') 7

T4—ILF4A FREDAARSA4>

RADIUSUDP D& F

Protocol BIRL=7m b3t LTRADIUSEZFRL
E

HEMWZE (Shared Secret) Fy MU —7 T 2O FRERE NS L
F9,

HEWMERIL, pact v a v E2HELE
radiushost =~ K&EFEHL TRy NU—2
T ATRHGE LT2F—TT

GF)  HAHMEHOEIIL, [T A0k
¥ =2 U7 ¢i%iE (Device Security
Settings) 1V 1> Fv ([FH

(Administration) ]>[® > NU—7Z
J v —Z (Network Resources) ]>
[y hT—2F /34 A (Network
Devices) > [T /3 AkFX =2V T ¢
% E (Device Security Settings) ]) @
[RADIUS 4 F& 8O /M

(Minimum RADIUS Shared Secret
Length) 7 ¢ —/V R CEIE S A7
LRFEU ETHLLERDH Y £77,

RADIUS #—/N—=TDRA 777
T A AT 2LFICTHE T,
BRA A= NBROT v 77
L— RSN OSE . A
BORIIIT 7+ FT4XFT
T, ZOMEIX[T A A X2 T4
% & (Device Security Settings) |77 o
YR TERTEET,

. X T7LETIER I



| %2767 +€2

vy k=5 Friqz2zgonE [

J4—ILF% FRLEDHTA KSA4 Y
2EEHOEEMEDFER F v NU—27F 34 2L CiscoISE TEH SN

% 2FBOLAEREIREELET,
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Cisco TrustSec 7 /34 R{ZIiE, T a7
N () OFERHY £
M. CiscoISEIZ LW XEEN 5D
Cisco TrustSec CoA /X7 v MMEHIZH
WOILARE () ZHHLET,
2 F B OLAREFEOM &2 A
$ 5121, Cisco TrustSec CoA /37
k % Cisco TrustSec 7 /3 A AIZE(E
4% CiscoISE / — RZ @R L £,
[P—2 24— (Work Centers) 1>
[T/314 REE (Device
Administration) [>[#v FDO—21)
Y —X (Network Resources}] >
[y kT—% T84 X (Network
Devices) ] >[B0 (Add) ]>[EE
7 TrustSec 5% (Advanced Trustsec
Settings) | 7«1~ R d [iE(E5¢

(Send From) ] Rm»y7F&Z 72U &
T, ZOX A7 IZfEMHT % Cisco
ISE/—FRZRELET, 7'I7A4~
UEH ) — K (PAN) F7213ARY
v—H—E X/ —F (PSN) ZER
TEXFET, BRLZPSN/ — R34
7 LTWAEA. PAN 1T Cisco
TrustSec 7 /34 A(Z Cisco TrustSec
CoA 7w MNEERELET,

RADIUS 7 7 & ZAZRD 2 &K H DM
A RLE AR,
[Message-Authenticator] 7 1 —/L N %&
Eexry ML CTOHEEE L £
D

X T7LETIER .



t¥a7H7€2 |
B <7y 7 zesons

J4—ILF% FRLEDHTA KSA4

CoA 7R— + (CoA Port) RADIUSCoA 24 AR — hafgE L £,

THNAADT 7 4V FD CoAR— ME, £
N =2 TN AR EESNTA Y hT—
JFRAL AT 0T ANTERSNET (B
I (Administration) ]>[#®*y k=9 1) Y —
A (Network Resources) 1> [y kT —49F
INARATART74I)L (Network Device
Profiles) |>[®rwv FT—% 1)V —X (Network
Resources) |>[#Y 7= T4 RTAT7
4 JL (Network DeviceProfiles) 1) . & 7 4 /v
N CoAR— MEEHT2IZIX. [T 74V MC
% E (SetToDefault) 1 &2 U v 7 LET,

(¥)  [RADIUS #@iiEsx & (RADIUS
Authentication Settings) ] D [# Y k
7—2% T34 X (Network Devices) ]
vy ((BE

(Administration) [>[#v kD —%
1)) —X (Network Resources) ] >
[y FT—%5 T84 X (Network
Devices) 1) THiE L7z CoA A"— |k
EEETLELEIE, Ry bI—9 T
NARTAT74)L (Network
DeviceProfile) 1| 7+ > Ko (B

(Adminigtration) 1>[#v F7—%
1)) —2X (Network Resources) ]>
[y FT—9FNRA4RTOT 74

(Network Device Profiles) 1) Txf
T D787 7 A WA L CoA R —

rMEFRELET,
RADIUSDTLS D E
WER DTLS [ %72 DTLS (DTLSRequired) 5= v 7 R

I AEANTTBH L, CiscoISE Tl D7
A A5 O DTLS EROAPABES L E T,
COFTvarEEHCT S L, CiscoISE T
X2 DT A A9 D UDP Esk & DTLS %k
DO EFPUE I FE T,

RADIUSDTLS iZ&F a7 VA 7y hLA ¥
(SSL) k2 /L OESLE L TN RADIUS DA
FERE SN2 U T ¢ 28t LU E T,
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HEWFR (Shared Secret)

RADIUS DTLS (Zfifi F & 41 2 A R g A3 R
SNET, ZOMEITFEEINTEY . Message
Digest5 (MD5) 5&&tETF = v 7 Z5HET 57
WIZHEHENET,

CoA 7R— ~ (CoA Port)

RADIUS DTLS CoA (Zf#EHT 5 R — s 26T
LE9,

CoA @ ISE SERRZE D F 1Tt CA

Koy 7 &7 U 2 k)y6 RADIUS DTLS CoA
WAEAT ARGERZEIR L £9,

DNS £

F v hU—27 FNRAADDNS %% AT L%
3, [RADIUS/DTLS 7 7 A 7> k ID MGED A
k. (Enable RADIUS/DTLS Client Identity
Verification) ] 473 @ >/ [RADIUS #% &

(RADIUS Settings) |V 1> Rv ((BE

(Adminstration) 1> [ X7 L (System) ]>
[ (Settings) ]>[ZRA taL

(Protocols) ]>[RADIUS]) THZ/Z2~->T
WAHEE . CiscolSEIXZDDNS4 &V 4T
> MAEFAETHRE STV 5 DNS 4 % fhifs L
T, Fxy NT—=IFTNAADID #fER L F
T

EMRERE

KeyWrap ®EF%)Mt (Enable KeyWrap)

KeyWrap 7V 3 U XABRy KT —T T34
ATHR— K I TWBEEITD I, [KeyWrap
D F %Mt (EnableKeyWrap) | F = v 7 KR 7
AhEX AT LET, TOF T a id, AES
KeyWrap 7 /b = U A L %41 LT RADIUS &
Xa V7 42k T 57D INET,

F—HES ¥ — (Key Encryption Key)

v va O EE BE) ITEHAINLRE
= AN LET,

Ayt—T A —tT4H—2 3—F F—
(M essage Authenticator Code Key)

RADIUS A v —I|Zxd 2% —FF& vy a
A w—TFEEa— K (HMAC) OFFEICfE
HAEnsrx—2 AN LFET,
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TJ14—ILF4£ FEREDAARSAY
F—AHAHRK (Key Input Format) WONWTNINDF T ary REEH T Y v
LiTO

* [ASCII] : [¥—Hf5*F — (Key Encryption
Key) 17 4=/ RIZATITHHEORE S1X
16305 (N4 R) | [AyE—VRGEa—
K2 — (Message Authenticator Code Key) ]
7 4 = FIZAT T D EOR &1320 307

(NAR) IZTDRERHY £,

« [16 % (Hexadecimal) ] : [F—HKF /5% —
(Key Encryption Key) 17 1 —/L FIZA
NI HEORE 1L 32305 (S b))
[AvE—VREa— F¥%— (Message
Authenticator Code Key) | 7 1 —/L RIZA
NTDEDOR 1T403LF (A ) 12T
HILENRH Y £,

XY NT—I TN, ADREE —HTHL)
2, F—FFFXF—BILOA vE—UiEa—
R —DANHERT 52X — AN L FE
TEET, HETAMEITF—DIELY (21K
D) EITTAHHERHY, LV HEWN
BTSN EEA,

TACACS Z2FEERTE

= 3:[TACACS FR5I:%5E (TACACS Authentication Settings) ] T') 7D 7 4 —JL K

J4—IL K% FREDAA KSA4Y
HEWZE (Shared Secret) TACACS+ 712 F I LR ERD L X2k B

V=0 TR ZTEH D HTHNET FA D
XFH, =P —F, Xy FT =TT
Lo Ta—PF—£F LU T — R38R
ENDHNCT ¥ A MEANTHRENRD D
T, 2P -PIEWEFRE TR T DT,
ERIET SN E T,

BIESNE=EEWMENT VT4 I TT (Retired |V XA T AL NN T 77 4 772855123
Shared Secret is Active) RENET,
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Bk (Retire) MEFEOAWME 2K T T 50 ICBEIE L E

9, [BEIE (Retire) |27 Vw7 35L, ¥4
Tar Ry 7 ANRERINET, 1T (Yes) ]
FIX W (No) 122U v 7 TEET,

%Y OEIEEAR (Remaining Retired Period)

([BE1 (Retire) | XA TRy 7 AT[IX
W (Yes) ] Z238R L7238 12 0 B ATHE
[7—2t>%— (Work Centers) |>[T/3A
AEHE (Device Administration) ]>[%E

(Settings) ] > [#&#E&%E (Connection
Settings) | > [T 74 FOEBWE) 24T
A AR (Default Shared Secret Retirement
Period) | CHRESINIZT 7 4 /v MENFEIR S
NET, BEIISUT, 7740 MAIFER
TEET,

WA RER IR E SN BEOBIET 77«
TIREFITRY 4,

#T (End)

([BELL (Retire) 1 ¥ A 7w 7Ry 7 AT [IZ
W (Yes) 127V w7 LIZGAICORFIH AT
RE) VAT A MHMAKET L, drndk
BT LET,

SUUNMNERE— FEFMICT S (Enable
Single Connect M ode)

[V 7NV T — FEA023 5 (Enable
Single Connect Mode) | F = > 7 78 v 7 A,
Xy NT—=T T4 AL DT XTDHTACACS+
WIFICH—0 TCP &k 2 4 25514
WLET, ROWTNNLOFT gy Ry
7w LET,

s [LAL—2RAT/NA4 R (Legacy Cisco
Devices) ]

«TACACS KS T OV ISAT7UAR Y
D EROYR—

GE) [V E#HiE— R (Single
Connect Mode) ] % #E%hiz 9%
&, Cisco ISE L3 XThD
TACACS ZERIZxf LTH LW
TCP #&fe & 1 L £,

SNMP 5% 7E

WDFETIL, [SNMP % E (SNMP Settings) |7 a D7 4 — /L RIZHOWTHHALET,
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% 4:[SNMPZ5%E (SNMP Settings) ] T 7D 7 4 —IJL K
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FEREDAA RS2

SNMP /8—< 3> (SNMP Version)

[SNMP /X—3 5 > (SNMP Version) | Kz >
THETLY A NS, IROWTNINDOF T T 3
VEBIRLET,

«1: SNMPvl iZ informs Z %A — ks LT\
FHA,

*2C

«3: SNMPV3 [E, [£FalF 4 L~L
(Security Level) ] 7 o« —/L KT [Priv] %

BIR L7255 8123 7 v b OB b3 vl 6E
ThoHizd, bEFaTRETILTT,

GE) Xy hNI—ITFTRA R
SNMPV3 /3T A — X 3% E L
o, T2 = TP —ER
([#2# (Operations) 1> ([L
R— + (Reports) |>[2#r
(Diagnostics) 1>[#Y kD —
D9TNAREYLaVART—4
A (Network Device Session
Status) 1) Ik o TR D
Ry FT—=0 TNA R &Y
3y AT—43 X (Network
Device Session Status) ] #fZ L
R—=FE2ERTEETA, Fv
N —27 T34 23 SNMPv1 &
7215 SNMPv2¢ /X T A — X % fifi
ALTREINTWBIEAIT.
ZDOLVR— NEIEFICERTE
7,

SNMPRO 3 2a=7+« (SNMPRO
Community)

(SNMP /R—0 2 1 B LN 2¢ (2D A FH 7]
HE) Cisco ISE \ZT /A A~DRFEX A T DT
7 AT AR EHAaI =7 ¢
XFHNE AT LET,

GE) Fy Ly bics (7 72y MY
SN A TEEEA,

SNMP 22—+ —%£ (SNMP Username)

(SNMP N— 5 3 DA D) SNMP = —
P—& AT LET,
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X2 T4 LRIV (Security Level)

(SNMP X"—2 5 v 3 DBAEDHR) [Bx =V
7 4 LoL (Security Level) | Ky "X
YA INBIROAT > 3 O TRNEEIR
LET,

e[Auth] : MD5 £72i3 X =27 Ny =T
Y X (SHA) 37 v FOREREZ A
o LET,

* [NO Auth] mu pEiﬁ L/ 7 7/]) A /_-fcﬁ L/
DEX2UT 4 Ll

s [Priv] : Data Encryption Standard (DES; 7 —

WS HE) Ty F O SILEF

LET,

SREEZ 0O kaJL (Auth Protocol)

(SNMP R—U 5 3 TEx=2U T 4 L~
[Auth] E£720% [Priv] ZBIR L= HEOH) [
AE7'm bk =L (Auth Protocol) | Ku > 7 # o
VURARNL, Xy NT—7 TN ATHEA
T AHWAT 0 Fa LA EIR L ET,

* MD5
* SHA

SREE/XRXJ— K (Auth Password)

(SNMP /X—3 5 > 3 C [Auth] 3 X OY [Priv]
X2 U T 4 LNV EERRLEEGEDOR) §R
AEX—Z AN LET, SUFULEOESIZTS
VENH Y F9,

T3 AZFTY \—nxﬁiﬂéhwcl/\ DHERGE/ NA Y —
RZ&2RRTHIZIEL, [Fox (Show) 127V v
7 l_/iﬁ‘o

() Fy Ly bics (r7r 7y MY
&N BT LIETEEEA,

X T7LETIER .
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754,83 — 7O k3L (Privacy Protocol)

(SNMP N—3 5 > 3 T [Priv] ¥ = U 7 4
LAV EEIR L2 G OR) [T 74N —T
2 k=L (Privacy Protocol) ] Ku v 747
URAINBRDONTNINDAT L a &R
LET,

- [DES]
- AES128
- AES192
- AES256
- 3DES

TS54 /18— /XX T— K (Privacy Password)

(SNMP X"— 3 >3 C[Privl] Ex% 2V T 4
L UL EBIR LT A DR) 7T R —F—
EANNLET,

THNA ANZT TIERESNTND TS T A N —
RAT — REFRRTHI2IE, [FR (Show) ]
Vw7 LET,

GE) Xy Ly bl (77 y MY
N BEHATAZ LTI TEEEA,

R—1) >Rk (Polling Interval)

A=V TR EREM AN LET, T 74
Jb ML 3600 T,

)9 5w T IT)— (Link Trap Query)

SNMP k7 v 7 %I L C%157 5 linkup i# %0
& linkdown %1% 5215 L CTHERR 95121, [V
> 27 87 w727V (Link Trap Query) |
Fry IRy I AT AT LFET,

MAC k5w 7 4T (MAC Trap Query)

SNMP k7 v 7 %4 L CET 5 MAC @A %
ZE L TIRT 5121, [MAC b T v 7o/ =
U (MACTrapQuery) |F = v 7Ry 7 A% F
NI LET,

EETARY O—HY—EX /—F (Originating
Policy Services Node)

[BETLARY > —H%—¥E A/ — K (Originating
Policy Services Node) | K v 7*Z 7 U & |
25, SNMP 7 —X DAR—Y v 7T 5
Cisco ISE #—"—Z R L E4, ZD7 1 —
NROT 7 40 MEIZ[BE) (Auto) ] TT,
Ray 77X T U2 DG REDEZ IR L
T, REZEEXLET,

. X T7LETIER
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EE 7L TrustSec 3 5F

vy k=5 Friqz2zgonE [

WDOFRIL, [HEE 72 TrustSeci% & (Advanced TrustSec Settings) | £ 27 2 a > D7 —/L RIZHOW

T L TWET,

= 5:[EFETS TrustSec 3% E (Advanced TrustSec Settings) JT') 7D 7 4« —JL K

TJ4—ILF4A

FREDAA RS>

FINA RDBEHRTE

TrustSecID IZF /84 X ID #fH (UseDevice
ID for TrustSec | dentification)

[7 /34 AID (DeviceID) ] 7 4 —/L KIZT /N
AAIDE LTT A, A4 %Y 2 BT DITIE,
[TrustSec ID {27 /34 A ID Z{# ffl (Use Device
ID for TrustSec Identification) 1T = > 7 AR v 7
At AT LET,

T/314 XID (DevicelD)

ZD7 4 —/v Ri&, [TrustSecID |27 /31 A ID
ZfiH (Use Device ID for TrustSec
Identification) [T = v 7R v 7 ABA 7785
TWAHAEICOHEHTEET,

ISR J—F (Password)

Cisco TrustSec 7 /XA A % FRFET 5 72912 Cisco
TrustSec 7 /XA A CLI THRE L2/ 3 AT —
Kz AN LET,

INA T — RE&EFRRT BHITIE,
7 Vw7 LET,

[Z~ (Show) ]

HTTP REST APl D&{E

HTTP REST APl &ML

HTTPRESTAPI #fEfH LT, *v hU—2F
INA AN WBETR Cisco TrustSec ¥Rk & #2k45
(21X, [HTTPRESTAPI ®F%ht. (Enable HTTP
RESTAPID) | F=zv 7Ry RAEF NI LE
T, ZhUT KD, ghERMER N EL,
RADIUS 7'& | 2/L & bl L C, Il T
BRIk 2 4 7 e — R e Ed, £,
UDP %4 L= TCP 2 EH 5 Z & ¢, [F8M%
2 kL ET,

Username

Cisco TrustSec 7 /31 A & FRAET 2 7212 Cisco
TrustSec 7 /NA A®D CLI THE L7z —H%—
HEANDLET, 2—PF—RITA—=2 1%
AL =<2 BB A I EIETEERA

INRXJ— | (Password)

Cisco TrustSec 7 /3A A ZFRAFET 2 7212 Cisco
TrustSec /31 AD CLI THE L7Z/3A T —
KEABLET,

X T7LETIER .
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TrustSec T/31 ADBHE L UVEH

F/31 XID (DevicelD)

ZD7 4 —/V K&, [TrustSecID |27 /31 A ID
ZfiH (Use Device ID for TrustSec
Identlﬁcatlon) 1Ty 7Ry 7 ANRE 7T
TWLEEICDOHMENTEET,

ISR J—F (Password)

Cisco TrustSec 7 /XA A ZFRIET 2 7212 Cisco
TrustSec 7 /XA A ® CLI THE LT_/\X 7 —
KEAHLES,

INAY — R FoRmd 5121
27Uy 7 LET,

. [#7= (Show) ]

BRET—A20OFAY o 0— FiER<.>
(Download Environment Data Every <...>)

ZOZVTORey T T A NS NE
ZEATEIR LT, T /31 AN Cisco ISE 7 5 B
BF—H a2 A0 — KT H0END DM
MEEfEE LET, BRZ, o, B B,
FRITBETRINTEET, 7740 MAIX 1
HT9,

E7HRARY —DF Y r0— FiEkk<.>
(Download Peer Authorization Policy Every
<.>)

T /3A AR CiscoISE G BT FBAER Y v —%
HForna— KT 5080355 REHERZ, 2
DY TORayFZ 7Y R NPLGLETR
EARR L TRRELET, KRFREZ, &5
BE, A%k, FdBESClhRETEET, 774
v MEIX 1 BT,

HERELMEME <...> (Reauthentication Every
<.>)

ZOTYTORayFE Y A RNNPLME
A BRI L T, RAIOFGER, T3 AN
Cisco ISE [Z%f L C H & % 383k 5 KR s
AHEELET, REREIMBITR. 45, FE B,
FLITETRETCEET, t&ziwm@&
AT B & TA A1 1000 7 Z L 1T Cisco
ISEIZxf L CHEZFRGEL 7, T7jwhﬁ
X1 BT,

SGACL YR b &> 0— KHEkE<..>
(Download SGACL ListsEvery <...>)

DTV TORayE T ) A NS NE
TRfEZRIR LT, 7 731 AN Cisco ISE 70 5
SGACL Y 2 F & X v no— R4 LRI %
fRELET, REMEREED, o, B B, F
TIXETHRETCEET, T 74V MEX 1 H
<7,

. X T7LETIER
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ZF DD TrustSec T/NA ATZDT/INA R %
{E%E9 5 (SFETZE S TrustSec) (Other
TrustSec Devicesto Trust ThisDevice (TrustSec
Trusted))

TRTOETF /84 X782 D Cisco TrustSec 7
NAZAZfFETELE0ICT DL, [Z07
INA AEAZHET DD TrustSec 7 /34 A

(Other TrustSec Devices to Trust This Device) ]
Fxv IR I AT AILET, ZOF =
IRy I AEFTIZLIESEE, BT T8 A
EXZOT A AZEFET, 20T /3 2
HEFE L2 _XCoNr y M E AT E
X 7T ESnEd,

BRELEEDT/INA A~DZEIE (Send
Configuration Changesto Device)

Cisco ISE T CoA F£ 721X CLI (SSH) #fifL
“C Cisco TrustSec 1% Z8 # % Cisco TrustSec 7
NA RTEET 2581, IBREEDT A
A~Di%E{E (Send Configuration Changes to
Device) [T = v 7Ry 7 A%F AT LET,
WEZIE LT [CoA] £7-1% [CLI (SSH)

(CLI(SSH)) AT v avRE %o v
LET,

Cisco ISE T CoA %l L TEREZAH % Cisco
TrustSec 7 /N A AZEET H5A1E, [CoAl A
TarvRE s EI ) v LET,

Cisco ISE T CLI Zff /1] (SSH #&fizfiiffl) L
TRREZ ¥ % Cisco TrustSec 7 /XA AIZEET
%1ZiE, [CLI (SSH) (CLI(SSH)) 147+ =
YAREEI) vy LET, REIC OV T,
CiscoISEEBENA K BT AT —va v
[#3E] © [Push Configuration Changes to
Non-CoA Supporting Devices] D& 27 33 > %
ZRLTLLIEEN,

E{ET (Send From)

Kay7HZ o0 RRNhG, RELETE % Cisco
TrustSec 7 /NA ANZEFT D HENH D E(F
JtCiscoISE / — FZ @I L £ 9, PAN £721%
PSN Z IR CTE £9, BIRLIZPSNRX T
L7234 . PSN Zf# H L C Cisco TrustSec 7 /N
A RNCHEEENEEINET,

Test Connection

Cisco TrustSec 7 /34 A &% L 7= Cisco ISE
J— R (PAN £721XPSN / — ) DO O#kE
ZTAMTHICIE, 20X T a v EEHT
xFET,

X T7LETIER .
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SSH F— (SSH Key)

Z ORe AT 5121, Cisco ISE 225 % v
FT—2 FR4 Z~D SSHV2 b v /L% B
X, T34 AD CLI i LT SSH F—% it
SLET, EOEDIZ, ZOF—% b —
L C[SSH¥— (SSHKey) |7 ¢ —/L RIZHED
T2 HENRH Y E7, FEMIIOWVTIE, Cisco
ISEEHENTA R v 7 AT — 3V [F5E
@ [SSH Key Validation] &7 >z v 2 Z&H L
TLIEEW,

TN RBRLDRE

XAV TFATN—TR2ITIVECTDODRER
BICCODT/NAREEHS (Includethisdevice
when deploying Security Group Tag Mapping
Updates)

Cisco TrustSec 7 /NA AMNRT /NA AA 2 H—
Tz A ADT T A A LT IP-SGT
< U ERET AR, [BEX2 VT4 7
N—T BT <y 7 ORFOERFEZZ O
T3, A%kE 5 (Include this device when
deploying Security Group Tag Mapping Updates) ]
Frxv IRy I A F AT LET,

EXEC £— F 2—%—% (EXEC Mode
Username)

Cisco TrustSec 7 /XA A~D 1 7 A NIAFE T
Ha—HP—ZE AT LET,

EXEC E— F /X — F (EXEC Mode
Password)

FRA A NRAT— REANLET,

NRAY— REFRT DX, [FER (Show) ]
27Uy 7 LET,

GE)  ®x=2VT 4 Otz LT 57
WIZ, /RATU— K (EXEC £— FX°
HNE— RORAT— REET) 12
%Y DX TFEMH LN L E2HEREL
7,

BEME— K /RRATJ—F (EnableMode
Password)

(&) t# EXEC &= — K T Cisco TrustSec 7
INA ADBEERET DT ORI 268%)
MRAT—FRE AN LET,

NRAY— REFRT D121, [FER (Show) ]
7 Vw7 LET,

7 bA TR FTrustSec PAC

#4178 (IssueDate)

Z @ Cisco TrustSec 7 73 A A HIZ Cisco ISE (T
Lo THR S 7= 5% D Cisco TrustSec PAC @
FITHEFRRLET,

. X T7LETIER
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J4—ILEA FRALEDHA FSA4 >

H#AR B (Expiration Date) Z O Cisco TrustSec 7 734 A HIZ Cisco ISE |Z
X o THR SN 7= 5 @ Cisco TrustSec PAC @
WIRH #%m LET,

477t (Issued By) Z DT 3 AT CiscoISE I L » TARR &N

7= 5% O TrustSec PAC D%174 (Cisco
TrustSec FBEE) DAFIZERRLET,

PAC M&FRL (Generate PAC) Cisco TrustSec /34 ADT 7 AT/ K
Cisco TrustSec PAC Z 4% 3 5121, [PACD
£i% (Generate PAC) | AR¥ %7V w7 L%
ﬁ‘o

TI7FIWLEDRY FT—0 TINA RAEEDHRTE
W DFTlE, Cisco ISE 7% RADIUS F 721X TACACS+ BRI C&E 5, T 74/ D F v b
V=0 THA AEBRETEDLLICT D [T 74N DRy b T—2 T34 2 (DefaultNetwork
device) |V A RUDT 4 — /L RIZOWTHHI LET, ROFTESF—T g 200N Fnsk
WIRLET,
- [E¥ (Administration) [>[#v kT—% 1) Y —2X (Network Resources) | >[# v kT—
9 T34 R (Network Devices) 1> [T 74 kDT /34 X (Default Devices) |

[P—Ut2BR— (Work Centers) 1> [7T/314 REH (Device Administration) ]1>[#w b
7—% Y —X (Network Resources) |>[T 74 /L b®DT/34 X (Default Devices) |

R6:[TITHIL DRy FT—29 T84 X (Default Network Device) 774> FoD T 4—JL K

T4—ILF4A FREDAARSA4Y

TIAILEDERY ET—=9 TINARADRT—|T 74/ RDFy KT —T T NA ADER

4 2 (Default Networ k Device Status) T HI2E, [T 74V DRy NT—7

FNA ZAD AT —H A (Default Network Device

Status) ] K v 77X 7 U A Kb [k
(Enable) ] Z@&IRL 7,

GE) TNV EOT A ARFERI /8->
TWAEHEIX, Vv RURNORE
TEF 2w IRy I AL INZT D
Z L T, RADIUS %7213 TACACS+
DFRIREE AT HHERH Y
3

FINAR FOIa74I1L T I ANV NDTNRA AR Z—L LT[ A
(Cisco) | MERINET,

X T7LETIER .
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RADIUS 5% E

RADIUS ®&%h1E

T34 AP RADIUS 83 % AN N
[RADIUS ®f %k (Enable RADIUS) ] %I >
IRy I A% A AN LET,

RADIUSUDP D *E

HEWZE (Shared Secret)

HEWMEELANLET, HEMEBHRORE S
1. K 127 LT,

HAWMEHIL, pac F—V—FKE2HRELE
radius-host 2> REHFHL TRy NU—2F
INA RZRE LT2F—T7,

GE) ﬁﬂ%@ﬁé [T 2ADE
5?1 VT A RIE (Dev1ce Securlty
Settings) |V 4> Fv ([&

(Administration) ] > [*“J I~'7—
21)V—2X (Network Resources) ]>
[y kT—9F /84 X (Network
Devices) | >[T/\ 1 AD+EF2 )

T 1 F%E (Device Security

Settings) 1) @ [RADIUS A5 Fh# D
fe/hE (Minimum RADIUS Shared
SecretLength) ] 7 4 —/b KT E X
NI B LRI ETHLILERH D
£9, 7740 TR, ZOMEIEHE
HA AN NET v T T L —RE
NI-RBRADSEIT 4 XFTT,
RADIUS —/N—TDOXRR N7 F 7
T A AE 2LFITTH LT,

RADIUSDTLS DEETE

WEX DTLS

[%ZE 72 DTLS (DTLSRequired) | F = v 7 K v
J A% ANTT D L CiscoISE TIEZ DT N
A A5 O DTLS EROAPLBES L E T,
ZOFTvarEEHITSH L, CiscoISE T
1L ZDF A 2360 UDP 23k & DTLS 2k
O PNUE S E T,

RADIUS DTLS 1% SSL k " RVOWELE L O
RADIUS oi@fg Hicifb S nizkx=2U 7 ¢
PRt L E 9,

. X T7LETIER
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Fornroxy b7—2 Friq xeH0EE [
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HEWZER (Shared Secret)

RADIUS DTLS (2 H & 4 2 e BN Foor
INET, TOFEFEESINTEY, MD5 %
EMF = 7 BFHFETAHEOIER SN ET,

CoA @ ISE SEFRE D F1TIT CA

RADIUS DTLS CoA (Zffi 19~ 5 RGE/R % [CoA
@ ISE FEBHE D170 CA (Issuer CA of ISE
Certificates forCoA) | K 7FZ 7 A k)
HEINLE,

EMRERTE

KeyWrap ®EF#1E (Enable KeyWrap)

({EE) KeyWrap 7L 3 U ZANF v U —
I TNAATHR= PR TVDHEICDIH
[KeyWrap D %5{t. (Enable KeyWrap) |15 = v
IRy I A A A LET, ZHIZXY AES
KeyWrap 7 /L= U X A% 4 L7z RADIUS O+t
Fa T anmfbsinEd,

F—mES+— (Key Encryption Key)

KeyWrap # AN L2581, By a o
et (%) [T o5 —%2 AL
iﬁ‘o

AvtE—T A —toT4l—2 02— F F—
(Message Authenticator Code Key)

KeyWrap # A2 LT\ % & X2, RADIUS

A — Uk 5 % —Ff X Hashed Message
Authentication Code (HMAC) DFFHEIZMEH
nNox—a AN LET,

F—ABER (Key Input Format)

ET DA TvarRy w27 vy LTK
DWTNPDOTEAZBEIR L, [F—hF5F—
(Key EncryptionKey) 1 7 4 —/V R & [A v
t—VEE=— F¥%— (Message Authenticator
Code Key) 17 4 —/V RiZfiz A LET,

« [ASCII] : F—HEBF—D R 1F 16 F
(AN AyvEe—PF—tTa
F—8 a—K F—DE 320 X5 (N

A4 R) THLHULENRDD £T,

o« [16 %% (Hexadecimal) ] : S—F5%—

DESIIN AL b, Avb—Ud—ky
TAT—H 2= X —OR L4031
hChBULERD Y £

TACACS SRR TE

X T7LETIER .
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J4—ILF% FRLEDHTA KSA4
HEWFR (Shared Secret) TACACS+ 7’1 h LN FRD L X2k b

T — 7 T3 ZZEY Y THTF A FLTFS
EANLET, 22— —Fxy hT—7F N
A AL T =P —ZBLUIRAT — R
PREESNARNCT ¥ A B AN THLERD
HZEICEELTLLEE N, a—F—=24f
BB RETE TR T HE T, BERIXESR S E

Er
BIESNF-HEMEN TV T4 I TS Reired| VXA T A2 NN T 77 4 7725810 E
Shared Secret isActive) mENET,
EILt (Retire) BEFOXEWMEEZK T T HROVICEIELE

7, [BEIE (Retite) 1227 Vw27 35L, XA
TRTRy I ARFRINET, [0 (Yes) ]
FE Wz (No) 1227V v 7 LET,

%Y DEELLEARA (Remaining Retired Period) | (ffE) [BEl: (Retire) | ¥ AT RIZ Ay 7 A
THIVY (Yes) 1227V v 7 LIz AICORE
HT&Ed, [7—U1E2%2— (Work
Centers) |>[7T/\( X & (Device
Administration) ]>[8&%E (Settings) ]> [t
£%5E (Connection Settings) | >[T 74/ kD
HEWE) 2447 A2 AR (Default Shared
Secret Retirement Period) ] 7 > K7 CfRE
SNTT 7 AN MEBRRRSINET, T 74
JVMEIZEETDHZ ENTEET,

XY, HLWEEREE A TE ET,
HWIEE BT, RESN T BEORILT 7
T4 TIREFITRY ET,

#7T (End) (fEE) [F%Y OBE1LHIH (Remaining Retired
Period) 1% A 7 a2 ARy 27 A THLW (Yes) |
ZEIRL -G EICOREHTE LT, FELLH
SHET Ly W IRA R OFE ITfEER S 41
£

. X T7LETIER
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EREDHA RZA4 Y

DU NERE— FEEMICT S (Enable
Single Connect Mode)

[ 7N — REHZT % (Enable

Single Connect Mode) | T = v 7 R > 7 A&,

Xy hU—7 T4 AL DF_THTACACS+

WEICH—0 TCP #2546 104 v

WCLET, ROWTNUDLOF T a o RE

Vv LET,
[LHY—IRaF/84 X (Legacy Cisco
Devices) |

*[TACACS RZ 7 F a T IAT A
> I NAERED Y AR — I (TACACS Draft
Compliance Single Connect Support) ]

Gx) DT 44—V REEHZTH L,
Cisco ISE 139X T TACACS+ sk
WZHT LW TCP 8 2 L £ 9,

2 NT—=0 TINLZADA ViR— FERTE

WOETIZ, Ky bV =27 T3 ZDFM%Z Cisco ISE (ZA RN — M 572D TE %
[Xy NU—27F A ADA »KR— bk (Import Network Devices) |7V 1> K7 D7 4 —/L KIZD
WTHIILET, 20U 4 FUZRRTDHITIE, [A==2— Memw) |7 A2 (=) 27
Uy 27 LT, [B#E (Adminigration) ]>[®v kT—%2 1) —X (Network Resources) ]>[#
b7 —% T34 X (Network Devices) ], [~ N7 —2F /31 X (Network Devices) ] 7 1
KT, [A>A—F (Import) |27V 27 LET,

R7: 2V RID—UTNALRADA VR— FEFE

J4—ILF4&

EREDAA RS2

T L— FDER (Generatea Template)

B~ REY ofE (CSV) 77 L—h7 7
ANVENERT DL, [T 7 L— hDERK
(Generate a Template) ] %227 U v 27 LET,

CSVERDOFR Y NT—7 F A, ZERTT v
TL—REEHL, m—IVIRIFLET,
wIZ, WELET 7 L— M2 LT, Cisco
ISEEBRIZ R > KT —27 TR R A VAR— b
LET,

X T7LETIER .
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B ciscorse cory k-5 70 20Em

J4—ILF% FRLEDHTA KSA4

74 BUTVERR L72h>. % 721 Cisco ISE EBH A 5 DL
ANCT 7 AR — K L7 CSV 7 7 A V&3R4
D121, [Z 74 ILDFER (ChooseFile) | %
70 v 7 LET,

[ > A— bk (Import) | A7 arzHHL
T, FHBIOEH sy hT—27 TN
A ADIEMW % G TeBI D Cisco ISE BB % v b
T—JFTNNA A% A HR— K TEET,

FLOWT— A2 THRHFEDOT 25 LES BEEDAR Yy NT =TT NRA R VIR— T 7

(Overwrite existing data with new data) ANNDOT SA R ZEEHZ DI, [BEfFD
T—HEH LT —H T EEEZ (Overwrite
Existing Data with New Data) | F = > 27 7R v 7
REFATLET,

ZDOF v IRy I AEF AT LR WES.
AVR—F T 7ANVAOFH LRy hT—7
TNARERN A Y BT —T7 T/NA R YR
MUCEMENET, EE b IFEA S
nET,

BUIDIS—TA vik— b ZELE (Stoplmport | 1 >R — MERZ= T —23384 L7 & X |Z Cisco
on First Error) ISE 24 VR — hEFIETDHAF, B
T 7 —FFZA AR — F&AF 1 (Stop Import on
First Error) | F = v 7Ry 7 A% F I LE

79, CiscoISE I, =7 =0 %4ATHETHRy
NT—=0 TN, RV R—FLET,

TDF =2 IRy I ARF N> TELT,
T T —PRAELTEGAR. =7 — 0l &,
CiscoISE 3% 0 DT A A% g &g & A VR —
FLET,

Cisco ISE TRy T —9 T /N4 ADEM

CiscoISE TRy N —IFN_A ZZBIMLEZD, T 74NV DXy MU —7F 5, Z%&{HH
L7 C&EEd,

[*> hU—27F /314 X (Network Devices) ] ((T—%2 22— (Work Centers) ]1>[T/31 R
EIE (DeviceAdministration) ]>[v FT—% 1)V —X (Network Resources) |>[# v kT —
2 T1N4 X (Network Devices) ]) 74> RUTH Ry NT—7 TN, Z&BIMTEET,

. X T7LETIER
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ATy I

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

Cisco ISE~D+ v b 7—% Fiiq 204 viti— b+ [

1R BHHIIZ

BMT253%y N7 T3, AT AAABEZADNCTIVLERHY T, THEHOV U —2
® [Cisco ISE BEHE LA K] @ T¥H) OEIZHD TAAAEREEZANCTSa~r ) &5
L TLIEEN,

CiscoISED GUI T, [A==— (Menuw) ] 712> (=) 27V v 27 L, [EE (Administration) ]>[F*
F7—%1)Y—X (Network Resources) |>[#v kT—% F7/84 X (Network Device) | &R L 7,
GEM (Add) 127V v7 LET,

[4 81 (Name) ]. [#iBH (Description) 1. BEL O [IP 7 KL A (IP Address) ] D% 7 4 —/L RIZ&FIid B fiE
BN LET,

[T/3 A7 a7 7 AL (DeviceProfile) |. [E7 /L4 (ModelName) ], [V 7 hV =7 /83— 3> (Software
Version) ]. BELO[F v hU—2 T34 2 7 )—7 (Network Device Group) ] K v 7 H U 2 ki
VELIMEZ IR L 77,

({LE) [RADIUS FBFER%E (RADIUS Authentication Settings) | F = v 7 7R v 7 A% 7 {2 LT, RADIUS
7'a A VREEERE LET,

({EE) [TACACS #¥iEi%E (TACACS Authentication Settings) ] F = > 7 R v 7 A% 412 LT, TACACS
7'a FaLRREERE LET,

(F7> 5 >) [SNMP O (SNMP Settings) ] F= v 7 Rv 7 2% 42 LT, Ry hT—2 FAAf 2
MOIEREZINET D XL 91T CiscoISE 7B 7 7 A U 7 H—E ZIZ SNMP Z3%E L £7,

(A7 3 ) TrustSec XIS T /3N AZFRET DT [F 72 TrustSec 7% 7E  (Advanced Trustsec Settings) ]
Fxv IRy I AEF AT LET,
EE (Submit) 1227V v 7 LET,

Cisco ISE~ND ARy FT—49 TINA ADA ik— k

Cisco ISE 3R> hT—7 F R4 R LETED L HICT HITIE, CiscolSE THy hT—2F
WA ADT A AFEREZ BT HLENRSY £3, [Ry NU—27F 31 X (Network Devices) ]
T4 R (A A=a—00, [EE (Adminigration) |>[®y kT—%2 1) —X (Network
Resources) |>[#v k7—% T84 X (Network Devices) ) T, *v NI —F T4 ZADT
INA RAEFH% Cisco ISEIZA AR —F LFET,

B <X (CSV) 77 A V&M LT, CiscolSE / — RIZT /N, ZAEFDV A b & A
YAR—FLET, [V bT—Y T84 R (Network Devices) | 7 4 > KU T[4 vR— bk

(Import) 1227 Vv 27425&, CSVToFL—h 77 AN EHATEET, ZOT77A1%
Ayrm—RL, BERTFAALAEZEAN LTS, [4vR—F (mport) [V 4> KU T
WELIZ77AVET v 7 u—RKLET,

RILCY Y—RH A TOEEDA R — M ERFICEITTEERA, e 2008254
VIR— K T ANANSREBICRY NT—T TR, RAEA VUR— R TEEE A,

X T7LETIER .
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B ciscosenznry ko—5 Fqg RO 2K~

TNA RAEFRKD CSV 77 A NEA AR — T 555, b a— REERT L0, [BEFO
T—HEH LT —H TEEXZT S (Overwrite Existing Data with New Data) | 47> 3 > % 7
Vo7 LTHEFEOLa— REREFTXET,

AVR—=FrT 7 L— M, CiscolSE ZEIZRRLGERHY £7, 725 CiscolSE U U —
ANBLEZI AR—=KM LRy NT—=TFTNRAL ADCSV 77 A NVEA VR —FLRNTLEE
W, VU —=ZADCSVT T L—RT7 7 ARy NT—=T TR ADFEMEANTIL, D77
A /L% Cisco ISE (24 >R — kL %9,

)

GE)  F_XTOAI7 Ty FTIP#EHIAZEFOR Y NV —7 T/, 2% A R— P TEET,

ATy 71 CiscolSEGUI T, [A==2— (Memu) |74 2 (=) 227V v27 L, [EE (Administration) ]1>[#v k
7—4 1) —X (Network Resources) |>[*v kT—%2 T/84 X (Network Device) | Zi&R L 7,

AT T2 [A R —1b (Import) 127V w7 LET,

RT9T3 FREINTZ[RY bT—=U T4 XD A >R — b+ (Import Network Devices) | 7V« > KU T, [TV TL—
FDAER (Generate A Template) | #27 VU v 27 LT, fEFIRER CSV 7 7 AV E X T rm— RL, ME7R
SIS R & & HIZ CiscoISE 121 »R— M LET,

ATY T4 [77A/LDER (ChooseFiles) |27 Vw7 LT, JI7AT VT TUVFEEITLTNDEY AT LAND
CSV 7 7 A NVaHIN L ET,

RAT9TS (A7vay) REISLT, [HFLOLWT—2 THREOT—2% LEZE (Overwrite Existing Data with New
Data) | BL O [RIUINDIS—TA vik— hZ{FLL (StopImportonFirst Error) | F= v 7Ry 7 A& d
W LET,

ATF9T6 [ A= (Import) 127V 7 LET,

TrFANDA R—FRETT 5L, CiscolSE ITITMER v ¥ —UNRFRENE T, TORX v E—JIC
T, AR = DRT—F A (KEhERIFRE) | BELLE=T7 -0 (b25GE) . BLOT7 7414
VR— R ak R0 A LR NG TN E T,

CiscoISEM LDy b T—9 TINA ADIT Y AR— b+

CiscoISE / — R CHEHA[RE/ R v NU =T T, ADT A AEFHE%E CSV 7 7 A MVEX T
JAR—FTEET, ZOH%. ZDCSV 77 A 1%ZBD CiscolSE / — FiZA »FR— kLT
B/ CiscoISE / — R CF NS AEHFELFHTXH LI LET,

\}

GE) I _XTCoOA7T v FCTIP&HIHAZFEF> Xy NV —F TARAL RET T AR—FTEFET,

ATYT1 CiscolSEGUI C, [A==2— (Menu) | 7TA 2 (=) 27V v7 L, [EE (Adminigration) ]>[#*v k
7—%1)Y—X (Network Resources) ]1> [ kT—% FT/34 X (Network Device) ] Zi&IR L £7,

. X T7LETIER
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Ry bD—4 FALRREORED FS5TLva—F125 [

ATy T2 [ AFR—K (Export) | %27 U7 LET,
ATV T3 KONTNIHDOT 7> aw2FEITL T, CiscolSE / — RIZIEBMENTZ Ry T =T FRAL ZADT /A AE
E,hT T AR—FLET,

e T AR— T DT NA ZADMCHDLTF = IRy 7 A% F L, [T RAKR— b (Export) ] K>
THETY ARG [BIRFEAE LY XAR— b (Export Selected) | #3R L £ 7,

[THRR—F (Export) | Ky 7 XU R SNE [TRTIYRAR—k (Export All) ] 28R L
T, CiscoISE / — RIZIBMM SN2 T R CORy NI =T TN, R AR—FLET,

AT T4 PHEL08Eb. TR RAEZDCSV 77 AN AT AIFY ya— RENET,

2y bT—0 TNNARBEDRED FS TNV a—Ta T

ATYF1 CiscolSEOGUIT, [A==— Menu) |74 2> (=) #7 U7 L., [ (Operations) |>[+5 T
IWa—F 4% (Troubleshoot) 1>[EWiY—IL (DiagnosticTools) ]>[—fi&Y—JL (General Tools) |>
[ERE/\Y) T—2 DT (Evaluate Configuration Validator) ] #4R L £9°,

AT 72 FiTHERY NU—I T RALADIPT KL A%, [y kT—9 T34 XIP (Network DevicelP) 17 ¢ —
JVRIZATILET,

ART9T3 Ty IRy I RAEFNCTLT, #RT U T L— N EWBT ORES TV a v ORICH LA T v a R
ZowT Vw7 LET,

ATy 74 [EFT (Run) 127Uy 7 LET,

ATvTE  FREND ETIRRDEM... (ProgressDetails..) [T, [C2Z&2 U vyo TR A VIEREAD

(Click heretoenter credentials) | #27 U v 27 LE7,

ATy 6 [vTAMERY 4> BT (Credentials Window) | ¥ A 7 27Ky 7 AT, Fv hU—7FNA AL D
AWML T DT DI BERP /NN T A—F a7 U NEREATILET,

ATy FT1  [EE (Submit) 1227 U v 27 LET,

ATvT8 EE) V=7 7n—%%x 27 521, EITIROFERM (Progress Details ...) ] 7 4~ R T[Z
ZEIZY I LTETHDOY—7 7a—%%+ &/ (Click Here to Cancel the Running Workflow) ] % 2
Vv 7 LET,

ATv79 ER) 25402724 ADBRICHHTF =y IV Ry 7 A%A A2 LT, [ (Submit) | %7
Vw7 LET,

ATYT10  (LE) REOFHMOFEMI OV T, [FHRMZEDOER (Show ResultsSummary) 147 U v 7 LET,

Network Device I < > FEZETY —ILDET

Execute Network Device Command 21> — /L& HTH L. *v hU—27 T34 A2k LT
show 2~ R&FTTHZ LN TEET,

X T7LETIER .
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. Cisco ISE TODH— K/IX—F 1 2y b T—9 T/ ADYKR—

FRENDHFERIT, 3V —VICFERENDILD LRI T, V=MLV, T4 2RO
ME (ba5%E) 2RETEET,

ZOY—=IUE, Ry NI =7 T A ZAORERGET 57>, £33 R Y MU =2 T34 ZAD5x
ETEEHER T DB B LET,

Execute Network Device Command iZWr>Y — /L2 T 7 B 24 2I121%, IROFTESF— 9 82D
W EERLET,

1. CiscoISEGUIT, [A==— (Menuw) |71 2> (=) #7 U7 L, [#4E (Operations) ]>
[FZTI)La— b+ (Troubleshoot) |>[#2#iY—JL (Diagnostic Tools) | >[#v kT —%
TINA AT FMEFT (Execute Network Device Command) | Z3%#R L £9°, Cisco ISE
GUIT, [A==2— Memu) | 7TA 2> (=) 27V v7 L, [7T—9E2E— (Work
Centers) |>[7R 27745 (Profiler) >[5 7L 2a— bk (Troubleshoot) [>[HY k
J—9T/N4 AaY > FDEFT (Execute Network Device Command) | #34R L £,

2. TRIND[RY FT—U T4 XA FDOEFT (Execute Network Device Command) ]
DAY RUT, Xy M= FTNRALADIPT KL AL FATT 5 show 2~ REXHGT 5
T 4=V RIZATILET,

3 [%EfT (Run) 127U v27 LET,

CiscolSETDH— K/IN\—T 4 XY L JD—0 T/IN\AL ADY
~R— k

CiscoISE 1L, XY NU—2 TNRA R Ta 77y A NVEFHLT, h— K X—=F7 fllxy hU—
I T IRATNAA (NAD) ¥ AHR—HFLET, NADT' 1 7 7 A )Lix, X2 —floE A
BARZR<, YU TN AR Y T — RX—F f TN ZAOBEEE ER L E T, £ b
T—0 TNRAA T T 7 A ML, ROLONREGEENTHET,

* RADIUS, TACACS+. Cisco TrustSec 72 E D, X v NI —7 FTNA ANRYKR— 571
ko, X hU—7 F 84 R A(FET B X —[EHH DRADIUS T ¢ 7 3 aF U % Cisco
ISEIZA v AR—FT&EET,

o TNA ADRFHEMAB, S2IX R EOIEIERFIE7 v — AT 2 EMES L OME, =
NEOFEMEEMIZE Y, CiscolSEIX, *v hU—7 T34 ANERT L EMEIC/EST, T
N AT LR T e — 2 Tx£9,

e Xy NU—27 T NA ZAOFRAZEH (CoA) #EE, RADIUS 7' k =)L RFC 5176 TiX CoA
BERPEFZRSINLTWOETD, CoAERTHAINDEBMEIZR Y T =TT A 22X - T
B0 9, REC5176 VR — MIEDIFEA LDV ZAaPSNDT A 2%, [Fovva)
BEO TOIT) BEREA YR — P LE 7. RADIUSCoA % A 7 &Y 7R— F LTHRNT A
ANZ DWW TIE, Cisco ISE & SNMP CoA # ¥ iR"— F LET,

c Xy NU—ZF R AR MAB 7 u—EAT BB LT haL, SESERNV
F=bOFy hT—2 FAL AE, MAB RiE% 570 2 TR THEITLET,

. X T7LETIER
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Cisco ISE TOH— K/5—F 4 7y b7—2 Friq 209 H—+ [

e FNA AT EINS VLAN BLWNACL OFERE, a7 7 A LV EEfFET 5 & Cisco ISE
VLR E SN BHERICHT LERGET 1 7 7 A L& BEIRIC AR L £ 47,

«URL U XA L7 v a i, URL U XA L7z id, BAFIAT A ADFRFHIA
7 (BYOD) . A RT 7 ®A, RAF XYY —E AR EDOEERT7 0 —IHETT, Fv
RO — 27 F RS ZRNTROD URL U XA L7 a AZid, BHEEIND 2 DX A
N ET, BHURLY XA L7 v a »rOEIE. clscolsm“ #JLVURL Z a2 — LT
RERICHED T D 2 e Cc& 9, B URL UV XA L7 a DA, CiscoISE
RADIUS @M fEH LT, VXA LY Nz xry NT—7 T AL A5z E T,

T T =7 F A ZANREIBLIOFURL U A L7 bOWTH P R—F LRV
&, CiscoISEIZURL Y A L7 FEL 2 b— 952 L1 L 0 EEE VLAN KRk % #24it

LET, F8FE VLAN LI, CiscoISE THEFT STV % DHCP 3 L ONDNS $— B R |23
SNTWET,

ISE CHy hU—ITNRAL AZTELZL, INLDOT NS AT 07 7 A VEHRTT DI

Cisco ISE IZ L » T SN FRIREF AT A AT a7 7 A4 V& L T, Cisco ISE 73

2!%;&713%%3 71:774’7 22~ BYOD, MAB, RAF ¥ EOEER 70 —%2HE)
T BT o fEE EE L ET,

URLY) # A LY b A H=XLEFBEEVLAN

Fy T =7 TH—RRX—=FT 4 TR ARFEHENTNT, T ARLAF I v 7 2T A

27 427 URL Y ZA VL7 h&VPR—FLTWRWES, CiscolSE/NURL UXA ALV F7

n—%3Y3alb—hLET, TOLIRT AL ADURLYVF ALV h¥Ial—var 7
—I%. CiscoISE TDHCP £7-1ZDNS #— b 2 &2 FE(TT L5 LI k> TEEL £,

WIZ., FEF VLAN 7 2 — O 2 - LET,
1 AN T RARA L RS NAD I LE 9,
2. % v b U—27 F 34 A%, RADIUS 2R F 7213 MAB 2K % Cisco ISE (2515 L £,

3. ISE Z)‘nmnﬁj‘ J— Eq:ﬂ/‘l‘fU f/*‘%%’/ﬁt L. =T TUT 4 Vﬁ‘%?ﬁ%{%ﬁb
\i—g—o

4 Cisco ISE 733R3F VLAN ID # & dp RADIUS 7 7 & ZAIKBA v E—V 2 EE L F T,
5. FANZURRA IR X Yy VU= T BRAEZZITERYD £9,

6. T RARA >+ DHCP B:R%#%(E L. CiscoISEDHCP —E 2527 547 K IP
7 KL A& CiscolSEDNS &> 7 AR—/LIP 7 RLZAZBELET,

7. JARNEY RRA 2 ME, DNS 7=V %%/F LT CiscolSEIP 7 RV A& ZIFTA T F
Y EE T,

8. T RARA >~ HTTP Bk & HTTPS 3R IZ Cisco ISE (CHEXE SN E T,

9. CiscoISE (X, Z"A RAR—X /L URL 5T HTTP 301 Moved A v &—T TInE L £7,
TV RRA VN T TOFERTARNR—=F LY 4 ROIZU XA LT FESvET,

100 FAFZU RBRA Y b a—F—RFIO-dica s/ 4 LET,

X T7LETIER .
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B ciscorsE cov— k=T 1 2y kD=5 FIq RO K~

11. CiscoISEIZ=y RiRA v ha v T I A4 T U AZKEE L TH S, NADIZSZE LET, Cisco
ISEiZCoA ZEfE L, = RARA Y REFHFAILT, V7R —NEBRLNALET,

12. 7A=Y —[LCoAIZESWTHEE 2T 7 B A %%, = RKRA > F232 DHCP
MHIPT RLAZZELET, ZTNT, YA 2—W—idxy NT—T i TEE
TO

TV RARAV MRERGEE BB T DRI A R RIRA V ML TRERRY NT—I T J
ﬁ%ﬂﬁbﬂﬁbi?k\mﬁWAN%ﬁ%@X/FU INBET A Z ENTEET,
FREFE VLANIP ~ LR —Z 3R L C CiscoISE~ > U 21Dy, W I 3Ld® CiscolSE Ry b U —
I A —T 2 A A%RGE VLAN IZ8fe L £,

NAD & EA* 5 VLAN IP ~ A S—ZRETH 2 & T, D VLAN & 1 DDF y hT—2 A
YHE=T 2 A A= RICERT D5 2 ENTEET, PN =DBREDFEMIOVTIE, R
D=2 FRA ZADOT RI =AM —va A ROFRESZBLTLLIEE Y, [P~ L/ —
EEHOVLAN 280X A N T 78270 —08 4, ¥ A MR—ZLEZEEL, MAB FFA[l2
AV RENTEFIET T 7 7 A VTEDR—=ZIVERIRLET, 7 AR R—=FLOFEHIZONT
%, [CiscolSEEHHZEH A K : 7 A& BYOD] @ [CiscoISE 7 Ak —E 2| Ot 73
VEZBLTLIEEND,

WO, FIEVLAN BEZIN TWA L x0ERN Lty NV —rREZ TS LET GRGE
VLAN 73 Cisco ISE / — RIZEBEEHE I N TWET) |

1:Cisco ISE / — FIZ$E#t S f-385E VLAN

ISE nesde

Corporate VLAN RADIUS

i

Sassion
cache
RADIUS MAR / CaA,

Guast Postal
il 152 168.10.5:8443
Guest Endpaing
192.168.10.2 I

Switch DHCP lease query

DHCP { DNS { HTTP

Auth WLAN 192.168,10.5 192.168.10.10 - 192.168.10.100

ahl DHCP 10.56.53.14:67 J
192.166.10.024

Sinkhole DNS
192.168.10.553

U

WO, FFEVLAN & [P~ —Z iz -y NI —27 2R LET,

. X T7LETIER
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2vrr—sFiqz7nar4n [

B 2: 1P ~)L/S—Z il 2 1= 5R5E VLAN #E 5k

RADIUS MAB | CoA

m————
Guest Endpoint -
192.168.10.2

Switch

DHCP 1 DNS [ HTTP

*y kI—7

I15E node

etho | RADIUS

Session
cache

Data Center

10.56.53.0/24 Guest Portal

10,56 53.14:8443

b

1
DHCP lease query

ethl DHCP 10,5653, 14:67
10.56.53.14 192.168.10.10 - 192_168.10.100

Auth WLAN 182.168.10.0/24
IP halper: 10.56.53.14

Diefanslt gradeway
192 168.10.1

:

O — Sinkhole DNS
10.56.53.14:53

CoAz A~

CiscoISE (%, RADIUS & SNMP Dl 53D CoA # A 7 % ¥R — k LE9, RADIUS % 7-1Z SNMP
CoA Z A 7DV HR— MMI., FEAHLR 70 —TIIMNATIEIH Y THEAN. NAD M7 1 —
THERET BT DICMETT,

CiscoISE CTNAD Z % ET D L EIZF v U —7 T A A2 K> THHR— &5 RADIUS B
FO'SNMP OREZTEFL, NAD 70 7 7 AV ERET D & I ED 7 a—D 7=\ H
ENDCAXATHRLET, NADDOT 1 f 2/LOEFRDFEMIONWTIE, *v hT—7 F
NAAEFROBRE (=) 22 L TLZEV, CiscolSE TTF /3 AL NAD DT 17 7
A NVEAERLT DRI, NAD TED CoA ¥ A TRYR—hENTWENnEY— R =T 47
TATVICHER LT &N,

—

TINAR TOT774)L

CiscoISE L., v hU—7 TRA R a7y A NVEMHHL T — K/3—F ¢ 8l NAD &
A—=FLTWET, ZhbD7a 77 A UIL->T, A7 —L, 2+, BYOD., MAB,
RAF ¥ R EOERER 70— 52T 5H7-9IT Cisco ISE MEHT HHRENER SN E T,

Cisco ISE (21X, WX DOMDOXRUH—=INHDFy NT—27 TNA ADEFRBEHRT 07 7 A IV
HENTWET, CiscoISE2.1 LUED U U —R1%, ROFICTEHENTWDIRY hT—F7F N
A ATTAMZIINTWVWET,

X T7LETIER .
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% 8:Cisco ISE2ZT1LIED ) ) —RATTRA MEADRUFT—FTINA R

Device |Vendor |CoA %4 |URL 'J |HR— k&2 EBEEIE - ITREEFHOFE R
Type 7 540D N X N
k&g 802.1X |COAM |CoOADH | RAF ¥ |FRKE
- JA—& \wJo | 370 (Peture) |BYOD
MABZ | 2745|2745
D —
7 A % L | Aruba RADIUS | = # P I PSS PSS st PSS
A 7000, TAVT
InstantAP URL
Motorola |RADIUS | &1 | %f)ii PSS FIII PSP PSS
RFS 4000 2oy
URL
HP 830 |RADIUS | = # X it PSS PSS PSS PSS
TAvT
URL
Ruckus RADIUS |— s PR % S Eoane
ZD 1200
A HP RADIUS |ISE 2542 | s PSS PSS PSS PP
A3500 5578
ZE VLAN
HP 3800 |RADIUS |ISE 25& | % PSP PIII PSP PSP
Biro 3558
2920 ZF VLAN
(PGne)
Alcatel | SNMP HAF | & PSS It PSP PSS
6850 N
URL
Brocade |RADIUS |[SE 2342 | %l PSS PSS PSS PSS
ICX 6610 3 AR
ZE VLAN
Juniper |RADIUS |[SE 23& | % PSS PIII PSP PSS
EX33004p 3558
ZE VLAN

. X T7LETIER
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Cisco ISE TOH— K/i—F 4 Bk y k7—0 711 208z ||

FDOMDOY— FX—F 4 BINAD O | Xt % s CoA ¥ |CoA UV R— FM 4
. AL ADT 8T ¢ 8 L ORERE R R | BT
7Y e ° URL U %A L2 k

Y AR— N LT
VW54, Cisco ISE
I$F8FFE VLAN %
MLET, VALYl
A T NA AL
VLANTT A b &1
TWEHA,

EREHT O T 7 ANBIRNZEOMOY— K RX—=F By NU—T TR, 2D AH L
NAD 712 7 7 A VENERRT AMENH Y £3., A, BYOD, RAF ¥R EDEERT —
Ta—|ZOoWTIL, Xy NT—IF R, 2L, ZHbHDT7a—0 CoA VAR— MIEEHET 5
RADIUS 7' h =)L RFC 5176% Y7 R— K L CWAMENH Y £3, CiscolSE TH > hT—2
TNA AT T 7 A NVEERT D7D RBIECONTIE, T3 ADT RI=A FL—
Tar A4 RESRL T EIN,

CiscoISE U U —2 2.0 LIRS CiscoISE U U — R 21 LIIZT v 77 L— R 584, it

FUNAD LEET L7 Y U — 2 TIER SN ZREER Y & —/L—/L & RADIUS 7 1 7
aF Ui, 7Ty 7L — %D Cisco ISE Tl & EHREL £ 77,

ISEaZIa=7 4 UYJ—2A

H— R X—F (BINAD 712 7 7 A MO T,

[1SE Third-Party NAD Profiles and Configs |
LT IESN,

Cisco ISE TOHY— F/NX—T 4 &Ry FT—U T/INA ADEERTE

CiscoISE L. Xy U= TNRA A Ta Ty A NVEEHL T — KX—F7 #ld NAD %V
R—FLTWET, b 7Tar77 A0k ->T, A2, BYOD., MAB, RAF 7LD
71— Z AN BT IT Cisco ISE Ml T HHEREN ER SN E T,

1R BHHIIZ

Iy NT—7 FRAATaTrA 332—) BB TN,

AT Y F1 CiscoISE ~P— K X—=F 4 8llx o hT—7F /)84 ZZBIMLET (CiscoISE ~DF v hT—27 T34 R

DA VIR—k

(27 =) #&H) ., YA N, BYOD £/ 3R AT ¥y DU —7 7 —%FEL T 5

A, COANEFESN, NADDOURL Y XA L7 b A D =ALH, BT 2 CiscoISER—H )LERA 2 T
HEIVICERESNTNDLI 2B LET, URLY XA LY NERETDHITIE, F—FNVDTT 47
AR— 5 Cisco ISE AR—4 /LD URL % 2 & — L £9°, CiscoISE ® NAD ® CoA ¥ 1 7L URL U & A L
7 FOBREIZETIFMIZONTIE, *y hT—27 TARALAEROHETE (3X—) 22RLTEX

X T7LETIER .
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B < r7—9 7 qxFnorq ok

ATy T2

ATvT3

ATv74

VW, EHIZ, FIEIZHOWTIE, = FX—=FT 4TS ZADT RI=A L —var 14 FEBRLTLE
AN

TN A7 NAD 7’27 7 A U Cisco ISE TR TE 5 2 L 22 LET, BFo7a 7y A L%
FrTHICiE, [EE (Adminigtration) 1>[wv FT7—%1) YV —X (Network Resources) |>[y kT—%
TINARTAT74)L (Network DeviceProfiles) |1 iR L9, #Y)72 7" 17 7 A /L3 Cisco ISE I(ZFF-1E
L7eWG AL, AAZLT a7 7 ANVEERLET, BAZ L T a7 7 A VOERTIEDOFEMIZ OV T
. 2y FU—27 TRA 2 777 A LOFER 362—) 2BRLTLIFEN,

BRETHNADIZNAD 7r 7 7 A L %EID B TEF, CiscolSED GUI T, [A==— (Menu) |74 2>
(=) 27V vz L, [EE (Adminigtration) 1>[*v bT—%2 1)V —X (Network Resources) |>[# v k
J7—2 T34 X (Network Device) | ##INLET, 7077 A WEEID Y TEHT AL RAERE, [T/
A7BT 74 (DeviceProfile) | KRy 7 XU VR MNRLEIVYTHT m 7 7 A L E2RIRLET,

RY = N— NV EFRETDIHEX, Fa7 a7 7 A VE AT v 1 TNAD 7’1 7 7 A JVICHRINIZERE
THVNENDY ET, £7201E, VLANEZIZACLZEHT 2720 056E. HH0IERy NI —2IZ8 5
RUL—=INEDSFEIERT AL ARG HGEIE, [WIFhd (Any) JICRELET, #Fa7arr A0
DNAD 7a 7 7 A VEFRET DL, [RY >— (Policy) ]>[RY) L —E% (Policy Elements) | > [# £
(Results) ]>[E2FE (Authorization) ]>[8¥RI 7B 7 7 4 JL (Authorization Profiles) | #BER L £9, B
BT 2L R 7 7 A NVEHE, [y b= TNAXFOT74)L (Network Device Profiles) ] Km
THET YA NDLEET S NAD 707 s A VEFRLET, 7 A b7 o —HICHGE VLAN 215 %
e, BEOFA N7 —LEERIC, FAMR—=ZLEEFL, MABIRGEIZ NS > RENZRIET e 7 7
ANTEDR—=ZNVEFIRTHLENH Y £, ¥ A RR—=FLOFEMHOWTIL, [Cisco ISE Admin

Guide: Guest and BYOD) @ [CiscoISE 7 A hH—E R | O 7 v a2 SR L TIEI0,

Y RIT—H FNNA R TAOT 74 ILDERK

1R BRI

1T & A EDNADITIE, HEUED IETFRADIUS BHEICIN X TR Z—[EH DWW L D0 @ik
PR H, XU —EAHEDRADIUS T4 7 v aF UMb TnET, Xy hU—7
T NA AR F—[E{ D RADIUS 7 4 7 ¥ a F U BH BHEAIL. £ % Cisco ISE (21
YAR—FLET, RADIUST « 7 ¥ a7 U RUERFNEIOWTIE, H— k3—F ¢ 57
NAADEIRTA RS L TLZEW, CiscolSE D GUI T, [A==2— (Menu) |7 A
ay (=) 27V v 7L, [[R)P— (Paicy) 1>[R) >—EZHK (Policy Elements) ] >
[T4% >3+ (Dictionaries) 1>[> AT L (System) ]>[Radius] > [RADIUSAN > & —
(RADIUS Vendors) 1R L £, RADIUS T« 7 v aF VU & A iR— 9 5121,
EXa27727%A] @ [RADIUS R X —F 47 v at UDIEK] OEESHL T
Sy,
« FARNRRAF ¥ g EOBMEIR 7 0 — DA, X MU —27 534 AIRFC5176 TEFRE
NTWNWD CoA XA THHR—FLTWHMLENRHY 7

Ry NT—TTFRAADT T 7 ANVEERTDHTZODT 4 —/L R & RIREREDOZEMIZ D
WX, [BFaT7727%2]) @ %y NI—IF 420707 7 A VORE] DEA
ZHRLTL &0,

. X T7LETIER
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ATv T

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

ATy 717

Ry RT—=9 FRAR TAT7 A LD .

CiscoISEDOGUI T, [AZa— (Menuw) |7A 2> (=) 27V v 7L, [EE (Administration) ]>[#v
F7—%1)—X (Network Resources) 1>[#y bTD—49 T4 XA F0 774 )L (Network DeviceProfiles) ]
IR L ET,

GEAN (Add) 1&227 Y v 7 LET,

FREND[FHLLRY FIT—ITIHRAZADTFOT 74 )L (New Network Device Profile) ] 7 1 > Ko G,
X NU—27F 4 20D [4H] (Name) | 7 1 —/L K& [E2BA (Description) | 7 « —/V RIZxST 2%
ANLFET,

[Ro&— (Vendor) | ey X URA NG, Xy NT—TTRA ADOR X —%RIRLET,

[Z742a> (con) | fEIKT, [FA4aAVDERE... (Changelcon...) | %27 V7 LT, YATANPHXY b
D=0 T A ZADT A a7 v 7u—FLET,

F721E, [7A4 33> (con) |EHIK T[T 74 )L MZERTE (Set ToDefault) ] 22 Y » 27 LT, CiscoISE 23
T 27 74NV OT A 2 EFEHLET,

[HR—kEhTWS 70 b3a)JL (Supported Protocols) | #HIk T, 734 ANHAR—hF257 17 haro

Fzv IRy I AeA A LET, EBRICHEHTI V0 baldoF v IRy 7 ADHBEA AT LET,

X NU—27F A AP RADIUS 7’12 b L& H R — kL TWDAEAIEL, 7341 A TEMT % RADIUS

F 427 aF VY% [RADIUST 1« 2 <37+ 1) (RADIUSDictionaries) | kv 727U A MnbiER L £

R

[T 7T L—Fk (Templates) | fHisk <, BH# 92 3EAEHREZ A LET,

a) [EREF/EFA (Authentication/Authorization) 1% 27 Vw27 L, 7a—4A7 BV T 7 B
FOKRA My 7T Il T Ry NT =TT NRAADT 7 4V MEEEITWVET, TRSNDH
LW [Z78—%4 F&#4 (Flow TypeConditions) ] fHI T, T4 AN S E S EABELFAI 70—
(F# MAB X°802.1X 72 &) IZEHT 2RI EEZ AT LET, ZAUT LD, CiscoISEIFfEH NS
JBYEIZHE > CTT A AT 7 v — 2 A4 7o C& £9, MAB H® IETF EEHER 2o sd, R
KT LRI BEN [—E R Z A 7 (Service Type) [IHH SN TWET, IELWERELEHWT 5
Wi, 73 AD2—Y—0 4 REZRT D0, ETLIEMABRBIEOA=7 7 ML —R&fH LT
SV, [BfE=A VT 7 (Attribute Aliasing) ] fHI T, 731 AEH OEMEA E @A I~ T L
T, R = n—nZM{F L ET, BIE, — 2ty NEBIT (SSID) OANEHRIILTNET,
X NU—7 TR, RZT A ¥ LASSID OGN H H5A121E, I EMEICK LTI ERE
LE7, CiscolSE X, ZNZEMLINZRADIUS T 47> 5+ UdDSSID W) Eikic~y e s
LET, ZHUE. 1 2OL—LATSSID #2MTE, gL e 2 BN > T THEEDOT A
ATIET 20T, RY v—N—LOREL@MHRILLET, [RAMLYI 7 v 7 (HostLookup) ]
W, [RRARILYS 7y TDME (ProcessHostLookup) | F=v 7Ry 7 ZA%&A AL, P— F/8—
T A TN AR E PR D HRICES X, BT 5 MAB Y'a ha v L B RINL T,

b) [+EBR (Permissions) ]7>%, VLAN & ACLICBHT 5%y NU—27 T NA ADT 7 5 /v MREXITWVE
T, ZAUHIE, Cisco ISE TR L7ZERAE Y 1 7 7 A MKW THBIMIZ Y vy B 7 EET,

c) [EF¥RIZHE (CoA) (Changeof Authorization (CoA)) |27V w27 L. Fv hT—27F /34 ZAD CoA k¥
BARELET,

d) [UFA4LY b+ (Redirect) |22 U2 L, XY hU—7FT AL ADURL Y XA L7 MERREZHREL
£9., URLUXA L7 a0d, A, BYOD BEORAF ¥ H—ERITHLETT,

X T7LETIER .
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ATw 78 [EE (Submit) 1227V v LET,

EErEYY
CiscoISE %> T —27 T U A FNA A 775w A )LOVERITIE

CiscoISEMLDARY FT—9 TINA X TAT7AILDOITY AR— bk

Cisco ISE TR E SN —F 7138 E DOy NU—0 TARALA A Ta 77 A% XML 7 7 A
NOEA T AR—FLET, XML7 7 A VEREL, TLWVWRY NU—T 7077 AL
L L TCiscoISE 7 7 A MIZA v R— b T& £,

1R BHHIIZ
[How to Create ISE Network Access Device Profiles] ZZH L TL 72 &V,

ATYF1 CiscolSEGUI T, [A==2— (Menu) |7/ (=) 27V v7 L, [EE (Administration) ]>[#vY b
J—2% 1) —X (Network Resources) |>[+v FT—% T/34 X (Network Device) | ZER L 7,

ATV T2 IV AR—=FTDET R ADRICH DT = v IRy 7 A A L, [BIREHE 7 AR— K (Export
Selected) | %27 U 27 LET,

AT w73 DevicePrafilesxml EWHLFID 7 7 A NP E—H A N—RF L AT | ZF T ya— RENFET,

CiscoISE~ANDRY FT—0 TINA X TAT7A4ILDA ViRk— k

Cisco ISE XML #1& & 2 78— XML 7 7 A L&l L C. Cisco ISE (CH—F 721380
Ry RT—=2 FARL A TaT 7 A NEA L BR—FLET, RO LR— T 7 A A0 B
FHC Ry N —2 FAL A T T 7 A Vg vF— b5 2 L3 T A,

BWEIX, FIT7 07— e L THEATA720DIZ CiscolSEEFLER—Z VN SLBEFEO T 0 7 7
ANETT AR— R NTHUERDYET, TXA AT T 7 A NVOiEME T 7 A VITATI L,
XML 77 A LTIRIFLET, RIC, e L7277 A /L% CiscoISEIZFHEA AR — L ZE
T, EEOFRY NT— FRL AT T 7 A NERIITIT, B—DXML 7 7 A /L& LT—Hf
B an=88o 707y A VET I AR—F L, Z7ANVEREL LT a7 7 AL
Z—HBIZA U AR— M LT, CiscoISE THEE D717 7 A VEVERR L 7,

2y NT—=7 TNRARATOT7ANDA R — MEL, FrLnba— ROEROANTE F
T, MFEO7a 7 7 A NVT EEETEERA, BBEORY NT—2 TARAL AT 77 A )V
95121, Cisco ISE 0 GEEFO 70 7 7 A V&7 AR— KL, CiscoISE/nH 7 r 7 7
ANVEHIFRL T, BBEISUTT B 7 7 A NVERELTERIZZEDT T T 7 A VA VR —
FLET,

188 BRI
How to Create ISE Network Access Device Profiles] #ZM L TL 72 &\,
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2y k=2 #1342 v—JosE |

ATw7F1 CiscolSEGUI T, [A=a— (Menu) |7 A2 (=) #27 V> L, [E# (Adminigration) [>[Rv k
7—41)Y—X (Network Resources) 1>[#v k7 —U T84 7B 7T 74 )L (Network DeviceProfiles) ]
IR L ET,

AT T2 [4 R —b (Import) 127V w7 LET,

ATV T3 [T74ILD=FER (ChooseFiles) 127 Vw7 LT, V74TV b7 T UFEFATLTND VAT AND
XML 7 7 A V&R L £,

ATy T4 [ FR—1b (Import) 1227V w7 LET,

2RI — TFTNA AT IIL—TDEHE

RO 4 RUERMHTHE, Xy VT TNRA AT N—=TEFEL, EHTLHILNTE
£,

2YRT—0 TINARTIL—TDEHRE

WORTIE, *y VT =T THRA AT N—TEAERT D72 OIEH]T L [(Ry bT—0 TN
AT )L—7 (Network DeviceGroups) | 7 4> RUD 7 4 — /L RIZOWTHBHLET, 2D
T4y R EFRRT DI, [A==2— Memu) |72y (=) 27Uy 7 LT, [BE
(Adminigtration) 1>[®v kT7—% 1) )—X (Network Resources) ]>[fv bT—2 F/3A
R J)L—7 (Network Device Groups) | >[4 _XT®D4FIIL—T (All Groups) |DIEIZEIN L F
D

Xy NT—27 FRA R T N—T1%, [P—U 2B — (Work Centers) >[T/34 AEHE (Device
Adminigtration) ]>[#w T—%1) Y —X (Network Resources) | >[#*Y kT—% T/INA X

4 JL—7 (Network Device Groups) | > [T RXTDYIL—T (AllGroups) ] 7 1> R THIE

RTEET,

X T7LETIER .
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£ 9: [+ bT—9 TINA R T IL—T (Network Device Group) ]2 4 > KoD T 4 —ILK

J4—ILF4& FRLEDATA KSA4 Y

£31 (Name) V= bRy bT=S PR T T DA
EALET, ZOL—h &y FU—7 7S
A AT N—TIBEIMEN D HEEOTRTOT
Fy NT—27 FNRY AT —F It LT, B
TR LIEZ DRy N =2 FRAR T
N—=T DX AT LET,

Xy NT—27 FNAL 27— T HEBNITIE,
N—hr/)—KEEDT, HFRKT6OD/)—F
EEHOLZENTEET, Xy NUV—2 7
N AT N—T DARNNT IR KT 32 el
HAc&EEd,

B N—bERITFORY NT—=0 TRAR T
N—=TOHHEATILET,

2y bIT—9F L ADE (No. of Network |y NU—27 TV —TNDOXy NT—F7 T
Devices) A ADEN ZDOFNCEREINET,

2YRT—0 TINA R GIL—TDA Vik— FEERTE

WOETIE, [y bT—Y TFTNA X )L—T (Network DeviceGroup) 1V 4> KU D[4 >
R— bk (mport) | ZA T 07 Ry 7 ZADT 4 —)L RIZOWCHHLES, 2O 1 Rk
KRT DT, [A==2— Menw) [T A2 (=) 227V >y 7 LT, [BE¥E (Adminigration) 1>
[y kT—%5 1)y —R (Network Resources) |>[#v bT—% T/84 R F)L—T (Network
Device Groups) |DNEIZEIR L F 77,

R10:[7y bT—D TINA R TIL—TF DA >R —+ (Network Device Groups Import) ™7 4 > DT 4 —I)L K

J4—ILF4& FRLEDODHTA KSA Y

TUoTL—rDER (GenerateaTemplate) |[CSV 77 L— 77 AV EF T a— R
LI, 2oV rE 70y LET,

FAUHEROFR Y hU—27 TR R T V—T 1
WTT T L— b EHL, Oy FU—
7 F A A J)L—T7"% Cisco ISE BBHIZA »
A= T 57-Dlca—h L CHEELET,
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2y ro—s 742 50—7 |

J4—ILF4&

EREDHA RZA4 Y

2714

[Z714ILDFER (ChooseFile) | 27V v 7
LT, 7y7a—R$5CSV 77 A /LVOgH
WCBEILET, iU, HLERES T 7
A v, F-IFLLETIZE] D Cisco ISE BRI H
J AR—RNENTZT 7 AV Th L ATREMED &
nET,

FHEN-2y NT—27 TR, 2 T —7F
WAL T, &5 CiscoISE R/ 5 Bl D &
By NT—2 THRA R T N—T A
- hTEET,

HLOWT—A2THRHEDT 2% LEE
(Overwrite existing data with new data)

MEOR Y NI =0 FTRA AT N—T e
A= 77 ANVHNDOT A AT N—T|ZEX
Wz 55815, ZOF =y IRy I Rt
WZLET,

TDOF 2w IRy I A F AT LRVEA.
AVR—=R 77 A NVADOFH LNy NT—7Z
TN AT N—TDIHNF Y NT—27 TN
A TN—F VR FVIZBMEN£d, EE
= M BRI NET,

RUDIS—TA Vih— b %=ZLL (StopImport
on First Error)

A VR — FRFIZZ T —BRAE LR YIDA
AR SATA VR —EHIETHITE, D
Frv IRy I AEF AT LET,

IDF IRy 7 A%F AT LTV
OIZE T —0F4E L7=8A1E. CiscoISE 1=
T—EWEL, FBODOT A AT N—T %5
XEA VAR —NLET,

2 RT—9 FNNARTI—T

Cisco ISE TiL, @RIy hU—27 FNA R T —7F (NDG) e &4, xv hU—

I TNRA AT N—TEMEH L, BB 72550,

FNRARZA T, FlidHy FU—7NOM

SHRAE (T 7 BALAYRT—H B =70 8) ITEDNWT, Xy MU= 53, X%

M7 =7 LET,

[*v hTU—2 T34 A Z)L—7 (Network Device Groups) |V « > KU & FrmT 5HI1T0%, [A
=a2— (Menu) |7 A2 (=) 7Yy L, [EE (Adminigration) 1> [#y kT—%1)
Y —2R (Network Resources) ] >[#y kT—% T/84 R J')L—T (Network Device Groups) ]

ZIER L7,

X T7LETIER .
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7= & 20E, BRGSO TRy U —7 T3 R &ERAT D120, KiE, #uls, £7-
IFETZv— L E4,

«[721YH (Africa) 1 >[mER (Southern) [>[#+ X E7 (Namibia) ]
«[72YUH (Africa) 1>[F# (Southern) ]>[F7 7 ')A (South Africa) ]
«[7 71 A (Africa) ]>[FE&F (Southern) ]>["YJF (Botswana) ]

TNARAZAL TNIFESNWT Ry NT =T TN, 2 7 V—TLET,

«[72YA (Africa) | >[m&B (Southern) ]>[RY T+ (Botswana) |>[Z7A T V4 —
JL (Firewalls) ]

«[72UHh (Africa) |>[FEER (Southern) 1>[7R*Y 7+ (Botswana) ]>[/L—% (Routers) ]

«[7 71 7A (Africa) |1 >[FEER (Southern) 1>[7RY 7 (Botswana) |>[RA v F
(Switches) |

Xy NT—=UF R % 1 OULOBEBH Ry hU—27 FNA R T —F 1280 Y4 TET,
CiscoISE N, BRESNT=Ry hT—27 FNRA R T NA—TDIEF I A ZAHF L CTHEDT N
A RZFND BT HH#E e 7 N—THRET D56, RIUT A 2707 7 A )VPEEOT S A
AT N—TICHWAEINDZ RN 2 ERH Y £3, ZOHA . Cisco ISE ITHAIC—E L
FTFNA AT N—TH WAL ET,

B CE DRy hU— TR R TN—T O KEIZHIRIZH D THA, Fy hT—27 T
AATN—TDRERBL )L (BI7NV—T%ET) 1T/ K6 L-ULETIERTE £,

FNRA AT N—TPEREIL, [V —FT—7 /L (TreeTable) 1 & [7 7 v b7 —7 /b (FlatTable) ]
D2ODOE 2—IEREINET, XY NIT—T THRAATN—TDYAIDEIZHD [V —
F—7I (TreeTable) | £721%[Z5 vy bT—TJL (FlatTable) 1227V v 7 LT, UA %
R 5 E 2 —ICm L £,

[V U—7—7/ (TreeTable) | E2—TC, L— bk /—FEIYV U —Dx EICE RSN, 2D
BT I N—TREBIECTHE 7T, KFL— N A—TOTXRTOT N, AEFRT HITIE,
[T~ TR (ExpandAll) 1227V v 27 LET, V= I N—TDHDY A &R RT HITIE,
[T_TH Y 7=7-F¢ (Collapse All) 1 &7V v 7 LET,

[77 v b7 =7 (FlatTable) | E2—"TiX, {7/ A A7 N—T ORI [V — 7 Pl
(Group Hierarchy) ]#NIZFERSNET,

WO 2—T, H£FI7N—FIZHD Y THNTNDR Y NT—T TS AN, ®IET D
[%v b U —27F 34 20% (No. of Network Devices) |FICFERESNET, T84 AT —7
WY TENTWDETRTORY NT—FITNRNAADV A NeRRTHLATRITRY I A
IV T AN, ZOBTFEIY) v I LET, BRINDFATRIT Ry 7 AL, *v
NO =T FNRA 2B I N—T LD I N—T BT D002 ODRE b EENT
WET, BHEO T NV—T OO T NV—TIZx Yy T —2 TN AEBET 51213, [T/AA
RAEHDTIL—TIZ#8 (MoveDevicestoAnother Group) 127V v 7 LE4, BRLX
NT—=2 FRARTN—=TIZRy NT—=0 T AL AEBET 5123, [THNARETIL—TIC
1BAN (Add DevicestoGroup) | %7V v 7 LE T,
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A1) & —FHET Cisco ISE AERT 57y k7—5 734 20EE [

[y kD=5 TN A5 )L—7T (Network DeviceGroups) | 74> R THxy hT—27 T
AARATN—TZBMT 512, BN (Add) 227V 27 LET, [BIIL—T (ParentGroup) ]
Fay 77X JRARNT, Xy NI TNRA R ITN—TZBINTELERNL LB NV—T
BT 50, F2X[L— T IL—TE LTEM (Add AsRoot Group) | 47> a v & %IR
LT HiLnry NI—2 TNNAL R TN—TEHITN—TL LTEMLET,

)

GE)

THANS, TRTOBRAFDT AL ZZPNDT S AT N—TIIRBET DLERH Y £7,

TNRA ANED B THRTWVDET N, AT A—TTHIBRTE THA, T3 AT —T7 ZHIBR

W=k Ry RT=9 FIARTNL—T

Cisco ISE (ZiX, [TRXTDOT A AX A7 (All Device Types) | & [T X Toualr— 3 (Al
Locations) | &) 2 DOFRIICERINIZN— K Xy NT—F TNHRA R TLV—TREEN

TWET, TUHOHEANCERSNI Ry NT—7 TNA R T N—T%4mE, B, £
HIFRT 2 Z LIXTEERHAN, ENOLDOTICHLWT AL AT N—T%BNTHZ LIFTEE
R

N—hKXy NT—=T FTNRARATN—=T (X NT—=7 TNA AT N—T) %Ak LT-#IZ,

FTTICHHALZL 912, [y bT—=9 T4 R4 )L—T (Network DeviceGroups) 17 1 > K
U= R N—=TDFIZTFFy NI =7 TNRA R T N—TEERTEET,

R1) L —EEH T Cisco ISEMERT D1y FIT—0 7T\ 41 ADEMH

FLWRY NT—7 TAAL R TNVN—TEERTDHE, LRy U —T T3 Z@HERD
RFLTF 49 vaFy (KUY o— (Poicy) ]>[RY > —FE%K (Policy Elements) |>[F 1 ¥
a7+ (Dictionaries) |) WOTNART 4 7> aFVIZBMENET, BISNET A
@M, Ry v—ERTHERShET,

CiscoISE Clx, T/A A4 AT ulr—var, FF4, £ty hI—2F (2 L
TEITLTWDY T b= T R=VarREDTINART 47 at U@z L <, 8
RY S —LHFARY o —FRETEET,

CiscoISE~AD ARy FT—90 TINA R FIL—TDA Vik— k

B <XV KX (CSV) 77 A NVZEHA LT CiscolSE / — RKiZxy hU—27 T4 R T
N—T% A VR—=FTEET, 2004V IR—=FT7 7 AIINBREFICER Y T —27 T3
AR ITN—TH AR —FTEEHEA,

CiscoISE BHER—HF LML CSVT v L — 22X u—RL, #FOTF 7L —MNIRy
FT—2 FRARTN—TDFEMEANTILTCCSV 77 ANV E LTIRELIEE, RELEZTY 7
A V% CiscoISEIZA v FR— N LET,

TNA AT N—T DA R — I, FiLnba— RE2ERT 0. FREEFOLa— R
HHCTEET, T AR T NV—T %A R — T 585, Cisco ISE TiRAIDOT T —254E L

X T7LETIER .



t¥a7H7€2 |
B ciscosencory k-4 FRqR IL—TDTH 2K~

A BIEOTF AL A TA—T 52T L WA —FTLEEXT AN, FREAVR—F P
T RAEEILT HENEEFRTEET,

ATw7T1 CiscolSEDOGUI T, [A==2— (Menuw) ] 7 A 2> (=) 27V v 7 L, [EE (Administration) ]>[R v
bo—%1)Y—X (Network Resources) |>[# Y FT—%2 T/N4 X J)L—T (Network Device Groups) ]
ZIERLET,

AT T2 [4 R —1b (Import) 1227V w7 LET,
AT T3 BRENTEEAT TRy 7 AT, [Z74ILDEIR (ChooseFiles) |27 Vw7 L, 7I9A4AT > NTTY
PEFITLTWDYATINE CSV 77 A LETIN L £,

Iy NT—=2 FRARATN—TEBINT D7D CSVT T L — N7 7 A VEX T a— KT 5T,
[T 7' L— b4 (Generate a Template) 1 %27 U > 27 LET,

ATY T8 BEFEORY NT—0 THAA AT N—T% EEXTHL, [BREDT—2ZHLLT—2TLEE (Overwrite
Existing DatawithNew Data) | = v 7Ry 7 A% AN LET,

ATY TS WD T—TA R— h%#EIE (Stop Import on First Error) | F = v 7Ry 7 ZAxA 2 LET,

ATFYT6 [ A= (Import) 127V 7 LET,

CiscoISEMSDARY FT—9 FINA R T IL—TDITH AHR—k

CiscoISE TRE SNy NT—F TRA AT NL—T1F, CSV 7 7 A VDA T 7 AR —
rNC&EFET, FOHBT, INHDOFRY NU—T T4 A T )—T"%BD CiscoISE / — RIZA
YAR—FTEET,

AT97F1 CiscolSEGUI T, [A==a2— Menw) ] 742> (=) #7V>»7 L, [E# (Adminigtration) ]>[% v bk
7—%1)—X (Network Resources) ] > [y kT —% T/834 X ' )L—T (Network Device Groups) ] >
[TRTDTIL—T (All Groups) | ZEIR L £,

ATYT2 Xy NT—7 THRARITN—T %) AR— T 5I2E, ROWTINEITI ZENMTEET,

s T AR—= T EHT A AT N—T DRI oD TF = 7Ry 7 A%F AL, [T RAR—F
(Export) ]>[ERFEHE TV XAR— bk (Export Selected) | Z3IR L £7,

[T RR— b+ (Export) ]>[FTRXTITHY RAR— b+ (ExportAll) | ZERL T, EXINIZFRY hTU—
U FIAR I =T HF ST AR— F LET,

CSV 7 7AW —HNAN—RT L ATIIA T ya— RENET,

2YRT—D FTNNARTIL—TNERE

RO A RUEERTHE Ry FI—=ITARA AT N—THHFREL, BT DL ENTE
ij‘o
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sy k=5 7134 2 s—F0EE [

2YRT—=0 TNARTIL—TDHETE

ROEXTIE, Xy NT—T TNRARATN—T%ERT HTDIERT 5 [Ry FT—9 T3 A
AT )L—7T (Network DeviceGroups) | 7 4> RUD 7 4 — /L RIZOWTHBHLET, 2D
U4y R EFERTDHICE, [A=2— Memu) | TA 2y (=) 27V v/ LT, [BE
(Adminigtration) 1>[®v kT—% 1) )—X (Network Resources) ]>[Rv bT—2 F/3A
R J)L—7 (Network Device Groups) | >[4 _XTD4YIIL—T (All Groups) |DJEIZEIRN L &
D

Xy NT—=27 FTRA AT N—T1F, [P—0 25— (WorkCenters) 1>[T/341 RAEHE (Device
Adminigtration) 1>[®v F7—%1)Y—X (Network Resources) | >[*Y kT—9 T/INA R

4 IL—F (Network Device Groups) 1> [T RTDH4IL—F (All Groups) | 71~ R CHAE

RTEET,

R1: Ry bT—Y FTINA R JIL—T (Network Device Group) ]2 4> DT 4 —JL K

T4—ILF4A FREDAA RS>

%71 (Name) J— KRy NT—27 TINA AT )V—T D4R
PANLET, ZOL—F Xy RU—27 FN
A A TN—TIBINENDHHEDOTTDOF-
Xy NU—=0 FRARATAN—TI1ZH LT,
TIER LT DRy NU—7 TRA AT
N—T DRHTEANTILET,

X NI =27 FTNA AT N—THEENIZIL,
N—hr/)—KEEDT, FKT6OD/)—F
EEOLENTEET, 1y hU—2 F
INA AT N—T DB TIR K TI2 LT %1
Hc&xEd,

Bz N—FETTTFOFXRY NT—T TNNA R T
=T DOHE A LET,

2y RIDI—0FINA ZADE (No.of Network |Fy NI —7 T N—THNOFRy hT—7F N
Devices) A ADENZ DINIERENET,

FYRT—=0 TINARTL—TDA oih— FERE

WKOETIE, [FY kDT—D T4 XJ)L—T (Network DeviceGroup) ]V 4>~ KU D[4 >
R—b Umport) | #A 707 Ry 7 ADT 4 —)L RIZOWTHHALES, 2OV Fu%
FZRT DT, [A==2— Menw) 742 (=) 227V >y 27 LT, [BE¥E (Adminigration) 1>
[*y b7—51)Y—X (Network Resources) |>[+v kT—% T/84 R 5 )L—F (Network
Device Groups) |DNEIZEIR L F 77,

X T7LETIER .
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R12: [y bT—D TINA R G IL—TF D4 >R —+ (Network Device Groups Import) ™7 4 > EH9D T 4 —I)L K

J4—ILF4& FRLEDATA KSA4 Y

ToTL—bDER (GenerateaTemplate) |CSVT > 7L —h 77 A NVEX T a— KT
H0%, 2oV m 7Y v LET,

FAUCEROFR Y FT—27 TR R T —T
WMTT L= AL, Oy FU—
7 F A A J)L—T7"% Cisco ISE EBHIZA »
R—FrT57-dlce—HLTIRELET,

274 [Z74ILDFER (ChooseFile) |27V v 7
LT, 7y7a—RK95CSV 77 A /LD
WBEILES, Ziud, FLER ST 7
A, F2FLLENZB] D Cisco ISE BN H T
JAR—=RNENTZT7 7 ANV THDHAHEMERH
vET,

WSty T —2 TS R T —Tf
HAEMEHA LT, &5 CiscoISE BB S B0 B
Bl Yy NT—2 THRA AT N—T %A
H— b TEET

HLOWT—2TERREOT -3 LEE BFEDXR Y NI =2 TNRA AT N—=T %A

(Overwrite existing data with new data) R—=R 77 ANNDOT A AT N—T X
W2 DGEE. ZOFT = IRy I At
ZLET,

TDF v IRy I AET AT LN
A VR—=F 77 ANHNOFLNFE Y T —7
THRARTN=TDHNPF Y T =2 T A
AT N—FYRY NUIBENENET, BE
T MY IFEEINET,

BYNDIS—TA viRk— FZFIE (Stoplmport | A >R — MEFIZ= T — 254 LRI A
on First Error) AP ATA VR— a2 HIET 5120, D
Frv IRy I AEF AT LET,

CDF IRy T A F T LTV
WIZT T =034 L84 1%, Cisco ISE 13—
T—EWE L, BODOT AL AT N—T %5
XfEAR—FLET,

. X T7LETIER
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ciscolSEc7>TL—tovvR—+ [l

CiscoISE TOT T L— DA oiR— k

Cisco ISE Tix., CSV 77 AN ZHEHA L TRKEDOR Y N T —27 F A ARy T —7 F 34
AITN—TFEAVR—NTEET, To7L— NI, 74—V RO 73—~y NEEERTD
Ny X —ITNEENE T, O~y X —ITIIRE L RN T EEW,

2y NT—=TTNRAARR Y T =0 TNHRA R T N—TIEHET 54 AR — 7 —NT[7
7 L— DAL (Generate a Template) | U > 7 ZFEHLTCSV 77 A VB a—H )L AT

MIHE T —RLET,

2YRT—=0 TIRAADA ViR—k T T L— FER

WKORIZ, AR —FFY NT—7 FARLADCSV T L — T 7ANDT 4 —L KDY

A K EFRBATT,

KRB FYLT—ITNRARADCSV T TL— DT 4 —)L K LA

J4—ILF

EREDHA RZA4 Y

[&81 (Name) ] : XZFF| (32)

Fy NT—TF AL ZDLFTEAS LET,
name (21, K2 FTOFERTEIHETE E
‘a‘o

Description: String(256)

(A7 ar) K256 LFTHRy hT—27
TR, ZADOFBEEA L ET,

IP Address:Subnets (a.b.c.d/m|...)

Xy NT—=UFNAL ZDIPT KL RFB LW
TRy bR EANLET, A TRE ()
TR > TEEDHEAFEETE £7,

IPvAaB L OIPV6 7 L RE, Ry hT—2F
XA A (TACACS £ L (*RADIUS) #pkE &
UM RADIUS H— S —fpl TR — b S
TWVWET,

IPvd 7 R LA ANT 2561, fHe 7
Xy v A7 A TEET,

[EF/)L4E (Mode Name) | : XF35 (32)

Fw NI =7 TN AOFEA & B K 32 LT
TATILET,

[VIZ b2z T7/"—2 a2 (Software
Version) | : XF%| (32)

P2y NT—=ITFRAADY T MU =T "=V 5
YERRI2LTTANLET,

X T7LETIER .
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EREDHA RZA4 Y

[RY bT—=9F N4 X5 )L—TF (Network
Device Groups) ] : X5l (100)

BEF DX > b T =2 TR, 2 T N—T D4R
EANNLET, YT —T DAL, BT
N—T BT T N—T D J e A— A TX
o TEDLIVENH Y £3, KK 100 3LF
DOILFH| (7= & 21X, Location>All
Location>US) T,

Authentication:Protocol: String(6)

BT AR e ha Ll A LET, B
7ofEIX RADIUS O AT (RIXF & /NCF T
XplEnEEA)

Authentication: Shared Secret: String(128)

([BB3E : 7ok
(Authentication:Protocol) ] : X=F5| (6) @
7 4 =)V ROfEE AT LTG5 IR Y #28)
K128 LFOLFHNE AT LET,

EnableKeyWrap : 7—JL (trueffalse)

ZDT 44—V RiE, KeyWrap 3% v hU—7
TNAATHR—=PFSNTWBGEEIZRY A
T, trueFEmidfalsez AT HHENRH
0 E7,

EncryptionKey : 3XF 35 (ascii:16|hexa:32)

(KeyWrap & G2 LT2GE1I0AE) By v a
YO ERICEH IO S —2 A LE
o

ASCIIfE : 16 XXF (XA b)) OEX,
16 EEEAE - 32 3CF (31 b)) DEZ,

AuthenticationKey : 3XF 35 (ascii:20lhexa:40)

(KeyWrap & A0 L7235 13202H) RADIUS
A=V T D& Ny a A yE—
VRGEa— R (HMAC) OFHEAEZATLET,

ASCILf : 20 305 (N1 b)) OEX,
16 EEEAE : 40 L7 (31 b)) DEX,

InputFormat : X3 (32)

b — LRAEF—D AN E AN L E
4, ASCII i L 16 A TE =
ﬁ—o

SNMP:Version : 32 (]2c|3)

TaT7 AT —EANERATEILNEDOSH D
SNMP 7 haAdN"—T g o2 AN LET
(1. 2¢. F72133)

. X T7LETIER
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2y k7= FRq RO vk—k 7o TL— et

J4—ILF

EREDHA RZA4 Y

SNM P:RO Community: String(32)

([SNMP : /3 —2 3> (SNMP:Version) ] :
FIZ (|2c)3) O7 4 — RiZfEE AT 55
GBI o ARV HEHaI2=7 1 DX
FHNE RN 32 LFTADLES

SNM P:RW Community:String(32)

([SNMP : /A—2 3> (SNMP:Version) ] :
FE (|2c3) 7 4 —/ RITEEZATIT 5%
AIFINA) , AR FEZIALAI =T o
DXFHN K32 LTFTAHLET,

SNMP:Username: String(32)

R 32 XFDOXLFHE AN LET,

([SNMP : /83— 3> (SNMP:Version) | :
F|Z (|2c]3) » 7 4 —/L FIZ SNMP X— 5
V3 & AT LI AI1EZH) [Auth], [No
Auth], F7=iX[Privi Z AL ET,

SNM P: Authentication
Protocol:Enumer ation(M D5|SHA)

(SNMP % = U7 ¢ L~UL T [Auth] F721%
[Priv] & A7) L7=354 1302H) [MD5] % 7= 1%
[SHA]l Z# A1 LET,

SNM P: Authentication Passwor d: String(32)

([SNMP : 2% 21 F 4 L)L
(SNMP:Security Level) ] : 5122 (Auth|No
Auth|Priv) @~ ¢ —/L RIZ[Auth] # A L7z
LA IInd]) R 32 T O FHNE AT L E

R

SNM P:Privacy
Pratood: Enumeration(DESAESIZBAESIAESSHDES

([SNMP: %2 F 4 LR

(SNMP:Security Level) ] : 5lIZ (Auth|No
Auth|Priv) @7 ¢ —/L RIiZ [Priv] Z AJj L7z
WA 328) [DES]. [AES128]. [AES192].
[AES256], F£7-1%[3DES] # AN LE7,

SNM P:Privacy Password: String(32)

([SNMP: %2 T4 LR
(SNMP:Security Level) ] : 5lIZ (Auth|No
Auth|Priv) &7 —/L RIZ [Priv] Z A1 L7T=
Ba i 3]) R 32 LFDOXLFHNE AT L E

R

SNMP:Palling I nterval: I nteger : 600-86400
seconds

SNMP AR—V o ZEZ A CTAN LES,
HRNRMEIT 600 — 86400 DIEEH T,

SNMP:IsLink Trap Query:Boolean(trueffalse)

true £z fasex AJJ LT, SNMP Y 7 k
Ty TEAEDEITEDNCLE T,

X T7LETIER .
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EREDHA RZA4 Y

SNMP:IsMAC Trap Query : 7—JL
(truelfalse)

true £7=13% false # A LT, SNMP MAC h
Ty TEAEDELITEDCLE T,

SNM P:Originating Policy Services Node : 3
51 (32)

SNMP 7 —# DR — Y > 7 H &4 5 Cisco
ISEth—_—%RLET, 774/ N TIIHS)
TTMW, ZDO7 44—V RIZHIOfEZEID 4T
TRExX LEXTEET,

Trustsec:Device ld : XF35I (32)

Cisco Trustsec 7 /3 A ID %, &K 32 LFED
XFHTADLET,

Trustsec: Device Password : X251 (256)

(Cisco TrustSec 7 /31 A ID # A LT=85H
13#78) Cisco TrustSec 7 /XA AD/ XA T —
. K256 LFOLFHITATILET,

Trustsec: Environment Data Download Interval :
BEH . 1-2147040000

TrustSec Bt T — X DX v o — RiEkEE A
FILES, HE72EIEZ 1 — 2147040000 D ¥
T—a—o

Trustsec: Peer Authorization Policy Download
Interval : ¥%§ : 1-2147040000 7

TrustSec DETHFR[RY o —D Xy ma— R
fikEa AT LET, ARRMEI 1 — 2147040000
DFEFE T,

Trustsec:Reauthentication Interval : 23§ :
1-2147040000 #»

TrustSec D HEERFERREZ AT LET, 2072
fl1Z 1 — 2147040000 DOEEEL T,

Trustsec; SGACL List Download Interval : 2
1 : 1-2147040000

Cisco TrustSec %= U7 4 7 /L—7 ACL VU
AMDFyu— REEEADLET, B2
ZEIT 1 — 2147040000 DS T,

Trustsec:1s Other Trustsec Devices Trusted :
J—JL (truefalse)

true £ 7213 false 2 A Jj L C. Cisco TrustSec
TR, APNMEFETEBME I DERLET,

Trustsec:Notify this device about Trustsec
configuration changes : 3XF 7l
(ENABLE_ALL|DISABLE_ALL)

ENABLE ALL %7-1% DISABLE_ALL % AJ)
L . Cisco TrustSec D2 % Cisco
TrustSec 7 /31 A|Z@HAI L E9,

Trustsec:Include this device when deploying
Security Group Tag Mapping Updates : 7—JL
(truelfalse)

true ¥ 7213 false # A JJ L T, Cisco TrustSec
TNRAANBEX 2 VT 4 IN—T B TIZEE
NTWBENEIDERLET,

Deployment:Execution Mode
Username: String(32)

T NI =T TS ARE T WET DR %
FoTWwpha—W—£&2 AN LET, Ziud,
K 32 SCFEDOSLFH| T,

Deployment: Execution Mode
Passwor d: String(32)

TINA ADINAY — K& K32 37O LT
FITAIILET,

. X T7LETIER



| %2767 +€2

*y kT—=7

Ry k7=

5 FR4 R I—Fo4 vk—r 7o TL—tiz ]

J4—ILF

EREDHA RZA4 Y

Deployment:Enable M ode Passwor d: String(32)

TNA ADERERET DT2ODT /SA AD
INAT—RKEANILET, Ziud, mK323X
TOILTFHTT,

Trustsec;PAC issuedate : B¢

Cisco TrustSec 7 /XA A HIZ Cisco ISE IZ & -
THRE S 7= % D Cisco TrustSec PAC D FEAT
HEZASHLET,

Trustsec: PAC expiration date : Bt

Cisco TrustSec 7 /3 A A FHIZ Cisco ISE 12 & »
THRR S 7= % @ Cisco TrustSec PAC D[R
HEAJILET,

Trustsec: PAC issued by : 3XF 51

Cisco TrustSec 7 734 A HIZ Cisco ISE (2 L -
THRL S 7= F 1% D Cisco TrustSec PAC D FEAT
# (Cisco TrustSec HHLHE) OA4RTEZ AT LE
T, LFIMETHLMLENRH D £,

—

DRI,

FINARATIL—TDA iR—

fTUTL—FER

TSR~y X —DT 4 — )L RERXY NT—T TNRA AT )V—TDCSV 7 7

ANMZBITFDHINEDT 4 —/V ROFHZ R LET,

RMU: XY NT— FNARTIN—TDCSVToTL— DT 4—ILKEGHA

J4—ILFK

B

Name : X541 (100)

(WZH) ZD7 4— )V RiZFry hU—27 T
A AT N—TDHEITT, F&K 100 LFDL
FHITT, NDGDFERBRAROE S, &K
100 L5 T9, =& ziX, B/ /V—7 Global >
Asia D FIZH 7 7 —7India ZERL L TV 5
e, VBT % NDG O5E2 724 milE
Global#Asia#India (272 ) . Z DFERRARID
FEXX100 L5282 52 L3 TEEHA,
NDG D5ER24 AT DR S5 100 LFE# 2 72
e, NDG OFERUTIRIM L E£7,

Description:String(1024)

T, A a DRy NT—7 FoRA R
TI—TFDOFHATT, i, mK1024 LF
DLFHITT,

Type : X751 (64)

(WH) ZD7 4=V RiExry hU—27 T
A AT N—TFDEALTFTT, T, K64
LFOLTFHITT,

X T7LETIER .
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Ta—IL K B

Is Root : 7 —/L (truelfalse) (W) Zhux, FFEDOR Y hU—7 T34
AT N—TPB)— ks T)—T 0 E 5 Rt
74—V R TT, BR72MEIL true F 7213 false
fj‘o

CiscoISE & NAD D BIEZRET S IPSec X 1) T«

IPSec (%, IPIZEF =2V T 4 #LETLH e harokry T, AAA, RADIUS BJE O
TACACS+ D7’ ha/LiEMD5s Ny a7 /3 XAEHERALET, %2V 7 4 258k T
A 7=, Cisco ISE |21 IPsec #EHEN N D F9°, IPsec i, HXEELZFIEL., HEFDOT—HE
HEARHL, HESNT =22 5{bT5 2 L CHELRELET,

CiscoISE iZ. hyRNLE—FKE TV AR — hE— K TIPSec VA —bFLTWET, Cisco
ISEA X —7xAATIPsec ZHNIL, BT E2RET DL, WELLRH#ET D728 Cisco ISE
L NAD ORIZ IPsec b > XA DMERR S E T,

HAdEAE X —A2EFT D, F7201E Psec 3RARIC X509 FFAE A C& £, IPsecid. ¥4
Yy R A —H Ry Fl~5D( X —T A ATHMITXFET, IPsec (ZPSN H7=0 15D
CiscOISE f V' # —T =2 A ATOHFKETEET,

IPSec X, A~— " FA BV ANRT 74V N THHZ2>TWHTED (e0/2—>eth2) | £
By b =Ry R2THNZTHZ LT TEERA, 2L, PEX2 T 2HNTTD
VENHDEGEIT, A= T BV RHIDA U H—T 2 AZERT DLERH Y £97,

)

GE) FHEY M—PXyFOLEARFO (FHEY "M =YXy 0E XFHEY hA—PF> b
1AV HE—T 2 A ANKRT 4 T ENTWDBEE) 1%, CiscolSECLI DEHLA X —T =4
ATT, IPSec iIFXFHE Y bA—F Xy 0L R FOTHEHYAR— IR TWHETA,

MBI R—F Y MZIFROLORH Y 97,
* CiscoISE U U — 2 2.2 LI,
+CiscolOS Y 7 h =7, C5921ESR Y 7 b7 =7 (C5921 I86-UNIVERSALK9-M) : ESR

S2NVRETIE, 774NV TR RAVE—RE T U AR— FE— FTIPSec 3 AR — b
SN TWET, Diffie-Hellman Group 14 35 X O Group 16 23 %R — b S TWET,

N

(GE)  C5921ESR Y 7 F 7 = 71 CiscoISE U U — 2 2.2 LAKRICAT)E L T
WET, ZOVTZ by =T EERAARRICT HITIXESR 7 A £ A
DMEETE, ESR T4 & ZADIERIZHOWTIL,  [Cisco 5921
Embedded Services Router Integration Guidel # &M L T 72 &0,

. X T7LETIER
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Cisco ISE T®) RADIUS IPsec D% E

Cisco ISE T RADIUS IPsec # 3R ET AITIT. ROBAEZIT O LERH Y £,

ATYF1 CiscolSECLI HA v Z—T 2 ATIPT FLAZERELET,
FHEY F A=V Ry M1 DPOFIEY M A =YXy F5A ¥ =T A (R F1IEBILORR2)
TiZ, IPsec NV AHR— KX TWET, 727201, IPsec L CiscolSE / — KD 1 2DA L H—T =2 A ADHKT
RETEET,

ATy T2 BEHHG A Y NU—27F 8, 2% IPsec X v hU—27 FTNRA A T L—ITBMLET,

(GE)  RADIUSIPsec TiE, AZT A v I N—h" F—=F T2 A NT A ADA L F—T = A A\ EHHEEE
L TCWDARENRDH Y £97,

a) CiscolSED GUI T, [A==— Menu) |71 2> (=) 27V v 7L, [E# (Adminigtration) ]>
[y kT—21)Y—X (Network Resources) |>[+v kT—%2F/34 X (Network Device) ] Z 3R L
£7

b) [y hU—27 5,314 X (Network Devices) |V 4> FU T, 1B (Add) 1227V v7 LET,

) BTy NU—=7TNAADL4H, IPT FLA BEXOY TRy FEST 57 4 —/L FITAT
L/iﬁ—o

d) [IPSEC] Fua vy 7 XU A Mhb, [TV (Yes) | BN L ET,

e) [RADIUS #EiEi%E (RADIUS Authentication Settings) | F = v 7 Rv 7 A& A LET,

f) [FAFLE (Shared Secret) | 7 4 — /L RIZ, F*v NU—Z T NA RCHE LIZHGMEF—2 AL E
R

g) [Submit]>[Save] &2 U v 7 LET,

AT 73 Cisco Smart Software Manager (CSSM) & DXV & O DI DIZHBIOEHA ¥ —7 = A A&BMLET,
HOIAALFY— 2 L—% (BSR) DOFEMIZDOVNTIL, Smart Software Manager 7 74 h& SR LT 72
SV, ZO7IiTiE, CiscolSECLIINHIRD A~ FaFATL, MIST2EHA v X —T = X (FHE
FA—=HRy F1~5 (HDWIEFEARS P E72132) 2BRLET,

ise/admin# license esr smart {interface}
ZDA U HE—T A AL, Ciscocom [ZE[FEL TV AIDA L TAY TABVA P —N—IZT 7 EATE
LMD ET,
AT 74 CiscoISE O CLI o, BEHHHGS — bV =A1Z%y NU—7 T A Z&BIMLET,
ip route [destination network] [network mask] gateway [next-hop address]

AFw S8 CiscolSE /— KTIPSec #7 7T 4 71T LET,

a) CiscolSEOGUI T, [A==— Menu) | 7TA 2> (=) 27V v7 L, [EE (Adminigration) ]>
[ RT L (System) ]>[E&E (Settings) 1>[ZB kaJL (Protocols) ]>[IPSec] ##R L £,

ZDT 4 RIIZERNOTRTO CiscoISE / — FRFEREINET,

b) IPsec ZHNZT 5 CiscoISE / — ROBEDF = v 7V Ry 7 Z% A2 LT, A2k (Enable) ] 4~
var R EIZY I LET,

X T7LETIER .
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c) [BINL7/—FRDIPSec A > ¥ —7 A A (IPSec Interface for selected nodes) ] K v 7*Z 7 A k
25, IPSec BEICMHEATHA V¥ —T =4 ZEBRLET,
d) EIR L7 CiscoISE / — RORDWTNNDFRIAEX A T DA T arRE 0 ) v 7 LET,

« [FRTHA ¥ — (Pre-sharedKey) ]: Z DA 7 v a v 2RIR LA, Faidkax—%2 AL,
Fy NI =TT NRAATRILFXF—ZRETHMLERDY £7, FaifAF— I TmE T2 /HEHL
TLEEW, FRHRXFIEIVR—FSnTWERA, Xy NT—7 TN A THAFHEAEX—ZFE
TAHAHEICONWTIE, Ry hT—2 FRALAOV =2 T VSR TSN, Haidth $—%
TEDH NN TIE, il : Cisco Catalyst 3850 U — X A A v FTOHREFHAG T —REDOHN

(62 X—) ML TSN,

« [X.509 FERAEE (X.509 Certificates) |: Z DA 7 a v 2@ L7234 1%. Cisco ISE CLI 7*5 ESR
¥z UCHES, ESR 5921 @ X.509 FEHE 45 ELT%/XF~”L$¢ Wiz, Xy NT—27 F
NAATIPsec ZRELET, ZOFBHAIZOWTIL, ESR-5921 T X.509 GEFAEDRRE & A > A
=L (56 X—) ZZL T &N,

e) [fRfF (Save) 127 U >y 7 LET,

GE)  IPsec REZXEHELHETLHZ LT TEEH A, IPSec WA EIZ IPSec ~ v RV E 71330514
EHI5I1201E, BAED IPSec b o R/ & MEHZ L, IPSec REZEH L, BIOFKE T IPSec b %
NEFEEINZILET,

GEX)  IPsec WAENZ D &, CiscoISEA v Z—T A AWM IP T RLUABNHIBREN, A v F—T =LA
ANy AU LET, 2= —0NCiscolSECLIHu /A o358, f X —T AN
FRINETVIP T FLRAFIRFINT, vy MU REBICRVEST, ZOIP T RLAX
ESR-5921 A v #—T = A A CTRESNET,

ATYFT6 esr EAJJLTESR v VARG L E T,

ise/admin# esr

% Entering ESR 5921 shell

Cisco IOS Software, C5921 Software (C5921 I86-UNIVERSALK9-M), Version 15.5(2)T2, RELEASE SOFTWARE
(fc3)

Technical Support: http://www.cisco.com/techsupport

% Copyright (c) 1986-2015 Cisco Systems, Inc.

o°

o°

Press RETURN to get started, CTRL-C to exit

ise-esr5921>
ise-esr5921>

GE)  FIPSIZHERT A7, 8 TFL DY —27 Ly "R T— RERETAHALENHY £9°. Enable
scretlevd 1 <> FEASN L TR T —REZHEELET,

ise-esr5921 (config) #enable secret level 1 ?

0 Specifies an UNENCRYPTED password will follow
5 Specifies a MD5 HASHED secret will follow

8 Specifies a PBKDF2 HASHED secret will follow

9 Specifies a SCRYPT HASHED secret will follow
LINE The UNENCRYPTED (cleartext) 'enable' secret

II X T7LETIER



| %2767 +€2

GE)

AFw ST IPsec hop/Ld | IPsec k¥ R/LFRH T RADIUS

Cisco ISE T RADIUS IPsec MDE%E .

JI AKX ARADIUS "N — R & GUI M B EEET D6 (1645, 1646, 1812, B L ON1813 L4 | ESR

)L TIROCLI 2~v> REASL,

ip nat inside source static udp 10.1.1.2

[port number] interface Ethernet0/0

PRl & BREE L F 9,

FXE L7z RADIUS AR— R 2 F ANLDMERH Y F9,

[port number]

a) CiscoISE (Zx—H—%EML, TOa2—V—%2—H—7)L—7|2E Y 4TEJ (Cisco ISE ® GUI
T, [A==2— Menuw) |74 2 (=) 227V v7 L, [EE (Adminigration) ][> [ID EE (Identity
Management) ]>[ID (Identities) ]>[21—H— (Users) |%iEiN) .

b)
1.

WO FNEZE EFT LT IPSec k> /L2 Cisco ISE & NAD Ml CHEN.ENTWDHZ L 2R L ET,

ping 2~ RZMEH LT, CiscoISE & NAD OOHEGENHENL SN TWDMNE I MET A ML E

B

ESR ¥V = /VE/-IEINAD O CLI Ok D a~y REFEITLTC, EENT 7T 4 7RIRETH D Z &

iR LET,
show crypto isakmp sa

ise-esr5921#show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src
192.168.30.1 192.168.30.3

state
QM IDLE

conn-id status
1001 ACTIVE

ESR ¥ = /VEZIINADCLI B IRD A~y REEITL T, P RANHELINTWENE I 1k

R LET,
show crypto ipsec sa

ise-esr5921#show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: radius, local addr 192.168.30.1
protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.30.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (192.168.30.2/255.255.255.255/0/0)
current peer 192.168.30.2 port 500
PERMIT, flags={}

#pkts encaps: 52, #pkts encrypt: 52, #pkts digest: 52

#pkts decaps: 57, #pkts decrypt: 57, #pkts verify: 57

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: O

#send errors 0, #recv errors 0

local crypto endpt.:

192.168.30.1, remote crypto endpt.:

192.168.30.2

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0

current outbound spi:

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox8EAOF6EE (2392913646)
transform:
in use settings ={Tunnel, }
conn id: 99,
sa timing: remaining key lifetime
IV size: 16 bytes
replay detection support: Y

0x393783B6(959939510)

esp-aes esp-shaz256-hmac ,

(k/sec): (4237963/2229)

flow id: SW:99, sibling flags 80000040, crypto map: radius
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Status: ACTIVE (ACTIVE)
inbound ah sas:
inbound pcp sas:
outbound esp sas:

spi: 0x393783B6(959939510)
transform: esp-aes esp-sha256-hmac ,

in use settings ={Tunnel, }
conn id: 100, flow_id: SW:100, sibling flags 80000040, crypto map: radius
sa timing: remaining key lifetime (k/sec): (4237970/2229)

IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

¢) ROWTILNDFET RADIUS §EAEZ WRGE L £ 77,

c 27 v 78 (a) THERLIEa2—HF—DI LF ooy LB ERLTRY hU—27 FAL R |Za /A
> L %9, RADIUS #8FEE KA Cisco ISE / — RIZEE SN E T, [74 73RGE (Live
Authentications) | 7V 4 > R 7IZiEfI A2 TR L £,

e TV REBAMERY hU—7 FNA AZEHE L, 802X FREEA2RELET, AT v 78 (a) T
B LTz —Y—D 7 LT ooy VAL T KRR Moua 74 > LEd, RADIUS RGFE
K723 CiscoISE / — NIZHE SN ET, [7 4 7i%aE (Live Authentications) |7 ¢ > KU IZREM % &
m~LUET,

ESR-5921 T X509 SEAAEDEKRTEEA VR F—IL

AT 1 esr P ASILTESR v = /VEZBRIEL £,

ise/admin# esr

% Entering ESR 5921 shell

Cisco IOS Software, C5921 Software (C5921 I86-UNIVERSALKS9-M), Version 15.5(2)T2, RELEASE SOFTWARE
(fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 Cisco Systems, Inc.

oe°

oe°

oe°

Press RETURN to get started, CTRL-C to exit

ise-esr5921>
ise-esr5921>
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ESR-5021 T X509 SEEDREL 1 V2 — [

GE)  FIPSICYEILT 572, 8 XL EDY—27 Ly hXAU— RERETHHLENH Y £3, Enable
secretlevel 1 2w RE AL THRAT— REHELET,
ise-esr5921 (config) #enable secret level 1 2
0 Specifies an UNENCRYPTED password will follow
5 Specifies a MD5 HASHED secret will follow
8 Specifies a PBKDF2 HASHED secret will follow
9 Specifies a SCRYPT HASHED secret will follow
LINE The UNENCRYPTED (cleartext) 'enable' secret

G¥) S AKX ARADIUSK— M & GUINLERET DG (1645, 1646, 1812, B L TN1813LI4%) | ESR
TV TIRO CLI 2~<> R&E AL, ELZ RADIUS A— M &2 ANLET,

ip nat inside source static udp 10.1.1.2 [port number] interface Ethernet0/0 [port number]

WD~ R LTRSA ¥— X7 &AM LET,

i

crypto key generate rsa label rsa2048 exportable modulus 2048
WD FEMALT, FT7RARRA Y MEERLET,

i -

crypto pki trustpoint trustpoint-name
enrollment terminal

serial-number none

fgdn none

ip-address none

subject-name cn=networkdevicename.cisco.com

revocation-check none
rsakeypair rsa2048

Woa<y REMHALT, GEHEELER (CSR) 24K LET,
&1

crypto pki enroll rsaca-mytrustpoint

Display Certificate Request to terminal? [yes/no]l: yes

SEAREATEROH N ZT I AN T 7 A UIa bt — L, BLADT-OIZHE CAITEE L., BAN EHFHE
L CAFEHAEARE L ET,
WDa~y ReEfFHAL T, BikF (CA) EAEZ A R —FLET,

51

crypto pki authenticate rsaca-mytrustpoint

CAFEHEOHNE ( [—BEGIN—] f7& [—End—| T2 &) 2t — L CHED T £,
WoOa~vy R LT, BAMEHEAEZ A R —FLET,

{1

crypto pki import rsaca-mytrustpoint

BA AT EFFAEONE ( [—BEGIN—] 1T7& —End—) 172 5%) ot — LTSV i £4,
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WKIZ. Cisco5921 ESR TXS509GFAEZREL TA VA F— T3 L XIZERINIEHOHIZRLET,

ise-esr5921#show running-config

|

hostname ise-esr5921

|

boot-start-marker

boot host unix:default-config

boot-end-marker

|

no aaa new-model

bsd-client server url https://cloudsso.cisco.com/as/token.oauth?2

mmi polling-interval 60

no mmi auto-configure

no mmi pvc

mmi snmp-timeout 180

call-home

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as contact email address
to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "CiscoTAC-1"
active
destination transport-method http
no destination transport-method email

|

ip cef

no ipvé cef

|

multilink bundle-name authenticated

|

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2

revocation-check crl

|

crypto pki trustpoint rsaca-mytrustpoint

enrollment terminal

serial-number none

fgdn none

ip-address none

subject-name cn=ise-5921.cisco.com

revocation-check none

rsakeypair rsa2048

|

crypto pki certificate chain SLA-TrustPoint

certificate ca 01
30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBDY96 131EO05F7 145EA72C 2CD686E6 17222EAl F1lEFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAFO071A 9CAE6388 8A38E520
1C394D78 462EF239 C659F715 B98COA59 5BBB5CBD OCFEBEA3 700A8BF7 DS8F256EE
4ARA4E80D DB6FDICY9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDCS5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DABS53EB 69A9A535 58EI9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCB8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BBO3BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 O1FF301D 0603551D 0E041604 1449DC85
4B3D31E5 1B3E6Al7 606AF333 3D3B4C73 EB8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025D9F E838AES5C 6D4DF6BO 49631C78 240DA905
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604EDCDE
D98987BF
467A3DF4
7CATBTE6
S5FBODAO6
80DDCD16
418616A9
D697DFTF

FFAFED2B
E40CBDYE
4D565700
C1AF74F6
BO92AFETF
D6BACECA
4093E049
28

quit
crypto pki certificate chain
certificate 39

30820386
61310B30
03550407
040B0OCO3
6F6D301E
335A301D
6D308201
0100EE87
73E60BE7
194AF1BO
8E8181B9
22C0C33F
5ED76038
F9A21FFB
B4776DAA
5B9D0203
86F84201
66696361
F99FB924
EE8087A1
01010BOS
1F6CD459
EA3DEDC1
5696DBF5
2CFDDBE3
69CA0147
BF13E39B
CD2E1A95
89AEB82F6

3082026E
09060355
0C035254
53544F31
170D3136
311B3019
22300D06
CABFBA1S8
F430B5AF
TF04B4EA
60FAE126
2792D714
TA2C84B4
3C3C507A
FB5AFDFS
010001A3
0D041F16
7465301D
60301F06
2909300E
00038201
EO3D7ABE
BOBOEEBA
FADA4092
EA9D407C
971A1B2D
10AAC31C
7BBEC982
A37E51D6

quit
certificate ca 0O08DD3A81106B14664

308203A2
F70D0101
024E4331
4F310C30
65726368
30313832
04080C02
4953434F
63612E65
0382010F
16A6F741
0E9E3A12
B4C32D38
D985703D
E1EB6D4F
B9CD2BBD
DFBEGEA7
A196DASA
0414966A
16801496
30030101
00038201

3082028A
05050030
0C300A06
0A060355
616F2E63
31313534
4E43310C
310C300A
72636861
00308201
S5BEC18BS8
05F3DATE
AE04385C
F3BBY9EDL
4FD3CC18
24550E82
56EBE30B
1B525175
0C21AF96
6A0C21AF
FF300B06
01002334

7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBCT7CF9
4D10AB75

A0030201
04061302
50310E30
19301706
30393031
06035504
09228648
7TE0405A8
EBF8BOCS
B8I9FD6EB
D1B2E4E4
C41E2237
C668E35C
20B924F7
59E31373
818C3081
1D4F7065
0603551D
03551D23
0603551D
0100COB9
91179FEB
14EADAEC
ACF549B8
8D1BOF49
DB2758E6
55E73C8B
01CE867D
EECD

A0030201
61310B30
03550407
040B0OCO3
6F6D301E
335A3061
300A0603
06035504
6F2E636F
0A028201
8B260CAF
D17EO03F2
8FD4CB74
7DE99614
EO91BBFO
8CD8838F
D52DE8SF
C26B3581
3E827690
963E8276
03551D0OF
A3FOE5D3

CD636FDB DD44681E 3A5673AB
2189BB5C 8FA85686 CD98B646
CF835015 3C04FF7C 21E878AC
B1FCF9BB E973DE7F 5BDDEB86
07B85737 F3A58BE1l 1A48A229
8428787B 35202CDC 60E4616A
27E86F73 932E35B5 8862FDAE

rsaca-mytrustpoint

02020139 300D0609 2A864886
5553310B 30090603 5504080C
0C060355 040A0CO05 43495343
03550403 0C107273 6163612E
32313037 34335A17 0D313730
03131269 73652D35 3932312E
86F70D01 01010500 0382010F
ACAAAB23 E7CB6109 2CF98BAE
969B2828 A6783BB4 64E333E4
F9C4F2DD 196DC6EO0 CAA49B8B
1F321A97 10C1B76A C2BB3174
00B1AE49 6593DCC3 A799D526
337BA1DC 9CA56AC2 C8EO059F
E0125D60 6552321C 35736079
263175E3 1F14416A 24C21D69
89300906 03551D13 04023000
6E53534C 2047656E 65726174
0E041604 146DD31C 03690B98
04183016 8014966A 0C21AF96
OF0101FF 04040302 05A0300D
D2845D97 6FFC16DB 01559659
08BF5BI9B 84B62C36 236F528E
078576E4 D643A0EF 7D8E0880
2257F508 636D52AA 6CDC9596
BBACDOCD 2832AC1l2 CD3FEFCS8
A84AFC86 4F9A4942 3DT7EDBCC
C30BE516 7C506FF4 AC367D94
931F56E1 1EF1C457 9DCY9A0BE

02020900 8DD3A811 06Bl4664
09060355 04061302 5553310B
0C035254 50310E30 0C060355
53544F31 19301706 03550403
170D3135 31303231 32313135
310B3009 06035504 06130255
5504070C 03525450 310E300C
0B0C0353 544F3119 30170603
6D308201 22300D06 092A8648
0100CB82 2AECEE38 1BCB27B9
190EAICE 063BC558 556DC085
TFFE92FB 38D67027 DBC5C175
31A97824 CA1CAFD5 091806C3
422D765C 86AB25CD E80008C5
6FEOEB52 B33F231A 6D6B7190
C41B4DAD 2FA1636A 5787BBB2
FFAF0189 E372CBFC 44BFF235
EA4B0203 010001A3 5D305B30
423599CC EE8087A1 2909301F
90423599 CCEE8087 A1290930
04040302 02A4300D 06092A86
4D229985 67A07754 73EC52E3

ESR-5021 T X509 SEEDREL 1 V2 — [

9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F

F70D0101
024E4331
4F310C30
65726368
39303132
63697363
00308201
8EE93536
29C8744E
665B6EOD
361B13FA
D81F9706
660CE39C
42449401
A46173B6
302C0609
65642043
330B67FA
3E827690
06092786
BC1DECAG6
E30C921C
C5FC3965
AB43313F
501E1639
7BDCC1BB
814A6880
9DB2DCI9B

300D0609
30090603
040A0C05
0C107273
34335A17
53310B30
06035504
5504030C
86F70D01
FASF2FBD
6FAC5425
EB53E96B
6F9CBF8D
22049BES
4196C929
F21E4718
4DAT7CIOEF
1D060355
0603551D
0C060355
4886F70D
05B7DO5SF

6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

0B050030
0C300A06
0A060355
616F2E63
31303734
6F2E636F
0A028201
BF1EBBD3
6E783617
2FBC1D2F
2CB7BDFE
A71DAl4E
925310A0
15E68DA6
96CC84FB
60864801
65727469
6EDC7B20
423599CC
4886F70D
E1A01965
81DA29E1
811B08CO
6C33C9C1
A4EFDC27
61F69B31
EF201A6D
19873585

2A864886
5504080C
43495343
6163612E
0D323531
09060355
0A0C0543
10727361
01010500
8609B190
14AFE225
66C20D11
DC42DD5B
66D1CA27
D22E2C42
335B005B
DAAC6DOA
1DOE0416
23041830
1D130405
01010505
926CC863
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220F849B 861C36B2 EF7C3485 474D4EF0 73895879
86C6DI9DF D445DACE C252C608 236F6673 F3F3C329
43B80E44 AE69C164 2C9F41A2 8284F577 21FFABSE
95702010 02964566 478DA90F 5E134643 81AS5F5EA
12938299 1AF11A36 82DAFC6A 164B2F66 8BOABT7CC
60E2ED42 7F10D1A6 F6735144 AE93BF86 3D5A0502
3747CFOA D2B8D6CY9 6CBEBAOA D1137CF8 E31CBF6B

DOBDO55F 65A8
quit
license udi pid CISCO5921-K9 sn 9XG4481W768
username lab password 0 lab
|
redundancy
|
crypto keyring MVPN-spokes
rsa-pubkey address 0.0.0.0
address 0.0.0.0
key-string
quit
|
crypto isakmp policy 10
encr aes
hash sha256
group 16
|

crypto isakmp policy 20

encr aes

hash sha256

group 14

crypto isakmp profile MVPN-profile
description LAN-to-LAN for spoke router (s
keyring MVPN-spokes
match identity address 0.0.0.0

|

crypto ipsec transform-set radius esp-aes esp-sha256-hmac

mode tunnel

crypto ipsec transform-set radius-2 esp-aes esp-sha256-hmac

mode transport

|

crypto dynamic-map MVPN-dynmap 10
set transform-set radius radius-2
|

)

CAE08BBB
474B22ES8
A6771A5E
362D0394
9A723EBC
6811D2BD
437D82DD

connection

crypto map radius 10 ipsec-isakmp dynamic MVPN-dynmap

|
interface Ethernet0/0
description e0/0->connection to external NAD
ip address 192.168.20.1 255.255.255.0
ip nat outside
ip virtual-reassembly in
no ip route-cache
crypto map radius
|

interface Ethernet0/1

description e0/1->tap0 internal connection to ISE

ip address 10.1.1.1 255.255.255.252
ip nat inside

ip virtual-reassembly in

no ip route-cache

|

interface Ethernet0/2

no ip address

shutdown

|

interface Ethernet0/3

II X T7LETIER
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AQODC2EAD
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28DE84C5
3557B3D9
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no ip address
shutdown

ip forward-protocol nd

no ip http server
no ip http secure-server

ip nat inside source list 1 interface Ethernet0/0 overload

.2 1645 interface Ethernet0/0 1645
2 1646 interface Ethernet0/0 1646
.2 1812 interface Ethernet0/0 1812
2 1813 interface Ethernet0/0 1813

ip nat inside source static udp 10.1.
ip nat inside source static udp 10.1
ip nat inside source static udp 10.1.
ip nat inside source static udp 10.1

e

access-list 1 permit 10.1.1.0 0.0.0.3
|

control-plane

|

line con 0

logging synchronous
line aux 0

line vty 0 4

login

transport input none
|

end

ESR-5021 T X509 SEEDREL 1 V2 — [

KIZ, Cisco3850 U —X XA v F TXSOFEAELHREL TS VA M—ATBHLXIIRREINDEHEND

BlarmLE£T,

cat3850#show running-config

enable password lab
|

username lab password 0 lab
aaa new-model

aaa group server radius ise
server name ise-vm

deadtime 60
|

aaa authentication login default group radius local

aaa authentication enable default group radius enable
!

crypto isakmp policy 10

encr aes

hash sha256

authentication rsa-sig

group 16

|

crypto ipsec security-association lifetime seconds 86400
|

crypto ipsec transform-set radius esp-aes esp-sha256-hmac
mode tunnel

crypto ipsec profile radius-profile

X T7LETIER II
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crypto map radius 10 ipsec-isakmp
set peer 192.168.20.1
set transform-set radius

match address 100

interface GigabitEthernetl/0/1
no switchport
ip address 192.168.20.2 255.255.255.0

crypto map radius

|

access-list 100 permit ip host 192.168.20.2 host 192.168.20.1
|

snmp-server community public RO

snmp-server community private RW

|

radius server rad-ise

address ipv4 192.168.20.1 auth-port 1645 acct-port 1646

key secret

{5l : Cisco Catalyst3850 >!) —X XA v F CHHAHEF—HREDHE A

RIZ, Cisco Catalyst 3850 U — X A4 v F CHEALAF —2RET LR RTINS
DOl R L ET,

cat3850#show running-config

enable password lab

|

username lab password 0 lab

aaa new-model

!

aaa group server radius ise

server name ise-vm

deadtime 60

|

aaa authentication login default group radius local

aaa authentication enable default group radius enable

crypto isakmp policy 10

encr aes

hash sha256

authentication pre-share

group 16

crypto isakmp key 123456789 address 0.0.0.0
|

crypto ipsec security-association lifetime seconds 86400

. X T7LETIER
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Mobile Device Manager & Cisco ISE & DAEEEAME .

crypto ipsec transform-set radius esp-aes esp-sha256-hmac
mode tunnel

|

crypto ipsec profile radius-profile

|

crypto map radius 10 ipsec-isakmp

set peer 192.168.20.1

set transform-set radius

match address 100

|
interface GigabitEthernetl/0/1

no switchport

ip address 192.168.20.2 255.255.255.0

crypto map radius
|

access-list 100 permit ip host 192.168.20.2 host 192.168.20.1
|

snmp-server community public RO

snmp-server community private RW

|

radius server rad-ise

address ipv4 192.168.20.1 auth-port 1645 acct-port 1646

key secret

Mobile Device Manager & Cisco ISE & DHEEER T

TR IT RS ZEF (MDM) Y —_R— (T LHEE -2 T ¥ BLO®
RIBHSNTEEANAANT AL ZAORE, =4 —, B, BLXOYVFR—MEITWET, 1€
. MDM " — R—(TFENRA VTN, ZADRHEYR— L TWE LT, —EfD MDM H—/3—
E. Xy NU—=T DT RTDOEA T DT NA A (FEHEE, #7 vy b, Zy 7 o7 7
A7 Ky 7) BEETLHLHICARY, HETY KBRS MERE (UEM) H— 3— LI ER T
£, MDM #—_— IR Y o —H—_—L L THREL, R —H—_"—ZEHEREDET N
ANTNRA R —8OT 7TV r—vay (BFA-NT TV r—rarinl) Oz
L ET, CiscolSE X, Ry MU —ZFFER Y —DIERUICHEMATE 2 & £ I E R BMEICH
FTHEWIZONT, SN MDM —_— 27 =) LEJ,

SESERNRUE—DERDOT 7T 4 THRMDM Y — " —% %y N — 27 TETTXET, =
CED, alr—ra 0T N, R XA TR EDT A ADOBERNIZIESNT, 725 MDM
PN |ZHRR D RRA V NENV—T 4 T TDHENTEET,

F7-. CiscoISE %, Cisco MDM Server Info API /X—<0 3 2 LI A L C MDM P—/3— b
#A L. Cisco AnyConnect4.1 B XN A aDifle X2 V7 4 7774722932 LK%
MLTVPNRETT AN, AREy NT—=J T 7 BATEDL LT LET,

DK TIE, CiscolSERNHMARA > F T, MDMAR Y > —H—R_R—RRU o —{EHRARA > F T
9, CiscoISE X, MDM Y — =55 =X F B LT, 2Ry Va—va Rt LE
7,
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3:MDM 0> Cisco ISE & DHEEERMY

MDM Servers

-
-
-
-

AnyConnect VPN

On-Premise Flow

“--._______- -
:
=9} ASA Proxy
Access Point it
Wireless LAN \ /
Mobile Devices Contraller '~'
ch Switch
===
______________________
F ” 1 Cisco ISE Directory Service :
1
Corporate Resources 1 1
; A
1
: Certificate Authority : 2
1 Server 1 :'i
~ L
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Microsoft Intune & Microsoft System Center Configuration Manager FH®D
Cisco ISE E/NA LT /N1 ADEEHR—

» Microsoft Intune : Cisco ISE I, EA T NA A EHT 53— b — MDM $—/3—
& LT Microsoft Intune DT /N4 ZAEHZFHR— KL TWET,

Microsoft Intune ¥ —/X—DEFBE /XA LT /XA ZAD OAuth2.0 7 FA T N 77V Ir—
g & LT CiscolSE Z##%E L £9, CiscoISE %, Azure 7>6 b—727 % Hf5 L. Cisco
ISElntune 7 7V r—a D via U EHLLET,

MicrosoftIntune 287 A4 7 b 77V r—va b YO X HITEET D005z DN T
IL. https://msdn.microsoft.com/en-us/library/azure/dn645543.aspx &M L T 7230,

s TR YT FTINARIH-—Tx (Microsoft SCCM) : Cisco ISE I Microsoft System
Center Configuration Manager (SCCM) % Windows = >/ &’ = — % OE B /N— | F— MDM

X T7LETIER .
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. Microsoft Intune & Microsoft System Center Configuration Manager F® Cisco ISE £/3A LT/ R DEEHR— +

P R—L LTHHR—FLTWET, CiscolSEIL, WMIZEA L Car 7747 AtE
¥ % Microsoft SCCM H— N—InbHE L, T0E®EFEH L T2 —3—" Windows 7/
A ANDRy NT—I T 7 AT EFITHES LET,

Microsoft SCCM D7 —4 7 A —

Cisco ISE (LT XA ANREEEINTWNDENE I MITHONWT, EEBEFHLOHEEITUHEN L T
B E D T OWT, Microsoft SCCM Hr— = BIEREZ TS L E 3, ROKIZ, Microsoft
SCCMIZLVWEBHINDET NN, ADT—F 7a—%~LET,

X 5:SCcCMDO7T—%- 70—

Allow Access

(based on
Authz policy]

Device not Registered in Display message - Device

SCCM not registered

SCCM
Managed

Devices Compliant = Yes And

DaysSincelastCheckin < x
days (optional)

Device
Registerad in
SCCM

Compliant = No OR Cisplay
MEessage -
DaysSincelastCheckin

Device not
»>=x days (optional) compliant

Allow Access
{based on

Authz policy)

TN, ATy U — 7 128G L, Microsoft SCCM 7R U & —»—%3 2% &, Cisco ISE (=1
TIAT o ALERu TA Ly (F=v 7 A42) KREZRGT 572010, RBRER Y o —THES
TN D SCCM r—_—Z2 L ET, ZOFHREEM L T, CiscoISEIL [ FARA |k
(Endpoints) DY A NDTINAADA LT T T A AT —H A L lastCheckinTimeStamp %
HHLET,

T ADHERL L TR0 D, F 721F Microsoft SCCM (28GR S AL TV WEAIZ U XA LY
N7 7 7 A VPRRER Y —THEA SN TWAEGE, T30 ABHERL TV e, E720T
Microsoft SCCMIZEGE SN TV AWNE W) XA v —INa—PF—cEFREINET, 2—F—»n
A v —V %% IFE - 7%, CiscoISE I Microsoft SCCM %4k DA k-~ CoA Z 31T TE £,
PAER Y =T a7y A SN T =T 7 v A& LE T,

Microsoft SCCM H-—/\— & D ES 1R

Microsoft SCCM O AR— VU > FRIBIIRETX EH A,

Cisco ISE &, Microsoft SCCM H—/3— & DG % FRAE L. Cisco ISE 2% Microsoft SCCM #—
NR— D Z > EMDMANN— hE— " a 72T L, 79— EIEET, ~—F
E—ha 7OMBIIRECEEEA,

. EXaTHETIER
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Microsoft System Center Configuration Manager D 7R ') & —=% 45| .

Microsoft System Center Configuration Manager D 7R 1) < — &% 45

Microsoft SCCM % AR — F 572
« MDM .DaysSincel astCheckin : = — — ik ICHERET 2 7>,

WCROF LT 4 7 a7V MY Z2EALET,

% 72 1% Microsoft SCCM & 5

NAAZRMLTHEOBEE, HIZ 1~ 365 HO®EHFEIZZD £,

+ MDM.UserNotified : HZIRMEIZY £721EN TT, ZOfE

WIZ L aa—P—

WX, T ARBEEI TV
CEH LT E I ERLET, 2OKT, 2—F—

WXy hU— 7/\

DRIRMAE T 7B A ZFFA LT, BIRR—Z VXA L7 ML), 2—H—
LAY NT =7 ~OT7 VT BAZESLR LT TEET,

* MDM ServerType :
BEEOY;

BHNEIZ, MDM H— _—DE4
£&1E DM T,

IZMDM, T A7 kT4 A

KIZ, Microsoft SCCM %K — b9 25K —t vy hOflzRLET,

R o—%

&4 (F)

EITENnsT7oay
(Then)

SCCM_Comp

Wireless 802.1X AND

MDM:MDMServerName
EQUALS SccmServerl AND

MDM:DeviceRegisterStatus
EQUALS Registered

PermitAccess

SCCM_NonComp_Notify

Wireless_802.1X AND

MDM:MDMServerName
EQUALS ScemServerl AND

MDM:DeviceCompliantStatus
EQUALS NonCompliant AND

MDM:UserNotified EQUALS 28

PermitAccess

SCCM_NonComp_Days

Wireless_802.1X AND

MDM:MDMServerName
EQUALS ScecmServerl AND

MDM:MDMDeviceCompliantStatus
EQUALS Registered AND

MDM:DaysSinceLastCheckin
EQUALS 28

SCCMRedirect

X T7LETIER .



t¥a7H7€R |
. Cisco ISE FA 0 Microsoft System Center Configuration Manager -—/\—®D % E

RYy—2 & (P ER Y (W7
(Then)
SCCM_NonComp Wireless_802.1X AND SCCMRedirect
MDM:MDMServerName

EQUALS ScecmServerl AND

MDM:DeviceCompliantStatus
EQUALS NonCompliant AND

MDM:DeviceRegisterStatus
EQUALS Registered

SCCM_UnReg Notify Wireless 802.1X AND PermitAccess

MDM:DeviceRegisterStatus
EQUALS Registered AND

MDM:UserNotified EQUALS
Yes

Cisco ISE FH M Microsoft System Center Configuration Manager H-—/\—®
it

ax ;&

Cisco ISE IZ. Windows Management Instrumentation (WMI) % {ii f L C Microsoft SCCM #—
N—Li@fE LE T, Microsoft SCCM % F24T L T % Windows ¥ —/3—T WMI 3% & L £ 7,

)

GE)  CiscoISEMEINWMEAT 22— =T v MI, ROWTORMEETTZ LTV D MER
HFEF,

e SMS B —H — TN —TFDA L NRN—ThDH,

e WMI L RIZERITSMS A7 V=27 FERUT 7B ATFTRH D,

root\sms\site <sitecode>

YA b+ =— N Microsoft SCCM ¥ b T,

Microsoft Active Directory 1—H—MW KA 4 VEBSIIL—TIZEL TS & ZDIERDEE

Windows 2008 R2, Windows Server 2012 3 X T Windows Server 2012 R2 D&, A A & H
JN—T1E, T 74/ FT Windows XL —F 4 VT VAT LORFED LT AN F—%5¢
RTHIEHT 5 Z L IXTEX A, Microsoft Active Directory D BEE 1%, Microsoft Active Directory
=P —[TRDO L TR MY F =TT D8RR A RET 2 0ERH Y £5,

*« HKEY_CLASSES ROOT\CL SID\{76A64158-CB41-11D1-8B02-00600806D9B6}
» HKL M\Softwar e\Classes\Wow6432Node\CL S| D\ 76A64158-CB41-11D1-8B02-00600806D9B 6}

. X T7LETIER
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KA A &EBS)L—TFIZE L TLVE L Microsoft Active Directory 11—+ — D[R .

X @ Microsoft Active Directory /N— 3 ClE, VYA RN ZETTHM0EIIH Y A,
* Windows 2003

* Windows 2003R2
* Windows 2008

SERIRHE ZFF Rl 512X, £ 7 Microsoft Active Directory & EEE 23 % — DT A ME A BUG9 %
VERH Y F9,

AT TN =T A a7V v 7 L, [FTF#E (Owner) | ¥ 7 #ER L E7,
ATv T2 [77 A7 (Permissions) | %7 VU v 27 LE7,
ATv T3 [FEEEE (Advanced) 1227V v 7 LE T,

KAADEEYS IIL—TFIZE L TULVE L Microsoft Active Directory 11—+ — D[R

Windows 2012 R2 O¥A1%. Microsoft AD —F— 2R D L A b U F—IZ% T 5 522l e
MRafRft UEJ,

* HKEY CLASSES_ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6)

* HKLM\Software\Classes\Wow6432Node\CLSID\ {76A64158-CB41-11D1-8B02-00600806D9B6)
Windows PowerShell CIRD a~ > REHEH LT, LI A MY F—IZBERHRM 5 E T
EMNESMEERLET,

® get-acl -path
"Microsoft.PowerShell.Core\Registry: :HKEY CLIASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}"
| format-list

®* get-acl -path
"hklm:\Software\Classes\Wow6432Node\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}" |
format-list

Microsoft AD = —H—728 KX A VEHHE 7L —T7 Tid7e . RAA va—Y—71—7ZFE
L CWAEEIE, IROMEBENPHLETT,

s CiscOISES RAA v ay hr—FJ |l HTEZHLOICTHITE, VWA MY F—%BIL
i‘j‘o

e RAA Y a3 b a—F T DCOM Z1# T 5 7= 6 DFHERR
¢« WMI /L— ~/CIMV2 & RiTZERICT 72 AT A 7= DOMEROEE

TS OMERIZ. RO N— 3 D Microsoft AD TOLMEL L 720 £,
* Windows 2003

* Windows 2003R2

X T7LETIER .
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B cxv 2o rn—>cocomzERT BH0ER

» Windows 2008
» Windows 2008 R2
* Windows 2012
* Windows 2012 R2
* Windows 2016

RAS> a2 bA—F5~D CiscoISE DT EHFAI T H-HOICLIRX M) F—FEM
CiscOISEZN RAA v a—H—L LT L, B0 A VililA X FERIGTEX 5 L2127 5
i, FAAL ary ha—J2W DO LV A N 2—2FECEMNTA2XLENDH D £9,
T—Yxz MIRAAS v ary ha—TFFEHIERAAL NO~ Y ATINED Y T A,

ROLVIARNIOAZ )T MIBEMT5F—2R"LTVWET, ZHxat—LTT*FARNT7 7
AAZBED AT, reg DILIEFTTZ 7 ANVERIFEL, T7ANEX TNV Y v 752 L TL
VAN DERETHOZENTEET, VYA F—ZBNT 52X, V—F F—DA—
T—=THLIMENDHY £F,

Windows Registry Editor Version 5.00

[HKEY CLASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}]
"AppID"="{76A64158-CB41-11D1-8B02-00600806D9B6}"

[HKEY CLASSES ROOT\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6G}]
"DllSurrogate"="

[HKEY CLASSES ROOT\Wow6432Node\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6} ]

"DllSurrogate"="

DliSurrogate ¥ —DfEIZIX, 2 DODAR—ANEENTNDLZ L &R LET, LIARNIZF
B TEHT LB 22DANR—ADHRE GO LMERHY . FIAFFIEEDRNTIIZEN,
LY AR %?@Tﬁﬂéﬁ?—%’)% X, AppID, DliSurrogate, 33X O DEIZHIHMFNE T
N LR LTI IZEN,

AR AT V7 MRT X, 77 A NVDORBDEDITEEGD T, ZZOITIIREFL F7,

Windows 2~ K7 a7 FCROa<> REFALT, VYA M) F—2NEREIN, ELW
ENFESILTWVEINE I DEiERLET,

®* reg query "HKEY CLASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}" /f
"{76A64158-CB41-11D1-8B02-00600806D9B6}" /e

* reg query HKEY CLASSES ROOT\AppID\{76A64158-CB41-11D1-8B02-00600806DIB6} /f " " /e

* reg query HKEY CLASSES ROOT\Wow6432Node\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6}
/£ e

FAA4> 32 bA—75TDCOM ZEAT HT-HDHER

Cisco ISE 73 > 7 ID $— B A2l £41 5 Microsoft Active Directory =—H —|Z1Z, KA A
vary tr—7 $—/N—TDCOM Z T D HER P MLETH, dcomenfg=m~ > K7 A Y —
N L CHRZRELET,

. X T7LETIER
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Fx4> 2y ko—5ccoM 27 51-00ER [

ATFYF1 a~<wr K 7405 deomenfg Y — /L& FEIT L £9,

ATFw T2 [ KR—%2 b —EA (Component Services) | % B L £,

ATw 73 [avEax—4% (Computers) |>[¥4 A Eax—4% (MyComputer) | Z BB L E7,

ATV Tl A=a—"—T[T7 27 ar (Action) |ZEIRL, [7 137 1 (Properties) |27 U 27 L T[COMEF =
U7 4 (COM Security) 1%#7 U > 27 LET,

AT 9 T5 CiscolSENT 7 A LEBOWHIMEMT 27 77 MUTFFAMERBLETY, 45047 v ar (7
7 & AHE[R Access Permissions) | & [EENIS LT 7 7 « 7/LOHEFR (Launch and Activation Permissions) ]
DO HF Ik 5 [HIBROMEE (Edit Limits) ] & [T 7 4/ hOfatE  (Edit Default) 1) 9 XTIZ Microsoft
Active Directory =—H% —Z B0 L 7,

ATY 76 [77 &AM (AccessPermissions) ] & [BENE LT 7 7 « 7{LDOMER (Launch and Activation Permissions) ]
OEFIZRH LT —BINT 78R VE— T 7 BRAETXTHATLET,

6:[7 %5t X+ER (Access Permissions) ]IZxt9 20—HILTF7 O F7EREVE— LTI LR

M"’ - I 2 I % Y AR T L R [ —1
Generd | | Defedt Propetes ]
Geenl | ]W'Ea"; I “’% Defak Protecels COM Securty MSDTC

Diefast Frotocols

(D o e P

e ALL AFPLICATION PACKAGES - |
B2, SMS Aderires [SCOMIS111SMS Admina) =1
i~ ]
82, Performance Log Users (SCCM151 1 Pedommance Log Use
?[NMH COM Mmﬁhiﬂﬂhhdml]‘ s ™
€ ] )

[ 2. || Remove |
Diary
m]
O

tTXaTHETIER .
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B owwi— rome a1ZRIc7 2 £ 2 B 0EROBRE

7:[EBEEEVT Y T« TILDHER (Launch and Activation Permissions) JOO—HILF LR EYE—RTHIER

My Computer Properties L] = |

Gereral | oo I Defak Fropees
Defoult Protocols | COM Securty MSDTC

Secuty skt | Giroup of uses riames:
B SYSTEM
.I. Ackmiristrator

8, Everyone: _ 52, Adiristrators (SCCM1S1 1\ Administratorn)
T ALL APPLICATION PACKAGES [. 8L ITERACTIVE

B2 5MS Aderirss (SCCMIS1TVSMS Adiming)
F 4 Aoministrator

[Admirtor ]
ﬁymﬂﬁa:mﬂydmna_ > [ a4 | [ Remove |

[ asd. ][ Fonve |

rOUD OF USET Faime s

Allcrer Diervy H
[+ O a

[ O
C)

O O
[ O

WMI )L— F/CIMV2 ZRIZERICT VX T 5= DHERDERTE

7 7 # L K Tl&, Microsoft Active Directory = —H —|ZITEIT A Y v REBL QY E— FOFERL
DD DHERNH VY £ A, wmimgmtmscMMC 22> Y — /L E2fEH L CT 7 ¥ AMEE 5 T&
e

ATY 71 [RE2—F (Start) [>[3E4T (Run) | Z#IN L, wningnt.msc &E AT LET,

ATwv 72 [WMIControl] #47 V> 7 L, [FA/IT 1 (Properties) 1 %27 U v 27 LET,

ATv 73 [Xa) T4 (Security) 1 # 7 C, [Jb— bk (Root) ] ZEBIL, [CIMV2] 23R L 7,
ATYvT4 [EX=2VUT 4 (Security) 127V w7 LET,

ATV TS WOA A—TNZRT X HIZ, Microsoft Active Directory = — —Z 8L, LERMHERZHEL 7,

. EXaTHETIER
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WMI 79t ZBIZT 74 774+ —)L K— bERL .

F =
| Permission Entry for CIMV2 e
Chjeck
Mame:  cdalser

apply ko [This namespace only "]

Permissions:

Al
Execute Methods [#]
Full Werite [
Partial Wrike ]
Provider \Write ]
Enable Accourt [#]
Remate Enable il

Read Security
Edit Security

OoEOEO OO

Apply these permissions ko objects and/or Clear Al

conkainers within this container only

Managing permissions

[ (84 ][ Cancel ]

a2

WMI 7O RRBIZCT7A4T794+—IL i KR— bZERIL

Microsoft Active Directory KA A 2 ha—JDT7 7 AT U+ —)L V7 7 =T X, WML~
DT I HAZTuy 7T HIENHVET, 77AT VA= NEAFT7IZT D0, £2EFRO
A= ~DEEDIPT FL A (CiscolSEDIPT KLV R) OT 7B AZFTFA[THI ENTEE
D

« TCP 135 : —f%HJ72 RPC &"— k., FEFRBI RPC =2 — LA FE([TT 2L, ZOR—FTY A=
VI LTWAY—E AN, ZOERFMIHTCEDLaAR—R MMEAL TWAR— %
oA T MZEMLET,

« UDP 138 : NetBIOS T —# /' J LY —E R
«TCP 139 : NetBIOS > > 3 »#—E R

* TCP 445 : SMB

X T7LETIER .
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B 2200755122 C v 9= R—TOTY FRA Yk a0 TS A 7 U RDERHEERY L —DER

Y

G¥)  CiscoISE X SMB2.0 ¥R — kL TWET,

BEOKREWAR— MIBWICE D Y ToND D, FREFTFHTHRETCEET, ¥—F v el
%S,laemRoot%\S)/aemSZ\dllhos.e(e ZEMNMTLHZEE2HRLEST, ZO7v T T A%, F—
hEZEFICER L T,

TRTCOT 7 AT U F—b—)L& FFEDIPT KL A (CiscoISE D IP) IZHE DY TAHZ &
MTEXFET,

TRARIEYTTNARAIRZ— Y B—/IN—TOIVKREKRA 2V kay
T53AT7 VADEREER) O—D1ER

CiscoISEVZBMESNTeT A2 by 7 T84 A <3 — % #—s3— (Microsoft SCCM H—/3—
72 E) CTHEMFREREERY O —2 KR, Xy NT—I T 7RO RRA v harsT7
AT VAR T DIZODREDEER ) O —2RINTEET, TAZ by T TN A~ FR—
Uy = N—THEMEEBE L OB SN EYER U v —1X, Cisco ISE E B — ¥ /L TR
TXET,

A\

GE)  TAI by T TS AERY—R—THSO—V—HEREMHEL, KER) v —Lar 7T
AT o AtEH % CiscolSECEET DD E R 2 ) T A HERPH D Z 2R LET,
FAT N T TRAASF—=ryD[Ex =2V T 4 (Security) |>[EFHH = —V— (Administrator
Users) | 7 A /WVHIZEBEZBINT 2 0ERNH D £7°,

CiscoISEGUI TT A2 by T TNA A v H—T % B —N_"—OHEHERY O —2RRT DI
[A=a— (Menuw) |7 A= (=) 227V vz L, [EE (Adminigtration) 1>[%v kT—%
1))—2R (Network Resources) ]>[4+&8 MDM (External MDM) ]>[MDM H#—s\— (MDM
Servers) | ZE#EIRNL £ 7,

HLWOVTFRI YT TFNARIHF—T ¥ H—/N—% CiscolISE [2:BfNL . BREERY O —%
BRLET,
1. [MDM #—/3— (MDM Servers) |V 4 > K7 T, B (Add) %27V v LET,

2. [h—="—=% A7 (ServerType) | KRy 7T XTI YA RNNL, [TAY My TTNA A7
F*— % (Desktop Device Manager) | Z 3R L £7,

3. DT 4 —)V RIZHEZRFEMERE A LET,

o [/RR F&/NP 7 KL R (Host Name/ P Address) ] : Microsoft SCCM H—/3—D 7k X
NG FEZIZIP T RLAZASLET,

[4>19>z% (InstanceName) ] : Microsoft SCCM H— X —ZHE DA > A K A
N oHGE, Bt 64 AZ A AN LET,

. X T7LETIER
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FRY by T FIAR IHR—T % $—R—TOIY KRS >k 20 T54 7o 2oimEER) o—n@iR [

s [A—H%—% (Username) | : Microsoft SCCM H— N—~DEEHGF I T2 LR H 5
a—HP—HE AN LET,

« [/SRT— K (Password) ] : Microsoft SCCM H— S —~DEEHGE T 2 ME N H 5
NAT = RE AN LET,

o [ERLT NA ZEZFEZ = U OFFREIRIRE  (Time Interval For Compliance Device ReAuth
Query) 1: =¥ RARA ¥ FAFEREEITHFRGESND & X1Z, CiscoISEIZZF D= K
A FOMDM EEZBGT20ICF ¥ v a2 LET, v viaShicfl
DRI A = 0)7 A=V RTRESNME Y b RE WA, CiscolSE 13HT LU ME
ST 7202 MDM — R —{ZH LWT A A7 = U Z%E LET, HELAT—
&xﬁﬁﬁénéa(mmmEmﬁ@&Qm%bUﬁwbiﬁo

BHRNREFAIL 1 ~ 10080 77 T3, 7 74/ MEIX 145 TY,
4, [AF—H A (Status) | Fry F &7 U 2 T AZME (Enabled) ] 234K L,

B —/X—73 Cisco ISE IZHHE STV D Z & 2R T 2121, [7 A hE#E (Test Connection) ]
REEIY 7 LET, _@#w/wﬂ%ﬁHTﬁE&%ﬁkﬁﬁﬁv U= EFRTHITIE, R
17 L CHiAT (Save&Continue) %27 Vw7 LET, HFLWW o> RUNBEX, EERY »—0
ZETE ID DU A MBRERENET,

BEDTARAI by T TNARIR—D v Y—N—DoBEEER) O —%#IRT D

[MDM H#—/3— (MDM Servers) | 7 4~ KT, BRIOY——DF = v IRy 7 A&kt
ZL. [#R&E (Edit) 1227V v 27 LET, 2OV —_"—THEHAARERKLUERY > —D U X b %
FoRT DL, [HBREE (Configuration Basdlines) | # 7% 27 U v 7 LET,

T 74N R TIE, TRTOEERY —NEIRSNTWET, [4AT (Name) | DFRRIZH 5
Frv IRy I A%eAT7IC LT, TXTOREERY O—OBBREMHRLET, RY > —D4HI
DHICHDLT =y VR IV A% AL T, RBEREERY O—2 IR L ET, [R1F (Save) ]
Vv LET,

T RRA L DA TTAT AT BIRUIERAER Y O — IS TTF =y 7 ShE
D

TAI Ny T TNRA AR =T % b= N—DOREREERY O —ICEENH 55551, Cisco
ISE CHH T 2L T IZxt LT [M§pkIEE (Configuration Baselines) 1% 7 @D [543 <HH (Update
Now) | HRZ %271V v 7 LET,

Windows T2 KRA > bD T/ N1 REBRIFDERTE

TAT Ny T TNRAL AR —Tx h—"—F, FEORMEZ#EA T L THEHLT, x> b

W T D RARA Vb EHERLET, =0 FRA 2 FOMACT FL AL, b —
REICER S BB+, 7272l R, RydrF AT —var, 721 MACT
RUVADT o F BMEEWRBEH SN TV DG, MAC 7 R LA I3 HEEMEO S WVERET T
TH 0 FHEA,

KA ML EHFE L THERT DL IIGBRINTE S L5102V Lz, RAMIE, GEHET
A RTRE 722 i@ 4, (CN) F 7213 SAN-DNS BIENSERE S £, I/%T%/%@&%i

X T7LETIER .
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B x2507/ 120U51LY tOLOHOBTTOT 7 1 LORE

N—Z2OFFEE, A MEFH L TCEER) O —0a T IAT VAT =y 735D

‘/IZ‘ZE\AVC:‘@—O

TAY by T TNARATRZ—=T % b= "—=OF A AT H B ET DL, [P—S—HEk
(Server Configuration) | ¥ 7IZBENLET, AAM L A=a—00, [BEE (Administration) 1>
[y k—%51)J—R (Network Resources) |>[4& MDM (External MDM) ]>[MDM H—
/A— (MDM Servers) 1> [#R& (Edit) ] Z@RL £,

[T 734 2751 DOHERL  (Device Identifier Configurations) |7 3 = > Tlidk, RONEF Tkl 1
BT 74 N TEMNZR > TWET,

1. LAY—MAC7FKLXR
2. Cert:CN, /RX +4
3. Cert: SAN-DNS, =X +4£

Ak Al ?OD@?R%:%E??Z) &, OB FOF =y IRy 7 A A T7IZLET, BHEELRT v
7 LT, BEED DI —"—THEH SN DT~ Z LN TEET,

TINA RERF DB DHE

BRA NADPBREEZHER SN 5 54E . GUID 1 Cisco ISEIZ L » Ty R A > MZEID ¥ TH

nNET, [7A471a2 (LiveLogs) 1|V 4> KU %EZFRL (CiscolSEGUI T, [A==— (Menu) ]
TAay (=) 27V v7 L., [ (Operations) ]>[RADIUS| >[5 4 7 A% (LiveLogs) ]
ZEIRLC, GUID = b OFEiZ B L E 7,

KEFEDTNAADYEA LY FO=ODHFRITAT 7A4 IILDEKRTE

ZANEEMDM B — R —DRBEGF DT N A% U F A L7 3 5I21E, CiscolSE THA] 7 1 7 7
ANVERETHLENDH Y 9,

1R BHHIIZ

¢ Cisco ISE T MDM YV — R—E{FE/ER L= 2 & 2R L £, EFIC MDM H—/—&
Cisco ISE Z#a LI-BIZDI, MDM T 4 7 > a T UICTF—EZ B A&, MDM & 1 7
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