E 35

EXMGEy b7y T

EHIR—Z L (2 =)

«Cisco ISEEHEMEB L Ou—h U= a3 (26 4—)

*MAC 7 R L ADEH (34 ~2—)

+ Cisco ISE BBHO T v 77 L— K (35 X—)

IEHET sEA ALY —L (35 —)

*CiscoISE TO 7 XL DOFRE (36 2—)

s BWHIR—ZNVTHEHENDA—F 37 X—)

«CiscoOISE7 7V r—yary FulsI v A E2—TxA A F—= 7= DFEE (38
R

« M RESTRUl YV —ERT U r— a0 Farl 5330740 8—7 x4 ZADHFEME (39
R

« M RESTful ' —E A Y 7 b7 = 7HFEF v b (42 3—)

c VAT AR E Ry NU—T XA LT a ha)l = R—FEORE (42 X—)

o« VAT LOKHDOEE (44 X—)

cHHAE VR —FT 520D SMTP b —S—DRE (44 ~2—)

A UHETITT 4 TAIT (46 X—)

X AT RO IR TAT N AD =R LOEE (46 <—)

o HIERLPERET — ROV R— K (47 =)

« Diffie-Hellman 7 /L= U XL &Ml L7-& % = 772 SSH F—48#h (52 <2—2)

s £ 27 syslog i5{5 D729 D Cisco ISE DFRE (53 ~<—)

e T 7 AN RDEF 2T syslog 2L K (59 X—)

cHFTIA L AT FUA (60 N—)

eIV RRAV MBSl AL T LTy LORE (60 2—)

* Cisco ISE TOREEDEE (61 ~—)

« Cisco ISECA H—E 2 (118 ~<—72)

«OCSP H—E 2% (159 ~=—2)

EHEDT 7 ARY —DORE (166 X—)

EHET 7B ADHRE (167 ~<—)
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A

Summary

Cisco ISt

Endpoints

Total Endpoints

0

Guests Vulnerability

0

Threat

Active Endpoints [

Dashboard

Rejected Endpoints ()

0

Anomalous Behavior ()

0 0

AUTHENTICATIONS i NETWORK DEVICES g e x i ENDPOINTS g o X
ldominy Store  lgentiy Grovp  Newwork Device  Farure Rasson Oovica Name  Type  Location Ty Profie
No data available. No data available. No data available.
BYOD ENDPOINTS x ALARMS &) & SYSTEM SUMMARY o X
Tyse  Profie - 3 I T Al 28HR
overity ame ceur..  Last Occurres doce-tsa-ad-nx i
No data available. o Name
ISE Authentication Inact.. 358 1 min ago
® No Gonfiguration Backu... & 6 hrs 16 mins ago
Unknown NAD ' 12 hrs 20 mins age 'TISIT011011

Authenticated Guests [

uation Mode 85 0ays & Q. @

e &

BYOD Endpoints ()

BEAMEEY FTYT
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gmt—sL I

% 1:Cisco ISEEER—ZIILDAVR—R

1

Ama—TA(a

[A==z— (Menuw) | TA 2y (=) 27 Vv r735HE, IRDA
Za—%ERATA KA T4 v RURERENET, ATAF
AU A=Za—U 4 RO, RERY 4 RUERST L0
OBRBA—HLHY £, F—bX—=VT[F v aR—FK
(Dashboard) | %27 U v 7 LET,

B 2:CiscolSE* A 2 A —a1—

X Cisco ISE

Dashboard

Operations Administration Work Centers

Network Devices

Application

[T XA MOAHEM (Context Visibility) ]: =27 F & b
OFEMET 4 R, = RARA v b, 2—%— BX
Rty NU—27 T A FT/)XA A (NAD) (ZBET B EH
FoRENFET, TUTFA MAEEERIT, BERLET Mk
VAU T, e, T U r—vay, EAFIAT A A
DOFiHiAK (BYOD) . BLOEOMO I T TV TEIT AV
MbsivEd, ar 7% 2 MafEY 0> R, ks —
BAR—ZEEHL, T—E_XR—AT—T )L, F¥via,
Ny 77 POEREZNELET, ZORE, 207 F X M
WHEX a2l hEVRAMDar T oY RNTSICERIN
F9, IUTXFARNAGEY 0 RUIE EROX vy a by
FBEXOTEHOEHRDOY A bR ESNET, VA MDD
TAEMEERTDH LI TCTF— 2527 4NV ETH L,
EHELT-ar T oY aRrT 508 vyvalby SOEH
SNET,

[RYU— (Policy) 1: RV —1v 4> NUIZid, 38GE. #F
., eIy AV T RAF ¥, /7 IA T R rEY S
SV OERTHRy NI —2 X2 VT 4 HEETH-00
VBN EENLTWET,

3

[ZH (Administration) ]: FH 7 1 > K IZIi%, Cisco ISE
=R, TARAGERE Ry FT—=ITRA R 2—
Pe T RFRA UM, BEIOT A M —ERZEHET LT
DD — N EENTNET,

ERMGEEY b7y T .
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| &4ty b7y 7

gak—sL I

. 'Z_:'\

ZOTA A EMFER LT KRSV FEREBEL, 7r7 7
A, BEE IDANT., B — gy, AL AXA TR
WZENDLDSAERTFLET,

P
. |\’P_ j]

TAaAL I Vo rT5E BEOY ) —A~DT 72 A%
BT B A4 25 0T 4 T~ NT Ao a—RNEREINET,

e o

IDTAAEITY I THE ROF TS a T I A
TEET,

s [PassiveIDZ »» k7 v (PassivelD Setup) ] : [PassivelD
v b7 w7 (PassiveIDSetup) 147 2 > Tlid, Active
Directory Z#fEFH L T X7 D&Y N7 v 745
[PassiveIDEZ v k7 w7 (PassivelD Setup) ] 7 « ' — K
PNEESNES, SMBRIEY — A= b2 —%—1ID &
IP7 FLZAZIEL, BIEEAIP T L A& d %
VTR TANCEET DL, P—"—2RELE
R

[AIfMEE » v 7 v 7 (Visibility Setup) ] : [AIfMEE v
k7 w7 (Visibility Setup) 1L, 77V r—a
N=RU=T AR M) USBRT—HZ A, 7747
U 4 —IL AT —H A Windows T KR A > b DRI
RAVTIAT VART =B R EDT L RiRA b
T—HEWET D, HEDOFEFE (PoV) —E X T,
N SN/ —# 1L, CiscoISE (2355 S E 7, [ISE
AfAME >~ R 7~ 7 (ISE Visibility Setup) ] 7 4 ¥— K
ZEETHE, IPT FLAOHEMAHEELT, *v b
T—7 DFFEER T Ay METIFZY RARA VM —F
LTy RaRA v Mt a2 FEITTE £,

PoV #— £ A [ Cisco Stealth Temporal =— " = > k & fif
ALT, TV RRA VU P ARAF ¥ F—H 2 ELET,
Cisco ISE I%, BHFE T I b & A 7T Windows % %
fTLTCW% 3> B 2 —#(Z Cisco Stealth Temporal = —
Ve NeTyval, —RNRFTT 7 A VAR HENE
TLTCar7xA 2L LET, 20%, =—Y =
MEIEBIFIZHIBR S 41EJ, Cisco Stealth Temporal = —
T NOF T a TNy FREEEHT 51T, [T
v RARA > hr¥ 2 (Endpoint Logging) | F = v 7
Ry 7 A ([(A==2— Mem) |74y (=) 27V
7 LT, [AIfRtEty b7 v T (Visbility Setup) ]>[R
AF v (Posture) | #%R) #F =27 LT, 12FEk

EXWEEY FTYT .



B ciscoser—srosysak—rk

?’O“!

ey

IOTA A EITY v ITHE AT A VT DREENSC
THT NREDHERRE, VAT AT 7T 4T 4 DA
—a—NERENFET,

ERMGEY b7y T |

YEH O RRA V NeT Ny T a 2R ELE9,
o 7%, ROWTNLOEFTTERBTXET,

+ C:\WINDOWS\syswow64\config\systemprofile\ (64 £ v
N AN —=T 4T VAT L)

« C:\WINDOWS\system32\config\systemprofile\ (32 £ v
N ARV —=T 4T VAT L)

e[ RRA L FAZ U T FDFAT (Run Endpoint

Scripts) ]: #Ei SNTm= RARA > b TAZ Y 7 M &E
ITL T, MERROBEEICHEILT DY 27 B2 FATT DT
X, 2o T va VERRLET, Zihudid, RSN
TWRWY 7 o2 T7DT7 A A=), TakRAR
TV = a OBMELIFKR T, FEOY—EAD
BMEET IR DX AT BNEENET,

Cisco ISE R—LDF v aRk— K

Cisco ISE h— L4 v ¥ 2R — RiZix, SRMARE=F—V LV IBIO N T TNV a—T v
TICRBEARTI R, G SNIAMBEEOH 5 T A THEhT — I BERRENET, F v ah—

RERIZITEE. 4RO T7 77 0 B o RERENET, ROKIZ,

CiscoISE# v ¥ 2 ih—

RCHEATEAHEMEHIRLET, CiscolSEX v aR—RTF—=H 3774~ VR —F
Bl ) — K (PAN) OR—HF L TOHERENET,

. BEAMEEY FTYT
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Cisco ISEh—L0 5 v v ak—F [

3:Cisco ISETR— L&y ¥ a7R—

= Cisco ISt Dashboard EvaluationMode 86Days &4 Q @ 5@ &
Summary  Endpoints Guests Vulnerability Threat ® -
Total Endpoints () Active Endpoints () Rejected Endpoints () Anomalous Behavior (1) Authenticated Guests (1) BYOD Endpoints ()
i AUTHENTICATIONS © g e X i NETWORK DEVICES © g o X i ENDPOINTS C g o X
No dat: ilabl No dat: labl No datz labl
i BYOD ENDPOINTS ¢ g & X i ALARMS C ERSEDS i SYSTEM SUMMARY (. KERSERS
R . o Last Oceurred 1 node(s) All R
eeeee ty m ccur...  Last Occurre docs-ise-33-1 o
No data availabl -
ISE Authentication Inact... 358 1 min ago

No Configuration Backu... 6 6 hrs 16 mins ago
Unknown NAD 1 12 hrs 20 mins ago pepnnetnnnnnl

[F—2 (Home) ]-X—UIZiE, CiscoISET — X 2R RTDHS5ODT 74NV DX v aR—
RBHDET, ZNHDOEK v ah— R, HEOFEFMERY v alby 8RB £7,

«[HE (Summary) |: 20X v aR— RiZiE, BEO[A RU v 27 (Metrics) 1% v =
Ly b W79 78yvalby b BERVAMN a2y MRSV EST, [A M)y
7 (Metrics) | X vvaly MNERETETERTAL, TOX v aR—RIZEXT 74V T
I, [RT—F R (Status) ]. [T FRA > b (Endpoints) ]. [T FRA > bATTY
(Endpoint Categories) 1. [#v kT —%2 T34 X (Network Devices) | 23 1 £,

[TV RARA 2k (Endpoints) | : ZDOX v aBR—RZET 74V FTE, [RT—F2 R
(Status) 1. [T> KR4 > kb (Endpoints) |, [T KR4 > bAhTFTY (Endpoint
Categories) ]. [ bT7—% T84 X (Network Devices) | 3% Y 7,

[FAbL (Guests) |: ZDOF v ar— Rk, YA ha—W—2 A7 w1 ki,
BLXOT 77108710 r—2a VAT OEREREET Oy a2 by RRBHY F
‘j‘o

« [ME581% (Vulnerability) ] : 2D & v v o R — Rizik, MasatkEth—/3—72 Cisco ISE IZ
N— T HERPERSNET,

*[BE (Threat) |: Z DX v ¥ =R — RIZiE, Cisco ISE (Z1F SN B — 3 —D L
R— FDOERPERINET,

EXWEEY FTYT .
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B ~Lss5vvak—rowme

R—L FyaiR— FDERE

R RX—=T H U aR—=Re DAL AT 5, X—VOLEEMIZHL [T Iy R
(Inverted Pyramid) | 7 A4 2> %27 Vv 7 LET,
K4:Fy2aR—FOAREZTA X

Add New Dashboard D

Add Dashlet(s)

Export
Layout Template D
Manage Dashboards >

FayFE YA ML, ROFT Ty a U nERESNET,
c[BHLWH v adih— FDIBE (Add New Dashboard) ] Cid, HFILWX v adh— K&
NTEET, RENET 44—V RiEEZ AN L, DA (Apply) 1227V v 27 LET,
*[#valy bOIBEMN (AddDashlets)) 1i&, fAMRERY v 2 by DU R baGETe
BATOATRy 7 A%F R LET, Foialy haX v ai— ROBINEZIZHIRS
HI0F, Xoyvalby MORICH D 1B (Add) ] 720 [HIFR (Remove) | %27 U v

& Liﬁqo

o[22 AAR—1b (Export) |ZEINT 5L, BRENTNDHAE—LAE 2—%PDFIZLRIFL E
R

(VAT U R7T 7 L—1 (Layout Template) | Z®INTHEL, ZDOEa—IZRRINDD
T LDEAERE L LT,

. BEAMEEY FTYT
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[3>TFX bOEEMHE (Context Visibility) 1D E 1— .

o[y aR— REP (Manage Dashboards) [IZiX, IRD 2 DDA T arndb £,

[ TTANIE v aRh— RELTv—727 (Mark As Default Dashboard) |: Z DA~
varE®RIRT AL L, [A—2 (Home) | #IBIR L& ZIZHEDOS v adh— KR
TI7FN 2=l ET,

[TRTCDOF v ah— RK&Ytv kb (Reset All Dashboards) |: Z DA 3 &
A4+2L, $_THOFyYaR—Kb Uy hL, TRTCHOF—LF v aR— KD
REZHIBRL £,

[2>T XX DA (Context Visibility) 10D E 21—

[ 7% A bOAHPE (Context Visibility) 17 4 > F 7 O IEAR— A= TOET
B, [Z T XA MORHME (Context Visibility) | ¥ 4 > KU TIXIRO RN ERR Y £,

CRRT R ETANE N TTHEXIC, BEOa U TX A MNEHRFTS (70U vy
K)o,

c LN AL~ A ANARETH D
« TV RHRA U h F=HEHRLE LTS

TI7A4A<U PANMLOLDALT XA NDORHMT =2 DHhit TR TEET,

[22 7 F A bOREME (Context Visibility) 17 1 >~ RYDF v oy MIE, =2 RRA
fe. = RARA 6 NAD ~OESFICET 2 @R FRREINET, BERRIN TS
BFHIZ, SV RUDOFXyvalby hOTFIZHHT—FXDIV A NONRIZESNTHET,
B4 ROIE, FTDLBNCHEASNTZ Y RRA Vb TF—2NFRENET, T—F %
TANEZV L TTHE VAN yvalby NOBMEREHFEINEST, 7—F&5 74 LH2Y
YT B, 1O EOM T T T ORERE ) v 7T EN, BTAITE T ANZ Y TT
L0, FTITINOOBEEZMALG DY TIITLES, BROT7 4V EEZRBRLIEGE. 74
WA FERIFIIERNZ /R0 £, ZHEIATF— R 74 v EMEEINET, k), R
U LUTREDT =2 E /RO 52N TEET, £70, VARTZ U RAASA U vET U v
JLT, O RARA Y FOFME 2 —2RR-THZELEHLTEET,
[>T XX bR (Context Visibility) 1 D FiZiX, 4 DDA A L A=a—F T a B
nET,
s[ZY KARA > (BEndpoints) ]: T/NA ADX AT AL TITAT LV ARAT—H A Gk
BAT =R T A _X MR EIZESNTERT DL KRSV N a7 4 L Z AL
HTExEd, SO VnTE, "—Fv=T7 FyiaRh—F (153—) 28KLTL
&0,

EXWEEY FTYT .
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B =752 romEt (Contextvisibility) 10 21—

\}

GE) 7w¢y%4yﬁ®%%tﬁﬁwkﬁﬁcmmmE’ﬁ%:%ﬁ
INHEHC. XYy NIT—2 TR FNAL A (NAD) TTH
W/T4/7@§ﬁ%ﬁﬁ TTAZ L EHEEL £,

CiscoISE TliX, 7H T U T 4 VI RENII2 > T LHEITD
By BHOIPT RLVA, EyvarDAT—4 A ([
(Connected) ]. [WIWr (Disconnected) ]. F7-i% [fERS
(Rejected) 1) « =¥ RARA Y NOIET 7T 4 7B EDT
BT 4 TERENETE ET, ZOFWIL, CiscolSE FEE
R—=2NVD[Z74 7 w2 (LiveLogs) 1. [7A4 7ty ar (Live
Sessions) . BL O[T F A OR[N (Context Visibility) ]
DEY 42 RUICRRINET, NADTT WU U T 1 > 73
W7o TCWBHEA. [7A4 71 v ar (LiveSessions) . [7A1
7 a2 (LiveLogs) ]. BLW [>T F A FOR{HME (Context
Visibility) 10O Y 4 > RUMTT 7T 4 VU TIERBRIE LT
WHD, ES TS, FiE—H L TWRWAREER H Y £
7

(GE)  Cisco ISE BHIAR — X )L DR — L~_— U T RIBEZ: [RI1RME O
& (Visibility Setup) ] 7V —2 70 —Tl&, = RRA > M
DIPT FLAHEHFD Y A & BINTEES, ZOUV—7 71 —0
PRERIT Cisco ISE 1> R4 > hEFRFELE T8, RELE
IP7 RLUAHEHNICEHEENL TNy RARA ML, [AVTF
A FDE8M (Context Visbility) |>[Z Y KR4 > +
(Endpoints) | 7 1> Ko & [ KA A > b (Endpoints) 1D Y
A RR=Y ([T—9 >3 — (Work Centers) 1>[F%v bT—%
77tZ(Emmmw]>UD(Mmmmﬁpﬂlypﬁ4yh
(Endpoints) ]) IZ&RINEE A,

e [2—H— (Users) ]: 2—H—1ID YV —ANLD2—HP —_R—ZADEREFERLET,
AP —HFEIIRAT = FBUERELIND &, BAEAT —F APEL SRR T
[—H— (Users) ] 7V 4~ RUICKBESILET,

Microsoft Active Directory CL—H—ZANEH X5 &, FRdilbt 3 <2 [—%— (Users) ]
T4y RUICHEH SN AERRFRINET,

Microsoft Active Directory TEF A —/b, Eitidr 5. w8 E, ZOMOBUHENRERE SND
&L FHRRREDN D 24 BEIC [2—W— (Users) 1V 4 ¥ FUICHEF SN BIERFREIN
i‘g—o

. BEAMEEY FTYT



| #xmey b7y 7
[3>TFX bOEEMHE (Context Visibility) 1D E 1— .

Y

GE)  AD 2L O —HF—BHEOHE L, Active Directory 7' 71— 7 Tgk
ESNTWDLHBIZ L > TR 9, FHMICOWTIE,  [Active
Directory 702 —7 | ZZHL T ZEVN,

s [Fv FU—27F 34 A (Network Devices) |: 2DV 4 v KT, #FLTWDHTZ2 K
RA L FRHHNAD DV XA MREREINET, EEDNADIZOWT, xfsT 5 [T R
ARA > b (Number of endpoints) ¥R RSNDHT L RiRA L b OEEI Y v 7 LE
T TONADIZE S TT 4 VHMBEEINTZT X TOTNA A% Y ALY 4 RUR
FoRINET,

A\

GE) Ry hU—ZF 34 RITSNMPV3 /8T A — X 3 E LT BA .
CiscoISEE=4#—V 7% —t' 2 ({4 (Operations) ]>[L
R— bt (Reports) 1>[A% A% (Catalog) |>[Ry kT—9 TN
4 X (Network Device) | >[tva VA T—% ABME (Session
StatusSummary) ) IZ&k o TREEEND [y hT—27 T34
tyvva AT —% AE (Network Device Session Status
Summary) | LAR— FEAKTEERFA, Xy NT—7 T34 X
2% SNMPv1 & 721X SNMPv2c /37 A — & Zfli [l L CRE STV
DAL, ZOLVAR— MEIEFIZAERTEET,

[TV /r—3 3 (Application) |: 2DV 4 RUEBEHALT, £ A =L &N TV
LEEDT TV r—arNbhHT Ly RRA V FOBEHILET, MRIL. 77 7kEK
ERIBXTERENET, 7T 7FRIT, WEBOWICEILL ET, 728 21E. Google
Chrome Y7 b7 =27 2L T RARA v O E A~V gy, X F— H73Y
(74 vV TR, 7T s l) Lk, BB T 7 CHRRTHZENTEE
T, BEEMICOWTIE., (77— ar Xy aR—R] 22BLTLLEE N,

[2 7 F A ORI (Context Visibility) ]V 4 > RUDH LWX T EAER L, BAX LY A
MEAERC LT, SHICTANEZ Y T HEITVET, DAZLE2—TiEH va by NI
A—FEINTWERFA,
Zyovaly NNORIBETZ 7087 vav ks )y r3hE ZOXyvalby Minb7 4
NEAMBI NI T —Z 250 LWD 4  RURERRINET, ZOHLWY 1 FUnb,
Ea—llERTDHT—HDT 4 Z )T (185—) OFICH-> T, BREnizT —#
Ol EE T 4 NV AWBETEET,
TV RiRA b TF =2 2T 57200 [T %A hORHEME (Context Visibility) 17 1 >
Ko7 ORI B3 2 52 DUV TiL, Cisco YouTube B4 (https://www.youtube.com/
watch?v=HvonGhrydfg) ZZH L T 723V, ZOETFTATILISE2.1 ZH L TWET,
BMELEYY

IN—RT 2T Xy aRh—F (153—)

| EXWEEY FTYT .


https://www-author3.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html?bookSearch=true#id_17552
https://www-author3.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html?bookSearch=true#id_17552
https://www.youtube.com/watch?v=HvonGhrydfg
https://www.youtube.com/watch?v=HvonGhrydfg

BEAmnty b7y 7 |
B - 7=z roasnoms:

AVTXERMOAHEEDREE

2T XA NORPEOBEERIET 5 AT A — A TIL, R UBM%EAICRAR D EEE
ALTHLZERELSHY EF. RIZ, W< ODBlERLET,

ARV=T 42T VRT LA
s OperatingSystem : IRAF ¥ XL —F 4 V7 VAT A,
- operating-system : NMAP 4 XL —7 4 > LU AT A,

- operating-systemrresult : 12T 7 A TG AN L —T 4 LTV AT A,

)

GE)

CiscoISE T RARA v MIBEEO 7T 0 —7 25N LTcE, [0 7 F A FOAEHM: (Context
Visibility) ] X—VICEREND Y RBRA V hOARV—F 4 VTV AT ADT —H 20K
DINDAR—BNELDZERH Y 7,

R—5 L%

- Portal.Name : 7 /3 ZABEENF NN /2 5 TWDLGE DT A MR —H V4,
« PortalName : 7 /34 2B GRS 2 > TV D IGE D4,
R—2IIL1—H—

« User-Name : RADIUS LD —H—4

* GuestUserName : 7* A h = —H—4

« PortalUser : iN— & JLo—H—4,

. BEAMEEY FTYT
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TIVr—oa3vFyy

= |Cisco IS

Summary

APPLICATION CATEGORIES

TIVr—Yav Fyak—F .

aR—k

E Context Visibility - Application Evaluation Mode 65 Days &

i
I 11, LYy

Classified

Endpoints

1

Unclassified

Applications

22

? Row 0~ 13> >
Application name Version Vendor C? Category Application 0S Endpoints with this software

X Application name Version Vendor Category v Endpoints with this software

O adobe flash player 32.0.0.387 Adebe Systems Inc. Unclassified windows 10 pro for workst

o bitlocker drive encryption 10.0.18041.1 Micresoft Corporation DiskEncryption ‘windows 10 pro for workst.

QO googie ervoms 84.0,4147.105 Google Inc. AntiPhishing, Browser windows 10 pro for workst

O google update neiper 1.3.35.451 Google LLC Unclassified windows 10 pro for workst

o ternet explorer 11.1.19041.0 Micreseft Corporation AntiPhishing,Browser ‘windows 10 pro for workst 1

*®2: 77

r—var ¥y aR— FORHA

SR

Bl

1

[EH (Summary) | # 71X, T 74V h THR—LX—=VICEREINET, B 77
EEte[ 7V r— a1 73V (Application Categories) |4 > /= L v M REIR
ENFET, TV = aFZBORTIAVIIHEINET, IO T AV
BERNWT Y r— 1L, [R5$E (Unclasdfied) | & LT/ —7fbanET,

FIRFAIREZ2 7 T VIE, [T = 751K (Anti-Malware) |, [7 1 v ¥ v 755K
(Antiphishing) ]. [/Xv 27 7 v 7 (Backup) 1. [7'7 7Y (Browser) . [T — %I
Bhi (Data Loss Prevention) ], [T —#4 A k L—° (Data Storage) ]. [F551k
(Encryption) ], [7 74 7 7 4—/v (Firewall) ]. [A v &> % (Messenger) ].
[/Xy F&H (PatchManagement) ], [/X7' VU v 27 7 7 A /L34 (PublicFile Sharing) ].
[fA8~ <> (Virtual Machine) ], [VPN 7 A4 7 > & (VPN Client) ] T,

vayv

BN—lT, BHEENTEDTIVIHELET, =D Ficv Ty 252 @EL &, R
L7 7V r—2ar 7 3aViciend a7 7 )V r—rarvboy RiRA v hO&
ERFEREINET,

ERMGEEY b7y T .



B vr—avryvan—r

BEAmnty b7y 7 |

SR

Bl

DHEENT AT IAVICHENBTEIT S r—var bty RiRA V MEIHEGOTERRS
NET, ROEOT 7YV r—yvar bz RRA Y MIZL—TERENET, &
BHEINTAhT I NR—FRIT0EIN TN T I NN—D Eliiv T A %EL &,
TOHTAVWET DT TV r—rar by RiRA v hORFHENFRENET,
[7$8F#H (Classfied) |27 Vv 27 LT, Vg RUNOWHT T 7 LRTHEREE
RTEXFET, [RP$E (Undassified) |27V v 7 35E, V4 RURNDOEST T 7
DEZN 720 (VL —FR) | RIGERBFRINET,

TTVr—varEy RARA  ME BIRENTE T 4 NV ZIZESOWTERENE
T, B 74N )35 RULKTIVRAMNEERTEET, [TRTO
TaIE%ED YT (Clear AllFilters) 1DJEICZ UV v 7 LT, $§XTDT 4 VX & Hl
PrCExET,

Q o ®m @

BEDON=%2 ) v 7308, MSTIHEINZT T r—varxy FRA
VERRIZFRENET, 22, [T =T %% (Antimalware) (B X[y
F&#E (Patch Management) | 77 2V Z#IRT 5 & | ROFBRV/FRINET,

7 I r— 3 | N—2 3 > | Vendor AT3Y TI)r— |2V
% 3> 0Ss kox7
TERY
5Tk
Rk
Gatekeeper 9.9.5 Apple Inc. <7 |Windows764 |5
b E'> k| mac
osx 10.10,
mac osx 8,
mac osx 9
Gatekeeper 10.9.5 Apple Inc. </ =7 | Windows 8 64 |3
b £ k| mac
osx 10.10
V7 RN TE|23 Apple Inc. Ny FiEr | Windows 7 64 |5
pan £ k| mac
osx 10.10,
mac 0sx 8,
mac osx 9

FO[ZOY 7 by =7 THEMATH=2 RARA >~ (Endpoints With This Software) ]
FlOTy RiRA v v 227Uy 27 LT, Mac7 RLA, NADIP 7 KL A, NAD "R—
FID/SSID., IPv4A 7 RL AR EDT Yy RBRA v FOFEMEFRTLET,

. BEAMEEY FTYT




| &4ty b7y 7
n—rkuz7 gyvak—r |

SR |58

7 TTVr—=varDaryr oA T AR EEEEERT I T r—va
VA EEIRL, [RY— T2 a3 (Policy Actions) | K v 7X U A Kb
[TV r—vay aryr7I47 2 AOVERK (Create App Compliance) | 47> = >
ZIEIRLE T,

N—F2z7 FyvalR—F

[22 7% A hOAEME (context visibility) ] D FD [T KA > h /x— K7 =7 (endpoint
hardware) | Z 71, BHIRICZ Y FRA L P N—RU =T A X2 FUIFEREUEE, OHT.
BLOVAR—= T 2DIHEILET, ATFYEREIN/NSNT S FRA 2 ORI, =2 R
A2 NOBIOSET W=V 3 VORI E, ERENETHZENTEET, ZNHORE
WCHESWT, AT UARERZOLEY, BIOS A=Y a v 27 v 77 L—FR45 208 Ta %
T Ty FOWAZFETLANS, BEHAFHMIT 22 &N TEET, U Y — R EERFIC A
THZENTEET, TEVa—NLEA L AR—L LIV RRA L bERODENTHI LR
<, ZOBRENETEET, BRTDIE, Ty bOTA TV A 7V EDROICEBTE £
D

[ THX FOAFREME (Context Visibility) ] >[T > KR4 > b (Endpoints) ] >[/\—F™V
7 (Hardware) ] ~—i2id, [Bi&# (Manufacturers) | B L N[> R4 > MEAE

(Endpoint Utilizations) 1% v = b v FRFERENET, THEDF v 2l oy ME, BRE
N7 g WA IS ET 2L ET, [E#H (Manufacturers) ] % v v = Ly MU,
Windows 35 S UM Mac OS WNEH SN2 FIRA » FDON—R T =7 A X2 b OFEMINE
RENET, [T RARA > MEAZE (Endpoint Utilizations) ] % v ¥ = L v MIiX, =¥ K&
A FDOCPU, AEV, BIOT 4 ZAZHEHRDERSNET, 320047 v a OVTan
PERTH L, FIHERE ATV THRRTEET,

* [CPU fEFHRM n% %28 2 57 731 A (Devices With Over n% CPU Usage) ]
[ AEVMHEN 0% 2B L5731 A (Devices With Over n% Memory Usage) ]

o [T 4 ATHEHEN 0% B2 DT 31 A (Devices With Over n% Disk Usage) ]

\)

CGE) N—Fo=zT7 A" ) F—2 1%, ISEGUIICERINDETIZ 120000 £, ~N—
Ry xT7 42X R F—=FF, FATF ¥ R L OFEEIORIEIZOWTE I E T,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B o7 5usamk—r

A\

GE) s [N— R =7 OFEME (Hardware Visibility) | X— 027 A v 7 7 4 VX2, 3 CFLL
FANTDHERDYET, 74 v 7 7 4 VZ ENFEIITHKRE S 5I121%, SUFEOATI%
WZMDH T KO T AN EE2 7 ) v 7T HHELH £,

e IRDFIFIN— R = T ICE#E LB AN T g V2 Y U DI OREREND -9,
—ERDOH T MBEMIT S L —FIRENTWVET,

e AR —T 4 T VAT ADT 4V F 1, [T (Manufacturers) | — BT O A
SNFET, ZHud, RORIITEELEEA,

TV RBA Y b EFOEEBRINTINBT AL 2D — R = T BRI CEREINE T,
RDON—RU =T J@ENFTRINET,

«MAC 7 R L%

« BIOS #3&e
«BIOS ' U 7 V&S

* BIOS €7 /L

o« PEfCT A A

« CPU 4

« CPU 3 (GHz)

« CPU MR (%)

T

« Tty

« AEY HA X (GB)

« AEVMHAE (%)

« N T 4 A7 OEFHY A X (GB)
c N T 4 27 DEF7 Y — A X (GB)
c W T 4 27 OEFHERE (%)
« WEBT 1 A7

* NAD A— k ID

¢« 27 —# A (Status)

c Ry U= TS RS

« 2

. BEAMEEY FTYT |



| &xmtey b7y 7
Ayalwyhk .

« UDID
«IPv4 7 KL R
o 2—F—4

c RA RR—A

cOS H A7

o« B ZREIE

c LU RRA N TuT 7 A
- L

sV RKRA N FAT
«ID 7 N—"7

o Bk H

«ID A T

= %

TV RARA ¥ MTHIGT D [BE5 T 7314 A (Attached Devices) |FIDFEEE 7 UV v 735 L, Bl
T RARA V MO ENTWD USB T340 AD&4H, 73V, filgEx, 2407, @
ID, BLXORUZF—ID #FK R TEET,

Y

G¥) CiscoISE 37 ATV bDV AT LAONN— Ky =T@gltaE7ra 77 A U7 LETH, Cisco
ISERXT 077 AU 7 L= Ry =7 BERN ONFIETHIENHY ET, b
DOAN— Ry =7 BIEE, [N— R =7 3057 %2 boafifE (Hardware Context Visibility) ]
R=VICERREINBRNZ ERDHY 7,

N=FT =T A X2 b T2 OERIE, [EE (Administration) ]> [ AT A
(System) ]>[E’RTE (Settings) |>["RRF+ (Posture) |>[£fZXE (General Settings) | ~<—
UTHETEET, T 74N FOMIRILS 5T,

FAyalbwy bk
WDA A—=UF, Xoaly hOFHITY,

I EXWEEY FTYT .
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B c-rs=5v37—507/058U05

N
Q@
X

' NETWORK DEVICES @

Device Name Type Location
N

™

® defau...evice: [85.13%]

® tc-nac: [12.59%)]
® nad: [1.99%)]

other: [<1%)]

1. 2F0, [HLWwy o> Fu&EB< (Open New Window) ] 7 A 242k, HrLwr oo
P4 RUTIOXyvalby VEEET, M7 770 EHINET, 20X vz
Ly REHIBRT 212, (X122 Yy 7 LET, 20X T a i, A—LX—TYTOH
T ET, [2TF A hOAHME (Context Visibility) |7 4> K7 TH v =L v k
ZHIBRT 2121, EiEA EBICH 2@ EO T ARV EEH L E T,

2. —HOFyvaly MIBRRLWTIAVOT—2RERRSNES, 73V zr Y w7
ToL, 20T =2ty NOMT I IRERRENET,

3. HIZI7710%, BIRLI=T —¥0RErEInEzd, HI7 70120 T A 2T ) w0
TBHE. FLWETITNREX, FOMTS5 78T Ay MZESWTTZ4ALEZ Y T ENT=
F— A NERINFET,

R A=K aRh— ROM TS 708 rarvd2 7 ) r3hE, HILWT T oy 4
VRUTT I TEREET, LW RUZiE, 2y LEERS ST 0® s a T
TUANBEY) T ENTT —EARERENET,

[Z 7 XA FOAHME (Context Visibility) |V 4> RYTHZZ70v s arwzr )y s
Ll RRENDT—ZIFE T4 NEZ IV TINETH, arTHFAMIEERINETA, 7+
NV TSN T—21E, L7700 4 R TRRINET,

E1—I[IRRTEIT—FDT4ILZ) T
[22 T F A FOFRME (Context Visibility) 17 4> RV TH vy aly has v rd5E,
SIGT BTN ) v LIEHEA T 4V ZABE I TR rENNET, i AT 7

DeIvarEZ )y rTHE BRLICEZ Va DT =BT A VHMBE I TRRESN
i‘j‘o

. BEAMEEY FTYT
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Ea—ickztd7—4207052U>5 |

- NETWORK DEVICES ©

Q]
Q
X

Device Name Type Location

® defau...evice: [85.13%]
® tc-nac: [12.59%]
nad: [1.99%]

other: [<1%]

[y kT—5 T84 X (Network Devices) | # v = L v hTdefau..evicex 7V v 735
L ROAA=VITRT LT, LY 4 v FUCTF =2 RERRShET,

Filers: ~ defaultnetworkdevice =

clear all filters

INACTIVE ENDPOINTS

Q
¢

AUTHENTICATION STATUS [cs) AUTHENTICATIONS & g o NETWORK DEVICES

Fallure Reason  Identity Store  Identity Group. Location Type  Device Name

@ disconnected: [100%] ® 22063...sword: [99.03%]
o
o other 1%
M Al ] o
e pA T
LastActuity Dote

Rows/Page 10 v 1 71007 > > [ oo 10068 Total Rows

S+ 0 anc v Export ™ Import \/  Fitter v 4@
[J MAC Address Status IP Address Username  Hostname Location  Endpoint Profile  Authentication Failure Re... ication ... ization P... ion Pro
X MAC Address Status ¥ IP Address Username Hostname Location Endpoint Profile Authentication Failure Reason Polic Policy. ion Protoc:
O oooc:20:a8:56:26 ScaleUser1 Location VMWare-Device - Dot1x Basic_Authenticate... PAP_ASCIl
O oososss:e2:00:81 stress Location VMWare-Device 11036 The Message-Authentic...

M7 7000t rara7) 7 LT, T—HEILICT7 A VHUELET, [7 4
A% (Filter) | Ry 7FHZ D DX NEREFT—FDOY XA NOEEMBIZHDEERT A 2 %
ALT, BRENDBT—HEEHTHZ L TEET,

HALNT 4 VA BARLELET,

zxm5ty 7y M



BEAmnty b7y 7 |
B 25270506

HRRL T4 ILZDIER

HOTEGNT 78 ATEDL2—P—[EHEDH AL LT 4 )V F VB L THRIEL £3, CiscoISE
a4 LA —F—3, 1B LD AZ LT 4NV EZERRTEETL, ZNHD
HAK KT 4 VAL Cisco ISE T —HF N— R |ZRfFENET, CiscolSEIZn 7 A4 LTW5H =
VB a—ART T NLT IV EATEET,

ATy 1 [T40%7 (Filter) 1227 Vv 2 L, KryZZorURARMNS HEEY /L4 (Advanced Filter) | % 3R
LET,

RTY T2 [74% (Filter) | A=a—0b7 4 — /L R, AT, it ORBEEZHEELET,
RFYT3 [ &7V v LT, ZOMOEEEBMLES,

ATV T4 [FT (Go) 127V 7 LT, fRESNTBHIC BT 2 NI E#FRLET,
ATvTs [RESwvE 27 Uy 7 LTI 4 VEEZRTFLET,

ATvT6 &Luik ASIL, [Save (JRAF) 1227 Vw7 LET, [Z74# (Filter) | Ry XU U RN 44
DRRINDE IRV FE L,

VAR D4 WA ZFERLIE-EHICEKEZT—2DIT4ILR Y VT

AR 7 4 VA EHEH LT, f8E LR (& =Mike, 22—V — 7 L—7 ={tE8 2 Y) 0k
SWTHERE 74NV EZ ) 7 TEET, BEROKEEEETEET,

ATV T [T4L3 (Filter) 1227 V> 27 L, [JEEEZ 4% (Advanced Filter) ] 23R L 7,
ATv T2 [7 4% (Filter) | A=a2—0bREEME (74— K, HET, HRE) 2HELET,
RT9T3 [H %7V v 7 LT, TOMOEMEEZBMLET,

RATv T4 [F4T (Go) 1227 Vv 7 LT, BELIBHIC—HT L2 NI AFRRLET,

DAY T4 N EFERALEETD 4 —ILEREEICEDT—3DT4ILA
)5
IA DT TA4NEEFEHLT, VAN R=VIZEREINDET 4=/ REMOEEZ AT L, _—
CHEV T Ly aTARIET, TANVAEEI KT HLa—ROLr —EFRRTEET,

ATy 1 [T4032 (Filter) 1227 Vv 2 L, Rey7 X URAMNNS[Z 4> 7 7 404 (Quick Filter) ] & %R
LET,

. BEAMEEY FTYT



| &4ty b7y 7
FyvalyrEa—Ttozvkksvr7ovay ||

AT9T2 BT 4=V FD 1O RICHRRENEZANT DL, FBE LB 8T 5= M NHBICERRS
NET,

BTy, 2Ly hEA—TODIVFRRANT O T
VA NDESIZH DY — N _"—TlE, BRLIZIVANNOTZ L RRA U N ETT Vv a v uE
TTEET, TR_RTOIVAFNTTRTDT 72 a VPNADNTR>TWDEDITTIEH Y FHA,
FEFRTREIC 72 > TWARSREIC L > TT7 7 2 a i3 0 £9, 584 5 AT Cisco ISE THZN
WTBRERSHD2OOT L RRA L " T7va ROV AMIRLET,
cHERB ARy RTO—UHIETI 3y
WIS R Yy N =V HIHEENC LIS E. VA RTZY RARA U REEBRLT, *v b
T—T7 72 A%EIVYTEZY, WMOHLZY TEET, /o, BaLELRITTEE
7
R—bR—=TUHyvalby NCHIZ I 7527 Vv 73568 rEndHLWry o Ry
\Z[ANC] A 7> 3 > L[FRAIZ R (Change Authorization) |4 7Y a VN FREINET,
T arEFITTL U RRA L DT 2y IRy IV A% AT L, [ANC] Ru v 74
7Y A KL [BBAZAR (Change Authorization) | R >y X 7 U X KWL MERT 7
varEBERLET,

R5:4y2alby bEa—TOIVRRA LV RTIVaY
gy + / ﬁ ANC ' Change Authorization ~~ Clear Threats & Vulner:
(] MAC Address S el

CoA Session Reauth

hd MAC Address er

CoA Session Terminate

D 00:01:02:B1:03:07 CoA Port Bounce

00:01:02:B1:03:08 CoA SAnet Session Query

D 00:01:02:B1:03:0A CoA Session termination with port bounce

D CoA Session termination with port shutdown
00:01:02:B1:03:16

*MDM 79 <3 v

MDM H—/3—% CiscoISEIZHfi T2 &, BN L7z RARA > N TCMDM 7T 7 v a > %
FITTEEJ, [MDM 727 a3 (MDM Actions) | K 727U X MinbLgE T
7 varsEIERLET,

| EXWEEY FTYT .
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B ciscossexo v ak—1

CiscoISE & v aR—F

CiscoISED X v ¥ 2R — REIIHAR ==Y ([(A==2— Memu) |74 2> (=) 27V v
7 L [# v =Ah—FK (Dashboard) ] %Z&4R) (L, CiscoISE EELR—Z /L ~Du A %I
IRENDT VT4V TR_R=UTT, Xy vaR—KiE, 741y Ruo B TEREND
AR I A= =L FIZHEF v 2y NTHEEINE, SR fbanicE#Ha Y —1T
To 774N MOX Y aR— &, B2 (Summary) ], [=2 FAA >k (Endpoints) ].
[ AL (Guests) ]. [Ma55PE (Vulnerability) ]. [Z/& (Threat) ] T3, CiscolSEHR—LDH v
Val—F (6~—Y) ZZRELTIEZIN,

)

GE)  CiscoISE 77 A4 ~VY PANKR—Z )L TDOIH, ZDX v ah— REFRRTEET,

By alR— ROV TNIA LT —=ZIZES>T, Xy NUV—=ZIZT 7 EALTWDT /A AL
2—Y—%2—H TR TEDOAT—H AL, VAT LOEFEHEOMENFRRINET,
2EHDLANDA =2 —R—IHIEET A 2% 7 ) v 7 LT, Fyvabh—REREDF
0y XA NERRLET, ROEXTEH, Rry Xy )R NCHERARERY v a
A= FREL T a VOV THBLET,

KowIFE&H YR ATy Bl

FLWOWE Yy aR—F0EM (Add New 5ODT 7 H NV EDE v aRiR—REEHT,

Dashboard) R T20HDOE v 2R — RERETEE
TO

By R—FDRABDEE (Rename (ZDOF T a NI HARAF AT S aR— R

Dashboard) TOMMEHARE) & v 2R — FOLRTEE

B2, ROFIHEZFATLET,

1 [y =adh— RKOL4FIOLEE (Rename
Dashboard) 1 %7 Vv 7 LET,

2. HILWARIZRELET,
3. [#/H (Apply) 1227V v 7 LET,

. BEAMEEY FTYT



| &4ty b7y 7

CiscoISE %y & a/R— K .

KowIFE&H YR ATy SBA
Awialw FOEBEM (Add Dashlet) AR—bR—TH v aR—RF vy a2l y

~ %

1 [#vi =y bDOiBEM (Add Dashlets) ]

2. [y ol vy hDEN (Add Dashlets) ]

DORRICH L B (Add) 127V v LE
—a‘o

[fR7F (Save) 1227 Vw7 LET,

BINT 51213, ROFIEEZFATLET,

w7 Vw7 LET,

T4 RUT, BIMTA24yvalby b

GE) HFyiadRh—RILIZKERKTI
DLy 2l y FEBINTE
i‘d‘o

EXWEEY FTYT .



B ciscossexo v ak—1

BEAmnty b7y 7 |

KowIFE&H YR ATy

B

I RKR— b+ (Export)

v aR— RDTFT —H X PDF £7-1% CSV
T ANE LTI AR—FTEET,

1. [=Z AFR—F (Export) |27 Vw7 LE
‘a‘o

2. [=Z AFR— b (BExport) ] ¥ AT TRy
J AT, WONWTNNDT 7 A VRO
BilchrATrarihzr sy L
7,

«[PDF] : #IRL7F v alby hDXA
Ty Fvay NEa—%2RRTHIT
L. PDF R ZEIR L 9,

¢ [CSV]: BIRL7=F v 2R —FRD
T Ezip 77 ANE LTHT
a— K3 5121%, CSVIERAZEIR L
£7

3. [=7 AFKR—1 (Bxport) | AT ar Ry
JAT, T AR—FTEHH v aly
NOREIZH DT = IRy 7 A%F T
LEJ,

4, [=Z7 AKR—1 (Export) |7 VU2 LE
ﬁ_‘o

zip 7 7 A MTIE, BIRLT2F v v 2 —
KOEA2DZ a2y hCSV 77 AV
NEENTNWET, Fyialy hok
2 7VCEET ST —H I, ST X v
valw hCSV 77 A NTHEBIOE Y

varbt L TRENET,

HAZ L v aR— Rex ) ZAR— T2
e, zip 7 7 A VAR CARTC 7 AR — K
SNET, =& 2iE. MyDashboard &9 4
RIDH AR BE Y 2R— REx 7 AR— |
THE, T AR—FINTET 7 A NVDA4TT
< MyDashboard.zip & 720 £,

. BEAMEEY FTYT
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Cisco ISE %'y & 2 R— K .

KowIFE&H YR ATy SBA

LLAF7obTo7FL—FbF (LayoutTemplate) (¥ v ol y RRERINDHT VT L— D

VAT NEERTEET,

VAT U NEEETHITIL, ROFIAEELT

Lij‘o

1. [VA47 v T 7L—1 (Layout
Template) 1 %7 VU v 27 LET,

2. [HHWRERA T a b NER L AT
7 REERLET,

FyLaR— FOEE (ManageDashboards) |[# v ¥ = — ROEEE (Manage Dashboards) ]
270wy L, ROWTNINOET > a %
BIRLET,

[TIANIDE T2 R—RIZT D
(Mark as Default Dashboard) ]: # v+ =
R—RET 7NV DXy 2R —FK
(F—b_—V) ELTHET HITIE,
ZOFTvarvEHEALET,

[TRTOE vy aR—FDU &Yk
(Reset all Dashboards) ]: 3XTD X v
VaR— RFEOREICY By hH5HIC
X, ZoF7TvarEERLET,

BT DHAZ LS v aR—ROBICHLHLD ) TAar&as7 )y r325Z8T, E
LT v v aR— REHIBRTE £,

)

GE)  F7An b FyvaR—FOAFEEELLY, HIFRT 2 Z &3 TEEEA,

HHyvaly bOAERICIE, ROBIEZFITTE LY —AR"=0HY 7,

 [57BE (Detach) ]: BT 4 FUIZH v alby FEFRLET,

«[EH (Refresh) ]: v valy FEaEHLET,

« [HIFR (Remove) |: ¥ v aRh—FKnhb X yialy haHBRLET,
Fyvalby NOEEBIZHE 7Y v X TAavEHEHLT, Fyialby N2 RTv T 7
YR Ry 7 TcExET,

[7F—24 (Alarms) ¥ = by MIIE, [ERE (Severity) 15107 A v 77 4 VEREE
NTWET, [EXRE (Severity) | Fry XX U X NMG [7 VT (10 (Critical) ], [2

EXWEEY FTYT .



BEAmnty b7y 7 |
B ciscoseEmtssvn—nut—va

£ (Warning) ], F72X [1EHR (Info) [ZBNL T, 77— 2ERETT AV HXUHTEE
7T

CiscoISEERIEHE LUvA—A)E— 3>

Cisco ISE EFHMETIX, A —FENTWEHEFEICZ——A( v X —T oA R EHbEET,

=P H =T 2 2D =B Y B =g TiE, o —VEEDa L R—% b EFIER
ENFETFA MBHAAENE T, Windows, MACOSX, XN Android 7 /3 A ZADEE, %
AT47 YTV Taeva=rr vaP—RE, ROVPFE—FENTNDEEONT
o cEATEET,

Cisco ISE OEBH LB L —H U= 3 »OFHR— b Tk, R—F T sry Fa—
P —|Z%) U CUTF-8 4 5t CHEZELIAN DT F A M2V R— 95 2 & LEHER—F)LOER
74— RIZEREZENTWET,

ffﬁ?_'bz§*1%ﬂ§€n
Cisco ISE TliE, WOEFEL 7Sy ar—nou—h ) E— a rBIXOEB R R—F
ShTVWEJ,

RI:YR—rShBE8EL07—L

B I3y asr—i
FIERE (A F) zh-tw
HIERE (fFA) zh-cn
Fxagh cs-CczZ
* T R nl-nl
JERE en
77 Rk fr-fr
NA Y35 de-de
NI —FE hu-hu
A2 VT it-it
HAGE ja-ip
i [E] ko-kr
RN—7 v Rk pl-pl
RV NHNVEE (TTVN) pt-br

. BEAMEEY FTYT
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Iy R1—H—WebK—zroa—nut—a [

=L Jso¥ aosr—iL
=R ru-ru
ANRA EE es-¢s

IV k31— —WebHR—%2)0OO—H)E—3

FAR, ARY— TARALABIOI IA T e Pa = TOER—Z 0T, R—
FESNTWBITRTCOEFEBLOnr—iZue— 74 AENTWET, a— 71 X2

TEXAN TV, A= T4V REABLIORE Y TIUREENET, 7747
N 75 MR CiscolSET 7 L— M vy B EnTnine r— L 28k LA, R—
HNVRTGFEOT o — b EFEH L TCNEEERRLET,

EHRN—ZNEHEA LT, FFFEDT A b, xfy%~\?ﬂ4x®%ﬁ—&w?ﬁ%éhé
T 4=V REEECTEET, £/2, SEZENTDHIZLELARETYT, BE, 77947 M7
BV g = S IR—=Z I ONWTIE, ZRHD T 4 —L R ﬁx&v4ff%iﬁho

HTML ~X—% CiscoISE (27 v 7' m— R$T5H5Z LiZk->T, AN BR—FLEFEMICH AR
TARTEET, DAXSA R LIER—=VET v7u— R 55480, BERICKT 2872
o—h V-3 PiR— MIEEEZAWVWET, CiscolSE TiX., ¥ 7 /LHTML X— %5
ru—H V¥ — g YR— Mﬂﬁ)?fdﬂéé/h“(ibv)\ IhETA RELTHEHTEEJ, Cisco
ISE CiE, EBE bEINZh AX AHIMLS—V %27 v 7 a— R, B, BLOFERTHZ N
TXET,

\}

UTF-8 XFT

UTF-8 VLT

GE) NACBIUOMACTZ—Vxr hDA A M—=FFB LU WebAgent X—FIn—0 74 X3 T

WEHE A

—32 T M) DYR—

T Fa—H—|Z (Cisco 7 I7AT v b=z "ERITIT TV I b, HDAWVITARY
P— FAM, TRARA, IIA T F 7P a = TOER—ZLENLT) AFEND
CiscoISE 7 4 —/V RiZ, T R_RTHSZFED UTF-8 X ¥k v &P R—F Lx9, UTF-8 I,
Unicode X7 v NAD<ALF NS NLFZ L a—T 4T THY, ~TT7A5E, V270w
NeB, T ETREE G, ZEORRHEELTE Y BRHY T,

TEOEIL, BHEERET — & N — X2 UTF-8 THf S, UTF-8 SCFRIFLR— B IR —
P H—T 2 A A A R—F FTELLFRENET,

"V )bnll.,\n

Fv NT—2 T 7V AFRFETIL, UTF-8 2—H—ZA B L UOVAT— RO LT > ¥y /Lt
AR—FINFET, ZTiE. RADIUS. Extensible Authentication Protocol (EAP) . RADIUS 7
Déf‘/ RADIUS ]“’—'7/ b‘x }‘:};OJ:U\H’E:ii—J— &/1/0)]37/(/nuniEb)EODW@bmhnEZJ‘E’l

EXWEEY FTYT .
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B sy —B5URRF Y FERASE

FhEd, 2—P—4L LR — KD UTE8 h— MM, v—H/LID A T E4MFID A b
T EBETAEECEH S NE T,

UTF-8#8GElE. %y NU—7 a4 AR END 72 74T b7V e MOIEFELE T,
—¥BD Windows 2 A 7 4 7 7V B b TiX, UTF-87 LT v ¥ ¥ /Ui AR—hEhEHA,

N\

G¥)  RSAIZUTF8 2—%—% PR —F L TWWARWNZH, RSA TO UTF-8 #FiEiZHAR—rIhTwn
FH A, CiscolISE & AHENH D RSA —3—% UTF-8 ¥ R"— F L TWERA,

UTF-8 R S—BLURAFv¥ 7EX A b

JEMEEIC SN TIE SN D Cisco ISE DR Y >— JL—L|Z, UTE-8 TF A RN EEN TN D
BAERHY F9, UTFSBEMEII LV —VEHME T R—hanhxd, /=, AR —Z /L TUTF-8
DEZEHERA L CEHERETEET,

RAF ¥ EfMZ | UTF-8XFty MIESL 77y A0, 77V r—var, BIOWY—E A%
L TERELET,
HTUAKMIZFEEENDE A vE—20D UTF-8 H7R—

RSA 7u > 7 B LA vE—1EL, RADIUS & REPLY-MESSAGE #ffi i L T, F72I%

EAP 7 —HX#NT, 7V By NMIEESNET, 7F A MIUTF-8 7T —#REEN TN 5
BlX, YTV B MTE-T, 94T boa— AR —T 4 7 VAT LADSTE

R— MZESOWTERENE T, —HD Windows XA T 47 7V H > FTiL, UTF-8 7 L
Frvy ME TR - R ERER A,

CiscoISE7 7 heEAv®—VF, YUV MBREITEINTWEI T4 T FDOARL—

T4V T VAT AOur—LERIBIL TR WEERHY F3, = Ra—HF—DH 7Y H

Fowar—)% CiscolSEIZ Lo THR—=FINTWAEEBIZEDLELILENSH D £9°,
LAR—FEELUVT7S5— D UTF-8 H7R—

TSV TE RN T TN a—T 4 T DOVR— FEBIOT 7 — FTlE, CiscolSE THAR—
FERTVDEFBCONT, RO L D ICBIEEMD UTF-8 DIEA Y H— b S ChET, Ko
TITAET AR R P ERTOET,

« T4 TRIAEDER,

o LAR— bk La— ROFEHIR— T DFIR,
s LAR—hDOxT 7 AR — bk LRI

* Cisco ISE &' v ¥ 2 /R — ROEIR,

« 77— MEWOER,

s tepdump 7 — ¥ DR,
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K-z rcouFsxzodi—+ [

R—A2IILTOH UTF-8 XF DY HR— k

CiscoISE 7 4 —/L' K (UTF-8) Tld, R—&F Ltz Fa—F—Rr vyt —ITr—h ) ¥—
YarvRAICBEYR—FENTWE LY 2L 0Ty AP R— SR TWET, &2
IX. CiscoISE T, ~T TA BT 7 ET il EOENBE~FBRT 5 E5ET A — S
TWERA (FEy PEEKEIHAR—-FENTHET) |

DRI, T—XDATTBILOERICUTF-S XF &2 VR — h T 52FHER—FLEBLIOZ K
=P = R—=Z VDT 4 —)L RERLET, ROFIERH D F9,

* CiscoISE Tl&, UTF-8 L FAMH LT A bDa—HF =4 L XA — RIHR— I E
NIV

¢ Cisco ISE T, FFFHETUTF-8 XFAHHTAZ LI TEXEHA,

R4:EER—FILDOUTF8XFI 4 —IL K

BER—FILDER UTF-8 7+ —JL K
Fy NI —27 T AD2—PF—RE [2—H—% (Username) |

A= P=HITIE RICF LT, T
ANR—= A R CL % A s L
N N N T U A A
HXF2R<) ZAGbETHEATE
FT, AN—RADHD—PF—ZITEE
TEEEA,

«[4& (First Name) ]
o [## (Last Name) ]

«E A—/L (Email)

e Y 2 | T RTDTANET 4 —IL K,
e [—H#F—VU A (UserList) |74 > K
ICRR S VD AE,
s EEMOFEF—var A vl Ba—|Z
KREINDE

| EXWEEY FTYT .



BEAmnty b7y 7 |
B < srcouvrsxFoyr—r

BER—FIDEFR UTF-8 74 —JL K
2= RRAT— R K o— PRAD— RIZik, RICF LT, BT,

B (M, @ #.8.~N &0 (B
X)) OfAGbEEHEHTEET, [NA
U — R (Password) ] 7 4 —/L K Ci%. UTF-8
XFEELH DL FEMHTEETN,
A SCFIXEH T £ A,

SEOFIIIRLTE N NLTOT VT 7
Ry EBRBRNEORHY £F, 2—HF—,32X
J— KRV o—TCa—HP—ZRKLFE D
LT THRAT—REANTH EERD, 22—
P—OFH/ENINOLOXLFEFR— LTV
WS, =PI RXAT - RERETE
FHA, 2—PF—1R2AT—RT7 4 —)LRT
UTF-8 SCFITxf ST 51CiE, [—HF—/3R
7 — KRR Y 2— (User Password Policy) ]-<—
V ([A==2— Menuw) [ TA2ET Y T
L. [B¥# (Administration) ]>[ID &
(Identity Management) | > [E%5E

(Settings) |>[1—Y—BEETE (User
Authentication Settings) 1> [/8X 77— KR 1)
< — (Password Policy) ]%E4R) TRD
Frxy IRy 7 A%F7IZLET,

c ENXFDINIF
CENFORXF
FEEIZH > CWHHEEE L FDJEF

%
FH, E TN DT A A O F
AT FINIERTE £ A,

Wiz L7
(2 X

BHFE Y A T RTCDTANET 4 —IL K,
o WHIE Y A b4 v RUIZERREN AHE,
e EMIDOF = a4 v Ea—|T

FORENDIH,
BHEO A =Y «[2—H—% (Username) |
RSA cAvk—v
e R
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f—s Lo urrsxzosi—t |

BEER—FIILOESE

UTF-8 74 —JL

RADIUS h—7

o [#%:E (Authentication) | ¥ 7 >[7'm 7
L (Prompt) ]

AT FAH- s [4F]T (Name) |
«[fEET 7 > 2 > (Remediation action) ]>
TVl bk 2= |ZEREND A v
-
s B{EY R MERIR
IRAF ¥ 58 [R1) >— (Policy) 1>[RY) >—EZ*K (Policy

Elements) ]1>[%&%# (Conditions) ]>[RRF+
(Posture) 1V 4> RUDKRD T 4 —/b RiZ
KDL TT,

«[Z 74 ILEH (Filecondition) ]> ;B0
(Add) 1>[Z 74 JL/XX (Filepath) [®
JEIZIR L £ 9,

[FTVT—a & H (Application
Condition) 1>[&f0 (Add) ]>[F7BE&X
% (ProcessName) |DJHIZEINL £,

o [H—ERX&#H (Servicecondition) ]>[&
i (Add) ]>[Y—EX4% (Service
name) |DJNEIZERIN L E9,

MU A MRFIRINET,

o [AHR Y — (Sponsor) ]>[EfET 7
L — b (Language Template) ] : 74—k
ENTVWLTRTOEHE, TXTOT 41—
LR

[ A (Guest) |>[E7ET 7 L—Fh
(Language Template) | : ¥rAv— k4T
WHTRTOFFHE, TXTHOT 4 —/)L R

o [T /34 A (My Devices) |> [T 7
L — b (Language Template) ]: 74—k
SNTWVLHTRTDOEFHE, TITDOT 41—
N

« [SMTP #—/3— (SMTP Server) |>[7
T F IV FDEAFA—/NT KL A (Default
e-mail address) ]
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BER—FIDEFR UTF-8 74 —JL K

[#{E (Operations) ]>[7 7 —24 (Alarms) > o [FUE (Criteria) ]>[==—%— (User) ]

L—/L (Rul
vt (Rule) ] o [[@%0 (Notification) ]>[&E T A —/LiBE

2 —#— U Z | (e-mail Notification user
list) ]

[#1E (Operations) ]>[L 74— I~ (Reports) ] o [#1E (Operations) ]>[7 A 78iE (Live
Authentications) ]>[~7 « /L% (Filter) ]
74—V

* [#F (Operations) ]1>[L A — k
(Reports) |>[# ¥ 1 Z (Catalog) 1>[V
AR— K7 4% (Reportfilter) |7 1 —/b
e

[#1E (Operations) |>[ T TN a—T [—#%>— L (General Tools) ]>[RADIUS
2" (Troubleshoot) ] FEE R T IN 2—T 1 2 (RADIUS
Authentication Troubleshooting) > [ —
W —4 (Username) ]

AU — o [#%3E (Authentication) ]>7R YU > —54H
TDOYU 4 /L ARRAOE

* [#F 7 (Authorization) ] £72IL [RATF ¥

(Posture) ]. HDWX[Z7 TFA T 7

2 'Y s =27 (Client Provisioning) ]>

[Z DD 5 (Other Conditions) 1> 7K Y
—ENTO T 4 L AR R OE
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Cisco ISE 21—+ —1 > 52— 7 x4 2T UTF8 g—+ [

BER—FIDEFR UTF-8 74 —JL K
RV — T4 77 VGO R o [#%3F (Authentication) > [EEFiS/EE

41 (Simple Condition/Compound
Condition) ]> 7 4 /L AXPR A OE

o [8FE (Authentication) ]>HHiZefED X K
e

o [#%3E (Authentication) ]>HLfigeff:V %
>KEDFEF—var Iy Ba—%K
D

* [/ 7 (Authorization) ]> [HLfiZeE/E A
1 (Simple Condition/Compound
Condition) ]> 7 o« /L AXFR A OME

o« [fF7 (Authorization) ]> HffigefVU & k
>SEOFEer—vary 74y 7 Ba—FK
R

s [RAFx (Posture) |>[7 427 aFV
WS T 4 7 v a T ) EESEMN
(Dictionary Simple Condition/Dictionary
Compound Condition) 1> 7 4 /L A% H
DfE

« [ A (Guest) |>[Hifligett/EE 510
(Simple Condition/Compound Condition) ]
> 4 VAR OME

Cisco ISE 11— —A 2 —T A4 ALUSNTO UTF-8 7Rk—

ZDIETIE, Cisco ISE —H%'— A X —7T = A AH T UTE-8 NP R — s IR 5DV T
AL E,

T/Av T AT E LU CLIEED UTF-8 H7R— b

—HOT NNy T a i, B E RAT ¥ FEOFEERETREINET, TXTOT Ay T
TN UTF-8 &% ANNET, rawUTF-8 T— X 2 &G T Ny /a7 a v ra— KL T,
UTF-8 $iG B 2 —7 TR TE £,

Cisco Secure ACS 21T T® UTF-8 ¥ 7R— +

Cisco ISE TlZ. Cisco Secure Access Control Server (ACS) @ UTF-8 REDA T V=7 kL%
BAITTEET, —HD UTF-8 47 ¥ =7 hO#ITIE, Cisco ISEUTF-8 SFETHAR— F I
WEERH Y ET, DD, BATHICREEIND UTF-8 7 — ¥ O—#iL, HEAR—Z /L Eio
IELAR— N FREFEH L CRATRIN R NWERIZR D13 H Y £7,  (Cisco Secure ACS 75
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B vrsoros o k— rBEUTo K- FOYR—+

BATSNTD) i E Y REEZR UTF-8 flia ASCIL T &% A MMIZEH#L L %4, Cisco Secure ACS 725
Cisco ISE ~DRAITOFEMIZ DV TIE, BEWD ISE 23— 5 D [Cisco Secure ACS to Cisco
ISE Migration Tool] ZZ ML T 7230,

UTF-8 DIED A Vo R— FELUVITY AR— bDHYR—+

BHAR—ZNE AR A —R—F )L, 2P =T AU FOFMEA VR— T2 L EIC
FHENSD UTF8ED L —2TF A7 7 AL CSV 77 AV EFHR—FLTWNET, =
JAR—RNENTZT 7 AL CSV 77 A0 e LTS E T,

REST T® UTF-8 H7/R— +

External Representational State Transfer (REST) i#{Z1L. UTF-8fEZ ¥R — L E¥, Ziid,
EHHRFEA R E | Cisco ISE 21— —A L ¥ —7 = f 2D UTF-8 3 7R — b S5 E 7l hE
HEICH A SET, REST TOEMERIEIIL, /A DD ASCH T F A R LT v~
‘\/’Y’/I/fﬁ‘\\%/@'a‘o

ID X +7 DA TF—% 0 UTF-8 47— h

Cisco ISE Tl&. Microsoft Active Directory 33 J2 TN Lightweight Directory Access Protocol (LDAP)
DAY =B D T DIZFFA[AR Y > —TUTF-8 7 —Z Z i T& £,

MAC 7 ~ L ADIEFRE

Cisco ISE [T DWT DR TAT L7z MAC 7 RLADER{LE AR —KLTWET,

* 00-11-22-33-44-55

« 0011.2233.4455

*00:11:22:33:44:55

* 001122334455

« 001122-334455
Cisco ISE DIRD T 4 > R IZ1E, MAC 7 R L ANERRIRRET, FI3HomicEranx
T

« [R1)2— (Policy) 1>[R)—+t v b (Policy Sets) |DIEIZEIN L F 3,

« [R1) — (Policy) 1>[R') —EZ*K (Policy Elements) 1> [$&# (Conditions) > [#FA]
(Authorization) ]

o [#@FE (Authentications) |>[7 4 /v 4 (Filters) | (=2 RARA > N BT LBLWID 7
N

o J 0 —/ N LRRER

« [#4E (Operations) ] >[L7R— k (Reports) ] >[LAR— k7 (/L% (Reports Filters) ]
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cisco ISE BBAD T v T L—F ||

« [k (Operations) >[5 TP 2a—F 4 >4 (Troubleshoot) |>[ZHrY—IL
(Diagnostic Tools) ]>[—#&*Y—JL (General Tools) ]>[T > KR4 > bF/3v 4" (Endpoint
Debug) ]

K ? Cisco ISEAPL 7 4 > RDITIE, BRI MAC T FL A (L FERE I-) L HD0T T
TGN 647 T v ) BERINET,
* [B1E (Operations) > [EiT R > MU — 7 Hlf#l (Adaptive Network Control) ]

« [#4F (Operations) |>[ k35 7L a—F 1 >4 (Troubleshooting) |>[EWiY—IL
(DiagnosticTools) 1>[—#%Y—/JL (General Tools) |>[RADIUSERSE FS T a—TF«
>4 (RADIUS Authentication Troubleshooting) ]

* [#4E (Operations) |>[ 5 TN a—TF « >4 (Troubleshooting) |>[EZ#iY—IL
(Diagnostic Tools) |>[—#&Y—JL (General Tools) |>[RAF¥D rS TP a—T~«
>4 (Posture Troubleshooting) ]

« &3 (Administration) ]>[ID (Identities) ]>[T¥ KA > bk (Endpoints) ]
« [EH# (Adminigtration) ]>[2XT L (System) | > [EB (Deployment) |
- [E¥ (Administration) ]>[BF¥>% (Logging) ]>[UR&E 7 1 JLE (Collection Filter) ]

RESTAPI T#. 5227 MAC 7 KL ADEHALRA YR — N ENnFET,
FI Ty FOFREIZ, 0—9, a—f. £71FA—FTY,

Cisco ISE B 7 v 745 L—FK

CiscoISE TlE, HEAR—HZ L5 GUINR—AD—Tifb I T v 77 L— Rl s v E 7,
T v T TL— ROEITRILE /) — RO AT —H A3 Cisco ISE @ GUI IZE RSN E T, £
HUVENSDHT v 7 7L —FREIBLORT v 77 L —REDH AT (ZHOWCIE, Ty 77 L—F
5D CiscoISE Y U —A®D [Ciscoldentity ServicesEngineUpgradeGuidel] #Z M L T 72Xy,
Ty T L— RO HE (Overview) 17 ¢ > Fv (¥ (Administration) ] >[Y AT L
(System) 1>[7 v F5 L—F (Upgrade) |>[#tZE (Overview) ]) ([ZIZEBANOTRTD / —
R, #2060 — RTHI R > TWH LY F BIEMH STV 5 Cisco ISE D/3— 5
V. BLEOE ) RORT—ER (FD)— KBTI T4 T0ET 7T 470 BNYANEN
9, /=K [T 27747 (Active) | RIREETH LG EIZOART v 77 L— REHTEE
R

EEBET7TOIERaVY—)L

ROFIETIL, BEHAR—Z 0 T A T 5B OWTRA L ET,

ATYF1 CiscolSEURL Z7 T UHDT KL A NR—=IZ AN LET (7= & 21 https://<ise hostname or ip
address>/admin/) ,

EXWEEY FTYT .



BEAmnty b7y 7 |
B =201 I59vayR—1

AT T2 a—W—4 L CiscolSEOIHIEY b7 v 7 THRELTERELEZRXFL/NLFERREND/NAT— K
EATILET,

ATvF3 [vr A (Login) 1 %27V v 27320, Enter L E,

n 7 A AR LTZSEE [ A2 (Login) [V 4> RUud (v 7 A TRBENREAET H5E (Problem
loggingin?) 1V 27 %27 U v 7 LT, FREINDLFIEIZHE - T EEN,

EBEQITAY TS30FDHYR—F
Cisco ISE H BN — /W TIR D HTTPS X577 U F &Rk — F L TWET,
* Mozilla Firefox /3—37 2 > 88 LARID/N—T 3 >
* Mozilla Firefox ESR /X—37 5 > 60.9 LLRTD/X— 3 >

+ Google Chrome 73— 3 > 90 LARTD/A—T 3 >

ISEaza=54")JVY—2X
ISE Pages Fail to Fully Load When Adblock Plus is Used

OJ4 > ORTICKHAEBEOOYVY TR

BHHEL—F— DIk L TS 7oA —REMELANTLHE, THU v MIFEINZ
Refi] —FFE LS b0y, Floidry 77U hanEd (REICLD) , =2—F—%2uv T U
F4 %K DIC Cisco ISE BRE SN TV DG, BHA—Z VL TUVAT Ahbuy 77T
7 hELET, CiscoISE X, —"—FHEr /A L LAR— M= M) ZBENL, £
DEHEID Ov 7 A AFHEe R LES, TOFHEIDOASZAV—Fa2Uty b5
. [Cisco Identity Services Engine Installation Guide] ¢ [Reset a Disabled Password Due to
Administrator Lockout] D727 > a U COMBNIENE T, FEET IV > SREEC/R D ET
WCRICE b u 7 A i fToE%E.  [Cisco Identity Services Engine Administrator Guide] @
[ Administrative Access to CiscoISE | D7 v a NIGHINTWNAD EBVITHREINET,
ERE - =T ho  huy Ty bEnd &, BEfT bz —% —|Z Cisco ISE 7>
LEFA—ANEEFEINET (ZOERPEBEEINLTHDIEHEE) .

X MU — 7 EHFEORE 2 FFOE A (Microsoft Active Directory = — W —%& & de) DA,
WHET VR AN T DA T a v ERETEET,

= = O ~ Erlol_'_l
CiscoISETOD 7OFX L NETE
BEfFDOR Yy NT—27 FARB T, CiscoISERINY V—R (VI T v F Tnbeva=v7
RARAT ¥ EHEOY Y —=ARHHVE— DX T a— R A (L) IZT77EBATEL LD

T LDl nx o —"—2f T L 0ENH L5501, FHRN—Z V2L TTrx
VRIERATVET
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ATy T

ATy T2

ATvT3
ATvT4

ATy T5

ATvT6

gar—srceEmshzri—t [}

70 X VR EITIR O Cisco ISE MEREICR B L £9,

« R R — SOV

TV RRAL NIRRT AT T4 — N —E RO

TV RKA Y N RAF ¥ OEH

eV RSV N FRAFy ==Yz N Y Y—ADF Y a— K
AEAERZNY A b (CRL) XD vm—FR
« A NEA

« SMS 2 v t—YDk(F
A I = v
* Microsoft Azure Active Directory

«pxGrid 7 7 7 K

Cisco ISE 7' F U EIT 7 1 % o H— " — D EEAGRGE L R — F LE9, NT LAN Manager
(NTLM) #BREXHAR—FShTHhEEA,

CiscoISED GUI T, [A==2— (Menu) |7 A2 (=) 7V v27 L, [E¥ (Administration) ]>[~ R
T L (System) ]>[E&E (Settings) | >[FHEF T (Proxy) | #3R L £,

TaXTOIP T KL AE72IL DNS iR ATRER A 44 & AL, CiscoISE L DD TmFx T 77 1 v 7
PBBIELIR— &2 [FeFx AR A MY —s3— F— |} (Proxyhostserver:port) |7 4 —/L NIZHE L F
R

MBI U T, [2SAT— KA (Passwordrequired) | T = v 7Ry 7 A& A4 A LET,

[—H—4 (UserName) ] 7 o« —/L & [/S2U— K (Password) |7 4 —/L RIZ7 1 F 2 —/"—~DFE
FEICEHAT 22— —Z L XA —RE AN LET, [YATU— RO (ConfirmPassword) |7 4 —/L K
WA — REHFANLET,

[IRDBFARE RAALNIKT DT 0% %31 3 A (Bypass proxy for these hosts and domain) ] 7 % & k
Ry 7R, NANRRTEMERHDLFEANELIEZRAALSDIPT RVAERIET RUAFEHE AN LE
b@‘o

[fR1F (Save) 127 Vw7 LET,

EER—FITHERINSKR—F

BHEAR—Z T, HTTP R— 80 & HTTPS R— F 443 #fEH L F¥4, =2—HF—iZn bk
EEERETEEEAL, BEHFR—ZNLDU RT ZEETH-02, 2 bOR— T 5 &
N2y Ra—P— R R—H L EHRETDHI LI TEEEA,

EXWEEY FTYT .
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B ociscoserTur—saT0s530 5 08— TR - b OBE

CiscolSE7 7 —> 3o OS54 048—2x
AAT—FADEE

Cisco ISE @ API %' — F 7 = A I&, #3D CiscoISE #—E 2 APl ~DH—D T FYRA b
ELTHRETOIAPIEHR YV 2—2aThHhY, EX=2VT 1 o740 v 7 EHZM ESE
£, IR T AT b xH D AP ERIE, CiscoISE D APL 7 — b7 = A (TV—TF 4 VT &
NET, RE7LTY XLIHESNT, —E 2 API BFEITEIN TV 5 Cisco ISE / — RiZ8
Kyt I E T,

CiscoISE UV U —2 3.0 TiZ, MnT (£=4%—VU>7) APLOZN APl 7 — F U = A %It LT
N—T 4T INET,

APL 7' — N = A 2N T % Cisco ISE / — REZ RN TX F94, Cisco ISE BRI Ti. 2 oLL
tDO /) —=FRTAPIF— b U2 A ZEITTHZEEHRBLET,

ARTYF1 774~V PANIZR A LET,

AT Y72 CiscolSEGUI T[A==2— (Memu) | 742> (=) #7V vy 7 LT, [BE (Adminigtration) ]>[¥ R
T L. (System) ]>[E%FE (Settings) 1 >[AIP 7 — ko A %E (APl Gateway Settings) 1ONAIZIEIR L F
R

ATwF3 [ISEAPI #— 7 =A /— KU AL (ISE API Gateway Nodes List) ] #83C. APl % — b7 =1 Z 4G9
H)—=RORIZH LT = IRy I At Az LET,

ATFv T4 A% (Enable) 1227V v 7 LET,

FSITNSa—Ta2T

APL7— U = A BHOMEE N T TNy a—T 4 7T DT, [5“‘\/\\\/71:! T DERTE (Debug
Log Configuration) ] 7 4 & KU T, IROALVR—FR hD [H 7\1/&/1/ (Log Level) 1% [T
Ny 77 (DEBUG) JICRELET, (ZDOU 4 RUZRRTHIZIE, [A==2— (Menu) ]
TAary (=) #7Y v LT, [ (Operations) ]>[I~77)b~/:. FavY

(Troubleshoot) 1>[T/SyF ™4 H—FK (DebugWizard) |>[T/\v 5 BYDERE (Debug
Log Configuration) JDJEIZIER)

« ise-kong

» kong

I, [RZ DX T m— R (DownloadLogs) |V 4 v RULHLHX 7 m— RRTEET (2
DY 4 RUERRTAHICIE, [A==2— Menu) | 7TA 2> (=) 2270y 7 LT, [#gE
(Operations) >[5 I a—F 4 >4 (Troubleshoot) |>[AY D H > EO— K (Download
Logs) |DNEIZEI) , [V — b3 KL (Support Bundle) | # 726 AR— b\ Fva 4
vra—R (X70[F 7 ra—K (Download) |RZ &7V v 7)) T50 L [Ty
7'v 7" (DebugLogs) | ¥ 7 b kong7 Ny marwzgyru—RKLET (kong 7 /3Ny 7n
7D [war 757 A) (LogFile) |OfEE 27V v7) ,
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SR RESTHI H—EXF7 T r—>anTns53vy 1va—74 20a01t [

L

CiscoISE 75 A < U PAN \ZEAIIEFIZ T 7 A L Tx AEA1L. API ¥ — ™ = 1 O EITAE
EEBYITHEREL TWET,

\)

GE) GUIIZR Z A LTWBHELT Web 7 7 U DRIDZ 71285 AP — h 7 = A %4 LT REST

APIIZT 7 ®A+ AL, GUIHRrZ T 7 FLET,

ZHUE. APINRNAPI Y — bV =A ) — RUADY F—F ) — RiZ k> TR SN TV DA

DHIEAELET,

S ER RESTRul H—EX7 U —3o07O953 Y

TJ4205—

214 ADNDEJIL
HNEFRESTful ' — X 77— gy Farls3 07 0% —7 x4 A (API) X HTTPS
71 b 2L EREST FiERIZHESWTEY . &A— b 9060 2 H L £,

SERRESTful 97— B 2 AP1IE, EARIZ Y R—FLTWET, BIE7 LT i vbld, s
fbEh, R~y X —D—# & 7> TWET,

JAVA, cURL Linux =< K Python 72 KD REST 7 7 A 7> bRZDMD 7 T4 T 2 b EAf
FILC. AN RESTful — B 2 API T — L &M Z LN TE ET,

)

(G¥)  ERSAPIIITLSI.1 &L TLS12% ¥R —FLTWEF, ERSAPIIE, [BEX =V T 4% € (Security
Settings) |7« >~ KU (B (Administration) [>[ A T4 (%/stem) 1>[E%E (Settings) 1>
[HFal)T4EE (SecurltySettmgs) D TTLS1.0 A% LA TH, TLS 1.0 & VR —

FLERHA, [BEF=2U T 4 3%E (Security Settings) |V 4~ KU TTLS 1.0 BT 5 &
EAP 7’1t F /L DAIZBE L, ERS APLIZIFREHEE L £ A,

SN RESTful #— B 2 API 2 M ] L TEAEA AT T 5 72D DR R R EIR 2 = —F —I2HI 0 4 T
HZMENE Y FF, CiscolSE U U —RZ 2.6 LIFETIE, #MH RESTul % — B A D= —H — TN
Z—H = F 721N D Microsoft Active Directory 7 /L —FICFTBT 5 Z T £9, 4t
B —— M3 E 3 5 Active Directory 7 /L— 7 |X[ERS & #E4& (ERS Admin) ]7>, F 7213 [ERS
F 2L —% (ERS Operator) | D7 —TFDNTHNI~ v BT TH0ERHY 3,

* [ERS & PEFE (ERS Admin) ]: Z O =— — |35 RESTful #— B A API ZR & 1Bk, #t
HEY , BXOHIBRCTE £9, X TOHES RESTful — ¥ A2 API (GET. POST,
DELETE. PUT) ~D 7L T 7 A%MZTCWET,

* [ERS AL —% (ERS Operator) |: Z D2 —HF—|Z{XFAY FEHT 7 A (GET ZR
DH) B0 ET,

EXWEEY FTYT .
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B ssresTus—Ex7Tus5—2 3007055305 (28— 24 ROEMIE

\)

GE) Xy bbU—0EHEo—LEZRO 2=V —F, T RXTOANEBRESTul ' —EADAPLIZT 7 &
ATEET,

ERStE v a DT A KVEZA LT T MI60TT, ZOMMFICHEEOERINEE SN
BaE, Rz xY A MY 72274 —Y=Y (CSRF) b—27 U TRILE v a Ml
ENFET, By a BT A FVREBIZR > T AN 60 a2z 5L, Oy gy
TV FER, HLWCSRF b—7 UBMEH SN ET,

S RESTful —E A APLIX, T 7 4 /L F TIEEDIZ /> TWET, TNHEATT DRI
AL RESTful — B A APl 22— /L& T &, =T — & %515 LE 7, CiscoISE REST
APLFICBHI SN7=T7 7 U 71— 3 % CiscolSEIZT 7 ¥ A T& 5 X 9123 5121%, CiscoISE
REST APIHEREZ A 20IZ L £ 7, CiscoRESTAPIIZHTTPS AR— k9060 i L £3, ZDHR—
MIF 740 FTIEHEAL 5 TCWET, Cisco ISE & HEH—/3—T Cisco ISE RESTful API 28
INZTR S TR WGEE, 7747 N7 7Y r—3 =3 i35 A N REST API ZE3RICxf L CH—
NN HA LTI NET—5ZFLET,

ATY 71 CiscolSEOGUI T, [A==2— (Menuw) |72 (=) 27V >7 L, [BEE (Adminigtration) ]>[> R
T L (System) ]>[E’TE (Settings) ] >[ERSE&E (ERS Settings) ] DNEIZEIR L 7,

ATw T2 [HEAEY /EEZIALHIC ERS #F%ht. (ERS Enable ERS for Read/Write) | 47> arRE %27V v 7 L
T, 774~ VEH/— K (PAN) THHE RESTful —E A ZHEIZ L ET,

AT T3 BENICEI L ZY ) — KRB IGEE. [ZOMTRTO /) — FOFAE Y HIZ ERS Z A%t (Enable
ERS for Read for All Other Nodes) | &7 V v 27 L£7,

TRTDH A T OIS RESTul +— B RAERIZTT T A4~V ISE / — FOEAICRY AT, B Z Y
J— RidFAEY 77 v A (GET ER) IZHka LET,

AT v T4 [CSRFF =7 (CSRFCheck) |fHIEK CROA T aronFnnoLrT v a Ry u270 v 7 LET,

s [B¥ = VT 1 O5E{LIZ CSRF = v 7 Z{#H79% (Use CSRF Check for Enhanced Security) ]: Z DA

Fa VEENC LTESE . AN RESTul — B 227 5 A 7> MI GET Bk %52 L T Cisco ISE 7>
© CSRF h—7 % HfF L, Cisco ISE IZIEET D ERNIZED CSRF h—7 V2 EDHLENRH Y F
9, CiscoISE (X, #M#B RESTful 4 —Y A7 T4 7 2 "L EREZIE L2 E ZIZCSRF F—7 & fh
AELFEJ, CiscoISE (X, b—27 U BENRGAICOARBERZWUE L E3, ZDOA4 7T 3 0d, Cisco
ISE U U —223 XYF{OHE RESTful ' —E A7 74 7 > MaT@EA SN EE A,

[ERS K (Z%f L C CSRF %5129 % (Disable CSRF for ERS Request) |: Z DA 7 a » EHTT
% &, CSREMGEIZETENEH A, ZDOA T T 3 1%, CiscolSE2.3 LV DS REST ul #— £ A
54T MIERTEET,

ATY TS5 [R1E (Save) 1227V v LET,

. BEAMEEY FTYT |
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SERRESTIul Y —EX 77U —23> FATSIVT AV —T A RONEAD 79 EXADFEHE .

TRTORESTHMENEAR SN, u 7RV RAT h a SN E T, M RESTful —E X
APLIZIZT Ny 7 uaX o7 73V Rb0ET, OB T IV IE, CiscolSEGUI DT /N 7
074 RUDNLENNT DI ENTEET,
Cisco ISE T4l RESTful r— B A& Mh2 35 &, AR— b 9060 LAV /= F F I/ 93,
AR— MEAOBEIXHFTINNEE A,
EENEY D

SR RESTRul —E A Y 7 b= TEIEF v b (42 —)

SNERRESTRUl —EXR 7T H5r—2 3o A5 54048—Tx
A ZADHNERAD 7O 2 XDEMIE

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ATy 71

ATvT8

AFvT9
ATv 710

CiscoISED GUI T, [A==— (Menuw) |71 2> (=) 27V v7 L., [EE (Administration) |>[ID
&1 (ldentity Management) ]>[#+&8 ID Y —RX (External Identity Sources) | > [Active Directory] %%
RLFET,

A — Y —23FTE 3 5 Active Directory 7 /L — 7% ID Y —A L L TBIMLET,
[Cisco|ISEEHHE A K] @ [Ty FOREHME] OFED A ID Y — A & L TO Active Directory |
DHAEZRLTLLEI N,
Active Directory 7> b 2 —H— 7L —7" 4B L £ 7,
[Ciscol EE#HE A A R @ 71y ORI OFED T2—F—0iE) OHEZRL TSN,

CiscoISED GUI T, [A==z2— Memu) |74z (=) 27V v7 L. [EE (Administration) ]1>[&
HET7Y X (Admin Access) | > [ER2EE (Authentication) 1> [BEEA X (Authentication Method) | % i3

WLET,

[ID ¥ —A (Identity Source) | K& v 7% 75 [AD : <B AR A > h4> (AD:<Join Point Name>) | %

BIRLET,

[/NA T — K~_X—2Z (Password Based) | £721%[7 7 A 7+ hFEAE~—AZ (Client Certificate Based) ] @

WP ORFEERIET DA T a v Ry w27 v 7 LGERLET,

[BEH (Administration) ]>[>X T L (System) |>[EEET Y X (Admin Access) | > [EEHE
(Adminigtrators) | > [E#&Y )L—7 (Admin Groups) | Z&IR L £,

B NV—T7DY A NG [ERSEEEHE (ERSAdmin) |7 /V—7"F 721X [ERS AL —% (ERSOperator) ]
7 Uy 7 LET,

B (Add) 1227 Vw7 LTHRIN—T A R"—a——L LTEHE I NL—TITEM LT,

[Rfr (Save) 127V v 7 LET,

Cisco ISE & HE# X, = — —2344 RESTful " — & 2 APl Zfli [l L CHE{EZ EITT 572D
FERR 7o MEIR 2 o — W —ZHI D B THMENH Y £3°, CiscoISE U U —R 2.6 LIFETIE, S5
RESTful %— & A D=2 —H— (I —V—7, F 72135 D Active Directory ([ZATET 5 2 &
NTEET, I —F —23H1E T 5 Active Directory 7 /L— 7|3 [ERS & ## (ERS Admin) ]

EXWEEY FTYT .



BAMLEEY b7 YT |
B ssrestuy—czy ooz FEESY -

M, FTIE[ERS AXL—% (ERS Operator) | D7 /L—T DWW~ v B2 7T 5 MEN
b FET,

« [ERS #E (ERS Admin) ]: Z ®O=—H —[IHMi RESTful — B A APl ZR A VB, #t
ALY . BEOHIERTE ¥, T3 TOH RESTful #+— B2 API (GET. POST,
DELETE, PUT) ~D 7 LT 7 & Z%Hx2 TWET,

« [ERS AL —% (ERS Operator) ]: ZDx—H—(ZIFFHALRY HHT 7+ A (GET Bk
DRH) DY ET,

Y

GE) Xy M= EHEn— L EF O —F =, T XRTONEBRESTRlI YV —EZADAPIIZT 7 &
ATEET,

5V E8 RESThul Y —E XY 7 bz 7HE XY F

MEAOY =V EVERT DI, M RESTful — 1t A (ERS) Y 7 b v = 7RI¥F v b
(SDK) ~—%A#ifl T& £9, URL https:/<ISE-ADMIN-NODE>:9060/ers/sdk C. %} RESTful
P —EZXSDKIZT 7 EATEET, [ERSEEE (ERSAdmin) | Or— L Z O 2 —HF—D
Jx73, AN RESTful — B A SDKIZT 7B A TXF9,

SDK IE, DAy R —3y h TSN THET,
eI ATV T 7 LU AAPIV=a T )L
« TRTOFHATREZ: AP BHEDEARR Y A K
X yraE— RARERAF—~ T 7 AV
« X u— RafiEle Java DY T T TN r— g v
« cCURL A7 U 7" MR OB
s Python A2 27 U 7 MR OfE A HI

« Chrome POSTMAN O [ 5%

~ — O -
DARATLEZERY D=0 34 L 708 Fa)LY—/N\—
Y g A — B ==
XTENDIRTE
CiscoISE TiX, NTP —N"—% 3 BECTHETH I ENTEET, BRI ZHERFL, B
RBHHA LY — 2 D THRZ 2RI 2720 NTP —_"—%EH LEF, F7=. CiscoISE

DREREFE D NTP = =D Bz T DBEN DD E I DERE LD, ZD7DHIT ]
DEITEROTIEF—2 ANTHZ L b TEET,

. BEAMEEY FTYT |
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ATy

ATy T2

ATvT3

ATy T4

ATy TH

YRFLBAE Ry k7= 84 L T0ran—n—gEnEE [

T D Cisco ISE / — RaABEM{ K (UTC) OF A LY —NIHRETHZ EAHERLET

(B2 CiscoISE / — RB MBI ENTA LV A F— A ENTWAES) . ZOFETIE, B
BNOSESER ) — oD LR— e a7 OE A LRAZ U TIRNHICEBENS LI LE
—g—o

Cisco ISE I, NTP %— _"—0D AR F —F8REA YR — F L TWET, NTP N— 3 > 4 [TxHFR
—B S LA LET, 72, AT RS LIS <H LV Autokey X 2 U 7 4 ET L
bieft LE S, KAFF—ES L, IHF—HS LV b LZETHD LRI TVWET, Z
I, X2 V7 4 BNE— "=l X o TEKR S, A SNRNWT T A X— MEIZESNT
WD TT, Autokey BX = U T 4 ET/VTIE, T3 TOF—FIAE L OVE BIRERE 21X AR
EOHNEENTNDD, F—0ff L IRENRKIBICHF LI ET,

a7 4Fab— g F— RTCiscoISE @ CLI 7>& NTP #—/3N—{Z Autokey ZF = U 7 ¢
EFNERECEET, KGR (IFF) S ATF AIEBASEHAENTVWAT AT ATH
L7, TOVATAEFEATHZ EERELEL E T,

1heb BRI
R SR LS AT NE B OB EE 0 — A RNE ) ST LT WA LERD D T,
BENICTIA~Y L ZY OO CiscolSE / — R HHHA1T. &/ — RO —H%—

A H =T xR AL, VAT LG L Network Time Protocol (NTP) H— 3— D%
EEITOIMLERDH Y 7,

CiscoISEO GUI T[A==2— (Menu) |71 2¥ (=) 7V >yZ7 L, [EE (Administration) |>[Y AT

L (System) ]>[ER7E (Settings) | > [P AT LEZ (System Time) | #=IRL 9,

[NTP % — 3—@D5%E (NTP Server Configuration) ] fHIk T, NTP — X—D—FDIP 7 KL A (IPv4 £7=-

I IPv6 723522 ERM KA A 4 (FQDN) ) # A/ LET,

(7i‘7°‘/a V) R R —ZEH L TONTP P — =% 35T 255612, fEE LIch— =D W hnnidi

T LDFREE M E L LTV DA, [NTPREGESF— (NTP AuthenticationKeys) 1% 7% 27 U v 7 L,

1ouL®M£# FRRELET, ROFIEZFITLET,

a) [EM (Add) 1%27 Uy 7 LET,

b) [F—ID (KeyID) 17 4 —/b K& [F—f (KeyValue) |7 ¢ —/L NIZHLERfEE A LET, [HMAC]
Ry 7B )2 G, LBy Y aty—URFEa— K (HMAC) EZEIRLET, [F—
ID (KeyID) 17 4 —/v KiX1~65535 DFfz VAR — kL, [¥F—fE (KeyValue) 17 1 —/V RiZf K
15 L FEOEKF Y R—FLET,

) [OK]%27VUvZ7 LET,

d) [NTP #— 3—®DFE (NTP Server Configuration) ] % 7IZR Y £,

(A7 vay) KNEAF—FRFELHEH L TNTP —/N—%F8FET £ 121L, CLI 25 Cisco ISE {2 Autokey
X2 VT AT NERELET, CiscolSE DY U —R|{ZH2W\WTE, [Cisco Identity Services Engine CLI U
T7 LA Ontpsarver a2 K& orypto 2w RESR LT 7ZE0,

[RFF (Save) 1227V v 7 LET,

EXWEEY FTYT .


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html

B x7rosmsozs

\)

BEAmnty b7y 7 |

6=

3OLLEDNTP H— =% T2 L = "= | DICEENRE LT, £72iE2 209 —
N=REH L2 WEGETH, *y MY —7 2K TOIEMRRFZ ORI 2 RFE L £ 7,
https://insights.sei.cmu.edu/blog/best-practices-for-ntp-services 2 L T 720,

VATLOBETREOERE

—ERIET DL, BHA—IANLDIA LY —  OFFEFTEE A, FA LY —VBELE

BHEFAIZ1E, CiscoISECLI TRDa~vw> REAHLET,

clock timezone # A ALY —

clock timezone ==~ > ROFEMIZ DU TIE,  [Cisco Identity Services Engine CLI U 7 7 L > A #
A R] Z#ZRLTIZIN,

\)

6=

CiscoISE IZ, # A LY — 4 & I DOEWEIAZ Portable Operating System Interface (POSIX) A
AANDREEHEHALET, TOD, 7V =y POWIIHLY =377 Ri5aRbL, 7
=y VORIZHDLY — I~ T ARG ERbLET, & 2E TZ=Ete/GMTH4'37 ) = v
UEEHERE (UT) O 4 REREIVCHR LE T,

BN % R—

A A= IZCiscoISET T A T LV ATHA LS = BERTHE, TOFED /) —FK
TCiscoISEV—EANRHFEILET, AT TRV RUNTIOLIBREFTR2ITH 2
CERHELELE9, 72, B Clsco ISE BNDTRTH )/ — KRRFEI X A LY — U ITRRE S
NTWNDZENEETT, #HEOD Cisco ISE / — RER 5 MBI RGATOX A4 LY — 12 dHh
H8%E1E. TXTPDCiscolISE / — RTUTC R ED T v — NV H A LY — v T 5058
N FET,

g B0 SMTP H—/N\—DEFE

WOBHTET A —/VIRMEEEFETEDH L HIZ, CiscoISE @ SMTP H—"—%FELF7,

o T 7 — LIy,

c ARV =N T AT LT YRR =R ) vy NFRIEICETAE S A —ViE

HWa T A MOKET 56,

c FAMPEHEEZEEICERGE LB TR I A7 VLT iy VR HEIMICZ TR AHE &

FARNT I SHBRYARBEIIICRDFHCT A MIROLNDT 7 v a v,

. BEAMEEY FTYT |
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BRESK— LT 5100 SMTP4——n%E [

T T —LABHOZEFRL, [BETA—NMIVAT AT 7 —2%5T (Include system alarms in
emails) |4 7> = /75\7@;)1 IO TWANEEHEFE 22—V —TF, 77— LlBHMELET D%
fEFEDELA—N T KL AL, ise@<hostname> & L T/N— K a2— FITWET,

WDOFRIZ, BF A —/VEEET 55 Cisco ISE Bi

K5 BFA—INEHEIET S CiscolSE/ — F

FENO /) — &R LET,

BFA—ILDEM BFA—IIWEEETSH/—F

HFARNT 7' ADEWIR TIA<IRY —EHEH ) —F (PAN)

VAN MnTE=HF—Y T RBIRN T TNy 2a—T 4
> 7 ) —F (MnT)

AR —@E & A N B

FARR—=E )N AR A —R—ZAnED | R —H—EZE—F (PSN)

IXNAT — ROAHIFR 774~V PAN

Simple Mail Transfer Protocol (SMTP) H#—/3—%§

T510F, [A==— (Menu) [ 7A 2

(=) 227V vz L, [E¥ (Administration) ]>[“/ZT.L\ (System) ] > [E&E (Settings) 1>

[SMTP H#—/8— (SMTP Server) | DJEIZEIR L £,

DT 4 — REHRTELET,

« [SMTP #—/S—DF&E (SMTP Server Settings) | fHIL T, WO FNEEFIT L E£7,
* [SMTP #—,3— (SMTP Server) |: 77 b3 2 R SMTP #—/N—DRA My & AT

LET,

* [SMTPR— K (SMTP Port) ]: SMTP iR— h&EE&2 AN LE T, SMTP H— —(T8
e 212X, ZOR—=IPHAPNTWOIRERSH Y £,

o« B X A 57 7 b (Connection Timeout) | :

Cisco ISE 238 L\t & BAtR 9 D HIIC

SMTP H—/ "=~ 2 i 2 R 2 AN LET, A L7 7 MEZHEAL

TRELET,

. ‘125? 2 772 SMTP Hr—/3— L I@ET 2 121%, W75 {kiX & (Encryption Settings) ] C[TLS/SSL
E 5 b2 s (UseTLS/SSLEncryption) 14 A LET, ¥X2T7 Y7y LA ¥ (SSL)
%ﬁmﬁé BlE. SMTP ¥ — 3= b— FEEHE £ Cisco ISE DFHH T X LAEHEFIZIE

mLET,

o [#8FEF%E (Authentication Settings) ] fEIK T,

[SAT— & .ﬁ%@fﬁ?‘é (Use Password

Authentication) | F = > 7Ry 7 A% 412 LT, SSL OO D IZFRFEIC 2 —H—4 &%

AU —RafHALES,

EXWEEY FTYT .
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. AVES9T4TALT

AR SDT4INILT

AEBETIT 4 T~NNVTHERTDHE, MBI AT ZRTTHEDDOE L NEAT v TS
AT T DA X ARSI, 22— —1LCiscoISE TRIRMIEET A Z N T4,

ZOEEEILT 7 4V R TA R —T NI o TWET, ZORREZ BT HI2IE, [A=a—

(Menu) |74 =2y (=) 7Y vy 7 L, [E¥ (Administration) ]>[YX T L (System) ]>
[FRE (Settings) [>[1 28259 T4 TA~NIILT (InteractiveHelp) | Z#&IRL, [F X T 7T «
T~VT DAL (Enable Interactive Help) | T = > 7Ry 7 A& F 712 LET,

[~ (Show) AR >%&27 U7 LT, [A¥TF7 7 47~V (InteractiveHelp) ] A == —
HFRRNLET,

Google Chrome ¥ —72 L b7 ¢ > R /35 Cisco ISE FHE R —Z T 7B 2T 5856,
(% F 27 47~V (Interactive Help) | Z# &K/ L TT 7 AT 5L, — K —F ¢
® Cookie BN T HMEENH Y £9,  [Third-party cookie controls in Incognito mode] % ZxH#
LTLZENY,

CXaATHOVIBBRIFAT U M A DX LDOEHIE

ATy T

ATy T2

Y X aThay VRS AT A B = AL, CiscoISE @O CLI T/— by =)L ~DT 7
T2 E—EHMICHhE > TIRELET, By a v 2% T35, EREMUAES. V— b
TR AL FT,

X aTheay ZEEEEIX. FERF—2 Y — AR L CEEINET, FEN—2 v
. BEE VA IDOM N LOMBEDRIEIMF LN, TOR, FHETE D HETY A2l
ShDERET 7 B A B LRI 5T A0 O — SN TS EHERF TR T,

Cisco ISE CLI T/b— b ¥ = VA FNZT HIZIE, RO FIEEFEITLET,

Cisco ISE CLI G, permit rootaccess & AJJ L %7,

ise/admin$# permit rootaccess

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

F a1 EBERLT, AE N FX Lo PaARLET,

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access

3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt ittt ittt ettt

Challenge String (Please copy everything between the asterisk lines exclusively):

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

€19 ¢ 002 9

EPCPERRIARA Ty i t AP OIi AXEC Ben AT n Jy A0Y PEARA T AGAPN T OV OV QRN T O A T N AN TR AR ORI OZS 0z YT THLZDL MM A=

. BEAMEEY FTYT


https://blog.google/products/chrome/more-intuitive-privacy-and-security-controls-chrome/
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enmsnzges—rovr—t [

R R R R I I I E b I I b I b b b b b b b b b dh h b b b b h b b b b b b b b b b b b b b b b b dh b b b b b b b E b b b b b b b b b b b b b b b b b b b b b b b b b b b b 3
Starting background timer of 15mins

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access

3. Show History

4. Exit

Enter CLI Option:

FEr—270F v L V% CiscoT V=NV TV AE LA B Z— (TAC) IZEELET,
Cisco TAC 1T, EEESNARBEFN—2 o F ¥ Lo PR FHLTRE F—7 VInZ R AR LE T,
AT a s 2&BERLTHDL, CiscoTACIC K VR INTZFE N —27 VB2 ATTLET,

Enter CLI Option:
2
Please input the response when you are ready .

Response Signature Verified successfully !
Granting shell access
sh-4.2# 1s

\)

CE)  ISEDBLOBGRENRNT D L. FebeT 7 B AT £,

RDERY
VELET— RERTTHICE, exit a~ 2 REFE(TLET,

sh-4.2# exit

exit
Root shell exited

F S ar3FEBIRLTC, V— T 782ty arDEBEEERLET,

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

3

R IR IRk k2 bk b b b b b b b b b b b b b b b b b b bk b b b g i

SN No : 1

R IR IRk k2 bk b b b b b b b b b b b b b b b b b b bk b b b g i

Challenge

generated at 2019 06-12 15:40:01.000

KKK KKK KA KA AR KA KA KA AR KA A KA AR KA AR KRR KRR AR KA KN XN KKK

SN No : 2

R IR IRk k2 bk b b b b b b b b b b b b b b b b b b bk b b b g i

EFIEHRLIBIZEE— FDYR—

Cisco ISE B I [FH #ALFAENE (FIPS) 140 “©— K TlE. FIPS 140 & — N{iZ%} L < Cisco FIPS A7
Vxl FEY a2 — VOREBALTEY 22— L2 ME L L E9, CiscolSE TlE. #AIAZD FIPS 140

EXWEEY FTYT .


https://mycase.cloudapps.cisco.com/case

BAMLEEY b7 YT |
B enesemEes— rovr—r

DORGEG ARG ST Y 2 — AR SN TOET, FIPS YELIDROFMIC STk, [FIPS
Compliance Letter] ZZM L T 72 &0y,

FIPS E— RZHFMIT DL, CiscolSEEFHE A X —T =2 AD T 4> RUDEEED ) —
R& OEMNZ FIPS F— K 7 A a v NERENET,

Cisco ISE T, FIPS 140 fZ#CH AR — hSsieWnrm b 2L E 72 ZREEOME H 23 i S
Ll L TR T e b a b EIFREAEOARTE & HICEENRFIRSI L, FIPSE— KX
B0 ¥ A, LT FIPSICHERL=7 0 ha Oz ER L, FIPS E— REFGNTD
ATLZ FIPS IZFEMEHLOGERIE 223 L T 2 &0,

Cisco ISE (24 A b —/L EN TV DHREHE THEH ST DB 5{E 708 FIPS THR— b &
NTWRWEEIZIE, FEAELZHERTTOLERH Y £,

FIPS E— FEZ AT D & IROENEELZITET,
+ SSL %41 L 7= Lightweight Directory Access Protocol (LDAP)
CiscoISE Tl&, FIPS 140 #EHl A 02T 5 FBt & LT, RADIUS OILFRE & F—& BEAEH]

S FET, FIPS T— RWNHIMNT/2 D &, FIPS FEHEILT VI U XA BT 5T X COMAEIX
LA L £,

FIPS € — RE=HMIT 2545 -

+ EAP-TLS. PEAP. I X OVEAP-FAST T9-XT® FIPS FEHEHLLT 5 A A — R IXERhIZ /20 F
ﬁ‘o

* SSH T3 T D FIPS FEHEPLRE B A A — MIIENIT /2 F7,

SERAEE LR 2 —(2T, FIPSYEHL Ny S a2 LEEALT LT XADLEME AT ALERH
D \iﬁ—o

* RSA FAE X —I121, 2048 B A EZIRETHDLENRH Y £77,
+ ECDSA fAE - —1T1d, 224 B> MU EZFRTETHMLENDH Y £97,
¢ ECDSA H— —FFBHEL TLS 1.2 DA THERE L £ 97,

«DHE 5513, X TCDISETLS 7 7 A4 7> F®D DH /8T A—4 732048 £ hLL EDFE
WCHERE L £,

* 3DES W5 51%, P—s3—& L THERET 2 Cisco ISE I TE £H A,
« SHA-1 [ ZREAE DO BRI CE 8 A,

*SHA-1 1327 747~ FEHETHEATE T H A,

« EAP-FAST O[E4 PAC Y0¥ a =2 747 a VT EY T,

e @ —71/L SSH #—/N—|L FIPS & — R CEMEL £ 7,

« RADIUS (FIRD 7' h a/vZzHR— K L TWER A,
* EAP-MDS5
* PAP
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Cisco ISE To@stEHuEEeE— roant [

*« CHAP
* MS-CHAPv1
* MS-CHAPv2
* LEAP

FIPS E— R&HHZT 5 L. BEANOTXTO/ — KPR HEINICFFRE S E T, Cisco ISE
e —U s EZFETLET, BRI, BRI T4~V PAN ZEES L, 0%
TEAHY ) —RE1OTOFEBLET, 207D, RELZEETIHANCA VXA Lk
FET S L EBEIO LET,

Je

EXb FEXR=ABTT oA EATOSGAIE. BITRE T LTOL FIPS E— REAMNCTLHZ L
EHELEL £,

Cisco ISE TO:EMFHUIBZEE— FOAMIE

Cisco ISE C FIPS € — R&FH LT 521X, ROFNEIZHENE T,

ATYF1 CiscolSEGUI T, [A==2— (Menu) | 7142 (=) #7 Vv L, [BE¥ (Administration) [>[ R T
Ly (System) ]>[E&R7E (Settings) ]> [FIPSE— K (FIPSMode] DJEIZEIR L £,

AT w72 [FIPSE— K (FIPSMode) | K7 X7 U A M5 [H%) (Enabled) | 23R L £,
RATY T3 [RF Save) 127 Vw7 LT, v~ raHE#HLET,

RDERY
FIPS ©— RZHNC L7= 5. KD FIPS 140 HEHUEREZ AN L CRkE L £,

« HOBAGEAEDO AR (77 X—V)

« AEFE B EROMER &ERFER~DOE (101 ~—2) |

c Xy NT—7 FTAL ZAEROREICTHEHINTND LBV, RADIUSFEIEZ R E L £
T 2 AT — A M L CRBE T 2 Y > F ORI AICT 5 2 LS TEET, 7
AIDT=OIZIIBT 7 B A — FHEREA T2 Z &1, BEBIZILFIPS 140 DE/ETIXH D £

I, X aT T 7 2AOFEL L TEILMLENTEY ., EE OB TFIPS 140 #EHL 2 583
DO S TWET,
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B z=z1879 w2 0— FREAO Cisco ISE DETE

EEEHXEBET I ERAD— FZEEEAD Cisco ISE DE&E

1R BRI
* CiscoISE D R A A > x—2 #—,3— (DNS) 7% Active Directory [Zf%E SV TWNDH Z & &
B L EJ,

s Active Directory D2 —H'— L 2 —H'— J)L—7F 2 o R_— o R BEHEGEHED LI
ERINTVWDHZ L E2MRLET,

Cisco ISE IZ X 2B HHEDRBIEL A%, 7T U FNORMESN BT 78 A — F—2
DY FTAT v FEAFICESNWTTEL LT LET, it KERELET,

« SMBID Y — A (IROFITIX Active Directory)

« BHEFEDFTET 5 Active Directory D —H— 7 /L—7

« 2—HF—0D ID ZFEHEDO T TRHOT 571k

« Active Directory =.—%— 27 /L —7")2% Cisco ISE RBAC FE[R~D~ v &' 7

« T4 T v MEREICEAT LRI (B AEE

« 7 TAT v FREHEN CAIC L o TR SE NN E D &l 5 5k

CiscoISE\Zu 7 A 256, Z7VT Yy VERET A7 @7 78 A — K& A
TExEJ,

RT w71 CiscoISE @ Active Directory ID ¥ — A % %7 L, Active Directory |23 X T® Cisco ISE / — RZ& B L %
—g‘o
ATYT2 A RTA NN CGRERERIET R 7 7 A VEFRELET,

[V > 714 X509 J@PE (Principal Name X.509 Attribute) ]~ 4 —/b K ClX, GEBAENCTEHEE 2 — P —
BB ESNTODEEZRIR L, BT 7 A — KOEAIL, I— N EOBAGEHENEE I
Active Directory TO 2 —H —DRFRIZHEH I E T, 7 Uik, ZOREO VTV FoR
B4 (Subject Alternative Name) [9E5EIF#R (AT, _UDT[L%Efﬁ?E@[/”;'J@%ﬁﬁ (OtherName) |7 4 —
AR IZHVET, LENR-T, 22T, BELLT T Y= MBS - BI04 T (Subject Alternative
Name - Other Name) ] Z&&R L £7°,

Z—H—® Active Directory L 21— R|Z2—HF —DFEAZEPEM I N TV DEAIL, 77U Nb%E L
AIEBAE %A Active Directory DFIERAE: & i~ 5121%, [REFIZEED A F U thik  (Binary Certificate Comparison) ]
F xRy A%EF AT LT, LARNZHRE L7- Active Directory A > AKX U A4 2 &R L £ 97,

ATY T3 RAT— RR—2DOEHFFRIEIC Active Directory & A2 L ¥ 97, Cisco ISE |28t LiE A S L7z Active
Directory A o A X 1 A4, % 3R Li?‘o

GE) ZOMOBRENZETTHETIE, NAT—RFRR—Z2A0FGEEEHLET, ZOFIEORKEZIZ,
XA T H T TAT v MIEHER—RIZEFETEET,
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ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

EEELBT £ R H— FRIEAO CiscoSERE

SEVE L 7V — 7 & AERL LT Active Directory 7 /b — 72~ v ¥ 7 L E£$, CiscoISE ® GUI T, [7‘
Za2— (Menu) | 742> (=) 27V 7L, [EE (Adminigration) ]>[ X T L (System) 1> [&
FHT7 YR (Admin Access) | > [EE#E (Administrators) | >[EE#&E 4 )L—F (Admin Groups) ]O)IIE
BRLET, AT DEHE S L—T 2B L ET,

SEE B 7V — 71 RBAC HEMR AV Y THEHERIER Y o — 2% ELET,

FE SR N U — 7 EEE 7 V—7 2B L T Active Directory Z /L — v v BT L, v b
U— 7 EHEMR AR OEHERAR ) — (A=a—T 7 BRBIOT =47 71 R) ZRE
LT, Active Dlrectory IN—TB7e &b 1 NDa2—W—%ElT 5 Z & Zm<HERLET,
=R /i L [Z AT v FREBENR—ADFEGE (Client Certificate-Based Authentication) ]
DA D & ’J 736 < EH 1 ANDIREBE PN A— —FHEHEREZFFOZ L PRIES N E T,
TR TERWE | Cisco ISE B BEFE MWE LA — X )L O BEIE/RBERED OO H S D IRBLIT 722 5 W]
REMERH Y 7,

FORERIRER] E % Cisco ISE DfFHH T X HiElEA M 724 VA — 95121, [EE (Administration) >
[ RT L (System) | >[FEBAE (Certificates) |>[fEBE R k7 (CertificateStore) |>[{E3ETE HiHAE
(Trusted Certificates) | DNEIZER L E 77,

CISCOISE 2)‘7 ?47:/ ]\ufl:ﬁﬂié’x 77\2}%5 i %@7 7/1)77./ }‘niEEﬂiO)'ftlﬁﬁ%i“—/ljﬂ@mqu)zan
B Cisco ISE FEFAEA R 7 OHIZH B Z ENGM L7220 £9°, Cisco ISE REBIE R b 712135 B 722 385
JHREHEEZ A VR — T AMENH Y £,

a) [ >A—"F mport) 127 Vw7 L, [REAET 7 A /L (Certificate File) | fEIK T [V 7 A /L DIER
(Choose File) %27 U v 7 LET,
b) [Z7 T4 7 FilREZ{54EH (Trust for client authentication) | & [Syslog (syslog) | = v 7R v 7 A&
YIZLET,
c) [EfE (Submit) 227U v LET,

CiscoISE I%, FFHAZEZ A AR — M LEZBREENOTRTO /) — FE2HE#RTLIZ 2R LET, T
TOAELZA VAR— T HFE T, BEEBIZEOEAZZENTEET, 2720, T XCOFAEL A
VAR— ML= 6. RICHETPHTIC Cisco ISE # HEEN T2 LENH Y £17,

N AT — X AR D T2 OFBFEFAEHEARE L £,

a) [EH (Administration) ]>[> X T4 (System) 1> [5EBAZE (Certificates) | >[OSCP US4 7> b7
O 774 )L (OSCP Client Profile) ] DJEIZIEIN L F 7,

b) [EM (Add) 1227V w2 LET,

©) XIET DT 4 —/ FIZOSCP $r——D4f1, #H ([EE) . y——DURL AN LET,

d) [E#¥ (Adminigtration) ]>[> X T L (System) ]>[FEBAZE (Certificates) |>[REFAE R +7 (Certificate
Store) ] DNEIZER L E 9,

e) 7747 v FEEIZES TE HRGERGEHEDZNZENICHONWT, ZORBIERDRNAT —H A
Frv BT HERRELET, VR M ORIEREAEZER L CHE Bdit) 12270 v7 L%
“ﬂ[%%(%M]N~9T\m$PiK IFREIERAI Y A & (CRL) MERE. & 2 WEZE O )7 2541
LE7, OCSP %R L7=HE 1, WRERICHEM T2 OCSP r— A2 @I L £9°, CRL Zi&R L 7=

éﬁ\cmnmmmmmumL@&am%§~7x 2EEELET,

I 7AT 2 FiEHER—AOFFEE AN L £, [BE (Administration) [>[X T L (System) 1>[E
HET7 X (Admin Access) | >[23E (Authentication) ] DJEIZER L £,

EXWEEY FTYT .
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B yr—renzsEroexn—rme

[#RES 2 (Authentication Method) |14 7 C, [7 7 A 7 > hiEH]#E~X— 2 (Client Certificate Based) |4
7 a /‘J‘& CEFEIRLET,

[FERAEFRGEY v 7 7 A /L (Certificate Authentication Profile) ] Ku v 7# o U X hvb | LLRNZERE
L7cREAERRRE Y 0 7 7 A VB IR L £ 77,

[ID Y —A (Identity Source) ] 7> Active Directory /f > A X A% &% L 77,

[*17 (Save) 127V v 7 LET,

ZIT, NRT—=RR=RADWIENDH T T4 T v FEAESR—ZAORFRCEI Y B2 £7, REFHD
FEIEGERE T R 7 7 A M XD | EEEIC R DN EORIEFEAIRE L E3, HHEEITIEID Y —
AEFEH LTSN ET, ZOHBITIE, Active Directory T,

Active Directory COEHHE OMRRITIX, AEAERIET R 7 7 A ANEDO T Y V4 BHENER &
ET,

YR— b EShEZHBT IR h— FEE

Cisco ISE T &

CiscoISE |%, il 7T 7 B A b — RFGET A A& L CH & 2 3GET 2 K EBUF 2 —% —
YR—=FLET, @7 78 AT — FIFFFEOWEB Z#HNT 5 —HD X509 27 747 b
AFAEZEDEST v TOBMETT, @7 7 A — RICkBET7 7 v RI2iE, I— RZ&df
ALPINZANTHH— RY = —=PUETT, 71— KD OFEHED Windows DR #E A
S TIZEEE SNV E T, Windows DFEAER K7 id. CiscoISE 72 Do — /v 77 7 THELT
ENTWELT 7Y r— g CHARETT,

TR h— FDENME

Cisco ISEZRFEN 7 7 A4 T > FiEFHEZ N L TCORITOND L9z, BEHAR—F NV EZRETE
£, 2= —ID IRV = REBE LT L7 LT Uy b _X— ADORGEITFF I S E
Hhoe 72747 MEAES—ZAORFETIE, #7772 — FE2HALTPINZ AL LT
NH, 77 UFDT RL AT ¢ —/L RIZCisco ISEFHAR—X/LOURLEZANLET, 77U
PIZ K - TREBHEA Cisco ISE [ZHEE X4, CiscoISEIXn 7 A > & v a U AGEBHEDHNREIC
EOSWTHFEBLOHFAILET, 207 ARETT5E, [CiscolSEE=F—1 7Bk
WKhF7 7V 2—7F 17 (Cisco ISE Monitoring and Troubleshooting) ] 73— A~— UIZFRKR &
L, —P =L )7 RBAC HERRY 52 BV E T,

Diffie-Hellman 7 /L I3') A LZFEA L=+ 27 7% SSH

jF__

Rk

Diffie-Hellman-Group14-SHA1 Secure Shell (SSH) F—A#D A% FFr]4 5 X 912 Cisco ISE %
ETLET, CiscolSEOCLIaY 7 4 Fal—Yary E—RpbLROa~vy REANLE
D

service sshd key-exchange-algorithm diffie-hellman-group14-shal
RITHI 2R L ET,
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% 1 7 syslog 15 D 1= ® Cisco ISE DEXE .

ise/admin#conft

ise/admin (config) #servicesshd key-exchange-algorithm diffie-hellman-groupl14-shal

¥ 27 syslog EED =D Cisco ISE DELTE

1R BHEIIZ

CiscoISE / — R T, BLOYE=F—U 7/ — NIZX LT, TLSTREIN7-EF 27 syslog

DHEFEETHE DT CiscoISE R ET HITIE, ROFNEEZFEITLET,
« BN O XTD Cisco ISE / — RIZH G 7e h— S —GEE R E SN TWD 2 & &
L7, FIPS 140 [ZHEHLT 5 K H ICERET DI, FGEEF—OF —H 1 X3 2048 £
MARIZTBAHERDHD 9,

e T 74V Xy FU—T TV BRAEIERY —N, HHPHN =Yg DSSL Va bo
/l/%uq:j L/fcﬁl/\ E ffﬁﬁmu L/\i—g—o

JEBNDOTRTO /) — KR T T4~V PANIZEFRSNTWNDZ L xR LET, £/,

BV EH 120D/ — RIZ, BF% 27 syslog L —/N (TLS —3—) & LTOH)
EREDC /2> TNDE=F =Y U TV FREEND 2 E bR LE T,

s syslog THAR— b STV 5 RFCEEMERIK 28 L E 5, BEWVD/N— 3 > ? CiscoISE

Y Y —Z® [Cisco Identity Services Engine * v bV —727 2R —x o MO HMM] TA K
ESBLTLLESN,

ATYT1 BXaT syslog VE—buaX o 77 —Fy haELET,

ART9T2 BXaT syslog VE—huaX o 72 —7y MIEEMRERA RNV MERET 20X 70730 2/
LET,

AT w73 TCPsyslog 3L NUDP syslog = L7 ¥ Z Mo LET, TLS fRi# STz syslog 2 L7 X DA EEMILE
R

(G¥)  UDPsyslog % MnT / — RIZEUFT 5 72HIZ Cisco ISE A v &—Y v 7 — v 2D &2 A2
o856, CiscoISE U U —RZ 2.6 LAFED Y U — R (2%, TLS f&i# X 4172 UDP syslog 75>aii’bi@_

txa7syslog ) E—hFOXUT 24—y FDOEFE

CiscoISE VAT A m 7L, SEIEREMOLDIZ, v a7 XX o TIE S IURT S
NWET, BEF 27 RsyslogZ =7y FERET DL, E=F—V TV FREDTR-
TWACiscolSE /—FK&Zn /ol 72 L TEIRLET,

ATvF1  CiscolSEBHAN—Z L icu s A4 LET,

| EXWEEY FTYT .
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B y=—roxovs—ryrons

ATy T2

ATvT3
ATvTa
ATy TH

ATvT6
ATy 717

ATvT8

ATvT9

ATv 710

ATy N

ATvT12

ATy 713

ATy 714

CiscoISED GUI T, [A==— (Menu) | 742> (=) 27V vZ7 LT, [EE (Adminigration) |>
[ RTL (System) 1>[BF >4 (Logging) 1>[UE—F BX>S 2—4v + (RemoteLogging
Targets) | Z#IRL £ 7,

GBI (Add) 122V v 27 LET,

tX 27 syslog br—"—D4HIZAT LET,

[#—7%7 v XA (TargetType) | K2 v 77X U R Kb [£F =7 7¢ syslog (Secure Syslog) | % 13

RLET,

[AT—H& A (Status) | Ry F&Z ) A2 T [AZE (Enabled) ] Z3#R L £,

ERN®D CiscolSEE=4—V 27 ) —ROKRA N EIPT RV A% [RA NPT KL A (Host/IP

Address) 1 7 4 —/V RIZALET,

[R—F (Port) | 74—V RiZ, A—b+FEFELELTB514E2 AN LET, BF =7 syslog L > —\|L TCP

R—F 6514 %) v A LET,

[77 VU7 42— (FacilityCode) | a7 XZ 7 U R Mnpbsyslog 77> VT 4 a— REBRLE

T, 7 74V MEIL [LOCAL6] TI,

ST DREZAHNT DI, ROF =y 7By 7 AeA T LET,

a) [SDEA—Tv bDT7Z—L%EEHS (Include AlarmsFor ThisTarget) ]

b) [RFC 3164 [Z##9" % (Comply to RFC 3164) ]

o) [V—N—IDFz vV ZEMIT S (EnableServer Identity Check) ]

[P N—=F T DEHIIA vy —V% /Ny 7 795 (Buffer Messages When Server is Down) | F = v 7

Ry AeA N LET, ZOFT v arntroOfE, CiscolSE 1L, B =27 72 syslog L o — 313 %)

ERRERB AT V2K L, EF 2T 72 syslog L — "2 EHIANICHRE L, ¥ 27 syslog L3 —

NNEENT S Ea S EERE L ET,

a) [Ny 7 7% AKX (MB) (BufferSize MB)) ] 74—V NI\ 77 ¥ A4 X AN LET,

b) Cisco ISE 23 F = 772 syslog L v — " Z EMICHERR T 5 & 512, [HHEEHREHE ()  (Reconnect
Time (Sec)) | 7«4 —/b RIZHEREZ A L7 U MEZ A LET, A4 L7 0 METHEA TRE L
*7,

[CA FEBAE DR (Select CA Certificate) | Fr v 7'# 7 U X Mini| Cisco ISE 23 F = 772 syslog

Y= NIRRT DRNENDH D CAFEHEZBIRL £,

Y X 2T 7 syslog BRRET D & XD, [P N—FEBHEORGEE L (Ignore Server Certificate validation) ]

F v IRy I ANRE T TND I L ZERLET,

[iEE (Submit) |22V v 7 LET,

DE—FBOXT 25y FOERE

WOFRTIL, INBOGHT (syslog h—/3—) ZER L TRrRF U7 A v =V RET DD
HEHTH[VE—brX 7 Z—2 v b (Remote Logging Targets) |V 1 > KU D7 4 —/L KIZ
SOTHALET, Z0OY (> FcT 72T 51014, [BE (Adminigration) 1> [S AT
L (System) 1>[BX >4 (Logging) 1>[UE—FBX>S542—%w k (Remotel ogging
Targets) ] Z3IRL, EM (Add) 127V v 7 LET,
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R6:UE—FBOXUT 24— FORTE

yE—tnxyys—45y ot B

J4—ILE4A FREODHA FS14 Y
£/ (Name) B Lsyslog # —7 > FOARTEATILET,

A—4y b B4 T (Target Type)

Rry T X oo ) A ks, BET55—5y
NIATEBRUES, 774 /L MEX[UDP
Syslog] T¥7

£%BH (Description)

F LY —7y O ZREAEZ AT LET,

IP7 KLX (IPAddress)

0T ERNT Hme~ DIPT L AE T2
AR AR M E AT LET, CiscolSE 1X, v F
VIR IPVATER L TPV TER A A R— R L
R

R— b+ (Port)

S~ DR— FEEEATILET,

2732 T 4 a—F (Facility Code)

0 N 5 MBI B D syslog 7 7 v
V74 a—RaeRay XXy ) X b
RUFET, 274~ 3 1, Locald ~
Local7 T,

&AEKE (Maximum Length)

Ve—bhuarl ¥—"v b AvE—V0RKE
AT UET, AR7RMEIF 200 ~ 1024 /A K
<7,

H—N—EH VDN T7 Ayt—2
(Buffer Message When Server Down)

DT =y IRy I AL, (=T AT
(Target Type) | Re vy X7 U A RinD
[TCP Syslog] & 721 [Z ¥ = 7 72 syslog (Secure

Syslog) | ##iRT 5 LFK xS ET, TCP

syslog # —7%7" v b E 7213 % 2 7 72 syslog # —
Ty MBERTERNE X syslog A vE—
T CiscoISENR Ny 77 TELH L HITT DI
X, ZOF =y IRy I A A T LET,

Cisco ISE I&, #—7 v b ~O#EH 1A HH I
HEBZ—=Ty haD Ay E—TDFEELEHR
ITLET, Brimasns e, Ayk—v
RO ETNHONDIEICEHESLET, Ny
Ty SN A vE—=UiE WITHLWA v E—
VORNZHEESNE T, Ny 77 BnoiEn
bl WA vy —URERERINET,

EXWEEY FTYT .



BEAmnty b7y 7 |

B o527 ssi00 5—4y FoBEBETRGA R FERET SEHOOELY AT T OEMIE

J4—ILF% FRLEDHTA KSA4

Ny T7H4X (MB) (Buffer Size(MB)) |&%—4 v by 77 A ZeiRE LET,
F 7 )V FTlE, 100 MB IZF%E S E T,

Ny 77 Hh A XeBERTHERY T 7RI
TEIN, BFEDX =Ty by T YT
SINTEHEOTRTORA vE—URkbivE

T
BEGIALT7TO L () (Reconnect P R NE T LEBRAICTCP e X 2T
Timeout (Sec)) 72 syslog ZEHET 5 & CRAFT AWM 2 5% 0E

T ORI A HEATAD LET,

CA SEBAZ ;&R (Select CA Certificate) ZOFRuy ALY AN, =Ty b F
A 7" (Target Type) | K>y 7 XU A hh
O[3 = 7 72 syslog (Secure Syslog) ] % &R
THERRENET, Fry T F U R
WHT 747 MEHELZERIRLET,

HY—/N—IRAEBFUMEZESR (gnoreServer | ZDF = v 7Ry 7 A, [F—F v NEA TS
Certificate validation) (Target Type) ] Ra v 7 XU 2 Rk

[E % = 7 72 syslog (Secure Syslog) ] % i7"
LERFINET, = "—FEEOFIELE
HALL ., syslog — N—ZFFA[9 5 1Z1%, Cisco
ISEOZDF =y 7Ry 7 AueF A LET,

X a7 syslogZ—4y FMZEERRELGARNY M EEET H=6HpDO
Xog hAFIT)OERIE

ATy T

ATy T2

ATv73
ATvT4

ATy TH
ATvT6

Cisco ISEIZ X > TEF 27 syslog #—7 > MIEEEFARERA XV FRREFEINDLLIITTD
Wik, mX AT AV EHMLET,

CiscoISEFHAR—H /LT, [A=a2— Menw) |71 =2 (=) 227U >y 7L, [EE (Administration) ]>
[RTL (Sygem) [>[BFX >4 (Logging) >[AX>4 AT 31 (LoggingCategories) | ZiiN L E7,
[FHB I OEHDOER (Administrative and Operational Audit) |2 X2 77 TV ORIZHHA T > a v R
gz )y Lo I [HRE (Bdit) 12270 v 7 LET,

[2 ZEHKE L~V (LogSeverity Level) | K v 7 Z 7 U & R [#4 (WARN) | 23R L £9°,
[#—7%" > N (Targets) | =V 7T, LARINCAERA LB 2 T 72 syslog YV E— bhmrX o 74 —5y Na| [i#
RFEA (Selected) ] =V TITHE L ET,

[fR1F (Save) 1272 Vw7 LET,

KOUXTHT AV ZHNT H5EE. ZOF A7 EFBVBERITNES, ZAbouXr 773y
il b, T ANV R OEKRELLE LT [HEHR (INFO) | 28D, mMETETETA,
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nxvonrdvone ]

« [AAA A (AAA Audit) ]

RAFXYRBINI T4 Tk by a =T 0ERE (Posture and Client Provisioning Audit) ]

AX>JhT3Y)DERE

WRORTIEZ, aFX I 7Y ZRET HTZOIMEHFTRER 7 4 — /L RIZOWTH LET,
B OERKELNVEREL, aX s a7ralonsicaX /¥ —ry hERIRLET,
DO 4 RUIZT 7 AT 5, [BEE (Adminigtration) 1> [ X T4 (System) [>[R
X4 (Logging) 1>[AF¥>45HhT3Y (Logging Categories) | DIEIZZ UV v 7 LET,
FTRTHRX LT HTI)VOEOF T ari&Z w7 vy L, [wE Edit) (22707
Lifoﬁwﬁﬁﬁ\U%Vﬁﬁ?ﬁU@%$74VFWK%%éﬂ574%wﬁ:ow(ﬁ
HLET,

®7:0X25 ATITIVDERE

J4—IL K% EREDHARSAY
&#1 (Name) XS T I OAFEFRRLET,
AT DEKRELARIL (Log Severity Level) U XL ST DY Tt OMIET 7 4

JVETRHEINTEY, WMETETETAL, —
Hou X T 3Y TE, IROBEKRKE LR
NDOWNTN»E Ry 7Z T A R biE
RTEF7,

«[ER (FATAL) |: BAHEEL L, =
D LYLE, Cisco ISE #fFHTE 3, &4
BT 7 v arEEEBICETTAINE
NHDHZEEERLET,

«[=Z7— (ERROR) ]: ZDOF 7 a %
A IRRe E 721k 7 —REEA R L E T,

—

o [Z45 (WARN) 1: 2047 a3, i@
HORETITIO 2 PEKRLREEZRLE
o ZHUE, Bl OuX T TIAVIC
BESNDT 74NV FDOL~YL T,

r—|

}

I

ol

[ (INFO) ]: ZDLULIEHRA »
- ERLET,

[7 /3y 27 (DEBUG) ]: Z®L~bi,
DWANT A=V RLET,

EXWEEY FTYT .
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. TCPsyslog 3 L% 2 & UDPsyslog 2 L% 2 DESE

J4—ILF% FRLEDHTA KSA4

A—A)J)L BF¥ >4 (Local Logging) n—HhN/)—RTCZOhTIVDOuX A
R MEANITHICE, ZOF =y IRy
I AEFATLET,

A—45y k (Targets) O T, EADRAT A 2 /AL,
[ FTHE  (Available) ] fEISk & [FEINF A

(Selected) fEIRITH—7 v NEBEIL T,
QX T ATIVOE—Sy NERIRTEE
3, [fEAHE (Available) ]fEIZIZIZ, m—
IV CERTERE ) LN (2—F—ER)
DO G OFEOO X 72—y hvEER
TWET, [EIREA (Selected) ]FEIK (F)
13ZE) i, AT I VICEREINEY—T
FRFRRSINET,

TCPsyslog 2 L~ 2 & UDPsyslog 2 Lo 2 MERNE

Cisco ISE 2V ISE / — R T& % = 7 72 syslog DA% E{59 521X, TCP & UDP syslog =2 L7
ZEMH LT, EX 2T esyslog AL 7 XOREHINZT HHLERNH D £,

\)

()  UDPsyslog % MnT / — RIZEUET H 72T CiscoISE A v E— > 7 —E 2D HEZHHIC
L7234, CiscoISE U U —2 2.6 LIFED Y U —A(Z1%, TLS £ri# S #1172 UDP syslog 23 £ 41
£9, CiscoISE A v — 0 7 —E 2% L7z syslogk BB LT Z&EW

ATYF1 CiscolSEOGUI T, [A==2— (Menuw) |7 A2 (=) #2727 LT, [EE (Adminigtration) ]1>[Y
AT L (System) 1>[BF >4 (Logging) 1>[UE—FBFX2Y 4—4v  (RemoteLogging Targets) ]
PERLET,

RATw T2 TCP £721X UDPsyslog 2 L7 X DR{ICHH AT v a v RhZ w70 v 7 LET,

ATw T3 [#E (Bdit) 122V v 27 LET,

ATV T4 [AT—HF A (Status) | Ky 7 H 2 U M0 [#L{L (Disabled) ] Z3#R L £,
ATy 5 [fR1F (Save) 1227 Vw7 LET,

ATYT6 TXTHOTCP £7/21XZ UDPsyslog 2 L7 X BNEH /2B FE T, ZOT A& ELET,

. BEAMEEY FTYT |
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| &4ty b7y 7
TIAHILEDEF 1T syslogalL v 4 .

TIHILEDEX 1T syslogaL o4

Cisco ISE (21X, MnT / — FHODOT 74/ FDEF 2T syslog 2L 7 XR"HY £, T74/b
FCIE, INHDOT 74/ N BF 2T syslog 2L 7 Z|ZiFnX 7 73V id~wy B/
NEHA, 75NV E X227 syslog 2 L7 XOLFNIRO LY TT,

« 77 A4~V MnT /— F : SecureSyslogCollector

&% Y MnT /— K : SecureSyslogCollector2
[VE—FrX> 7% —% v kb (Remote Logging Targets) ] 7 1 > RUIZZ DR AR RTEE
7 (B (Administration) ]>[ X T L (System) | >[BF¥ >4 (Logging) 1>[YE—tDO

¥4 4—45v b (RemoteLogging Targets) % i#IN) , 7 7 4+ /L k@ syslog = L 7 X [ ZHIBR
TEERHA, £72. T 74 FDsyslog L7 XDRDT 4 —)L RIZTEHTE £ A,

« &71 (Name)

c A=y kB4 T (Target Type)

«IPIFRRA F7 FL R (IP/Host address)

« R— k (Port)
Cisco ISE DFHIA > A b —/LIFIZ, Default Self-signed Server Certificate & V> 5 & Al DFEN #
PEHCE ZAMER L7 IGEMSET, ~OMWEL, [2 547 MRIEE syslog FIIC
{483 % (Trust for Client authentication and Syslog) ] 0)ﬁﬁﬁji/£@iﬂ/\ Iv—r &, BE¥a

7 7zsyslog DA GIETRIACEX 2 L 212720 7, BHARET 256 X5 EL THr
T HEEITIE. E@ﬁ'ﬁ’énﬁ%i%ﬁ«*\*:Tsyslogﬁ’ T MZEID B CTHRXLENHY £,

Cisco ISE DT /77 L— REFIZ, A— b 6514TMnT / — RZHETEEFO ¥ 2 7 72 syslog
2=y NRbLGEE. ¥— /7/ b@%mta&ﬁﬂ%ﬁéﬂi*ﬁ Ty L—RRIE, Zh
5 Dsyslog ¥ —7 v ]‘%H’Uf&%@“é:kéi“@%iﬁ/\/o Fo. RDT 4 — IV RERETAHZ LD
TEEHE A,

« &A1 (Name)

c A=y kB4 T (Target Type)

«IPIFRRX R 7 FL X (IP/Host address)

« R— ~ (Port)
Ty T T L= RORRTIOL D 4=y hBMFELRVG S, BiliA A h—LOgE L
FAERIZT 740 D& F 27 Isyslog ¥ —7%7 v MIMERSIVET A, GEAED~ v B2 73T
PIEFEAL, ZIbDsyslogZ —7 > MIBEEFEHEFELHIV Y TLZ N TEET, DR

BlZbv oy BT In TR0 XxaT syslog#— > haeaX o 7 hraliivy e s
LE92EFTBHE, CiscolSEIZIROA vy E—THFRRLET,

| EXWEEY FTYT .
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B o5 505502

log target name DIEHEZFHEL T I\ (Please configure the certificate for

log target name)

h— A Y ~ — ~
7542 AT FRX

AL T U AR | BRI OS5, Cisco ISE / — R&EF7 7 A L TALTF v AfE
KETOET, /= REA U TAVIIRT & AV T F U ARRPIATON T N TOLENR
PAN / — RiZ X0 BEMICFEBI S E 3, ZEAEEBOICFE S 0ngGE1E,. PAN 24
LCFRECRIcx £,

AT F U AN 2B 2 55813, AT T U ADMRE T, — REBREREL., / —
KZREICHONBEMT 5 L&/ — REFEERLET,

WELRHE VTN TR WIEEICA VT F U RAE AT 2 — LA 2 ENHERINET,

\}

GE) 1L F=2— TSN TWD A vy =088 1,000,000 28 2 57>, F£720% CiscoISE / —
W ORI ZEZ TH T T4 N2l o TWAHHEEITIE, 7 — X OEROMENEL TVD
AREMER B D F T,

2. 794 <Y MnT /—RCTAUVTF U AEITHIGEE. A VT FUVAT I T4 T 4 &8
1T DRI, MnT J — ROEENR Y 77 v 7B L TR Z L 2HE L £,

~ > 10 ~ » N -, =JL =
TORRAODA OLTUOURILDETE
[ RARA v hr A U F%E (Endpoint Login Configuration) ] 7 ¢ > R Tid, Cisco ISE 2%
IIA T NMIu A TELE IR TA I LTV VERELET, TOU Ry
TRESNZu A 7 LTy v, RO Cisco ISE BERE T S E 7,
CiscoISE ® GUITC, [A==— (Memu) |7/ 2> (=) 27V v/ L, [EE
(Adminigtration) [>[3 R T L (System) 1>[E&E (Settings) |>[T Y KR4V RRO YT+
(Endpoint Scripts) 1> [E%XE (Settings) ] Z &R L £ 77,

RD B TINFIRENET,

s [Windows K A A > =—4— (Windows Domain User) ] : Cisco ISE 7% SSH#XH TZ Z 14 7
YRMIa A T EDIERTAMERS D AL 7 LT v VERELET, [+
(Plus) 174 2% w7 LT, SER¥D Windows 7 7' A &2 AN LET, RAA
T EZ, [FAA Y (Domain) ], [—H—4% (Username) . BL OV [/XAT—FK
(Password) 1 D% 7 4 —/b RICRLERMEEATI LET, RAL LI LT Uy X VERE
9% &, [Windows 2 — /L2 —H%— (Windows Local User) ] ¥ 7 T E SN izu—H /b
A=Y= 7 LT VB S ET,

. BEAMEEY FTYT |
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cisco ISE coiiEnEE |

* [Windows & — 71 /L. =—"— (Windows Local User) ] : Cisco ISE 2% SSHRH TV 71 7 >
MZT 7B AT DD T 20 —INT AT VERELET, ZOR—IATAY
KT, PowerShell & PowerShell # U E— h THEITTXHLENRH D £,

* [IMAC 7 —#/)Lz—H%— (MAC Local User) ] : Cisco ISE 23 SSHH TV 74 7> MZT
TR ATHEDIHERAT I e —INAT AV FERELET, 20— AT U2 b
C. PowerShell & PowerShell # U £— RN CEITTXHMENH Y £7, [=—VF—4

(Username) 17 4 —/V RIZ, a—AAThO o v OT v MaxE AT LET, MacOS
THY Y MM ERRT DI, WA TROa~ Y REFATLET,

whoami

Cisco ISE TOiIEAEN EE

FERAEL, AL == & FREROT T 4T 4 2L, FOTUT 4T 4 BN
B2 —ZBEEAT T BB CETY, HOBAEHEIL, EREICE > TEBL SNET, GEHE
X, BEBA LD, MO CART VX NTELLIZY TEXET, CABLIET VX ILGFE
HEL, 2$REETHY, HEBALHHEL Y X2 7 T,

SEAENL, Ry MU= T2 T T 7 v AR 270 SN E T, FEAHE
X, =2 FARA > MIZx L TCiscolSE / — F&EF#BIL, £ KA > b & CiscoISE / —
R O@fE 2 RE LE T,

Cisco ISE (X, D HHYTIEMFEZMT L £,
« Cisco ISE / — R D15,
« Cisco ISE & syslog R°7 o — R — =72 KDY — N —[H D1z,
*CiscoISE &, 7 A h| AR H— BYOD R—Z D>y Ko —HF—R—F )LD

Wi,

Cisco ISE BFIR—HZ L Z@ LT, BENOTXTO /) — ROGFHEZEFL £,

XA TFHETIOEREAREIZT B51=60 Cisco ISE TOIFRAZNETE

CiscoISE %, AfF—A 77 A7 7F v (PKD) ITIEFL, =2 RARA » MBI OEHE
DT OEF 27 7fE L~ T ) — RENOEED Cisco ISE / — R OEF = 7 7218
FEEFERLTOET, PKIIEXS509 7 VX GEHEIKEL T, A vE—YOR Sk EE Sk
D= DNRBAF—DHRE, BL U2 —— L T30 A 2RI MOFEHEOEHEMEOKRIEEZ T
%9, Cisco ISE DEHR—H /)L TliE, IRO2HODOHT Y D X509 FEHELZEFL T £4,

« VAT AIFHE 2 BIZ I IAT N T 7Y — 3 2% LT Cisco ISE J — R&#%
B2 P — R—FEHETY, £ CiscoISE / — FIZITMH O AT AGEHERH O . s
THREF—L L HIZ ) — RIS TWET,

EXWEEY FTYT .
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BEAmnty b7y 7 |

\}

AERAE DEA

() CiscoISE(Z., [FUME X —Z2 R OHBOEHEL A LV AR— FT&
T A, iEHEREF SN, EREZEFETICA VAR — SN
“A . BEEOFFAEIIA R — FENTHFAEICEEW L H5h
i—a‘o

«fERHTE Zﬁfhﬁﬂi. INHOFEAEL, 22— =T A ANOEE LA ¥—DEH
ST D7D S D CAGEE T, BB TE HiEHER M 7T, Slmple
Certificate Enrollment Protocol (SCEP) 7 GAEME SNZEHE LS FNE T, ZiC
%N4W?N4X%ﬁ¥*yFU%&K%ﬁT%6i5KﬁUi?O%ﬁ?%éﬁ%%ﬁ
774~V PAN THB I #1, Cisco ISE EBHNOMMOT~ToH / — FIZHEINICHEB S
7,

SEVERBECIX, FEFAE A PAN OFEAEEHEY A b (CTL) OAIZA Vi R— T HLERHY
4, ZOHRERE I XY J— RicEBENET,

Cisco ISE CREEFRFENGEHEIC L 2 HEBHEE D DT N 72E OB EZZ T RN L 21275
7202, 2y FU—ZITEBRENTWDT T Cisco ISE / — RIZIT/NLFO R A M &1l
HLTLEE,

Cisco ISEIZREMFE A A A — M 23551%, EHFEOMA B ZHEE L £ 7, CiscolSE O GUI
T, [A==2— Menuw) |71 (=) 27U >y27 L, [BEE (Administration) ]>[ AT L
(System) ]>[FEBAZE (Certificates) |1 > [ X T LFEBAE (System Certificates] %R L T,

[4 2R =k (mport) |27 Vv 27 LET,

WO IO 1 DL EERIR L9,

« (B (Admin) ]: / — NRE(E & B R —F VORI,

« [EAP 5% (EAP Authentication) ] : TLS ~X— 2 ? EAP 387,

 [RADIUS DTLS] : RADIUS DTLS H#—/N—F%iiE,

o [R—% /L (Portal) ]: 3T Cisco ISE T2 R—H —R—% /L & Dz,

« [SAML] : SAML JGZEMNIELWID 731 ZNEZESNTWD Z & 2R,

« [pxGrid] : pxGrid = > b1 —F &L D#E1E,
HEAR—2 v (EHFETER) | pxGrid 2> be—7 ((EHGEIZpxGrid) & D#EfE, BX
ONTLS ~X— 2 ? EPA G8GE (751X EAP RERE) D72 D%/ — oD S S ERGEHF %

BIHEAHTET, 27250, ZNOOFEBEMIZE /) — R LEEMIT L Z ENMTE B3EHEIT1 -
DIHTT,

Web AR — & JVBER & LB C & 5 BEIIZEEL D PSN 3 H B A, Cisco ISE IZ1E—E D ID N4
ECTT, ZOID T, R—FLOEEIHERATILEND DFEAEZBIILET, "—% LT

. BEAMEEY FTYT
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A ou N |

OEERICHEE SN EZBINEZIZA VR — b T285E8, iEHES V-T2 72 EHEL
T, TNERBANOS / — ROXHGET 2EAZICEEM T £, ZOMAES V—T % 7 %%t
T bHTy Ra—PF—R—F )L (FRA L, ARV —, BEOR—=YFILT A ZAR—HF)L)
WCBEAH T E T, ZOFEAES V—T X JE—E O ID T, Cisco ISE NKR—H L E@ET 5
BT D LER S DA ELZ BT 2E AL L E T, R—=F LT L% — R biE
ETELEHET 1 DOATT,

| EXWEEY FTYT .
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ERAEDEFA

\)

GE)  EAP-TLS 7 74 7 MEMAETIE, LLF OB 1C KeyUsage=Key Agreement &
ExtendedKeyUsage=Client Authentication 73242 T,

* ECDHE-ECDSA-AES128-GCM-SHA256
*« ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384

EAP-TLS 7 A4 7 MAEBIETiE, L F O E1Z KeyUsage=Key Encipherment &
ExtendedKeyUsage=Client Authentication 2542 T3,

* AES256-SHA256
* AES128-SHA256
* AES256-SHA
* AES128-SHA
* DHE-RSA-AES128-SHA
* DHE-RSA-AES256-SHA
* DHE-RSA-AES128-SHA256
* DHE-RSA-AES256-SHA256
* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
« ECDHE-RSA-AES256-SHA384
« ECDHE-RSA-AES128-SHA256
* ECDHE-RSA-AES256-SHA
* ECDHE-RSA-AES128-SHA
* EDH-RSA-DES-CBC3-SHA
* DES-CBC3-SHA
* RC4-SHA
* RC4-MD5
ZDOBEHENANATHITIE, [EPL (Administration) ]> [ A7 A (System) > [iXiE
(Settings) ]>[E = V7 &% E (Security Settings) ] DIAIZEIN L, [BOMGE L TREH

EEZITAND  (Accept Certificates without Validating Purpose) | F = v 7 R 7 A& A 2L
£,

. BEAMEEY FTYT |
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Cisco ISE DFEFAE D —% .

Cisco ISE DEEEAZE D —3

BB T CiscolSE / — Rzt N7 o795, /J—FRPAHAEIGEELET, VAT LHII%
ISE /— K@ FQDN % #-~X, FQDN 2’ —3#9 2% Z & 28 LE 7 (7= & z1f isel.cisco.com &
ise2.cisco.com, F72IXV A/ K — RFEHAEZEH L TV A A1 *.cisco.com) . £72. 7D
~ B Cisco ISE r— " —(ZFEEN R R SN 656, REED T2 DITHER S 45 SMHREN
F3. CiscoISEV—"—0DiEHFELRESNE T, 2 00EHEN—ET 2 & RBRETIIL
7

Cisco TlX, Cisco /— F[ 2 /— RDGHE) . E72iX Cisco & pxGrid DEI THRENFEITIN
7,

CiscoISE L, V7 V=7 MAO—FHERD L HIC L THER L FE T,

1. CiscoISEIZ X WREAFEDOY 7V = 7 MUBAOILENHRE INE T, 7 V=7 MBS
IZ12LL EODNSAMNEENTWAEEIEL, £ HD DNS 4D 1228 Cisco ISE / — R
DFQDNIZ—FH L TWAMERH Y £4, UA /L Kh— RiEHENMEA SR TV HEA.
TANVKI—FR RAAL Z1E CiscoISE /— FD FQDN R A A NZ—FH L TWALENRD
nE9,

2. 7Tl MUBAIZDNS ABFE L WGE, £330 7 V=7 MUBA SR KIE
LTCWaHAIE, GEHEO[Y Ty b (Subject) 1 7 4 —/v RO £ 7 13REHED
[H72xH b (Subject) | 74—V ROUANEH—R AL B, J— FOFQDNIZ—
HLTWORERSH Y 7,

3. —HELARWGEE, iFAEXERINET,
A

GE)  CiscoISE IZA AR — k&b X509 GEAZEIX, 774 Ny —88fb A —/L (PEM) & 72133551
LA (DER) A THLLENH Y £F. fEWET =— (VAT AGEHE, BLOZ
DFEAFEICEST 5 HOFESNIAERE) NEENLT 7 A /VFA Y R—= b5 LB T
TETH, FEORIBORSRE Y 5,

X509 ZEEAE D HE 4

XS09FEHENA DX, HBESNTRHED BN ETTT, VAT AGEFESHIREIIC /-
7256, FOFERAEIZETET D Cisco ISEHEREDS B2 21T £97, CiscoISE 1, AR 90
HUNIZZe D & VAT LGEEO AR O D IC oW Tl L ET, ZomalL, WD
POFETRRINET,

o ot ST AR OIREET A 223, [V AT LFEBAZE (System Certificates) |7 ¢ > N
TICERENET, 2OV RUZFERTHITIE, [Menu (A=a—) |71y (2)
7 Vw27 L, [BEE (Adminigtration) ]1>[2 X T L (System) | > [FIEAZEDERE
(Certificate Management) 1> [ X T LFEBAZE (System Certificates) # RN L 7,

« HIBRGIIL A v & — 28 Cisco ISE V' AT AZWLAR— MR RENET, 2OV 4 Ry
EFERTDHICE, [A=Za— (Mew) [ 71422 (=) 227V 27 L, [ (Operations) ]>

| EXWEEY FTYT .
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B ciscorsE conpr—12 752 FS5 s Fr0EMDIE

[LR— b+ (Reports) ]>[L7R— k (Reports) ]>[#2#r (Diagnostics) 1> [ R T L
(System Diagnostic) ] Zi®&R L £ 7,

s HRNEARD T T — 2%, AR 90 HET., 60 HAT. 30 HRENCAR S ET, AR
DT T —2E, BHHBRRIORKE O 30 BIZIZEB ARSI ET,

KN LT-REEDS A CBAGENEOLEIL. ZOEAELRE L THAOWIREZER TE 7,
FORER B AT EREAFOS AL, FRER HHT LWREAE 2 BG4 2 O 143 72 i 2 itk
DMENDY £,

CiscoISE TORFHAFT—AVITA IV F Y DERE

PKIVE., BEX =7 RBELFREICL, TUVFNVEBLEHERAL C2—Y—0 ID 2R+ 505
LA T3,

ATY 71 BENDOE ) — FTROV AT LGEREEZHRE L ET,
« EAP-TLS 72 &0 TLS ®ISF8RE7 7 k=L,
o WEUR— X 0V ORBGE,
« 77 UYL REST 7 74 7 v K%M L7z Cisco ISE Web 7R — X L ~DT 7 -2 ZADFFH],
e pxGrid = h @ —F~DT 7 & ADFFH,
7 7 4V KT, CiscolSE / — RIZIXEAPFRGEL | HHEAR—Z /L, = Ra—HF—FK—% /1 LV pxGrid
Ay b= ~0O7 7 EAMERENDHOBLEPIER L LN LDA VA =L SN TWET, —iI

BRAEERETIE., COHCEARET. GHEHTED CAILL > TELA SN —"—GEHFICE S
bNET,

ATY T2 GHEHTEDIFAZER M7, 22— —L DEHEEMHNT D12 DICHH SN D CA BLFEHE L | Cisco ISE
RSN DT /N RFFHELZEE LE T,

Jb— bk CAGEHE L 1 UL EOHE CAGEHETHR SN TV DFEHESF = — 0 Ta—W—F /137 3o
AFERAEDOEHEME 2RI 5120, ROFNEEZFITLET,
o b—k CAIZBIET AEHEA T a v a2aMc L ET,

CiscoISED GUI T, [A==— (Menu) |7 A2 (=) 27V vZ7 L., [EE (Administration) ]>
[ R T4 (System) |>[REBAE (Certificates) ]> [REBAE OB (Certificate Management) ]> [[Z4#E T
& HEAE (Trusted Certificates) | 2R L E$, ZOTV 4 FU T, /b— b CAGEHEDO T = v 7
Ry 7 A&t AL, [ (Bdit) 1227 V27 LET, EHRN (Usage) 18EIK T, [ (Trusted
For) |fEHBMNONE /T = v IRy I A A A2 LET,

e JL— K CA D[4 (Trust) 1A 7> a &AM LARWEEIT, CA BLAGEHET = — 2K %2 51E
TEDIEMAEA FTITA VR —=FLET,

— FHO@(E Ti&, Cisco ISE EBIN DA/ — RICHTR T 2 WELH v X 7 AGEME 2 REES 2 S IHREA &
é”\ B TE 2iEHFEA T ICEETOILER DY £3, 774/ FOACEALENFL / — FRIEEIC

. BEAMEEY FTYT
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s nren—rianz [

AT 221X, ZDOFEME% CiscoISE D4/ — RO [V AT LFEHE (System Certificates) 17 4 > Ko7
BT AR—FL, BETXEAEBAITICA VAR—FLET, BOELEAELZ CA BAEAETE

THX DL EICHER O, #Ee/— b CAGERE & CAGEAEZFEH CTE 25EEA M7 ICRE

TAIEETTT, ZOFEEETTHETIE. /— K% Cisco ISE EBIZEREFETE A,

BN TYZ 747 & PSNOBDOEF 27 7@ H E%Zéﬁﬁﬂ%%@ﬁﬁﬁ%%/@i\ BYOD = —# —»
B DGET D RIOGATICEENIT 5 & EAP-TLS = — % —3RGEIF R L 9, —H#8D PSN H THEflk X 25 4

ERHD DX RFEIEEROGA, M TEAINTZCAFEREEZFEHA LTI 747 M & PSN ORED

WG 2R T D70 ETAMBO CAIZ L > TEASNIZY ANV R — RiEAEZHE T 508N H Y £
‘j—o

GE) AZ L RF7B2OCiscolSE £721X PAN MOy 7T y7°%E&?%L7‘J& . EBHAO 1 DL Eo
J— ROFEAEFRTEEEFT L5811, T—XE2E LT H-01IZBD Ny 7 VA ) G DA
ERHVET, ZHOLRVTHENY I T v T EFERALTCT—F%EcT5E, /— FRiEo@EE
DRI DATREMEDR H VD £ 7,

J4)L Kh— KEFBRE

TANRA— RFEHFEIZT ANV R — FRGL (RAAL CADORNZT AZ Y A7 & l:°)7fl\°0)ﬁ2
) ZEHALTERY, MNOEHOAR A N CIEAELILF TE£7, & 2, FEEY
7Y =2 h®[CNEIX aaa.ise.local 72 EDIFLHAR A R4 THY , SAN 7 4 —/L RiZiL, [ U
A A b4 & DNS.1=aaa.ise.local R° DNS.2=*ise.local 728 ED T A /L K — REZEBEENE T,

psn.ise.docal D L 512, *.iselocal ZEH LTI AV NI — FFEAEZRETH L. ORI Uik
BREAMEH LT, RO X H7DNS4 N liselocal] TR T T HMOT X THOKRA N & {Ri#ET D
ENTEET

* aaa.ise.local
* psn.ise.local
» mydevices.ise.local

* sponsor.ise.local

U AV R — RAEMFJ@EHE OREAE & [ C7iETEE 20k L, ZORIER CHEEs7 a6
LT S ET,

WORNZ, Web A FOREIFEHIND T AN R — RiEBHEOH 2R L7,

EXWEEY FTYT .
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B ciscosenm o ph— rEBEOYR—

6: 74 FH— FEEAZEDH

Certificate Certificate (==
| General | Details | Certification Path | General | Details | Certification Path
Show: [<AII> v] Show: [<AII> v]
Field Value &= Field Value i
Bv‘alld from Thursday, April 11, 2013 4:54... B\falid from Thursday, April 11, 2013 4:54...
B\falld to Saturday, April 11, 2015 4:54:... — B‘J‘alid to Saturday, April 11, 2015 4:54:... —
5] Subject admin@ise.local, aaa.ise.local, ... || = BSubject admin@ise.local, aaa.ise.local,... |=
BPubllc key RSA (2043 Bits) I_ BPuinc key RSA (2048 Bits) 3
.Enhanoed Key Usage Server Authentication (1.3.6.... @Enhanced Key Usage Server Authentication (1.3.6....
Subject Alternative Name DNS Name=aaa.ise.local, DNS... Subject Alternative Name DNS Name=aaa.ise.local, DNS...
15 |subject Key Identifier 53 02 3d 6f 93 99 07 Be 06 04... 5 |subject Key Tdentifier 53 02 3d 693 99 07 3= 06 04,..
mm ithnrity Kew Tdentifiar KeulN=04~040 70 1EhfId A 2 m A rtharite Kew Tdentifisr KeulN=04 ~0 40 71 15 hf 3d A &4
E = admin@ise. local DNS Name=aaa.ise.local
CM = @aa.ise.local DNS MName=".ise.local
Ol = ISE
0 = Cisco Systems, Inc, icg local
L =RTP . :
S = North Carolina
C =US5
Edit Properties. .. Copy to File...
Learn more about certificate details Learn more about o
©
o) .
o
o
®

CiscoISED T 1 )L KA— REIBAZED YR —

Cisco ISE XV A /L K — FIEFAEZ Y R— K L TCWET, LIRTO Y Y —Z® Cisco ISE T,

HTTPS IZ%f L CTHNZ e o 7o TR COFEAEZMGE L, [#5#4 (Common Name) ]| 7 1 —/L
N3 A R FQDN & EMEIZ—ET 52 L2 MR L TWE L, 74—/ FR—FH LW

A, TOFEHEIX HTTPS @RI cE A TL,

LIRTD U Y — 2D Cisco ISE TiE, [Hi#4 (Common Name) ]fEZ i L T, url-redirect A-V
NPT XFFNOEREAEERHRZ TOE Lz, Z0H@E4L DL, 3T Centralized Web
Authentication (CWA) . > R—F 4 F, RAF¥ VAL L7 aryRPIfilHENEL
Yl

Cisco ISE IT3tiB4 & LTISE / — FOKRA M EFH L E9,

HTTPS EHLEREEEE O FaLBERD T AL Kh— FEEEAE

SSL/TLS bR VU » &M+ 25 B (Web X—Z2DHP—E ) & EAP 7’12 b 2/Lic%t L
T, CiscoISE TUA )V R — R —R_R—FEELAEHTEET, YAV NI — RiEHEZME
AT 586 1%, Cisco ISE D4/ — RIZEHF OFEAELZ LT HILETIH Y FHA, T, ik
Eﬁ%@gm T2, SAN 7 4 —)L RIZ#E$ D FQDN £ AT 248 E H 0 £ A,
SAN 7 4 —/V RTCT AKX Y R7 (*) ZH L TEBNOERD /) — R CTH—OFEHEL A
THIENTE, GEHELADAR—BIC L 28 EZIET 22 N TEET, 7L, UALR
F— REEFAEOM X, 4 Cisco ISE / — RIZEA O — N—FEAELZE VY THHAE LD b
BEMENMEWE RS E T,

. BEAMEEY FTYT
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URLY #A Lo v avoseetiti1o4 [

FARNR—=H VNI AN R — FiEBAEZE VLT, L— N CAFEFAEEZHEHLTYH T
CA%AVR— 1T AL, CiscolSEr—EANEREINAF CIEAETF - — T EIN
FH A,

\}

GE)

TA N RA— REEHELHERHT 561, X2V 7 0 23 272012 B A A ik % 25 E
THZEAEHLELET, 72 & xIF. *.example.com DOV 1T *.amer.example.com ZAEH L CH
Bz EITH 2 ENTEET, ]\f%/%/\iﬂbiib‘k\ BR2EX=2) 7 A REPEAETD
AIREMEDN BV £,

UA F7‘7 RAEBAETIZ, RAALVADENZT AZ U AT (*) L UARBPEHINET,
=& 20E, FEAEOY TV 27 0@ 4 OFfEIT aaa.iselocal 72 EDOIRLHKR A R4/
SAN 7 ¢ —/)b RiZif *isedocal D L H 72U A )L RO — RILFNATIENFET, CiscolSE X, U
A R — REEAE FEREND8HB T O—FLOLFNRT A )V R — KT (*) ) Z#HFR—
FLET, =& 2IE, *.example.com F 72 (% *.ind.example.com T, $&/R I 4L Hakil I
XFETANRA— FXFEREENTERAEIVR—-FahEdA, & 2E,

abc*.example.com, a*b.example.com, F 72| *abc.example.com T,

URLY S ALY Sa DL EBHEAL VL

WAL R 77 ANDU XA L7 ME, 9 Web i%GE, 7“/\4’7\5‘\'<’ﬁ:%Webpunft FAT 4TV
7)ﬁ/%@7mt/a%/7\%A4w7ﬂ42®£@ PIAT b Ya =

7

BIORAF ¥ —EADTDICFEITINET, CiscolSEBFRFET 2 77 A VDU F A

V7 NEERT D &L FEROD cisco-av-pair [ZITIRD X 5 I UFHINEENE T,

url-redirect=https://ip:port/guestportal/gateway?sessionld=Sessionld Value&action=cwa

Z DHER AP B L X2, Cisco ISE 1Z LT DO —E D ¥ — 7%%%%%®1 EEHZE
9, 7= & 21X, SessionldValue [T, ZROEEEDOE v 3 VIDICE XM HIVET, eth0 A
H—T A ZADP4A . Cisco ISE IX URL N D IP % Cisco ISE / — K FQDN TiE & #ix £9°,
ethO LISAD A > 2 —T = A4 ADHE, CiscolSEIZURLINDIP 7 KL AZFHLET, 1
A —T x4 A ethl 15 eth3 IZIFFA MDA YT A (4401 ZEIVYTHIENTEET,
DAY T AXCiscolSENURL U XA L7 aFIZIPT RLADRDY ICEEHEZ D
ZLENTEET,

IHNEITHT=OHIZ, RO K D12, Cisco ISE CLI @ ISE /admin(configyt 7' v > 7 Finb a7 4
Fal—rarE—RKTiphot a2~ F&HEHLET,

ip host IP_address host-alias FQDN-string

Z 2T, IPaddressidity hU—2 A F—T A A (ethl £7-1F eth2 £721% eth3) D IP T
RL AT, host-alias i3y hU—727 A % —7 = A A |ZEV Y THLETTT, FQDN-string
. XYy NT—=7 A F =T 2 f ADEREM NAAL 4T, Zoavy RaER LT,
Fw NI —2 A H—T = A AT host-alias F 7213 FQDN-string & 5\ MIZ D )7 2 F| 0 24T
HZEWTEET,

ip host @~ > ROfEHI : ip host a.b.c.d sales sales.amerxyz.com

EXWEEY FTYT .



ERMGEY b7y T |
B o en—ramEsemyaRA

ethO LA DA > Z—T 24 RAZHRA A UT A%ED E T 5 application start ise 2~ >
RZMHHA L TCiscolSE TT 7V r—vary h—EREHEELET,

TDRAPZA YT ADF Yy NT—T7 A Z—T = A AL OREEMTZHIFRT 2I21%, RO X
INZZDawr FonBEREHEHLET,

no ip host IP_address host-alias FQDN-string
RARDTA YT ADEFEEF7T 5HIZIE, show running-config =~ > K& L 7,

FQDN-string #f8 € L CW 554 1E, £OFQDN CURLNDIP T RLANE 2 S E T,
WA NTA VT ADIEFRE LTS E1E, CiscoISE 1ZZFDHEA oA VT ALFRESNTIP
RAA 5 %&fEE L T5E427e FQDN 25 L., URLIWNOIP 7 R L A% %@ FQDN T X #ix
FT, XY NI A H—T 2 A AEBFRAIDTA YT Ay LT LaWgETE, URL
WNOXy NT—=07 A B =T A ADIPT FLABNEHSNET,

74T DT aeYamr s FAT 4TV TV BN, ERIEIFA M7= LT
ethO LIS DA o H—T = A4 ZA AT DAL, ethO IADA v Z—T =2 ZADIPT KL A
FAIARA P AU T AN PSN FFBHED SAN 7 f —/L RIZHEUNCRE SN TWD Z & 2R
LET,

T4 Eh— FEAZEZERAT 5F R

o I A MK : — F/X—F 4 CAIZ L » TEL INTFEHAERZ., FICh—"—0%NE 2
D EBMBIZIEYDET, A R — RFEAZEIL, CiscolSE/ERNDEE /) — N CEHA T
F7,

BN VAN R — RIEBZEIZ LY, X TDPSN A EAP & Web H—E X HICFH T
FEAEAECEET, FEAEL I EWER LT, ¥ _XCTOPSNICEATL2Z LICXD.,
O A A KIEICHIECTE 27200 TR <, iEHEOEHR LRI E T,

RET 7 —OHIE : DAV RA— REEEIL, 77947 b7 e 7 7 A VHICEHTE
HIEAEARHFELTBY, DI 74T bRIOSOF—F = —r (B4 — FOMEHES
NTND) IZHE> TV Apple iOS T /34 A THRAT HRIBEICKHLL £97, i0S 7 74
T M EANZ PSN LBETHE. D7 T A 72 MIZ?D PSN OiFEL (FfE T
HCAMEBEALTVDEATYH) ARMICEELEEA, VAV NI — REEEEHEHT
HE, ZOFEAENTTOPSN TR D720, 2—V—IEEHEOZ T ANE 1
EUTZIE L, ZDHRDOERD PSNICKT LT T =7 n o7 FRRRIND 2
ERHITLET,

flilsfb STV 7Y 1 FOFRIE « 72 & 21E. PEAP-MSCHAPV2 L BT & 5 —/3—FE
FE 2 $ D Microsoft Windows 7" U > Tl &% — N—iEHEZEHET L L 0 I12HH
ETHIERMELINTEY, ZOISIHELRWEEIX. 207 747 2 "HBBID
PSN Ml L CHEfE A 1T 2 & & PSNGEIEAEHT A Lo, =2—¥F—lc7m 7 b
DHENDAREERH Y T3, VAV FH— RiEAEEZFEHT S & 4 PSN OEBIDFE
HETITRL, B—DW ——ftEEZEHT L2 THAET,

AN R — REEHEAZERT DL, 7o 7 FOFTRREY . L0 —L0 L ARG
FHINHZ LICEY, 2= — 27 2 o ARG EINET,

. BEAMEEY FTYT
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T4 L Eh—riEnEEEAT s Loxs |

DA Eh— FEAZ 2RI S LEDRR

WIZ, AN R — FEAEOHENCEET 2% 2V 7 4 LOZEFHO AT L E
B

o BAME & SRRBL IR DR T
o FAEE S — DI H D AN
« —fRITIERL, BEHEICLIVEM I TOZRND

U AL FH— REEBAE T4 Cisco ISE / — R CHEA DV — N—FFAEAZFHAT 2 LV b 24t
NENWE RSN TWVWET, 2L, 2 AN BIOZOMOEABRECERN X2 U T ¢
VA7 > TWET,

Cisco il X2 VT 4 T T IAT LU AREDEXF 2T 4T, AL, ULV R — REE
HELZYHR—FLTWNET,

JA N RH— f\‘?ﬁ%%%@ﬁﬂ?‘é TIIHEENLETT, =& 21E, *.company.local % {i
UCREREZER LIz & LET, é@ﬂﬁ% %&%%#E@f%tﬁm KR 1L
company.local K A A ‘/W@T’*‘“C@‘b"ﬁf\‘—%‘:7<7 T4 TTHIENTEET, Lo
T, ZOXA TOERERRET 572012, RAAL UEKESFTLHIENRANTZT 7T 1 A
ERRENRTVET,

ZOMESNDREICHL L, FIPHEHEZHIRT o720, TA v R — FREEZEH LT
FREDFFEDY T RAL &R TH 2L b TEET, VANV NI — FEHET LKLY
T RAAL IS, TAZY RS (%) ZiBMLET,

7= & z21E, *.ise.company.local (Zxf L CU A )L R — RIEBHEEZHRTET S & Zc@uftﬁﬂi kD
X 972, DNS 472 llise.company.local] THHODHTXTHORA NERi#ET LI TEE
D

* psn.ise.company.local
» mydevices.ise.company.local

* sponsor.ise.company.local

TAIL Eh— FEEBAEDE#HE

AL RA— REFAEIET ., FAEY 727 FodBELA L LTV A RENTWATU A LR
H— REMHEHLTERESILET, CiscolSEIX, DX A TOEREFR—NLET, 7272501
TRTCOZY RRA M TVH Y IBRFEHES 7 V27 FOUA NV KD — RXFEETFR— b
LTCWBDITTIEEHY FEAL

T A MEHDTXTOMicrosoft 1A T 4 77V o b (IRFEHAFE T LTV D Windows Mobile
PEte) O—iE, iFHEY T2 FOUA LRI — FXFEE Y R—FLTWERA,

Cisco AnyConnect Network Access Manager 72 £, [h7 2 =27 & (Subject) | 7 4 —/L RTHO U
AN RH— FXFOERZY R—FTE Mo 7Y) B haffiTEET,

EXWEEY FTYT .
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alE BA

e =

BEAmnty b7y 7 |

F72. DigiCert ® Wildcard Plus 72 &', GEBAEFEDO Y72 =7 MUBALICREDY T FA AL V25
WHIET, BENMEDRNT ASA 25T 5 X O ICEkEt sz, Feillle U A v K — REEH
HEFHTL L TEET,

Microsoft 7" U 1 > F DHIRIZT A v K — RFEBAZEOFEHIC E > THITFIZR D X9 IR 2 F
T, Microsot DR AT 4 TH TV v hegle, BXaTRT 7ERZONWTT A MNEALD
TRTCDODTNA ZAZFHTED LT HREOHFERHY £,

INETHIITX, Y7 V=2 MZUAN R — FXFEERAT 2ROV, [PV =7 MR
4 (Subject AlterativeName) |7 4 —/V R CTUA N KA — RXFEERTL2LERH D 7,

[7 =2 MUE4 (Subject Alternative Name) | 7 ¢ —/L RiZiX, KA A >4 (DNS4) %
s 2 L9 ICHE SNIIBEFBMRFF SVE T, FHMIC-DVTIEL, RFC6125 & RFC2128 %
ZLTLIZEN,

WHAF— ST, TRTOTY RHEA L b, VAT A, BLOEHTE 270 EOEN ER
BELIIEHEEGHEHT = — U NEREINFET, FEHERBICIX, FEHE, T XTOHE CAGE
%%\%i@w—kﬁ%%ﬁﬁimfwiﬁok&zﬁ\%ﬁﬁ~&w#%yx?Aaw%%
ForT B L. T7AN NOMIET DY AT AGERAEOMA TR SN ET, FEHIERREIL
HEO LIIcRRENET, #HlzRRT5103, TOBECIEHEEZ 2 Y v 7 LET, ﬁa
BAGREICIEE E I EET BB 0 EE A,

FEEDOV A R 4 RUT, [AT—H A (Status) [FICIRDOT A 2 DNTIDNER S
ET,

CRREDT A 22 FAREERE (FRERF =—) 2R LET,
HREDT A Ay 2T —FRLET (& 2T, BEGREHEFORE TR
CHEDT A AL GERESHIRUINABIIE TH D 2 L 285 L, L Z RO E T,

AT LEEAE

Cisco ISE o 27 LFFAEIX. BENOZOMD ) — RBL O FA T s T XU r—3 3
IZ%F LT Cisco ISE / — R BT D — N—FEAETT, VAT LAERAEOHRIFIKRDOLE
D ‘(t‘ﬁ‘o

* Cisco ISE [BFH T/ — FRBEICHEHA S ET, o OFEHAEDOMEM L (Usage) 58
WCOEH (Admin) [T =y /7Ry 7 A%+ NI LET,

» Cisco ISE Web " — X JL\ZHi#i 57 7 UV B I RREST 7 74 7> b CTHEHESNE T,
L OFEAED (A 5FE (Usage) HEIKD [FR—# /v (Portal) | F v 7Ry 7 A%
iZLET,

« PEAP 5 X O EAP-FAST 2l 4 5448 TLS ko RV ZTERLT D7D SN E T,
EAP-TLS. PEAP, 35 X UNEAP-FASTZ L 2MAFRREOS A, AL (Usage) | HEIKD
[EAP #BiE (EAP Authentication) | F = v 7Ry 7 A4 2L ET,

. BEAMEEY FTYT
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va7rmnz i

* RADIUS DTLS $— —38EEIZfEH S E 7,

* SAMLID 7' u /3o &2 L O@EICHEN S vET, ZOFEMFED (M1 (Usage) ] HEEOD
[SAML] F=v 7Ry 7 A% A N2 LET, [SAML] A7V a V&R IRTDHE Z0Mho
P —ERZZOFEAFEZERT 22 LI TEEEA,

SAML fEBAZEIET, AR AF v H— AR Cisco ISE & Cisco Smart Software Manager [&] D 7 A
T RIBER L BEED CiscoISE h—E AT &4 E$, CiscoISE 75 SAML FER #
ZHIBRT 2 &, BET 52— xRl S E T,

epxGrid 2> hr—7 LOBEIMEHINET, ZNDLOFERAFED [EHF1E (Usage) |5
WD [pxGrid) T =y IV Ry 7V A% A AT LET,

Cisco ISE BEHDO %/ — RIZH /v AT LAREHEEZ A VA M=V LET, T 74V N Tl
A VA N —/VIFIZ Cisco ISE / — RIZ 2 2D H B4 REAE L . NEL Cisco ISE CA IZ LV B4
SN2 1 DOFERENMER S NE T,
« [EAP], [%H (Admin) ]. [R—#% /L (Portal) ]. ¥ LT [RADIUS DTLS] ®7=H D H %
A —/S—REBE (FF— A 132048 T LEMADTY) o

* SAML ID 7' A X L OZ228E 2 TE 5 H 84 SAML — R —3EHE (F—
B A % 2048 T 1 EMADTT)

e pxGrid 7 74 7~ & OZAT2IE(E 1TE ] T & 2 W Cisco ISE CA F44 14 & Hr— /N —FiEH
£ (F— VA X1 4096 T 1AEMARTT) ,

EBRZEY Ty L, BB XY )= RERET DL, pxGrid = b —TF HOGEHENA
N T 7 A~V ) — RO CABAMEFENFICEES MDY £, L7d> TTXTO pxGrid
REFAZEDE— PKI 7 A MEEO—E L 2D £,

)

GE) s UANWRI—RVATLFEAELZ T AR — LT, (/— RE@BERID ftho /s — Ric
AR — T 5, BTREHELME S —%2 7 AR — LT, BB/ SAT— K%
FRELTLIEEV, A R — MREE, FERAE, BEF—, BLUR S/ AU — R LE
<7,

* Cisco ISE T, EAP-TLS #FFEDEFH TE HatlEB L RARA > FEBEICx L T
DZx. RSASSA-PSS 7 /LT Y X ADFHNYFR— F SN CTWET, EHELZERTS L.
BLTNAY ANE, TATY ARG TEARL, 1.2.840.113549.1.1.10 L LTY A hSiLE
7

CiscoISE Tl&., B4 7 /23U XL L CRSASSA-PSS # i 425 o AT LFEAE TV R —
FENTWERA, ZHuE, —"—FEHE, L— FEEHE, B LOHH CA FEEITHE
HEnETd,

BHENOV Y —ZATHR—FINTNDEXF—LEFIZONTIE, %4/ 3— 3 > ? [ Cisco
Identity Services Engine * v b U —27 2 U R—3 2 O HEHME | TA RESR LTI EI0,

EXWEEY FTYT .
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BEAmnty b7y 7 |
B  x7iamzons

X2 VT 2@k T 570l HEBEAMNEL CABAMSAEHETESHMAL Z Lot
WLET, CABAMNIFERAFZIUFT 512013, LUFEITILERHY 7,

1 FETEBABIRO (R & AR ~ORE (101 ~—)
2 RETEDIEREA LT ~DAL— MERBOA L E— | (93 ~—)
3. FEMIAEAER O CA BAM ST ED A F (102 2—2)

ISEaAzaz=54q4 JJ—R
How To: Implement ISE Server-Side Certificates

Cisco Identity Services Engine DREFEF T 25 ET A R

VAT LFEBAZE DR R
[Z AT LGERAE (System Certificate) | ™7 « > K712, Cisco ISE (ZIBM SN2 T R THOT AT
LFEHEO U A MRERENET,
I8 BRI
WDBEAY ZFATT HITIE, A= N"—EFHEEII VAT LEHETHLILERH Y £7,

ATy 1 [EHE (Administration) ] >[ R T L (System) > [EEBAZE (Certificates) ] > [ A T LZEBAE (System
Certificates) | # IR L £,
ATw T2 [VAT LFEHE (System Certificates) | 7 4 > R IZid, ROFINFRINET,

«[7L > FU4 (Friendly Name) ] : fFRAE D4 A,
« [BEF 1L (Usage) 1: ZOREBHENEH SN —E X,

s [R—=F N7 N—"7%72 (Portal group tag) |: A" —HXNVEMHT 5 X5 ICHE S NIZFEAEICR L TO
HBHATEET, ZO7 4=V FIFAR—=F MM T D2 0ERNDH HFEAEEZIEE L7,

« 8175 (Issued To) ]: RERAEDOY 7Y =27 Fo @4,
« [58477C (Issued By) ] : iERAERITHE OILi@4
s (AR DOBAE (Valid From) | : GEBIEOER BT ( [Not Before) REFIEEME)

« WIFRH (Expiration Date) ] : GERIEOAIHIIE ( [Not After) FERAEREM) . AWIROREIZKOT
A UPRREINET,

s HREDT A 3 HIRGIE T 91 AR,
cHEDOT A 3 HIRGIALE T 90 A LI,
cHEDT A 3 HIRYILE T 60 H AN,
AV TVBEOT A 3 WIREIFLE T 30 B,

. BEAMEEY FTYT
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2257 1iEREDA vi—+ ]

cREDT A 2 HIREIAL,

DRATLIBREDA Vik— bk
BEHER—ZNLING, AEED CiscolSE / — RO T AT AFEAELZ A VR— FTEFT,

A\

GE) 794~V PAN FLoOBEHE o — VIFAEOFRAELZ> LT T L L, o+ T/ —F EOP—
EANFEEISNET, T4~V PAN OFEEBINZETTHE, VAT AL T—EIZ1
S0 — KNFHESSINET,

18 BRI

IV TAT Y RN TTUYFTEITLTND VAT AL, VAT LMGEAE L BEX—7 7 A L)
LT L EHRLET,

A UR—= T BHYRAT LFEHENEE CAIC L > TEXL SN TWAEAIE, BEd 51—
F CA B L OHIH CA OFEAFEZEH CTE HFEER T IZA U AR—FLET (BE

(Administration) 1> [ X T4 (System) |>[fEBAZ (Certificates) |>[{EE T = %5IH
£ (Trusted Certificates) ]) .

e A UR—FTDHUAT LAGEHIEIZ, CA 7T 7D true [ICRRE SV FEARFIERS & 4
TWAEEIE, F—ERIENFET 5 2 & 3 KL UkeyEncipherment £ | & keyAgreement
Ey FOWTANETIIW T RRESNTNDZ o LET,

R

ATy 1 [EHE (Adminigtration) ]1>[2 X T L (System) ] > [fEBAE (Certificates) ] > [ R T LFEBAE (System
Certificates) | &I L F7,

AT T2 [AFR—b (Import) 127V w7 LET,
[FEAEA >R — k7 ¢ ¥ — K (Certificate Import Wizard) 17 4 > RUNBRERSINET,

ATV T3 AR — T HEHECHEEANLET,
ATy T4 [ZEE (Submit) |27 U v LET,

VAT LEERAED A R— FERE

WOFETIE, V= N—iEHEEL A VAR — P T HDIEATE D [V R TLRBAEDA VR—
b (Import System Certificate) | 7 4> KU D7 4 —/L KIZOWCHBALET, 20T 4 F
VERRTDHICIE, [A==2— Menu) | T2 (=) 27Uy 7 LT, [BE

| EXWEEY FTYT .



B o x7samzoqor—rmE

BEAmnty b7y 7 |

(Administration) ]>[> X7 L (System) ]>[REBAE (Certificates) | > [P AT LFEAE
(System Certificates) ] T4, [ > A— b (mport) 1227 U v 27 LET,

®8: VAT LIREDA VR~ FRE

TJ4—IL K% £BA

/ — Fm#EIR (WH) VAT LFEBHER AV R— 95 CiscoISE / — K% Ka v 74
(Select Node) T U A RNNBLEIRLET,

SEBAZE T 7 A | (WIH) [Z 74 IILDEIR (ChooseFile) | DJEIZZ Vw7 LT, B—hb
(Certificate VAT ANBIFHE T s A L EBIR L £,

file)

MEX— 774
JL (Private key
file)

(WZE) [Z74ILDFEIR (ChooseFile) | DIEICZ U v 27 LT, v—hb
VAT ANOWMEX—T7 7 A NVEBRNLET,

INRTT—FK (WZH) RMEX— 7 7 ANEB T DD AT — K2 AT LET,
(Password)
JLY KR4 FEHEOZ L FULE AT LET, LRiIEHEE LRWEEEIX, CiscoISE
(Friendly &
Name) <common name> # <issuer> # <nnnnn> DOIEE T HBAIICL IR ER S E
¥, ZZC. <nnnnn> [X[EAD 5 HOET T,
DTAIKH—F | YA NI — RIEHEEZ A VR— 285813, ZOF v IRy 7 2%
FSEBAZE D EFA] FAZLET, UAN R — RIEAETIEH, YAV R —RFERTL (FAA
(AllowWildcard | > & DRIIZT AX VA7 (*) BLOEYAR) n™MEHSNET, VAR
Certificates) F— REERAEN T, N OEHO R X METHEINET,
DTy IRy I AEANIT DL, CiscolSEITEREANDMD T TD
J—RIZZOfEAEEL A A R— ML ET,
FEBAZE DILRD | CiscoISEIZFEHFEDILROMGEEZFFAI T 25613, ZOF =y 7Ry 7 A
REE (Validate |24 LFET, ZOF 2w IRy I AT 2L, oA VR—1+T5
Certificate FAEFAEIZ CA 7 7 70 true ICRRE SV EARFIIEEN G FIL TV D54
Extensions) X, F—EHIEENGFAET D 2 L s LE 7, keyEncipherment £ | &

keyAgreement B b OWT NN E LM T EHET HHLENRH D £,

. BEAMEEY FTYT
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sassanznss [

J4—ILF4&

A

ERAE
(Usage)

ZOVAT LGEAEEENTO2LERH 5 —E AR L £,

s [EFHE (Admin) |: BHEHA—Z /L O@EER I OEBINO Cisco ISE
/— RREIOE OREITHEH i b — N—FEHE,

GE) 774~V PAN LOEHE 0 — L IEAEOIEAEZ A E
AL T _TO Cisco ISE / — F EDH— 2 B EFLE)
INET,

* [EAP 3%GE (EAP Authentication) ]: SSL h> U > 7 E 72X TLS k>
F VT OEAP 7\ b 2L ERT SRR S D Y — Nk
=+

* [RADIUS DTLS] : RADIUS DTLS F8:Ef# 3 2% Y — S —FEB &,

* [pxGrid] : pxGrid 7 7 A4 7 F &Y —_"—OMOBELIRET LV T
ATV MBI — " —FERE,

“[ISEXvt—C 55 —EX (ISE Messaging Service) ] : Cisco | SE
Ayt—T U5 %N Uiz Sydoghérgic i SivE 3, fAiA A UDP
syslog IW4E 4 — /%~  (LogCollector 33 J U8 LogCollector2) ¢ MnT
WAN fife & B2 LE ¥,

*[SAML] : SAMLID 7' 2 /314 X L D& ¥ 2 7 R BEIfE A+ 53— —
AERAE, SAMLAOM A BRI L LZiEAEIL, EHERIFCEAPR
FER EDZFOMDY—EADTDIHHTHZ EIETEEEA,

o [R—% /L (Portal) ]: 3T Cisco ISE Web " — /L & DIE[E % 1%
T DI SN D Y — N —FEHE

EELEY D

VAT LFEE (72 X—Y)
VAT LEHEOERIR (74 X—Y)
VAT LFFHED A VIR— Tk (75 2—)

BCERAEDER

HOZBL4IHELERTAHZET, FrLune— A ZEHELBNLET, A B4 ET,
WEST A b LRl D =— X2k L TOREHT 25 Z & 2HEE L 7, FEBREREEIZ Cisco ISE
ZEATLZLEZFHEBEIL TV AEAIX, AIRE/RIRY CA BAM EFEAELMHEM LT, EBE

Iy NT—IRERTEV -z F AN Thivs Loz LET,

EXWEEY FTYT .
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BEAmnty b7y 7 |

6=

BEE4#

BOB4ARELFEHLTEY, CiscolSE / — RDOKRA M EEET D546 1E, Cisco ISE
J— ROEHR—=FZ I T A L, HOERR FEREH SN TS HEBLEAEZHIR L

ThoH, BILWHOCBAEAEESAMRLET, £9 LW E, Cisco ISEIIH VAR A N 2ME
AEShi-H B4 itHEES EHEFEHLET,

48 HHIIZ

RDBE AT e BT HITNE, A—N"—FHE LI AT LEHAE TCHLLER DY 7,

AEAZEDRTE

WOFETIE, [BEBELEHEDOA L (Generate Self Signed Certificate) |7 4 > K7 D7 ¢ —)L
NZOWTHBLET, 207U ¢ RUTIEL, /— NH#E. EAP-TLS #FiE, Cisco ISE Web
R—=2 N, BEIOPpxGrid= > br—7 L DBEHO VAT LGEHELERTEET, 20U«
VRUERRTHITE, [A==2— Menuw) | TA 2 (=) 270y 7 LT, [EE
(Administration) ]>[> X T L (System) ] >[REBAE (Certificates) | > [P AT LFERAE
(System Certificates) JDINAIZEIR L £¥, [HOBEATEHEFOAL (Generate Self Signed
Certificate) 1 %27 U v 27 LET,

®9:HCERAHAENRE

J4—ILF% FREDHA FSA4 Y
J — FD#ER (WZH) VAT LEHELZERT D/ —F2 Ray 7247 U X b
(Select Node) BN LU E,

Common Name

(SAN ZIRE LR WEITVA) T 7 4V T,

@4 T H AR

(CN) B3 % 4 p 3 % Cisco ISE / — Ko FQDN T,
HEai=—v b+ ¥k = M4, Engineering 72 &,
(Organization
Unit) (OU)
bk #HffkA44 . Cisco 72 &,
(Organization)
(0)
#m (City) (L) | (EHEgAW]) #BHi44, SanJose 72 &,
M (State) (ST) | (AWEAA]) JH4, California 72 &

E (Country)
(C)

E4, 2 XFDOISO EHFEZEZASILET, US L,

. BEAMEEY FTYT
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sagsanznzz [

AlternativeName)
(SAN)

J4—ILEA FRLEDAHS KA
HIo o FRE | GEARBICEENMS T 5N/ IP 7 R A, DNS 4. =721 Uniform Resource
% (Subject Identifier (URD) ,

F—H47 RSA F£721Z ECDSA OW TN DOA T —DOIERICHFERAT A7 /1LY X
VA
F—DRET Key |[AfF—DEY M A X, Fuy 7 X7 U X6 RSAIZIROWT
Length) N+ 7 a o BRIRLET,
«512
- 1024
2048
* 4096
KewFHE o)A R)pS, ECDSAIZIROWT IO T > g o 28R
| =
« 256
. 384
GE) RSA B X OVECDSA OAF—IL, R LCEF=2VT 4 LT
WA —F2EFHES2ZILENHY 5,
N7 w7 CABAMZENELZ TG 5256, 721X FIPS LK Y
—IEP 25 b LT Cisco ISE Z BB A4 1%. 2048 28N L %
j—o
BEZITBEHFADT | FayZE o ARG, ROy 2T I3 ZADOWT D% i
A bk (Digestto |[RLZET,
- SHA-256

SEBRER o—
(Certificate
Policies)

SERAENGE D) RXFFHERY > —DOID £/-1F0IDDY A FE AN LE
T, OID ZRXYIAITIE. Hor~FRIFAR—REHHLET,

TTL AREIR
(Expiration
TTL)

FAEAENRDTHDETORBERELE T, Fry 7 XU U2 b
fEA IR L £,

EXWEEY FTYT .



B xrramzoss

ERMGEY b7y T |

J4—ILF4&

FREDHA KS14 Y

A NUE
(Friendly Name)

FERAED 7 L RULE AT LET, LRI fETE L2V A1, <common
name> # <issuer> # <nnnnn> OTEFTHBHNIZLBINER SN ET, 22
T, <nnnnn> [X[EH O 5 HTOEKETT,

JA4II Kh— 3L
BAEDEFA (Allow
Wildcard
Certificates)

HOeBA VAN RA— RIEHEZART 25/81E. ZO0F=v IRy
AuA AT LET, YA RI— bﬁ%%iv4wFﬁ—F%ﬁ(Px
AVHDORNZT AZ VA7 LY A ROER) Z2HL, Moo
BAANETIHEREZILETELLHICLET,

fEf7A%E (Usage)

ZOVAT LGEHEEZEMNTL2LERH 5V — A ZRIRL £7,

o [EFEE (Admin) ] FFR— XL L OEE B X ORI CiscoISE
J — R OWBIE OREIHEH SN D — N—ZERE,

* [EAP ##FE (EAP Authentication) ]: SSL ko VU & 7 E 721X TLS
YF VU7 DOEAP 7u b 2L 2T SRR S D —8—
nEEﬁ Ho

[RADIUS DTLS] : RADIUS DTLS #ZREffE 32— S —FEB &,

[pxGrid] : pxGrid 7 74 7 b & = _—DEO@EE 2 R#T D7 7
A7 v hB ROV — N —FEE,

[SAML] : SAMLID 7’0/ 34 X L DX o 7 7@E I HT 59—
R—FERE %ML%@@%%Emkbkﬁﬁii BEEFRRER
mwmﬁﬁkm%wm®%—tx®t WEHT 2 Z &3 cEEH
Ao

[R—% L (Portal) ]: JXT Cisco ISE Web 75— % /L & Difif3 % {#
T DO D — N —FEE,

EELEY D

VAT LRERE (72 =)
VAT LEFHEOE TR (74 X—)
ACZLIHED LR (77 2—)

VAT LEREDRE

IOV 4 UL T, Y A7 LGEHELREL, AOBAEHELZERLET, VAL
R— F‘iﬁﬁﬁi%ﬁ’ﬁﬁﬁ“é L. EENEBRANOTRXTO /) — FNIZEREES, VAV —
RIEHEZHIBR L7258, £OV AL P — FREFIIRANOT~TO / — FrbHlRSh

ji—g«o

1R8O BRI

RDBE AT e BT HITNE, A—N"—FHEELI AT LEAE TCHLLER DY £7,

. BEAMEEY FTYT



| &4ty b7y 7
FEICELT T |

ATy 71 [EE (Adminigration) >[ AT L (System) ] > [EEBAZ (Certificates) 1> [ R T LSEBHE (System
Certificates) | IR L £,

ATY T2 WETIHENEORICH DT = v 7Ry 7 A4 2 LT, e (Bdit) 1227V v 7 LET,

ATw 73 HEBLEWNELZTHT L. [EHHMB (Renewal Period) | F = v 7Ry 7 A4 2 LT, HEhH
[RTTL (i alRefFf) 28, #, H. FRIEERMTAALET, Fry X4 U U A Mpb0ERE
FIRIRLET,

ATy T4 [IR-AF (Save) 1227V w27 LET,

[BEEE (Admin) | T v IRy 7 AN N> TWDEE, CiscolSE /— KT 7 r—v g i —
N—NHEE L £, £/-. D CiscolSE / — FAREHD PAN Th DHHA1EL. ERNOZ D4 XToD
= RTHET N =y a o h—_"—0FHEHLET, YT PANOHEHNETTLHE, VAT A
ko T—Eiz1 >0/ — FoaFEZ#HsnEzd,

\)

(GE)  Chrome 65 LA L2 L T Cisco ISE Z#EE7 5 &, URLABIELL VXA L2 hI/izyh
257, BYOD R—HNVEIZT A NKR—F LR T T 7 CRENCKRRT 22 E8HY %
T, ZHUEL, TARTO[H 7= FDORI4 (Subject Alternative Name) ] 7 « —/L RIZFERE
EVELT B, Google CEAINZH LWNEX= U T  #RENFRIKATF, CiscoISE U U —2=
24 UREDGA, [TV =2 FORI4  (Subject Alternative Name) | 7 4 —/L K& AT 5 45
N0 ET,

Chrome 65 UL ECEEII A121E, IROFIEITIEVE T,

L.[% 7Y =27 FDRI%4 (Subject Alternative Name) | 7 4 —/L RIZAJ19 % Z & C, Cisco ISE
GUI B8 LWA CEAREIIEZ AR LE T, DNS & IP T RLADM G2 AT 5 0HER b
0ES,

2. Cisco ISE — b 23 FRidE) L 97,
3.Chrome 77 VY CHR—Z MY XA L7 bENFET,

4.7 7 YT REAFEDFRT (View Certificate) 1> [7£#l (Details) ]>[= & — (Copy) ] DIEIZ
HIR L., base-64 = a— FAEIRL T, sEAFLa—LE T,

5. mfEEASATIHEREL A A b=V LET,
6.Chrome 7' 7 VW& T L, R—=F LDV XA L7 b ERBET,

| EXWEEY FTYT .
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B  x7iamzonn

A\

GE)  WinRS4 7L RS5 DAL —F 4 VTV AT A TT 7 7Y Firefox 64 LAEDO Y V—Z DU A
YL ABYOD &y 7w FEFRET DHGAL. GEHEOHSNEZIENT 52 LN TERVES
NV FET, ZOBIEIX Firefox 64 LIED Y U —ZDOFHIA A M—VRHIHAET HZ LR
D E9, LLRTOD/ = 3 )5 Firefox 64 LARRIZT v 77 L— R LA ELEE A, K
DOFIATIE, 2D X5 RGATHLIEHFEOHSNLEMT HZ LN TEET,

1. BYOD 7 —®M 7 )V PEAP £721%5 = 7/V PEAP £7/21X TLS &/ E L £,

2. Windows DT _RTDA S arTCPRY I —%FHBELET,

3. = RFZF 47> b Windows RS4 % 7-1% Windows RS5 T. Dotl.x £ 721X MAB SSID (Z#%
LEI,

4, T APNR—=HNVFELIZIBYOD R—HF WU HA LT T 5121, FF64 7 Z oI faf 5>
URL # AN LET,

5. [fIs%i:EM (Add Exception) 1> [REBAZ ZEMTE%4 LY (Unableto add certificate) ] %
7Yy 7L, 7a—%&EITLET,

[AI#ETR & L C., Firefox 64 OREAEL FEYTBEIM L £F, Firefox64 D7 7 W T, [T a >
(Options) 1>[F54 /8L —&E&KE (Privacy & Settings) > [ZEBAZDERT (View
Certificates) ]>[H—/\— (Servers) >[5 DEN (Add Exception) ] 3R L £,

2 AT LEEBRE D HIBR
SBHERA LR AT LAFEAELZHIRTE £9,

VAT LGEHER T EBOENEE —EICHIBRTE E908, FELEB LV EAP FRREICAE
AT 5 EEZ DR LB 1 OMATALENH Y £, 72, BFL. EAPRIE, R—% /L,
F2E pxGrid 2> b —F A SN AEAEITHIBRCE EHA, 2L, —ERBT 4
=7 NVOEAIE, pxGrid iEHEEHIRTE £,

T A Rh— REFAELZYIRT S 2 & 23RN L 5E . aFBEIEEN O T T Cisco ISE
J— R BHIBRENE T,

25971 CiscolSEGUI T, [#=a— (Menu) | 742> (=) 22V v 7 L, [EE (Administration) |>[SRF
L (system) ]> [GEBAE (Certificates) | >[2 R T AGEHAE (System Certificates) &R L £,

2T 9T 2 MR HEHEORIC DD T = v 7Ky 7 A&F AL, B (Delete) 1427V v 7 LET.
Mok Ay — VR ERSNE T

ATV T3 [T (Yes) 127V w7 LT, iFHELZHIFRLET,

. BEAMEEY FTYT |
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\"

ATy T

ATy T2

ATy T3

ATv74

ATy TH

FEICTENEL P SIN

T LEBAED I Y RR—

VAT AFEHE L FOFEHEICEEMT O N TWAME X —2 =/ AR — T FEJ, JFAE
LFOMBEX—2 NN 77 v T7THIZZ I AR — b T35A1E. 0 E2MLBEIZN U THTHA
ViR—bhTEET,

1RO BRI
RDBZ AT e FATT HITNE, A—N"—FHEELI AT LERAE TCHLLER DY 7,

CiscoISEGUI T, [A=a— (Menu) |74 =2 (=) 27V v 27 L, [EE (Adminigration) 1>[2 R T
Iy (System) ]1>[EEBAZ (Certificates) | > [ A T LEEBAZE (System Certificates) [DIEIZEIN L £,
T AR— N T LFEHEORICH DT = v IRy 7 A4z, [T RAKR— bk (Export) |22V v 7
LET,

FERAEORE 7 AR — T 250, GEAELFEAEICEEM T LN TV ARMEX—%2 7 AR — 50
ZEBINL E9,

Evbh ERAB SN D ATREMENRH D720, FAEAEICEEMN T SN TV AMEF—DxT 7 ZR— M 3HElE
LERA, MEX—%27 AKR— T DLERDLIGE (eI, VAN KT — RV AT AGE
HEAT 7 AR— b LT/ — FEEE IO CiscolSE / — RiZA i R— T 5854) X, =D
BB X — DR 5L/ SA T — REFRELE T, ZO/RAT— KX, fFHEZBID CiscolSE / — KiZ
A= T HEEITHBELT, EX—ZEFLTILERNHY £,

WHEF—Z2 T AR= L5813, "ATV—=F2 AN LET, NRAT—= & 8 XFL LICT D LN
HYET,

[Z AR—1b (Export) 1% 27 Vv 7 LT, Z2I7AT7 M7 I7UBEFATLTNDT 7 AV Y AT LITHE
HELRIFLET,

AEAEOHZZ T AR — b 250, REHFIIPEMEXNCRIFSNE T, EHELBEF—Om 2>
AR—= b 258, GEAEEZPEM OGN & L LS hIcEx—7 7 A Ve @tezip 7 7 ALV & L
T2 AR—=FSNET,

EHETSHAHAER T

fEHECE DFFHER M T7ITIE, EEICEHA S5, Simple Certificate Enrollment Protocol (SCEP)
D X509 FERAEN G ENTWET,

EHETXAHEBZ NTNOIEHEIZ T 514~ U PAN TEBEL X 1. Cisco ISE BN DD
RTH ) — RZERENE T, CiscolSEIZTV AL R — RiEAELZ Y R—F L TWET,

Cisco ISE (&, RO AR TR TE HFEHELMHEN L £

eV REA Y ML DI L ﬁ%£m~x®¢@%mﬁ%ﬁmLTmEm0%@f 4
wm7&tx¢60mmBE¢@% HRFEHEHT B2 747 v MNEELERT D
729,

EXWEEY FTYT .
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« JEBHN @ Cisco ISE / — REDO& % o 7 72 @(E & AREIC T 5728, BT HAEBHER b
TIE, BN OE ) — RO AT LAFERAE L OEEZ LT 572D 037 CA FERE
DF 2= PNEENTWDILERDH Y £4,

s HOBAGAEL VAT LGEAEBICHEHT 2581, &/ — FOBHCEB4EAEY
PAN O TX A3FHEX M TICEET ALERH D 97,

c CABAM &R EE AT LFEEIEM T 245613, CAL— MEHE L EHT = —
YHOFTXTOFHFEAES PAN OFHHTE 25EAEFEAR T ICERET 246035 D
iﬁ‘o

e X 277 LDAP BRI E AN T A1, SSLEZRBE L TCT 7k A& 5 LDAPID YV —
AEEHRTDHEEI, FFAER N T OIEAELZBIRT 20N H D 9,

e NR—=VFITNAAR=HFNVEFEHL TRy NT =7 ~DBGFEER L TND—F
VTR RZEUET D72, Cisco ISE 1E, /=Y FIT A ZADKERE R — N+ 57
WIZ, PSNIZ SCEP #34 L CWET, BEkT 57 /31 AL, SCEP 712 ha/LafliH L
TPSNINGHZ TAT v FFHEAER L £, PSNIZIE., & L THERES 2 5 6k)5

(RA) BEFENTWET, RAIEL, BEET DT /A A0EDOEREZ(F L TRAE LT-4.
7 T4 T v MEHEEFRITT DM CA £721ZNEL Cisco ISE CA IZF DER & #ak L E
79, CAIXRAIZGEHELZIK L, RA DNGFHEZT A AR LET,

CiscoISEIZ L > THEH D% SCEPCA i, SCEPRA 7B 7 7 A MZ L > TEEINE
T, SCEPRA D7’ 7 7 A NPERKREIND &, RO 2 OOFEAENMEHE CTX HREAEX
K TIZEEBIRIZEIN SN E T,

« CAFEHE (BECB4AEHE)
s CAIZ L »TELINT-RAGEAE GEAEZE RO —Y = FOERHE) |
SCEP 7’'u b a /L Cld, 26D 2 DOFEHAED RA IZ L » TBERT A AR EN T

WAHAMERHY 7, EHETEXIMAEBA NTICZO2o00FAELZHETLIE., 2D
D) — RO RAWMERAT A7, FEFAENTXTOPSN / — RiZE-INET,

\}

GE)  SCEPRA 7m 77 A ANHIREND &, BEAT 5 TWD CA
F = MEHETE DFEHEA TS bHIBRENE T, 7272
L. ¥ =27 7 syslog. LDAP, ¥ A7 A, FZIIEHREAEIC
KXo THRICGEHENRZR I N TV DI EE1X, SCEP Ve 7 7 A )L
EINHIBRES L E T,

. BEAMEEY FTYT



| #xmey b7y 7
pEc=sunEx r7ounE

\)

GE) * Cisco ISE |24 > A"— b &5 X509 GEF X, PEM EA,  F 713G BIAF S LA =G
ThHHULENDHY 7, iEHEF=—r (VAT LEHEFEB L OZOERFEICEL T H—
HOEHEINFGEAE) REENTZT7 7 A MIA LV FR— T2 ENTEETN, FHED
HIBRDOx G E 720 £97,

o A NR—=Z VAT AN K — RiEHEEZHID 4T, /b— F CAGEBEZHEHA L T
TCAZA A — T AEE. CiscolSEV—EANFEB XN F CaFAET = — (3%
FENnEHA,

ISEQ=Za=FT41)VY—X

ISE ~DH— K/8—F ¢ CAFEAED A A h—/1

EETESLAAEX 7 DEAE

BRI CTEZ55EHEA M 71X, ROGETX 2t ECTHAGRE INTWET, BLEEEIEH
T — FEEWE, ZOMOEE TE 2EE#E, /L— FEEPIE (CiscoRootCA) (X, HIEHEH
(Cisco CA Manufacturing) FERIEICEA LET, ZHOOFEHEIX. 77 4L F TIXEZIC
o TWET, BT RARA > b & LT Cisco IP Phone 2/ L TW B AT, /L— ME
B RIEEATEHEA AN T D L BRI A aNBL LT 74 7 > FEHMBFERES

ET,

ERETEHAHREDY X b

WOFRIZ, B — RIZBNMSNIZEETE 2HEO Y A MRERRIND {EETE HAEHA
£ (Trusted Certificates) | 7V 4 > RSN ERLET, 2OV 4 v RUEERTHITIE, [A
Z=a2— (Menu) | 742> (=) 27V v LT, [EE (Adminigration) [>[ X T LA
(System) ]>[FEBAZE (Certificates) ] > [{E3ETZ 4EFAE (Trusted Certificates) ] T3,

=R 10: [IEFETE HEAE (Trusted Certificates) ]™9 14 > Ko D5l

TJ4—IL K4 FREDAAESA4>
LY K4 (Friendly Name) AEREOA T Z R R LET,
AT—4H R (Status) ZOFNZIE [B%h (Enabled) | 7203 [#EX

(Disabled) | MFE /RSN FE T, FEAZNEL)
IZ72 > TWABE . Cisco ISE IZEHEOMESTIZ
AERAEEZFEH L ER A,

EXWEEY FTYT .


https://communities.cisco.com/community/technology/security/pa/ise
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/200295-Install-a-3rd-party-CA-certificate-in-IS.html

B =eczzamzossosn
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J4—ILF4&

EREDHA RZA4 Y

{EREXIER (Trusted for)

AEAEZEH T 2RO —E 2D 5 5 1284
EEFRLET,

A VISR Fw
e XA Y—ER
e IVKRIRAU

175 (Issued To)

AEAEMA D@ 2 2R LE T,

173t (Issued By)

AEAEFITE OMEA 2 FR LET,

BEMHARDEALE (Valid From)

AERERBIT SN A LR 2R L ET,
Z OfElX. [NotBefore] AEAEEM & HMET
nET,

AR B (Expiration Date)

AEFAEOF RN 5 A+ & ) & FKor
LEJ., ZOfEix. [NotAfter] FEFAZEEM:
EHFEEINET,

AHEABR A T—4 X (Expiration Status)

AERE DA ZHIIR D 27— & 22T 5 1fH
T9, 2D T ALIIHKREINSD Informational

(L) X v b= 5 >07 A 2y
EATIVRH ET,

<HEE  HIRUNETII RULE

< FHE  HIRUINE T BLN
BB HIRUNETE0 HUA

A LU HIREINE T30 HUN
- R BIRGIN

EENE YD

B TX AFEAER M T (83 X—)
BHETX 23FAEBDOF R (88 2—)

FHETE 2FENER N T OFENEDORT —F ZLH (88 ~—)

[RHCE DHEAEA b7 ~OREHEDENN

B TE HAZE D DFIHY

(88 =2—7)

CTL D T X 2REAFIIIARTOMFKIOYLEN T ENTWDHERH Y £, T OIRRIT,
FEAET = — U DBRBEOT X TORAFEDOY 7V =7 M7V =7 MBAH T 4 — LV RO

fED4HiZeM %2 3% LE I, Cisco ISE I,

. BEAMEEY FTYT
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BEEMGtEy Ty
gEczsangoazosn [

Cisco ISE 1%, KDL BIOHKI % VR —F L TWET,
CFALT R4

T4 LT NILAOHKNL, 7027 bDOT oV NIAEREZY T s MDA T 4 —
NIRRT VT 47 ATT, WRICHZRLET,

CELWY TV N LT 4T A

CA FEHEDARTOHIK) : Permitted: O=Cisco

7747 MEHEOY TV =7 ; : O=Cisco,CN=Salomon
CARERY T2 N T VT 4T A

CA FEHEDOARTOHIK) : Permitted: O=Cisco

7747 MEHEOY TV =7 ;b : CN=Salomon,0=Cisco

* DNS
«E X—)L

« URI (URI O, http://, https://, ftp://. F7-iX1dap:// DX 572 URI S L7 4 7 AThh
FOMERDHYET) |

Cisco ISE 1%, ROARTOHFIZT R — K L TWEHA,
«IP7 KL A
» OtherName

EETE DEAEIZY R — F IR TWORWEIKINEENTEY . BIEFOFFAZEICEY D7 4 —
L RNEEN TSI, Cisco ISE Y AR— K SNV A RIETX W=, ZD
REFAEIIES SN E T,

FHT & DAEHEFERN DA FIOHIFKI O ERG 2 RITTR L ET,

X509v3 Name Constraints: critical
Permitted:
othername:<unsupported>
email:.abcde.at
email:.abcde.be
email:.abcde.bg
email:.abcde.by

DNS:.dir
DirName: DC = dir, DC = emea
DirName: C = AT, ST = EMEA, L = AT, O = ABCDE Group, OU = Domestic
DirName: C = BG, ST = EMEA, L = BG, O = ABCDE Group, OU = Domestic
DirName: C = BE, ST = EMEA, L = BN, O = ABCDE Group, OU = Domestic
DirName: C = CH, ST = EMEA, L = CH, O = ABCDE Group, OU = Service Z100
URI:.dir
IP:172.23.0.171/255.255.255.255

Excluded:
DNS:.dir
URI:.dir

EXWEEY FTYT .
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B ceEczzamzoxs

ZIFANTRER Y FA T v FaFAEZEOY 7V =7 MI, RO LI EROERIC—HLET,

Subject: DC=dir, DC=emea, OU=+DE, OU=0U-Administration, OU=Users, OU=X1,
CN=cwinwell

EHETEHAHZEDNERT

[{E#E C& H3EM#E (Trusted Certificates) |77 « > R IZ, CiscoISE Tffi [ Al fE72 X T DIEHH
TEXHAEN -BERINTET, BE T AEAZTLFRTTHITNE, A= —FHEE-IT
VAT LEHETHHIVLENH D F9,

1RO BRI
RDBZ AT e FATT HITNE, A—N"—FHEELI AT LERAE TCHLLER DY 7,

ATYT1 TRCOEAELZFIRTLIE, [A==2— Menn) 742> (=) 27V vz L, [EE (Adminigration) ]
>[Y AT L (System) | > [FEBAZE (Certificates) | > [{E38T & A5EBHE (Trusted Certificates) 1% 384R L
F9, EREIND [EETX HAEHE (Trusted Certificates) |V 4 > K 7T R TOEE T HREHED
YA RNMNRERRINET,

AT T2 [[EHETE DAEAE (Trusted Certificate) |DF = v 7Ry 7 A& AL, [fRE (Edit) 1. [FR (View) ]
[=27 AHR—1 (Export) ]. F72IL[HIFR (Delete) 127V v L THERF AT HRITLET,

EETEZIMHERX FT7OIIAEDRT—ERE

SEHED AT — X AWM > TWARERH Y £9, T2k Y., Cisco ISE 2MEHEDHE
SAZZ OFEHEEZFEHTE A L5120 £7, FEHENMEE TE HFEHEX M TIZA A — b
NpHE., ZOIEWPEBTABMCEICRY £,

ATYF1 CiscolSEOGUI T, [A==2— (Menuw) |72 (=) 27V >7 L, [EE (Adminigration) ]>[> R
T L. (System) ]>[SEBAE (Certificates) | > [{EE T = HEEBAZE (Trusted Certificates) | Zi&4R L 4,

AT9 T2 ISE-PICGUI T[A==— (Menw) |74 2 (=) #7UJv27 L, [(EBAZE (Certificates) | >[{EEETE
BEIEAZE (Trusted Certificates) (DJAIZIRIN L £ 7,

ATV T3 ANFERITENCT LAHECKICH DT = v /Ry 7 A4 L, Mg (Bdit) 1227V v 7 LET,
ATV T8 [AT—H A (Status) | Ky T X7 URARNNDDLAT =X AL ERIRLET,
AT9 TS5 [fR1F (Save) 127V w7 LET,

B TEHAHAER N7 ~DFEAZEDEM

[{EMECX HAEHEA M7 (Trusted Certificate Store) ] 7 1 > K7 Ti&, Cisco ISE (T CA FFHE
ZEMTEET,

. BEAMEEY FTYT
88
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gEczsanzoss I

1R BHHIIZ

cRDEZ AT HEITTHITIE, A—N—EHEELII VAT LEHETHLILERNDY £
‘j‘o

BN ZEEAEIL, T UV EEITLTCND AL E 2 —FDT 7 A IV AT MIHDHUE
NHY E4, FEHEZILPEM 721X DER B THHMLENRH Y F4,

o HHETRREE 72X EAPFRGEICRERA EZ M H 9 2121%. FEARN 220 & GEB EANIC
CA 77 7% true \ITRELET,

EHETELAHAZTORE

ATy T

ATy T2
ATvT3

ATv74
ATvT5
ATvT6

GFAEZEE T 2AFHEX P TIBEMLES, [WE (EBdit) (o4 7T ar2EHLT, £
DFIFAEL ISICRETE £1,

1RO BRI
RDBZ AT e FATTHITNE, A—N"—BFHEELI AT LEHE THLLER DY 7,

CiscoISEGUI T, [AZ=a— (Menu) | 71 =2 (=) 7V vz L. [EE (Administration) ]>[Y X T
L. (System) ]>[iEBAE (Certificates) | > [{E8TZ HFIAZE (Trusted Certificates) DIEIZEIR L E 5,
ET DIEAFEOMICH LT =y 7Ry 7 A% F LT, Mm% (Edit) 127 U >y 27 LET,

(A7 ay) [Z7V> KU4 (Friendly Name) | 7 « —/L RIZGEAEOARIZAN LET, 7L KU4
EIRELRWGES, 7740 MITROBRTER S ET,

common-nameti ssuer#nnnnn

[{Z%8%C (Trusted For) |fHIK CHERT = v 7Ry 7 A% AL T, iFHEOH®BEZERLE T,

(A7 a) [ (Description) | 7 «—/v RiZ, REBAEOHHAZ A LET,
[PrfF (Save) 1227 VU v 7 LET,

EHETEHAAENETE

WDOFETIL, [FEHTX2HHED HE (Bdit) ] 74> FUDT7 4 — )L RIZHOWTHBALE
T 2OV 4 RUTCAGEHEDEMEAZRELE T, 20OV 1 RUZERRTDHITIEL, [A
Z=a— (Menu) | 742y (=) 27V v 27 LT, [BEE (Administration) |>[ X T L
(System) ] > [EEBAZE (Certificates) | > [{EfETZE HEIBHE (Trusted Certificates) 1 T3, #®
T EHTELHEORICH L2 F = v /Ry 7 A4 I LT, [ (Bdit) 1227V v
7 LET,

xRN EHETELAHEDHREERTE

J4—ILF4 FRLEODTA KSA4 Y

SEPAEIETTIT (Certificate Issuer)

EXWEEY FTYT .
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BEAmnty b7y 7 |

J4—ILF4&

EREDHA RZA4 Y

L2 k)4 (Friendly Name)

REREDO 7 L RUAE A LET, 2T
FTFarDT 44—V RTT, 7L RU4
EANTTLIRWNGEEL, RO TT 7 4L b
BB SET,

common-name#i ssuer#nnnnn

AT—43 R (Status)

Kua w72 A NP [£%) (Enabled) |
F 71X [%) (Disabled) ] A4 3IRL E3, FEH
ERE 22 > TV DA, Cisco ISE (15 HH
DWMESLICFERFEZHEH L EE A,

£%BA (Description)

(EE) Sz AN LET,

flE 151 (Usage)

|SE Wo)munl—tm( 1=|$E-q_é (Trust for
authentication within 1 SE)

Z DFFHET (Lo CiscoISE / — K £ 721
LDAP #— =26 0) P — N —FEIHE % fif
mﬁéﬁA DT IRy I R T
WZLET,

D54T7 2 hRBIEEE KU sydog AICIEFET %
(Trust for client authentication and Syslog)

([ISE NOFRFEMIZAEH#1T % (Trust for
authentication w1th1n ISE) | F =y 7Ry A
A AT LT AR A ATEE) 2 OFE
FEaEH L“C/)/V’«i’ﬁ IGEIE. ZOF vl
Ry 7 Aed AT LET,

«EAP 7’11 h /L% FH L 7= CiscoISE |2 8%
BT AT RARA v FERBREL £,

e syslog r—/"—Z{EHE L £,

VZ: "j- txo)nnunl—tﬁﬁ' 1|=$Ej—%) (TrUSt
for authentication of Cisco Services)

T4 — R =R R DN A aY—E R
FIEHET A DI OFHEEZ AT 54
X, 20T =2 IRy I AEF T LET,

. BEAMEEY FTYT
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gEczsanzon:

J4—ILF4&

EREDHA RZA4 Y

SERAZER T—42 AMIREE (Certificate Status
Validation)

Cisco ISE IX, ®FED CABFITT D7 T4 7T
VN ERIIT N —REHEO R AT — & A
Ty T5H2EBVOHEEYR—NL
TWET, 1 2D HEIE, Online Certificate
Status Protocol (OCSP) % ff ] L CREAE AR
AEd 5 Z & TF (OCSPIX, CALC ;of%%
EN 5 OCSPH—E RZEREZITWVET)
DD IFIEIL, CiscoISEIZCANS & '7/f1_
R UZCRERERSN Y A~ (CRL) &EME LT
REAEZRGET 52 & T, EBbDHED,
OCSP Z i I L TAT — &x%%mfé

N EEIZRY CRLEZEAT 25EICHAT
%\ij—o
OCSPH—E RIZxt L TH#EFT 5 (Validate |OCSP #— b 2z U CEEE AT 512

Against OCSP Service)

X, 20T =2 IRy I A AN LET,
DRy I A& AT BT, £9 OCSP
P —EREERTDLENDHY £77,

OCSP AR T—R R =R L-IGEIFE
KEHEET S (Reect therequest if OCSP
returns UNKNOWN status)

AERAE R T — 5XﬁO$P%~EX’ioT
WM SR o TR AT ER A ST 51T

IDOF 2 IRy I AEF N LET, _0)
Frv IRy I AL AT LT-EA . OCSP
=R K> TRPARAT —F Z{ER IR S
LD L, Cisco ISE IXBITERHMIi L CTWbH 27 74
7 v MERIT N —GEAEERESR L E T,

OCSPIEE AN EIETRRELIZRITEREIEST
% (Reject therequest if OCSP Responder is
unreachable)

O%Pﬁﬁﬂﬂﬁ
FREFERT DI
AT Liﬁ‘o

T%@ﬁémammwﬁi
I, ZDOF v IRy R

CRL ®&H>a— K (Download CRL)

CiscolISE CCRL ¥ v v u— K3 5121%, =
DF v IRy I RAEF AT LET,

CRL #{S URL (CRL Distribution URL)

CAMNH CRLEZH U v — R4 57-®d URL
AN LET, BRERGEHETHE ST
L. ZO7 40— RITABICEHSAE
AVET, URLIZ Thitp) . Thttps) . E72iZ
lNdap) THELILERHY £,

CRL MEfS (Retrieve CRL)

CRL IZ. BEIMEZIZIETHMICA Y e — K
T&FET, Furo— FORMBEEEZHRE L
*9,

EXWEEY FTYT .
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BEAmnty b7y 7 |

J4—ILF4&

EREDHA RZA4 Y

AooO0— FARBLESEITFHEIT S (f
download failed, wait)

CiscolSENCRLEZHE XV a— KT 5HFET
{2 Cisco ISE [Z 72T 2 T D LR H
LR EZRE L £,

CRL #%2{E L% LMES CRL #REEF /N1 /3R
9% (BypassCRL Verification if CRL isnot
Received)

IOF IRy T AEF AT LTSS, 7
S A7 v FERIZCRL A5 SN ARSI
aneshxErd, 2oFzv IRy I A%t 7
L2 E. BIRLZCAILL - TBLEN
TREEZ AT 2T _XTDOr 74T NE
KiZ, CiscoISEIZ &> TCRL 7 7 A L HEZAF
SNDHETHESGINET,

CRLAFELEEHTHLD, FIEXHBEIIAD
5EIEEET 5 (Ignorethat CRL isnot yet
valid or expired)

Cisco ISE TPRH4AH EHIBRH Z# M L, 727
T T 4 T TRODETIIHIREEIIL O CRL % 5
e L. CRL ONFIZHESNT
EAP-TLS #BREZ 7P Al £ 7213 T 55 810%
COF v IRy I AL AT LET,

Cisco ISE T [A%hH (Effective Date) | 7 1 —
)V ROBGEH & [IROFEH (Next Update) ]
74—V ROHIRAZCRLY 7 A L TF = v
7?69A IDF v IRy T R e F T
ZLET, CRLZ)§if5777‘4 A e AVIER
iti%@ﬂh@%ﬁ ZDCAIZE-TE

B3 T = HEAZE DHIBR

%éhﬁ-nﬁ%i%'fﬁﬁﬁﬁéj—’\f@nuu i:J:E':
HINET,
BErEY Y
FEETE2EHEA T (83 ~—)
B CE 2FEHEDORE (89 X—)
SBBEHLRVWVEHETE 25EAELHIBRCE 7, 7272 L. CiscolSE N CAGEFIZITHIBR L

IRNTSIZE WY, Cisco ISE NHE CA GEIIE ZHIFRTE % D%, RBEA4(AD Cisco ISE /L— ik

RAEF - ZESHBIDLEDOHRTT,

ATy 71 [EE (Adminigtration) ]>[Y AT L (System) ]>[ZEBHZE (Certificates) |>[{EEETE HEBHE (Trusted
Certificates) | # =R L £,

ATy T2

HIBR3 B AEBHE OB
MIE X o —UNEREINFET, Cisco ISE NES CA

LTz IRy I AEF AL

7 w7 LET,

. BEAMEEY FTYT

HIBR (Delete) 1#27 Vv LET,
REEZHIBRT AI2IE, ROWT O F T v a vk
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EETEHARER F7Ho0HEHENT Y 2R~ ]

* [HIB% (Delete) ] : CiscoISE N8 CA RERIEZHIFR T 255G, Cisco ISE N CAIZ K-> TEAL SN T
RCOT Y RARA 2 PFEABEITENZRY, = RARA v MIxy hUY—2Z BT EHA, =
RARA L ey NU—27 THEANZT DI, BT 55EHFEA ~ 7 I U Cisco ISE N CA
AFAEAE A R —FLET,

o [HIFRF L OHWY (Delete & Revoke) ] : Cisco ISE W#B CA GEFHEZHIFR L CTHUY ¥ L £ 3, Cisco ISE
NESCAIC L » TEBL ENTZTRTHOT Y RARA > FEEBAEITENICRY, = RARA» MExy b
D—JIT 7 8ATEEH A, ZOBEITRVETZENTEEEA, BEHAMED CiscolSE /L— Mk
HETF - ZEIMWX DLENDHY 7,

AT T3 [T (Yes) 127V w7 LT, iEHEEHIFRLET,

EHETETHIHAEX FTHLDERAEDNT Y XR—

186D HHEIIZ
RDZ AT 2 FATT HITNE, A—"—BEEELF AT LEHE THLLER DY £7,

)

Gx) WECADGIEAEEZ =7 AR — ML, 2O AR— M ENLEAEEZFEHA L TNy I T >
TbETET A%E 1%, CLI =~ | application configureise 4 2 LE R H Y £,
Cisco ISE CAGFHEB L ¥ —Dx= 7 AR — 1 (135 3—V) #2HL T ZE0,

AT9T1 CiscolSEDOGUIT, [A==— (Menu) ] 7/ 2 (=) 27V v7 L, [EE (Adminigration) ]>[¥ X
F L (System) | > [FEBAZE (Certificates) | > [{S$ETZ BAE (Trusted Certificates) | Z3&IN L7,

AFYT2 Ty AR— M BARAHOBCH ST = v 7 Ry 7 A%A LU, [£27 AF— |k (Export) 122U v 7 L
EF, I OOMHEDOLET Y AK— N TEET,

ATy T3 BRULEZGEAEL, 7794 TV T I70TFEEITLTCNDE T 7 ALV AT AMIPEMEA T Vo n— R E
nEJ,

EEETEBRIMHER F7ADIL— FEAZED A VA R—

— b CAIEFAEB IO CAIFAEL A LV AR— M5 L X EHETEX % CAIEELHH
THRHBOY—ERAEIEETEET,

1R BHHIIZ

FEAEEAEORIZEA L, 7 VXV TEL INTZ CAGEAELIR L7 CA O/L— MREFAE &l
DHFREAESLE T,

RATYTF1 CiscolSEDOGUIT, [A==2— Menw) | 743 (=) 7V v”7 L, [EE (Adminigtration) [>[¥ X
T L. (System) ]>[FEBAE (Certificates) | > [{E3TE SFIBAE (Trusted Certificates) | Zi&IR L £,

| EXWEEY FTYT .
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B =sczzamgoq k-

AT T2 [4 AR —1b (Import) 127V w7 LET,

ATY T3 FRENZFEEHER BT ~OH LWGEHED A R — K (Import anew Certificate into the Certificate Store) ]
74 RUT, [77A4NVDER (ChooseFile) | #7 V v 7 L, CAICL->TELIN, KENTL— b
CAGEIIEZERL £,

ATy 74 [JL2EUL (Friendly Name) = A1 L7,
[ZL> KY#& (Friendly Name) ]2 AJjL72uvE | CiscoISEIZL YD, 2D 7 ¢ —/L NIZIE,
common-namefissuer#nnnnn JZ= (. nnnnn (X—E D& ) THARIDS BB A SV E T, % CitlE%
WELT, [ZLYKY% (Friendly Name) |2 A E T £,

RT9TES ZOFHETEIHELEHNT L2 —ERAORBICH LT = v I/ Ry 7 A AN LET,

ATv 76 (LE) [#8 (Description) | 7« —/V RIZIEAEOBHAEZ AT LET,

ATy T 5 (Submit) 1227V v LET,

ROERY
{EHTE DAMITA b7 ISR CA G EA A = P LET R4 TBHA) .

EHETEHAHEDS VR— FRE

WDZFTIX, CAFEEZ CiscolSEIZBMT 27D TE A EHTE 25EED A VR —
I~ (Trusted Certificate Import) |7 4 > RUD T 4 —/L RIZOWTHHLET, 2OV 1 Ry
EERATDHIE, [A=2— Menu) |74/ 2> (=) 27V v Z7 LT, [BHE
(Administration) ]>[> X7 L (System) ] > [REBAE (Certificates) | > [{ERETZE HitFAE
(Trusted Certificates) ] >[4 >7/R— k (Import) [ONEIZER L E 9,

R 12:EHETEDAAEDA vR— FRE

T4—ILF4& BTLL]

SEBAZE 7 7 1 )L (Certificatefile) [ (Browse) |27 U7 LT, 77U
EFITLTCWA I Ea—4nGLiFHEY 7
ANEFRLET,

LY K4 (Friendly Name) FAEHEOZ L RUAE AT LET, 4%

FRE L7 WA TE, CiscoISE T & ¥ <common
name>#<issuer>#<nnnnn> DT H I 4
BIMER S NET, Z 2T, <nnnnn> [XEFAH
D5 HTOEAE T,

ISE NDFBEEAICIERET S (Trust for ZOFEAE%E (o ISE / — K £7212 LDAP

authentication within I SE) P—=N=5) P N —FEE O RREEIZfE
THERTI, ZOF v IRy 7 A%F T
LET,

. BEAMEEY FTYT
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gEFr— o1 ot—+

Ta4—IL & BL)]

D547 RIS KLU sydog AIZIEREET S | (ISE NOFEAEHICEEET 5 (Trust for

(Trust for client authentication and Syslog) | authentication w1th1n ISE) | F =y 7Ry A
A AT LTS EICIRY A TR Z OREH
ExfEH LT/)’VS:ﬁ FGERIE. ZOF v s
RNy 7 A%A N LET,

*EAP 7'u b=V &M L7z ISE 285kt 3
Hxr ]\j—/r/]\@wuu

* syslog —/"—D(FHH

SROAY—ERDBIEIAIZEET S (Trust | 74— K P —E AR DT A —E A
for authentication of Cisco Services) PIEET DO ZOFFRAEAZERT 56
X, ZOF v IRy 7 AL LET,

SIBAZEDHLRDIREE (Validate Certificate ([Z7 747 v FREHIZ(E#HT % (Trust for
Extensions) client authentication) |4 73 @ > & [REREIL
SRORFEE HZNZT % (Enable Validation of
Certificate Extensions) |4 73 a > Ol 5% 74
N LTGEDH)  TkeyUsage) JLEIEMTFEAE
L. [keyCertSign] B> FREREINTWVD

Z Ll CAT T 7D true | Ta%E ST HEAH
RWEBENAET A Z L 2R L E T,

£BA (Description) LECHMAE AN LET,

EErEYY
FHETEDEHER LT (83 <—Y)
AEAETF == DA VAR— k(95 =)
B TE 2EHFEA R T ~O— FEAED A VA —F (93 ~—)

AEREFz—2 DA UiR—

FERAER N TR E LEEAET =~ 2 G DE D7 7 A D, BEOIEREL A
R=P TEHZLENTEETST, 77ANVHNOTRCOFAELPEM O TH Y, FEHEITR
DNEFFIZH XA TWDUERH D F97,

« 77 ANVHDREDOTEATFIL, CAICL>THEITENTT T4 7 > FEHEEITY— 1 —
FEHETH HLENDH Y £,

cBNCH DT X TOREAFEIL, V— F CAGERF L, BITSNIEHEFOELDTF = — I
LT XTHE CAGEHETH 2BLENDH Y £,

HFAEF = — DA UR—FE, RO2 AT v 7TOTak A TT,

EXWEEY FTYT .



ERMGEY b7y T |
B ciscorse/ — FRIBEOEETE ZERBEDOA VR F—L

1. CiscolSEFHAR—F VL TREETE HAERAER M TSR ET = — 7 7 A V& A VR— |k
LET, ZOBREICED . BBEO1OZERE, TXTOMAENT 7 A VD BEHTE S
FEER R TICA v R — b SRET,

2. CA BANTEFFHEONRAL v FEERMEHA L CGIEHEF = —> 77 A V&2 A VR — L E
T, ZOBEMEICLY . BBOFHEN g —HAFHEL L TTZ 7 AL A R— &N
BETO

Cisco ISE / — FEIB{EDEFETE HBAED A VX F—IL

Bz F T v 7 TR38E, B F) ) — RERET RIS, B F ) ) — ROEHE
SERAEOKEECFEH SN 57 CA FEBHE% PAN O CTL IR E T 54BN H Y £, PAN
®D CTLICANTHFIEIL, > F VA TR Y 97,

& H K Y ) — K Cisco ISE EHIR— & L & DIBIEIT CA BA (T X FFAEL T 55
i, B FY ) — RO CABANM EGEAE, BET2HMEEHE (Ho%H) .« BX
W (BB HY ) — ROFEAEIZES LT CA D) b— b CA GEHEE PAN @ CTL (24
VIR— N T ARERH Y FT,

e LAY ) — RN CiscolSEEHR— & )L & O@EICH DELIFAELHEHT L5413,
PAN® CTLIZ®E D &Y ) — OB EEBAEAEL A VR — M T&EFET,

N

(6=3) Bk EINT-E XY ) — ROEHEIFHEZ LR T 5546
X, B XY ) — FOBEBREIEEDORIEIZAHEH T X 5
Yl72 CAGEEZ IS L, PAN O CTLIZA V' AR— T 54
ERHY FET,

s BEANTYZ A4 7 FEPSNDOB DX 27 R@EICHEE
LAEAEZEAT 2854, BYOD 2 —H—723d 585 5 5l
DOBFTICBEIT 5 &, EAP-TLS = — W —38FFT ki L £ 9,
—HOPSN I CRAE SN D MENH D Z D K 9 7RG EE R D
BE. AN CEA SN CAFEHEEZMHL T 747 b
& PSN O OIE(E #RET D0, FI/TO CAICE - T
BLSINTCUAN R — RiEHEZFEHTILERH D F

7T

AN CA D> B FAT SAVTAEZEICEEATHIFI N ER SN TEB Y, CA 77 7 true IZFHE ST
WHZ L EMERLET, /— FHEBEEHD CABAMEFEHEL A VA M—1F 5121, RO
FIEZFITLET, ZNOHDX AT OFEMIIHONWTIX, [Ciscol EFFE A K] O TEEAM
ey N7 v OFEESRLTITEZN,

ATw 1 GEHEELZR (CSR) DER & FREEF~D CSR DEE
ATV T2 BEHTEDHHER N T ~D)L— FEAZEDOA VR — b

. BEAMEEY FTYT
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CiscoISE TOF 7 4L koisEc= 3552 [

ATY T3 CSR~D CA BLFTEFEAED A VR

Cisco ISE TOT 74+ /)L FDIEFET = HEIAE

Cisco ISE DIEHTZ HFEEA T ([A==2— Menw) | (=) 7TA4ar%27 Vv 7L, [E
I (Administration) 1>[Y X7 L (System) | > [REBAZE (Certificates) | > [{E3ETE HRIAZE
(Trusted Certificates) [&83&4) (21X, 7 7 4+ /L b CHEMARERFEHEN W O F E T
F9, ZNLOFEHEIL, BX 2 VT 0 BEHEEARHETZOICA NTICAEIIZA Y AR— S
T4, HEL, INLTRTEFEATILEEH Y A, ROFBIHH SN T DIHEEER
&, TCIHEREEIC 2 > TV DRERAETIE /A<, B CRR LGEHEL A TE 9,

R13: T4 FOEETEZAHE

EHETELHAHEDL | V)T ILES SIRAED B/ FEBAZE % & T CiscolSE
il J1)y—=

Baltimore Cyber Trust |02 00 00 B9 ZOFEHEE, —H#o |V U —2 2.4 LI,
Root CA Hiulsk C cisco.com 23N

H+25CAF=—WN
D)— bk CAFEAZE &
LCHERET 52 &3 T
XFET, £, ZOFE
BEIT,
https://s3.amazonaws.com
THRAREINTND
ISE 2.4 DR AT+ /CP
HH XML 7 7 A LT
BEFHINTHWEL

7o
DST Root CA X3 44 AF B0 80 D6 A3 27 | = mIFRAE 1, VY —224 LI,
Certificate Authority | BA893039862EF840 | ¢isco.com 73# fiT %
6B CAFxz—rDL—k
CA GEFE & L THRE
THZENTEET,
Thawte Primary Root |34 4E D5 5720 DSED | = pZEH] 1, U Y —2 24 LIKE,
CA EC 49 F4 2F CE 37 DB | iisco com &
2B 6D perfigo.com 23MEH T %

CAFz—rD/L— |k
CAGERE L L THERE
THZENTEET,

| EXWEEY FTYT .



B ciscosecoFor roEETE2ERE

BAMLEEY b7 YT |

EHETEHAHENS
Hil

V)T ILES

FAEAED B

SEBAE % &3 CiscolSE
yy—2

VeriSign Class 3 Public
Primary Certification
Authority

18 DA D1 9E 26 7D E8
BB 4A 21 58 CD CC 6B
3B 4A

Z OFEAFEL,
VeriSign Class 3 Secure
Server CA-G3 D /L— |
CA GEE & L CHERE
LET,

CiscoISE T/ r 7 7 A
7 74— FH¥P—EX
ERET HHAITX. Z
DFREAFZ AL 5 24
ERHY FET,

VU —2Z 24 LK,

VeriSign Class 3 Secure
Server CA - G3

6E CC7A A5 A703 20
09 B8 CE BC F4 E9 52
D491

ZAE, 202052 H 7
AIZHIRGIIC e
Ml CAREIETY, =
DR EA T D4
HiEZh FHA,

AEPAEAHIERT 512
1. TRt X A7 &%E
1ITLET,

VU —2Z 24 LK,

Cisco CA
Manufacturing

6A 69 67 B3 00 00 00 00
00 03

Z OFEHEL, Cisco
ISE (2855t L TV D ¢
FED T AT IS, AN
T 2560750 £
T, ZOFREAETT
7 F b kTR
o TWET,

VI —=R224BXT
2.6,

Cisco Manufacturing
CA SHA2

02

Z OFERAER, B
FEE, = R4 > b
FRE, BL R
TITANTIF X T
T—DCAFz—rN
TEHTEET,

VU —2Z 24 LI,

Cisco Root CA 2048

SFF8 7B 28 2B 54 DC
8D 42 A3 15B5 68 C9
AD FF

Z OFEHFEIL., Cisco
ISE 128zt L TV D55
EDT AT INA AN
AT ENTEE
T, ZOREAEET
7 F b kTR
o TWET,

VU —2Z 24 LK%,

. BEAMEEY FTYT
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CiscoISE TOF 7 4L koisEc= 3552 [

EHETEHAHENS
Hil

V)T ILES

FEAED B

SEBAE % &3 CiscolSE
) )—X

Cisco Root CA M2

01

ZOREBEI, EEE
FREE, =2 RaRA >k
AEE, BIOERA
TITANT I F ¥ T
2—DOCAF=z—r~HN
THEATEET,

U —224 LI,

DigiCert Root CA

02 AC5C26 6A 0B 40
9B 8F 0B 79 F2 AE 46
2577

Facebook Zfif L 7=
A2 bwrArEEHL
TWhH 7e—|ZiF, Z
DOFEEFEE LT 50
ERH Y FT,

U —224 LK,

DigiCert SHA2 High
Assurance Server CA

04 E1 E7 A4 DC 5CF2
F3 6D CO0 2B 42 B8 5D
15 9F

Facebook Z il L7=%
AbmrrArEHAL
T 77—, Z
DFEAFEL LT 504
ERH D ET,

VU —2Z24 LI,

HydrantlD SSL ICA

7517167783 D043 7E

VAP —E A TIEME

JIJ)—2248BIW

G2 B556C357946E4563 | <y, C v, 2.6.
B8 EB D3 AC
QuoVadisRoot CA2 | 0509 COIEHEL. Su | U U —2 24 DI,

T7AT, RAF v,
B IA4T T
nEYa=r s 7a—
NTHHT 2 0E )R &
D FE9,

Cisco ECC Root CA

01

Z DFEHEX., Cisco
ISE CHEAENE VA
IDEFEENL— FNA T
N RVO—ETY,

U J—2=2.6,

Cisco Licensing Root
CA

01

Z OFEAEL, Cisco
ISE CHEH DT A
IOFEFN— MR KT
N RVO—EHTY,

U U —2=R2.6 LA,

Cisco Root CA 2099

01 9A 3358 78 CE 16
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Z OFEAEL, Cisco
ISE TSNS v A
aIDFEFEN— A RT
N RLO—HTY,
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BAMLEEY b7 YT |
B ciscosecoFor roEETE2ERE

EHETELHAHAENSR | VI TILES AEAZDEM AEBAE €& ¢ CiscolSE
Hil )1)—x

CiscoRoot CAM1  [2ED20E7347D333 | = oarBiEi3. Cisco | U U —% 2.6 LLKE,
83 4B 4F DD 0D D7 B6 | [SE i i] X412 o 2

P SO~ FA R
N BV D—ETT,
Cisco RXC-R2 01 Z DOFEHFEIL, Cisco | U U—R 2.6 LI,

ISE T &5 v A
aOFENL—FA T
N RILDO—ETT,

DigiCert Global Root |08 3BE056904246B1 | = »FEAHE L. Cisco |V U — 2 2.6 LI,
CA A1756AC95991CT |1QE CHifll X5 o %

4A SDEEL— R R BT
N DT,

Cisco ECC Root CA |03 Z OFFBHEIX, Cisco |V U — % 2.6 LUK,
2099 ISE CEHSND VA

ADEFL— R AR
N DT,

Cisco ISENSDT 74 FDIETETE ZEIHAEDHIK

fEHTE 5T RCOFEAEL R RT 51T, CiscoISE D GUI T, [A==— (Menu) ] 7
A2y (=) #7Y vz L, [EE (Administration) ]>[> X T L (System) > [SEBAZE
(Certificates) | >[{E38TZ HFIBAZ (Trusted Certificates) | Z 3R L £,

cHIBRT 2ENEFE L =7 AR—FLTRIFELE T, ZTHAICRY ., BN U THEAS VA —
FTELHEIITR ET,

T AR— T HIEREOT = /Ry 7 A2 7 Vv L, LiZHDA=a—1"—D [
7 AR—K (Bxport) |24 NI LET, =T ==V NUVATAIH U B— RENE
R

FERAEZHIBRLET, HIBRT2EHEOTF =y 7Ry 7 A% AL, EHOA=a—
AN—D [HIFr (Delete) 1227 Vv 27 LET, CAF=—r, EXF 2T 2 syslog, £7idtk
X 2T R LDAP IZ Ko THH SN TWAIGAIX, TOMAELZHIRT 22 LIF T EE
Ao

cCAFxz—r, BX 2T Rsyslog, BEO EZNNEENTVD syslog 7> HAEIE 2 HIFRT
LI BERREL T ZITVET, ZORT, AEHELZHIBRL £

AEHEFEZHIBR LG, BlET o2 —e 2 GEHEORMEZZMR) BNEELEBVICEELT
WO Z LEMERLET,
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T ET |

AEAEERAEXK

CA NEBAAT SN EZ AT 51203, EHEZLZEREZER L TCAICEETLILENDY
=7,

PER% UT-RERIBRE A kD U 2 M, [FEBAZEREXR (Certificate-SigningRequests) | 7 1 &~
RIZERENET, 2OV 4 RUEFRTHICE, [A=2— (Menu) | 712 (2)
7V v7 L, [BEE (Administration) |>[> X T4 (System) | > [EEBAZE (Certificates) ]>
[EEBAEE L ER (Certificate-Signing Requests) ], CA 2»HE4 & G 5121%, AEAEEA
PRETZ 7 AR— ML, ZTOFEHEE CAIZEETHI2LERH Y £7, EAIZEIXCAICE-T
B S, BEIRET,

Cisco ISE DEHR— 4 Vip bl E % — T EETE £, BENOTRTO / — ROFE
AEBELEREER L, ThbE2x s AR - T&ET, Z0%, APEELERE CAICE
BL. CADDLEBAMNEIAHELZRIG L, CAICE > TSN — B L OH I CAGEHE%
FHETEDEHFA FTITA R — L, GEAFEEL ERIZ CA BT EGEHFZ A o R
HLILENRHY £,

AEAZEERERDIER ERFER~DEE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

SFAEZE A Rk (CSR) 24 LT, BEHAO ) — KO CA BAfFTXHEL> G X E 4,
BENOEED ) — REIZEBBANOTXTO ) — RAOGEAEEL BR (CSR) AR TX
£,

(B (Administration) [>[2 X T L (System) 1>[5EBAZE (Certificates) |>[REBAZEERER (Certificate
Signing Requests) | # R L £,

[(IBAZELER (CSR) MAERL (Generate Certificate-Signing Requests(CSR)) ] #7 U v 7 LT, iEAE
BATEREARLET,

REAEBEABEREEN T DODMEE AN LET, RRINDTU L RUDEKRT 4 —/L RIZHONWTIL, &
BT HAEORE (89 <—Y) 2BMLT EEL,

(FTvav) Fuora—RTB84BROF v 7Ry 7 Akt iz, [T RKR— Kk (Export) 1%
7V w7 LTHEREX Y a—RRLET,

[eeee BEGIN CERTIFICATE REQUEST----- 15 T END CERTIFICATE REQUEST----- 1 F¥ToT
RTCOTFAMrab—L, #IR L7 CA OFEHEBERICERONEZM Y £,
ELEHOFEAEEZX e — RLET,

CAIZE - TIL, BAMNZHHIENE T ANV TEEINILENH Y £T, BAM ZAEIFEIL, zip 7 7
ANVDOFA T, CiscoISE DIEFETX HAEHEA N TILBMT 24BN H D, FHFITOFEHAE L CA DX
Ty BAGEAENREENTWET, T UXNVEL I CAGEFIE, L— b CAGEHE, B UM
R CAREAE GENT258) 27279470 V770V 2FITTH0— DNV AT AZA T m2—RT
xFET,

EXWEEY FTYT .



BEAmnty b7y 7 |

B ivzzszs~onassgsamEn (o

EAZEERERAD CAZBA T EMAEZED /NS VR

ATy T

ATvT2

ATv73
ATvT4

ATy TH
ATvT6

ATy 17

ATy T8

CANT VX NEBLIEFEHELIRL TN, TOGEHEZEAEZLERIZANAS > KT 540
FTNH Y F£9, Cisco ISE EHER—Z VINBERNDOTRTD /) — NIk LTA » REfE
EERITTEET,

18 HHIIZ

« TUHNBELMNEFINIFE, BLOEET 50— FHE CAGEH#EZ CA DDZITIND B
R ET,

(B CEX HAEAER N TICREHT 50— h CAREE L FH CAGEHEZ A VA — b LZE

([A=a— (Menuw) |71 2 (=) 27V v 7L, [EE (Adminigtration) ]>[ X
T L (System) | > [fEBAZE (Certificates) | > [{E38 T = HAIBAZE (Trusted Certificates) ]
ZEIRLET) o

[&3 (Administration) ]>[ AT L (System) ]>[ZEBAZE (Certificates) |>[EEBAZEZERKEK (Certificate
Signing Requests) | # iR L £,

CA BN ERERF L ALV F T DL EDR D HAEHEELREROMICH DT = v 7Ry 7 A A T LE
R

[(EBAZ D /N1 > F (Bind Certificate) 1227 U v 7 LE7,

FREND [CA B4 (T &EFFZE (Bind CA Signed Certificate) 17 1 > K7 T, [Z 74 JLDER (Choose
File) 127U > 7 L., CABAFEFEAEZERLET,

[7V > KU4 (Friendly Name) | 7 4 —/V RIZfEZ A LET,

Cisco ISE |[ZFEB EDYEIEDRGFEE FF Al T 25613, [REAEOILIEROMREE (Validate Certificate Extensions) |
Ty IRy I AT AT LET,

[SEBAZDILRDHREE (Validate Certificate Extensions) | 4 7Y a W ISAHNZ2>TRBY . A VR — 195
AEFEIZ CA 7 7 7708 True IS E SN2 ZEARRITILEN B EN TV DAL, F—EAIEESTFET S Z
& . B L WkeyEncipherment £ k & keyAgreement £ b DWW E - EH FNRRESINTNDH I L%
B LT,

(GE)  CiscoISETIiL. EAP-TLS 7 Z 4 7> FEAEILT DX NVBEL O X —HRILEEZ AT 2 LE R H
D i‘é‘o

(X7 ay) MEHFGE (Usage) (HEIRT, ZOFEAENEH NIV —E A2 F I LET,
ZOEHRIL, FERIEBA FEROAERFRC [EHJ77E (Usage) 1|47 v a 2 LIEHAITEEIAL S
NEJ, Tz, B CHEAELZREL THERAFIEZBEET S TEET,

774~V PAN CHEHFEN [EEE (Admin) |OFEAEEZLEET 5L, LOTXTD/— K TH—E 2R
NHEELET, 774~V PAN HEEBIRICC AT AT —EIZ1 50/ — REFEE L ET,

[EfE (Ssubmit) 1% 27V v 7 U CREAEFEZEAERE CA BAMEFERAEFE L M FLET,

ZDRFAEDOMFEH H1EMN CiscoISE / — FBEHRA & L Tv—727 SN TWA AL, CiscolSE / — FD 7T
TV =g Y= R—NHEER L £,

. BEAMEEY FTYT



| g&xmtty b7y
anzgeErozszt—+ I

IO AEBYIK LT, AFAEESLAEREERNOMD ) — N LD CA BLAMZFEAEEZ A FL
\iﬁqo

RDERY
B CTE DAREA BT ~DOA— FFEHEDOA LH— b (93 2—)

AEAZEERERDITY AR—+

186D HHIIZ
RDBE AT BT HITNE, A—N"—FHEELI VAT LEAETCHLLERH Y £7,

ATy 71 [EE (Adminigtration) [>[ AT L (System) |>[3EBAZE (Certificates) |>[FEBAZERER (Certificate
Signing Requests) | Z#i#R L £ 7,

ATY T2 2/ AR— b HHEORICH LT = v /Ry 7 A%kd AL, [22 AFR—h (Export) %7 U w7 L
£7,

ATw T3 EHEBLERN O —DILT 7 ANV AT MIEA T — RERET,

AEAEZERERDRTE

CiscoISE Tl&, 1 DDER T, HHER—ZILINLEBNOTRTH /) — FOZFFHES4L Ek
EERTHZIENTEET, £/, BHANOHE— — ), ERFERTNFDO /) — R L5
DFFAEBATERAZ LR TL2O0EERTH Ly TEET, B~/ — FOGFHEBL ERE
AT 5854, ISEIXFEHEY 7Y =27 RO [CN=] 7 14—/ FOKFE /) — ROEEER KA A
>4 (FQDN) ZHBEMICEESHZ £7, GEHED [T Y =7 M4 (Subject Alternative
Name (SAN)) ] 74— /L RIZ= > R 552 EERIRLIEGE, Mo SAN JEMEIZINZ T
ISE /— RO FQDN # AT 5 ME RSV £, BHNOTXTD /) — FOGENEES ER%E
AT D Z L BBIR LA, [TA 0 KA — REEAEOFF AT (Allow Wildcard Certificates) ]
Fryv IRy Z%F N2 LT, [SAN] 7 4 —/L F (DNS4) 2V A /L KA — F#3 TFQDN
Z AJ1LET (*amerexample.com 72 &) , EAPRRAEICFERAEZ AT 554613, [CN=] 7 1 —
WVRIZTAN R —FEZATIL72NTSEEN,

TA N R — RAEREZEHT 22 21280, 4 Cisco ISE / — RIZEA DOFEHEL LK T 5
N2 720 £9, Fo, FAEAEOESE L <ToDI, SAN 7 ¢ — /b RIZHHE D FQDN fE
EANNTHVNELHY FH A, SAN 74— )L RTT AX Y ZR7 (*) 2H+T5L, BENO
BEOW SO ) — R CH—OIEAELZILETE L X 212720, GEREL DA L 2% 5%
i35 EMNTEET, 2L, VA RO — RiE#EIL, £ CiscolSE / — RIZ[EA DO W —
N—FFAELZE Y Y CTHHA LY b LEEENMENE R EnET,

ROEXTIE, Wik (CA) PEA TRERFEAEEZA BOR O AU T % REHEEA 25K
(Certificate Signing Request) ] X—Y D7 4 — )L FIZOWTHBHLET, 20O RUidk
ATDITE, [A=a2— Menu) |74/ (=) 227U v 27 LT, [EE (Administration) ]>

| EXWEEY FTYT .
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[ RT L (System) ] >[FEBAE (Certificates) | > [REBAZEHE (Certificate Management) ] >
[(EBAEZE L ER (Certificate Signing Request) ] DIEIZEIR L £,
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B avzzszsozs

BEAmnty b7y 7 |

J4—ILF

HEREDHA FZ1 Y

SERAEA T A —E A ZBIR L7,
Cisco ISE ID SFBRE

o [EEE A (Multi-Use) ] : 85t —b 2 (FHE, EAP-TLSEGLE,
pxGrid, BLOR—Z V) (RS ET, BEEEEHOFEHET
IIAT Y —NR—l DX —OHBEHHALET, B4 CA

DFHFAET L — MI, a2 a—FFRiI~v Vit ET
L—hEMEINET, ZOT 7 L— ML, ROTa 3T 4 03H
nET,

s [F—DHiE (KeyUsage) |: 7V ¥ NVEL (BH)

s [F—DriEHE (Extended Key Usage) ] : TLS Web #—/3—38
FE (1.3.6.1.5.5.7.3.1) BLOTLS Web 7 74 7 MR
(1.3.6.1.5.5.7.3.2)

s [FEE (Admin) |: V——F8FEICEHINET (FEHER— 5'/1/
LOBEBIOENDISE / — KR O@E 2 HR#ET2720) |
% CA DFFRET 71— hi\ww%—ﬂ—£%%7/7v~%
EREEINE T, ZOT 7 L—MNIZiE, ROTa T o Nn"HY F9,
o [F—DHE (KeyUsage) 1: 7 V¥ NVEL (B4)
s [F—DriEHZE (Extended Key Usage) ] : TLS Web #—/3—38
FE (1.3.6.1.5.5.7.3.1)

* [EAP i%GE (EAP Authentication) | : % — N—FGEICMEH S E T,
B4 CADIENET 7 L— NI, arta—FElid~ Rl
ETF T U= EMENET, 20T T L— MIE, ROTa s
TABDHY ET,

s [F—DHi&E (KeyUsage) |: 7V ¥ NVEH (BH)

s [F—DriEHZE (Extended Key Usage) ] : TLS Web #—/3—38

Ak (1.3.6.1.5.5.7.3.1)

GE)  EAP-TLSZV A 7 v FaFHEICT P H VEBL X — i L%
HFHTHILERD D £,

* [RADIUS DTLS] : RADIUS DTLS ¥ — 3 — O8GRI S v E 5,
ZOT T L= ML, ROT e T 4 03H 0 £,
« [F—DH&E (KeyUsage) |: 7V ¥ NVE4L (BH)

o [F—DILIEAE (Extended Key Usage) ] : TLS Web H—/3—32
Ak (1.3.6.1.5.5.7.3.1)

* [ISEX vt — > 7 —E A (ISE Messaging Service) ] : Cisco ISE
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| &4ty b7y 7

s TE T |

J4—ILF

HEREDHA FZ1 Y

o [R—=%n (Portal) ]: H— N—FEFEICEH S ET (T XTDISE

. [pXGI‘ld] . 7 '7/1) 7 l“ it uE(E ']j‘*‘/\ ntugﬁo)ﬁjiﬂz'fﬁﬁﬁ éﬂj{‘g‘

A= 7 %G LTz Syslog HRRICHE A S vk ¥, FLAGALD
UDP syslog [X4£ % —/4" > ~ (LogCollector 3 & (X LogCollector2) F
MnT WAN 156 & A2 L £ T,

s [F—DMiE (Key Usage) 1: 7V #NVEL (B4)

o [F—DILIEA#E (Extended Key Usage) ] : TLS Web H—/3—32
AF (1.3.6.1.5.5.7.3.1)

Web iR—% )L & DBIEEHR#ET DH20) , B4 CA DFFRAET 7
— hF, 2P a—FERE Y UEAET O L— RN
F9, ZOT T L— NI, ROTaXT43HD FT,

s [F—DMi&E (Key Usage) 1: 7V #NVEL (B4)

o [F—DILIEME (Extended Key Usage) ] : TLS Web H—/3—32
ik (1.3.6.1.5.5.7.3.1)

(pxGrid 7 74 7> k& —_"—fOBELRET H-0) . B4

CADFFHET o FL— MI, ara—FEid~ s VartAET v
FL—FEMEINET, ZOT T L— T, ROT a5 ¢ R
b FEF,

s [F—DMi&E (Key Usage) 1: 7V #NVEL (BF4)

o [F—DILIERAE (Extended Key Usage) ] : TLS Web H—/3—32
ZE (1.3.6.1.5.5.7.3.1) BLOTLS Web 7 714 7 M
(1.3.6.1.5.5.7.3.2)

*[SAML] : SAMLID 7' v 34 % (IdP) & DOt F = 7lEICHHAT 2
P——FEE, SAML TOfiHZ iYL LciEiEi, BB
SE° EAP BREEAR EDF DDV —E 2D - DITi T 5 Z L3 T
FH A,

s [F—DMiE (Key Usage) |: 7V #NVEL (F4)

o [F—DILIEAE (Extended Key Usage) ] : TLS Web H—/3—34
ik (1.3.6.1.5.5.7.3.1)

EXWEEY FTYT .
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BEAmnty b7y 7 |

HEREDHA FZ1 Y

GE) JEX—oRRWBEIEEDOBHOA 7 ¥ =7 MNEhl+ O
7250 2.52937.0 DENEGENTOWDHAEHAEZHEH L2V &
EREDLET, LEX—OFEARWBMEIEEO B0 AT
Tl FERBITF- DS D 2.52937.0 DIENEGEN TV AHIEHE
EHERTL5E, GERZEEESDE RS, ROTT— Ay
—UBRERENET,

source=local ; type=fatal ; message="unsupported certificate"

Cisco | SE FRELF/EIAE

* [ISE /— k CA (ISERoot CA) ]: (PN#f CA ¥— B RIZD Z it H ]
BE) 774~V PAN ®/L— h CA B L OPSN O FL CA % & Te N
CAGEET = — U 2REHART -0 SN ET,

* [ISE #[#] CA (ISE Intermediate) ]: (ISE 23445 PKI ®H1[ CA & L
THERET 258 ICNEICA Y — B X2 DA FEE) 77 1 ~ U PAN
DOHIE] CA FEFFEF L OVPSN O T2 CA FEBEO AR S E
T, B4 CA OFEHET 7 L— ME., FERGER EFREN £,
ZOTrFL— I, ROT T 4 0835V ET,
o [JEAHIF (Basic Constraints) ] : HE, 8L
o [F—0DOHi#E (Key Usage) |: itEDEL, TV X IVEL

o [F—DriEM®E (Extended Key Usage) ] : OCSP &4
(1.3.6.1.5.5.7.3.9)

* [ISE OCSP JGZEMIFERIZED HHT (Renew ISE OCSP Responder
Certificates) ]: (PNE CA ¥ —ERIZDO A H FIEE) FEHHARO ISE
OCSPISEMFEAEOTHICMHE A SN ET GEFEEBELERTIEH Y
FHA) ., BX=2 VT 0 LOEBEMNS, ISE OCSP INAHIFEHEZ 6
HATEICEHT L EEHRLET,

Z4—ILF
J4I)L Kh—FiE
BREZEDFA (Allow
Wildcard
Certificates)

FFRAED [SAN] 7 f —/L R®D CN/DNS 412U A )V R — R (%) %
AT HICE, ZOF v Ry I AEFNILET, 2OF v IRy
JAHF AT DL BANOTNTO /) — RRAEBIIIOERSNET,
FEVRD T IOV DNLEIZT ALY 27 (%) UANRA— RXFEERT 5
VENH Y £F, VAN RFI— FEAEZERT 256813, EFx=2U7+4
LT D7D B AL A SEIT 5 Z L 2T L Ed, 2Lz
* example.com DK V) |2 * amer.example.com Z i ] L THdlk 2 537 %
ZENTEET, RAALAESEILWE X2 U7 1 EOREDH
AT DR D D £7,
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s TE T |

J4—ILF

HEREDHA FZ1 Y

N/ —FD

CSR MARL
(Generate CSRs

for these Nodes)

FEAEZ AR TS ) — ROBMOTF = v 7Ry 7 240z LET, ERM
WOBIRE N/ — RO CSR AT DI, [T AN A — FREHED
#F7 (Allow Wildcard Certificates) | 47> a > &4 7L ET,

HEH (Common

T 7 4V h T, B AIIREEE A Bk A AT 5 ISE / — KD FQDN

Name) (CN) T4, $SFQDN$ (X ISE / — F® FQDN Z# & L £7, EHNOER  —
ROFEAEBEALERE AR T H &, GEIEBZL T RO [HiE4 (Common
Name) ] 7 4 —/L RIZ%& ISE / — KO FQDN [ZE &z HiuE T,
=y b #Ak = > 44, Engineering 72 &
(Organization
Unit) (OU)
bk #H#kA4L . Cisco 72 &

(Organization)
(0)

# (City) (L)

(EMEAT]) #THi4, SanJose 72 &,

M (State) (ST)

(BREAT]) M4, California 72 &

E (Country)
(C)

4, 2 XFD IS0 [HFEZZ AT L20ENH Y 3, USkL,

YTy MREB
% (Subject
AlternativeName)
(SAN)

SERHEC BT T DL TWA IP 7 R LA, DNS 4. Uniform Resource
Identifier (URD) . £72iX7 4 L7 MU 4,

* [DNS 4 (DNSName) ]: DNS 4 &R L7=45 1%, ISE / — FD5%E
BEMIRAA LB AT LET, [TA N R — RFEAEOFFA (Allow
Wildcard Certificates) 147> a V& A A LG AEIL. VALV RI—

REFL (RAA VA DRNZT AZ VA7 LV A4 REANT)) &IEE
L$£9, *amerexample.com 7% &',

«[IP 7 R 2 (IP Address) ] : sEWEICEESTIT B ISE / — R
IP7 FL A,

s[2=7 4 —2 U Y —A#HIF (Uniform Resource Identifier) ] : FEFA

EIZBIEAT T D URL,

«[7 4 L7 F U4 (Directory Name) ]: RFC2253 (2> CEFRIND
w4 (DN) O3CF3IRS, DNBIZV < () TXEIY £,
[dnQualifier] RDN O51%, W ~2T A7y —7 L, XKUY LT
L TRy I RTyva v~ I\ #EHALET, =L 23,
CN=AAA ,dnQualifier=O=Example\,DC=COM,C=IL 72 & T3,

EXWEEY FTYT .



BAMLEEY b7 YT |
B «—srcemysamsoey b7y

J4—I)LFK FRLEODHA KS14 Y
*—A 47 (Key |RSA F£721X ECDSA OABF—OIERICHERT 273 ) XAEEL
Type) 7,
F—DORSET (Key | AF—DEy b A XEHEELET,
Length) RSA 1715, kDA T o 22 bl cx £+,
<512
« 1024
. 2048
* 4096
ECDSA 121, IROAF > a v EFHTEXET,
.« 256
. 384
GE) RSA 5 L TNECDSA OABHF—IX, RILEXF=VUFT 1 LT
B d—EE2FOZENHY £,
TV w7 CADBEALNMNZFEHEZTGT 2541322048 UL AR L £
KR
BEZTAESATT |y o TaATY XA SHA-1 F7-1F SHA-256 &N LE T,
A b (Digest to
Sign With)
EEBAERY) o— |FEBHENE ) REFFHERY —0O0ID £721X0IDDO Y 2 A AN LE
(Certificate T, OID #XE AL, Hor~FERIIAR—2ABHEHLET,
Policies)

BErEY Y
AEEEA TR (101 X—)
FEE B BROER &L REER~DXE (101 =X—)
AEEE A Bk~ CA BAT ZGEED A U K (102 X—)

R—AIITCERTHIRAEOD LY F 7V T

Web 78— & JLELR 2 WU C & 2 BEIICHE D PSN 28 5354 . Cisco ISE (21X —F D ID 234
TTT, ZOID T, R—HXLOBEIHERTLILEND HEAELHNLET, F—# LT
OFERICHE SNEAEEZBINEIIA VAR — N T 254, EAZEIN—T X T2 ERL
T, ZNzERBRENOS /) — FOXGT HitEICBEEM T 7, ZOEREINV—T % 7 &%t
ATy Ra—P—R—%) (FA M, ARV — BLXOSR—=YF LT RR—=H L)
WBEATH T E T, ZOFEAES V—T X ZE—E O ID T, Cisco ISE NKR—H )L Ei@ET 5
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CAEZELMETAHAEADT I+ bOR—FIRAETIL—T 2 TOBEEIYET .

BRI T2 LED B HREAFEZ#NT 2 HEIKILLET, R—F VT L%/ — Kb
ETELEHFIT 1 SOHR T,

\}

GE)  CiscoISE X TCP A — b 8443 (F/-ITAR—FANERATALIICHRE LR —) THR—=F/1
SEFAEAERLET,

ATy T GEHEBLEROER ERFER~DERE (101 ~—2)

‘?T’%iﬁéﬁMWﬁ%U%%757%@R¢6b>“ﬁ‘ﬁwmﬂﬁb<ﬁﬁbf@%%ﬁ%biﬁQkt
Z ¥, mydevicesportal 72 £ C9,

ATY T2 BETXDHAAER N T ~D)— FEFAEDO A VAR—F (93 2—2) |
AT T3 FEAEBAERA~D CA BAMEFEHEO AL R (102 2—Y)

CAEZELZNESHBAEADT IAIL CDR—FIIERAETIL—T 2 5OBE Y HT

T 7 4V hTiE, T_XTDCiscolSER—HZ /WTH OBAGFAZEEZHEH L9, A—Z/LIZCA
B EFEAEEZFEHT 2581, T 74N NOR—ZIVGEAES V—T % 7 CABLIT &
FERAEICE D BCHZ ENTEET, BEFED CA BAMEIEAELMHI 55, 721X CSR
AR LT, R—2WIMHEHT 58 L CA BAMZEHELZIGCEET, 1 DOZEHE)
SRIDFEAEZEICR =)V TNV—T B 72 FEO Y TTLZENTEET,

)

GE)  BEFOFEEZRET 256, FEAZICEEM T O TWAR—Z L 27 (FZA ) BT
DOR—=ZNLTTTIHEHAINTWDEAIE, T 74V NOR—FNGEREINV—T 2 7]
IO R—=F N TN—T 2 7% ZOFGEHEICHFI VY TTHZ LT TEEHA, [FA M
R—=H NV BT EHFHALTCNDER—=Z LD A MRERENET,

WIT., CAZBANMEFHEILT 7 4V bOR—FVEEAES L —T7 & 7 2 HE Y 44 5 FIE
IZOWTEB L E T,

ATy 71 [EHE (Administration) | >[ X T L (System) > [iEBAZE (Certificates) | > [ A T LZEBAE (System
Certificates) | # IR L £,

ZORTEFERTDIR—=FALD) X NEERT DL, T 74V OR—FNVEEAET V—TF X 7 DREIC
HHITA AN TARL U EEEDEET, ZOFITREV L TOHENTWSER—ZILVIFHENH DB
BANDISE / — R&FRRTHIEHLTEET,

ATFY T2 R—=HWHEHTS CABLAMNEIHEORIZCHE2F = v 7Ry 7 A& A4 12 LT, [ (Edit) 1 %7
Uy LET,

WTNOR—Z L THEH SN TR CA BT XFFIEL BN L T E I,

| EXWEEY FTYT .
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B - rozsmor—siangs somEt T

ATv T3 [EHFE (Usage) FEIK T, [R—% /L (Portal) | F =Ry 7 A4 LI LT, T 74NV FDOKR—H
NWAEAE N—T X T EER L £,

ATy T4 [R17FE (Save) |27 U w27 LET,
X o —UNEIRINET,

ATY TS [TV (Yes) 1227V v 27 LT, CABAMNEIHENEILT 740 NOR—=ZVFEAFEI NV—T 2 7 % HFE Y
BTLET,

/ — FOZEFADR—52 LEIBAE SR J OBEER 1T

BEANDT R TCOR—=F T [F7 4V s mR—F)VIEHEINV—T | 2 7 & HHT 2561,
HLUWISE / — FEEGEETHENIC. BT 5 CA BAZXFHELZ AV R—FL, —E 2L
LT IR—%)u)] ZBIRL, ZOFHEIC [T 740 N R—ZLVEHE S V—TF | Z 7 % B
fHrE9,

BEICH LW — F&iBNT 5L, 7740 hOBACEAEHEN 177 41 b RN—Z VGt
HEIN—=T"] Z 7@ T b, ZOX T BT LE IR —FVBRRESNET,

FLW ) — ROXEGRE, GEHES NV—7 2 T OEMFIIAEFE T EFHA, LEBN-T, B
12— REREETHANI, WEFEITLTLIEIN,

ATy BEBAEHELZ/ERL, —ERE LT [F—%) 22IRL, MOFEHEI V-7 27 (=& 212,
tempportaltag) Z#| Y 4 TE T,

ATv T2 HULERLIZIEAE S V—7" % 7 (tempportaltag) ZHHTH L IICR—F LB ELZEELET,
AT9T3 T4V NACEBAGIELREL, R—2 L m—LaHIBRLET,

TOF T a it TIFN N R—EAGEAESN—F EZ T LT T 3L N EHCEAIEAE L oA T &

HIBRL £,
ATy T4 ROWVTNNEFEITLET,
T3y SRER
CSR DR, CSR ZEmMT B E&id, WEFETLET,

1L ZOMHETEEZMHATS (R—F1) 29— RELTGRIRL, [T 751
N R—X VEERE S V—F ) &2 7 & BT T,

2. CSR%=CAIZKEL, BAMZOEAELZTIE L E T,

3. B TCEDHAFAER FTIZEEHEBICEL L7 CADL— B LU o
REREZ A AR — N LET,

4. CSRIZCA BAFTEFEHAEEL AL FLET,

WEx— L CABAIE |CABAMEIEHEZEZA VAR— T DL &I, REFEITLET,
FEAED A R — b

. BEAMEEY FTYT
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1—H—pLvzy sy roinz0Es [

ATay SR BA
1. ZOMHAEBZFEHTS IR—F] 2 —ERELTGREIRL, [T7x1
r R—Z NVEERE S V—T ] 2 7 % BT T,

2. BHTEDLFEHER FTITFEHEICESL LT CADV— MBI OO HfE
SFRHELZ A VAR — K LET,

BETFE D CA BAM EFEH |BEFED CA BAM SEHELRRET D & 13, KEFEITLET,

E:N7AY =]
HORSE COMRERMEATS (R s BY—ERE LTERL, (5740
o B LS e | 5 BT £

ATw 75 EEIZISE / — R&&FELET,
EBENOR—ZNAERIL 7740 8 R—=FVAEEI V—T ) X TIZRE S, A—FUEH Ly —
RO 17740 KN R—ZNVGERAEIV—T ) ¥ 7IZEEM T bz CA BAMEEHELERTH X512
REINET,

A—HF—BXUVIT Y FRA 2 FOERAEDOEH

57 /b T, Cisco ISE lZFEAENHIREINIC /2 o 72T A A B DR G L E T,
L, ZOF 74V NIMEELEFE L, ZOL O RERAOUH L, 22— —ICEFHEOFH &
KODDHEIICISEXHRTETEET,

=P —=DEEE R T 5 2 L 2R A5 AR, BRE S O ICALIRT D RIS FER A
ENFENEIDEHWT DR O — =L ERETDH & R L £, FEHENSHIRY)
NI T2T R AL OBEREZWUIT 2 2 & T, BEMNREX 2 U7 0 BRI ET 5 6
HRH Y ET, HEOEX2 ) T4 BEESN TN & AERIET DI, MY 7 e
T7ANBLWL— LV ERETLHLERDD £97,

BT NA ATAHBIROFIRICFEAFEZ BT £9, 72721, Windows 7 /31 AT,
FREIAC 22 RN T2V REAEZ 8 T& £9°, AppleiOS. MacOSX, 3 &L UV Android 7 /34 A
TiE. ARIROFTE 72T RICEEAFZ R TE £37,

W) -G TIHRAEEFICERSINSG TV V3T ENR

Cisco ISEFEFAET 4 7 v aF Viid, 22—V —IGGERAEEFLZHF TR Y o —FKMH4TEHA
INDHRDOBMENEGEFINLET,

s [ARHAR E TO AL (DaystoExpiry) ]: ZOEMIX, AEFAENEDN B EZHEELET,
ZORMEEMEHLT, FFAIARY —CHHTELIRMZERCEET, ZORMEICIE, 0
~15DOfEEEETCE £T, 0OfHIE, FEFAZOARMIRA T iz Tnbd 2 a2 rRLE
T, 1 OMEIZ, FEAEOEIBRPUNDETI HRMTHDLZ EERLET,

« EAMIBRETAL (Is Expired) ] : =07 — L BHEE, GBI ARG & 5 1 zor L
ET, AEREOAIHIRA . ARHIREI T2 WA O B ER B 2 7P T 5
BAE, B LRI TC ORI LET,

| EXWEEY FTYT .
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B asz=rrosnary o—54

AEEREEFHADHFAIARY O —FH
FFAIAR U 2 — T CertRenewalRequired D HAfig:: (77 /L M CEEMIATEE) ZfEH19 % &, Cisco
ISE 7N BER 2 U~ 5 R RERNE (AR E 7213 E 2 < ARHIR I D) ZHH T
TET,

ABAEZEH T H-ODCWA YT ALY

2 — P —FEIENHREINIC 2 DR REN L TV DA, CiscoISEIL, CADNNT U v =L
72oCRLZF = v 7 UTCRFEERZHEL L ET, K3 LIZFEHEOHIRATIN TV D551,
CANCRL TCZDFEHEZEZ T Y v a LIRWAREERH Y £3, 2o+ U ATk, £zl
ToREAEDS Cisco ISE IC X » THF SN D WHEMENH Y £, 2D L &2BET D702, FEH
EETHT LA, BRI Web 383E (CWA) ([ZU XA L7 k&, BEBIENETSN
HE9ICLET, CWADa2—H—%2 U F A L7 b5, #FAT a7 7 A VEIERT 5%
ERbHY ET,

A—H—IZ K BERAEDEHFZ AT 5 Cisco ISE DERTE

a— P —NIFAELEFHF TEX D L T Cisco ISE ZRETHICIT. ZOFETRTEZ AT B E
ITTDHRERHY F£9,

1R BHHEIIZ
WLC CHIREN/=T 78 AACL Z%E LT, CWAEREZIV XA L7 FLET,

ATV TN FaEns7Fu ha/LoREOHET (114 =2—)

ATV T2 CWA VXA LI v aOFaR) v—7a 77 A VOER (115 2—)
ATy T3 EAEEZEHT LR Y = —LDOER (116 ~X—)

ATy T8 FARKR—ZNLTOBYOD REDHE (116 ~=2—2)

FAIENnS 7O FaILDBREDER

ATy T [R— (Policy) ]>[R") >—EZHK (Policy Elements) |>[#58 (Results) ]1>[525F (Authentication) ]>
[Bfalcth 370 ~ajL (Allowed Protocols) [ >[T 74k *y kT—% 745X (Default Network
Access) | ZIBIRL 7,

AT w72 PEAP 5 K OVEAP-FAST 7' 17 h =)L ™ EAP-TLS 7’1 s =2/)L3 L OV EAP-TLS WH#E T D F D [FF AR Y 2—
DFEAE T2 P[RS T D 72 O R2) LIsEEOREREAZFF Al (Allow Authentication of expired certificates
to allow certificate renewal in Authorization Policy) | F = v 7Ry 7 A% F T LET,

EAP-TLS 7' & | =L Z2ffi 19 25 BER AN NSP 7 v —Z i L £ 47,

PEAP 36 L UV EAP-FAST 7’1 b /LT DOWTIE, BESRAALPES 2 K 51 Cisco ISE A1) Cisco AnyConnect %
FEITRET OLERDHY £7,

. BEAMEEY FTYT
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ATvT3

CWA US4 Lo vavaakys— a7 Lok [

[EE (Submit) 227U v 7 LET,

RDERY
CWA VXA L7 a R — a7y A LOER (115 2—3)

CWAUSALILarvDHERIAR)— TOaT 74 ILOERK

ATvT1
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

156 BRI
WLC THIFRES N7 7 &2 ACL BREESHTVD Z L 2R LET,

[R1) — (Policy) 1>[R') >—E3%K (Policy Elements) ]> [#58 (Results) ]>[87 (Authorization) ]>
[Bfal 7R 7 7 4 )L (Authorization Profiles) ] 23R L £ 7,

LEM (Add) 1227V v 7 LET,
FFA7 a7 7 A VO4TE AN LET, 72& 2L, CertRenewal CWA T,

[J:if % A 27 (Common Tasks) ] fEBD [Web U A L7 3 5> (CWA., DRW, MDM, NSP. CPP) (Web
Redirection (CWA, DRW, MDM, NSP,CPP)) | T = v /7Ry 7 A4 2L ET,

Kay 7 Xy JA O [H9RtEd Web 583E (Centralized Web Auth) | 3B X OW|RE7=7 7 & A ACL %
BIRLET,

[REBAESHT A v B— Y OF (Display Certificates Renewal Message) | T = v 7R v 7 A% A N2 LET,
url-redirect JEMAENZE R i1, ZOBEICGEHERGRITHL BED T ENE T,
[%5fE (Submit) 1 %2V v 27 LET,

\)

GE)  CiscoISE 1.2 THERLT SA ZDIRDT /34 2B 4Ek WebAuth (DRW) RY L —52FHELTWHE

AN
[

o 21 = (Wireless. MAB AND Network Access:UseCase EQUALS HostLookup) 3 X O\'m 7 7
A )L = Wireless-drw-redirect % 7% ¥ DRW-Redirect 78 U *—

¢ 2 = (Wireless. MAB AND Network Access:UseCase EQUALS HostLookup) 33 X OV 1 7 7
A )L = Wireless-Permit % & ¢ DRW-Allow R U 3 —
ISE13LLEDN—V 3 27 v 77 L— R L7#%IE, DRW-Allow R Y v —F&F2 RO L 9 I
FHTOMLENDH Y T,

o 54 = (Wireless. MAB AND Network Access:UseCase EQUALS Guest Flow) 353X U\ e 7 7
A )L = Wireless-Permit

EXWEEY FTYT .
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B ivszmsyamany o—— Lot

RDBERY
REAEZ BT 2FF AR U = b— L DR (116 =X—72)

SHEEFHT HHARY S—IL— LD

IR B I
Ff Web 2REEY XA L2 S a VDRI 7Fa 7 7 A VIMERENTWAS Z L 2R L FE T,

[E# (Adminigtration) [>[2 X T L (System) ]>[E&E (Settings) ]>[RY >—+t v k (Policy
Sets) | CAHRY v—ty hEAHIZLET,

ATY 1 [7—9 2242 — (Work Centers) 1>[T/34f AEHE (DeviceAdminigtration) 1>[RY) — v k (Policy
Sets) | BN L 7,

ATw 72 [ LEEVERK (Create Above) %7 U v 7 LET,
ATYT3 HLOA—LDA4RTE AT LET,
RTY T8 ROBEMGEMEAEREBIRLET,

CertRenewalRequired EQUALS True D54 1%, HEFRAZLARTICAERR L7=FF I 7' 12 7 7 A /L (CertRenewal CWA)
IR ET,

ATY TS5 [{R1FE (Save) |27 U w27 LET,
()  CiscoISE TlE. —EITHR K50 OFFERY >—42 a0 — FTEXEITN, kORI —F vy hE2o—
R4 25 F TIZK 10 DORBILENRH Y £7°,

GE)  MERENTRY >—D ) 2 MO SEBEDRIRY) —2 BT H5E, MBAA—THESNER
Vo—4k, UTFORY —D U A N THRFAERINETI, 74/1/55?&329'2 IxNFEEA,

RDEARY
REENHIREIIUC R o T T NA AZFFORER Yy N =217 7 BA LTcGaE, [
(Renew) [ #7 Vw7 LT, XA AEZHHRELET,
TR MR—AJLTOH BYOD EREDEZNIE

=P =RN=Y TN TN AGERHELZEH TE D LI T DI, BRLEZS A P R—%
JLCBYOD REEZFICTHHLENH Y F7,

ATY T [T—U 28— (WokCenter) |>[7R 71X (GuestAccess) |>[R—AZI)LEaVR— >+ (Portals
& Components) 1> [7 R b/R—4% )L (Guest Portals) ] Zi&R L £,

a) HBYD CWA R—Z L &R LT, [fRE (Bdit) 1227V v 27 LET,

. BEAMEEY FTYT
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Applei0S T/\ 1 R DIFBAEFH D LK .

RATw 72 [BYOD #%E (BYOD Settings) ] 7225 [fEEBIZ Ry hT—27 TO/NR—YF AT NSA ZAOMHEZFFAIT 5
(Allow employees to use personal devices on the network) | F = v 7Ry 7 A4 2 LET,
ATY T3 [IRTE (Save) 1 &2 Y v 7 LET,

Apple i0S T/31 R DIIAZEFEFH D LK

ISE Z il LC Apple iOS 7 /34 AD T RARA > MNEEZTHT L8556, [Ta7zr AL
BHTA A=/ TE&EHATL (Profiled FailedtoInstall) | =7 — A v B—UNERX
NHGERHVET, Z0OTF— AvtE—UF, FULARI—H—ERX /—F (PSN) F7=
13510 PSN T, HIREINFT E 7213 WIRIOR Yy NI —2 a7 7 A VPREHO T ot R
R SN D b0 L3R 5 A HTTPS iEEIC L > TEA SN TV AL AR RSN
£,

[FIEESR & L Cid, BBANO T To PSN CEELE HTTPS HIZ~/LF R A A o SSLEEWE (GE
#1 Unified Communications Certificates (UCC) ) 721XV A/ Fh— RiFBAEZEH L F9,

AEBAEEHTF = v U DERE

CiscoISE X, REMIERZNY A &+ (CRL) ZEMMICF =y 7 LET, ZOU 4> RUEMHL
T, HEMIZX 7o — K&z CRLICK L CTEITHDO® v v a3 V2 #ERT 5 X 51T Cisco
ISEZRETEXET, OCSP £721Z CRL OF = v 7 %145 H AT 54 & . OCSP — " —F
721X CRL # T = » 7§ 5 RifIZ Cisco ISE 239~ 2 Rrf IR 2 e AL CHRE CTE £,

WORTIE, GEAZEEMT = v 7 OFE (Certificate Periodic Check Settings) ] 7V > K7 D
74—V RIZOWTHALET, o=V %ML T, FEPE (OCSP 721X CRL) D&
T AR T ORFMEREREECEET, 2OV 4 U U ERRTDITIE, [A=a—
Menuw) 742> (=) #227V vz LT, [BE (Adminigration) [>[> X T4 (System) ]>
[(EBAZE (Certificates) |>[fEBAEZEIE (CertificateManagement) |>[(IBAZEHF = v I DK
7 (Certificate Periodic Check Settings) JDNEIZEIR L £,

RI5GEAEEHF T v U DEE

TJ4—ILF4& FEREODHA FZA4 Y
SIBAEF T VY DEBRTE

BHEMIZERS S |CiscolSERNHENINICH 7 m— REN CRLICKT DHETHFOE v v =
FzCRLIZKT B | v 2T =y 7 TH5X0I2TDIE, ZOF =y IRy 7 AeF Il LE
TR0ty ar |7,
DFTVY
(Check ongoing
sessions against
automatically
retrieved CRL)

CRL/OCSP O EHMGEIREF = v o

EXWEEY FTYT .
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B ciscoisecas—£x

J4—ILF% FRLEODHA KS14 Y
BYDFTvI8E |[CRLEZIZOCSPDOT = v 7 23 HBMST HRZ 2HEE L £7, 00:00~
%l (First check 23:59 ORI OB A AN LET,

at)

F vk CRL £721Z OCSP #—_—ZHEF = v 7 T HHIIT Cisco ISE BT 5
(Check every) IR ) P i 2 IRF AT B CHEE L £ 97

BMELEYSY
OCSP #—E 2 (159 =—)
OCSP 7 FA4 7k 7u7rA 0B (162 <—)

CiscoISECAH—E X

FEBAEIL, BHEBA LY, AMEROEIER (CA) MT U X NTEL LY TEXFEJ, CiscolSE
WHFERE/R (ISE CA) X, MEEENEER Y NI =7 TR—=VF )V FTNRA ZAEMHTES L
T, —TIEMZear Y — b RiRA VU bOT U VGEREEZRITL, FELLE T, CA
BT E T UXVGERET, EREETHY, LVEeX=2T7TT, T4~V PANIE, L—
FNCATY, RV —H%—x /—F (PSN) X, 774~ U PAN ® F{iz. CA T9 (SCEP

RA) . ISE CA [ZIFRDOEREN H D 5,
EEBAEDIIT : Xy NU—ZIZHRT A RARA v FOFFAEZ A TR (CSR) 2
L. B4 LET,
o F—H : PAN / — K& PSN / — RO FTHF—LiEAEZAR L, EX a2 TIRFEL
\i ‘a—O
CFEAEA P L—V R0 T NS RCRI TSN AEHEARFLE T,
« Online Certificate Status Protocol (OCSP) H7A— ~ : OCSP &N G 2D A 50 2 TeZR
THFEREREMLFET,
CAV—EART T4~ UEH ) — FTEDNI/R->THWAEBEETH, CAV—ERiTEH &
V&) — RO CLI THEITH & LTERINET, HAMIZIE, CAYV—ERTEE L TR
IREINDMENH Y F3, Z L, Cisco ISE DEEF D T,

Cisco ISEEFRRZE D4 o H—TY > k
SFAE T o o —7 Y v N e R T, FEBHEOERITED T 4 o H—7V ok SHA256 %
S L. B CX DFEAELRETHOIEASINET, 2L, DO CANRELD
RAAL Y R— T 520D FaT R A= AL EWH I, 802.1x 71 k2 /LiZkt LT
EHEHTEDCARR Y7 THILELETEET,
AU S CHEAZE 2 FH T DRI, FBITEH : 74—V > b SHA-256 FEFAE 1 Cisco
ISE BRHICBIMEN TWAHZ L 2R L ET,

. BEAMEEY FTYT



| &4ty b7y 7

\)

SHA-256 7 ¢« > H—F U v bR LERY v —ofes ]

6=

EHTE DFEHEZRY O —CRE L7e%IT. ZORAELHIFRCE £ A, [ERRTEHEL
BAZ (Trusted Certificates) | 7«4 > R D, [COIEBETESIBEEFRY >—t v FTSE
S5 (ThisTrusted Certificate Refered by Pollcy Sets) | BZ v a i, DA vE—VRk
RENFET, 2OV 4 RUEFRTHITIE, [A==2— (Menu) ]7’4’3/ (=) 27V v
7 LT, [E# (Administration) ]>[°/17'-1.\ (System) ] > [SEBAZE (Certificates) ] > [{E38
TE5IBAE (Trusted Certificates) | Z3IR L £7,

REFAEIEIRY o—THEA SN TWA 72D, HIBRCTX ¥ A (Certificate cannot be
deleted because it is used in a policy) . EBHEZHIERT A1, &PIZ
U—5MEEBE L TLZEV (To delete the certificate, please modify pollcy

condition first) ,

CiscoISE DFERAE Y 4 vV H—7"V » R EFRET BT, RONEFIHE-> CTRIEEZFEITLET,

1

WIS — P —ZER L £ 7, FHMIZ OV Ti,  [Cisco ldentity ServicesEngine U U — % 3.0
ERETAR] © 7y hoAtE)] OREICHL [2—F—0BEMN okrva 25
LT ZEN,

Xy MU= TN ZEBIMLET, FHMIC-DOW T, [Cisco Identity Services Engine Y
U—RA30EFHENA K] O TERN Y N7 v 7| OEIZHD [CiscoISE TDOF v b
U—JF R, ZDEN] Ovr7 a2 LTLIIEE N,

SMEREEBAE M CA 2 A AR — F LE¥, #HMIZ OV TIE,  [Ciscoldentity ServicesEngine
Y —230FHENA R @ [FERW2 2y VT v 7| OFRICHD [V AT AGEHAED
AVR—bF] OB arEBRLTIIEEN,

SCEP 7'z b =)L Z{# ] L T Issuer-Fingerprint SHA-256 il #E % A i R— b5 2 L 4 TX
F7, CiscolSEGUI T[A==2— (Menuw) |74 2> (=) 27V >/ LT, [BE
(Adminigtration) |>[2 X T L (System) |>[SEBAE (Certificates) |>[FREE/E (Certificate
Authority) ]>[4}M88 CA %€ (External CA Settings) | Zi®R L £9, £ rE 5 [SCEP
RAZOZ7 74 I)LDENM (Add SCEPRAProfile) ]| 7 4> KT, [1BM (Add) 127V v
7 LET, [8R] (Name) 17 ¢ —/L RIZ, GEHEAEZ A LET, [URL] 7 4 —/L RIZ,
CAY—"—DOURLZANLET, [7 A MR (Test Connection) %27V v 27 LET,

SHA-256 7 4 > H—7"V > "2 LIZAR D > —D1ER,
SHA-256 7 4 > H—7"V o " &ER LIEEGER Y o —D 1kt~ v B 7
s FJ-ET ) /‘_O)ﬁzﬁk

PRRT & 7 DR,

SHA-256 7 4« o A—T )V hEFEARALERY O—DIERK

RATYF1  CiscolSEGUI C[A==— (Memu) 742> (=) 27V v 27 LT, [{RJP— (Palicy) |>[R1—
vk (Policy Set) |DNAIZER L F7,

EXWEEY FTYT .
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B osiazs6 oL h—TUL b EBRLERIRY S —0RREIVELY

ATy T2
ATvT3
ATvT4
ATy T5
ATvT6
ATy 17
ATvTS8
ATvT9
ATv 710

ATy TN

ATV 712

FrEND RV —t> ~ (PolicySet) |7V 1> R T[EKE (Settings) |27 Vw27 L, Rryr¥y

VU RIS B LVTORE A (insert a new row) | Z iR L 97,

[ LWARY >—4 (New Policy Name) | 7 « —/V RIZ4RIEZ AT LET,

AU v —@ [#8] (Description) | Z AJ) L &7,

[4:f (Conditions) 141D FiZd 28 LW R Y > —F v 4 (Policy SetName) | DOREIZH D [1EM (Add) ]
+) 742270y 7 LET,

FREIND [FEA% P4 (Condition Studio) |V 4> KU T, [Z7 Vv 7 LTEMEZBIM (Click to Add
Attribute) | 74—V K& 27V v 7 LET,

[TXTCDOT 427 aF VY (AllDictionary) | KRy XU RXARMnL, [Ry NT—2 T 7ERET 1
k=)L (Network Access-Protocol) | ([T« 7 a7+ VU LJEME (Dictionary-Attribute) 1) DAL %58
RLUEF,

AMERSRATE 2 BT D 1213, [%7%5 (Equals) ] A F2@IRL £,

[UARPBEIRT D A9 5 (Choose from List or Type) ] Kz v 7% 7 U A k5 [RADIUS] % i
WLET,

MEM (Use) 1227V v 7 LET,

FoREND[RY >—t > b (PolicySet) 17 4> RUD[FFrIENb 7w b a/u/H——0DJEF (Allowed
Protocols/ Server Sequence) | K2 v FHX D U ARG, [T 74V DRy hU—2 7T 7% A (Default
Network Access) | &I L F 7,

[fR17 (Save) 1227 U v 7 LET,

SHA-256 7 « H—T ) U bEERLLRER) O—DERETYEL S

&

ATvT2
ATvT3
ATv74
ATvTH
ATv 76

ATy 717

ATvT8
ATvT9

ATv 710
ATv7T1N

CiscoISEGUI C[A==— (Menu) ]7 A 2> (=) #7U 27 LT, [[RJI— (Palicy) 1>[R—
v k (Policy Sets) 1> [T 74 /L b (Default) (ONEIZIEIR L F9,

[RFEAR Y > — (Authentication Policy) 1 %7 V v 7 L¥7,

WMETA w7 Y v 7 L, HLWTOMA (insert anew row) | 23R L 97,

[F8FE/L—/L4  (Authentication Rule Name) | ¥ « > R7IZ&4RIEZ AT LET,

=N DRI DS BN (Add) [ 7142y ([+]) 227Uy 7 LET,

FRIND [GEA % U4 (Condition Studio) |V 4~ KU T, [Z7 VU v 2 LTEMZENM (Click to add
Attributes) 1 7 4 —/V K&227 U w7 LET,

[T_XTDOFT 427 aF Y (AllDictionary) | K> 747 X i, CERTIFICATE-Issuer- Fingerprint
SHA-256 ([T« 7 > a7V L @M (Dictionary-Attribute) 1) OFlASHEZEIRL £9°,

FMERGE A AERLT D 12IE, [%5 (Equals) |{HE 74 RINL 7,

[UANERIEHA T HEIN (Choose from Listor Type) | K& » 7# 7 U & k)5 [Cisco Manufacturing
CA SHA?2 fingerprint sha256] Z8&4R L £,

[EH (Use) 1227V w7 LET,

TN [ARY —t v ~ (PolicySet) |V 1> RUD[FFAISLD 71 b an/h——DJEF (Allowed
Protocols/ Server Sequence) | K2 v 7% 7 U A k)5 [Preloaded Certificate Profile] %8R L & 7,
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iy o—oks [

ATy 12 [RTE (Save) 1227 VU v 27 LET,

FREEAR Y L —DERL

ATYF1  CiscolSEGUI CT[A==2— (Menu) |71 2> (=) #27 Vv 27 LT, [{K)P— (Policy) ]>[R) >—
vk (Policy Sets) 1> [T 7+ /L (Default) | 2RI L E7,

ATw 72  [FFER Y > — (Authorization Policy) 1% 7 U v 7 L%,

AT T3 BETAar%27 Vv 7L, Fay XX VA RDE [H LWTOM A (insert anew row) | Z 3R L
ES RN

ATy T4 [BAE/V—/4 (Authentication RuleName) ] 7 1 > KU T, 4Rz AL E T,

ATy TS N AZHOBICH D GEM (AdD) 1742y () 227V v 2 LET,

ATYT6  FREIND [GMHEA%X A (Condition Studio) 1V 4 > KU T, [Z7V v 7 LTEMZBIM (Click to add
Attributes) 1| 74—V K& 27 U v 7 LET,

ATy 71 [T_XTDOT 12727V (AllDictionary) | K= > 7 ¥ 7U 2 kit CERTIFICATE-Issuer- Fingerprint
SHA-256 ([T« 7 a) U &J@PE (Dictionary-Attribute) ]) OfAABHEZTEIR L 9,

ATY T8 WEEMHEERT 22X, %55 (Equals) | A T8RN LET,

AT T [VAPNERIEIZA T HER (Choose from List or Type) | Kz w7 Z 7 U A kv [Cisco Root CA
2099 7 > #H—71U >k SHA (Cisco Root CA 2099 fingerprint sha) ] Z3#IR L £ 7,

ATy 10 [ Use) 1227V v 7 LET,

ATvTN FRINE[KRV—Ev b (PolicySet) 1V 4 v RUD[FFA[ELD 7 1 kan/h——OJEF (Allowed
Protocols/ Server Sequence) | K2 v 7 & 7 U A M5, [PermitAccess] & 3R L £97,

ATy FT12 [{R(F (Save) 1272V v 7 LET,

PRRT O 4 D#ER

AT 9 F1 CiscolSEGUI T[A==2— (Menu) |74 2> (=) #7 Y >»27 LT, [ (Operations) ]1>[RADIUS|>
[S4708% (LiveLogs) [DJEIZEIN L £,

AT T2 FRanNb[747vs (LiveLogs) |V 4> RUT, Ikfion 7oOiMaE s Y v o LET,

AT9 T3 FREND [BIEOFEM  (Authentication Details) ] 7 4 > RV T, [ITH : 7 4 H—7V > b SHA-256
(Issuer-Fingerprint SHA-256) ]%11> SHA-256 fE 4 fgsd L. [E1T& : 7 4 > H—7"V > I SHA-256 (Issuer-
Fingerprint SHA-256) ] iEPENIEFIZEME N, BAESh WD Z L 2R LE T,
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B e= —refuo—v—ER/—KTTOED 2= 2 Y SN B CiscoISECA SIS

B —RERY O —H—ER/—FTTOEY 3= 249 & &isco
ISE CA S[BRZE
A A F—V1I1Z, CiscolISE / — Fid/l— F CAZFHERL LN — FCAIFHE T oY g
=T EN, T RARA L FOFFHENEH SN E T,
R7:R2 2 F7RY/—RTFOEY 3=y &% CiscolSECASIBAE

Standalone Node

ROOT CA

- ——

NODE CA

EP_CA OCSP

BRZYy hT v tTBRE, I VER ) —K (PAN) & LTHRELE ) — K23 —F
CAIZ72 D £9, PANIZIEZ, V— P CAGEHEL, V=P CAIZL-TELEINTZ/—FKCA
FERRENH D £,

PANIZED VZVEM ) — REBETHE, /— FCAGEBHENER I, 774~ ) FH
) —RTA—hCAICE-TEBLINET,

PAN 2B LR Y o — % —E R /—F (PSN) (21X, = RKARA > FCA &, PAND /) —
RCAIZ L » TEL ENT-OCSPIFAEN Yo Y a =/ EnET, R —HP—bBR ) —
K (PSN) X, PAND F{iLCA CT9, ISECAZfEAT AL, PSNOT RARA 2 FCAIZK»-
THxy NI T 7B RATHT RikA v MIGEHEREITENE T,
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Cisco ISE £ HEERAT 5100 CADEH |

8:EREANDER/ — FELURYO—H—ER/—RTTRED 3= EN 5 Cisco ISECATIRE

Distrilinded Deployrnent

Frimary Bdimin Mosla

7 Eacandary Admin Moda
PR P T ety WP el o o g s Py
1 1
1 1
i 1
HODETE A o -: HODOE CA
] 1
i 1 I
1 1 [
s H i
r B : [ -
1 I 1 1 1
H ! 1 H 1
I < :
1
EP_CA acsp (]| EP_GA
1
1
1
1
[ -
Policy Service Node i I
1 I
! [

Cisco ISE C tHHEERT 571-60D CA DEH

CiscoISE TCA — "—%HHL TWD L Eid, ROEHFEMZ L TWALERHY £,

o F— P XX 1024, 2048, FITENLLEIZTAMLENRH Y F9, CA Y ——TIL,
X— VA XFEEHET L= EEALCEESINET, YU D N T T AL
Zf#H L T CiscolSE THF— VA XA EXTEET,

« X—OMAIETIE, JRRSNTCEA R SLEFFAITOLERH Y £,

« SCEP 711 h =)L %4 L T GetCACapabilities Z {9 5 -A 1%, BE{LT7T /L TY XL L E
RANY V2N R—FEINTWVWEIMLENHY £9, RSALSHAIZFEHTHZ L 2B#0
L\iﬁ—o

« Online Certificate Status Protocol (OCSP) 23 %A — b INEJ, ZiL BYOD TILEHEE
HINEFAD, OCSP r— "—& L THRETE 5 CAIFREAERICHEHTE £,

Y

(G¥)  CiscoISE (%, PEAP, EAP-TLS 72 & OIE#E EAP #2GIEFH O Enterprise
Java Beans i%aE/i) (EJBCA) #¥7AR—hLEJ, 7 u% SCEP
D EIBCA ¥ R— hEHZT 5121, EIBCA T[> R T 4
T4 7Tu 77 A NVEIROAZE (Enable End Entity Profile
Limitations) 47> 3> ([ A7 L (System) ]>[FAFETE (Basic
Configurations) ] D) ZHENIFTHLENH Y £7,

s =X —T7F A4 XPKI ZHH LT Apple i0S 7 /34 ADFEHEEFITT 5845 1%. SCEP
T L— FTxX—OMHEERE L, [F—0DK 51t (Key Encipherment) |47 3
BT HHENDH Y 77,
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B ciscorst ciEEERT 2100 CAOEH

Microsoft CA Z 9 25613, EET 7 L — FO X — i iEIEKRE A i L £
T, [HEE1k (Encryption) ] E\fif [F—DR AL TOIHAF—DORZWEF[T5H (Allow
key exchange only with key encryption (key encipherment)) |4 7> a vV ARZ %7 U v 7 L,
[2—W—F —F DWE 5L A7 T % (Allow encryption of userdata) | F = v 7 AR > 7 A
FUZLET,

* Cisco ISE iZ. EAP-TLS FRAEDEHH TE AFFHERL L= R A > FEFBAZEICRT L T,
RSASSA-PSS 7 /LT Y ZLDHHAZ Y R—F L TCWET, FEAZEEZFERTDHE, BLT L
FY XL, TAI) A4 THEHARL, 1.2.840.113549.1.1.10 * LTCY A R ENET,

)

(X))  BYOD 7 1 —I(Z CiscoISENT D CA i3 254, EHGEHEIL (4455 CA T) RSASSA-PSS
TN ZLEZFEHLTELTEXER A, CiscolSERNEIDCAILZ, ZOT /T ZLEFEHL
TEL INTEHEAELRGECTE T, ERBKLR L E7,

nl—tﬂﬂi/\_xa)uu. nIEa)T'&)a)b ATk uﬁﬂﬂgo)g#r'

Cisco ISE L:J:égft%%/{%xa)nunﬂszi 74T }‘uEEﬁiz))/k@gﬁ:%{lﬂﬁﬁ_bfl/‘éZ\
ERHY ET,

£16:9 547> FRSAB LU ECCDIIAEEH

RSA

PHE— RSN TSI — 1 |1024, 2048, 33 L 0V4096 £ k
=

HR—FENTWHEF =27 |SHA-1 B LONSHA-2 (SHA-256 Z5te)
Ny Ty XN
(SHA)

ECC 12

HR—rENL#2 A7 |P-192. P-256, P-384. B L UP-521

PAR—hSNTHDHEF 27 |SHA-256
Ny T3l BZAUN
(SHA)

DSAT MRV UDARL—TFT A VI VRTFLEYR—FENTWSEEY 1 T

Windows 8 LU P-256. P-384, P-521
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| &4ty b7y 7

Cisco1SECA F = —> B4R ]

Android 4.4 DI FTRCORZ A7 (P-192 i

GE)  Android 6.0 1. ECC |[RF A7 &V A= F LT
SERF 2 o R VY Androidv6.0 Z#FR<)
%712 2016 4 5
AO/Ry FRLET
—g_‘o

' Windows 7 & Apple i0S 1. EAP-TLS #FEH®D ECC 2 %A T 4 7 THAR—F LT FEH

Ao

% CiscoISE D= DY U —ZTiE. Mac OS X 734 ZTD ECC ZEHE D 34— | &

NTWEEA,

Cisco ISECA F = — > DE AR

CiscoISECA F = — v ZHAERTHE, L—FCA, /—FCA, BLO= FARA >k CAGE
HELZGDT N TOREAEDNFERSNET, PAN EZ7ZIPSN O FAA A EITHRA MM

ZEFETDHE ISECAF=—r2FETIXLERHY £, LFTO U U —205 2.0 LIEEIC

T T T L—FRtTBEXITIE, 2000 —FEBNS 1 DO — FEBIZBITT D L 9 ICISE
CAT=—raEERTLHZLEEBEIOLET,

VAT LEFARAEAERT D L. — FCAELITPMICAEHEOWNWTN TS, ISEX v —
DU T —EARFEE L CH LWV ETF - — N — Ra3nEd, BER o /%, ISE A
=T T —EANFORHAREIZR D ETRDINET,

\}

GE)

JEBAC CiscoISE DINE CA ZE X #12 5 7- N2, BERMPAETF = — 2 FIET 25 L HITISE
A=V T —CRALEHTILENH Y FT,

Cisco ISE N#B CA F=— 2 AN TS5 L. Fx—rNOTXTOHAED [HHIROBE
(Valid From) |17 ¢ —/L FiZ, fAERO 1 BRI BABERINET,

RAALVEIIRA MIZEERHY, — FCAF=— U NHEERIND L, 2T LG
EEELTXTORE (SAMLIEHAEZERS) BH LW RAA VERITFA M TEHIN
F9, SAML FEFAZ(XERNCH AR T D LERH Y £,

5 EZB CA [Z & B Cisco ISE A v tz— 2 U HEIBRED Y /R—

%iBCA o TEL ST CiscolSE A vE— U F3FBHEIT. BEKUYZ SA4 7V L%J:U“*f—

—iRGE (pxgrid 72 &) TRETHILENRNHV FI, pxgrid 7> 7L — b ERET BT

https //community.cisco.com/t5/security-documents/
deploying-certificates-with-cisco-pxgrid-using-an-external/ta-p/3639677 Z &M L T 72X W),

EXWEEY FTYT .
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BAMLEEY b7 YT |
B srnasmscanzosr—~

EMBREESLEEBAE DY R — b

Cisco ISE CA #-— b 22, ¥R =k (ECC) 7TV XA H S FFHELZ R —
HEHIZELE, ECClE, L0/ hEnF— P A XE2FHLTWAEETYH., hoRFE1k
TNAIVALEDEEWEXF2 VT 4 &N Tr—<  AERMELET,

WDFTIE, ECCBEURSA DF— P A4 XX YT ¢iliFEL I L TWET,

ECCDF— H4 X (Ew MEfI) RSA DF— H4 X (Ew bEfI)
160 1024
224 2048
256 3072
384 7680
521 15360

F— YA AN/ EWNT2D, BRI £97,

Cisco ISE TiE, kD ECC #ifg# A4 7RV R — SN TWET, HRZA TE2EF— VA X
BRELIARBE, EXaUF o LI NET,

«P-192
« P-256
. P-384
.« P-521
ISE %, FEAE D EC ¥4 ORI NRT A =2 2R —F L TCWETA, R T A —

X CiEHEZ A U AR— L LS 295 E, REAZEOMIEICKRLE L] EWH =T —nFK
RENFET, LHFifTE ECParameters DN YR — s SR TWVWET,

Cisco ISE CA #—t 2%, BYOD 7 u—% L T T 57 /3 2D ECC iFHELZ ¥R — k
LET, £/, iFHE oY a =0V R—Z UM HECCIFHEL AR T HZ L b TEET,
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| &4ty b7y 7

whmmEscangoyr—~ [

\)

GE) WoOFERIZ, ECCEYR—FLTWEARL—FT 4 T VAT LBIONRN—Ug 08 R —
FENTWBHBRE A TEZRLET, T AR R—FENTWEILTRL—FT 4 T VAT
LEFEITLTORWES, 3R — SN T R—=Va U TRVWEEIZIE, fRbvic
RSA R—Z2DFEHEZEHT L2 TEET,

ARL—T 4 Y |[HR—bEhENN—D3> 2 Sl ¥ 31 E R )

AT L

Windows 8 LU P-256. P-384. P-521

Android 4.4 DL TRTCOMBE A7 (P-192 HhfR &
A 7BV HR— K LTV Android

(G¥)  Android 6.0 |Z. ECC FiFHH

BrR— o O0FRO
2016 4£ 5 A DXy F RN
=TT,

Windows 7 & Apple iOS X, EAP-TLS # 4 L7#RGEH D ECC &R A 7 4 7 THAR— K LT\
FH A, CiscolSEDZ DY U —ZTlE., MacOSX T34 2 TP ECC ZFAEDHEHITHR— k
INTWERA,

Enrollment over Secure Transport (EST) 7’7 k =/L%{if 2 72 BYOD 7 2 —723@ UJZHERE L 720
LA, ROZ EEHRLET,

CEREY—ER T RFA Y YT CAREIET = — N RTHH L, FERET = —
VIRGERINE D BT B I

1. [‘&2 (Administration) ]>[3 A7 A (System) |> [FEBE (Certificates) |> [FEAE)R
(Certificate Authority) ]> [FRaE/RAEFE (Certificate Authority Certificates) | D JIH{Z 5%
RLUET,

2. WY DREHEFEOMICH L TF = v 7 Ry 7 ZAaA (LT, [Fr (View) 127V v
7 LET,

cCABLUESTH—ERABEEIL, FITINTVWDHLI AR LET, FP—EARFETS
NTCWRWEAIE, [FH (Administration) ]>[2 A7 A (System) |>[FERHE (Certificates) ]
> [FFIEJs  (Certificate Authority) ]>[NECADERE (Internal CA Settings) ] IZF#E) L T CA
F—EREHMLET,

*2.0 LLRD ISE /N— 5 35 Cisco ISE2X (127 v 77 L— RLTWA AR, 777
L— RZIZISEV— b CAGEHETF = —v 2@ X2 T, FIREIIKO LB T,

1. [®%H (Administration) ]>[3 A7 A (System) ]>[iEFHZE (Certificates) ]> [REFHED
FH (Certificate Management) > [EF]#EHE 4 ER  (Certificate Signing Requests) ] DJIA
IR L ET,

EXWEEY FTYT .




B ciscorsezirmins

BEAmnty b7y 7 |

2. [FEAEZEZE4 ERK (CSR) DA% (Generate Certificate Signing Requests (CSR)) 127 U v
7 [/ \35 j—o

3. [P EOFEEOHE S (one or more Certificates will be used for) | Km v 74
UA RASISE/L— kb CA ZBRL £,

4. [ISE/L— bk CAGEMET = — D& ZH#t 2 (Replace ISE Root CA Certificate Chain) ] %
7V w7 LET,

GE)  CiscolSEDZ DV Y —ATiL, ESTZ 74 7> b Cisco ISE (Z/F{ET D EST V—/3—I12%F L

THEHEREZIT) Z 83 AR—FShTWEREA,

Android F 721% Windows = RARA > h TOF R —F ¢ » W, B3R ECC X— A D3FF

HERTHAEEICIT. ISENEST 72—% N H—LE7,

Cisco ISE 2L EEEEAE

[RFER (CA) FEPIE (Certificate Authority (CA) Certificates) ]~<— 3121, PNEE Cisco ISE CA
WZBET 5T R TOFEHEFENRRINE T, UATOY UV —2TIL, 2 b D CAFEAFIIEH
TELHIEHER FTICH Y £ Lzs, BIEIX[CAGEFZE (CA Certificates) ]-2X— 128 LT
WET, IO ER, o=V — FFATERESNNET, /- FEREBALT, %
DFRFED /) — RO ISECAFEHEZ T X TR RTHIENTEET, Y'IA4M~ VBRI~
S VEH ) — RiZiE, —hCA, /— RCA, F{LCA, OCSP L ARV FAEHENH Y £7,
BN 7 — RIZiL, =2 RARA N L CA BLUOCSP iEHERH VY £,

CiscoISECA v —EREZHINZT DL, TTCTH /) — RTINS DFEHEN HBIRIZERk S
N, A A= ENFET, £/-. [SEL—FCAF =— BT BEEHZ DL, T _XTD /) —
RTINS DFFHENEHEICHAR S, A A =L ENET, FINCIA2NATIHLED
D EH A

Cisco ISE CA FIEBHE(Z Certificate Services<T > KR4 > b 47 CA// — K CA/JL—  CA/OCSP
LRARUHE>< ) — ROFRA MSHIHER S LW ) a4 HANC eV £ 3,

[CAFEBAE (CA Certificates) ]X—3C Cisco ISE CA FEMAEZIRE, 1 AR — |, =7 AKR—
hoOHIER, RTEET

Cisco ISE CA SEFAEZEDRE

ZEAAE A Cisco ISECAFFHEA R 7B L6, WMEORELXHFH LT, FOHELZ XS
Lffﬁ%( % ij‘o

1R BHHIIZ
WDH AT e FATTHIZIE, A= N—EHEF I AT LERETHHIVLERHY 9,
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iscoISECA EBED T 2K~ [}

ATy 71 [EE (Adminigration) 1> [ X T L (System) ] > [EEBAZ (Certificates) |1> [FREEH (Certificate
Authority) |> [EREEBEEEAZE (Certificate Authority Certificates) | DNEIZEIR L E 9,

ATwF2 ISEPICGUI C[A=a2— Menu) | 7A 2 (=) 27V v 7 LT, DIAICERLET,

ATV T3 WETHIEAEORICH LT = v IRy 7 A% AT . [fRE (Bdit) 1227V v LET,

ATy T4 VEZG U CHRERE/R 7 A — VW REET LET, 74—»%0%5&% IONWTIE, FETE HiEAEDR
E I N—) AL TIESNY,

ATY TS5 [fRT7F (Save) |27 U v 7 LT, iEAER FTIZXH L TITo A E 2 RFLET,

Cisco ISECAZFEAZ D T H R 7R—
CiscoISE/L—F CAB L/ — R CAGEAEZTZ YV AR — T 5I121F, WOTFINELZEITLE
7,
IR HHIIZ
WDHR AT ZEZITTHIE, A—N—EHEERIFI AT LAERE CHOIVNENHY £7°,

ATy 71 [EE (Adminigration) ] > [ X T L (System) ] > [EEBAZ (Certificates) | > [FREEH (Certificate
Authority) |>[EB5E/BEEBAZE (Certificate Authority Certificates) | DIEIZEIR L £,

AF Y72 ISE-PICGUI T[A==2— (Menw) ] 74 3 (=) €27 v/ LT, OIHICERLET,

AT VT3 2K M BAIEOMIC D 5T = v 7Ry 7 A% AL, [27 AF— L (Export) 15227V v 2 L
T, —EIZ 1 ODEHEOLE TS AR— FTEXET,

ATV TE 774 T 0 N TT7UFEEITLTND T 7 A )b ¥ AT LT Privacy Enhanced Mail 7 7 A VE{RFE L £3,

Cisco ISECASIFRZD A > R—
VRBA L BB OREED CiscolSECAIZ L > TRITEINT-HHESFH L TRy hU—2
’\@afuﬂff&nit}}%)fa/a\\ CiscoISE/L— M CA, /—FCA, = RAKRA 2 b 7 CAGFAES
ZDREEAN S Cisco ISE DEFHTE HFEAEARA FTIZA VR— b THLERH D F9,
1R BHHIIZ

cRDZAY ZFATT HITIE, A= "—EHEEIIIL AT LEHETHLINEN D F
—a—o

¢ISE/L—FCA, /—FCA, =V RRA LY NPT CAEHEL, = NiRA v FEEHEN
BLAINTWALERNSZ I AR—F L, 790 RETENTNSLA L E2—FDT 7
AN AT MARELET,

ATYT1 TV RARAV PRIESN TV D EHOEREHAR—2vicrn 74 v LET,

| EXWEEY FTYT .
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B oas=ro0—+

ATv 72 [EE (Adminigration) |>[> X T L (System) 1> [FEBAE (Certificates) | > [{EfETE H5HAE (Trusted
Certificates) | # IR L £,

ATF9 T3 [ A= (mport) 1227V 7 LET,
AT T8 VEIELTT7 4 — /L ROMEERELET, sl VT, FETE 2EHEOA VAR— MRE (94
N—=) EBRL TSN,

T IAT v FEAER—Z2OEIENRARN TH HHEE1E. CiscoISEIZ LY BENDOE ) — RKOT7T 7Y /r—
Vary "= EETENET (&I MN@T7)7~V5/%%NwﬁﬁE@éM\ﬁ“fﬁm
D) —FROT7T TV r— gy P—_"—0n 12> o\EEISNET) |

SfBAETTL—F

SFAET L — MZlX, FOT T L— MZESWTHEEE (CA) [Tk TRITEN=T
RTCOFFAFEICHE RO T a T o NEENTWET, SFHET 7 L— NI, -4, 79 =
7 M4 (SAN) | F— Z A7, F— YA X, T8 NHDH SCEPRA 77 7 A
by REBEOA I, FEHENS T4 T v b EEFY—R— mﬁiti%@ﬁﬁ W &

NDMBENHDHNE DO NERE LIRS — DR (EKU) #E&ELF T, NEBCiscolSE
CAHSHA)M\ﬁ%%?yfv~b%ﬁmb\%@%y7v~bmgdwfﬁ%%%%ﬁ
L/i‘é—o

CiscoISE (121X, RDISECA T 7 4V s DFEAET 7L — BB L TCWET, HEIZL
LT, BMOFEHET 7L — FE{ERTEEYd, T 74V MOFEHET 7L — MIKD &
By T,
« CA_SERVICE_Certificate Template : CiscoISE Z58iiE)/m & L CHEHT 2 ZDfhoxy U —
7 Y—E 2, 7=& Z21E. ASA VPN = —F—{Zxf LAEBEA RIT79 5121%. ISE O E
BRI DFEAET 7L — b 2R LET, ZOEAET 7 L— M TiE, AREIE O
EEFETEET,

* EAP_Authentication_Certificate_Template : EAP F2FEH,

« pxGrid_Certificate Template : GEIE T B BV a = 7 R—Z U GEEELZ AR T 5 & &
® pxGrid 2> F e —3 fl,

FERRET > T L— MR DHRF

Cisco ISE DN CA (21X, =2 RaRA v NEAEZERT 272D SN ZEAET 7
L— h2FRTIEFDNEENTOET, NECAICL > TIRITENTZTRTOZ L RARA Vb
AEHEIIE, GEHET v 7 L — MADIRTREENTOET, ZOIRTIE, T2 FR
AV FEHAEEERT DD SNGEAET 7L — 2R LET, EEFOID X

1.3.6.1.4.1.9.21.2.5 T4, CERTIFICATE: 7> 7L — N BMEEZIER Y > — DL H L

T\ RHliORERICES O THEG 2T 7 £ AHEREZEV HTHZ N TEET,
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gaKy v—gpucoanerIL—r2onR I

HEAKY S —EHTORARET > T L— FBORA

AR Y = V=V TREAET 7 L — M OYER TR TE 7,

ATy F1 [R)— (Policy) |>[RUL—+tv b (Policy Sets) | iR L, FAARY o — V=L E2FRTLT 7+
WEORY —ty hERERBLET,

ATY T2 HLWIL—ILEBINT 50, BFEOL— LV EREL£J, KIZ, Compliant Device Access /b—/L % ftE 3
LHl R L ET,

a)
b)
<)
d)

Compliant_Device Access /L —/L &b L £ 77,

UBMEAEDIBI (Add Attribute/Value) ] Z34R L £,

74 7 aF Vb, CERTIFICATE: Template Name J& 1t & Equals 5+ 28R L £ 9,

REET L — NADOEE AT LET, 72 & 21X, EAP_Authentication Certificate Template 72 £ C
D

ATY T3 [R1FE (Save) 1227V v LET,

pxGrid O >

kO—S F D Cisco ISE CA SFBAZ ) ERE

CiscoISECA [X, FEETrE Y a =2 7 R—F A LR EZ LR T 5 729 O pxGrid =2 >
b —Z OFEHET 7 L— MERIELE T,

35 H B IS
pxGrid 7 7 A4 7 > S OFEAEEALZRK (CSR) 4L, CSRONEZ VY v 7 R— RiZ=
[:O—Lij—o

ARTYT1 Xy NIT—7 TR 2= —TH0 L MELET (EEL (Administration) ]>[ID O HE (Identity
Management) ]>[ID (Identities) ]>[=—%— (Users) ]>[iEM (Add) ] .

a—PF—NE Y LT N TNWDAL—F— T —T % AELET,

RTwT2 GET oY a =0 VR LVORELmRELET (L (Administration) ]>[7 /341 A R—HZ VEER
(Device Portal Management) ]>[fEF#E 7' v £y 2 =7 (Certificate Provisioning) ]) .

a)
b)

d)

REAETn Y a =07 R=2 L a@RL T, e (Bdi) 1227V v 27 LET,

[R—%2VEE (Portal Settings) ] Ky Xy VA NEZ Y v 7 LET, [KBEH T NV—T DRE
(Configure authorized groups) | DiRINFIEE/R U A hvd, Ry NU—7 T 7 A a2 —HF—RNEg4=2—

Y= ZN—T2BR LT, BIRGFEARI X MNIBELET,

GERErEY a =7 F—H L E (Certificate Provisioning Portal Settings) | K2 v 7*Z7 IJ &
&2 Vw7 LET, [pxGrid Certificate Template] %K L 9, EMIZ OV Cix, [Cisco ISE &2

HHAR: FAREBYOD) @ GEHETRE Y a =07 R—FLVDOR—=HIVFEE] Otrvark

ZRLTIIZEN,

N—ZNVEEERTFLET,

EXWEEY FTYT .
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. Simple Certificate Enrollment Protocol 707 7 o )L

ATY T3 EAETe Y a = S R Z NV EREILET, [R—#/L 7 A KNURL (Portaltest URL) (V> 27 %7 U >

7 LET,
a) FEITER L= —TH U bR L GEFE reYa = R—2iin /(4 LE

D

b) AUP %#%F AL, [#ifT (Continue) 1 %7V v 7 LET,
c) [LFEDEIN (Iwantto) | Fr vy FH o URXNNDL, [R—OFEHAEDOARR GEHEBLERDH D)

(Generate a single certificate (with certificate signing request)) ] Z &R L £,

d) [FEFAEEL EROFEM (Certificate Signing Request Details) 1 7 4 —/V KiZ, 7 U v 77" — K225 CSR

DORNEZIE T £,

e) [EHED X 7 v— KEX (Certificate Download Format) | K2 v 7*Z > U X | . [PKCS8 iz

(PKCSS8 format) ] ZZR L E7,

GE¥)  [PKCSI12/EZN (PKCS12format) (% EIRT 24551L, 1 DOFEHET 7 A VEGEHET 7 1 L
EX— Ty AT TEMT HMENRH Y 9, CiscoISEIZA v ARN— 20T, FEPE
¥ — 77 A NFAAF U DER = 3 — REZTIPEM ERICT 2 4 E R H Y £,

f) [REFAET 7 L — FOFEP (Choose Certificate Template) | K2 v 7 X 7 U X R,

[pxGrid_Certificate Template] Z 3R L F 7,

g) FEHEONSNZRT—RKEZANLET,
h) [45 (Generate) 127 U v 27 LET,

AEHEER S ET,
AEAEFEA T AR—FLET,
AEAETF = — & EBIREAEN T AR — S ET,

ATV T8 pxGrid 7 747 > FOEHETE HAEHEA R 712 CiscoISECA F=—r %A R —hLET,

Simple Certificate Enrollment Protocol 70 7 7 1 )L

=P =Ny NT—7 THETEDSIETIERETAAS LT AL ADFHEDO Y0 Y 9 =
TR A AN T D20, 1 2L ED Simple Certificate Enrollment Protocol (SCEP) F¥iiE)m
(CA) v 77 A/ (Cisco ISE #MH CA % E & MR ET) A E L T, Cisco ISE (Z# D
CADHFEIRETEET, BHOT 7 7 ANVEFERTELREIZ, N TXA T8 T ¢
ZEBL, HELECADEGOMTr— AT v T RFATTEDHZ LT, FFED SCEP
CA ~DERIZ 3 [l L CILE D202 72856, Cisco ISE 1TFFED Y — "—REHREETH
5 EEE L, WICARINVNE INEREFDNEWVBEMO CAICABIICBEI L, h— =24
TAVEIFT HET, EFORFR—Y ARG LET,

Microsoft SCEP ¥—/N—% Cisco ISE EAHAIEMA T2 L HIZHET D HIEIZ DWW TR, kESH
L TLIEEN,

http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto 60 byod certificates.pdf
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| &4ty b7y 7
srrsnranz ]

FITSNI-EEAZE

EHLE R — S ZiE, NEBISE CA I K-> Ty RABA > MK L TRIT SN2 TR TOREH
EDOU R MW REINET ([(EFHE (Administration) ]>[3 A7 A (System) ]> [FEAZE
(Certificates) ]>[=> FA > hiEB#E (Endpoint Certificates) 1) . [Z1T S V7ZFEE (Issued
Certificates) |X— Tld, FEHEAT — X 2% —H CHEER TE E£7, AEHENE L TWDY
Bl [AT7T—% A (Status) (IO LI~ T A D= NV EBEITDHE, ROEHZMHETE
F9, EAET 7 L— b (Certificate Template) 5D L2~ A B —Y VEBEITS &
X— AT YA X WHBREAT, BT V= b, BTV MUEESL (SAN) | REW
FORIMER EDFFEMERER R TEET, =V FRA U MEAEZ Y v 27 LT, GEHFELE
IRCEET,

ISECA IZ K> THATEN/T R TCOREHE (BYOD 7r—%/r LTHERIZYrEY 9 =
JENTFFAELIEAE Y a =0V R—=F AL REG SR E) 1L, [Z2 FARA
> FREBIE (Endpoint Certificates) |— 2V A RSN ET, ZOX—U056 T OGEHE
EEHTEET,

7o b 2T user7 ITFAT SNTCAEAFEZ MR T 25 5G1E. [7 LV F U4 (FriendlyName) 17 o —
NERDOFIZERENDETEXA PRy 7 A2 Tuser7) EASLET, ZDO2—HP—|ZCiscolSE
WEoTHITSNT TN TOMRAENRRINE T, 74NV 22F v B T512F, TFA
ARy 7 ANGBEBEEIRLET, £/, [EET 4% (Advanced Filter) | A7V 3 v %
FEHLT, SEIERMRBEEICESNTLa—FERRTHIEHLTEET,

ZD [ RARA v MEBHZE (Endpoint Certificates) ] ~X— I Zi%, HEIIG LTy KA >
FEHEZRVETZOOF T a b H 0 £3,

[FERAEE B (Certificate Management Overview) | ~X— 2%, BN O£ PSN / — KiZ
Lo THITENIo= L FARA &V FEEHFEO G R R INE T, £, R LIGEHEOS
AL R LT REREO AR i ) — R L ICHERTH b TEET, 20—V DT —X
ITEEORMICESHNT T 4V Z Y v 7 TEET,

[TV FiRA > FEEBAZDOMEE (Endpoint Certificate Overview) ] ™ 1« >
FORITE L UVRS LIZEEAE

WDFT, [REHEEHOME (Certificate Management Overview) |[FE1T35 X OVLh L 7=FEHE
DOHEZE  (Overview of Issued and Revoked Certificates) ]V 4 & KU D7 ¢ —/L RIZOWTCRA L
F£7. EBNDPSN / — R RARA » MEGERAEEZFHITLET, 20OV 1 FUTIE,
JEBAN D4 PSN / — RMXFITT D FARA o FREAFEICE T oM E R LET, 20U~
YRUEBRRTHIZIE, [A==2— Menuw) |7 A2 (=) 27V v 7 LT, [BE
(Administration) ]>[Y X7 L (System) ] > [REBAE (Certificates) 1> [#IZE (Overview) ]
<7,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B ciscosecasmEs s UE—0nv s Ty TeER

R17:RTSNIFEAE LRI L IEEAE

TJ4—ILF FEREODHA KA
/ —F#% (Node SERAEARIT LR o— P —E R /— K (PSN) D4H,
Name)

[BITENTEEBAE |PSN /— RBRIT L= RARA > FREHEO%,
(Certificates
Issued) ]

[BYESNI=FEBAE | L Lz RARA > FREE (PSN / — R8T L7ZREAE) 0¥k,
(Certificates
Revoked) ]

[EIEEEEEER PSN / — R ALEE quuftwqi/\*‘x D nft%:;k@@/(
(Certificates
Reguests) |

[9&5& LT:EIEEEE PSN / — ]‘ﬁ)@ﬁﬂ—é%ﬁ& L/f_mu uig;k@ik
(Certificates
Failed) ]

BErEYY
FATSINIZFEE (133 _—2)
=P =B IO RARA FOFEHEOER (113 X—)
AEEA M L CX—=Y v TR R EFFE[T 5728 Cisco ISE DFXE (138 _X—2)
2 =Y KD EOEF ZFF [T 5 Cisco ISE DFEE (114 <—)
T RARA » MEAEOLRS) (159 X—)

Cisco ISECASIBAER L UFT—DN\Y I 7y TEERT

PAN ’ﬁf‘%ﬁ%ﬁib T h o HYEE ) — RESEE PRI O/L— h CA £7213 [ CA & LT

BESHD-DICHKT DA A, CiscolSECAFEHER I OF—2vFaTICv 7 T v
7 LT, B HFVEH ) —RZINHE2EILTEL LT HHENRSH Y £9, Cisco ISE

WEDNNy 7T v 7%, CAFEBAZE L —IEFN TV ERA, CATERAERB LS —% 1
ZK/F VIZZJ AR—FBLOA U FA— T 2120F, bhica~vr RIAf A F—T=A
A (CLI) %2fEHAT20E N H Y £4, application configureise =2~ > KiZiL, CAFEHER X
KX =D I T v T EHTEDIZODT I AR— " BLOA VR— b DA T a v NEENT
WET,

BETE25EHEFEA 7D DOWROFEHEN, B o X VER ) — N TEILINET,
« Cisco ISE /L— | CA FFBA#:
« Cisco ISE ¥ 7 CA FEBI &
* Cisco ISE =2 KR A > | RA FEHIE

. BEAMEEY FTYT
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Cisco ISE CA SEBBE S £ Ux—nT s 2 — b+ [

« Cisco ISE OCSP Ji~ZAHIFERA
WDEA. Cisco ISE CAFEHEB IO —D Ny 7 7 v 7B I OETANEL 2 7,
cEBBENICED X ) ER — RBMEET D
* Cisco ISECA /b— b F = — U RIREE XX 5
« SN PKI O FAZ CA & L CHERET 2 & 9 1T Cisco ISE /b— |k CA 3 ET D
VU =R 12 06ENLEDOY V=T v T 7L — T 5%

REDN I T v TN T =25 EIT 5, ZOHE. IPIZCiscolSECA/L— b F = —
VEBEAR L, WICISECA GFHERB L OF—D NNy 7 7 v P LB EITHIVNERH D F
7,

N

GE) BB TCiscolSE DN CA ZBEEHZz H7-NT, 5BRRFFEHEF = — L BT 5 X 9 ICISE
A= P —EALEHTAHLENRD Y 9,

Cisco ISECASIFAZE R LU —DIT Y X7R— F

ATy
ATvT2
ATvT3
ATvT4

CAFFHERB L OF—%2PANDO I AR—F L, ¥ O ZVE ) — N TA VR — T 54
ERHVET, ZOA T arTiE PANRE U LEEGEAICEI A VEB ) — KT R
AA L FPOEAEEZRITBLIOEHL, B FVEH ) — 2 PANICFEKRIEDLZ LN T
xFET,

146 BT
CAGEHIEL O — T 2700 U KU MY R{ER L - L 4R LET,

Cisco ISE CLI 72 &, application configureise 2~ > REZ A L E T,

TEASILT, iEAEBI N —%Z2 =7 AR —FLET,

URY MY OARTE AT LET,

WesXx—x2 AN LET,

T AR—FESNTFEAZFEDOY X M -4, BITHE., BLXOVITAES L LI A v E—UNRER
SINET,

11

The following 4 CA key pairs were exported to repository 'sftp' at 'ise ca key pairs of ise-vml':
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x621867df-568341cd-944cc77£-c9820765

Subject:CN=Cisco ISE Endpoint CA of ise-vml

Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x7027269d-d80a406d-831d5c26-£5e105fa

EXWEEY FTYT .
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Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0xla65ecl4-4£284da7-9532f0a0-8aele5c?2

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x6£6d4097-21£74c4d-8832ba95-4c320£fbl

ISE CA keys export completed successfully

Cisco ISECASIFAZE RS KU+ —D A VA R—F

TH U FVEH ) — RERE LS, PANDD CATFHERB L OF—%2 7 AR —hL, &H
VHE VR ) — Rz v R— N LET,

AT w F1 CiscoISE CLI 75, application configureise =2~ > K& A LE7,

RAT97T2 82 AL T, CAREHER LU —%2 1 U R—FLET,

RAT9 T3 VAT NI OLARTIZAT LET,

ATV TE AR — b TDT7 7 A NVOLFIEATILET, 77 A4/ 4(T ise ca _key pairs of <vm hostname>
A THLMENRDH Y 3,

ATVTS Ty ANEEECT DO DOEX—% A LET,
WENEFIZE T LI EZHMbE DA v E—URERRINET,
i -

The following 4 CA key pairs were imported:
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x21cel000-8008472c-abbc4fd9-272c8da4d

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x05fa86d0-092542b4-8ff68ed4-£1964a56

Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0x77932e02-e8c84b3d-b27e2flc-e9f246¢ca

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x5082017£-330e412£f-8d63305d-el3fd2a5

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

GX) T AR—PFNENTEF—T 7 A NVDORESA(LIX, CiscoISE YV U —226 TEAXINFE L7, Cisco
ISEV U—Z24IETIONR—2 5 o6 DF—Dx 7 AR —T~, BIWCiscolSE YV U —R261LL
D=9 0 TOF—DA AR— MIRTILER A,
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FS542UPANBLUPSNTOL— Ak UTHCADER [

TZ54<') PANE LU PSN TDJ)L— b CAE KU THL CA DAERK

ATy T

ATy T2
ATvT3
ATvT4

BAZty b7 v 7T 584 . Cisco ISE I, Cisco ISE CA —E 2D PSN D77 A <= U PAN
ETFALD CAREIETAL— M CAZARLET, 72720, 7714~V PAN £721X PSN D K 2
AVHETLIFIRA NEEETDYA51X, 774 ~1U PAN T/L— h CA, PSN T . CA =%
NENHERTDILERDH Y £7,

PSN DR A ML EEETHEAIE. 774~V PAN BIOPSN TENEHL— | CA & Tz
CAZHART 2DV IZ, RA M EEET HHITPSN 286 L., FEETcEET, o
LW FAGEHAEIZPSN ECTHEMIC Y n e Y a =0 7S ET,

\)

GE)  PXgrid B XV IMS GEEIX, ZNENOGEHAENINETEL SN TWDHA, L— M CAD

FAERFIZNEH CAICL > TEE#|RI ODNET A,

PXgrid iEHEOWNHI CAIC K 5 BAZERT 25613, B COEA PxgriditIEHEZ AR L, L—

k CA ZHARLET,

CiscoISE A v & —T v 7Y —EAFEAEONT CA I L DBLEEET H5A1E. CSR ~2—

U5 CiscoISE A v —V 0 7 — b REFAEZHAR L 7,

ZEIRL £, [BEE (Adminigration) ]1>[2 A T4 (System) ] > [SEBAE (Certificates) | > [(IBAZE 4
E3R (Certificate Signing Requests) ] Z34R L £ 77,

[REBAESE 4 R (CSR) DA% (Generate Certificate Signing Requests (CSR)) %27 U v 27 LET,
[FERAE DM 4L (Certificate(s) willbeused for) | K2 v 727 U XA /B ISE/L— bk CA &R L £,
[ISE /L — b CAFEFAET = — L DE X #i 2 (Replace ISE Root CA Certificate chain) 1227 U v 7 L£7,

JL— bk CA & FALCAGEHAEN, BENOTRTHO /) — Fick L CTAERENET,

5458 PKI @ T4z CA & L T Cisco ISE JL— ~ CA DE%TE

S5 PKI O AL CA & L THERET A PAN O JL— | CA S EE 7283413, ISE Hf CA ZFIES
HERELER LT, AMECAICEEL, L— b BIONCABLMNEHEHELZAFLT, L—F
CAGFHEAZ(FHEH T DFHER b 721 v R— b L, CA BAfTEFEHAESL CSR 1231 K
LET, Zo%HE, ST CAIFNLV— b CA, 77 A~V PAN (34N CA @ FAL CA, PSN L7
74~ Y PAN O T CA T,

ATy 71 [EHE (Administration) |>[ A T4 (System) |>[FEBAZ (Certificates) |>[(IBAZERER (Certificate

Signing Requests) | #i#IR L £,

ATv T2 [GEHEBZLER (CSR) DAL (Generate Certificate Signing Requests (CSR)) 127 U v 7 LE 7,
AT 73 [GEHEOMH AN (Certificate(s) willbeused for) | K12 v 7 # 7 U 2 k)i [ISE [ CA  (ISE Intermediate

CA) 1&@ERL £,

EXWEEY FTYT .
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B aszcEmLTs—YF L FA REFTT B 10D Cisco ISE DT

AT T4 [ (Generate) 1527 U v 7 LET,

RATYTE CSRETZ AR— kL, 571~ﬁ[$ CAITIKEL T, CABAMEIEHELRGL £,
RTwT6 BT DFEHER N TIZHME CA Dv— b CAGEHEE A VR —hLET,
ATw 717 CSRIZCA %Z.Hé‘aﬁ@%%%/vr Y RLET,

RDERY

BB &) PAN RS B5A1E. 774~ U PAN 2°5 Cisco ISE CA FEHHER L% —n
Ny 2T o 7ZEEL, Eh %Y PAN TETLET, *f—/\‘—éﬁﬁi&/v— SEEAE
v # Y PAN ICHEMICER SN E T, 2oL~ T, BH/ — KIC “£73>%%$L71
LA, B2 U PAN B3FN PKI O FALCA & L CTHEBET D L 212720 £,

SEBAEAFERAL T/A—=YFIL TN R ZHFA[ T B51=-5HD Cisco ISE D

nlﬂi
Iy MU= 18T A RiRA s (=Y F T8, R) OFFAEEZRITL, BT
L 912 CiscoISE ZRETE £ T, WECiscolISECA VP —EZXZHHAL T, = KA > kD
DEFHEELESRICEL L2, AMT CAIZCSR ZERIE LD T 52 M TE 7,

1R BHEIIZ

« 77 A<V PAN 2°5 Cisco ISE CA FFHHEB L X —D NN 7 7T v 7H2BGE L, T4 PR
2 U ANY DD, BRBRGITNICHRE LT EEN,

AT v 71 Employee 2 — W — 7 L—T~Da—H—DiEN (139 <—) |
WS ID A k7 & 72 1% Microsoft Active Directory 7¢ & DA ID A k7 IC 2 —HF —ZBINTE E T,
AT v T2 TLS N—AFFEOFEAERIET 7 7 7 A L OERKR (139 X—2) %
AT T3 TLS X—ZFFED ID Y — A EFOIER (140 ~—)
ATV T8 7947 Tueya=rr R —0OERK :
a) WGAEROETE (141 ~X—)
b) CAT 7L —brOfER (142 =)
) /IAT N TueVa=y T R —TCHEHENDIRAT 47T 7V D b T a7y A VOERK
(145 ~—2)
d) Cisco 7>5® Windows 3L P MacOS X AX_L—F 4 VT VAT ADE—V 2 ")V —ADH T
o—F (146 ~<—7Y)
e) AppleiOS. Android BEXUMACOSX T A ZADY FA T h 7Fueya=r 7 R — —LDfE
B (146 ~2—37)
AT 975 TLS X—AFFED Dotl X FRAER U o — /L— L DFHE (147 ~X—)
ATV T6 TLS N—RFAHDOH A ARY > — L— L EHRELET,

. BEAMEEY FTYT
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Employee 21— — 45 )L—TFAD1—H—DiE/M .

a) FERWebFBIEEH TV I N TreEYa=rr 7a—0Fr7Ta 7 7 A VOMERK (148 X—7)
b) FEARY — — L DERE (149 =—2)

IN=F IV TN ANET A F LA SSID ([Z8t 35 & X IZ ECCRSA RN—ADFEAEEZFHAT 3 &, 210
HONRT—RANEITI LHoRDOENET,

Employee 1—H—4 )L—T~ADI1—H—DEM

WDOTFNETIX, Cisco ISEID A k7 @ Employee =—%— 7 )L —F |22 —HF—%8IT 25 FHik
WZOWTHHBLET, AMBID A T2 LA TH, :L*"‘j‘ Z BT & % Employee
A== T N—TNHDHI LR LET,

ATy 71 [EE (Administration) ]>[ID D& (Identity Management) ]>[ID (Identities) ]>[1—*— (Users) ]
ZERLET,

ATy 72 BN (AdD) 127V v7 LET,

ATV T3 a—WF—0OFMERE A LET,

RT9 T4 [)NAT— R (Passwords) |7 a T, [mZ A /32U — K (LoginPassword) ] & [TACACS+A % —
NNXU—FCm&m$EmMﬁ%wm®]%@ﬁb\*VFU—7?N4XK77?ZVNW%§E
LET,

ATY TS5 [2—H— F)—7 (User Group) ] ey 72y JRA 0GB (Employee) | 3R L £7,
Employee = —%— 7V —T BT 5T R TCO2—F =R CHRE Y NE2HELET,
ATy 76 [ZEE (Submit) 1227V v 7 LET,

RDERY
TLS N— RFFEOFEAEGE 7 0 7 7 4 VOERE (139 =X—3)

TLS R—R B DIIREFIETO T 7 41 ILDERL

F NI =27 T8t D RARA ¥ N OFRGEICGEAE A2 H 9% 121X, Cisco ISE CREH]FE
WAL 07 7 A NEERT DD F721ET 7 4L kD Preloaded_Certificate_Profile # #tE 35
VERS Y E7, EHERGET 17 7 A Vi, TV v a—HF—4 L LTHERT 245
NHDHFEHETY 4 — L RREENTET, 72E 2, 22— —A0[ &4 (CommonName) ]
74—V RIZHDGEIL, EAERET e 7 v A E [ oL —H—4  (Principal
Username) |23 [ 7T =2 b - —f%4 (Subject - Common Name) | CTHDH & L TERTEE
o THIEXID A FTICHS L CTHERTE £,

ATy 71 [EE (Administration) ]>[ID OEHE (Identity Management) ]> [4&8 ID ¥ —X (External ldentity
Sources) ]>[SEBAZEEREI 0O 7 7 4 JL (Certificate Authentication Profile) ] Z3#R L £,

ATy T2 FEAERE T 0 7 7 A VOL4RTIZAD LET, 728 21E, CAP L7320 9,

| EXWEEY FTYT .
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AT T3 [TV b -—f%4 (Subject - Common Name) ]2 [V >3 /%L z—H—4 X509 B4 (Principal
Username X509 Attribute) ] 23R L £,

ATy T4 [R17FE (Save) |27 U w27 LET,

RDZBRY
TLS N—AFFED ID Y — R EFO/ERK (140 ~<—3)

TLS R—XFREED ID ¥V — R EF DYERK

SFRAESEIE S 1 7 7 A WV EERL L= 6. Cisco ISE DNEFFAEDBHEZ TS L. EHE L ID V/—
A%IDY—AEFTRETEX S L)1, EHAERIET R 7 7 A L% ID Y —RJARFITEMN L F
“@40

4RO SRS
WDEATPFET LTWNDZ EafERLET,
» Employee = —H — /L — 7 ~D 2 —H—0DiB],

. uEEﬁi/\‘—X D uIEODuiEEﬁ R = 74/1/0)1/@5?0

ATy 71 [EHE (Administration) ]>[ID D& (Identity Management) ]1>[ID ¥ —XIEF (ldentity Source
Sequences) | AR L £,

ATy 72 B (Add) 1227V 27 LET,
ATv T3 IDY—RAEFOLETIEATILET, 72& 21, DotlX &720 £,

ATy T4 [GEHAERIES 17 7 A L DOER (Select Certificate Authentication Profile) | F = v 7R v 7 A& A2 L,
VERR LTI ERGE T R 7 7 A L, DF Y CAP Z®IRL 7,

ATy s a—PF—fEREETID Y — A% [Bib5 U A & (Authentication Search List) ] fHIk D [E&IR# A (Selected) ]
VAN Ry 7 RAZBEILET,

BIDOID Y —A&2BINT 5L, —BERRONDHETCiscolSElL. 2NHDF—F X M7 #IEICHRELE
—éqo

ATYT6 [2—P—REoNEholz LTRE L, EFNORDO A h7IZH#Te (Treat as if the user was not found
and proceed to the next store in the sequence) | A7 a > R¥ %7V v 7 LET,

ATFw 71 [ZFEIE (Submit) 1227V v 27 LET,

RDBERY

WRERORRE (141 _—27)
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ziapoxz |

REER D EXTE

CSR ~DFELLIIHNT CA ZfEMT 256, SME CA ZRET HLENRH D £97, S CA KIE
IZ Cisco ISE DLIRTD Y U —ATit, SCEPRA 717 7 A /L &M TUWvE L7=, Cisco ISE
CAZMENT 256, CARELWRIICRET HXEITH Y ¥ A, [EH (Administration) ]
>[ A7 A (System) ]>[AEAA®E (Certificates) ]>[N#B CA #%E (Internal CA Settings) ] C.
W CA BREZL TR CE 7,

=P —=DT A APBGREF A ORERELZET D L AERAEILT A 2 EORDEDLATIC
Eﬁ)ﬂi—a‘o

= 18: T34 RFEAE DS

TN R SFBAER b L—C DGR TOERARK
iPhone/iPad FEYEDFERAE A b7 [ (Settings) ]>[f%

(General) 1>[7mr 77 AL
(Profile) ]

Android WELSN-aEHEX 7 TR =P —TRAHT
‘g‘o

GE)  FEBEIL. [RE

(Settings) ]>[H
rF—varyialitk
X=2UT 7

(Location &
Security) 1>[A b
V=07 T

(Clear Storage) ]| %
L CHIBRCTE &
7

Windows EEDFEHEAR N T lemd 7 1 7k H>5 mme.exe
BT A0, EITREAE
AF v T A TEFERLET,

Mac EXEDZEEAR M T [TV r—vay

(Application) ]>[~—7 ¢V
7 4 (Utilities) |>[F—F = —
v 77 A (Keychain
Access) |

1R BHHEIIZ

AEAEE 4 ER (CSR) ~DBLIHMTFERER (CA) 2T 2841, 485 CA @ URL 23
WL F£97,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B o275 —rotm

ATv 71 [EE (Adminigtration) ]>[> R T L (System) ]>[REBAZE (Certificates) | > [4M8F CA B%%E (External CA
Settings) ] Z®IRN L £,

RTwF2 B (Add) 1227V >7 LET,

RATv T3 I CABREDARTZ AT LET, 72L& 2I1E. EXTERNAL SCEP 72 & ¢,

ATy T4 [URL] 7 ¥R b By 7 A2, SN CAH——D URL # AJLET,
AN CA DB FREN & 9 A MR T H1iX, [7 A MEEkE (Test Connection) 1 %7 U w27 LE 7, BN
CAY—"—DOURLZANTHIZIE, [HHRZZ27Y v LET,

ATw 75 [ZFEIE (Submit) 1227V v 27 LET,

RDRERY
CAT 7L —hrDOER (142 2—)

CAT>TL— FDIERK

FEAET U L — NI (NERE 7213008 CA D 7=12) T 2451 % % SCEPRA 7' 1
TrAN, F—ZAT, F— P A X WgE AT, 7= b, TV MEA
(SAN) | FEFIEOAZMM, JLEXF—OEARNEERZ L ET, ZOFITIE, N CiscolSE
CAZBHTALIEELET, HMBECAT T L— NS, HOHIMIZINTD CA 1T L > Tk
EEN, FRETHZEIFTEERA,

HLOWCAT T L= FEERT D7, 774/ FOFERAET 7 L—|
EAP_Authentication Certificate Template %t T £ 7,

F 74 NTlE, KD CA T 7 L— I Cisco ISE T TX £9,

« CA_SERVICE Certificate_Template : ISE CA T oo >y hU—27 —E2H, 7
& 21X, ASAVPN —H—{Zxt LAEAEZ 1T 5I121%, ISE DRERIZ Z OREHET
TL— bR LET,

+ EAP_Authentication_Certificate Template : EAP 333,

« pxGrid_Certificate Template : REBIE B Y 3 = 7 R—FZ A Gk EE LT HEEO
pxGrid = > he—F H,

)

GE) ECCHx— ZA 5T HIAET 7 L— hF., NI Cisco ISECA & DIFHT A Z L2
TE £,

1R BRI
CAVRREINTWDLZ LR LFET,

. BEAMEEY FTYT |



| &4ty b7y 7

ATy T

ATvT2
ATvT3

ATy T4
ATy TH

ATvT6

ATy FT17
ATvT8
ATFvT9

carrIL—rokmn ]

[EH# (Adminigtration) | >[>X T4 (System) ] >[CAH—E X (CA Service) |>[NER CA SEBAE T >
7 L— b (Internal CA Certificate Template) ] 3R L £,

N CAT 7 L— FDLRIZATILET, 72L& 21X, Internal CA Template & L F 7,

(A7 ay) [Mfk==v b (Organizational Unit) ]. [#2##% (Organization) ]. [#8T1 (City) 1. [N/ABE
fFk (State) 1. [[E (Country) ] 7 4 —/L RIZEEZ AT LET,

REFAET 7 L— b 74— R ([#k==> F (Organizational Unit) ], [#8#% (Organization) ]. [#BT7
(City) 1. [ (State) 1. BXLO[E (Country) ]) @ UTF-8 XFix¥ AR — kL TWEHA, UTF-8 LT
ZAEHET L= P THEHAT S L GEAET R E Y g = IRIIL £,

AEIE A AT DN — Y — Do — =43 FEEOLES L L THEH & E T, CiscoISE N CA
WX, T+ F2E T+ oxXF% [#iE4 (Common Name) | 7 4 — /L FTHR—FLTWERAL, 22—
P2 T+ £ T OBKRLFREEN TRV LR LTI EEN,

BTy MUE4L (SAN) BLOGFAEO AL 2 E L £,

X— XA 7EFEELET, RSA £/-1X ECC ZBIR L £,

WDFRIZ, ECCEYR—FLTWAARL—T 4T VAT LABIXONR—=Vg b, PR—FZNTW
DHMAA TR LET, T ARV ER—RFEINTWELTRXL—F 4 T VAT AEFETL TN

BA. T3V R—=FENTVE =T g U TRVLEEIZIE. U DIZRSAR—ZADIEAEEFHT S
b TEET,

ARL—FT4 05 L | R—bkEhdN\—Pay YR— S DBiR2 1T

AT L

Windows 8 LAKE P-256, P-384, P-521

Android 4.4 DI TRCOMIRL A7 P-192 iR % A 7

. e 7 ; 2
GE)  Android6.0 1%, ECCaEBi&z | £ 7R— hLT72lN Android 6.0 % bR

oA h B iz 2016455 | O 0
Ay FRusETT,

Windows 7 & AppleiOS IZ, EAP-TLS 58iEH D ECC % %A 7 4 7 CTHAHR— b LT FEH A, CiscolISE D
ZDOVU Y —ATlE, MacOS X T /3A A TD ECC iEHEOMH ATV R— SN T EFA,

X NI =T DF A ANRYR—FENTWARWAXL—F ¢ 7 A5 5 (Windows 7. MACOS X,
Apple i0S) #FEATT DAL, F— XA 7L L TRSA ZHIRTHZ L A2HLEL £,

(RSA ¥ — X A T HRINT HEAICHEH) — VA X2MELE T, 1024 L EDOF— A X & 3RT
HVERHY £,

(ECC ¥ — X A T HRINT DG A ICOHMEM) My A 7B ELET, 7 74/L ML P-384 TT,
ISE N5 CA % SCEPRA 72 7 7 A /L U CEBIR L £7,

BHMEZ BEEN AN LET, T 740 ML 730 BTY, AR7R&MIL 1 ~ 730 T7,

EXWEEY FTYT .



BEAmnty b7y 7 |
B nscaoz:

ATy T RF— ORI AREE L E T, GEAELZ 2 T4 7 FRGECEHNT 2581, [7 747~ Mifd
(Client Authentication) 1T = v 7 Ry 7 RI~—7 T £7, fEAEZ P — " —3iEEAT 255
X, [Y—/3—FFE (Server Authentication) | F = > 7 Ry 7 AZ~—7 #fHT £,

ATFv 7N [XEF (Submit) 227V v 27 LET,

WS CAGEHHET 7 L— FIMERESIL. 7 I9A T ubeva=r 7 R vr—itko-T
EHINET,

RDEZRY

IJIAT T reya=r R —TCHRAINARAT AT YTV s Ta7r AL
DVERE (145 ~=—2)

WDFTIL, [NEBCA DF%E (Internal CA Settings) ]V 4 > KU D7 4 —/L RIZOW Tt L
F9, NECA DEEZFRL, 2OV 4V RUNLWNE CA YV —EREZ®HIcTEET, =
DT 4V R EFRTHITIE, [A==2— Memu) ] T2 (=) 227Uy 7 LT, [BE
(Administration) ]>[> X T L (System) ] > [REBAE (Certificates) ] > [FREER (Certificate
Authority) ]>[NE8 CA %5 (Internal CA Settings) DNEIZER L,

& 19: REL CA DERE

TJ4—IL K% FRLEODHA KS1 Y

RALRDEMIE (W CAV—EREMHZT HITIE, ZORF L E227 )y 7 LET,

(Disable
Certificate
Authority)

KRR RE (Host |CAY—EREZFEITLTUWD CiscoISE / — RDAHR A MM,
Name)

RILYF CAV—EREFEITLTWD J — R THZZ CiscoISE / — KD~ 5,
(Per sonas) - xiE, BHE, R —H—r AR TT,

A—JL (Roles) |CAHY—VE A% FEITT 5 CiscolSE / — RS 25m—1, =L 20X, A
FoRTurERE T IoA4~ ) Fdeh XY T,

CA. EST. & |HREITED)
U OCSPILZRID
AT—5 R (CA,
EST & OCSP
Responder

Status)

. BEAMEEY FTYT



| &4ty b7y 7

HS4FU R TAESIZUT RYS—TRRASNBRA T4 T HTUn k Tnor Lok [

TJ4—IL K% FRLEODHA KSA4 Y

OCSP 21 OCSP $——|{ZT7 7 AF 572D Cisco ISE / — KD URL,
URL (OCSP

Responder URL)

SCEP URL SCEP Y —/"—{ZT7 7B AT B8 Cisco ISE / — F® URL,
EELE YD

CiscoISECA —E 2 (118 =*—7)
AEAEAEH L CR—= YT T, A&7 57280 @ Cisco ISE DR E (138 X—)

DSATFTRTOEDIZUGRY O—TCHEREINEZRA T4 T T )AL NTOD 7

4 ILDER
AT ATV TV v Ta 77 A NVEERL T, 2= =R —=VF I TS, R
NT—212E®HDHZ LM TEET, CiscolSE Tk, R4 XL —FT 407 VAT AT LI
BIDR) = N—NEHEHALET, B/ TAT L F TrEVa=v T R — b—/Z
X, EOFRNL—T 4 VT VAT ANIEDOT v Y a =T U — REERT A0 EEE
TEXRAT AT BTV B b TaT7 s ANPEENTNET,
LY o RsY- 1] b
«CiscoISE TCAGFHET VL — 2R ELE T,
+TCP R— b 8905 3L NUDP R— ~ 8905 #BA&, 7 747 h—T = NEeH T U D
YhOTREYa = U4 RO AN EEHICLET, A— FNOFEMEOR
FMZ>WTiL,  [Cisco ldentity Services Engine Hardware Installation Guidel] ™ f+#% [Cisco
ISE Appliance Ports Reference] ZZM L T 720,
ATw 1 [RY >— (Policy) 1>[7R1) >—E%F (Policy Elements) | > [#% (Results) |>[2 547>k 7OEY 3

ATy T2
ATvT3

ATy T4

ATy TH
ATvT6
ATy 717

=>% (Client Provisioning) ]>['J Y —X (Resources) ] &R L 7,
[[BA (Add) |>[RA T4 T HTUA> bk FOT74)L (NativeSupplicant Profile) ] Z23#R L £,

AT AT HTIB N Ta Ty A NVOARTEATILET, 72L& x1X, EAP_TLS INTERNAL &7¢ 0 &%
j‘o

(A~ —F 47 A7 A (Operating System) | K2 727 U A ot [TXT (ALL) ] Z8R L
ij—o

GE)  MACOS /N— 31010 Dx—H—X, 727/ SSIDPEAP 7 —{Zxf LTy et ya=r7
STz SSID IZFEN TRt T AMERH U £,

(A (Wired) ] E£7213 [#58E (Wireless) | F = v 7Ry 7 R4 I LET,
[Frrxid 7 a k=2l (Allowed Protocol) ] R w7 & w7 U X Royh [TLS] &R L £,
LIRMZAERL L7z CAREHET 7 L — h 2 IR L £ 7,

EXWEEY FTYT .



BEAmnty b7y 7 |
B cisco 150 Windows 5& U Mac 0SX AR L—F 4 VI YRFLDI—V ¥ b Y—RDEH O~ K

ATw 78 [FEIE (Submit) 1227V v 27 LET,

RDEZRY

Cisco 7°6 D Windows BEL DX MacOS X AR —F 4 VIV AT LADTZ— 2 N J—AD
Zroa—FR (146 =—7)

Cisco M 5D Windows 5 XU MacOSXARL—TFT 4 VI RATFLODI—ST M) Y—
ADFHoO—FK

Windows B X X Mac OS X AL —F 4 7 VA5 A Tl, CiscoA{ b UE—F U YV—
A ra—RTH50LERHD £,

1R BHEIIZ

Py M= D7 aFVHRENELLHEREINTWAZ 2R L, muR)E—hF nor—
A NIT I EALT, V53A T N et Ya =2 Y Y — 2% CiscolSEICF 7o — R
TEXDHZEEMERLET,

ATy F1 [RYT— (Policy) 1>[R' L—EZHK (Policy Elements) 1>[1) Y—2X (Resources) |>[Z 547> k 70O
EYa=>% (Client Provisoning) ]>[') Y —X (Resources) | #&R L £,

ATw 72 [1BM (Add) ]>[Cisco 4/ FDI—L x> b 1JY—R (Agentresourcesfrom Ciscosite) ] Z#3 R L £,

25w 73 [Windows] 35 L [MACOSX] S v r— S OBICHBF = v 7 Ry 2 2 A Az LET, BPREA—
VEFDET,

ATy T4 [R1F (Save) 1227V v 27 LET,

RDEZRY

Apple i0S, Android 8L OMACOS X T3 AD T FA Tk Fueya=v7 K) v—
=V DOVERR (146 ~=—3)

Applei0S. Android 8 KU MACOSXT/NA ADISA4A 7 7TOEYa=ZVT R o—
IL—ILDYER
TIAT o Tuela=r V=2 R v—iL, FOoa—H%—»NY)V—X (==Y
f =T—=V 2 b a7 IOA4T UV AEYa—)b, 2=V b HRAZSA X R br—/7
D77 A)L) ODEONR—Tgy (FHIFEHRONR—Ta ) 2ulA4 UL ta—F—tFy
> g VBHIRREIZ Cisco ISE OB ZET A HIRE L 9,

TV b AT IAT AR a— NV EX TR —RTHE VATATHALTWS
BFEOEY 2= nbEFic TN EEXSNE T,

. BEAMEEY FTYT



| g&xmtty b7y
TS ~—z 25D DotiX LK Y — L—LoE [

WEFEBNI0S, Android, 38 EXUMACOSX T NA AEFFHLIATY Z LN TE D L9129 512
[Z7F9A4 T hFrEYa=7RY — (Client Provisioning Policy) ] X—Y CIN5HDET
WNAZADRY == VEAERT DN H Y 7,

1R BRI

VERFAT 4T HTVHL N TRT 7 ANEREL, [V FA TV F TrEYa=v7 R
Y — (Client Provisioning Policy) | <— YO MERT—V 2 haX 7 ra— L TEHEL XL
R0 £,

ATy 1 [R)I— (Poicy) 1>[2547> k TFRAEY3a=>% (Client Provisoning) ] 2R L £7°,
AT v T2 AppleiOS. Android BEXTUMACOSX FNA ADT FAT v b Fubya=r7 R — Lb—LOERK
ATY T3 [IRF (Save) |27 U w27 LET,

RDBERY

TLS _— ZFHFED Dotl X FRFFER VY o — JL— )L DF (147 _—2)

e
it

TLS R—XEBEE D DotIX FREER Y o — IL—ILDERTE
DX AT L, TLS _N—ZAFHIED Dotl X FREEAR Y o — — L EZEH T 5 HFEERLET,

1R BHHEIIZ
TLS N — A FREHF IR SN - FEHEZREE 0 7 7 A VB EETH 2 L AR L E T,

ATy F1  [RY— (Policy) [>[R)I— vk (Policy Sets) | # IR L £,

ATwFT2  [For (View) [FINSKHITA 2y > 27V w7 35E, [RE (Set) | B a—MmmnplE, RiERY
v—EFor, BEH, BLOEHTEET,
7‘7ﬂ‘/l/ DO — )L RXR— A DER HET U —IZ1%, DotlX #& AEEH O)/I/‘_‘/l/ﬁ) iﬂiﬁ_o

ATY T3 DotlXFFER Y v — — v OFMEHRET D121, [F (Conditions) 5D/ — Y V% EHibH,
EAxrvor s, Bz e (Condltlons Studio) | B £,

ATY T4 DotlXKY T — —1ND[T 7 a (Actions) [FIT, HHETA 2 %27 Vv 7 L, HLEILT TR
Oy 7HE A==, FHAFRITERNA T a oI EBIRL THLLWRY > — %y b &
HALET,
[RVU—+t&> b (Policy Sets) | 7 —7 MZH LWVTHRFRENET,

RTFYTE  —LOLRTEANLET, 72& 2E, eaptls E AN LET,

ATwT6 [§fMF (Conditions) 151226, (+) fiF&d7 Vv LET,

AT9 71 [GtEA XA (Conditions Studio) ]-3— Y CHELRGLMEEERLET, [T 1% (Editor) 187 >3
T, [Z7 Vw7 LC@EM%EEMNT 5 (Click ToAddan Attribute) 1 7F A MRy 7 2% 270 v 7 L, LB
T4 a U EEE (72& 21F, Network Access:UserName Equals Userl) Zi&R L £9°,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B oxwezmesTuns L FOECa=0 s JO—OHATOT 7 A LOER

TATTVEME[Z7Y v LCEMAZBIMNT S (Click ToAdd An Attribute) |7 F A Ry 7 ZIZ KT v
7 7R Kay 7 TExET,

ATw7T8 [MEH (Use) 1227V v27 LET,
ATFYT9 FIFNLERA—T, FOEFFIZLET,
ATy T [R1FE (Save) |27 VU v 7 LET,

RDZRY
P Web FREEE VTV b FreYa=rr 7Ja—0HFa a7 7 A LVOER (148 ~<—
D)

R WebBEEHT) AL JOEDS 3=V J0—0OFA 70774 IILDOER
FH T a7y AN EEFR LT, EHER—ZOFIAOKRIRIC 22— = 5T 5T 7 2%
RELET,
1RO HEIIZ

UAL¥YLALAN 2> fua—7 (WLC) IZRERT7EA arbe—n JA K (ACL) %
TESNTWAZ L a2ERLET, WLC TD ACL DERFIEIZ SV TIE,  [TrustSec How-To
Guide: Using Certificates for Differentiated Access] =& L T 72 &0,

ZDOFITIE, WLC TRD ACL BMERENTWD ERELET,
eNSP-ACL: %A T4 7 Y7V B s o va=rTH
* BLACKHOLE : 712 v 7 U A MIBEKINTWNWDT/NA A~DT 7 & ADH|R

« NSP-ACL-Google : Android 7 /3 A7 ya =7

ATy F1 [R1)— (Policy) ]>[R') —EZFH (Policy Elements) | > [#%8 (Results) ]1>[8F® (Authorization) ]>
[BfAI 7R 7 7 4 )L (Authorization Profiles) ] 23R L £,

RT9T2 HLOWHFA T a7 7 A VEERT 22, BN (Add) 1227V v27 LET,

RT9 T3 FalTa 7 7 A NVOLARTEATILET,

ATV T8 [T78AHZAT (AccessType) | K v 7 H 7 U X Rhb, [ACCESS ACCEPT] &R L £9-,

ATy 75 H Web 787E, Google Play DH1 R Web 38GE, A7 47 7 Uh o ey a=r27 B0 Google
DRAT AT YTV N TFreya = TOHATa 7 7 A VE2BINT 512X, BN (Add) 1227V v
7 LET,

ATv 76 [fR1F (Save) 1527 U w7 LET,

RDZRY
FFA[ARY — L— L OfERE (149 ~<—3)

. BEAMEEY FTYT



I HAmbty b7y
gaky o—L—noks i}

BRI S — IL—ILDER
CiscoISE 1%, AR Y o — — %ML, RV — L— A THREINEHFI T 77 AL
ICHESWC Ry hT—2 UV —R~DT 7 & A% o —PF— |5 L E T,
1R BHEIIZ
MERTAITa 7 7 A NVEEREATHL 2R LET,

RTvF1 [RY— (Poicy) 1>[R1>— vk (Policy Sets) |1 Z3®IR L, FAlRY > — L—LEFKRTHRY
f/*"IZ‘) ]\%%Eﬁ L/jz—g‘o

ATFYT2 FTIANFOL—AOEIGEMORY — — L&A LET,

ATY T3 [#RT7F (Save) |27 U7 LET,

CAH—ERXRY)L—DY)IT7L 2R
Z Z T, CiscolSECAV—EAZHMNIT HHIAERT DML ENH HFF R o— b—/L B
JRI AT FrE a=r 7 R — — A OEEMFERICOWTHA L3,
SIBAZEHY—EADISA TN FAEDaZ S R)o— IL—)L

Z Z T, CiscoISEfFHHEY —E R 2 HH L CWABRBIERTIVERH L7 T4 Tk
TaveYa=r T R = =IO WTHBALET, ROFIZFEMERLET,

IL—IL% DJIL—7 ARLU—TF 42T | FDHDOEHE EE S
DRT L
108 & (Any) Apple i0S §_T | A4 EAP TLS INTERNAL

(BARTIZAER LT
AT 4T BT
DRIV N
T7AN) . AN
CA ZfEHLTW
DAL, AMEB
CA HIZHERR L T2
AT 4T BT
DI R N =
Ty ANEBEIRL
*9,

EXWEEY FTYT .



BEAmnty b7y 7 |
B eszv—czov5170r ToESazu s Ryus——n

JL—IL% DSL—7 ARL—FT 405 | FDDEH #HR
RT L
Android % (Any) Android Zft: EAP TLS INTERNAL

(BARTIZAER LT
AT 4T BT
PR R N =
TrAN) o AN
CA ZfEHLTWY
HHAETE. M
CA HITHERRL L T2
AT 47 YT
PRSI N =
77 AINVEBER L
*7.

. BEAMEEY FTYT



| &4ty b7y 7

angy—cxorarorr L I

JL—IL% DSL—7 ARL—FT 405 | FDDEH R
RT L
MACOS X & (Any) MACOSX i AT 4T BT

U1 NORRE
T, WEFELT
<TEEWY,

1 [REV A
P—FK
(Config
Wizard) ] :
YA aDYA
NT Ve
n— RL7z
MAC OS X -
FU I RO
74— RN
BIRLET,

2. V4P —=FoD
A=t
Jb o LLRIVERR
L7z
EAPTIS NIFRNAL
AT 4T
H7U b
DFa 77 A
VBRI F
4, SN CA
ZEALTH
DA, S
B CA FHITHE
% L7z A
TAT YT
Uy b7
a7y ANk
BIRLET,

SIREY—ERDHFRI O 7ML

Z Z T, Cisco ISE TREAES—ZXDOIEE AN T DT DOI/ER T HMENH HFF 7 1
T AMIONWTHBHLET, VA PLALAN 2> fu—F (WLC) @ ACL (NSP-ACL 3
J TVNSP-ACL-Google) 23T TIZ/E SN TWAHLENRH Y £9°,

EXWEEY FTYT .




ERMGEY b7y T |
B avzv—cxomarys—n—n

cCWA : 20777 AT, FRWebiBik” 0 —%iHT 57 /N1 AT, [Web il
(Web Authentication) | = v 7Ry 7 A& AL T, FayFH o JA NG [H
AT (Centralized) ] &R L., ACL 7% A b R 7 AIZNSP-ACL # A/ LE4,

« CWA GooglePlay : Z D717 7 A Lk, R Web iZFE~7 1 —% 3 5 Android 7 /31
AHTT, ZOTrT 7 A ML 5T, Android 7 /31 A X Google Play A N 727 7 & A
L. CiscoNetwork Setup Assistant & % 7 > 12— R T&X £7, [Web#ZiE (Web Authentication) ]
Ty IRy I AEFNILT, Ry XUy U MpL [HHREd (Centralized) | %
R L, ACL 7 %A &R v 7 A|Z NSP-ACL-Google # AJJ L £ 7,

eNSP: =277y ANE, VY7V A uya=ry 7a—%fH9 %I Android
T NA A TY, [Web #8FE (Web Authentication) | F = v 7Ry 7 RA&F 2 LT, K
0y XA JA NN [ U A h ey a =7 (Supplicant Provisioning) ] %
BIRL, ACL7 ¥ A F Ry 7 RITNSP-ACL # A L £ 7,

* NSP-Google : ZD 7' w7 7 A )l i VAU N TFeeVa=mr s Ta—2EHTS
Android 7 /31 AH T, [Web iZiE (Web Authentication) ] F = v 7Ry 7 A% T L
T, Fay 7 Xy VAN [T VA 7rEeYa =7 (Supplicant Provisioning) ]
ZIEIR L, ACL 7% A b R v 7 A|Z NSP-ACL-Google = AJJ L £,

7 7 4 v bk @ Blackhole Wireless Access #F Al 7' 7 7 A )V aMER LET, @E 2 BIERE L K
DEICRETLHILENH Y FT,

» Cisco:cisco-av-pair = url-redirect=https://ip: port/blockedlistportal/gateway?portal=Portal ID

* Cisco:cisco-av-pair = url-redirect-acl=BLACKHOLE

SIBAEY—EXDEFAIAR) O— IIL—JL

Z Z T, CiscolSECAY—ERZHNIT D & XIERT HMLENH LR —L—)L
WIZHOWTHBA L7,

« EEPE : ZO—LE, 802.1X B L YMSCHAPV2 712 b L2l L TRED T A ¥
L A SSID |Z#Eft T HEEDT A4 AHTT,

* Android_SingleSSID : Z ®/L— L%, GooglePlay A N T7IZT7 7 AL T, Yubva=r
7 D 7= 1T Cisco Network Setup Assistant & % 7 > 12— K92 Android 7 /3 A TH, Z
DIL—)VIE, ¥ 7L SSID REICEA T,

s Android_DualSSID : = ®/L—/L{X, GooglePlay A N TIZT7 7 A LT, Yubeva=r7
D72 ¥IZ Cisco Network Setup Assistant & % 7 > 72— R4 % Android 7 /31 A TH, ZD
JL—UE, T =7V SSID & EICEA T,

«CWA : 2D/ —/uiE, TR Web BGE 7 v —Z 1T 257 /314 ZAHTT,

*NSP : ZD/b—/ Ui, EAP-TLS BFEDGEAEAHEHTHXA T4 7 3T U B~ 7FrE
Va=v T 7u—%EMNT 57 ZPTT,

«EAP-TLS : ZO/L—/uit, B 7V h > b 7abeva=ry 7u—4%5%T LET A 2B
JFREHETT R a =0 7 ENDLT A AHTY, 73 RiE, Xy FU—27~0D
T AMERBTESET,

. BEAMEEY FTYT



| &4ty b7y 7

WKDFIZ, CiscolSECAH—ERADFHFRARY — L— /L%

Cisco ISE CA [Z & % ASAVPN 21— —~DIEBAED FKT

RET D& TR RT DMERH D

BB I MEEZ R LET, ZOFITIX, Cisco ISE THILT HFFA 7' H 7 7 A /L HEE L T

LHDLBELET,

L—IL%&

eSS

R BRSNS 0
274IL)

G E

Corp_Assets AND (Wireless
802.1X AND Network
Access:AuthenticationMethod

EQUALS MSCHAPV?2)

PermitAccess

Android_SingleSSID

(Wireless 802.1X AND Network
Access:AuthenticationMethod
EQUALS MSCHAPV2 AND
Session:Device-OS EQUALS
Android)

NSP_Google

Android DualSSID

(Wireless MAB AND
Session:Device-OS EQUALS
Android)

CWA_GooglePlay

CWA

Wireless MAB

CWA

NSP

(Wireless 802.1X AND Network
Access:AuthenticationMethod

EQUALS MSCHAPV2)

NSP

EAP-TLS

(Wireless 802.1X AND Network
Access:AuthenticationMethod
EQUALS x509 PKI

PermitAccess

CiscoISECA [Z & A ASAVPN 11— —~DEEBAEZE D FIT

ISECA %, ASAVPNREH CTHERi L CWAH 7 T4 T b~V ATGEHEERITLET, Z 0k
BEZfEHA LT, ASAVPNRRHE TER L CWAT L KT, R THEHEZ HEINIC Y g

= ITEET,

Cisco ISE /%, Simple Certificate Enrollment Protocol (SCEP) #ffif] L CRERAZITV, FEHE%
IIAT vy Taeya=r7 LEJ, AnyConnect 7 7 A 7 b, HTTPS ##i C
ASA |Z SCEP B3R % 415 L £7°, ASA L. CiscoISE & ASA ORICZHESL S 4172 HTTP i & /0

L T Cisco ISE (ZHE R 2 k3~ ARz, HER%E

FEML. ARY > —%A L E£T, CiscoISE CA

MBEDISEL 7 T4 T PPk Ed, ASAIL, SCEP A v —YVORNEEHAD Z &
I3 C&9, CiscolSECADT ¥ & U THEAEL F9, CiscolSECA L, 7 T7A4 T b dD
SCEP X vE— xER{LL, BelbEIN-EATIREELEELET,

ISE CA SCEP URL /3 http:/<IP Addressor FQDN of | SE CA server>:9090/auth/caservice/pkiclient.exe
T9, ISE /— F® FQDN %4 58415, ASA IZHHi STV 5 DNS —/3—728 FQDN

EIRRTEDRENR DY 7,

EXWEEY FTYT .
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B vwiesommgsnesa=2yon—

AnyConnect 7 7 A4 7 >~ 7' a7 7 A )VOWIERNGIN D ENC, FEHEOEHLZHRETEET,
RERAEN T CICHIREINOSGE . B 7 v — ek & R T,

PR—=FEINTND =T g IRO LD TT,

e VT hT 2T N—U g 8x HFEITT D Cisco ASA 5500 2 — R @ISR 2T ¢ 7
TIAT A

» Cisco AnyConnect VPN /X—30 5 > 2.4 LI

VPN R DEERAE JnE a3 =>4y JAa—

9:ASAVPN 1—H—DFIAETOED 3=y

VPN Connection Certificate Provisioning Flow

ISE

ASA ‘

7
AnyConnect Client

1 Z—H—% VPN B & Bidh L £ 97,

2. AnyConnect 7 7A 7V NI, 7274 T b ~vvrEAX YL, EHT A Z#HIT
(7= & ZIXIMED 72 EDJEM%E ASAITEE LET,

3. ASAIZZ TA TV I EDOFEESR—ZAORGEEER LET, GEHEN WD, 58
TR E9,

4. ASA & :L‘_"H— LLIRAT— REFHL T 74~ :L‘_"]j“_‘mu FE (AAA) (ZHEA,
rFJ %&%mu FE— /3 — (ISE) {E Li'f}”o

1. nﬂu Dﬁﬁlgiﬂ&j_é & %%ﬂj’ ifu?’; ﬂ:%T l/jzj_o

2. FRRENRRET D &, KR & T 7B ANFF R S4VE T, aaa.cisco.sceprequired JE %
AL CENEZERT L7 IAT U RV THEAT IV I TI7EARY v—

ik

Tl

. BEAMEEY FTYT
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ASAVPN 1—+— [ SEBIE £ %479 % Cisco ISECA Dix5E [

(DAP) #RETEET, ZOREMEDMEE (truel IZFRE L. ACL 38T Web ACL
WA CTE 9,

5. VPN ##i1%. B#ET5RY > —& ACL N SN~ %IcHsrESnEd, 275470 b
1T, AAAGRGEASERTH L. VPN RN SN 7212 DI+, SCEP D% — Ak #BAth L £
j—o

6. 7547 v ME, SCEP &4 BE L. HTTP 2/ L T ASAIZSCEPERZXEL £,

7. ASAL, BROEy TV a UIEREMEL, By va URBREET A SNTWAEAIR,
ISECAICERAZY L—LET,

8. ASAIZISECAMNLDINE R FA T MZU L— Ny 7 LET,

0. BEEBPKNTDHE, 7747 MZaz—F—IZHT 2R ETREA vE—UNREREN,
VPN & v a U MERRR S E T,

10, —WVP—|IFEAELAZEHA L CHERIEEZIT) 2 N T, B VPNER NS SN E
T

ASA VPN 1 —H—|ZEEBAZE # #1179 5 Cisco ISE CA DERE

ATy I

ATvT2
ATv73
ATv74
ATvTH

ASA VPN 2 —H —|ZREEA Yo By 3 = 79 5121%, Cisco ISE 38 L OV ASA TRDOEE

PATHOMENH Y £,

1R BHEIIC
* VPN 2 —H'— 7 H 7 > 173 Cisco ISE ODWHERE 721IAERD ID YV — A ZHFAET H 2 L & hfe
BLET,
« ASA B EX O CiscoISE DR Y o — H—E R J— RNE L NTP —"—2FHH L CHEH X
NTNWDHZ LR LET,

CiscolSETASAZ Ry =2 T 7 BATNRARELLTERLET, XY T —7 T34 2L LTASA
BN 5 HIEIC OV T, CiscolSE TOFR v U —27 F 34 ZDEM (1552—) #ZRL TS
|

ASA TOITN—T R —DRE (156 =2—)

SCEP %k H @ AnyConnect #f5t 7' 10 7 7 A W OFRE (157 <—) |

ASDM CTO VPN 7 T AT vk 707 7 A )LOFE (158 2—) |

ASA ~® Cisco ISE CA fEFIED A R — |k,

Cisco ISE TO Ry bT—4 T/ RMENN

CiscoISE TRy N =TT NRA ZAZBIMLTZY, TT7HNV DXy NU—7 T 31 Z&fHH
L= T,

EXWEEY FTYT .
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B sacosn—7#%ys—onE

ATvT1

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

[Ry NT—27F /34 X (Network Devices) ] ([7—% 24— (Work Centers) ]>[T/31 X
&I (DeviceAdministration) |>[#v kT7—% 1)V —X (Network Resources) |>[#v kD —
T34 X (Network Devices) ]) V4 RUTHRy hT—27 T NA AZBINTEET,

458 HHEIIZ

BT 253y NU—7 T34 AT AAABEZ AN TILERSHY 3, THEHOV U —2
® [CiscoISEEHE T A K] @ THE] OFILHD AAAREEZEINI T a~<r K] &5
BLTLLEEN,

CiscoOISED GUI T, [A==— (Menu) |74 2 (=) 227U vyz7 L, [E¥E (Administration) ]>[F v
F7—%1)Y—X (Network Resources) |> [y kT—% FT/84 X (Network Device) ] R L £7°,
GEAN (Add) 1227V v 7 LET,

[477 (Name) ], [#tF7 (Description) ], BL [P 7 KL A (IP Address) ] D47 1 —/b RIZxIed HfE
EANTTLET,

[T/34 A7 a7 7 A/ (DeviceProfile) ]. [ET /4 (ModelName) ], [V 7 bW =7 38— 3 (Software
Version) . BXO[FRy hU—27 T34 A 7 )L—"7 (Network Device Group) | Fr v 7 X 7 U A KD
VB E A IR L £,

({EX) [RADIUS #BAE#%E (RADIUS Authentication Settings) ] = v 7 7R v 7 X% 74 12 LT, RADIUS
7'a b A VRRREERRE L ET,

(f£7) [TACACS 38ilFs% & (TACACS Authentication Settings) |15 = v 7 1R v 7 A% 42 LT, TACACS
7'a b A VIRREE R E L ET,

(A7 a) [SNMP OF%E (SNMP Settings) | F =y 7Ry 7 A4 LT, Ry FU—TF 34 X
DPOIERENET D X 91T CiscolISE 717 7 A4 U ¥ —ERIZ SNMP #3%E L £,

(A7 3 ) TrustSec XIGT /A A& ET HITIE [FE 72 TrustSec % & (Advanced Trustsec Settings) ]
Frxv IRy I AEF AT LET,
[(#E (Submit) 1227V v 7 LET,

ASA T IL—T R —DHE

ATy T
ATy T2

ATv7T3
ATvT4
ATy T5

ASA T N—"7 RV > —%5E L, SCEP BERE R Z ik 7 5 72 D AnyConnect H D ISE CA
URL #E#F L E7,

Cisco ASA ASDM (71 > L £,

MO [VE—RT 27 EAVPN (Remote Access VPN) | T EF—Ta v XA b, [FA—THRY —
(Group Policies) 1% 7 VU > 27 LET,

B (Add) 122Uy 27 LT, ZA—7 KU —%EkLET,
TN—T R —DL4RTEANLET, 72& 21E, ISE CA SCEP D Xk 92720 £,

[SCEP#E15URL (SCEP forwarding URL) ] 7 4 —/L KT, [{f& (Inherit) | F = v 2Ry 7 2%F 712l
T, A— FEBEZETe ISESCEPURL # A ) LE 7,

. BEAMEEY FTYT
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ATvT6

SCEP Z£XF (D AnyConnect 3t TR0 7 7 1 LDERTE .

ISE /— R® FQDN Z A7 554 1%, ASA IZHE 41T\ % DNS #— 3—723 ISE / — R FQDN % fif
IRTELUERDHY £,

1 -
http://ise01.cisco.com:9090/auth/caservice/pkiclient.exe.

[OK] 227 Vw27 LT, JNA—F R —2EFELET,

SCEP Z £ FH M AnyConnect %4t 70 7 7 1 JLDERE

ATy T
ATy T2

ATvT3
ATvT4
ATvT5

ATvT6

ATy T

ATvT8

ATy

ATy 710

ISE CA $— 3—_ G870, 35 KL OVISE CA SCEP URL %45 E 3 %121, ASA T AnyConnect
B 7 A NVERELET,

Cisco ASAASDM Icm /' A » LE T,

@O [VE— 727 EAVPN (Remote Access VPN) |+ ES —3 3 > X1 )5, [AnyConnectfEfi 7
7 7 A L (AnyConnect Connection Profiles) 1% 2 UV v 27 L£7,

GEM (Add) 1227 Vv 27 LT, #re 77 A NVEERLET,
Bt o v 7 A NVOARTIEAN LET, 72& 21X, Cert-Group & ASJ L ET,

(A7 ar) [2A4 VT A (Aliases) |7 4 —/V NI 7T a7 v A VOFBEZAN LET, =& 2,
SCEP-Call-ASA & L £,

[#3AE (Authentication) ]#HIRT, WROIFHMEZIEE L £7,
« [ (Method) ]:[fii (Both) | A7 varv Rh¥ w270y s LET

s [AAAY—/3—7 )L —=7 (AAA Server Group) | : [/&#! (Manage) | %7 U v LCISE ¥ —1—%
R L ET

[ TAT7 2 b7 RLUADE Y HT (Client Address Assignment) | fEIK T, 792 DHCP % —/"—F X
RIZFAT M T RLA FP— A E@EIRLET,

[7 7 4/ k7 —"7"7R Y — (Default Group Policy) ]Ik T, [%# (Manage) 122 U >~ L, ISE
SCEPURL &R — hE S TER LTV —7 R > —5RIRLET,

1 -

72 & 2%, ISE_CA SCEP ® X 512721 £,

[Bf#HERE (Advanced) |>[—#% (General) ] &®IRL, ZO#f~7 77 7 A /W% L T [Simple Certificate
Enrollment Protocol# %127 % (Enable Simple Certificate Enrollment Protocol) |7 = v 7R v 7 A& 4
(ZLET,

[OK] %7 U>27 LET,

AnyConnect #ft 7' 1 7 7 A W MERL S L E T,

EXWEEY FTYT .
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B asomcovenssc7or FaTrLoBE

RDBERY

ASDM TOVPN Y 547> b TOT7 71 LDEETE
SCEP %:¢kH(Z AnyConnect TVPN 7 74T s a7 7 A VERELET,

AT w1 CiscoASAASDM (2 /A v LET,

ATw T2 EMO[YE— KT Z7EAVPN (Remote Access VPN) | 7 E 7 —3 3 1 5, [AnyConnect” 7 A T
> h7v 771/ (AnyConnect Client Profile) 1 %72 U > 27 L7,

ATV T3 WHT D774 7 b 7a7 7 A VEBRRLT (% (Bdit) 127V v 7 LET,

ATy T4 EMO[7a 774 (Profile) | T B/ —v a3y~ T, [[EAZEDEGE (Certificate Enrollment) | % 7
Uy Z LET,

AT w75 [REFAEOEGE (Certificate Enrollment) | F = v 7 Ry 7 A% A2 LET,

ATYT6 WD 4 — FIMEEZ AT LET,

o [REFIERSH L Z WM (Certificate Expiration Threshold) ] : AnyConnect 73— —(Zxf L CREFIED K
PESNTND Z & 2k EOADIIROM ARNE ST 50> (SCEPAAR G E T R—Fsh
FHA) o TTANMIO (BEFIIFFLARY) T, EOHMHIL0~ 180 A TY,

« [H#EHSCEP7S A k (Automatic SCEP Host) ] : SCEP FEFAEIUSAFEE ST 5D ASA DR A MK X
Ve 7 a7 7 A v (v Z0—"7) ZANJJLET, ASA DERMERMI KA A 4 (FQDN) F7z
S 7y AN LEATILTLIESW, 728 21X, AR M4 asacisco.com, ki 7 17 7 A V4
Cert_Group 72 £ T,

* [CAURL] : SCEPCA #r— _"—%B LEJ, ISEH—/N—DFQDN £7/2I1XIP 7 KL AZ AN LET,
7= & 21X, http:/ise01.cisco.com:9090/auth/caservice/pkiclient.exe 72 & T,

RT9 T GEHEONEZ 7 74T > MRERT L 5iEEERT HME%E REFIEDONE (Certificate Contents) ] (Z AT
L/i‘j‘o

ATy 78 [OK] #2777 LET,
AnyConnect 7 7 A4 7> b 707 7 A ADMERINET, FBHIIZ OV TIE, BEEWD/ N~ 5 D AnyConnect
@ [Cisco AnyConnect Secure Mobility Clientl] %2 L T 72 &\,

ASA ~O Cisco ISECASFRAZD 1 v ik— bk
Cisco ISE W CA FEFAEA ASA IZA v R— ML FET,

1R BHHIIZ

Cisco ISE Wi CA GElEA =7 AR — b LET, [EE (Adminigtration) 1> [Y X T L
(System) ]>[GEBAE (Certificates) ] > [FREE/E (Certificate Authority) | > [FRREBEEAE
(Certificate Authority Certificates) 1 ICBEI L £7, [REIEY—E X/ — RCA (Certificate

Services Node CA) 18 L OV [FEBAE D —E A /L— FCA (Certificate Services Root CA) ]FERAE D

FICoHDHTF =y IRy 7 A% LT, ZRLDOFEHES —HEIZ1 DT D>/ AR — L E

R

. BEAMEEY FTYT
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| &4ty b7y 7
v kg v rangoxn [l

AT 9 F1 CiscoASAASDM Iz /A > LET,

RTv 72 EO[YE—FT2Z7EAVPN (Remote AccessVPN) | B/ —T 3 v 1 vt FIBAZEERE (Certificate
Management) ]>[CA §EBiZ (CA Certificates) ] Z#&R L £,

RTwv 73 [EM (Add) 1%7 Y > 2 LT Cisco ISE N CA GEIEZ BRI L, ASAIZA v AR—FLET,

TV RKRA Y MERAED LY

WEEBD/R—F ) TR, ATk U CTRITENTREEZ D EHTHLERDH 551X, [

RARA > MREAE (Endpoint Certificates) | S— YW BMWVET Z ENTEET, =& 2IE, #€
HEBDOT NS ANEHEINTZD, R LY LIZ5GAITIE, Cisco ISE BEEE R —X Licra 7
AL, FOFAAL ATRITSNT-FEHEL [Z 2 RRA  MEEB# (Endpoint Certificates) ]
R=UNLHOETZENTEET, LU RI4, TR ADO—FEDID, VU TILEEIC
HBNT, ZOR—VDOT—FET 4 NZ )T TEET,

PSN (#7 CA) MEEENIZHAIE, [T RAA > MiEAE (Endpoint Certificates) ]2—3
D [F1776 (ssuedBy) | 74—V RTTZA4NZ VT FTHZLIZE->T, TOPSNIZLHT
FAT SN TR TOFEAELZIRVET I ENTEET,

PEEBICH L TRITSNIREEEZ RV ET L X, 77747 ey vay (ZOEHESY
L CRAESNT) B2 5E. BTy a ISR T LET, iEAEZRYET L. £
DEZIC, FAIINTOWRNZ—PF =T V=T 7B ATE R0 £7°,

RATv 71 [EE (Adminigration) ]>[2 X F L (System) ]>[iEBAZE (Certificates) | > [FREER (Certificate
Authority) ]>[F4T S 1=FEBAE (Issued Certificates) | # IR L £,

ATYvT2 WYHET = RRA L FEAEOBICH DT = v 7Ry 7 A% AL, K% (Revoke) 227 U v L
£7
TV RULETNARASTATIZESWGERAEEZRRE CTEET,

ATw T3 EHEAZRVHETEHBEEADLET,

ATV T8 [Yes]| 227 Vw7 LET,

OCSP H—E X

Online Certificate Status Protocol (OCSP) L. x.509 T P X N GEHED AT —H ZADF = v 7 |T
NS barcd, Zo7e ha/WIEEHELZY A b (CRL) 25 H0TH
V. CRL OALEENMHL L 70 D REIZ KL L E 97,

Cisco ISE |ZIZ HTTP 24 L C OCSP ¥ — "— L @15 L. BFECEAED AT — X A 2 MFET
DHERENH Y F9, OCSPDO > 7 4 Fa L —3 3 0%, CiscolSE THEINANTINNDIR
LR (CA) FEHAENOSRTX 2 HFIHABERREA T V=7 P THRESNET,

EXWEEY FTYT .
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. Cisco ISE CA -— E X 0 Online Certificate Status Protocol L 7R %

CRLAEFE L OCSPRRGED M S £ 7213 — &2 CAZ LICRE T £9, M & EINT 5L, Cisco
ISE TILH T OCSP &1 ijaaum>9‘éﬁéni@“ 7T A4~V OCSPH— =Lt &Y
OCSP H— \—0[li 7 CHlfE OREN KR SN =56, £I3REOREIEICX L TRIID A
T — X AN S T2 YA . Cisco ISE |E CRL %Iyﬁoﬁéﬁa B2 ET,

Cisco ISE CA H+— E X  Online Certificate Status Protocol L X R4

Cisco ISE CA OCSP It & flix, OCSP 7 Z 4 7> b LiBET B ¥ —/3—T7, CiscoISE CA D
OCSP 7 A 7 MZiL, CiscoISE DINEBOCSP 7 A4 7 v b2 T4 775
A7 A (ASA) DOCSPZ 747 v hi’ndb £9, OCSP 7 71 7> hix, RFC2560, 5019
TIEFR STV D OCSP ER/IGEAEE 2 LT, OCSPILEMI L BETHAHLENH Y £,

CiscoISECA [, OCSPJSAMNCFEAEZRIT L E 7, OCSPIGAMIL, HEERK%Z KR — k2560
TYU v AV LET, ZOR—NI, OCSP b T 7 4 v 7 OHEFAITIHEIICHREINLTNE
7

OCSP JSZ I RFC 2560, 5019 THUE S NV-HEEICHE > TEREZZ T ANLE T, OCSP ERT
LT APEBRN Y AR — &£ T, OCSP ISBMNIFEHED AT —# X2 Hf5F L, OCSP &
EVERCL CE4 LET, OCSP LA, OCSPINEMITIEF vy v a SNEHEAN, 7747
VN TIEERKR24MBOCSP I 2 X vy v 2952 LB TEET, OCSPY 747 Tl
OCSP LB DES ZFET 2N H D 77,

PAN £ HEE4 CAREWE (ISE 2350 CA O CA & L CHERET 28561, TIH CA it
E) 12Xk~ T, OCSPISEMFEMHFEAIT S E T, PAN LD Z D CAFEIIFIZ L - T,
PAN 35 LUV PSN @ OCSP REMERS TSN ET, ZOHCEHN CARERFIL, R EEITK
THL—FEHETLH D 7 %Fﬁé%@@“&fwocspéftﬁﬂiﬁ :ﬂ%@éﬁﬁﬂi%ﬁﬁﬁ
LCTEA SNIZIGE % ISE THEET 272910, B TE 2EMER M7 ITHMS L ET,

S

CE)  CiscoISE [T OCSP L AR # 4 —/3—in b thisUpdate fE 4 A5 L £ 77, ZOffix. FHk DIEN
RS O 28 LE 7, thisUpdate 23 7 H & 0 K& W4, Cisco ISE ¢ OCSP FlEH &
DRRFED KL £,

OCSPS[BAZD R T—AR ADIE
OCSP #—E X TlL, PrEOFEHEZRICK L TIRODENIRSIVET,

« [BAF (Good) ]: AT —H ZADMWEOE~OEEMNRICEZR LET, GEHENRIL
T2 &, BIURENSROK RN (Pl aeRi i) ME TIIRGTHL 2 L 2R
Ljﬁj«o

o [5%h (Revoked) ]: fEBAEIFRLIL CTWET,

« [RBH (Unknown) ]: fEBHED AT — X A IR TY, Z D OCSP L&D CA TIEHE
DIIT SN Mo T28A, OCSP 4 —E AL ZDEARLET,

«[=Z— (ERROR) ]:OCSP ZRIZx¥ 28K E2ZELEEATL,

. BEAMEEY FTYT |
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ocsP 1t 7R15EUT 1 [

0CSP /N 7RASET 4«

OCSP D[&EFE

CiscoISE TIE CA T L IZHR K2 DD OCSP hr—R—%HRETE, TNHDH—NR—IT7 T A~
VEBLOED o Z Y OCSP H— N—LE I E T, 45 OCSP H— _—fREITIL., IRDI/XT A —
AREENET,

« [URL] : OCSP #— 3— URL,
«[7> A (Nonce) ]: BERTHEEFEINDHEL, ZoF S aicky, VFvA 77Xy 7
THWEEEZEMBCTE RN EAMRIESNET,
s A DORGE (Validate Response) ] : Cisco ISE (X OCSP $— 3= 5525 L2 IGE D E 4
ZRFEELF9,
CiscoISEN T T A~V OCSPH—N_"—L@E L TWnDExIT, A4 LT T BB BREL
7234 . CiscoISE IZt & U OCSP — "— 280 Bz £9,

CiscoISE L7 7 A4 <V B —_—DEMHEHAZRIT T HHIZ. REMRELRYBE D > # U OCSP
P—N—%FHLET,

3ODO—fEAN72 OCSP [EED T U FIKkD LB T,
«OCSP ¥+ v =2F721X0OCSP 7 7147 MMl (CiscoISE) DRI Lk D&,
o I L 72 OCSP B D> F U A, # -

BHIDTZ A <Y OCSP JSZMMNIEERET, v &Y OCSP 522 Cisco ISE OCSP 2
RKIIBELET,

Cisco ISEOCSP RN O = 7 —F 1IN ENZEINER A,

OCSP - &I73, CiscoISE OCSP HE R ~D A 242t L 72y, KRBD OCSP ISE D AT —
A AZIR L TWDAREMENR & D £9°, OCSPJEED AT —H ZMEITRD L 512720 97,

* tryLater

* signRequired
* unauthorized
* internalError

» malformedRequest

OCSP BLRIZIZ, ZHORARTF = v 7 BAOHNETF = v 7 ENH Y £3, FHill
IZOWTIE, =7 —REBEZELT X TORREMOH L REICOWTHII LTS [RFC
2560 X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSPJ %
ZHLTLLIEEN,

« 2B L72 OCSP L'7"R— k

EXWEEY FTYT .
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B ocsposc7orFooranoiem

OCSP US4 7>k 7B 774 ILMDEM

[OCSP 7 A4 7+ Fu 757 A /L (OCSP Client Profile) ]~2— %l L T. Cisco ISE (2}
LWOCSP 7 FA4 7 b 777 AVEBINTEET,

1R BRI

PRRER) (CA) MIEIEUEAR— b (80 £721X 443 LIFL) TOCSP ¥ —E R ZFAT L TWAEEIL,
ZDR— T CiscoISE & CA B DEEZ FREICT H72DIZAA v F TACL iR ET 5 ME)N
HOFES, WIHEZRLET,

permit tcp <sourceip> <destinationip> eq <OCSP ~"— L &K= >

ATy 71 [EE (Adminigration) ]>[2 AT L (System) | > [EEBAZE (Certificates) | > [EIBAZ B (Certificate
Management) 1>[OCSP 2 547> k7B 774 )L (OCSP Client Profile) | Z 3R L 7,

RATYFT2 OCSP IV TA TV N 7a7 7 ANEBMT572D0EE AT LET,

ATwF3 [FEIE (Submit) 1227V v 27 LET,

OCSP US4 7> k7B 74IEEE

ROFTIL, OCSPV FA T N7 7 A NREZIT I T2DIHEHTELH[OCSP 27 T4 7~
k7’17 7 AL (OCSP Client Profile) |V 4> RUD T 4 —/L KIZOWTHHALES, ZD
U4y R EERTDHIE, [A=a2— Memu) | TA 2y (=) 227V v/ LT, [BE
(Administration) 1> [FEBAZ (Certificates) | > [(EBAZ & (Certificate Management) ]>
[OCSP US4 7>k F7A774J)L (OCSP Client Profile) ] iR L £7,

R2:0CSPHY 547> TAT7AILERE

J4—ILEB ERLEDHA 314>

&A1 (Name) OCSP 7 74T v k777 A4,
£%B8 (Description) EETHHE AN LET,
OCSPILZRIMNERE (Configure OCSP Responder)

A TRAFTEYT DB HF Y OCSP — —%HihT
TAHICE, ZOF 2w IRy I A% F AT LET,

hUF) H—N—DFME
(Enable Secondary Server)

BIZTS4<7) H—Nn—Iix
N7 RT3 (Always
Access Primary Server First)

IOFTvavit, B XY = R"—DBENEFHITT D
ANZ T 7A <) —NR—%F = 7T H55RIEHLET,
TIAYRUFNCT =y 7 S, IWE LW ERbho
TWAHAICH, CiscoISE1Z®E A &) H—"—2BEIT 5
AN 7T A4 <1 ==~ DEROEEZRITLET,

. BEAMEEY FTYT



| &4ty b7y 7

ocsp 517>k Fazrnie |

J4—ILF4&

FREDHA KS1 Y

BB 7 74~ U P—

IN—=IZT =N 7
(Fallback to Primary Server

After Interval n Minutes) ]

ZDOF T a i, CiscoISERN D&Y H—_"— |2 BH L
T, BETIA~) h—"—ZT7 =Ny 7T D5
WWHEALET, Z0HE, FOMOERIZTIRTAF Yy &
N, THRAN Ry 7 ATHRELEZRBED O Z U $—r3—H
ERHEET, SRR OHEPAIZ 1 ~ 999 43T,

T34 $—n—th>

A1) H4—s3— (Primary and Secondary Servers)

URL

TIA4=IVBIOEHFY OCSP ¥y —"—D URL AN L
ij—o

+ U RILERYR— D ERIE
(Enable Nonce Extension
Support)

T AN OCSP BRO—F L L TEEFEIND L IITHETE
F9, T ARITIE, OCSPERDELELE NG ENF T, I
TEZESNDIBMETERICEENDIHMERLCTHDH Z LN
BEEESNTWET, o4 7F a0k, VLA, TH Y
J CTHWBFEEBAATE W ERRIESNE T,

SEDERDIRE (Validate
Response Signature)

OCSP L AR Z1E, ROWTNDOFEHELZMHEH L TREIT

« CA FERRE
« CA ZFFAE L IR o ZEHE

Cisco ISE DN SEDEL ZWRGEET 272 90121L, OCSP %
DB ZFEAE L L HICEETIVNELNHY £, £
I TRWES, IWEORGEITEKR L, FEHEO AT —4
AIFIHTE EH A, RFCIZHEV, OCSPIEHE 72 5 AEH] =
EHALUMICELTEET, 202 Lid, OCSP »
Cisco ISE |2 X A MRAERIZ IS EICE S LIciEE A =G T
BHEREY Y TIiLED E9, OCSP 2 Cisco ISE THREINT
WHHO LR DFEAZTLHER L OSEICEA LS
B B ORGETRB L 7,

Authority Information Access
(AIA) IZHEE Shf-0OCSP

URLZ#EMY 4% (UseOCSP
URL s specified in Authority

Information Access (AlA))

Authority Information Access D HL3E THEE & 41TV % OCSP URL
EHERATHICE, AT var RE U EI Y v LET,

[EZ&F ¥ v a (Response Cache)

EXWEEY FTYT .



B ocsposqc7orTnorangE

ERMGEY b7y T |

J4—ILF4&

FREDHA KS1 Y

[F¥vi=a 2 b Ok
A HERFH] n 43 (Cache Entry Time
To Live n Minutes)]

Xy via =2 N BNHIREIIZ AR AR &2 AL CTATI L
F9, OCSP H— =75 DEJREIZ 1T nextUpdate fHAN 5 F 4L
TWET, O, FEHED ZT —Z AN — R—TKIC
WO EIND0ERLET, OCSPILENF v v a2 dhbd
EEL 200 (1 2FFEND, b 12030 E»D) Mk
LIV N ’@2o®%dﬁ@ﬁﬁﬁim%ﬁ#y/y;ém
7 nextUpdate1§7b>00) VIRBITE ST Fr v a X
EH A, CiscolSE I Eéhtﬁ%oamﬁ&%%%//;
LET, ﬂ?’(“/“/:t}:f@@éﬂf\ KT H 2272, Cisco
ISEXAHEETLEFy v o237 V7 SNET, ROFHEIC
X0, OCSP =+ v ¥ =X OCSP I ZRFFT 2 7= DIl &
nET,

o BESNOZFHEIZE 4% OCSP r— R—m b DRy h U —
7 NI T 4wy EREMERET D72

DI ED AT —F 2 %X v v aT A LITko
T CiscoISE DR T p—~ L A% [H LET L2

F7 4N FTIE, Fv v V2 INECAOCSP 7 74T b7
277 A MK L2 FICRESINTWVWET, =2 RFRA 2k
DSPDOFEREN D 2 3 LANIZ S 5 —EFRGET 5 &, OCSP O
Xy v aMEH S, OCSP L AR FIZIFWEbEEn
FHA, TV RRA 2V FOGEHERF v v v 2 W NIZ RS
Ltﬂg LRI OCSP D AT — % A [BAF (Good) ] 2Midi
SH, PREIEEEILET, Fr v a2z 0 FICRET D L.

WEIIF Yy v v aEINETA, TOF T3 TiE, B
VT 4 ﬂiﬁﬂj:bi‘@‘ﬁ\ FRRED/INT F—< A iﬁ—l\—bi?‘

Tvwady )7 (Clear
Cache)

OCSPH— B RITHRE SN TV DT R TOFFERDOT >~ %
J VT T BT, [Fx a2 YT (Clear Cache) | %7
Vw7 LET,

BEINT, [+ v 2®DZ YT (Clear Cache) ]1X9 T
—RFEMHEERALT, AT LET, ZOAXAT=X A
Tk, BEANOTRTCO ) — FREFINET,

EELEY D

OCSP #—E % (159 ~—73)

Cisco ISE CA — E 2 ® Online Certificate Status Protocol L AR 4 (160 ~=2—)
OCSP iEHED AT — X ZADE (160 ~<—7)

OCSP A TXAZEYT 1 (161 _—)

OCSP DfEE (161 ~<—73

¥)

OCSP #atiEh v o % (165 =—7)

. BEAMEEY FTYT



| g&xmtty b7y
ocsp sty 4 |

OCSP/ FA4T7 v k777 ALOBEM (162 X—)

OCSP ifatiEEHR AV 2 &

Cisco ISE TiX, OCSP # v Z i LT, OCSP —_—DF—% L IEgEtEEz X 7Bk
WNE=H—V T LET, aX o TE 55T LI TSNET, CiscolSE lFE=4—V 7
J— RiZsyslog A vE—THEEFL, TUTe—h XA M TICRFESET, a—FL X b
TIITWE S DT — 2 NG FNTWET, CiscoISE 23 syslog A vE—VZEE LTk, &

U HFROBRBICOWTHEFRSNET, DFED, 5 0%, B LW 5 5RO MR B

MmEhET,

WDOFIZ, OCSPsyslog A v t&—T LFD

3% 21: 0CSP Syslog * v —

Wt Z R L £,

Awyt—

i

OCSPPrimaryNotResponsiveCount

EDIRNT T A~ U BESROEK

OCSPSecondaryNotResponsiveCount

JISBEDIRNE T B2 ) BROIK

OCSPPrimaryCertsGoodCount

774~V OCSP r—_—%fEH L TSN
T-FTED CA D TR FERZEDOE

OCSPSecondaryCertsGoodCount

77 A4<1 OCSP —_"—%HHL TEII
7-FTED CA D [BiF] AT —H ZADE

OCSPPrimaryCertsRevokedCount

774 <VU OCSP r— "—ZfH L TIRE
T-FTED CA D KRG Lim) AT —H% 2D

OCSPSecondaryCertsRevokedCount

YA H Y OCSP Y —_"—ZfFH L TGREN
T-RTED CAD TR LTZ) AT —HADHK

OCSPPrimaryCertsUnknownCount

774~V OCSP — _"—ZFEH L TIREh
TZHTED CA O [RFD | AT —H ZADHK

OCSPSecondaryCertsUnknownCount

T H XY OCSP H— "—%fiH L TGRE
TeFED CA D TARHD | AT —F ZADHK

OCSPPrimaryCertsFoundCount

TIAYOREEILENHDF ¥ v ¥ 2 NICR
D)o T-RERHE DK

OCSPSecondaryCertsFoundCount

v h XY DEEILIEDF Y v 2 NI
Do TZREHE D

ClearCachelnvokedCount

—EMROBICF Yy v 2D VTN Y H—
LY AW EIE s

EXWEEY FTYT .



BAMLEEY b7 YT |
B z=z077t2 %y o—nux

Ayt—o & EA

OCSPCertsCleanedUpCount tEfEO®BICZ )V — T v SNy v a
= DK

NumOfCertsFoundInCache X vy v anbFETINIEROE

OCSPCacheCertsCount OCSP F v v ¥ 2 WIT Lo Tz E O

EBEEDTIELRAR)O—DHETFE

RBACAR U > —(Xif-then[ERTHEIN, Z 2 TifIXRBACEHE /L —7DfE,. BLO lthen]
IZ RBAC MEBDMEIZZ2 Y £9°,

[RBACAR U — (RBACpolicies) ]V 4~ FU ([A==2— (Menu) 17A4 2 (=) 27V v
7 LT, [B# (Adminigration) 1>[2 X T4 (Sysem) 1>[EEET7 VX (AdminAccess) 1>
[Fa] (Authorization) ]>[RBAC7R ') — (RBAC Policy) ] ##&4R) 121X, &7 4/ bR Y

DU ARREERTVWET, INHDOT 740 bR —IdREF IR TE EEA,
72720, AR HAEEARY) -7 —% T/ v AHFAIERETE ET, [RBACHY ¥ —
(RBAC policies) ] 3—Cld, FRIGOEHE 7 NV— T HIZ I A% A RBAC R Y v —%AE
L, N—=YF T XRINTEHRE T N—TIZHEATEET,

HIRME A =2 =T 7B AZE DB THLEITL, T—F TI7 B AMERICLY, FEESNT
WHA=a— AT H7-DICME T —FIERENT VEATEDL I LR LTLIES
W, T2 ZIET A A R—=ZNV~DA =2 — T IR AEMNETHN, = RRA 2 FID Y
N—T DT —H T IR AEFLpWnE FEHETIR—INVELEETTEEE A,

)

GE) ®BHEZF2—Y—II, = FRA L FOMACT FL A%, LMY EHRT 7 &AL
RRA 2 FID T N—T6, TANT V8 AMEFFO= L RiRA » MIDZNA—7ICBEI T £
T, TOWIITEEE A,

1R BHIIZ
e — )L _R—2F7 kA arka—)L (RBAC) RU L —%EHRTILITXTOEHEE /)L —
TERER L E T,
c INOLDOEBEITN—TN, HrDEBE L —IZv oy BT INTWVWD I LR L
i‘g—O
s A=a—T IR AERSCT — T 7 AR/ E . RBACHERZRE L TV 5 I & &R
L\iﬁ—o

ATy 71 [EE (Adminigration) ] > [ AT L (System) | > [BEBET7 Y X (Admin Access) | > [
(Authorization) ]>[RBAC7R!) &— (RBAC Policy) ] &R L £7,

. BEAMEEY FTYT |



| &4ty b7y 7
srz7s w208z |

[RBAC 7R U +— (RBAC Policies) ] X—VIZiX, T 7 4/V FOEEE /N —7HICT IR TE 58
BEHO—HEORY U —NEENTWET, TNHDOT 74V FRY —IIREEIFHIBRTE EREA, &
2L, T 74N bOFARY HEREHRY —0F —% 77 v AFAImE T £,

RAT9 T2 F74/VERBACHY — L= DOWTNHIOBIZH D [BAE (Action) 1 %227V 7 LET,
ZIZTIE, BILWRBAC AR —%&fA L, BEfFO RBAC AU v —2 B L, BEFD RBAC R Y v —%
HIBrCTE £,

ATV T3 HLWARY —Df A (Insert New Policy) %7 UV v 7 LET,

ATy T4 [Jb—14 (RuleName) ]. [RBAC 7/ —=7 (RBAC Group(s)) ]. B L ON[H#EFR (Permissions) ] 7 4 —/L K
WZEEATILET,

RBAC AR U > —DIERIFIZ, BEDA =2 — T V8 AMRET —5 77 B AMERZRINT HZ LIXTEE
A,

ATY TS5 [R1F (Save) 1227V w27 LET,

EEBETIELADETE

CiscoISE Tix, EX 2 VT 458k DICEHET h U v MI— NV EEFRTEET, HH
AV B =T 2 A A~NDT 7 BAZHIRLIZY | 8I)72/32 T — RO HRL/IAT — RO E I
TR A PR SR D 2 LN TE £, CiscolSED[EHET H v FORE (Administrator
Account Settings) | TEFKT H/ XAV —RKRY —L, T X_XTOEHET AUy MIEH I
£,

Cisco ISE Tld., B HZ /AU — RIZ UTF-8 XFIIEHATE EH A,

— ~ -~ N -~ 3 = 3l E I-.-I
RIRFEEtEy a3 E0T4 VNFT—DHERRBDEE
IR HE GUL £721X CLI (SSH) Ty a ok, BLOEH Web £7213 CLI A > ¥ —
TxA AT VB AT HEHEETFIT, A R+ 7140 NF—%2RETEET, BHE
ou g A URIRICEREINDZE A RN —ERETEET, T 74T, Zhvbonr s
A2 X=X e > TWET,

188 BRI
WDH AT ZFATT BHIE, A——EFHEELII VAT LAEHETCHLILERLY F7,

ATy 71 [E¥E (Adminigration) |>[2 X T L (Sysem) [>[EEET Y X (AdminAccess) |>[E&E (Settings) 1>
[ R (Access) |>[tvy 3> (Session) | ZEIR L 7,

ATY T2 GUUBEIXOCLIA v H—T = A& LERBEHEY v a0, FFrToRKEEZALET, [FRE
FIGULE Y a OFHEHEIZ 1 ~20 T, FAEEECLIE Yy a OAESHEHMIZ 1~ 10 T,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B r7rLzomRs 50 Cisco ISEADEET 2 £ 2D

AT Y T3 CiscolSE TEHEN R /A4 VT DHRICA v E—VEERTIEEE. [V e A ) — (Pre-login
banner) | T = v IRy 7 AEFNILT, THRAN R IR A=V EANLET,

AT Y T4 CiscolSE TEHEN T A L LIZHBIZA v =V FRT 58581, [RA ha /A v XF— (Post-login
banner) | T =y 7Ry I AEFNILT, THRARN Ry 7 A A=V AN LET,

ATv TS5 [fRTF (Save) 122V v LET,

BEErEYY
IP7 KL ADBIRDE D Cisco ISE ~DEIRT 7 2] (168 ~=—)

IP7 FLADZERMNSD CiscoISE~NNEIRT7HtXDEFHA]
CiscoISE Tl, HHEMNCiscolSEBFH A L X —T =24 AT IV EATEZALIPT RLADY A
NERRET DI ENTEET,
BEFT s RAay fr—BTEIT. BELY S RY—HP—E R~ VS FRITE=
H—U 7~y F & CiscolSE / — R L TCoR@EHATE £, N5 DHIRIE, 7
TA=Y J—FhbhrFY) J— s ET,

1RO BRI
RDEZ AT e FATT HITNE, A—N"—FHEELI AT LERE THLLER DY 7,

ATYF1 CiscolSEDGUI T, [A==z— Menu) |72 (=) 27V v 7 L, REBIRLET[ER
(Administration ) ]1>[> X T L (System) |>[BEEET VX (Admin Access) ] > [EXE (Settings) ] >
[72tAR (Access) |>[IP7HU R (IPAccess) | #BIN L £,
RT9T2 [VARSNTWDLIPT RLADOAIE #7795 (Allow only listed IP addresses to connect) ] 47"+ =
YIRNE ) v LET,

GE) FHEHT 7 EBRIZIEAR— 161 (SNMP) Okt z#EHA LET, =72 L, IPT 7 & AHIRIPEE S
TWAHEAIL, EITED ) — FTEHT 7 & 2R E STV & snmpwalk 23260 L £ 37,

ATY T3 [T7BAHBROIP Y A NDFEE (Configure IP List for Access Restriction) ]fEIK T, B (Add) 127V v
7 LET,

ATw 74 [IPCIDR ®iEfl (AddIPCIDR) | ¥ A 70/ ARy 7 AT, [IP7 RLA (IP Address) ] 7 4 —/LV RKIZIP T
RLA%ZT T ALVARAL VEV—F 47 (CIDR) X TAHLET,

GE) TOIPT RLAF, IPV4A E721XIPv6e 7 KL RIZT B2 LM TXE4, ISE / — RITEED IPv6
T RLABERETEET,

AT w75 [CIDRERDF > b~ A2 (Netmask in CIDR format) | 7 4 —/L RIZH 7%y h~ZA 7 Z AN LET,
RT9T6 [OK|Z27 Vw7 LET, AT v 7 4~T%EVIKLT, fOIPT7 KL AHEHZ Z0OY A MZBMLET,
RTvTT [R1F (Save) 127V v/ LT, EENEZRITFLET,

ATy T8 [IPT A (IPAccess) | V4> RUZEHTHITIE, [VEY N (Reset) 1227V v 7 LET,

. BEAMEEY FTYT



| &4ty b7y 7
CiscoISED MaT £ > 3 o~07 92 20#a ]

CiscoISEDQO MnT &0 >3 o~ADT7 0t ADEFA

Cisco ISE Ti&, BHED CiscolSEOMNT B g T 7 BATESL ) — ROV A Ma#k
ETHZENTEXET,

i

1R BRI
WDE AT ZEBITTHIE, ZA—N—EHEE I AT LEHETHAVLERHY £7,

AT Y F1 CiscolSE R —L—U 05, [BE (Administration) |>[2XA T4 (System) [>[BEET7 Y £X (Admin
Access) | > [EXE (Settings) |>[7 ¥ X (Access) | #i#IR L £,
ATY T2 [MnT7 27 A (MnT Access) | ¥ 7 %27V w7 LET,

ATv 73 BENEZIIEBRAOWTNND ) — REZIET T 47 423 MnT (T syslog ZEETE D L HICT 51T
1L, [MnT~DOEHEATEDIPT KL AIZFF A LE T (Allow any IP address to connect to MnT) | 7 ¥ A 7R &
a7y LET, BREANO ) — RELITT T 47 4 DHDsyslogZ MnTIZEETE D K I 512
&, [MnT~OHHE & BN D / — RO ZIZFF A LE T (Allow only the nodes in the deployment to connect to
MnT) | ZVA R %7 ) w7 LET,

GE¥)  ISE2.6P2LARETIX, 7 7 4 /L K C[MnTIZUDP syslogzfnik T B 72 DIZISEA v E—P 0 74—t

A% f# (Use ISE Messaging Service for UDP Syslogs delivery to MnT) ] 234 1272 > TV T, ERH
OO T 4T 4B D syslog #Z(5T 52 LITTEEHA,

O > [o] ~ = |
EBETHORDINAT—K R O—DHTE
Cisco ISE TiZ, X =2V T 4 M EDODICEBRET T v MINAT— R KR —%ERkT
HZLHbTEET, NAU—RR—RF7037 T4 T 2 FFAER— 2 OEBREZTFOWTH
DULENEERCTEXET, ZITERLESRAT— KFEY I —|%. Cisco ISE NDF T DI
FET AT MCEAESNET,

Y
GE) s NEREHLE 2 —F —DFE T A — /LA root@host [ZEF SN ET, BEFA—LT KL R
TR ETCEXEFHA, £<DOSMTP H—N—NZDE A —LEELLET,

R DR EA CSCuis583 # R T 4, Zhud, BFA—NLT RLADEEZFFA$
B YLIERERE T,

¢ Cisco ISE TlE, BFHIA /AU — R|Z UTF-8 XFIIFEHTE A,

4RO HREIIC

CRDH AT ZFATTHITIE, A—"—EHEELIT VAT LEHRETHLLENRH Y *
B

EXWEEY FTYT .



BEAmnty b7y 7 |
B z=z705 ro7nye rEpERy o—0%E

cBBEANTHE) 7 = — VA —N"—RENAEDCR>TWDIEEIE, A7 LES, B —
ROHE) 7 = — LA —_"—DHF— FEBRLTEEWN
RAHRELEHTBE, 77V r—vay $—re Foe xS HEBSNET, “hb
OV —EZARHEEINDAE TEENBETAHAESL™HV 4, Z0—E2OFEED
RIEC LD, S R — ROBEBT = — LA — =B SN B B A D Y
j‘o

AT 71 CiscolSEO GUI T, [A==2— Memu) |7 A2 (=) 27V v27 L, [EE (Adminigtration) ]>[~ X
T L (System) | >[BEET7 Y X (Admin Access) | >[E25F (Authentication) ]3##R L £,
ATV T2 RONWTNIORGFESTRKOA T arviRE w270 v 7 LET,
o [/XAT— FX—RZ (PasswordBased) |: BEHFE O /A VNEEL—P —IDENRXRAT—FRI LT iy
NEMALET, [ID Y —A (Identity Source) ] Kt 7 &7 U A )b [N (Internal) ] £ 721
[ (External) ] Z 8RR L £,
GE) LDAPZREDAMNRBID A RTAHRELTEBY, ZNEFAEY — AL LTHEH L TEBE = —
P—ITT 7 AMEEAT 5T DAL, FDID Y —RZ% [ID Y —Z (Identity Source) ] U A k
Ry 7 ANLEIRT HLERHY 3,

«[7 T4 T > FAEBE—R (Client Certificate Based) ]: iFBHER—ADKRY > —%2IFETHITIE, =
DA T a @R LET, REAERFEY 2 7 7 A /L (Certificate Authentication Profile) | K& » 74
YA NN, BEFOFRRET v 7 7 A WV EEIR L ET, [ID YV —A (Identity Source) | K v 7' &7
VURINOMLEREZRINLET,

ATw 73 [/XAT—KAKY — (Password Policy) ] # 7% 2 U v 2 L. CiscolISE ® GUI & CLI ®D/3A T — RE:%
RET DD fEE NI LET,
ATy T8 [fR1F (Save) 127V v 7 LT, BEHERATU—R R —%REFELET,
GE)  HMNBIDARNTEZFEHLTr 7 A VRRCERE 25857 25681, BEE v 7 7 A MZEH S
HNRAT—RRY = CZOREENRESNTWVEHATH, MDA 7 2MEIRE L CREE
FOA—Y—{ L /NAT— RERFET S Z EIZERE LT ES0,

MELEYY
BERE S AT — KK Y S —DORE
BHET WO bOT Ty NMEERY —OFE (170 =X—)
BHET IO hOwy JREEIFIRHEERE (171 X—)

BEETHO DT HO Y FEYER) O—DEE

Cisco ISE Tk, & L7z A OMICEHE T H v v MRFGES N - T2561F, &8
BT NN TH N TEET,

. BEAMEEY FTYT
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| &4ty b7y 7
gEETHYY rony s EEEE—iErEE [

AT9T1 CiscolSEOGUI T, [A==2— (Menu) ] 7 A2 (=) 27V v 7L, [BEE (Administration) ]>[¥ X
T L (System) |>[BEEZET Y X (AdminAccess) |>[FBEE (Authentication) 1>[7Hh ™ > FEMERY
< — (Account Disable Policy) &R L £7°,

AT T2 ETI7T 47> THn BRIZT DY R &8129 5 (Disable account after n days of inactivity) ]
Fx2v IRy 7 A A NI LT, MET2H7 44—V RICHEZ A LET,

ZOF T ar TR BEET AU MRRE L AROMIET 7T 4 TIE ST GAICERET AU o b
EWCTHENTEET, 2720, [BE (Adminigtration) [>[ X T L (System) > [EEBET I+
A (Admin Access) | > [E¥¥E (Adminigtrators) | > [EEa1—H— (AdminUsers) | 7 1> RU® [FET
IT 4T T b EESE L7 (Inactive Account Never Disabled) 147> a v E#HLT, ZOTH
U MESUEAR Y =Dl x OEEET T NI D Z ENRTEET,

RT9 T3 [fR1fF (Save) 127V >/ LT, BHEOZa—r L TH Y NEHEAR) —2RELE T,

EEET7HO OO Y I REFIEI—FFILRTE

CiscoISE Tid, fRES NIz /A ViliT R EZBATZERET AT b (NAT— F—
ADONFEHET 7 > b EFEHES—ZOEFRET WU begle) vy 7 El0d R

ATV F1 CiscolSEDOGUI T, [A==2— (Memw) | 7A =2 (=) 27V v 7 L, [E¥E (Adminigration) ]>[> X
T .. (System) 1> [BE&ET7 7 A (Admin Access) |>[FBEE (Authentication) ]>[RED O v 7 /—HHE
1E (Lock/Suspend Settings) ] Z8R L £,

RT9T2 T4 VRITHRES TWDT AT M —RFEIEE7-1Z7 v 7 3% (Suspend or Lock Account With Incorrect
Login Attempts) | F = v 7Ry 7 A% AN LT, T2 v araE 7T 5F TCORITRRDEEE AL
£, AT, 3~20TT, KOF T arOWTFNrOL T arRE 270 v LET,

s N7 BT b & —KHEIE (Suspend Account For n Minutes) ] : #87€ L7zfiE > 7= v 7 A TR
BBRZDT AU Me—WEIETHI2E, 2047 a UEBRIRLET, AR72&EFAIL, 15 ~ 1440
Tj—o

s [THU hOa v (Lock Account) |: HHE LIcfliE~7on 74 Vi TRIS A B2 57 WUy b &
0y TAHI2E, ZOF T a v ERIRLET,

TV R2—P—Z~ VT TAZICEK L CT AT bOv v 7 2T 25 KBRS R ED, BEEK
BT AT AZLDBEBF A= AvE—VEBANNTAZERTEET,

(G¥)  CiscoISE U U —A 23 IR CIL, [SAU— KK Y — (Password Policy) ] ¥ 7 ([BIE
(Administration) ]>[Y X T L (System) | > [BEET Y+ X (Admin Access) | > [E23
(Authentication) ]>[/8X 77— K1) & — (PasswordPolicy) ]) T[7 v 7 /—KE D% E (Lock

/ Suspend Settings) | #fEHT& £,

| EXWEEY FTYT .



BAMLEEY b7 YT |
B z=z0tvoar 51079 r08E

~ E I-.-I
EEEODEY I AALTY FDETE

CiscoISEZfiffl+ 25 &, BHGUI Y a v NIET T 1 7 Tho THIKKRE L THEFRE

ThOHFFMZRETCEET, DHNORMEZEET S Z LN TE, TORMARGET 2 & Cisco

ISEIZEHELAa 7T NLET, By arDF A LT ME, EPREIL. CiscoISE & HLE

RN—=B T 7 BRATHIZIIEHRa A T 5308 RH D F9,

1R BHIIC

RDZAT 2 FATTHITNE, A—"—FEHEELF AT LEHE THLLER DY £7,

ATy 71 [E¥E (Adminigration) |>[2 X T L (System) [>[EEET VX (AdminAccess) |>[E&E (Settings) >
[tyPar (Session) |>[Eyia DR A LT (Session Timeout) | Z#IRL 77,

ARTVT2 TIT 4 T 4R RWEEICERE A2 7T U M 2 E TIC Cisco ISE AT 2 (47) AN LE
To T 7 AV MEIL 60 73T, ARNAREIIHIL 6 ~ 100 73T

ATY T3 [{RFE (Save) |27 U w27 LET,

TOT4lEEEEYa DET

CiscoISE TlE., T _XCOT7 7T 4 7 iE#HEy v a URFRREIN, 22 by a2
WL, BRERELEEEFTOSTHLR T TEET, RFEHEGUIE Y v a v ORKEIZ20 T
T, GUIEY Y 3 vORRBIGELEEES., A— —EHE S L —F IR T AEHEN e /A
LTy a BT TTEET,

1R BHHEIIZ
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