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A VAPM=NBICV AT AREBHICEEI L2, n AT Ty b7y TRRICERE LT —
Y—4 % AN/, Enter 8 L E£7,

RAT—=RK a7 T, By T v PRRICRELIZ AT — &2 AS L, Enter 2L E9,

TV = a UREYNCA VA =L ER TN Z L R 572012, showapplication =~ K& A
JiL. Enter L ¥4,

show application status ise =< > K% AJj L CISE-PIC ' n & ZADIRREZEFEZR L. Enter 2L 9,
DA =V PNERRENET,

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
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| CiscolISE-PIC DA >R k—)L
AR =L TOERDOHER .

Database Listener running 5072
Database Server running 90 PROCESSES
Application Server running 9117
AD Connector running 14187
Certificate Authority Service running 9947
M&T Session Database running 6408
M&T Log Collector running 10166
M&T Log Processor running 10057
pxGrid Infrastructure Service running 22303
pxGrid Publisher Subscriber Service running 22575
pxGrid Connection Manager running 22516
pxGrid Controller running 22625
PassiveID WMI Service running 10498
PassivelID Syslog Service running 11483
PassiveID API Service running 12176
PassiveID Agent Service running 13046
PassiveID Endpoint Service running 13557
PassiveID SPAN Service running 13993

snsbu-c220-0RX/admin#
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CiscoISE-PICO 7w TS5 L—F

* Cisco ISE-PIC 7 v 7/ L — ROME (13 =*—)

T T T L= RORMES S T2ODT —% DGE (15 —)
cHEERICBASMERDH D7 7 A T U —LR—F (17—=7)

« T A< VER ) — K025 D Cisco ISE-PIC RERB L WEAT =4 DR 77 v 7 (18
~N—3)

e FIASVEH ) — RMODI AT LT DNy 7T v 7 (19 _—3)
REEO A IMEOMERE (19 ~—)

FEAEB L OREX—0xT 7 2R — kK (19 =)

s AV a— Ny I T T O (20 X—)

o NTP H— "— D% iE & Al i OfER (20 =X—)

2 ) —FEBEOT v 771 —F (203—)

AKX RTuY ) —ROT v 7T L—FK (21 =)

T T L — Rt A0 (22 X—)

« T w7 L — ROEENLORIE (23 X—)

« IRID/N—=T g r~Du—3y 7 (26 X—)

T T T L—RNEDOHE AT (27 ~—)

« EOMDOBEEE (28 X—)

CHE. V—E R, BXOZEOMOER (29 2—)

CiscoISE-PIC 7 v 745 L— FOHEE

CiscoISE-PIC BB DT v 77 L — NIZEEERE D 7 n A THY |, ZO~V=a 7 VTHEIN
TWBIEFTIEITTAHALERNLY ET, 7Ty 7 L— FIZiIf 2404, 15GBT_RTHF—X
DOHEETLE BIZ 60 53000 £,

Ty 7 L— RFOBBICEET ZAEEOHSIERICIE. ROEBEBEOHELHY FT,
e Xy NT—INOT RRA VML 2—F—¥

T4~ J—FDu s
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Cisco ISEPIC D7 v 75 L—F |
B ciscoiserc 7o 7oL —romE

Cisco ISE-PIC 27 v 77 L — R4 3IZ1%, CiscolSE 7 v 77 L— KA R ZEFEH+ 5 08
NHVES, 7Ty 77— R KL CiscocomMPHE T o —RTAZENTEXET,

FREZR IRV /N H T B A LT, Ik ROEITLS, v— Ay 7 ORE. B X OE/NMEO T
F—ERM L NS, BRET v 77 L — RT3, RONEFTT v 77 L— REFEITL
i‘j‘o
1. MEIJSUTCEFHCHEBIZO—A NNy 7 TEBLHITDHD, 7T v 77 L— REBRIZ
FTRTCORET —F e \v 77 v 7T LET,
2. BEIOSCLTTry X7 L—F a2 2 ER LET,
« AF v RT a U EE
1. /—FK&7v77VL—FLET, A KTy /) —FKo7v771L—FK (21
R—=) EZRLTIEEN,
2. J—FROT v 7T V—Ftk, T T VL—RORIET A LRy NU—7 T A b
EFEATLET, WOEREZRL T ZE0,
T o7 L— R at ADOMRE (22 2—=) |

N

GEx) ZOFEDOFFEMIZONWTIE, ROEHEZSHRL T EI0,
2 /—KREMOT v 7 7L —FK (20 —Y)

e T T L— Rk ADOWE (22 2—)

T NATRASEYT14 2/7—F) OEH

1. HEIOT v 77 L—RTRERLEZGAEIIe—A Ny 7O PAN AT 5 L)
W, NS HY J—RET TS — L, B EY ) —ROT v TS
L— FERSNAETURIDOANA—T 3 D PAN 2R L TE X £,

2. BHHY J)—KROT T TV —K%, Ty 7T L —FRORGET A R EX v b
U—7 T AMEEITLET,

3. PANZ7 v 7L —FKL%ET,
WMD) —ROT7 v 7L — g, EH o FUEH ) — RNI7 v 77— R&Eh
ToNR—=T gV TA VAP NLEINTETTAIVER ) — RNIIRY, tOT T4~
VEM)— R T7 v 7L —RENENR—Va A VA =L ENF-Eh &
VEH ) — iz 1,

4 TIASVEHR)— R 2T v ST VL—FRLzk, Ty 77 L — FOWKIAET A b &
Fy NT—27 FANEHIITLET,

5. T TI7A4=Y) J—KOT v 7T L —FKNZETLESL QERAOT v 77 L—
R) . RBEZEUT, BEOEI XY /— RO [/ — ROfFEE (Edit Node) ]

. Cisco Identity Services Engine Passive Identity Connector ') ) —X 27 4 VR h—LE VT Y FTITL—FKHA K



| CiscolSE-PICD7 v TFHL—F
7vITL—koxkER CooF—s0mi |

T4 RUT[T T4~ VIZHHE (Promote to Primary) |27 U v 27 LT, Bhv
FVEHR ) —REHAE LTI IA~vVER ) — RN LET GhWERHE R .

Ty TITL—FDKRBZEHRCI-HDT—52 DGR

CiscoISE-PICIZiE, T v 77 L—R7av AZHET LRI, T—HFDT v 77 L — RORMH
EREUBEETA-OICITTEALT v 77 L— R¥E(l Y —/L (URT) RHESNTWVET,
FEAEDT TS — ROEBIZ., T—FDT7 v 7L — ROMENRK THRALET,
URT %, AREZRGEIX. BT 7 v 77 L— RaiZ T —# #MGE L, ML FE, W5 F72E
ET5 Xt nTnET,

URTIE., D) —RIZBIFAZ AT ATV T 4 L aFERT IO XV EH ) —
R, $73HE—~ 7 — FRBEOXZ FTay ) — RTEITTELEBOE 7 a— Rafgein
VERALELTHEATEEYT, TOYV—LVEETTIHE. FUVAA LINEDHY FHA,

A

A
=9

B — FREADSBE, 774~ VEH ) — FTIXURT ZFT LRV TS ZESN,

Cisco ISE-PIC / — FDa<w L RIA4v fH—T x4 A (CLI) 76 URT ZFE{TTE %7,
URT 1ZRDZ & 24TV ET,

1. URTWNAHZ > K71 CiscoISE-PIC / — FE7ideh o #VEH ) — RTEfTENTW
ENE I DEERLET,
2. URT N RAOERHBIEE NG 45 BRI THIMNE I e TF oy 7 LET, ZOF =y
713, B DO URT Ny RAZER L TWAZ L ZHERTL-DIThbET,
3. T RTOFHESED TSN TWANE I A F v 7 LET,
WROBHESAEN URT I L » THER SN E T,
o N— g D H B

c T A AV R
N

G¥) M T T Az mEcBd 2%, [ 1) <, FIFTEEZR
TAARAT YA REHRLET, T4 A7 VA XEECTHLERD
HIPHEIT ISEZFHA LA =L L, HEDNNY I T v FHIEIT
LET,

« NTP H—/3—
« AV

o VAT A LIEHETE HFEAEOKGE
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Cisco ISEPIC D7 v 75 L—F |
B 77— rgmy—nosyon—rexs

4. MWERT —H =2 G ET,

5. FDOT T T V—RT77ANET v T T L — R RLza’—LET,
A

GE)

URT N2 RIUZ AR FR0GE, B wva 2R LET, Ziud, Sy By FDA A
h— VIO IEF 7B E T,

6. HRINIT —FIN—ATAX—~ LT —FIDT v 77— F&2FITLET,

BRENTZT—FRXR=ATT v ST VL= BB LERR) 7Ty 77 L— RKN%ET
THETICES L FHIRHZ 48R LET,

s (T T T VU= PRI LTS E) BRENTT 2= 2HIBRLET,
BRENTZT —F_X—=ATT v 77— FBRRMLTIZ5E) LEen 72 EE L,

el RS2 T — RO A& RDDH TP heForL, a7 RAL&24RKL Tr—
HIVT 4 AT L E97,

Ty THL—FREFBY—I)ILOAYO— R EET
T T T L— R¥E[FEY—/L (URT) 1%, Ty 77 Lb— REERICEITTAHNCHKET — X

FELTC, 7y 77 b= FORZG| S SO H HRE R E L ET,

ATy T1 URI FYOIERB LR URT N Frdar — (16 <4—)
AT T2 777 r— RERFY —LOFELT (17 =)

RO F)DERE IV URT /N FILDOaE—
URY MY ZERL LT, URT Ny R abr—LEd, UKRY MY OERTIEICOW T,
[CiscOlSEFLE A R @ (AT F Lo REE=H— OBEIZHA TVFRY N OER] %
ZHLTLEE,
NI F—< U AL EEEEZED LTI, FIP 2452 L 245 L4, (K3 WAN U

TJHENMLIEZVRY M) EERALRNTLEEN, J— ROV EIZH D — LV RY MY
AT AHEIE L £,

4R8O SRS
URY B U & OFIEEGRENRFTHL I L 2B LTI IZE0,

AT w1 Cisco.com 7> URT Xy K& & v a— K LE9, Cisco ISE-PIC §® Cisco ISE URT /N> R/LZ {4
HUENHY FT,
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| CiscolSE-PICD7 v TFHL—F
7y IrL—rgEy—Lozi ||

ATFw T2 LEZSEU T, RSO DIZ, Cisco ISE-PIC / — RO ua—H)LF A7 T URT N KA ar—1
\iﬁqo

copy repository url/path/ise-urtbundle-2.7.0.xxx-1.0.0.SPA.x86 64.tar.gz disk:/
e z2E, Ty T T L= RV RADa e —IC SFTP #HT 21013, WEFITTEET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-2.7.0.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd L SFTP %—/X—®DIP 7 R L A E /LR A M4, ise-urtbundle-2.7.0.xxx-1.0.0.SPA.x86_64.tar.gz
X URT N RALDARETTT,

Ty IO L—RERY—ILDEST
T T L— RFY — T, Ty = RORKESIEEZTRRENEDOSH 57— & ORE
PEE L., FEERBYEEZMEEZIMEELET, URTZETT A1, ROFIEEZEITL
ij‘o
1R BHHEIIZ
O—H VT 4 ZAZIZURT N RAEREL &, B2 EfE X £4,

application install =~ > FZ AJJL T, URT A A b—/L L £ T,

application install ise-urtbundle-filename reponame

RN OBEMEZ FATHICT 7V r—2 a U EFIZA VA M=V Iz o 2846, URTIET v 77 L— R
DRBDIFRZIR LET, BELZEEL, URT 2HFETTHLERH Y £,

BERICACBENHL T 7A 77+ —ILik—k

TIASVER ) — RN Z Y ) —REDMIZT 7 A4 T U+ —ADRREINTNDHE
I, ROER—ERT v 77 L— RENZBEW T A RERH D £,

« TCP 1521 : 7T A4 <=V EH 7 — R D85 H.

*TCP443 : 7T A~ VEH ) — Rt h &) 7 — REOEEH,

«TCP 7800 5 L 187802 : (KU —H—E R/ — KR/ — R/ L—TD—Th HHAEIC
RV %4) PSN ZV—7 D7 5 A% Y 7 .,

CiscoISE-PIC MEHT 5K — F DL Y A MMZOWTIE, [CiscolSEAR— K U 77 LU A
FHRLTLLIEEN,
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Cisco ISEPIC D7 v 75 L—F |

B 5 ~vEm/ — rhoociscolSEPIC RS £ VBRT— DNV ST v T

TS5ATYEE /) — FHM 5D Cisco ISE-PIC SR E H L &
BT—2DIN\v o7 v7J

a<w RIA4 A H—T A A (CLI) 75 Cisco ISE-PIC REB LI OEHRT —F DRy
Ty 7 EBELET, CLLa<y Ridko LB T,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname

)

GE)

Cisco ISE-PIC 7% VMware CFEIT STV DA, ISE-PIC T —X &Ny 7T v 7T 5 DI,
VMware A > 7 gy MIVAR—FINTHWEREA,

VMware A v 7> a v MIFEELTZRE T, VMODRT—X AR ELET, < LvF/— K
CiscoISE-PIC JBFHERBE TlX, TXCTD / — FOTFT— X%, BUEDOT — & X— R IEH L keI
FiEnET, A7y 7 vay b2 se, 7—FX—ADVL 7Y r—a > LRBOM
A EETAREELRDH Y 9, VAL, T—FDOT—hA 7B IOETLHIZ, Cisco
ISE-PIC IZEHEND Ny 7T v THEREZEH T2 2 L 2L £,

VMware A} v 7 a v F&FEHLTISE-PIC 57— %Ny 7 7 v 74 25&. Cisco ISE-PIC
P—EANEIE LE 9, ISE-PIC J — N&ELEIT 51203, HEESDSLETY,

F 72, CiscolSE-PICEHEHAR—XNNOHREBIOCERNT —X¥ ORI 7T v 7 ERETHZ
ENTEET, NI T T T7ANERNTHIRY M) ZER LI 2R LET,
D—HNVYR RV ZFEHL TRy 2T v 7 LARNTLIEEN, ROVKRY MY XA 713 H
R—FEHTWEHEA, CD-ROM, HTTP, HTTPS. F£7/-ILTFTP, Ziux., 2 HDURY |
VAL TFRHELARERTHLH), £2037 0 FaLT7Z 7 A LD U X R R— kSN
7= T9,

1.

4,

5.

[Z# (Administration) >[4 > 7 F A (Maintenance) |>[/Nv 27 7 v 7 &1E5t (Backup
and Restore) | Z %N L E 7,

[T<IENNy 77 v (BackupNow) ]2 Vv 7 LET,
Ry I T o T FATT DD bBER iz AT LET,
[OK] %7 U w27 LET,

Ny 7T v TREFIZET LI L M8 LET,

CiscoISE-PICIZ X A LAX VT hHFFONRNw I T v T 7 7 A NLEAT, BESNIZYART MY
W7 7 ANVERIFELET, XA LDAX L FIZTIMA T, Cisco ISE-PIC [ZFZE/N v 7 T v 7%
CFG % 7', BENY 7T v ITIFOPS ¥ 7 HBIMLET, Nv I T w777 ANBEEY R
VHRIIZHAZ L EMERLET,
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| CiscolSE-PICD7 v TFHL—F

ISATUEE/ —FhonLRFLnTDNRv 7T [

\)

() CiscolISE-PIC TiL, »HISE-PIC / —F (A) "o w77 v 7R LT, BIOISE-PIC / —
F (B) IZETTAHZENTEET, MFD/—REIFREULFAA M IPT7 FLATRZRS) T
I, 7277 L. /J—FBEOARY I T T BE L LB, GEAEZEORIENE L A ATREM N H 5

728, /J—FBODKRAMNEERETLZ LITTEERA,

TJS5AR)EBEE/)—FMADURTLATDINYDI T Y

J

sEBAZE DB/

A RIAf A= =4 A (CLD) ZALT, 794~ VEH ) —RInb v AT LR
TDONy Ty TERFLET, CLI A~y FiZkoLBH TT,

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name

tDHESE

T v 77— R7ut R, CiscolSE-PIC DfFHHTE HREMAEE£/2ITT AT LFEHEA b7 0
REAEOHIRA I TS &, RIMLET, 7y 77 L— RO, [[EETE 27EHFE (Trusted
Certificates) ]| & [ AT LiERA#E (System Certificates) |V > v ([ZE (Administration) ]
>[I A7 A (System) ]>[REBAE (Certificates) |> [fEFAE D EL (Certificate Managemen) )
D [BHHAFRE (Expiration Date) | DE M ZMER L, LEIL U TEH LT EIV,

Flo, Ty 77 L— RORFNZ, [CAFEHE (CA Certificates) ] 7 1 > R ([ H
(Administration) ]>[ A7 A (System) ]|>[AEBIZE (Certificates) ]> [FERIEMERES (Certificate
Authority) 1> [FEBHEFEBIDOFERAE (Certificate Authority Certificates) ]) @ [AZhHIBE (Expiration
Date) | DANMEZMEFE L., HEISUTEHRLTIIEIN,

ERAER L UMEFXF—DI I RFR—F

WOHEHEZT I AR— T A EEHEREL ET,
T RTOu—HVEERE (BENOTRXTO /) — b)) BIXOREOMBEX—%2 L2
e Z7 AR —F LET, EAERE (POV—E R ZIEAERMGHINEDN) 250681
\i‘g—o
c FIAS VB ) — NOEHETX ALRAEZR N T LT RTCOERAEL =7 AR—FLE
T, FEAERE (FPoY—Y REEHENMEA SN2 h) skl £,
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Cisco ISEPIC D7 v 75 L—F |
B xroa—nnvs7yTommie

AT a—JLiINy I 7w TDOEDE

Cisco ISE-PIC DN 7T v T FELTLIEHE1E. BOET2F(TTCxEHA, TDRD,
T T T L= ROPBFIZRBRNE DT HIEEIREE BT HHLENRH Y £7°, Cisco
ISE%#7 v 77 L—RTDHHNI, WOREEZTNILTNDI LEHEHELTIEIN,

-X#/;~WA/77/7 T T T — KRB I T T2 A a— L LET LD
WCEBROT v 77— REHBLET, NI T v T Ara—NLEERL, Ty 7T
L— FREICEERT A2 TEET,

x&yn—wﬁfﬁ—r@ﬂ/&T/fi CiscoISE-PICT 7'V &r— a U3 HiE#EI§ 5
RN H—ENnET, Z0krc, —ELTFETTAILICHRESINT-ANv I T v
Xﬁ/n—wﬁ\7/77v—%m_mﬁéﬁw LTL &,

NTP ¥ —/\—DEXE & T AEDFER

7 > 77 L— R CiscolSE-PIC / — RIZHEENL T, 7T~ VEH /) — Khbeh XY

B — N7 —2%2B17, B LET, ZNOHOEETIE, Xy NT—27NONTPH—/—
75>ﬂ£b< HESAL, BlEARETHDH I ENHEETT, NTP — "= E L <EEI LTV
VW, EIRBEERRERGS, Ty L — Rt R R T,

Ko T2 NO NTP Y RIS, T F 7 L RHCEGETTRE T, JSEMNH Y . FHL
TWHZ &b LET,

Cisco ISE U U —% 2.7 LIF& TliL, Network Time Protocol 7—E > (ntpd) D{i> ¥ |Z chrony 2%
S E T, ntpd 13— FEDNR K 10 PO — =L A L £3725, chrony (3/1— ]\/\
B ERBO— A= L R LE T, LizA->T, NTPH—E 204 [T 2 725
CiscoISE )V V=R 27 LIRICT v 77 L— R4 AR, b— M5 ﬁ@ﬁwwwﬁuﬂ—%@
AT 22 EaHELELET, MWL,  [Microsoft Windows T ISE 1 JL (NNTP H—/3—
DRIKBD KT TNy a—T 4 7] 2B LTIEIN,

2/ —FEREO7Z7YITFL—FK

application upgrade prepare <upgrade bundle name> <repository name> =~ > R 35 X U\ proceed

o F‘%:{EE)EH LT, 2/ —FERZT7y 77 VL—RLET, 777 Lb—RIT7 b7

HEIWIZ ) — FE2BEMER L, BTLWERBICEITLES, 2 /—FEHZT v 77 L— K15

Ba. Ei%)] TN HEVER ) — R ET v T 7= RTA0NERHYET, B XY
—FO7 77 V—FEZETLEL, 7794~V /) —R&a7 v 7 7L —FRLET,

18 BRI

T IATVER ) — FIOREBIWNENT 2 DA T~ Ry 7T v T FETE
TLET,
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| CiscolSE-PICD7 v TFHL—F

28y krnyvs—koryIsL—r |

ATV TN CLIbA L EY) ) —FRET7 v 771 —FRKLET,

ATy T2

ATvT3

T T 7L —RFutv AT, BRI TTO® I XY ) — RREBENSHIBREN, 7Ty 7/ L—RaEns
I, OB FY) ) —RiIEE#EHTLIE, T4~V ) —RZT7 v 77 L —RENET,

T T T = RTDT T~ ) — K,

ToT T L — Rk AT, BEMIED T TA <D ) — FRERICEESN, Ty 77 L — RS-k
BCTeho&#) ) —RKigey £7,

FHOBEEAT, B2V ) —FRET7 T4~ ) — RIZHREKBEIEET,

T T T L— RPET Lictk 2 b 7 — R LT application configure ise =~ KZFEfTL, 5 (F—4
N—ADHRHEROEH) 2R L ET,

RDRARY
TS L— R a RO (22 X—)

A R7AY ) —FO7yv 759 L—FK

application upgrade <upgrade bundle name> <repository name> =~ > KA E#ZHH L7210 |
application upgrade prepare <upgrade bundle name> <repository name> ¥ J. O} application upgrade
proceed 2~ REFEESNTIAFICEHA L TCAX U KTy ) —R&T v 77 L—KT5Z
EHTEET,

ZOawy NEEEZEEITTIHEAI. a~vr REFETTARMICY) E— MY ERY MY 225 Cisco
ISE-PIC /— RO —HILVTF 4 AT v T T L — KA Rz at— LT, Ty 77 L—F
O AEET L 2 HER L4,

X0z, application upgrade prepare <upgrade bundle name> <repository name> =~ K &

application upgrade proceed =~ > RZ{if9 %5 Z & & T& £7 ., application upgrade prepare
<upgrade bundle name> <repository name> =t~ > K&l 45 L. 7 v 77 L— R0 KR
XFyrua—REh, a—nMcitianEd, Zoa<v> FxUVE— U AR F UG Cisco
ISE-PIC / — RO —ANT 4 AZIZT v F 7 L— RN KLz ar—LEd, /—FR&aT v
T L— RT 5N TE /-5, applicationupgrade proceed 2~ > K& ETLCT v 77 L —
REIEFIZETLET,

PUF-CHiLA9 % application upgrade prepare <upgrade bundle name> <repository name> 35 X O
application upgrade proceed =~ > RZETT 52 L B#IO L E T,

4r&O SRS
(777 L= RO DEOFMEZ LT HATIIES N,
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Cisco ISEPIC D7 v 75 L—F |

B 777 —rTntwzomz

ATv T

ATvT2

ATy T3

O—INT 4 A7 OYRY MY EERLET, =& x0E. Tupgrade] EWVWH UART MY ZERTE £,
51 -

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.
ise/admin (config-Repository)# exit

ise/admin (config)# exit

CiscoISE-PIC 2~v > KT A A #—7x=A A (CLI) 75, application upgrade prepare <upgrade bundle
name> <repository name> =~ K& AL £,

oAy NI Ty T L= R R ZEiOFIETER LIzr—HhL Y RY ~ Y Tupgrade] (2B —
L. MD5 & SHA256 = v 7 ¥ hE—ERRLET,

G¥) 7 w77 L— K, SSH#EH Tr 71 > L. show application statusise =~ > & H$ 25 =
LT, Ty 77— ROEITRILEZRTEET, ROA v e—UNERENET,  [%NOTICE:
Identity Services Engine upgrade is in progress... |

Cisco ISE-PIC CLI 7> % application upgrade proceed =~ > K& A LET,

RDERY
T — R7ak A0MHE (22 2—)

7y L— KO XDHER

RN ECBICHET S &, BIRa—Y—RNT 7B ATX LI L E2MRTHIZDOD
Py NI =TT ARNEFITTHIEEHRELET,

T — 2 = ZAOBETT v 77 L— RBRIT 5 & BE SR NER A B 2 —L
Ny s EHET,

Ty T L= RREFIZET LIhE ) EHEET 51213, ROWTNIrOF T a r 2FETLET,

cadelog 77 ANVTT v 77 L— R/t A%fER LET, adelog 7 7 A V&K RT HITIE, Cisco
ISE-PIC CLI 2B IRD =< > K& AJ) L E T : show logging system ade/ADE.log.?

STEP @ grep T7 v 77 L— RO TR EFE R TEET,
®* info: [application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks

®* info:[application:operation:preinstall.sh] STEP 1: Stopping ISE application...
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®* info: [application:operation:preinstall.sh] STEP 2: Verifying files in bundle...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before upgrade...

info:[application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node from current
deployment.

® info: [application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the configuration
data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node to primary
of new deployment...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 7: Downloading configuration data
from primary of new deployment...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 8: Importing configuration data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration data
upgrade for node specific data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T database upgrade...

info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

info:[application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded
data to 64 bit database...

COXFHERB LT, Ty 77— R LicZ & 2R LET,

Upgrade of Identity Services Engine completed
successfully.

e show version =~ REZEITL, BV RA—=T g UERGELET,
« show application statusise =~ FZ ASJ LT, T X TOF—EANFATENTND Z L AR LE
@—O

7w L—FOEENLDEE
ZOETIX, Ty 7T L— ROREEND ORIERHI LI REEIZOW T L £,

FIUT, A A=V EFERL, FHA A= VEETLT, T—FEEILTDHI NN
RAHGENDHY ET, Ty T L— RERIET DRI, Cisco ISE-PIC DR ET — X D/Ny 7
Ty T INFET D ENEETYT, MR T — X _N— ADREERAERITHBICETNED
B— ANy IRRLONETHE, 2T 4 Fal—arT—EE2Ny 7T v 7L TEIZE
DEETT,

7T L—KOEE

ZDeIvarTiE, BHOZT —D—{EEDO T =L DRETFIEEZTHAL 3,
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\)

GE) CLIsT v 77V —FouZ, avy—nAnbT v 7T L —ROAT—F A5+ HZ &

. Cisco

WTEET, 7Ty 77— FOETIRIEZ R T HI2iE, CLIZ B 7 A 9 %7, CiscolSE-PIC
J—= ROz —%FK R LET, CiscolSE-PIC CLI T show logging application =~ > R % i
MLT, ROuZ2RKRTHENTEEST (BTN T7 7 A NAZINNIRLET)

*DBT—%7 v 77 L—KnuZ (doupgrade-data-global-20160308-154724.10g)
*DB A% —~nr 7 (dbupgrade-schema-20160308-151626.109)

cOST v/ L—Kt#kdu (upgrade-postosupgrade-20160308-170605.10g)

BRET—2DT7vTIL—FI5—

Ty T b= R T — RN AAF v LT =T v L— FOEETA BRI —
Ny 7 EET, VAT AR, KEOBEMOEFREICRY 4, Z0OHA, KOA
t—URary— st RrENRET,

% Warning: The node has been reverted back to its pre-upgrade state.

error: $post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

BrEIS>—

Ty 7T L= ROEELEEL, / — F2uORBICETLERND 5561, 22V —/MITR
DAYy E—VUNRRINET, FMIZONTIEr 7 2R LT IEIN,

% Warning: Do the following steps to revert node to its pre-upgrade state."

error: $%$post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

BT —

MRFET T —1X, FEBRIZT v 77 L— BRI LD TIEH Y A, WGt~ 7 —RRB4ET D

BEnHVET, AT BV CF Y PANET v 77 L— R HANIPSN 2T v 77 L —
RLED ELIEHGAER. ROTT—RRREINDIENRHY T, VAT A, KEOBMOD

EFHRREBICEY £, ZOTT7—03BAELEHEE. 2O RFa A bTHBSATHD
Ty T — REETLET,

STEP 1: Stopping ISE application...

% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running.
If standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.
Starting application after rollback...

% Warning: The node has been reverted back to its pre-upgrade state.

error: $%$post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.
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TI)Vr—2av A4+ Yy 7T IL—FIT5—

ADE-OS %7237 7V r—va v A F U T v 77 b— RPAKRBLTZEEIE, B CLI
725 show application statusise =~ RZETTL L, ROA v E—IUBRRRINET, &
EETERHONY 7T v T oA A= L, HILTH2HERHD £,

% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
to reimage and restore to previous version.

FOMDEAL TDOITS—

FOMDEA T DT RTCOEE (7oL —FOFr oL, avy—LtEy gl
Wr, BREEZR L) OBE, TO/ — FTHEBIL TW VY HSET, Ny 72T v,

BAA—21

A A=t &) HIEEIE, CiscoISE-PIC DHFTHIA v A h—LZ R L TWET, HA A —Ifk
THANS, KON Z MR 572012, backup-logs CLI =~ > F&FE474 52 L2k ~»T
PAR—EAN FAEERL, VE—RNIARY IR HR— MR RAVEEREELES, /— R
ALY FNZHA A=V THLERD Y 5,

s HVER ) — R BARN—=Ua NIEA A=V L., REEEANNY I T v T HET
L\iﬁ—o

c TIASVEH ) — R PANIZT v 7 L— REENRA LA, B, AT AT
BEOBMOEFRIREBIZEY £, VAT LRIHEAA—=I g e —_y 7 LRNES
1L, =g CHA A=V LT, HSTLWEHEREEO~LY T E2EMNTDHZ &N
T&EE7,

Wl

KBEOTvITITL—F

Ty T = RIZERR LTSS, Ty 77— REERITT 500, kO#EEEZEITL T
éb\o

B TESILET, =T =NV R— M RLEBRELET,

o /ERk L7 ¥R — K3 KL% Cisco Technical Assistance Center (TAC) (ZiX{E L C. M&E%
FFER L OWER L ET,
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B 775t F o oz b LIz T B

\}

7w ITTL—

LIHTD /\—

(G¥)  SSH#&EHTwr /A > L. show application status ise =~ > K% fiff
MT22&T, 7y 77— FOETREEZRRTEETS, RO
A vE—UNREREINET, [%NOTICE: Identity Services Engine
upgrade is in progress... |

EDNAF)DA VX F—I)LHRIZEKET B

M@ 77V 7= a AT U7 v T T —RNET—Z_X—=2DT v 77 L— FEIZRE
LET, A FTVDO7 v 77 L — FTEENEETLH L, 2V —/L L ADElog ([ZIRD A >
T—-UNRERINET,

% Application install/upgrade failed with system removing the corrupted install

fRRE n—/L Ny 7 X 0EIE 24T H RIC, backup-logs =~ > R&H L THHR— kS K
NEAERL, VE—RUARY MUIZHR— IR RAZEELET,

72—y 73 5120E, PARTDISOA A — % #H L T CiscolSE-PICT T A 7 L ADA A —
CEEER L, NI T T T ANNET 2 EET LET, Ty 7L — REFHRITTS
WZiE, BEEHTLWT v 77 L— R RAARKE T,

B ZEGILET, =T =RV R— M Rzt LET,

o £k L7233 — K~/ KL% Cisco Technical Assistance Center (TAC) (2% L C. M&E%
el L O L E9,

oauAOBA—JLINvy Y

FUC, ETON—=2a OISO A=V EGH L, Ny 77 v T 77 A NnbT — X 18T
52 & T, CiscoISE-PIC 7 T34 T ADA A=V 2 BEERT HMLEND HHENH 0 £
T, THEETLIHIL. VR TIT oL IC_V Y FEENIT L LN TEET,
Lizid> T, Ty 77 b—R7awRA&BtAT HE1Z, CiscolSE-PICHET —X &/ \v 7 T v
TTHIEERBEDLET,

RET —AR—2OMEIC LV RAELET v 77 L— ROBEEIX, BHENICca—L Ny 7 &
RN ERBYET, TNBRRETDLE, T— 5/\~7\73>D—/1//\/7 SN L EIRT
HE, Ty 7 7L —ROERRA -V ICZITRY £, 20X 723V A TiE, T
TUVAT DA A=V EFEML, CiscolSEZA A=/ LT, REBLIOE=F—VU
TT—H,

07—/ 3y 7 £ 721X EE 217 9 i, backup-logs =~ > RA&MH L CTHAR— h v Krad
L, OV HR—FIR N2 E— NIRRT NVICERELET,
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O N NV
TYvTIL—FEDIRY
WD H AT DFERZHOW T, [dentity Services Engine Passive | dentity Connector (ISE-PIC)
Administrator Guide] #ZM L T 72 &0,

VMware RET S VDHF R ARL—T 4 V5 DRATLDETE

VMware (A8~ > D7 A N AX L —F ¢ 7 2 A7 A7) Red Hat Enterprise Linux (RHEL) 7
ICRE S, Ry NT—7 T X7 %73 E1000 721X VMXNET3 I[CRRE SN TN D Z & &R
LEd,

)

GE)  ESXisxHV—— (5102 E) TUY =277 v 77 L— R4 5841%, RHEL7 247 A
FOS & L CERTARENC, VMware N— R =7 DONR—Ug 0% 927 v 77 L— R4 540
ERHY FET,

TZ20DFvyamiI7

7 v 7 L— R, CiscolSE-PICEHER—ZNWIZT 7B ATHHNC, 779 0FDF¥ v a
VT LTNWDHI EaEERL, 77UV EALT, iy ooty var2lEET,

PR—=FRHEOT T IFIIRO LB TT,
* Mozilla Firefox 79 LARi D/ X—7 g >
* Mozilla Firefox ESR 60.9 LLFijD/N— 5

+ Google Chrome 84 LARI[D/N—30 5

Active Directory DfEEHRA > FOBEEE

Active Directory DFEARA > MM, 7T v 77 L— RHIZKbL D AREMENRH Y 3, EHKR—
A4 LTBEIL, MaRA Y NaeHRETARENDLNE I DEHERLET,

Active Directory 74 T > T 4 T 1 REBHEDHRTE

CiscoISE-PIC (X, BYESAM, CN. F72iTZ DM &M L. sAMAccountName J& % 7 7 +
LREFEE LCHA LT, o il L £,

EROBRBE CTYLERGA. SAM ECNOWT A, F2Em b2 #HT 25 X 912 CiscoISE-PIC
FRETEET, SAMBIOCN 2MEH &, SAMAccountName EIEDEN — & TRWEREA
Cisco ISE-PIC /% CN BME S ek L 97,

Active Directory 74 7 7 4 7 A RO BYEEZRE S HI121T, ROFIREZFTLET,

1. [Fa/84 4% (Providers) ]> [Active Directory] %33R L £, [Active Directory] 7 4 > K
7 C, [E#RY —/v (Advanced Tools) | %7 V v 7 L, [@E/FH% (Advanced Tuning) ]
IR ET, ROFEMEA LET,
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« [ISE/ — F (ISE Node) ] : Active Directory (Z#%#t &415 ISE / — RZ®IN L F 97,

o[£ (Name) |: ZBHETHLUA RN F—%2 AT LET, Active Directory i 58 &4 %
PAL By A N

REGISTRY.Services\lsass\Parameters\Providers\ActiveDirectory\IdentityLookupField

EANLET,

« [ (Value) ]: 22— —Z5AI9 27 DIZISE THEHAT L EMEEZ AT LET,
*SAM : 7= U CSAM DOAHEMALET (ZOAT v a BT 74/ FTY) |
*CN: 7=V TCNDOHREHEHLET,
*SAMCN : 7= U TCN & SAM Z i L F£9,

s AV EFENREETEARLET (220X [F 740 FEIELZ SAM B X ONCN (T

EHE] ),

2. [MEDOFEH (Update Value) 1227V v 7 LCLY AN ZFHLET,

Ry TT T4 RUBERENET, Avb—VEFARY, BEEZZITANET,
ISE ® AD a7 X% — ¥ ANHLE) L £,

HEEDNSILY I Ty TDETE

DNS = _R—=m 502 J — KRB D T Cisco ISE-PIC / — FIZxt L Ciig| & DNS /L > 7
TOTHREINTVWDZLEHRELET, TOLRWVWE, Ty 7 7L —RRBIZT T A
MEEERIEDOREN B ET HaREEN"H Y £,

Cisco CASIERZE & F—DET

T4 < VE ) — KD CiscoISE-PICCAGEHER L X —D NNy 7 7 v 72 BG L, &S
VHVER ) —RFTHETTLET, ZHICED, PANIZFEENREAEL, B X VER ) — K%
TIAVER ) — RICAKTIHEEI, B X VER ) — RO PKIV— k CA £721%
TALCA & LTEWET 2L 91270 7,

WZB®D ISE-PIC > X T LREDBIRE
s BT A—ILERIE., BRIZAD LR— K, — RN E A R E LT

CMBELTAREDT T =D LEVMEERIEI T AN ZEHERLET, T X3CTDOT T—A
WX, 77 7L —REIZT 74 /V b T X =TT 0 4,

ZTDMDSEER

KDY > 721X, Cisco ISE TIEET 5 L ZITHEATE 2BMD Y VY —ANREFENTNET,
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE End User Documentation.html
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bl

BilE. Y—EX. X UVZDHMDIFER

o VRAMB A A LY — R ER A ST LD I, Cisco Profile Manager CHA > 7 v 7

m|

LTL7Z&EW,
cHERHINICI Y EVRRINEREEL HE 25 120F, vAa—vR T 7 EALTL
720,

e —ERX VI A NEEETAHIZINE., YAV R—HMNITI7ERALTLFEEN,
cBETHEEEHR DT B =TT X T ADT TV r—ar, 8l Y a—tar,
BLOYV—E 2L TERT5I120%, CiscoDevNet IZT7 7 AL TL Z&EVY,

s —iRkHeRry FU—2 . bl—=V7 SBREMEO B A ANTT 5L, Cisco Press IZ
TI7EALTLLIEEN,

« FREOREEITRG T 7 I U ORGEF®R A ST IZIEL, Cisco Warranty Finder 127 27 & X
LTL7EENY,

Cisco /\ T H&ZFEY—)L

VAANRTRBEY—v (BST) 1F, AT LY T by =T OREE & MEFEOAEN R ) A
NeBBHT DV AINT B AT AA~DF— T = AT, BSTIZ, HEL Y7 by =TIC
BT 2Rl e B M ARt L £,

I_aT7IICETET4— kv D

VAADT I = RN RF DAL MIETDET 40— Ny 7 2R 5123 ThEhod 7
A RFRa2 A POFUDSA ANZDDT 4 — KRNy 7 T3 — Lz LT ZEN,
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