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METRICS
Total Endpoints @ Active Endpoints @ Rejected Endpoints @ Authenticated Guests ©

<O 226 o A, 0 Sek

o

# AUTHENTICATIONS @ 00X ¢ NETWORK DEVICES @ 20 X ¢ ENDPOINTS @ 00 X
Identity Store | Identity Group | Network Device | Failure Reason Device Name | Type Location Type | Profile

sony-device: [1.33%] home __vices: [0.88%]

Mkl 21— | worksations: [2.21%] "

‘ mobil..vices: [25.22%]

unknown: [18 58%] —

profiled: [69.03%] misc: [71.68%]

devic._types: [100%]

i ALARMS @ 280 X i SYSTEM SUMMARY @ 2 0 X
Severity Name Oceur...  Last Occurred ag 1 node(s) All~ 24HR~
v [Name [ ise157
cPy Memory Authentication Latency
ISE Authentication Inactivity 2502 1 min ago
O e = o — [ ——— o
) Configuration Changed 120 1hr 8 mins ago
) High Load Average 23 1 hr 28 mins ago
Log Collection Error 215 1 hr 30 mins ago [+
@
&
) Insufficient Virtual Machin... 106 1 hr 31 mins ago . ¥
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THG

[T XA POAFEME (Context Visibility) ]: 245D A

=a—TlX, =Y RARA U~ =—H% NAD IZFHT B 1E#
NFERENET, HRIZ, 742 RIS C T, g, 77
U —3 3, BYOD., OB F I VRNt S 22 M
TEET, aVTFAPN Ama— 3T —H =2 %
ALT, 7—H_XR—ATFT—T), Frvia, BIURy
TrBIFERENEL, FNICED, TRy a
Ly FBEY X NONERIEFICERICERSNLET, =
VTHFARN Ama—F EHOL a2y FBIOTERD
FEMOY A MO INET, VA NOI T LEHEEHE
THZELILLSTT— 25T 4N ETHE, BHR LT-arT
UV ERTIEDICE v a2 by MREFRENET,

[V — (Policy) ]:#dE. #Frl, 7u77 A4V 7 K
AF ¥, VAT N Fuela=r SO TRy hU—
IeXa )T A EERT LY — VT /A LET,

[P (Administration) ]: CiscoISE / — K., A& A, FE
HE, Xy hT—27 TSR 22— = RBRA b,

BIOFA N = REEHT L7200V —ICT 7R
L/iﬁ‘o
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TURRA L MEMRBRL, T 77 A, EE DDA,
nh—alr, TAALREALTRINCENS DGR L
i—a—o

BHHEERENTWAERX—=Y ISEaIa=T4~DJ 7,
R—=EZ)V ENE =R EDF T ~VTIZT 7 E8ALE
‘a‘o

Y - |
WDOF T a7 reA LET,

* [PassivelDZ > k7 w7 (PassivelD Setup) ] : [PassivelD
‘v b7 w7 (PassivelDSetup) 147 a > Tld. Active
Directory ZfH L TRy 7 ID &2y v T v 715
[PassiveIDt > k7 > 7 (PassivelD Setup) ] 7 « ¥ — K
PNEE) SNES, SNRIES— b a—HID L IPT
RLURAENEL, BEEEAIP T RLAZXIGET 587
AT TANIEET D LI, —_"2RETHI &N
TEET,

[AIfMEE » v 7 v 7 (Visibility Setup) ] : [AIfMEE v
N7 w7 (Visibility Setup) 1A 7> a i, 77V o —
vary, N—RuzT A X bY USBBAT—H A,
T AT A=)V AT —H% A Windows T2 RKA
NOEI Ry TTAT A AT —HAREDT
RARA >k T —H %N L T Cisco ISE (ZEFT 5., i
EOFEFE (PoV) ¥—E AT, ISE @ [a[fitEE v b
7 w7 (Visibility Setup) ]V 4 ¥ — RZE#ET5 L, 1P
7T FLAHEHZEEL T, Xy NTV—27 OFFER T A
FNEIFZ Y FRA Y b 70— 1Zxt LT RARA
Y MEHAEITTEET,
PoV #— E A Cisco Stealth Temporal =— " = > k & fif
ALT, =V RBRA v M RAF ¥ T =2 2WE L £,
Cisco ISE I%, HHEIE T v v b ¥ A 7T Windows % 5
fTLTCW% 3> B 2 —#(Z Cisco Stealth Temporal —=—
Vv baeTyval, —RRIATHRET 7 A L EH
BFEITLTaTHFAMZPREL, ==V = FAEE)
AIZHIBR & 41 E 9, Cisco Stealth Temporal =— = 7 |
DATary TRy THEREFEHTLIE, [ FAR
A4 > hux>7 (EndpointLogging) | T = v 7Ry 7 A
([AM#iMEE » b7 > 7 (Visibility Setup) 1> [RATF ¥
(Posture) ) #F =7 LT, 1 >2FLiFEHEO= K
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KAV PT ARy 7 a2 BEFELET, v i3, kRO
WIENOOEHT TR TE £,

+ C:\WINDOWS\syswow64\config\systemprofile\ (64 £ v
N AN —=T 4 T VAT L)

+ C:\WINDOWS\system32\config\systemprofile\ (32 £
N ARV —=T 4 T VAT L)

s [VAYXYLADEY T v («X—%) (Wireless Setup
(BETA) ) ]:[VA YL ADEY T v 7 (R_—X)
(Wireless Setup (BETA) ) 14 7'¥ a > Tl, 802.1x,
TARN, BEOBEAFAT A AFfHiAZA (BYOD) O
IAX VA Tu—2RXKG5 Ity h7 v 7 TEET, £
7o TOF Ty aiZii, YA RBXUBYOD [\FO
ER—ANEREL THAI~ A, XRTHZHODT—T 7

r—b HE SN TVET,

FoTA L ~VTOREET T NREDIREE &L,
VAT AT ITTAET £,

TH Y NRE

ISE-R—L Ay aR—F

Cisco ISE # v v =R — RITIE, DR 2E=F IV TBIRNN T TNV a—T 4 V7 IIE
RE[R7e, MEINTHEEDOH D 74 TiitT — 2 RERINET, FRICHRENRRWRD
Xy var—RERIZESTT 77 4 E7 413 24 Bl R &N E 7, IOKIZ, Cisco ISE
Xy aR— RTHEHATELHERO —#E2RLET, CiscolSEX v aR—RKF—X 377
A~ VEH ) —F (PAN) TOAERINET,
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"dus \dentity Services Engine » ContextVisibilty ~ » Operatons  »Policy b Administration  » Work Centers LicenseWaming & o
Endpoinis Guests Vulnerability Threat & -
METRICS =8
Total Endpoints & Active Endpoints & Rejected Endpoints @ Authenticated Guests @ BYOD Endpoints 8

<

(]
Cp 226 E& 0 !h T = o

# AUTHENTICATIONS @ Qo X # NETWORK DEVICES @ 90 X i ENDPOINTS @ 8 0O X

dan

wy Store | Identiy Group | Nemwork Device | Failure Reason Devica Name | Type | Locaton Type | Profie

sony-device: [1.33%]

home __vices: [0.88%]
Vo [2214] 1 worksiatons: [2.21%)
androia: [8 85%
<5 i
- mobil_..vices: [25.22%]

unknown: [18.58%]

profiled: [69.03%] misc: [71.68%]

devic._types: [100%]

i ALARMS @ 00 X & SYSTEM SUMMARY & 00 X
Severity  Name Occur.. LastOcoured = = 1node(s) All~ 24HR ~
B ise157
CPU Memory Authentication Latency

ISE Authentication Inactivity 2502 1 min ago i T — %I
B o | SRS o NTEREREREEERERRRIRH ... ..
o Configuration Changed 120 1 hr 8 mins ago
o High Load Average 23 1 hr 28 mins ago

Log Collection Error 215 1 hr 30 mins ago g
g Insufficient Virtual Machin_ 106 1 hr 31 mins ago - g

[A—2 (Home) |"X—JICiE, ISEF—ZDE 2—%2FK KT H5ODF 74/ h F v ai—
R0 £,

MEZ (Summary) ]: 2O 2—ZiE, O [ARY v 7 (Metrics) 1 ¥ v a2bw kb,
Mr7o77 Xyvalby b, BERVANXyvalby MRERENET, [A M) 7
(Metrics) 1% vy a2l y MIRETE FH¥ A,

[=> KA >k (Endpoints) |: AF—H A, Zr KEA Lk, 2y KA 7=
U, Xy hU—2 FAL R,

[ AR (Guests) |: FA b a2—H AT vl KRR vr—rar,
(e85 (Vulnerability) ] : Ma55tEV— 2 X 0 ISE I2#E & D E#H,
(& (Threat) |: &Y — N2 LV ISE IZHAAE S DG,

INHOEL Y v aRh— R, BEOFAERY v alby bRV 7, =& 23 [
(Summary) | % v ¥ 2R — RIZIL[AT—H A (Status) ], [=> R4 >k (Endpoints) ].
[=Y RARA >~ #7 =2V (Endpoint Categories) ]. BLN [ > RV —2 F /31 A (Network

Devices) | 723& 0 £7,

R—L FyaiR— FDERE

B R=T v arh—ReBALA AT HIZF, X—VOHLEBICHLIEET A 2
Vv LET,

BEEER—F I TODHE
[ 6 | |
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[3>TFX bOEEMHE (Context Visibility) 1D E 1— .

13 ~
Dashboard Settings x

ATE » Add New Dashboard
avice 1 @ Add Dashlet(s)

s Eoport
» |ayout Template

®» [Manage Dashboards

o[ AFR— bk (Bxport) 1%, BIEBBIRSNTWHA—LA BEo—% PDF IZBRIFLET,

c[LA4T7 D N T 7 L—h (Layout Template) ]1X, ZDE 2 —I|ZRRINDINDOHAHIE
LET,

o[y v aR— ROEH (ManageDashboards) | Clx, BIfEOX v aR— K&T 7 4 /L b

([A—2 (Home) [ Z#EBINTDHERRINDF v adh—R) ICHET D0, £ T

RTCOFyvar—RetEy M5 (TRXTOFR—L X vy aR— FORELZHIRT
5) ZENTEET,

[32TF X FDAI{EME (Context Visibility) 1D E 21—

[22 T %A FOFHNE (Context Visibility) ] ~4— ¥ DR ITAR— L R—TIZEI TV E T8,
[T F A bOAEME (Context Visibility) ]X— ¥ TIIRD R R £,

CEKIRT R ETANEZ N TTHEXIC, BEOa U THR A NEMRTD (70 Uy
K)o,

o« LDHIMNIR AR~ A ANHHETH D
e LU RIRA Vv b TFT—=FEHLELTND

AT XA NORRMNT =X IET T A< VEH ) — K (PAN) [ZOHERINFET,

[2>T %At (Context) | X—YDHF vl vy MUE, TV RKRAS e, =2 FRA b
225 NAD ~OEREICBT A IHFRAR S SN E T, BERRINTVWDHERIL, HFX—TDF
Taly hOFIZHBHT—H UARNONFIZHESNTNET, £2—JI0iF. ¥ 7T OL4RINITHE
DSNTZY RRA U R T —H DO 2a—NERINET, T—FET4NVEZV L TTHE VR
NeXyvalby NOBEREFRENET, 7—FE 74 NZ ) 7T 512X, 1 DL EOH
TTTDORERNE TV v 7T DN, RTITETANZ I T EH0, 223200 0REE
MABDRETEITLET, HEOT7 AV ZEZBIRUIZGE . 7 0 VX FERITINERNIC /20 &
Ty ZHUIH AT — R 74V F EMEENRET, ZHICLY, RUAX T LTRHEDT —4 %
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B =752 romEt (Contextvisibility) 10 21—

AOTHZEMTEET, o, VARTZURRA L b &2 Y w7 LT, 2OV FRA
FOFFHE 2 — %2R RTHZLHTEET,

[ 7 %A hOFAHIE (Context Visibility) 1121Z4 DD AL > Ea—RdbY £,

e [=2 FARA > b (Endpoints) ]: TNNAAXAT AT ITAT UART—H A BREH
AT N—=RoxT A X M) R EIZHESNWTERT I RRA V FEBIRTE F
T, FEMICOVWTIE, Th—FY =7 Fyial—F (13—) ] oA L TL
72X,

N

CE) THhHurT 47 ORI OEHERD Cisco ISE [ZHEFIZE
FEEN5LHC. NADTCTH U UT 4 v T ORERFNNT S Z
EEHELEL F9,

CiscoISE TlL, 7H 7T 4 v T ISHNRBEIZ DI, FFDIP
T RVA, ByiarORAT—X A ($E [Connected], HIKT
[Disconnected], F 7213454 [Rejected]) . =2 RARA > hDIET
IT AT RABREDT T T 4 o TIEREINETEET, 2
OEHRIL, [74 7 v (LiveLogs) ]. [714 7 &y a2 (Live
Sessions) | B LN [T F A hORHEME (Context Visibility) ]
NR=VNWERENET, NADTT IV T 4 V7NN ST
WHEA. [FA4 7 v a (LiveSessions) |\ [FA4 7 o
(LiveLogs) 1B LU [T F X hO RN (Context Visibility) ]
N=UHTT AT T 4 CTIEBRPREL T, [FES TH
B, L TWARWATREMERDH D £97,

N

GE) [ v R 7 v 7 (Visibility Setup) 17 4 F— R Tik, => K
RA Y MERET D720 IP 7 RURHEHHADOY A FABENTE E
o ZOU 4P — FOBGEHRIZ, CiscolSEITT Y FARA > b &R
SELFETN, BREINTIPT FLAFHICEEN VWY RRA
Y RMEL [T XA FOREME (Context Visibility) ]1>[= FaAR
4 >k (Endpoints) | ¥ 7 &, [ Ka&"A > (Endpoints) ]V
A K X—=Y ([V—7 ¥ — (Work Centers) [>[F*y hV—7
7 7 A (Network Access) ]>[ID (Identities) ]>[T> R4 >
I~ (Endpoints) ] D F) IZIER-INEE A,

e [2—H# =R (User-Based) ]: 2—HID YV —AnbLDaA—FIEREFRLET,
IOV 2 — AT AR OAICEE L TSN,

L 2 PABIEE AT — FBIERETSND &, BIEAT — 4 AWEE Sk
BT DR DICEE RIS R E T,

2. Active Directory CL—H L LUNDBHENET SN D &, FHiliEn b 24 FEfilfzlc, &
FraniBunFrsnEJ,
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Ay,ralwy

Ayialbwyb .

3. Active Directory T —H%4 & ZDOMODBEENEL IND &, FRFEZHIRFIZ&EBTOZE
HERRRINET,

s [y NU—7 T34 X (Network Devices) ]: T2 RAA > MIHEHE L TW\5H NAD DY
A ko NAD O RARA > M CESOF) 227 U v 7358, ZONADIZHESNT
TANE ) T ENTZTRXTOTNA AN [2TH A MOREM: (Context Visibility) ]
2 Y A b ENET,

A\

GE)  F v hU—2 T3, ZTSNMPV3 /8T A —H Z 3% E L4, E
=) T =R ([BfE (Operations) |>[L7AR—  (Reports) ]
>[FZnr 2 (Catalog) ]>[*v N7 —2 T /314 A (Network
Device) [>[E v a3 A7 —H A (Session Status
Summary) ]) IZ&oTREEINLI Ry NTV—7 TS XY 3
VAT HAMBELR— P EERTEE A, Ry NU—2 T
I3A AH SNMPvI F 721 SNMPv2e /37 A — X 2 L TR E &
NTWHEEIE, ZOLR— FNEERICARTEET,

[7 7V r— 3 (Application) ]|: [7 7V 47— 3> (Application) | B =—[%, HES
NET TV Ir—2a v inf VA R—LENTNDTY RRA O AT 5 72 fif
HanEd, fiRiL, 77 7R EeREXTERINET, 77 7RRIE, i oiricsk
SVbET, 72& 21X, Google Chrome VY 7 U =7 L T RARA > b O#a N —
Vay, RuF— ATV (T4 v TR, T YR d) Lk, B0
T CHERT D ENTEET, sHlic VWX, [TV r—va v Xy v aR—FK]
DIEEZZRL T IE S,

TANZ Y TBREBINT S HT, [2 7 F A FOREM: (Context Visibility) 10 FIZHT
LWEz—%ER L, DAXL VA RNEERTEET, 2OV U —ATIE, WAF A Ea—
THyvalby MRV FR—FERTHEREA,

Hyvalby NOMT I 7ORESRSZE7 ) v 7 3T0E, FILWLWR—URHE, 20X v =
Ly ML T7 4 VB2 T INTT =N [ar T3 A FOa[ifE (Context Visibility) ] E—
RCERINET, ZOFHLNAA—=UE, FRINTNWDLT—HEIBIT A NE )T T
TET, ZNEHONWTE B2 —ZRRFZTDHT—FOT7 4 VF2 V7 (15—=) | Tt
L9,

[Zo 7 %A hOAEME (Context Visibility) ] ZHH LTz KRS v kN T—X2E2RETDHH
EDFERIZ OV TIE, Cisco YouTube B 7 A2 Z ML T 7ZEV, ZOET A TITISE2.]
https://www.youtube.com/watch?v=HvonGhrydfg % L T\ F 97,

HErEY D
N=RY =T ZyvaR—F (133—)

~

Wi, Xvyvalby hoflERLET,

gEER—2.LTcoBE ||


https://www.youtube.com/watch?v=HvonGhrydfg

EEER—4LTOBE |

. HFyialbwy bk

: AUTHENTICATIONS © =0 o x

Identity Store Identity Group Memwork Device Failure Reason

sns_ad: [0.07%]
inter._oints: [0.14%] _ i

| -'.__5:;'.«,.
denyaccess: [0.16%] ‘ﬁ":{-n Y inter.._usars: [60.17%]
N

AN
cph

|

LI

guest usars: [0.5%] _ A
-~ 4 :o_':':'_.:}..

er;a;ua

sonate-ad: [38.97%]

1. VY RUBRERY GV YRV, ZOFyaby e THIVEEL) £9, oF
D, HLWT IO T4 Ry TIDF yialy heEEd, ABOY R TES
ERITLET, XIZZOX vy valby F2HIBRLET, 2OV Y RVER—LX=UTO
HEHFRETT, [T A ORI (Context Visibility) | T » = L b &HIERT
DIiE, EEA FBICHDEEO S ARV EEH L ET,

2. —HOFyaly MUIBRRDZ T IV OT—FRERINET, Vo2 &7V v 7T
LE, EOT—F By FOMT T IRRRINET,

3. M7 97123, BIRLET—#0RFRENET, M 770150 T A 2r ) vy
THE, [ZTFA MOAEME (Context Visibility) | TH LWH 7RBE, M7 77 &7
AV PMIHESNWT T4 NEZ ) T ENTT = NFRENET,

R By aR—RCHII 70 ar®d 7 ) v 358, HILWITS U 7 0 R
UNEE, M7 77T ) Lk v a Al SWT T 4 Z2 ) v 7 INT=T — 2 RHER
SNET,

[ FF A (Context) |Ea—THZI 7Dk vavk sy rdhE, FREATND
T—=EMWTANE Y T ENETH, arTFAMNIEEINT, 740 F VTSN T—
ZIZRICT T U0 v g v RUcFEREnET,

. BEEER—F I TODHE
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TIVr—Yav Fyak—F .

TI)5r— g8 yoakRk—K

Erdgoink L Hal

beodk Divices | Apdilcabion

e —1

APPLICATION CATEGORIES @ %

2 - .
Clansihed el
A 3
I ' I I I l . . . l l l Applications Endpaiats | _
F F 7 o & P 4 i o o
# o ¢ F # r . < 4 W ¢ .
r - E &+ A 4

0@

36 8

R1:77V5—2ar FyaR— KA

B2l

T 74V F CHEE (Summary) | ¥ 7 EIREINTWET, 7775258 (7 7Y
r—a v #373Y (Application Categories) | ¥ v = by "BREKRINET, 7
TV —=vaIBOATIAVIIHEENET, IO ATAVICRSRNT
Uor—3add, TR (Unclassified) | & FHEILET,

FIRFATREZ2 7 T VIE, [T = 751K (Anti-Malware) |, [7 1 v ¥ v 755K
(Antiphishing) 1. [/3> 27 7 v 7 (Backup) 1. [77 V¥ (Browser) |. [T — % Wi
BhilE (Data Loss Prevention) ], [7—# A kL —° (Data Storage) ]. [F551k
(Encryption) ], [7 74 7 74—V (Firewall) ]. [A v &> % (Messenger) ].
[/X> FEEL (PatchManagement) ], [/X7' VY v 2 7 7 A /L34 (Public File Sharing) ],
[ff48~ > (Virtual Machine) ]. [VPN 2 74 7>k (VPN Client) ] T7,

FEN—L, DEINEATIAVICHIGLET, HENA—D LT AZEL &, R
L7 7V r—2ary A7V d a7V r—var bt RRA L FOE
EEFRRTEET,

SR
1
2
3

DHEENT AT AVICHENBTIHIT SV r—varbmy RiRA v MEIHFOTERE
NET, ROEOT FV r—ar oy FRA Y MIZL—THERENET, &
AN T I N—FIHHINTWARNWETIY RN—p Rlovw T 228 <
L FORTAVICBT AT U A= ar bt RRA v NOREH A FE R TE
F9, [HEFEA (Classified) (227 Vv 7 LT, 77 7L% (5) THEREERT
EFET, [R9¥E (Unclassified) 127 Vv 7 35&, HB7 7 7R8Iz (FL—
FoR) | RERNBFE () IKEREINET,
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B 7r—avsvsam—r

EEER—FLTOBE |

Bl

TV —varlty RARA Y MI, @BRENTET AV ZITESWTERREINE
T, BB T4 NEEI Vw735, NPTV RANERRTEET, [T302
PUERR (DeselectAll) %27V 27 LT, TXTOT7 4 LHEHIFRTXET,

‘tsce’ Identity Services Engine « Context Visibility

Endpoints  Users  Network Devices | Application

Filters: | = FireWall Browser |

Summary

APPLICATION CATEGORIES @

Deselect All

ZRNI)L
4
5

BEON—=% 7V v 7 3DE MISTHHEINTT TV r—arbx RiRA
v IMMFIZFRTRINET, EZE [T 2T XK (Antimalware) B L[N w
T ¥ (Patch Management) | 77 2V Z#IRT 5 & ROBR/FRINET,

7 71 4 —<, 3 | Version Vendor hT3v FI)r— |[2DVD
> 3208 Fox7
TEAY
5TUK
KA b
Gatekeeper 9.9.5 Apple Inc. </ 7 |windows 764 |5
b5k t> b, mac
osx 10.10,
mac osx 8,
mac osx 9
Gatekeeper 10.9.5 Apple Inc. </ =7 |windows 8 64 |3
bk v b, mac
osx 10.10
V7 N THE|23 Apple Inc. Ny FE | windows 7 64 |5
fen E'> k| mac
osx 10.10,
mac osx 8,
mac osx 9

(6]

FO[ZDOY 7 b =T THEHT 5= RARA > b (Endpoints With This Software) ]
DOz RRA L v 427U w7 LT, Mac7 RL A, NADIP 7 KL A, NAD K—
N ID/SSID. IPv4 7 KL R EDx=y RRA v FOFEMEF R LET,
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n—rkuz7 gyvak—r |

SR |58

7 TTVr—=varDaryr oA T AR EEEEERT I T r—va
VA EEIRL, [RY— T2 a3 (Policy Actions) | K v 7X U A Kb
[TV r—vary ar7IA47 o AOPER (Create App Compliance) | 47> =3 v
ZIEIRLE T,

N—FOzT7 ZyiakR—F

\)

[22 7% A bOAHME (context visibility) ] D FD [T KA > b »— K7 =7 (endpoint
hardware) |1 % 7%, FEHEIZ=Y RARA U R N—Ro =7 A X0 N UIEREZIE, 247,
BIORLFAR— T 50IZENHEET, AFVEEN/ NIV RRA V FOREC, =2 KR
AV FOBIOSET WA=V a Ofti7e &, HRENET L2 ENTEET, ZRHDORER
IZEESNWT, AFVRBEEHLLZY, BIOSNN—Ya v a7 v 77 L—RKT5Z LR TEE
T Ty FOBWALZGET LANC, BEEZFHMET 22 &N TEET, U YV — R E R ICAH
THZENTEET, EVa—NVEA VARV LEYVZ UV RRA L FERDEVTHZ LR
<, ZoOFEREETEET, BHTDIE, T8y bOTA 7V A I NV EHRNEHRTE
7

[AYTFX FOARE (Context Visibility) | >[I KR4 > kb (Endpoints) |>[/\— K™z
7 (Hardware) | ~—IZid, [BU&E#H (Manufacturers) ]38 KO8 [ RARA & MMl

(Endpoint Utilizations) ] Byoaly h\RFRSNET, 2hbD& vl y ME, WS
N7 4 NV FIHES S ER 2eB UES, [iEE (Manufacturers) |4 > 2= Ly T,
Windows 35 L O'Mac OS RE# S -y RABRA » bDA— R =27 A X0 b OFEHNE
RENET, [T RAA > MEMAFE (Endpoint Utilizations) ] 4 v ¥ = Ly MIIE, =2 K&K
ALY RDCPU, AEV, BIOF 4 ZAZHEMARNPERENET, 30047 a OV
BT S L, FIARE -2 T —VUTERRTEET,

« CPU =N n% 22 57 7314 A (Devices With Over n% CPU Usage)
« AEVMHEN n% 22 5T 731 A (Devices With Over n% Memory Usage)

o T A4 AV ERAFEN n% 8% DT 31 A (Devices With Over n% Disk Usage)

GE)

N—=RT =7 A _R M) F—2%, ISEGULICFE RTINS ETIZ 2000 £4, ~—
Ry =7 42X M) F—2F, RAF ¥ HERE L OIEEIORBEIZ O TIE S ET,

gEER—2.LTcoBE ||
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B o7 5usamk—r

A\

GE) o [N— R =7 OFEME (Hardware Visibility) | X— D27 A v 7 7 4 VX2, 3 5L
FEANTHUERDYET, 74 v 7 4 VE BRI ST L2, SUFOATHE
MDD T BEEDT7 4 VB2 E s ) v 7T HHELH Y £,
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- L
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2 FIANNTRIA v I TANIRERENET, Ry s 2 (FLEF3) ICLTFEA
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MAC Address T_l Conkains ':_l Vaua - +
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Session termination with port bounce
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ANC (=¥ RAFRA > ME#ES—E R) 1Z, ISE @ [EH (Administration) ]>[> AT A
(System) ]>[#%7E (Settings) ]>[=> KA > MMEi#H —E A (Endpoint Protection
Service) ]>[H#)SM R > b7 — 27 Hilff]l (Adaptive Network Control) ] THZNZ LE7, FHMM
IZ2WTIEL, @ [CiscolSE TOMIGH K » N T — 7 HHOF ) o' 7 v a 2B

TL 72 & Cisco ISE TORGH %~ bV — 7 il o H 21k,

s MDM WA VA R— L ENTWDEHLEIEL, ERLEZZ Y RARA 2 MILTMDM T 7 & =

VEFITTEET,

AVTXROAREDEN

T XA NORREDOBMEAIEMT A AT AL — A TIE, RUBMAICER A EEE

HALTWLZEBRELSHY ET, RICWL2DDFIZ/RLET,

ARL—TF 4205 VAT LA

* OperatingSystem : WRAF ¥ A XL—7 4 7 AT A

s operating-system : NMAP 4 XL —F ( L7 VAT A

« operating-system-result : 707 7 A FIHEX XL —TF 4 T VAT A

R—2 L4

* Portal Name : 7 73A ABEENH 2B H D7 A N R—H V4,

s PortalName : T /3A ABEENIN 2 GH DT A N IR—X V4,

R—4& )L 12—
e User-Name : RADIUS FRiE D 2 — 4,
e GuestUserName : /7 A k =.—

e PortalUser : "R—H# b = —F
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ISElZid, EB LENIZH AX LHIMLR—V %27 v 7 u— R, &N, BLOERT HHEEED
b ET,

GE)

UTF-8 X=FT

NACEBLUOMAC =—2 = hDA VA =T B XU WebAgent ~— I —0 714 A3 T
WER A,

— R T R)DYHR—

T Ra—H|Z (Cisco NAC Agent £721ZH 7V I b, HLWVIEAR Y — FA R T2
AR, VITAT R TREYa=r TOER—ZNVENLT) ABSILS CiscoISE 7 1 —/L
X, T XTCOEFFED UTF-8 LTt v h&HAR—hLEF, UTF-8 (%, Unicode L7t v ~
DZNVTFNA NLFZoa—T 4 T ThHY, ~TTA58, B A7V v bgE 77 BT8R
E. ZHORRLEELTEY FRH Y ET,

XFOMIE, BERET — X _X—A|ZUTF-8 TEM S L, UTF-8 XTI LR — B IO —H
Ao H =Tz A AR —=FR P TELLFREINET,

UTF-8 U LT >+ LEREE

Fy hT—27 T AFFETIE, UTF-8 2 —HF 4B L ONRAT = RKDT LT o v L RHR—
rEhET, ZhiZiL. RADIUS, EAP, RADIUS 2%, RADIUS h—7 >, FAFEBX
WEHIR— X v0u 74 VFERED L DO Web 8RR & FvE§, =2—W4 & /3A T — RO UTF-8
FAR— M, va—AVID A NTEBIOIEEID A M 7k 2585EIC#EH SV E T,

UTF-88AEE, *y NU—7 a A R ESND I IA T 7TV MUEFELE T,
—¥#BD Windows %A 7 4 7 7V B b TiX, UTF-87 LT v ¥ ¥ /LT R—FENEHA,
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GE¥)  RSA TIT UTF-8 —H IR — F W=D, RSA ZffifH L7~ UTF-8 FRAEIL Y R— &
¥ A, FERIC, CiscoISE & A#iED 3 B RSA —/ 3T UTF-8 YR — s SN EH A

UTF-8 7R o — B K KRR F v 51

JEMEEIZ DWW T EE NS Cisco ISE DR Y o — jb—/uiZ, UTE-8 THF A MR EEH TS
WENHY 9, UTFSBIMEEITLV—FME Ty R— h&anxd, i, HHR—Z/LTUTF-8
DEZFERA L R ERETEET,

RAF ¥ B %, UTF-8 LTy MIESK 7740, 77V r—var, BIXOY—E R4
e L CTEETEET, ZNITiE, UTF-8 EDfEE NAC =—V = > MIEETDHZ E0nE
FNET, NACZ—V x> MIFNITS U Ty RARA v F &3 L., UTE-8 Dl Z M L
T 4 T25EH) .
ST)ADMIEEESNEZAYE—D UTF-8 H7R— b+

RSA 7a > 7 FEB XA »&—1%, RADIUS JEME REPLY-MESSAGE #fEH LT, £72i%
EAP 7 —H2NT, W7 U Wy MIEEESNET, 7F A MIUTF-8 7 —# NG ENTWHY
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EF=HXY) U ITTBIRN I TINY 2a—T 4T DOLR—FBLOT 7 — hTlE. CiscoISE T
A—FEINDEFFEIZONT, RO X D IZEE#EENMD UTF-8 DES YR — FSNET,

« TA TRAEDFIR

« LAR— |} La— FOFMR—TDORR
e LAR— hDx 7 AR— K ERF

¢ CiscoISE # v ¥ = /R — RO FEIR

« 77— MEROFIR

s tepdump 7 — ¥ DFEIR
R—ZIILTD UTF-8 XFEDHHR— b

CiscoISE 7 4 —/V' F (UTF-8) Tlt, "= LBI Ol Ra—% Ry —YTr— I E¥—
va fICBEYFR— PSR T0WD LV L, 20Ty MRV R—FahET, &z
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(X, CiscoISE TiZ. ~T T AGERT 7 ETREREDLEN LA~ T 2 FETI TR —Fsh
TWEEAL FEy FAKIYR—-FSHTHET) |

RORIZ, F—4 DANB LORRCUTF8 LF &K — M 2 BHER— & LB LU= B
=P R=FZ DT 4=V FErRmLET, ROFIRPH Y £9,

* CiscoISE T, UTF-8 LFEZMEHA LIV A FOa—P L4 L R — RKiZVR— &
}\/o

¢ Cisco ISE T, FFHETUTF-8 XFAHHTA2Z LT TEEH A,

R2:EBEER—FINDUTF8XFI4—IL K

EEER—FIER UTF-8 74 —JL K
Py NI =7 T I RADZ—YEE o [—H%4% (User name) ]

a—PATIE, RICF LT, BT
AN—= A KT CL % A s L
R N N N T T N A
X FakR<) ZHBHICHZE DT
MTEET, ARN=ROLD2—HHY
PR SNEE A,

 [4 (First name) ]
o [ (Last name) ]

o [EBEF A=/ (e-mail) ]

a—Y U =k eI R_RTCDT 4 )VE T 4 —)L K
o [—H% U X K (UserList) | X—IIZFk
=Y AR}
sl FEF—var I A v Ea—IT
ERINHIE
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UTF-8 74 —JL

=P RRAT— R R —

RAT— RIZIE, KIUTFEANCT, BT R
g (N T@) o T#1. T8)

(%) « I & =)0 T N
708) EHBICHAGDE THEHATEET,
[/SA T — K (Password) ] 7 « —/V KTCiZ,
UTF-8 XF45 B b b5 LT aHEHTE E
T, HIESCFIIEA TR EE A,

EHMOFIIIKRLFE I NLFOT VT 7
Ry MR ONRH D £, 2—F /R RT—
KRV —Ta—WFIZRKLFFEIINLFET
WNAT—=REANTHZ LE2RD, 2—HFD
BN INODOLFEYR— KL TWRNG
G, =PI RT— RERETETEHA,
a2—HPF AT — R 7 ¢ —)L RCUTF-8 X F%
PAR—= T2, 2—F "X T—=F K
v— =7 (|E¥ (Administration) |> [ID
NEHE (Identity Management) | > [EXTE
(Settings) |>[1—H /SRT—FK K1) o —
(User Password Policy) |) TRDF 7 =
EATIZTHHERDHY 7,

o INCFOFESLT (Lowercase alphabetic
characters)

« RIFOHELF

BHE Y A N

T RTOT 4 NHE T 4 —)L R

s [EHE Y A & (Administrator List) ]%—
VICERRENDE

cLEMOF S —var A4y EBa—iZ
FRINDE

BEHER A R

o [—H%4 (User name) ]

RSA

s Avk—v

e FuS K

RADIUS b—7 >

* [787E (Authentication) | ¥ 7 >[7m
~ (Prompt) ]
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BEER—FILESR UTF-8 74 —JL K
RNATF ¥ B s [4H] (Name) ]

s [{EHE T 7 > 2 > (Remediation action) ]>
T—Vxr b a—PIIRRENDA Y
=

o Y X RFROR

AT A o [7 7 A VG (File condition) 1>[7 7 A
Jb 23 A (File path) ]

«[7T7Vr—a 5 (Application
condition) ]>[7'©m& A% (Process

name) |

o [th—E A5 (Service condition) ]>[H—
v A4, (Service name) |

o Y R MR

TARNBLOT A AOHRE o [AR>HY— (Sponsor) |>[FiET 7
L' — b (Language Template) ]: H 74—k
SNTVLTRTOEE, TITOT 41—
VR

[ A (Guest) 1>[E7ET 7 L—Fh
(Language Template) | : ¥rAv— h 4T
WHTRTOFGE, TXTDOT 4 —/LF

«[F/3A % (My Devices) 1> [E7E67T > 7
L — b (Language Template) ]: $7A— k
SNTVLETRTOFH, TICD7 4 —
N

AT A * [SMTP ¥—/N (SMTP Server) |>[7 7 &
L NDEFA—/LT R A (Defaulte-mail

address) ]

e
i

[#1E (Operations) |>[7 7 —2X (Alarms) ]>| «[J&%E (Criteria) > [==—¥ (User) ]

/v (Rule) ] « [{@%1 (Notification) ]>[FE T A —/LiB%N

2 —4 U A2 | (e-mail Notification user
list) ]
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UTF-8 74 —JL

[#1E (Operations) ]>[L 74—k (Reports) ]

o [#1E (Operations) ]>[7 A 7#AE (Live
Authentications) |>[7 4 /L% (Filter) ]
74—V K

* [B4E (Operations) ]>[L A — k
(Reports) |>[## w7 (Catalog) ]>[V
R— K7 4% (Reportfilter) |7 1 —/b
ke

[#1E (Operations) >[N T TN a—T 1
27" (Troubleshoot) ]

o [—#%>—/ (General Tools) ]>[RADIUS
WAL ST TN 2 —F 47 (RADIUS
Authentication Troubleshooting) ]> [+ —¥
4, (Username) ]

KY v—

* [?%FE (Authentication) 1>78 YU > —ZfFN
T av ROE

[ 7 (Authorization) J/[RAF ¥
(Posture) /[Z7 7A T v~ 7ueva=
> 7" (Client Provisioning) |>[% Ofthd 5
4 (Other Conditions) ]> AR U 3 —2&FN
TOD av NOfE
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RN — T4 77 VM0 « [#%3F (Authentication) |> [H#IS{E/EA

41 (Simple Condition/Compound
Condition) ]> av NOfE

o [78FE (Authentication) ]>HHiZefED X k
e N

o [#83E (Authentication) ]>HLfigeff:U X
>KEDFES—var Iy Ba—%K
D

o« [fF 7 (Authorization) ]> [HfliZ/EE
21t (Simple Condition/Compound
Condition) ]> av ZDfE

o« [fF7 (Authorization) ]> HffigefVU & k
SEOFES—var A4y 7 Ba—FK
TR

s [RAFx (Posture) |>[7 427 v aFV
WS/ T 4 7 v a T ) EEEMN

(Dictionary Simple Condition/Dictionary
Compound Condition) ]> av ZUDfE

[ A (Guest) |> [HfSRM/EE R
(Simple Condition/Compound Condition) ]
> av DA

A—HF A3 —T A4 AHNTO UTF-8 7 R— K

ZOIETIE, Cisco ISE 22— A % —7 = A 24T UTF-8 3V R — k S AT OV TRt
Eﬂ L/\ijqo

T8y AT E LU CLIEED UTF-8 H7R— b

—HOT Ny Fu7lid, BHEEB I OFRAT ¥ FEOFEMBEREINET, £OD, T3
TOT Ny 7 vl TUTF-8 DIERZIFANGINLET, raw UTF-8 T — X &2 &ieT Ny 7 0 s
Ao —RLT, UTF-8 ®JSE 2 —7 CERTEE7,

ACS 17D UTF-8 H7R— k

Cisco ISE Tlix, ACSUTF-8 % EA 7 V=7 bB I MEOBITNATRETT, —#8D UTF-8 47
Y7 hDOBATIX, CiscolSEUTE-8 S5 THR— FENZ2WEANH Y £, ZD=H, BT
FCHIRE SN D UTF-8 7 — X O —ERi%, BHFR—Z L E13 LR — b XA L Cialh
RWRRIZRDGERH Y £3, (ACSHLRBITINT) FiAAH D A AREZ2 UTF-8 i i% ASCIT
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THRRAMIEMT ZLERDH Y T, ACS 75 ISE~OBATIZOWTOREMIZ, i o> ISE
/N— g >® [Cisco Secure ACS to Cisco ISE Migration Tooll] # &M L T 72 &,

UTF-8 DIED A U R— FELUVITY AR— bDHYR—+

BHER—ANVBLOAR P — R—=F L, 22—V ThHU v hNOFEMEA VR — b5 &
XWFEHEND UTFREDO T L —2 TF A MBI W esv 77 AN BV R—FLFET, =7 A
R—FrENTT77 AT esy 77 A0 LTILENET,

REST T® UTF-8 H7/Rk— k
UTF-8 OfiiL, #M# REST ifg THAR— FZNFET, Zud, admin FBAEZ R X, Cisco ISE
22— A H =T A ADUTF-8 NV R — F INHREREHEHE @A S EJ, RESTTD
admin FAEIZIE, 27 A VDD ASCHI THF A N 7 LT ¥ v LRMLETT,

IDX F7DHFR[T—2 D UTF-8 H7R—

Cisco ISE T, Active Directory 33 JJUNLDAP 2374 U & — LB D 7= D IZFFA] AR U & — T UTE- 8
T2 EHEATEET,

MAC 7 kL ADIERIE

ISE I3 DOWTNNDOIETAN Sz MAC 7 KL ADERbEZ YV R— K LET,
* 00-11-22-33-44-55
* 0011.2233.4455
*00:11:22:33:44:55
* 001122334455
* 001122-334455

WDISE U 4> FU T, BEELITHBOIIEMACT RLVAEZEETEET,

« [RVU ¥ — (Policy) 1>[HR VU — kv k (Policy Sets) ]
o [R VU 2— (Policy) ]>[AY T —#3E (Policy Elements) ]>[5:f4 (Conditions) > [FFr]
(Authorization) ]

* [#%5E (Authentications) |>[7 4 /v % (Filters) | (=2 RKARA > b BT LBLWNID 7
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