ZEOH LA

« BEDAINAC —E R (1 2—2)
EHEHTE DIEHEORTE (21 X—)
o AT ADFKIE, on page 24

o —fi% TrustSec DX E (28 X—)

e Xy hU—27 JY—2R (31 %—)

« TN A R—ZLOBEE (61 X—7)

- ~ | AN

ZEhihE NACH—E X
ROy NTU—27 778X a2y hr—)L (TC-NAC) #felc kv . &Ed L OWEss D
TETHEINSZET DB E RO RBIEICESNT, TR —%2 BT £,

BEOYETT 4 (ERE) LoVL L gatsi o Rk, = FRA » hERiEa—%—0
T RAR LoULZBHNICHIET S e oI TE £,

HEEOEWVEEDIKE (IoC) . ZEKHA X M, BLOCVSS 227 % Cisco ISE IZ2%(E
T LS ICHEBIES KOBEOT ¥ 7 2 ARETEET, ThIZE D =v FFRA 2 FORER
LAy TR A NHARET DD OWET LT 7w AR Y S ERTE ET,

Cisco ISE TIIWR DT X7 H B3P R— F N TWET,
* SourceFire FireAMP

« Cognitive Threat Analytics (CTA) 7 ¥ 7%
* Qualys

N

GE)  TC-NAC 7 v —TCHIEY AR — ~ T T2 DX Qualys Enterprise
Edition D& T,

* Rapid7 Nexpose

* Tenable Security Center

BROH LA .-



B zesozmnacy—rx

BREOHCAD |

TV RRA YV FOBBA Xy b ENS, [BEShfzI Y KR4 >+ (Compromised
Endpoints) |V > R Tz RiRA F@MACT N %i%ﬁ L CANCA Y — (Quarantine
708) M TEET, CiscolSE X, ZDxT RARA > MIxf LT CoA UY=L, 3
T5HANCARY —Z@H LET, ANCHY /”75‘@?@7 SV A, CiscoISE 1 XE D=
YRARA MK LT CoAZ MY H—L, JTEOFFARY > — %5 H Liﬁ“ RESNf-TY
KR4 > b (Compromised Endpoints) ] 7 > Koo [BEEMESTEED S )7 (Clear Threat
and Vulnerabilities) 1 47> a v ZHH LT, (CiscolSE v AT AT —H RX—Rpb) = K
AV MIBEA T BTV DB L Magttz 7 U 7 TEET,
BT 4272 a T VITIZROBIERY 2 hEhET,

« CTA-Course_Of Action (fifii% Internal Blocking, Eradication, % 7-(% Monitoring CT9~, )

* Qualys-CVSS Base Score

* Qualys-CVSS_ Temporal Score

* Rapid7 Nexpose-CVSS Base Score

* Tenable Security Center-CVSS Base Score

* Tenable Security Center-CVSS_Temporal Score

Base Score J&1%: & Temporal Score J&MED A 272 §1PHIL 0~ 10 T,

Mgt A X b RRA Vv MIZIEEND &, CiscoISE 1ZF DT R A 2~ CoA %
MO H—=LFET, 72720, BEA X FOZERITITICAIZT N T—ENEHA,

Magart etz M U<, BIEDEIZE SO THEss 72 = KA > b 2 B BIChREES 277 IR
U=zl £9, RIHIZRLET,

Any Identity Group & Threat:Qualys-CVSS Base Score > 7.0 -> Quarantine

CoA A X FHIZHBIMICEEE SN TV ATy RBA v bV &2FKRT 51203, [BE
(Operations) 1> [BEFIDENACHS A T A4 (Threat-Centric NAC LiveLogs) | Zi#iR L
F7. FETHRBiSN TV RRA » hor 7V 2F£RT 5120F. [#84E (Operations) ] >
[L7AR— b (Reports) 1> [BE& (Audit) |>[EFHEREE (ChangeConflgurat|on Audit) ] %
BRL £,

B DR NAC —E A2 GNCT HERITIE, RO[ITHEE LT E S0,
« B D NAC Y — B A2 2 145 121%. Cisco ISE Apex 7 A & > ANME T,
« BRI NAC P —E R, BHNO 1 50D — R TORENTEET,

JEFET EARA L N =B ATIE, XA —HT20 1 ODOT X TH L AF AT %
BIMT&EES, 72770, FirteAMP 7 X 74 A L A X A 3EHEBEMTE £97,

WMEERDOTICT XTI X A1k, R TEET, T T XOFREHRIT. EEORSTT ¥
75%V¢T%iT ISEYV—EROBFEEBCHLT X7 XX OREOE TR £,
THEIE EBERT AT, T T X EERLC[BEE (Regart) |27V v 7 LET,

B zZEoxHLRre



ERHOH LD

grpbENac—Ez

\}

GE)  T7THTHN[{EIE (Stopped) ]%%\0)%{:\ THETHE A AR

ADLRIENT ZRETE £3, 7 7 BELTHMBE I TMRE T
TEE A

TV RBRA b OBEERITRISRT =V TR TE £,
«[R—L (Home) | R—< >[ERL (Threat) | ¥ v ah—
[ATXR POAHRE (Context Visbility) 1 >[I > KR4 > b (Endpoints) ] > [RE
hf-T> KR4 > b (Compromised Endpoints) ]
BHA LR NAC H— BRI LY R A —&NBT F—hERICTELET,
« Adapter not reachable (syslogID : 91002) : 7 ¥ 7/ Z|ZEHETE RN LERLET,

+ Adapter Connection Failed (syslogID : 91018) : 7 X JX|ZEIFETX DN, TH T X LYV —
AP —N—DRDOEERNZ T LTND I EaRLET,

» Adapter Stopped Due to Error (syslog ID : 91006) : Z D7 7 —AlX, 7 X 7 X BRLEEIR
B2 TORWEEIC R H—SNET, 20T 7—ARERINTZE, THTHRE
EVP—R—FH AR TSN, FHIcOVW TR, TH T X a7 25 LT EEN,

« Adapter Error (syslog ID : 91009) : Qualys 7 % 7" % 75 Qualys %1 k & OFfe & # . T&
RN, EIZZOYA b bIEREF VL n— R TERWI EERLET,

PO NAC Y —EATHEATESL LAR— M E2RIRLET,

[TETEDAT—H A (Adapter Status) | : 74 7 XD AT —H A LR— ML, &R L
Maggth D7 X DAT —H ANRFRENFET,

+[COA /£ Rk (COAEvents) |: = RKRA > hOMiFgttA N> h&%{59 5 &, Cisco
ISEIZZDxT RARA L MZDOWTCoAZ U T—LET, CoAAf X bk LAR— MIiE
INHDCOAANY NDAT—HZANRKRREINET, £/, TNHDOZ U RFEA 2 FD
FHOFERENL— & T a7 7 A VOFEMPERINET,

[BEA N> bk (Threat Events) | : &iiA X2 hLR— MIE, RELEZIEIERTH
T B IND Cisco ISE NZAZ LT BA Ny 3T _RCERENET, W72 £ b
DAY NI, ZOLR—MNZFEENRET A,

[ME38E 7 X A >k (Vulnerability Assessment) ] : MagatE7 £ 2 A > b LAR— R

TV RARA Y R TEITHOT A AL MIETHERDIRINET, ZOLAKR— %%%T
LT, HRESINTZRY —IZESNWTTEBEAA L BNTONTNDENE I D EERTHZ
EMTEET,

[#24E (Operations) | >[L7R— bk (Reports) ]>[i2#F (Diagnostics) ] >[ISE >4 (ISE
Counters) |>[LEWMEHDUED L2 K (Threshold Counter Trends) | T, RO % e
RTEET,

. §1§ LizA Ry f\@ffﬁé&
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B zesozmnacy—rx

« BIEA R ORI
o MEGHHEA X R DR
(PSN (2% L) 3847 X372 CoA DK

THHDOBMEOEIZS B EICINES NS =D, ZOMEITEL S 5B EE£E L £,
[%E (Threat) | ¥ v ¥ a R — RIIFROF v a by hBRERRINET,

BEESNEIY RKRAS Y FD#ER (Total Compromised Endpoints) ] 4> ¥ = L v RZ
X, *y NU—7 ECBIEREZZ T TNWDHT U R4 v b (Bt KA1 &YW
T RARA » hDW) OBBRRRENET,

« [FFEHRE I a"alféﬁiéhf’l‘/ K7R4 >k (Compromised EndpointsOver Time) ] %
Valy MO, BESNEHBICBIT 2y RRA Y h~ORBOBREE 2 —BNFRE
nEJ,

[LBEIDEB (TopThreats) 14 v = by MIiE, EELZIT LT FRA VOB LE
WO ETT 4 (EKRE) (TS MMLOBERAERTINET,

[BEVAvF XL (ThreatsWatchlist) | ¥ v alby FEFEHL T, @RLEARV
cO MLy RESHICEET,

[ERIDER (TopThreats) | # v =Ly hTlidk, NTADY A ANEELZ T HT L RiRA
VROEERL, BOERMFNTWEIZ U TR SN TWE T RS v hOFERLE

T BERMETMOBRKY TEBROLETT 4 (BERE) 2RLET, BBUTIE, AT 10—
BeA LT REVNI2ODRTIAIRHVET, A T4 r—2DETT 4 (HKRE)

JEMEX TLikely Impact] . A>T hOTET T ¢ (EKRE) EMIX MMmpact Qualification
<7,

[(RESNT-=> RAA 2~ (Compromised Endpoint) | 7 « > R ViZid, #8EE2ZFH= R
RAL MO M)y 7 Aa—b ZFEBHT T ORBEOLCTT 4 (ERE) PVRISE
To TV REA NOMAAEBIEREFRT DL, TA AV %7 Y v LET,

[EfT&N7eT 7 2 a > (Course Of Action) | F ¥ — ML, CTA T X 7 ¥ 6325 LT
CTA-Course_Of Action BPEIZHEDSE, HEiA o7 v MIxtLTCIfTanzr 7 a v (N
¥~ 7 w2  (Internal Blocking) ], [#J4& (Eradication) ], F72IL[€=4 U >~ (Monitoring) ])
DERSNET,

[F—2 (Home) ]1<—® [HEg59 (Vulnerability) ] % v ¥ =R — Rk, ROX v al vy
FRFRRENET,

(B35 T KR4 > hD#a%k (Total Vulnerable Endpoints) 1 %~ > = L v MZiE, fBE
SNTMELY B RENVCVSS Ra T R Ox L N A » FOMEBNERENET, £z,
CVSS Za 7 MEE SN L Y b RE W™ RARA b LYl FARA & F Ok
BbFRRINET,

« [LEIDESS M (Top Vulnerability) ] # v =Ly MMk, BE%2%Z 75 KK A b
DEETITNaFE D 77 ¢ (EKRE) IZESLS MO ARRINET, [ Ao
Ma55tE: (Top Vulnerability) | & v =Ly hTlE, NTADOHV A ANEELZITHT R

B zZEoxHLRre



| ZBosLas
gatLE NacH—Exoant [

KAV FOEERL, BTV THWAEZ Y TREIlESNTWA Y RiRkA v %
ALET, BLtmo KD THRIEMEO I 0 (EXE) 25 LFET,

< [MEZEMEY 4 v F X b (Vulnerability Watchlist) | # v =Ly 2R LT, —EHIM
IZh7= DR L7 Mfadattd Ly RESHTCEET, ¥y ialy NCRET A ar %7
Uo7 L, XUF—EADID (Qualys ® ID FHHDHAIE Iqid) ) ZAHLT, DO ID
Tl DM ZBIR L CTRRLET,

BHEHEICHITBHEEE T KARA >k (Vulnerable Endpoints Over Time) | # v ¥ =
Ly M2, —EMICB T 2= RARA v h~ORBOREY 2 —RERINET,

[AE5EH T > KR4 > b (Vulnerable Endpoints) | 7 « > R @ [CVSS Bl RAKRA > MK

(Endpoint Count By CVSS) 17 7 7IZid, L2 T 5T RARA » O EZDCVSS A=
THRFRENET, [EFEEITY KR4 > b (Vulnerable Endpoints) 1 7 1 > K7 Cld, %
EZTHZRRA L POY A RMBRRINET, KT RRA o b OFHMZR MM A &
IRT DL, TARYV %7 ) v LET,

BETDARINACH —E 20 73 YR— b FUCEEN T ET, BT LR NACH—E
21 71 support/logs/TC-NAC/ (28 V) 9,

)

GE)  CiscoISElZ, =V RARA LV N TOI VLT oIy VB FER LAy T~y RAF v v 2 R—
FLTWEFA,

EZBFIDLE NACH—ERXDERE

WMEFatE L B DT X7 X2 B ET D12k, FTEEFOT NAC —E RGN T 2 4HN
HVET, 2O —t 2T, BANDIOORY —H—ER ) — R TOLEMMITEET,

ATv T

RATY T2 BETLENACYH —EREHENCTHPSNOBRIIHHT = v 7 Ry 7 AZ~—27 20T T, MW (Edit) ]
270y LET,

ATY T3 [BEP O NAC —E ADF%ME (Enable Threat Centric NAC Service) | F = v 7 R v 7 AZ~—7 %At

JET,
ATY T4 [Save] 7 Vv LET,

BMELEYY
SourceFire FireAMP 7 % 7% O3B/ (6 ~—)
Cognitive Threat Analytics 7 4 7" % Oi8/1 (7 ~<—)
CTA 7 X 72 DOF AT T 7 A VDORE (T —)
Course of Action JEVEZEH L72FFR] R U o —Of%E (8 X—)
B HLDFRINAC —E R (1 X—)

| groLro [}
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B sourcerire FireAMP 7 % 72 i

SourceFire FireAMP 7 5% 742 1B/

AT T1
ATy T2
ATvT73
ATy T4
RATvTH
ATv 76

ATy T17

ATvT8

ATvT9
ATv710

ATvIN

ATvT12

1R BHHEIIZ
« SourceFire Fire AMP O 7 5 77 2 ks DXL E T,
e T RTDTL RARA L FDFireAMP 7 A4 7 FHEATHNLENHY £,

« BT NAC Y —E R EZ R/ — R CTHIZT 20 ERH Y £3 (FEF.LA NAC
P—rZ2OFE (53—=) 25R)
« FireAMP 7 % 7 Z X RESTAPL =—/L (AMP 7 77 F~) . BLOA XV 2% ETH

AMQP IZSSL #fH LEd, £/, 7YX a2 R— KL TWET, FireAMP 7
AT HNLEEITAR— b 443 2L £,

GEAN (Add) 1%227 YV > 7 LET,
[X> & — (Vendor) | Ku vy 7 X UR RN [AMP : % (AMP : Threat) | Z IR L £7°,
THEIE A AR ADYLETIEANTT LET,
[fR7F (Save) 1227 Vw7 LET,
R = VRABADY AT 4 R EFEHFLET, XX —A L AFADY AT 4 R T
TETHDAT—H AN [REWEMT T (Ready to Configure) [ ICEE SNIZB TOI, THE T X i iE
TXET,
[FREYETE T (Ready to Configure) 1V > 27 %27V v 7 LET,

(FFvary) IXTCORNT T4 v I EBAV—T 47T 5HEIITSOCKS Fu ks h—_"—ZgRiE LTz
BE., Tuxs —R—0DRA M ER—FEFEASLET,
Pt 9527 70 REBIRLET, USZ T7U RELIZEU 2 77 RERIRTE F9,
VTR GATTHAR N V—=RAZERLET, ROFT TV a rZEHTEET,

s [AMP A X2 kD& (AMP eventsonly) ]

s [CTAA R FDH (CTA eventsonly) ]

«[CTA £ AMP D4 A k (CTA and AMP events) ]

FireAMP V> 7 %7V v 7 L, admin & LT FireAMP {22/ A > LET, [TV r—Ta v
(Applications) ] ~A @ [#FF] (Allow) %27 Vv 27 LT, AN =T A X F 7 AKR—ME
REFFATLET,

CiscoISEIZU XA L7 hLET,

BT 2R FEBIRLET (& 2E RERF V=R, DLW RAAL U~OHE, FITS
Ni-=v =7, JavalgdE

PR EDEE E 21T T X7 Z OBERERIC, AMPZ 57 RIZH LA XU FBIMENTWAEA.
INHDARY MY [A4X MU AR (Bvents Listing) |V« > RUICERENET,

B zZEoxHLRre
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Cognitive Threat Analytics 7 % 772 M3& 10 .

TETERAOR T LAV EBRTE £, BIRARER A7 v a vk, [=7— (Emor) ], [1EW (Info) 1.
[7/3> 7 (Debug) ] T7.,

THETEA AL ADFEEDERIN [XEY~ VU — (Configuration Summary) ] 7 1 & RUIZERR S
ESc RN

Cognitive Threat Analytics 7 % 74 D&/

48 HREIIC

« BRI NAC —E A& B ) — RCTHENCT 2 XE RN H Y £ (R0 NAC
F—t20HMME (5—) ZBR)

« http://cognitive.cisco.com/login 7> & Cisco Cognitive Threat Analytics (CTA) AR—& vz 7
A L. CTA STIX/TAXII #—E A& ZR LEF, FMIZ>WVTIE,  [Cisco ScanCenter
Administrator Guidel]] ZZM L T 72 &0,

« Cognitive Threat Analytics (CTA) 7 # 7 #%X, SSL & & HIZ TAXII 'u /L zfif L
T. CTAZ 79U RaR—V 7L, RSN lamMR LET, £o, o
Y R—RFLTWET,

AR TE DREIEAR NTICT X T ZEHEEZ A VAR — N LET, [E# (Administration) |
>[V AT A (System) |>[RERAZE (Certificates) |>[{54#H T X HREHE (Trusted Certificates) ]
>[A AR —1 (Import) ] DIAIZIER L, GEHEEZ A VAR—FLET,

)

CE) CTAIZWeb 7uxs aliCIP7 FLRAERFa—F 4L LTV R ENTWSa—H—
ID 2B L E4, BRI, IPT RLADEES, FaXxs o/ CHEMTFRER T NA 2D 1P

T RLUAR, Wty NT—7 DPIDOTFNNA ZADIP T LR LEBETHAREMERH Y £,

7o & 213 AnyConnect B3 L DA U » b b FURRHITA & —xy MIBE#EERT 22—
VT a— =G T 5 — AV IPEET RLUA (B0 10.0.0.X) A, NERy hU— 2 Tff
AESNTWEIEETETSITAX—FIPHFEAOT FLALBEAETHZERHY T, A—EHD
TNARNGERET 7 v a UBEHAIND Z EEBSARY Oo—%ERT D & &L, @Ry b

V=0 T=%7 7 Fx2BETHZ MRS ET,

CTA7SA JAMDHFERI JA T 74 IILDKRTE

B A X N T EIZ, CTA 7 % 7414 Course of Action JEEDE [nternal Blocking |
[Monitoring] . F£721% [Eradication] OWTFNNEIRLET, ZHLDOEICFKESNTHFT 1
77 ANVEERTEET,

| groLro [}
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BREOHCAD |

. Course of Action B # A LIFaIKR ) O —DERE

ATv T

ATy T2
ATvT3
ATvT4
ATvT5

[V — (Policy) ]>[A VU > —%iF (Policy Elements) 1> [7F 7] (Authorization) |> [G&FE7' 1= 7 7 A /L
(Authorization Profiles) ] %34 L £ 3 CiscoISEGUI T[A==— (Menu) |74 2> (=) #7 U v 7L
TEIRLET,

GBI (Add) 1%227 YV > 7 LET,

FFRTa 7 7 A VORI KO E A LET,
TIRRAZA T ERIRLUET,

WEEREEE A AT L, [25F (Submit) 1 %72 U 27 LET,

Course of Action EEZF{FER L 1=FrIR ) O —DKE

ATvT1

ATy T2

ATvT3

BA X2 bR SNy RARA VMO L THFRIAR Y O — 2% ET 21T,
CTA-Course_Of Action BMEAMFHCX £, ZOEMEIT[EE (Threat) 17 4 L7 N U THEH
TEET,

F72. CTA-Course Of Action BN THIN L — IV EERTHZ b TEET,

[AR U — (Policy) ]>[HR YU — 1> (Policy Sets) | ZER L £,

BIA Xy FISFE LTy RABRA Y MZOWT, BEFORY = b — LV EfmET 50, 72138 Ll
V= VEAERRT D E N TEET,

CTA-Course_Of Action JBMEEARET D7D DOFMZAER L, BWEUIRFTFAI 707 7 A LE2EID Y TES,
I ERLET,

Network Access_Authentication Passed AND ThreatCTA-Course Of Action CONTAINS Internal Blocking then
blocking (authorization profile)

GE) lnternal Blocking | 1£= > R7RA o N ORREEIZMEH T2 2 & 23458 S 415 Course of Action J&
‘(“\jqo

[PRfF (Save) 1227 U w7 LET,

TV RARA L bOBEBA XY MeZET 5L, CiscoISE X, ZDx=y FARA Vv MZ—%T 5
TR —RHDMNEI DT, T RBRA L IR T 7T 4 T7GAIZDH CoA % R
H—=LET, =V RKRA L IBRETTA OGS, BBA X2 OFERIERA < b LR—
MZBMSvET (H1E (Operations) ]>[L A — F (Reports) ]> &+ [/ NAC (Threat
Centric NAC | > [#& i1 -~ ; (Threat Events) ]) .

B zZEoxHLRre
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Cisco ISE TOMmHET 2 A > bovR—+ [

\)

6=

MWERETHZERHVET, 2211 2D A 7 T lnternal Blocking] &

[Monitoring] (Courseof Action JE:) ZEET5 20 HV £, ZDHA. lequals) HEA
FEFEHL T FARA V M EBREET 2FF R O—NEREINTWNDHE, = RARA Vv M

PRt S EE A, KICHIZRLET,

CTA-Course Of Action EQUALS Internal Blocking then Quarantine Systems (authorization
profile)

DA, = RRA VN EEEET AIIEEF AR U 2 —C lcontains] JEE &9 2 %3

NHY FES, RICHZRLET,

CTA-Course Of Action CONTAINS Internal Blocking then Quarantine Systems

CTAN1ODA T v b TEED Y A7 &N GIZEER T 5TV Course of Action J&

Cisco ISE TOEFBET7 A A > FOYR—F

Cisco ISE 1ZRDOWaFHTET A A v (VA) ma s AT L%— M — L HEE L. Cisco ISE % v
N —J 18T D RaBRA v hOWEFET A A MERZEELET,

* Qualys : Qualysi¥, £ hT—VIZEAZSNTWEIRAXYFT T I7A TV AEERTH 7
77 R_R—ZADFHfi > A7 5 CTF, Cisco ISE TiE, Qualys & i#{E L T VA #EFR 2 S
LT TR EHRETEET, BHER—INNLT AT AR ECTEET, TS X ok
ET HIIE, A—/N—EHEHER % £FD Cisco ISE EHLE T 7 7 > MMM ETT, Qualys
T X HIX, Qualys 7 7 U R H—E R L DOi@E(FIZ REST API Z#ffiH L £3°, REST API |2
T 7 EATHITIE, Qualys TR — VA MHERMPH G ENT2—F— T H U FRSNET
3, Cisco ISE X7k ® Qualys REST API Z#fli f L 7,

o [AA MY A FAPI (Host Detection List API) ]: =2 KA b DFcHi A ¥ v ik
REMERLET,

*[Scan API] : =¥ RARA > hDF T RAFy & MY H—LET,

Qualys IZ XV, TR T4 T 2 —HF—NEITTE 5 APl = —/LOFITHIR A S 4
EFT9, 774N OL— IR U X, 24 W] H 720 300 T9, Cisco ISE I Qualys
API N—2 2 2.0 ZfEM L T Qualys I[Z856i L £, 245D APLHEEREDFEAIIZ DUV T
I%. [Qualys API V2 User Guide] #ZSM L T 7E S0y,

« [Rapid7 Nexpose] : Cisco ISE [ZMafFPEE R Y U = —3 =5 " Cd 5 Rapid 7 Nexpose & ##E L
T, MEssteomt 2 EE L ET, UKD, 20X REBISREICHIETE D LI
720 £, CiscoISE I Nexpose 2> b it — % #%f5 L, ISE THE L7=AR Y v—IH
DNT, B EZ T LT FRA VP aREEL £37, CiscolSEX v ¥ ai— Finb, %
EZF LT NRA v bR L, WYRT 7 v a v 2R TTEET,

Cisco ISE % Nexpose U U —2Z 6.4.1 TT A FNEHATT,

s [Tenable SecurityCenter (Nessus A+ }) (Tenable SecurityCenter (Nessus scanner)) | :
Cisco ISE | Tenable SecurityCenter & 3845 L,  (Tenable SecurityCenter (Z & W EEL X1 5)
Tenable Nessus A ¥ v T D aggth 7 —# Z#ZA5 LET, £72. ISE THRELZARY v —

groLro [}
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B rstrex s rv—cxoambess

WZHEASWTC, BEA2ZITH RARA V MR L £9, CiscolSEX v ¥ 2R — Kb,
WEESZTHT RRA L MR L, WY T Vv a rEFITTEET,

Cisco ISE L Tenable SecurityCenter 5.3.2 T7 A hFA T,
T AT AT L N— M= b OFESRIT Structured Threat Information Expression (STIX) ZFKELIC

EHL I, ZOMEICESE, HEIE U TRAIEE (CoA) N U H—h, #7272 A
LYV RARA v M5 EnE T,

T RARA Vb OREFHPEIC B 2 I 230 D RFIENIE. & F SERBERIZESW TR D -
O, VAZ U T NEALTRITTDHZ LI TEEY A, =2 FARA 2 FONEggPEIZ B3 2 7
(Z P DRI 5 B 2 IRITR LE,

cMEIIET EA A N ma v AT A

« A% ¥ B OMEGINED Z A T

AR AR DIAT

CTAVAT ALV ARy F T IIAT URICED S THONDI Ry hU—2 VY —R L

VAT LY Y=

ZDOY U —AD CiscoISE T, IPvd 7 RL A ZEHO T RiRA v s OB st 2 254l ¢ =
F7,

MESBHET7ERAA Y N H—ERDEMEEETE

Cisco ISE THEFHMET B A A b B —E A EZFH I L TEHET HIZiE,. ROEEEITWVET,

ATY T BEPORINAC Y — 20 (53—)

ATV T2 ROBEEITVET,
«Qualys 7 # 7% (Qualys 7% 7 X D% (11 =) #&M]) ,
* Nexpose 7 & 7% (Nexpose 7 X 7 X DRE (14 X—) &)
 Tenable 7 & 7°4 (Tenable 7 ¥ 7% OFE (17 X—) BHM]H) |

ATw T3 BAIT a7 7 A LORE (20—) ,
ATy T4 WfaHiemr RiRA > N ERREET 20100 — L OFRE (20 =X—) |

ZhihE NAC H—EXDEIE
WMEFgVE L B DT X7 2 R ET HI2E. FT BT OM NAC — B A EZ G092 0530
HVET, ZOV—ERF, BANDIODORY —HP—E R ) — N TOREMNITEET,

ATy

B zZEoxHLRre
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Qualys 7 % 72 OFRE .

ATY T2 BEFLENACH —EREHMNCTHPSNOBRIHH T = v 7 By 7 AT~ —27 2T T, [t (Edit) ]
7 Vw7 LET,

AT T3 [T NAC — v 20480 (Enable Threat Centric NAC Service) | F = v 7 R v 7 All~—2 &hf
JET,

ATy T4 [Save] 7 Vv 7 LET,

EErEY Y
SourceFire FireAMP 7 % 7' % ®iB/ (6 ~—)
Cognitive Threat Analytics 7 % 7' % O3B0 (7 _X—)
CTA 7 X7 DF AT a7 7 A VDOFRE (1—)
Course of Action JEVEZ L L72FFr[ R U > — Ok E (8 X—)
BRI NAC P—E A (1 =)

Qualys 75 742 DEETE
Cisco ISE 1%, Qualys fi55tE7 A A > b =a v AT L&Y AR —FLTCWET, CiscolISE FAD
Qualys 7 % 7" # ZAE L T, Qualys & i#{E L. VARRZEUGT O MLERH Y £7,
15 H B HIIC
s RDZ—F— T I N EERTLMNERS D T,

R TR FRERETEXD | A— L MR % £ Cisco ISE D& HE = —
=T hT kN,

o BWHFMHENR Z £ Qualys D2 —H— T h 7 b

« Y72 Qualys 7A B A VTR Y T arRNhHDH I EEMERELET, Qualys LAR— b
oA —, FLyYN—Z (KBX) . APLICT 7 ¥ AT HHENH D £, FHMICHONT
L. Qualys 7V h w3 — V¥ IZBMWEDbEL I,

* Cisco ISE DfE#H T & HFEAE R b 7IZ Qualys h— N—FEBELY A A — b LET ([(EH
(Administration) ]> [FERA® (Certificates) ]>[fEBAEDO®EH (Certificate Management) ]>
[{EHHCX HREME (Trusted Certificates) ]>[f >R — K (Import) ]) ., J@Gl7e/L— k&
FIRERIE 23, CiscoISE DfEHHTE DAEIEA FTITA AR — RSN TV D (E72ITfFET
%) ZlEmERLET,

* Qualys API 1 ROWRDFELZSHL T IEIW,

* Qualys TCVSS A a7 BEMMIR > TWNWBZ L 2R LET ([LAFA—F (Reports) ]
>[RE (Setup) ]>[CVSS A =7 (CVSS Scoring) ]>[CVSS A =27 DA% (Enable
CVSS Scoring) 1) .

*Qualys (C=> RARA L FDIPT RLAREYT Ry b A7 RBEMENTWDZ L%
MR LET ([TEy b (Assets) [>[HAFT7TE > b (Host Assets) ]) o

cQualys 47T a L a7 A NNDLFINGD L EHERLET, A7 varrury
A WX, Qualys BAXF ¥ L DIDIFEHT LAYy F 77— T, WBiESh

groLro [}



BROHLRAD |
. Qualys 7 ¥ 72 DR E

FRAX v EEhA T ary Tud AL ERHHATAZ LR HELEST (o4
Tarii. U RBRALA U FOMACT RLALHEZRLET) .

« HTTPS/SSL (#"— b 443) %41 L C Qualys &i#{57 % Cisco ISE,

ATy

ATwv72 [BM (Add) 1227V > LET,

AT9F3 [ — (Vendor) | Ky 7 &7 UAR)DD, [Qualys:VA] ZER L £,

ATV T8 THETHALAZ L ADLRTEZ AT LET, =& Z21E, Qualys_Instance 72 & T3,
BRESNTWDTHTEA VAL ADY) A NG A MY 0 RURERENET,

ARTYTE RUF—AfRAZADY AT 4 RUEZEH LET, H L BEME 7z Qualys_Instance 74 7 % D
AT —H AN, [REWEME T (Ready to Configure) 11221 L 9,

ATy 76 [XTCYEE T (Readyto Configure) ] V27 %7 U v LET,

ATv 71  Qualys D EEE CROEZ AL, [k~ (Next) 1227V v 7 LET,

J4—ILF%& EiAA

REST APl 7R X + (REST API Host) Qualys 7 77 R&EHRA T B —/"—DR A b,
TY, ZOEHRITOWTIE, Qualys DI YEFITE
BINEbHELTZE N,

REST APl 7R—  (REST API Port) 443

[—#—4% (Username) ] EELHEMEIRZFF Qualys D —F— T H 7 R T
KR

[Password] Qualys L —H— T H 7 hD/RAT— KT,

[HTTP Proxy Host] FTRTOA U Z =Ry N NT T 4w T HN—T 4

VITAEYCEREENTET aXx Y == D
HEEE. Ty b= NR—DKRAX N EATIL
iﬁ—o

[HTTP Proxy Port] TuXxy = N=NERT LR - FE T AL
£

Qualys —/R—~DEEGENHEL SN D &, Qualys AF ¥ T DY A &G [AFx vy T~y Y (Scanner
Mappings) |V 4~ RUNRRRINET, Xy T —7 015D Qualys AX ¥ NI DY 1 > RUICER
INET,

AT T8 CiscolSENRNA LT~ KR AFx ¥ NIEHATEHET 74V FORAF Y TR L ET,

AT T [AFXx I~y ELTIZxT % PSN (PSN to Scanner Mapping) ] fHIK T, PSN / — RiZxfLCT1 2L LoD
Qualys AX ¥ F 77T T AEFINL, [R~ Next) |27 Vv 7 LET,

[FEAMEZE (Advanced Settings) | Ry 77 v 7D 4 RUBREKRINET,

B zZEoxHLRre
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Qualys 7 % 72 OFRE .

ATY 10 [FEMERE (Advanced Settings) 17 4 > RUIZIROMEE AN LET, 2OV 4 RUDHREIL, AT~
YRAXRY B NI T =ENDNE I D FITRBEDAF v URERD VAR SN0 E 5 ek

t’]\/\iﬁ—o
T4—ILE& Bl
#7332 FaT74)L (Option Profile) Qualys 232 RARA > FDAF ¥ D72 dIfEH

TEF S varrard s A VEERLET, T4
NN FTvarTaTdrANVThHD, (AT
> = > (Initial Options) ] ##IN TX F 7,

REDAF v URER-FvIRE

NHEMADREDRAX v UHREDFz v IR (Lat| (KA MEHY A N APILOT 7 & L— MMIEE
scan results check interval in minutes) LET) BRBBICEBEOAX v UERAZHEF - v
T HMEND D, pEAORRERE T, A7
DI 1 ~ 2880 T,

REDAX vy URERENF VI ENLFORAER| GRX MU 2 FAPIOT 7 & 2 L— b5
% (Maximum results before last scan resultsare LET) Fo—|IBEINTEAXy D EROMMN T
checked) ZTCHRE SN KB B T 6 . [ AL O
BODOAF v UFEROF = v 7 Bk (Last scan results
check interval in minutes) ] 7 4 —/v R CT{RE I 72
REEIR DORNC L DA F ¥ FERDTF = v 7 i
£, ARHREPHIE 1 ~ 1000 T,

MAC 7 KL ADHEER (Verify MAC address) [IZVy (True) ] 721 Wz (False) 1 T, [I%
VN (True) JICE%E L7284, Qualys 2> 6 D& D
AF ¥ UfERITTZY RRA LV FOMACT RL A%
GEUHEICOREHENET,

AF ¥ UDORE

DHEEDAFv> ) H—REE (Scan trigger (AX ¥ APIDOT 7 A L— MIEELET)

interval in minutes) BRgIctT T RAF YR NI H—&EN 5,
Sy BN ORFMR T3, ARh7RHMIL 1 ~ 2880 T
TO

AFEY N M) A—SNBHDRRERE (AF ¥ APIDT VA L— MNIEELE7)

(Maximum requests before scan istriggered) F o — IR INTZ ATy VEROENZ ZTHRE

SN KR EBZ -6, [DHEALOAF v b
Y 77 —Fjk&E (Scan trigger interval in minutes) |7 « —
b R THRE SRR ORI A > 7= B A
Fr oM M) H—SnET, AL~ 1000
<7,

I groLro [}



. Nexpose 7 5 74 MDERTE

BREOHCAD |

J4—IJLF4A

Bl

DEEDRAFT YU RT—2ADF v YRR (Scan
status check interval in minutes)

#2187 |2 Cisco ISE 7% Qualys &i#fE L TAF v D
AT =S A% F =y 75, HEAORERHHT
o ANZREIMIE 1 ~ 60 TI,

EEFIC b)) A—TEDRXF v 28 (Number of scans
that can betriggered concurrently)

(ZOATva i, [Axxy T vy BT
(Scanner Mappings) ] Hi[H C& PSN (I~ v B> 7
ENTVDHAF ¥ FOBITIKF L TWET) HFA
X FIEARFIZ 1 DOBERO B A LB TE F 7,
PSN IZHEBDAX ¥ T E2~ v B 7 LTWEGE
I, BIR L7 AT v TOHIZE SN T Z OEEHESC
TENTEET, ARRHEMIZ 1 ~ 200 TY,

DEEDAT¥Y> A4 LTk (Scan timeout in
minutes)

RIRBIZ AR Y VBERDNZ A LT T 8T 5, SHNAL
DOFF T, AF YV BERPEA LT T RTHE,
T T — APNERRSIVET, AR7REFHIX 20 ~ 1440
T‘g—o

AEXvFTLEDEESINDIPT FLRADRKE
(Maximum number of | P addressesto be submitted
per scanner)

ALEROD 728512 Qualys ([Z4E SN D H—DEK |
F o —BELTE DEROHA R LET, ARN7RHIH
I% 1~ 1000 T,

TETE O J7AILADGOYT LANLORER
(Choose thelog level for adapter log files)

TETEROO T LoV @R LY, HTE
HA T aiE, [7— (ERROR) ], [E#
(INFO) 1. [F3vZ (DEBUG) ], [hL—2=
(TRACE) 1T,

ATv7TN
ATvT12

[k~ (Next) %7 VU v/ LT, HRRELMHERLET,
[58T (Finish) 1272 V> 27 LE7,

Nexpose 7 4 732 DELTE
Cisco ISE H @ Nexpose 7 # 7% % {Ef L T, Nexpose & i{E L. VA fEREZTSGT HLENH
D ET,
4R SRS
« Cisco ISE THE LI NAC h—EAZEH L TWDHZ MR LET,

» Nexpose Security Console (ZR2 27 A > L, 2—H—=Th 0 MEER L CTROMEREZ Z 07
BTy M LET,

o VA FOEH
o LAR— bk DIERK

B zZEoxHLRre
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AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy 17

ATvT8
ATvT9

Nexpose 7 5 72 DR E .

* Cisco ISE DE#H T X HFEHE R k712 Nexpose — N—FEHELZ 4 VAR—FLET (&
PE (Administration) ]>[fEFA#E (Certificates) ]>[RERAE DL (Certificate Management) ]
> [fEE T & 25E3E (Trusted Certificates) >[4 AR — K~ (Import) 1) . EHl7e/L— k&
HRERIE DY, CiscoISE DEHHT X HAEIEA E7ICA AR — S TWD  (E7I3fEE
T5) ZEeEhMmBLET,

« HTTPS/SSL (R— k 3780) %41 L T Nexpose & {53 % Cisco ISE,

EM (Add) 127Uy LET,

[ #— (Vendor) | K7 Z 72U 2 k)6 [Rapid7 Nexpose:VA] 38R L 9,

THETE A AR ADLRIEANTILET, 72& 21X Nexpose & AT) LET,

RESNTNWAT X THA VAL ADY A NG Y A RNY 4 RUBRFRINET,

RUH— A VAR ADY AN 4 FUEBHLET, HLBIMEIL7 Nexpose 7 X4 7 X DAT —
B AN, [REEMFET (Ready to Configure) 1 1ZZ{L L ET,

[BXEUEMESE T (Ready to Configure) | V> 7 %27 Vv 7 LET,

Nexpose D% E M CROEZ AT L, [IR~ (Next) 1227 U7 LET,

J4—ILF& A

[Nexpose /R X b (Nexpose Host) ] Nexpose T —/3—DHRA R,

[Nexpose R— k  (Nexpose Port) ] 3780,

[r—H%—4 (Username) ] Nexpose HHAE L —H— T H T |,

INRT—F Nexpose EHE 2 —HF—T AW T NO/NAT— R,
[HTTP Proxy Host] TRTOA U Z =Ry N VT T 4w T HN—T 4

VI HEICRESNET O "=
HEAT, Taxy —NR—DOFRA N EATIL

iTO
[HTTP Proxy Port] TuXxy =N =NERT LR - R T AL
£

[k~ (Next) 1 %27 VU v 7 LU CHEREEZRE L E T,

[FEMERE (Advanced Settings) |17 4 > RUICIKDEEZ AN LET, O 1 v RUOREIX, AT~
YRAF Y B R T =ERLDE I, ETERBEDAF ¥ URERD VA IR SN D0 E 9 hER
ﬁbij—o
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. Nexpose 7 5 74 MDERTE

EHOHLAD

J4—IJLF4A

Bl

BHIAX Y UHEROF VI DERE

[RFRAX VY UBREZTF vV 5MERE (H5EA)
(Interval between checking the latest scan resultsin
minutes) ]

AT A v UG RE AR T 5 £ ORI
(SYHELL) o Ah7e&PHIT 1 ~ 2880 T,

[BRFRAF v UREREEDET DN A—LLEHRE
E3R% (Number of pending requeststhat can trigger
checking the latest scan results) |

AT Y Vi RE T = v 7T 50 (HALD)

(Interval between checking the latest scan results in

minutes) |7 o —/V RIZHEE L7 B2 R L T
RNGETH, Fa—IOREK SN A S ¥ CERD
BRI TRET DRABEBEAD & i Ax ¥
VRERDMERS SE T ARNHFHIL 1 ~ 1000 T
R

MAC 7 FLAD#EFR (Verify MAC address)

[1ZVy (True) ] E£721E Wz (False) 1 T9, [
VY (True) ]IZERE L7834, Nexpose 2> Dtk
DAFX ¥ UfERIZ= RARA 2 FOMACT KL A
EEDHEAEICORMER I NET,

AEXvUDEFE

[BYA FORFr > b A—FERE (HEAL)
(Scan trigger interval for each sitein minutes) ]

Ay N M) H—3NDFETORBEE (OHE
) . BHRh7e&FEIE 1 ~ 2880 T,

[BEHA FORFY D M) AT—LHEHREBERD
# (Number of pending requests before a scan is
triggered for each site) ]

Fa— IR S NI AF v VELROEN Z 2 THRIE
SNTeIRREEBA TG, (A% M) T—MH
fE (/A7)  (Scan trigger interval in minutes) ]

7 4 —)V R THIE S A7z R R 23 a3 2 BTl A
FroN M) H—SnET, AL 1~ 1000
<7,

DEEODRXEXy > A4 LF7 D+ (Scan timeout in
minutes)

BOBBIC AT ¥ VERN S A LT U M5, AEAL
DOIFETT, AXy VERNXA LT U T DL,
T T — APERRSIVET, AL 20 ~ 1440
‘(3‘?‘0

[REYVERBICM) A—TEEHYA FOH
(Number of sitesfor which scans could betriggered
concurrently) ]

AFx v U ERIFHZFEITTE DA ok, A7
PHIZ 1 ~ 200 T,

BALT—

Nexpose V—/S—=THEINTNDLF A LY =T
HANWTHA L = BFIRLFET,

[HTTP A A L7 b (FEfL)
seconds) |

(Http timeout in

Cisco ISE 7% Nexpose 7> 5 DIiE % Fi% 3 2 REfE
bR, A %h7eaPHIL S ~ 1200 T,

B zZEoxHLRre
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Tenable 7 4 72 E ]

T4—ILF4& B

BHIAX Y UHEROF VI DERTE

TETR2 AT J74ILAOAYT LANILDOER TETIMOR T LN VEBRLET, #ATE
(Choose thelog level for adapter log files) HA 7 a1, [=7— (ERROR) 1. [1E#
(INFO) 1. [78v 2 (DEBUG) ], [FL—2
(TRACE) 1T,

ATV 10 [k~ (Next) 1227V 7 LT, WBHERELMHRLET,
ATy IN [587 (Finish) %27V v 27 LET,

Tenable 7 % 72 MEXTE

Cisco ISE 73 Tenable SecurityCenter (Nessus A% v ) &5 L., VAFERZEIEGT H7-0I121T,
Tenable 7 % 7" 2 AR D MENRH Y £7,

186 BHEIIZ
A\

(G¥)  Cisco ISE C Tenable Adapter % 7% &9 % AiflZ, Tenable SecurityCenter CIR DIHH % 5 ET 5 5
NH0FET, ZHDOREICOVTIL, Tenable SecurityCenter D~ == 7 /L AZ B L T 72 &
AN

» Tenable Security Center & Tenable Nessus Vulnerability Scanner 731 > 2 h—/L STV 5
ED3 &V £7, Tenable Nessus A ¥ ¥ T OXRERFFIZ, B8k (Registration) ] 7 4 —/L KT
[SecurityCenter C/& P (Managed by SecurityCenter) ] % /7 318R L £ 7,

» Tenable SecurityCenter C Security Manager HEfR Z > — W — 7o v M EER L £,

* SecurityCenter TV ARY MU AR L £ (BHE = 7 A A EH LT Tenable
SecurityCenter (22 714 L, [UART MU (Repository) 1>[EM (Add) JZZRLET) .

cURIMVICAF Yy URBOT Y RARY MNP EHHEAZBEMLE T,
e Nessus A% ¥ F#EBMLET,

e AX L S—UEER L. ER LT ATy V=l INHDAF YL V— Iy
B SENTWARZYFIC, IPT RLAZEID Y TET,

s ISEDAF ¥ R —Z/ERKLET,

T IUT AT AXy U EIBINL, ISEAFR ¥ R S —ICHEEMITET, RTEHEH & ¥ —
7w~ (IP/IDNS 4) Z#&HELET,

o VAT LFEE & )V— FREE % Tenable SecurityCenter 7> 5 27 AR — K L, CiscoISE @
FEEHTELFEER 7L/ v AR— ML ET ((F# (Administration) ]> [FER]H

groLro [}
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B e 7575080

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy T17

ATvT8
ATvT9

(Certificates) 1> [fEFAE D& HE (Certificate Management) > [{E48H C& 2FEHE (Trusted
Certificates) >[4 »AR— T (Import) ]) . @HI7Z/L— k& FRIGEAZEAY, Cisco ISE DfF
FHTEDIEHERA MTIWZA VA= FENTWD (FREGFET D) ZE2ERLET,

« HTTPS/SSL (7R— h 443) %4> L C Tenable SecurityCenter & {535 Cisco ISE,

GEM (Add) 1227 Vv 7 LET,

[N — (Vendor) | Ru v 7% 7> A R)D, [Tenable Security Center:VA] % &R L £ 7,
THETEA AR ADLRTE AT LET, 72& 21X, Tenable,

RESNTWDT X TEA L AZ L ADY A 2GRV AT 4 RUBRKRSNET,

RUL— A VAR ADIV AN 4 Ry EFHLET, HLBIMEI7zTenable 7 ¥ 7 X D AT —H
AN, [REHETET (Ready to Configure) 1122 L E 7,

[RTUENE T (Ready to Configure) |V > 27 %27V v LET,

Tenable SecurityCenter D% & [ [l TR OfEZ A ST L, [k~ (Next) 1&27 U > 27 LE7,

J4—ILF%& SR BA

[Tenable SecurityCenter 7R X + (Tenable Tenable SecurityCenter D7 A k44,
SecurityCenter Host) ]

[Tenable SecurityCenter 7R— k (Tenable 443
SecurityCenter Port) ]

Username Tenable SecurityCenter TEF = U 7 4 v R — U ¥ #E
[BAFE>zZ—F— T hHw o hO—WF—4,

[Password] Tenable SecurityCenter TE X = U7 4 ¥R — ¥ #E
[REFFOL—H— T hH T hORAT— R,

[HTTP Proxy Host] FTRTOA v —Fy N VT T4 v T ENL—T 4
YITTRHEICRESNIZT e XY ==
HEAIT, TaXs —NR—DOFKRA N EATIL

\ij_o
HTTP 7R % < /R— k (HTTP Proxy Port) TaXxy == EHT LR — FESEAL
e

Next] 227 U v 7 LET,

[FEAIERE (Advanced Settings) ]V 4 &~ RVICIROIEZ AT LE T, ZOU 4> RUDREIX, A7~
VRAF Y UN NI —ZNDNE DD ETATRBED AT ¥ UHERNS VAIER SN0 E ) 0 E ik
ELET,

B zZEoxHLRre
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Tenable 7 4 72 E ]

J4—IJLF4A

B

1)7RT ~ 1) (Repository)

Tenable SecurityCenter TYERK L72 U R Y kU %8I
L/ i ﬁ—O

[R¥F+ > KR 2— (Scan Policy) |

Tenable SecurityCenter T, ISE FIZ/ERE L7z A ¥+
VAR U—EER L ET,

BHAX Y URBROF T VI DRE

[BRFRAX Y URREF v I T DR (B4
(Interval between checking the latest scan resultsin
minutes) |

AT A v U EMRR T 5 £ TORRIME
(I HANL) . BZhedBEIX 1 ~ 2880 T,

[BRFAX Vv UREREHRTDHI NI A—LLGEHRE
E3R# (Number of pending requeststhat can trigger
checking the latest scan results) ]

AT ¥ VAR ETF = v 7T 5 (5 HEAL)

(Interval between checking the latest scan results in

minutes) |7 4 —/L RIZFE L2238 L Tu
RONGEAETH, Fa—ICBINTAF v VERO
BN ZCHRE SN KRB B R T256 . Bt A
F v URERDHERR SIVE T, AL 1~ 1000
T, T 74N ME 10 TT,

MAC 7 KL ADHEER (Verify MAC address)

[IEVy (True) 1 F72id Wz (False) 1T, [IX
VY (True) JIZERE L7244, Tenable SecurityCenter
D DEFIAF v UAERIT, =2 RARA » FOMAC
T R ARG EICOMER SN ET,

AX v UDERTE

[BYA FPORFy > b H—TERRE (DB
(Scan trigger interval for each sitein minutes) |

FoTFw U R AR N NI H—ENDE TORF
RIfkE (HAL) . A2h7e&iFEIE 1 ~ 2880 T,

[RFEXYUD ) A—LGEHRBERDE (Number
of pending requests beforea scan istriggered) |

F o — TR S AU A v CESROBD Z 2 THRIE
SN REEBRA T HE, [AF vy MU AT—H
f@ (43HAL)  (Scan trigger interval in minutes) |

7 4 —)v R CTHRE S - R BE 3 2 iz A4
VTR RAXYy R NI —SNET, A%
#iPHIL 1 ~ 1000 T,

DEHEDAXTY> B4 LTI+ (Scan timeout in
minutes)

FBOBBIC A v VBRI Z A LT 7 T A (4
HALD) T, AF Yy VERNRXA LT T 5L,
T I —APERINET, BREFHIX 20 ~ 1440
<7,

[MiFNEITAIEEAZ R ¥+ > D (Number of scans
that could runin parallel) ]

RIRFIZEITTE D AX v O, ARh72#IX1~
200 T9,

[HTTP 2 A LT & (FhELL)
seconds) |

(Http timeout in

Cisco ISE 7%° Tenable SecurityCenter 7> &5 O 325 % £F
B3 2 R, A2 ZREiPHIZ 5 ~ 1200 T,

BROH LA .“
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B =707 08x

T4—ILF4& B

FATR2 O J74)LAOOY LA)LDER TETEROa T LV ERRLEY, HTE
(Choosethelog level for adapter log files) A7 a ik, [=F7— (ERROR) ], [1H#H
(INFO) 1. [F3v 7 (DEBUG) ]. [FL—2A
(TRACE) 1T,

ATYF10 [k~ (Next) 1227 U v 7 LT, kR EEHERLET,
ATFw 7N [527 (Finish) 12727V v 27 L£7,
ZERI O 74 ILDERE
Cisco ISE OFFR[ 7' 7 7 A )W, MEFHENIRWINT Y RIRA V N2 AX Y T 54T v a v
DEENDEITRVELE, AX vy VOEMORFETEZRINTEES, £, ZhHDX
Xy ORMBERERET 22 b TEET, FAIT0 7 7y A NVEER LIk, BEFORBAR
U — b= UIZEAT 50, £ LWVRARY — b— L2 ERTE £,
1R BHHIIZ
B NAC P —ERAEZENC L, R F— T H T RERETHLERHY 3,
ATv 1
RTw T2 FHOHR T a7 7 A NVEERT D0, BEFEO7 a7 7 A VERELET,
ATw T3 [HiEX A7 (Common Tasks) ] fEIKC, [MaF5tE% 395 (Assess Vulnerabilities) | =~ 7 Ry 7 A%
F AT LET,
RTYT8 [THTH A AKX A (AdapterInstance) | KR v 7 H T2 URA KNG, RELILERVE— T X T X ik
RUET, 72& 21X, Qualys Instance 72 & TI,
ATYTE EHBEDAF v UNLDOEMATIFA IRy 7 2L REWVESIE. NI T—RAFy o DORF v U HEEY
REfRI AL C A LET, ARh7Z2&BHIL 1 ~ 9999 T,
ATv 76 [LoMEEMH L CEHMICTHMET S (Assess periodically using above interval) | F = v 7 R v 7 A% 4
WLET,
ATw 77 [Submit] Z27 VY v 7 LE7,

MEELTY FRA 2 FZEfRBET SHI50IL—ILDERTE

BN — N ZBRE L, MagiRT s RARA » b7 78 A% HIRT 21203, ROMFIHET & 2
A MR ERATE T,

* Threat:Qualys-CVSS_Base Score
* Threat:Qualys-CVSS_Temporal Score
* Rapid7 Nexpose-CVSS Base Score

B zZEoxHLRre
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rE7 s r0s |

* Tenable Security Center-CVSS Base Score

* Tenable Security Center-CVSS Temporal Score

NSO BYEIL [EE (Threat) 17« L7 b THEHATEXE4, ARMEO&IIIZ0~10 T

B
T2 RRA VN OWEEE. 77 B ADHIR BIOR—=ZL~DVZA L7 ) | E-3EROIE
HOWTNNERINTE ET,

AT9 1 [R) >— (Policy) 1>[R— v b (Policy Sets) | #i&IR L 7,
BEfFORY o= — NV EHET D0, FTIEVARBREOT = v Z71I2HOWTH LIS L— L 2B L &

j—O
ATY T2 Qualys A7 ZHER L TR 70 7 7 A NV EEID B THDDOREEERLET, RICHEZRLF
7

Any Identity Group & Threat:Qualys-CVSS Base Score > 5 -> Quarantine (authorization profile)

ATvF3 [Save] &7 Vv 7 LET,

M7 A O
CiscoISEZIX, VAV —ERAD NT TNV a—T 4 7 DbDOROB TRHY 7,
e vaservice.log : VA 2 7 FRNAEENTEY | TC-NACH—EAZETL TS/ — R Tl
FHEETT,
e varuntime.log : =2 R4 b & VA 7 e —|ZBTAE#RNFENTEBY, E=FV 7
J—FR&, TCNAC r—ERZFITLTWD /— RTHEHFEETT,

« vaaggregation.log : 1 Fffi] & & ICTIEE SN D = RARA > F ORegtEic BT D HHmAE £4L
TEY, 7IA~VER ) — FTHEHRTT,

S TE HAEDRE

WDOFRTIE, FETCEXIUMHEO RE [Edit) | V4> RUDT 4 — L RIZOWTHALE
T ZOU 4 FUTCAGEHEDEBEARELET, ZOX—V~DF S =303
%, [BE (Adminigtration) 1>[2 X T L (System) ]|>[GEBAE (Certificates) | >[{E3ETZ %
FEBAE (Trusted Certificates) | CJ, fRET DEH CTE LFEHEDRICH LT = v 7Ry 7 A
BEAACLT, [ (Bdit) 127U v LET,

R 1MEHETEHAAETOHEERTE

J4—ILF%& FRLEDHTA KSA4 Y

FERAEFTTIC (Certificate Issuer)

BHOH LA
|



B zaczzamzo:

BREOHCAD |

J4—ILF% FREDHA KA

JLY K% EHEOTZ LU RIVZEZANLET, ZHEA T a7 4 — KT
(Friendly T 7Ly RUAEATILBWEEIE, RO TT 7 4L MR ERS
Name) WET,

common-name#i ssuer#nnnnn

Status (RT7—4%
)

Kay7Zo U R 05 [F%) (Enabled) ] 7213 %) (Disabled) ]%
BN F9, FEAENEDIC /> TV DA, CiscoISE IEHH D MESTLIFE
BAEAZMHLEE A,

A

(EE) iz AN LET,

7 ik

ISE NDEERERAIZ
1=|$ET %) (TrUSt

for authentication
within 1SE)

ZOFEAET (fthd Cisco ISE / — RFE 721X LDAP — =0 50) $—
IN— E%E%ﬁﬁmuj—éia/\ :@7‘1 /7Z]</77<%21“‘/G: Lij—o

92477 NEREE
H XU sydog AIZ
£33 5 (Trust
for client
authentication and

Syslog)

([ISE NOFRGER G *E‘?‘%f) (Trust for authentication within ISE) ] F = »
7T/7X78ﬂ“/& L7=5E 2R Y A Al aE) Z OFEBREZ A L“CD*(’%
1THoHBEE. 2OF v ﬁy? A& F AT LET,

«EAP 71 k= /L& f#i ] L7= Cisco ISE [ZHfi 95— Rk A > &3

e syslog r—"—Z{EHE L £,

SIBAER—ZADE
IE%HIL nIEFﬁ ! {n *E
9% (Trust for
certificate based
admin

authentication)

COF = IRy I AEAACTE DD, [7 T4 T > MRS L USyslog
FZIE%E3 %  (Trust for client authentication and Syslog) ] 23R X T\ %
BEDHTY,

BHEET 7 7 AOFERES—ZAOFGEDEA 2 FHMNT HI121E. ZOF =
TRy I A A A LET, [BETXDAEHEA M TICWERFEAETF = —
VEAVER—MLET,

YR HY—EXR
DFREEAIZERET

% (Trust for
authentication of

Cisco Services)

74— R —E RO A —ERBEFETHTHIZD
HERATAHEE. ZOF v IRy 7 A F A LET,

AT

B zZEoxHLRre
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gEczsanzon:

J4—ILF4&

EREDHA RZA4 Y

SIRERXT—4 R
DFREE
(Certificate
Status
Validation)

CiscoISE X, FFED CANFITT SV 74 7 > b EITY— N—FEHED
RNAT =R A TF 2w I TDH2EBYDOHEEZYR—FLTWET, 1
2D J7¥EIE, Online Certificate Status Protocol (OCSP) % i il L CRERAE
ZREET 5 Z L T3 (OCSP 1%, CAIZ X » THREF &S OCSP H—E %
WCERZITWET) , 2 2DDHEIE, CiscolSEIZCANB X T a— R
U7cREERZ Y A b (CRL) EBRA L CGEHEEZRGET S Z LT, &
HHDOHEL, OCSP ZHRMNCHHA L CTAT—Z A& | TE & &I
FfRYU CRL #3255 AICEHTEET,

OCSPH—EXRIZ
x L CHREET %

(Validate
Against OCSP
Service)

OCSP #— b R |Zxf L CREBEAMRGET HI21E, 20T =7 Ry I A%
FACLET, TORY I AEF T HITIE. FTOCSPH—E R EE
T HMERHD F9,

OCSPAFRBA%ZE X
T—RARAERLT:
BRIFEREES
9% (Regect the
request if OCSP
returns
UNKNOWN

status)

FEBE R T — & Z R OCSP H— B 2 L » THIBr S e o T2 A s Bisk
EHEETHICE. ZOF 2w IRy I AEF NI LET, ZOF =y
Ry 7 A A A2 Lz, OCSP —E R L > TR AT — X AfH
DIKEID & CiscolSEIFBIEFIL T\ 527 74 7 > MEIF——
AEAEAEG LET,

OCSPILZRIAE|
ETRELGIGEEE
KEEET S
(Reject the
request if OCSP
Responder is
unreachable)

OCSP JEZMRIMNBIZEARFE R EE 1T Cisco ISE WERZIEST HI21E, 20
Frv ARy I AEF AT LET,

CRL DAY
a—FK

(Download
CRL)

CiscoISE CCRLEZ X U — R$H00%, ZDF v IRy At
WZLET,

CRL E2{E URL

(CRL
Distribution
URL)

CANBCRLEZA U u— K450 URL Z AN LE9, #RILFIEHA
ETHEEINTWAEA., 207 4 —/V NIZEEMICHEAAENE T,
URL /Z Thttpl . Thttps) . F721% (dap) THEDHHLERH Y £,

CRL OH15
(RetrieveCRL)

CRLIX, HEIWELIIEHMWICA v rr— RTEET, Fvrn— ROk
fIfRIbR 2 e L £ 9

groLro [}
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AT

VRO MDD

BREOHCAD |

download failed,
wait)

J4—ILF% FRLEDHTA KSA4 Y

Ay 00— KA | CiscoISE 78 CRL & ¥ 4 7 > 11— K95 % TIZ Cisco ISE I ML B ikiT %
BL-SEEF | ST A2 ERD DRI E R E L 7,

I35 (f

CRL ZZ{E L%
LM5EE CRL 1REE
EINAINRT B
(Bypass CRL
Verification if
CRL isnot
Received)

*@%I/&f/&x%ﬁy L72A. 7747 MERIT CRL 3%
FBENHENIZTANONET, ZOF=2v IRy 7 A4 7L
AL BIRLIZ CAICL > TEBL SNEEHELZERT 2T _RTCOI T4 T
> MERIT, CiscoISEICL > TCRL 7 7 A A ZEENDETHE SN
3

CRL AEFED
TR, FIX
RN DIGE X

#|MR9 5 (Ignore
that CRL isnot
yet valid or

expired)

CiscoISE TRt H E IR A ZMMHEA L, 7T 77 4 7 TRODETZITHIR
Y ® CRL 23| ZfX{FHH L. CRLONKIZH ST EAP-TLS RiF# 7
HEFIIESTAEESIT. 2OF v IRy 7 AT LET,

Cisco ISE C [A%hH (Effective Date) ] 7 4 —/V RO H & [IROFEHT

(NextUpdate) |7 4 —/V ROWIRHA CRL 7 7 A LV TCTF = v 7 T 555
X, 20T = IRy 7 RAEFT7IZLET, CRLIELT 77 4 7 Tldis
W, FEMIREINOEA . T D CAIL L » TEA SN EZ A
THT R TCOFRIITHES SN ET,

EELEY D

[RIRCE DAEAEA L7
RIFC & 2 AEA B O

>+ RDEE

INHDY 4 FUTIE

BHTEET,

)

ax AE

F2:URY MY DEE

I T TG, BROT A HEOREREH L TT -2 &

J4—ILFK FREDHA ESA4 Y

YRT kY UVRY N OLAHTIZEAT LET, &K 80 LFORBTEMEHTEET,
(Repository)

[Protocol] T AHEARER e haro 1 SRR LET,

B zZEoxHLRre
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roFzoknvsryIonE I

J4—ILF

EREDHA RZA4 Y

HY—nN—%
(Server Name)

(TFTP. HTTP. HTTPS. FTP. SFTP. BLXU'NFS TWZH) VAT FU D
VERRSE — N—D R A M FET-IZIP 7 KL 2 (IPv4 £721 IPv6) & AT)
Li‘d‘o

GE) IPv6 7 FLRAZFEHA LTI ARY M) ZBINT 588415, IPv6
7 RURAZHEHALUTISEethO f > —7 = A ANHESI N TV
HIEHEMRLET,

Path

URY U ASONRRZ AT LET, 2O/ X%, URY U OFERFFICH
THY ., FELTWDIRENRDY 7,

ZOMEIE, = R—DN—F F 4 L7 N ERT2ODZRT v 2 (/)
FRFE ORIy 2 () TRBTEEY, 2720, FIPZ 2 ha Lo
B, B—DRAT v o () 13— T4 L7 MY TEHZRLS, a—h
FNRAAKR—=LT 4 L27 FYDFTP ZRrLET,

PKI BBEE = A %N
LET,

(A7 ar :SFTP UARY h VDA H) SFTP VAT kY TRSA A
B —GE2 AT DI, ZDF 2yl Ry A4 T LET,

[User Name]

(FTP, SFTP T#ZH) € SN2V ——|ZxtT D E X IALMER & Fo
a—HF—HEANLET, 2 —PF—KIL, EHFLE - /@3 LFEED
HZLEWTEET,

[Password]

(FTP. SFTP T#ZE) HRESNT-V——~DT 7 B AT 5 /8%
T—REANDLET, NAT—=RIFEHTESXCFE, 0~9, a~z, A
NZ\ TN e ‘\ @\ #\ $\ /\\ &\ *\ IS +. Eiw:?b@‘o

EErEYD

Ny 2Ty THETRYRY Y
YR~ U DR

— > » O E I_l_I
ToTRUOENYD TV TDEE
ROETIE, N 7T v T HALBEOR R CIRGT 572D TEL[AVTIV RN I T Y
7 (On-DemandBackup) | V4> RUD 7 4 — )L KIZOWTHBHLET, 20T 4> KU~
DFeHF— 2 A, [EE (Administration) 1> [ X T L (System) >[Ny 2 T v T
T (Backup & Restore) ] T,

BROH LA .“
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BREOHCAD |

RIUAVTIVRNRYITYTDERE

J4—ILF4&

FEREDAA RS2

547

WONWT P ERINLET,
[BRET—2®D/N\v YT v T (Configuration Data Backup) ]: 77V
r—3a VEAB B LN Cisco ADE A L—F ¢ F VAT Al )7 O
T — 2N EENET,
ERT—2®D/N\v%Y 7 v T (Operational DataBackup) ]: E=4# 1V
VIBION T TN =T 4 T T RNEENET,

Ny YTy T4
(Backup Name)

Ny 7T o7 Tr7ANVDLETEATTLET,

R M4
(Repository
Name)

NPT T T7ANERETDHIRT NI, ZZIWCUVFRT NILAEANT
TAHZELEFTEERA, Ruy7F o UX IR RERY AT MY
DHERINTEET, Nv 7T v TOFATRICY ARY MY ZER LTS
ZEEMER LT IEEN,

Encryption Key

ZOF—F, NI T T T A NOIE SR LOMBICHEH ShET,

EErEY Y

NPT T T—=BDEAT

I T RBIOATY Y a—L RNy 0T v

Ry 7T TR

N 7T T DOIEK

Cisco ISE 18 o #/E

FRAERB L OFFAR Y —FREDT 7 AKR— bk
FHERBECOTF7A~Y J—Rewh ¥ ) — ROFRH
FUT U RN I T T OFAT

AT a—ILIN\v O Ty TOHETFE

WOETIX, TN T T ERITE NNy 7T TOETIMEHTE L [A TV a—A N y
277 w7 (ScheduledBackup) ] 7 4> KUD T 4 — )L RIZOWCTHHLET, ZOv 4 Ky
~OFTESF =g o R, [EE (Adminigtration) 1> [ X T4 (System) >[NV Ty
71185t (Backup and Restore) ] T,
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25a—nnys7yInkz [

Table 4: RS2 — LN ST v TOBRE

J4—ILF4&

FERLEDAA RS2

547

WONWT P ERINLET,
[BRET—2®D/N\v YT v T (Configuration Data Backup) ]: 77V
r—va VA LN Cisco ADE AL —F  »J U AT Al 7 O
T — 2N EENET,
ERT—2®D/N\vY 7y T (Operational DataBackup) ]: E=% 1V
VIBION T TN =T 4 T T NEENET,

[Name]

NI T T 77 A NVDOLRTEATTLET, EEODLNY LT WARTE A
JICEET, CiscolSEX, NI T v S Ty AN EALAZ T %
BILT, Z7A4 & VRY MVITKEMHLET, B0y 7T v 7 2AE
RTDRIICREL TS, —BER/NANY I T v T T 7 ANAE/GDHZLRT
EFET, [AF TP =2— v T v 7 (Scheduled Backup) ] VY A hv ¢ >
Ko T, 774 NMADSEAIZ Tbackup occur] 28BS4, ZDO7 7 AV
2kron a7 ThHZ L ERLET,

Bl

Ry s Ty TORAE AN LET,

RO M4
(Repository
Name)

NPT T T7ANERETDHIRY M) ZBRLET, ZZICURY
NIAEANNTHZEIETEEYA, Fry7¥ o U Mo FHARE
RUNRY M) DOHERINTEES, Ny 7y TOFETANZI AT MY %
ER LTINS Z 2R LTI IEEN,

Encryption Key

NI T o7 T ANERG B MESLT 500X —2 A LE
TO

RFoa—1yoy
73y
(Schedule

Options)

A 2= Ny 7T T OBEEREIR L, WEMOA T a AL
S

Related Topics

Ny P T v T T—=EDEAT

FT S RBIXOAT Y a— N Ry I T v

N 7T TR

Ny 7T v T ORI

Cisco ISE 18 T :(E

RAEB L OFFAIAR Y —REDT 7 AR— b
SBEETOT 74~ J—Reeh %Y /— ORI
CLLZfEH LIy 7T v

Ry I T T DAY 2—)
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BEOHLAD |
B < —orozxk—rxEozrsa—n

R)O—DITHAR—FEEDART O a—)L

WOERTIL, [RY P —Dx= 7 AR — DAY Y 2—/L (Schedule Policy Export) |7 > K7
D7 4=V RIZOWTHHALET, 2OV 4> Ru~OFEF—va R 3, [EE
(Adminigtration) ]>[> AT L (System) ]>[/\v 9 7 v F/{E5 (Backup and Restore) ] >
[R)S—DIT Y RFKR—F (Policy Export) ] T3,

RERIVO—DIYRAR—FREDRT7TPa—IL

— % TrustSec DEXTE

TrustSec BRI DR

ZOFTvarERRTDHE, TRTOXRY MU —27 T 31 ZTEH D TrustSec AR U o — D3
ENTHWDENE I NEMBETEET, CiscolSE TRESNIZARY v—bxy hT—27 TN
A ZADRNHEN S D BAIX [T 7 —2 (Alarms) (v =Ly b (([V—2+® % — (Work
Centers) ]> [TrustSec] >[4 v =R — K (Dashboard) ] HE LN [F—2L (Home) [>[¥~V
(Summary) 1) 27 7 —LNRRIINVET, TrustSec ¥ v ¥ = h— RZ, LFDOT 7 —L4N0
RRINET,

c MRFEZ 0B ANBIGE 72ITE T T 57 NS, [ (nfo) 174 2 & & bITT 77— L0
ForENET,

cHLWERERICEIVBIE T o 20T v oL SNEHAIE. [IE®R (Info) 174 =22
L BHIIT IT—LNETRENE T,

RFET BB AN T — TR LIZGAIE, % (Warning) | 7 A4 2 L& b7 7 —A
NFERENFET, e 2E. Ry FU—27 T30 AL O SSH #k5 & BT R WGE0% v
FU—27 TR ZAPMERTERWEE, HDWIE CiscoISE TRESNTZRY —E Ry
T —27 TR ZAORNAENH DIHERETT,

[EBA DFRGE (Verify Deployment) | 473 a »id, ROY 4> R THHEHTEE T,

«[7—% 2% — (Work Centers) |>[TrustSec] >[3 >v7R—= > k (Components) |>[t
Fa)T 4 JIL—T (Security Groups) ]

s [T—HU 2% — (Work Centers) ]>[TrustSec] >[a >/ R—= > k (Components) ]> [+
F2T 4 )L—T ACL (Security Group ACLS) ]

«[7—U 22— (Work Centers) |>[TrustSec] > [TrustSec/R!) & — (TrustSec Policy) ]
> [ ARY >— (EgressPolicy) 1>[< kU wo X (Matrix) ]

«[7—Y 22— (Work Centers) ]>[TrustSec] >[TrustSec/R!) — (TrustSec Policy) ]
>[H AR o— (EgressPolicy) 1> [#EETY ) — (SourceTree) ]

«[7—% 24— (Work Centers) | > [TrustSec] > [TrustSec 78 1) &>— (TrustSec Policy) ]
>[H AR o— (EgressPolicy) 1>[% b w o X (Matrix) ]>[%E%*Y 1) — (Degtination
Tree) ]

B zZEoxHLRre
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—fi% TrustSec DX TE .

[T _COREBAZICHEREE (Automatic Verification After Every Deploy) | : L E LD A
IZ. CiscoISE TT_XTHOR Y hU—27 FAAL A EOTFEZRIET DL, ZDF v 7Ry
JAEA A LET, BT ARET L, B vt A% O (Time after Deploy
Process) | 7 « —/V FIZHEE L7203 F%0 L7212 10, MGE7 a2 A0S vE T,

R~ 1 2% OFEfH] (Time after Deploy Process) | : BRI 7' m& ANET L7k, MLk =
B 2 % BRI A HIIC Cisco ISE (256 St DKM 25 E LE 7, A2h72#MHIX, 10 ~ 60 4T
ﬁ—o

IR TP T8 LW RN ESR SN2 E-Cll OREENETR OBRA L. BEORIE T v & 2
vy orEranEd,

[543 <HRGE (Verify Now) ]: BRRE7 2R 2T ICHMET HICIX, Z0oFTvarazr )y
y Li‘@‘o

Protected Access Credential (PAC)

o [ b >RV PAC DFEHE PTRERER] (Tunnel PAC Time to Live) ] :

PAC OB A E L E3, Fr %/ PAC X EAP-FAST u r /LD ko RrL &
L Ed, B AR, 4. B B, R CHRETEET, S 40 MEIZ 90 A
<Y, FRhe®mAITkD LB T,

« 1 ~ 157680000 ¥

o 1 ~ 2628000 %y

o 1 ~ 43800 FF#fH

«1~1825H

e 1~ 2603
[T VT 47 PAC BHIZRDEIZFEITT D (Proactive PAC Update Will Occur After) ] :
Cisco ISE 1%, #FEICPI L7214, RE LT/ —t T —T D > /L PAC TTL 235> T
WA EEIZ, HILWPAC 27 74 7 ¥ MITBIMNZIREL L £9, PAC ORI 2 A
WCEBRPIDOFIENIEF ICITbs L, b— =T h RV PAC DEFEHBLET, 20D

AHZRANZLEY, AR PAC T IA TV "REFENET, T 7 4V MEIK 10% T
ﬁqo

LX) TFATIL—TRTBEEDEY LT

e [VAT LA TSGTHE S EEIY KBTS (System will Assign SGT Numbers) ] : Cisco ISE (Z SGT
B HBERISEL5E81E. ZOoFTva v 2RRLET,

o [®PHNOF S %2R 5  (Except Numbers In range) | : FEIRRE I SGT &5 D #upH %
FRITHHEET., ZOF 7> a U EBEIR L F 9, CiscoISE 1. SGT DA Z OFiH
OB EFHLEEA,

o [—W—2F#) T SGT &5 % AJ19 % (User Must Enter SGT Numbers Manually) | : SGT
FreFHTERTIHAE, Z04 7V a v 2BRLET,

groLro [}



. —fi% TrustSec DXTE

BREOHCAD |

APICEPGD X )T 4 JIW—TR 5 DF >31) 2% (Security Group Tag Numbering for APIC
EPGs)

[APICEPG DOt F = VT 4 7 NV—"T7 2 7 DF54+F (Security Group Tag Numbering for APIC
EPGs) ]: APIC /5% L 72 EPG 233\ T SGT 2B 285813, Z0OF=v 7Ry 7 A
A AL, AT L2EFSOHMZEEL T,

XA UT4TL—TOBEEERK

RAENL— L ZAE T D L &Ik F = ) T4 I N—"7"% HEIER T % (Auto Create Security Groups
When Creating Authorization Rules) ] : #85ER U > —D— V&2 ERT 5 B SGT & H BRI /E
T %A, SOF =y IRy 7 A A NI LET,

ZOFT v a RN LUESEAIL. [REEEAR U > — (Authorization Policy) ] 7 « & R @ B
2, THEEX=2U 7 4 7 v—7OEKD A TF (Auto Security Group Creationis On) | &
WIH Ay E—URERINET,

HEIER S 7= SGT X, L—/LEMICESWTH%L S ET,

\)

GE)  HEMER S SGT 1E, ZAUTHIST 2B AIAR Y & —— L ZHIBR L THHIBRS N EE A,

SN NTIE, FHA VA P—IFERET v IS — RDOB%TIOL Ty g UIRNERNCR Y
F7,

o [H By %7‘1‘7 v = (Automatic Naming Options) ] : HEER S 415 SGT D4, Ml % &
BIDHIE, oA TvarEHALET,

(WZE) [N PE £ ET (Name Will Include) ]: IROA T L a »OWT A
RLET,

 JL—ILE
+ SGTEHS (SGT number)

e L—ILEBE XUSGTES (Rulenameand SGT number)

T 74/ h T, V=4 (Rulename) |47 a UANRIRSNLET,
F7 v a T, SGT AL TOFREZBNTE £,

e RY —t v b (Policy Set Name) (Z DA 7z i [AY I —%Ev b (Policy
Sets) 1 AN LG EIZOARERTRETT)

e L7 4 v A (Prefix) (8 XFFET)

e} 7 4 v A (Suffix) (8XFET)

Cisco ISE |%, BIRNEIZIE U T [V 74 (Example Name) | 7 4 —/L RIZH 70
SGT 4 %#F~LET,

B zZEoxHLRre
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w2y rr—suv—2 |

[ U4 R0 SGT BMFE L TV DA, ISEIXSGT4&IC [ x) 2Nz £4, xix GfE
DATIZ wbxﬁﬁﬁénm\m\iﬁmi) 1 OIEE DRAIOME T, B LWAREIT 32 3CF
LV REWEA. CiscoISE I X o THRMID 32 LFICHVETHILET,

RAFEZDIPSGTEH#HHITYE LY

[FA R4 D IP SGT §#1~ » E> 7 (IP SGT Static Mapping of Hostnames) ] : FQDN & 75 & bk
AMEH SN DA, CiscoISE 13~ v BV 7 A B L CRBIIREAZRAET DRI, PAN B X
O'PSN / — FNOIIETHIP T RLAZBRELET, DNS 7=V IZK->TRENDIPT R
VAR S NS~ vy B T ORBERET 25813, 2047 var2fHLES, ko
TNDDOFT v a VEBRRTEET,

*DNSY I NIZE>TRENDZTARTODIP7 FLRIZH LTI YEV T %I % (Create
mappings for all |P addressesreturned by a DNS query)

*DNSY T VIZL > TRENDIRHDIPVAT FLRAB L UVRIDIPVET KL RIZx L TDOH
IvEYTEERT S (Create mappingsonly for thefirst IPv4 address and thefirst |Pv6
addressthat isreturned by a DNS query)

*w kD —29 T34 X F TrustSec HTTPH—E X

« [HTTP — bt 2 Z %), (Enable HTTP Service) ]: HTTPZ{EH L C, &— k 9063 #&H T
TrustSec 7 —# % % v NI — 7 T34 ARk L £ 77,

cJRBEAAS B — FRLEERICE D D (Include entire response payload body in Audit) ] : BT

1 7|2 TrustSec HTTP JGE A~ A 17— RAXREEZFRT D583, o4 7T a2 f%)
mbiﬁo:@ﬁ7v3y%@m¢ék\ﬂ7¢%7/x@ﬁ% KT 2 ATREMED B Y
FT, 2O T arEENCTHE, HTTP ~v X —, AT —X A B UORGEE#HO
HINE TICFEER S IVE T,

BEErEYY
TrustSec 7 —F%7 7 F ¥
TrustSec D =2 AR —FR > b

A==

TrustSec @ 7 11—/ LR TE

*Y bIT—=0 1) )—R

ty g UBHERRyY FTJ—% (SAnet) DY HKR—

CiscoISE 1%, By v a Vil r v hU—3 27 (SAnet) (ZkHT B[RER 2V R — k224t
LET, SAnet i, Z< DV AR v FTEITT DYV a VEHRTL—ATY—T T,

SAnet 1%, AIfRME, EF, RAREDT /Ay g U EAEH L £ 4, SAnet iX. RADIUS
WA EENREENTWDEY—E AT T L — & H L E 9, CiscolSE IZi%, F8RE7 v 7 7
ANVHNIZH—ERT T L— bW EENTNET, CiscoISE X, Yr 77 A 1% [H—EX

BROH LA .“
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B o7z

2y kDJ—5

BREOHCAD |

T VU— ] B LCGHMNT 7772 LCEET e 7 7 A VDO —ERT 7 L—
h&FERI L £,

Cisco ISE ZREF 71 7 7 A LTI, BYED Y A MIZE#L X115 RADIUS A BN S F T
£9, £/, SAnet ' —E X7 7 L— MIIEL, RADIUS BAEMEDLHFENTWHETN, I
HOBMITY A MIEBRENEEA,

SAnet 7 /314 ZADEA . CiscoISEIZV—E AT 7L — hDOARTZEELET, v viaW
WZEDaT oY, FREHICERSNIERENEELRWIRY . T34 AT —E 2T
YTVv—btparrFrovEFyya—RLET, = X7 7 L — MIX > TRADIUS B
DEEIND L, Cisco ISE X7 /31 AIZ CoA N ZEE L E T,

TN R

BRDETHASINTNDL Y 4 FUZEH LT, CiscoISE TRy U —7 T /31 2 %180
BIOEHTEET,

2V ET—=0 TINA AEEDRTE

WDETIE, CiscolSEDFy NI —27 T I VAT NA AERETHOIMEHTED [F
U —27 734 A (NetworkDevices) |7 4> RUD T 4 — /)L RIZOWTIHALET, ZD—
TA~DF =g oo A, [EE (Adminigration) 1> [y FTJ—42 1) Y —ZX (Network
Resources) |>[#®w kT—% F/84 X (Network Devices) 1 C. [BA (Add) |22 VU 27 L
e

2y RT—H TINAADETE

WDOFETIE, [Fy NT—2 T34 ZADOFE (Network Device Settings) [[#H L\ v hT—27F
/XA A (New Network Devices) ] 7 4> RUD 7 4 —/L RIZHOW T L £,

R6: 7y bT—0 TINARADEKE

TJ4—ILF4& Bz

£ 81 (Name) Fw NI — 7 F R ZADLHTE AT LET,

Xy RT =27 F RS AT, TAAL ADRA NG EIZR R Do) 0304
I RECEET, 731 A4 TFmBEERE] 7T,

GE) VENZJS U T, RERICT N, ADLBTIZEETE ET,

e ZOTNA ZADHHAZAN LET,

B zZEoxHLRre
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J4—ILF4&

B

IP7RFLRET
1T 1P &EE

Ray ZZD ) 2 ENBRONTINEZRRL, RENDT 4 —/L R
(CHEREE AT LET,

“[IP7 KL A (IPAddress) ]: Ha—DIP7 KL A (IPv4d £721LIPv6 7
KLR) YTy h~RTZEATLET,

 [IP#iPH (IPRanges) |: LE/RIPv4T RL ADHHAE AT LET, @&
AERFIZIP 7 R L A& BRI D121%, [FRSh (Exclude) | 7 F A bR v
JAZIP T RVAEZIEIP 7 RLAOHEHFHZ A LET,

IP7 RLARLY TRy h~RA7 E£XIP T FLRAOFMAEEFRT D720
DOHA RITA BRI LET,

HEEDIPT RLAZERT L0, Y7 Xy h~AZ7 ZfH L TIP &
HAEHRTEET, A ZAADIPT RLAHHENERZ SN TN D
Bit. T3 AAIZERESN TV DHEFADMEBOT R LA ZRIDT S
A ABIZRETEET,

cITARNTCOF7 Ty FOIPT FUAHPIZERTEEY., IPT FLXA
OFIHEIRET DL &IC, " T () FRETAZI A7 (%) %
AN BH—FELTHATEET, 7oL ziF, wxrs
1-10.1-10.1-10.1-10 F 71 10-11.%.5.10-15 72 £ T,

7y BT TICEMS N TWDEEIE, BE S WIZHE) 6 0
IP7 RUAFHOYT 7> bz TE IS, 6
10.197.65.%/10.197.65.1 % 7213 10.197.65.* exclude 10.197.65.1,

cFLCIPT RLAZRFO2BDT NA AZERTHI LITTEEEA,

B IPHPAZFF S 2 BDTNA AEZERT DI EIITEEEA, IP
L, S ERITEAEE T A LIITEEEA,

[TN4 R0
774 )L (Device
Profile) ]

Ry B A RS, Ry hT—F TR, ZADOR X — B4R L F
K

BRI T —DFRy NT =T TN AR R— LTS 7r—8X
OV —EREFRT DI, ey XA MNORICHLY—LDE
YREMERALET, V—ADObr ML, T AREHATS URL U 4
4 L7 NORADIUSFERHZHE (CoA) R— & XA T bRREINET, Z
NoDRMEX, TXARA XA T DRy NT—0 TNRAATaT 57 ALT
EFRINET,

ETI/IL% (Mode
Name)

Koo P2 2 RS TF AL ZADETF LA RIR £,

EFNAE, V= R—=ZADRY) O —DFMEF =y 7T EHLEEIT, RNT
A=D1 LTHALET, ZOBMIZ. XA AF 47> aF Uiz
%Diﬁ—o

groLro [}
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Ta4—IL & BL)]

YIb+kozT Foay FZ T ) A RS, Ry MU= F XA ATHETTHY T b=
N—<ay TONR—g ERBEIRLET,
(Software

_ VI RT 2T NRN—U g 05, A= A_R—ZADRY — D&M EF ey I
Version)

HEXIZ, MTA—HDIHDELTHATEET, 2o, 7/8% X
F4rvarlichHn E9,

2y RID—9 F |[Fy U= FT A A7 )L—7 (Network Device Group) | =V 7 T, [H
NARTIW—T |/r—2 3> (Location) ], [IPSEC]. BEL [T /3 A% A7 (Device Type) ]
(Network Device| Ru > 7" 72 U A M b LB EA IR L E T,

Group) IN—T VR T A AEED U TRNE ZOIA—TIEF 7 41 b
DT NA AT N—T Qb—h Xy NT—7 TNRA R TAV—T) IZEEN
F9, Tk, vr—va AX[TTor S —T 3 > (AllLocations) ]
TNNAREATIE[TRTOT /S, 2K A7 (AllDevice Types) ] & 720
EJr RN

\)

GE) 74 Z&HHLTCiscolSEEBNO Ry NU—27 T 7R 531 &2 (NAD) ZiEHR L CHI
g 28A81E. 77U 0F vy v 2x2 7 )T LT, BIRLZNAD OLBHIRENS L)1
L/iﬁ—o

RADIUS FREEERE

WD FTIL, [RADIUS #&FEs%E (RADIUS Authentication Settings) ] =V 7 D7 ¢ —/L K|Z-D
WTHBALET,

3= 7:[RADIUS FB5E:%E (RADIUS Authentication Settings) ] T') 7

TJ4—ILF4& FEREDHA FZA4 Y

RADIUS UDP 3%

E
Protocol BR L7782 hasn et LTRADIUS#FE 5 LET,

B zZEoxHLRre I
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HEWE5E
(Shared Secret)

Fv hU—

HRERX, pacA 7 v a Y EFRE Lz radiushost =2~ > K& LT
Ty hU—

GE)

7 TNA ZAOERERE AN LET,

U FAL AR L% — T,

HEHEWBERORE ST, [T ADEX2 )T 4RE (Device

Security Settings) |V 4 > KU ([%&F! (Administration) ]>[% v
rT—2 VU Y —R (Network Resources) |>[F > hT—27F N
A A (Network Devices) ]>[7 /3 AtF¥ =V T 4 i%E (Device
Security Settings) ]) @ [RADIUS 3B FE O i/NE  (Minimum
RADIUS Shared Secret Length) ] 7 4 —/L K CE&E S /2 fE &

FHEU ETHLULENRDHD £77,

RADIUS #—/N—TDXRZA N T T 77 4 AL, 22 LFIZT 5
ZETE, HHA A= ABRIOT v 7T L— R E TR
OYe . WEMEROREIILT 74V N T4XFTT, ZOfE
[T NA AEXx 2 VT 1 3KE (Device Security Settings) |7 «
Y RUTEHETEET,

2EHOHAMWE
DfEA

Fv hU—

ELET,
GE)

G¥)

7 T34 AL CiscoISE THEAIND 2 FB oG EREL TR

Cisco TrustSec 7 /3A AZid, T = T ALEWE (HE) OF =
D&Y FT A, CiscoISE IZ &L Y (5 =415 Cisco TrustSec CoA
N7y MEIFEIZEROILARE 8 Z2EHLES, 2&FBO
HHEMESFHOHEH ZE T BHI2iE, Cisco TrustSec CoA /X7
k% Cisco TrustSec 7 /31 AIZE{EF 5 CiscoISE / — R&i#
RLEF, [7—2 2P — (Work Centers) |>[T/N\f RE
I (Device Administration) |>[®ry bT—2 1)V —X

(Network Resources } | > [# v k7 —% F7/34 X (Network
Devices) |>[:EBf0 (Add) 1>[&EEX TrustSec %% (Advanced
Trustsec Settings) |7 4 > KU D X7 (SendFrom) ] K
THETLY AT, ZOXAZIEMNT D CiscolSE / — K%
RELET, T4~ VEH/—F (PAN) EFHRY >—
=R/ —F (PSN) ZERTEET, BN L/ PSN / —
RW™Z 7 L TWBHE . PAN I Cisco TrustSec T /31 A
Cisco TrustSec CoA /X7 v &2 EXEL E7,

RADIUS 7 7 & ZEsk o 2 & B O A ME LG,
[Message-Authenticator] 7 ¢ —/V K& & Te /37w MZXFLTOH
HIERE L 7,
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J4—ILF4&

EREDHA RZA4 Y

CoA 7/R— k
(CoA Port)

RADIUS CoA IZfEHT AR — M EHELET,

TNAADT 7 4V RO CoA R— M, Fv MU —27 T34 ZFITFERE
ENFEFy NT—7 FARL AT Ty A LVTERSNET (B8
(Administration) ]>[®v bT—%1))—2R (Network Resources) ] >
[y FT—9FTIN4XFOT74)L (Network Device Profiles) |>[% v
F7—2%1)Y—X (Network Resources) |>[®v kT—Y T4 70O
774 )L (Network DeviceProfiles) ]) . 7 7 #+/L k CoA AR— &M
BHIZIE, [T 7 A4V MIZERE (Set ToDefault) 1227V v LT,

GE) [RADIUS 587E#%¢ & (RADIUS Authentication Settings) ] D [
k7—% 784 X (Network Devices) | 7 1> Fv ((BH
(Adminigtration) ]1>[®v kT7—%1) Y —X (Network

Resources) |1>[#v kT —%2 F /34 X (Network Devices) 1)
THE LT CoOAR— FNELEET H5E5IE, [y bT—0 TN
A4 RX7A774)L (Network DeviceProfile) 17 4> K7 ([&
I (Administration) 1>[®y kT—%2 1) —X (Network
Resources) |>[ry FT—9FT\4RXTAT 74 )L (Network
Device Profiles) ]) CTxfI&d 2717 7 A /LIZ[F U CoA R—
FNEFEELET,

RADIUSDTLS D&

WEZE DTLS

[ 72 DTLS (DTLSRequired) | T = v 7Ry 7 A% F 1235 &, Cisco
ISETIXZ DT A ANHODTILS BERO A DB NET, ZDF T3
VRN T S &, Cisco ISE TIZ 2 DF /34 255D UDP sk & DTLS
BRO W T BB X E T,

RADIUSDTLS iZtEF¥ =7 Y/ v kLA ¥ (SSL) ko RIVOMELE L)
RADIUS ol Hicifban=tx=2V 7 10 284 L F 7,

HEWE5E
(Shared Secret)

RADIUS DTLS IZfi HH &b HMERNAFR RS NET, T OMEITEE S
ALTH Y, MessageDigest5 (MD5) FERMET = v 7 Z5HHE T 572 O]
INET,

CoA R— k
(CoA Port)

RADIUS DTLS CoA IZfEHT AR — b E2FEEL £ T,

CoA O | SE SEFER
ENHITIT CA

ke vy 7% 2 k)i RADIUS DTLS CoA (2 4 23Rk R 2 78Ik L
F9,

B zZEoxHLRre
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DNS £

Xy NU—2 T84 ZADDNS 4% AJ)LET, [RADIUS/DTLS 7 74 7
> b ID MAED AN (Enable RADIUS/DTLS Client Identity Verification) ]
473 a »H [RADIUS %7 (RADIUS Settings) | 71> R ([BHE
(Adminigtration) ]>[2 X T, (System) |>[&RE (Settings) 1>[7 A k
3JL (Protocols) ]1>[RADIUS]) THINZZ > TV DA, CiscolSEIXZ
DDNS4 &7 T 47 MEHETHE I4L TV 5 DNS 4 4 bl LT,
Xy hT—=2F A ADID R LET,

EMRETE

KeyWrap O H %
{& (Enable
KeyWrap)

KeyWrap 7 /L T Y LR Hy N T —7 TR ZTHR— F SN TWDLGE
WZDH, [KeyWrap DA%l (Enable KeyWrap) | T = v 7Ry 7 AeA v
WCLET, Fv FT—27F 310 AL, AESKeyWrapRFC (RFC3394) & A
HAEDN B DR B D T,

ZOF T aid, AES KeyWrap 7 /b3 Y A A %4 LT RADIUS &% =
U7 o4 Zsgfb T 27zl S ET,

F—EESF—
(Key Encryption
Key)

Ty aroEEt (BE) IEHSNLEST—2 A LET,

Ayt—T F—
T —43
a—F F—
(Message
Authenticator
CodeKey)

RADIUS A v E—JIZHTDHF (& v a X ve—TEa— R
(HMAC) OFFEICHEHINXF—%2 A LET,

F—ADERK
(Key Input
Format)

WONETNIPDOF T ary REVE 7Y v 7 LET,

* [ASCII] : [¥—H575*F— (Key Encryption Key) | 7 4 —/L RIZ AT
HEDOEIIXI63F (N F) | [AvE—UF8FE2— R¥— (Message
Authenticator Code Key) | 7 4 —/V RIZ AT HEDOE 13 20 307

(KA R) ITTDHRERHD £T,

[16 %k (Hexadecimal) ] : [ —M7-%— (Key Encryption Key) ]
T4V RICANTAHHEOESIE32 XF (A b)) | [AvE—UF
ik 22— K2 — (Message Authenticator Code Key) |17 4 —/V FIZAJTF
HIEDOR X140 3XF (N1 b)) ICT2XERH Y £,

Xy NT—=I T RAZAOREE BT DL, F—HeF—BILUA v
= VRREE — R —D AN T 2 F— AL ETE £T, 5
ETHMEITF—DELY (D) RSIZTILENRDHY, ThEV b
VMEITFF AT S L EE A

BROH LA .“
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TACACS F25EE% 7€

%= 8:[TACACS F25LR

% E

BREOHCAD |

(TACACS Authentication Settings) ]T') 7D 7 4 —JL F

Connect Mode)

J4—ILEF4A FRLEODHA KS1 Y
BTG TACACS+ 7' R a VREHDO L ZIZFy NT—T7 T34 ZIZE Y KB TH
(Shared Secret) |77 F A hOXFS, 2—HF =L, Xy hT—IF NS AL > Ta—
= BLONRAT — RPFIESNDANCT FA MEATNTLHHERH Y
F7, 22— —DHEREHREIETTHE T, BERIXESINET,
BUAESNF=HEW | VXAT AL NIRRT 77 4 T RGEICERINET,
BT T14TT
9 (Retired
Shared Secret is
Active)
Bk (Retire) BEfFOIERE 24 T3 50V ICBEIE L9, [BEIE (Retire) 127 U >
IFHE, XATa TRy 7 ANRERINET, [T (Yes) [ E7IEL [V
Wz (No) 1227V v s T&ET,
HYDELEM | ([Retire] ¥4 727Ky 7 AT [Yes] 2RI L72HAICORFHAHE)
(Remaining [Work Center 5] > [Device Administration] > [Settings] > [Connec‘uon Settings] >
Retired Period) | [Default Shared Secret Retirement Period] CTHIE S 727 7 4 /L MEDSE
RENET, BEIWIEUT, 774V MEZAERTEET,
HWIEEREL, BBESNICAROMIZT 77 4 TR EFITRY £,
#7T (End) ([BEIE (Retire) 1 XA 7R Z ARy 7 ZATUIW (Yes) 1527V v o LIz
BIZORFIHFEE) VEA T Ay MIRIAKT L, WIEERMENKET L
EJr RN
SUUWERE—| [V /T — FE2 AT T 5 (Enable Single Connect Mode) ] F = v
RFEEMTD |7HRy 7 AE, Fv hT—7 T34 AL DT RTD TACACS+ Il ICH
(EnableSingle |® TCP #fia AT 258 1A I LET, ROWTRNAOA T > 3 v

N2 EI Y7 LET,
[LHY—
*TACACS KS 7 haVvTSAT7UR DU ILERDYR—

GE) [V IILEHEE—F (Single Connect Mode) | % #5412
435 &, CiscoISE 1L _T?D TACACS R IZ%f LTH L
W TCP B &= H L E7,

L R3aT/84 R (Legacy Cisco Devices) ]

=1 —]

SNMP 55
WDFET

B zZEoxHLRre

I%. [SNMP %7

(SNMP Settings) |27 v a D7 4 —/L RIZOWTHBHAL £,
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2y bT—9 TN REBEDHRE .

% 9:[SNMPZ5%E (SNMP Settings) ] T 7D 7 4 —JL K

J4—ILF4&

FERLEDAA RS2

SNMP/\—2 3 >
(SNMP
Version)

[SNMP/A—2 3> (SNMPVersion) | ey 77X o U2 Kb, RO
WD A T g BRI L ET,

«1: SNMPvl I informs Z VR — F L TWEHEA,

*2c

*3 : SNMPv3 % ['Ev*\':v. U7 4 L~ (SecurityLevel) |7 4 —/L R T
[Priv] %@Tﬂbﬁ (2T RO FER AR TH L0, kbt
ﬂ?:LTfoC%T/l/’C@LD

GE) F v NU—27 T34 A2 SNMPV3 /RN A —HX i E LT
Gitr, E=2 V7 —r X (#4E (Operations) ]>
([LAR—k (Reports) ]>[&Z# (Diagnostics) ]>[+ v
FDO—HFNRA4 Rty 3V RATF—A2 R (Network Device
Session Status) ]) IC Lo CHRftEN D[Ry b= T
N Rty 3y XAT—2 X (Network Device Session
Status) |#EE LA — MEERTEERA, XY FT—7
%“/w A3 SNMPv1 F 7213 SNMPv2c /8T A — X Zffi L
RESNTWAEAIE., ZOLR— M ERFIZAERTE
iﬂ“o

SNMPROO X2
—74 (SNMP
RO Community)

(SNMP X— 3 > 1 BEL W2 IZD A AJHE) Cisco ISE IZT /34 A~
DRFEXZA T DT 7 AT HHAWMY HEH I I 2 =7 ¢ LFF% A
HLES,

G¥) Xy Ly Rt (7272 y MEEA) IEATEEREA,

SNMP1—H—4%
(SNMP

(SNMP R— 3 > 3 DA DH) SNMP 2 —V—Z &% A LET,

Username)

X2 T4 L | SNMPR—U g 3DEADOR) [EFa )T 4 L)L (SecurityLeve) ]
~N)L (Security Ky 7FZT A RDBIROLTT > a rONT Iz RINLE7,
Level)

«[Auth] : MD5 £72idt X =27 n~Ny o 7Y XL (SHA) 7>
]‘@muuﬁ%ﬁfﬁ Ljﬁj«o

«[NoAuth] : FiEZ2 L, *T7A NN —RLDOEF2 VT 1 LV,

* [Priv] : Data Encryption Standard (DES; 7 —# i 5-8i#%) 37~ R OR

AL AL ET,

BROH LA .“
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J4—ILF4&

EREDHA RZA4 Y

PSSO RO
(Auth Protocol)

(SNMP X— 5 3 TEF = U T 4 L~UL[Auth] E£7-21% [Priv] Z#IR L
Ha o) [BEEZ A b3l (AuthProtocol) | Ky 7 & U A Ry
%\ Z‘/ FU— 77*/\/])XVCF£)EHT6EM|:E7D h:/b%%#ﬂbiﬁ"

- [MD5]

* [SHA]
WE/SRT—FK | (SNMP/S— 2 23 TlAUthl 8L OPrivl £ 2 U 7 4 L~UL 28R L
(Auth TS aDHh) Bitx—2 AN LET, § LFULOEIITTL20ERH D
Password) 7,
T, AT TICRE SN TV DRI SR T — REFRT DI, [For
(Show) 127V v 7 LET,
GE) Xyl bips (HIF7rres MEEA) 2EHTLZL13T
TEHEAL
TS3ANY—TF | SNMP R—V 33 TPrivl]Ex=U 7 4 L-ULERIRLHEDOR)
A kaL [F54/8—T 0O k3L (PrivacyProtocol) ] Ky 7 & U A Kb
(Privacy WONWTINNOFT > a BRI L ET,
Protocol) - [DES]
« AES128
« AES192
* AES256
« 3DES

TS5AL80— %

AI)—F
(Privacy

Password)

(SNMP X— 2 3 CTPrivl] EFx = U 7 4 L-ULZ IR LIZE A D)
FIANR—F—" ATILET,

TNRA AZT TICRESNTNWDE T TA N —RRATU— REFRRTHIT
1L, [ (Show) 1 %227V w27 LET,

GE) Xx Ly hids (Hir7r 7y MEEA) Z2FEHATLZLET
TEHEA

R—1) VIR

A=V v 7HREEREMN CANILET, 77 4/L ML 3600 T,

(Polling

Interval)

)y 5w |SNMP ]\7/7% L T35 % linkup i %1 & linkdown il %1 % 5215 L CfE
2 IT)— (Link [FRF 52X, [Link Trap Query] F= v 7 R 7 A% A2 LET,

Trap Query)

B zZEoxHLRre
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MAC k3w T4
T1) (MACTrap
Query)

SNMP k7 v 7% L TZET D MAC i@ % %15 L TR 5 12i.
[MAC hZ v 77 =1 (MAC Trap Query) | F = v 7Ry 7 A%ANTL
i—g—o

EETARY) O—
H—ER /—F

(Originating
Policy Services
Node)

[EfFELAR Y v—H—E &/ — R (Originating Policy Services Node) ] K& »
THEU YA RNPS, SNMP T —% OAR— 1 o 7T % CiscoISE H—
N=Z@RLET, ZO7 14—V FOT 74V MEIZ[BE (Auto) | T
T, Ray7Zor )2 MMhOLREOELZERL T, REL LEXLE
o

EE7L TrustSec $35F

WDOFIE, [EE 72 TrustSeci¥ & (Advanced TrustSec Settings) | Z7 >3 D7 4 —/L RIZDW)

T L TWET,

= 10: [EFE % TrustSec %€ (Advanced TrustSec Settings) ] T') 7D 7 4 —JL K

TJ4—IL K% FREDAA KSA4Y
FINA ADEBEFERTE

TrustSecID 2T
N R ID #{EA

(Use DevicelD
for TrustSec

I dentification)

[F 734 ZID (DeviceID) ] 7 4 —/L RIZF XA A ID & LTF A R4 %
U A NF5I21%, [TrustSec ID \Z7 /34 A ID Z {4 (Use Device ID for
TrustSec Identification) | F = v 7Ry 7 A& F I LET,

T34 RID ZD7 4 —/v RIL, [TrustSec ID (27 734 2 ID #ffiH (Use Device ID for
(Device ID) TrustSec Identification) | F = v 7 AR v 7 ANA 712785 TV LG EITD I
fEATE £,
INAT)—FK Cisco TrustSec 7 /31 A ZZ3ET 5 7= 1T Cisco TrustSec T /3A A D CLI T
(Password) RELIZNRAT—FRE A LET,

INAYT— R&2FRRTDHITIE, [FR (Show) 1227V v 7 LET,

HTTP REST APl D&{E

HTTP REST API
DHEMIE

HTTPRESTAPI ZfH L C, & v NU—2 7 /34 A|ZHH72 Cisco TrustSec
& A2 244 5121, [HTTPRESTAPI O &%)t (Enable HTTP REST API)
1T Ry 7 AeA A LET, Zuc kv, gk aehnm L,
RADIUS 7' k=)L b bl L€, FREH TR 2R ELZ X Vo rn— R T
xFEJ, £/, UDP 2/ L= TCP M+ 25 2 LT, FEMENSAELE
R
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J4—ILE4A FRALEDHA FSA4 >
Username CISCO TrustSec T /3 A A ZFRFET 5 72 1T Cisco TrustSec 7 /34 A CLI T
BELa2—YF -2 AN LET, :’-‘—ﬁi‘—%ﬁx&*—x\ Y%7 05 [
"M=<M EEDDHILITTEEEA
INATT—FK ClSCO TrustSec T /3 A A % FFET 2 72 1T Cisco TrustSec 7 /34 A CLI T
(Password) RELIZNRAT— &2 AN LET,
TrustSec T/34 RDBHE L VEEH
T34 XID Z D7 4 —/v RiL, [TrustSec ID {27 /3A A ID %[l (Use Device ID for
(Device D) TrustSec Identification) | F = v 7 R v 7 ANA 7272 > TV DIHEIZDH
fEHTExET,
INRT—F CISCO TrustSec T /XA A ZFREE9 5 72912 Cisco TrustSec 7 /34 A D CLI T
(Password) RELIEANATU—REANLET,

NAT— R FoRd 51203, [FR (Show) 1227 U v 7 LET,

RET—20D5
> O— KEbE
<...> (Download
Environment Data
Every <...>)

OV TORay T AT ) A RPLMEREEEIRL T, T35 AN
CiscoISEm b T —H # Ay ru— R T ANER G AHEERREZEE L
F4, BEER, 4. B B, ERI3ETRBRTEET, T 7 40 ME
1 HTY,

E7EFRIAR o —
NEHO— K
& <..>

(Download Peer
Authorization
Policy Every
<.>)

TS, AN Cisco ISE B ETERGERY v —%2 A n— KT A20LERH
LEHIMRZ, 2OV T O Ray 727U A NG LEE 28R L
THRELET, KHERABEZR., 5. K, A, 3B CHRETE %
T, 774V MEIX1 HTT,

BERELMERR <..>
(Reauthentication
Every <..>)

’@I)Tmhm/7&?/)ka%b%&1%ERLT m@®mu
. T /3A AN Cisco ISE (2% LT H & % FiRiET 5 R Ekg 2 fe

. PRI, 4. K B, itiﬁf XETEET, %kzimm
WEATTDE, T34 AL 1000 # Z L |2 Cisco ISE IZ%F L CTH & %585
LET, 774/ MHEIZ1 HTT,

SGACL UR +D
Ay 00— FRERE
<...> (Download
SGACL Lists
Every <..>)

IOV TDORayFET Y A RPLMLERMEZERL T, T3 AN
CiscoISE 7> SGACL UV A ha Ao m— R4 ARRIRIEAZIEE LE T,
FFEIEIRRITRD. 4y, BF, B, FAFBATRETCEET, T 740 MEIT 1
El‘/c:‘—a—o
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vy k=5 Friqz2zgonE [

J4—ILEA FRALEDHA KA

FDH®D TrustSec| X TDE T T /34 A7 Z D Cisco TrustSec 7 /3 AZ{ZHHTE H X H 1
TINARTIDT | T DL, [ZOT A ZAEAGHET 2o TrustSec 7 /31 A (Other TrustSec
INA R%{E4EF B | Devicesto Trust ThisDevice) | F = v 7Ry 7 A4 LET, ZOF =y
(SfETED IRy I AeFTICLIEGE, BT TN AL ZOT A AR FHEET,
TrustSec) DT NAANPBEIF LT XTONRT v REE AT E2132 760

(Other TrustSec
Devicesto Trust
This Device
(TrustSec

Trusted))

SHET,

BRELEEDT /N
ANDEE (Send
Configuration
Changesto
Device)

Cisco ISE T CoA ¥721% CLI (SSH) #%fsiJf] L T Cisco TrustSec # {2 5 %
Cisco TrustSec 7 /34 R IZEFT DAL, EREFEOT A A~DEG
(Send Configuration Changes to Device) | T = v/ Ry 7 XA &AL E
F, MBI U T, [CoA] £7-1% [CLI (SSH) (CLI(SSH)) |47+ =+

NE sy LET,

Cisco ISE T CoA Z ] L TEEZ 8 % Cisco TrustSec 7 /A AIZEFT %
BEAIE, [CoOAl AT v arvRarzr ) v LET,

Cisco ISE C CLI =i (SSH ¥z i) L CiEZL E % Cisco TrustSec
TS ZZE(FTHITIE, [CLI (SSH) (CLI(SSH)) 1A 7 v a Rz
7V w7 LET, FBMICOWTIEL, FE CoA ¥R — ~ T34 ZA~DFRIE
EEOT v 2B LTIIEIN,

#F{ET (Send
From)

Ky 7FZo ) R R0nb, REZLE % Cisco TrustSec T /31 A ZiEET
B BN & HE{EIC Cisco ISE / — &I L £ 97, PAN F 721X PSN % i
RTexEd, BIRLIZPSN BNZ T L2854, PSN &4# ] L T Cisco
TrustSec 7 /N4 AR EEE N REFEINET,

Test Connection

Cisco TrustSec & /34 & & 4R L7~ CiscoISE / — K (PAN £ 7-1ZPSN / —
R) oMoEsE 7T A M T 5120, 2047y ar2EHTEET,

SSH F— (SSH | Z O#REZE AT 5 1Z1E. CiscoISEDH v kT —27 T /34 2~ SSHv2

Key) FNopVERfE, 78 AO CLL A LT SSH ¥ —Z K5 L £3, #
RBDT=DIT, ZDOF—%2 a3t — L T[SSHF¥— (SSHKey) ] 7 14—/ RiZ
AL AHT 20BN H Y 3, FEMICHOVTIL, SSHF — DR A2 S LT
<IEEW,

TINA RERDER
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B <7y 7 zesons

BREOHCAD |

J4—IL K% FRLEODAA KS1 Y
X a)F 4 4 |CiscoTrustSec 7 /XA ANT A AL B —T oA AD0 T A AMNEREFE
WN—T 25 <y |HLTIP-SGT v v B 72T 51213, [¥X=2VT 4 IN—T %7
EVSOREEIC |~y BT OREFOBEBREFIZZ DT NA A2 5D % (Include this device
DT /\f X% & | when deploying Security Group Tag Mapping Updates) | F = v 7 R 7 A%
% (Includethis| A1z LE T,
device when
deploying Security
Group Tag
Mapping
Updates)
EXEC E—FK CiscoTrustSec 7 /3 A~Da 7 A ANMEHT 22— —H &2 AN LET,
1—H%—%

(EXEC Mode
Username)

EXEC £— K /\
AJ—FK (EXEC
M ode Password)

FNRAANRAT—REANLET,
INAT— REFRARTHIZIE, [RT (Show) |27 Y 7 LET,

GE) X2 VT ¢ Ot EERET 572012, AU —F (EXEC
T R F—TIE— FORAT— R&EET) OFEIZ %
ZAEF LW & AHEE L £,

-
=~

BEYME—FK /IR
77— F (Enable
M ode Password)

(&) ¥itE EXEC E— K T Cisco TrustSec 7 /XA A DR E L REET 5 7=
OIHERT 28NN AT— REANLET,

WA — RaFRT 5123, [RR (Show) |27V v 7 LET,

TOREFTNUE

TrustSec PAC

#1TH (Issue Z @ Cisco TrustSec 7 73 A FHIZ CiscoISE IZ & - THR E 7= @ Cisco

Date) TrustSec PAC D3 {TH £ /Rr L £ T,

HARR B Z @ Cisco TrustSec 7 /XA A FAIZ CiscoISE |2 L » THARR E = H# @ Cisco
(Expiration TrustSec PAC DR H 2 &~ L £ 7,

Date)

#1717t (Issued | Z DT /3o AT Cisco ISE 12 K » THK S 7=t D TrustSec PAC D F

By) 17%# (Cisco TrustSec HHE) DAHIZER R L ET,

PAC MDA Rk Cisco TrustSec 7 /31 ADT 7 h A7 /3 K Cisco TrustSec PAC 4 f%9 5
(Generate (21X, [PACOZERY (Generate PAC) 1R X v %27 U w7 LET,

PAC)

B zZEoxHLRre
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TIHAILEDRY FT—9 TINLA RAEED

Fornroxy b7—2 Friq xeH0EE [

=11 ]

A A

W DFTIE, Cisco ISE 7% RADIUS £ 721 TACACS+ #BFEICEHC&E 5, T 74V bDF v b
T—DTNRARERETCEDLIICTDH[T 74NV DRy NU—27 T34 X (Default Network
device) |V A4 FUDT 4 — )L FIZOWTHHALET, ROFTES—T g i 200nFnsk

BEIRL £,

«[&HE (Administration) ]>[#v kT—% 1) Y —X (Network Resources) |>[%w kT —
9 T34 X (Network Devices) |>[T 74 J)L bDT /34 X (Default Devices) ]

[7—U 22— (Work Centers) |>[T/3A4 REHE (Device Administration) ]1> [+ k

7= V=R

(Network Resources) 1> [T 74 /L k®DT/314 X (Default Devices) ]

RN:[TIAILEDRY T—2 T84 X (Default Network Device) 179 4 > KD 7 4 —IL K

J4—ILF4A

EREDHA RZA4 Y

TIAILEDRY
FO—9 TiA
ADAT—R R
(Default
Networ k Device

Status)

FITFNIDFRy NT =T F AL ZADEHRLZENCT DT, [F 74V
kDX VU —7 T8 ZAD AT —H A (Default Network Device Status) ]
Ny 722 Mpb 4k (Enable) ] 28R L £,

G¥) T T F N BTN AREMI 2o TWBERIL. V4 Ry
WNORHETAF v /Ry 7 A% A2 5 & T, RADIUS
F 7213 TACACS+ OFFGEREE A DT HILERH D 7,

FINA R TO
741

F T AN NDTNRA AR H—L LT[V A2 (Cisco) [DNFERENET,

RADIUS EBEEE%5E

RADIUSO At

T /3A A D RADIUS #FiE% AT 5121%, [RADIUS D%t (Enable
RADIUS) | F=v 7Ry 7 A4 LET,

RADIUSUDP D E

HEWE
(Shared Secret)

KRS E A LET. SAREIEROR ST, BoK 127 XF T,

A REHEL, pac ¥ — U — F&8/E L7- radius-host == > R&HEH LT
Fv R U= FAL ACRE L X — T,

GE) HHEMBEORESIZ, [T 2D F2) T 4 %E (Device
Security Settings) ] 7 4 > K7 ([E¥ (Administration) ] >
[y bT—%51)Y—X (Network Resources) |>[$w kT —
9 T34 X (Network Devices) |1>[T/ N1 ADEFa ) T 15
T (Device Security Settings) 1) @ [RADIUS 354 fl% O fc /s
£ (Minimum RADIUS Shared Secret Length) ] 7 4 —/L K Ca%
ESINTAEE REUL ETHLIMNERHY T, T 74/ KT
I, ZOEIEHEHHA VA M= ET v T T L— RENTEBO
A4 37T, RADIUS Y —/N—TDOXRR NTF 7T 4 A
X, 22 LFCTHZ & T,

BROH LA .“
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

RADIUSDTLS DEEE

WE7 DTLS

[ %72 DTLS (DTLSRequired) | F = v 7Ry 7 A% 4125 &, Cisco
ISETIXZ DT NA ANEDODTLS ERO BB I NE T, ZDOF T3
VRN TSH &, Cisco ISE TIXZ DF /34 ZH 5 ? UDP sk & DTLS
BROW T BB S E T,

RADIUS DTLS 14 SSL k> RV DRI FS L TUNRADIUS D{E I b X1
TetXx=2 U7 4 2L ET,

HEWE
(Shared Secret)

RADIUS DTLS ([Zfffl SN2 HERE#HDAE RSN E T, T OMITZEE S
NTEY, MDSBEMT = v 7 23t ET D70 H I ET,

CoA O |SE EFHR
EDHITIT CA

RADIUS DTLS CoA (Zffi 19~ 5 #%GE/R % [CoA @ ISE GiEFIZEDFIT 6 CA
(Issuer CA of ISE Certificates for CoA) | K v 7 X U X R BER L
Er RN

EiRERTE

KeyWrap D& | ((EE) KeyWrap 7 /L3 ) ZLRF v 8T —27 F 34 ATHR— T

it (Enable WD IGEIZ DI [KeyWrap DA%t (Enable KeyWrap) | F = > 7 AR v 7 X

KeyWrap) EAACLET, 2L Y AESKeyWrap 7 /L= U X A %4 L7 RADIUS
DXV T4 BEShET,

F—EES+— KeyWrap # HZ L7z E1%, By v a OB (&) (R385

(Key Encryption
Key)

Tx =2 AN LET,

Ayt—T F— |KeyWrap Z AT LTV 5 & X, RADIUS A v E—IZxf T 5 F—ff &
+ V5 44 —%A |Hashed Message Authentication Code (HMAC) OFEIZEHA SN D F—% A
a—FK ¥— HLET,
(Message
Authenticator
CodeKey)
F—ANER MIST AT arRZ a2 s ) v 7 LTROWTRNOER A RR L,
(Key Input [F—M55{t*%— (KeyEncryptionKey) |7 —/L K& [A v —UGEa2—
Format) K% — (Message Authenticator Code Key) 17 « —/v RIZfEEZ AT LET,

« [ASCIT] : F—BEBIEF—DEIIT 16 LT (N1 h) | Aye—
A—tEoT47—2 23— FF—DEIF20XFE (N1 ) ThiH
ERHY £7,

* [16 ## (Hexadecimal) | : ¥ —W5bF—DE L3234 F, A v
=V A =k T 4 —F a3 FFXF—DEIFT401 N THHME
N ET,

B zZEoxHLRre
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Fornroxy b7—2 Friq xeH0EE [

J4—ILF% FRLEDHTA KSA4

TACACS 25 % E

H AT TACACS+ 7' Fa /L ERD EEIZFxy NU—7 T8, AZE Y Y TH
(Shared Secret) |7 F A MXFHNEANLET, 2=V —ldxy hT—I T A4 RZL-T

=P B LONRT — FPBIESNLDANTT F 2 b2 AT 5 LEM
b LITEBELTLZE Y, a—F =N REFRERT 2 E T,
BEREn S ET

BRLESN-HEM
BTV T14TT

UEAT A MIBIRT 77 4 78I FRESnNET,

9 (Retired

Shared Secret is

Active)

It (Retire) B OIERE LA T T 2RO VICEEIELET, [BEIE (Retite) 1227V v
I HE XATRITRy 7 ANFERINET, IV (Yes) 721 [W
Wz (No) 127U v LET,

5% Y D Be L AR (&) [BElE (Retire) XA T 7Ry 7 ATHIV (Yes) 227V v 7

(Remaining LG BIicorfEHTcEET, [P—Y 22— (Work Centers) 1>[T/\

Retired Period) |4 AEH (Device Administration) |>[5%E (Settings) | > [{E#i%E
(Connection Settings) | >[T 74/ FDEFWER) 24 7 A > M
(Default Shared Secret Retirement Period) | 7+ > KU CHRES =T
AN MERERINET, 774N MEIEET L ENTEET,
THUCED, FHLWHEMEEZ AN TEET, HWIEMEIX. BESN
THEBOMIEIT 77 4 7R EFILRY T,

#T (End) ER) [FY OB (Remaining Retired Period) | # A 7227 R v 7
ZTEVY (Yes) | Z3BIR LI2SAICOMEA T £, FEILHIMAKT
L. WIS O E TR S L E T,

SUTERE—| [V NV E— REA#ICT S (Enable Single Connect Mode) ] F =

FEEDZTD |7y 7RI, Xy FT—T T, AL DT RTD TACACS+ WG IZH—

(EnableSingle | ® TCP 8T 25 A A T LET, ROWTNNADOAT v a v

Connect Mode)

NEHT )y 7 LET,
[LAY—IRaF/84 R (Legacy Cisco Devices) ]
*[TACACS FT7 7 b a7 IA4T VR v VRO Y R— k
(TACACS Draft Compliance Single Connect Support) ]

G¥) DT 44—V REEMTT S L, CiscoISE X9 _TD
TACACS+ BERIZH LW TCP 5 A i L £ 37,

groLro [}



BEOHLAD |
B 7 zxexav5 e

FIAR €1 T 1 BRE

RADIUS £ HMEDOR/NEEZHRELET, FRA A =T v 77 L — R LIZREBEDE
A, T 7NN TIZZOMEIZ 4 XFIZR Y £9, RADIUS —R—TDOXRZA K 7T 75 4 R
X, 22 CFRICT A LT,

\)

GE)  [®*> bT—2 T34 A (Network Devices) | X— AN LIZIHEMEOR XL, [T/31 A
X2 VT 4 %E (Device Security Settings) ]3—® [RADIUS A5 Ofe/ME  (Minimum
RADIUS Shared Secret Length) | 7 « —/L FCE LB ETRITNIER Y A,

EErEY Y
Xy NU =7 TRA ZRERDORIE

2y R T—8 FINL ADA UR— FRE

RI12: XY N T—OFNARADA viRi— FEEE

J4—ILF4& FRLEDODATA KSA4 Y

TFUTL—bDE | Do~ KUY O (CSV) T FL— 77 A NVEERT DR [T 7
B (Generatea |l — h®4Af% (Generate a Template) |27V v 27 LE 7,

Template) CSVIERDR Yy NI =0 T A ZERTT S — b E2HEH L, v—AL
CPRAFLET, WIT, L7 7 L — R &M LT, CiscolSE EBHIC
X NT—VF N R AV R—FLET,

74 B ERK L7y, F 7212 Cisco ISE EBBAD G LARTIC =27 AR — K L7z CSV
T 7 A NVEERT DL, [Z7A4ILDEIR (ChooseFile) |27V v 7 L
i‘a—o

[f > A—bF (Import) | A7 araEHHLT, FEBLOEHINTZR Y
FT =27 TR ADIERE G TR Cisco ISE BRHIC R v b U — 27 F /34
A VR—FTEET,

HFLWTF—E TR |BEEDOR Y N =T F R R A Vi R— 7 7 A VNDT A ATEE
FOT—R2%ELEE | 225121, BEHFOT—Z &8 LT —# T E#FEX (Overwrite Existing Data
& (Overwrite |withNewData) | F = 7Ry 7 A& A4 I LET,

isti dat ith . .
Exe'w 'd”a‘cia)aaw' COF s Ry I AR AN LS. A v HE— kT 7 A ANOE L
Wk R T — 2 TR REEN Ry FT—7 FAL R YRS Y ISE
Sk, EETL U R S E T

B zZEoxHLRre I
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| gEoHLRAS

*y kT—=7

2y k=2 #1342 v—JosE |

J4—ILF4&

EREDHA RZA4 Y

RODIZ—TA
VR—kZELE

(Stop Import on
First Error)

A VIR — FRFIZT T — 0384 L7z & Z1Z Cisco ISE 12 A AR — R & ik
HY%AE. [BAOxT T —KRHZA »AR— b %&£ 1k (Stop Import on First Error) ]
Ty IRy A% A AT LET, CiscolSE X, =7 —0ETLHET
Xy MU= F RS, 2% R— b LET,

IDF 2y IRy I ARF U NIR->TELT, =7 =B84 LHAIE.
T T =3 RE S I, CiscolSEITIR Y OFT A A% 5| Ef& A AR —FLE
R

FINA R TIL—TDEE

WD 4 RUEFHTHE, Xy NT—ITF AL AT N—TEREL, BHEHTLZLNTX

jibg«o

2YRT—0 FTNNARTIL—TDHETE

Fw NT—=0 FTNRA AT N—T1F, [T—9 12— (WorkCenters) |>[T/314 XEE (Device
Adminigtration) ]>[#w T —%1) Y —X (Network Resources) 1> [y kT—% T/INA X
5 )L—7 (Network Device Groups) | >[§_XTDYIIL—7T (AllGroups) 1 7V 1 > KU THIE

RTEET,

R 13: [y bT—Y FTINA R F)L—T (Network Device Group) ]9 4> KD T 4 —JL K

TJ4—IL K% FREDHA KSA4 Y

ZH1 (Name) N—h Ry NT—F FNRA R T NA—TDOLFEANLET, ZONL— kK
Py NI =7 FRA AT N—=TITBMENDIEHGEDOTXTOFFy hU—
T FNRA AT N—FIZx LT, FCBR Loy NU—2 T34
A TN—TD&4FTHEANTI LET,
Xy NT—7 TNA R TA—THERENIZIL, V— b/ —REE0T, K
KT6DOD/)—FREFDDLZENTEET, HEXv hT—27 FARAL RS
=T DEBNTIIR KT XFEHEHTE £,

SRER N—brETFDOXY NT—T TRA R TN—TOHBEEA LET,

XY RT=IFN| Xy NI—T TN—THNOF Y NT—7 T8, AN ZDFNFRE

A4 2D (No.of | £9,

Networ k

Devices)

grozL2sd I}



BREOHCAD |

B <oro—0 7 02 90—T0q k- riE

2y R T—H FINA R T IL—TDA oR— FBE

*y bT—=7

KUY bT—D TINA R T IL—TF DA >R — b+ (Network Device Groups Import) ™7 4 > F9D T 4 —I)L K

J4—ILF4& FRLEDODTA KSA4 Y

FUTL—RDE|CSVTF UL — 77 AN EX T a— T 520%, 20V I%2 70y
B (Generatea |27 L,

Template) FIETRD Ry kT —2 A 2 I AT DR TT 7 L— b & B
LEST, FOTF 7L — 2 —HVIEFEL, X2y NT—27 F34 2
7' V—""% Cisco ISE BEEHIZA VA R—F LFET,

274 [Z74)LDFER (ChooseFile) 157V 27 LT, 7Tv7r—KT5CSV

T ANDBINIEE L ET, 207 7 AL, FBT 7 A0 £720135]
? Cisco ISE JBBAND =7 AR — SN T 7 AV Th DA REMENRH Y F
R

FHINZRy NT—7 TR A T A—TEREFEH LT, 5 Cisco
ISEERBMNOHIDEICR Yy hT—7 FNRA AT N—T% A R— FT&
£7,

FLOWT—E TR EGFEDOR Y NU—2 THAA A TN—T oA VR— 7 7 A VNDT A
BEDT—RELE | A N—TIESHBALHHBE. ZOF =y 7Ry 7 A A LET,

iégﬁggah:ﬁﬁiyyﬁy7x%*VKbﬁw%é\4Vﬁ~%77%»ﬁ@%b
new data) Wy R T—2 FRL R T N—TOBRF Y hT—7 FAAL R T —F

URY MVICBmsnEY, B b IRERSLET,

BUDIS—TA | A VR — "M T —RRELTEHRYIDOA LV AZ L ATA R— FEdiIk
ViR—FEELE | TAIE. TOF v IRy I AEF AT LET,
(Stop Importon | - osx k0 2 2 % Az LT RN DIC T T — 8 L

First Brror) 1. CiscolSEIZT T — A8 L, B0 DF /A AT N —T %3 XffeZ A v
AP LET,

—

FINAR TOT7AILETFE

WOFRIL, [y NT—27F A 27177 A/ (Network Device Profiles) 17V 4 > KU D7 —
VRIZOWTOFBRMATY, ZOX—=VEFHALT, 7r bz, JF AL 27 FURLEB LU CoA
REKT DT NA ZADYR— R E FFEDNF—=NODXy NI =T TN, ZADZA T
WX T BT 74V FNREEMRTHIENTEET, 20%, o7 7 A NVEHEHL THRED
Xy NT—7 TNRALZAEERLET,

2 RID— FIRARTAT7AILDEE

WDEIL, [y FT—2 T34 2717 74/ (NetworkDeviceProfile) | &7 > a > D7 41—
L RIZOWTOBPITT,

B zZEoxHLRre
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P R - |

RIG:RZYNTI—O THRAR TOT7AILDERE

J4—ILF4& Bz

&R (Name) Py NT—T TNRARTa 77 A NVOLETEATILET,

Bz Py NT—7 TNRARTa 77 A NVDHEATILET,

T7A3aA2 (con) |y hT—27 FARAL A TFa T 7 A FERTLIT A a0 2RI L4,
ZDOTA T, BIR LR E—DT A 2 BNF 74/ N THREEN
i—g—o
BIRTAHET A 2L 16X 16 DPNG 7 7 AL THIHIUENDY £,

Vendor Iy NI =7 TRAA T T 7 A NDOR X —5RIRLET,

HyR—rEhd7

okl

RADIUS

DXy NT—7 FTNRA AT T 7 A /L0 RADIUS # VR — kLTS
LA, ZOF 2y IRy 7 AT A LET,

TACACS+ TDOFRY NT—7 FARAL A TaT 7 AP TACACS+ AR — Kk LT
BB, ZOF 2w IRy I A F AT LET,

TrustSec TDOFRYy NT—T FTNRA AT T 7 AV TrustSec VR — kLT3
BRI, COF v IRy I ARF I LET,

RADIUST AV |27 77 AL THR—FEN5 12U EORADIUST 4 7 a ) U %

a3 BIRLET, 7077 A NVEERT DEC, X ¥ —[EADRADIUS T «

(RADIUS rvaFr YA K= LET,

Dictionaries)

R T T L— FORE

WDOFRIL, [FRAE/FFF (Authentication/Authorization) &7 > a > D7 4 —/L RIZ2OW T O

<.

BROH LA .“



BROH LA |
. FY LT TNAR TOT7AILETE

i 16:3 ut. nIEf‘F_Io)_n'FH

J4—ILF4& Bz

70— 4 TJDE | Cisco ISE TlE. 802.1X. MAC iF 34 %2 (MAB) . BLONT T o
% (EIQ\NType NR—2D Web 87k 7 A 3, AfAry NI —7 LRy NU—2 D
Conditions) Wi a N LI AW 7 — P —3REB LT 2 B AT E— S hET,

ZDEATDXY NT =T FTNRAARYR— N LG0T A o DF = >
IRy I AEA AT LET, RO 12U EOHBZHEETEET,

« At MAC #BFE/NA 7S A (MAB)  (Wired MAC authentication bypass
(MAB))

« M4 MAB (Wireless MAB)

A% 802.1x (Wired 802.1X)

o MR 802.1x (Wireless 802.1X)

o A% Web FFE (Wired Web Authentication)

o HEHL Web 32EF  (Wireless Web Authentication)

Iy NT—2 FRARA T T 7 A )LTHR—NEINDRIILEw T A 52 F
NI LTk, v A DO ERELET,

JE{’&I*( P72 RY— =D T Ly R/ ELTTNRAL ZADY—E R &y MgkAIT
7 (Attribute (SSID) # T AH&1%. [SSID]F = v 7 Ry 7 2% Ao LEd, =
Aliasing) ek, RY—n—LTHHAT —EH LA ZERTE £,

KA RIS Ty T (MAB)

RRAMILYY Zy hNT—T FRARATFa T 7 A ILTHERHEINLFA N VYT v 7H
7y DM OFa FaANEEHRTAHICNI. ZOFzv IRy 7 A EF T LET,

(Process Host R ) . .
L ookup) SEIERNUT=DOOFR Y NU—2 T ZAE, MAB GGk 5272 %
FETEITLET, T RAZ A FIUEE T, FEHLTWS 7 7 havd
[/SA T — RZHER (Check Password) | F = v 7Ry 7 A F£721%
[Calling-Station-Id2AMACT K L 2 &% L\ )2 Higg®  (Checking
Calling-Station-Id equals MAC Address) | F = v 7Ry 7 A HDHWNIZED
WA A LET,

PAP/ASCII #8H |RA M Ly 7T v 7 ERKE L TRy hU—7 ?‘/<4x TaTzrANAhb
(Via D PAP BR AR HIT 5 & 512 Cisco ISE # R ET A0t 20F v’
PAP/ASCIL) Ry s AeA AT LET,

B zZEoxHLRre
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F2YRT— FTNRNARTOT7AILERE .

Ta4—IL & BL)]

CHAP#H (Via kA by 77 v FHERE L TRy hU— &?N%xmgm:®&47
CHAP) DERZHBHT D L IIC CiscoISE ZRETHITIE., ZDOF v IRy
Al T LET,

ZDOF T a Lo T, CHAP BRENAMNC/2 Y £, CHAP L, /SR
T— ROBESbE L bIcF v Lo P/ AR A SRAEHEH LE3, CHAP
IZ. Microsoft Active Directory TIHfEH T& £H A,

EAP-MDS#H |xv hU—2 FARAL A F 7 7AW EAP _X— A D MD5 /N 3 = 283E
(EAP-MD5) EAMNCT DI, ZOF =y IRy 7 AeF N LET,

¥R

DXy NT—7 TRARA T T 7 A MEHEINS VLAN B LW ACL OHER % EF TX
4, a7 A NVERFET S L. Cisco ISE IR ESNI-FHERICH LR T 77 A L%
HEIICAR L ET,

= 17: %R

T4—ILF4A BL)]

VLAN DEEE DXy NT—7 FTNRA R T T 7A/WZ VLAN HERREZ R ET H121E
(Set VLAN) IDF 2w IRy I A F AT LET, ROWTNNDOA TV 9 0 &R
LE7,

« IETF 802.1X J&E: (IETF 802.1X Attributes) : Internet Engineering Task
Force TiEFR I NTZT 7 4 /v D RADIUS J&HED& » FTH,

« —HEOJEME (Unique Attributes) : #%% RADIUS J& IO T % 5
ETEET,

ACL DF%E (Set |RADIUS @A Ry NU—2 F4 2 Fa 77 A4 LD ACLIZRET 5

ACL) BlE,. ZOF =2y IRy I REF AT LET,

HAEE (Co)A) T TL— FDERE

ZOT T = ME, COANTDEATDFRy hT—7 THARALAZED LS ITERFREN D)
ZEFRLET, WORIL, [FFAIZEH (CoA) (Change of Authorization (CoA)) &7 > a > d
7 4 =V RIZOWT OB TY,

groLro [}



BEOHLAD |
B <vro—s 7 427077 08E

R 18:FFIEE (CoA) DEX

J4—ILF4& EF2 (Definition)

RIZ& 3 CoA WDOFT L a DTN ERINL £,
(CoA by) « RADIUS

*« SNMP
o PoR— kxS

RADIUSIZ & % CoA (CoA by RADIUS)

FI7 D RADIUS CoA #EETDAR— b, VA2 FNAL ZADF 7 /b k FB— M

CoA R— bk 1700 T, DX Z—DF /34 ZAT1H 3799 TI,
(Default CoA

[ hU—2F /34 A (Network Device) |V 4> RV TCIiia LEXT

Port) x 34

[ZA L7 U ME | CoA DIEE4IT Cisco ISE DMK A R~ 2 V¥
& (Timeout
Interval) ]

BETEH BHID X A LT 7 hEIZ Cisco ISE AY CoA DEAE 2 71T 5 B4k,
(Retry Count)
LIk TID DT S, AR R 2 X E T D2 HEEZRIRLET,

« [REC 5176] : fF#EDE v > a VT OLGRIXIOF = v VR 7 A%
Z A2 L, RECSIT6 1> TERINTWAS LI YT, A—FEHL
Wty Ta L TBEET,

«PortBounce: Ty a AT LT, A— FEFEETLIZIE, 20
Fov IRy T AT AT LET,

s [R—rD> ¥ v hX D (PortShutdown) ]: v a & TLT,
R—br&ETyy NEDUTAIZE, 2OF=v IRy 7 AL 0L
ij—o

BERELE Xy MU =27 TN, A THRBREEREZEET 5 HEEZRIRLET, U
(Reauthenticate) |HIfE., o 22 FNAL ADBRTHHE— F I THET,

o [JEA (Basic) ]: MDY v v a VERBIEOHAIXIZIOF = v IRy
IR A AT LET,

« [F%1T (Rerun) ]: RFEAHRUC L > THRANOEITTHHEAIE. 2D
Frv IRy I AEF N LUET,

s te (Last) ]: BB LIRRE Nzt v v a XA L £,

B zZEoxHLRre
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P R - |

J4—ILE%A EZ (Definition)
CoA Ty F hU =7 FTONA AN A ad TrustSec CoA MEREA VAR — bk L7235
(CoA Push) BlE, ZOF T v a U EBIN LT, Cisco ISE BREDEF 27 /3 AT

TyvaTEHEIICLET,

SNMP [Z& % CoA (CoA by SNMP)

BA LT FERE
(Timeout
Interval)

CoA DE[EFIT Cisco ISE D35 21509 5 F08,

BETEE
(Retry Count)

Cisco ISE 7% CoA DiEE #1179 5 [E#K,

NAD 7R— kD&
H

B5# 4% RADIUS EBMi%., S COM—D A4 7T a o TF,

BEs&E9 % RADIUS
B

NAD A— M &3 5 HiEZ2@IRL £97,
¢ Nas-Port

¢ Nas-Port-ID

Disconnect

TIDH DT S, ANCHERHRRER A EET D HIEEZBRIR L £,
* [F38RE (Reauthenticate) ]: & v a &k T LT, AN— F&HEH
THTE, ZOF v IRy I ReF AT LET,

«PortBounce: v a AR TLT, A— FEEEETIIZIE, 20
Frv IRy I AEF N LET,

o [R—FD¥ v v hH7 (PortShutdown) ]: v a &K T LT,
R—hzvy N TDICNE, ZOF =2y IRy 7 ReA 2L
£7

JEALY b TUTL— FOEE

Iy MU= FTRA AL, FFA 707 7 ANV THRESNTWEIEE, 7747 FOHTTPHE
REVAA L FTEET, ZOTFL—hME, ZOFRY FNT—T TRA AT Ty A)b

MNURL Y #1417

MY R—=F TN EIMERELET, 734 X ¥ A FIZFEA D URL X

TA—BLEMENLET,
WDFEIT, [VFA V27 b (Redirect) |7 v a> D7 4 —/ RIZOWTOFHITY,

groLro [}
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BREOHCAD |

®19:UHAL LY FDEE

J4—ILF4&

E2 (Definition)

247

Xy NT—27 FRAL R T a7 7 A VREHETIZEURL U XA L2 b
Y R— N TN ERIRLET,

TNRAAREL L LY HR— N LT RWEE, [RYPHA—F (Not
Supported) ] Z®IN L. [RTE (Settings) ] >[DHCPE L U'DNSH—E X
(DHCP & DNS Services) | 7*H VLAN ##%E L £,

JEA LY FURL /NS A—42 %

92472 HIP
T7ERLZR

Xy NT—=0 TNRAANTTAT L FDIPT RUAMEHT /37 A—
Z4 NS LET,

D347k
MAC7 FL X
(Client MAC

Address)

Iy NT—27 FRAARTFTA T hOMACT RURIEHAT 585
A=A AT LET,

st URL
(Originating
URL)

Fy FT—=7 THNAABRTEDURLICHER ST 5T A—=242 AJLET,

Session D

Py NT—7 FRA ARy a3 IDIERAT ARG A—ELE AT L
F9,

SSID

S N —2 FANAANY—E R &y FigBlF (SSID) (AT 535
A—FHLHEANTTLET,

A4 FI v URL /AT A—4&

INTA—4H

B URL U ¥ A L7 FEEIRT 2561, b0y hT—27 T34
AW ZA V7 NURLZAERRT B HIEZRET HDMERHY £9, Fi-,
VA L7 NURLD Y a v IDERITITIAT L FOMAC T LA
AT 0 ERETEET,

A% (Advanced Settings)

Fy W= FARL AT T 7 A VEFH LT, Xy NT—2 FAL Z%KR) — L— LT
ENRT K TH5720I1C, ZHOR) —BREERTEET, ZNHOERITIT, BESMH.
T Ta 7740, BIXOFTEINTWAT o halPNEgENTWET,

INLOEREERT DX, [RY > —EFEDOIER (Generate Policy Elements) (%727 U v 7

LEJ,

B zZEoxHLRre
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shan RADIUS 4 —i—0 %z [

=JL ==

5} &8 RADIUS H—/N\—DEXTE

% 20: 5VEB RADIUS Y — I\ —DERTE

TJ4—IL K% FREDAA KSA4 Y
£ 81 (Name) A8 RADIUS H— " — D4 FiaE AT LET,
ERBA S E8 RADIUS — _"—D#FHHE AL L ET,

RA &7 KL

S RADIUS H— _R—DIP 7 FL 2B ASLET, IPvd 7 KL X zs_»)\jj

A (Host IP) THEAIE, ®HE YT Ry b~ A7 ZEATEX T, IPv6 TiE. #ipH
NV R— |k éhfb\it”/vo

HEWE A RADIUS Y— " —DOFBFEICfEF S5, CiscoISE & 44 RADIUS H—

(Shared Secret) | ~—pRDIAGRE S AT LET, HEMEKFRIT. PHINSETFR b

SCEHTY, —H—E, Ry NI —Z FARL R o Ta—F—4B &
ONRAT = FPBRESND LI IO DIERE R TTDLEND Y F
T, =P —NIEEWMERBREAIRTRT ST, #HRdESshEd, BF
FEEFRORE SI1X, &K 128 3LF T,

KeyWrap DER | oA 7> 2 v 24902 T 5 &, AESKeyWrap 7 /L= U X A2 L Y RADIUS

it (Enable Zu b ardtFa T 1 03 EFL. Cisco ISE T FIPS 140 (T HEHL 7T RE

KeyWrap) R0 £,

F—EES+— ([keyWrap Z A #0235 (Enable keyWrap) ] T = v 7Ry 7 A& 4 C

(Key Encryption
Key)

LIZBEDR) By g o mE
S

bk () IS sF—2 AL

AvtE—=UF— | ([keyWrap Z#H %N 25 (Enable keyWrap) | = v 7 Ry 7 A% F 02
TUTA4T—3 | LA DR RADIUS A vt — EOF—fF% HMAC &I H S
A—Fk F— HE—EANLET,
(Message
Authenticator
CodeKey)
F—AHEA Cisco ISE s 5 X — D ANNHEAT X ERBE L 9, X, WLAN
qumm :/FD T EOBEL BT HIMERDHY £, FRETHHEOESIX
For mat

KICERSNTNDF—D (RKRD) BS LIEMIC—HLTWDLLERD
0 ifh IHREVEWETFFTShEE A,

«[ASCII] : F—HfEF—DREIIT16 LT (XA ) | AvkE— F—
YT 4= a— R F—DOEIX20 LT (N ) THLHLER
HET,

« [16 #% (Hexadecimal) ]: F—M5F—DEIII32 34 FTHY
Ayvbt—V A=k T 4= a—RFKF—DEIF401 FThHD
VERH Y £7,

BROH LA .“
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

Authentication
Port

RADIUS #EF D AR —
7 #)V ML 1812 T,

NEFEADLET, EHOHMAIL1 ~ 65535 TY, 7

FTADOTA42T
R—
(Accounting

RADIUS 7 H W > F 4 v T DOR— NEBEEZANLET, HD
65535 C9, T 74/ MF 1813 T,

PHIZ 1 ~

Port)

HY—/\— B A Ly |Cisco ISE 237 RADIUS H— 3= 6 OIS E 2+ 2 A AT L
7ok (Server |4, FT 4L RIS TT, AL S ~ 120 T,

timeout)

EEAITEIS Cisco ISE 2345 RADIUS H— S — D4 2 3T BRI A AT LE T,
(Connection T 7 MI3IENCERESNTCWET, A7 EIX 1 ~9 TF,
Attempts)

RADIUS 7 OX% <
Jx—I)LA—iN—
DHNEHAR

BRI L T D, O — —CH O 2 A 5 £ TORERER 2
ANLET, A7 1 ~ 600 TI,
P—R— T A LT T " AX YL, 7z A— "~ EHEBEIT DI

X, TORTA—FERELET,

RADIUS H—/\—|EF

Table 21: RADIUS H—/ \— B

J4—ILF4&

FEREDAA RS2

[&81 (Name) ]

RADIUS Y — _R—JlEFOL4FIZ AT LET,

Bz EETHBHE AT LET,
RAMEI7 FL |44 RADIUS H— "—D P 7 RLZ&Z AN LET,
A (Host IP)
I—H—ASERL |[(HIATHE (Available) ]V % bR 7 AT Y S S 2 LTHM
=9 —ER B4 |34 248 RADIUS ¥ —/3— % 34R L, JRIR L7243 RADIUS H—/3—%
7 (User Selected |y 2 (Selected) ] U % b K v 7 288 L%,
Service Type)
DE=FTHY |VE—NRY =P —NR—TT AU T T EHATDITIE, 2D
oTavYy F o IRy I AEF AT LET,

(Remote

Accounting)

B zZEoxHLRre
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rapius 5 ——1E% I}

J4—ILF% FRLEDHTA KSA4

D—h»jﬁb CiscOISETDT H T T 4 T HEFIMITHITIE, ZOF = IRy 7 A
Tavy AT LET,

(Local

Accounting)

SETEMRE (Advanced Attributes Settings)

H$ITxY MED
ML REICH
WY S5 Y XF
FTHIBR (Strip
Start of Subject
Name up to the
First Occurrence

TV T 4 I AP —F =L ERMORITIE, ZOF v IRy 7 A%F
NZLET, 2ExiE, TV 7 FAD acmeluserA, XYY SCFEAN\ D
e, 22—V —Z L userA 12720 £97,

of the Separ ator)
BRICHBET AR |97 1 v 7 Apba—PF—H e MY R, Z0F =y IRy 7 2%
YUXFENLHYT |z LET, 72&2iE, 7V =2 M userA@abe.com, [X8) 0 SLFA

1y FMERDXRE
FTHIBR (Strip
End of Subject
Name from the
Last Occurrence
of the Separator)

@ DBE., 22—V —Z T userA 12720 77,

*» NetBIOS F 721 User Principle Name (UPN) 74—~ v b2 —H%—
4 (user@domain.com ¥ 7= (% /domain/user) 7> 5 —V—% ZHiHT 5
Wi, INHDA RN v AT arEAENCTHILERDH Y £77,
RADIUS $—"—=Ta—HF—%FAET 272012, 2—HF—H 7200
RADIUS ==l SN D2 TT,

NBRUO@DOWAFDANY v 7H#EE T 77 ¢ 7{k. L, AnyConnect %
ER L TS558, Cisco ISE I3 RANTHILT 25\ 2 305510 5 IEREIC
PR ZENTEEEA, 2720, A v 7HEREIZ. AnyConnect
HEELTHEISNTWDH 2D, ERNCHERT 2581 38EL £77,

S8 RADIUS
Y—IN—~DER
ICEFhLENZE
Z£E$ S5 (Modify
Attributesin the
Request to the
External RADIUS
Server)

FRAEYE A2 RADIUS H—/3— & DO CEZAE T 2 BIEO#AE% Cisco ISE
PRI 5121, ZO0F 2w IRy I A F N LET,

WO BIEEED FIBET T,
« GBS (Add) ]: RADIUS ZR/OGEEEICEEE BN L ET,

« [87 (Update) ]: J&MEAE (BEE 721380 2ZLFLET, £03
B Z R OJEMEE (B) CTEI#MA ET,

* [HIB® (Remove) |: BEMEEITBMELEOST ZHIBRL £7°,
« [T THIBR (RemoveAny) ]: fF7ET 23T X COEMEZHIBRL £,

grozL2sd I}
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

FRELAR —ITHE
& (Continueto
Authorization
Policy)

IDARNT ZA—7BLOBHEORBFIZESNT, Xy 7 —%FH
AU —OFTICHEE LT, LA BERREZITIICIE, Z0F =y
TRy I AA N LET, ZOF T a B/ MNTDHE, MERADIUS
P R= L DISEICE END BN, FRAER Y o — OB H SN F
T, TOarTxANOBEEDOBIIT. AAA b —R—DZ T ANUGEE
PEOMWE R ECTEHR I NE T,

Access-Accept M
EERICEEEE
B9 5 (Modify
Attributes before
send an
Access-Accept)

B & T AA ANZBET HEANCEEEZEETDHIIE, ZO0F=v IRy

I AT AT LET,

NAC ¥ ~r— ¥ DERTE

TR 22:NAC T +— ¥ DERTE

J4—ILFK FREDHA KSA Y

4477 (Name) Cisco Access Manager (CAM) D4RIZ AT LET,

AT —H A CAM ~D g 7 38FF4 % Cisco ISE 712 7 7 A 736 D REST APl i#1{E %
HINCT BB, [AT—F A (Status) | F=v 7Ry 7 A& F 2L
i‘g—o

SRR CAM OFBHEZ A LET,

[P7 KL 2 (IP
Address) ]

CAMDIP T FL A% AJILET, CiscolSE TCAM Z1ER L THRAFE L=
%, CAMDIP T RLAZRETHZ LIXTTETERA,

0.0.0.0 & 255.255.255.255 I%, CiscoISE TCAM @O IP 7 KL A ZHFET 5
XIS EN., CAMD[IP T FL A (IPAddress) |7 o« —/L KT T
XDHHEMLIP T RLATIERW D, FHTEEEA,

GE) A TS T EY T HERT CAM D7 B3I 2 (AR —
EAIPT RLAZEHTEET, 2T, M TXATEY
T AR TCCAM O 7 = — )L —R"—% Y R— N TExE7,

[2— 4,

(Username) ]

CAM Da—H— f v B —T oA 220 T F L Tx % CAM EHED2L—
Y= AT LET,

AT — |
(Password) ]

CAM Oo2—H— f X —T =2 f A2 T F 2 TXx 5 CAM EHLFE D /A
U—FRE AN LET,

B zZEoxHLRre
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gz K- roez [

TNARAKR—FIILDOEHE

TINA R R—RILDETFE

FINA XA R—F)ILDH O—/\NJLEERTE

[7—% 2% — (Work Centers) ]>[BYOD] > [ERE (Settings) | > [EEMNZEKLI=T/NA
A (EmployeeRegistered Devices) | £7-1% [EHE (Administration) ]>[T/3f AR—F ILDE
I (Device Portal Management) |>[E%% (Settings) | #BIRL £7,

BYOD R—Z /LB LT NA A R—F)ILORDO KR ELRETEET,

s (MEEB MBS LT /N1 A (Employee Registered Devices) | : [t B % [ (Restrict
employees to) |12, WEEBDBERTE LT A ZADORRKEEAN LET, 774/ KT
E. ZOEIEE T A ATHRES N TNET,

« [T URL (Retry URL) ]: 7 /3A A% CiscoISEZV Z A L7 hT57-DIEHTE S
URL % [A > R— FD7=HOFEFFIT URL (Retry URL for onboarding) ] (2 A L FE 7,

INHDO—EAREREMEERE LD, 2O OFREITEMICERE L2 TBYOD iR—#
IWBLIOT AN, R R—=F)VIZEBAENET,

FINA R R—FI)LDOFR—Z)LID HFE

IO 4y RUADFES = a X8R, [EE (Administration) | > [T/ RR—2 )LD
&1 (DevicePortal Managment) 1>[735 v 49 )X kiR—4% )L (Blacklist Portal) [/[2 547
v hFREY 3= S R—4%)L (Client Provisioning Portals) ]/[BYOD 7R—#% JL (BYOD
Portals) J/[IMDM R—#% JL (MDM Portals) /[T/34 XA R—4% JL (My Device Portals) ]> [{E
K. REE (TR (Create Editor Duplicate) |>[R—ZIILDBRES LUV HRE YA X (Portals
Settings and Customization) ] T,

o [R—% 14 (PortalName) |: ZDR—ZJNIT 7B ATHEDD—EDR—F N4 %N
HLET, ZOR—FN%%E, TOMDAR A — FA N EIFFHETAMR—F 1
([7Z>27 VYA (Blacklist) 1. [HAFTHT /A AFiHiAA (BYOD)  (Bring Your Own
Device (BYOD)) ]. [/ A4 7> b 7r Y a =7 (ClientProvisioning) ]. [E/ A /LT
NA AEE (MDM)  (Mobile Device Management (MDM)) 1. £721X [T /34 2 (My
Devices) | DFR—2 /L) IHEHLRNTZE 0,

ZOXLENX., VAL VLI a  rZ@EIRT A0, Bir7a 7 7 A )LIR— X )L OER|IZFE
RENFET, THUIFR—F DU X MIE#EHA S, foR—4 v & ORI C I T
iﬁ—o

« [§%B8 (Description) ]: 47> a > CT7,

o [K—% /L7 X~ URL (PortaltestURL) ]: [fRfF (Save) 1% 27 U w7 L7z 7 &L
TERENDVATAICEVAREN/ZURL, N—Z/LZT A M H72OIH L £9,

BROH LA .“
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B 5 ruark—sror—srze

Vo2& 7w 03hE, ZOR—FZNLDURL ZERTHHFLWT T W Z 70X F
T, R =P —EREZETHR) —F—E 2/ —FK PSN) 24T 20LERHY F
T, R =P —ERARF IR > TWRWEGE, PSNIZEBEE AR —Z VDA EFRRL
i‘d—o

\}

GE)  FTAPMKR—=H/IRADIUS ¥ v a &P HR—FL TR
O, TRTOR—=HFINIHTDHR—FZ L7 a—DLKIERRIN
FHA, BYODBIONZ A4 7 7y a =7 ZRADIUS
Ty a SEET HR—ZLDFITY, =& xI1E. S URL
~NDYVEAL VT v a IR LEEA, EEOPSNAHLEE.
Cisco ISE I DT 77 4 7 PSN Z iR L £,

« [E557 74/ (LanguageFile) |: KR —HX N XA 7L, T 74NV NTISHEOSEEZY
R—=FLET, CNHOEFEF, HrD7 o T4 7740 LTHEMATEET, 2hb
D7 7 A ML, JEME ST B — @Eﬁ§774VVW’fE&&fCAyﬂwvéfvmmiﬁ‘~f—
ZIVCHHAT DIEMESE T 7 ANV AR— FEIEA AR — ML, ENSEY
AN, R=H VDT XA NERRTH20 _ﬁ%T%&@%®§%774W#¢AT
HEENTVET,

5%774w X, BEDT T uFar—LBE~DY LT FOEETOR—H

BROTRTCOILFHEENFENTWET, 1DDOFFET 7 A /MZiE, BB L e—
ﬁ)k Ta v OHMICESGIMENTED L OIC, Y R—FENDTRTOFENIEEN
TWET,

1 OOFEMOT 7 0% nr—VEERE Licha, EERARIMOT~TOT K
2—H— Web R —F/VICHEH S NET, 2L 2L ‘J‘/ ARy b TR R—=Z )LD
French.properties 7 7 7 ¥ 10 r — /L % fi fr-fi,fr-ca 2> O frfe-fr (CEH T 5H &, ZOLEEAR
INT A ZR—=F b S E T,

[R—ZN_X—TDH A K ~A X (Portal Page Customizations) ] ¥ 7 TWFNDT F A
HHALZARTH e, BETAarynERINET, BEAvE—D1F, R—=F 1D
AL A AR ODEFHE AT ER 2T N TOYR— FRHROEFET 0T 4 77 A
VIZHIBIIT 2R S L Z LB LET, Fry XX VXA NOF T g o2l
LT, FEITEBET A arRERSenE ol LET, o, BET7 A a2 0F, BHS
NIEMEET 7 A VDA A= MRICHBIMICER RSN < D £77,

TS99 VAR R=BILDKR—%2ILETE
DU 4y RUOFT eSS = a xR, [BEE (Administration) [ > [T/34 AR—2 )LERE
(DevicePortal Management) [>[7 35 v #4 ) X h7k—4% )L (Blackligt Portal) |>[#"&E (Edit) ]>
[R—2IILDOFEES LUV 70—DEKE (Portal Behavior and Flow Settings) ] > [[R—#% JLERTE
(Portal Settings) | #3ER L £,

INHDOREZERA LT, 22— — (RWIISCTH A b, AR — FHREMEER) IR
TRENDEEDR—Z N _R—=UTlEL, R=FAEICHEH SN AEEEE L 8ifE2 &
‘TLIZY LET,

B zZEoxHLRre
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I59suz bk k—sror—sriE |

« [HTTPS 78— K (HTTPS Port) ] : 8000 ~ 8999 O#ifHDO KR — MEEZ AL LET, T 74V
MEIZTRTDOT 7 4 )b hiR—H )L T 8443 T, 7272L., [7 7 v 27 U A (Blacklist) ]
R—H L 8444 T, ZOFMANDOFR— MEEZFER LT v 77 L— RLIEHEIE, 2
@74VF?T%E%M26&T%%%%&¢O:@74VF?%%ETé%ém\:®
FIRRICHE D KO IR — MEREEZEH L E T,

A NKR— B JUCHES A R R— 2L (T34 A (My Devices) 172 &) ICk-THAISH
HR—FEHVETHE, TT— Ay E—VRRFSHET,

RAF ¥ I L EEICHONTDI, V54T N Freda = 7 R —2 TR — k8905
BLU809 bHHLET, ZNLUADEEIE. YA N R—=ZL~DED BT LERLR—
FEfEHLET,

B U HTTPS R— MZE W YT oHNmR—Z T, BUFHEYy hA—VFy b A Z—
Tz ARFEITHNOA v Z—T 2 A ZAEFEHTEET, ZNODOR—FABFELR— K&
A B =T 2 A ADMBEDEEFEHL CWDEEE, RCEHES V-7 2 7 2 M HT 5
VR BV F4, WITHIZRLET,

s AP — R—=2 N aflE UTHER LA aa b2 RIORLET,

¢« ARVY—HR—=H)L : R— 18443, /X —T A A0, iEAEX A, BLW
TFNRAAR—H) : AR— 18443, /L H—TxA R0, FFHEISL—TA

C AR Y —R—=H )Vt R— 83, A H—T = A A0, iEHEINV—TA B
FOTNAAR=F) R — 845, A F—TxAR0, itHEIL—7B
o [AARHP— (Sponsor) [R—H /L :R—h844, A X —TxA A1 FEHES

N—T A, BEONZZv 27U AL Blacklist) [HE—#/L: FA— 8444, A% —
7 A A0, AFAESL—T7B

o BRI AS DEITITR D EENET,

e ARV —R—H)L : IR— 18443, /1 vV X —T = A A0, iftAEIS L—TA. B
JOF AL AR —H)L 8443, A H—T A R0, iFFAE L —7B

o [AR ¥ — (Sponsor) |AR—H /L :KR— 844, A H—TxAR0, FEAEHX
TJA, BIOTZ7v 7 VAL (Blacklist) |AR—4 /L HR— 8444, A HF—7 <
A A0, REHET7 V=T A

GE)  Fli7e X7 A —~< AEHDHITIE, FTAMP—ERIZA U H—
Tz A A0 EHHATDHZ &%?E**Li@“ [R—# Li%E (Portal
Settings) | CldA v Z—7 = A A0DHERETEET, £/201F
CLI =~ Riphost Z#H LT, &~A N4 F£721%L FQDN %4’/
H—=T 24 AODIPT RLAZ~w v E L7 T5Z L TEET,

«[fEFAIREA o Z —7 = A A (Allowed Interfaces) ] : PAN 2R —H )L DFEITIMEH TE 5
PSNA v H—T x4 AHBIRLET, R—F/L&ZBA< BRI PAN TiThoivs &, PAN X
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B 5 ruark—sror—srze

PSN CHEHAFRER AR — b E2ELET, B2V T7Xy P EDOIPT RLVRAEMHEHL TA —
YRy b AV H—T oA AERETHLELRH Y 7,

INHDAHE =T A AL, R =P —EARF IR 5 TN DT RTOPSN (VM
N—=2EEl) THAWETHLILERHY £F, Zhid, ThbDFXTOPSNAS
ATy arORRRHI Y 24 L7 MIER SND ATREENR S 572, BHEMA T,

e A=YV XY P AU X =Tz AL, BBV T Ry P EDIPT RLVAZEHT DM
ERHY F9,

ZIZTERNT DA E—T 24 AL, RV =P —EARF IR TND EEZD
VMARX—Z2D LD EET, TXTOPSNTHEHATE 2O TRIFIUIRY FHA, 2
NI, ZhHHEDT_XRTOPSNBT AL By g OFMBIFIC) #1417 MO E
WD AREMEN S D T2 DM T,

R—=HNVOFAEDOY T2 NEETITIT T V27 FORBLAITA L —T = A A
IP 7 R ARIZHERT DML ENHY 97,

ISE CLI T ip host x.x.x.x yyy.domain.com Zg&EL T, BEH L XV A L X —T = A AD
IP7 RLUAZFQDN vy B 7 LET, T, ifHEOS 727 N, 7
Y7V FoREA E—BESEL DI SNET,

Ry T 4 T ENTZNIC DHRPEIR ST DAL, PSNITR— X )L OEERIC,
WAINZAR T A T A B =T oA ADREERALET, ZHDREII LW GEAE, B
Z6<IE, FDOPSN THRUT 4 VT HRERESINTNRWZDIZ, PSN T T — ML
FEINTHETLET, PSNIIWEA v ¥ —T = A ATOR—Z VOB ERS T
Mo

NICF— U T ELBFR T AT, "M TA T80T ¢ (kEEN) %2584
57222 DOEBID NIC X ETE D REA T a T, EHLH0O NIC IZ[E
ERRETDHE, KT 4 VT INTHRHRO—HTHDH 5 —HDONICIK, Bl i
TLET, 1 DONIC S [R—HX/Vi%E (Portal Settings) | 12DV TR — & JLITIERN
ENFET, WFLNIC LT 2R T 4 7 ST NIC D FNRESNL T\ 5
BlE. PSNBAR—F NV ERELLI ETDHE, BRAUNCARY T4 v T A2 —T A
AN LE D ELET, TSI LARNWES, ZOPSNICARU KBy hT v
NI T=Z ENFRTH D AREVEN S H DT, PSNIZWHLA v X —T7 = ATHR—
ANEBRBLEY ELET,

o [REAE )V —7"% 7 (Certificate Group tag) | : A"—%/L® HTTPS b7 7 4 » 7 IZfEMT
LAt EAZIEET DEHEI N—T X T @RI L £ 7,
« KT
[T UVOulr—EEHT % (UseBrowserLocale) 1: 7 747 N7 7 u¥Dnr
T VX E CHESNEEBER— Y NVOFRRSHELELTEHNLES, 770U onR
F—IVDFFEMN Cisco ISE THAR— F SN TWARWERIL, [T+ — Ny T 55
(Fallback Language) | W EfER—Z /L& LT INET,

B
a

T
anh

B zZEoxHLRre



| gEoHLRAS
BYoD & MOM K— 2 Lo—s L&z [

o [7 A=\ 7 Z5E (Fallback Language) 1: 77 U nur— AL EiEa G T
WS, £ET 7 v R — /L SEEN Cisco ISE TH AR — h I THRWEHAID
T 252 EIRL 7,

o [FIZHEH (AlwaysUse) |: R—F/UHEHT 2R REHELRINLET, ZORE,
2—HP—D [T T UV Dur— V&M HT 5 (User Browser Locale) | 47+ 3 % I
EXLET,

BYOD & MDM /R—A JLDR—R JLERTE
TRBERELT. FeH L R UOBER ERE LS T,

« [HTTPS 7"— ~ (HTTPS Port) ] : 8000 ~ 8999 O#iHDOKR— MEEZ AN LET, T 74+ /b
MEZTXTOT 7 4L RAR—X LT 8443 T, 7272 L. [7T7 27 U AL (Blacklist) ]
R—=F L 8444 T¥, Z OIS DOR— MEZEH L TTY v 77 L— LG EIE, 2
DY 4y RUTERZMADETHRESNET, 20OV 4 RUEERTLILAIL, 20
FIPRIZHED K HICAR— MREEZEH LT,

A RR—H IS A RFE—S L ([F31 A (My Devices) 172 &) 12 ko> Tl Sh
HR—PEFVLTDE, =T7— Ayt —VBRRRSNET,

RAF ¥ M EEEICONTDI, 7 IAT 2 N Frbda =7 R—2 L TR— k8905
BXLO89 b LET, TNLUADEAIL. FA N R—Z L ~DEN B TLFRLKR—
MR LET,

[l CHTTPS R — MZE D S CToHNZAR—Z T, RLFXFIEY hA—V Ry b A& —
Tz A AFITHNOA v H—T 2 A AFHTEET, INOOR—FARELKR— K&
AU H—T 24 ADMBEDLEEFHAL CWEHE, RCEAEI V-T2 7 2ERT 5
VEPRHY FT, RICHZRLET,

« AR — R—=ZNEHE L THEH LA H]AEDbEERIORLET,

s ARV —HR—=H)L: R— 18443, 4 X —T A A0, fEAEXY A, BLD
FNRAAR—=HF) : R—1 8443, A H—T xR0, GFIFHESL—TA

s ARV — R —HF)L : R— 18443, f L H—T A A0, iEAEITNL—TA, B
FOTF AL A R—=H)  IR— 8445, A L H—T = A A0, FEHESL—TB

o [AARHP— (Sponsor) [AR—H /L :R—h844, A X —TxARX1 FEHES
N—TA, BIXOW[TZTZ 27U AL (Blacklist) ]AR—4/b :7"— 8444, A X —
7 xA4 A0, FEHEINL—T B

o BRI AS DEITITRDEENET,

s AR —R—F) : R— 1843, £ X —T xR0, FEHEISNV—TA, B
JOFARSL ZAR—F)L 8443, A Z—T A A0, iFHES/L—TB

o [AAR>HP— (Sponsor) [7R—H /L :R— K844, A X —7xA R0, FEHES
JA. BEO[7 T2 U A (Blacklist) ]#—% /L : H— 8444, A 24— =
A 20, iEAFEITL—T A

| groLro [}



B svoo & momk—sL0H—5 0

\}

BREOHCAD |

B

X JE

G¥)

- [fE

W7/ N7 4 —~< U AERDHITIE, TA R —BERIZA Vo F—
TrxA R0 EMHT LI EEMRLES, [R—FLiE (Portal
Settings) | TlIA v Z—7 oA ZA0DHEHRETEET, E/213.
CLI =~ Riphost #flifH LT, &A"A F4 £7I1Z FQDN % A >
B —T o2 AO0DIPT RLAIZw B 7 TAH52 L TXET,

HWHEA > % —7 = A A (Allowed Interfaces) ] : PAN AR —Z /LOFITIZHEHTEZ S

PSN A U H—T 2 A ABERLET, R—H/L%B< RN PAN Tirbitd &, PAN I
PSN CEAAIBER AR — h 2R L E T, B2V TRy FEDOIP T FLAZBEHLTA —
Yxy b AV HE—T 2 AEEETIVLENH Y 7,

N E—T oA AL, R — P —EANF N TNDHTXTOPSN (VM
NR—Z2%&GTy) THEAFMETHIVLENHY £, ZhiE, ZN5DTXTOD PSN BF

A

B zZEoxHLRre

My a rOBBRHCY XA V7 MR SN AN H B 720, MHEBEMHTT,

A =P Xy P AU H—T A AL, B9 T2y EDOIPT RLVAZEHT DM
ERH Y E9,

ZITAENNT DA =T oA AL, R =P —EARF NI TNDHLEED
VMAR—=Z2D 4L DEET, T XTOPSNTHEHATE 2O TRIFIUIRY FHA, &
L, TRBEDOTXTOPSN BT ANy a OBAIRFICY ¥4 L MR X
D aRENEN B D - O MH T,

.

R—=ZNVDOFHAEBOY T2 NAETIIT T Vo= FORBELIIA v F—T =1 A
IP7 RURICRT DLERH D £,

.

ISE CLI Tip host x.x.x.Xxyyy.domain.com & E LT, B Z VA Z—T 2 A AD
IP7 RLAZFQDN IZ~v v B2 LEY, ZHUE, fEAEOH 7V M, £7-
Y 7Y FoREBEA L —BISELeDIcAshET,

KT 4 7 SITENIC DAPEIR SN TV D EATE, PSNIZHR— X L OREERIC,
BONCARY T 4 v T A E—T 2 A ADHREERHLET, THPRII LW GE, B
ZHLIE, FOPSN THRYT 4 VI RFEESNTNRNTZHIZ, PSN T 7 —2350
BEIN TR TLET, PSNIIMHEA X —T =2 ATOR—F VOB ERA T
oo

NICTF—X U T ERIEIRT 4 T1F, AT ATV T7 ¢ (MtkEEN) 2 5E83
72022 DOEBIO NIC ZHETE D REA T a T, ELLNONIC (ZfE
ERRETDHE, AT 4 v 7 ENTHERO—ETHDLH 5 —HFONICIE, iz ki
ITLET, 1 DONIC S [R—F L% E (Portal Settings) ] 12DV TR — & JLITIRN
ENET, WPELINIC LT 2R T 4 7 &N NIC O GFNRRESHLTWDHE
BlE, PSNBNAR—FNVERELELHIETIE, UK T AT A F—T oA
A~ LI D ELET, TR LAAWES, ZOPSNICR KBy hT7T v
NI T2Z ERFIKTH D AREMENR S 5 DT, PSNIZWELA v X —T = A THR—
ZVEBIELE S & LET,



| gEoHLRAS

BYOD ~—

L e |

s [REBE 7 Vv—7"% 7 (Certificate Group tag) |: AN—%/L® HTTPS ~ 7 7 1 » 7T H$
LREHEZIEET DFEHE I V-T2 TR RIR L 7,

s[> RARA > MID Z/v—7 (Endpoint Identity Group) ]: 7 A F DT /34 A& BT 57
WOTY RBRA L MID 7N —T7%BINLE T, CiscolSEIZT 74/ & LTHEMAT S
GuestEndpoints D=2 KR A > M ID ZV—T %M L £+, F 740 b &MHHLARVWE
A, BMOxTY FRA FID 2 NA—F2ERTHZ b TEET,

ﬁ%gmfﬂ4x%ﬁwﬁékwmzyFﬁ4>¢dDﬁwwf%ﬁmbifoGwﬂ%
177 4V b & LT % RegisteredDevices D= KR A | ID 70— 7 & #it
+. 7 4Lk Zfd LAAWEAE, B RiIRA  MID ZV—T7%4{ET 5 = k%)

TE
'ii\

o

il

Bk
B

s [77vYFousr—nz#HT 5 (UseBrowserLocale) 1: 7747 b7 T % Du

F— VIR TE TR E
S35 Cisco ISE THR— F ENTWARWIEEIT

r—)L D

SINTCEBER—FNORFFHELTHERHLES, 77 '7‘5:0)\3
[71‘”—/1//\/7 =ED

(Fallback Language) ] NS — & /L& LTS Z‘li?‘

o [7 4 —/v/Nv 7 555 (Fallback Language) |: 77 ¥ ar—nb Sike ST
WS 21X T T ¥ a — )L SEED Cisco ISE TH AR — h STV RWEAID
EHT2EFEERNLET,

s [FICfEH (AlwaysUse) ]: A—H U T AR TASELZTINLE T, ZOHREIL.
=W —D [T TV Doulr— &M 3 5 (User Browser Locale) | A7+ a %k
EBXLFET,

4 )L0) BYOD %7

TJ4—ILKR4&

FEREDHA KMV

AUP &ZR—2|C
EHBHIAUP # 1)
VHOELTEDD
(Includean AUP
(on page/aslink))

SRy VU= HHORSMN R, E2——ICERENTWH Y »
VR EDTFXARE LT, FITAUP XA M EENDIFLWWE T
FFU 4 FUEBAS YV 7 E LTERLET,

[RENKLE 22— —DT AT NIRFERIZEMNI /R DA, —F—IX AUP IZ[FE

(Require TAHLERHY 9, [ 74’/ (Login) ] A% &, =—H—» AUP %

Acceptance) ] ZAF AN WIEAITEDNC Y FH A, 22— —28 AUP IC[AE L7V
B XY NU—=2 T 7 BATEE A,

AUPDEEET |Z0F 7 aid, [AUP 23— 28 %% (Include an AUP on page) |73

DRY O— B | 475G do B Y o D For SUE T

E (Require

scrolling to end of
AUP)

Z—HP =N AUP Z itk £ CRtA 2 Z L 2B LET, [[AIE (Accept) 17
AL, 22— =N AUP OB ETAZ a—L45 LHNTR0 4,

groLro [}



BREOHCAD |

B issoncoa- sy f—srot—sargs

J4—ILF4&

EREDHA RZA4 Y

[BEREFICT /N A
AID7Z4—ILF
ERTY D
(Display Device
ID Field During
Registration) ]

BT nE AR, T A D #a— Pl RRLET, T, T
A A ID BHFEFATRESNTE Y, BYOD R—F L EHFH L TND & &AL
HTERWEELAEAET,

T URL
(Originating
URL)

Xy N =7 ~OFFEZENT 5 & TG AIE—F—D7 7 oW
B, =P —NT7 I EALEIELTNZIED Web VA MU XA L7
FLET, HHTE2RWEEIE, FRAEKE) (Authentication Success) |7 o
Y RunFgranEd, VA1 27 NURLANADDT 7 & A a2 hra—
LU AR EZDNAD D CiscolSE TRRE SNTRAET B 7 7 A /WX D |
PSN O7AR— | 8443 TEIET 2 Z L 28 LE T,

Windows, MAC. X O Android 7 /34 ADEHE, #HFlI7 e ya =
T ERFATTHRL T eV a =S U4 =R TS r— g VIE
SNFET, TOEDH, INHDOTNA AT URLIZY XA L7 M
FHA, 72720, i0S (dotlX) BL OV H— FRIDTNA 2 (R b
T—0 T RBARFAEINTND) TIE, ZTOURLIZVFA LY FEN
e

Rt —

(Success page)

TN ZADBEEBEN LT Z & ERm T _X—=V a2 R R LET,

URL

Ty N =T ~ORFERITDH &, 22— —D T T U EEEINT-
URL (&40 Web VA b7z &) VXA 127 FLET,

\}

GE)  FRAFBICHMBURL I A 2 U XA L7 T HE, URLT RLAZMRL T, By ar
NYUXAL LT FENDETICRENECSZ 08B £,

RERETJOED 3= R—2ILDOKR—Z LERFE

« [HTTPS 7R— & (HTTPS Port) ] : 8000 ~ 8999 O#ifH DR — MEEZ A LET, T 741
MEIZTXRTOT 74/ RAR—H )L T 8443 T, 7272L, [7T7 v 27 U A K (Blacklist) ]
R—H 1L 8444 T, ZOHFANOR— MEZEH LT v 77 L— RLEHEIX, 2
DY 4y RUTERZMADETHRENET, 20OV 4 RUEZERTLLAEIL. 20
FIRICHE D K HICAR— MEREEZEH L E T,

FARNR—=Z WIS A MR —2 v (T34 A (My Devices) |72 &) k> THEA S
HR=FEFEVYTEHE, 2T — Ay bE—UNRERRINET,

RAF %M EBEEICONWT DI, 73T h7rEY s =7 R—&LLAR— k8905
BIXU80 bHLET, ZNLADESIE, ¥ A N R—ZNL~DEID BT LELKR—
rEFRALET,

B zZEoxHLRre



| gEoHLRAS

MRETOEva=vy k—srok—srke |

[ CHTTPS A — MZE D S CToHNTZA—Z T, RLFXFITEY hA—V Ry b ¥ —
T2 A AFTNIRNOA U F—T 2 A AEFEHTEET, ZNOOFR—FZANRELAR— K&
A H—T 2 A ADBEDEEMFEHL TCWDEA, R CGEHEIN—7 2 7 2 HT 5
VENH Y £9, WRICHIEZRLET,

s AR — R—=Z N afle UTHER LA ZRMAa b EZRIORLET,

c ARV —R—H )L R— 18443, f L HF—T A R0, FFHEZ A, BIOW
FORA A R—F) : R— 8443, AV FZ—T = A A0, FFHE S L—TF A

e ARV —HR—=F) : R— 18443, £ X —T A A0, fEAEINL—TA, B
FOTNA A R=2)0 R— | 8445, A 4 —T =A A0, GEAEI L —7B
o [AAR Y — (Sponsor) JAR—H /)L KR— 1844, A H—TxA AL FEHES

N—TA, BEXO[TZ v 27 U AL (Blacklist) |AR—% /L : 7;R— 8444, A X —
7 A A0, FEFAEI L—T7B

o BRI AG DEITITRDEENET,

c ARY—=R—=F)L K= 18443, A F—T=A A0, itHEIV—TA, B
FOFNA A R—2) 8443, £ H—T A A0, aAEIL—7B

o [AAR Y — (Sponsor) JAR—H /L KR— 1844, X —TxA A0, FEHEH
FA. BEO[TF w2 U AL (Blacklist) ]HK—#/L: K— 18444, A4 —7 =
A 20, ;EAFEITL—T A

GE) iR 7 4 —~ L RAE/DHITIE, FA M —E RIS U H—
TrxAA0EERTHIEE2HRELET, [R—FLeKE (Portal
Settings) | TldA v X —7 =2 A A0DHEFRETEET, £/
Cuﬂv/]mma%@%LT\TX%$itiﬂmN%4/
B —T oA AO0DIPT RLAIZw B 7 T5Z L TXET,

s [ERAFHEA > % —7 = A A (Allowed Interfaces) ] : PAN 23R — X L OFEITIZHEHTE S

PSN A ¥ —T7 = A A% BEIR L ET, R—F /L& < BRI PAN Tfrbhvd &, PAN I
PSN CEEFAIREZ2 AR — F 2R L ET, B2V T7Xy FEDOIP T RLAZFEHLTA —
VXY b A E—T A AERETHLERSH Y £7,

N A L —Tx2A AT, BY—H—ERARL NS TWVATTOPSN (VM
NR—=2%E&Te) THATMERTHIMLENRHY 9, ZuL,. ZHBDTITHDPSNBNF
ANty a VOBRIFIZY XA L7 MUER SN AJREENH D720, WHEBEHTT,

e A=V Xy P A X =T AL, B9 T2y EDOIPT RLVAZEHT DM
ERH Y ET,

ZZTHNCT DA H =T 24 AF, R =P —E AR IR TNDEED
VMAR—ZADE D &G, TRXRTOPSNTHATEX 2D TRITNIERY A, =

groLro [}



BEOHLAD |
B issoncoa- sy f—srot—sargs

L, ZNHEDTRTOPSNBF AN By a VOBKBRRICY X4 L7 MIERS
NBAREMEDN B B T2 D WME T,

R—=ZNVOFHAEOY TV 2 NAFERIIT TV 27 PORBLAITA v A —T = A A
IP 7 RLUARIZHRRT DHERH D £7,

ISE CLI Tip host x.x.x.Xyyy.domain.com Z#&E L T, B XV A X —T A XD
IP7 RLAZFQDN I~y B 7 LET, ZhuE, fEEOY 7Y =7 M, £t
FY 7Y FoREA L —BSEL DIl SNET,

KT 4 7 STENIC DBHPEIR SN TV DAL, PSNIZR— X L OREERFIC,
BN T4 T A B —T 2 A ADRELRLET, TUBREIHLWGE, B
ZHLIE, FOPSN THRYT 4 VI RFEESNTNRNTZHIZ, PSN T 7 —203G0
BN TR TLET, PSNIIMHEA v X —T =24 ATOR—F VOB ERL T
Ao

NICF—I U T ELBFR T4 T "M TA T80 7 ¢ (EFEMN) 2 E85
57222 OOEBIDO NIC ZFXETE D REA T v a T, 6500 NIC (ZFE
ERRETDHE, AT 4 v 7 ENTHRO—ETHD L 5~ HFONICIE, iz ki
fTLET, 1 DO NIC 2[R —Z/Vi%E (Portal Settings) | IZFESWTAHR—F /LT
ENFET, WENIC LGS THR T 4 7 &I NIC O AR E SN TN DS
BlE. PSNBRAR—HNVERELLI ETHE, BRUNCA T AT A F—T A
A~PEGELE D ELET, TP LARWEA, TOPSNIZARY Rty v T v
NI T2 Z ERFIKTH D AREMEN S 5 DT, PSNIZHHLA v X —T7 = A THR—
ZNERBLE Y ELET,

3

s [fEAEZ V—"7"% 7 (Certificate Group tag) | : R—¥ /L@ HTTPS N T 7 4 v 7|2
LHREAEAIEET DREAE IV —T X TR L £ 7,

« [EBSEA X (AuthenticationMethod) | : = — W —FEREIZMEH 3% ID Y —RJAfF (ISS) %
7ZIZID 7 a g Z— (1dP) Z&IRLE9, IDV—RIEFIX. 2—F—7 LF ooyl
HERT DT OINERBICRBESINDSID A T DU X FTT,

Cisco ISE (Z1F, AR > —7K—%# L Sponsor_Portal Sequence HDT 7+ /L hD ID ¥V —A
NEFF 235 £ TWET,

IdP ZEXET 521, [BEE (Adminigtration) ]>[ID & (Identity Management) ] >[4}
81D —X (External Identity Sources) [>[SAML ID ZFE/34 & — (SAML IdProviders) ]
DNEIZ @I L £,

ID YV —REFZHET S, [E# (Administration) ]>[ID & #E (Identity Management) |
>[ID Y —AJlEF (Identity Source Sequences) ] Z &R L £,

« KR A7 N—TDFE (Configure Authorized Groups) ] : fEBAE Z Ak L TE A BN
# % (Chosen) 7Ry 7 AZBET L1200 OWHERE M 5 52— —ID 7 /L— T ZER L
i‘j—o

o [FEL(EH R A A 4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ] : [A7R > H—
(Sponsor) | AR—H /VETZIX [T /34 A (MyDevices) | A — % /L DJEA D FQDN % 7= 37k
A NGB 1 DDLU EATILET, 72& 2,

B zZEoxHLRre



| gEoHLRAS

MRETOEva=vy k—srok—srke |

sponsorportal.yourcompany.com,sponsor & AJJ 452 LT, 22—V — 377
FIZINEDOWTNNEANTLHE, BERINET, Do ~vEHEHL TARIZXEID £
TN, T PYBICAR—=REHALRNTLZE N,

77 4/ h® FQDN # AW T 5551F, WEFEITLET,

*DNS Z 8 H LT, #H LW URL ® FQDN BNAZNRAY v— $—E R /— K (PSN)
DIPT FLAIZIRET L9 ICLET, PSNOTF— L& td 20— "5 90
RABRIP 7 RV AZRETHI L TEET,

 BETDOAR—EIZ L DFEHEDESE A v — V& [AhET 572512, CiscoISEPSN D 11—
AN Y —=N—REAEOY 7V =7 MUES (SAN) BHEIC, W AZ <A XS URL
D FQDN £V AV R — REE®HET, [Kerberos SSO %7 Al (Allow Kerberos
SSO) 1 A7 v a v NAR P —R—=F )L THINZR > TWDHEAIEL, R—Z /L THE
Hainvsve— % — N—ZEE D SAN JEM:IZ Cisco ISE PSN @ FQDN £ 7213V A
WA= REGDDLLENDY 7,

[7A FVEA LT 7 (Idle Timeout) |: R—ZI/VIZT 7T 4 BT 4 NRWEHICL—

Y—%& 77 7 h§ 5 & TIC Cisco ISE BFRHET DI () 2 AN LET, AR
Z1~30%7T7,

AJ4 Y R—UDERE (Login Page Settings)
s [L— MlRE TORR R 7 A #fdT M (Maximum Failed Login Attempts Before Rate

Limiting) ]: CiscoISERT AU hOAry MEHIETH2ETCOR—-DT T Uy
varnbou s A rRiTRREEERELET, KD, T ORI T Y
MIEEETAL, Ary ML BEGIRRFO 7 7 A 3 ATHIE (Time between login
attempts when rate limiting) ] Ci%/E I FE 7,

+[AUP 2 &5 (IncludeanAUP) |: 70 —|{IT7 77X TN a—A KR — 4 Ky
ZEMULET, AUPEZ Y 4 RUIZBINLZY, B0 4> RU~DY 7 ZFETDH 2
EMTEET,

FIAEE (AUP) R—IUERTE (Acceptable Use Policy (AUP) Page Settings)
« [AUP X—%&H7% (Include an AUP Page) |: 2ftox v b U — 7 iH#ESRMEE, BlO

NP Ta— Pt ER LE T,

« [REZEEBIZHID AUP 2425 (Use Different AUP for Employees) ] : 2B E B0
AUP BXO %y NU—JEHGEGHE2F R LET, 20TV a v a8IRT 5 &, 1%
BH® AUP % A% v 7" (Skip AUP for employees) | [Xi®IN T EH A,

s [(HEEBEHD AUP % A% » 7 (Skip AUP for Employees) ]: it 81X, £~ U7 —217

AT HENC AUP ICRIET 2B XH Y ¥, O T v a U ERIRT DL & [IEE
BIZHIo AUP #5325 (Use different AUP for employees) ] 13iRTx EHA,

o [FESNLE (Require Acceptance) | : L—H—DT B U v MRFERICHENI /R DHANT, —

P —IXAUP IZAETH2HENH Y £9, [ 4 > (Login) ]T/)"/:I\ Z—H—7)% AUP

groLro [}



BEOHCAD |
B /57 rTgnevazvyk—sroR—argE

BT AN WS RITENC 0 FH A, 22— —NAUPIZREE L2 WEE, Xy hU—
JIZT 7V ATEER A,

« [AUP Ot £ THOAZ a— L3 (Require Scrolling to End of AUP) ] : [AUP % 3—
\Z5 % (Include an AUP onpage) | Z AN LIZHEICDH, ZOF T a ViInKRS
nEJ,

Z— =N AUP A h £ CTotAL Z L 2R LET, [[FE (Accept) | ARF ik, =—
P—NAUP DREFETAIZa—NTHLET 7T 471270 £9, AUP N2—HP—|ZFR
ENFEAICHRELET,

s [WEld 7 7 A D (On First Login only) ] : = —%F =A@ Txy hT—7 £720%
R—=FZa 74 Lz ZIZAUP 2R R LET,

s[mZ A& (OnBveryLogin) |: 2 —W—0Nxy NU—7 IR —Zizn 7 A
YFHTEIT, AUP 2R RLET,

[ BHIL (WEOwZA i 5)  (Every  Days (starting at first login)) ]: & > b
T— I RR—Z Ml a—F =R Tr 7 A v LT, AUP 2 EHRICER R L E
‘a—O

95472k FAESIZ VY R—FILDKR—FILRE

R—2ILERE

« [HTTPS 7R— & (HTTPS Port) ] : 8000 ~ 8999 O #ifH DR — MEEZ A LET, T 741
MEIZTRCTOT 7 4V hAR—Z /L8443 T, 7272L., [FTvH R (Blacklist) ]
W—=Z WL 8444 TF, ZOHFPSIDOR— MEAZFEM L TTY v 77 L— LG EIE 2
DN—T TEREMZHETHRFSINET, ZOXR—VELETT L5, ZOHIRIZHES
LR —FRECELETDILERDH Y 7,

s [ERATREA v Z—7 = A A (Allowed interfaces) | : IR—HF L% FE{TTE 5 PSN A > X —
Tz A%BIR L ET, PSN CHEHFRERA VF—7 = A A% 272 PSN ODHPR—F
WEERTEET, WHBLIOR VT 4 v T ENTA v Z—T = A ZADEBEORAHE DY
ERETEET, ZHUIPSNEKORETT, T XTOR—F/MIINEDA o F—T =
AATOREEL, ZOA X —T oA AFEITTTOPSN ([ZH#H S FET,
WY T XYy P EDIPT FLAEEHLTA =Y Ry b A X —T =2 A ABERE
THMENHY E7,
c ZIZTAINCTTBAA A —T A AL, R =P —E ARG NI TNDBLEED
VMAR—Z2DHLDEETe, T _XTOPSN THHATE S D TRITIERY ¥A, =

L, ZNHEDTRTOPSNBFT AN By a OBIBRFICY X4 L7 MIEAS
NDEREMEDN B D - O ME T,

e R—FZIVDHHEOY TV 27 N4 LS TVl FORELITZ, A Z—T A AP
RSN D LENH D F7°,

B zZEoxHLRre



| gEoHLRAS
9547k FReEvaz=yy k- rok—srgz |

« ISE CLI @ ip host x.x.x.x yyy.domain.com &% > % U A % —7 = A X IP & FQDN
By THEICRELET., ZNTREAEFEOY 7V 27 NM/Y TV =2 RO
REAE B SO EINET,

s RNT 4 7 SITENIC DHBEIR I TODHEATL, PSNIZAR—Z VO ERFZ
BAINZAR T A T A E—T 2 ADREZERHLET, ZHDKI L2 0GA, %
DPSNIZAR Y Rty MR oToZ ENRIKTH 2 ATREMENH 5 DT, PSNIT= T —
kL TR TLET, MBIA U X —T oA ATR—FVERIKL LD EIXLER
Mo

*NICF—S VT EIIAR T 4 70, A (MEEME) 07Dz 2 >0 O
NICZFHETE S, OSHEA T a T, EHLOLMNDONICIZREENREET S &
Ry T 4 o TSN O ThoHH 2 —FHONICIE, HEshitLET, 12D
NIC NAR—HF N EBICIHESER—F Ik L GEBRENE T,

« MFENIC & RHGST DR T 4 7 ENTENICOE T NRE SN TWVDHEE - PSN
MAR—FNERELEL) ETDE, BUNCHR T 4T A X —T = A A~EE
LESELET, ZOUDBHIILRNWGE, ZOPSNIZARS Ry M7 v 7Rk
Nol-Z ENREETHDAREMENH D DT, PSNIZMIEA v X — T = A A THR—
ZNERBLEY ELET,

* [REBAE /v —7 % 7 (Certificate group tag) |: "—% /LD HTTPS 7 7 v 7 \ZfiHT
LAEHEI N —T DI N—T 2 T EFER L ET,

« [@FES 3 (Authentication Method) ] : == — ¥ —3RIEICEH$ 5 ID ¥ —RJIEF (ISS) F7=
hﬂDfmﬂ4ﬁ>-mm ERIRLET, ISSIX, 2=V — 7 LT vy L aRT 572

NEFICHMBENDID A RT DY A MTE, ol ziE, WEZ A b 2—H%F— N
:LHﬁ‘—\ Active Directory, LDAP 72 3% 1) £77,

CiscoISEZIX, 7 I7AT v N 7ueya=r 7 R—=¥VHDOT 74V DI FA4T 2k
Zurvya=r7ID Y —RJEF Certificate Portal Sequence 237 £ALTUVVFE T,

o [FE2fEffi K A A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ]: 7 74 7 k
FubYa=r s R— &w% R E B 1 ODO—EDFQDN, R A My, FIXZE DM
FEANLET, =& 2iE.  Tprovisionportal.yourcompany.com| & AJjL7=54E, 2—
PN DOWNTNE T 7 TV FICAS L GERETr Y g = 7 R —H L 8E
TET

*DNS Z 8 H LT, #H LV URL ® FQDN BNAZhRARY v— $—E A /— K (PSN)
DIPT FLAICHERICHRTH LI LET, PSNOT— L& tT 50— T
VYOBEIP T RLAZEETAHAI L TEET,

 LHTOR—EIZ X B EDE S X v — & [alEd 5 7= 512, Cisco[SEPSN O 12—
BN —=R—FEAEOY TP =7 M4 (SAN) B, VA X~ A XS/ URL
D FQDN £7/-21ZUV AV RI— FaE»ET,

| groLro [}



BREOHCAD |

B /57 rTgnevazvyk—sroR—argE

\}

G¥)

\}

URLUV XA VI NRLDIIAT Y N rEY a =7 O84A,
[GE2M&ffi KA A >4 (FQDN) (Fully Qualified Domain Name
(FQDN)) 17 o4 —/V FIZ AT 2R =2 0418, DNSERE TRIE
ENTWLHMERHY T, URLYVXA LY "N lDT I T >
M TrEeya=r T ERENIT DD, TOURL #ax—H—|Z
BT HMENRDH Y £,

[7A Fs A4 L7 0~ (Idle Timeout) | : R—X/UIZT 77T 4 BT 4 BRWGEICT—
W—% w777 4% ETIC Cisco ISE T DI (47) 2 AN LES, ARh7eH
L1 ~3047T79,

6=

IIAT N TrEYa=r 7 R—=F L TEAR— MEELIAELERTEET, TNICK
D, BARNIZ ITA T FTueya=r 7 b RAF Y ICRALAEREL SV n— 452 &
AP LET, R—ZAGEEN ERXALRIAERIC IV BL SN TWDLGE, EF =2 7 0 &E
FRRSINET A, BOBLAGMHEDLG, AR —4# /L & Cisco AnyConnect 8N A F ¥ = L 7R — %

VIOBEETEXF 2 T A BEEZITIY £,

A4 Y R—IUMERE (Login Page Settings)

c[m7 A DAL (Enable Login) 1: 7 7A 7 h Frbeya=v 7 R—FLrourA
VEIEEAENCTHICINE, ZOF v IRy 7 ZAEEIRLET

s [L— MR E TORKR 71 31T KM (Maximum failed login attempts before rate
limiting) |1: E—DO7 I ¥y arnbon s A R ITARESERELE T, 20
¥z 4% &, CiscolSEIn 7 A VRITZ T TE 2MEZBRMICE T ST, 8
mow 74T ET, v 7 A RN ZOREUTE LD r 7 A AT ORI
I, [BEEERIRRF D 7 74 3 THFE  (Time between login attempts when rate limiting) ] T
ESIET,

s BEERIREEO v 74 RITHEME (Time between login attempts when rate limiting) ]: [L— bk
FIRETHORARL T A URITERBE (Maximum failed login attemptsbeforeratelimiting) ]
TEZRINEE DB 7 A L ORIEEIZ, 22— =R FEr 7 A 24T 5 E TITFRHE
TLOMEN S DM A AL TRE L ET

* [AUP Z#X—VIZHEOHH/AUP # ) 7 L L TH® D (Include an AUP (on page/as link)) ] :
SfEOR Yy VU= HEAORKNGKE, BE2—F—ICRRINDIX—=V EOTF A &
LT, EFRIFAUP TH A MREENDIH LWZ T EETT 4 RUZBHS Y27 L LT
HRLET,

o [[FEALE (Require acceptance) | : R—H WIT 7 ¥ AT BRI —V —» AUP %% 1}

ANDZEEERLET, [mF7 42 (Login) | ARF ik, =—% =28 AUP 25321 A7
WEEIIENCR Y A, AUPZZIT ANV —F—[E, R—F T 7 EATEE
A,

B zZEoxHLRre
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MDM — 45 LR BN E A L 734 2gEEE [

« [AUP Otk TOAZ a0 — /LB (Require scrolling to end of AUP) ] : [AUP & X—3
\Z5 % (Include an AUP onpage) | Z AN LIZHEICDH, ZOF T a VinKRS
NEJ, 22— —NAUP % F THATLZ L 2R LET, [[AE (Accept) | R¥
X, 2=V —NAUP DB FETAI a—NTEHET VT 471270 £9,

FIAHRE (AUP) R—IERE (Acceptable Use Policy (AUP) Page Settings)

«[AUP %5 (Include an AUP) |: £tt0 % v b U — 7 fHORGMZ, BlO~L—
Ta—P—IcFERLET,

« [AUP D% E TOAZ v — /L3 H (Require scrolling to end of AUP) ] : =—4—7% AUP
BEBICHATEZE 2R L E T, [FE (Accept) |ARHZ ik, —H—723AUP Otk £
TRIA—=NTHETIT 471270 ET,

s [FElDO T 7 A > D (Onfirstloginonly) ]: —H—23xy NU—7 F7 13K —Z /W]
HTrTA L Lice&DH, AUP 2R R LET,

s[mZ A& (Oneverylogin) |: 2—W—Nxy NT—F IR —Zica s 4
HZEIT, AUP 2FR- LET,

[ BZE (WElOwv A vint)  (Every days (starting at firstlogin)) ]: v hU—
IRR—=F NN a—F =P Tr /A Lctkid, AUP Z E@HIIICR R L £,

KRR AT A2 N F— R—UKTE (Post-Login Banner Page Settings)

[RAMa T AN F—_—=T%EH% (Include a Post-Login Banner page) | : = — —3IEH
caZ A4 v Lk, *y NI—I T 7 A EMESNDRNCGEIMEREFZ TR LET,

INAT— FZEREZE (Change Password Settings)

[N —H —ICHHD/NAT — ROETZFr[J 5 (Allow internal users to change their own

passwords) ] : BN/ FA T I ya=r I R—ZIu 4 LT, BHD/RA
J—REEERTEXDEHICLET, 2L, TH T2 bA CiscoISE 77— 4 R—ZARFINT
WA BEE BT &L, Active Directory =° LDAP 72 & DR T — Z R— A IRTE SN TN 55
BICITEA S EE A,

MDM R—Z JLDREEXEEDE/NA )L T/INA REEERTE

J4—ILF4& FRLEODATA KSA Y

AUP ZR—2I(C (&t xy MU — 7O %2, BlfEa—F —ZFRENTNDE Y
BOBAUPZEY |V Ry EOFTHARE LT, FHIFAUPTHF A MG ENLH LA T

VOELTEDD |53 s Rz Uy 7 LTERLET,
(Includean AUP

(on page/aslink))

| grozL2sd I}
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

[RENKLE
(Require
Acceptance) |

D —DT AT NNEBICHEIC R DR, 22— —F AUP IC[[E
fé%%ﬁ@@ifom74/<u®m1f&/i\l—#—ﬁMP%
ZUF AR VBAITIENCARY FHA, 2—F— AUP IZ[FE LAV
B, XY NT—2 2T 78 ATEEHA,

AUP D®REET
DR A—)LhNis
E (Require
scrolling to end of
AUP)

ZOF T avid, [AUP 2 X—VZ5E % 5 (Include an AUP on page) ] 73
ﬁ@f&é%ﬁ@ﬁ%Téﬂiﬁo

=W =N AUP it £ Tt AT 2R LET, [[AE (Accept) ]AR
B L, =P =R AUP OEHEE TR m— LT 5 LEHMIRD ET,

FINA XA R—BILDHR—ALEETE

« [HTTPS 78— K (HTTPS Port) ] : 8000 ~ 8999 O#ifHDO R — MEEZ AN LET, T 74V
%@mﬁ&f@f7ww%ﬁ~aWﬁmmffokﬁb\wﬁy79x%(mmmm]
R—H LT 8444 TF, ZOHFPFASNDOFR— MEAHEH LT v 77— LT7-% Nl
@?4/%?TWE%MzéifﬁﬁémiTo_®?4/b?%WE#éFA \:®
FIBRICHE D LR — FNERTEEZEH L E T,

A NK— SIS A R E— 2L (T34 A (My Devices) 172 &) ICkoTHAISH
HR—FEHVETHE, TT— Ay E—VRRFSHET,

RAF ¥ M EBEEICHONTDI, 7 I5AT 2 N Frbeda = 7 R—2 TR — k8905
BLO'gooo biEMALET, TNLAOEAEIE, AN R—=HL~DEY B TLELR—
FEfERHLET,

B UHTTPS R— MZE W Y ToHNmR—Z T, AUFAHEYy hA—VFy b A Z—
Tz ARFEITHNOA v Z—T 2 A ZAEFEHTEET, ZNODOR—FARFELKR— K&
A B =T 2 A ZADOMBEDLEEFEH L TWEHRE., RCAFHAES V—F % 7245
VR BV F4, WITHIZRLET,

« ARV — R—=ZNEHE L THEH LA SH]AEbE 2RI LET,
¢« ARV —R—=H)L : R— 18443, /X —T A A0, iEAEX A, BLW
TFNRAAR—H) : R— 18443, /{2 H—TxA R0, FFHEISL—TA
« ARUY—R—HF )L R— 8443, f L H—T x4 R0, FEHEIN—TA, B
FOTF AL A R—=H) : B— b 8ME, (¥ —T x4 R0, dtHIFESV—T B
o [AR 2 — (Sponsor) ]AR—H /L : AR— 8444, A H—T A A1, FEAES

N—F A, BEONZZv 27U AL Blacklist) [HE—#/L : FA— 8444, A% —
7 A A0, FFAES L—7B

o BRI AG DEIITRDEENET,

¢« ARV —R—HF)L : R—18443, f v H—T A A0, FEAEITNL—TA, B
JOF L AR —H)L 8443, A X —T A R0, iFFAES L —FB

B zZEoxHLRre



| ZBosLas
71z f—anor—srsze |

o [AARY— (Sponsor) [AR—H /L R— K844, A X —7 x40, FEHESF
A, BEO[TT 27U AL (Blacklist) [H— 2L : H— b 8444, A5 —7 =
A A0, GEHEZ L—T A

\}

GE) 727 4 —~ RAE/DHITIE, FA M= RICA U H—
TxA R0 EMHT LI EEHRELET, [R—FLiE (Portal
Settings) | TlIA v X —7 =2 A A0DHEFRETEET, £72013.
CLI =~ Riphost Z#fif L T, &"A R4 £72I1Z FQDN % A
HA—=T 2 A0DIPT RL A B 7452 TEET,

s [EAATREA v Z —7 = A A (Allowed Interfaces) ] : PAN 23R — X )V DFELTIEH TE 5

PSN A > H—T7 = A AN L ET, RN—% /L% < ERM PAN TiTbivd &, PAN T
PSN CHEMAFEE/RRR— 2L ET, B2V 7 xy hEOIP T RLAZFEALTA —
PRy b A E =T 2 A RERETDHLERDH Y 77,

N E—=T oA AF, R =P —EARF RS> TNDHTXTDOPSN (VM
N=Z2&E) THAMETOHLILERD Y £, ZHd, ZhbDFT~TOPSN S
Z bty va rORBRRICY XA L7 MER S D ATREMED & D 7=, MAHAEM T,

A=Y Ry b AL F =Tz A RL, BRDVT7TRy b EOIP T RUREMHEHT L4
ERHY ET,

ZITHEDNCTAA v E—T oA AL, RV = —EARF NI TNDHEED
VMARX—Z2D 4L DEET, T XTOPSNTHEATE 2O TRIFIUIRY A, 2
I, ZHEDTXTOPSN BT AN By v a v ORMIFIZY X4 L7 MIEHE
D AREMEN B D 7= DM T,

R—=ZNVDOFHAEBOY T2 NAETIEZT T2 FORBELIIA v —T =1 R
IP7 RUVRIZFRIR T HHERH YD £,

ISE CLI Tip host x.x.x.xyyy.domain.com & E L T, B Z VA Z—T A AD
IP7 RLAZFQDN IZ~ vy B 7 LET, Zhid, GENEDOF TV =7 M, Fic
7Y oREBEA L —BISEL7eDIshET,

3

R T 4 T ENTENIC DBNERR SN TV DAL, PSNIZR—Z L OB ERZ,
BUNCHR T 4 v T A A —T 2 ADREERLET, THUREIH L WEE, B
ZHLIE, EOPSN THRYT 4 Y ITRFEESNTNRNTZDHIZ, PSN T 7 —23G0
FEENTHRTLET, PSNIFZWELIA VX —T =24 ATOR—Z VOB EAAEE
oo

.

NICTF— V7 EIR T4 T1E, M T XA 807 ¢ (MEENE) 2383
D722 DOfEBID NIC 2R ETE D KEAS > a T, EHHONIC IZE
ERRAETLE, AT 4 v 7 SnizERO—HTHLH 5 —FONICIE, HEkixhi
ITLET, 1 DONIC S [R—F /L% E (Portal Settings) ] 12DV TR — X JLITIERIN
EnET, WEINIC LT 2R T 4 7 &N NIC O GFNRRESHLTWDHE
BlE. PSNBAR—H NV ERELLI ETDHE, BUNCARY T4 v T A2 —T A

| groLro [}



BROHLRAD |
B = xf—sror—srzE

AR LE O L LET, THUBKRDLARWEGS, ZOPSNIZR Ry N T v
WIRNoT-Z ENFIRTH D AREMEN S D DT, PSNIIWHRA v & —T = A A THR—
ZNNEBBLE S & LET,

s [REBE 7 Vv—7"% 7 (Certificate Group tag) |: AN—%/L® HTTPS ~ 7 7 4 v 7 T3
LHREHEZIEET D2FEHE I NV — T2 TR RIRL 7,

« [FEfER KA A 4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ] : [AAR > H—
(Sponsor) | AR—H /VET21L [T /34 A (MyDevices) ]~ — % /L DEA D FQDN % 7z 1E 74
ARNGE1ODOLUEATLES, 7oL 2,
sponsorportal .yourcompany.com,sponsor & AJJ T 52 LT, 22—V — 377
FIZINbOWTNNEANTLHE, BRRINET, Do~ EHHL TARIZXEID £
TR, = P URBICAN—=RZHAL RN TLEE N,

77 4/V N® FQDN 2 H T 58515, REFEITLET,

«DNS ZFH LT, #H LW URL ® FQDN BNAZNRAKRY ¥ — H$—E & /— K (PSN)
DIPT7 FLRIZERRT A LI LET, PSNOT— &2+ 20— K XZ 09D
RABIP 7 RV AZRETHI L TEXET,

 BEIDOAR—EIZ L DFEHEDESE A v — V& [AhET 5729512, CiscoISEPSN D 11—
AN Y —N—REAEOY T V=7 MUEA (SAN) BIEIZ, I AY ~ A XSHZURL
D FQDN £7213 VAV RA— RE&®HE T, [Kerberos SSO Z 77 (Allow Kerberos
SSO) 1 A7 a v NAR P —R—=F L THEMI 2> TWDIFAIE, R—Z L Tff
Hains v —nt%— N—ZEE D SAN JEM:IZ Cisco ISE PSN @ FQDN £ 72137V A
WA= REGZDDLULENDY 7,

[EBEEA R (AuthenticationMethod) | : =—H —3RGEICHEHT 5 ID Y —RJEF (ISS) =+
721X ID 7 g F— (IdP) #BIRLE£4, ID VY —RAEFIX, =2—Y—2 LF vyl %
BT AT OINEFICHRBREINDEZID AT DY A NTY,

Cisco ISE (21X, AR H—74— %L Sponsor_Portal Sequence DT 7 4/ h®D ID Y — A
NEF23 & N TOVET,

IdP #5%ET H12i%, [BEHE (Adminigtration) ]1>[ID ¥ (Identity Management) ] >[4}
EBIDY —R (External Identity Sources) ]>[SAML ID ZB/34 & — (SAML IdProviders) ]
DNEIZER L E 7,

ID Y —REFZHRET HI121E. [ (Administration) ]>[ID % EE (Identity Management) ]
>[ID ¥ —AJIEf¥ (Identity Source Sequences) ] Zi®&IR L F 7,

[Z> RARA > MID Z/v—= (Endpoint Identity Group) ]: 7 A h DT /A A &BHT 572
WOTY RRA L NID 7NV —T %8R L ET, CiscolSE (X7 74/ b & LTHERAT S

GuestEndpoints D= KR A > M ID ZV—7 %4 LET, T 740 b &HH LA VS
A BIMOTy RRA L FID I A—T % BT 52 & b TEET,

WEBDOT A AL BT A2 RiRA 2 MID 7 V—7%EIR L E£4, Cisco ISE
X7 7 /v b & LT % RegisteredDevices D=2 KR A >~ ID 7 /b—7 &8t L £
T TN REFEHLAWNES, BoxTy KBRS FID ZAV—F5ERT A2
TEET,

B zZEoxHLRre
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TINA R R—

« KR

Frq 2 f—sanonsqy ~—suz [

o[ BIZELEBAIZZOID ZV—7HNOxTy RiRA > b &EET S (Purge Endpoints in

this Identity Group when they Reach  Days) ] : Cisco ISE 7 — % X— A 5T /3 A ARHE
SNDETORBEEELET, HEFEBHIFTIN, BET 7T 4 BT 1 1TRIEKA7RTH
EEAI VT EREMENET, BREIZ, 2O FARA > D Z7V—72RICHEH S
iﬁ_o

%@@@f)y— PIZESNW Ty RARA » MEERY =B ENMZ SN 5E.
DOFRTEIIMEHTERL Y F9,

[TA KA L7 v~ (dle Timeout) ] : R—X/WZT 7T 4 BT 4 BRWEAIT2—

W—% 1 77 7 b3 5 E TIT Cisco ISE 2MHET 2058 (4) AN LET, AR/
11 ~3047T9,

£y
=]

il
anh

[TV Oulr— L EEHT 5 (UseBrowserLocale) 1: 7 7 A4 7> b7 JuHon
TV ECTHRESNEEBER—FNVOFRRSHELELTHERLEST, 7790 Fonr
7—»@5%#CMMETH% FERTWRWEAIE, [T4— VYT S5

(Fallback Language) ] 28 SaEAR— & /L& L CTEH] é‘ﬂi?‘

s [7 4=y 7 556 (Fallback Language) |: 7 7 v —hb5iEalfG T
BRWGES. £720137 7 v e — /L FFEN Cisco ISE THR— L TW WA
(I RAN= TR /= B

« [FIZfEH (AlwaysUse) ]: R—Z AT 2R RSHEEBRLE T, ZOREIL
2—W—D [T T oalr—LEFEHT S (User Browser Locale) | 47 a % |
EEXLET,

A2NnOTA4 0 R—IRE
s [L— MR E ToORR R 7 A #fdT kM (Maximum Failed Login Attempts Before Rate

Limiting) ]: CiscoISERT B U hDAmy MAEHIET 5 ETCOR—D7 T Uty
varhbou A4 UEITRREEARRELE T, ZUCED, T hory T

MIEEEEA, A0y MLVRE, BEERIREEO 0 74 34T (Time between login
attempts when rate limiting) ] Ci%/E I FE T,

s [L— MR E TORR R 7o #fdT M (Maximum Failed Login Attempts Before Rate

Limiting) ]: CiscoISERT AU DAy MEZHIET 2 ETCOR—-DT T Uty
varnbou s A rRiTRREEERELET, K, T ORI T Y
MIEZETAL, Avy ML BHEGIRRFO 7 7 A 3 ATHIR (Time between login
attempts when rate limiting) ] Ci%/E I FE 7,

*[AUP % &85 (Includean AUP) |: 70 —|Z7 787X T NV a—A K)o —1T 4 Ry

ZBEMLET, AUPE T 4> RUIIZIBIMLEEY, BlOoT 4 RO~ v 7 2B ETHZ
ENRTEET,

grosLrd |



ZEOH LD |
B 7z k—sronmmE—sEE

TNARXR=FIILOFBRER—DHRE

Z4—ILF FRALEDHA KA

[AUPR—=U %S | 2thox v N — 7 ffFESREE, BION—YTa—PF—2FRLET,
% (Include

AUP Page) |

AUP DFREFET | 2—V—RNAUP B L THATL Z L 2R LET, [FE (Accept) 178
DAY A=A | &%, —F—N AUP DAL T CTAZ a— LT 25 450720 £,
Z (Require
scrolling to end of
AUP)

[(FEIAT A VB |2—HF =Ny N =27 F3R—Z O Ta A v Lims & DI,
DFH (OnFirst |AUP #F R LET,

Login only) ]

=R e =P =Ny NI—T FFR—F a4 357812, AUPEZE
(On Every ~LET,

Login) ]

[ BSE WE |a—F—pshy U= EREH— 2D TR I > LEEIC,
DOTAUHD) | fic AUP # %5 LET,

(Every __ Days
(starting at first
login)) ]

FIRARR—=FIDRR bAT A 2 NF— R—=DHFE

J4—ILF4& FRLEODATA KSA4 Y

RAMATA Y | a—F—=REFICa /A Lz, Xy NI—2 T 782 &5 8N 5H]
NF—=R=UF |l RsFRLET,

&% 5 (Includea
Post-L ogin Banner
page)

B zZEoxHLRre
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FRAR K=o LOEEAIcE s 27— rzE0RE ]

FINARAR—BIIDHEEBIZLEBNNAT— FEEDHRTE

PWEEBDO/NSATY—RRY —Z&ET 5%, [BE (Adminigtration) 1>[ID DEE (Identity
Management) ]>[5%%E (Settings) ] >[21—H—4%/SXT— K 7R1) — (Username Password
Policy) ] Z@®R L £,

J4—ILF4&

EREDHA RZA4 Y

REL—H—IZ/N
AT—FDEEZ
A9 % (Allow
internal usersto

change

password)

WEEN, TRAAR=HF I T AL L% T, BODO/RAT— &
W52 EAFTLET,
ZAUE., TH T2 bR CiscoISE 7 — X RN— A {EIF SN TWAREEB I

i &4, Active Directory X° LDAP 72 & DANHKT — X R— A |ZRAF ST
LA EA SN ER A,

FINA A R—BILDTINA REBETE

R2B:TNARR—=F DTN, ABEEEKTE

J4—ILF4A

FEREDAARSAY

B (Lost)

TNARAEMR LI EEWEERNRTIENTEDEIICLET, 20D
T valt, AT NRA AR=F VDT INA ADAT—H A% [k
(Lost) JWCHEHL, 7T v 7 VA RDZY RRAL L FDOID ZN—FIT%
DT INA AZBIMLET,

Bt (Reingate)

IOT7varTiE, 7Tav s A MIGREHIITHD N, KL,
FLFEHESINTZT AL AEE T L, TDOARAT —HF A&tk OREROEIZ
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