ZEOH LA

« BEDAINAC —E R (1 2—2)
fEHHTE DIEHEORTE (23 —)
AT TUADBRE (25 =)

o —fi% TrustSec DX E (29 _—)
Xy FU—27 JY—R (335—Y)
o« TN A R—F OB (70 X—7)

ZEdihE NACH—E X

BRIy NU—2 T v 2 ar hr—L (TC-NAC) HEREIC LV . &k X OWEssHEo
TR T ENSZAET D E RO BMIEIZE SN T, AR U—EERTE T, BEO
BERE L~V EMEFETMORBRIL, = FRA Vb EREF2—F—DT 722 LUL 28R
WZHIET D oI TE £,

BEEDOESWVEEDIE (IoC) . BEMBHEA X2 F, BLUCVSS 227 % Cisco ISE IZ1XE
THED BB L OBROT ¥ T4 ERETEET, ALY, = FHA > R ORER
LAy TR A MEHARET DD OWETLIT 7 A R = fERTE £

Cisco ISE TIIWR DT X7 H B3P R— F N TWET,
* SourceFire FireAMP

« Cognitive Threat Analytics (CTA) 7 ¥ 7%
* Qualys

N

(GE)  TC-NAC 7 a0 —THEY R — K TN TV 5 DIE Qualys
Enterprise Edition D% T,

* Rapid7 Nexpose

* Tenable Security Center

grozL2sd I}



B zesozmnacy—rx

BREOHCAD |

TV RRA YV FOBBA Xy b ENS, [BEShfzI Y KR4 >+ (Compromised
Endpoints) |V > R Tz RiRA F@MACT N %i%ﬁ L CANCA Y — (Quarantine
708) M TEET, CiscolSE X, ZDxT RARA > MIxf LT CoA UY=L, 3
T5HANCARY —Z@H LET, ANCHY /”75‘@?@7 SV A, CiscoISE 1 XE D=
YRARA MK LT CoAZ MY H—L, JTEOFFARY > — %5 H Liﬁ“ RESNf-TY
KR4 > b (Compromised Endpoints) ] 7 > Koo [BEEMESTEED S )7 (Clear Threat
and Vulnerabilities) 1 47> a v ZHH LT, (CiscolSE v AT AT —H RX—Rpb) = K
AV MIBEA T BTV DB L Magttz 7 U 7 TEET,
BT 4272 a T VITIZROBIERY 2 hEhET,

« CTA-Course_Of Action (fifii% Internal Blocking, Eradication, % 7-(% Monitoring CT9~, )

* Qualys-CVSS Base Score

* Qualys-CVSS_ Temporal Score

* Rapid7 Nexpose-CVSS Base Score

* Tenable Security Center-CVSS Base Score

* Tenable Security Center-CVSS_Temporal Score

Base Score J&1%: & Temporal Score J&MED A 272 §1PHIL 0~ 10 T,

Mgt A X b RRA Vv MIZIEEND &, CiscoISE 1ZF DT R A 2~ CoA %
MO H—=LFET, 72720, BEA X FOZERITITICAIZT N T—ENEHA,

Magart etz M U<, BIEDEIZE SO THEss 72 = KA > b 2 B BIChREES 277 IR
U=zl £9, RIHIZRLET,

Any Identity Group & Threat:Qualys-CVSS Base Score > 7.0 -> Quarantine

CoA A X FHIZHBIMICEEE SN TV ATy RBA v bV &2FKRT 51203, [BE
(Operations) 1> [BEFIDENACHS A T A4 (Threat-Centric NAC LiveLogs) | Zi#iR L
F7. FETHRBiSN TV RRA » hor 7V 2F£RT 5120F. [#84E (Operations) ] >
[L7AR— b (Reports) 1> [BE& (Audit) |>[EFHEREE (ChangeConflgurat|on Audit) ] %
BRL £,

B DR NAC —E A2 GNCT HERITIE, RO[ITHEE LT E S0,
« B D NAC Y — B A2 2 145 121%. Cisco ISE Apex 7 A & > ANME T,
« BRI NAC P —E R, BHNO 1 50D — R TORENTEET,

JEFET EARA L N =B ATIE, XA —HT20 1 ODOT X TH L AF AT %
BIMT&EES, 72770, FirteAMP 7 X 74 A L A X A 3EHEBEMTE £97,

WMEERDOTICT XTI X A1k, R TEET, T T XOFREHRIT. EEORSTT ¥
75%V¢T%iT ISEYV—EROBFEEBCHLT X7 XX OREOE TR £,
THEIE EBERT AT, T T X EERLC[BEE (Regart) |27V v 7 LET,

B zZEoxHLRre



ERHOH LD

grpbENac—Ez

\}

GE)  T7THTHMN[IEIE (Stopped) [IRREDIHZE, TH T H A4 A
B UADHTIZT EMETEET, 7 X T ARECHMHEE
ITfmECTE EH A,

TV RBRA b OBEERITRISRT =V TR TE £,
«[R—L (Home) | R—< >[ERL (Threat) | ¥ v ah—
[ATXR POAHRE (Context Visbility) 1 >[I > KR4 > b (Endpoints) ] > [RE
hf-T> KR4 > b (Compromised Endpoints) ]
BHA LR NAC H— BRI LY R A —&NBT F—hERICTELET,
« Adapter not reachable (syslogID : 91002) : 7 ¥ 7/ Z|ZEHETE RN LERLET,

+ Adapter Connection Failed (syslogID : 91018) : 7 X JX|ZEIFETX DN, TH T X LYV —
AP —N—DRDOEERNZ T LTND I EaRLET,

» Adapter Stopped Due to Error (syslog ID : 91006) : Z D7 7 —AlX, 7 X 7 X BRLEEIR
B2 TORWEEIC R H—SNET, 20T 7—ARERINTZE, THTHRE
EVP—R—FH AR TSN, FHIcOVW TR, TH T X a7 25 LT EEN,

« Adapter Error (syslog ID : 91009) : Qualys 7 % 7" % 75 Qualys %1 k & OFfe & # . T&
RN, EIZZOYA b bIEREF VL n— R TERWI EERLET,

PO NAC Y —EATHEATESL LAR— M E2RIRLET,

[TETEDAT—H A (Adapter Status) | : 74 7 XD AT —H A LR— ML, &R L
Maggth D7 X DAT —H ANRFRENFET,

+[COA /£ Rk (COAEvents) |: = RKRA > hOMiFgttA N> h&%{59 5 &, Cisco
ISEIZZDxT RARA L MZDOWTCoAZ U T—LET, CoAAf X bk LAR— MIiE
INHDCOAANY NDAT—HZANRKRREINET, £/, TNHDOZ U RFEA 2 FD
FHOFERENL— & T a7 7 A VOFEMPERINET,

[BEA N> bk (Threat Events) | : &iiA X2 hLR— MIE, RELEZIEIERTH
T B IND Cisco ISE NZAZ LT BA Ny 3T _RCERENET, W72 £ b
DAY NI, ZOLR—MNZFEENRET A,

[ME38E 7 X A >k (Vulnerability Assessment) ] : MagatE7 £ 2 A > b LAR— R

TV RARA Y R TEITHOT A AL MIETHERDIRINET, ZOLAKR— %%%T
LT, HRESINTZRY —IZESNWTTEBEAA L BNTONTNDENE I D EERTHZ
EMTEET,

[#24E (Operations) | >[L7R— bk (Reports) ]>[i2#F (Diagnostics) ] >[ISE >4 (ISE
Counters) |>[LEWMEHDUED L2 K (Threshold Counter Trends) | T, RO % e
RTEET,

. §1§ LizA Ry f\@ffﬁé&

groLro [}



B zesozmnacy—rx

BREOHCAD |

« BIEA R ORI
o MEGHHEA X R DR
o (PSNIZxFLTC) FAITEINT- CoA DHER

IHODOBMEDMHIXS B EICNESND 2D, ZOEIRELS pHOBEERLET,
[%E (Threat) | ¥ v ¥ a R — RIIFROF v a by hBRERRINET,

(BEIAFIY RRA D FD#EE (Total Compromised Endpoints) ] # v = L v hZ
X, Xy NU—7 ECTHIERELZZIT CWDHZ U RARA > b (BT RARA > b Yk
TV RRA LV MO OMEBNPERINET,

« [FFEHRE I a"alféﬁiéhtl‘/ K7R4 >k (Compromised EndpointsOver Time) ] %
Valy MO, BESNEHBICBIT 2y RRA Y h~ORBOBREE 2 —BNFRE
nEJ,

«[EEIDER (TopThreats) 14 v =2 by MIIE, EEZZIT LT FRA  FoEEE
BOEREZHES S ELOBBAFRENET,

[BEVAvF XL (ThreatsWatchlist) | ¥ v alby FEFEHL T, @RLEARV
cO MLy RESHICEET,

[ERIDER (TopThreats) | # v =Ly hTlidk, NTADY A ANEELZ T HT L RiRA
Y hOBERL, HOEPMINTHNDLZ Y THRE SN TWD =Y RS U FOERLE
T, BEMEFMOBERKY CEROBEREZRLET, BEBIZT, AT r—FLAvT
FeWD 22007 TINRBY ET, A7 4 r—F OEKREEMIL [Likely Impact] . A &~
V7 FOEKEENIL Mmpact Qualification] T,

RESNT==> RARA >~ (Compromised Endpoint) |7 > K7 (Zik, WEEZFHT N
RAY DO~ M) v I ACa—E, FEBEBEHT ) OEBOEBRKENRINET, =2 KRS
¥ N ORI BEIEREFORT DI, TAA AV BT v LET,

[EfTENT=T 7 3 (Course Of Action) | F ¥ — ML, CTA T X 7 # b5 LT

CTA-Course Of Action JBMEIZEESE | BiA v T v Mt LTCHEITSNET 7> ay (N

#~7' v > 7 (Internal Blocking) 1. [#&0& (Eradication) |, 72X [E=F#—VU 7
(Monitoring) 1) NERIINET,

[F—2 (Home) 13— 0 [Migd: (Vulnerability) 1 % v ¥ =adh— RiZiZ, ROF v =2y
AR RINET,

[Ty FARA > bD#% (Total Vulnerable Endpoints) ] % > ¥ = L MMZid, /&
SNEEY B REVWCVSS ZaT ZHioxy RiRA » FOREBFRENET, £/,
CVSS A a7 MEE SN L Y b REWEH T RARA » F LU FARA & kDR
BbRREINET,

«[EEIDMESEHE (Top Vulnerability) ] # v = Ly ML, B E2ZT 522 RRA 2 b
OB E T IIMETIEDO B EIZFE S EML OB AFEREINFE T, [[EALOMETME (Top
Vulnerability) [ % v =2 by M TiE, NTNAOY A AREEEZITHT L KA O

B zZEoxHLRre



| ZBosLas
gatLE NacH—Exoant [

ZRL, HOENF DN T2 TR SN TWAZ RRA  FoE R LET,
EHEFMOBREY THRFHEOERELZRLET,

< [MEZEMEY 4 v F X b (Vulnerability Watchlist) | # v =Ly 2R LT, —EHIM
IZh7= DR L7 Mfadattd Ly RESHTCEET, ¥y ialy NCRET A ar %7
Uo7 L, XUF—EADID (Qualys ® ID FHHDHAIE Iqid) ) ZAHLT, DO ID
Tl DM ZBIR L CTRRLET,

BHEHEICHITBHEEE T KARA >k (Vulnerable Endpoints Over Time) | # v ¥ =
Ly M2, —EMICB T 2= RARA v h~ORBOREY 2 —RERINET,

[AE5EH T > KR4 > b (Vulnerable Endpoints) | 7 « > R @ [CVSS Bl RAKRA > MK

(Endpoint Count By CVSS) 17 7 7IZid, L2 T 5T RARA » O EZDCVSS A=
THRFRENET, [EFEEITY KR4 > b (Vulnerable Endpoints) 1 7 1 > K7 Cld, %
EZTHZRRA L POY A RMBRRINET, KT RRA o b OFHMZR MM A &
IRT DL, TARYV %7 ) v LET,

BETDNAC Y —E 20 73 R— hAy FUCEERTOET, BRITLDRNACHY —E
A1 7' support/logs/TC-NAC/ (25 D £,
. . N
ZEHDE NACH—EXDEHIE

WMEFatE L B DT X7 2 R ET HI12id. FTEEFOI NAC —E A G T 2 05EN
HYET, 2oV —r 2T, BENDOISORY > —H—E R ) — R TOLEITEET,

ATv T

ATY T2 BEFLVENACH —EREHMNCTHPSNOBRIHH T = v 7 By 7 AZ~—7 20T T, [fatk (Edit) ]
Vw7 LET,

ATv T3 [BEH O NAC Y —E ADFZME (Enable Threat Centric NAC Service) | F = v 7 R v 7 A Z~—7 %At
TET

ATy T4 [fRT7F (Save) |27 U w27 LET,

EErEY Y
SourceFire FireAMP 7 % 72 O3B0 (6 =X—3)
Cognitive Threat Analytics 7 % 7' % O3B (7 _X—)
CTA 7 ¥ 72 DFF AT 07 7 A VDOFRE (15—)
Course of Action JEVEZEH L72FFr] R U > — Ok E (8 X—)
B ORI NAC —E A (1 2—Y)

| groLro [}
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B sourcerire FireAMP 7 % 72 i

SourceFire FireAMP 7 5% 742 1B/

AT T1
ATy T2
ATvT73
ATy T4
RATvTH
ATv 76

ATy T17

ATvT8

ATvT9
ATv710

ATvIN

ATvT12

1R BHHEIIZ
« SourceFire Fire AMP O 7 5 77 2 ks DXL E T,
e T RTDTL RARA L FDFireAMP 7 A4 7 FHEATHNLENHY £,

« BT NAC Y —E R EZ R/ — R CTHIZT 20 ERH Y £3 (FEF.LA NAC
P—rZ2OFE (53—=) 25R)
« FireAMP 7 % 7 Z X RESTAPL =—/L (AMP 7 77 F~) . BLOA XV 2% ETH

AMQP IZSSL #fH LEd, £/, 7YX a2 R— KL TWET, FireAMP 7
AT HNLEEITAR— b 443 2L £,

GEAN (Add) 1%227 YV > 7 LET,
[X> & — (Vendor) | Ku vy 7 X UR RN [AMP : % (AMP : Threat) | Z IR L £7°,
THEIE A AR ADYLETIEANTT LET,
[fR7F (Save) 1227 Vw7 LET,
R = VRABADY AT 4 R EFEHFLET, XX —A L AFADY AT 4 R T
TETHDAT—H AN [REWEMT T (Ready to Configure) [ ICEE SNIZB TOI, THE T X i iE
TXET,
[FREYETE T (Ready to Configure) 1V > 27 %27V v 7 LET,

(FFvary) IXTCORNT T4 v I EBAV—T 47T 5HEIITSOCKS Fu ks h—_"—ZgRiE LTz
BE., Tuxs —R—0DRA M ER—FEFEASLET,
Pt 9527 70 REBIRLET, USZ T7U RELIZEU 2 77 RERIRTE F9,
VTR GATTHAR N V—=RAZERLET, ROFT TV a rZEHTEET,

s [AMP A X2 kD& (AMP eventsonly) ]

s [CTAA R FDH (CTA eventsonly) ]

«[CTA £ AMP D4 A k (CTA and AMP events) ]

FireAMP V> 7 %7V v 7 L, admin & LT FireAMP {22/ A > LET, [TV r—Ta v
(Applications) ] ~A @ [#FF] (Allow) %27 Vv 27 LT, AN =T A X F 7 AKR—ME
REFFATLET,

CiscoISEIZU XA L7 hLET,

BT 2R FEBIRLET (& 2E RERF V=R, DLW RAAL U~OHE, FITS
Ni-=v =7, JavalgdE

PR EDEE E 21T T X7 Z OBERERIC, AMPZ 57 RIZH LA XU FBIMENTWAEA.
INHDARY MY [A4X MU AR (Bvents Listing) |V« > RUICERENET,

B zZEoxHLRre
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Cognitive Threat Analytics 7 % 772 M3& 10 .

THETERAOO T LAYV RN TE £9, @BINATRER A7 a3 d, [=F— (Brror) ], [IE# (Info) 1.
[7/3> 7 (Debug) ] T7.,

THETEA AL ADFEEDERIN [XEY~ VU — (Configuration Summary) ] 7 1 & RUIZERR S
ESc RN

Cognitive Threat Analytics 7 % 74 D&/

1h s BRI
« BRI NAC —E A& B ) — RCTHENCT 2 XE RN H Y £ (R0 NAC
F—t20HMME (5—) ZBR)

« http://cognitive.cisco.com/login 7> & Cisco Cognitive Threat Analytics (CTA) AR—& vz 7
A L. CTA STIX/TAXII #—E A& ZR LEF, FMIZ>WVTIE,  [Cisco ScanCenter
Administrator Guidel]] ZZM L T 72 &0,

« Cognitive Threat Analytics (CTA) 7 # 7 #%X, SSL & & HIZ TAXII 'u /L zfif L
T. CTAZ 79U RaR—V 7L, RSN lamMR LET, £o, o
Y R—RFLTWET,

AR TE DREIEAR NTICT X T ZEHEEZ A VAR — N LET, [E# (Administration) |
>[V AT A (System) |>[RERAZE (Certificates) |>[{54#H T X HREHE (Trusted Certificates) ]
>[A AR —1 (Import) ] DIAIZIER L, GEHEEZ A VAR—FLET,

)

() CTAIEWeb 77Xy nZiZIP7 RLAFHFa2—VP -4 L LTV A IR TNDH2—
P—IDZLE L F4, BAEMICIE, IPT RLADOHAE, Fuexy a/ CEAERT A
AADIPT RUAR, WEH Y NT—7 OBIOT NA ADIPT KL A LFEAET 5 AlRENE
WY ET, =& 21X AnyConnect ffH THfie T o m—I vV a—HF—L X —Xv
NMCESEERT 2 A7) v b bR ADEST 5 e —VIPEFHT LU (6 @ 10.0.0.X)
D, WERy hU—7 TCHEHENTWDLIEBET L2774 X— MPHEHIHDOT FL X LA
THZERHYET, R—HKOT A RZGHET 7 > a VRN EHAEIND Z & &R Y
V—EERETHEEITE. R Y NI T—=XT I F v EEETDHZENHERSN
9,

CTA7S JAMDHFERI TAT 74 ILDKRTE

BEA X N T L2, CTA 7 % 7 %1% Course of Action J&:DfE [Internal Blocking]
'Monitoring| . F721% [Eradication] OWT NN EIRLET, ZiLHDOEIZESW T 2
T AN TEET,

| groLro [}


http://cognitive.cisco.com/login
http://www.cisco.com/c/en/us/td/docs/security/web_security/scancenter/administrator/guide/b_ScanCenter_Administrator_Guide/b_ScanCenter_Administrator_Guide_chapter_0100011.pdf
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BROHLRAD |
. Course of Action B # A LIFaIKR ) O —DERE

AT 91 CiscolSEGUI C[A==2— (Menu) ] 742> (=) #27U 7 LT, [KAU— (Policy) ]>[HFV—%F
5% (Policy Elements) ]> [#F] (Authorization) ]> [8FE~7" 7 7 7 A /L (Authorization Profiles) ] Z %R L &
7

ATy T2 B (Add) 1227V 27 LET,

ART9 T3 Fa7n 77 A VOLAHIBLIOWAEZ A LET,

RATYTE TIRA LA TERIRLET,

ATy s MERFEMAE AL, [5F (Submit) 1227V v 7 LET,

Course of Action EEZF{FER L1=FrIR ) O —DEKE

BIA X P OMIE SN RRA VMO L TCHARY — 2R ET 5121,
CTA-Course_Of Action JBMEAMHATE £4, ZOEMIT [&E (Threat) 17 4 L7 b U TEH
T&EET,

F72. CTA-Course Of Action B DWW THIN L — LV EERTHZ b TEET,

ATy 1 [RYU— (Policy) 1>[HRVU— &> b (Policy Sets) ] Zi=R L £,
LA Xy SISFE LTy RABRA Y MZOWT, BEFORY > — v — L EfmET D0, 72138 Ll
HAN—NEAERTHZ LN TEET,

AT v T2 CTA-Course Of Action BIHEZ MR T D720 OFMEER L, WUIRHF a7 7 A L aE 4 TET,
wIHZR L ET,

Network Access_Authentication Passed AND ThreatCTA-Course Of Action CONTAINS Internal Blocking then
blocking (authorization profile)

GE) lnternal Blocking | 1Z=> RARA > M ORRBEICEH T2 2 & 23 H#E45E S 415 Course of Action J&E T
j—o

ATv T3 [R1E (Save) 1227V v LET,

TV RRA bOBEA XY FaeZET 5L, CiscoISE X, £Dx=r RARA v MZ—ET 5

TFAIARY =B DN EIMEFR, = RRA "B T 7T 4 TIRGAEIZDH CoA % R

H—=LFET, =V RRA YV IRAT T4 DG, BIEA X FOFEMPERA Ny b LR—
MZBMEEd ((BME (Operations) ]>[LA—  (Reports) > [#EH 13 NAC (Threat

Centric NAC | > [#& i1 ~X> I (Threat Events) ]) .

B zZEoxHLRre
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\)

Cisco ISE TOMmHET 2 A > bovR—+ [

6=

CTADB 1 ODA 2T v NTHEED Y A7 L2 HICBEA T 54TV % Course of Action
BMEEEETDIZ BV ET, & 2L 1 2DA 7 T lnternal Blocking] &

[Monitoring]  (Courseof Action &) ZXETHZ &BHV £, ZDHA.  Tequals)
HAETZHFEHL T FARA V bEREET 27 AR Y =R EIhTnD &, =K
RA v NI S A, RICHEZRLET,

CTA-Course Of Action EQUALS Internal Blocking then Quarantine Systems (authorization
profile)

ZOHA, =2 RARA VN EWREET 212X FF AR Y > —T lcontains| JHE -2 HT 5
VERDHY £, RITHIZRLET,

CTA-Course Of Action CONTAINS Internal Blocking then Quarantine Systems

Cisco ISE TOMETBET R A2 DY R—

Cisco ISE TR DIeEatt 7 A A2 b (VA) a3 AT AsS— hF— L #HE L Cisco ISE 3 v
N —J 18T D RaBRA v hOWEFET A A MERZEELET,

* Qualys : Qualysi¥, £ hT—VIZEAZSNTWEIRAXYFT T I7A TV AEERTH 7

T RR—ZDFHMi> AT 5 T9, Cisco ISE TiE, Qualys & i#{E LT VA #5F% Hf54
LT HETHEBRETEET, BHER—IANSTE T LR ETEET, TE T X o
ET HITIE, A= R—EHEFHEIR % Ff> Cisco ISE FHEEE T 7 > ML TY, Qualys
THT 2L, Qualys 7 7 U K H—E A & O@IEIZ REST API 4 f] L £7°, REST API (T
778 ATHITIE, Qualys TR — U Y RN E SN2 —YF— T v FBRKLET
3, Cisco ISE X7k ® Qualys REST API Z#fli f L 7,

o [AA MY A FAPI (Host Detection List API) ]: =2 KA b DFcHi A ¥ v ik
REMERLET,

*[Scan API] : =¥ RARA > hDF T RAFy & MY H—LET,

Qualys IZX VD, $ T A7 T A7 2—HF—=NIITTE D APl 2 —/LOEUHIBR EH S
F9, TTAN IO — MRS T ME, 24 BEf & 72D 300 TF, Cisco ISE (% Qualys
API N—2 2 2.0 ZfEM L T Qualys I[Z856i L £, 245D APLHEEREDFEAIIZ DUV T
I%. [Qualys API V2 User Guide] #ZSM L T 7E S0y,

« [Rapid7 Nexpose] : Cisco ISE [ZMafFPEE R Y U = —3 =5 " Cd 5 Rapid 7 Nexpose & ##E L

T, MaggtEot 2B E LEd, ZRICED, 20X REBUISRHITHIGTE D L D1
720 £, CiscoISE I Nexpose 2> b it — % #%f5 L, ISE THE L7=AR Y v—IH
DNT, BEEZITHT U RARA v MNaf@BEL £9, CiscolSEX v v ah— Ronh, g
BT HT U RARA YV MafER L, W7 7> a v BT TEET,

Cisco ISE % Nexpose U U —2Z 6.4.1 TT A FNEHATT,

s [Tenable SecurityCenter (Nessus A+ }) (Tenable SecurityCenter (Nessus scanner)) | :

Cisco ISE | Tenable SecurityCenter & 3845 L,  (Tenable SecurityCenter (Z & W EEL X1 5)
Tenable Nessus A ¥ v T D aggth 7 —# Z#ZA5 LET, £72. ISE THRELZARY v —

groLro [}
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B rstrex s rv—cxoambess

WZHEASWTC, BEA2ZITH RARA V MR L £9, CiscolSEX v ¥ 2R — Kb,
WEESZTHT RRA L MR L, WY T Vv a rEFITTEET,

Cisco ISE L Tenable SecurityCenter 5.3.2 T7 A hFA T,
T AT AT L N— M= b OFESRIT Structured Threat Information Expression (STIX) ZFKELIC

EHL I, ZOMEICESE, HEIE U TRAIEE (CoA) N U H—h, #7272 A
LYV RARA v M5 EnE T,

T RARA Vb OREFHPEIC B 2 I 230 D RFIENIE. & F SERBERIZESW TR D -
O, VAZ U T NEALTRITTDHZ LI TEEY A, =2 FARA 2 FONEggPEIZ B3 2 7
(Z P DRI 5 B 2 IRITR LE,

cMEIIET EA A N ma v AT A

« 2AF ¥ URIBROMEFIED X A T

AR AR DIAT

CTAVAT ALY AX T T IIATURAZE DS TOENDS Ry hT—2 Y —R L

VAT LY Y=

ZDOY U —AD CiscoISE T, IPvd 7 RL A ZEHO T RiRA v s OB st 2 254l ¢ =
F7,

MESBHET7ERAA Y N H—ERDEMEEETE

Cisco ISE THEFHMET B A A b B —E A EZFH I L TEHET HIZiE,. ROEEEITWVET,

ATY T BEPORINAC Y — 20 (53—)

ATV T2 ROBEEITVET,
«Qualys 7 # 7% (Qualys 7% 7 X D% (11 =) #&M]) ,
* Nexpose 7 & 7% (Nexpose 7 X 7 X DRE (14 X—) &)
 Tenable 7 & 7°4 (Tenable 7 ¥ 7% OFE (17 X—) BHM]H) |

ATw T3 BAIT a7 7 A LVORE 21 =) ,
ATy T4 WfagHiem RiRA > N EREET 20100 — L O E (22 =) |

ZhihE NAC H—EXDEIE
WMEFgVE L B DT X7 2 R ET HI2E. FT BT OM NAC — B A EZ G092 0530
HYET, 2oV —tv 2T, BENDO1ISORY —H—E R ) — R TOREEITEET,

ATy

B zZEoxHLRre
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Qualys 7 % 72 OFRE .

ATV T2 BEPUENACY —EREZGENTHPSNOBICH LT = v 7 Ry 7 A~ —27 %07 T, [k (Edit) ]
7 Vw7 LET,

AT T3 [T NAC — v 20480 (Enable Threat Centric NAC Service) | F = v 7 R v 7 All~—2 &hf
JET

ATy T4 -7 (Save) 1227 Vw7 LET,

EErEY Y
SourceFire FireAMP 7 % 7' % ®iB/ (6 ~—)
Cognitive Threat Analytics 7 % 7' % O3B0 (7 _X—)
CTA 7 X7 DF AT a7 7 A VDOFRE (1—)
Course of Action JEVEZ L L72FFr[ R U > — Ok E (8 X—)
BRI NAC P—E A (1 =)

Qualys 75 742 DEETE
Cisco ISE 1%, Qualys fi55tE7 A A > b =a v AT L&Y AR —FLTCWET, CiscolISE FAD
Qualys 7 % 7" # ZAE L T, Qualys & i#{E L. VARRZEUGT O MLERH Y £7,
15 H B HIIC
s RDZ—F— T I N EERTLMNERS D T,

R =T HTHAEHRETE DL, A—/\—FHEHEIR %A FFD Cisco ISE DEBE = —
=T hT kN,

o BWHFMHENR Z £ Qualys D2 —H— T h 7 b

« Y72 Qualys 7A B A VTR Y T arRNhHDH I EEMERELET, Qualys LAR— b
oA —, FLyYN—Z (KBX) . APLICT 7 ¥ AT HHENH D £, FHMICHONT
L. Qualys 7V h w3 — V¥ IZBMWEDbEL I,

* Cisco ISE DfE#H T & HFEAE R b 7IZ Qualys h— N—FEBELY A A — b LET ([(EH
(Administration) ]> [FERA® (Certificates) ]>[fEBAEDO®EH (Certificate Management) ]>
[{EHHCX HREME (Trusted Certificates) ]>[f >R — K (Import) ]) ., J@Gl7e/L— k&
FIRERIE 23, CiscoISE DfEHHTE DAEIEA FTITA AR — RSN TV D (E72ITfFET
%) ZlEmERLET,

* Qualys API 1 ROWRDFELZSHL T IEIW,

* Qualys TCVSS A a7 BEMMIR > TWNWBZ L 2R LET ([LAFA—F (Reports) ]
>[RE (Setup) ]>[CVSS A =7 (CVSS Scoring) ]>[CVSS A =27 DA% (Enable
CVSS Scoring) 1) .

*Qualys (C=> RARA L FDIPT RLAREYT Ry b A7 RBEMENTWDZ L%
MR LET ([TEy b (Assets) [>[HAFT7TE > b (Host Assets) ]) o

cQualys 47T a L a7 A NNDLFINGD L EHERLET, A7 varrury
A WX, Qualys BAXF ¥ L DIDIFEHT LAYy F 77— T, WBiESh

groLro [}



BREOHCAD |

. Qualys 7 ¥ 72 DR E

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy T17

ATvT8

FAX Y RS S ary T T s ANEEATAZ L EHELET (0t
Tarii. U RBRALA U FOMACT RLALHEZRLET) .

« HTTPS/SSL (#"— b 443) %41 L C Qualys &i#{57 % Cisco ISE,

GEM (Add) 1227 Vv 7 LET,

[X> & — (Vendor) | Ku vy 7 X o URARNG, [Qualys:VA] Zi8IR L F 7,

THETH A AR ADLRTEANTI LET, =& 21X, Qualys_Instance 72 £ T,

RESNTWDT X TEA L AZ L ADY A EGRV AT 4 RUBRKRRESNET,

RUBE— A VAR ADY AN 4 Ry EFHLET, #H L <EMIIL7 Qualys Instance 7 X 7 % D
AT —H AN, [EEWEME T (Ready to Configure) 1 IZZ{L L E7,

[ EMENHSE T (Ready to Configure) |V > 27 %227V v 7 LET,

Qualys DFXEME CTROMBE AT L, [IR~ (Next) 1227 Vv 7 LET,

J4—ILF%& SR AA

RESTAPI7RR b |Qualys 7 7V R&RA b T 24 —/"—DHA M TH, ZOREBRIZOVTIE, Qualys

(REST API O FIZBHONEDEL XN,
Host)

REST APl 7R— | | 443
(REST API
Port)

[—H—% EHLE MR 2 Qualys D2 —H%'— 7 H 7 TT,

(Username) ]

INAT—F Qualys +—%#— T I 7 FD/SRAT— R TT,
(Password)

HTTP 7BXY |TR_RTOA L F—Fy b NI T4 v I EN—T 4 7T RICRESNT-T 1 X
RA L HTTP | o == B 5EAE. TuFsy ——Dh A N EADLET,
Proxy Host)

HTTP 7R%Y | Faxy — =T 28— b ERE AN LET,
R— b (HTTP

Proxy Port)

Qualys V= R—~DOEEGENHEL SN D &, Qualys AF ¥ T DY A MEEGIe[AXx v T~ v (Scanner
Mappings) |V 4 ¥ RUMNKRRINET, Xy T —270250 Qualys AF ¥ TR Z DU 1 R7IZHRKR
SNET,

CiscoISEMN AT R AX Y NEAT 2T 740 FOAX ¥ 2N L £,

B zZEoxHLRre
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ATvT9

ATv 710

[AFx ¥ TFvobEy

Qualys 7 % 72 OFRE .

Z0Zxt4 % PSN (PSN to Scanner Mapping) ] fEI& T, PSN / — RIZx L T1 2L ED

Qualys AX ¥ 7 7T A4 7 L AR, [k~ (Next) |27 Vv 7 LET,
[FEMIE%E (Advanced Settings) | R~ 77 v 7w 4 RUNRFRINET,

[FEAHERE (Advanced Settings) |7 o« o RUICIKOMEEZ AN LET, 2O 4 RUDREITZ. AT~
YRAXY VR PIT=ENDLNE DD ETTRED AT ¥ R VAIHEH SN0 E 5 InaiR

ELET,

J4—IJLF%&

Ll

A7 3> 7o
774 )L (Option
Profile)

Qualys NTY RARA ¥V FDOAX ¥ L OIDIERT AT ary a7y A Lk
RLET, T74NV AT vary 7ard7rALThs, (WA T a2 (Initial
Options) | ZEIN T £,

REDRAX v U

R-FzvIiRE

THEDREDR

Ty RO

F v iR
(Last scan results

check interval in

minutes)

(RAMBEHUARNAPIOT 7 A L— MNIEEBLET) BRBRICKRED AT v
FERERET =y 7 TH50ERNH D, HENLORFRIR T, A2h7EBIZ1 ~ 2880
<7,

REDR X v 4L
BRRFzvosh
BHAIDTAKIERE
(Maximum
results before last
scan resultsare

(RAMBREY A RNAPIOT 72 A L— MIEELET) Fa—08EINZA

Xy VEDROEN T ZTHRE SN KRR B AT 56, [DEMOKRED AF ¥
FEROF =~ 7 Wk (Last scan results check interval in minutes) ] 7 4 —/L K CIEE
N RRORNC RGO AX ¥ VRN T = v 7 ShvEd, BRh72%MIX 1~ 1000
QD

scanistriggered)

checked)
MAC 7 FLR®D [[1ZV (True) ] £720F Wz (False) 1 T3, [TV (True) JICERE LI-5A.
B2 (Verify Qualys 7> H DR D AF ¥ U FERITT L FARA 2 O MAC 7 KL A2 FHEAIC
MAC address) DOHERA SN ET,
Ax v UDHRE
PEEDAFYY| (AF Y APIOT 7B A L— MIEELE4) R%IcFH T~ R 2%y )
b1 A —Felbm M) A—END, DAL ORFEIRIE T, A7 I 1 ~ 2880 T,
(Scan trigger
interval in
minutes)
3#v>ﬁhu (AXY U APIOT /A L— MIEELET) FTa—|IBEINTZAS ¥ UER
ﬁ—é‘héﬁﬁd)ﬂai DN Z ZTHRIE SN KRB EZ BT %E . [DHEADOAF ¥ b U T —E (Scan
k%*.ﬁ trigger interval in minutes) ] 7 4 —/L K CHE S N2 FFRERRORIICA > T <2 K &
(Maximum Xy oW ) AH—SET, ARRHAIZ 1 ~ 1000 TY,
requests before

groLro [}



. Nexpose 7 5 74 MDERTE

BREOHCAD |

J4—ILF4& B
FTEEDAF v 2 | #iE7%IZ Cisco ISE 28 Qualys EiEHE L TCAF Y LV DAT— X A2 F = v 7§55, 4y
AT—FAD | HAL ORI T, A28 1~ 60 T,
F v IMHERE
(Scan status
check interval in
minutes)
RERICE)A—T| (oA 7 aid, [AF ¥ T ¥ E 2 (Scanner Mappings) | i T4 PSN |2
EDRAXNYUH | oL IR TVAAF Y FORITRIEL CTOET) &A% v FILFEFIC 1 D0
(Number of | gk DA MELICE £3, PSNICHEEDO A ¥ T4~ v EL 7 LTV HHAE, i
oy e [ BULI AR S OIS T DA R T LA TR T, AR | ~

concurrently)

200 T9,

DEADRAT v 2 | BB A v VERNZ A LT 7 b5, SHEAOERE T, 2% o ERNBZ
BALT Ik ALTTRTDHE, TI—LRNERSNET, HRRFHIE 20 ~ 1440 T,
(Scan timeout in

minutes)

AFx ¥ F TEDE | IUERO 25T Qualys [TEE SN DB~ DERICK 2 — BT 5 EROKEZ R LE
BENDIPTE |5, HRRHEFHIL 1 ~ 1000 T,

LADERKRH

(Maximum

number of IP

addressesto be

submitted per

scanner)

FTATA O THETEHO T LVERIRLES, HTEA AT v a i, [27—
Z7AIIVADAY | (ERROR) ], [f&# (INFO) ], [F/3v 2 (DEBUG) ], [ L —% (TRACE) ] T
LAILDZER |4,

(Choosethelog
level for adapter
log files)

ATy
ATvT12

Nexpose 7 5 74 D

[k~ (Next) ]%7 VU v/ LT, HRRELMERLET,
(#7T (Finish) 1227V v 27 LET,

[N

ax A&

Cisco ISE H @ Nexpose 7 # 7% % {E L T, Nexpose &i{E L. VA fEREZISGT HLENH

nET,

1R B
* Cisco ISE TEZBEH L NAC —EREAENI L TWD 2 L AR L ET,

B zZEoxHLRre



| gEoHLRAS

AT T1
ATvT2
ATv7T3
ATvT4

ATy TH

ATvT6
ATy T17

Nexpose 7 5 72 DR E .

» Nexpose Security Console (Z72 27 A > L, 2—H =T 0 MEER L CTROMEREZ Z 07
AT M ELET,

o A FOEH
o LR— RN O1ERK

* Cisco ISE DEHH T & HREHE A k712 Nexpose r— N—iEHELE 4 VA R—FLET (&
PE (Administration) ]>[fERAE (Certificates) ]>[FERAEDE L (Certificate Management) ]
>[EHC& 2FEHE (Trusted Certificates) ]>[f A — bk (Import) ]) . #HIZRL— k&
HHIREREAS, CiscoISE DEHETE BHiEER M TI2A iR — F &N TW5  (FZIXAFE
T5) ZEERMERLET,

« HTTPS/SSL (#— b 3780) %41 L C Nexpose & {57 % Cisco ISE,

GEM (Add) 1227V v 7 LET,

[X> & — (Vendor) | Ku w7 XU A K) 5 [Rapid7 Nexpose:VA] #8R L £,

THETHE A AR ADLRTEANTILET, 72& 213X Nexpose & AT) LET,

RESNTWDT X TEA L AZ L ADY A EGRV AT 4V RUBRKRRESNET,

RUBE— A VAR ADY AN 4 RUEFHLET, #LBIMIiL Nexpose 7 X 7 X D AT —
B AN, [REWESE T (Ready to Configure) 1122 L L £,

[RTUENE T (Ready to Configure) |V > 27 %27V v LET,

Nexpose D% E M H CTROME AL, [k~ (Next) 127 U7 LET,

J4—ILF%& SR AA

[Nexpose 78R b |Nexpose —/3—D 7k A M,
(Nexpose
Host) ]

[Nexpose R— k{3780,
(Nexpose
Port) ]

[—H—4% Nexpose HHE 21— — T H 7 |,

(Username) ]

AVIyESN Nexpose HHE 2 —H— T H T FO/RAT— R,
(Password)

HTTP JR%XY |4 _TOAf v H—F v b b T T4 w7 V=T 4 7 THEHICRESN T 0%
RA L (HTTP | o == H5BAIE, T uFxs $—"—0FK2 MEANLET,

Proxy Host)

groLro [}



. Nexpose 7 5 74 MDERTE

ATvT8
ATvT9

BREOHCAD |

J4—IJLF4A

Bl

HTTP Fo%3
R— bk (HTTP
Proxy Port)

TaXy =N =MIHT LR - b EZEZ AT LET,

[k~ (Next) 1227 U v 7 LTHERELZRE LET,

[REAIERE

(Advanced Settings) |7 4 > RUICIROEEZ AN LET, 2OV 4 RUDRKEX, AT~

VRAXR N RN U T=ENENE I, FRIEFREDOAT Y RN VAIERINENE S ik

'_‘/:E’L/i—a—o

J4—ILF4A

Bl

RFRAT v VR

DF VI DEHE

[RFAE ¥ 48
BEFzv09%
il (9B fr)
(Interval
between checking
thelatest scan
resultsin
minutes) ]

BT A % bR FHLERERE T 5 % CORFHIS
<7,

(SrHAL) o A%h7e®PEIT 1 ~2880

[BFHRAF v
REwRIHY
H—LGBRE
k# (Number of
pending requests
that can trigger
checkingthelatest
scan results) ]

[T AX Yy VHERET = v 7 T 5 (AL  (Interval between checking the latest
scanresultsinminutes) |7 4 —/V FIZHE L72HIFARE L TWARWEETH, F=2—
WCBER ST AT ¥ VESROBN Z Z CTHRET DR RKBEBAL L, i AF¥ ¥
il RDVHERE SIVE T, ARHZR#IPHIE 1 ~ 1000 T,

MAC 7 FLRA®D
R (Verify

(X (True) ] E72iL [V (False) 1 T, [1EV (True) JIZERE L725A
Nexpose 75 DIEFED AF v UFEFIZT > KARA > FOMACT KL A& ELGEIC

MAC address) OHERA SN ET,

Ax v UDHRE

[BHA FDR | 2%y B3 U =S5 ETORRMBNE (OHAL) . AP 1 ~ 2880 T
Fyy bUH— |5,

iR (5 BfiD)

(Scan trigger

interval for each
sitein minutes) |

B zZEoxHLRre
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ATv 710
ATy 71

Tenable 7 4 72 E ]

T14—ILR& £ BA

B RS v UHEDF I v OBRE

[EHA PDR %0 — OB SN A % v VEROBA 2 2 THE Sz R B T a, [
FY DOR)A— X U AW (SPHAL)  (Scan trigger interval in minutes) ] 7 4 —/L N THAE
. DRERRD | SN MERIEERT DAINCAR ¢ a5 b Y A — S E T, AR~ 1000
# (Number o

pending requests
beforea scan is
triggered for each
site) ]

¥,

PEEDAT Y 2 | FBBICAF Y VERNZA LT 7 5, SHMORBR T, 2%y VERNZ
ZA LTI b ALTYRTDE, TI—ARNERSNET, HR7FFIT 20 ~ 1440 T,
(Scan timeout in

minutes)

[REYUZREE | 2% v U 2RFFCIITTE 594 Fo%k, A&7MIZ 1 ~ 200 T,
[ZhYH—TES

Y4 FO

(Number of sites
for which scans
could betriggered
concurrently) ]

BALT—2 Nexpose ' —/N—THREINTNDEL A L S —NIHEDNTHA LV — BN L
ij—o
[HTTP 2 A A7 | CiscoISE 78 Nexpose 2» & D i % R4~ 2 R MR, A 2072 #60H1% 5 ~ 1200 T,

Vb~ (FPEGL)
(Http timeout in

seconds) |

FTATA O | TETIROR T LAVEERLET, HlTEAT v a g [T
Z7AIADBY | (ERROR) ], [fE# (INFO) . [7/3v 7~ (DEBUG) ], [FL—2A (TRACE) | T
L AL DER +,

(Choosethelog
level for adapter
log files)

[k~ (Next) 1Z27 U v 7 LT, MEERELMLLET,
[#% 7T (Finish) 122U v 7 LE7,

Tenable 7 % 742 D& E

Cisco ISE 7° Tenable SecurityCenter (Nessus A% ¥ 7)) CfE L, VARREZEET 5720121,
Tenable 7 % 7" 2 ZAET D MENRH Y £7,

grozL2sd I}
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B e 7575080

RATvT1
ATvT2
ATv73
ATvT4

ATy TH

ATvT6
ATy 717

WR&H BHEIIZ
A\

(GE)  Cisco ISE T Tenable Adapter % 3% &9 2 HilZ, Tenable SecurityCenter TIRDIH H & 3% E T
DRENRHY FT, ZTNHDOEEIZ OV TIL, Tenable SecurityCenter D~ = = 7 /L % 2 ]
LTLIEENY,

» Tenable Security Center & Tenable Nessus Vulnerability Scanner 731 > 2 b —/L STV 5 4
A&V £9, Tenable Nessus A X ¥ F OEFREEIZ, [BEk (Registration) | 7 4 —/L KT
[SecurityCenter T& 2 (Managed by SecurityCenter) | % &0 71& R L £ 7,

« Tenable SecurityCenter C Security Manager He[R % Fi>2—W— 7 h v M &1ER L £3,

* SecurityCenter CUARY h U Z{ER L ET (FHFE = 7 A AFHZ M L T Tenable
SecurityCenter (27 274 > L, [UARY MU (Repository) ]>[EN (Add) (ZBHRLET) .

cURI MV IZAF Yooy ARV NP &EFEZEMLE T,
* Nessus A% ¥ Z2EBMLET,

e AFx ¥y S —UERERR L. B LT AF Yy V=l INHDAF Y =Ty
B ENTWD AT Y TIZ, IPT RLUAZEID HTET,

ISEDRAF ¥ v R > —%{E LE7,

T ITATIRAF v BN, ISEAF ¥ R Y TR S £, REHE & X —
7w & (IPIDNS4) ZixEL £,
o VAT AGERAE & )V— MFERAE % Tenable SecurityCenter 7> 5 =7 A8 — k L. CiscoISE ®
B TELEAER N TICA AR — M LET (FE (Administration) |> [REIE
(Certificates) ]> [fEFAEDEHL (Certificate Management) |> [{F#H T & 2FEE (Trusted
Certificates) ]>[A »ARA— T (Import) ]) . EHI7Z2L— & FRIGERZEAS, Cisco ISE DfF
FHCTEDFEAEA NTIZA AR — SN TWD (FRIIGFEETD) Z a2l LET,

« HTTPS/SSL (7R— b 443) %4} L C Tenable SecurityCenter & #1535 Cisco ISE,

GEM (Add) 127V v27 LET,

[X> & — (Vendor) | Km w7 # > U A KM, [Tenable Security Center:VA] Z 3R L £ 97,

TETH A AL ADALRTE NS LET, T2& 21E, Tenable,
BRESNTWDTETHA L AL AD) A NG A MY 0 RURKRENET,

RUHL— A VAL ADY AT 4 RUZEHLET, 3 L <BIMEI7 Tenable 7 & 74 D AT — 4
AN, [ E¥ERTE T (Ready to Configure) 122 L £,

[ EMENHE T (Ready to Configure) |V > 27 %227V v 7 LET,

Tenable SecurityCenter D% E M H TKDEZ AJI L, [IK~ (Next) |27V v 7 LET,

B zZEoxHLRre
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ATvT8
ATvT9

Tenable 7 % 74 MERE .

T14—ILR& L]

[Tenable Tenable SecurityCenter 7 A k4,

SecurityCenter 7k

A bk (Tenable

SecurityCenter

Host) ]

[Tenable 443

SecurityCenter

R— bk (Tenable

SecurityCenter

Port) ]

[A—H—% Tenable SecurityCenter CEF¥ 2 U7 ¢ v R —V ¥ MHEREZFFO>2—HF—T v hD
(Username) | |=o—+4—4,

INRATJ—F Tenable SecurityCenter TE¥ 2V 7 v~ X —V ¥ MR ZFFOo2—HF—TH U FD
(Password) IRAT— R,

HTTP 7o%3
RRA b+ (HTTP
Proxy Host)

TRTCDA L E—F v b NT T4 T HN—T 4T THIICHRESNT-Tax
= NR—=RHAEEIT. Taxy = R—DKRA N EASLE T,

HTTP 7O+
R— bk (HTTP
Proxy Port)

Tuxy P—N=P AT LR - ESE AN LET,

[k~ (Next) 1227V v 2 LET,

[FEMIE% E (Advanced Settings) |7 « > RUIZIROMEE AN LET, ZOT 4 RUDREX, AT~
YRAF Y BN RIS E DD FLITRBED A X v SRR VAIER SN D E D i a ik
ELET,

J4—IL L% Bl

JRT Y Tenable SecurityCenter TIERC L7V ARY U @R L £,

(Repository)

[RF > 7K'  |Tenable SecurityCenter T, ISE IC/ER L7z A% v R S —2 @R L £,

v— (Scan

Policy) ]

REAF Y URRDF v IDE

BROH LA .“
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BREOHCAD |

J4—IJLF4A

Bl

[REFIRF v Uit
RE=Fzzv09%
il (9B fr)
(Interval
between checking
thelatest scan
resultsin
minutes) ]

WA R BT 5 % ORI
<.

(SrHAL) o A2h7e®PEIT 1 ~2880

[RHRAF v
REHRIHY
H—ELHREBE
k# (Number of
pending requests
that can trigger

checkingthelatest
scan results) ]

[T AX Yy VHERET = v 7 T 50 (AL  (Interval between checking the latest
scanresultsinminutes) |7 4 —/V FIZHE L72HIBARE L T ARWEETH, F=2—
B SN AF ¥ VEDROBN Z Z CTHRESNTERREEB A T-56. A%y
URERDRER S IVE T, AR AREPAIL 1 ~ 1000 TY, 7 7 4/L MME 10 T,

MAC7 FLARA®D
FEER (Verify

(XY (True) ] E72iL [V (False) 1 T, [1EV (True) JIZERGE L7235
Tenable SecurityCenter 7> 5 DFFT AT ¥ UiERIX, =2 RAHRA L FOMACT KL-*

MAC address) | &S lc O S E T,

AEx ¥ UDHRE

[BH4 FDR FoFw s R AX Y N P H—END ETORRIBNE (DAL ., A0 7%HEIT
Fy2 bUA— |1 ~2880 T,

fEfE (5 Bifr)

(Scan trigger

interval for each
sitein minutes) |

[REYD L)
H—E L BREBE
KRDE (Number

X — TSN AX Y VEROBN Z ZCTRESNZRRKEEB A -56. [A
Xy MU A—MR (UHAL)  (Scan trigger interval in minutes) | 7 « —/v K C{E
SRR RE T RN A T~ R AF vy N N T—3nEd, Az

of pending st ~ N

requests before a FPHIZ 1 ~ 1000 T9,

scan is

triggered) ]

DELDRF Y2 | RBBICAF v VERRZ A LT 7 b2 (DA TF, A%y U ZRkny
FALT b ALT T RTHE, TI—LBERSNET, BORHIZ 20 ~ 1440 T,
(Scan timeout in

minutes)

B zZEoxHLRre
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ATv 710
ATy 71

gasnzrironz |

T14—ILR& Bl

[ FIRITRIBERR |[FIRFICHEITTE D AT ¥ Ok, AL 1 ~ 200 TT,
RAEX DO
(Number of
scansthat could
runin parallel) ]

[HTTP &2 A4 A7 |Cisco ISE 73 Tenable SecurityCenter 7> & O JiinE % 1%~ 2 W REIRE, A 2h 72 &iPH I 5
7k (FEAMD) |~ 1200 T,

(Http timeout in
seconds) |

TETE O | TEFEROu T LNV ERIRLET, BATES ATV avid, [T —
J7A4ILVADBY | (ERROR) ]. [f&# (INFO) ]. [F/3v 7~ (DEBUG) ]. [FL—% (TRACE) ] T
LARILDZER |4,

(Choosethelog
level for adapter
log files)

[k~ (Next) 1Z27 U v 7 LT, MERELMHLLET,
(¥ 7T (Finish) 122U v 7 LE7,

RO 74 ILDETE

ATy T
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

Cisco ISE OFFR[ 7' 7 7 A )W, MEFIHENRWINT Y RIRA V M EAX Y 547 v a v
DEENDEIICRVELE, AX Y OEMORIATERINTEET, £/, ZhbHDR
X v o ORFHMBEEZEET 22 b TEET, HFAIT BT 7 A NVEERLIZE. BEFEOFRAIR
U — b= VAT 20, £RITH LWEAIRY o — — L Z2ERT& £,

Jheb BHEIIZ
LI NAC —E RGN L., XX — T XS ERRBETALENLY £,

ORI T 0 7 7 A NVEAFRT 20, BBFEO T v 7 7 A V& LET,

(L@ & A7 (Common Tasks) ]Ik T, [Mag9tEZ 792 (Assess Vulnerabilities) | F = v 7 R 7 2%
FAZLET,

[T HTH A A% A (AdapterInstance) | KRy I X T URRNNDL, RELERNVT— T XS X iRk
RLUET, =& 21X, Qualys Instance 72 & TT,

BEDAX Y U NLOREINRT XA R Ry 7 AL REWVESIE, PV T —AF Y OAFy UHREE
BRI AL CA LET, ARN7R%MHIL 1 ~ 9999 T9,

[(EoMEEMH L CEMMIZRHMET % (Assess periodically using above interval) | F = v 7 R 7 A% 4
WZLET,

groLro [}
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B fsnzy erae remrT 205 L —LOBE

ATwT1 [BFEE (Submit) 1227 Vv LET,

s Ty R4 > F &Rt d BH19 L—ILDERTE
BN — N ZRE L, M8y RRA v b~ T 7 Z&HIBT 5121, RO T & 2
Av hNEEEATEET,

* Threat:Qualys-CVSS_Base Score

* Threat:Qualys-CVSS_Temporal Score

* Rapid7 Nexpose-CVSS Base Score

* Tenable Security Center-CVSS Base Score

* Tenable Security Center-CVSS_Temporal Score

INHOBMEIL [BE (Threat) 17« L7 MU TEH T Ed, ARRMEOHMIT0~10 T

7,
TV RRA v bOREE, 77 B ADHIR BIOKR—=ZL~DY Z A L7 ) | FIEEROME
HONTNNERIRTE 9,

ATy F1 [R1)— (Palicy) 1>[R')— v bk (Policy Sets) | #3{RL £,
BEFORY o= — VEHET D, ETIEVAREOTF = v 7 1I2OWTH LIS L— L 2Bk L &

j—o
ATY T2 Qualys A7 #fEB L Tl 7 a7 7 A Va0 YU THOOREEERLET, KRICHEZRLE
7

Any Identity Group & Threat:Qualys-CVSS Base Score > 5 -> Quarantine (authorization profile)

ATY T3 [IR1FE (Save) |27 U w27 LET,

HEETEX A OY
Cisco ISE IZiX, VAV —ERAD KT TNy a—T 47 DIbOROa T R’HY £7,
« vaservice.log : VA 2 7 RN EZENTEY . TC-NAC —ERZFATL TS/ — R T
Hrle T,

e varuntime.log : =¥ KA > h& VA 7 e —|ZBT RN GFENTEY, E=F—VU
7 ) —R&, TCNACH—ERAEETL TS/ — FCHATRETT,

» vaaggregation.log : 1 Rfff] Z L ICINEE SN D =2 RARA » FOMEFHHEICET 2 RN & Eh
TBY, 7794~ VEH ) — FCHEMAFEETT,

B zZEoxHLRre
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B TE HAZEDHRTE

WOFRTIE, (BETEXHHED fFE (Edit) ]V FUDT 4 —L RIZOWTIHALE
To 2OV 4 RUTCAGAEDEMEARELETST, ZOXR—V~DFES—T 3 3%
%, [ (Administration) ]>[> X T4 (System) | >[FEBAZE (Certificates) |>[{E3ETE %
FEBAE (Trusted Certificates) 1 C7, ftE T DEHCTE LFEHFEDORICH LT = v 7Ry 7 A
BEAACLTC, [ (Bdit) 1227V v27 LET,

RIEHETELAABOHEERTE

gEczsanzon:

J4—ILF4A

FREDAA RS

SERAEFITIE (Certificate Issuer)

LY R4 (Friendly Name)

SEAEOTZ LV RUALEZ AN LET, T
FTar DT 4—ILRTT, 7L RU4
AN LB WGEEIEL, ROBXTT 740 b
HINERREINET,

common-name#i ssuer#nnnnn

RAT—4H3 X (Status)

Kawy7Z A R0G (%) (Enabled) ]
F i3 [#%) (Disabled) | Z&IRLE4, FEH
NN 22> TV DA, Cisco ISE 13548
DOWMESLICFEREZHEH L EE A,

£%BA (Description)

(EE) iz AN LET,

M 1% (Usage)

ISE NDEEEEAIZIE 8T 5 (Trust for
authentication within 1 SE)

Z OFEAET (o CiscoISE / — R 721X
LDAP Y— =6 D) B — 3 —FEHE % ff
BETHERIT. COF v IRy I AT
WZLET,

V5472 FRES & U sysog AIZIERET S
(Trust for client authentication and Syslog)

([ISE NORBFEMICAZHHT 5 (Trust for
authentication within ISE) ] F = v 7R v 7 &
A AT LTESGAIZIRY @ TEE) 2 OFREH
FEEHEHALTREZITOEHAIE. Z0F =y 7
Ry 7 Aed N LET,

«EAP 7'z h /L& L 7= CiscoISE (282
BT D RiNA v FERFELET,

e syslog —"—%fFH L £,

BROH LA .“



B zEczzamzo

BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

DAY —ERDBILAIZIETET S (Trust
for authentication of Cisco Services)

T4 — R =R 0N Aat—E A
FEHT A DICZDIFHEEZ AT 254
X, 2OF = IRy 7 AEF T LET,

SEEAER T—42 XA MIREE (Certificate Status
Validation)

CiscoISE 1%, KD CANRRKITTDH I I4 T
U NERIEY—AN—FEAEORIAT—F A
EFrvrt5H2EBYONEEYR—-FL
TWET, 1 2D FEIL, Online Certificate
Status Protocol (OCSP) % ffif] L CREAE A
AET 5 Z LT3 (OCSP X, CAIC K -~ CHEEf
S5 OCSPH—ERCHEREZITWET) ., 2
DD IFEIL, CiscoISEIZCAMNBH T v —
R U7cREBERS Y A b (CRL) &EHAE LT
AEEEZRGET A 2 & T, EHL0HEDL,
OCSP Z i NI L C AT — X A& C&
72N EXIZRY CRL 2T 254 ICEH T
xFET,

OCSP#—ERIZx L THREES 5 (Validate
Against OCSP Service)

OCSP ¥ — b R 1% L CiEAE A MFET 512
X, ZOF v IRy 7 AL LET,
DRy I AEF AT BHITIE. £ OCSP
P —ERAEERT H2MERH D £7,

OCSP T HRT—2 A Z#RL-IGEEFE
K%EIEET S (Reect therequest if OCSP
returns UNKNOWN status)

AEAAE R T — 4 A3 OCSP H—E A2k~ T
HWF S A2 o TG BT ER AR T 51T,
IDF 2y IRy I A F N LET, DO
F v IRy 7 AT AT LTZHA. OCSP

P —E R Lo TARIAZL AT — & ZEDR K S
% & Cisco ISE (ZBUERHE L T\ b7 T4
7V NERITY—A—GEHEAEG LET,

OCSPILERINEEFRELIGEEEREIEST
% (Rdect therequest if OCSP Responder is
unreachable)

OCSP J&ZB A B AR /25612 Cisco ISE 23
FRZESTHICE, ZOF=v IRy 7 A
AT LET,

CRL ®& 9> Ba— K (Download CRL)

CiscolSE CCRLEZ ¥ v u— KT 512i1%, =
DF v IR T ARF AT LET,

CRL E{E URL (CRL Distribution URL)

CANDH CRLEZZ T v 1n— R4 57290 URL
EANLET, BAERGEAETHREINLTY
L6, 207 44—V RIZHBIICEEAA E
MET, URLIE Thitp) . Thttps] . 72l
MNdap] THHREDILERNH Y £,

B zZEoxHLRre
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2v7rozouz |

J4—ILF4&

EREDHA RZA4 Y

CRL MEfS (Retrieve CRL)

CRLZ. BEIMFEIZEHMIcX Y a— K
TXFET, ¥Uro— FORMEELHRE L
i‘a—o

ArooO0— FAKBL-15EIEFH#T 5 (f
download failed, wait)

CiscolSE2SCRLZHEX 7 v — KT 5% T
{Z Cisco ISE ([Z LB 723 T 2 %3 D LB B
DR Z R E L ET,

CRL #%2{5 LA LMEE CRL #REEZE /N1 /3R
9% (BypassCRL Verification if CRL isnot
Received)

IDF IRy I A F AT LA, 7
FA T v FERITCRL BZAE SN DR IT
MNMonET, ZOF v IRy I A%t 7
WCL7EHA, BIRLIZCAICL-TEL S
TAEHEEZERT 2T XTI F7A4 7 M
RiX. CiscoISEIZ L > TCRL 7 7 A V23%1E
SINDHETHEHAINET,

CRLAFELEAMTRULD., FHIFHBIIAD
5&(X4E%R I 5 (Ignorethat CRL isnot yet
valid or expired)

Cisco ISE T4 H BB H Z#ME L, 27
7T 4 T TIRWINETZIIHIRYI O CRL % 5|
SHeEfEMA L. CRL ODNFIZHESNT
EAP-TLS #8REZ 7F Al £ 7213 R T 254814,
DTz IRy T AEF A LET,

Cisco ISE T [H%hH (Effective Date) ] 7 1 —
LV ROBMGHE & [IROEH (Next Update) ]
74—V ROHIRHEZCRL7 7 A L TF = v
7T HEAE. COF v IRy I A F T
WZLET, CRLBERET 7T 4 7 TIHRVD,
FZFHIRUINOSE. £D CAIZL->TE
A SNTFEEZ T 2 T X CORREXE
BINET,

EENEY D
B TE DFFAEA T
BT DREAEORE

AUTTUOADEE

INHDY 4 FUTIER Ny 27 v i, BIOT—#HEOKREZHHN L TTrF—4 %

EHTEET,
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BROHLAD |
B vscrvoss

JRD b DERE

&2:YRY MY DB®E

J4—ILE FREDHA FS14 Y

J7R< k1) (Repository) VARY MU OL4RTZA LET, K80 LT
DI TFEFEHTEET,

8 kaJL (Protocol) FHT AR hasio 1 D5 RIR
L\ij—o

H—/\—4% (Server Name) (TFTP, HTTP. HTTPS. FTP. SFTP. B X

YNFS THZH) VAR MY OFERR e — 3 —
DIRAMGEZIZIP 7T RLA (IPv4 721X
IPv6) # A LET,

GE) IPv67 FLAZEHLTUKRT MY
BT 5851, IPv6 T KL A%
fEFH L CISEeth0 A > ¥ —7 = A A
PERESNTWDHIEEMHRLE
7

/XR (Path) URY P ~DRRAEASLET, ZD/RA
E UARY N OIERRICAZITH Y | F1E
LTWOHMERDHY £7,

ZOfEIZ, —R—DN—F T4 LT N &
RT2ODAT vva (/) £TFHE—~D A
Fvva (/) TRt TExET, 7=7ZL, FTP
7a harOBEE, B—0RxT7 ya ()
I— b7 4 L7 Y TIERLS, va—H VT
NAAFR—LT 4 L7 NUDOFTP 2 L&
7T

PKIFREEDESIME (EnablePK| authentication) | (A7 3> : SFTP U AT kU ICO L)
SFTP U AR kU C RSA AR —38GiE % A %h
T BI00F, ZOF vl Ry AxEF 0
LET,

aA—4%—4% (User Name) (FTP, SFTP T&ZH) fRESNIoH— 31—
9o HZIALMEIREZ RO — Y =X &2 AT
LET, 2—F—4lTid, 7L - /@9
XFEEDLIENTEET,

B zZEoxHLRre
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j_

.

-~

FUFIUER NI Ty TDEE .

J4—ILF

EREDHA RZA4 Y

INA)— K (Password)

(FTP, SFTP TWZH) #5E INizth—r3—~
DT 7B AMFEHT AR T—RE2 A LE
T, NATU— RIZMEHTE 5 3CFE, 0~9,
a~z, A~Z, -, . |. @ # $. " &.

* .+ BXO=TT,

EENEY D
Ny 2T v THETI R RV
URY MY OFER

TR NI T Y TDHRE

ROKTIE, N 7T v T HALBEOR R TG T 572D TEL[AVTIV RN I T Y
7 (On-DemandBackup) | V4> KD 7 4 — )L RIZOWTHBHLET, 20T 4> Ko~
DF s —a iR E, [EE (Administration) 1 >[ R T L (System) >[N D T v F/

8t (Backup & Restore) | # R L £,

RIAVTIVE NI TYTDERE

J4—ILF% FRLEDHTA KS14
24 7 (Type) WDOWT N EFITLET,

[RET—RADONVIT VT

(Configuration DataBackup) ] : 77"V
r—3 3 V[EAF LN Cisco ADE A~ L—
T A T RAT N ORERT — # I3E
ENET,

*ERT—42D/\v Y7 v T (Operationa
DataBackup) ] : E=#—U 7B LW
NFTN a—T 4 T T—EREER
£

N\ 7w T8 (Backup Name)

Ny 2T w7 T7ANDLETIEANTTILET,

)R 1% (Repository Name)

NPT T Ty ANERGETHIRT Y,
ZZWRIURYNIAE AT HZ LT TEE
Hh, Fay 77Xy U RoFIHAEEZR
URY N ORLERBIRTEET, NI T v
TOFATANZ Y AT MU ZERR LT\ AD Z &
ERERLTLEEWN,

%5 ¥+ — (Encryption Key)

ZOX—F, RNu I T v T T A NDOEEFL
BLOMFHICHER S NnET,
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B xroa-nnvoryiome

EErEYD

R DT T FT—=RDHAT

BREOHCAD |

Fr T RBRORA T V2=V Ny T v

Ry 7T TR
N 7T T DI
Cisco ISE 18 jr#:/F

RIS L OFFAIR Y o — i

EDT Y AR— |

SHERETOTIA~<Y) J—R&vh &) J—ROEM

FT S RNy T T DELT

AT a—=IL Ny I T7vTDETE

WDOERTIZ, TNV 7T TP ERITH Ny 7T v 7TOEFTIEHTE B[RV a— Ny
27 w7 (ScheduledBackup) ]V 4> KUD T 4 — /)L RIZOWCTHHLET, 2OV 4> Ky
~OF T —v g 3R T, [BE (Adminigtration) | > [ R T L (System) >[N\ I T

7148t (Backup and Restore) | ##R L 7,

RV:AT 2= Ny I Ty TOERE

J4—ILF4A

EREDHA FZA4 Y

24 7 (Type)

WONWTNNEFITLET,
(RET—RADNVIT VT
(Configuration Data Backup) 1: 77V
r—3 3 V[EAF LN Cisco ADE A~ L—
T A T RAT N OWERT — Z 3G
FNET,

cERT—42D/N\v Y7 v T (Operationa
DataBackup) ]: E=4—VU 7 EBILWN
NT TN a—T 4T T—EANEEN
£

£ 81 (Name)

Ry T 7T T7AINDLETRZANTTLET,
fER DL LT WA AT TE £ T, Cisco
ISEiZ, N 7T w7 T ANKITHEA LA
2T HBMLT, Z7A0EYRY FUIZ
MLET, EEONY 7T v T 2EKT D
LORRELTH, — BRI T v T 77
ANBE/GDHZENTEEST, [RTVa—L
/N 77 7 (ScheduledBackup) 1V A b7 ¢
Y RUT, 7y ANADIEEIC

Ibackup occur] 2MEMIE AL, ZD 7 7 A LR
kron a7 ThobZ a2 RLET,
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| gEoHLRAS

RYS—DITHY AR— bk

Ky v—nzs2k—tgEozrsa—L |

J4—ILF4&

EREDHA RZA4 Y

#%BA (Description)

Ny 27 v 7OmAEATILET,

1);RY k)% (Repository Name)

NPT o7 T7ANERGETDIRI MY
BERLET, ZZWCIURTMNILAEATT
HTELIETEERA, FryFH T URX R
MOFIHARER VAR Y N OAEERTE F
To Nw 7T v TOETRNCY AT MY &21E
LTS ZEAEMRLTIIEEN,

&5 F%— (Encryption Key)

Ry T w7 77 A NERS LR LOE S
THIDDF—2 AT LET,

RFTa—1) o5 A7 3> (Schedule
Options)

A 2=V Ny 7T FORERE 2RI L,
WEHMOF T g AT AT LET,

EENEYD
NI T T FT—=HDHAT

FoTv U RBROAT Va2 Ny T v

RNy 7T TR
Ry 7T v T DR
Cisco ISE 18 ok

FAFB L OHFAIRY O —REDT 7 ZAR— |k
SHERETOTIA~<Y) J—REvh &Y J— RFOEM

CLLZER L=y T v
Ry I Ty TDAY 2—)b

BEDARTa—)L

WORTIL, [RY =D AR — DAY 2—/ (Schedule Policy Export) ] 7 1 > K7

D7 4= RIZOWTHHALET, 20Uy Ru~DF e —v a1 2%, [BE
(Administration) ]>[> AT L (System) ]>[/Nw % 7w F/#E5T (Backup and Restore) ] >

£5:R)—DITHYRKR—FREDRTSa—IL

—fi% TrustSec DL E

TrustSec BRI DR

[R1)—DITH RFKR—k (Policy Export) ] &R L £,

COFTvarEERTLE, TRTOR Y NI =7 T RTHEHTD TrustSec R U o — 3@
BENTWANE I DNEHERTEET, CiscolSE THRESNTZARY o —bxy hU—27 FAN

A ADMIZHERNH DHEIT[7 7 —24 (Alarms) | ¥ v =2y b ((V—27k& % — (Work
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BROHLRAD |
. —fi% TrustSec DXTE

Centers) ]>[TrustSec]>[# v ¥ =R — K (Dashboard) ] &L [F—2L (Home) [>[¥~V
(Summary) 1) 27 7 —ANFRINET, TrustSec ¥ v = R— RIZ, LFOT 7 —L40
FREINET,

s RREZ BB ANIAE /T2 T T 572N, [ (nfo) 1|74 a2 L& blTT 7—40
FrRINET,

cHTLWEBRERICKX YV GET o ARy L SN 8A0E, 1Bl (nfo) 174 22
LEBITT T —LANEREINET,

cMRFEZ BB AN T — TR LIZGAIE, [BS (Warning) |74 2L & 617 7 —A
NEREINFET, e 2IE, Ry FU—7 T37 LD SSH 8 2 BT 2 WIEE0FR v
ND—27 FRA ZAPMERTERWES, 2D UWIE CiscoISE TRESNTZRY —E xRy
NT—2 TR ZAOMICHIEDNH DGER ETT,

[EBADRGE (Verify Deployment) 147> a3 > id, kO 7 4> Ry THAHTE 97,

[7—% 28— (Work Centers) ] >[TrustSec] >[3 > 7K—* >k (Components) ] > [+
Fal)F4 JI—7T (Security Groups) ]

«[T—H+t 2B — (Work Centers) ]>[TrustSec] >[a »/R—+ > k (Components) ]>[t
X2 T4 )L—TACL (Security Group ACLS) ]

«[7—2t 28— (Work Centers) ]>[TrustSec] > [TrustSecK!) & — (TrustSec Policy) ]
>[HARY — (EgressPolicy) 1>[< kv o R (Matrix) ]

«[7—4Yt 2% — (Work Centers) ]>[TrustSec] > [TrustSec/R!) & — (TrustSec Policy) ]
>[HARY — (EgressPolicy) |>[1#{ETY ') — (SourceTree) |

«[7—% 24— (Work Centers) |>[TrustSec] > [TrustSec /R ') & — (TrustSec Policy) |
> AR o— (EgressPolicy) [>[¥ b1 w o X (Matrix) |>[%85 Y ) — (Destination
Tree) ]

[T XCORER%ICHERGE (Automatic Verification After Every Deploy) | : i Z L0 EBH%
(2, CiscoISE THTRTDFRy bV —27 TAAL A LOFEHAMFEST DI121E, ZOF =y 7Ry
I AEF AT LET, BT ARET Lich, B 7 vt X% OKEH (Time after Deploy
Process) | 7 o —/V NIZHEE L7800 L7212 10, MGE7 v ARG S E 7,

BB~ v A% OWEfE] (Time after Deploy Process) | : B BB ANET L, Rk 0
T A ZBALET DT Cisco ISE (ZfE S DGR 2 H8E L £ 9, AR7ZR&PHIX, 10 ~ 60 53T
T

PRSI R TP 8T LW BB N ELR SN2 a0l OMGEN TR DA 1T, BIEOKEIE 7 0k X
I v oL ET,

[4F <HEGE (Verify Now) ]: fRRE7 2R 2T ICHMT HICIE, ZoFTvarviz sy
7 LET,

Protected Access Credential (PAC)
o [ b >RV PAC OFFft rIBERER]  (Tunnel PAC Time to Live) ] :

B zZEoxHLRre



| gEoHLRAS
—fi% TrustSec DX TE .

PAC OB A E LE 3, Mo kL PAC 1T EAP-FAST 71 ra /LD L& 4E
BeLEd, R ARb, 4. B B, oA BCEETCEE T, T 740 MEIZ90 B
<Y, FRhemAITkD LB T,

. 1 ~ 157680000 7

o 1 ~ 2628000 %

o 1 ~ 43800 MfE

«1~1825H

e 1 ~ 260 HfH]

s [FuT 7T 47 PAC BHT ZIRDZIZEITT S (Proactive PAC Update Will Occur After) ] :

Cisco ISE I&, FRAEIZARFN L7212, SXE LT/ \—k T —Y D h RV PAC TTL 35% - T
WHEXIZ, HILWPAC 27 74 7 2 M TR HEEE L £3°, PAC OHIRIEIN 2 i
WP DRBFEN EF T &, = "—X h > RV PAC OFEF#BMHLET, 2D
AN=ALZED, AR PAC T IA TV MREHFEINET, 77 4/V MEIE 10% T
R

XAV TAITN—TRTEBSDEIYET

[PATLTSGTHEZEZHIV Y TS (System will Assign SGT Numbers) ] : Cisco ISE (Z SGT
Tz HEIERSELHBIT. 20T a VEABRLET,

 [#IPHNOF B %495 (Except Numbers In range) | : FEIRRETNC SGT & 5 DOHilH %
TRITLEEE. 2047 a 2@ L £7, CiscoISE (X, SGT DAERRFIC Z DOHilH
DEMEEER L ET A,

o [2—H =2 FHE T SGT F 5% A9 % (User Must Enter SGT Numbers Manually) ] : SGT
HEEZTFETERTIHEAIL., o7 va v aBRUET,

APICEPGD X2 ) T4 JI—TFTR5DF\1) 2% (Security Group Tag Numbering for APIC
EPGs)

[APICEPG HDt®F =2V T 4 7 V—T7% 7 DFE5A4+F (Security Group Tag Numbering for APIC
EPGs) ]: APIC 7538 L 72 EPG 233\ T SGT 2Bk T 285813, Z0OF=v 7Ry 7 A
A AL, AT L2EFSOHMEZEEL £,

X VT4 TN—TOBEEER

R —VEAERR T D L XX 2 VT ¢ V7 —7% BEIERT 5 (Auto Create Security Groups
When Creating Authorization Rules) ] : #8FER U > — D — L& VERT 5 B3I SGT % H BRI /E
R 2HmBIE. ZOF =y 7Ry 7 AeA T LET,

ZOF T arERRUIGAEE, [RBREAR Y 2 — (Authorization Policy) ] W « > R @ L
2, THEreEX=2 U7 4 7 v—7OEKD A TF (Auto Security Group Creationis On) | &
WIH Ay BE—URERINET,

| groLro [}



. —fi% TrustSec DXTE

BREOHCAD |

HEIER S 7= SGT X, L— VR ICESW TR ShE1,

\}

CE)  ABMER S SGT X, ZHUTHIGT 2B AR Y v —— Lz HlER L THHIBR S EE
/\Jo

T 7N NTHE, BRA VAN VFEZET v 7T L= RDEBTZOLT T a INEZRY
ij—o

s [HEhf4 472 a > (Automatic Naming Options) ] : HEMERK X415 SGT O m4 iRAI % E
BTDHIUE, oA Tvarz2HERHLET,

(WE) [AENCRBAEENET (Name Will Include) | : RDOF 7 a v OV ki
RLUET,

cJL—ILE
+ SGT&HS (SGT number)

c JL—ILE B LUSGTES (Rulenameand SGT number)

77 4V F T, =4 (Rulename) |47 3 US@EIRES N ET,
A7 a T, SGT AL T OIFHRZ BN TE ET,

« WV —t v M4 (Policy Set Name) (ZDF 7L a AT [RY —k v ;b (Policy
Sets) | WEZNREA IO IME A FTRETY)

« FL T 4w A (Prefix) (8 XFFT)

e V7 4 w7 A (Suffix) (BXFET)

Cisco ISE IZ, EERINEIZIL U T [V 74 (Example Name) | 7 4 —/L RiZH 7
SGT #4 & &R L& T,

7 4RO SGT BMFEL TWAH A, ISEIXSGT4IC [ x) 20z £4, xid (GRfE
DB I IMEH ENTHORWERIT) 1 0 DIRESRPIOM T, H LWARI 32 305
XV EWEA. CiscoISE 2 X - THRAID 32 LFIHI v TonE 7,

KRR RBDIPSCTH#MTYELT

[FRA 4D IP SGT ##Y~ » v° 2 (IP SGT Static Mapping of Hostnames) ] : FQDN & 7R A |

AMEH SN DA, CiscoISE 13~ v B 7 & B L CRBLIREEZ AT HFRIC, PAN B X

O'PSN / — FNOFIETHIP 7 FLAZBELET, DNS 7T UL > TRENDSIP T F

VAR SN D~ vy B P ORERET 25613, 2047 a2 LET, ko
THhOAT v a v EBRTE £,

*DNSYITVIZLK>TREINDITARTDIP7 FLRIZH LTI VEV T %#%EKT S (Create
mappings for all IP addressesreturned by a DNS query)

B zZEoxHLRre
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w2y rr—suv—2 |

*DNSY T VIZE > TREINDRHDIPVAT FLRAB L URIDIPVET KL RIZx L TDOH
IvEVSEERT S (Create mappingsonly for thefirst |Pv4 address and thefirst |Pv6
addressthat isreturned by a DNS query)

MELEYY
TrustSec 7—X% 7 7 F ¥
TrustSec M 2 > R—F% > |k
TrustSec @ 7 10—/ )VELTE

*y bIT—=0 1) )—A

w3 Ui

Qita %kﬁu*y I"j 7 (SA“Et) 0)'”'7"\

CiscoISE 1E, Ty a Vit y FU—F 2 (SAnet) (ZxI3 B IREN AR — h 2k
LT, SAnetix, Z< DV AAARAL v T TCETTHEY Va VEHRTL—LU—T T,
SAnet I%, AIfME, FEF, AR EOT 7 Ay g v EEF L E T, SAnet X, RADIUS
WA BENEENTVWA Y —E AT U — FEH L E 9, CiscoISE IZI%, FRE7 v 7 7
ANVACY—ERT L — MR EENTWET, CiscolSEIL, 7a 77 A 1% [H—EX
T L—R AL LCHOT 5677 75 L GGRRE7 e 7 7 A VDY —E AT S L—
AR L ET,

Cisco ISEFRFET 11 7 7 A /WiZiL, B U A MIZA#H LS L5 RADIUS SR Al @A g 4T
4, £72. SAnet —EXTFT 7 L— ML, RADIUS RAIBMELEZENTWETHA, Zh
SORBEMIZY A MIABINERA,

SAnet 7 /N4 ZDEA . CiscolSElZ—ERTF 7L — FOLARIEEE LET, Sy viafN
WZEDALT Y ERITFRICER SNTCREPFELRWIRY | T, AT —E 2T
YFv—bparrrovEFyrn—RNLEYT, =277 L— MI X o TRADIUS EM:
MWEE IS &, Cisco ISE 1E7 /31 AT CoA AZEFELET,

2y RIT—0 TINA R

B OETHHENTWDE Y 1 RO ZEH LT, Cisco ISE TRy MU — 7 F 34 X %38
BIOEH T Ed,

2y RT—Y TN, REEDHRTE

WDFTIL, CiscolSEDFR Y NT—7 T I VAT NA AEHETHEDIHEHTED [Fy
D —27 534 A (NetworkDevices) |V 4> KUD T 4 —/L RIZOWTHHALET, ZD~—
UADFTES = a oA, [EE (Adminigration) 1> [#y FT7—%2 1) Y —X (Network
Resources) |>[® v b T—% F/84 X (Network Devices) 1 T, [:BM (Add) 127V 27 L
£7
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Y RT—=D TINA ADEE
WDOFETIE, [Fy NT—7 T34 ZADFE (Network Device Settings) [[#H L\ Fr v kT —27F
/XA A (New Network Devices) |V 4 > RUD T 4 —)L RIZOWTHRIAL E9,

zR6: 2V T—Y TINA RDERE

TJ4—ILK% £BA
Name X NU— T FNRA ZADLFTE AT LET,

T RT— 27 F R AT, T ZADEKRA b
HLITRRDDNORTWARTIZRE TE £
To TN AT T,

GE)  MESLT, RERICT AL A0
AHiEEETEET,

$2B8 (Description) ZDOT A ADOBHAEATILET,

B zZEoxHLRre
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vy k=5 Friqz2zgonE [

J4—ILF4&

B

IP7 FLRAE721% 1P &H

Fey 7FZ YA RPBIROWT AR
R, RENDT 4 =/ FITREREE AN
NLET,

«[IP7 FL A (IPAddress) |: H—DIP 7
KL A (IPv4 £721XIPv6 7 RL-A) &3
THxy b AT E AT LET,

o [IP #iPH (IP Ranges) ]: &7 IPvd 7 R
VADOHEAE AN LET, BRI IP T
KU AZBRINT DI2IE, [FR7h (Exclude) ]
THEARRY 7 RAZIPT RLUAEILIP
7 R ZAOHHZ AT LET,

IP7 RLVAREHT Ry h~AZ EEFIPT R
L ZADHEHEZ EZTDODOHA RTA %
WITR LET,

HEEDIP T RLAZERT D0, 7
S h~A7 AL CIP#EZ EHRT
XFF, FTRAZAADIPT R L AEFHN
ERINTVWDEELAE, T3 A AILER
SN TWDEFADMEB] DT R LR & RO
TNAABIZRETEET,

T_XTOF 7T v FOIPT L A#iH%E
EFRCTEET, IPT FLRAOFPMHETET
TAHEXIZI, Ty () FRET A
U227 (¥) U)K —RKELTEH
TEET, & 2IF, *xxx
1-10.1-10.1-10.1-10 F 7=1% 10-11.%.5.10-15
RETT,

P77ty RATTITEMENR TV HEHS
X, RESNTZ#HENLZDIP T KA
HHEOY 7Ty NEBRAATEET, H:

10.197.65.#/10.197.65.1 £ 721% 10.197.65.*
exclude 10.197.65.1,

FUCIPT RLRZFRED2EBEDT A A%
ERTDHILITTEEREA,

FUIP#EIPEZFRFO2 BDOT A A% EFR
THZ LT TEERA, IPEEIT. —
FRFERNEETLZ LT TEERA,
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BREOHCAD |

J4—ILF4&

B

FINAR TOAI774I)L

Key 722 Mnb, Xy hU—25
INAADR U H—Z BN L FET,

BIRLIEARE =Dy T — 7 T /3 AN
PR—-—FLTWE7ae—BIO—ER&2%
RTHICE, Fey 77X U A FORIZH
HY—=NDbe s A LEST, Y=k
v MTIE, T AREHRTHURL Y A
27 K@ RADIUS S8 A A HE (CoA) R— K&
A7HFREINET, ZNHORMEIE, T
AABATDFRy NT—=T TNA AT 77y
ANVTERSNET,

ETI)LE (Model Name)

Ry PR Y A RDSET AL ADET IV
IR L ET,

EFALIT, = NAR—2ADREY v — D5
Ty T HEEIT, NTA=HD]LDE
LCHEALET, 2B, 3 A T4
JvaFuichon £,

Y7 kD7 /N—2 3> (SoftwareVersion)

Fay 7 )ARNS, Xy hT—2F
NARATENT Y7 b =T OR—=Pa v
B L ET

VTR T N—=T g UE, = RN— D
RV —DFMETF vy 7T HLEIT, N7
A—ZD 1O L THEHTEET, ZoEM%E
I, TRA AT 47 vaFicdh 9,

Y bT—9 FINAR T IL—T (Network
Device Group)

[Fy FU—7 T, 2T N—7T (Network
Device Group) | =Y 7T, [mFr—T a3

(Location) ], [IPSEC], BI O[T /A A ¥
A 7" (DeviceType) | K> 7*'X 7 U A K
OLEREZEIR L £,

TN—T VRIS T A 2 ZED B Thang |
FDIN—FIITFT T )V NOTFIRA AT )—
7 =Ry NI =7 FRA R T )—F)
WEENET, Zhickh, ar—ra i
[T _Cor4— a3 (AllLocations) ]. 7
WA ABA T[T RCOT A AXAT (Al
Device Types) | &720 £,

B zZEoxHLRre
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\)

v ro—y #riq 2egngz |

GE) 74V HX&MHEHLTCiscolSE BEANO Xy hU—2 T 7 A F /34 2 (NAD) %iEIR
LCHIBRT2HA1E. 79 09F0Fy v 2227 Y7 LT, BIRLEZNAD OL0HIKRE

NoHEICLET,

RADIUS FREEE%5E

WD FTIL, [RADIUS #&HEs%E (RADIUS Authentication Settings) ] =V 7 D7 ¢ —/L K|Z-D

WTHBILET,

3= 7:[RADIUS FB5E:%E (RADIUS Authentication Settings) ] T') 7

TJ4—ILF4&

FEREDHA RFSM4 Y

RADIUSUDP D& F

Protocol

BIRL7-7 e bzl LTRADIUSZFERL
£,

HEMWZE (Shared Secret)

F NU— 7 FARL ZAOIEREEE AT L
*9,

HEWMERIL, pact v a v E2HELE
radiushost =~ K&EFEHL TRy NU—2
T ATRHGE LT2F—TT

(B EARERORIIE [T/ ADE
¥ =2 U7 ¢i%iE (Device Security
Settings) 1V 1> Fv ([FH

(Administration) ]>[® > FU—7Z
J »—Z (Network Resources) ]>
[y hT—2F /34 A (Network
Devices) > [T /3 AkF¥ =2V T o
R E (Device Security Settings) ]) @
[RADIUS 4 Fh 8O e/

(Minimum RADIUS Shared Secret
Length) 7 ¢ —/V R CEE S A7
LRFEU ETHLLERDH Y £77,

RADIUS #—/"—=TDRA 777
T A AT 2LFICTHE T,
HRHA A P—=NBROT v 77
L— RSN OEE . A
BORIITT 7+ FT4XFT
T, ZOMEIX[T A AEF2 YT o
% & (Device Security Settings) |77 o
YR TERTEET,
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J4—ILF4&

EREDHA RZA4 Y

2EBOHEBEWEDER

F v NU—27F 34 2L CiscoISE TEH SN
52BHOILEWEHELFELET,

GE)

GE)

Cisco TrustSec 7 /34 R{ZiE, T a7
N () OFSERHY £
2. CiscoISEIZ LW X EENn s
Cisco TrustSec CoA /X7 v MEHIZH
WIOILARE () ZHHLET,
2 F B OLAREFEOM &2 A
F 5121, Cisco TrustSec CoA /37
k % Cisco TrustSec 7 /3 A AIZE(E
4% CiscoISE / — RZ @R L £,
[P—2 24— (Work Centers) 1>
[T/314 REE (Device
Administration) [>[#v FDJ—21)
Y —X (Network Resources}] >
[y kT—% T84 X (Network
Devices) ] >[B0 (Add) ]>[EE
7 TrustSec 5% (Advanced Trustsec
Settings) | 7« RU® 55T
(Send From) ] Rm»y7F&Z 7 U &
NC, ZOX A7 IZfEMHT % Cisco
ISE/—FRZRELET, 7'I7A4~
UEH ) — K (PAN) F7213ARY
v—H—E X/ —F (PSN) ZER
TEXFEJ, BRLZPSN/ — R34
7 LTWAEA. PAN 1T Cisco
TrustSec 7 /34 A(Z Cisco TrustSec
CoA 7w MNEERELET,

RADIUS 7 7 & ZZRD 2 &K H DM
A RLE AR,
[Message-Authenticator] 7 1 —/L N %&
Gy ML TOHEE L £
D

B zZEoxHLRre
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EREDHA RZA4 Y

CoA 7R— + (CoA Port)

RADIUSCoA 24 AR — hafgE L £,

THNAADT 7 /v FD CoAR— ME, £
N =27 TN AR EESNTA Y hT—
JFRAL AT 0T ANTERSNET (B
I (Administration) ]>[#®*y k=9 1) Y —
A (Network Resources) 1> [y kT —49F
INARATART74I)L (Network Device
Profiles) |>[®rwv FT—% 1) Y—X (Network
Resources) |>[#Y b T—OFNARTAT7
4 JL (Network DeviceProfiles) 1) . 5 7 4 /v
N CoAR— MEEHTHIZIE. [T 74V MC
% E (SetToDefault) 1 %227 U v 7 LET,

(¥)  [RADIUS #iiEsx & (RADIUS
Authentication Settings) ] D [# ¥V k
7—2% T34 X (Network Devices) ]
vy ((BE

(Administration) [>[#v kD —%
1)) —2R (Network Resources) ] >
[y kT—%5 T84 X (Network
Devices) 1) THiE L7z CoA &A— |k
EEET AL, Ry b9 T
NARTAT74)L (Network
DeviceProfile) 1| 7+ > Ko (B

(Administration) [>[#v kD —%
1)) —2X (Network Resources) ] >
[y FT—9FNRARTOT74)L

(Network Device Profiles) 1) Txf
T A7 e 77 A NMIZE L CoA R—
MfRELET,

RADIUSDTLS D E

WER DTLS

[% %72 DTLS (DTLSRequired) 1 F = v 7 K v
I AEANTTBH L, CiscoISE Tl D7
A A5 O DTLS EROAPABES L E T,
DX TV arEEHCT S L, CiscoISE T
X2 DT A A9 D UDP Esk & DTLS %k
YT TWs Ry U R g = s

RADIUSDTLS iZ&F a7 VA 7y hLA ¥
(SSL) k2 /L DESLE L TN RADIUS D
FERER (SN2 U T ¢ 28Rt LU E T,
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HEWFR (Shared Secret)

RADIUS DTLS (Zfifi H & 41 2 AR A3 R
SNET, ZOMEITFEEINTEY . Message
Digest5 (MD5) 5&&tETF = v 7 25HET 57
WIZHEHENET,

CoA 7R— ~ (CoA Port)

RADIUS DTLS CoA (ZfEHT 5K — &6 E
LE9,

CoA @ ISE SERRZE D F 1Tt CA

Koy 7 &7 U 2 k)6 RADIUS DTLS CoA
WAEAT ARGER =R L £9,

DNS £

F v hU—27 FNRAADDNS 4 %E AT L%
3, [RADIUS/DTLS 7 7 A 7> k ID MGED A
k. (Enable RADIUS/DTLS Client Identity
Verification) ] 473 @ >/ [RADIUS #% &

(RADIUS Settings) |V 1> Rv ((BE

(Adminstration) ]1>[2 X T4 (System) ]>
[ (Settings) ]>[ZRA taL

(Protocols) ]>[RADIUS]) THZ/Z2~>T
WA, CiscolSEIXZDDNS4 &7 47T
> MAEFAETHRE STV 5 DNS 4 % bl L
T, Fxy NT—=IFTNA ADID %R L E
R

EMRERE

KeyWrap ®F%)ME (Enable KeyWrap)

KeyWrap 7V 3 U XABR Yy KT —T T34
ATHR=F SN TWDLHEITDI, [KeyWrap
DB (EnableKeyWrap) | T = v 7R v 7
AhEX AT LET, TOF T a d, AES
KeyWrap 7 /v = U X L7z 4r LT RADIUS &
Xa V7 42k T 57D INET,

F—HES ¥ — (Key Encryption Key)

v va rOEEE BE) ITEHAINLRE
= AN LET,

Ayvte—T A —toT4H—2 3—F F—
(M essage Authenticator Code Key)

RADIUS #* v —I|Zxd b % —F& vy o
A w—TFEEa— K (HMAC) OFFEICfE
HAEnsx—2 AN LFET,
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EREDHA RZA4 Y

F—AHAER (Key Input Format)

KOWNTNDDOL T ary REE T w0
L/iTO

* [ASCII] : [¥—Hf5*F — (Key Encryption
Key) 17 4 —/V RIZATITHEOR S1X
16305 (N4 R) | [AyE—VRGEa—
K2 — (Message Authenticator Code Key) ]
7 4 = FIZAT T D EOR &1320 307

(NAR) IZTDRERHY £,

« [16 % (Hexadecimal) ] : [F—HKF /5% —
(Key Encryption Key) 17 1 —/L FIZA
NI HEOE L3235 (S b))
[A v E—VREa— F¥%— (Message
Authenticator Code Key) | 7 1 —/L FIZA
NTDEDOE S1T403LF (A ) 127
HILENRHY £,

Fy NI—=I TN ADFREL BT D LD
2. F—EF—BIUA v —VRREa—
REF—DANIEAT 5 F — AN ZRE
TEET, METHETF—DOELY (2
D) RSWZTILERHY, TR LD HREW
EEFFAT ST T A,

TACACS Z2FEERTE

3= 8:[TACACS FR5I:%5E (TACACS Authentication Settings) ] T') 7D 7 4 —JL K

J4—ILF4A

FEREDAA RS>

HEWEH (Shared Secret)

TACACS+ 7'u h a/VINEFRHD L EiZx v b
T—7 T RA RZE Y THNTZTHA D
XFH, =P =X, Ry NT—=TF /AR
o Ta—HF—£BILUOIRT — FNEEG
SNDHNZT XA NEANTHLERDH D F
b, =P =D WEEREIRRST D E T,
PHixiER S ET,

BIEShF-HEWEN TV T4 7 TT (Reired
Shared Secret is Active)

VEAT A VRN T 7T 4 7 IRBEI10FE
RENET,

grozL2sd I}
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BREOHCAD |

J4—ILF% FRLEDHTA KSA4
Bk (Retire) MFEOAWME 2K T T 50 ICBEIE L F

9, [BEIE (Retire) |27 Vw7 35L, XA
Tar Ry 7 ANRERINET, 1T (Yes) ]
FIX [V (No) 122U v 7 TEET,

%Y OEIEEAR (Remaining Retired Period)

([BE1 (Retire) | XA TRy 7 AT[IX
W (Yes) ] Z238R L7235AB 12 O B T HE
[7—2t>%2— (Work Centers) |>[T/3A
AEHE (Device Administration) ]>[%E

(Settings) ] > [#&#E&%E (Connection
Settings) | > [T 74 I FOEBWE) 24T
A AR (Default Shared Secret Retirement
Period) | CHRESINTZT 7 4 /v MENFEIR S
NET, BEISUT, 7740 MAITER
TEET,

WA RER IR E SN BEOBIET 77 1
ThRFEFITRY T,

#T (End)

([BELL (Retire) 1 ¥ A 7w 7Ry 7 AT [E
W (Yes) 127V w7 LIZGAICORFIH A
RE) VAT AL MHMAHET L, drndtk
M HET LET,

SUUNMNERE— FEFMICT S (Enable
Single Connect M ode)

[ 7NV E— RE2HZT 5 (Enable
Single Connect Mode) | F = > 7 R v 7 A1,
Xy NT—=T T4 AL DT THTACACS+
HWEICHE—O TCP#ft 2T 255104
WLET, ROWTNNOFT v a vy Ry
U Uv I LET,

s [LAL—2RAT/NA4R (Legacy Cisco
Devices) ]

*TACACS K27 haVv 73547 VR Y
VU IEGROYR—

GE) [V 7T — R (Single
Connect Mode) ] % E%hiz 4%
&, Cisco ISE I3 Th
TACACS ZERIZxf L TH LW
TCP #&fe & L £,

SNMP 3% 7E

WDFETIL, [SNMP % E (SNMP Settings) |7 a D7 4 — /L RIZHOWTHHALET,

B zZEoxHLRre
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% 9:[SNMPZ5%E (SNMP Settings) ] T 7D 7 4 —JL K

vy k=5 Friqz2zgonE [

J4—ILF4&

FEREDAA RS2

SNMP /8—< 3> (SNMP Version)

[SNMP /X—3 5 > (SNMP Version) | Kz >
TET Y AP, ROWTINDA T =
CEBIRLET,

«1: SNMPvl iZ informs Z %A — bk LT\
FHA,

*2C

«3:SNMPV3 i3, [EF=UF 4 LUl
(Security Level) ] 7 o« —/L KT [Priv] %

BIR L7285 8123 7 v b OB b3 vl 6E
ThoHizd, bEFaTRETILTT,

GE) Xy hU—IF AR
SNMPV3 /3T A — X 3% E L
Bh, T2 —J TP —ER
([#2% (Operations) 1> ([L
R— + (Reports) |>[2#r
(Diagnostics) 1 >[*rv kT —
D9TNAREYLaVRT—4A
A (Network Device Session
Status) 1) Ik o TR D
Ry FT—=0 TNA R &Y
3y AT—43 X (Network
Device Session Status) ] #f% L
R—FEERTEEFA, Fv
N —27 T34 23 SNMPv1
721X SNMPv2c /3T A — X %A
ALTEREINTWBEAIT.
ZDOLVR— NEIEFICERTE
7,

SNMPRO O3 2a=7+« (SNMPRO
Community)

(SNMP R— 2 1 B LN 2¢ (2D A FH 7]
HE) Cisco ISE (2T /A A~DRFEX A T DT
7 AT AmARYEHAaI 2 =7 ¢
XFHNE AT LET,

GE) Fy Ly bics (7 72y MY
SN A TE EEA

SNMP 22—+ —%£ (SNMP Username)

(SNMP N— 5 3 DA D) SNMP . —
P—& AT LET,

BROH LA .“
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X2 T4 LRV (Security Level)

(SNMP X"—2 5 v 3 DBAEDHR) [Ex =V
7 4 LoL (Security Level) | Ky 77X
YA INBIROAT v a O TRNEEIR
LET,

e[Auth] : MD5 £72i3 X =27 Ny a7
Y X (SHA) 37 v FORSREZ A
o LET,

* [NO Auth] mu pEiﬁ L/ 7 7/]) A /_-fcﬁ L/
DEX2UT 4 L,

s [Priv] : Data Encryption Standard (DES; 7 —

WS H) Ty N O SILEfN

LET,

SREEZJ 0O FaJL (Auth Protocol)

(SNMP R— 5 3 TEx=2U T 4 LU
[Auth] F720% [Priv] ZBIR L =HEDH) [
AE7'm bk =L (Auth Protocol) | Ku w7 &# o
YURARNL, Xy NT—7 TN ATHEA
T AWAT 0 Fa LA EIRLET,

* MD5
* SHA

SRSE/XRXJ— K (Auth Password)

(SNMP /X—30 = > 3 C [Auth] 3 X OY [Priv]
X2 VT 4 LNV EERRLEGEOR) §R
AEX—Z AN LET, SUFULEOESIZTS

VENDH Y £,

T3 AZFTY \—nxﬁiﬂéhwcl/\ DERGE/ NA Y —
NZ&RRTHIZIEL, [Fox (Show) 127V v
7 l_/iﬁ‘o

GE)  Fr Ly bics (hr7r 7y MY
&N BT LIEITEEREA,

B zZEoxHLRre
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vy k=5 Friqz2zgonE [

J4—ILF4&

EREDHA RZA4 Y

754,83 — 7O k3L (Privacy Protocol)

(SNMP N —3 5 > 3 T [Priv] ¥ = U 7 4
LAV EEIR L IZHEOR) [T 74N —T
2 k=L (Privacy Protocol) ] Ku v 747
URAINBRDONTNINDA T a &R
LET,

- [DES]
- AES128
- AES192
- AES256
- 3DES

TS54 /18— /XX T— K (Privacy Password)

(SNMP X— 5 >3 C[Privl] Ex 2V T 4
L UL EBIR LT A DR) T T4 R —F—
EANNLET,

T AT TICHES N TN DT T A3 —
RAT — REFRRTHI2IE, [FR (Show) ]
7 Vw7 LET,

GE) Xy Ly bl (77 ty MY
N BEHATAZ LTI TEEEA,

R—1) >Rk (Polling Interval)

A=V THRERRATANLET, 77+
/b MEIE 3600 T,

)9 5w T IT1)— (Link Trap Query)

SNMP k7 v 7 %I L C%157 5 linkup i# %0
& linkdown %1% 5215 L THERR 95121, [V
v 27 87 w727V (Link Trap Query) |
Fry IRy I AT AT LFET,

MAC k5w 7 4T (MAC Trap Query)

SNMP k7 v 7 %4 L CIET 5 MAC @A %
ZE L TIIRT 5121, [MAC b T v 77 =
U (MACTrapQuery) |F = v 7Ry 7 A% F
N LET,

EETARY O—HY—EX /—F (Originating
Policy Services Node)

[BETLARY > —H—¥E A/ — K (Originating
Policy Services Node) | K v 7*Z 7 U & |
25, SNMP 7 —X DOAR—Y v 7T 5
Cisco ISE #—"—ZERL E4, ZD7 1 —
NROTFT 7 40 MEIZ[BE) (Auto) ] TT,
Ray 77X T2 DG REDEZ IR L
T, REZ EEXLET,

BROH LA .“
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S E 7L TrustSec 3 5F

WDOFRIL, [HEE 72 TrustSeci% & (Advanced TrustSec Settings) | &Z 27 2 a > D7 —/L RIZHOW
THALTWET,

* 10: [ E 7} TrustSec 5% 7E (Advanced TrustSec Settings) ] T') 7D 7 4« —IJL K

J4—IL K% FREDAA KSA4Y

TINA ADBIEHRTE

TrustSecID 2T /34 R ID M (UseDevice|[7 /31 AID (Device ID) ] 7 4 —/b RIZT /3
ID for TrustSec Identification) AAIDELTT A R4 %Y A M DT,
[TrustSec ID {27 /34 A ID Z{# ] (Use Device
ID for TrustSec Identification) | F = > 7 AR v 7
AEF AT LET,

T /34 XID (DevicelD) D7 4 —/v FiE, [TrustSecID (27 /31 A ID
ZfiH (Use Device ID for TrustSec
Identification) ] F = v 7 R v 7 ANA 7785
TWAGHRICOAMERTEET,

ISR J—F (Password) Cisco TrustSec 7 /XA A % #RFET 5 72912 Cisco
TrustSec 7 /XA A CLI THRE L2/ 3 AT —
KEz AN LET,

NRAY— REFRT DX, [FER (Show) ]
z7 Vw7 LET,

HTTP REST APl D&{E

TrustSec T/3f ADBEHE L VEH

F/314 XD (DevicelD) Z D7 4 —)v RiX, [TrustSecID 2734 A 1D
%ffiH (Use Device ID for TrustSec
Identification) | F = > 7R v 7 ANA T7IZ72 -
TWAHHICOAEHTEET,

ISR J—F (Password) Cisco TrustSec 7 /31 A Z3FR3ET 5 7= 81T Cisco
TrustSec 7 /XA A CLI TE%/E L7Z/ S AT —
KEADLET,

INAT— RaFrd 5HI121E, [ (Show) ]
27Uy 7 LET,

B zZEoxHLRre
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RET—4204 50— FiEkE<.>
(Download Environment Data Every <...>)

O TRy FE T A RIS NEE
ZEATEIR LT, T /31 AM Cisco ISE 7> 5 B
Br—42%F U rn— RT3 0END DR
MlRzEELET, FFRZ, 2. W H.
FRTETEBIRTEET, T 740 MEIT
HTd,

E7#HARY >—nFHra— FiElk<.>
(Download Peer Authorization Policy Every
<.>)

T3 AN CiscoISE B BT FRGER U o —%
Zyru— RTH0ENGLHERBREZ. 2
ODZYTORayFXZ T YA RNNLLER
EAERR LU THRELET, KREFREZ. 4.
Rp, B¥, FlodlchETEEd, 774
U MEX 1 BT,

BRI <..> (Reauthentication Every
<.>)

ZOTIVTORayTE T A NNLNLE
TEAEIRINL T, RV OFRAEE, 7734 AN
Cisco ISE 2% L C H & % 38319 5 Wi s
ieE L ET, REEMREIETR. 50 B B
FITHECTHRETEET, 72& 21T 10008 &
AT B E, T3 AL 1000 7 Z & 12 Cisco
ISEICH LCHEZWIELE Y, T 7 4/L MA
X1 BT,

SGACL YR b & >a— FiEkR <.>
(Download SGACL ListsEvery <...>)

IOV TORay FE T A RSN
TRMEZIRIR LT, T34 A Cisco ISE 7 5
SGACLY 2 M & X v rno— R4 5 iRE %
FRELEd, EEMBMREIID. o, B, B, £
TIFHCHRETEET, T 740 MEIE1 A
<7,

FDMD TrustSec T/INA ATZD TN A%
%95 (EFETE S TrustSec) (Other
TrustSec Devicesto Trust ThisDevice (TrustSec
Trusted))

T RTCDOET T /34 A8 Z D Cisco TrustSec 7
NAAZBEETELHEICT DI, [20T
INA R EAZHET DO TrustSec 7 /34 A

(Other TrustSec Devices to Trust This Device) ]
Fxv IRy I AF A LET, ZOF =
IRy I AEATIZ LG A, BT T8 A
FZDOT AL ZEERET. 20T /31 Z»
HEZE LT _XTo/ VY MR EE AT E
X 7T EnEd,

BROH LA .“



B <7y 7 zesons

BREOHCAD |

J4—ILF4&
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HREEEDT/INA A~NDHEE (Send
Configuration Changesto Device)

Cisco ISE T CoA F 721X CLI (SSH) ZflifHL
“C Cisco TrustSec ##h% 25 5 % Cisco TrustSec 7
NA RZEETHHE T, EREEDOT A
A~Di%fF (Send Configuration Changes to
Device) | T =y 7Ry I A&EF NI LET,
VEETIE U T, [CoAl £7-21% [CLI (SSH)

(CLI(SSH)) [ A7 YvarvR&Z %00 v
LET,

Cisco ISE T CoA ZffifH L T EZL®E % Cisco
TrustSec 7 /3 A AZEET H5A 1%, [CoAl A
TrarihBE Ry LET,

Cisco ISE T CLI i [f] (SSH e & H) L
TR EZL T % Cisco TrustSec 7 /31 AZEET
%1Z1E, [CLI (SSH) (CLI(SSH)) 147+ =
VRE R vy LET, sEICOWTIE,
FECOATR—F T NS A~DERTELEED T
VakBZR LTI,

*={ETT (Send From)

Faoy7FEo )R RNNL, RELEE % Cisco
TrustSec 7 /N ATIEET 2 MEN B HEE
JtCiscoISE / — FZ @I L £9°, PAN £721%
PSN Z R CE £¥, BIRLIZPSNRF 7
L7244, PSN Z{#H L T Cisco TrustSec 7 /N
A AT ELEENEEFEEINET,

Test Connection

Cisco TrustSec 7 /XA A L 3384R L 7= Cisco ISE
/— K (PAN £721ZPSN / — F) O O#HEH:
ZTAMTHICIE, 20X T a v EEHT
=FET,

SSH F— (SSH Key)

Z OFREE M HIZIX. Cisco ISE 235 % v
KD —2 F R4 A~D SSHV2 b v /L% B
X, T/ ADO CLI Z{E ] LT SSH F— %l
BLET, HROEDIZ, ZOF—%at™—
L C[SSH¥— (SSHKey) |7 ¢ —/L RIZHED
T2 HERHY 7, FEMIC OV TIEL, SSH
F—ORGEEEZZR L T Z30,

TN RBRLDRE

B zZEoxHLRre
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| BROHC2S

vy k=5 Friqz2zgonE [

J4—ILF4&

EREDHA RZA4 Y

XAV TATN—TRITIVEVTOEM
BICCDT/NAREEHSD (Includethisdevice
when deploying Security Group Tag Mapping
Updates)

Cisco TrustSec 7 /34 AMNT /A AA K —
Tz A ADn T A AFREMM LT IP-SGT
<y BT ERET AT, [BEF a2V T4 7
N—T BT <y BT OEFOREBMRZ D
T NA ZA&E % (Include this device when
deploying Security Group Tag Mapping Updates) ]
Frxw IRy I A% F AT LET,

EXEC E— F 2—H¥—% (EXEC Mode
Username)

Cisco TrustSec 7 /XA A~D 1 7 A ANfEHT
Ha—HP—ZE AT LET,

EXEC E— F /AX7J— F (EXEC Mode
Password)

FAL R SNAT— FEANLET,

NRAT— REFRT DT, [FER (Show) ]
27Uy 7 LET,

GE) X2V T 4 OMEFHMEEERES ST
WIZ, AT — K (EXEC £— KX
HNE— RONRAT— REETe) 12
% DX T HEMALMRN L E2HELEL
£7,

BEME— K /X7 —F (EnableMode
Password)

({£&) ¥iHE EXEC & — K T Cisco TrustSec 7
A ADBREERET DT OIHEHAT 268%)
N AT—REANLET,

NAY— REFRRT HIZIE, [FR (Show) ]
7 Vw7 LET,

T hA TN KTrustSec PAC

#1778 (IssueDate)

Z @ Cisco TrustSec 7 /31 A HIZ Cisco ISE {Z
X o THR SN 7= B # @ Cisco TrustSec PAC @
BITHZRTLET,

H#iPE H (Expiration Date)

Z @ Cisco TrustSec 7 731 A HIZ Cisco ISE {Z
X o THRE & 7= 5% @ Cisco TrustSec PAC @
IR H #FZr~ LET,

%177t (Issued By)

Z DT 3, AHIZ CiscoISE IZ L » TAER S
7= 5% D TrustSec PAC D%174 (Cisco
TrustSec ‘FBEE) DAFIZERRLET,

PAC WA RE (Generate PAC)

Cisco TrustSec 7 /34 ADT 7 hAT /R R
Cisco TrustSec PAC Z 4% 3 5 121, [PACD
£1% (Generate PAC) | AR¥ > %7V v L%
R

BROH LA .“



BEOH LA |
B o1 rorro—5 Frqzegons

TIANEDRY FT—0 TINA RAERDKTE

W DFTIE, Cisco ISE 7% RADIUS £ 721 TACACS+ #FEICEHC&E 5, T 74V bDF v b
T—DTNRARERETCEDLEIICTDH[T 74NV DRy NU—27 T34 X (Default Network
device) |V A4 FUDT 4 — )L FIZOWTHHALET, ROFTES—T g " 200nFnnsg
IR L F9,

«[&HE (Administration) ]>[$wv kT—% 1) Y —X (Network Resources) |>[%w kT —
9 T34 X (Network Devices) |>[T 74 J)L bDT /34 X (Default Devices) ]

«[7—9t 2% — (Work Centers) |>[T/314 REIE (Device Administration) ]>[# v b
7—% Y —X (Network Resources) 1> [T 74 /L k@D T/314 X (Default Devices) ]

RN:[TIAILEDRY b T—5 T84 X (Default Network Device) ]9 4 > KD T 4—IL K

J4—ILF% FREDHA FSA Y

TIANLEDRY bT—9 TINARADART— | T 74V DXy NI =0 TN ADEFKRE
4 X (Default Network Device Status) BT HIZIE, [T 74V DRy NT—7
F A ZAD AT —H A (Default Network Device
Status) | Kr v 7 XU X Mt [Hak
(Enable) ] Z&#IRL 9,

GE) T I7HNVEOT A ARFERT 2o
TWAHEEIE, Vg v RUNORE
TDEDF 2w IRy I A F INTT D
Z & . RADIUS 7213 TACACS+
DFBFERE L AT DMNERH Y
7,

TNNAR FOT74) TIHNVRDTNRA AR HE—L LT[V A2
(Cisco) | MERINET,

RADIUS EBEEER5E

RADIUS DE%H1E 7 /34 A RADIUS F8FE& BT 5121,
[RADIUS A%t (Enable RADIUS) ]F = v
TRy I A A AN LET,

RADIUSUDP D&

B zZEoxHLRre
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Fornroxy b7—2 Friq xeH0EE [

J4—ILF4&

EREDHA RZA4 Y

HEWZER (Shared Secret)

WHEEZ AN LET, KAMEFHROR S
1. KR 127 LT,

LHERERIL, pac F—V— REHRELE
radius-host 2~ > REFEHL Txry hT—2F
I ANTRTE LTeF —TF,

GE) HEWMEORSIX, [T A0k
F = U7 i%E (Device Security
Settings) 1|V 1> FvU ([BE

(Administration) > [#Y T —
21)—X (Network Resources) 1>
[y FT—5 T84 X (Network
Devices) | >[T/NM ADEF )

T 4 &RE (Device Security

Settings) ]) @ [RADIUS A FhE D
/& (Minimum RADIUS Shared
SecretLength) ] 7 4 —/b K Ci&E &
NIfE L AL ETHHLERH Y
F9, T 74/ T, ZOEITH
WALV A= NET T T L—FRE
NI OSEIT 4 X7 TY,
RADIUS ¥ —X—TDXRRAX K7 F
T4 AE 2LFITTHIE T,

RADIUSDTLS DEEE

WE7 DTLS

[% %72 DTLS (DTLSRequired) 1 F = v 7 K v
I A ANZTBH L, CiscoISE Tl D7
A AP35 O DTLS ER O HZPBEEZ L E T,
ZOFTvarEEHCT S L, CiscoISE T
1L Z DT XA A5 O UDP ZsRk & DTLS 23K
DTS E T,

RADIUS DTLS 1% SSL k> RVORELE L O
RADIUS OEFEHICE b ENT=Ex =Y T 4
PR L ET,

HEWZR (Shared Secret)

RADIUS DTLS (2 & 4 2 S B HEN Foor
SNET, TOFEFEESINTEY, MD5 %
EMEF = 7 BHETAEODIERINE T,

CoA O ISE SEBHEZEDH 1Tt CA

RADIUS DTLS CoA (Zf# 113 % F83E)R % [CoA
@ ISE REBHEDF177C CA (Issuer CA of ISE
Certificates forCoA) | K2 7 Z 7 U A k)
HEBINLET,

BROH LA .“



B o1 rorro—5 Frqzegons

BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

EMRERTE

KeyWrap ®F%)ME (Enable KeyWrap)

(EE) KeyWrap 7LV X AN Fwy kT —
I TS ZATHR= PR T L HEITOH
[KeyWrap D H %0t (Enable KeyWrap) 15 =
Uy I R F T LET, ZNITELY AES
KeyWrap 7 /L= U X A% 4> L7z RADIUS O+t
Fa2 U7 nmfbInEd,

F—mES5+— (Key Encryption Key)

KeyWrap Z 2 LI2GAE1E, By a o
et () ITHERT o5 —%2 AL
i‘a—o

Ayt—T A —trT4—% 02— F F—
(Message Authenticator Code Key)

KeyWrap Z A #hiZ L Cu % & X2, RADIUS
Ay —UINZkF 5 % —1ff & Hashed Message
Authentication Code (HMAC) OFHHEIZFEH &
nNoHxX—% ANLET,

F—AHAERK (Key Input Format)

T AT varRE w27 v LTKR
DOWT PO LR L, [F—K5x—
(Key EncryptionKey) 1 7 4 —/V & [A v
t—VEE = — F¥%— (Message Authenticator

CodeKey) 1 7 4 —/V RIZMEEZ AT LET,

« [ASCII] : F—MEBEF—D R I1X 16 LF
(RAB) L Aye—SF—trTq
r—#% a— K $—0E X320 XF (A

A48 THHIRERDY 7,

* [16 %% (Hexadecimal) ]: F—Hf5F%—
TAT—H a—F F—DORI1L40 A
FTHLMEND D £F,

Xy NIT—=T TN, ZADOREE BT DH LD
2, F—FF—BLO0A vE—UfGEa—
R¥—D ANHEHT 2% — AN EFRE
LET, FHETAHHEIFTF—DIELY (2K0)
EJICTA2MERHY T, LD LEN
EIEFFr S NERE A,

TACACS SRR T

B zZEoxHLRre
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Fornroxy b7—2 Friq xeH0EE [

J4—ILF4&

EREDHA RZA4 Y

HEWZER (Shared Secret)

TACACS+ 7’11 b A LNERD & 2k b
T — 7 T3 ZZED Y THT XA FLTFS
EANLET, 22— —Fxy hT—7F N
A AL T =P —ZBLUIIRAT — R
PREESNARNCT ¥ A B AN THLERD
HZEICEELTLLEE N, a—F—=24f
BB REIE TR T 5 FE T, BERIXESR S E
7

RIEShE-HEWENLTH T4 TTT (Reired
Shared Secret isActive)

VEAT A WHIRINT 7T 4 7810 F
RENET,

Rl (Retire)

MR OIEMEZK T T 5ROV ICHEELE
9, [BEIE (Retite) 1227 Vw27 35L, XA
TRITRy I ANFRINET, 1L (Yes) ]
FoE Wz (No) 1227V v 7 LET,

%Y OEIEEAR (Remaining Retired Period)

({ER) [BElE (Retire) (¥ AT RTRY T R
THIVY (Yes) 1227V v 7 LIz AICORE
HT&%Ed, [7—0U1E2%2— (Work
Centers) |>[7T/\A( X EHE (Device
Administration) ]>[8%%E (Settings) ]> [t
£%%E (Connection Settings) | >[T 74/ kD
HEWE) 2447 A2 AR (Default Shared
Secret Retirement Period) ] 7 > K7 CfRE
SNTeT 74N MEBRRRSINET, T 74
JVMEIZEETDHZ ENTEET,

XD, HFLWEEEE A TE ET,
HWIEE BT, RE SN BEORILT 7
T4 TIREFITRY ET,

#7T (End)

(fEE) [F%Y OBE1LHIH (Remaining Retired
Period) 1% A 7 a2 ARy 27 A THIW (Yes) |
ZEIRL -G EICOREHTE LT, FELLH
ST Ly iy WA OFE ITEER S 41
E9

groLro [}



B 7 xexaureme

BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

DU NERE— FEEMICT S (Enable
Single Connect Mode)

[ 7N — REHZT % (Enable
Single Connect Mode) | T = v 7 R v 7 A&,
Xy hU—7 T4 AL DFT_THTACACS+
WEICH—0 TCP #2556 104~
WCLET, ROWTUDLOF T a RE
7 Vv LET,

s [LHL—IRaF/84 X (Legacy Cisco

Devices) |

+[TACACS K77 h av7FI3AT A v
> I NGO YR — I (TACACS Draft
Compliance Single Connect Support) ]

Gx) DT 44—V REEHZTH L,
Cisco ISE 139X T ? TACACS+ ZEsR
WZHT LW TCP 85 2 L £ 9,

TNNARX X2 ) T4HE

RADIUS £ HMEDER/NEERELET, FHRA A =N LT v 77— R LEERDY
By T 7 AN FTIHIOMIZ 4 XFI27e Y £9, RADIUS = "—=TDOXRA K FZ3 77 1 A

IZ. 22 CFICT AT LT,

)

GE) [y bU—2 T34 & (Network Devices) | X—VIZAN LI FRMEOE XX, [T
A A X =2UT 15E (Device Security Settings) ] ~<—"® [RADIUS A HRE D /N
(Minimum RADIUS Shared Secret Length) ] 7 4 —/L R Ca&E L7l ETRIT TR0

FHEA,

EErEYY
F v NT—2 TS REFRORE

B zZEoxHLRre


b_ISE_26_admin_guide_chapter10.pdf#nameddest=unique_183

| gEoHLRAS
ty k=5 #1204 vti— rEE

2y R T—8 FINL ADA UR— FRE

RI1I2: 2 RN T—OFNARADA iR— FEEE

J4—ILF4& FRLEODTA KSA4 Y

ToTL— DER (GenerateaTemplate) |7 ~XYI) Offi (CSV) 7> 7 L— k77
ANVEERT B, [T 7 — FOARK
(Generate a Template) | &7 U v 7 LE7,

CSVIERXDF v hU—27 F A AEFRTT
FU— b EFEHL, a— I VRFELETS,
Wiz, WELE-T 71— M2 LT, Cisco
ISEEBICK Y NT—7 T, R A VR— b
LET,

274 IUTVERL L7272y, F 7213 Cisco ISE 2B~ 5 LA

A= AR— K L72CSV 7 7 A V& ERT
DL, [Z 74 ILDER (ChooseFile) ] %
7V w7 LET,

[f >A—F (Import) |47 a &ML
T, FlBLOE sy hU—27FN
A ZADNEH A E TR0 Cisco ISE BBHIZH » +
T—JFTNA A% A HR— NTEET,

FLOWT—2TEREOT—2%LESE MOy NT—T TN, R VIR— 7 7

(Overwrite existing data with new data) ANHOT NA AEEHZ H121E, [BEFO
T—HEH LT —H T EEX (Overwrite
Existing Data with New Data) | F = > 7 R > 7
AEFATLET,

IDF v IRy I AeF N LRNGEA,
AYHR—F 77 ANVNOF LRy hT—7
FNRA REZNR Y NT—27 TR R YRY
MBS ET, EET S b ITERS
nEJ,

RIDIS—TA ViR— b ZFLE (Soplmport | 1 > AR — FMREZ T T — 23384 L7z & & 1Z Cisco
on Firgt Error) ISE(ZA »AN— b &H T 25813, RO
T 7 —WFIZA AR — F &4 1k (Stop Import on
First Error) | F =y 7Ry 7 A& AT LE
9, CiscoISE 1, =T —N¥ETE5FE TRy
ND—0 TN R A KR—FLET,

COF v IRy I ANF AR > TE LT,
TR LESEAIE, =T — s S,
CiscoISE 3% D DT A A% F|Efg & A R —
FLET,

| grozL2sd I}



BEOHLAD |
B <770z 0—Jnem

2 RT—0 FINA R T IL—TDHEE
WD 4 RuBEHTELE, Xy NT—=I TR, AT NVN—THREL, BHIT AL ENTE
F9,

2y RT—H FTINARTI—TDHETE

Xy NT—=27 FTRA R T N—T1F, [P—U 22— (Work Centers) 1>[7T/341 REE (Device
Adminigtration) ]>[®wv b7—%1)Y—X (Network Resources) ] >[+Y kT—9 T/INA R

5 )L—7 (Network Device Groups) |>[TRTDYIIL—TF (AllGroups) | 7 1> R THIE

CEET,

R13:[F*Y bT—Y TINA R JIL—T (Network Device Group) ]2 4 > FoDT 4 —JL K

T4—ILF4A FREDAARSA4Y

£#1 (Name) N— b Ry RT—7 FRA RS —T DL
EANLET, ZONL— K Fy hT—7 FR
A A T N—FIBMENLHBEDOT X TOT
oy NT—=2 FAL AT N—TFT LT,
TIER LT DORy NU—2 TRA AT
N—TD4ETEANTILET,

Ry NT—7 FNA R T —T BRI,

N—hr/)—KEEDT, FRKT62>D/)—F
EEHOLHIENTEET, KXy NT—T T
INA AT N—T DRI K T32 LT %
Hc&Ed,

Bz N— R EREFFORY NT—T TRA AT
I—T OB E AN LET,

2y bID—0 T4 ZADE (No.of Network |y NI —27 T N—THNOFRy hT—7F N
Devices) A ADENZ DINZERINET,

2YRT—=D TNARTIN—TDA iR— FERFE

KUY bT—D TINA R T IL—TF DA >R —+ (Network Device Groups Import) ™7 4 > E9D T 4 —I)L K

J4—ILF4 FRLEODAA KSA4 Y

ToTL—bDER (GenerateaTemplate) |CSVT > 7L —h 77 A NVEX 70— KT
H0%, 2oV m 7Y v LET,

FAUHEROFR Y hU—27 TR R T —T 1
WMTT T L—REHEEHL, Oy FU—
7 F A A J)L—T7"% Cisco ISE EBHIZA »
R—FrT57-dlce—HLTIRELET,

B zZEoxHLRre
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*Y kIT—9

P R - |

J4—ILF4&

EREDHA RZA4 Y

2714

[Z714ILDFER (ChooseFile) | 27V v 7
LT, 7y7a—R$5CSV 77 A /LVOgH
WCBEILET, iU, HLERES T 7
A v, F-IFLLETIZE] D Cisco ISE BRI H
J AR—RNENTZT 7 AV Th L ATREMED &
nET,

FHEN-2y NT—27 TR, 2 T —7F
WAL T, &5 CiscoISE R/ 5 Bl D &
By NT—2 THRA R T N—T A
- hTEET,

HLOWT—A2THRHEDT 2% LEE
(Overwrite existing data with new data)

MEOR Y NI =0 FTRA AT N—T e
A= 77 ANVHNDOT A AT N—T|ZEX
Wz 55815, ZOF =y IRy I Rt
WZLET,

TDOF 2w IRy I A F AT LRVEA.
AVR—=R 77 A NVADOFH LNy NT—7Z
TN AT N—TDIHNF Y NT—27 TN
A TN—F VR FVIZBMEN£d, EE
= M BRI NET,

RUDIS—TA Vih— b %=ZLL (StopImport
on First Error)

A VR — FRFIZZ T —BRAE LR YIDA
AR SATA VR —EHIETHITE, D
Frv IRy I AEF AT LET,

IDF IRy 7 A%F AT LTV
OIZE T —0F4E L7=8A1E. CiscoISE 1=
T—EWEL, FBODOT A AT N—T %5
XEA VAR —NLET,

—

FINA R TOT7AILETFE

WOERIF, [y NT—27 T 1A 2717 74/ (Network Device Profiles) |V 4 > KUD 7 4 —
WV RIZONWTOMATY, ZOX—VEFEHLT, 77 b, U A L7 FURLI LTV CoA
REZHT DT A ADYR— PR E FFEDRU L —=NEDRy bI =T TN, ZADLAT
T DT 74N NREEERT D ENTEET, 20k, 7077 A NVEHEH L TRED

Ry U=y FAL REERLET,

2y RD— FTNRARTAT7AILDEE

WDEIT, [y FT—2 T34 A 717 74/ (NetworkDeviceProfile) | &7 > a > D7 41—

RISV CTORB T,

BROH LA .“



B <vro—s 7 427077 08E

RIG:RZAYNTI—O THRAR TOT7AILDHRE

BREOHCAD |

TJ4—ILF4& HoL:L

Name Xy hT—=T FNRA R T T 7 A ILDOLE
AN LET,

EBA Py NT—=T FRA AT Ty A LOHA%E

ADLET,

743 (lcon)

v NT—7 FRAL R Ta 77 A NMAERT
LT A EERLUET, ZOT A 312,
BRLEANE—DT A 2 BNT 74/ T
BESNET,

HEIRTHT7 A 20316X 16 D PNG 7 7 A /b
ThLHIVLERD D 7,

N> & — (Vendor)

Py RU—T FTRARA T T 7 A )LDR
F—m IR LT,

HR—rEShs 70kl

RADIUS

DXy NT—T TNRA AT BT 7 ALR
RADIUS # ¥R — kL TWBEAIZ, 2D
Frov IR I A A AT LET,

TACACS+

DXy NT—F TNRA AT T 7 AN
TACACS+ Z VR —F L TWAEAIL, 20
Frv IRy I AEF AT LET,

TrustSec

DXy NT—2 TNAL AT a7y AR
TrustSec ZV AR — F L TWABEH/IZ. =D
Frv IRy I AEF AT LFET,

RADIUST 1% Y37+ (RADIUS
Dictionaries)

ZoTuT A NTHR—-FENR5 12Uk
DORADIUS T4 7 atUaEBTRLES, 7
077 A NVEERT DRI, XUH—EAD
RADIUST 4 7 v aF V&AL VAR—FLET,

LRI T T L— FOBRE

WDFIE, [FERE/FFAT (Authentication/Authorization) £ 727 > 3 D7 4 —/L RIZDOW T O

<.

B zZEoxHLRre
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i 16:3 ut. nIEf‘F_Io)_n'FH

F2YRT— FTNRNARTOT7AILERE .

J4—ILF4&

Bl

J20—424 7D%H (Flow TypeConditions)

Cisco ISE Tl. 802.1X. MAC FRFE/NA /3R

(MAB) . BXOT 7 UH_—20D Webidi
oy A vin, HRpRry hU—7 LR b
U — 27 O 5 &4 LTo FARM) 7g o — Y —G8GE
BLOT 7 ATYHR—-bFENET,

ZDEATDF Yy NT—2 T ARFR—
N ORAER T A L DF =y IRy 7 A A
ZLET, kO 1O EOIHA ZHRETE
£7.

° ﬁf\%?? MAC3F [ DE/\/]) INA (MAB)
MAC authentication bypass (MAB))

(Wired

o K MAB  (Wireless MAB)

« % 802.1x (Wired 802.1X)

o MR 802.1x  (Wireless 802.1X)

o 5% Web 523E  (Wired Web Authentication)

o SR Web 323E  (Wireless Web
Authentication)

Fy NI —T FRA R T T 7 AL THFE—
}\éﬂémunﬂimy/], /7221“/@ bf:?ﬁ\ D7
A OFEMERELET,

BHETA 1T (Attribute Aliasing)

R ——nDT7 L R4 ELTTF A
AZDH—E A&y MR+ (SSID) ZfEH
HEAVE, [SSID] F = v 7Ry 7 A A iz
LET, 2L, AU —— L TEH
TL-EH LA ERTE £T,

RRAMILYS Ty T (MAB)

grozL2sd I}



. FY LT TNAR TOT7AILETE

BREOHCAD |

J4—ILF4&

B

RA M IV Ty TOMNIE (Process Host
L ookup)

Fv hT—27 FRAL AT T 7 A VTR
NERA NNy 2Ty FHOT 0 salziE
FTHIE, ZOF =y 7Ry 7 ZeA 1T
LET,

SEIERRUH—=NHDOR Y NT—7 TN
A A1E. MABRRGEAE #7025 HIETHEITLE
T, THRARLAFIILT T, FHLTWD
7a hano [RAY— KEfER (Check
Password) | = v 7Ry 7 A, FiZ
[Calling-Station-IdZ2SMACT K L A & & LU s
% W78 (Checking Calling-Station-Id equals MAC
Address) | F=v 7Ry 7 A HDHNEZED
WA A LET,

PAP/ASCII #2H (Via PAP/ASCII)

RARN Ny 7T v THEREL TRy NU—7
FORA AT T 7 A )LH E@PAPE??%:*%&
25X 9IZ CiscoISE R TET HITiE, =D
?‘:yﬁ‘l‘/ﬁ%%ﬁ“/_bi@”o

CHAP #H (ViaCHAP)

RAMNVY I T o THEHRELTRY hT—7
FRAANMSEDZ DX A T OHEKRERHT D
K DI CiscoISEXHET DX, ZDF = v
IRy 7 A% F AT LET,

ZDA T a Lo T, CHAP BREDNA %)
\272 0 £9, CHAP L, AU — FORK 51k
LLBITF A LY/ ARAFTREHEHL
F 9, CHAP L. Microsoft Active Directory T
TR TEEE A,

EAP-MD5 #2H (EAP-MD5)

Ry FNU— 77/\4?<7m774/1/ EAP
/\‘—X@MDS/\//JHLHE%ﬁ)‘jJ
= _®§“I/7T/77\%ﬂ‘/_biﬁ‘o

¥EFE (Permissions)

DXy NT—7 FTINA A 7°D774M:1fﬂ% S5 VLAN BL W ACL OHERZ EFRTE

F9, u 7 s A NVERGFET D E, CiscoISE X
HEIIZAER L E7,

B zZEoxHLRre
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| ZBosLas
F2YRT— FTNRNARTOT7AILERE .

% 17:#€[R (Permissions)

J4—ILF4& Bz

VLAN OFHE (Set VLAN) IDFy NU— FAL R TAT 7 A
VLANHME[RZFRET DIZIE, ZOF =y IRy
&x%ﬁ/_biﬁoﬁ@wfﬂwwﬁfya
CEBIRLET,

« IETF 802.1X &% (IETF 802.1X
Attributes) : Internet Engineering Task Force
TEFZINTZT 7 4/ kD RADIUS &1
DE > FTY,

« —EOEM (Unique Attributes) : #4k D
RADIUS BYAED T Z45E TE £7,

ACL DERTE (Set ACL) RADIUS &Ry hU—2 T4 A 1
77 AND ACLIZRET HLAIE. 20
5&:‘:/77\1_\‘/7;{2&?%—/ \—Lij—o

alZE®E (CoA) T TL—FDERE

ZOT T L= HME COANZDIATDRy bU—27 THNARZED XD ITHEEI N0
ZEFLET, ROFIL, [FFAIELH (CoA) (Change of Authorization (CoA)) &7 > a >
74— RIZOWTOHATY,

® 18:3FAIEE (CoA) DERE

Z4—ILE4A E&E

RIZ& % CoA (CoA by) WDOZT > aONTINERNL ET,
« RADIUS
« SNMP

o FAR— SRS

RADIUS[Z & % CoA (CoA by RADIUS)

F 7 4L D CoA FR— k (Default CoA Port) |RADIUS CoA Z &[T 2R — b, Rz FA
A ADT 7 /v kAR — ~E 1700 T, oo~
B —DF A A TIL 3799 T,

[Fy b U—27 5,314 Z (Network Device) ]
V4 R TIhg EEESTEET,

XA LT v MERE (Timeout Interval) CoA DE[EF4IT Cisco ISE WA Z 15+ 55
£,

| grozL2sd I}



B <vro—s 7 427077 08E

BREOHCAD |

J4—ILF4&

E&

BifTEI% (Retry Count)

BHIDZ A LT 7 M1 Cisco ISE 75 CoA D
BEEFITT DA,

]

ZNB DT AL ANCBEERRER A EET D
FiEE RN L ET,

« [REC 5176] : HEH#aD¥ v 3 a U #& T D
BRI OTF =y IRy T AEA NI,
RFC 5176 IZft> TERINTNDH LD
2, A—rEHFLWE Yy g CHICEL
TBEET,

o iIR— k/\2 X (Port Bounce) : & v
aruEgE T LT, A— M REEET S
Wi, ZOF v IRy 7 A4 0L
£7,

[R—=FDT¥ v FF T (Port
Shutdown) ]: >y a &K T LT,
N a2 Yy NI THITE 20
Ty IRy I AEeF A LET,

HIUEE (Re-authenticate)

Xy MU =2 FAL R HRAEERE RET
BFEEBRUET, JHEHE, v 2o 5
WA ZDHTYR— S TWETS,

o [ZEA (Basic) ]: O v g UERE
HOBAIIZIDF 2w IRy T AEF
WZLET,

« [(FFE1T (Rerun) | : §BFES U X - Thx
TNSFEITTIHHEAITL. ZOF =y IRy
I ARF AT LET,

o [Bct% (Last) ]: 22k L7#BGE 720
Py va AEALET,

CoA 7w < a1 (CoA Push)

Fy MU= T3, AP A 2D TrustSec CoA
BEEEZ VP R— P LARWESIE, 2ot 7Y =
VAL C. Cisco ISE WRTEDEE 2T N
AR T v 2aTELHEIITLET,

SNMP [Z& % CoA (CoA by SNMP)

RA LTy M@ (Timeout Interval)

CoA DIFE#IT Cisco ISE NINE A 1T 5 8
.

B zZEoxHLRre
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P R - |

J4—ILF4&

E&

BifTEI% (Retry Count)

Cisco ISE 7% CoA DE(E A RITT 5 a4,

NAD R— kD&t

BEH 9~ % RADIUS BfEiL, HEFS TOME—D
F7 g TY,

f8&E9 % RADIUS Bt

NAD R— b & T 5 HiEa 3R L £,
¢ Nas-Port

* Nas-Port-ID

Y1 (Disconnect)

SR DTS A HHEARRIR & B (ET 5
i R LE T,

o [[F38%5E (Reauthenticate) |1: v a v %
KTLT, A—ramE#Hhd o123, 2
DF v IRy At A LET,

o IR— k/3 2R (Port Bounce) : & v

arEKTLTC, A— NEREET S
Wik, ZOF = IRy I RAEL AL
£7,

c[R—=rDv %> ¥ (Port
Shutdown) ]: v a &K T LT,
R—hET vy NETCTHITE, 20
Frv IRy I At A LET,

JEAL LY FTUTL—FDETE

Fy FT—27 FRA AL, HFA T a7 AL TRESNTWAEE, 7947 hOHTTPE
REVEA LY P TEFET, ZOT L —hMI, 2OXRY FNT—F TNAAATaT77A)L
NURLY Z ALY hEYR—=FTDI2NEIDERELET, T8 A XA FIZ[EA D URL /S

TA=B AL ET,

WDFEIT, [VHA L7 b (Redirect) | BZ v a D7 4 —/b RIZHOWTORMHTY,

groLro [}



B <vro—s 7 427077 08E

®19:UHAL LY FDEE

BREOHCAD |

Z4—ILF4A EE
BAT Xy NT—0 FNA AT 0T 7 A VDB EHNE

7B URL Y XA L7 b EYR— b4 50n
FEIRLET,

TNAANEL B HHAR— F LT enGE,
[P A — bk (NotSupported) ] ZEIR L. [F%
E (Settings) ]>[DHCP# & U'DNSH—LE X

(DHCP & DNSServices) ] 7% VLAN % i% &
L%,

AL LY FURL NS A—A %

9547 MIPFTERELRA

Ry NT =T FRAABTFA T NDIPT
RL RT3 A—2 4% AT LET,

25472 MACT FL R (Client MAC
Address)

Py NT—2 FRALZANT 54T FDOMAC
T RVAIHERT BT A—=22% AN S L%
ﬁ—o

Jt® URL (Originating URL)

X T —27 FRAL ANTEOURLICHEHT 5
T A=BHZ NI LET,

Session ID X FT—27 FRAL ANE v g v IDICE
AT BT A —24% AT LET,
SSID Xy MU= FRL AR —EZ &y Mikil

+ (SSID) (ZHEMT /T A =242 ATIL
jzba—o

A4+ ZTwsH URL NS A—4

INTG A—4

FXJURL U XA L7 N &2EIRT DAL, =
NHEDFRy NI =27 FTNRAANRY XA L7
URL #1ERT 5 HikaRET HLERDH Y £
4, F/72, VXA L7 FURLBE Y 3 ID
FF7 747 FOMACT RUAEMEHAS
HMERETEET,

% E (Advanced Settings)

Py RT—I FRAA T T 7 ANEHEALT, 2y NI —27 TRAL ZA&2KRY — L—)LT
ENRT KT, ZHORY —BREERTEET, ZNHOERITIT., BESMH.
HFr T 7 A, BIOHFAER Wb 7 e halRngEFncnWEd,

B zZEoxHLRre
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shan RADIUS 4 —i—0 %z [

IO DEFEEMRT D11, [R Y > —HERDOIER (Generate Policy Elements) ] %27 Y v 7

L/:i—a—()

58 RADIUS H—/\— DR E

£ 20: 5V&8 RADIUS Y — I\ —DERTE

J4—ILK% FRLEDAA KSA4 Y
&R0 (Name) S8 RADIUS H— R— D4 B2 A LE4,
SiER S RADIUS Y — — DA AT LET,

KRR &7 LR (Host IP)

SEERADIUS — 3—DIP 7 KL A& AN L
F9, IPvd 7 KL A& AT 5581%. #ilAE
TRy bR EEHATEET, IPv6 T
WX, AR — SR TOhEREAL

HHEWFZE (Shared Secret)

A RADIUS H— R — O8GRI &b,
Cisco ISE & 444 RADIUS H—/X—D [ $ 47
RN LET, ILEMEERIT, TS
N57HFAMXFHTE, 2—HF—F, *v
N —2 TRA AL > TCa—HP—LBIO
RAT— RPFRIES LD X 2122 b D1EH
BRI OMLENRDH Y 9, 2—P—2Ha
TR AR T2 E T, SEIER SN E
7, WHEREEFERORE T, &K 128 LFT
7T

KeyWrap ®E%h1E (Enable KeyWrap)

ZOF TV a BT HE. AESKeyWrap
TAITY XAZEY RADIUS 7’12 havdk
¥ = U7 4 2358{k S 41, Cisco ISE C FIPS 140
ICHERLRTREIC 72 0 9,

F—HE5*— (Key Encryption Key)

([keyWrap ZH%hZ9 % (Enable keyWrap) |

Frxv IRy I AEF A LIEGAEDHR) £y
va VSl () ICER SN LS ¥ —
EANNLET,

Avt—TF—toT44—2 2—F F—
(Message Authenticator Code Key)

([keyWrap A %Z79 % (Enable keyWrap) ]
Frxv IRy I ReF AT LTEGHEDOR)
RADIUS # v —¥ D% —{& HMAC 715
WHERH S X —2 AN LET,

BROH LA .“



B 5t Rra0us 5 —i—0>

s

axX ;e

BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

F—AHAER (Key Input Format)

Cisco ISE 5 5% —D AN 2 %4
FLET, ZHiE, WLAN 2 he—F Eod
BEE—HTIVLENDHY T, HETHIE
DEXT, WIZERINTNDIF—0 (K

D) ESLERBEIZ—HLTWARERHY £
T, ZALE D EVEITFFR S EE A,

* [ASCII] : F—F5F—DRS(E 16 LF
(XA B) . AvE—YF—krT g
r—4 a— R X—0DE 3320 305 (N

A48 THLIHVERDY £7,

* [16 #%% (Hexadecimal) ] : & —IfF 5% —
DEIEFR2 AL FTHY, AvE—V
=T 4 —F a—RFNF—DEIX
4031 FTHLMERDY 7,

Authentication Port

RADIUS PZFEDR— hEZE ASLET, H
DOFPHIL 1 ~ 65535 TF, T 7 4/L b 1812
<7,

ThooT42%9 R— b+ (Accounting Port)

RADIUS 7" 7 T 1 7 DR — hH&E A
HLUEF, [EOFPHIL 1~ 65535 T, 77 4
A M 1813 T,

H—/\— B AL LT (Server timeout)

Cisco ISE 2344 RADIUS H—/3— 7215 D i
PR T A E AN LET, T 740 M
SETT, AL S ~ 120 T,

&R 1TESE (Connection Attempts)

Cisco ISE 734438 RADIUS H— S—~D 5kt &
RATTAEKEAALET, T 74+ NI 3
FIZERE SN TWET, A7 fiEiE1 ~9 T

RADIUS 7OFY Jx— LA —/I"—DEZHH]
R

EE
BRI RKILL ToD, ZOY— " —ITHUHE

iR D ETCORBENEATILET, A
NRFEIL 1 ~ 600 T9,

P—=NR—=BF A LT NEAFY T L, Tz—
A — = EERET A121E, 2D/ T A—
2 EHRELET,

B zZEoxHLRre
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RADIUS H—/\—|EF

5= 21: RADIUS H—/\—|BF

rapius +—s—1EF ]

J4—ILF% FREDHA KSA4 Y
ZHi (Name) RADIUS Vr— =B D4Rz A1 LET,

£%B8 (Description)

EETHMAEANLET,

KRR R&I7 KLR (Host IP)

HEFRADIUS —_X—DIP T RL 2% AN L
F9,

A—H—hERLI-Y—ER 447 (User
Selected Service Type)

[ FTAE (Available) ] U A k AR v 7 AT,
RY —H—s3—L LT 55N RADIUS
P N—Z BN L, BN L 72N RADIUS H—
N—% [BINEH (Selected) | VAR Ry
AL ET,

JE—FTFThHhHYT42%5 (Remote
Accounting)

JE—FRY—H—R—=TTH T T 4
TEHEDICTDHICE, ZOF=zv IRy 7 A
A AT LET,

A—hILT7HhHoT4>% (Loca
Accounting)

CiscoISE TOT H I T 4 » T HHNTH
WZiX, 2OF v IRy I At Al LET,

SELEMHRE (Advanced Attributes Settings)

H$ID1) MEADEENORERICHRYT 5K
YUY XFFETHIBR (Strip Start of Subject Name
up to the First Occurrence of the Separator)

VT 47 A ba— =4I R<ATIE,
IDF v IRy I AEF T LET, 2 &
ZIE, 7= M acme\userA, XYY
LFEP\DOYE, 22— —% L userAIZ72 D) F
7

BROH LA .“
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BREOHCAD |

J4—ILF4&

EREDHA RZA4 Y

RUICHRT IRYXFENH T I b
L DKREFE THIBR (Strip End of Subject Name
from the Last Occurrence of the Separator)

Y747 Apba—PF a2 B ERATIE,
IDF v IRy I AEF NI LET, &
ZIE, 7Y = s M40 userA@abe.com, X
10 LT @ Ot o——4 1% userA 12
70 ET,

* NetBIOS & 7213 User Principle Name

(UPN) 74—~ v hDa2—H—%

(user@domain.com & 7213 /domain/user)
moa—YF—2 a2t 512, Zhb
DALY T FT v a BT L
RdH Y £9, RADIUS — " —Ta—
P—%REET H72DIs, 22— —/7E0F
73 RADIUS ' — " —|ZHEINHTD T
D

NBIXO@DOWEOA N v THEEE T
277 4 74k L. Cisco AnyConnect % fifi Ff
L CW5354 . Cisco ISE (TARANC HIBLS
D\ ZSCFHND B IEMIZED BR< 2 &3 T
SEHA, L, FA MY v THEREIE,
Cisco AnyConnect & & L Tiit 3T
WD T, ERNAER T 25 A 1 XEE L
£7

S E RADIUSH—/N—A~ADERIZEENDE
HEZEEI S (Modify Attributesin theRequest
to the External RADIUS Server)

SREEH A D RADIUS U —/3— L ORI CTE{E
T % B OEAEA Cisco ISE IZFF A4 5121,
TOF v IRy I AA T LET,

RO BEIEBRIEDR ATRETT,

« BH (Add) ]: RADIUS ZR/IGA4RIC
BiEAEBEINL £,

« (387 (Update) ] : EMEME ([ F 72 1308
1) ZZELET, EIBEEZHOR
PEE (BhHY) CTESHBZET,

« [HIEE (Remove) ]: EIMEFE-IXEM LA
DOXT ZHIBRLET,

o [TXTHIER (RemoveAny) |: HFET DT
NTORMEZHEIFRL ET,

B zZEoxHLRre
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NAC ¥ 1r—

nac v x—vr ot |

J4—ILF4&

EREDHA RZA4 Y

FREIAR Y o—IZ# L (Continueto
Authorization Policy)

IDA N7 ZN—78 X OEEORSIC SN
T, ¥y To— %ﬂTf)y—miﬁr
FHELT, LML ERREEZITOIC

DTz IRy T AL AT LET, _CD
FTa v EANIT D L, ST RADIUS H—
N=MNEDISEIZEEND BN, WREAR Y
OBPICEAINET, ZoarT XX
N DOBEFEDJEMEIL. AAA Y —R—DZ T AN
JNEBYEOEE MECE SNE T,

Access-Accept DIEERTICEMZERET S
(Modify Attributes before send an
Access-Accept)

INE T8 ATIRET D EAN B E 2 AL
THIE, ZOF =y IRy 7 AeA L
ij‘o

VELOE ¥

R2:NACT r—2 v DERTE

J4—ILE FRLEDAA KS1Y

487 (Name) Cisco Access Manager (CAM) D4 gEiZ AL
*9,

AT —H A CAM ~D¥5#t % FRFET 5 Cisco ISE 7' 77’
A 7775 D REST APLI#(E 2 0T 545
bi[z?%&x(ﬁmM]?myﬁﬁyﬁz
A AT LET,

LA CAM O#BEZ AN LET,

BROH LA .“
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BREOHCAD |

J4—ILF

EREDHA RZA4 Y

[[P7 KL A (IP Address) ]

CAMDIP 7 RL A% AJJLE T, CiscoISE
TCAM Z1/ERR L CTIRIFE L7212, CAMDIP T
RLAZRETHZ LT TEEF A,

0.0.0.0 & 255.255.255.255 (%, CiscoISE CCAM
DIPT R AZGEET 5 & ZITERA S,
CAM D [IP 7 KL A (IP Address) | 7 1 —/V
RCHEHTEL2HZRIP T RL AT
O, EHTEEEA,

GE) NA T RA T E YT 41K T CAM
OXT RIET LB — AP T
RLAZFEHACTEEST, 2T, »
A4 T_XATEVT 4T CAM O
Tz — VA== R— N TEF
7

[=—W%—4 (Username) ]

CAMDa—W— A L F—T = f R T TG
TEH CAMEREDa2—YP—LE AN LE
7,

XA T — K (Password)

CAMDa—H— A v H—T oA AlZa G
Tx5 CAMBHED AT — RFE AN LE
T,

TINARAR—FILOEE

TFTINA A R—RILDEERTE

FINA R R—R )LD A—/NILETFE

[7—% 242 — (Work Centers) ]1>[BYOD] > [E&7E (Settings) | > [EBEMNZEZKLI=T/NA
A (Employee Registered Devices) | £7-1% [E¥ (Administration) 1> [T /31 AIR—2 ILDE
I (Device Portal Management) |>[E%% (Settings) | #8R L £7,

BYOD R—H# VB LT /R, A R—=Z VDR D—RRELHRETE LT,

s [EEBE NS LT-7 231 A (Employee Registered Devices) | : [ft3£E & H|[R (Restrict
employeesto) ]2, MEEENRBEETEDT A ADOKRRKEEATILET, T 74V KT

X, ZOMEILE T A AL

SNTVWET,

« [T URL (Retry URL) ]: 7 /3A A% CiscoISEIZV Z A L7 FT57-DIEHTE S
URL % [4 >R — FD 7o D17 URL (Retry URL for onboarding) ](ZAF L %7,

B zZEoxHLRre
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TINA R R—

TNARR—ZILOR—5ILIDFHE .

IHNHDO— R EEERE LD, IO DOREITSMHICHRE L7=3 X TBYOD K—#
B LRT A R R— &w WHINET,

AIILDHR—%2)LID EHE

DY 4 RUu~OF e =g o3 d, [EE (Adminigtration) 1> [T/34 AFR—2 )LD
&1 (DevicePortal Managment) 1>[7 35 v 49 )X kR—4% )L (Blacklist Portal) [/[2 547
v hFREY 3= S R—4%)L (Client Provisioning Portals) ]/[BYOD 7R—#%JL (BYOD
Portals) J/[IMDM 7R—4% JL (MDM Portals) /[ T/314 R R—4 JL (My Device Portals) ]> [{E
. #REE (TR (Create Editor Duplicate) |>[R—ZILDBRES LUV HRE YA X (Portals
Settings and Customization) ] T,

o [R—% 14 (PortalName) |: ZDR—ZJNIT 7B ATHEDDO—EDR—F V4% N
NHLET, ZOR—FN%%E, TOMDAR A — FA N ERIFHFETAMR—F L
([7Z w27 VA (Blacklist) 1. [EAFTET A AFFHiAZL (BYOD)  (Bring Your Own
Device (BYOD)) ]. [Z7 A4 7> b 7r Y a =27 (ClientProvisioning) ]. [E/ A /LT
NA ZAEHE (MDM)  (Mobile Device Management (MDM)) 1. F721E [T /34 2 (My
Devices) | DR —2 /L) IHEHLRNTZE 0,

ZDLENE, VEA L7 v arBBRT A0, A0 7 7 A ViR —Z )LOERITE
RENET, ZHUIFR—Z1LDU & M Fﬁﬁﬁén DR — 4 v & O CRIFIZHKR] T X
iﬁ—o

[5%BA (Description) |: 47+ 3 T,

[R—% /L7 A~ URL (Portaltest URL) ]: [fRfF (Save) 1227 U w7 L7cfkiZY 7 &L
TERENDVATACE VARSI URL, A—ZNLETARNTAHEDIFEHLET,
Vo2& 7))y r745E, ZOR—FZLDURL #Fr-TH55HLWT T 0HF 270 E
T, R =P —EREZEGTHR) —F—E 2/ —FK PSN) 24T 20LERHY F
T, RV =P —ERARF IR > TWRWEGE, PSNIZEREE AR —Z VDA EFRRL
iﬁ—o

\}

GE) T AFKR—=XZNMIRADIUS v g &HhR—k LT3R
Wz, TRTOR—=ZNWIIxT DR —Z V7 m—D2Kix
FTRENFEHAL, BYODBLOI ZA4T7 0 F FrEeva=
v Z1EZ RADIUS & v ¥ g KIET DR —Z L OF T,
7ol 21X, AMBURL~D Y XA L7 v a TR L EH A,
B D PSN 88 5354 . Cisco ISE VXM DT 7 T 4 7 PSN
PRI L ET,

« [E7E7 7 A4 /V (LanguageFile) |: KR —FNE A 7L, T 74/ N TISHEOSHEL YT
K hLET, ZRLOEHR, HxD7 T 477 AL E LTHATEET, Zhb
D77 ANME, EMEESNEZE—DFET 7 A NVNICE LD TR RLENTHET, B—
ANVTHERT HDEMEE 7 7 AN EZ I AR—bEIFA VA= LET, EfESiEY

groLro [}
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B 5 ruark—sror—srze

ANVZIE, R—=ZNVDT XA NERRTAHZOIAEHTTREREROEIET 7 A V3T
HENTVET,

ST 7AMIE, BEOT T o a s — B E~DY BT L FOZETOR—H
NEEROTRTOXLFIRENEGEENTOET, 1DDEFFE7 74 /M2E, BB L O n—
HIEB—=a b OBRICESGIHEHTE 2912, VR—FENDITRTOETENEGEN
TWVET,

| DOEREHOT7 oY ur—AREAZEL LG E, ZENRIIMOTXTOZ R
2—H— Web R— X VA INET, &2 Ay ARy b FRA N R—Z LD
French.properties 77 7 ¥ @ 7 — /)L % fr fr-fr.fr-ca 205 fifi-fr (CEAETDH &, ZOELEHENR
T NA AR—=Z b INET,

[R—=F N _—=2 DI A%~ A X (Portal Page Customizations) ] % 7 CTWT DT F A K
ENAZ~ARXT oL, BETAavRRRENETS, BEAvE—VF, K= 1rDh
AR A AL DD ZFFETIT o T2 E LA TR TOY R — MIROEE T 03T 1 7 7 A
MZHBINTRERHLZ be@MLEY, Fuy 7 Xy VR NOFT Y a w2
LT, FEITESEY A AV BERINBVEIICLET, Fo, BET A 303, BHS
NIEMEFET 7 A VDA VAR — FMRICHBIICE RSN <2 £,

TS99 )R R—FILDKR—%ILEETE

IO 4y RUDFES—va XA, [BEE (Adminigtration) | > [T/\f AR—4% )LEE
(DevicePortal Management) [>[7 5w % ) X kiR—4% )L (Blacklist Portal) 1> [#"& (Edit) ]>
[R—2IILOFES LUV 70—NDERE (Portal Behavior and Flow Settings) | > [[R—#% JLERTE
(Portal Settings) ] 3R L £,

INHOREFEHL T, 2—F— CRPIIISCTHF A b, AR —, EIEER) 1TF
IRENDFFEDR—H N R—=UTlEel, A—XVBERICEHH SNAEEZFRE L2 8fEE2 E
F#LEWLET,

« [HTTPS 7K— & (HTTPS Port) ] : 8000 ~ 8999 O#ifHDR— MEEZ AN LET, T 741
MEIXT R CTOT 7 4V hAR—Z /LT 8443 T3, 7272, [77 7 U A (Blacklist) ]
R—F L 8444 TF, ZOHFPHIOFR— MEEZFEH L TTr v 77 L— RFL7HEIE, Z
DY 4y RUTERZMADETHRENET, 20OV 4 RUEERTLHLAIL, 20
FIRRICHED KO IR — FREEZEHF L £,

TFARNR—=HZNWNZIETF A MR —2 v ([T /314 A (My Devices) |72 &) IZX > THEHA S
LHR—FZEEVLETHE, 27— A vbE—URERINET,

RAF X THARAL N EEBRIZONWTOR, 7I7A4T N Tuaeya=rr R—4ix
A— 18905 L8909 i H L E7, TNLUSNDEHEIZ, 7 A N AR—=FL~DF YT
ERICUAR—MZ2EHALET,

[ U HTTPS AR— MZE 0 4 ToHN-R—F L, WUFHEY b A —H Ry b A F—
T oA AETNTRNDOA v F—T 2 A ZAEMFHTEET, ZRNOHDOR—FARBEUHR— K&
AUV H =T 24 ADMBEDLEEFHAL CWD5EE, RCIEHEI N 2 7 E2ERT 5
VEERH Y F3, WRIFIZRLET,

e ARV — R—=HV&fl L UTHER LA A EbEEZRIORLET,

B zZEoxHLRre



ERHOH LD

I35y k K—aror—ariz ]

c ARUY—R—HF) R — 1843, A EF—T A A0, IAEZ A, BIW
TINA AR—=H) : AR—F 8443, f X —T A A0, fEAEIL—TA

« ARV —R—HF)L : R—18443, f v H—T A A0, fEAEISNL—TA, B
FOTFNAZAR=HN  R— 18445 4 —T=A A0, itHEIL—7B
s ARV —HR—H) . R—18444, A X —T A AL FEAEINL—TA B

XO[7Z7 27U AL (Blacklist) |AR—% /L : R— 8444, A X —7 A A0,
AEE 7 L —7" B

RN RS DRI A E ENE T,

« AR —R—F)L: R— 8443, A HZ—T x4 A0, AEHEINL—FA, B
ST A R—HF)L 8443, £ B —T A A0, itHESL—7B
c AR —R—F)L . R— 1844, AL F—TxA4 R0, AHEZX A, BIO

[7F > 27 U AL (Blacklist) | R—%/ : BR—h 8444, A Z—7 A X0, iF
HESL—T A

GE) N7+~ RAE/DLITIE, FA M —ERICA
B =Tz A AOEEHTL 2R LET, [R—F L%
7E (Portal Settings) ] TidA v H—T = A A0 DIEFRET
¥4, ¥/, CLI=~ > Fiphost LT, &"A B
£ EZIZFQDN 2 A VA —T 2 A0DIPT KL AL~ v
B T5ZEHTEET,

o [ERATFHEA ¥ —7 = A A (Allowed Interfaces) ] : PAN 23R —Z LV DFEIFITMHHTE 5

PSN A VX —T oA A%EIRLET, N—F /L& < ERKN PAN TfThbild &, PAN (&
PSN T AlRE7e R — F 2R LET, B2 7 Xy b EOIPT RLVAZMEHLTA —
PRy NAE =T oA REHRETDHLENRDHD £,

INEDALE—T oA AF, R —HF—EARF NS> TVBETXTHOPSN (VM
R—R%EETe) THEHAMRETHLIMNERHY 79, ZHiE, ZHDFTTDPSN BT
Aty a ORBRFCY XA L7 MIER SIS AIREMENH 5720, MAEETT,
e A=Y Ry AU H—T A AL, DV TRy NEDOIP T RURAEFEHT L4
ERHY F9,
c ZITANMNIT DAL HE =T A AL, R =P —EARF IR TNDHEED
VMAR—=ZAD L D& ETe, T XTCOPSNTHEATE O TRITFNEZRY FHA, =

I, ZNHDOFTXTOPSNRT A Ny a COBKBRICY X4 L7 MRS
D ATREMEDS & D T2 DT,

e N—ZNOFREDOY TV =7 METZEIY 7V FORBATA L F—T = R
IP7 R LRITHRRS 2R H Y £9
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« ISE CLI Tip host x.x.x.x yyy.domain.com #&E L C, ¥ HX VA Z—T 2 A AD
IP7 RLUAZFQDN IZ~ vy B 7 LET, Zhud, SEHEOF T =7 M, Fic
Y7V FOREL L —BSEL OIS ET,

s RUT 4 7 EITZNIC DAPEIR I TV DIEA L, PSNIZAR— X L OFRERIZ,
WAONCAR T 4 T A —T oA ADREEARBLET, TR L2NGAE, B
ZHLIE, FOPSN THRYT 4 Y ITRFESNTNRNTEHIZ, PSN T 7 —03G0
BEINTHERTLET, PSNIIWELA > X —T = A ATOR—ZVOREERAS T
oo

NICF— VT EEFR T4 T1E, " T_A T8V 7 ¢ (EENE) 25285
72022 DOEBIO NIC ZHETE D REA T a T, ELLONIC (ZfE
ERRBETDE, AT 4 7 ENTHERO—ETHDLH 5 —HFONICIE, iz ki
TLET, 1 ODNIC 2 [R—Z L& E (Portal Settings) ] 1ZHESUV TR — & /LRI
ENFET, WEINIC LT 2R T 4 7 &N NIC O GFNRRESHLTW5HE
BlE, PSNBAR—FNVERELELHIETIE, KUK T AT A F—T oA
A~ LI D ELET, TR LARAWES, ZOPSNICR KBy hT7T v
T2 Z ERFIKTH D AREMENRH 5 DT, PSNIZHELA X —T = A THR—
ANEBRELE S & LET,

s [REBZE 7 V—7"% 7 (Certificate Group tag) | : N—# /LD HTTPS K7 7 14 » Z 2T
LHREHEZEET DFEHE IS N —T 2 TR L7,
« RINE G
[TV Our— 1 EEHT S (UseBrowserLocale) 1: 7 747> b7 JuHon
TV E CHEINCEBE R —FNVORFFHEELTHERHLES, 770 FoR
7 —IVDEFFEN Cisco ISE THAR— K IR TWRWEAIX, [T+ — A \y V7 55k
(Fallback Language) ] W ErEAR—Z /L& LTHEHINLET,

il
anp

s [7 4=y 7 556 (Fallback Language) |: 7 7 ¥ —hb5imaliG T
RONGS. 3T 7 U —LEER Cisco ISE THAR— F S TWARWEEIC
(I RAN= TR /= B

o (IR (AlwaysUse) |: AR— X /VIHEHATHRRSELRINLET, ZOREIL,
a—Y—D[7T7uV¥our—E#HT 5 (User Browser Locale) |47 = % |k
EEXLET,

BYOD & MDM /R—Z JLDR—AF JLERTE
THHEBRELT, A= L X—Y0EMEXERLFET,

« [HTTPS 7" — k (HTTPS Port) ] : 8000 ~ 8999 O #iH DA — MEEZ AN LET, T 74+ /b

MEIZTRTOT 74/ hAR—H /L T8443 TF, 7272L, [7T7 v 7 U AL (Blacklist) ]
R—=Z L 8444 TF, ZOHFPSIOR— MEAZFEM L TTY v 77 L— LG EIE 2
DY 4y RUTERZMADETHRENET, 20OV 4 RUEERT AL, 20
HIFRIZHED KO ICAR— MREZEH LT T,

B zZEoxHLRre
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BYoD & MOM K— 2 Lo—s L&z [

B2 N B CHES A RS0 ([F/34 A (My Devices) |72 ) 12 k- THA &H
BR-NEBDUTHE, T5— 2 v b—UBRFRENET,

RAF ¥ TEARA L R EBEEIZONWTDL, 7I93AT v Freya=r 7 R—2Z
A—F8905FB L8909 bHFEH L ET, FNLSNDLEEIL, 7 A N R—FX L ~DEY 4T
CHEICA—FEEHALET,

[FUHTTPS A— MZE W B ToHNAR—Z T, FILXEHI ey b A —P Ry b A F—
T A RAEEINOA 2 —T oA RABFEHTEET, INEDOR—ZLVNRELAR— K&
A B =T oA ZADBEDEEFH L TCWEEE. RUIFRES V—7 % 752 FiH+ 5
VENHY F£79, RICHFZRLET,
« AP — R—=FNEH L UTHER LA SAAEbEERIRLET,
e ARV —R—H )L IR— 8443, f X —T A A0, IEHEXZ A, BIO
TINA A R—=H) : AR— 8443, f X —T A A0, fEAEIL—TA
s ARV —R—Z): FR— 18443, {1 H—T A A0, itHAEITNL—TA B
FOFARAS A R—=H)L : IR— 8445, A HF—T A A0, iFHEISL—T7B
e ARV — R R—EF) R — 184, A EF—T AR, FFHEISNL—TA. B
YXO[7F v 27V A+ (Blacklist) |AR—# /L : iR— 8444, A X —T = A A0,
SERAE S L—7 B

o MNP S DOEIIIRNEENE T,
« AR —R—F )L R— 1843, A H—TxA A0, FFHEISL—TA, B
SOFARA A R—F)L 8443, A HZ—T A A0, FIFHESL—7B
¢« ARVY—R—=H )L : R— 1844, A4 —T A R0, iEAEX A, BLW
[7Z 27 U AL (Blacklist) | AR—%/L : 7R— 8444, A X —T7 A A0, iF
B L —F A

\}

GE) BT 4=~ AER/FDHITIE, FA M —ERICA
A —T oA A0 EHHTLZEEHRLET, [F—F L
7€ (Portal Settings) ] TldA ¥ —7 = A A0 DIHEFHET
xF4, ¥/, CLI=~ > Fiphost LT, &mA B
Z4EFIZFQDN 2 A VXA —T7 =24 A0 DIP T KL AIZ~ v
versdsrblbTEET,

s [ERHATHEA % —7 = A A (Allowed Interfaces) ] : PAN 23R — X )LV DFLTIEH TE %
PSN A >V Z—T7 = A4 AZ@RINLET, A—F/L%&BH< ERKN PAN TITbivd &, PAN T
PSN CHEMHFRER AR — 2R L ET, B2V 7Ry hEDOIP T RLAEBEHLTA —
PRy b A E =T 2 A RERET DMENDH Y £7,
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INHDA L HE—T A AE,. B — P —ERARF N TWNATRTDOPSN (VM
NR—2%ETe) THHAFTRERTHIMNERHY £9, ZuL,. ZHBDTITOHPSN BN
ARty a OBRFIZY XA LT MUERIND /REENH D720, WHEEHTT,

A=Y Ry b AL F =Tz A RE, BRDVTRy b EOIP T RUREMHHT L4
EWRH D F9,

s ZITAHMNIT DA E—T =2 ARF, RV —HP—EARNF IR TNDHEED

VMARX—Z2D 4L DEET, T XTOPSNTHEATE 2O TRIFIUIRY A, 2
L, TNHEDOTRTOPSNBTF Ay a rOBEIRFICY ¥4 L7 MO E
D ATREMEN & 2 T2 MZH T,

e R—HZNVDIAEDOY TV 7 NEAFIZT TV NORBLIFZA L Z—T = A X
IP7 RUVRIZFRIR T HHERH D £,

« ISE CLI Tip host x.x.x.x yyy.domain.com # &% E L T, ¥ Z VA X —T A AD
IP7 RLAZFQDN IZv vy B 7 LET, Zhid, SEREOF T =7 M, Fic
Y7V NoREA E BT DI ESNET,

e IRUT 4 T ENTENIC OBRPBERENTHDHEA L, PSNITR—F L ORERIZ,
BN T4 T A B =T 2 A ADRELRLET, TR LRWGE, B
Z 61X, FOPSN THRUT 4 VT RERESNTWRWZDIZ, PSN T 77—
RSN TR T LET, PSNIIWFA v X —T = ATOR—=Z VLD ERAEE
Mo

NICTF =T ERIIRUT 4 70, A TRA TV T ¢ (M) 25289
57222 DOEBID NIC ZFXETE D REA T a T, EHLH01ONIC IZ[E
ERRETDHE, KT 4 7 ENTHERO—ETHDLH 5 —HFONICIX, iz ki
ITLET, 1 DONIC S [R—F /L% E (Portal Settings) ] 12DV TR — & JLIZIEIN
EnFET, WELNIC LT 2R T 4 7 &7 NIC O GFNRESHL TN\ DHE
BlE PSNBAR—HNVERELLI ETDHE, RUNCARY T4 v T A2 —T oA
AN LE D ELET, TR LAaWgGE, ZOPSNIZARY Ry T v
IR o 122 ENRIRTH D AlRetE D DT, PSNIIMELA VX —T = A A THR—
ANEBRBLEY & LET,

s [fEEZ NV—"7"% 7 (Certificate Group tag) |: R—¥ /L@ HTTPS F 7 7 4 v 7 \ZEHT
DAFHAEAIRE T DIFHEI N —T X 7 &8I L7,

o [ RFA > MID Z/v—7 (EndpointIdentity Group) | : 7" A N DT/ A R %8BT 5 7=
WO RARA L MID 7 N—T7%BIRLE T, CiscoISEIZT 74/ & LTHEHT S
GuestEndpoints D=2 KR A > N ID ZV—7 %4 LEd, T 740 bEFEHA LRV
A, BIOZY RRA Y FNID I =T %ElT5 2 b TEET,

WEBDOFT AL A BT 5700 RiEA L MDD ZV—7F %58 LE4, Cisco ISE
(17741 b & LCHRT % RegisteredDevices 02 A | ID 7 —T 2R L %
T 77N PERFEMLRWSGE, BIMOT Y FARA 2 MID ZV—72FRT 528D
TEET,

< /T

£
a

il
anh

B zZEoxHLRre
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BvoD K—5 L0 BvoD 5 [}

[TZUuVDOulr—EEHT % (UseBrowserLocale) 1: 7 747 N7 7 U¥Dnr

T—IVEE THRE S

F—)VDZFEIN Cisco ISE THR— F INTWARWERIL, [T+ —L/ Ny
(Fallback Language) ] 73

=ZhH

=N

[ TH—NNN T

CEHEE R A NORFEHL LHEALET, 77y Fon

=Zh

=N

SAR—2 e LTHERSNET,

(Fallback Language) 1: 77 U ¥ r— b EiEa G TE

BRWEA. £72037 7 7P a s — L EEEM Cisco ISE THAR— F EN TV RWIEAIC
T HEEABINL £,

o [HITAE (AlwaysUse) ]: R—Z /N T R REFBFLENLE T, ZOREIL,
a—H—D [T T oalr—LE#HT 5 (User Browser Locale) |47 a % |

=L

BYOD K— % JL0) BYOD % F

J4—ILF4A

FEREDAARZAY

AUPZER—JIZEHHIAUPZE )
v ELTEHS (Incudean
AUP (on page/aslink))

2ttoxRy VT — I ERHOFESMEE, BIE— P —ICFR R
ENTWVWAET 4 RUEDTHFARNELT, £7IXAUPT
FARNDREENDIH LK T EITT 0 FUZEBL U v
7 ELTERRLET,

[RIEALE (Require
Acceptance) |

22— —DT T NINERITHEINC 2 RN, —P—
X AUP ICRIBT 2 LENH Y £, 221> (Login) ]
R AT, =P =R AUP &2 AN WIGAIFA 2T /e
DEHA, 2—F—=DAUPIZHE LR2WEA, *v T —
JIWIZT 7 BATEERA,

[AUPDERZEFETHORY A— LY
WE (Requirescrolling to end of
AUP) ]

ZOF T a i, [AUPZN—UICE S5 (Includean AUP
onpage) | NHNTHLLGEDHERINET,

2 —H—NAUP B E CHAILZ L 2R LET, [
B (Accept) [ RH id, =—H =2 AUP OFfEE TR
0—/)LF 5 EHMTRY T,

BREFICT NS XIDT 4 —ILF
#%~9 % (Display DevicelD
Field During Registration)

ek ratw AR, FAAL AIDE—F— 2K R LET,
I, TS AIDPHEARESNLTE Y, BYOD R—#
WAL TWD L XIIEFETERWEA L EAET,
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(fAETOE

J4—ILF% FREDHTA KSA4 Y

Jt® URL (Originating URL) | % v kU —2 ~OFIFHTRINT 5 & alfERG AT —F —

DTTUVE, a—PF—RT77EALLI ELTWVETD
Web ¥4 MZU XA L7 FLET, HHTE 2V,
[FRFER%Y) (Authentication Success) ] 7 1 & RUNF/RI
9, VAL 27 PURLBANADDT 7 A 3 ha—)b
U A k& ZDNAD @ Cisco ISE TRRE S NIZFFET 1 7 7
ALY, PSNDR— k8443 TENMET H Z L 2R L £
R

Windows, MAC. 35 X O Android 7 /34 A DA il
Tuberam I EETTL AT e a = T T g
Y= K77V r—va EINET, TOED, b
DT RA AFIIED URLIZY XA V7 hEivERA, 7272
L. i0S (dotlX) BLOHKR— bHRIDT A 2 (R
NT—2 T RANRFAENTND) TiE, Z® URLIZ
VAL L7 hERET,

fE~<—27 (Success page) TINA ADGFINED LT Z LT =V RR L ET,
URL Iy MU= ~OEFECHEDT DL, 22— —DT T TH

ZHRE SNTZURL (2O Web WA R &) (2 XA L7
FLETS

\)

6=

N

va—

FREERRICAMT URL IS A B2 U XA L7 b4 BH5A&, URLT RLRAEMFRL T, v
arNUFA LY FENDETITRENELDZ ENH Y £,

U R—BILDR—EILEETE

« [HTTPS 7R— & (HTTPS Port) ] : 8000 ~ 8999 O#ifH DR — MEEZ AN LET, T 741

MEIZTRTDOT 74V FIR—H )L T 8443 T, 7272L. [F7 v 27 U A (Blacklist) ]
AR—H L 8444 TF, ZOHPAN DR — MEZFEHAL T v 77 L—RRLELGAIE, 2
DT 4y RUTERZMAZDETHRSINET, 20U 4 RUEERETIHAIZ, 20
FIRIZHE D KO WA — FREZFEHT L LT,

TFARNR—=ZNWNZIETF A MR —2 v ([T /314 A (My Devices) 72 &) 2Lk > THEHA S
HR—=PEFEHVYTEHE, 2T7— A vE—UREREINET,

RAF ¥ TEARA L N EBEIZONWTDR, 7I7A4T T ya=r 7 R—2E
A—h 8905 L8909 bHEH L ET, ZNLANDLEEIF., A M R—FX L ~DEIY HT
ERUAR—FE2FEHLET,

[ UHTTPS B— MZE YW B THNER—Z I, FILEHEY b A —H% Xy h Ao F—
Tx2A AFEREFHNDOA L F—T oA ABFHTEET, ZNEDOR—F BRI LE— &

B zZEoxHLRre
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MRETOEva=vy k—srok—srke |

A B =T A ADMBEDEELEHL TS . FICREAEFE I V—T7 2 72T 5
VERH Y £T, WITHIZRLET,
« AR — R—=H N Ep & LT LG 2 et b 2RI LET,

e ARY—R—=F) : K= 18443, A H—T =40, ;EHFEZ A, BLY
TNAAR=Z) : R—1 843, /o F—T7=4A0, GEHAEFEI/L—TA
C ARY—R—=F )b N— 1843, A F—T =10, iEHAFEI/L—TA B
FOT NS AR=HF) : R— 1 8445, A H—T =4 A0, iEHEIV—7B
s ARY—R—=HF ) R— 1844, A FZ—TxA X1 GEAEFEINV—TA B
FNT 7 v 2 VAN (Blacklist) |7 R—4 /L : K— 18444, AL H—T xA A0,
AEAEI V—7 B

o BRI AG DEITITR DG ENET,

¢« ARVH—R—HF)L : R—18443, f v H—T A A0, FEAEISNL—TA, B
JOFARL AR —H)L 8443, A H—T A R0, iFFAES L —7B

c ARV —AR—H )L R— 18444, A H—TxA A0, iEHEX A, BLY
[7F v 27U AL (Blacklist) | AR—% /L : R—h 8444, A X —T =1 A0, iF
HESL—T A

CE) RT3 —~ A 5B 5120, YA M= RITA v
B—=TxAROEEHATLHZ 2R LET, [F—F 5%
7E (Portal Settings) ] TlidA X —7 =A A0 DIHrEFHET
%9, £/, CLI=~> Kiphost ZfiH LT, H&A b
HEFIZFQDN 2 A L 4 —T7 =24 ZA0DIP T RL AT~
BT HIELTEET,

s [ERFIEEA > % —7 = A A (Allowed Interfaces) ] : PAN 23R —Z L OFITIZHEHTE S

PSN A ¥ —7 = A A& @R L E T, R—F /L& < ERI PAN Tfrbhud &, PAN I
PSN CEEFAIAEZ2 AR — h 2R L ET, B2V T7Xy P EDOIP T RLAZFEHLTA —
PX Y b AV E—T 2 A AERETHLENRH Y £9,

N E—=T oA AF, R — P —EARF NS> TNDHTXTOPSN (VM
N—A&Ely) THEMAAETHILERHY £, Zhid, ZHDBDOTTDPSN 137
ANty a rORIERICZY X4 L7 MIEHSNDATRetER S 5720, MHEEETT,

e A=V Xy P A X =Tz AL, BBV T 32y EDOIPT RLVAZEHAT DM
ERH Y ET,

IITANNCT DA A =T A A, RY =P —E ARG TR TNDHLED
VMAR—Z2ADHDEETe, T XTCOPSNTHEATE 2D TRITIVIERY FHA, 2

UL, ZHHDTRTOPSNBT AN By a VOBRGRHIZY X4 L7 MIEH
Méj‘ l\iz]\g?)éf;&bz‘zgfj—o
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o N— ?W@ﬂ%i@#fyi7%%itiﬁfﬁ:ﬁ%@ﬁ%@ﬁ%V&%7:4x
P77 R R T D HERH Y 77,

« ISE CLI Tip host x.x.x.x yyy.domain.com & E L T, B Z VA Z—T 2 A AD
IP7 FLAZFQDNIZv vy BV 7 LET, Ziud, dEEOY 7V =2 M, &2
Y7 Y= FoREBEL L —BIELeDIcEshET,

s RT 4 T SITENIC OB DBEIR I TV DHEA T, PSNIZAR—Z VO ERFZ
BONCAR T Ao T A B —T 2 ADREZRLET, NN LARWEE, %
ZHLIE, FOPSN THRYT 4 VI RFEESNTNRNTEHIZ, PSN T 7 —203G0
FEEINTHRTLET, PSNIFZWELIA v X —T =2 A4 ATOR—Z)IVOREEAA T
o

NICTF—I VT ERIFIRT 4 70, " T_AZ8) T ¢ (MkEFEME) 2 5R89
D722 DOEBIDONIC ZRETE D FKEA T > a T, EBHLMONIC Ik
ERRETDE, RUT 4 T ENTHRHO - THDH 5 —HFONICIX, HEfi i
fTLET, 1 DO NIC 2[R —F/ViE (Portal Settings) | (2D W TAHR—F /LITER
ENET, WPELINIC LT 2R T 4 7 &N NIC O GFNRRESHLTW5HE

BlE. PSNBAR—FNVERELLIETDHE, AR T v T A2 —T A
A~ LED ELET, TSI LARAWES, ZOPSNICR KBy hT v
NIl Z ERFIKTH D AREMENH 5 DT, PSNIZHELA X —T7 = A THR—
ZVEBIELE S & LET,

o [fEAEZ V—"7"% 7 (Certificate Group tag) | : R—¥ /L@ HTTPS N T 7 ¢ v 7 \ZfEHT
LHREREZIEET DFENE SN —T 2 TR L7,

[I:llb nIEj:T_t (AuthenticationM ethod) ] D —— FOREIZfE % 1D Y — X“IE (ISS) *
tim7mﬂ4&a@)%%mbiﬁom/—xﬁf I, 2=V —I LTy E Tk
BT D ONEFRICRBEINDID AT DY A NTT,

Cisco ISE (Z1%, AR > —7K—% /L Sponsor_Portal Sequence HDT 7 + /L hD ID ¥V —A
NEFF 235 £ TWET,

IdP ZEXET 5121, [BEE (Adminigtration) ]>[ID ¥ (ldentity Management) ] >[4}
EIDY —R (ExternalldentitySourceS) ]1>[SAML ID ZFBA/\A4 4 (SAML Id Providers) ]
DNEIZ @R L £,

ID YV —RNEF %% ET S, [E# (Administration) ]>[ID & #E (Identity Management) |
>[ID ¥ —A ILEV (Identity Source Sequences) ] Z iR L F7,

[KBHF AT N—TDFE (Configure Authorized Groups) ] : AEFIE A Ak L TE % (BN
%7 (Chosen) 178y 7 ZCBET L2 DR A ET 22—V —ID 7 L—7 2RI L
7,

[Fe2fEfi K A A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ] : [ AR ¥ —
(Sponsor) | AR—H VEIX[T /34 A (MyDevices) | R —# /L DJEA D FQDN % /=137
AN E1ODLUEANLES, 72& 21T,

sponsorportal . yourcompany.com,sponsor & AJJTH5Z LT, 22— — g7 7

B zZEoxHLRre
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MRETOEva=vy k—srok—srke |

PIZZNHOWNTNNEANTDHE, BDERENET, ho~2EHL TL4HIZRYY £
TN, = FYRIZAL—ZRZFA LWV TL FEN,

77 4/ h® FQDN # AW T 5551F, WEFEITLET,

*DNS Z®H LT, H LW URL ® FQDN BNAZNRAY v— $— R /— K (PSN)
DIPT FLAIZIRET D L9 ICLET, PSNOTF— L&t 20— X590
RABIP 7 RV ARAZRETHI L TEET,

« ZETOR—ENZ L HAFAEDOE L X v v — P2 [ARET 5729512, CiscolSEPSN O 1 —
NP —"—FEHFEOH TV =7 ML (SAN) JEBHEIZ, A X~ A XEHTZURL
D FQDN F£721ZV AV R — REE®HET, [Kerberos SSO %7 Al (Allow Kerberos
SSO) 1 A7 v a v NAR P —R—=F )L THEZR > TWDHIEAIEL, R—Z /L THE
Hainvd v — 4 — N—ZEHE D SAN JEM:IZ Cisco ISE PSN @ FQDN £ 7213V A
W R —REGDLHVLENRDY £,

[7A FVEA LT 7 (Idle Timeout) |: R—ZIVIZT 7T 4 BT 4 NRWVEHICL—
W—% w77 v F§ % FETIC Cisco ISE M+ DI (47) 2 AN LET, AR
1 ~3047TC79,

AJ4 Y R—TDERTE (Login Page Settings)

s [L— MR E COR AR 74 FITREE (Maximum Failed Login Attempts Before Rate
Limiting) ]: CiscoISERT AU hDAry MEZHIET 2 ETCOR—-DT T Uy
varnbou s A rRiTRREEAERELET, kY, T ORrRY I T Y
MIEZETAL, Ay MVERE BEGIRRFO 1 7 A 3 ATHIE (Time between login
attempts when rate limiting) ] TRRE SN E 7,

+[AUP 2 &5 (IncludeanAUP) |: 70 —|{IT7 77X TN a—A KR — 4 Ky
ZEBMUET, AUPEZY 4> RUIZBMLZED, BIOT 4 RU~DY 7 2 ETH D
ENRTEET,

FIFMRE (AUP) R—IEE5E (Acceptable Use Policy (AUP) Page Settings)

« [AUP X—Y % &% (Include an AUP Page) |: =fhD x> MU — 7 EHGESZ . O
N—=UTCa—YP— IR R LET,

« [EEEITHID AUP 24 195 (Use Different AUP for Employees) ] : 3B 5 HIZHID
AUP BXO %y NU—JEHGEGHE2FR R LET, 2O TV a v aE8IRT L &, 1%
B M ® AUP % A% > 7 (Skip AUP for employees) | IZEHIRNTX EH A,

« [REEEBH D AUP % A% » 7 (Skip AUP for Employees) ]: it 8%, X~ U =227
AT HANC AUP ICRIET 2B XH Y A, O T a U ERIRT DL & [IEE
BIZHIo AUP #1325 (Use different AUP for employees) ] I1ZiBIR T EHA,

o [FENLE (Require Acceptance) | : L—H—DT H U v MRFERITHENI/RDHANT, 2—
P —IXAUP IZAET 2L ENH Y £, [ 4 (Login) ]~ Té? “E, —HF—2 AUP
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B /57 rTgnevazvyk—sroR—argE

BT AN WS RITENC 0 FH A, 22— —NAUPIZREE L2 WEE, Xy hU—
JIZT 7V ATEER A,

« [AUP Ot £ THOAZ a— L3 (Require Scrolling to End of AUP) ] : [AUP % 3—
\Z5 % (Include an AUP onpage) | Z AN LIZHEICDH, ZOF T a ViInKRS
nEJ,

Z— =N AUP A h £ CTotAL Z L 2R LET, [[FE (Accept) | ARF ik, =—
P—NAUP DREFETAIZa—NTHLET 7T 471270 £9, AUP N2—HP—|ZFR
ENFEAICHRELET,

s [WEld 7 7 A D (On First Login only) ] : = —%F =A@ Txy hT—7 £720%
R—=FZa 74 Lz ZIZAUP 2R R LET,

s[mZ A& (OnBveryLogin) |: 2 —W—0Nxy NU—7 IR —Zizn 7 A
YFHTEIT, AUP 2R RLET,

[ BHIL (WEOwZA i 5)  (Every  Days (starting at first login)) ]: & > b
T— I RR—Z Ml a—F =R Tr 7 A v LT, AUP 2 EHRICER R L E
‘a—O

95472k FAESIZ VY R—FILDKR—FILRE

R—2ILERE

« [HTTPS 7R— & (HTTPS Port) ] : 8000 ~ 8999 O #ifH DR — MEEZ A LET, T 741
MEIZTRCTOT 7 4V hAR—Z /L8443 T, 7272L., [FTvH R (Blacklist) ]
W—=Z WL 8444 TF, ZOHFPSIDOR— MEAZFEM L TTY v 77 L— LG EIE 2
DN—T TEREMZHETHRFSINET, ZOXR—VELETT L5, ZOHIRIZHES
LR —FRECELETDILERDH Y 7,

s [ERATREA v Z—7 = A A (Allowed interfaces) | : IR—HF L% FE{TTE 5 PSN A > X —
Tz A%BIR L ET, PSN CHEHFRERA VF—7 = A A% 272 PSN ODHPR—F
WEERTEET, WHBLIOR VT 4 v T ENTA v Z—T = A ZADEBEORAHE DY
ERETEET, ZHUIPSNEKORETT, T XTOR—F/MIINEDA o F—T =
AATOREEL, ZOA X —T oA AFEITTTOPSN ([ZH#H S FET,
WY T XYy P EDIPT FLAEEHLTA =Y Ry b A X —T =2 A ABERE
THMENHY E7,
c ZIZTAINCTTBAA A —T A AL, R =P —E ARG NI TNDBLEED
VMAR—Z2DHLDEETe, T _XTOPSN THHATE S D TRITIERY ¥A, =

L, ZNHEDTRTOPSNBFT AN By a OBIBRFICY X4 L7 MIEAS
NDEREMEDN B D - O ME T,

e R—FZIVDHHEOY TV 27 N4 LS TVl FORELITZ, A Z—T A AP
RSN D LENH D F7°,

B zZEoxHLRre
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5547vk Foeva=vy f—arof—sLEzE ||

* ISE CLI @ ip host x.x.x.x yyy.domain.com &7 > %V A % —7 = A AP & FQDN
Ay BT THECRELET, ZHUTEHEFEOY 727 N7V = b D
REL Z—H g H7-0IfEHSNET,

e IRUT 4 T ENIENIC OBRPBERENTHDHEATL,. PSNIZR— X L ORERIZ,
BN T 4 T A E—T 2 A ADRELRLET, TR LRWGEE, £
DPSNIZAR Y Rty MR oToZ ENRIKTH 2 ATREMENH 5 DT, PSNIT= T —
ERFELTHRTLET, WA V¥ —T oA ATHR—FNVERBLE S EIXLER
Mo

*NICF—Z VT EEFIRT 0 7%, @malftE (WEEM) Ozoic2 >OfE5o
NICZFHETE S, OSHEA T a T, EHLOLMNDONICIZREENREET S &
Ry T 4 o TSN O ThoHH 2 —FHONICIE, HEshitLET, 12D
NIC NAR—HF N EBICIHESER—F Ik L GEBRENE T,

« MFENIC & XIS T 2R T 4 7 ENTNIC O T BRE SN TWDHEHE « PSN

MAR—FZNVERELLI) ETDE, BUNCRUT AT A U H—T = A A~$EfE
LESELET, ZOUDBHIILRNWGE, ZOPSNIZARS Ry M7 v 7Rk
Nol-Z ENREETHDAREMENH D DT, PSNIZMIEA v X — T = A A THR—
FEBBLES ELET,

o [REAE 7 Vv—"7"% 7 (Certificate group tag) |: R—%/L® HTTPS N7 7 « v 7 T
HIEHEISN—T DI N—TH TR L £,

* [f3FE SR (Authentication Method) | : = —H —38GEIZfEH 9% ID ¥ — R JlAF (ISS) F7=
IXID 7 u g & (IdP) ZERLE3, 1SSk, 2=V — 7 LT vy L a2fRT 570
WIBRIZRBSNDID A RTOU A NTY, 72k ziE, WEZF A b 22— — Nif=—
' —. Active Directory, LDAP 72 E23%H 0 £,

CiscoISEZIX, 7 I7AT v N 7ueya=v 7 R—=¥VHDOT 74V DI ATk
Zurvya=r7ID Y —RJEF Certificate Portal Sequence 237 £ALTUVVET,

« [JERfEST N A A 4 (FQDN)  (Fully Qualified Domain Name (FQDN)) ]: 27 A 7> b
TuobeVa=r I R—=Z VIR EBL1 OO —EDFQDN, mA MMy, F2IXZF O
FaE AN LET, 7= x1E,  [provisionportal.yourcompany.com) & AJJL7=¥6, 2—
PF—lZZNoDOWTNET T UFICAN L GEHE v E Y a9 =0 7V R—Z UZEET
*ET,
*DNS Z#HH LT, #H LV URL ® FQDN %7K Y v— H+—E & /—FK (PSN)
DIP T RV ACHERICHRT DL I LE T, PSNOT— L afEftd 50— K 7
VY ORIEIP T RLAZIBET A b TEET,
« ZRIDAR I L DFEAEDEE X v — U &[0k 5722, CiscolSEPSN D 17—
BN —=R—FEAEOY TP =7 M4 (SAN) B, VA X~ A XS/ URL
D FQDN £7/-21ZUV AV RI— FaE»ET,

BEOH LA
|



BREOHCAD |

B /57 rTgnevazvyk—sroR—argE

\}

GE) URLYEALZ FRLDIIFAT N Fabela=r 7o

\}

Ya. [GEafEfi KA A 4 (FQDN)  (Fully Qualified Domain
Name (FQDN)) | 7 4 —/V RIZATIT 5 R —Z V41X, DNS
RETHESNTWDIMERHY 9, URLY XA L7 k
RLOIVIAT v 7abela=r TEEMNT I,

Z®O URL Za—H—|ZHEHTH2MERNH Y £7°,

[TA RAH A L7k (Idle Timeout) |: IR—XJVIZT 7T 4 ET 4 DNIRNFEIT2—
W—% w777 4% ETIC Cisco ISE T DI (47) 2 AN LES, ARh7eH
L1 ~3047T79,

6=

774 TN TREYa =y R—Z L TIEAR— NES L EEZERTEET, I
LD, BANMIZIAT U b 7Y a=r 7 RAF Y ICR CAEAEEZ X 7 a—
KTz eE2FTLET, R—FAGERAENEAXLRRIERICL Y BL SN TV BEEA.
X2 VT 4 EHIFRRINEE A, AOLELEHEOY S, RN—% /1 & Cisco AnyConnect
RAF ¥ aR—F% hOW ST TEx 2 T 4 BEEZZITRY £9,

A4 Y R—IUMERE (Login Page Settings)

c[m7 A DAL (Enable Login) 1: 7 7A 7 h Frbeya=v 7 R—FLrourA
VEIEEAENCTHICINE, ZOF v IRy 7 ZAEEIRLET

s [L— MR E TORKkRr 71 31T KM (Maximum failed login attempts before rate
limiting) |1: E—DO7 I ¥y arnbon s A R ITARESERELE T, 20
¥z 4% &, CiscolSEITn 7 A VRITZ T TE 2MEZBERMIE T ST, 8
mow 74T ET, v 7 A RN ZOREUTE LD r 7 A AT ORI
I, [BEEERIRRF D 7 74 3 THFE  (Time between login attempts when rate limiting) ] T
ESIET,

s BEERIREEO v 74 RITHME (Time between login attempts when rate limiting) ]: [L— bk
FIRETHORARL T A URITERBE (Maximum failed login attemptsbeforeratelimiting) ]
TEZEINEE DB 7 A L ORIEEIZ, 22— —DBNHFEr VA o 2ddT7T 5 E TITFRHE
TLOMEN S DM A AL TRE L ET

* [AUP Z#X—VIZHEOHH/AUP # ) 7 L L TH® D (Include an AUP (on page/as link)) ] :
SfEOR Yy VU= HEAORKNGKE, BE2—F—ICRRINDIX—=V EOTF A &
LT, EFRIFAUP TH A MREENDIH LWZ T EETT 4 RUZBHS Y27 L LT
HRLET,

o [[FEALE (Require acceptance) | : R—H WZT 7 & A BRI —W—» AUP %% 1}

ANDZEEERLET, [mF7 42 (Login) | ARF ik, =—% =28 AUP 25321 A7
WEEIIENCR Y A, AUPZZIT ANV —F—[E, R—F T 7 EATEE
A,

B zZEoxHLRre
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MDM — 45 LR BN E A L 734 2gEEE [

« [AUP Otk TOAZ a0 — /LB (Require scrolling to end of AUP) ] : [AUP & X—3
\Z5 % (Include an AUP onpage) | Z AN LIZHEICDH, ZOF T a VinKRS
NEJ, 22— —NAUP % F THATLZ L 2R LET, [[AE (Accept) | R¥
X, 2=V —NAUP DB FETAI a—NTEHET VT 471270 £9,

FIAHRE (AUP) R—IERE (Acceptable Use Policy (AUP) Page Settings)

« [AUP &5 (Include an AUP) |: 2O R v v T — 7 HORKERM 2, BloR—
Ta—Y—Zf R LET,

« [AUP D% E TOAZ v — /L3 H (Require scrolling to end of AUP) ] : =—4—7% AUP
BEBICHATEZE 2R L E T, [FE (Accept) |ARHZ ik, —H—723AUP Otk £
TRIA—=NTHETIT 471270 ET,

s [FElDO T 7 A > D (Onfirstloginonly) ]: —H—23xy NU—7 F7 13K —Z /W]
DT s ALl EDH, AUP ZERRLET,

s[mZ A& (Oneverylogin) |: 2—W—Nxy NT—F IR —Zica s 4
5L, AUP ZFRLET,

[ BZE (WElOwv A vint)  (Every days (starting at firstlogin)) ]: v hU—
IRR—=F NN a—F =P Tr /A Lctkid, AUP Z E@HIIICR R L £,

KRR AT A2 N F— R—UKTE (Post-Login Banner Page Settings)

[RAMa T AN F—_—=T%EH% (Include a Post-Login Banner page) | : = — —3IEH
caZ A4 v Lk, *y NI—I T 7 A EMESNDRNCGEIMEREFZ TR LET,

INAT— FZEREZE (Change Password Settings)

[N —H —ICHHD/NAT — ROETZFr[J 5 (Allow internal users to change their own
passwords) ] : BN/ FA T I ya=r I R—ZIu 4 LT, BHD/RA
J—REEERTEXDEHICLET, 2L, TH T2 bA CiscoISE 77— 4 R—ZARFINT
WA BEE BT &L, Active Directory =° LDAP 72 & DR T — Z R— A IRTE SN TN 55
BICITEA S EE A,

MDM R—Z JLDREEXEEDE/NA )L T/INA REEERTE

J4—ILF4& FEREODHA K4

AUP ZR—JIZEDBIAUP £ ) Y | £4DF v U — 7 HO# &M%, BfE2—F —IC
2&LTaEDHD (Incdudean AUP (0 | RSN TWAH Y 4> R EOFFARE LT, (72
page/as link)) FAUPT ¥ X PG ENDH LWZ T E721TY 4 B
YR YL L LTERRLET,

| groLro [}



BREOHCAD |

B =z r—srok—sre

TINA R R—

J4—ILF% FRLEDHA KS14 Y

[AIEMNBHE (RequireAcceptance) || —HF—DT7 H 7y MREEICEICARDEIC, 2—

ﬁ—mmmuﬁ%ﬁ%%%#&@iﬁomﬂ4y
(Login) AR ¥ &, —H% =2 AUP &% A7
AN FH AL, 22— —NAUPIZRE L7
WA, Xy NT—ZIZT 7B ATEEH A,

[AUPORFEETDARAI O—ILARE | D47 a0, [AUP 2 X—JIC&H 5 (Include
(Requirescrolling to end of AUP) ] an AUP on page) ]ﬁ)ﬁ}j(@égg—é\@gﬁﬂ—gniﬁ—o

=P —NAUPZREFE CHATZ MR LET,
[[AE (Accept) | A ix, =—H—» AUP Ok F
TARAZu—L3 5 /M2 F7,

FIDR—2ILEETE
« [HTTPS 7R — k (HTTPS Port) ] : 8000 ~ 8999 O#iH DR — MEEZ AN LET, T 74+ /b

%ﬁﬁﬁ&f®?7jwbﬁ~amfwﬁf¢otﬁb\wﬁy&UX%(mmmw]
R—Z L8444 T4, ZOHIPFAIN DR — MEZFEH LT v 77 L— FLEEGAEIZ, 2
@?4/FWTWE%MKéiTﬁﬁéhi?o_@?4/F?%Wﬁ?éﬁA \:@
HIBRIZHE D K 91 REZEHLES,

FARNKR=FNWZIEF A MR—=H )0 (T34 A (My Devices) |72 &) (ko THERAEN
ZR-PEFVYETHL, 2T7— Ay b—VRTRINET,

RAF ¥ TREAAL DEBERIZOWTDHR, 77T M Fneya=r7 R—4id
A= 189053 L TM8909 A L7, ZNLSNDEEIL, A P R—=F L ~DEY HT
ERUAR—=FEHEHALET,

[fl U HTTPS R— MZEI W Y CTonzAR—F i, RILXAEYy b A=V Ry b A F—
T oA AENIRNDOA L F—T 2 A AEMFHTEET, ZROEDOR—FLARBEUEHR— K&
AU H =T 24 ADMBEDLEEFHAL CWE5EE, RCIEAEI N % 7 E2ERT 5
VEENRH Y E3, WICFIZRLET,

« AP — R—=FNZHE UTHEH LA B AT ERITRLET,

e AR —R—H ) R— K843, £ HF—T A R0, FFHEZX A, BIW
FRAAR—Z) : R—8M3, /L F—TxA4A0, GAFHESL—TA

« AR —R—F)L: R— 1843, £ H—T x4 R0, FFHEISL—TA, B
FOF NS AR=H) : R—F8445, f X —T A A0, iFHEIL—TB
o« AR —R—HF )L R— 1844, A H—TxA A1, FFHEISINL—TA, B
JWNT7Z 27 UAK (Blacklist) |R—4 /b : AR— 8444, A X —T = A A0,
ZFRAE S L— 7 B

o BN A E DRI BT ENE T,

B zZEoxHLRre
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714 2 f—anor—srsz |

s AR —R—F) : R— 843, £ F—T xR0, ZEHEISNLV—TA, B
ST NS A R—=H) 8443, A H—T A A0, fEAES L—7B

P AR — RS R BMA, 2 H =T = A A0, FEITS T AL BET
[7F 27 VYA (Blacklist) |AR—%& /L : N— | 8444, A X —T =4 A0, il
HEZ L—7 A

GE)

BT =< AEHBITIE, A R —ER|ITA v
=T A A0 EMHTLHZE2HRLES, [F—F L&
iE (Portal Settings) ] TldA v H—T = A A0 DIERET
xF9, £/, CLI=~> Kiphost ZfH LT, H&A b
A FEIZIZEQDN 2 A v 2 —T7 2 ZA0DIPT RL AV v
BT ELTEET,

s [BERAIREA % —7 = A A (Allowed Interfaces) ] : PAN B —H )VOFEITITEHTE S

PSN A U H—T 2 A A%ERLET, R—H/L%B< RN PAN Tirbitd &, PAN I
PSN CEAA[BER AR — F 2R L E T, B2V TRy FEOIP T FLAZHEHLTA —
PRy b A H =T oA RAERETIHLEND Y £7°,

N HE—T oA AL, R — P —EANF N o TNDHTXTOPSN (VM
NR—ZA%GTy) THEAFMETHIVLENHY £, ZhiE, ZN5DTXTOD PSN BF
ANy a VOBRMBIFCY XA LT MIER SN A REER S D720, HAEEMNTT,

A=V Xy N AV E—T A RX, BRDHZY TRy NEDOIPT RLAZMEHT L4
ERH 9,

CZTHNCT BA v F—T 2 AL, BY =P EABF LR TR L ED
VMAR—=ZD LD ZETe, TNTOPSNTHATE D bOTRFTRY FEA,
L, ThEDFTXTOPSNBT A b By a Y OREHZY 4 L7 MIER S
N ATREMED & 5 T2 O AT,

e R—ZNVDIPEDOY TV =V NAEIZT TV 27 FORBLIZA LV F—T A R
IP7 RURICHRT HHERH D £,

« ISE CLI Tip host x.x.x.x yyy.domain.com Zg% & L C, BEh o XV A L H—T A AD
IP7 FLAZFQDNIZv vy B 7 LET, Zhd, itHEOY 7V =2 My, £
Y7V FOREL L —BSEL OIS ET,

s RT 4 T SITENIC DB DB EZIN TV DHEA L, PSNIZAR—Z VO ERFZ
BANCAR T 4 T A BE—T oA ADRELZRBET, TR LARNVEES . %
ZHLIE, FOPSN THRYT 4 Y ITRFEESNTNRNTZHIZ, PSN T 7 —203G0
BEIN TR TLET, PSNIIMHEA X —T =2 ATOR—F VOB ERA T
o

eNICF—2 VT FEREFRT 47, M TA T )T ¢ (MifEEN) 23253
57222 ODOEBIDO NIC 5% ETE D REA T v a T, L5010 NIC (2

groLro [}
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BREOHCAD |

ERBETDE, RUT 4 T ENTHRHO—HTHDH 5 —HFONICIX, iz i
fTLET, 1 DO NIC 2[R —Z Vi E (Portal Settings) |2\ TAHR—F LITIER
ENFET, WENIC L IGST DR T 4 7 &I NIC O T AFRE SN TS
BlE. PSNBRAR—HLVERELLI ETDHE, BRUNCAR T4 v T A2 —T A
AP LE D E LET, TR LARVWES, ZOPSNICR Ry v 7 v
IR T2 Z ENRIRNTH D alRelE 5 DT, PSNIIMFLA v X —T = A A THR—
AVERBLEL Y & LET,

s [fEAEZ V—"7"% 7 (Certificate Group tag) | : R—¥ /L@ HTTPS N T 7 4 v 7 \ZfEHT
LREAEAIEET DREAE I NV —T & T E2IEIR L £ 7,
o [FEL(EHi R A A 4 (FQDN) (Fully Qualified Domain Name (FQDN)) ] : [A7R > H—
(Sponsor) | AR—H )VETZIX [T /34 A (MyDevices) | 4— % /L DIEA D FQDN % 7= X7k

AN E1OOLUEATLET, 72& 2,
sponsorportal.yourcompany.com,sponsor & AJJ 452 LT, 2—¥— 377>

VAl

INLDOWTNNEANT DL, PERRSNET, I~ L THRTEZXEY F

TN, = PYMICAR—=AZ AL 2N TL &N,
T 74V D FQDN #ZEH 3 5551%, WEFEITLET,

*DNS #HH LT, #H L\ URL ® FQDN BNA 7R Y v — P+ —E & /—FK (PSN)

DIPT7 RLRIRRT S X9 LET, PSNOT— L&+ 20— K XT3 H%D
RBIP 7 RVAEZRETHZ L TEET,

ZEIDOAR—FIZ L DAEHEOEL X v — T (a9 5 72912, CiscolSEPSN D 12—
AN —=_—FEHEOY 7V =7 MUES (SAN) JEBMEIC, WA X~ A XASHTZURL
D FQDN £721XV AV RA— RE&®HET, [Kerberos SSO #5777 (Allow Kerberos
SSO) 1 A7 a vinAR P —R—Z L THNN > TWDHEAIT, R—Z L TF
A bdue—h 4 — N—iEBED SAN JEM:IZ Cisco ISE PSN @ FQDN F 72137 1
W RH—=REGDLILENDY £,

[FREEA X (AuthenticationMethod) | : == — W —BFEICEM T2 ID ¥ —RJIEF (ISS) &

7IXID 7 e g % (IdP) #BIRLET, ID Y —RJAFILX, 2—HF—27 LTy L&
BT DIOIBEFICHRBESINDID A RTDOY A NTT,

Cisco ISE (21X, AR —74—% L Sponsor_Portal Sequence DT 7+ /L h®D ID YV — A
NEF23 3 ENTWET,

IdP Z3%ET 5121, [EHE (Adminigtration) ]>[ID ¥ (Identity Management) ] >[4}
ERIDY—X (External Identity Sources) ]1>[SAML ID FB/34 4 (SAML Id Providers) ]
DNEIRIR L E,

ID Y —REFEHRET HI121E. [EH (Administration) ]>[ID ZEE (Identity Management) ]
>[ID ¥ —AJIEf¥ (Identity Source Sequences) ] Z &R L £ 7,

[Z> RARA > MNID Z/v—7 (Endpoint Identity Group) ]: 7 A b DT _A A &BfT 572

HOT RARA 2 D ZV—7 28R L EF, CiscolSE1ZT 74+ /L b & LTHEMT S
GuestEndpoints D=2 RKiRA > M ID ZV—7 %M L £, T 740 b EMHHLARNWE

AN
[==IEN

EHOH LAD
88

BIMoO=y RBEAL L FID I A—FEERTAZ LT FET,



| gEoHLRAS
Frq 2 f—sanonsqy ~—suz [

WEB DT NA A BT 57200 RKiIRA 2 FID 7V —7 %33R L%, CiscoISE
X7 7 4V k& LM T % RegisteredDevices D=2 RKaRA  F ID 7 b— 7 &8t L £
T TN REFEHLAAWVES, BTy RBAL Y FID I AV—F5ERT A2
T&EFET,

[ BIZELEBBIZZOID ZV—7HNOxT Yy KA > h&HEZET D (Purge Endpoints in
this Identity Group when they Reach  Days) ] : Cisco ISE 7 — % X—Z 57 /31 ARHE
SNDETORBEEELET, HEFEBHIFTIN, BET 77T 4 BT 4 1TRIEKA7RTH
EAAIVTERAMENET, AEIX, 2O KRA 2 MDD 7 —72EICEHA S
*7,

FOMDORY o —FAR STy FRA  MEERY —IZEENINZ bNT-854.
COREIMMHTERL Y T4,

o [7A RNVZA LT TR (Idle Timeout) | : R—HFIWAIT 7T 4 BT 4 BIRWGEIZ2—
P—%nr 77U % FETIC Cisco ISE BFHET 2 (59) AN LET, A7
X1~3047T7,

« RN

[TV Oulr— L EEHT 5 (UseBrowser Locale) |: 7 74 7> b7 ZUuHon
TV ECTHRESNEESBER—FNVOFRRSHELELTHERHLEST, 7790 FonR
r—)VDEFEED Cisco ISE THAR— FINTWRWESRIX, (74— 1Ay T 55k

(Fallback Language) | BN ErEA— X/ & LTHEMAINET,

£y
a

il
anh

s [7 4=y 7 556 (Fallback Language) 1: 7 7 v —hb5ima G T
MNGS. 3T 7 U —/LEER Cisco ISE THAR— F S TWRWEEIC
AT LEHEERLET,

o [FIZEM (AlwaysUse) |: R—X /UIHEHT 2R RSEEARINLET, ZOREI,
a—Y—D[7TT7uV¥ouar—EZ#HT 5 (User Browser Locale) | 47> = % |k
EEXLET,

TNARR—=F2)ILOATA Y R—DFE

s [L— MlRE TORR R 7o 3fdT M (Maximum Failed Login Attempts Before Rate
Limiting) ]: CiscoISENXT H T hdD A1y MAZFETHETOH DT Tk v
varhbou A4 UEITRREEARRELET, ZUCED, T hory T
MIfE A, Aoy MUVRE, BEEHRIREO 0 74 34T (Time between login
attempts when rate limiting) ] TRRE SN E 7,

s [L— MERE TOHR KRR 7 A FITRNE (Maximum Failed Login Attempts Before Rate
Limiting) ]: CiscoISENRT H T hdD A1y MMZFATHETOH DT I 0¥k v
varmbour A ETRREEARRELET, JUTLY, TATV ORI T Y

MIEZETAL, Ary ML BEGIRRFOr 7 A 3ITHE (Time between login
attempts when rate limiting) ] TRRE SN E 7,

| groLro [}



B 7z k—sronmmE—sEE

BREOHCAD |

*[AUP 2 &85 (Includean AUP) |: 70—l T7 77X T NV a—A R v—17 4 Ky
ZBMLET, AUPZ Y 4> RIZIBINLIZYD . BIOT 4 RU~DY 7 2R ETDH 2

EMTEET,

TNARR—FILOFARER—THRE

J4—ILF HEREDHA RZ14 Y
[AUPR—TZE®H S (IndudeAUP| 24k ~ U — 7 fli fFE &%, BlO~—YCTa—
Page) ] P—lZFRLET,

[AUP DIRFBFETHDRY OA—)LHNis
E (Requirescrolling to end of
AUP) ]

Z—PF—NAUP e £ CHATEZ L R LET,
[FIE (Accept) |7RH iE, —HF =M AUP D% E T
A7 =T B EFNR FT,

(FIEOS A BEDHA (OnFirst
Login only) ]

a—P—NRy NT =7 EHIIR—F LD Ta A
VLT EEDOL, AUP F R LET,

[R5 4 >T& (OnEvery Login) ]

a—P—REy NI =7 7 FI R ca A TS
Tl AUP #FERLET,

[ AZ¢E @EORTA o)
(Every _ Days(starting at first
login)) ]

=P —NHy NI =T EFR—F g Ta A
VLTI, EWIRIC AUP 2R LET,

FINAAR—BILDRA AT A 2 INF— R—

SSEn S

VEXE

TJ4—ILF4

FEREDHA RFS14 Y

RRA AT NF—R=DEEDSD

(Include a Post-L ogin Banner page)

a—HP—NEFIZa A L%, Xy hU—
7 T U R eSS A RN BINE®Z2 FR
l_/i‘a‘o

B zZEoxHLRre



| BEOH LA
FRAR K=o LOEEAIcE s 27— rzE0RE ]

FINARAR—BIIDHEEBIZLEBNNAT— FEEDHRTE

PWEEBDO/NSATY—RRY —Z&ET 5%, [BE (Adminigtration) 1>[ID DEE (Identity
Management) ]>[5%%E (Settings) ] >[21—H—4%/SXT— K 7R1) — (Username Password
Policy) ] Z#@&IRL £,

T4—ILR% FEREDHA RS2
REL—H—[Z/XRT—FOEBEHFAT D |(EEEN. TA 2 K= rica s ALk
(Allow internal usersto change password) BT, HODNRAT— REEETLH - L a2
AILET,

ZiUE., TH T2 bR CiscolSE T— F N— R
RAF STV DIEEBITHH S, Active
Directory X°> LDAP 7¢ & DAMNHT — # _X— R |Z
RIFESNTWAEAICITEA S ERA,

TFTINA R R—BILDTINA RAEEERTE

R2B:TNARR=FILDTINA RAEERTE

J4—ILF% FRLEDODHA FSA4 Y
e (Lost) TNA REMR LT EEBWEBIIRTZENTED IO

LET, 2077 aid, AT AR—F)LDOFT A
ADAT—H A% [ (Lost) JWHEHHL, 7T v 27 U AL
DTy RBRA Y FDID ZNA—FNFDT A A& B L F
7,

&t (Reinstate) IOT7varyTiE, Try 7 A RMIGREHIILTH DD,

MR LT, FRREESNIT A A EEILL, TDOAT—
B A EgEOBMOMEIZ) Yy FLET, ZOT7 2733 T
X, Ry NU—Z T ARNCEBM 7Y r ey a =0 7V &5
ITTHUNENRD LI, BT NA ADRAT —F X% [R5k
(Not Registered) 12V tEv FLET,

Tuy 7 URAMIRBEHINTWET AL ZAEMNEENETT

ERWVWEIICTEEAIL. TRAAR—=FZLTZIDOF T3
VEAMILBNTL EE N,
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B 7 xx—sro7 5 2emEE

BREOHCAD |

J4—ILF4&

FRLEDODHA FSA4

B (Delete)

BERF T NA ADEKRENCEE LT2IGE, £, Bk
SINTETNAA AT N, AR=HILNHHIBRLEZY . RMEH
DT NA AEHIFRLTH LWT NS ZAZBMLTEY TEXDH X
FNZLET, 20T asilkoT, T, R R—Z )T
FTRENDBTNA R YR RIS T S, ARHIFRSIVET AR,
TR 2L CiscoISE T —H RX— 2 |2FEY . = RRA LMD
UANMIFERENET,

BYOD F 7203~ A T /3 AR—H )V &2 L TIEEB N B
TELHNRN—=YFNT AL ZADREREEERT DI, [EHE

(Adminigtration) ]>[T/3A4 RR—4% JLEHE (Device Portal
Management) |>[8&7E (Settings) |> [EEZFFHT /A
A (Employee Registered Devices) | #3&R L £,

Cisco ISE 7 —Z R—ZA 5T /A A& SERITHIBRT 5121,
[P—Y+>%— (Work Centers) | > [y kT—9F7HO X
(Network Access) 1>[ID (ldentities) |>[T > KR4 > k

(Endpoints) ] Z#8ER L £7,

E# (Stolen)

T APEENTZZ ERWEEENTRTLENTEDLLIIC
LET, 277 avid, AT AR—=FLDF A
ADAT —H A% (W8 (Stolen) JWZEH L., 77 v 7 U AL
DT RARA L FDID I N—TNZEDT A A%&BINL, Gk
HEZHIBRLET,

TNARBYY

MDM B §kT /NA A D I,

TR ADMIETINTEHEN A LT-56. (BN I
FNRAZAR—=BZANEY)ET— FNTTFRAL R E R Y I TELH L
INCLET, ZOT7 7 aillkoT, AL ZADOREM A
BEHIEENET,

722l T A R—HVTILPIN R ETE RN, HiE
EENHEANTENA N THRAL ATEREL TBLERH Y £
R

ZE%fEER (Unenroll)

MDM & §kT /NA A D I,

Wt CT NA AT 20BN oo E/1T, ¥R
MWZDF T arBERTEHLIICLET, ZOT7 7

YT, BB A=A LTWAT AU r— g &R
FEOHBPYIRE N, WHEBDENAAL L FTAL R EOMOT S
Vor—arBrOT —X IR INET,

B zZEoxHLRre



| gEoHLRAS
FIRAR K—BLDTA X HRET4 ZDEm, &k sLvr [

J4—ILE4A FREDHA ES1Y
S&HE (Full wipe) MDM B EkT /3 A A D I,

TNAAEMRLIZD . LD LY LIZGEIZ,
WEENZOF T a U EZBRINTELEICLES, 20T
7 v a TR, (EEBDOENRAIL T AL A5 T HREEOT
TANIREICYVEY N, A VAN NAELOT Y r—
varbkTr—2EHIBRLET,

FINARAR—BILDTINAR BAZTAADEM. wE. BLURBRER

[NX—=TDH A X< A X (Page Customizations) ] T, T /3 A R"—% /LD 1B (Add) ]. [/
#£ (Edit) 1. BEXORFK (Locate) |DHKHX TIZEREND, Av—T ZA b, T
Y, FIE, BIOT 4=V RRRE DTNV EHAR A XA TEET,

FINA XA R—Z )LD R— MEBRR—CDEKRTE

J4—ILF4& FEREODHA K414

[ R— MEBRR—CZ2EHD FUR—=F VDT XTORRpN— LT, [HEbE

(Include a Support Information |2z (Contact Us) 172 EDFERA~DY 7 2 FR LET,
Page) ]

[MAC7 FLRX (MACAddress) ]|[#7R— h&# (Support Information) 77 ¢ > K725 /34
ADMACT RLAZEDET,

[IP7 FLR (IPAddress) ] [ — hEH (SupportInformation) 17 4 > K 7IZT /34
ZDIPT RLAZEDET,

(7599 1—H—I—Cx 2 b|[¥H— MEH (SupportInformation) ]-~<— 12, ERDH

(Browser User Agent) | FBROMBL L N—Var, LAT Y bmr Dy, a—
Pz =V hDOR=V g Y TTUFOEMES
wET,

[R1) &— H—s3— (Policy [V — ME#H (Support Information) 17 1 > K2, 2D
Server) ] RN ERME L TWAISERY —H—E R — R

(PSN) OIP 7 RLAZ&HET,

[(EE 33— F (Failurecode) ] FRERBEAIE. 0/ Ayt —Y W EZa SNORGT 5%
FEEOET, AvE—Uh X ol ERRTHINE, (B
¥ (Administration) 1>[Y X F L (System) |>[AF 24
(Logging) 1>[Avt—Ah% 0% (MessageCatalog) ]
PERLET,

groLro [}



B 7z k51098 MEBRA—COBE

BREOHCAD |

J4—ILEA FRLEDODAHAS KA
[ 4—ILFZEERTICT D (Hide| &0 D IEHRNTFEE LRV A, [ — MEHR (Support
Field) ] Information) |17 > R EDi%NT57 4 —/L FD T~

NEFRRLERA, e BEEa—-FNRARATHL T
DIZEATHL%E, [FEE=2— N (FailureCode) 1%, &
WENTWVWEHEAETHLERINERE A

HEDREWLWSN)LEFRT (Display
label with novalue) ]

BOLHERPFELLRVGEAETH, BIRSATWDHTRT
DT 4 =)V RDOT L% [HR— ME# (Support
Information) |V 4 & RUIZERLET, & 2E, EF
aO— RAREREE, [EE=2— R (FailureCode) ]1%%¢H
ThoThbFRREINET,

[T7A4I METSRILERTR
(Display L abel with Default
Value) ]

GO DIHEMBFIE L2 WEGE, [P — ME#H  (Support
Information) ]V 4 > R EOBEREINTWDHTXTO
T4V RICZDTFRAMPFRRINET, exd 2
D7 4 —/L FIZ NotAvailable] & ASI L 7=A I b =1 —
RAANAH e E1%, [FEE=— F (Failure code) |12
[ C& F+HA (NotAvailable) ] EFE RSN E T,

B zZEoxHLRre
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



