_\\ \‘4 ZMIE

III.IJ

* TACACS+ 7 /314 2B (1 X—2)

s TNRAAEHRT —7 v H— (3R—)

« THA ZEHORERRE (3 N—)

e TR ZEHRY) — Ty b (4—=)

« FRL ZEHRY — By FOERR (5 4—)

« TACACS+ LR E & IFRE (7 ~—2)

o TOA AER  FFAAR Y DR (9 =)

A FZ—T N NRAT— RELEETH- DAY R A XA —T oA A~DT 7 &R
(16 =—%)

« TACACS+ D7 1 — )L E (17 =—)

« Cisco Secure ACS 725 Cisco ISE ~DF — 21T (18 X—2)

T NRAREHT /T 4T 4 DE=H— (18 =)

TACACS+ T/\f R EIH

Cisco ISE 1L, v hT—7 T34 ZAOFE &l F L OEEAT 5 729 D Terminal Access
Controller Access-Control System (TACACS+) Ot ¥ =V T 4 7ra ha Lz Li-7 /31 A
EREYR—FLTOVET, Xy NI =T TS AL, T, RAEHE OBAEORRGES L OFF
AIDT2IZ Cisco ISEIZ 7 =V 24T 5 T2 DITRRE S, CiscoISEDT AT T 4 7k vt —
VEREELTEREZ e IR LET, ZHUTE ST, EDOXRy NU—T TS RHERT 7
TATECHET ARy NV =R EEZETTEZHNIIONT, EOMOWEIEINESIZ72 D
F9, CiscoISEHEHH L, a~r Ky hov =717 7 A7 8D TACACS fER%Z T 3
A ZEHT 7 A —EZADRIRY > — N — L TRIRTE 5 LT HRY —k v b &fE
RCTEET, CiscolSEE=F—V 7/ — RTiE, 74 ZEHIZHT 2 mER VAR — FR
fEfftsnE 9, [V—27Er%— (WorkCenter) | A== —IZlL, TXTDOT /A ZAEFHR—Y
NEENTEBY, ISEFHEOH DAL L THEREL £9°,

Cisco ISE (Z1%, TACACS+ ZifT 57200 DF A ZEMT A & ANNETT,
F N AEBIZONTIL 2 DD X A TOBEHEENNE T,
- TN AEEH

TINA REE .
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FrqzgE |

« Cisco ISE & FiL#E

TNA ZAEHRFT, BHART ANA AORE ERTFEFETTH201IC, (EFEIXSSH 2/ L
T) AA YT, VAX VAT IEARA L b, v—F F—b U= REDXY NU—7 T
NRA R Za A o $ba—P—T7F, CiscoISEFHE X, TA ABFHEN A 0 T5T
INA ZADFERE & FEEDT=DIZ Cisco ISE iz 7' A4 » LET,

Cisco ISE (21 7' A > U TT /A ZAEELE OEIEZ I 53 E 24T O Cisco ISE FELE A Z D
R = A2 hOXRFEE TY, CiscolSEEFHLH L, 731 AFEHEEE [V —72 o % — (Work
centers) ]>[7 /XA A& PE (Device Administration) [Z3®IR) ZHEHL T, *v hU—27 T34
A DFERLZ HlEF L OER L E§, 731 A1X, Terminal Access Controller Access-Control System

(TACACS) ®&Fx =2 V7 471 ha/aEH LT CiscoISE ¥V — =27 =) %2175 K91
BRECTEET, CiscolSEE=F—1 7 ) —RTliL, T4 AFHICETHIEHERLFR— b
DS E T, Cisco ISE BEE 1L, IRDZ AT Z#FITTEET,

« TACACS+ DFEMI (JLAEME) 1Tk B3y NU—2 FAL ZDHE,

s Nl —P—L LTOT A ZAEHEDBEN, BIOMEIIGL TA R—T N /RAT— K
@%ﬁ__‘:’o

e v Ry bRV T T 7 AR ED TACACS #ER-2 T A REHT 7 A P —
EADFHARY = =)L CBINTE DL HICTHRY — v FDOERK,

o TS ZFHENRY —ty MIESWTT NS AT IV BATEHEHICTDH-0H0
Cisco ISE T® TACACS Y — — DK IE,

TR AEHE L, CiscolSE— =L iBET D720 DT N, ADFREX AT B FRITLET,
FNS ZEBEINT AL 22 a A T 5 & T8 A CiscoISEH—"—|2 7 = U 21T,
IR E 72T O ID A ST 7 = U BTV, T3 ZEEEOFMEZHRIE L 9, ik
M Cisco ISE — =iz ko TiITbbd &, TXA A, THU T 40T LEEREDHMT,
FKrviarFEiziia~y RFFBEORKEM R %A Cisco ISE r— " — (i@ L E T,

Cisco ISE HHE# X, TACACS 3LV CiscoISE2.0 LIED Y V — A& H L TT /A A& EH
TEET, 73 2AEHIZEE T 5% EIE. Cisco Secure Access Control System (ACS) #—
N—=D/N—=T 3255, 5.6, 5TBIRSSORBITTAHAZLHTEET, ZRUFION—T 3
Y OBAENE. BITORNT 5.5 £7213 56127 v 77 L— KT 20ERH Y £9°,

)

(GE)  TACACS+D#EE A 2 —T M T 5121, [P (Administration) ]>[3 A7 A (System) ]

> [J&BH (Deployment) ]>[2f%i%E (General Settings) | ~X— D [T /34 AF Y — B R
DOFAZME (Enable Device Admin Service) | F = v 7 Ry 7 A4 T 50 ERH Y £
To ZOFT T a TEBANDA PSN TRTAMCL T ES0Y,

. TINA REE



| 71 zE8
FrqzgET—s 2v5— |

A\

(GE)  CiscoISE Tid., MFEORAREZIZETE Y T4 T4 B ATMMA T TACACS+ —E A%
FEAT 2101, TS AEHRITA B ARKETT, T3 AEHT A& RTKAT
A AT, URTIOY U —2735 CiscoISE U U —Z 20 LT v 727 L— KL T,
TACACS+ ¥ —ERZHF T DI, FEBIOT KAy A48 A E LTT /N REE
TA B ABRETHLENH Y £9°, Device Administration 7 A & 2D, BN
DT NAREHR ) — N ERILTHOIMLERDHY £,

ISEaXa=54 U V—2
TN, AFEIEMIZ OV TIL,  TISE Device Administration Attributes] ZZ M L T 72 &0,

JA¥YLALAN 2 ha—F [0S Xy hU—2 534 A CiscoNX-0OS % v hU—2 F
NRA A, BEORY hT—7 T34 2D TACACS+FREIZOWTIL,  [ISE Device Administration
(TACACSH)] ZZML T ZEVY,

TN RABEE)—H 23—

[V—2 &% — (Work Center) | A == —IZi%, TXTOT A AFEX—UNEENTE
V. CiscoISEEFREDH—DIpR & LTHIELET, 272L, 22— — a2—F—ID 71—
T A NT =T TNRA A TIHNE Ry NT—=7 TNRARA Xy NT—F THNAL R T
N—T RFEB XL OFF A7 EOFT 3 AEBICHEA TIEWn_—U i, [EH
(Administration) [72 EDITED A =a—F T arhnb, T/ BATDHIENTEET, [T—
7% % — (WorkCenters) 1473 3 > i%, IELWTACACS+ 71 o ANE&E I, A A
= SN TWDLHRICORENTE T,

[7 /34 ZE B (Device Administration) | A == —(Z{&, WO A =a— F 7T aNEENT

WET, [MEE (Overview) ], [ID (Identities) ], [=—¥—1ID 7 /L —=" (Userldentity Groups) ].

[ZME8ID A v 7 (ExtID Stores) ]. [* v bV —2 U Y —2Z (Network Resources) ]. [ > b

T —27 TN A 7 )—7 (Network Device Groups) ], [R VU > —%F (Policy Elements) ]. [T

INA AEHR Y >—% > b (Device Admin Policy Sets) ], [V —  (Reports) ]33 LN [ERE
(Settings) o

TINA REEDRFRE

[T 34 AEBLO R (Device Administration Deployment) | -<— ([7—% > 42— (Work
Centers) 1> [T/34 RAEIE (Device Administration) ] > [#tZ (Overview) | > [ER
(Deployment) 4 &R) TiX, Cisco ISE HEEZ X [EBH (deployment) | &2 2 2 T4/ —
REZHT DL, TAA AEIVAT L — TR TEET,

[T /34 ZAE DR (Device Administration Deployment) ] ~<—121%, FEBIN® PSN 28 —'&
FoRENET, ZTHICE Y, BENOSE PSN TF A RV — X 2 E B AT 51

Frn1z2eE I


https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-68547
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FrqzgE |
B 7 zxegmtyo—tor

ENRMHIZRVET, WOA T a BB NT LT, < DOPSNIZKT BT /N1 REHL
P —EREBEENNA F—T M TEET,

AIoay £BA

72 L (None) F 7 H I N TIE, T AEHY— v 23T
RCD ) — RTEHZ /2> TWET,

FTRTORY —H— 2/ —F (All Policy | TXTD PSN TT A ZEFH Y — 22 H%)
Service Nodes) WCLET, 20T v araERTLE, #H
LW PSN (T /34 AEBRDT=DIZIBINE L5
ZCHBIMIZANCR Y £,

FEED 7 — K (Specific Nodes) JEBANO T XTOPSN % U A N LTW5 [ISE
/— K (ISENodes) 1 &7 v arnFrIh
£, T AEHF—E R &AM R =TI
TOHMLENRD D ) — REBRIRTEET,

\)

GE)  BEBEIC TACACS+ DT A B AN WGE, EiloA 7y aiiT 48— 02720 %
j‘o

[TACACSA— I (TACACS Ports) ] 7 4 —/L R T, & K4 DD TCPR— h &2~ XKV
TANTEET, FA— MEDOHIPHIL 1 ~ 65535 TJ, CiscolSE / — RBLOIZEDA ¥ —7 =
A AIHESNTZA— N TTACACS+HE R Z Y v AL LET, fRESINTZAR— MoV —E
ATHERAEINZNEIICTHZRERHY £7, 7 7 4/L D TACACS+ AR — MEIL 49 T,

[RAF (Save) 1227 VU v 27 35L, EHEMN[EE (Administration) 1>[ AT L (System) |>
[BRD Y Rk (Deployment Ligting) | 7 > KU THRESNZ /— RERBEET,

TNAREER)—+y k

Z@ﬁ@ﬂ_‘g J— v b uuuiE/l/‘—/I/ T‘_7/I/i)iUuq:T/I/’—/l/ T — 7/1/75)%52 ) ij— utD\%IE
=)L T —T VL, Y NT—7 TR ZAOFER TR T 7 g U ERERT A —HO )L —
IBEENTNET,

FFAL—L T — T E, KRB E VR A BT )V E RET D 2 DI ELRRE E O ARG R A 3N
THIODO—HEDL—LPNEENTWET, &iFaL—/d, #8575 L9 Ir—ic—%7
HUENHDH 1 DL EOEEL FFa T a v A 2T A8 IREN S —EHDa~v 2 K
Ty b, BEXWELRIEZIY 2L P77 LVTREBRESNET, KL—L T — 7/1/ X, FFED
WOV — 1% PEETLOIMEATELHNR) —R"H0 | 2 O5E, T —7 1
IR 7RIS E R S vk T,

\)

G¥) TACACS + CHAP 7 7 b3 v REGEIZ Y AR — F S TWEH A,

. TINA REE



| #razEm

Fiiq 288E) o— v ot |

Taxy = U ARY—ty ML, B-O@BBRINTZT Xy =T U ARG ENRT
WET, RV —ky bRZOE—RFTHLIHAE. | BUEOYE— ¥ — —E
ROMHBIZHEAHSNET (272, a—HATHU T 4o TR Taxy v —r VA TRES
NTWBLEERHY ET) .

TNAREER) O— v FOER

ATy I

ATy T2

ATv73
RTvT4

TN ZERRY — 1y PEERT DI, ROFIRZFATLET,

4RO HREIIC

s [V—2 &> % — (Work Centers) |>[7 /XA A& B (Device Administration) > [
(Overview) 1>[JEB (Deployment) 17 « > KT, T /34 ZAEELH TACACS+ #EIZ%f
LTHMCR> TN 2B LET,

e ARV =l E/pa—Y— 1D V' —7 (7= & ZIX. System Admin, Helpdesk) M 1ERL &
NTWLZ EZERALET, ([V—2 ¥ — (WorkCenters) ]>[7 /31 A& E (Device
Administration) ]>[~—%—1ID 7 /L—=" (UserIdentity Groups) ]-*— Y Zi&N) A L /3—
a—H— (Fo& z2E, ABC, XYZ) BHIET 27N —7IZH D JTHNTND I & 2 HER
LET, ([P—2t>2— (Work Centers) |>[7 /31 A& H (Device Administration) ]
>[ID (Identities) ]>[=—H— (Users) ] 7V 1 > K %&3&iR)

« WERPSMEIRT NA AT TACACS BREZITWET, (7734 A3 Cisco ISE (227 = U %17
NWRT WK YIZT D, [P—Y 2% — (Work Centers) |>[7 /31 A& H (Device
Administration) ]>[® > kU —2 U Y —2Z (Network Resources) |>[f v NV —27F /31
A (Network Devices) ]> [N (Add) ]>[TACACS i&iEi%E (TACACS Authentication
Settings) | F = v 7 R v 7 ZRA F—T /LT, TACACS 3 L OF A 2D A Fks 73—
272> TWVWET)

cTNARBZAT e alr—2 g ISRy MU= TN A T AT RER ST
WHZ EEMmERLET, ((V—27tr%— (Work Centers) |>[7 /XA A& B (Device
Administration) ]>[® > kU —2 U Y —2Z (Network Resources) |>[R v hTU—2F /A
AT —7" (Network Device Groups) | 7 A > K7)

[7—9 22— (Work Centers) |> [T /34 REHE (Device Administration) ]>[7T/34 REER) > —
+w k (Device Admin Policy Sets) ] # 3R L £,

WTNDITO [T 7 2 a v (Actions) 151026, ET A 2227 Vv 7 L, RRy XU A=a—
Mo, BEISELT, AL TV a Vv ERFERA T a v OnTRe IR L TH LAY v— kY
FEFRALET,

[RY T — v b (Policy Sets) | 7 — 7 /MZH LVTHRREINET,

RY— -ty FOARTERHAEZ AT LET,

MBS U T, [P st Tnsd 7 e kan/$—3—JlEfF (Allowed Protocols/Server Sequence) 5175
+) HFEZ7 Vv 7 L, ROWTINEERLET,

a) FLWFFRTEh b7 m b a/L%ER (Create a New Allowed Protocol)

TINA REE .
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B 7 xemRys— vy roKR

ATy Th
ATvT6

ATy 17
ATvT8

ATvT9

ATv710
ATy TN

ATvT12

b) TACACS % —/ —IJlE/¥ % {ER (Create a TACACS Server Sequence)

[ (Conditions) %16, (H) fmxd27 Uy 27 LET,

[§:fEA & A (Conditions Studio) ] ~X— ¥ THEAREMHAER L ET, [=7 « ¥ (Editor) B2 > a v
T, [Z7 Vw7 LCEM%EBINdT 5 (Click ToAddan Attribute) 7% A bRy 7 2% 270 v 7 L, LB
T4 7 vaFUEEit (72 & 21X, Device-Location Equals Europe) % R L E£ 9,

TATZVEME[Z7Y v LTEMEZBINT S (Click ToAdd An Attribute) |7 %A R Ry 7 ZIZ KT »
J 7R Fay 7 T&EET,

EH (Use) 1227V v 7 LET,

[ (View) 18IS, > 227 U w7 LTIRTORY —ty hOFEMIIT 7 AL, &BiEB X OFF
AARY =R Y —Hilsh R L £ T,

WBEARERREAR U 2 — 2Bk L £ 9 (72 & 2L, RuleName: ATN Internal Users, Conditions: DEVICE:Location
EQUALS Location #All Locations#Europe : Z DAY v —i%, d—a v SNIZHDHT A AZOHL—EH L F
) .

[fRTF (Save) 1227 Vw7 LET,

WBLTRFFRI AR Y v — 2R L £ 7,

i1 L—/4 ¢ Sys Admin_rule, 5:fF : if SysAdmin and TACACS User Equals ABC then cmd_Sys Admin
AND Profile priv 8, ZOfFIT, KU —iF=z—%—4 ABC D> AT LEHEZRAE L, HESN=2
VU FOETEFA L, FEL~L 8 2D Y TE,

512 . —)L4 : HelpDesk AND TACACS User EQUALS XYZ then cmd_HDesk show AND cmd_HDesk ping
AND Profile priv_ 1, ZOfFIT, AU v —iFa—%F—4 XYZ DU AT AEHFEZRE L, REShi-=
v ROFETZFHAL, FHELV-VL 1 280 4 TET,

LFLOHIT,

« 2~< > RE v b emd Sys Admin & emd HDesk (%, [V —72 & % — (Work Centers) |>[7 /31 A&
I (Device Administration) ]> [V 3 —35 (Policy Elements) ]> [f55 (Results) ]>[TACACS =
~ Kt b (TACACS Command Sets) ]>[EN (Add) 17«4 > RU CTERSHET,

* TACACS 7'&1 7 7 A JL Profile_ Priv_1 & Profile priv 8 X, [V —7 &> % — (Work Centers) ]>[7 /\
A4 AE L (Device Administration) ]>[ U 2 —33% (Policy Elements) ]>[f&5# (Results) ]>[TACACS
7'm 7 7 AL (TACACS Profiles) 1> [iIBfl (Add) ]V 1> FU TR S ET,

GE)  FEREBLOEFRARY o—THAINASEMH T, T34 AP 7 KLU ABMEIZ IPv4 £ 7213 IPv6 D
H—7 FLA&ZBMTE X1,

[PRTF (Save) 1227 VU v 7 LET,

B 7 zEE



| 71314258
Tacacs: Rifse & tamE |

TACACS+ FREEERE & HEWE

WDFETIE, Xy FT—27F 34 ZADTACACSHIRA AR ET AT OIHEHTE 5[ Ry hU—
7 734 A (Network Devices) ] 74 > R DT 4 —/L FIZOWTHBHALET, /5 — 3
v RAFRD EFEY T,

« (Fy bT—T TRALZADEE) [T—P2H— (Work Centers) |>[T/3/ R EHE
(DeviceAdministration) ]>[#v kT —% 1)V —2X (Network Resources) |>[#v kT —
2 T34 X (Network Devices) ] >[iBi0 (Add) ]>[TACACSERZIERE (TACACS
Authentication Settings) % &R L 7,

s (TT7HNVEDOTNRAZAOEE) [T—92 23— (Work Centers) 1> [T/\1 A EHE
(Device Administration) ]>[#w kT —% 1) Y —X (Network Resources) |>[T 7+ /L
FDT /314 X (Default Devices) 1>[TACACSFREEERE (TACACSAuthentication Settings) |
ERIRLUET, FBMICOWTEL, [T 74 FDOXRy NT—7 T REHK] BT

<TZEW,
TJ4—IL K% FHLEODAA KSA4
HEMWEZHE (Shared Secret) TACACS+ 712 I Lidf F—T7 DL X|Z

Xy NU—7 TARARZH DY THNETF
A NDOIXEFY|, 2—P—i%, Fy NTI—T F
NARZE > Ta—HF—LBLUOAT—F
DRFESINDANCT F A & ATTTH MR
bV FET, 22—V —PEHEWEEREZIERT
HET, EBERITESINET, THiIHsA
74—V R TELY FHA,

BIESNEEEWMENT O T4 T TT (Reired| VXA T A2 NIRRT 75 4 7B E10F
Shared Secret is Active) RENFET,

BELE (Retire) OB LK T T 2ROV ICFEIELE
T, [BELL (Retire) 1227 Vw7 35L, Ay
=Y Ry I ARFIREINET, [IFW
(Yes) 1E721E Wz (No) 1227V v 7T
TFET,

Frn1z2eE I


b_ISE_26_admin_guide_chapter10.pdf#nameddest=unique_393

TRAREE |
B tacacs: i L EwE

J4—ILF% FRLEDHTA KSA4

%Y DOEEIEEAR (Remaining Retired Period) (EOA =Ry 7 ZATHIW (Yes) 1%
R L 72 GBI O AR HAEE) kDT 57—
A UNATIRESINTZT 7 4V MERER
SNnEJ, [7—2t2F— (Work

Centers) 1> [T/ 31 REHE (Device
Administration) ]>[8%%E (Settings) ]> [t
E%%E (Connection Settings) 1>[T 74 /L tD
HEWZY Z2A4 7+ FEAR (Default Shared
Secret Retirement Period) ], 7 7 4/ MEIX
EESDHZENTEET,

Tk, HrLWEEEREE A TE,
W RV E SN B> TT 7
T4 T IREFITRY T,

#7T (End) (EoAyt®—Y Ry 7 2T TV (Yes) ]
RN UG AICORFIHFRE) U Z AT R
VMRS T L, WA RENK T LE

—é‘o
DUTNERE—FEAMICT S (Enable | Ry FT—27 T34 R L DFRTHTACACS+
Single Connect Mode) HEICH—0 TCP #kt 2+ 258104

WCLET, ROWVTNEFEITLET,

s [V —RAaF 34 A (Legacy Cisco
Devices) ]

o 721, [TACACS+ KT 7 harv 774
T VAT VGO R — |
(TACACS+ Draft Compliance Single
Connect Support) ], ¥ > 7 /VEERE— K
BT A =TT H L ISEIXTTRTO
TACACS+ ZERIZ % L CH LV TCP #2e
EEHLET,

P~ U —=TiE, ROBIEEZIATTE £,

cBEILHARI A B E LTHRET A2 LT @FIX 1 ~99 TF) . drWILHFREEFEL L,
FIFFIZHT LW AR ET D Z M TEET,

o BEIHARI TR B O E 2 TE £7,
« WIRREIIIC 22 AN BRI 2 3B R TE £
« BEILHIRI O T ETIR, WA REO L ZER TE £,

« IR DRNICEE LI A& T CEE 9 (8T (End) 1227V v 7 LTHhH [EEF
(Submit) 1 %7 Vw7 LET) .

. TINA REE



| Fiqzem
Friqzgm: wakyo—onz I

\)

()  [TACACS+ #BiEi% € (TACACS+ Authentication Settings) | 47> 3 27 7 AT 5|
X, [BEE (Administration) |>[#v T —% 1JY—X (Network Resources) |>[#v k
7 —4 584 A (Network Devices) ]>[BA (Add) ] 71> R E@RLET,

FNA REHE  FARY O~ DS

Cisco ISE FBEH X, TACACS+ a2~ Kty FEBLUNTACACS+ 7'r 7 7 A /v (R U —ifh
) ZHEHLT, 74 2AEHFIMESNLHERB LN a~ FEHIET 22N TEE
T R —IZRy NT—=I T NA REEHITEET DT, Th D AREMENH D B3I F
FIEEEOHDIRELENERINE T, TOIIBREENEAELEZGAIL. T35 AEHO
BAELVR— P2 LT, BEDa~ Y eI T LT A AEHEZBH 5 Z L TE X
R

TACACS+ T/N\f R EBEZHAI SN FIPS B X UVIEFIPS E— KD T O
k3L

AU —DREREAERR T 5 72D Cisco ISE BT 5 2 OFF Al SAVGRFET 7 k2L H—
AR £7, 7272 L, TACACS+ 7' 1 h 2/LIZi#EH T & %5 PAP/ASCII, CHAP B LW
MS-CHAPv1 72 & DFRGFE 7 1 k =L #— b 2%, RADIUS @ FIPS %) Cisco ISE 7 75 A 7 o
ATT A4 =T NN >TCET, TOMERE, FIPS xtji: (B (Administration) |>[Y R T
LERTE (System Settings) ] > [FIPSE— K (FIPSMode) ]) CiscoISE 777 A 7 > A Z&A#
LTWAEHEE, 71 ADOFEBHD IO D7 r hank [R1) — (Policy) 1>[RY
v —E#% (Policy Elements) | > [#8 (Results) |>[#aIdhTW5 70O a3l (Allowed
Protocols) ] 7 > RUTHNZITHZ LILTEEH A,

L7=Mo T, T8 ZAEFHR Y > —OfE T PAP/ASCII, CHAP 5 LU MS-CHAPvl 7’12 | =1
NERETHIZIX, FIPS E— REFHEFIPS E— RO ELLOEAL, [7—2 2% — (Work
Centers) |1>[T/34/ X EE (Device Administration) ]>[7R1) >—E% (Policy Elements) ] >
R (Results) 1> [#FAIENh TS F O kajL (Allowed Protocols) ] 7« > K icE 4%
VENRHY 9, FIPSE— REHEMNITHE, T 740 8 TS ZAFEHTHFAISNTZT 1 |
SVHREOLNMEATE T, ZDOA 7T 3 1F, RADIUS TldfEHATE £8 A,

TACACS+ O > K v k

awr RbEy Mi, TS RAEHENRFTTEDa~vr ROBESNZY A ME#EALET,

TN ZEHENL Y FU—7 T3 K L CTHEa~> RERITTH L. TOEBENZ
NHDa~y ROFITERAISIVTWNDNE D A HET HBIVE 2 Cisco ISE 11T 04
F9, ZiuE, a~wr FETELEENE T,

TINA REE .



FrqzgE |
B =~ rtvrorrnrn—reEmzn

ARy PDTAIL R H— FEERKRIR

A R IAUE avy FEOELLEDGIENBRY £97, CiscoISE X, a2~ K 74
(BR) 2%ETHL. WOSESERGETA~ U FEBRIUBIHEZLHEL £,

cUANKD—RBAERTHA L EHERA LT, BRNODa~v L REa~v Ry b A b
e shEa~wry REBAELET,

Bl : Sh?? E721% S*

« EHIFRH (regex) BAENRT LA L2EMFALT, ERNOBIHEa~ Ky b U A K
WHESNTBI B ERELET,

5] . Show interface[1-4] port[1-9]:tty*

AU R SAVELVTATUREY FDOYR FDO—E
gRahlza~r K74 02UV K- RBEXOEREHR 2 ELa~>y Ry hoU 2 K
B EE5HITE, ROFIEEZFEITLET,
1 avr PRy bOUVRMEREL, —HT2a~vr PR LET,
TAN RA— FRAETIEUTITRHF TSN TOET,
o RILF/NLFDOXRFN e L

sa<v Rty NAOa~<wy ROEEOXT%E 7] ICTE, ERankza~vr NZF
ETHMNERHLEBOLFI—HIELENTEET,

sa<w Rty NAOa<wy ROEEOXTE [*] [T, #FxREINT-a~wr RO
O EDOTFIT TR ENTEET,

R, BlzRLET,

ER av Rty bk —¥ Hil:L]

show show Y

show SHOW Y KT/ NCF-D X B
L

show Sh?? Y FEOXTFLE —EL
E3cR

show Sho?? N 29oH® 9] 1XTFETE
LWL EREL
E3CR

show S* Y ) IMEE DT
E—EHLET

show S*w Y M*] 13¢5 ThoJ
E—HLET

. TINA REE



| #razEm

waoa< F ey regor—ronz |

B3R avU Ry b — BLL]
show S*p N X Tpl i3S L
FHA

—F 5% a~ 2 FiZxf L, Cisco ISE IZ5|% & MEEL £9,

av Ry FOY XML, a5 Y FROAR=ZATREI LN/ —EDG AT £ T
b\\i‘é—O

] : Show interface[1-4] port[1-9]:tty.*
Zoawy RIZiE, 200558 H Y £9,
1. 51% 1 : interface[1-4]

2. 51%% 2 : port[1-9]:tty.*

RO m~ > R, 7y MIFERSNOMENEERNEF TERITSNET, 2+
¥ FERENOTNTOFIENERNOGIEIZ —ET 5L, Zoa~vy FEEIT &L T
HERBREINET, BERNOEBRRGIEIT T NTEAINL Z LIZEREL TS,

N

GE)

FIBUITERED Unix EFRRBAZHEA L ET,

BHOOT R EY FEEDIL—ILONIE

1.

3.

av U REy MZavwy REZDOFEEO—ENREENDLIEE. £ D—E) Deny Always

ThoH L, CiscolSEIZL»TEDa~y K& v MM Commandset-DenyAlways & L THEE

SIET,

a<y Kty NAO <> F—EHIZ Deny Always 2372 5A1E, Cisco ISE (35 D —E

ROMBHET, avr Pty MNOTATOa<wy FRIEFICF = v 7 LET,

1. IO Permit T 5354, CiscoISEIEZ D 2+ K v k% Commandset-Permit
LLTHELET,

2. EHIO—EN Deny Th 5354, Cisco ISE1LE D~ K > % Commandset-Deny
ELTHRELET,

CiscoISE (X, X TCha~vr Ky hapthLicdhe, avr FZ2ROL AT LE

‘d‘o

1. CiscoISE 23~ K& v k% Commandset-DenyAlways & L CHEE L7541, Cisco
ISElZZDa~vy REHEGLET,

2. Commandset-DenyAlways 2372 564, CiscoISE 1=~ F¥& v 2% Commandset-Permit
ThiuE, Toa~xr FafFafLEd, £ TRWEE, Toa~vr FaELR LET,

TINA REE .



FrqzgE |
B rncacsi o< ke rokR

Mg—DFIMNE, [A—E (Unmatched) | T = v 7R v 7 ANRF NI/ > TWBHET
—éqo

TACACS+ O< > k v FDERK

TACACS+a~v> Rty hORY v—fEREZFHL THRY v—t v FEEKRTHIZEE. ROTF
A 34T L £,

ATy T [V—7 B> ¥ — (Work Centers) ]>[7 /A A& H (Device Administration) ]> [ U v —%3E (Policy
Elements) > [#5%: (Results) ]>[TACACS =~ > Kt > kb (TACACS Command Sets) ] DJIEIZEIN L F
D

[7—9 24— (Work Centers) 1> [7T/\1 A& (Device Adminigtration) 1> [7T/\1 A EER! o —
+ v + (Device Admin Policy Sets) 14— CTACACS =~ Kt v haRETHZ &b TEET,

ATw T2 [T—U 1252 — (Work Centers) | > [T/ 1 RAEHE (Device Administration) ]>[T/3Af X EER > —
t k (Device Admin Policy Sets) ] X—Y CTACACS 2~ Kty NARETHI &b TEET,
ATv 73 EM (AdD) 1227V v7 LET,
ATy T4 LEiEHE AN LET,
ATy 75 B (Add) 1227 U v 27 LT, HROME, a~vr FRBIUOGIHEEE LET,
AT9 76 [ft5 (Grant) | Ky 7 XU T, LFOWTNNEBERIRTE E7,
o [FFA] (Permit) |: f8E Lo~y FEFAT 554G (72L& 21X, permit show, permit con* Argument
terminal 72 &)
s [#ES (Deny) |:fEELia~y FEEST A5G (72L& 21X, deny mtrace) .

s (IS (DenyAlways) |: oz~ Ky NTHFRIESNTWSa~vy Read—_"—J 4 R§54;
& (7= & %I, clear auditlogs) ,

G¥) [ft5 (Grant) ], [2~> F (Command) 13 LN [F# (Argument) | 7 1 —/v ROFEEHELC L
VWO LT 5I2E, 72varT7A4arvers )y s LET,

AT TT [FIZV A SR TCnWpnwa~y K& (Permit any command that is not listed below) | F = v 7 R 7 A
A AZLT, (45 (Grant) 15T [FFA] (Permit) ]. [E7S (Deny) ] F7-1% [#IZHES (Deny Always) |
ELTHRESNTW RV a~ Yy RBLUSIEEFTLET,

TACACS+ O 774 )L

TACACS+ 7' a7 7 A )Vid, T34 AEBREORNOa 74ty a b EH#EILET, By
Ta ik, e ORI, FRL, ERIT AT 4 v T OEREBRLEST, Xy NT—IF
IRA ZA~DE v g VIARATERIZE Y, Cisco ISEJSENRAELET, ZoS&EICiE, v b
U0 TNRARZEVIEIREIND =7 UNEENTWHWET, Ry FNT—7 FTA A2k,

. TINA REE



| #razEm

Tacacs+ 70771

vy va VHIMPICEITTE A a vy RBRIRENE T, T3 AEHT 7 A —E XD
AR =T, H—ov =z a7 7 AVBIMEHEDa~ Ry h2EDDZ &0
TZ %9, TACACS+ 7u 7 7 A VEFKIL. D2 OO R—x2 MBI LN TWET,

LB E X

o T}AZ NE M

[TACACS+ 7’11 7 7 A )b (TACACS+ Profiles) |V 4> K7 ([T—9® 2% — (Work
Centers) | >[T/3f REHE (Device Administration) ]>[7K') —Z3* (Policy Elements) ] >
[#E%R (Results) ]>[TACACS 7O 7 74 JL (TACACSProfiles) 1%%#{R) (2%, [F RV EMHE
(Task Attribute) ] E=— & [RAOE (Raw) | E2—D2 2Ot a—0"H0 9, i@y 27
T [2RVEME (Task Attribute) | Ea—Z2H L TANTE, HRAZ LEMET [ RV EME
(Task Attribute) ] B2 —FB X [FRULE (Raw) | = —TIERTE £,

[£@EZ XY (CommonTasks) | 7 vavafifT2L, HEBEIHEHINDI e 774 VG
PEZBINB L ORETEET, Z2IZEHFENLBIMEIL, TACACS+7'H1 haL RT 7 MEEET
ERINTBIETT, 72720, ZRHOMEIZ, o —E 200 DFEROFIMEH I 55
ANBHY 9, [# A7 )EME (Task Attribute) ] £ = —"CiX, CiscoISE FHLF LT /4 A EHH
WCEID Y TONDOHERERETESET, —RNRZ AT DX A TITRO LB T,

« Shell

« WLC

* Nexus

« LA (Generic)

[hRE LEM (CustomAttributes) |27 v a v 2RI DL, BMOBMELZRETEET,
[#BZRXY (CommonTasks) | &7 v a U TSN TWRWEMED Y X M bigftanE .,
KERIT. BEA. BERSVATHIMEETH I NOREE., BLOBEEOME TR S LT
i—a_o

\}

() TACACSXIt® v b T —27 T34 Z21E, ARl24HOX 27 @itz EFRTEET, 24 %
2427 EMEEER LGS, WTINOEMED TACACS XISk y U —27 T /34 A
I E SN ER A,

[RULE (Raw) | B =—TlL, B4 L ZDOMHEOMIZES (=) 2L TRAEREEZ AT
LI ENTE, MAREORBMZ, B4 LZOEOMICT 22 27 (%) AL TASTE
F7, [RUOE (Raw) | B a—t 7> a » TANLEREREZR [2 XV EH (Task Attribute) ]
Ea—0 [ARZLEM (Custom Attributes) | £ 7 & a VKBS L, ZOH S FEIERTT,
[RAOE (Raw) |Ea—kT T aid, 7V vy 7R —FhoEEY AN (& ZIE, o5
DM A R) % CiscoISEICa =T R—ZX b 570 bliENnNEdT, B AZ LG
MeiZ, VAL =R L TERTEFET,

TINA REE .



FrqzgE |
B tacacs: Joo 74 Lot

TACACS+ 7O 7 7 A ILDYERK
TACACS+ 7' 7 7 A WEAERR T D121, RO FIREZEITLET,

ATy T [V—7 v Z— (Work Centers) ]>[7 /3 A& FL (Device Administration) ]>[R Y v —5FH# (Policy
Elements) 1> [f5%: (Results) ]>[TACACS 7’1 7 7 A /L (TACACS Profiles) | DNEIZEIR L 7,

[7—2 24— (Work Centers) |>[7T/34 REHE (Device Administration) 1> [T/3f ABEER o —
+ v + (Device Admin Policy Sets) ] ~¥—Y CTACACS =~ Kt v haRETHZ b TEET,

ATy 72 B (Add) 1227V 27 LET,

AT v T3 [TACACSZ 17 7 A /L (TACACS Profile) | &7 L a T, ZuiEtHiWHE A LET,

ATw T4 [Z A7 @MY 22— (Task Attribute View) | % 7 C, SEREBA R 2R L ET, @y 27 &kE (14
N=y) RX=UEZRLTIEIN,

AT9 TS [Z AT EME 22— (Task Attribute View) ] % 7D [ A X LJ&ME (Custom Attributes) | &2 32 > C, [1B
i (Add) 127V v 7 LCoEBREEZATILET,

BRI RAVERTE

W@ AT OFEY 4 R EFERTHIZIE, [T—U 2% — (WorkCenters) [>[T/31( X
&1 (Device Administration) 1> [7R1) —E% (Policy Elements) ] > [#&8R (Results) ]>
[TACACS 7H 77 4 JL (TACACSProfiles) |>[&M (Add) | I8 LEd. A7 % 2
7 H A 7%, Shell, WLC. Nexus 3 & O Generic T,

Shell
WDA T 3 1%, Cisco ISE DEHE N T NA ZADOEHEMEREZZRET DDA TE £
—§—O
73y £ EA
T 7+ v N OEBR (Default Privilege) ¥ VBRI DT N, AEBE DT 7 4V kD
(A D) R L~V A =T AT LET,
WROF T a rONTNNEZEIRLET,
« 0~ 15 OFHADEZZEIR L £7,
« MR ID A M7 RPEZ IR L £
I KHERR (Maximum Privilege) 42— T ILERIED B RHER L~V A 50T L

F£9, 0~ 15 OHFAOMEZRINTX E T,

TRy ka—L ) A~ (AccessControl | ASCII SCF4 (1-251%) F£7/-13MERID A b

List) At N =
HEijz~ > F (Auto Command) ASCII 375 (1-248%) F 7213432 ID A b
TIEMEEEIRL £,

| AR
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ISTECEE |

TF7oay

B

T A/ —772 L (No Escape)

TR —T LTI, ROWT O A T 3
UEBERLET,

e [IFXV (True) ]: = A7 —7Fh1EEA2hIC
THZEEBRELET,

e[V z (False) |: = A —TBhiEAF%)
WZL72WnWZ EEBELET,

e MEE/2ID A MY EMEARIRL £97,

XA 257 7~ (Timeout)

0~ 9999 OEPHDME E /- IIME/RID A T
BRI L ET,

7 A ROVERRE] (Idle Time)

0~ 9999 OFFHDMEE /2 ITHE/RID A N T
BAEBINLET,

WLC

WDA T a %, CiscolSE DEHENT NA ZEHEICLDOIWLC T 7V r—va DX
DT I AEHIEHT DA TEET, WLC T 7V r—v a3 VRO Z T REEN
¥ : [WLAN], [Z2> hue—% (Controller) ]. [VA ¥ L A (Wireless) ]. [EXx =V T «
(Security) ], [®&E! (Management) | B L O[22~ K (Commands) ],

AITay

i

T_T (Al

TNRA ADEHEITTXTOWLCT 7'V & —
arDETIIT I EATEET,

£ =4 — (Monitor)

FR AEHEEIIWLC T P r—a DX
T~DFHBHBIOEHT 7 AMEEEDLE T,

= B — (Lobby) TN AERFVIIRE S TZ5E E OHERR D I
BRI ET,
7 F RS ZEBENIIRDOTF = v IR 7 A
Cisco ISE EHEANF = v 7 LTI2XTICT /&
ZCxEF : [WLAN]. [ ho—3
(Controller) ]. [VA ¥ 1L A (Wireless) ]. [t
X2 UT 1 (Security) ], [EEHE
(Management) | B LN [~ R
(Commands) ],
Nexus

WDF 7 g %, CiscoISE DEFFLE T SN ZEFLHIZ L 5 CiscoNexus A1 v F~DT 7

TREHIET DO TEET,

TINA REE .



FrqzgE |

B o0 SR FEEFET B HDATUESA L A VAT IA RADT I £

AT ay

B

BIEDRE

Cisco ISE DEBEH X, LR EITMHEE LT
— R 7R B A2 X o THEK S LT Nexus B
MERECTEET,

Iy hU—27 m—)u

Nexus 7% Cisco ISE Z i ] L TREGET 5 & 9 12
WESND &, T ZFEEIL, T 741
NGk, AR BT 7 AR £,

TR AEREIL, INb0oa—1OWnTi
MDZEYBTHZENRTEET, K —/T
PR SN EEERLET,

«[72L (None) ]: MEFRIZH Y ¥ A,
o [A~L—% (Operator) ] (FEAHLY &

) 1 BENX-0S T /31 A~DFER IR FHE I
BT 72 2EE2FFHET,

« [&F#E  (Administrator) | (FEARELY /E X
IAF) T BANX-OS T /31 ASDSERTR G
HEY [EEIABRT 7w AMEFFLET,

RABFANAL 2 arTFF A~ (VDC)

[72L (None) ]: #E[RIZHV FH A,

[A4 L —% (Operator) | (FeAH Y BLH)
VDC ~DRE S FLIzfi AR 7 7 & A

[&EEE (Administrator) | (FEAHL D /EEA
77) : VDC~ORIE STz FEA IR Y /5 & 1A
T A

NA

Cisco ISE FEEH 1L, — RN X AT TR TE WA X LM ERET 247V a v %

EMAL X,

AFX—TILINRT—FEEETEHEHDIATRIM4 Y

A 23— A ARANDT7 O 1R

AF—=T NIRRT — R LES 51203, ROFIRZFETLET,

1R BHHIIZ

—H DA~y FIIFEE— NS TONET, LEn->T, 710 2ADFEHENZOE—

FICRRRES N TV D L X LETTE £ A,

. TINA REE



| #razEm
tacacs: o n— Lz i

EDTINA ZADEREINFHEET — RICAA I ETDHERT, T35 AT A 32— 7wm£&
A 7 HEEF LET, CiscoISE I, Z DRI A R —T NWVERGEY A 7 ZRGET D 1= I12ZhD A
F—T N RAT— REVR—KLET, BlOALRT—T) AT — RET A AOEEENRH

HID A R TIZRRESN TV D E XIS ET, SMBID A F 7 L ORGFETIE, A L/NA
U— RKPR@Eoa A4 AR L TEHINET,

ATy Tl A vFicunrs/A4 o LET,
ATY T2 Enter L TROT a7 e LET,

Switch>

ATFYT3 ROavw s FEFETLT, A RF—T N RNAT—FERELET,

Switch> enable

Password: (Press Enter to leave the password blank.)

Enter Old Password: (Enter the old password.)

Enter New Password: (Enter the new password.)

Enter New Password Confirmation: (Confirm the new password.)

GE)  RNRU—=ROFHHENR e 7 A v RAT—=RBIUOA 32—/ RAT— RICREINL TN DY
By NAU— RREE S NZRHBIFANICERE IR0 e 2—F =7 oo MIEICRY
3, Cisco ISE 7% TACACS+ #—/3— & LTHRL S L, Ry bV =27 T3 2T [NA NREHH)
{29 % (Enable Bypass) ] 47> a UBRESINTWDHEHE, CLING (telnethEE“C) A=
IV IRAT — REERTEXEHA, NE2—V —0 enable S AU — REZEHEI 5|21k, [EFH
(Administration) ]>[ID &2 (Identity Management) ]>[ID (Identities) ]>[=—%— (Users) ]
BEIRL ET,

TACACS+ M- O —/\)LERTE

TACACS+ D7 0 — 7 )VFREEAT 5 12iE, ROTFIEEZFEITLFET,

ATy 1 [T—9U 22— (Work Centers) |>[T/34 RAEHE (Device Administration) ]>[E%E (Settings) ] Zi&R
L/iﬁ‘o

[#5fcax € (Connection Settings) | ¥ 7 C, MHT 4 — IV RDOT 7 4 )V MEEZEETEET,

« [fAE¥ ¥ v 2 ¥ A L7 7 b (Authorization cache timeout) ] 7 4 —/L KT, Wl — Y — D EDE
P % A DR HEEZJ?H# v v a b T DO FREATRERFH (TTL) OEZRETEET, Fv v
vaflb S EMEIziE, = —Y—4 &, UserGroup 72 EF D2 —H—EHEDEENEENET, ZDX
I 7B, [V AT LB (System Administration) ] > [fXiE (Configuration) 1>[7 4 7 > a7+ Y

(Dictionaries) ]>[ID (Identity) ]>[PN#l=—%"— (Internal Users) ] TERR L E9, T 7 4/ MEIX
0Td, DEY, FBREF v v v a NEHITR->THET,

« BE—#Egi O R — K (Single Connect Support) : ¥ 7 LT — R 8hc+ 5 & ISEIZT_TO
TACACS+ ZLRIZKF L TH LW TCP #3fe 2 L £77,

TINA REE .



FrqzgE |

. Cisco Secure ACS 5 5 Cisco ISE ~DT— 4 84T

RATY T2 [NAU— REFTHIHH (Password Change Control) | % 7 C, /XA T — RO H % TACACS+ %4 L CFFa[§

ATvT3

ATy T4

HME D DEHET DDICBERT 4=V FEERLET,

[Telnet/ XA U — RETE ZHNZT 5 (Enable Telnet Change Password) [ E7 a7 a7 M, ZOF
Ty a UREBERSNTOLHEICOZAHD T, BRSNTORWEAIE, [Telnet’/SA U — NAH 2 75
129 % (Disable Telnet Change Password) | D7’ 1 > 7 RISHEHNZ/R D £5, NAU— K Fa o7 MNET
THAZ A XARET, MBS TERTEET,

[/NATU— KRRV —iEK A vE— (Password Policy Violation Message) | 7 4 —/L RIZ, FH LV WIA T —
ROEESNTEEE B L 2WEEIC, N — =R E LAV —RICE LT — A v t—
HFRRTEET,

[EyvardF—nFE YT (Session Key Assignment) | ¥ 7 T, v 3 12 TACACS+ ER%E U 73
DIZOITHERT 4 — )V FEFIRL 7,

tyvaryFx—if, ATV INODAAAERE) T HLDIE=H—V T ) — NIk T
AEhEd, 74/ FFETIE, [NAST FL A2 (NAS-Address) ]. [A—F (Port) ]. [VE—FT FL
A (Remote-Address) ], BEL N [—H— (User) | 7 1 —/V RBRFEIZ/e > TWET,

[PR1F (Save) 122 U w7 LET,

ErEYY
TACACS+ FBRERR T & L E (7 =)

Cisco Secure ACS /5 Cisco ISE ~DT—3 4T

BATY —VEEH LT, ACSSSUBENGT —2 %A AR—FL, TXTOXY NU—27 TN
A RIZT 7 4/ O TACACS+ E R ETCEET, [T—U 22— (Work Centers) 1>[7T
NA REE (DeviceAdministration) ]>[#t& (Overview) 1 IZBE) L T, [YEfH (Prepare) 1t
J72arv’T, [V MU= TOX 7 a— K Web~— (Download Software Webpage) | % 7
Vo2 LTBATY—NVEXra—RLET, V—/b%&PCIZMRTAF L, [migTool] 7 4 /L XD
migration.bat 7 7 A LA FEIT L, BT e AZBMG L £, BITICBET 25OV T,
BEFEWD/I—T 3 D Cisco ISE @ [Migration Guide] ZZH L T 72X,

TNNAREEBTIVTAETADE=F—

ATvT1

CiscoISE TlX, TACACS+ TEREINTETNAAADT T 427 FiF, FAl. BL =
2 RT T 4 o TICETAERESIRTE S, SEIERLA— MBIV 73Rt X
NET., v Ty FEFIIAF P a— N R—ATINLD L R— FaETTEET,

[7—2 2% — (Work Centers) |>[7T/34/ REE (Device Administration) ]>[L7R— k (Reports) ]>
[ISELR— bk (ISE Reports) | DIEICEIRN L 9,

F72. [#81F (Operations) |>[LR—F (Reports) ]>[ISELR—F (ISEReports) | X—Y TLAR— %
RBRTHZEHLTEET,

. TINA REE
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acacs 51704 |

ATY T2 [LAR—F L2 # (Report Selector) ] T, [T /31 A& H (Device Administration) ] % EBH L. [Eh AIEAE 22
(Authentication Summary) ]. [TACACS 77 v > 7 4> 7 (TACACS Accounting) ]. [TACACS #&;
(TACACS Authentication) ]. [TACACS # 7] (TACACS Authorization) ]. [TACACS 2~ R 7 AU T 4
> 7" (TACACS Command Accounting) ], [REXOEEHBI EAL N OFEFE (Top N Authentication by Failure
Reason) ], [y T —27 T34 Al J:u N OFRFE (Top N Authentication by Network Device) ], [=—H%—
B _EAL N OFEFE (Top N Authentication by User) ] VAR— b & F R LET,

ATV T3 LAR—FERIRL, [7 4% (Filters) ] Kay 77Xy VA NEERALT, MRBETHT—FE2RINLE
‘/Jﬂo

ATV T4 T—2EFRT 5 [FEHFHPH (Time Range) ] Z8 R L £ 7,
ATv 5 [FT Run) 1227V v 7 LET,

TACACS 54 J A%

ROFTIL, TACACS+ AAA DFff A K "7 5 [TACACS 7 A 7 12 (TACACS Live Logs) ]
TAYRUDT7 4=V RIZOWTHBHLET, 20—V ~DFEF—2 3 023, RO &
BY TT, [#B1E (Operations) |>[TACACS|>[54 7 RA4% (LiveLogs) |Z&ENL E7,
TACACS 74 7 v 7L 7 74~ VU PAN IZIF CERRENET,

R 1:TACACS 517 0%

J4—ILF4& FRLEODATA KSA4Y

4B (Generated Time) BrEDA N " MY =Sz s i
W, syslog DAERCHRFAZ R L E T,

AJICiEEFSNzBFZl (Logged Time) syslog W E=F—U F ) — RiZ& - THLE
S, RFESNTERFAZRLEST, 20U T
DIIMETE, BRI 52 L3 TEEE
Mo

N
Ji
I

2R PORED RN/ R AR R LET, OB T AT
WZATY, BIRRERT 52 LI TEEH A,

%’%@ TRGENRII L= L &R LET, R
Y nLT:ZJ)%E& L7=Z & &R Li?‘

M (Details) EHE?‘?% araz Yy 45 BRLE
RAE TV A E RYALF T L, FElIE®RE
MR TEHVLVAR—FRFEREINETS, ZDH
T DFIMATY, BRERT 22 L3 TEE
NEWVS

v 3% — (Session Key) ISEICL > TRy hT—7 T34 RIS
% (EAP ORI A vt —F - 1ZEAP D KA
AvE—VIIHD) Eyiary F—%RLE
j—o

TINA REE .
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7 2EE |

J4—ILF4&

EREDHA RZA4 Y

A—#H—%& (Username)

TNA RAEBREOL—Y—LZ %R LET, Z
DA T KFMATT, BNEERT S Z &1L T
TEHA,

247 (Type)

[FZFE (Authentication) |3 XU [&RE

(Authorization) ] D 2 SN X A F THEK S
F9, WEE, AR, EEFE G2 EBEIT
K Llca—Y—4E2RR-LET, ZOVT
LIMATY, BIRRT 52 LIXTEEH
Mo

FBEEAR1) 2 — (Authentication policy)

B OFEEICER SN TWDBRY o —D4Hi
BFRRLET,

EFAI7R 1) & — (Authorization Policy)

BEOHFIZBINENTWARY > —D4|i
FFRRLET,

ISE/ — F (ISE Node)

T ABERPUE S5 ISE / — KDL H
FERLET,

v b T—%5F/84 X% (Network Device
Name)

X NU—27 FNL ZAD4FERLET,

vy kJ—%4 FTiiL X IP (Network Device
IP)

TR RAEREMH T DRy U= TS
ADIPT RLAZRLET,

2y hT—9 FINA R F)L—TF (Network
Device Groups)

Fy NT =0 F R ARET DHRIET D F
KO —27 FNRA R N—T DL EFR R LE
j—o

TINA XA A T (Device Type)

BB Xy NT—7 TRAAMDLDT 78R
BOROWBLIFER INDT ANA A XA TR
—%RLET,

Fr7EH#h (Location)

2y NT—TFARAL ZANEDT 7' AERD
WEICER SN o r—v g o _—2ADR)Y
v—%FRLET,

T34 R ;R— bk (Device Port)

70 AERITOND F A ADH— M
BERLET,

LD ER (Failure Reason)

Xy NT—=7 TARAL A K> T TONET 7
T ARAEREZBES LB EZ R LET,

IJE— bk 7 FL X (Remote Address)

T RAT—va rE—RIGHEINTHIPT R
LA, MACT FL A, E73ZOMOILED
N ERLET,

| AR
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acacs 51704 |

J4—ILF4&

EREDHA RZA4 Y

—¥%Lf-av>r Kty + (Matched Command
Set)

MatchedCommandSet JEMAENTFET 5613
Z D& # 7~ L, MatchedCommandSet J& &
MZEDYE . ETITEME B RN syslog [ZFF-1E
LW RIIZEDEERR L E T,

LI )LFaT74IL (Shdl Profile)

Xy NU—2 FRLATavy REFETT5
Te O DT A AEBE AT G S VTR 2 7R
Ljﬁj—o

[TACACS 7 A 712 (TACACS Live Logs) |V 1> KU T, ROFIRZFEITTEET,
« 7 —2% % CSV £/2IZPDF 7 7 A MEA T 7 AR —FLET,
o BYRICHEASWTHI Z RN E TITIEERRIZLE T,
B ETNIIAZ LT A NEEERALCT 2527 4 NZ Y 7 LET, B CHEAT D

DILT A NEERIGFETHZEHLTEET,

SIDONEFZEF LY SOEZ#E L E7,

SO E Y —FLET,

GE)

DDA v RFFART, 2 PBEE LTRESHET,

TINA REE .
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B weacssony

. TINA REE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



