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mac osx 8,
mac osx 9
Gatekeeper 10.9.5 Apple Inc. </ =7 | Windows 8 64 |3
bk t'> b, mac
osx 10.10
V7 N TE|23 Apple Inc. Ny FE P | Windows 7 64 |5
Fen E'> k| mac
osx 10.10,
mac osx 8,
mac osx 9

. BEAMEEY FTYT



| &4ty b7y 7

n—ruz7 gyvak—r |

SR |58

6 EZO[ZOY 7 =T THATSH=Y KA >~ (Endpoints With This Software) ]
x>y RRA Y "2 27 1) v 27 LT, Mac7 RL A, NADIP 7 FL A, NAD R—
KN ID/SSID. IPv4 7 KL R EDx=y RiRA v FNOFEMEF R LET,

7 TIY =2 ay DA T IAT YA EREERT Ik, 7Y r— s
VB, [RY > — T 273 a (Policy Actions) | K2 7 &7 U A Kb
(77U r—vary ar7IA47 o AOVER (Create App Compliance) ] 472 3
ZERLET,

N—F2z7 ZyaR—F

[T %A Mo (context visibility) ] D FD [ KA > F ~~— KK =7 (endpoint
hardware) | % 7%, BRI FARA > b =R =T A X2 hUIEREZIUE, 50T,
BLOVR—=FT2DIHELHET, AFVEREDNNSNT Y FRA 2 FOKRHPL, =2 FR
A2 FDOBIOSET VIN—V 3 O E, EREANET HZ N TEET, ZNDLDORER
IZHEASNWT, ATV RBEZEOLEZY, BIOS A=V a v 27 v 77 L— 452 0N Ta %
T Ty FOWAZFETLHENC, BHEZFHMET 22 N TEET, U YV — R E kI A H
THIENRTEET, EVa—NVEA L AP—NLEYVZU RRA L RV ENTH LA
<, ZOERENETEET, BHTDEE, Ty bOTA 7V A 7 NV ERMOICERTE £
R

[IYTHFRX FOAIRME (Context Visibility) >[I F7/RA >k (Endpoints) ]>[/\— Kz
7 (Hardware) | ~X—i2i%, & (Manufacturers) | B L O[T KRR A > MMEAH=R

(Endpoint Utilizations) | ¥ v = b v "RERINET, TNOHOX v =2 by ME, BIRE
NIe 7 4 NS ERZ KL ET, [iEE (Manufacturers) ] 4 > ¥ = by MIIE,
Windows 38 L U'Mac OS Ml SN/ RaiRA & b DAN— R T =7 A X2 b U OFFMlNER
RINFET, [=r RARA » MEMASE (Endpoint Utilizations) ] % > ¥ = Ly MIIEL, =2 KR
A FDOCPU, AFYV, BIOT 4 AZFEMRBFIRSNET, 3504 T v a rOnFiun
BRINT 5 & FIHEE - TV TERTEET,

* [CPU fEFH=R n% %8 2 57 731 A (Devices With Over n% CPU Usage) ]
s [AEVFEMHEDN % 22 5T /31 A (Devices With Over n% Memory Usage) |

[T 4 AVHEHEDN n% #B X HT 31 A (Devices With Over n% Disk Usage) ]

)

CE) N—Fo=zT7 X ) FT—=2%, ISEGUILIZE RTINS E TIZ 120 D0 4,

N=RU =T A X2 b F=2E RAF ¢ ML JOFEERLORIEIC OV TIEE S
nET,

EXWEEY FTYT .



BAMLEEY b7 YT |
B o7 5usamk—r

A\

GE) o [N— R =7 OFEME (Hardware Visibility) [X—Y D27 A v 7 7 4 L ZITiE, 3 X
FLUEANTHMERSY ET, 747 74V FEZNROITHEIESE DI, X
FOANNBIMD T T LBEDT 4N E %0 ) v 7D HEVHY £7,

cROFIEAN— R Y = 7B LIRSV 7 A L5 ) 2 P DB SN T
O, —EHOH T ARMITT L —FRSNTHET,

ARV —TFT 4 T VAT LADT 4 F I, [iESL (Manufacturers) ] — RMZD A
HEHShET, 2t RORITITEEL A,

TV RBA Y b EFOEEBRINTINBT AL 2D — R = T BRI CEREINE T,
RDON—RU =T J@ENFTRINET,

«MAC 7 R L%

« BIOS #3&e
«BIOS ' U 7 V&S

* BIOS €7 /L

o« PEfCT A A

« CPU 4

« CPU 3 (GHz)

« CPU MR (%)

T

« Tty

« AEY HA X (GB)

« AEVMHAE (%)

« N T 4 A7 OEFHY A X (GB)
c N T 4 27 DEF7 Y — A X (GB)
c NET 4 27 OEFHERE (%)
« WEBT 1 A7

* NAD A— k ID

« AT —H R

c Ry U= TS RS

« 2

. BEAMEEY FTYT



| &4ty b7y 7
Ayialbwyb .

« UDID
«[Pvd 7 RL X
o 2—F—4

¢ RA R R— LA

cOS H A7

o« B ZREIE

e RRA VN Ta 7y AL
« Wi

s T RRA U ZAT
«ID 7 N—"7

o Bk H

«ID A T

SBR[ T T 7 AL

TV RARA ¥ MTHIGT D [BE5 T 7314 A (Attached Devices) |FIDFEEE 7 UV v 735 L, Bl
T RARA V MO ENTWD USB T340 AD&4H, 73V, filgEx, 2407, @
ID, BLXORUZF—ID #FK R TEET,

Y

G¥) CiscoISE 137 ATV bDODVAT LDON— Ry xzT e 7o 77407 LETHRN,
CiscoISER T 77 A U T LIWA— R =T BENNS ODFHET 22 L3V %
T, INHDONAN—Ry=TEMHX, —Fo=T7 273X hOn4EM: (Hardware Context
Visibility) ] ~S—VICFRRENRND LR Y ET,

N=FT =T A X2 b T2 OERIE, [EE (Administration) ]> [ AT A
(System) ]>[E’RTE (Settings) |>["RRF+ (Posture) |>[£fZXE (General Settings) | ~<—
UTHETEET, T 74N FOMIRILS 5T,

FAyalbwy bk
WDA A—=UF, Xoaly hOFHITY,

| EXWEEY FTYT .



BEAmnty b7y 7 |

. HFyialbwy bk

£ AUTHENTICATIONS © OO0 O X

Identity Store | Identity Group | Meowork Device | Failure Reason

sns_ad: [0.07%]

inter_.oints: [0.14%] |

denyaccess: [0L16%] ‘ ___inter.__usars: [60.17%]

guest users: [0.5%]

o”

L sonate-ad: [38.97%)]

i NETWORK DEVICES @ g e

Device Name Type Location
{(1)—
' ® defau...evice: [85.13%]

® tc-nac: [12.59%)]

® nad: [1.99%]

@_, other: [<1%)]

1L U4 RUBRERY BTV UVRMVE, ZOXyvalby bae HIVEEL] £9, oF
D, [HLnwy > R ZB< (OpenNew Window) 17 A 2280, HrLWT I oHr ¢
YRUTZOX a2y hEREET, 77 7REHINET, 20Xy alby b
ZHIBT 5I121E, X122V v Z LET, ZOF Ty aid, A—b_X—Y TOREHT
TFET, [T XA FOAEM (Context Visibility) |7 4> KU TH v =Ly k&HIER
T 52X, A EBICH RO ARV EMEH L ET,

2. —HOFyvaly MUIRRDZ DT AV DT —FRRRENET, ATIVET Y v
ToL, 2OT—2ty FOMT T IRERINET,

B &xwnty b7y



| &4ty b7y 7

EFRNEEY S R PNy |

3. HIZI7i00%, BIR LT —20RFrEnEzd, HI 770120 T A "E2T U w0
TBHE FLWETITNREX, FOMTS 78T A MZESWTTZ 42 T ENT=
T A NERINET,

R—b_X—TU Ky aRlR— RO 708 rarvi2 7 )y r3hL, HiILWTF oy 4
Y RUTT T T7EREET, ILWO o RO, 2V v LIS 70873 a T
TUANE) T ENTT —EABRERENET,

[Z 7 %A FOAHME (Context Visibility) 1V« > RUTHZZ70® 7 varazs )y s
L, BREINDT—HIZTA4NZ) U TENETN, 20 TFAMIEEINEEAL, 74
NE) T ENTET =2, RAC7 70T 0 RuTcERrRanET,

Ea—IZRERTBT—E2DIT4ILRY VY

[T %A FOAHEME (Context Visibility) |7 4> RUTH v alby b2 U v rd5E,
SIGT BTN ) v LIEHEA T 4V ZABE I TR rENET, 22 7T 7
DRI varEr Vv rthE EBRLIEEIZ S a DT =07 4 VA I TRREN
ESc

ENDPOINTS © & O X

Type Profile

enter.. vices: [0.02%]

medic.. vices: [0.05%] -

printers: [0.89%] __ Ay

maobil__vices: [51.83%]

_misc: [18.34%]

infra__vices: [2.78%] ‘
\ _workstations: [15.88%]

ip-phones: [10.19%]

EANGEY FT YT
|



BEAmnty b7y 7 |

B c2m=mvz7—5070500y

Q]
Q
X

NETWORK DEVICES ©

Device Name Type Location

' ® defau...evice: [85.13%]

® tc-nac: [12.59%]
nad: [1.99%]

other: [<1%]

[T kRA4 > b (Endpoints) ] # > =Ly hTmobil..vicesz 2 Vv 7 3+25&, U R
TINEH I, 205D [T RARA >~ (Endpoints) | v =Ly b, 1 2D [Fy hU—7
T34 A (Endpoints) | X v aly h&ET—HDIU A RMBRERENET, Fvialby bl
U A MZE, WOBNTRT LI, EANANATNANAL ADT —ERNERINETIROA A=V
RTEIE, LT o RUILT—2RERENET,

Fitwig | =matia Sewicea

ENDPOINTS O 2 O ENDPOINTS © =2 o NETWORK DEVICE
Tyrn | Fromn B | 6 Typas | ooy Grup Lreaen | Ties | Desteia
ot [4%]
. s il [231%) | . -
F FPPSEIEEY. e Yol {
P _|u:|;'=c!c.j.b 1
: iz ¢ ithos: [255%) ' - |
g ook, ! [3E6E] .. i, [T ATE]
okl s (1R o ik [ 6] o _siosa [IOR___
[
SAresh  dasd  @Tmshe  GEM ANC+  ChangeMuborzston=  Cloa Threats & Vunorabilfes  Expot= Imgans= LONASIoes = Fevesh DM
Il MAC Adress P4 Address Lzemams Haostname Location Ervdpoint Profle Degornipton
® | WACAdZess 1P Adzress Uszmame Hostnama Lozafoe Endzaint Protie Deserphan

n DXO2FICACTITE 192 168 144 164 [ililin g Locatangall Locations  Android

] DXOIAACEIGET 192168165213 0003aac533aT Locaton¥All Locations  Andraid

IBWIET—H T4 NE) U TTHIE. A7 7700 rvarmr )y r350n £2
IF5—% VA boary he—LZ2ERHLET,

B &xwnty b7y



| &4ty b7y 7
12585 74150k |

’
T Refresh wmadd W Trash= EEgit aNce o “awoke Certificate Y Filter = b+ B
|:| MAC Address Username Endpoint Py J
X AC Address Endpoint Pre H‘

D 00:04:BE:FF:FATD 000abafffa7d :is:-ﬂéfiy

|:| 00 1B:AD 123782 001ba2123.. Brother-Device

D 001D AZET.BABF 001da2b7E.. :isa-Eevi{

1 WETA 3 NIEY, BRIIBTANZ ) TENET, FryZZor )X bnb,
DHE v 2R—=FDY R MIFRTDHINZERLET,

2. TITANPITIEIA I TANERERENET, Ry 7 A (T0FKEF3) ITXLFEEA
NTdDE, BRICESHTY A MR T A NVFUBEINET, DAX LT LTI, RO
A A—=VIRT LI, VM7 oV 2PHESNTWET,

o Refrash A2 BTk~ B Edit AN = Changs Aushorzadon =  Clesr Thesats B Vulnsmbilizies Expor = Imaort = RADE Actoons
_I WAL Address Usarmnama Endgoint Protie Authantcation Falure Reason Authorizaten Folicy Authorization Profie
x Math &[] of the falaving rues. Go  Saum | Hame -
MAC Address T| Conkains 'q Vaua - +
—l 00:0& E&FF FATD Co0abaMaTd Ciso-Dewios . Wirad LIAB Dalaalt
HABNT 4N RIFLET,

HRARL T4 ILZDIER

HOTEGNT 78 ATE L= —FHEDH AL LT 4 )V F /B L THRIEL £3, CiscoISE
a4 L TWAoa—3—ix, ER LT AL LT 4 VA 2FoRTEERA, TNHD
T AL T 4 VB 1L Cisco ISE 7 —# _N—RRAF SV E T, CiscoISEIZR 7 A LTn5 =2
VB a—ART T NLT VI EATEET,

ATV T [Z40%F (Fiter) 1227V v 7 L, Kay 7 X7V A RN HEEY 4 /V4 (Advanced Filter) | % 3R
LET,

ATv T2 [74% (Filter) | A=a—0b 74—V R, AT, Bk EOMRBBIEEZRELET,
RTFYF3 [H &2 v 7 LT, ZTOMOEMEZBEMLET,

ATV T4 [FEF (Go) 14527V v/ LT, HESHEBEC—BTs- o M) 2FRLET,
ATYvTE [REGSwvO 227 Vv 7 LTI 4V EEZRFLET,

| g2xmnty b7y |



BEAmnty b7y 7 |
B oo ssRLEEREsT— 20T LB Y LY

ATvT6 £uizANL, [Save (BR1F) 1227 Vw7 LET, [Z74/F (Filter) | Ry 7 X7 U A NIT 4LH
DERINDEICTRV E LT,

VR D4 WA EFR LEEH®IZEBRT—2DT4IILE YUY

R 7 ANV A 2R LT, FBE LS (& =Mike, =—W— FL—TF =Ht¥EE77F) 12k
DWTERE 74NV XV 7 TEEd, HEOSLMEEETEET,

RATY T [T43 (Filter) 1227V 27 L, [JEBEZ 4 /L% (Advanced Filter) ] Z 3R L 7,
RATY T2 [7 4% (Filter) | A=a—0bREEME (74 —V K, HET, H2E) Z2HELET,
AFYT3 [H &7y LT, ZOMOEEEBMLES,

ATV T4 34T (Go) 127V 7 LT, fRELLEBHIC -T2 NI E#FRLET,

DA 743 EFERALI-74—ILFREIZCKET—3FDT14IL3
|y 5
IA T TANEEHHLT, VA RNRR=VICRRIND T 4 — )L RBEEOEZ AL, ~2—
CEYTL v ad B LT, TANX ML —BT L a— RORE —HERTEET,

ATy T [T40% (Filter) 1227 Vv 2 L, Ky T EZ T URANNS[Z 47 7 4% (Quick Filter) ] %R

L/i‘j‘o
RTv T2 BT 4= RO 1 DL EITREREMFEZANT L L, FRE LB 8T 2= b BHBIICFRS
nET,

> ~ » > O ~
Byalby hEA—TODIVRKRAMTHOI Y
UARNDEEIZH DY —NAN—TiL, BRLEZIV A MO RKRAS U N ETT 7 v a w3k
TTEET, TR_RTOIVAFNTTRTDT 72 a VPNADNR>TWEDITTIEH Y FHA,
A ATREIC A2 > TV AKSREIC L o CT 7 v a vid e v £9°, 7 50 Cisco ISE THZD
WCTDBIVNERSHD2OOT L RRA T 7 a BB ROV A MIRLET,
cBEIGE Ry D= KBTIy
WOy N =V HIHEENC LIS AE. VA RTZY RARA U REEBIRLT, *v b
U= 7 7 AEEN YT, BRVE LY TEET, /-, BBAEFELRITTEE
7

[EAA ARy b7 —27 % —E A (Adaptive Network Service) ] 7 ¢ > K7 C Cisco ISE TP
[ Ry T —27 % —E A (Adaptive Network Services) | £7-1% [ FARA > Mii#

. BEAMEEY FTYT



| gxmtey r7yT
Cisco ISE %'y & 2 R— K .

#—t X (Endpoint Protection Services) ] ZH#NZ L £F, CiscolSED GUI T, [AZ=a1—
(Menu) | 7142 (=) 227V vz L, [EE (Adminigtration) 1> [ X T L4
(System) 1> [E%%E (Settings) | >[T > FR4a > MMREY—E X (Endpoint Protection

Service) | > [EIGE R v kT —5 FlfH (Adaptive Network Control) ] Z3#R L E3, FEAl

22N, 2R L TL 72 & Cisco ISE TOIGRL R v kT — 7 Hl#E DA b,

F—b_X—=V Xy aly NCHIT T 727V v r3hE, FRENDIFTLNT 4 R
IZ[ANC] A7 a > L[RBAATE (Change Authorization) | 4 7' v a U INFRSINET,
TovarEFEITTHT U RRA L bDOF 2w IRy 7 A% F 2L, [ANC] Ru v 7%
7 U A KL [FBA[ZH (Change Authorization) | K2 v 7' X7 U A KNS MLERT 7
VarE@RLET,

M4:5y>2by hEa—TOIVRRAVETH I

b Change Authorizaton = Clear Thresgts &

ntP essicn Resuth Al

(]
1=

s
"IJ?
M m LM

. Session Terminate

ort Bounce

A
ia

m
=

Anet Session Query

(]
1=

. Session termination with port bounce

1=

o

(]
(11
D TR v [P v i v O

A Session termination with port shutdown

MDM 79 >3 Y

MDM H—/3—% CiscoISE1ZHEfi T2 &, BN L7z RARA > N CMDM 7T 7 v a v %
FITTEEJ, [MDM 727 a3 (MDM Actions) | K w727 U X MinbLgE R T
7 a IR L £,

CiscoISE & v aR—F

CiscoISE D% v ¥ 2R — RE713ER— L= ([h—L (Home) 1> [#ZE (Summary) ])

I%. Cisco ISEFBR—F L ~Da A4 L BIIRRINDT VT 4 T N—VTT, Fyia
R—=RIE, Uy RO BT TERENDA NI I A—F—LFIlHLHF v aly
FCHERE SN, b ENTEEHa L V=L TF, T4 MDOF v a R — FiE, [
(Summary) ], [=> KA >~ (Endpoints) ], [7° A b (Guests) ], [M&85: (Vulnerability) ].
[#J (Threat) ] T9, CiscoISEFR—LDHF v aR—FK (6-X—) #ZHLTIZI,

\}

(GF)  CiscoISE 774~ Y PANAKR—H /L TDH, ZDOF v ah— ReERRTEET,

o alR—= KDY TNVIALT=ZIZEST, X2y NU=ZIZT Z7EALTWDT /A R L
A2—P—% ~HTHRTE AT —F AL, VAT LOEFREOMER TR INET,

| EXWEEY FTYT .


b_ISE_26_admin_guide_chapter5.pdf#nameddest=unique_149

B ciscossexo v ak—1

DEHDOLALDA=a— Rl b EET A %7 ) v LT, Fyiak—F

ny7Ey YA NeFRRLET, ROFLTIE,
A= RREA T a AN T LET,

BEAmnty b7y 7 |

2L

RED R
Feov7Zo )2 N CHEBARERT v a

Koy 78O YR MAF T3y

B

HFLWOWA Y aR—FDiEM (Add New
Dashboard)

5ODF T AN RNDX v aRh— REEHT,
BRT2HOF v 2Rh— RERETEE
7,

By aR—FDLFNDESE (Rename
Dashboard)

(ZDOF T a NIHAZLE vy aR— R
TORMEAARE) # v aih— FOL4HTZZE
ETHI2E, WOTFNEEZEITLET,

1. [FvyafR— FOL4FIDOZEE (Rename

Dashboard) | %7V v 27 LET,

2. BrLWARTZIEELET,
3. A (Apply) 1227V LET,

Ayaly FOEM (Add Dashlet)

A==V H v aR— NIy alby
BT HIZIE, ROFIMEEZIATLET,

1. [#vv=l oy hOiBEN (Add Dashlets) ]

7 Vw7 LET,

2. [y =2l vy hOiEA (Add Dashlets) ]
74 RUT, BMTA5F 2y b
OREIZH D B (Add) 1227V v 7 LE
7,

3. [fRfF (Save) 127 U w27 LET,

GE) By alm—RIEIZHERKTI
BOX v 2y haBINTE

ij_o

. BEAMEEY FTYT
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Cisco ISE %'y & 2 R— K .

KowIFE&H YR ATy

B

I RKR— b+ (Export)

v aR— RDT —H X PDF £7-1% CSV
T ANE LTI AR— M TEET,

1. [=Z AFR—F (Export) |27 Vw7 LE
‘a‘o

2. [ AFR— b (BExport) ] ¥ AT TRy
J AT, WONWTNNDT 7 A VRO
BilchrATvarihzr sy L
7,

«[PDF] : #IRL7F v alby DR
Ty ay NEa—%2RRTHIT
L. PDF A& EIRL 7,

¢ [CSV]: BIRL7=F v 2R —FRD
T Ezip 77 ANELTH T
a— K3 5121%, CSV IERAZEIR L
£7

3. [=Z AKR—hK (Export) | XA T a/Hy
JAT, T AR—FTEH v aly
FNORRIZH DT = IRy I A% F T
LET,

4, [ AKR—1 (Export) |7 VU2 LE
ﬁ_‘o

zip 7 7 A MTIE, BIRLT2F v v 2 —
KOEA2 DX a2y b CSV 77 AV
NEENTNWET, Fyvialy hok
2 VCEET ST —F I, ST X v
valw hCSV 77 A NTHEBIOE Y

varbkt L TRENET,

HAZ L v aR— Rex ) ZAR— 1T 25
e, zip 7 7 A VAR CARTC 7 AR — K
SNET, =& 2iE. MyDashboard &9 4
FIDH AR BE Y 2R— REx 7 AR— |
THE, T AR—FINTET 7 A NVDA4TT
I< MyDashboard.zip & 720 £,

EXWEEY FTYT .
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B ciscossexo v ak—1

KowIFE&H YR ATy SRBA

LAF7obTo7FL—FbF (LayoutTemplate) (¥ v ol y RRERINDHT T L— D
VAT Y M EEETEET,

VAT U NEETTHITIE, RO TFIAE FELT

Lij‘o

1. [VA47v T 71L—1 (Layout
Template) 1 %7 VU v 27 LET,

2. [HHWRERA T a b NER L AT
7 REERLET,

FyLaR— FOEE (ManageDashboards) |[# v v = — ROEEE (Manage Dashboards) ]
2707 L, ROWTNINOET > a %
BIRLET,

[TITHNIDY T2 R—RITT D
(Mark as Default Dashboard) ]: # v+ =
R—=RET 7NV DK v ah—K
(F—b—) ELTHET HITIE,
ZOFTvarvEHEALET,

[TRTOE vy aR—FDU &Yk
(Reset all Dashboards) ]: 3XTD X v
ValR— RFEOREICY) By b5
X, ZoF7TvarEFERALET,

ST DHAZ LS v aR—ROBICHLMLD ) TAaras )y s 32528 T, {E
LT v v aR— REHIBRTE £,

)

GE)  F7An b FyvaR—FOAFEEE LY, HIFRT 2 ZLI3TEEEA,

KHyvaly bOAERICE, ROBIEZFITTE LY —AR"=0HY 7,

 [57BE (Detach) ]: BT 4 FUIZH vy alby bEFRLET,

«[EH (Refresh) ]: v valy FaEHLET,

« [HIFR (Remove) |: ¥ v aR— Kb X yialy hEHIBRLET,
Foyvalby NOEEBIZHE 7Y v X TAavEHEHLT, Fyialby N2 RTv T 7
YR Ry 7 TcExET,

[7F—24 (Alarms) ¥ v = by MIIE, [ERE (Severity) 15107 A v 77 4 VEREE
NTWET, [EXRE (Severity) | Fry XX U X NMG [7 VT (10 (Critical) ], [2

. BEAMEEY FTYT



| &4ty b7y 7
CiscoISEER LB £ Un—hyt—vay [

£ (Warning) ], F72X[1EHR (Info) [ZBNL T, 77— 2ERETT AV XUHTEE
7T

CiscoISEERIEHE LUvA—A)E— 3>

Cisco ISE EFHMETIX, A —FENTWEHEFBICZ——A v X —T oA R EHbEET,
== v H =T 2 A= V=g TlE, v r—VEEDa L R—F2 s EEIR
ENTHA PBHMAAENET, Windows, MACOSX., B X Android 7 /34 ADIFE, F
ATAT BTV BN Taeya=rT e PF—RE, ROVPFR—FINTNWLEEONT
s cEATEET,

Cisco ISE OEB kB L0 e —h )= a3 0OV R—FTlX, R—FIETIZ Ra—
2%t L CUTF-8 5 BAL CHEFELIA DT X A b2V — b4 52 & EEHER—Z ILOER
M74%WF_Eﬁ%%mfwi¢o

HYR—rESNDEE

CiscoISE Tit, D EEL 7o nr—rou—h U ¥— 3 B LOEEBIAFE— K
ShTVWEJ,

RIYR—bShBEH/EOT—IL

EL Joo¥ar—i
FIERE (A F) zh-tw
HIERE (fFA) zh-cn
Fxagh cs-CczZ
* T R nl-nl
JEGE en
7T AGE fr-fr
NA Y35 de-de
NI —FE hu-hu
A2 VT it-it
H A jajp
HEE[E] R ko-kr
RN—F v FiE pl-pl
RV NHNVEE (TTVN) pt-br

| EXWEEY FTYT .
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B - ra—s—wWek—sron—nut—va>

=L Joo¥ asy—iL
=R ru-ru
ANRA VB es-es

IV bka1—H—WebHR—%2)0OO—H)E—3

FAR, ARY— TARALABIOI IA T 7 Pa = TOER—20E, FR—
FESNTWBITRTCOEFEBLOnr—iZua— 74 AENTWET, a— 71 X2
TEXANTYUL, A= T4V REABLIORE Y TIUREENET, 7747
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HMENEH Y £F, CiscolSE U U —R 2.6 LAKE T, 45 RESTful — B A D2 — % — [T N
Z—H = F 721N D Microsoft Active Directory 7 /L —FIZFTBT A Z LT £9, 4t
BB — Y — MR 95 Active Directory 27 /L — 7’| [ERS H## (ERS Admin) ]7>. %721 [ERS
A~ VL—% (ERS Operator) | D7 N—TDNTHNNI v BT THLENRHY 5,

« [ERS #i (ERS Admin) ]: Z ®O=—H —[IHMi RESTful — B A APl ZR A VB, #t
ALY . BEXOHIERTE Ed, T3 TOI RESTful #— B % API (GET. POST,
DELETE, PUT) ~D 7 LT 7 & Z&Hx2 TWET,

* [ERS A~XL—% (ERS Operator) |: Z D2—V—(Z|LacAH 0 A7 7 A (GET Ek
D) BdHY FET,

| EXWEEY FTYT .
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B ssresTus—Ex7Tus5—2 3007055305 (28— 24 ROEMIE

\)

CE) Xy hU—28HEo— L2 o —F— 3., T _XTOHE RESTRul —E 2D API IZ
T EATEET,

ERST Yy a DT A RVEA LT T ME60 T, ZOMEHICEBOERNEES
nizgAE, RL7a A A P72 AR 74—Y=x U (CSRF) F—27 o TRLEYI =
UHMEHESNET, Byt a VBT A RVREIZR > T DEN 60 EB A5 &, &
Dy aizl Yy FEi, HLWCSRF h—7 U MEH SN ET,

S RESTful —E A APLIX, T 7 4 /L F TIEEDIZ /> TWET, TNHEATT DRI
AL RESTful — B A APl 22— /L& T &, =T — & %515 LE 7, CiscoISE REST
APLFICBHI SN7=T7 7 U 71— 3 % CiscolSEIZT 7 ¥ A T& 5 X 9123 5121%, CiscoISE
REST APIHEREZ A 20IZ L £ 7, CiscoRESTAPIIZHTTPS AR— k9060 i L £3, ZDHR—
MIF 740 FTIEHEAL 5 TCWET, Cisco ISE & HEH—/3—T Cisco ISE RESTful API 28
INZTR S TR WGEE, 7747 N7 7Y r—3 =3 i35 A N REST API ZE3RICxf L CH—
NN HA LTI NET—5ZFLET,

ATy 71 [EE (Adminigration) 1> [ RX T L (System) ] > [ERTE (Settings) ] >[ERSEXE (ERS Settings) ] DA
IR L E 9,

AT T2 [HAEY /EXZIALHIZ ERS # 4%t (ERS Enable ERS for Read/Write) | 47> a > RZ %7V v/ L
T, 774~ VEH/—F (PAN) THE RESTful Y —E XA ZHEIZ L ET,

ATw T3 BEANICE S ZY ) — KRB HEEIT. [FOMT_TH /) — FROFHLEY HIZ ERS 4%t (Enable
ERS for Read for All Other Nodes) | #7 V v 27 L£7,

TR_RTDH A TOHE RESTHul V— B AERITT T A4~V ISE / — FOEAIZBY AT, BhFV
J— RiEHHHY 778 A (GET ER) &L E,

ATw T4 [CSRFF =7 (CSRFCheck) |fHIEK CROAT v a oo AT v a Ry 270 v 7 LET,

s [B¥ =V T 1 O5E{LIZ CSRF = » 7 Zf#iH9% (Use CSRF Check for Enhanced Security) ]: Z DA

Fa v EAC LTSS, AN RESTRul h— B 227 5 A 7 > ME GET k% 3%(Z L T Cisco ISE 7»
O CSRF h—7 »ZHfG L. Cisco ISE IZIEET D ERINICED CSRF h—7 2B 5 BERH Y £
9, CiscoISE (X, M RESTful 4 —Y A7 T4 7 v "L EREZSZ(F L2 & ZITCSRF F—7 &
FELEJ, CiscolSE X, b—72 U NERRBEAICOBLEREZVHE L FI, ZDOAF 7> 3 1%, Cisco
ISE U U —223 X YF{OHNEE RESTul —E A7 74 7 > MIT@EHA S EE A,

« [ERS Z:RIZ%} L C CSRF % #4h|29 % (Disable CSRF for ERS Request) ]: Z DA 7Y a » EHNIT
AL, CSREMGEEIEITENE A, ZDF 72 3 0%, CiscoISE2.3 LV Bid#E RESTful H— & &
IS5 4Ty MIERTXxE T,

ATw TS5 [R1F (Save) 1227V v LET,

. BEAMEEY FTYT
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SERRESTIul Y —EX 77U —23> FATSIVT AV —T A RONEAD 79 EXADFEHE .

TRTORESTHMENEAR SN, u 7RV RAT h a SN E T, M RESTful —E X
APLIZIZT Ny 7 uaX o7 73V Rb0ET, OB T IV IE, CiscolSEGUI DT /N 7
074 RUDNLENNT DI ENTEET,
Cisco ISE T4l RESTful r— B A& Mh2 35 &, AR— b 9060 LAV /= F F I/ 93,
AR— MEAOBEIXHFTINNEE A,
EENEY D

SR RESTRul —E A Y 7 b= TEIEF v b (42 —)

SNERRESTRUl —EXR 7T H5r—2 3o A5 54048—Tx
A ZADHNERAD 7O 2 XDEMIE

ATy T

ATy T2

ATvT3

RTv74

ATy T5

ATvT6

ATy T1

ATvT8

AFvT9
ATv 710

[ (Administration) ]1>[ID ¥ (lIdentity Management) ]>[4+8B ID ¥ —X (External ldentity
Sources) | >[Active Directory] Z#4R L £9°,

IR —H — 3T JE T 5 Active Directory 7 /L—7 %4 ID YV —A L L CGEML 77,
AERID ) — A & LT D Active DirectoryZ ZH L TL 72 &\

Active Directory 7> b 2 —H— 7L —7%BIM L £7,
a—HP—DBEMGEEZZRLTIZEN

[BE (Administration) |>[BEET7 Y X (Admin Access) | > [FREF (Authentication) ] > [ZREEA R
(Authentication Method) | Z 3R L £ 97,

[ID ¥ —A (Identity Source) | K& v 7 & 75 [AD : <B AR A > h4> (AD:<Join Point Name>) | %
BIRLET,

[/SA T — F_X—2R (Password Based) ] £721%[7 74 7~ MAEBIZE~—R (Client Certificate Based) ] ®
WP ORFEE RIS DA T a v Ry w27 v 7 LTERLET,

[BEH (Administration) ]>[>X T L (System) [>[EEET Y X (Admin Access) | > [EEHE
(Administrators) 1> [BE&FY )L—7 (Admin Groups) | Z##R L £,

BT N—TDY X b [ERSEHFHE (ERSAdmin) | 7 /L—7"F 721X [ERS AL —4% (ERS Operator) ]
27Uy 7 LET,

GEA (Add) 1227V v 7 LTI N—T % A" —a—F— L UTERE 7 L— 71BN E7,
[R1F (Save) &7 VU v 7 LET,

Cisco ISE HBEF 1%, = —H —239MH RESTful h— B 2 APl 2 L THEAEZ FEITT 572D
FERIHEIR 2 2 — = 2RIV B THRENRH Y £7, CiscoISE U U —R 2.6 LARETIL, S
RESTful r—E A D2 —H—|INF2 —F —70 E72135MBD Active Directory [ZFTET 5 Z &
NTEET, 2 —F —2H1E T 5 Active Directory 7 /L — 7|3 [ERS & ## (ERS Admin) ]
M, FTZIL [ERS XL —% (ERS Operator) | D7 /L—7DWT NI~ v B2 79 5 0%EN
HYET,

EXWEEY FTYT .
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B ssrestuy—czy ooz FEESY -

* [ERS PR (ERS Admin) ]: Z @ =—— |35 RESTful #— & A API ZxR & 1Bk, #t
HEY  BXOHIBRCTE £9, X TOAES RESTul %— ¥ A API (GET. POST,
DELETE. PUT) ~O 7 NLVT Vv A% 2 CWET,

* [ERS AL —% (ERS Operator) |: Z D2 —H—|Z{XFAEY FEHT 7 A (GET R
DH) B ET,

)

G Xy bbU—0EFHEo—LEZRO2—F—L, T XTOIE RESTful —E 2D APIL 1T

T EATEET,

SAER RESTRul b —ERX VI bz 7HEL Y

MEOY — NV EVERT DI, #M RESTful —E A (ERS) O Y 7 b7 = THREF v b
(SDK) ~— Y %f# 1 & £4, URLhttps://<ISE-ADMIN-NODE>:9060/ers/sdk T, #} RESTful
P —BERASDKIZT 7 AT ET, [ERSEEE (ERSAdmIn) | O — L EZFKOo2—HF—0
T, M RESTful —E A SDK IZ7 7 £ A T&E £7,

SDK IE, WD a R —3> h TSN THET,
e A I VT LU AAPI =2 T b
s TRCOFHAFHRE/: AP BMEDERR Y A K
e X rm— RARRRAF—~T 74 )b
« X7 rma— RE[fE?R Java DY TVT T r—a v
« cURL 27 V7" MR OB
* Python 27 U 7" M ff FH 61

« Chrome POSTMAN O [ 5%

DATLEBRESRY VD=0 24 L 70 3L Y—/N\—

=N
X

EDEE

CiscoISE TiX, NTP —"—Z 3 FE THRET DI &N TEE T, EMERRZ MR L, 2
IRHHA DY = D TR 2 R4 5720 NTP —_"—Z i H L£J, F7=. CiscoISE
DRREFE D NTP =R —D B2 i T DB NS L0 E S EBE LY, £DHIT 1
ODFELIFEBOTIEX—F2 ANTHZ L TEET,

F_TCD CiscoISE / — FEHEM{ K (UTC) DH A LY —NIRETHI E2HRLET
(HFI1Z Cisco ISE / — RBSEEBE ENTA v A Fh—A XN TWAES) . ZOFIETIEH., B

. BEAMEEY FTYT
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ATy T

ATy T2

ATvT3

ATy T4

ATy T5

ATvT6

SRFLERE Ry kT—5 844 70 raLF—ri—gEnkz [

BNOESEEER ) — LD LR— e alDF AL LAZ U TINEICRENS X9 LE
TO

(MmBEH NTP H— R — DA ¥ —RiF 2 R — F L TWET, NTP X— 3 > 4 (3R
e bz L E9, £70. AF—HF5IcES<H LW Autokey ¥ = U 7 4 ET /L
%%@Liﬁo&%%~%%mm\ﬁ%%~%%mib%ﬁéf%é&ﬁﬁéhfniﬁo:
L, EX 2 VT 4 BF Y — "=l Lo TERSN, AFRSNRNWT T A ~N— MEIZHESNWT
WD TT, Autokey BX = U T 4 ET/VTIE, TXTOF—FIAE L OVE BRERE I 1T ARH
EOHNBEENTNDTD, F—OlU & RE N KIBIZEFLINET,

27 4 Falb—3 3 F— RNTCiscolSE @ CLI %>5 NTP ¥—/3—(Z Autokey EF¥ = U 7 1
ETNEHETEET, LA (IFF) VA7 AIRLESEASINTHWDL VAT ATH
D7D, ZOVATLEMMTHZ L EHRELET,

1R BRI
A2 N— PG E 1T AT LEREOEHE 0 — L NE ) Y THERTWALERS Y 4,

BEANIC T T A4~ & h o Z U DD CiscolSE / — R3H 55581, &/ — KO —H—
B =T AR AL, AT AEHE Network Time Protocol (NTP) H—/N—DE%
EEITWET,

[EX¥ (Administration) ]>[¥ X T L (System) ]>[E&TE (Settings) 1> R T L% (SystemTime) | %

BIRLF9,

[NTPH—/"—?D#E (NTP Server Configuration) ] fHI T, NTP —S—D—EFDIP 7 LA (IPv4 £7=

X IPV6 £ 721358 2E/Mi KA A >4 (FQDN) ) # AL ET,

/xrAkz/bU 7 REZ DRFHZFRAEF 7D NTP H— "—D A& 32 K 9 12 Cisco ISE Z il R
HI2VE, [FRREHE H D NTP H— X—D ZH % 7R (Only allow authenticated NTP servers) | T = v 7Ry 7 A%

ﬁymbi?o

(j—7o:/5 ‘/) *)ijﬂ? %'{%ﬁﬁ L CNTP ¥ —/3— ntu uE—a—é j: Ebf;ﬁ"‘/\“‘@l/\—g—hb)z))nun

=X DR LI L LTV DAL, [NTPRERES — (NTP Authentlcatlon Keys) 1 %7 %27 YU > L,

1 DU EOBFEF—ZFE L E T, &@?"E%iﬁ LET,

a) [EM (Add) 1227 Vv 27 LET,

m[#~m(@ﬂm]74~»F&ﬁ¢ﬂimwwm@]74~wFKME&@%AﬁLi¢O%%@
F—PMEHETE E)ZPE IMERET AL, [FHETEZ A% — (TrustedKey) | T =y 7Ry 7 A%4
YERIFATIC mm%&)/&bi# [FF—ID (KeyID) 17 4 —/v Fi% 1~ 65535 O % W
R—FL., [F— ﬁ (Key Value) ] 7 4 —/b Rid K 15 LFOEHT A2V HR— b LET,

o) [OK]%#Z VU vr LET,

d) [NTP $— N—DF%E (NTP Server Configuration) | ¥ 7IZE Y £9°,

(A7 ay) AF—FRGEEZMEH LT NTP — \—%Z38GET 512X, CLI 25 Cisco ISE (2 Autokey &
X2 UT4ETNVERELET, CiscolSE DY U —AZ2W\TiX, [Cisco Identity Services Engine CLI U
T LAl Ontpsarver a2 K& orypto 2w RESRL T 7ZE0,

[fR7F (Save) |27 U w7 LET,

EXWEEY FTYT .
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VAT LOBETREOERE

—ERETHE, BEHER—FLANOCDIA L —OREITTEETA, 2L —VETEE
ZHE A1, CiscoISECLI TRk a~< RE AN LET,

clock timezone # A LYV —

clock timezone ==~ > ROFEMIZ-DUWNTIE,  [Cisco Identity Services Engine CLI V 7 7 L' > A #
AR Z2ZHLTITZE0,

N

GE)  CiscoISEIX, # A LY — % L DB Portable Operating System Interface  (POSIX)

AFANDREBEFALET, TOD, 7=y POlIIHD Y — 377 A%
b, 7= VORIZHDE Y —id~A T AREERELE T, /=& 21E. TZ=Etc/GMT+4'
17 = DEERERE (UT) O 4 BRRELEIICKHE L ET,

EFE AU APM—NBICCiscoISET IIA TV ATHEA LS =V BEFETLHE, ZO_BTED

BN % R—

J— RTCiscolSE—EXRFEIHLET, AT T AV 4 RUNTIOLX S ek
WAITH Z L 2R LET, £/, B ClscoISEJBBINDOTRTH /) — FAFE L X A A
V= UICRESINTWD Z EMEETT, D Cisco ISE / — R 2 HIPRHY 72 57T
RHAA LY =B DAL, TXTD CiscoISE / — R TUTC 72 ED 7 a—s\)Lip 4
ALY = EERTHANERSY 9,

g B0 SMTP H—/\—DHFE

T T —LDEAA—NVBMEEFE LY, AR —RTFA NI A v 7 LT Uy bRos
AV—=RDOV Yy MEROBTFA—NVEMEZXETEILLICLEY, FTAMRT AT M
FRICET L7, BEMICR 7 A v Z LT o vy VAEZE LD FA N 7oy FOMIR
DUINDENCETTHT 7 v ar&22E L0 TE5H K HI1CT5IT1E, Simple Mail Transfer
Protocol (SMTP) #——ZELET,

B A—NEEEFETDHISE /—F
WOV A NI, BFA—NEERETDIDHISERED ) — RERLTWET,

BEFA—ILOBEM BFA—IEEETDH/ —F
A S DARNHAR 754~V PAN
T T — A 7 U T 4 7 7% MnT

FARNERR P —DR—HZ )L 5D AR |PSN
P— & F 2 k@M

. BEAMEEY FTYT
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| #xmey b7y 7
enmsnzges—rovr—t [

EFA—ILOBEW BFA—NLEEETSH/—F

IRAT — ROH AR 7'Z A~ PAN

ATy 71 [EE (Adminigration) ]>[ X T L (System) 1>[E&E (Settings) 1>[SMTPH—/\— (SMTPServer) |
ZERLET,
ATv 72 [RE (Settings) | >[SMTP H—/\— (SMTP Server) | R L £,

AT Y T3 [SMTPH—,3— (SMTP Server) ] 7 4 —/L RKIZT W7 h/37 2 K SMTP —"—DHRA &2 AN LET,
Z D SMTP R A b %= 3—|L Cisco ISE ' —_"—N5HT7 7 2 AR THIMLENHV ET, ZD7 4 —/b
RO KEFElX 60 L5 T9,

RTFYTE ROFTTS arONTRNERIRLET,

« AR Y —DF %%~w7hvxﬁ57xbkﬁf~w%%h¢5 X, (AR —DEFA—LT
KL 2% (Use email address from Sponsor) ] Z3&N L T, [@ENDOFH 2Nt (Enable Notifications) ]
IR E T,

s TRTOFANBHDOEEILERDESA—NT RVAERET DT, [T 74NV NOEFA—NLT
R U A% (Use Default email address) | 8RN LT, & [T 74/ FDEFA—LT RLA
(Default email address) | 7 4 —/V RIZATLET,

ATY TS5 [{R17FE (Save) |27 U w27 LET,

T T — LB OZEE L, [BETA IV AT AT 7—L%%ETe (Include system alarms in
emails) |47 = /ﬁ)ﬁ}j] IR TVWHONEHEHRE 22— —T7F, 77— LlBMERET 5%
FBEHEDOE A — T FLAX, ise@<hostname> & L T/x— K 23— RETWET,

EIERVIBZEET— FDOYHR—

Cisco ISE 13, #H7~IAZ O HALBAERE (FIPS) 140-2 MRAEH M 5LE Y = — /b, Cisco
Common Cryptographic Module (FEPHE #1643 35 L OGEE #2100) ZfE/H L 9, FIPS HEHLEL
ROFEHIZ DWW TIX,  [FIPS Compliance Letter] #ZM L T 72 &0,

FIPS = — REZHMZT D&, CiscolSEEEEA L H—T A ADT 4 RUDA EED ) —
R& DOEMNZ FIPS F— K 7 A4 a v NERENET,

Cisco ISE |Z, FIPS 1402 FEHECTH AR — F Iy e ha v EZGEHECHEH 2T 2
& HERLL T’ e b )V ETITFEEOARTE & bIZEELRR L, FIPSE— FIIAZ)
W22 £ A, MPFIPSICHEL L7270 F a2 /LR %R L, FIPS T— FEHEIZT DH1IC

FIPS [ZEHERLOGEE 2 22 L TS 72 &0,

Cisco ISE 1214 v A h— L SHTWAIHETHEA SN TVAEET LT X LE T DS
F A—ZMNFIPS THAHR— FENTWARWGEAIZIE, iEAEZFBITTOILENLD £7°,

FIPS E— RZHNZTDH &, IROENEELZZITET,

| EXWEEY FTYT .


http://www.cisco.com/web/strategy/government/security_certification/net_business_benefit_seccert_fips140.html
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B enesemEes— rovr—r

+ SSL %41 L 7= Lightweight Directory Access Protocol (LDAP)

Cisco ISE {2 & % FIPS 140-2 #EHLOF YLD FEL L LT, RADIUS OHATE & F—F RN H
HENET, FIPS B— RBEC/AAH L FIPS FEHER T LT Y XA FHEHT BT CTOMEE
SN D=

FIPS € — REH I T 2545 -

« EAP-TLS. PEAP., TEAP. EAP-TTLS 3 J IXEAP-FAST T X T ® FIPS FEHEHLRG & A A —
MEENZ 2 97,

» SSH T3 XT?D FIPS FEHERLRE 5 A A — MMIEERhIZ 720 £,

o FEBHE L MBS X —1TE. FIPSYERL N 2 2 LIFEALT L2V X LDLZF T 5 LER H
@ i—é—o

* RSA FAE X —I121%, 2048 B A EZIEETHALERH Y £7°,
« ECDSA fAE % —I21%., 224 By UL EZRIRETHHLERH D £,
¢ ECDSA V— —3FBHEIL TLS 1.2 DA THERE L £ 97,

¢ DHE 51, T X_XTDISETLS 7 A4 7 RO DH /T XA —HZ 752048 ¥ ML EDOEA
WCHERE L £,

*3DES W5 id, H— 3—& L THERET 2 Cisco ISE (ZEH TE 8 A,
« SHA-1 [ ZREAEDOERICEH CE £ A,
*SHA-1 137 747 » FAEHFETHEHTE £ A,
« EAP-FAST O[EX PAC VbV a =0 747y a 38N,
« 12— /L SSH #—/3—|L FIPS &— R CEMEL £,
« RADIUS (ZR D71 b azHR— KL THEHA,

« EAP-MD5

« PAP

« CHAP

« MS-CHAPv1

« MS-CHAPv2

« LEAP

FIPS ®— K& HNZT 5 L. BENOTXTO/ — RPHEIICHRZE X FEd, Cisco ISE
e —U U HEEEZFETLUET, BENICE, BRI 74~V PAN ZHEBE L, 0%
TEAH) ) —RE1IOTOFEBLET, 207D, RELZEET IR VXA Lk
Tzt EaBED LET,

. BEAMEEY FTYT
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Cisco ISE To@stEHuEEeE— roant [

Je

Evh F—E2RXR—2BIT e 25T IR, BITHET LTHS FIPS E— REANTT S
TEERHERLET,

Cisco ISE TO:EFMFHUIBZEE— FOAENIE

Cisco ISE C FIPS =— R&HzMLT DI, RO FIRIZHENET,

ATy 71 [EE (Adminigration) 1> [ AT L (System) 1> [ERTE (Settings) | > [FIPSE— F (FIPSMode] DJEIZ
IR L F9,

ATw T2 [FIPSE— K (FIPSMode) | kv 7 &7 U A Rnd [A%) (Enabled) ] Z#IR L ET,
ATv T3 [URfE (Save) 1227 Vw7 LT, ~ r&2HEHLET,

RDERY
FIPS &— RZAFZHZ L7z 5, KD FIPS 140 HERUWEREZ AN L T E L £,

c HOBAGEAEDAER (74 2—2) |

 AEEBEL EOROMER & RELRF~DORE (98 X—)

Xy NT—0 THAA ZAEROFREICHHMINTND LBV, RADIUSTRIAEEZRE L7,
BT 7w A D — FEfER A L CEBE T U v NOFR 2T HZ N TE T, 7F
RO DIZIET 7 A — REERR A2 2 &Ik, BB IZIZFIPS 140 D EFTlddh » £

IR, BF 2T T 78 AOFEL LTI AN TEY ., B OBREE TFIPS 140 ¥EHL A2 584
DI H S TVWET,

EEEHXET IV ERAD— FZEEEAD Cisco ISE D& E

4a & HREIIC

e (X7 a) CiscolSE TFIPS E— FA AT LE T, FIPS E— FIFFEHEFE— A DGR
FMEDH Y EHAND, 20200 F 27 4 FEIIZ OHE, ALY CTHEM
SHLET, Cisco ISE % FIPS 140 HEHLOBRELICHER L, @7 7 & A — NIEHES—2X
ORFEEFER T2 FEDEAIL. FIPS T— FE& AT L, WY MEF— W Sb/1E 5
(LR E & RANCHEE L E T,

* CiscoISE D R A A > x— 2L H—,3— (DNS) 73 Active Directory I E SN TWNDHZ &%
ABLET,

* Active Directory D L—H— & a2 —H— F)L—7F 2 R— o 7N FEHEIEE D
ERINTVWDLZ L 2R LET,

EXWEEY FTYT .


b_ISE_26_admin_guide_chapter10.pdf#nameddest=unique_183

BEAmnty b7y 7 |
B z=z1879 w2 0— FREAO Cisco ISE DETE

Cisco ISE (2 J:é”‘ﬁfiﬁg)nunﬁkuq:j% 77'7'&75’%%«:%“71/\ BY 7B AT— RX—X
DI TAT v FEAZECESNTTEL LT LET, JHudid, RERELET,

S ID Y — A (IROAFITIL Active Directory)

« EPLE TR T % Active Directory D —H— 7 )L—7

e =W —D ID ZIEHFDO T TR 251k

* Active Directory == —— 27 /L— 775 Cisco ISE RBAC #EfR~D~ > &2 7
« 7 TAT v MEAFICEL T HRANR (B GEE

7 TAT V FERAEDN CAIZ Lo TR SE SN E ) el T 551k

CiscoISE\Zu /A 4 B5A8,. Z7VT vy VERIET A0 @7 78 A b — K&
TEET,

ATV 1 FIPSE— REANMNIT DL, VAT LOBEREBAROONET, BARIEHZEL A R — M T 2561
HEHBZESEDL M TEET,

AT T2 CiscoISE @ Active Directory ID ¥ — A Z i L, Active Directory |23 X T® Cisco ISE / — RZ& B L %
-g‘o

ATYT3 HARTA N> CGEHERF T 7 7 A LV ERELE T,

[V >3 714 X509 J@PE - (Principal Name X.509 Attribute) ]~ ¢ —/b K Cld, GEBAENCTEHE 2 — P —
LR ENTHDEMZBIR LT, @7 7B A D — ROBHAIE, I— FEOBLERENEEIT
Active Directory TO 2 —H —DRFRIZMHEH I E T, 7 Uik, ZOMREO [TV FoR
4 (Subject Alternative Name) [9EAEIF#HR (EAMIZIE, _ODTﬁ%Efﬁi?E@ (B4 AT (OtherName) 17 4 —
R IZHVET, LENR-T, 22T, BEL LT T Y= M4 - B4 HET (Subject Alternative
Name - Other Name) ] Z&&R L £7°,

Z—H—® Active Directory L 21— R|Z2—HF —DIEAZEPEMH I N TV DIEAIC, 77U hb%E Lz
AIEBAE % Active Directory DFIEIE: & L4~ 5121%, [REFIZEED A F U thik  (Binary Certificate Comparison) ]
F xRy A%EF AT LT, LAENZHRE L7 Active Directory A > AKX U A4 28 IRL £,

AT T4 RAT— RR—Z2DOEHFFRFEIC Active Directory % A2 L F 97, Cisco ISE [ZHft LG A S L7z Active
Directory A A X L A4, % i8R Liﬂ‘o

G¥) FOMOBRENETTAHETIT, ATV RFRXR—20FBHLAHEHLET, ZOFEHOEZIZ, 3
FEXA T H T TAT V FIEAER—RAZEFETE T,

AT TS IHEEE 7 V—T%E LT, ActiveDirectory 7 /L —7 12~ v B 7 LET, [EE (Adminigtration) ]>
[VATL (System) | >[BEET7 Y X (Admin Access) | > [EIEE (Administrators) > [BEEY IL—
7 (Admin Groups) | DNEIZRIR L £, IHL AT DEBE 7 V—T % ERR L E 7,

AT T 6 HBERE 7 L— 72 RBAC HEIRZE ) M CHEBERERY o —&2RELET,

. BEAMEEY FTYT



| &4ty b7y 7

ATy 71

ATvT8

ATvT9

EEELBT £ R H— FRIEAO CiscoSERE

be3

et

SRy N U — T EEE 7 V— T ZER L T Active Directory 7 /L — I~ v BT L, R v b

U — 7 EHEMREFFOBHERIAERNY — (A=a2a—T 78 ABIOT—F 771 R) ZRE

LT, Active Dlrectory IN—TH7e &b 1 NDa2—WF—%FlT 5 Z & 2 HER LT,
IR/ [ZTAT 2 FREBAER—ZOFEGE (Client Certificate-Based Authentication) ]

DHEIMNZ 72D & ’J\fa? < EH 1 ANDHIEBLE N A — N —FBHEMERZ RO Z EBMRESILE T,

IR TEIRNE | CiscoISE BHIF WEIR — X VO EE/REEEN DRED H S DRI 2 D Af

REMERH Y £,

FRESRIRERA E % Cisco ISE DfFHHTX HREAEAR M 724 VA — b 5121k, [BEE (Adminigration) ]>
[ RT L (System) | >[FEBAE (Certificates) | >[fEBAE R b7 (CertificateStore) |>[{ERETE HiHAE
(Trusted Certificates) | DINAIZER L E T,

CiscoISEMNZ 74 7 v MiEHEAEZZ T ANDIZIE, D7 747 > MEHEDEEHT = —  NOFRRERGE

W7 Cisco ISE REFAE A b7 OPIZH % Z L3k L 720 £4°, Cisco ISE GEMIE R k721X Y 72585

JREAEEZ A VAR — N T OMERH Y £,

a) [A>A—1b mport) 127V v L, [{FHET 7 A4 /L (Certificate File) | fEIK T [~ 7 A /L DER
(Choose File) 127 Vv 7 LET,

b) [Z7 T4 7> FiBREZ{54H (Trust for client authentication) | & [Syslog (syslog) | = v 7R v 7 A% 74
WZLET,

c) [ (Submit) 1#7 VU v 7 LET,

CiscoISE I%, FFHZEZ A AR — M LEZBHREENOTRTO /) — FE2HESTLIZ L2 RLET, T
TOFHAELZA VR— T HF T, BEEBIZELHAZZENTEET, 2720, T _XTCOFHAEL A
VIR— R LTS, ICHETLRIIZ Cisco ISE Z LB 2 4R H Y £,

RINAT — X AR DO T= D DOFBILRGFEHELHRTE L ET,

a) WEBIRLET, [BE (Administration) ]>[ AT L (System) |>[FEBAZE (Certificates) ]>[OSCP
9547 70T 74J)L (OSCP Client Profile) ] ®DIEICEIN L £,

b) [EM (Add) 127V v 7 LET,

¢) XT DT 4 —/L NIZ OSCP —"—D4nil, #l ((EE) . —/3—D URL Z# AN LT,

d) [E#¥ (Adminigtration) ]>[> X T L (System) ]>[FEBAZE (Certificates) ]>[REFAE R +7 (Certificate
Store) ] DIEIZER L E T,

e) 7747 MNEHEIZEAL TE 2RERGEHEOZNZNIZOWT, ZTORFERDOERNAT —H A
F vl BT HEERELET, UA MO ORGERGEHELER L C[RE (Edit) 1227V v LZE
’h[%%(%M]K~VT\WEPit IFREIERZI Y A & (CRL) MERE. & 2WEZE D)5 4 541
Li? OCSP %8R L7=5A 1%, BFERICH AT 5 OCSP h—E A& 3R LEJ, CRL Z#R L7

A, CRLDmnmmanRLitka> ﬁ7\7% AEfRELET,

7 TAT v NEHER—AOFRIEE AN LET, [BE (Administration) [>[ X T L (System) 1> [E
HET7 X (Admin Access) | > [32EE (Authentication) | DJEIZER L £ 7,

a) [aE 720 (AuthenticationMethod) ] % 7 C, [Z 74 7 > FiE#E~—2Z (Client Certificate Based) |4
Tva RS o EERLET,

b) [REHIERRGEY ® 7 7 A /L (Certificate Authentication Profile) | K2 7'Z D U R Mt LARNZERE
L7cREERRRE Y = 7 7 A L Z IR L £ 7,

c) [ID Y—A (Identity Source) ] 7> Active Directory f > A X o A% 3R L ET,

EXWEEY FTYT .



BAMLEEY b7 YT |
B yr—renzsEroexn—rme

d) [frRfF (Save) 1Z27 U7 LET,

ZIT, NRAT—= R R=ZADFFENS T T AT v FEAER—ZAOFEIEICE W B2 T3, RTEHEAHD
AEERGE T R 7 7 A VS LV, BEHEIC L DA EOREFIEEZIRE LET, BHEEIIINEID YV —
AZMEH LTI SvET, ZOHBITIX, Active Directory T,

Active Directory COEHE OMRITIL, FEAERIET 2 7 7 A Vinb D7 Y o7V REREH S
ET,

YR—FSNEHBT IR h— FEE

CiscoISE I%., @7 7 v A H— RFEIET A A& H L CHF 23559 2 K EBUF >~ — 3 —
EYAR—bLET, @7 7 BAD— NIIFREEOWHEBZFHNTH—HD X509 7 7147 k
AAEEGDETT v TORBETT, HEBT/EAD— FICLDET /BRI, H— Rt
ALPINZANTHH—RY =X —=R0ETT, I— KD 5 OFEHED Windows DFEH]E A
TICHRE SN Ed, Windows DFEEA 71X, CiscoISE 72 X —h v 7' F o CTHELT
ENTWBET Y r— g o CHEMRRBETT,

Cisco ISE TOXBT7 VR H— FOFE

Cisco ISE FBFEMN 7 74 7> FEHEZEEZN L TORITOND L IC, BHA—F LV EHETE
F9, 2—F—ID ELFINATV—RELELT L7 LT v b _X—ZADRFELF ] S E
Hho 7747 MiEAER—ZAOFERETIE, BT 78 A —REHALTPINZ A LT
NH, 77 IFDOT R AT 4—/L RIZCiscoISEFHRN—ZLVOURLEZANLES, 777
P2 L > TREHEA Cisco ISE 1Z#51% X4, CiscoISE (Tu 74 > & v v a VU EGIEHEDONEIC
EONWTHHEBLOHFAILET, ZOFa®ANETTHE, [CiscolSEE=Z—1 7Bk
WRhF7 7NV 22— 17 (Cisco ISE Monitoring and Troubleshooting) ] 73— A~X—UIZFRKR X
. 22— —ZiLEY) 72 RBAC HERRD 52 b E T,

Diffie-Hellman 7 )L T3 ) X LZERA L=t + 17 7% SSH
*—ZH

Diffie-Hellman-Group14-SHA1 Secure Shell (SSH) & —AHDHEFF A3 5 &L 5 1T Cisco ISE %
BRETLET, CiscolSEOCLI Y7 4 Xal—YarE—RKnbkOavr ReEALE
j‘o

service sshd key-exchange-algorithm diffie-hellman-group14-shal
RIZB 2~ L ET,
ise/admin#conf t

ise/admin (config) #servicesshd key-exchange-algorithm diffie-hellman-groupl14-shal

. BEAMEEY FTYT



| &4ty b7y 7
% 1 7 syslog 15 D 1= ® Cisco ISE DEXE .

& 17 syslog :=Z{ED=6HD Cisco ISE DELTE

1R BEIIC
CiscoISE / — R T, BLWE=4—V 7/ — FIZxt LT, TLSIR#E S 72 F =27 syslog
DIHHEIEET D I DT Cisco ISE iR ET HI121X, ROFNEEZFEITLET,
s BEAN DT T D Cisco ISE / — RIZHY) 22— N —FEBENRE SN TWND Z & 2 HER
L £, FIPS 140 ([ZHEHLT 2 K D ITRRET DITiE, FEAESF—OF—V 1 X(32048 £ v
MAERIZTBHERHD 9,

 BHAR— K LD FIPS E— REHZNZ LET,

e T 73NV Xy hT =7 TV RBAFHAR) >—0N, HHPHX—T3 0 OSSL 7 a ko
VEFTFA LW L 2R LET, FIPSFRET /LY XL L HiZ, FIPS T— KT TLS
o harvEERLET,

cENDOTRTO /) —FRT T4~V PANICEEENTWAZ L 2R LET, £7-.
ROV b 120D ) — R, &% 27 syslog L'y —23N (TLS —/3—) L L TOHE)
VEWE NI o CNDE=L— ) VT~V FREEND Z L bER L E T,

* syslog THAR— h STV 5 RFCAEEFIE AR L £, BELD/N—2 9 > D CiscoISE
U U —A® [Cisco Identity Services Engine % v bV —72 aR—x> hOHEMEMNE] A R
L TLTIEE0,

ATYT1 EXaT syslog VE—buaX o 7 X —ry haELET,
ATV T2 BXaT syslog VE—bhaX o 74—~y MNIEERMRERAXV MRETL a7 h 730 269
LET,
AT w73 TCPsyslog 33 X N UDP syslog = L 7 # ZME2hi2 LE 3, TLS PR X7z syslog 2 L7 X DA EH L E
j—O
(G¥)  UDPsyslog % MnT / — RIZEFT 5 72HIZ CiscoISE A v —Y v 7 —E 2D HE AL
72556, CiscoISE U U —2 2.6 LIFED Y U —R1ZI1%, TLS {ri# 172 UDP syslog W& £ E T,
S M Cisco ISE A v — v 7 — B X %4 L7z syslog

=JL ==

TXxaTFsyslog ) E—hF QXS 2—5y FDERTE

CiscoISE VAT A uZid, SEIFREHNDEOHIC, vy al 7 X2k o TIEINRTFES
NET, BX =T esyslog¥—4 > NERET DL, T=F—V TV FREM /-
TWACiscolSE /—FR&Zn /ol 7 xZ L L TREIRLET,

AFvT1 CiscolSEZFHR—Fiza s LET,

| EXWEEY FTYT .
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BEAmnty b7y 7 |

B y=—roxovs—ryrons

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6
ATy 17

ATy T8

ATvT9

ATv710

ATv7IN

ATvT12

ATy 713

ATy 14

[%i@ (Administration) ]>[> AT L (System) ]>[|:I$‘/7 (Logging) 1>[YJE—F OX S 84—y

k (Remote Logging Targets) | Z3%&R L £,

GBI (Add) &7V v 27 LET,

T ¥ 27 syslog V— N—DEFIEZAT LET,

[#—7% > ¥ AT (Target Type) | K7 X7 U A RG22 7 72 syslog (Secure Syslog) | %%

WLET,

[ZAF—& A (Status) | e v 7 &) 2 hT[H%M (Enabled) ] %38 L £,

JEBAN® CiscoISEE=4—V 7 ) —RKOKRA 4 ETPT RU A% [ARA NPT KL A (Host/IP

Address) 17 4 —/V RIZATILET,

[R—h (Port) 17 4—/LFIZ, R—1+FFELL T4 E AN LET, EF =7 syslog L 3 — 3 TCP

A—h6514% ) vy AL LET,

(77 V7 4 a3—1 (FacilityCode) | Fry 727U X Mpbsyslog7 73 VT 2— REZ@RLE

7. 7 74 /L MAIL [LOCAL6] TT,

HMIET DRELZANIT DT, WOF = IRy 7 A%F AT LET,

a) [CDE—FY  DT7Z—L%EEHS (IncludeAlarmsFor ThisTarget) ]

b) [RFC 3164 [Z#H#L9 5 (Comply to RFC 3164) ]

o) [VW—N—IDFz vV ZEHEHMT S (EnableServer Identity Check) ]

[P—= =T DGEEIFIA =%y 7 792 (Buffer Messages When Server is Down) | = v 7

Ry 7 AeF AN LET, ZOFT v a Nty Of, CiscoISE 1L, X =772 syslog L & — 303F]

ERRERGAIIIn 72BN L. B% 2T 72 syslog Lo — " ZEMMICMA L, %27 syslog Lo —

NREENT D SRRk LET,

a) [Ny 7 7% A X (MB) (Buffer Size (MB)) ] 7 4 —/L RIZv 7 7H A4 X AN LET,

b) Cisco ISE 23 F = 772 syslog L v — "2 EMICHEGR T 5 &L 512, [FHHEEHREH (F))  (Reconnect
Time (Sec)) 17 4 —/V FIZH#ER A A L7 U MEZ AN LET, A4 L7 U MEITRHEA TRE L
7

[CA FEHE DI (Select CA Certificate) | K2 v 7*Z 7 U X k)b, Cisco ISE 23& % = 7 72 syslog

P NIRRT A NERH D CAGEEL RN L 5,

T 2T Rsyslog BRET D & X2, [H—"—FEHEOMZEAL MM (Ignore Server Certificate validation) ]

Frv IRy I ANET TR0 TNDZ 2R LET,

[iEE (Submit) |22V v 7 LET,

JE—FAOFXUT 53—y FDOERTE

WOFRTIL, INBOLGHT (syslog F—/3—) ZERLTRF U7 A v —V %2 RFT D201
EATZ[VE— X F¥—% > b (Remote Logging Targets) ]V 4 > KD T 4 —)L KiZ
OWTHBLET, 2OV 4 RU~OFES =23 xR %, [EE (Administration) ]>
[YRTL (System) 1>[BF >4 (Logging) ]>[YJE—FAF> I 2—%v b (RemoteLogging
Targets) | T3, B (Add) 1#7V vr LET,

. BEAMEEY FTYT



| &4ty b7y 7

R5E:UVE—FBXUT 24— FORTE

yE—tnxyys—45y ot B

J4—ILE4A FREODHA FS14 Y
£/ (Name) B Lsyslog # —7 > FOARTEATILET,

A—4y b B4 T (Target Type)

Rry T X oo ) A ks, BET55—5y
NIATEBRUES, 774 /L MEX[UDP
Syslog] T¥7

£%BH (Description)

F LY —7y O ZREAEZ AT LET,

IP7 KLX (IPAddress)

0T ERNT Hme~ DIPT L AE T2
AR AR M E AT LET, CiscolSE 1X, v F
VIR IPVATER L TPV TER A A R— R L
R

R— b+ (Port)

S~ DR— FEEEATILET,

2732 T 4 a—F (Facility Code)

0 N 5 MBI B D syslog 7 7 v
V74 a—RaeRay XXy ) X b
RUFET, 274~ 3 1, Locald ~
Local7 T,

&AEKE (Maximum Length)

Ve—bhuarl ¥—"v b AvE—V0RKE
AT UET, AR7RMEIF 200 ~ 1024 /A K
<7,

H—N—EH VDN T7 Ayt—2
(Buffer Message When Server Down)

DT =y IRy I AL, (=T AT
(Target Type) | Re vy X7 U A RinD
[TCP Syslog] & 721 [Z ¥ = 7 72 syslog (Secure

Syslog) | ##iRT 5 LFK xS ET, TCP

syslog # —7%7" v b E 7213 % 2 7 72 syslog # —
Ty MBERTERNE X syslog A vE—
T CiscoISENR Ny 77 TELH L HITT DI
X, ZOF =y IRy I A A T LET,

Cisco ISE I&, #—7 v b ~O#EH 1A HH I
HEBZ—=Ty haD Ay E—TDFEELEHR
ITLET, Brimasns e, Ayk—v
RO ETNHONDIEICEHESLET, Ny
Ty SN A vE—=UiE WITHLWA v E—
VORNZHEESNE T, Ny 77 BnoiEn
bl WA vy —URERERINET,

EXWEEY FTYT .



BEAmnty b7y 7 |
B o527 ssi00 5—4y FoBEBETRGA R FERET SEHOOELY AT T OEMIE

J4—ILF% FRLEDHTA KSA4

Ny T7H4X (MB) (Buffer Size(MB)) |&%—4 v by 77 A ZeiRE LET,
F 7 )V FTlE, 100 MB IZF%E S E T,

Ny 77 Hh A XeBERTHERY T 7RI
TEIN, BFEDX =Ty by T YT
SINTEHEOTRTORA vE—URkbivE

T
BEGIALT7TO L () (Reconnect P R NE T LEBRAICTCP e X 2T
Timeout (Sec)) 72 syslog ZEHET 5 & CRAFT AWM 2 5% 0E

T ORI A HEATAD LET,

CA SEBAZ ;&R (Select CA Certificate) ZOFRuy ALY AN, =Ty b F
A 7" (Target Type) | K>y 7 XU A hh
O[3 = 7 72 syslog (Secure Syslog) ] % &R
THERRENET, Fry T F U R
WHT 747 MEHELZERIRLET,

HY—/N—IRAEBFUMEZESR (gnoreServer | ZDF = v 7Ry 7 A, [F—F v NEA TS
Certificate validation) (Target Type) | Ry 7 X7 U Z hinbk
[ = 7 7¢ syslog (Secure Syslog) ] % &3
HEFRRINET, Y — "= EOFEE
HALL ., syslog — N—ZFFA[9 5 1Z1%, Cisco
ISEOZDF = IRy 7 At N LET,
T 7 ANV RTIHE, ZOFT T a VRS
TWDEEIZVAT ANFIPSE— KR TRVIR
D, ZOFT v a NEATICREINET,

MELEYY
CiscoISE X7 A =X A
CiscoISE v AT A 1 7/
CiscoISE A vt —T hxnu s/
W7 4 V5
A X N ASA N T g B
U E— b syslog UL AT DX E
INEET 4 VB DRRE

X a7 syslogZ—45 v FMZEETEELTANY FEEET H-HDO
oo ATF3IYnERIE

Cisco ISE IZ X 5 TEF 27 syslog # —77 v MIEERRERA XY MREFEINDH LT D
ZiE, v 7 A7 3Y) 2 LET,

. BEAMEEY FTYT
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| &4ty b7y 7

ATy T

ATvT2

ATv7T3
ATvT4

ATy TH
ATvT6

nxvonrdvone ]

[EIE (Administration) [>[ X T4 (System) [>[BFX >4 (Logging) >[AX>45HF3Y (Logging
Categories) | &R L 7,

(BB L OEHOEA (Administrative and Operational Audit) | =X > 7 B 7 3V ORRICHHA T > 3 K
gz )y Lo I [HRE (Bdit) 12270 v 7 LET,
[2 7 EHKE L~V (Log Severity Level) | R v 7 Z 7 U 2 R [#4 (WARN) | 23R L 97,
[#—7%" > b (Targets) | =V 7T, LARIICAERR L7cE ¥ =2 T 72 syslog YV E— bhmrX > 74 —5y Na | [i&
KA (Selected) 1=V TIZHE L E7,
[R1E (Save) 1227 U v 7 LET,
RKORXTHT AV ZHNTHHEIE, ZOFX A7 2RV RULITVEYS, Zhborxrr7h7 Y
TS, T ANV R OBERELLE LT [HE#R (INFO) | ZRH, mMETEEREA,

- [AAA BE7E (AAA Audit) |

RAFXYRBIOITIAT U N Faeya = TOER (Posture and Client Provisioning Audit) ]

AX 0 ATFTYDERTE

ROFXTIE, aX o7 h7 3 EHRHETHOIEHARE/R Y 4 — /L RIZOWTHBA L E T,
B OEKRELNVEREL, aX 7 hrIvonricaX s sy —>y MEBRLET,
ZDU 4 RU~DFES =g X8R F, [BE (Adminigtration) ]1>[YX T L (System) 1>
[B¥>% (Logging) 1>[B¥X>4 AT (Logging Categories) | T3,

FoRTHUX T HTIYOOA T a Rz w27 )y L, e (Bdit) 1227V w72
LET, KOETIE, nX I hT7 AV OREY 4 RUICEREND T 4 —/L RIZHOWTHE

BHLET,

R6:OX5 ATIYDHRTE

TJ4—ILF4& FREDHA KSA4 >

ZHi1 (Name) X7 7T 04T EFRRLET,

EXWEEY FTYT .



| EEESZEEEDIE Y-

BEAmnty b7y 7 |

J4—ILF4&

EREDHA RZA4 Y

OJDEKRELARI (LogSeverity Level)

—ouxX a7 ) TE, ZOEIRT 7 4
N THREINTEY, WMETEETAL, —
Woax s a7 Tk, IROEKRE LN
NDOWTINE Ry 77Xy U R bk
RTxET,

s [EER (FATAL) |: B2FREL L, Z
D L~YLiX, Cisco ISE ZH T4, &%
BT va vkl bIlIlETTASE
NHDHZ EEEHRLET,

[=Z— (ERROR) ]: ZOA 7 a i
RAVTRRREE 7213 =T —REBZ R L E T,

(%% (WARN) ]: 20473 i, il
HORETIEDHLNERRREL R LE
T UL, Z<orFr I ATV
BRESNDT 74N FO LT,

[[5H (INFO) ]: ZDL~ULTIER A~
T—UERLET,

[7 /3> 7 (DEBUG) ]: 2@ L1,
BT A =V R LET,

A—A)J)L BX >4 (Local Logging)

g—HN /) —RTZOHTIIDax T4
Ny NEEINCT IS, ZOF v IRy
I AT AT LET,

2—4w ~ (Targets)

ZOEBRTIEL, EADRHT A a2 L.,
[ FTHE  (Available) | fiElk & [FRIN 7 A
(Selected) FEIKICTH#—7 v NEBE)L T,
QX T ANTIAVDOE—Gy NERIRTEE
9, [ AEE (Available) ] fEIRICIZ, ©—
TV CERTERE ) LN (22— —ER)
DM OEFOR X 72—y hINEEN
TWET, [EIKEA (Selected) ]FEIK (Fe)
132E) 12k, AT VIGBRRENT X —F
FRFRRINET,

EErEYY
CiscoISE A v tE—Y a— |
U E— b syslog LT DX E
Avt—Y a— FOEKE L ~LVORE

. BEAMEEY FTYT
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| &4ty b7y 7
TCPsyslog 1 L% % & UDPsyslog 2 L & 2 &1t ]

TCPsyslog 2 L%~ 2 & UDPsyslog 2 Lo %2 DEME

Cisco ISE 28 ISE / — R T& ¥ = 772 syslog DA% E[F T HI21E, TCP & UDP syslog =2 L 7
HEMIHZI LT, BX 2T Rsyslog IV I XDOHEBENTHMLENRH Y £7°,

)

() UDP syslog % MnT / — RIZEET 57212 Cisco ISE A v & —V v 77— XD %
HENZ L7356, CiscolSE U U —R 2.6 LD Y U —AIZi%, TLS {#3# S 4172 UDPsyslog
DEFENET, CiscolSE A vE— v 7 —E A& Lz sysloga B L T 72& W

ATy 71 [EE (Administration) | >[Y AT L (System) 1>[AFX >4 (Logging) 1>[UE—kOFX2T 4—4y
k (RemotelLogging Targets) | Z3®R L £,

ATw 72 TCP £7-1X UDPsyslog 2 L7 X DREICH DA T v a v RE w270 v 7 LET,

ATv T3 [ (Edit) |22V v 7 LET,

ATV T4 [AT—HF A (Status) | Ky 7 H 2 U M0 [#EL{L (Disabled) ] Z3#R L £,

RAT9 TS [f-1F (Save) 1227V v LET,

ATYT6 TTOHTCP £721X UDP syslog =2 L 7 X NHZ/2HE T, 2Ot A%Z#0ERLET,

TIAILFDEFX1IT syslogaL v 4

Cisco ISE (21X, MnT /— KHODOT 7 4V bDOEF 2T syslog 2L 7 ZNRH £3, T 74/
T, ZNHDOT 740 kX aT sysloga b7 ZiZiZuX o7 73 ) [Fvy B 7S
NEREA, 774/ DE BF 2T syslog 2 L7 XOLRNIRD EFLY TT,

« 774~ U MnT / — K : SecureSyslogCollector
« & %Y MnT /— K : SecureSyslogCollector2
[VE—FrXr 7 %—% > (Remote Logging Targets) |V 4 > RUIZZ DIFHREFR R TE E
T ((A==2— Menuw) | T A= (=) 27V v L, [EE (Adminigtration) 1> [ R T L
(System) 1>[AF >4 (Logging) |>[VE—FBF>J42—%v k (Remotelogging

Targets) |&iN) , T 7 4/L bDsyslog 2 L7 ZFHIrC&E ¥ A, /2. T 741D
syslog I L7 ZDIRD T 4 —)L RITEH TX £ A,

« &A1 (Name)

«B—4y b B4 T (Target Type)
«IP//RR b7 FL X (IP/Host address)
« R— K (Port)

EXWEEY FTYT .
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BEAmnty b7y 7 |
B o5 505502

Cisco ISE OF#iA > A b —/ LI, Default Self-signed Server Certificate &\ 9 44 fij D FE
DEFECTEXDEAER N TIZEBMESNET, ZOFEHEX, [Z 747 > FEREE syslog HIZ

{E#89"% (Trust for Client authentication and Syslog) ] Dffi [l FIEDFEIC~—7 &, EF =

7 72 syslog DA FETRHIHTE 2 L9127V £7, BEEZRET 256 £ IILREHE L B
T LR, BT 2EHELZ X 27 syslog ¥ —7 » MIE VY THRLENRH Y £,

Cisco ISE 7 v 77 L — REFZ, 7R— bk 6514 T MnT / — RZHETEEF DO F = 7 72 syslog
2—=0y NR®LGE, =7y FOAFTIEREIIRFFSNET, 7Ty 77 L—RRliZ, Z
HODsyslog¥ —7 v NEHIBRT 5 LIXTEERA, £/o, ROT7 41—V RERETHZ LD
TExEHA,

« ZH1 (Name)

«B—4y b B4 T (Target Type)

«IPIFRR b7 FL R (IP/Host address)

« R— & (Port)

Ty T L= ROBETCID XS =7y RBFELRWEA, FillA VA h—L D4 &
FREICT 74V b DEF 2T Jesyslog#—77  AMERSNVET A, GEHEDO~ v © 0 73T
bILEREAL, ZIbDsyslog# —7 > MIHEGFEHEFELHI VY TLHZ N TEET, O
FElZbv oy TIn TR0 EX 2T Rsyslog#—47 > haeaX o 7 h7raliivwy e s
LE9EFTDE, CiscolSEIFRDA v =T HRRLET,

log target name DIEEZFEL TS\ (Please configure the certificate for
log_target name)

— > > — >
TIZ2AATFHFUR
AT I AR | BERARM OB, CiscoISE / — R&A4 7 74 L TALTF U 2 1E
RETVET, /= FEF VT4 RS L AT T U ARRTIATONIC T N TOLEEN
PAN / — FIZ LY BBIMICRAB s g+, A BBIICREE SRWEEIE. PAN Z 61
LTFHTRMITE £

AT F U AREN IR EZB 2 2581%. AT T ADORE T — REREMEL., /) —
REZRBEICHWNBNTA L &I/ — FEEHEELET,

MR HE VITON TR WIEEEINCA VT T AR A a— 352 LRI E 9,
A\

GE) 1. Fa—lTKBHENTWE A vyE—0808 1,000,000 28 % 575, F721% Cisco ISE
J— RN ZB L TAH T T4 o> TWAEAICIE, T—Z OBEROMBENS
AL TWDAREMERH D 7,

2. A=Y MINT /) — RCALUTFF LU RAEITIEEIE. AT F VAT 75 4T 4
ZFEITTHHENT, MnT / — ROEERy 77 v F2ER L TR Z & 2HER L £,

. BEAMEEY FTYT
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cisco ISE coiiEnEE [

Cisco ISE TOIIEAENEE

FAEREE. AL == &t FREBO T 4T 4 ZFEBIL. FOZUT 4T 4 B
B —ICBEAH T 2B XETT, HOBAEHEL, EREFICLI->TELINET, iEHAE
T, HEZBL LD, AMEO CART VX NVNTEL LY TEET, CABLAIET VX INGE
HEE, BREETHY, BAOBAEHEIV X2 7 T,

SERAEIL, Ry N2 T2 eXaT7 R T 7 22T A -0l S Ed, aERE
X, =2 RARA > ML TCiscoISE / — R&EFHAHI L, £DOx > RKARA > b & CiscolSE / —
R OEE 2 RE L E T,

Cisco ISE 1T, kD AR TREMAEZMLM L £,
* Cisco ISE / — R Di&fE,
* Cisco ISE & syslog R°7 o — R — =72 LAY — S —[H Di#1E,
*CiscoISE &, 7" A F, AR+ — BYOD F—HF Lig LD Ra—H —KR—Z LD
HiE,

Cisco ISE BHEIAR—Z L2 U T, BENOTXTO /- FOFFAEZZEH L F9,

XA THETIOERERREIZT 5= Cisco ISE TOEIBAEDETE

CiscoISE 1%, AT —A 77 AT 7F % (PKI) ITKFL, =2 RARA > b L OE Y
DWSF & DY F 2T pfE &L~V TF ) — REBANOEED Cisco ISE / — R OE ¥ 27 721@
FEEFERLTOET, PKIITXS509 T VX AGEAEIKFE LT, A vbe—VorEbE L
DI=dDRBAF—DlR%E, BLORa—H— & F 30 R 2R T MOZEHEBOEFHEMEDORIEZ 1TV
£, Cisco ISE DEHR—Z /LTI, IRD2HODHT Y D X509 FFAELEHTE £9,

e VAT AFFAE  ZNBIXITAT N TV r— 3 2% LT Cisco ISE / — R&5#k
BT B Y — R—FEHETT, £ CiscoISE / — RIZIZME O AT AFEAEZERH VD . X
THMEX—L L HIZ/— FIZBEMNINTWET,

)

GE)  CiscoISE 1. [l URE % — 2 FF B OFEREL 1 ‘/ﬂ‘\o—
]\“C:éf FH A, ?ftﬁﬁiﬁﬁﬁ?ﬁéh (Yot g AL s R
— I\ SN BAEOFFHAEIZA v R—k éﬂtuﬁﬁi
TR 6%&*%

CEETE é;ﬁﬁﬁi. INDHOFEAEL, 22—V =T S A B AE LA X —OEHE
LT DT S D CAREHIETY, B TE 5EWFE A M7 I2IE, Simple
Certificate Enrollment Protocol (SCEP) 7 HEUE S 7-iEIESL EENET, 22XV,
ENANTNA REARFERY NT—ZZBEETEL LRV T, B TE 25EHET
774 <1 PAN TEBELE M, Cisco ISE JEFIN DO ~TH /) — FICHBICER S
EJ RN

EXWEEY FTYT .
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AERAE DEA

BEAmnty b7y 7 |

SYEURBECIL. EEFHEZL PAN OFFHEEEY 2 b (CTL) OBRIZA VR— T ALENDH Y
4, ZOHFRAERE I XY J— RIcEREINET,

(BwBETE%%ﬁ&#&%i X BREZRRERE D DT DBV DE B EZ TN 92T 5
7202, 2y FU—ZITEBRENTWDT_TD Cisco ISE / — RIZIZ/NLFOR A M & fifi
%Lf<téwo

Cisco ISE |CFEFAEZ A VR — M 585481, GEHEOHABNEZHEELET, [BE
(Administration) ]>[> X7 L (System) ] >[REBAE (Certificates) | > [P AT LFEAE
(System Certificates] Zi#R LT, [4 >/ R— bk (mport) 1 %27 U > 7 LET,

WO ITED 1 DL EERIR L £,
« [EHE (Admin) ]: / — FREE(E L& BE RN — 2 L OFERE,
* [EAP #iE (EAP Authentication) ] : TLS ~X— 2 EAP #3iik,
« [RADIUS DTLS] : RADIUS DTLS ¥ —/X—Z8E,
« [R—=% /L (Portal) ]: 3 _XTD Cisco ISE T Fa—H —R—% )L L D3,
* [SAML] : SAML JEENIELWID 7 a3 I BE5E STV 5D 2 L AR,

* [pxGrid] : pxGrid = > b7 —7 L OHEfF,

EER—2 v (EAFETER) | pxGrid 2> Fue—TF (A GEIZpxGrid) & 0#fE, BX
NTLS X— A D EPA 383FE (I THEIL EAP BBGE) D200 ) — Fhb 843 HES
BT £, 72720, ZROOFBAMICE ) — R LBEMNIT D Z LN TE HiEHEILL -
DIHTT,

Web AR — & JLEER 2 JLPRC & 5 JEBRICHEEL D PSN 288 5834, Cisco ISE 21X —E D ID 2844
ETY, ZOID T, R—FNVOBEIHEHTL20EN S LFEHELRI L ES, N— &w(
DOFEAIZHEE SNZFEREZBNE 21314 oA — T 2856, iFHEIN—T X T 52 E

T, TNEBREANOSE ) — FOx T 5 FEHEIC %@H%iﬁo_@ﬁﬁéyw—757%ﬂ
Gt Ty Ra—W—R—F )L (FA b, AR — BLOSR—=YF LT RS, ZAR—H)L)
WCBEM T T, ZOREHES LV—T7F 71— FE O ID T, Cisco ISE BE&R—4 )L LilfEd 5
BUCAER T A LER S DA ELEHBNT 258 IEL L E T, R—F LT L2445/ — Kb e
ETEDIAEAEIL L 2ORTY,

. BEAMEEY FTYT
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6=

EAP-TLS 7 7 A 7 FAEFE Tl LU T O 1C KeyUsage=Key Agreement &
ExtendedKeyUsage=Client Authentication 73242 T,

* ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384

EAP-TLS 7 A4 7 NAEBIETiE, L F O 5 1Z KeyUsage=Key Encipherment &
ExtendedKeyUsage=Client Authentication 2542 T3,

* AES256-SHA256
* AES128-SHA256
* AES256-SHA
* AES128-SHA
*« DHE-RSA-AES128-SHA
* DHE-RSA-AES256-SHA
* DHE-RSA-AES128-SHA256
* DHE-RSA-AES256-SHA256
* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
* ECDHE-RSA-AES256-SHA384
« ECDHE-RSA-AES128-SHA256
* ECDHE-RSA-AES256-SHA
* ECDHE-RSA-AES128-SHA
* EDH-RSA-DES-CBC3-SHA
* DES-CBC3-SHA
* RC4-SHA
* RC4-MD5
ZDOBEHENANATHITIE, [EPL (Administration) ]> [ A7 A (System) > [iXE
(Settings) ]>[& = U7 ¢ 3% E (Security Settings) ] DIEIZER L, [HIOKGER LT

AERAEZ 52 1P ALD  (Accept Certificates without Validating Purpose) | = v 7 R v 7 A%
A Az LET,

EXWEEY FTYT .
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Cisco ISE DEEEAZE D —3

BN T CiscolSE / — Rzt vy N7 o795, /J—FRPAMHAEIGEELET, VAT LHII%
ISE /— K@ FQDN % #-~X, FQDN 2’ —3#9 2% = L 28 LE 7 (7= & z(f isel.cisco.com &
ise2.cisco.com, F72IXV A/ B — RFEHAEZEH L TV A A1 *.cisco.com) , £72. 7D
~ B Cisco ISE — " —(ZFEEN R R SN 656, LD T2 DITHER S 45 SMHREN
F3. CiscoISEV—"—0DiEHEFELRESNE T, 2 O00EHEN—ET 2 & BRETIIL
7

Cisco Tl Cisco / — Ff#H] (2 / — FDOEH) . £721% Cisco & pxGrid D THRENFITI
£

CiscoISE L, V7V =7 MAO—FHERD L HIC L THER L FET,

1. CiscoISEIZ X WREAFEDOY 7V = 7 MUBADILENHZREINE T, 7 V=7 MBS
W21 2L EODNSAMEENTWAEEIL, Z1HD DNS 4D 12728 Cisco ISE / — R
DFQDNIZ—FH L TWAMERH Y £4, VA /L Kh— NiEHEMEA S TV HEA.
TANVKHI—FR RAA Z1E CiscoISE /— FD FQDN R A A NZ—FH L TWALENRD
nE9,

2. 7Tl MUBAIZDNS ABFIE L WS, £330 7Y =7 MUBA SR KIE
LTCWAHAIE, GEHEO[Y Ty b (Subject) 17 4 —/v RO £ 7 I133EHED
[H72xH b (Subject) | 74—V ROUA NI —R AL, J— FOFQDNIZ—
HLTWOIRERSH D 7,

3. —HELAWEE, iEHFEESShET,

\}

GE)  Cisco ISE 21 R — F &5 X509 sk EX, 7T A4 v —iffb A —/L (PEM) F721%
B 5 Al (DER) B THLIMERH Y £, EAETF = —> (VAT LAFEHE,
BLOZOFEHBICEA T #HOGEINAEAE) NEEN=7 74 MEA R —
B EMTEETH, FFEDOHIBOXMG L 700 £7,

X509 ZEEAE D HE

XS09FEIENH O, FEESNTREDHFETTT, VAT AGEHESHIRYIIZ /-
72356, FOFERAEIZETET 5 Cisco ISEMEREDS 2 21T £97, CiscoISE 1, AR 90
HUNIZZe D & VAT NGEHEO AR O D IC oW TEHm L ET, ZomaiL, WD
DOFETERREINET,

o ot ST AR OIREET A 223, [V AT LEBAE (System Certificates) |7 ¢ > N
VIZFERENE T, FEF =T a R FROEBY T, 2OV 4> RUERRTDIC
X, [Menu (A=a—) | 7142y (=) 27V 7L, [BE (Adminigration) ]>[> X
T4 (System) ]>[(EBAZNEE (CertificateManagement) ]>[2 AT LSEBHE (System
Certificates) Z @R L 9,

. BEAMEEY FTYT
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Cisco ISE TO4BIF—1 > 752 k52 Froanit [

« WiBRY)IL A & — 728 Cisco ISE ¥ A7 Azl LR — ]* RSN ET, FES—va s
NRAFKDOERBY T, 2OV 4V RUEFRTDHIE, [A=a— (Menu)]774’:1/
(=) #7V v 27 L., [#1 (Operations) ]>[LHR— l~ (Reports) ]>[LR—

(Reports) 1> [&2#r (Diagnostics) ] > [ RAT LiZET (System Diagnostic) ]Z»El%#)i‘bi
R

s ERIEARDO T 7 — 2%, ARIEAR® 90 B, 60 HEG, 30 HRENCARK S E T, ARHR
DT T —2E, BHMRRIOK%LO 30 BMIZIZER AR SN ET,

KN LT iEEDN B OB AGEEOLA1E, ZOMAELRE L THOMRZTEE T £,
FORE R B A AT S REAEFE DAL, SRR HHT LWGER E 2 BS54 2 OIS 145 72 i 2 fefr 3
DWEN DY £,

Cisco ISE TORRHAF—A VISR SO F v DEZNIE

ATy T

ATy T2

PKIX, BEX a7 @fERrEIC L, TUVXNVEBLEMHERAL Ca2—Y—0 ID 2R T K5
LT3,

EEADK ) — R TIROY 2T LAFFAELRE LT,

« EAP-TLS 72 &0 TLS ®ISaBRE~7" 1= k2L,

o HELR — )V OFSGE,

« 77 WL REST 7 747 h%&ffH L7z Cisco ISE Web IR — X )L ~DT 7 & ZADFFA],

e pxGrid 2> b —F ~DT I ADFFH,
774 /L F T, CiscolSE / — FITIZEAPRRGE L . HEAR—2 /L, = Fa—P—R—%/1 LW pxGrid
Ay ha—I 0T 7 ERAMEAENDBCELEAERHL LN LDA VA =L ENTHET, Y

RAEFERE T, COHCEARET. FHEHTED CAILL s TELA SN —"—GEHFICE S
bNET,

B CXZEHER MTIZ, 22—V — L DEFEEMHN T H72DICHHAINS CA BLAFEHZE L | Cisco ISE
RSN DT N, AFEHELZRE LE T,

— b CAGEHIFE L 1 DLLEO P CAGEHFE TR SN TV LREAET = — Ta—P—F 7237/
AGEAEDOAZHMEZ MRS 3 51213, ROFINEZEITLET,

o JL— b CACEHHETAEEA T a v 2N LET,

Cisco ISE @ GUI C, [E¥ (Administration) ] >[> X T L (System) | > [REF]E (Certificates) ]> [l
BAEOEH (Certificate Management) |> [{S4H TX AREHAE (Trusted Certificates) ] Z&IR L FT, =
DY 4L RUT, b=k CAFEAEDTF = v IRy 7 A%A L, [ftk (Bdit) 1227V v/ LE
T, [EAPRDIL (Usage) ]#EILKT. [f3#E%C (Trusted For) ] PEUZV\?O),Z EhRF v IRy I ARF N
LET,

e Jb— |k CA D [fEHH (Trust) | A7 a v Z2HMNI LAV EAIL. CA BLAEHET = — k25
TEXLAEAEBA N TICA AR — M LET,

EXWEEY FTYT .



- EXRMGEY 7T |
TAI) Fh— FEERE

— N D#(E TlX, CiscoISEBENDA / — RIZFTE T 2EHE > AT LAGEMEZ MGET A5 A
75’\ FETE2EHFER MTICERETA2XENRH Y E£T, 7 74/ NOBHCELAGEAESL /) — FREEEIC
AT 221, ZDOFEWE% CiscoISE D45/ — RO [V AT LFEHE (System Certificates) 177 4 > Ko7 »
BT/ AR—FL, BETELEHERAMTICA AR — b LET, HOBAEHESL CA BLAEHAECTHE
T DG EICHER O, @Y — b CAGEE & B CAGEAELZFEEH CTE 25EHEAR M7 ICERE
FTAZEETTT, ZOFMEEZETTHETIE. /— K% Cisco ISE BFHIZEREFETE 1A,

EBENTYZ 747 & PSNOBOEF 27 0lEIC A B4 ELHEHRT 585 A. BYOD = —H—3
B BT H B B DT @@#ét EAP-TLS = — ¥ —3BREI T LI L £ 5, —H O PSNH CHefdt s o2
BN D 2O X ) IRFEREER DG A, MR TEL SN CATEHEEZFEHALTYZ 747 k& PSN OO
BELARET I, ERE3MTD CA CEoTEBLEINTETAN R — FiEHEEAFERHTOILERH Y £
7

INBRBAFEAE L ST 5546, F721% Cisco ISE BRI FIPS ©— R CTEIET 25 E1E. T _XTDOI AT
LFFHERB I OMEETE AFHENFIPSHEILTH D Z L 2R TANERH Y £4, 2F 0., FiFHED
F— Yo XN 2048 /XA FLAETH Y . SHA-1 £7-1% SHA-256 i B{bZ A+ A2 0ERNH Y £97,

G¥) X&/%TDx@thBEifimmﬂ%ﬂ/77/7%ﬁﬁbﬁ% . BN O 1oL Eo

J— ROFEAERELERT L2581, T—X=HETT57-90 %'J@z\/77/7éﬂiﬁ%ﬁ“éz

ERHVET, ZHOLRNVTHENY I T v T2 EHLTCT =427 5L, /— Rifo@E
DRI D REEMEN SV £,

T4 FHh— FREAE

TA N RA— REEAEIZT ANV R — RRGELE (FRAAL ADRNZT AZ Y R & l:°) Z RO
X)) ZEHLTEHY, BN OEEOFR A MNETIEHEL LA TE E9, & X, GEEY
7Y =7 h®[CN]EIT aaa.iselocal 72 EDPHR A 4 TH Y, SAN 7 1 —/b FiZix, R LI
A A M4 & DNS.1=aaa.ise.local X° DNS.2=*ise.local 72 E DT A )L N h— RREVEFENFT T,

psn.ise.local D X 912, *.iselocal ZEH L CTU AV R — FFEAZEZRET H &, ZOE LAk
=AM LT, DK 5 72 DNSAN liselocal] T T T HMOTRTORA N ER#ET D
TEBRTEFET

» aaa.ise.local

* psn.ise.local

* mydevices.ise.local

* sponsor.ise.local
DA v R — WEEEE A OFE I & [ U CRE AR L, BRI UM A %
LTBShET,
ROBINZ, Web A FDOREBIHETIND U AV FA— FEEAZEOH 2R L ET,

. BEAMEEY FTYT
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ciscoISE D71 1L K n— rirmEoyR—+ i

5:74) Fh— FEEREDH

Certificate Certificate (==
| General | Details | Certification Path | General | Details | Certification Path
Show: [<AII> v] Show: [<AII> v]
Field Value &= Field Value i
Bv‘alld from Thursday, April 11, 2013 4:54... B\falid from Thursday, April 11, 2013 4:54...
B\falld to Saturday, April 11, 2015 4:54:... — B‘J‘alid to Saturday, April 11, 2015 4:54:... —
5] Subject admin@ise.local, aaa.ise.local, ... || = BSubject admin@ise.local, aaa.ise.local,... |=
BPubllc key RSA (2043 Bits) I_ BPuinc key RSA (2048 Bits) 3
.Enhanoed Key Usage Server Authentication (1.3.6.... @Enhanced Key Usage Server Authentication (1.3.6....
Subject Alternative Name DMNS Mame=aaa.ise.local, DNS... Subject Alternative Name DNS Name=aaa.ise.local, DNS...
Subject Key Identifier 6302 3d6f 9399073 06 04... @&iject Key Identifier 6302 3d&f239907 32 0604...
] s sthnrity K TAantifier KeuTN=8420 40 70 15hf 3 A = el 1 thority ke Tdentifier KeuTN=04 20 43 70 15 hf 3 A =

E = admin@ise. local DNS Name=aaa.ise.local

CM = @aa.ise.local DNS MName=".ise.local
Ol = ISE

0 = Cisco Systems, Inc. isa lacal

L =RTP d :

S = North Carolina

C =US5

Edit Properties. ..

Copy to File...

Learn more about certificate details Learn more about o

=)

CiscoISED T 1 )L KA— REIBAZED YR —

Cisco ISE XU A /L K — FIEFAEZ Y R— K L TCWET, LIETO Y Y —Zd Cisco ISE T,

HTTPS 2% L CTHNZ e o 7o TR COFEAEZMGE L, [#5#4 (Common Name) ]| 7 1 —/b
N3 A R FQDN & EMEIZ—ET 52 L2 MR L TWE L, 74—/ FR—FH LW

A, TOFEHEIL HTTPS @RI cE A TLE,

PIRTD U Y — 2D Cisco ISE TiE, [Hi#4 (Common Name) ]fEZ i/ L T, url-redirect A-V
T LFHNOEREZBEEMRZ CTOE Le, ZoL@EA Offiix, 3 To Centralized Web
Authentication (CWA) . AV R—F 47, RAF ¥ VEA VI a s PicEHInEL
77

Cisco ISE IT3ti4 & LTISE / — FOKRA M EFH L E9,

HTTPS EHLEREEEE O FaLBERDT AL Kh— FEEEAE

SSL/TLS Fo R U L RT3 B (Web X—2DH—E R) L BEAP 7u b 2 /LZxf L
T, CiscoISE TUA N FH— R —N—FFHELFHTEET, VAV NI — FREAEZE

M 2858 1%, Cisco ISE D45/ — FIZIEA OFEAEL AR T 20T H Y £ A, £, G
Eﬁ%@gm T2, SAN 7 4 —)L RIZH#E%$ D FQDN [E&2 AT 24 EE H 0 £ A,

SAN 7 4 —/V RTCT AKX Y R7 (*) ZH L TEBNOERD ) — R CTH—OFEHEL A
THIENTE, GEHELADAR—FIC L 28 EZHIET 22 N TEET, 275 L, VALK
F— REEFAEOM X, 4 Cisco ISE / — RIZEA O — "—fEAEZE VY THHAE LD b
BEMENMEWE RS E T,

g2xmnty b7y |

460173



BEAmnty b7y 7 |
B wusiiosaoxsesmriisg

FARNR—=H VNI AN R — FiEBAEZE V4T, L— N CAFEAEEZHEH LT
CA%AVR— 1T AL, CiscolSEr—EANEREINSF CIAETF - — I3 EIN
FH A,

\}

() ]74/1/ KA — REEHEZHEHT 28581, B2V 7 4 258{LT 572012 KA A K
TEITHZ LA LET, 72L& 21X, *.example.com DIV I *amerexample com
i’@iﬁﬁ L Tz %I+ 5 2 k?ﬁ’(%i?‘ RAAL v EGEI L NE, ERRESX2 Y

T A BT D AREMEN H VD £7,

TA N KH— RIEHETIE, FALSLADRNCT AZ U 27 (*) LEVFRMERHESRET,
7=&20E, FEAEOY TV 27 0@ 4 OFfEIT aaa.iselocal 72 EDOIRLHKR A R4
SAN 7 ¢ —/)b RiZif *isedocal D L H 72U A )L RO — RILFN AT ENFET, CiscolSE X, U
A R — REEAE FER SN TO—FLOLFNRT A )V R — KT (%) ) Z#HR—
FLET, 72& 21X, *.example.com F 72 (% *.ind.example.com T, $&/R I 4L Hakhl 12
XFETANRA— FXFEREENTERAEIVR—-FahvEdA, & 2E,

abc*.example.com, a*b.example.com, F 72| *abc.example.com T,

URLY S ALY Lar DL EBHRAL VL

PAET R T 7 ANDY XA L7 ME, R Web 583E, T /3A ARGk Web #85E, 1A 7 4 7
7)ﬁ/km7mt/aﬁ/7\%A4w7ﬂ4x®£@ IIA T ROT oY g =
7. BEORAF v —ERADDIZEITENET, Cisco ISERBIET R 7 7 A LDV XA
V7 NEERT D &L FEROD cisco-av-pair [ZITIRD X 5 I UFHINEGEENE T,

url-redirect=https://ip:port/guestportal/gateway?sessionld=Sessionld Value&action=cwa

ZDEREZFT S L X2, Cisco ISE 1T 3CFH| D —F D % — 7%%%%%®1 EEHZFE
9, 72 & 2iX. SessionldValue (%, BEROEEDOE v a VIDIZEZHZ OGN ET, eth0 1 >
H—T A ZADP4A . Cisco ISE 1Z URL N D IP % Cisco ISE / — K FQDN TiE & #ix £9°,
ethO IS DA v Z—T =4 ZDHA ., CiscolSEIXURLNDIP 7 KLU RAEEHALES, (>
S —T7 x4 Aethl 5 eth3 ITIEHFA MDA VT A (4RI Z2EV YU THZ ENTEET,
DA YT AL CiscolSEXURL YV HAA L7 g HFIZIPT RLADRDOYIZESHZD
ZENTEET,

IHNEITHT=OHIC, RO K D12, Cisco ISE CLI @ ISE /admin(configyt 7' v > 7 hinb a7 4
Fal—rarE—KRTiphot 2~ F&HEHLET,

ip host IP_address host-alias FQDN-string

Z 2T, IPaddressidty hU—2 A F—T A A (ethl £7-1F eth2 £721% eth3) D IP 7
RL AT, host-alias i3y hU—727 A % —7 = A A ZEV Y THLETTT, FQDN-string
. XYy NT—=7 A F =T 2 A ADEREM NAAL 4T, Zoavy RaER LT,
Fv NI —2 A H—T = A AT host-alias F 7213 FQDN-string & 5\ MIZ D )7 & F| V) 24T
HZEWTEET,

ip host @~ > ROfEH : ip host a.b.c.d sales sales.amerxyz.com

. BEAMEEY FTYT
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D4 L kh—rinesERT sRs

ethO LA DA > Z—T 2 4 RAZHRA FxA UT A%ED H T 5 application start ise =2~ >
RZMHHA L TCiscolSE TT 7V r—vary h—EREHEELET,

IDRAPTZA YT ADF Yy MU= A Z—T = A AL OREEMT ZHIFRT 2I21%, RO X
INZZDawr FonBEREHEHLET,

no ip host IP_address host-alias FQDN-string
RARDTA YT ADEFEEF7T SHIZIE, show running-config =~ > K& L 7,

FQDN-string #f8 € L CW 554 1E, £OFQDN CURLNDIP T RLANEEHZ S E T,
WA NTA VT ADIREFRE LT2SE1E, CiscoISE 1ZZFDHREA A U T ALERESNTIP
RAA 5 %&fEE L T5E27e FQDN 25 L., URLINOIP 7 KL A% %@ FQDN T X #ix
FT, XY NI A H—T 2 A AEBFRAIDTA YT Ay LT LA TE, URL
WNOXy NT—=07 A B =T 2 ADIPT FLABNEHSNET,

74T DT aeYamr s FAT 4TV TV BN ERIEIFA M7= LT
ethO LIS DA H—T = A ZA AT DAL, ethO IADA v Z—T =2 ZADIPT KL A
FIARA MDA U T AN PSN FFBHED SAN 7 f —/L RIZHEUNCRE SN TWD Z & 2R
LET,

T4 Eh— FEAZZERAT 5F R

o I A MHIK : r— F/X—F 4 CAIZ L » TEL INFEAERZR., FICh—"—0HNE 2
DEBMBIZIEYDET, A R — RFEAZEIL, CiscolSEERNDEE /) — N CEHA T
F7,

BN VAN R — RIEZEIZ LY, X TDPSN A EAP & Web H—E X HICFH T
FEAEA A CEET, FEAELZ I EWER LT, ¥ _XCTOPSNICEATLZ LICXD.,
O A & KIEICHIECTE 27200 TR <, iEHEOEHR LRI E T,

RET 7 —OHIE : DAV RA— REEEIL, 7947 b7 e 7 7 A VHICEHTE
HIEAEAEFELTBY, DOV 74T bRIOSOF—F = —r (B4 — FOMEHS
NTND) IZHE> TV Apple iOS T /34 A THRAT HRIBEICKHLL £97, i0S 7 74
T M EANZ PSN LBETHE. D7 T A 72 MIZ D PSN OiFEL (G T
HCAMEBEALLTVDEATYH) ARMICEELEEA, VAV I — RiEEEHEHT
HE, ZOFEHENTTOPSN TR IR D720, 2—V—IEEHEOZ T ANE 1
EUTZIE L, ZDH%RDOELD PSNICKHT LFFETT T = n o7 MR RRIND 2
ERHITLET,

flilsfb STV 7Y 1 FOFRGE « 72 & 21E. PEAP-MSCHAPV2 L {EHH T & 5 —/3—FE
FE R $H D Microsoft Windows 7" U > N CTl, &% — N—iEHEZEHET L L 0 12HH
ETHIERMELINTEY, ZOLSIHELRWEEIX., 207 747 2 MBBIO
PSN Ml L CHEfE A 1T 2 & & PSNGEIEAEHT AL o1, =2—¥F—lc7m 7 b
DHEND AR H Y T3, VANV FH— REAEEZFEHT S &, 4 PSN OEBIDFE
HETITRL, B—DW —"—fEELZFEHT L2 THEAET,

AN R — REEHEZEAZERT DL, 7o 7 FOFTRREY . L0 —L0 L ARG
FHINHZ LICEY, 2= — 27 2 o ARG EINET,

EXWEEY FTYT .
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B o er—ramEseRTsccoRA

TAILEA—F

TAILEH—F

AAZEEEAT S CLEDRA

W, AN NI — FEAEOHENCEET 2% 2V 7« LOZEFHO AT L E
B

o BAME & SRRBL IR DR T
o FEE S — D H D AN
s —fRITIIRL, BEHEICLIVEMI DTN

U AL Fh— REEBAE T4 Cisco ISE / — R CHEA DV — N—FFHEAZFHAT 2 LV b 248t
NENWE RSN TWVWET, 7L, AN BIOZOMOFEABRECERN X2 U T ¢
VA7 > TWET,

Cisco il X2 VT 4 T T IAT LU AREDEXF 2T 4T, AL, ULV R — REE
HELZYHR—FLTWVET,

JA )N RH— f\‘?ﬁ%%%@ﬁﬂ?‘é TIXHEENLETT, =& Z2IE, *.company.local % {i
UCREREZER LIz & LET, é@ﬂﬁ% %&%%#E@f%tﬁm KR 1L
company.local K A A ‘/W@T’*‘“C@‘b"ﬁf\‘—%‘:7<7 T4 TTHIENTEET, Lo
T, ZOXA TOEREZRREET 572012, RAAL UEKESFTHIENRANTZT 7T 4 A
ERRENTVET,

ZOMESNDRMEICHL L, FIPHEHEZHIRT 572012, TA Vv R — FIEEZEH LT
FREDFFEDY T RAL L Ri#TH L b TEET, VANV NI — FEHET LI —HRALADY
T RAAL IS, TAZ Y RS (%) ZiBMLET,

7= & z21E, *.ise.company.local (Zxf L CU A )L R — RIEHEEZHRET S & Zc@uft%%liﬁ@
X 972, DNS 472 llise.company.local] THHODHTXTORA NERi#ETH7-DIfEfTxE
D

* psn.ise.company.local
» mydevices.ise.company.local

* sponsor.ise.company.local

SEEAZE D HEiE

AL RA— REFAEIE ., FAEY 727 FodBELA L LTV A RENTWAY A LR
H— REMFEHLTERESILET, CiscolSEIX, DX A TOEREFR—NLET, 7272501
TRTCOZY RRA TV A IBRFEHES 7 V27 FOUA NV KD — RXFEETFR— b
LTCWBDITTIEEHY FEAL

T A NEHFDTXTOMicrosoft 1A 7 4 77V o b (IRFEHAFE T LTV D Windows Mobile
Ete) O—EiL, FEHEY T2 ROUA N R — RFEYR—F L TWERA,

Cisco AnyConnect Network Access Manager 72 £, [h7 2 =27 & (Subject) | 7 4 —/L RTHO U
AN I — FXFOERZ Y R—FTE Mo 7Y) B haffiTEET,

. BEAMEEY FTYT



| g&xmtty b7y
anzrE [

F72. DigiCert ® Wildcard Plus 72 &', GEBAEDO Y72 =7 MUBALITREDY T FA AL 25
H5HIET, BFNMEDRNT AL 25T 5 L O ICEREr Sz, Feillle U A v K — REEH
HEFHTLI L TEET,

Microsoft 7"V 77> F OHIFRIZ Y A /v K — RFEFAZEOFBERICE > THIFIZR D L H IR E
T3, Microsoft DX A7 4 7H 7V bagGle, %27 727 7 8AIZOWTT A MNEALD
TRTCDOTNA ZAZFHTEDL LT HREOHFERHY £,

INETHITX, Y7 V=2 MZUAN R — FXFEERAT 2ROV, [P V=7 MR
%4 (Subject AlterativeName) |7  —/V R CTUA N KA — RXFEERTL2LERH D 7,

[7 =2 MUE4 (Subject Alternative Name) | 7 ¢ —/L RiZiX, KA A >4 (DNS#4) %
s 2 L9 ICHE SNIIBEFBMRFF SVE T, FHMIC DV TIEL, RFC6125 & RFC2128 %
ZLTLIZEN,

AEBAERE B

FHAR— UL, TRTOZY FRA U b VAT AL 3 R OVRHET & 2 AE H OFESIHHS
BELIIEHEEGHEHT = — U NEREINFET, FEHERBICIX, FEHE, T XTOHE CAGE
%%\%i@w—kﬁ%%ﬁﬁimfwiﬁok&zﬁ\%ﬁﬁ~&w#%yx?Aaw%%
ForT B L. T7 AN NOMIET DY AT AGEAEOHMA R RSN ET, FEHIERREIL
EO HcRRENET, FllERrT 2103, TOBECRHEEZ 2 Y v 7 LET, ﬁa
BN EIC IS £ IR T = — o b 0 E A,

FEEDOV A R 4 RUT, [AT—H A (Status) [FICIRDOT A 2 DNTIDNER S
ET,

CRREDT A 22 FAREERE (BRERF =—) 2R LET,
REDT A Ay 2T —FRLET (& 2T, FEGREHEFEORE TR
CHEDT A AL GERESHIRUINBE TH D 2 L 285 L, AL Z RO E T,

AT LEEAE

Cisco ISE o 27 LFFAEIX. BENOZOMD ) — RBL O FA T s 77U r—3 3
IZ%F LT Cisco ISE / — R&F#HIT D — N—FEAETT, VAT LAERAEOHRITKRDOLE
D ‘(t‘ﬁ‘o

* Cisco ISE [BFH T/ — FRBEICEHA SN ET, o OFEHAEOMEM L (Usage) 58
WCEH (Admin) [Ty /Ry 7 AEF NI LET,

* Cisco ISE Web " — % JU\Z#i#i 357 7 UV B I RREST 7 74 7> b CTHEHESNE T,
L OFEAED [(FEH5FE (Usage) HEIKD [FR—# /v (Portal) | F v 7Ry 7 A&
iZLET,

« PEAP 1 X O EAP-FAST 2l 4 54 48 TLS F o RV Z BT D7D SN E T,
EAP-TLS. PEAP, 35X UNEAP-FASTZ L 2MAFRREOS A, AL (Usage) | HEIKD
[EAP #BiE (EAP Authentication) | F = v 7Ry 7 A&A 2L ET,

| EXWEEY FTYT .
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ERMGEY b7y T |

* RADIUS DTLS $— —38EEIZfEH S v E 7,

*SAMLID 7'/ Z L O@EICHEN S vET, ZOFENFED (M55 (Usage) ] HEEOD
[SAML] F=v 7Ry 7 A% A N2 LET, [SAML] A 7'V a V&R IRTLH & Z0Mtho
P—ERZZOFEAFEZERT 22 LI TEEEA,

SAML fiEBAZEIE, AR AF v H— ¥ AR Cisco ISE & Cisco Smart Software Manager [&] D 7 A
T RIBER L EED CiscoISE h—E AT &4 E T, CiscoISE 75 SAML FER #
ZHIBRT 2 &, BET 2 — xRl S E T,

epxGrid 2> hr—F LOBEIMEHINET, ZNDLOFERAFED [EHF1E (Usage) |5
WD [pxGrid) T =y IV Ry 7 A A AT LET,

Cisco ISE BFHDO %/ — RIZH /v AT LAGEHEEZ A VA b=V LET, T 74V N Tl
A VA N —/VIFIZ Cisco ISE / — RIZ 2 2D H L BEAREAE L . NEL Cisco ISE CA IZ LV B4
SN2 1 DOFERENMER S NE T,
* [EAP], [%H (Admin) ]. [R—#% /L (Portal) ]. LT [RADIUS DTLS] ®7=H D H %
A —/S—REBE (F— A 132048 T LEMADTY) o

* SAMLID 7' A X L OL220E I TE 5 H B4 SAML — R —3EE (F—
P A % 2048 T 1 EMADTT)

e pxGrid 7 74 7~k & OZA72E(E 1TE ] T & 2 W Cisco ISE CA F44 14 & Hr— /N —FiEH
£ (F— YA XL 4096 T 1AEMARTT) ,

EBRZEY Ty L, BB XY )= RERETDH L, pxGrid = b —TF HOGEHENA
N T 7 A~V ) — RO CABAMEFEFICEES MDY £, L7d > TTXTO pxGrid
REFAIZEDE— PKI 7 A MEEO—E L 20 £,

)

TA N K — RV AT LFEHEEZ 7 AKR—F LT, (/— FHE@EEH o —
NIZA VAR — b T 28581, BT REE LB —%2 =7 AR— LT, Kb/ A
TJ—REHEELTLLIEIV, AR — MFX, GEE, X —, BXORE/ IR
U— RBBETT,

Cisco ISE TlX, EAP-TLS BGEDEHH T E HatlERL LT R A > MEEBEITxE
L CTPHDH, RSASSA-PSS 7 /LT U XADFEMANYHR— FINTWET, itELE
FRTDHE. BAT AT XANE, T Y XALTERL, 1.2.840.113549.1.1.10 &
LCUARREINET,

Cisco ISE TlE, B4 7/ =Y XL LT RSASSA-PSS 45> 2T AFEAEIX
PAR—bFINTWERA, UL, = —FEFE, L— FEE, BXOHRICA
AEEICE A S E T,

G¥)

BHENOV Y —2ATHR—FINTNDEXF—LREFIIONTIE, %%/ 3— 3 >? [ Cisco
Identity Services Engine * v b U —27 2 U R—3 2 O HEHME | TA RESR LTI ZI 0,

. BEAMEEY FTYT
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| &4ty b7y 7
I T VET N |

X2 VT 2@k 570l HEBEAMAEL CABAMESAEHETESHMAL Z Lot
WLET, CABAMNIFERAFZIUFT 51213, LUFEITILERHY 7,

1 FEEBA B O & AR ~DREE (98 <)
2 RETEDIEREA LT ~DL— MERBOA L E— R (90 ~—)

3. FEWIEBAERA~D CA BAM XFRHED A R (98 <—)

ISEQZaz=F41)Yy—2X
How To: Implement ISE Server-Side Certificates
Cisco Identity Services Engine DREFEF T 25 ET A R

VAT LFEBAE DR R
[Z AT LGERAE (System Certificate) | ™7 « > K712, Cisco ISE (ZBM SN2 T R THOT AT
LFEHEO U A MRERENET,
I8 BRI
WDBEAY ZFATT HITIE, A= N"—EFHEEII VAT LEHETHLILERH Y 7,

ATy 1 [EHE (Administration) ] >[> R T L (System) |>[EEBAZE (Certificates) ] > [ A T LZEBAE (System
Certificates) | # IR L £,
ATw T2 [VAT LFEHE (System Certificates) | 7 1 > R IZiX, IROFINFRINET,

«[7L > FU4% (Friendly Name) ] : fFRAE D4 A,
« [BEF 1L (Usage) 1: ZOREBHENEH SN —E X,

« [R—=Z N7 N—"7%7 (Portal group tag) |: N—FVAEMEHT 2 L 5 ITHE S ZFEHFICR LT
BBHTEET, ZO7 44—V RER—ZVIHERT 2 LER D HEHELZRELET,

« 8175 (Issued To) ]: RERAEDOY 7 V=27 Fo @4,
« [58477C (Issued By) ] : iERAERITH OILi@4
s (AR DOBSE (Valid From) | : GEBIEO/ER BT ( [Not Before) EFIEEME)

« WIFRH (Expiration Date) ] : GEBIEOAIHIIE ( [Not After) FERAEREM) . AWIROREIZKOT
A UPERREINET,

cHREDT A 3 HIRGIE T 91 AR,
cHEDOT A 3 HIRGIALE T 90 A LI,
cBHEADT A 3 HIRYILE T 60 H A,
AV TVBEOT A 3 WIREIALUE T 30 B,

| EXWEEY FTYT .
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B o x5iEmEoq k-

\'l

ATy T

ATy T2

ATFvT3
ATvT4

BEAmnty b7y 7 |

s REDT A 3 RGN,

T LEEBAZED A ViR —
BEHER—Z LG, AEED CiscolSE / — RO AT AFEAELZ A VR— FTEFET,

774~V PAN FOEHEFE 0 — LGEHEOFEHELZLEE T L L, thodT T/ — Kk
DY —EZAREFRIBEINET, 7IA4~Y PANOBFEINZETTLHLE, VAT AL
T—EIZ1 20D/ — FABEEBINET,

1R BHIIZ
cITAT U N T TURFTIEITLTWNAH VAT LD, VAT LFEFAEL B —7 7 A L0

bHZEEMERRLET,

e A UHR— FTBIVRAT AIEAEBNE CAIZL > TEL INTWVWAEAIT. BET 51—

F CA B L OHIH CA OFEAFEZEH TE HFEER T IZA U AR—FLET (BE
(Administration) 1> [ X T4 (System) | >[FEBAZ (Certificates) |>[{EE T = 55IH
£ (Trusted Certificates) ]) .

o f UAR— FTDHURT AFEAEIZ, CA 7T 7D true IR E SN2 EANKIYEEN G £

TWDEAIE, F—FERAIENGFET 5 2 &, 8 X OkeyEncipherment £ | & keyAgreement
By ROWTNNEZIIF T RHESNTND I &R LET,

CRDZ AT ZFATTHITNE, A—"—FHE LI AT LEHETHLMLEN DD F

j—o

[EH (Administration) ]>[> X T4 (System) | >[3EBAZE (Certificates) | > [ AT LFEBAZE (System
Certificates) | &R L £7,

[~ AR—"F (Import) 1227 VU7 LET,
[REFAE A R — F 7« ¥ — K (Certificate Import Wizard) |V 4 > RUNRERINET,

A VAR — N AFEHEOHEE AT LET,
[i#1E (Submit) 127V v 7 LET,
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\"

rze [l

VAT LIHED A viR—

T LEIBAZED A ViR— FERE

R7:VATLIARHED A vR— FRTE

TJ4—IL K& EnBA

/ — FD:&EIR (WMZH) v AT LGEHELRZ A >R —F92% CiscolSE / — K& K v 7' ¥
(Select Node) 7 A NNLERLET,

SEBAZE D 74 )L | (W) [Z 74 ILDEIR (ChooseFile) | DIEIZZ UV »Z7 LT, v—H/)L
(Certificate VAT ANOREAET 7 A L EBRBIRLET,

file)

WMEX— 774 H) [774ILDFEIR (ChooseFile) | DIEIZZ YV v 7 LT, m—h/b

JU (Private key
file)

VAT ANBMEBEX—T 7 A VEBINLET,

INAT)—FK (WE) MEX— T 7 ANEE LT DDA T—RE AT LET,
(Password)
PAMANUE AEAFEOT7 L RUAE AT LET, ARiEfRE LRWEEIE, Cisco ISE
(Friendly IZ&Y
Name) <common name> # <issuer> # <nnnnn> O THEWIIZLBINER S E
9, 22T, <nnnnn> [XEH O 5 HTOBFE T,
JAILKD—FK |UANVKRI—FiEAEEZ A VR — b T 58813, 2OF=v IRy 7 A%
SEERZE DT AN LET, UA N R — RFFAZETIL. ‘74/1/ RA— RFEL (KRAA
(AllowWildcard | > & DRHIIZT AX VA7 (*) BLOEYAR) B™MEHINEST, VALF
Certificates) 71— REEAET, MENOEROFR A METHAE S ET,
IDOF IRy I A%ANT D E, CiscolSEIFERANDMDTTD
J—RIZZOFERAEE A R — b LET,
FEBAZEDILRD | CiscoISEIZFEMEDILRORAEZFFAI T 2581E. ZOF = v 7Ry 7 A
BEE (Validate |#A4 L ET, ZOF =2 IRy 7 AEF AT L, oA ViR— FTé
Certificate AEAAEZ CA 7 T 78 true IZRRTE SN BARHIFILEN S TN TV 5
Extensions) 1T, F—HRIENGFAET S Z & 22 L E 7, keyEncipherment £+ ]\ k

keyAgreement £ NOWTNNETLILW FEZHET HHERH Y £7°,

EXWEEY FTYT .
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ERMGEY b7y T |

J4—ILF4&

A

ERAE
(Usage)

COVAT LA EAFEHTOSLEND D —E R 2RI L £,
[EFHE (Admin) |: BHEHA—Z /L L O@EER I OEBINO Cisco ISE
J — R OBEOREIHEH I N D — N—FEHE,
GE) 774~V PAN LOEEE 0 — LiEEOGEN EE LT3
5 e DT RTD Cisco ISE / — R EDH— " R AL HE)
SINFET,

[EAP 587E (EAP Authentication) ]: SSL b r U > 7 E 72X TLS k>
F VT OEAP 7 B b 2L 2T SRR EH S D Y — Nk
=+

* [RADIUS DTLS] : RADIUS DTLS F8:Ef# 3 2% Y — S —FEB &,

e [pxGrid] : pxGrid 7 7 A4 7~ h &Y —"—OMOBELIRET LV T
ATV FBIXOY— =GR E,

“[ISEXvt—C 55 —ERX (ISE Messaging Service) ] : Cisco | SE
Ayt—T U5 FN Uiz Sydoghéngic i SivE 3, flAiA A UDP
syslog IW4E 4 —/% >  (LogCollector 33 & UY LogCollector2) ¢ MnT
WAN e & B2 L £,

*[SAML] : SAMLID 7' 2 /314 X L D& ¥ 2 7 R BE I+ 53— —
FAERAE, SAMLAOM A BRI L LZiEAEIL, EHERIFEAPR
FER EDZFOMDOY—EADTEDIHHT S Z EIETEEEA,

o [R—% /L (Portal) ]: 3T Cisco ISE Web " — 4 /L & DIE(E % 1%
T DD SN D Y — N —FEHE

EELEY D

AT LFERE (69 X—)
VAT LAFEHEOFRR (71 =)
VAT LFFHED A VAR— b (72 2—2)

BCERAEDER

HOZBLIHELERTAHZET, FrLune— W LZEHELBMLET, ACB4LEHET,
WEST A b LRl D =— X2k L TOREHT 5 Z & 2 HELE L 7, FEB@EREEIZ Cisco ISE
ZEATLZLEEZFHEBEIL TV AEAIX, AIHE/RIRY CA B4 EFEAELMHEM LT, EBEH
Iy N = RERTEV -z F AN Thivs Lo LET,

. BEAMEEY FTYT



| &4ty b7y 7

\)

sesainzoz: ||

BoEREHED

HOBAMHELZHHLTEBY ., CiscolSE / — ROKRA M EZEET AEE1E. Cisco
ISE/ — FOEBAR—Z a4 L, HWARA MBMEA SN TS B CEARERE
ZHIBRL T D, HTLWAHLEBAGEAEZ AR LET, £ 9 L&, Cisco ISE IE
RANGMER SN H B EL S SR L ET,

1RO BRI
RDBZ AT e FATT HITNE, A—N"—FHE LI AT LERAE TCHLLER DY 7,

=1 =]

ax &

® 8:HCERHAENER

J4—ILFA& FREOHAESAY
J — FDEIR (WIH) VAT LGEAEEAR TS /) —FE RFay X7 U A RS
(Select Node) IR L E1,

Common Name
(CN)

(SAN ZHRE L2 WEEICUE) 774 /b kTt 458413 H OB 4G

P % 4 R%d 5 Cisco ISE / — F® FQDN T,

o=k #fk—= =+ M4, Engineering 72 &,
(Organization

Unit) (OU)

FH HHk4, Cisco 72 &,

(Organization)
(0)

# (City) (L)

(AWEATT) A4, SanJose 72 &,

M (State) (ST)

(BWEAT]) N4, California 72 &

E (Country)
(o))

E4, 2 XFO IS0 EEZEZ A LET, US/e L,

HIT) B

% (Subject

AlternativeName)
(SAN)

FERAEICESESH T 5= 1P 7 R LA, DNS 4. %7213 Uniform Resource
Identifier (URI) .

*— 547

RSA F721Z ECDSA OWTNDOAB T —DOIEKICHERA+TL 712y X
‘Z)‘o

EXWEEY FTYT .
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BEAmnty b7y 7 |

J4—ILF% FREDHA FS14 >
F—DEE (Key |[AF—0OE Y b AKX, Fay XA RNL, RSAIZKROWT
Length) NOOF 7 a rERIRLET,
«512
- 1024
. 2048
* 4096
Koy 7&Z o) X s, ECDSAICIRDWTINNDA T g v & 8IR
L/\i—é_o
256
« 384
GE) RSA B EXOVECDSA ODABF—IZ, MCtEF=2U T 4 LT
B —RE2EF 22 EBH Y 9,
N7V w7 CABLIEEAELRET 5546, $ 7213 FIPS LR Y
V— B AT 5L LT Cisco ISE % BT 534813, 2048 Z @8R L F
j‘o
BRI BFADT | Fuy 7 XU U R M0nE, KONy 2T I XAOWT )%
Ak (Digestto |[RLET,
« SHA-256

SIBAERY o—
(Certificate
Policies)

SERHENGE ) NEXFFHERY O—0DO0OID £/-21F0IDDOY X 2 AN LE
T, OID #XE15121, W ~FITARX—ZAEFEAHLET,

TTL B3HEAR

FERAENRGTHETCORBEEZRELE T, Fuy XX X b

(Expiration EZEIRL ET,
TTL)
JLU R4 REAEOZ L RUAE AT LET, ARIZHEE L2RWEEIL. <common

(Friendly Name)

name> # <issuer> # <nnnnn> OF X THEHIZLRINER SN ET, 22
T. <nnnnn> [X[EA O 5 HFOHfE T,

74 )L Kh—FiE
BREDEFA (Allow
Wildcard
Certificates)

HEBLTAN Fh— FIEREZERT B0, Z0F =7 Ry s
AuEFNZLET, VANV NI — RFEHER AV R — RFRL (R A
LURDFNCT ALY 22 LE Y 4 FORR) MM L. Moo
AA MICHAEEZ R TED LS ICLET,

. BEAMEEY FTYT
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FEICELT T |

J4—IL K% FREDHA KS14 Y
EAAE (Usage) | 2D AT LFEAEA T LENH L —E R 2RI L £,

< [BFFE (Admin) ]: FHEFR—F L L O@EEB L ORI CiscoISE
/— FEO#E(E DEHEICER SN D — " —FEE,

* [EAP F%FE (EAP Authentication) ]: SSL k> U v 7 E 72X TLS h
AV T DOEAP 7'a b A a T R ME S D —3—
A,

[RADIUS DTLS] : RADIUS DTLS §&GEIZfEH T 5 h— N—FE =,

[pxGrid] : pxGrid 7 74 7 > b &Y —N"—DOMO@EERET D7 7
A7 B LY — R —GEHE,

[SAML] : SAMLID Y1/ 3A & L D¥F o 7 RlEIHH+ 59—
N—FERAE, SAML AR B L L-fERR T, EEERES
EAPZREFR P DOZ DOV — A= DIfFERATHZ LT TE 8
/\Jo

[R—% /1 (Portal) ]: 7§ ~X"T® CiscoISE Web " — ¥ /L & Di@1E % &
ET DD SN D Y — N —REAE,

BENEY Y
VAT LFEE (69 X—)
VAT LFEEORR (71 =)
HOBAGEHAEDLER (74 X—)

DRATLIABAZEDRSE
IO 4 RUEFEHLT, VAT LAGEHELHEL, BLBLAAELZEHTLEST, VAL
KA — RIEAZEEREST D & ZENEBANOT T/ — NicgRlanhEd, VAL Rh—
RIEAAEZHIBR L725E. 20U A R U— REEABIEANOTTO / — R GHIEE S
ij‘o

1R BHHEIIZ
WDHE AT ZFITTHIZE, A—N—FHEELEF AT L2ERETHHIVLENDHY £7,

ATv 1 [EHE (Administration) >[>RXT L (System) ]>[EEBAZE (Certificates) ] > [ A T LSEBAE (System
Certificates) 1 Z =R L £,
RT9 T2 WETLHHEHEORICH LT = v 7Ry 7 RAEF LT, [fE (BdiY) 1227V v 7 LET,

ATy 73 HOBLEWAELZTHT L1203, [BEHLMB (Renewal Period) | F=v 7Ry 7 A& A4 2L T, HEHM
FRTTL ({Ffc rTRERERE]) 2 H., #W, H., FHRIEFEEMTANLET, FeyrXFZ o) X bbb Bl
PERLET,

ATy T4 -7 (Save) 1227V w7 LET,

| EXWEEY FTYT .
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BEAmnty b7y 7 |

[BEHE (Admin) | F =y 7Ry 7 ARF TR >TWBEA, CiscoISE / — FD7 F Y r—3 g 09—
NN E) L ET, £72. £ D CiscoISE / — RAE D PAN Th L3545 1L. EBENOZOMTXTO
J—=RTHT IV =y a == HE#HLES, YTV PANOHEINETTHE, VAT A
WL T—EIZ 1 oD/ — FAFE#H I ET,

\}

GE)

Chrome 65 LA %A L T Cisco ISE Z 2@ 45 &, URLBIELS U XA L7 hZ7oiT
L0 59, BYOD iR—HFNVFE IS A MR—F NN T T o CRENC KT S &
BHYET, L, §XTCTO [T TP=2 FDRI4 (Subject Alternative Name) | 7 A —
JV RICGEEAZ VB L%, Google TEHAINIZH LNVEF 2 U T ¢ BEREDHIK T,
CiscoISE U U —Z 24 LIEDA, [7 ¥ =27 FDRI4 (Subject Alternative Name) ]
TA =N REANTLRERDHY £7,

Chrome 65 VL _ECEBIT 2121%, RO FIEIZHENFE T,

1.[V 7Y =7 FDORI4 (Subject Alternative Name) ] 7 4 —/V KIZA 1325 Z & T, Cisco
ISEGUI 268 LWE CBEAREAELZ AR L ET, DNS & IP 7 RLADMW A% AT %
WERH D FT,

2. Cisco ISE ¥— b 2 5 Fc &) L F 4,
3. Chrome 77 U CR—ZMIZV XA L7 FENET,

4. 77 YT REHEOER (View Certificate) |> [7£#ll (Details) ]>[= &— (Copy) ]
DNEIZERINL | base-64 =2 2— RERINL T, GEAELZ a8 —LE7,

5. @EHEANATIERAEL A VA =V LET,
6.Chrome 7T UHEKT L, R—=2ZLDU XA L7 NaeRLET,

. BEAMEEY FTYT



| &xmtey b7y 7
FEIN TN |

A\

(¥)  WinRS4 £721XRS5 DAL —F 4 7V AT AT 7 7V Firefox 64 LIED U Y — 2D
UA¥YLABYOD by b7 v FERET DA, GEAFEOFINZBINT L2 LR TE
RONGAENRHY ET, T OBIRIT Firefox 64 LIED U U —ZADFHA A b —/VRRIZHE A
THZLENHY FEF, LURIDO/NN—T 3 5 Firefox 64 LIMEIZT v 77 L— K LIZ8BAIX
FELEEAL, WOFIATIL, ZOX 5 RGAETHIEHEOHSLZEMNMT HZ LN TE
F7,

1. BYOD 7 —®M 7 )V PEAP £72135 = 7 /V PEAP £7/21X TLS #R/TE L £,

2. Windows DT _XTDA 7> a > TCPRY > —%FHBELFET,

3. =2 K7 Z A7 Windows RS4 F 7213 Windows RS5 T, Dotl.x F 7213 MAB SSID
R LET,

4, FAPNR—ZNLFEFIZBYOD R—Z U XA L7 5121, FF64 7 5 72 f]
5™ URL # AT LET,

5. [#l5+%:EN (AddException) ]>[FEBAZ ZEMTEALY (Unabletoadd certificate) ]
Vw7 L, 7ua—%HEITLET,

[BBESR & L C. Firefox 64 OFEAEZLZ FEYyTEM L E T, Firefox 64 D7 7 V¥ T, [# 7
a3y (Options) 1>[FS54 /N —&ERTE (Privacy & Settings) |> [FIBAZDRT (View
Certificates) 1> [¥—/\— (Servers) >[5 DEN (Add Exception) ] IR L £,

O AT LIEAE OHIER
ABMA LRV AT AR EZHIBRTE £,

VAT LFEHEAR BT D OEBOREE L —EICHIBRTE £ 708, F I L UOVEAP FEEICAE
AT HANAE L DR LB 1OFATHLENHY T, £io, BH, EAPRIL, H—% 0,
F7 T pxGrid = b r—Z A SN DR FITAIBRCE £H A, 72720, P—EART 1
=7 NOEAIE, pxGrid iEHEE IR TE £,

UA) R — RIEAEZHIRT S Z & 28N L2548, EHEZERBENO T T Cisco ISE
J— FbHIBRENE T,

ATy 1 [EE (Administration) ] >[> X T L (System) |>[EEBAZE (Certificates) ] > [ A T AZEBAE (System
Certificates) &N L £,

ATv T2 HIERT 2REHEDCHCODF =y 7 Ry 7 ZaA L, [HIBR (Delete) 1227 Y v 27 LET,
TRy = VBRERENET,

ATV T3 [T (Yes) 127V w7 LT, iFHEZHIRLET,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B o x7ramzEorsak—

T LEBAED I Y RR—

VAT AFEHE L FOFEHEICEEMT O N TWAME X —2 =/ AR — T FEJ, JFAE
LFOMBX—2 NN 77 v T7THIZZ I AR — b T35A1E. T E2MLBEIZN U THTHA
ViR—bhTEET,

\"

1RO BRI
RDBE AT e FATT HITNE, A—N"—FHE LTI AT LERAE TCHLLER DY 7,

ATy 71 [EE (Administration) | >[¥ X T L (System) > [iEBAZ (Certificates) | > [ A T LZEBAZE (System
Certificates) |DJEIZEIR L E7,

ATFY T2 =7 AKR— T HHEBEORICHEF = 7Ry 7 A& F 2L, [T ARKR—b (Export) 227U v 7
Li‘g—c

RT9 T3 EHEOREZ T AR— M50, GEHELGEHEICEEMT ONTODIMESF—%2 7 AR— M50
ZERLET,

Evb ERABSNDATREMENR S D720, FEAEIC E‘EJLHT%%L@%%ZT‘Z% DTy AR— b IFHELE
LEFA, WEX— %I&XT%F#%ME#X@% B (e xiE, VANV KR — RV AT AGE
HELT 7 2R — LT/ — FHE@EH m®&md%/ RiZA R — T 556) . £0
B — DR b RA T — REBELET, Z0ORAT— RiE, #@FE %R0 CiscoISE / — RIC
AVHR— T HEXITH/EL T, WMEX—Z2EFLTHI2LERDHD £7°,

ATV T4 EX—%2T 7 AR— T 25513, mAUV—FRE AN LET, NAT— &, 8 CFLLLICT 2 0EMN
HYET,

AT9 TS [£7 AKR—F (Export) |27 Vw7 LT, 24T N 7T EFITLTNDT 7 AV AT LIZGE
HEZRAFLET,

FEAEORE =7 AR — T 2555, EEIIPEMERX CRIFENE T, FEHELMES—OW iz =7
A= M 556, GEHFIZPEM EROGEHE LS b SNIcMEX—T 7 AV E Bl zip 7 7 AV E L
T/ AR—FEnET,

ERTEHAER M7
BRHC& DREAZEA M 72X, (B#ICfEH 45, Simple Certificate Enrollment Protocol (SCEP)
H D X509 GEBERE N TWET,

B CXBFFHER FTHOFEHEILIT 74 < U PAN TEHHEL XN, Cisco ISE EEIN O DT
RTO ) — NZEREISNE T, CiscoISEIZV AN R — RiFAELZ Y R—F L TWET,

Cisco ISE I, ROHWTEFHTE it ELMEH L ET,

e TV RARA U MZ X DREGE uﬁﬁﬂi\—x DOEHLHE FRGE % H L CTISE-PICE HlR — &
JVIZT 72 A9 3 Cisco ISE ”ésﬁﬁ%f HEGEMHERT D7 747 v FIEAE AR T D
728

. BEAMEEY FTYT



| &4ty b7y 7

gEczsanex 7 [

« JEBHN @ Cisco ISE / — REID& % o 7 72 @(E & AREIC T 5728, BT HAEBHER b
TIE, BN OE ) — RO AT LAFEAE L OEEZ LT 572D 057 CA FERE
DF 2= PNEENTWBILERDH Y £4,

s HOBAGAEL VAT LGEAEBICHEHT 2581, &/ — FOHCEB4EAEY
PAN O TX A3FHEX M TICEET ALERNH D 97,

c CABAM &R EE AT LFEEIEM T 245613, CALV— MEHE L EHT = —
YHOFTXTOFHGEAES PAN OFHHTE 25EAEAR 7 ICERES 24035 D
iﬁ‘o

e X 277 LDAP FREFEE AT A1, SSLEZRBE L TCT 7 A& 5 LDAPID V —
AEEHRTDHEEI, FFAER FTOOEAELZBIRT 20N H D 9,

e NR—=VFITNAAR=HFNVEFEHL TRy T =7 ~DBGFEER L TND/—F
VTR RZEUET D72, Cisco ISE 1E, /X—Y FIT A ZADKERE R — N+ 57
WIZ, PSNIZ SCEP #34 L CW\ET, kT 57 /31 AL, SCEP 71 ha/LafliH L
TPSNINGHZ TAT v FFHEAER L £, PSNIZIE., & L THERES 2 5 6k)5

(RA) BEFENTVET, RAIL, BEET DT /A A0EDOEREZ(F L TRAE LT-4.
7 T4 T v MEHEEFRITT DM CA £ 721ZNEL Cisco ISE CA IZF DER & #sk L E
9, CAIXRAIZFEBAZEZIR L, RA DSGERELZ T /A RTE L F T,

CiscoISEIZ L > THEH LD SCEPCA i, SCEPRA 7B 7 7 A MZ L > TEHEINE
T, SCEPRA D7’ 7 7 A NPERKREIND &, RO 2 OOFEAENMEHE CTX HREAEX
K TIZEEIRIZEIN SN E T,

+ CAFEHE (BECB4AHE)
s CAIZ L »TELINT-RAGEAE GEAEZE RO —T = FOFERHE) |
SCEP 7’'u h /L Cld, 26D 2 DOFEHAED RA IZ X » TBERT A AR EN T

WAHAMERHY 7, EHETEXIMAEBA NTICZO2o00FAELZHETLIE., 2D
D) — RO RAWMERAT A7, FEFAENRTXTOPSN / — Rz INET,

\}

GE)  SCEPRA 7m 7 7 A PHIBRS LD &, BEMT STy
HCAF = —VPMEETE DEAEA 70D bHIBRE L E
T, 7272 L, BE% 2772 syslog. LDAP, VA7 A, F700%
EHGEEIC Lo CTRICREAZER SR I N TV A 551,
SCEP 71 7 7 A N2 NHIBR S E T,

EXWEEY FTYT .



B ceEczzamEx rroune

\)

BEAmnty b7y 7 |

GE) * Cisco ISE (2 >R — b &5 X509 GEAEIX, PEM EX,  F 72 idakalsr S b Al
R THAVELRHY 4, iFAEF = — (AT LEAEB L RZFOIFAE|CE
LT H—HEOEHEINGEAE) REENZT7 7 A WIA v R— T 52 LN TEFE

T FEDOHIROMR LD £7,

o FARNKR—=HNITABRT AN KO — RFEAEZE D H T, L— FNCAFEBHELZMHL

TH 7 CA &ALV R— T 584,
Fx— IR EINEEA,

Cisco ISE " —E 23 H LB S b £ CTiFHE

ISEQ=Za=FT41)VY—X

ISE ~DH— K/8—F ¢ CAFEAED A A h—1

EETESLAAEX 7 DEAE

BRI CTE55EHEA M 71X, ROGETX 2t ECTHAGRE INTWET, BLEEEIEH
T — FEEE, ZOMOEE TE 2 #E, /L— FEEPIE (CiscoRootCA) (X, HIEHEH
(Cisco CA Manufacturing) FEBIEICEA LET, IO OFEHAEIX. 77 40 F TIXEZIC
o TWET, BT RARA 2 b & LT Cisco IP Phone Z i L TW A A%, /— bEE
B BEREATEEL AN T D L EHERAIC S A anBL LTy 747 FEB D FRGE S

NET,

ERETEHAHREDY X b

= 9:[IEETZ= BHAE (Trusted Certificates) 179 1« > K™D 5|

J4—ILF4A

EREDHA RZA4 Y

L2 k)4 (Friendly Name)

AEAEOA T2 FR LET,

A T—AR R (Status)

ZDINZIX [B% (Enabled) | £721% [EM

(Disabled) ] BFE/RSAVET, FEIEN L)
(272> TV B A, Cisco ISE IXMEHEDFENTIC
AEREAHH L ER A,

EExI%& (Trusted for)

EHEAZFHT 2ROV —E 2D 5B, 128
EERRLUET,

cAVTSRESUF ¥
« RO HY—EXR
e N N7 G S

175 (Issued To)

AEAE A OdEf 2 TR LET

. BEAMEEY FTYT


https://communities.cisco.com/community/technology/security/pa/ise
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/200295-Install-a-3rd-party-CA-certificate-in-IS.html

| &4ty b7y 7

gEczsangoazosn [

J4—ILF4&

EREDHA RZA4 Y

177t (Issued By)

AEHERITEHEOLEA Z RN L E T,

BhHAR DOBEAE (Valid From)

AEBAENBIT SN B ERE 2 TR L ET,
Z OfElx. [NotBefore| FFFAEEM & X
nEJ,

H#ABRH (Expiration Date)

AEFAEOF RN 5 B+ & ) & For
LFET, ZOfHIL. [NotAfter] FEAZEEM:
E BRI ET,

ASEAR X T—4 X (Expiration Status)

AEAEOH DR D 27— & 227 5 15 #H
T9, ZOa T LIEKRIILS Informational
(FEWMIRHEL) A v b—JIF 5 >OT7 A 2
ETIVRH ET,

<HRE  HIRUINLETIl HELE

< HE HIREINET0 HEN
BB HIRUNETE0 AN

A LTE BRI E T30 HUA
- R BIREIN

EErEY D

FHETEX2EHEA T (80 X—)
BHETX ZHAEOFT (84 *—)

FETE 2FEMER b T OFEAEDO AT — 4 AZH (85 ~—)

B TE DREHFER b7 ~OREAE DB

ERETE SAZE DG E DFIHY

(85 ~—7)

CTL DfEHH T & 2iEHFICITARTOFRIOILRRZ ENTWDEENH Y 3, ZOIRRIE,
AEAET == ORGEOT R TOFEHFEOY 7V = M7V =7 ML T 4 — /L FD

fED4 RZEM % EF LE 3, Cisco ISE I3,

— FEHFERTHE S NHK 2 mE L EE A,

Cisco ISE i%. ROLAFIOHIFZ VR —F L TWET,

T 4L N4

T4V NUADOHIKNE, VTPl vOT LT NIAFERIIY T2 ORI T 4 —
IWRDOF VT 47 ATY, WRIChHERLET,

e ELWH TV N TV T 4T A

CA FEFAE DL IO : Permitted: O=Cisco

74T v MNEHEOY T =7 b 0=Cisco,CN=Salomon

EXWEEY FTYT .



ERMGEY b7y T |
B ceEczzamzoxs

c RERYT V=T N VT 47 A
CA FEFAE DL B : Permitted: O=Cisco
7747 v MEAEDY T Y =7 b 1 CN=Salomon,0=Cisco

* DNS
«E A—JL

« URI (URI Offill#I1%, http://. https://, ftp://. F7ciX Idap:// DX H 72 URI 7' V7 1 7 A Thi
FLMERHY ET)

Cisco ISE IZ. DL RBIOHFKIZ VR —F LTWEFA,
«IP7 FL 2

* OtherName

BHHTE 2FHEBICY R — FENTWRWHIKINEENTEBY . BIETOFFHTEICEZ Y DT 1 —
U RNEFENTWRWESIL, Cisco ISE BNV — F ENARWHIFZRIETCE W=D, D
FERAEIIES SN ET,

BT X ZAEHEN O RTORIKI O EZH &2 IR L ET,

X509v3 Name Constraints: critical
Permitted:
othername:<unsupported>
email:.abcde.at
email:.abcde.be
email:.abcde.bg
email:.abcde.by

DNS:.dir
DirName: DC = dir, DC emea
DirName: C = AT, ST = EMEA, L = AT, O = ABCDE Group, OU = Domestic
DirName: C = BG, ST = EMEA, L = BG, O = ABCDE Group, OU = Domestic
DirName: C = BE, ST = EMEA, L = BN, O = ABCDE Group, OU = Domestic
DirName: C = CH, ST = EMEA, L = CH, O = ABCDE Group, OU = Service Z100
URI:.dir
IP:172.23.0.171/255.255.255.255

Excluded:
DNS:.dir
URI:.dir

ZAFANARER Y FA T MNEAEOY 7Y =27 MI, RO XD IC EROERIC—EHLET,

Subject: DC=dir, DC=emea, OU=+DE, OU=0U-Administration, OU=Users, OU=X1,
CN=cwinwell

EHETEHAHZIDOERT

[{E#E C& 23EM#E (Trusted Certificates) |77 « > R IZ, CiscoISE Tffi [ Al fE72 X T DIEHH
TEXHAEN BERINTET, BE T HEAZELFRTTHITNE, A= —FHEE-IT
VAT LEBETHDINEND Y £77,

. BEAMEEY FTYT



| g&xmtty b7y
EHETEsunER roHREORT—422E ]

1R BHHIIZ
WDH AT e FATTHIZIE, A—N—EHEF IV AT LEHRETHHILERHY 9,

ATY T TRTOFENEFEELZF T HI20E, [BEE (Administration) | >[2 X T L (System) | > [FEAE
(Certificates) | > [{ERETZ HEIBAE (Trusted Certificates) |2 ®IR L £, #rEn b [[EHEHTE 53EH
£ (Trusted Certificates) |V 4 & RVIZITT X TOEFTE 5§E5ﬂ£0) YA MMERINET,

ATv T2 [[EHETE HAFAE (Trusted Certificate) |DF = v 7R v 7 A% A AL, [fRE (Edit) 1. [Fr (View) 1.
[=27 AAR— b (Bxport) ]. £/ [HIFR (Delete) 1 %27V v 7 sz%fowx&%?%ﬁbi%

EETCELHMHERX N7 DERAEDRT—IRER
FEAED AT =2 AR/ > TV DRERH Y £, T XY, Cisco ISE 2MEH DR
SAZZ OFERFEEZMFEHTE D L5120 £9, AEHEMEHE TE HEAEAR M 71T/ AR — |
IND L. ZOEHFTABMICAENIRY £,

EETELIMBHER F7ADIIAZEDNEM
[{EMECX HAEHEA M7 (Trusted Certificate Store) ] 7 « > K7 Ti&, Cisco ISE (T CA FEHE
ZiEMCTEET,
1R BRI

cRDI AT ZFATT DIE, A—N"—EHEELIIV AT LEHETHLMLENDH Y *
—g—O

BT AEEHEIX. T U EEITLTCNDR AL 2 —FDT 7 ANV AT AIHDHNE
DY ET, FHFHEILPEM £72I1XDER B THALALERNH Y £,

o EHHETRIEE T2 X EAPPRGEICRERAEZ 9 2 121%. AR 2R 2 fEBR ENIC
CA 7T 7% true IZHELET,

EHETZHRENHEE

FEAEAZ G CE 2EHEX FTITBMLEE S, [fRE (Edit) (oA 7Y ara2EHLT, *
OFEAEL I LICRETE £7,

4a & SRS

RDBE AT e BATT HITNE, A—N"—FHEELI AT LEAE TCHLLERH Y £7,

ATv 71 [EE (Adminigration) ] >[> X T L (System) 1> [ZEBAZE (Certificates) | > [{EETE S5HAE (Trusted
Certificates) JONAIZIEIR L £ 7,

ATV T2 WETIENEORICH LT = v IRy 7 A Z . [fRE (Bdit) 122V v 27 LET,

EXWEEY FTYT .



BEAmnty b7y 7 |
B ceEczzamzons

AT9F3 (FFvay) [7L> RU4 (Friendly Name) | 7 ¢ —/L RIZREBHEOARIZ AN LET, 7L RU4
BRELBRWEGS. 7 74V MITROEATAERSNET,

common-nameti ssuer#nnnnn

ATv 74 [{E4E5 (Trusted For) |fEILCHERF = v 7Ry 7 A% 4 LT, iFAEOHBREZERZLET,
ATv TS5 (A7 ay) [#8 (Description) | 7 4 —/V RiZ, GEAEOBPAE AT LET,
ATvT6 [RFE (Save) |27 U w27 LET,

B TS HIAZEDHRTE

WROETIE, FEETXHIAFWAED [RE (Edit) |74 FUDOT7 4 —L FIZOWTHA L E
T ZDOU A4 RUTCAGEAZFEDORBMELRELE T, ZOX—V~DF T — 3 /3%
X, [EE (Adminigtration) [>[Y R T4 (System) | >[iEBAZE (Certificates) |>[{EfETE %
SEBAZE (Trusted Certificates) | T3, MET HEHE T 2EHEORICH LT = v 7Ry 7 A
A A LTC, [fRE (Bdit) 1227V v 7 LET,

R 10:5SHETELAHEDHRERRTE

T4—ILF4A FREDAARSAY

SEBHEIETTIT (Certificate Issuer)

L2 k14 (Friendly Name) FAEREOTZ L RUAE AN LET, Zhix
F I arDT 44—V RTT, JLRU4
BN LRGSR, ROBRTT 7+ /L K
LN ERSIVET,

common-nameti ssuer#nnnnn

AT—AR R (Status) Koy 7Z ) 2 06 [£%) (Enabled) ]
F 723 %) (Disabled) ]38R L ¥, FEH
EREIN 72 > T DA, Cisco ISE 13358
DOENLIZEEEZEHA L A,

£%B8 (Description) (EE) B E AN LET,

7% (Usage)

ISE NDFEFEAICIERET S (Trust for Z OFFAET (ftho Cisco ISE / — F£721%

authentication within 1 SE) LDAP ¥ — "= 50) H— X—ZFFEHE A i
BT LEBIT. ZOF v IRy I AT
W LET,

. BEAMEEY FTYT



| &4ty b7y 7

gEczsanzon:

J4—ILF4&

EREDHA RZA4 Y

D347V I“nu..\nl—tj‘DctU Wgog AIZ 1|=|$E-g_é
(Trust for client authentication and Syslog)

([ISE NOFRFEMIZAEHET %  (Trust for
authentication w1th1n ISE) | F =y 7Ry A
A AT LTS EICIRY A TR Z OREH
ExfEH L“C/k’%ﬁ:)fa/\li\ ZDFxzvT
RNy 7 A%A N LET,

*EAP 7'u k=)L % L7z CiscoISE IZH5
fjhﬁ—éi/ ]\T/r/}‘%uunﬁbi‘a—

e syslog h—"—ZE L £7,

DROAY—ERDBILAIZEET S (Trust
for authentication of Cisco Services)

T4 — R —ERREONE A —E A
PIEET A O Z OFEFRAEAZERT A 5E
X, ZOF =2 IRy I A A T LFET,

SIEAER T—42 X MIREE (Certificate Status
Validation)

Cisco ISE 1%, #TD CA WRITT DI T4 T
VN ERIIT = AN—FEAED RN AT —F A
AT v TB2EB0OHEEYER—FL
TWET, 1 2HDJFEIX, Online Certificate
Status Protocol (OCSP) % L CRERIE % kR
A9 52 & TF (OCSP X, CAIZ L > CTHREF
ENDOCSPH— b A ZEREITWVET) , 2
DD IFEIE, CiscolSEIZCAMNB X T v a—
R U7-RERIERS Y A b (CRL) &ERRA LT
AENEZRGET 52 & T, EBbDHED,

OCSP ZHHNZMEH L CTAT — X A& T

IRNE XICRBY CRL #2551 HAT
xFE7,
OCSPH—E XRIzxt L T#EFT 5 (Validate |OCSP #— b 21Zxf L CaEl A MEET 512

Against OCSP Service)

X, ZOF =2 IRy I A A T LET,
ORI ArANTTHIZIE, £ OCSP
P—ERAEERTEILERDH Y 7,

OCSP BT BRT—H2 A Z#RL-IGEFE
K#EEBT S (Reect therequest if OCSP
returns UNKNOWN status)

AEEA T — &Xﬁ‘iocsp*)‘wt“x ’JZO'C
HF SN o TG AT ER A EL T 512
10)9":&/7‘\]‘/77475:21“/ LET, 10)
Frv IRy I AN LIZA. OCSP
#wt“xa:iofxﬁﬂf;XT~ﬁxf IR X
A% & Cisco ISE FBUERHMI L TW5 27 T A
7V NERITY NG EAELS L ET,

OCSPICERINEIEFRELGIZRIIEREZIEST
% (Reject therequest if OCSP Responder is
unreachable)

OCSP B MR BIEARRE /2 H3E 12 Cisco ISE 28
FEREESTDITNE, 20T = IRy A
A AT LET,

EXWEEY FTYT .



BEAmnty b7y 7 |
B ceEczzamzons

J4—ILF% FRLEDHTA KSA4

CRL & >Aa—FK (Download CRL) CiscolSE CCRLZ X v u— KT 52i%, =
DF v IRy 7 AT LET,

CRL B2/ URL (CRL Distribution URL) CAMPS CRLEZXA o — K450 URL
AL ET, REHRGEHETHES AT
LA, ZO7 4 —V RITHBIMICHEAA E
AVET, URLIE Thitp) . Thttps) . F72i%
MNdap] THEEDLMLENRH Y F7,

CRL MHEfS (Retrieve CRL) CRL IZ. BEMEIITHMICF Y — K
T&FE9d, Fvro— FORMEREEHRTE L
*9,

Ao O0— FARKLUI-BEIEEE TS (f |CiscolSERCRLEBEX Y7 a— NTA5FT
download failed, wait) \Z Cisco ISE |2 LB R T 2 Fii T 2 BN H
HEFRIEME 2R E L F9,

CRL #Z{E LA MEE CRL BIEAF/NA/NR | ZDOF = v IRy I A A N LieHEe, 7
9% (BypassCRL Verification if CRL isnot | 71 7 > FERIEX CRL %[5 SN DRI T
Received) ANbnET, ZOF v IRy I RAEeAT
LA, BIRLECAICE - TEL SN
TREREEER T 2T XTI FA4 7 M
KiX, CiscoISEIZ L > TCRL 7 7 A L A3%15
SNHETHEHSGINET,

CRLAFEEBMTH LD, F=IEHBRYINLOD |Cisco ISE THIAAH L MR A Z WAL, £727
5E&IX8EIE I S (Ignorethat CRL isnotyet |7 7 ¢ 7 TV E - T HIREIILO CRL % 5|
valid or expired) e L. CRL ONFIZHESNT
EAP-TLS GRAEA #F vl £ 72 IXES T 525614,
DT =Ry I A A AT LET,

Cisco ISE T [A%hH (Effective Date) | 7 1 —
Vv ROBGH & [IROTEH (Next Update) ]
74—V ROWRHAEZCRL7 7 A LV TF = v
IFDLEERE. TOF v IRy I AT
WZLET, CRLBELET 7T 4 7 TIHRWD,
FZEFHIRINDOSGE, €D CAIZL-TE
S ST REEZEH T2 T X CORGETIE
HINET,

EErEYY
B TCE ZEHEA T (80 ~—)
BT 2iEHFOMmE (85 ~—)

. BEAMEEY FTYT
88



| #xmey b7y 7
gEczsanzosn |

(23T & HEAZ DHIFR
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T D Z & BBIR LA, [TA 0 KA — RiEAEOFF AT (Allow Wildcard Certificates) ]
Fryv IRy Z%F N2 LT, [SAN] 7 £ —/L F (DNS4) 2V A /L KA — F#3 TFQDN
Z AJJLET (*amerexample.com 72 &) , EAPRRAEICFERAEZ AT 55613, [CN=] 7 1 —
WVRIZTAN R —FEZATIL7Z2NTSEIN,

TAN R — RAEHEZEHT 22 21280, 4 Cisco ISE / — RIZEA DOFENEL LT 5
MENIR 720 £, Fo, FEEOEEZE TEHIZ, SAN 7 0 —/L RIZH#E D FQDN fE
EANTHVNELHY A, SAN 74— )LV RTT AX Y ZR7 (*¥) 2EHA+T5L, BEND
BEOWH D ) — R CH—OIEELZIETE D L O, GEEA DA L 2% 5%
Pk 2 Z EmMTEET, 7272 L, UA IV FU— REEBHEIX, % CiscolSE / — NIZEF DOH—
N—FFHELZEY Y THHA LY b LEEENENE RS ET,

. BEAMEEY FTYT
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R 13 GIAEERERDHRE

TJ4—ILF FRHLEODHA KSA4 Y

SIRAE D A&
(Certificate(s) will
be used for)
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BEAmnty b7y 7 |

J4—ILF

HEREDHA FZ1 Y

SERAEA T A —E A ZBIR L7,
Cisco ISE ID SFBRE

o (A (Multi-Use) ]: 5o —bE 2 (FEEH . EAP-TLS 8L,
pxGrid, BLOR—Z V) (RS ET, BEEEEHOFEHET
IIAT Y —NR—l DX —OHBEHHALET, B4 CA

DFHFAET L — MI, a2 a—FFRiI~v Vit ET
L—hEMEINET, ZOT 7 L— ML, ROTa 3T 4 03H
nET,

s [F—DHiE (KeyUsage) |: 7V ¥ NVEL (BH)

s [F—DriEHE (Extended Key Usage) ] : TLS Web #—/3—38
FE (1.3.6.1.5.5.7.3.1) BLOTLS Web 7 74 7 MR
(1.3.6.1.5.5.7.3.2)

« [BEE (Admin) ]: b= A"—FFECEH SN ET (BEHER—Z 1
EOWEBIOVEMANDISE / — R OWBELIRET H720) . &
% CA OFEHET V7 L— NI, Web h— "—FEHET 7 L— |k
EMEENET, ZOT T L— NI, ROTa T 4o BZH Y £97,
s [F—DHE (KeyUsage) |: 7V ¥ NVEH (BH)
s [F—DriEHZE (Extended Key Usage) ] : TLS Web #—/3—38
AE (1.3.6.1.5.5.7.3.1)

* [EAP i%GE (EAP Authentication) | : % — N—FGEICMEH S E T,
B4 CADIENET 7 L— NI, arta—FElid~ Rl
ETF T U= EMENET, 20T T L— MIE, ROTa s
TABDHY ET,

s [F—DHi&E (KeyUsage) |: 7V ¥ NVEH (BH)

s [F—DriEHZE (Extended Key Usage) ] : TLS Web #—/3—38

Ak (1.3.6.1.5.5.7.3.1)

GE)  EAP-TLSZV A 7 v FaFHEICT P H VEBL X — i L%
HFHTHILERD D £,

* [RADIUS DTLS] : RADIUS DTLS ¥ — 3 — O8GRI S v E 5,
ZOT T L= ML, ROT e T 4 03H 0 £,
« [F—DH&E (KeyUsage) |: 7V ¥ NVE4L (BH)

o [F—DILIEAE (Extended Key Usage) ] : TLS Web H—/3—32
Ak (1.3.6.1.5.5.7.3.1)

o [R—=% (Portal) ]: H—"—FRIEIEHESNES (T XTDISE

. BEAMEEY FTYT
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s TE T |

J4—ILF

HEREDHA FZ1 Y

Web AR—Z )L & OBIEZR#ET H7=0) . FH CADIEAET 7
L— k3., 2 Ea—FF i3~ U irfAET S L— R TR
I3, 2T L — NI, ROTa T 4o BZHY FT,

« [F—DHE (KeyUsage) |1: 7 VX NVEHL (B4)

o [F—DILIEA#E (Extended Key Usage) ] : TLS Web H—/3—32
Ak (1.3.6.1.5.5.7.3.1)

[pxGrid] : 7 74 7 > FBGEE Y — N—FFEO W FH I S E 3
(pxGrid 7 7 A4 7~ M & —"—[HOBELIRET D720D) . B4
CADFFHET o FL— MI, arYa—FEid~ s VirtAET v
FL—hEMENET, ZOF U FL— MIE, RO T35 408
b FEF,

« [F—DHE (KeyUsage) |1: 7 VX NLEL (B4)

o [F—DILIEA#E (Extended Key Usage) ] : TLS Web H—/3—32
3E (1.3.6.1.5.5.7.3.1) BLOTLS Web 7 714 7 M
(1.3.6.1.5.5.7.3.2)

[SAML] : SAMLID ' u 34 % (IdP) LDk x = 7i@EFEICHHAT S
P——FEE, SAML TOfHZ BRyL L7-iE T, ERER
AE° EAP BFER E DX DMDOY —E AD =DM AT S Z LT TE
FHEA,

«[F—DH&E (KeyUsage) |: 7V ¥ LVEL (BL)

o [F—DILIEA#E (Extended Key Usage) ] : TLS Web H—/3—32
AF (1.3.6.1.5.5.7.3.1)

GE) IR —OEARB M EEO BOA T Y = 7 MR O
7290 2.52937.0 DENEENTOWDHIEHEZHEH L2V &
ZREID LET, IR —OEARBHEICEREDO B O AT
V7 MRBIF DD D 2.52937.0 DENEENTWAHIEHE
ZAEHT 256 AEEITES L RS, ROTT— Xy
U BREREINET,

source=local ; type=fatal ; message="unsupported certificate"

Cisco | SE R BFIEAE

EXWEEY FTYT .
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BEAmnty b7y 7 |

J4—ILF

HEREDHA FZ1 Y

«[ISE/L— K CA (ISERootCA) ]: (H#EB CA H¥— b AT H 7]
HE) 774~ U PAN ®/L— | CA B X OPSN O (L CA =& TeINER
CAGFAET = — 2R EHART -0 I E T,

* [ISE [l CA (ISE Intermediate) ]: (ISE 234M% PKI ®H 1§ CA & L
THERET 258 ICNT CA Y — B R Z DA /[ EE) 77 4 ~ U PAN
O CAFEHER L OVPSN O N CA FEFAEOARICHEH S E
T, B4 CA DFFHET 7 L— MI, TAEREERE &I E T,

ZOT T L—MIE, ROTa T o8B £3,

HE, FBRER

REEDES . TV NVEL

o [HAH|K (Basic Constraints) ] :
s [F—DMiE (Key Usage) | :

o [F—DIEIEM#E (Extended Key Usage) ] : OCSP &4
(1.3.6.1.5.5.7.3.9)

* [ISE OCSP LB MIFEE DO B (Renew ISE OCSP Responder
Certificates) ]: (PN CA ¥ — BRI H FTEE) HEBH AR ISE
OCSP)SEMFEAEOEHIMHEA SN E T GEEFEZELZERTIEH Y
FHA) . BEX2 VT 4 EOEANS, ISE OCSP INEHIFEAZEZ 6
HATEICHEHTHI L AR LET,

74 )L Kh— FiE
BZEDFT (Allow
Wildcard
Certificates)

FEBAZED [SAN] 7 4 —/L KD CN/DNS 412U A )V K h— KT (%) %
HHT DI, ZOF v IRy 7 RAA N LET, ZOF =y IRy
AT AT HE, BEANOTRTO / — RPBEEINISGEIRS L E T,
LS D T SOV DNLEIZT AZ Y AT (%) UANRA— RFEERT S
VERHY ET, VAV NI— NiEAELZEHT 256813, EX2 U7+
LT D70 FAA Ul T2 Z 2R LET, 2L xid
* example.com D10V |2 *.amer.example.com % i ] U Ttk % &5 %
ZEMTEET, FAAS U EREILeWE, BX 2T ¢ EORBENH
ETDHAHEMERH Y 7,

Y OWESEN0)

CSR M4k
(Generate CSRs

for these Nodes)

FEEEZERT D ) — FOBOTF = v IV Ry 7 A% AN LET, R
NOBIRE N7/ — ROCSREZAEKT HI2IE, [V AV RA— REEED
7 (Allow Wildcard Certificates) | 47> a > &4 7L ET,

#i@4 (Common

T 74V T, HEAITREHEE S Bk A AT 5 ISE / — RO FQDN

Name) (CN) T9, $FQDNS |ZISE / — KD FQDN # &M L 9, EENOEK  —
NOFEAEZEL BEREZ AR T D &, GEEEA RO H#4  (Common
Name) ] 7 4 —/L RIZ%& ISE /— KO FQDN [ZE &2 HiuE T,

o=y #ilfik— = M4, Engineering 72 £,

(Organization

Unit) (OU)

. BEAMEEY FTYT
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s TE T |

J4—ILF

HEREDHA FZ1 Y

E:k
(Organization)
(0)

k4, Cisco 72 &,

#m (City) (L)

(BWEAT) A4, SanJose 72 &,

M (State) (ST)

(BMEAT]) M4, California 72 &£,

E (Country)
(o))

E4, 237D IS0 HESZANTLLERHY £, USSR L,

YT FREB

% (Subject

AlternativeName)
(SAN)

SERAEICEIEM T G TWA IP 7 RLA, DNS 4. Uniform Resource
Identifier (URI) . £772iZT 47 MU 4,

« [DNS#4; (DNSName) ]: DNS# #i&R L7845 1%, ISE / — RD5E
BAEHT R AA LA H AN LET, [TA N FU— FIEAEDFFA (Allow
Wildcard Certificates) |4 7Y a &4 I LT2GEIEL. YAV R —

RRFL (RAAVADRNZT AZ VA7 LU F RE AT ZHEE
LE7, *.amerexample.com 7¢ &,

«[IP 7 RLA (IP Address) ] : aEREIZREAHIT 55 ISE / — KD
IP7T RL A,

s[2=T F—2 U Y —AFAIF (Uniform Resource Identifier) ] : FIEFA

E\ZEE AT T D URL,

«[7 4 L7 FU4% (Directory Name) ]: RFC2253 |Zf-> CERSND
kB4 (DN) O3LFHIFRBL, DNMIZhr~ () TREY £,
[dnQualifier] RDN D& IE, Hr~2 A r—7 1L, KUY XF
L TRy I 2Ty 2 o~ I\ #EHALEST, =& 213,
CN=AAA dnQualifier=O=Example\,DC=COM,C=IL 72 & T7,

*—4247 (Key
Type)

RSA F£7213 ECDSA DA F—DIERRICER T 703 A LZHBEL
ESr

EXWEEY FTYT .
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ERMGEY b7y T |

J4—ILF

HEREDHA FZ1 Y

F—DEZ (Key
Length)

NF—DOE Y b A XEfRELET,
RSA (21X, kDA T v a v aERATEET,
512
« 1024
* 2048
* 4096

ECDSA IZ1X. ROA T a v EFEHTEXET,
. 256
. 384

G¥) RSA B L WVECDSA OARF—IE, L2740 LLT
WX —RE2E o RnHY £,

NT Y w7 CA DELAEFEHEZBUST 57>, FIPS YR U o — 8
VAT L LT Cisco ISE Z BT 535515 2048 LA EZ SR L £,

ELTHFA4P
X b+ (Digest to
Sign With)

Ny T Y X SHA-1 F721% SHA-256 #38IR L £ 4,

SEBAERY) o—
(Certificate
Policies)

FERHENGE ) RXFFAERY > —DOID £721Z0IDDOY X 2 AN LE
T, OID #RX5HI12iE. Hor~FERIIAR—2A AL £,

EELEY D

AEA B A EOR

(97 ~—2)

FERAEEA EROMERR & RRE R~ DEE (98 X—)
AEAEEA ERAD CA BATEFEHED /NS K (98 _X—)

R—AIITERTHIHAED LY F 7y T

Web 78— & JVEER 2 4LER T & 2 BEAICHIEL D PSN 285 5354, Cisco ISE 121X D ID 23 4%
ECTYd, ZOID T, R—ZNLVOEFEIHEATLINEND HFEAEZ#N LET, R—F 1T
DRI E SN ELZBINEZIZA VR — T 558, iFHESN—T X T2 EHEL
T, TNERERBANOS ) — ROxHET 2REECBEEMN T £, ZOEAES V—T % 7 %%t
ATy Ra—YP—R—&F )L (FAF, AR Y — BLUOS— YV F LTS ZAR—F)L)
BT £, ZOEAES L—TF I —E D ID T, Cisco ISE N ER—Z )L Li@ET 5
BUCAER T 2 LER S DA EEBNT 258 IR L E T, R—F LT LI25 — Kb iR
ETEDAHEIL L SORTY,

. BEAMEEY FTYT
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&

ATy T2
ATvT3

CAZLFREAAEADT I+ FOR—FILAAEI LT 2 TDBEEY ST .

\)

GE)  CiscoISEIXTCP AN — k 8443 (F 723N —F UMERHTA L HICRELTZAR—F) THR—
X NVGERRELAI R LET,

%E%%%ZI gjk@'ﬂzﬁk&uu DIE)%/\O)@{D (98 /\O*‘:‘/) °

TT’%iﬁﬁ@ﬁﬁiﬁﬂwffﬁﬁ%EmTéﬁ W= VNTET L <HERT D MERH Y £7, 72L&
ZI¥. mydevicesportal 72 £ C9,

B TE DREHER b7 ~O/— FMEHEDA R — T (90 ~—)
AEHEFEBEA ERAD CA BAFTEFEHFDO A R (98 =)

CAZZFREFAEANDT IA L FDR—FILFRAEITIL—T 2 TOBEEYAET

ATy

ATy T2

ATvT3

T 74V hTIL, TXTOD CiscolSEAR—# /WTHOEAEAEZEHA L ET, A—%I/LIZCA
B EFEAZEEZGHT L2581, T 74N NOR—ZIVGEAES V—T 2 7 CAELIT &
AEFAEICE D BCHZ ENTEET, BEFED CA BAMEEAELMHAT 55, 721X CSR
AR LT, R—2WHEHT 58 L CA BAMZEHELZ I CEET, 1 DOZEHE)N
SHOFEAEICAR—=F IV T N—T 2 7 FEY ¥ TT LN TEET,

)

GE)  BEFOEHELZWET 256, EHEICEEMIT O TWAR—F L X7 (FAK) M
WTNDDOR—Z L TTTIHEH SN T DAL, 7 74V hOR—F VFEHES L—
TR TEIMMOR =N TN—T 2 T ZOFEHEICHED Y T LiIXTEEY
Mo HARN] R=EN B TEFEHLTNWER=F LD A MNRERENET,

WIZ., CAZBLITEHEAEICT 7 4V bOR—=F)VEEAE T NV—7 2 J 2 HE ) Y4 T4 5 FE
IZOWTHBILE T,

[&H (Administration) ]>[ X T L (System) |>[SEBAZE (Certificates) | > [ AT LEEBAE (System
Certificates) | # =R L £,

DR TEFHTEZR—=FZNALDY A N EFRTHIZIE, T AN NOR—ZIVIEAE T V—T 7 T DOREIC
HDBDITA NI TARNS B EHOEET, ZOXZITNED Y THNNTWAR—ZLVIFAEND 5 B
BANDISE / — R&FRRTHIEHTEET,

R—2NVIHEHT D CABAMEFERAEOHICH DT = IRy 7 R4 1T . [ (Edit) 1 %7
Uy 7 LET,

WTHDOR—=Z L THMEH SN TRV CA BAMZFEHAFELBRL T ZE0,

[ 5% (Usage) 1HEHIR T, [R—% /L (Portal) | T = I Rw 7 A& A NI LT, T 74V DOR—F
NEEAE I NV —T 2 TR RN L E T,

EXWEEY FTYT .



B - rozsmor—siangs somEt T

BEAmnty b7y 7 |

ATy T4 &7 (Save) 127V w7 LET,
Bl Y —URETRENET,

ATV TE [TV (Yes) 127U v 27 LT, CAEBAFMEFEHEICZT 740 hOR—FIVGAEAEI V—7 % 7 % FED

BTLET,

/ — FOEFAOR—2 ILEAE SR 7 OBEER T

ATvT1

ATy T2
ATvT3

ATy T4

BRNDT R TCOR—=Z M [T 750 N iR—=HNVFEAES V-7 ¥ T EERT 55813,
HLWISE / — R&EXREET AN, BT 25 CAZBLAfT=FHEL AV FR—FL, —E R &
LT IR—&/) Z8IRL, ZOFFEAEIC [F7 4L N R—FLIFERES LV—TF ) ¥ 7%
O

BEICH LW —R&2BNT5E, T 740 NOBEELAEREN 57 51 b idR— X LFEEA
EBINL—T ) ZTICEHEMITON, ZOX T EERTALIICR—ZIRREINET,
L — ROBER%, SEAES L—7 ¥ FOMEMTIIEETCXERTA, LEB-> T, EHE
12— R&EBET DRI, KEFITLTLEIN,

HOBAGEHELER L, P—ERE LT W= Z@RL, JIOAEI V-7 27 (& 213,
tempportaltag) Z %V 24 TE T,

FLLAER LIZGEBAE S v—7 % 7 (tempportaltag) ZfEHT 2L I ICHR—F AFREELEE L ET,
TNV NACELAGEHEEZREL, A—Z 1 a— L EHIBRLET,

TOF T aF. TIAN N R—ZNGAESL—F X T L F T 0 N EHOELIEAE L oEA T A

BB L £,

WOWTNNEFEITLET,

TFoay SR BA

CSR DZEfK CSR #&Epd2 L &id, REETLET,

1L ZOFHELZHEHTS =41 29— RELTGRIRL, [T7141
N R—& VEERE S V—T ) &2 7 F BT E T,

2. CSR%#CAIZHEEL., BAMZOIEHAELZTUS LT,

3. [BHEHTEDAHER M TITHEHEIZE 4 Lz CA O/L— M X O o H i
SEAEAL A R — N LET,

4. CSRIZ CA BAMEIENEEZNA FLET,

WEF— & CABALMNE |CABAMNIHRAEFLA VA -5 LEE, REeFEITLET,

AERAEF DA AR — b

1L ZOEHAEEZMEHTS R—F1) 29— RELTGEIRL, [T71
N AR—=ZNEEAE S V—T ) X T 2B T £,

. BEAMEEY FTYT



| &4ty b7y 7
1—H—pLvzy sy roinz0Es [

TIFay BLl]
2. [EETEXDEAER M TISFERAFEICES LT CA OL— F B X OMLo HH
AEAEAE A VAR — N LET,

WEAFD CA BAAT EREN | BEAFD CA BANMN SFEAEZRET D L 13, WEEITLET,

= NI
EOfmE COFMFAERFENTS R—%1) 29— XL L TGERL, [F7x1 5
R—ZNVFEHEISN—T | % 7 & EEMT T,

ATw 75 BBIZISE / — RZ8L£7,
BENOR—=ZAERIL 7740 b R=FVAEE I V—T ) Z JIZRE SV, A—FUEH Ly —
RO 17740 N R—ZNVGEAET V—T ) Z 7IZEEMT bz CA BAMNZEAELHERTH X512
REINET,

A—HF—BXUVIT Y FRA 2 FOGERAEDEH

7 /b Tid, Cisco ISE IZFEAENHIREINIC /2 o 72T 34 A S DR EZFHAA L E T,
2720, ZOT 7V NEIMEEEE L, 20X ) RERAOMEHL, 22—V —IZHEHEOF T &
KRODHEIHIZISE ZRETEET,

2P —NGEAEEEH T 5 L AT A5 A TR, Bk E & DI D R RE A BT
ENTNE I DB T HHARY O — L=V ZRETHZ L 2R L E4, FAFHENHIRY)
NI T2 T R R OBEREZ WIS 2 2 LT, WEMNREX 2 U T 4 B ET 5 HE
HRH Y ET, HEOEX2 U T 4 BREESN TNV L EERIET DI, MY 7 e
T7ANBLWL— LV ERETLHMLERDD £77,

o DT A ATAEDWIROFIZICFEAEFEZ B TE LT, 7272 L. Windows 7 /31 A TiL, #
FREIAVIZ 2R D RN IZ T REF 2 B8 T & £9°, AppleiOS. MacOSX. I & T Android 7 /34
Tl ARBIBROFTE 7213 RICIEAEEZTFH TE ET,

R O—FYUTIAZEHICERASNSG TV a T VEN

Cisco ISE;EFAET 4 7 v a F Viid, 22—V —IGERAEREFL2HF TR Y o —FKM4CTEHA
ENARDBEBEREGENET,

« [ERHIBRE TO H% (DaystoExpiry) ]: Z D@L, FEAENER 2 BEEEEL £,

CORMEERFEALT, #FARY —THEHTEIRMEZERTEET, TR, 0
~15OfEEEETEET, 0O, FEAZEOAHIRA T Iz Tns Z &2 RLE
T, 1 OfEIE, GEEOENWIRENSUINSETI ARBTHLZ EEZRLET,

« ARG (Is Expired) ]: ZO7 —/VEMIL, GEENAZHIROINNE O A R L
£9, FEAEOAZBIRIT . ARHIRIIN TIHARWERICOBFENEEFH 27F 45
Laid, FFAR Y =TI oA EN L £,

| EXWEEY FTYT .
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B asz=rrosnary o—54

AEEREEFHADHFAIARY O —FH
FFAIAR U 2 — T CertRenewalRequired D HAfig:: (77 /L M CEEMIATEE) ZfEH19 % &, Cisco
ISE 7N BER 2 U~ 5 R RERNE (AR E 7213 E 2 < ARHIR I D) ZHH T
TET,

ABAEZEH T H-ODCWA YT ALY

2 — P —FEIENHREINIC 2 DR REN L TV DA, CiscoISEIL, CADNNT U v =L
72oCRLZF = v 7 UTCRFEERZHEL L ET, K3 LIZFEHEOHIRATIN TV D551,
CANCRL TCZDFEHEZEZ T Y v a LIRWAREERH Y £3, 2o+ U ATk, £zl
ToREAEDS Cisco ISE IC X » THF SN D WHEMENH Y £, 2D L &2BET D702, FEH
EETHT LA, BRI Web 383E (CWA) ([ZU XA L7 k&, BEBIENETSN
HE9ICLET, CWADa2—H—%2 U F A L7 b5, #FAT a7 7 A VEIERT 5%
ERbHY ET,

A—H—IZ K BERAEDEHFZ AT 5 Cisco ISE DERTE

a— P —NIFAELEFHF TEX D L T Cisco ISE ZRETHICIT. ZOFETRTEZ AT B E
ITTDHRERHY F£9,

1R BHHEIIZ
WLC CHIREN/=T 78 AACL Z%E LT, CWAEREZIV XA L7 FLET,

AT Tl FaEns7Fae haloBREOEL (110 ~—)

ATV T2 CWA VXA LI v aOFaR) v—7a7 7 A VOMER (111 2—)
ATy T3 EAEEZEHT LR Y = —LOER (112 2—)

ATy T8 FARKR—ZNLTOBYOD REDHE (112 2—2)

FAIENnS 7O FaILDBREDER

ATy T [R— (Policy) ]>[R") >—EZHK (Policy Elements) |>[#58 (Results) ]1>[525F (Authentication) ]>
[Bfalcth 370 ~ajL (Allowed Protocols) [ >[T 74k *y kT—% 745X (Default Network
Access) | ZIBIRL 7,

AT w72 PEAP 5 K OVEAP-FAST 7' 17 h =)L ™ EAP-TLS 7’1 s =2/)L3 L OV EAP-TLS WH#E T D F D [FF AR Y 2—
DFEAE T2 P[RS T D 72 O R2) LIsEEOREREAZFF Al (Allow Authentication of expired certificates
to allow certificate renewal in Authorization Policy) | F = v 7Ry 7 A% F T LET,

EAP-TLS 7' & | =L Z2ffi 19 25 BER AN NSP 7 v —Z i L £ 47,

PEAP 36 L UV EAP-FAST 7’1 b /LT DOWTIE, BESRAALPES 2 K 51 Cisco ISE A1) Cisco AnyConnect %
FEITRET OLERDHY £7,

. BEAMEEY FTYT
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CWA US4 Lo vavaakys— a7 Lok [

ATw 73 [FEIE (Submit) 1227V v 27 LET,

RDERY
CWA VXA L7 a R — a7y A LOER (111 =—)

CWAUSALILarvDHERIAR)— TOaT 74 ILOERK

156 BRI
WLC THIFRES N7 7 &2 ACL BREESHTVD Z L 2R LET,

ATy F1 [RYT— (Policy) 1>[R') >—E3%K (Policy Elements) | > [#8 (Results) ]>[5F8] (Authorization) ]>
[Bfal 7R 7 7 4 )L (Authorization Profiles) ] 23R L £ 7,

ATv 72 B (Add) 1227V v7 LET,
RT9T3 FAalT a7 7y A VOA4RTEANTILET, 72& 2IE, CertRenewal CWA T,

ATy T4 [HEX A2 (Common Tasks) ] fHIKD [Web U %4 L7 3 (CWA, DRW, MDM, NSP, CPP) (Web
Redirection (CWA, DRW, MDM, NSP,CPP)) | T = v /7Ry 7 A4 2L ET,

AT9 TS Kay7Zor UR RO [HREFR Web i87E (Centralized Web Auth) 1 B LIRS N7=7 27 & A ACL %
WL E9,

ATYT6 [FEHERGR A vE—TDFKR (Display Certificates Renewal Message) | F = v 7Ry 7 A4 2 LET,
url-redirect BYEENA TR S, ZOMEICGEAENFENI CTHDL BENGENET,
ATy T [E (Submit) 1227V v 7 LET,

\)

GE)  CiscoISE 1.2 TEESRET /SA ADIRDT /3 A A% fk WebAuth (DRW) KU T —%FREL T
WAHEA

¢ 5 = (Wireless. MAB AND Network Access:UseCase EQUALS HostLookup) 3 X 7' =
7 7 A ) = Wireless-drw-redirect % 7 > DRW-Redirect 78 U +—

o /4 = (Wireless MAB AND Network Access:UseCase EQUALS HostLookup) 3 X U7 &
7 7 A )L = Wireless-Permit % & 1¢ DRW-Allow 7R J *—
ISE13LLEDN—2 9 027 v 77 L— K L7, DRW-Allow 78 U > —&h 2k D X
INCHEHTHLELRDY £,

o 544 = (Wireless. MAB AND Network Access:UseCase EQUALS Guest Flow) 33 X U7 1
7 7 A )V = Wireless-Permit

| EXWEEY FTYT .
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B ivszmsyamany o—— Lot

RDBERY
REAE A BT 27F AR U = b— L DFERL (112 RX—2)

SHEEFHT HHARY S—IL— LD

IR B I
Ff Web 2REEY XA L2 S a VDRI 7Fa 7 7 A VIMERENTWAS Z L 2R L FE T,

[E# (Adminigtration) [>[2 X T L (System) ]>[E&E (Settings) ]>[RY >—+t v k (Policy
Sets) | CAHRY v—ty hEAHIZLET,

ATY 1 [7—9 2242 — (Work Centers) 1>[T/34f AEHE (DeviceAdminigtration) 1>[RY) — v k (Policy
Sets) | BN L 7,

ATw 72 [ LEEVERK (Create Above) %7 U v 7 LET,
ATYT3 HLOA—LDA4RTE AT LET,
RTY T8 ROBEMGEMEAEREBIRLET,

CertRenewalRequired EQUALS True D54 1%, HEFRAZLARTICAERR L7=FF I 7' 12 7 7 A /L (CertRenewal CWA)
IR ET,

ATY TS5 [{R1FE (Save) |27 U w27 LET,
()  CiscoISE TlE. —EITHR K50 OFFERY >—42 a0 — FTEXEITN, kORI —F vy hE2o—
R4 25 F TIZK 10 DORBILENRH Y £7°,

GE)  MERENTRY >—D ) 2 MO SEBEDRIRY) —2 BT H5E, MBAA—THESNER
Vo—4k, UTFORY —D U A N THRFAERINETI, 74/1/55?&329'2 IxNFEEA,

RDEARY
REENHIREIIUC R o T T NA AZFFORER Yy N =217 7 BA LTcGaE, [
(Renew) [ #7 Vw7 LT, XA AEZHHRELET,
TR MR—AJLTOH BYOD EREDEZNIE

=P =RN=Y TN TN AGERHELZEH TE D LI T DI, BRLEZS A P R—%
JLCBYOD REEZFICTHHLENH Y F7,

ATY T [T—U 28— (WokCenter) |>[7R 71X (GuestAccess) |>[R—AZI)LEaVR— >+ (Portals
& Components) 1> [7 R b/R—4% )L (Guest Portals) ] Zi&R L £,

a) HBYD CWA R—Z L &R LT, [fRE (Bdit) 1227V v 27 LET,

. BEAMEEY FTYT
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Applei0S T/\ 1 R DIFBAEFH D LK .

RATw 72 [BYOD #%E (BYOD Settings) ] 7225 [fEEBIZ Ry hT—27 TO/NR—YF AT NSA ZAOMHEZFFAIT 5
(Allow employees to use personal devices on the network) | F = v 7Ry 7 A4 2 LET,
ATY T3 [IRTE (Save) 1 &2 Y v 7 LET,

Apple i0S T/31 R DIIAZEFEFH D LK

ISE Z il LC Apple iOS 7 /34 AD T RARA > MNEEZTHT L8556, [Ta7zr AL
BHTA A=/ TE&EHATL (Profiled FailedtoInstall) | =7 — A v B—UNERX
NHGERHVET, Z0OTF— AvtE—UF, FULARI—H—ERX /—F (PSN) F7=
13510 PSN T, HIREINFT E 7213 WIRIOR Yy NI —2 a7 7 A VPREHO T ot R
R SN D b0 L3R 5 A HTTPS iEEIC L > TEA SN TV AL AR RSN
£,

[FIEESR & L Cid, BBANO T To PSN CEELE HTTPS HIZ~/LF R A A o SSLEEWE (GE
#1 Unified Communications Certificates (UCC) ) 721XV A/ Fh— RiFBAEZEH L F9,

AEBAEEHTF = v U DERE

CiscoISE X, REMIERZNY A &+ (CRL) ZEMMICF =y 7 LET, ZOU 4> RUEMHL
T, HEMIZX 7o — K&z CRLICK L CTEITHDO® v v a3 V2 #ERT 5 X 51T Cisco
ISEZRETEXET, OCSP £721Z CRL OF = v 7 %145 H AT 54 & . OCSP — " —F
721X CRL # T = » 7§ 5 RifIZ Cisco ISE 239~ 2 Rrf IR 2 e AL CHRE CTE £,

= 14 GIHEEHRF v I DERE

J4—IL K% FREDHA KSq4 Y

AAEF I VI DERE

HEIMIZERB S |CiscolSERNHENNIZ K 7 v m— REN7 CRLICKT HHETHOE > =
FzCRLIZCHT B |2 TF =/ THEICTDHIUE, ZOF =y IRy 7 RAEF T LE
TRty 3y |7,
DFIVY
(Check ongoing
sessions against
automatically
retrieved CRL)

CRL/OCSP O EHMEIIAEF = v Y

BYDF T v I
%l (First check
at)

CRL £721Z0CSPDF = v 7 %13 HBMET AL 2 HE L £7, 00:00 ~
23:59 OO A AT LET,

F vk
(Check every)

CRL 7213 OCSP H— "—ZHET = v 7 T D HIIZ Cisco ISE BT 5
eI R 2 R AL CTHRE L E T,

EXWEEY FTYT .
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B ciscoisecas—£x

EErEYY
OCSP H—E % (148 =—7)
OCSP 7 FA4T7 v b Fua7rwA 00BN (151 ~2—)

CiscoISECA H—E X

REREL, ACBA LY, SMNBOFEIER (CA) BT Y XNV TEL L2 TXEJ, CiscolSE
WHESEERER (ISE CA) 1, MEEEBNEER Y NI =7 TR—=VF )V FRA ZAEHHTE S L
I, — TR Ay Y= nb Ty RRA » FOF U HNVGEAEZREITL, FHLET, CA
BAHMET U VGERET, EHEETHY, LVEX2T T, 7T A ~VU PANIE, L—
FCATY, KU —H—EA /—F (PSN) |L. 774~V PAN ® FAz CA T (SCEP
RA) . ISE CA IZIZRDOERENR H W £,

FEHEDOIRIT Xy NU— 2T A RARA v FOFEFFAEE AL B (CSR) ZHGEE
L, B4 LET,

F—4FL : PAN /— K& PSN / — ROl T THF—LIEAEEZAER L, EXF a2 TITREL
*9,
FEAER FL—U =P —R0T N RIRITINTZEHEEZRELE T,

« Online Certificate Status Protocol (OCSP) H7R— k : OCSP JuZAUNZ ZERA & D A 0 % Wead
THFREAREL L £T,

CAV—EART T4~ VEH ) — FTEDNZ/R->THAHEATH, CAVP—ERiTth &
VEH ) — RO CLI TEITH E LTEREINET, HAMNIZIX, CAV—ERTEE LTER
IRENHMENSH Y £3, ZL. Cisco ISE DEEFDORE T,
B/ —FERYS—H—ER/—FTTAE a9 & Aisco
ISE CA SFERZ

A A M —14IZ, CiscoISE / — RiZ/l— b+ CAFEAERB L O/ — FCAGEHAETT o bV g
= TEN, U RARA Y FOFFAEREHINET,

. BEAMEEY FTYT
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B/ — RERYo—HY—ER/—RTTAEV 3 =0T &N B CiscoISECASERE ]

6:R2 > F7AY/—RTFOEY3=U Y ENn5 CiscoISECAFEEAE

Standalone Node

ROOT CA

- ——

NODE CA

EP_CA OCSP

Bty bT v 72, IIA4AVEHE ) —F (PAN) ¢ LTHELE/ —FRAL—Fh
CAIZ72 0 £9, PANIZIZ, W—F CAGEHEL, V—FCAILL-TEBL SN/ —FCA
SEAERDH D £,

PANIZE D ZVEH ) — REBEETDHE. /— RCAGERAENER SN, 7794~ EH
) —FRTNA—FRCAICL-TEBL EINET,

PAN IZEE LRV o — P —bE R /—F (PSN) IZiF. = FRA L FCA L, PAND J —
RCAICL > TEL SN-OCSPIEFAER Y Y a =7 EnEd, R —H—b R ) —
K (PSN) iX. PAN D FALCA CT9, ISECAZHTH L., PSNOZY RiRA 2 hCAIZL -
Txy NT—=J T 7 BATLH RiRA v MIGEAERRITENE T,
B7:EEROEER) — RELURYS—H—ER/—RKTTOES 3 =05 &3 Cisco ISECASIRE

Distributed Deploymaent

Frimary Bdnin Mo s
T Sacandary Atmin Moda

[ —————————— -
Policy Service Hode 1 I
] !
] !
EP CA QCsP

EXWEEY FTYT .
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B ciscosecaFz—omEm

CiscoISECA F T — > DEAR

CiscoISECA F=— V2 HAERTH &, L—FCA, /—KCA, BXO= FAHRA > b CAGE
HEZGLTXTOFEHENFHERSINE T, PAN Z72EPSN D KA A A4 ERITHEA M
EEETHEISECATF=—22HAETHHLERSY 3, LFio U U —205 2.0 LAKEIC
Ty T T L= RT5HEEITE 2000 — MEEND 1 OO — MEBIZBITT 5 X 5 I ISE
CAF=—VaMAERTLHZEE2BEIDOLET,

VAT AIFRAEAHAR TS L. L— FCAEIETRICATFHEO VTN T, ISEXA vE—
DUV —EAREERE L CH LWVGEAEF - e — RNENFET, BEHE o 7L, ISE A v
=T T —EANF ORI HAREICR D ETRONET,

A\
GE) BB TCiscoISE DHNER CA #EEXH iz 27- N, BeREHEF 2 — L ZHRET5 L9
WZISEA v =V 7 —EALEHTLHILERNH Y £,

CiscoISENECA F = — > ZHAENT 5L, T2 —rNOTXTOREAED [ 2RO
BA#A (Valid From) |17 4 —/V RiZ, BAEKD 1 HEIO BARERENE T,

RAALFEFITIARA FGIZEERZHY, —FCAF =—UNFAEKRIND &, VAT A
AEAEZ ST N TOREAE (SAML GEFAEZERLS) BH LW R AL U ERITERA M
THEHINET, SAML AEAEFFENCHAERTIVLENH D £7,

EMERESLAERAED Y R— k

Cisco ISE CA H—E 23, #EM i 2k (ECC) 7A=Y X AZHES G EAS R —
HEHZDELE, ECClE, 0/ hEnFdF— A XA L THWREETYH., MorFE{k
TNIVXLEDEEWEX 2T 0 ERXTp—~< U AR LT,

WDFRTIE, ECCBEURRSA DF— P A XLtX=2 YT 4L L TWET,

ECCO¥x—H4 X (Ev MEfD) RSA DF— H 4 X (Ew MEfI)
160 1024
224 2048
256 3072
384 7630
521 15360

F— YA XP/hE WD, B LS RIZ 22 ) £,

CiscoISE TlE. IRD ECCHIMRZ A 7NV HR— SN TWEd, iR Z2 A 7E-iEF— VA4 X
MREL DL, X2 T oL ET,

« P-192
* P-256

. BEAMEEY FTYT
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whmmEscangoyr—~ [

«P-384
« P-521
ISE 1%, RERAE® EC ¥y ORI RN T A—2 VR — M L TWERHA, BFHRFZRIT A —

5 CHEEA L R— N LED LT 5L, GERBORIECKKLE L) £ ) =T —5%
RENFT, LBEIfT X ECParameters D3 YR — F SR TWE T,

Cisco ISE CA ¥—E R, BYOD 7 u—% 4 LTk 5T /31 AD ECC sEAELE VR — b
LEY, £/, iFHET oY g =0 P R—Z UM HECCAFHEL AR THZ L b TEET,

\}

GE)  WOFIZ, ECCEIR—FLTWEFARL—F 4 7 VAT LBLONN—Vg &
R—=FEINTWDLHBE A TERLET, T AR R— SN TNDEANL—T o
VI VAT AEFAT LTRSS, RV R— SN TNWE A=Y g U TRVEA
WX, ROV IZRSA R—ADFEHELFHIT L b T ET,

ARL—T 47 |YR—bEhd/1 =3 YR— S DER2 1 7
VRT L

Windows 8 LI P-256. P-384. P-521

Android 4.4 DI TRCOMBY A7 (P-192 Hh#R

B AT YR — KL TR

GE)  Android 6.0 1%, ECC if
narol " | Android 6.0 <) .

BHELZYR— 57
HOIZ 2016 45 A D 3y
FNMETT,

Windows 7 & Apple i0S 1%, EAP-TLS # /1 L7=58AEH D ECC x4 7 4 7 CHAR— K L
TWEHA, CiscolSEDZDY U —AT{E, MacOS X 7 /34 A2 TD ECC iEHEDHH]
IEHAR— I TOEREA,

Enrollment over Secure Transport (EST) 7'® k= /L%{if 2.7 BYOD 7 & — AN U FRE L 72\
LA, ROZ EEHRLET,

'§E@?%4ﬂ'—t“xi‘/F“J‘C’/f‘/]\ﬂ‘fCAuEEﬁ Frx—UNERETHHZ &, FEHETF = —
‘/753‘%%75355753%%m@”5

1. [®&# (Administration) ]1>[2 A7 A (System) ]>[AEBAZE (Certificates) ]> [FRFE/R)
(Certificate Authority) ]> [FAE/RFEHAE (Certificate Authority Certificates) ] DJE|Z 3¢
RLUET,

2. BRI LFENFOMICH LT = 7 Ry 7 A% A AT LT, [Fr (View) 27V v
7 LET,

cCABIOESTH—EAREB L, FTENTNDLILEMRALET, T—EANFEITS
TR EEIE, &8 (Administration) |>[3 A7 A (System) ]>[AEFAE (Certificates) ]

EXWEEY FTYT .
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Cisco ISE

=%

BEAmnty b7y 7 |

> [RBAESR (Certificate Authority) ]>[PNHBCADEXE (Internal CA Settings) ] IZF#E) L T CA
P—EREZAMLET,

¢ 20 LLRTD ISE X—2 3 35 Cisco ISE2Xx 1T v 77 L— RLTWAEEIX, Ty 77
L — REICISE/L— F CAIFAEF = — 2 BEXH2 F3., FIEZIKRO LB TF,

1. [®&# (Administration) ]>[3 A7 A (System) ]>[AEBAE (Certificates) ]> [fEFAED
P (Certificate Management) > [FERBEHE4 ZK  (Certificate Signing Requests) ] DJIA
(IR L £,

2. [FEAEZEZE4EK (CSR) OAR% (Generate Certificate Signing Requests (CSR)) 127 U v
7 L/ i j—o

3. [P EOFEEOHE S (one or more Certificates will be used for) | Km v 74
UA A5 ISE/L— b CA ZBHRL £ 7,

4. [ISE/L— bk CAGEMET = — D& ZH#t 2 (Replace ISE Root CA Certificate Chain) ] %
7V w7 LET,

\)

ot o

GEX)  CiscolSEDZ DY Y —ATiL, EST 7 74 7> ;) Cisco ISE IZFF{ET 5 EST H—/3—

(X L CTESGRREAIT O Z &3 AR — S TWEEA,

Android F771% Windows = RERA v FTOF v R—F 4 o FHT, BERH ECC X— X
DOIFAEATHLESITIT, ISEWNEST 7u—% MU H—LE 7,

sl REERAE

[RFER (CA) FEPHE (Certificate Authority (CA) Certificates) ]<— 3121, PNEE Cisco ISE CA
BT 5T R COFEAENRREINE T, DETOY U —2A T, ZibH D CAGEHEITEE
TELHIEHER FTICH Y £ Lzs, BIEIX[CAGEFZE (CA Certificates) ]-2X— 128 LT
WET, ZNHOREEE, ZoX—TiZ ) — A TERRSNET, /—FEZEEALT, £
DFFED ) — RDISECAFEHEFEL T XTERRTLHZENTEET, 794~V BLOED
ZVEH ) — N2, v—hCA, /— FCA, FALCA, OCSP L ARV ZFEHENRDH Y 4,
BN OMD 7 — RiZix, =2 RABRA > b AL CABEXOOCSPREENRH D £,

Cisco ISECA —ERAZHMTTH L, TXCH/ — R TIIDOFEAEN BB AR S
n, A VA M= ENET, Fio, BEM%FCA?:%V£%%%%@iék T&T@/%
RCINOOFEHENEHBIICHER S, A VA2 =L ENFET, FEHICL DN ATLED
DEEA,

Cisco ISE CA FEFI | Certificate Services<T > KR4 > k #J CA// — K CA/JL— k CA/OCSP
LRRUE></ — ROKRRA MSHEREFS &0 4 BANCEVE T,

[CAFEBIE (CA Certificates) ]3—37C Cisco ISE CA FEAEZFRE, 1 AR — |, =7 AK—
b HIER, RTEET,

. BEAMEEY FTYT



| g&xmtty b7y
ciscoISE cA iEFEDEE [

Cisco ISECASEFAEZED#HmE
FEAE % CiscoISECAGFAEA N TIZIBMLEEG., WMEDCERTEZHEMAL T, TOMAELZ IS
ICHRECTE £,
TR BEIIZ

WDH AT ZRITTHIE, A—N—EHEERI AT LAERE CHOIVNENHY £7°,

ATy 71 [BE (Administration) ]>[2 AT L (System) ]>[FEBAE (Certificates) | > [F25E/E (Certificate
Authority) |>[SBEE/BEEBAE (Certificate Authority Certificates) | DIEIZEIR L £, .

ATw T2 ISEPICGUI T[A==2— (Menu) | 714 2> (=) 27V 27 LT, ODIEITERRLET,

ATY T3 WETIHEOHICH DT = v /Ry 7 A4 N2 LT, [fWE (Bdit) 1227V v 7 LET,

ATy T8 VEIGE U CRERTRER 7 4 — NV REEELE T, 74—V ROFBHIZOWTIL, BT DiEHEOR
E (86 N—) ZZHL TN,

ATy TS5 [fRT7F (Save) |27 U v 7 LT, iEHEA FTIZH L T A E 2 RFLET,

Cisco ISECASEFAZEMN T H A 7R—

Cisco ISE /b — F CAB LU/ — N CAGEEELZ =7 AR — 95121k, ROFIEZFATLE
£

186D B HIIZ
RDBE AT e FATT HITNE, A—N"—FHEELZI VAT LEAE TCHLLER DY £7,

ATy 71 [EE (Adminigration) | > [ X T L (System) | > [ZEBAZ (Certificates) |> [ZBEER (Certificate
Authority) |>[FREEBHEIEAE (Certificate Authority Certificates) | DJIAEIZEIN L £,

ATwF2 ISEPICGUI T[A==2— (Menu) |72 (=) 27V v27 LT, OIAICERLET,

ATvT3 27 AR= T LRNEDHICHDF = v 7 Ry 7 ZaA L, [ AR—F (Export) 127V v L
. IS OORREORE TS AR— P TEET,

AT T8 774 T 2 TT7UFEEITLTND T 7 AL ¥ AT LT Privacy Enhanced Mail 7 7 A V&2 {RFE L £3,

Cisco ISECASIFAZ D 1 > R—

T RBRA 2 FBBIOREB D CiscoISECAIZ L » TRITESNTAELFEHA L TRy hT—7
DA RIS DEEE . CiscolSE/L— R CA, /—RKCA, = RiRA > b %7 CAGFHESL
ZDREBIN 5 Cisco ISE DOEETELEAZERA N TICA VA= b TH20ERH Y 97,

| EXWEEY FTYT .
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1R BHHEIIZ

cRDZAY ZFATT HITIE, A= "—EHEEIIIT AT LEHETHLLENRH Y F
‘j‘o

«ISEL—FCA, /—FCA, =2 FRKRA LV M T T CAGEHELZ, = KR A » MEHEN
BAINTWARENSZ 7 AR—KNL, 79 U0FREFTINTNWEa L Ba—FDT 7
AN VAT KR FELET,

ATYT1 TV RARAV PRIESN TV D EAOEREHAR—2ricrn 74 LET,

ATwv 72 [EE (Adminigration) |>[> X T L (System) 1> [FEBAE (Certificates) | > [{EfETE S5HAE (Trusted
Certificates) | # IR L £,

ATF9 T3 [ A= (mport) 1227V 7 LET,

AT T4 VEUSUTTZ 4=V ROMEEFELET, FFIZOWTE, FE X EHEO A VR — F&E (90
N—=) EZBLTLLEIN,

7 74)77/ ]\uﬁﬁﬂif\";(@nunizpﬁfjjfﬁ)éiﬂ/\ j: CiSCO ISE &:c}: U%Eﬁlﬂ@%/*— F‘O)77OU b‘““
ary —AN—RNEEEBEINET (BIWCPANDT F U r—3 g v — "—NEEE X, HVCEN
D) —FROT TN r—g == 1 >Fo/EHINET) .

EfBAETTL—F

FEAET L — ME, FOT U L— MIESWTCERIER (CA) IZX»TRITan=1
“T@£%£_A%@7DA74#EiHTWETO£%£7/7VH NI, -4, 7V
7 M4 (SAN) | F— Z A7, F— YA X, T4 NHDH SCEPRA 77 7 A
v, SEAEOHNMIR, FEHERZ T4 T2 b ERIET—— mﬁiti%@ﬁﬁ 2 &
NDMEIMNG DN E D DERRE LTJEES — ORI (EKU) ZE#&R L E7, W CiscolSE
CAH&KA)ﬁ\ﬁ%%?V7V~h%ﬁ%L\%@%yfv—bmgdwfﬁ%%%%ﬁ
LET,

CiscoISE {21, RDISECA OF 7 4V s DFEAET L — BB L TCWET, HEIZL
CC. BMOGEHET 7L — F2{ERTE £, T 74 /L bOFFHET 7L — MIkD &
By T,

« CA_SERVICE_Certificate Template : Cisco ISE é” il & LTEAT 22 oMmoxy U —
7 P—r AM, =& 21X, ASA VPN = —H —{Zxf LAEAEZHITT 5121, ISE ORGE
ﬁm:mﬁ%%?yfv—b%@ﬁbiﬁo:@ﬁ%%?yfv—%fﬁ\ﬁﬁﬁﬁ®&
EEETEET,

« EAP_Authentication_Certificate_Template : EAP F2FEH,

« pxGrid_Certificate Template : ;FIHE T 0 &Y 2 =0 7 R—Z U HiEHEE AR T 5 & &
@ pxGrid = >~ r—7 M,

. BEAMEEY FTYT
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amzrIL—raonEr

SfBRETF L JL— R DHLEF
Cisco ISE ONHER CA (Zi%, = KA > FEFAEZIERT D 72O Sz fERET 7
L — hERTIEFVDEENTOET, NECAICL > TRITENTZTRTOZ Y KR A vk
REWIEICIE, GETET 7 L— R OILRT DG EN TV E T, ZOIRTIE, TO=2 KR
A MEAEEERT DO SN EHET > L — 2 £ LE T, EEFOID T
1.3.6.1.4.1.9.21.2.5 T3, CERTIFICATE: > 7 L — N4 BMZZFAI R Y > —D5MFIH A L
T, FHBOFERICESWCGHEYIZRT 7 E AR EE D B THZ LN TEET,

AR KU TORRAET T L— FEDER
FEATA Y 2— L L CREMET V7 L — M OIREF A T X T

ATw 1 [R) >— (Policy) 1>[R)>—+tv k (Policy Sets) | #R L, FFrAIARY v — = EKRTDHT 7+
NERDORY— -ty NEREMLET,

AT9T2 HLWL— L ZBINT 50, BEFONL—/VE2fRELET, RIZ, Compliant Device Access /L—/L & fidE 3
LR UET,
a) Compliant Device Access /L —/V & fRE L £ 7,
b) [EBMEAEDIEN (Add Attribute/Value) ] 28R L 9,
) T 47 at VUi, CERTIFICATE: Template Name J& 1% & Equals 5 28R L £,
d) FEAET I L— NMOMEE AN LET, =& 213, EAP_Authentication_Certificate_Template 72 & C

D

ATY T3 [R1F (Save) 1227V v 7 LET,

pxGrid 21 > k B— 35 F® Cisco ISE CA SEFAZE D R

Cisco ISECA I, fEAETn Y a =7 R—Z LRt EEZ AR T 5729 O pxGrid = >
Fe—ZOFEHET T L — P ERME L £,

388 HRIIC
pxGrid 7 7 A 7 b DFEAFEEZEA YK (CSR) Z/E L, CSRONELZ U v 7 AR—FiZ=
I:O*‘ [_/ji—aﬂo

ARTYT1 Xy hIT—0 TR 2= —=THU 0 MERLET (BB (Administration) ]>[ID O H (Identity
Management) ]>[ID (Identities) ]>[=—%— (Users) ]>[EBIN (Add) ]) .

Z—P—RE Y BT LR TNWDHLZ—F— S —THE AT LET,

ATy T2 FAET oY a =0V R—2LVORTEERELET (FH (Administration) ]>[7T /34 A R—H )L HL
(Device Portal Management) |> [fEFiE ' 1 Y 3 =27 (Certificate Provisioning) ])
a) REAET oY a=r R—XUEEIRLC, [WE (Bdit) 127Uy 27 LET,

| EXWEEY FTYT .
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. Simple Certificate Enrollment Protocol 707 7 o )L

ATvT3

ATvT4

b) [HR—H/LE&E (Portal Settings) | K v 7 XU VA N7 U vy LET, FKBEFERITV—T OEE
(Configure authorized groups) | Di®INFIEE/R U XA hvb, Ry NU—7 T 78R a2 —HF—RNE4=2—
Pe IN—TZBIRL T, BRFEAY A MTBEILET,

o) EAETrE Y a =07 R—H/LgKE (Certificate Provisioning Portal Settings) ] Ku w7 X w7 U X
N2V w27 LET, [pxGrid Certificate Template] Z 3R L £ 3, FEMICOWTIL, [FEAE 2
Vaz=rZ R=FNDOR=ZNVRE] R LTIIZE,

d) R—ZNKELRFLET,

FEEYrE Y a = S R -2V EEE L E T, [R—% /L7 A FURL (PortaltestURL) (U 27 %27 U v

7 LET,

a) FEITER L= —=TH U bR L GEHE v Y a =/ R—=2iin /(4 LE
T

b) AUP %% F AL, [#ifT (Continue) 1 %7 VU v 7 LET,

¢) [LHLDOEIR (Iwantto) | Ky 7 F oy U b, [H-OfEREOAENR GEREELERDY)

(Generate a single certificate (with certificate signing request)) | Z &N L £,

d) [REIEZBAZROFEM (Certificate Signing Request Details) | 7 4 —/V N2, 7 U v 77" — K5 CSR
OHNEZME AT ET,

e) [REHED X 7 o — REX (Certificate Download Format) | K& v 7*& 7 U X kv [PKCSS =

(PKCSS8 format) ] Z#R L £9,

(G¥)  [PKCS12/EA (PKCS12format) | ZEINT H581L, 1 DOEAE Y 7 A VEGEHE 7 A /L
EX— T 7 A NG T TR D MENH Y £F, CiscoISE XA »AR— M 20N, FEFE
¥ — 77 A NFAAF U DER = 3 — FEZTIPEM ERICT 24 E R H Y £,

f) [REFAET 7 L — FOFEP (Choose Certificate Template) | K2 v 7 X 7 U X R,
[pxGrid_Certificate_Template] ZER L £ 7,

g) FEHEONSZRT—REZANLET,

h) [45% (Generate) 127 U v 27 LET,

AEHENER S ET,
i) FEHEZT AR—FLET,
FEAETF = — & EBIRERAEN T AR —FSET,

pxGrid 7 74 7> FOEHETE HAEHEA F 712 CiscoISECA F=—r %A »iR— h LET,

Simple Certificate Enrollment Protocol 70 7 7 1 )L

=P =Py NT—7 TR TEDLIESERENA N T AL ZADFEHED T r Y 5 =
THEREZ AT D720, 1 DLL O Simple Certificate Enrollment Protocol (SCEP) #AlE)s)
(CA) v 77 A/ (Cisco ISE #MH CA % E &ML ET) A E L T, Cisco ISE (Z# D
CADGHERETEET, BEBOTn 7 7 A VEHTELRAIE, " TXA T8V T+
ZFEIL, FHHELIZCADGLHOB TR — NNT v VT RFITTEDL I ETY, FFED SCEP
CA ~DFRIZ 3 [EhEfE L TLNE N2 0o 723586, Cisco ISE IXFFE D — " —2MEH AR TH

. BEAMEEY FTYT
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| &4ty b7y 7

srrsnranz ]

BLEE L. WICARIVINES < REMRAEY B CA I HBINICBEI L, $— =74
TAATHIT B E T, EIIARAH—Y v MR L E T

Microsoft SCEP #—/3—% Cisco ISE EFHAEHRT 5 L I IZRET D HIEIZ->WTiE, kES
BLTEEN,

http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto_60 byod certificates.pdf

FITSNI=EIRE

EHE R — 2 IR, W%BMM&ioTIVFﬁJV%Kﬁbf%ﬁéﬂkT&T®ﬁ%
EOY R MPRENET (EFH (Administration) ]>[3 AT A (System) ]> [FERHE
(Certificates) ]>[T > RiRA > FAEBH#E (Endpoint Certificates) 1) . [FATS N 7-EHE (Issued
Certificates) |-X— Cld, fEHEARAT — X X% —H CHEGRTZ £, nfl:ﬁﬂiﬁ‘f’i;ﬁbfb‘éia
BlE [AT—F % (Stats) (IO LI~ T A =YV EBENT S5 & REOHH MG T
F9, REAET 7L — K (Certificate Template) [ ¥|D LIz~ T X I — Y LV EBEIT 5 E
X— A AT F—HPAX, WRIA T, BTV b, BTV ML (SAN) | GEH
EORIE EOFEREREFZ R TEET, =V RKRA > MEHAEZ Y v 7 LT, GEHELE
IRTEET,

ISECA IZ X > TRITES N TR TOREHE (BYOD 7 r—%41 L CTHEINWIZ 7m€93:y
T ENTFEAEZELFFHE eV a =0 7 =2 A0 b EG SN ZFEHE) 1%, [ RRA
> hiERAZE (Endpoint Certificates) ]X— 2V A R ENE T, ZOX—=U 05 25 OFEAE
BEHTEET,

7o & 21 user7 (AT SN TREHEZ MR T 25 51E, [V KU 4 (FriendlyName) |7 o« —
/1/ ROTFIZERENDTHFA MRy 7 A2 Tuser7) EASHLFET, ZD2—H—[(ZCiscolSE

WCE o THITSNTET R TOFEHERRRINE T, 74V FE2F Y BT DL, TFR
Ry 7 ANOMRBELEIRLET, £/, [JEEZ + V4% (Advanced Filter) |47 a V%
BRHLT, SEIEFRRBEEICESNTLa—RERRTHILELTEET,

IO [ RARA > MEBZE (Endpoint Certificates) ] -~X— 2%, LEIIG LTy RFA >
NERAEZRVETZDOLF T var bbb 7,

[FEFAEEFEMEEE (Certificate Management Overview) | -~X—121%, BN O PSN / — RiZ

KoTREITESNTZZ Y FRA & FEAFEOGFHEMNER REINE T, £2. K LIEREOE
A R LTZREHZEO R E ) — T L I T 22 &b TEET, ZOXR—VDT—#
B ORBMICE ST T 4 VZ Y 7T ET,

[TV FiRA > FEEBAEDHEE (Endpoint Certificate Overview) ] « >
FORITELUVRS LIZEEEAE

RI5: RTSNIEEAE L KB LIEEAE

TJ4—ILF FEREDHA FSA4 Y

/ — k4 (Node SEAEAFEIT LR o — P —b R /—F (PSN) D4,
Name)

EXWEEY FTYT .
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B ciscosecasmEs s UE—0nv s Ty TeER

J4—ILE FERLEOHA K512

[BITSNTEEBAZE |PSN / — RBRIT LIz RFA > NERAEDE,
(Certificates

Issued) ]

[RYBEIN-FEBAE | K2 L7 RARA > bEBAE (PSN / — R3FAT L7ZRERE) 0%k,
(Certificates

Revoked) ]

[EEBAEER PSN / — RSB U 7GR EAR— X OFRGEE R D%,
(Certificates

Requests) |

[BX L1=5EBRZE PSN / — R2MLERS 5 RI U 72 5RFEEE R DL,
(Certificates

Failed) ]

EENEY D
FATSNIZREE (123 =)
=P =B LT RARA » FOFEHEOEH (109 ~<—)
AERAEZ M LT — G L T3 ZA&FFA[T 57289 D Cisco ISE D% E (128 ~X—)
2 — W= K HAEHEOE G A FF AT 5 Cisco ISE DFEE (110 ~<—)
T2 FARA v hEEWEORS) (148 ~—)

Cisco ISECASIRAZER L UF—DN\Y I 7y TEERT

PAN |[ZREENFEAL, EH X VER ) — RZ/EPKI O/b— h CA 7213 CA & LTHE
BES A1 DICHKT DA A, CiscolSECAFEHER L NF—%2Fa TNy 7T v
TLTC, B UFVER ) —RIZINOEEITLTEDLLIICTHMENRH Y £7, Cisco ISE
WED/NNy 7T v IZid, CAFEAELF—ITEEN TV ERA, CAFEHERB I OF—% U
R M2 AR—= I BLIOAS VAR —FTBI21F, RbVicavry RIf A F—T=A
A (CLD) #fERT20EMNH Y £3, application configureise =~ > NiZiX, CAGEHER X
RX—DONy 7T v EE LD DDTI AR—FBIOAS VA R— DA T arRNEgENT
WEJ,

B CEZD5EHEA T D DOWROFEHENR, B o X VER ) — R THILSNET,
* Cisco ISE /L — k CA FEBAE
» Cisco ISE ¥ 7 CA GiE#] £
* Cisco ISE =2 RK7RA > b RA GEIA#

« Cisco ISE OCSP & RIFERA

WD Cisco ISECA ZEFFIEB L UNF—D NNy 7 7 v B I OELCHRLEL 2 F4,

. BEAMEEY FTYT
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Cisco ISE CA SEBBE S £ Ux—nT s 2 — b+ [

cEBANICE T L F VBB — RBFEET S
*CiscoISECA /b— b F=— U RIREE XX D

« SMEB PKI O Tz CA & L CHERET % K 51T Cisco ISE /b— | CA ZRET 5
VY —=RN120HZNLUEDY Y —RZT v 7T L — KT 5

CREDNY I T v TN T—2EEtT 5, ZOHA, &I CiscolSECA/L— |k F = —
VEEHAR L, WICISECA SFHERB L OF—D NNy 7 7 v P LETLEITHIVNERNH D F
7,

)

(GE)  JBBAT CiscoISE DINEI CA #E &2 57 ONZ, BERAEAET =— 2 RET5 X9
WZCISEA v E— 0 7 —ERALEHTAHLERH Y F9,

CiscoISECASIFAZER L UF—DI YU RR— bk
CAFFHEB IS —%2PANNOLZ I AKR—FL, BV ZAVEH ) —FTA VR — 3D
ERHVET, ZOAF T a3 TiHE, PANRE U LERAICEI A VER ) — T2 R
RA L FPOEHEEZRBITBIOEHL, B FVEH ) — FE PANICHBIELZLRT
%i‘a‘o

1R BHHEIIZ
CAFFHAZEB L O —2KMNT 57200V R M) BER L= & 2R L9,

AT w71 CiscoISE CLI 25, application configureise =~ > K& A L £,

AT9T2 1TEANLT, GHELSIOF—2T 7 AR —FLET,

RT9T3 VARV NI OA4FTIZAT LET,

ATYT4 Wisx—%2 A LET,
T AR— FENIGEEHEDO Y 2 b A BITE, BEOVITARLL LB A vV RER
SNET,
1 -

The following 4 CA key pairs were exported to repository 'sftp' at 'ise ca key pairs of ise-vml':
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x621867df-568341cd-944cc77£-c9820765

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x7027269d-d80a406d-831d5c26-£f5el05fa
Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0xla65ecl4-4£284da7-9532f0a0-8aeleb5c2

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml

| EXWEEY FTYT .
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B ciscosecasmEs S U010 LK~

Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x6£6d4097-21£74c4d-8832ba95-4c320£fbl
ISE CA keys export completed successfully

Cisco ISECASIFAZE LS KU+ —D A VA R—F

YH U FVEH ) — RE2RE LS, PAND CATEFHERB L OF—%2 7 AKR—hL, &H
VHE VR ) — Rz v R— N LET,

AT w71 CiscoISE CLI 75, application configureise =2~ > K& A LE7,

RAT97T2 8 AL T, CAREHER LU —%2 A1 U R—FLET,

RAT9 T3 VAT NI OLARTIZAT LET,

ATV TE AR — b TDT77ANVDOLFIEATILET, 77 A4/ 4(T ise ca _key pairs of <vm hostname>
A THLMENRDH Y 3,

ATYTS Ty ANEEELT DO DOEX—% A LET,
WENEFIZE T LI EZHMbE DA v E—URERRINET,
i -

The following 4 CA key pairs were imported:
Subject:CN=Cisco ISE Self-Signed CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x21cel000-8008472c-abbc4fd9-272c8da4d

Subject:CN=Cisco ISE Endpoint CA of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x05fa86d0-092542b4-8ff68ed4-£1964a56

Subject:CN=Cisco ISE Endpoint RA of ise-vml
Issuer:CN=Cisco ISE Endpoint CA of ise-vml
Serial#:0x77932e02-e8c84b3d-b27e2flc-e9f246¢ca

Subject:CN=Cisco ISE OCSP Responder Certificate of ise-vml
Issuer:CN=Cisco ISE Self-Signed CA of ise-vml
Serial#:0x5082017£f-330e412£f-8d63305d-el3fd2a5

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

GX) T AR—PFNENTEF—T 7 A NVDORESA(LIX, CiscolSE YV U —226 TEAXINFE L7, Cisco
ISEV U—Z24IETIONR—2 5 N6 DF—Dx 7 AR —T~, BILWCiscolSE YV U —R261LL
D=9 0 TOF—DA iR— MIRTILER A,

. BEAMEEY FTYT
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FS542UPANBLUPSNTOL— Ak UTHCADER [

TZ54<') PANE LU PSN TDJ)L— b CAE KU THL CA DAERK

&

ATy T2
ATvT3
ATvT4

BAZty b7 v 7T 584 . Cisco ISE I, Cisco ISE CA —E 2D PSN D77 A <= U PAN
ETFALD CAREIETAL— M CAZARLET, 72720, 7714~V PAN £721X PSN D K 2
AVHETLIFIRA NEEETDYA51X, 774 ~1U PAN T/L— h CA, PSN T . CA =%
NENHERTDILERDH Y £7,

PSN DR A ML EEETHEAIE. 774~V PAN BIOPSN TENEHL— | CA & Tz
CAZHART 2DV IZ, RA M EEET HHITPSN 286 L., FEETcEET, o
LW FAGEHAEIZPSN ECTHEMIC Y n e Y a =0 7S ET,

ZERLET, [BE (Administration) ]>[X T4 (System) | >[3EBAE (Certificates) | > [EIBAZE R
E3R (Certificate Signing Requests) ] Z3#R L £,

[REFHEE 4 R (CSR) DZEfL (Generate Certificate Signing Requests (CSR)) 1% 7 U v 7 L7,
[REBAEDOME A (Certificate(s) willbeused for) ] K2 7*# 72 U A K5 ISE/L— b CA Zi®IN L £77,
[ISE /b — bk CAGEET = — > DE Z 22 (Replace ISE Root CA Certificate chain) ] %7 U v 7 L7,

Jb—k CA & Tr CA FEBHZEN, BHNOTRATO /) — FIck LTER SN ET,

RDBERY

EBBIZE A U # Y PAN S DH551X. 77 A4~ Y PAN 7»5 Cisco ISE CA GEHEL L% — 0
Ny 27y TR L, BB XU PAN THEILLET, ZHUTED, 774~V PAN OFEH
NEALTZIEAIC, BH U ZUPANDL— FCA L LTHERET D L 912720, Bh %V PAN
7 T7A~Y PANIZHSEDLZENTEET,

5458 PKI @ T4z CA & L T Cisco ISE JL—  CA DEETE

ATy T

ATy T2
ATvT3

ATy T4
ATy TH

SR PKI O FAL CA & L CHERET 5 PAN OJL— k CA RN EE /840 %. ISE [ CA AFHEE
HBEREAER LT, AMTCAIZERFB L, v— FBXOCABAMZIEAELZAFTL T, +—F
CAGFHEAZFH CTE 2 ER b 7TIZA R — b L, CA BAfF&FEHESL CSR 1231 K
LET, Zo%HE, ST CAIFZLV— b CA, 77 A~V PAN [F4M CA @ FAL CA, PSN L7
74 <Y PAN O {7 CA T,

[EZ (Administration) [>[Y X T L (System) 1>[FEBAE (Certificates) |>[REFAZEE R ER (Certificate
Signing Requests) | Z#i#R L £ 7,
[REFAEE 4 ZR (CSR) DL (Generate Certificate Signing Requests (CSR)) 1 %727 U v 7 LE,

[FEBZ M B (Certificate(s) willbeusedfor) ] K> 7 #7 U A k225 [ISE H[E CA (ISE Intermediate
CA) 1| ZEIRLET,

[£5% (Generate) %27V 27 LET,
CSR Zx= 7 AR — kL, M CAIZEHE L T, CABAMEHEHFELRG L X7,

EXWEEY FTYT .
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B isscsmL T -V 730 REHAT B0 Cisco ISE DIE

ATV T6 [EHETEDAHER L TITHE CA D/L— k CAFEBHEZ A AR — M LET,
AT w71 CSRIZCABAFMEHAEEZ AV FLET,

RDZRY

BB XY PANDRHD5A1E. 774~ U PAN 225 Cisco ISE CA GEBAER LU F—D
Ny 2T 7 xR L, B %Y PAN THEILLET, h——iEBE L LV— FEEIER,
T &Y PAN ICHEIMICERISNE T, ZoERICE-> T, B8 — FICEENRRE L
LA, B &) PAN S PKI O FALCA & UL THERET A L D172 £97,

SFBAZAZFERA L T/N—YFIL TINA RZEFR[T 5 1=5D Cisco ISE D

I

ax ;&
Ty NT—ZIZ8HiT DT RARA v b (R=YF LTS R) OitEEZRITL, BT
L 912 CiscoISE Z R ETE £ T, WECiscolISECA YV —EZZMHHAL T, = RaiRA > kd»
HAFHEBAERICEL LTZD, B CAICCSR ZHRE LTV T2 N TE £7,

1R BRI
« 77 A<V PAN 7°5 Cisco ISE CA FFHEB L X —D NN 7 7 v 72 BGE L, T4V R
XN DD, BERGINRE LT EEN,

« BERICE A Z Y PAN BB DAL, 774 <1 PAN 2»5 Cisco ISE CA FFHERB IO
X—E RNy I T v F L, BHUXY PAN THETLET,

AT v 71 Employee 2 —— 7 =T ~Da—HF—DiEN (129 =X—) |
WS ID A k7 & 7213 Microsoft Active Directory 72 K DHERID A R 72— —%BINTE £,
ATy T2 TLS N—AFEFEDFEFEFRIE T 1 7 7 A LVOIER (129 X—2) %
AT T3 TLS N—ZFEFED ID Y — A JEFO/ERL (130 =2—)
RFYTE 7534 T N TrEeYa=r s R —DOER
a) MERORE (131 =—)
b) CAT7 7 L—bDOER (132 3—)
) VIAT N TueVa=r T RV —TCHERENDIRAT 4T 7V D s T a7y A VOERK
(135 =—)
d) Cisco 7°5H @ Windows 3L U MacOS X AR —FT 4 VT VAT LADT—V 2 NV —ADH T
P—FR (136 X—Y)
e) AppleiOS, Android BELUMACOSX T/ XA ADI FA T h7urbeya=r 7 RKY v— b—LOfE
A (136 ~X—2)
AT Y FE TLS RN—AFFED Dotl X FAER U v — L— L OEE (137 =—)
ATy T6 TLS N—AGEFEHDOF AR Y & — L— L ERE L £ T,

. BEAMEEY FTYT



| &xmtey b7y 7
Employee 21— — 45 )L—TFAD1—H—DiE/M .

a) TRWebFBREE STV D F Ireya=ry Jua—0fFa a7 7 A VOER (138 X—)
b) FFRIARY — =L DfERE (138 X—2)

IN=F IV TN ANET A F LA SSID ([Z8t 35 & X IZ ECCRSA RN—ADFEAEEZFHAT 3 &, 210
HONRT—RANEITI LHoRDOENET,

Employee 1—H—4 )L—T~ADI1—H—DEM

WDOTFNETIX, Cisco ISEID A k7 @ Employee =—%— 7 )L —F |22 —HF—%8IT 25 FHik
WZOWTHHBLET, AMBID A T2 LA TH, :L*"‘j‘ Z BT & % Employee
A== T N—TNHDHI LR LET,

ATy 71 [EE (Administration) ]>[ID D& (Identity Management) ]>[ID (Identities) ]>[1—*— (Users) ]
ZERLET,

ATy 72 BN (AdD) 127V v7 LET,

ATV T3 a—WF—0OFMERE A LET,

RT9 T4 [)NAT— R (Passwords) |7 a T, [mZ A /32U — K (LoginPassword) ] & [TACACS+A % —
NNXU—FCm&m$EmMﬁ%wm®]%@ﬁb\*VFU—7?N4XK77?ZVNW%§E
LET,

ATY TS5 [2—H— F)—7 (User Group) ] ey 72y JRA 0GB (Employee) | 3R L £7,
Employee = —%— 7V —T BT 5T R TCO2—F =R CHRE Y NE2HELET,
ATy 76 [ZEE (Submit) 1227V v 7 LET,

RDERY
TLS N— RFFEOFEAEGE 7 1 7 7 4 VOERE (129 =X—3)

TLS R—R B DIIREFIETO T 7 41 ILDERL

F NI =27 T8t D RARA ¥ N OFRGEICGEAE A2 H 9% 121X, Cisco ISE CREH]FE
WAL 07 7 A NEERT DD F721ET 7 4L kD Preloaded_Certificate_Profile # #tE 35
VERS Y E7, EHERGET 17 7 A Vi, TV v a—HF—4 L LTHERT 245
NHDHFEHETY 4 — L RREENTET, 72E 2, 22— —A0[ &4 (CommonName) ]
74—V RIZHDGEIL, EAERET e 7 v A E [ oL —H—4  (Principal
Username) |23 [ 7T =2 b - —f%4 (Subject - Common Name) | CTHDH & L TERTEE
o THIEXID A FTICHS L CTHERTE £,

ATy 71 [EE (Administration) ]>[ID OEHE (Identity Management) ]> [4&8 ID ¥ —X (External ldentity
Sources) ]>[SEBAZEEREI 0O 7 7 4 JL (Certificate Authentication Profile) ] Z3#R L £,

ATy T2 FEAERE T 0 7 7 A VOL4RTIZAD LET, 728 21E, CAP L7320 9,

| EXWEEY FTYT .
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B s <=0 0 v—2EFo

AT T3 [TV b -—f%4 (Subject - Common Name) ]2 [V >3 /%L z—H—4 X509 B4 (Principal
Username X509 Attribute) ] 23R L £,

ATy T4 [R17FE (Save) |27 U w27 LET,

RDZBRY
TLS N—AFFED ID Y — R EFO/ERK (130 ~<—3)

TLS R—XFREED ID ¥V — R EF DYERK

SFRAESEIE S 1 7 7 A WV EERL L= 6. Cisco ISE DNEFFAEDBHEZ TS L. EHE L ID V/—
A%IDY—AEFTRETEX S L)1, EHAERIET R 7 7 A L% ID Y —RJARFITEMN L F
“@40

4RO SRS
WDEATPFET LTWNDZ EafERLET,
» Employee = —H — /L — 7 ~D 2 —H—0DiB],

. uEEﬁi/\‘—X D uIEODuiEEﬁ R = 74/1/0)1/@5?0

ATy 71 [EHE (Administration) ]>[ID D& (Identity Management) ]1>[ID ¥ —XIEF (ldentity Source
Sequences) | AR L £,

ATy 72 B (Add) 1227V 27 LET,
ATv T3 IDY—RAEFOLETIEATILET, 72& 21, DotlX &720 £,

ATy T4 [GEHAERIES 17 7 A L DOER (Select Certificate Authentication Profile) | F = v 7R v 7 A& A2 L,
VERR LTI ERGE T R 7 7 A L, DF Y CAP Z®IRL 7,

ATy s a—PF—fEREETID Y — A% [Bib5 U A & (Authentication Search List) ] fHIk D [E&IR# A (Selected) ]
VAN Ry 7 RAZBEILET,

BIDOID Y —A&2BINT 5L, —BERRONDHETCiscolSElL. 2NHDF—F X M7 #IEICHRELE
—éqo

ATYT6 [2—P—REoNEholz LTRE L, EFNORDO A h7IZH#Te (Treat as if the user was not found
and proceed to the next store in the sequence) | A7 a > R¥ %7V v 7 LET,

ATFw 71 [ZFEIE (Submit) 1227V v 27 LET,

RDBERY

WRERORRE (131 _—2)

. BEAMEEY FTYT
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ziapoxz |

REER D EXTE

CSR ~DFELLIIHNT CA ZfEMT 256, SME CA ZRET HLENRH D £97, S CA KIE
IZ Cisco ISE DLIRTD Y U —ATit, SCEPRA 717 7 A /L &M TUWvE L7=, Cisco ISE
CAZMENT 256, CARELWRIICRET HXEITH Y ¥ A, [EH (Administration) ]
>[ A7 A (System) ]>[AEAA®E (Certificates) ]>[N#B CA #%E (Internal CA Settings) ] C.
W CA BREZL TR CE 7,

=P —=DT A APBGREF A ORERELZET D L AERAEILT A 2 EORDEDLATIC
Eﬁ)ﬂi—a‘o

= 16: 7 /31 RFEAE DS

TN R SFBAER b L—C DGR TOERARK
iPhone/iPad FEYEDFERAE A b7 [ (Settings) ]>[f%

(General) 1>[7mr 77 AL
(Profile) ]

Android WELSN-aEHEX 7 TR =P —TRAHT
‘g‘o

GE)  FEBEIL. [RE

(Settings) ]>[H
rF—varyialitk
X=2UT 7

(Location &
Security) 1>[A b
V=07 T

(Clear Storage) ]| %
L CHIBRCTE &
7

Windows EEDFEHEAR N T lemd 7 1 7k H>5 mme.exe
BT A0, EITREAE
AF v T A TEFERLET,

Mac EXEDZEEAR M T [TV r—vay

(Application) ]>[~—7 ¢V
7 4 (Utilities) |>[F—F = —
v 77 A (Keychain
Access) |

1R BHHEIIZ

AEAEE 4 ER (CSR) ~DBLIHMTFERER (CA) 2T 2841, 485 CA @ URL 23
WL F£97,

| EXWEEY FTYT .
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B o275 —rotm

ATv 71 [EE (Adminigtration) ]>[> R T L (System) ]>[REBAZE (Certificates) | > [4M8F CA B%%E (External CA
Settings) ] Z®IRN L £,

RTwF2 B (Add) 1227V >7 LET,

RATv T3 I CABREDARTZ AT LET, 72L& 2I1E. EXTERNAL SCEP 72 & ¢,

ATy T4 [URL] 7 ¥R b By 7 A2, SN CAH——D URL # AJLET,
AN CA DB FREN & 9 A MR T H1iX, [7 A MEEkE (Test Connection) 1 %7 U w27 LE 7, BN
CAY—"—DOURLZANTHIZIE, [HHRZZ27Y v LET,

ATw 75 [ZFEIE (Submit) 1227V v 27 LET,

RDRERY
CAT 7L —FrDE/K (132 X—)

CAT>TL— FDIERK

FEAET U L — NI (NERE 7213008 CA D 7=12) T 2451 % % SCEPRA 7' 1
TrAN, F—ZAT, F— P A X WgE AT, 7= b, TV MEA
(SAN) | FEFIEOAZMM, JLEXF—OEARNEERZ L ET, ZOFITIE, N CiscolSE
CAZBHTALIEELET, HMBECAT T L— NS, HOHIMIZINTD CA 1T L > Tk
EEN, FRETHZEIFTEERA,

HLOWCAT T L= FEERT D7, 774/ FOFERAET 7 L—|
EAP_Authentication Certificate Template %t T £ 7,

F 74 NTlE, KD CA T 7 L— I Cisco ISE T TX £9,

« CA_SERVICE Certificate_Template : ISE CA T oo >y hU—27 —E2H, 7
& 21X, ASAVPN —H—{Zxt LAEAEZ 1T 5I121%, ISE DRERIZ Z OREHET
TL— bR LET,

+ EAP_Authentication_Certificate Template : EAP 333,

« pxGrid_Certificate Template : REBIE B Y 3 = 7 R—FZ A Gk EE LT HEEO
pxGrid = > he—F H,

)

GE) ECCHx— ZA THMEHTIHHET 7L — M. NE CiscoISECA & DAEHT 2 Z
EMTEET,

1R BRI
CAVRREINTWDLZ LR LFET,
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ATy T

ATvT2
ATvT3

ATy T4
ATy TH

ATvT6

ATy FT17
ATvT8
ATFvT9

carrIL—rokmn ]

[EH# (Adminigtration) | >[>X T4 (System) ] >[CAH—E X (CA Service) |>[NER CA SEBAE T >
7 L— b (Internal CA Certificate Template) ] 3R L £,

N CAT 7 L— FDLRIZATILET, 72L& 21X, Internal CA Template & L F 7,

(A7 ay) [Mfk==v b (Organizational Unit) ]. [#2##% (Organization) ]. [#8T1 (City) 1. [N/ABE
fFk (State) 1. [[E (Country) ] 7 4 —/L RIZEEZ AT LET,

REFAET 7 L— b 74— R ([#k==> F (Organizational Unit) ], [#8#% (Organization) ]. [#BT7
(City) 1. [ (State) 1. BXLO[E (Country) ]) @ UTF-8 XFix¥ AR — kL TWEHA, UTF-8 LT
ZAEHET L= P THEHAT S L GEAET R E Y g = IRIIL £,

AEIE A AT DN — Y — Do — =43 FEEOLES L L THEH & E T, CiscoISE N CA
WX, T+ F2E T+ oxXF% [#iE4 (Common Name) | 7 4 — /L FTHR—FLTWERAL, 22—
P2 T+ £ T OBKRLFREEN TRV LR LTI EEN,

BTy MUE4L (SAN) BLOGFAEO AL 2 E L £,

X— XA 7EFEELET, RSA £/-1X ECC ZBIR L £,

WDFRIZ, ECCEYR—FLTWAARL—T 4T VAT LABIXONR—=Vg b, PR—FZNTW
DHMAA TR LET, T ARV ER—RFEINTWELTRXL—F 4 T VAT AEFETL TN

BA. T3V R—=FENTVE =T g U TRVLEEIZIE. U DIZRSAR—ZADIEAEEFHT S
b TEET,

ARL—FT4 05 L | R—bkEhdN\—Pay YR— S DBiR2 1T

AT L

Windows 8 LAKE P-256, P-384, P-521

Android 4.4 DI TRCOMIRL A7 P-192 iR % A 7

. e 7 ; 2
GE)  Android6.0 1%, ECCaEBi&z | £ 7R— hLT72lN Android 6.0 % bR

oA h B iz 2016455 | O 0
Ay FRusETT,

Windows 7 & AppleiOS IZ, EAP-TLS 58iEH D ECC % %A 7 4 7 CTHAHR— b LT FEH A, CiscolISE D
ZDOVU Y —ATlE, MacOS X T /3A A TD ECC iEHEOMH ATV R— SN T EFA,

X NI =T DF A ANRYR—FENTWARWAXL—F ¢ 7 A5 5 (Windows 7. MACOS X,
Apple i0S) #FEATT DAL, F— XA 7L L TRSA ZHIRTHZ L A2HLEL £,

(RSA ¥ — X A T HRINT HEAICHEH) — VA X2MELE T, 1024 L EDOF— A X & 3RT
HVERHY £,

(ECC ¥ — X A T HRINT DG A ICOHMEM) My A 7B ELET, 7 74/L ML P-384 TT,
ISE N5 CA % SCEPRA 72 7 7 A /L U CEBIR L £7,

BHMEZ BEEN AN LET, T 740 ML 730 BTY, AR7R&MIL 1 ~ 730 T7,
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ERMGEY b7y T |
B nscaoz:

ATy T RF— ORI AREE L E T, GEAELZ 2 T4 7 FRGECEHNT 2581, [7 747~ Mifd
(Client Authentication) 1T = v 7 Ry 7 RI~—7 T £7, fEAEZ P — " —3iEEAT 255
X, [Y—/3—FFE (Server Authentication) | F = > 7 Ry 7 AZ~—7 #fHT £,

ATFv 7N [XEF (Submit) 227V v 27 LET,

WEL CAFEHET 7L — " BEREN, 77947 7rEeya=r 7 R —i2koT
EHINET,

RDEZRY

IJIAT T reya=r R —TCHRAINARAT AT YTV s Ta7r AL
DYERE (135 ~=—3)

N&R CA DERTE

= 17: "% CADHRTE

TJ4—ILF4& FEREODHA FZA4 Y

REARDEME |WHCAV—EXZEHIT DL, ZORF 27 ) v LET,
(Disable
Certificate
Authority)

KRR +E (Host [CAY—ERZFATL TW5 CiscoISE / — RDRA MM,
Name)

RLYF CAH—EREF(TL TS /) — FTHEN72 CiscoISE / — FD~UL Y F,
(Per sonas) e ziE, BEL KU v— P—vRRETT,

O—JL (Role(s) |CA¥—EAZHE(TT 5 CiscolSE / — RS T 20 —)b, fo& 2 iE, A
By RTRUERITTTA~) EEEIH Y T,

CA. EST. B& |HRE T8
U OCSPIGZRID
AT—2 R (CA,
EST & OCSP
Responder

Status)

OCSP 5218l OCSP $— =27 7 A2 F 572D Cisco ISE / — KD URL,
URL (OCSP
Responder URL )

SCEP URL SCEP $—/"—={ZT7 7 A4 %5728 ® Cisco ISE / — K URL,
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HS4FU R TAESIZUT RYS—TRRASNBRA T4 T HTUn k Tnor Lok [

EELE YD
CiscoISECA —t 2 (114 ~<—2)
AEAEAE L C/R—=Y L T, A&7 57280 @ Cisco ISE DFRE (128 ~=—)

DSATF7 o RTOEDIZUIRY O—TCHEREINEZRA T4 T T )AL TOD 7
14 ILDYERK
IATATHT VN BT AT 7 ANVEAFR LT, 2P —h—= Y FIL T, R fpdeh
N —2ZEGD5 2 LM TEET, CiscoISE Tl BRE2ANVL—T 4T VAT AT LI
BB R) = =V EBFERLET, £7 74T 7ubeya=r 7 R — r—nil
. EOFNL—F 4 v T VRTFAIEDTueYa =S v — FERERT L0 E2EE
TERAT AT BTV B N TaTd sy A ANEENTWET,

LY oY 1] b

«CiscoISE TCAGFHET VL — 2R ELE T,

« TCP A"— b 8905 B3 LV UDP AR — | 8905 #f&, 7747 b=y YT U D
YhOTREYa = U4 RO VA N EEHICLET, A— NOFEMEORE
FMZ>WTiE,  [Cisco ldentity Services Engine Hardware Installation Guidel] df+#% [Cisco
ISE Appliance Ports Reference] ZZM L T 720,

ATy F1 [RY)L— (Policy) 1>[R) >—EFH (Policy Elements) ]>[#2 (Results) |>[Z54 7>k 7OES 3
=>4 (Client Provisioning) 1>[") Y —X (Resources) | ##R L £,

ATw 72 BN (Add) ]>[RATF4T BT Uh> b FOT74)L (NativeSupplicant Profile) ] Z 3K L £,

RTVT3 AT 4T H TV B N T Ty ANVDOLRTEANT LET, 72& 21X, EAP_TLS_INTERNAL & 720 %
hd‘o

ATV T8 [AXV—F ¢ 7 AT 5 (Operating System) | K> 7Z 7 URA oG [T3T (ALL) | Z8EIRL
ij‘o

GE) MACOS N— 31010 Dx—H—X, 727/ SSIDPEAP 7 —{ZxfL Ty etEya=r7
ST SSID IZFEN TRt T AL ELRH Y £,

ATy 75 [ (Wired) | 720 R (Wireless) | T =v 7 Ry 7 A4 LET,

ATy 76 [Fr&hsd7 e k=L (Allowed Protocol) | K2y 7 Z 7 U X )b [TLS] 2R L £,
ATy T LURNZHERR L7z CARERET > 7 L— M AL £ 7,

ATy S8 [FEE (Submit) 227V v LET,

RDBERY

Cisco 225D Windows BL X MacOSX AR —FT 4 VIV AT L2DZ— 2 M) V—AD
Zyra—FK (136 X—)
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BEAmnty b7y 7 |
B cisco 150 Windows 5& U Mac 0SX AR L—F 4 VI YRFLDI—V ¥ b Y—RDEH O~ K

Cisco /" 5D Windows 8 KU MacOSXARL—FT 4 VIV RTFLODI— MY Y—
ADFHoAa—K
Windows B X O MacOS X XL —F 4 7 A5 ATlX, Cisco A b E—F U V—
Ay — RTA50ERHY £4,

1R BHEIIZ

Py MU= D7 aFVERENELLREREINTWAZ E2ERL, muR)E—hF nr—
L NT I EBEALT, V9 A TN e Ya =2 Y Y —2% CiscolSEICF 7o — R
TEXDHZEEMERLET,

RATv 71 [RYP— (Policy) 1>[RY) >—EF* (Policy Elements) ]1>[') Y —2X (Resources) |>[2 547>k 70
EY3=>% (Client Provisioning) ]>[!1) Y —X (Resources) | #i#&R L £,

ATw 72 [:BM (Add) ]>[Ciscot/ FDI—L x> b 1JY—R (Agentresourcesfrom Ciscosite) ] Z#3 R L £,

AT v 73 [Windows] B LU [MACOSX]\w 7 —VDRICH LT = v 7Ry 7 A AN LET, BTHEINN—V 3
CEHEDET,

ATy 4 [fR1F (Save) 1227 U w7 LET,

RDBRY

Apple i0S, Android 8L UMACOS X 7T/ AD T FA T h Fueya=vr7 K) v—
=V DYERL (136 ~=2—3)

Applei0S. Android 5 X U MACOSX T/ ADYSA 7 TAEDIZ VIR o—
IL—ILDAERK
I7IA4 TN TREYa =y VY —A R —E, EOa—HF—RY V- (=—V =V
. ==V 2 b a7 IOA4T UV AEYa—)b, Z—Vx2 b HRAEZSA X RN br—/7
077 AN) OEON—V gy (FRITEEONN—Vay) EalA4 v B IRa—%F—t v
v a UBHABAIEIZ Cisco ISE N BZFT oM ERE L T,
TV AVTIAT R EY 2=V EX YR — T 5L VAT ATHEN LTS
BEFEOE Y 2 —ARbiulFEicens EEESNET,
PEFEEHI0S, Android, BELOMACOSX T NA ZAZRHIATL Z LN TEH X912 BT,
[V 94T h7Faeya=r73KY— (Client Provisioning Policy) | X—Y CZLHDHKT
WA ZADRY == VEAEERT DR H D 5,

1R BHHIIZ

WMBRIAT AT BTV D N Ta Ty ANVEREL, [V I7AT N Tueya=v7 R
U ~— (Client Provisioning Policy) | "<— UMb Bz —Y o MaX 7 ora— RLTEL L
ERHY £,
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TS ~—z 25D DotiX LK Y — L—LoE [

ATy T [R)I— (Policy) |>[254F7>k TREY3=2% (Client Provisioning) | Zi®#R L £,
AT w72 AppleiOS. Android BLUMACOSX T/NA ADI FA T h Freya=r7 KY — Lb—LOERK
ATY T3 [fRT7F (Save) |27 U w27 LET,

RDZRY
TLS /\QP‘XWL‘ uE@ DotlX & ity thET U— /V*‘/I/@%ﬁ‘fﬁ (137 f\cw—f/)

TLS R—XEBEE D DotIX FREER Y o — IL—ILDERTE
ZDHXATIE, TLS N—AFFED Dotl X FRGER Y > — N— V2 EEH T 5 HEE2RLET,

1R BEIIZ
TLS N — ZFRFFHICERE SN FE A ESRGE T 0 7 7 A VU BMFEET D 2 L R L £

ATy 71 [KRYI— (Palicy) 1>[R)—+v k (Policy Sets) | Z#IR L £,

ATv T2 [Fr (View) [FINLRAIT A2y 2 270 v 7358 [EE (Set) | B =—MEEABEE, FEiER Y
kR, BH, BLOEHTEET,
T 7 F I D)X= ZADEIER Y > —I21%, DotlX iBiEH O — AR EFEFNE T,

AT9 T3 DotlXFFER Y v — V— L OFEMEmET 212X, [&fF (Conditions) 15IDE /M — Y L EHDHE,
@200 et K22 OANEE LT,

ATV T8 DotIXKIU L — L—ND[T 23 (Actions) 15T, WET A 2227 ) v 7 L, REITGLTR
Oy FHA T A= a—=nh, BAEEIFERS T a O FREERLTHLWEI > — &y b
HALET,
[ARU—tv b (Policy Sets) |7 —7 /WIZH LVTHRRRIINVET,

ATYFTS  N—NDOLEIEANLET, 72& 21X, eaptls EASHLET,

ATw 76  [%t (Conditions) 1¥Iv5, (+) feE&E27 Vv 7 LET,

ATFYTT  [&IEAZTF (ConditionsStudio) ]~— Y TUEREMAMERLES, [=7 ¢ ¥ (Editor) &7 v 3>
T, [Z7V 7 LTEMEZEBENTS (ClickToAddan Attribute) | 7% A M ARy 7 2% 7 U w7 L, LEH7
T a7 vatr M (72 21X, Network Access:UserName Equals Userl) % 3®IR L F7,

TATITVEME[Z7Y v LTEMEZEEMT S (Click ToAdd An Attribute) |7 F A R Ry 7 AT KT v
7Ty RN ey TEET,

ATy T8 [MEM (Use) 1227V v LET,
ATFYT9 FTIFARA—E. FOFEFIZLET,
ATV T [#fF (Save) 1227V v 7 LET,
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BEAmnty b7y 7 |
B oxwezmesTuns L FOECa=0 s JO—OHATOT 7 A LOER

RDZRY
P Web SREEEH TV A N FreYa=r 2 7u—0Fa a7 v A4 VOERK (138 ~2—
D)

PR WebBSEEHT) AR TAES 3= S J0—0OFATOT7 714 IILDOER
?q:ﬁf7°f177/l’/1/%ﬁ§% L/VC uIEEﬂi’\‘—X@mqu@EJZIJJfﬁ ‘—Kﬁgﬁ“%ﬂ?ﬁ‘{zx%
RELET,
1R BHHEIIZ

TJA YL ALAN 2> ba—7 (WLC) IZMERT 7R aryha—) VAR (ACL) 23
EENTWSLZ L 2R LET, WLC TD ACL OERFIEIZ DWW T, [TrustSec How-To
Guide: Using Certificates for Differentiated Access] Z &ML T 72 &0,

ZDOFEITIE, WLC TR®D ACL BMERENTWD ERE L ET,
eNSP-ACL: XA T4 7 V7V B s Faoeya=r7H
* BLACKHOLE : 7 & v 7 U X MIBHFINTNDET /A ZA~DT 7t XDlIR

* NSP-ACL-Google : Android 7 /3 AD 7Y a =7

ATy 1 [R)I— (Pdicy) 1>[R' >—FEZ%K (Policy Elements) | > [#58 (Results) 1> [EFa (Authorization) ]>
[BfaI 707 7 4 )L (Authorization Profiles) | ZE4R L £,

ATYT2 HLWHAT 17 7 A VEAFRT 21213, (B (Add) 1227V v 7 LET,
ATV T3 FAT 077 A NDOAFTEANTILET,

AT T4 [T78AHFAT (AccessType) | v 7 X7 U R L), [ACCESS ACCEPT] Z3®&IR L £,

ATy 5 H Web #87E, Google Play D H1 4t Web 387E, *A 7 1 7 “H‘7)7’7/]\7I3E/9v—/7\ B £ O Google

DIATATH TV A FTueYa=y IO 7 u7 7 A VBN 213, B (Add) 1227V »
7 LET,

ATYT6 [R1FE (Save) |27 U w27 LET,

RDRARY
HRARY — — L DOIERK (138 ~2—)

Rl o— IL—ILDERL

Cisco ISE I&, #FRIARY > — L— /&7l L, RY > — — L TREINTEFFAI 7 7 7 AL
WIS TRy hU—27 U Y —Z2~DT Vv A a2 —Y—I2ff5 L ET,

1R BRI
VBR[0T 7 A VEEREA TH D Z L 2R L E T,
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cag—texKys—nurrLrz ||

ATy T [RYS— (Policy) 1>[RYS— vk (Policy Sets) | Zi@R L, Fa[RY o — L—LA2FRTHRY
U—Fy FEEBLET,

ATYT2 FTT7H/NFDONL—LD FITBEMORY — b—LafFALET,

ATY T3 [R1F (Save) 1227V w7 LET,

CAH—ERXRY)L—DYIT7L 2R
Z Z T, CiscolSECAH—EAZH NI T HHINER T DL ENH HFF R Y — L—/L B
LS54T TreYa=r R — — )LOFEERIC OV T L3,
SIBAZEY—EADISA TR FAED IS R o— IL—)L

T ZTiX. CiscoISEfFHEY —E 22 H L TWAIBAIHER T A2MNERNH L7 T4 T b
Taveya=r R = =IO WTHBALET, ROFIZFEMERLET,

IL—IL% D JL—7 ARL—F 40T | ZOMDEH R
SRT L
108 & (Any) Apple i0S §_T | & EAP TLS INTERNAL

(LARMCAERL LT
RAT 4T YT
DI/l N =
TrAN) , SN
CAZfEHLTWY
DEETX. M5B
CA HIzfERk L7
AT 47 BT
PRI =
77 A IVEER L
£7

Android £& (Any) Android Z4 EAP TLS INTERNAL
(BARMAERL L7
AT 4T BT
PN R =
Ty AIN) o HNER
CAzEEHLTH
HEETX. AN
CA HITHERR L T2
AT 4T BT
DI Il N =
77 AINVEER L
Er RN
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B ez —cxomaioor10

ERMGEY b7y T |

L—IL%&

DSL—7

ARL—T1 2T
VAT Ls

ZDHMDSEM

HR

MACOS X

£& (Any)

MACOSX

ESGE

AT 4T BT
Vb hORE
T, WEFELT
<TEEW,

1 [REY A
P—FK
(Config
Wizard) ] :
YAaDYA
T ayave
n— RL7z
MAC OS X ¥
PN AN
U4 —R%E
HIRLET,

2. U4 —FoD
A=At
Jb s LARTERK
L7z
EAPTIS NIFRNAL
AT 4T
WAV IV
DFa 77 A
VBRI F
4, SN CA
ZEALTH
DA, S
# CA FICAE
% L7z A
TA4T BT
Uy b7
a7y ANk
BIRLET,

SIREY—ERDHFRI O 7ML

Z Z T, Cisco ISE TREAES— X DOIEE AN T DT OI/ER T HMENH HFF 7 1
T AMIONWTHBHLET, VA FPLALAN 2> fu—F (WLC) @ ACL (NSP-ACL 33
J OVNSP-ACL-Google) 23T TIZ/E SN TWAHLENRH Y £9°,
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iwngs—cxoxary v—L—L |

cCWA : 2777 A, FRWebiBFE7 n—% 357 /34 AHTT, [Web 583
(Web Authentication) | = v 7Ry 7 A& AL T, FayXZ o JANNG[H
A (Centralized) ] &R L., ACL 7% A b ;R 7 AIZNSP-ACL # A L4,

« CWA GooglePlay : Z D717 7 A Lk, R Web iZiFE~7 17 —% 3 5 Android 7 /31
AHTT, ZOTrT 7 A NMIL 5T, Android 7 /31 A1 Google Play A N 727 7 & &
L. CiscoNetwork Setup Assistant & % 7 > 12— K T&X £7, [Web#3iE (Web Authentication) ]
Ty IRy I AEF AL T, Ry Xy U MpL [HHREEd (Centralized) | %
R L, ACL 7 %A &R v 7 A|Z NSP-ACL-Google # AJJ L £ 7,

eNSP: 277y ANE, V7V A b uya=ry 7a—%fH9 %I Android
T NA A TY, [Web #8FE (Web Authentication) | F = v 7Ry 7 2A&F 2 LT, K
0By X JA NN [ U A h e Ya =7 (Supplicant Provisioning) ] %
BIRL, ACL7 ¥ A F Ry 7 RITNSP-ACL # A L £ 7,

* NSP-Google : ZD 7' w7 7 A )l i VAU N TFeeVa=mr s Ta—2EHTS
Android 731 AH T, [Web iZGE (Web Authentication) | F = v 7Ry 7 A% T L
T, Favy7 Xy VAN [T VA h7rEYa =7 (Supplicant Provisioning) ]
ZIEIR L, ACL 7% A b 7R v 7 Z|Z NSP-ACL-Google = AJJ L £,

7 7 4 v bk @ Blackhole Wireless Access #F Al 7' 7 7 A )V aMER LE T, @E 72 BIERE % K
DEIRETLHILENH Y F7,

« Cisco:cisco-av-pair = url-redirect=https://ip: port/blacklistportal/gateway?portal=Portal I D

* Cisco:cisco-av-pair = url-redirect-acl=BLACKHOLE

SIBAEY—EXDEFAIAR) O— IIL—JL

Z ZTCl. CiscolSECAY—ERZHNMNITH & XIERT HMLENH LR —L—)b
WIHOWTHBA L7,

« EEPE : ZO—LE, 802.1X B L YMSCHAPV2 712 h L2l L TRED T A ¥
L A SSID |Z#Eft 3 HEEDT A4 AHTT,

* Android_SingleSSID : Z @/l — L%, GooglePlay A N T7IZT7 7 AL T, Yubva=r
7 D 7= 1T Cisco Network Setup Assistant & % 7 > 12— K92 Android 7 /3 A TH, Z
DIL—)VIE, ¥ 7L SSID REICEA T,

s Android_DualSSID : = ®/L—/L{X, GooglePlay A N TIZT7 7 A LT, Yubeva=r7
D72 ¥IZ Cisco Network Setup Assistant & % 7 > 72— R4 % Android 7 /31 A TH, ZD
JL—UE, T = 7L SSID & EICEA T,

«CWA : 2D/ —/uiE, TR Web BGE 7 v —Z 1T 257 /31 ZAHTT,

*NSP : ZD/b—/ Ui, EAP-TLS BFEDGEAEAHEHTH XA T4 7 3T U B K 7FrE
Va=v T 7u—%EMT 57 AP TT,

«EAP-TLS : ZO/L—/uit, B 7V b Fabeva=ry 7u—%5%T LET A 2B
JOREHETT R a =0 7 ENDLT A AHTY, 73 RZiE, Xy FU—27~0D
T AMERBTEG SET,
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B ciscosEcA =& 2 ASAVPN 21— —~DIEHEDSRIT

WwDFIZ, CiscolSECA P —E 2D

BEAmnty b7y 7 |

FFAIR Y = V=V &R ET 5 & SITIBIRT DL ENH D

BB I MEAZ R LET, ZOFITIX, Cisco ISE THILT DFFAI 7' H 7 7 A /L HEE L T

HHDEMELET,
JL—IL%& &5 ¥R ERINnSHTI0
274IL)
EEEPE Corp_Assets AND (Wireless | PermitAccess
802.1X AND Network
Access:AuthenticationMethod
EQUALS MSCHAPV?2)
Android_SingleSSID (Wireless 802.1X AND Network | NSP_Google

Access:AuthenticationMethod
EQUALS MSCHAPV2 AND
Session:Device-OS EQUALS
Android)

Android DualSSID

(Wireless MAB AND
Session:Device-OS EQUALS
Android)

CWA_GooglePlay

CWA Wireless MAB CWA

NSP (Wireless 802.1X AND Network | NSP
Access:AuthenticationMethod
EQUALS MSCHAPV2)

EAP-TLS (Wireless 802.1X AND Network | PermitAccess

Access:AuthenticationMethod
EQUALS x509 PKI

CiscoISECA [Z & A ASAVPN 1 —H—~DEEBAEZE D FIT

ISECAIE., ASAVPNREH CTHERi L CWA T I T b~V A ASGEHEERITLET, Z Ok
BEZfEHA LT, ASAVPNRHE TER L CWAT L KT, R THEHELZHEINIC I E Y 3

= ITEET,

Cisco ISE 1%, Simple Certificate Enrollment Protocol (SCEP) Zfii [ L CTEERAEITV,

A &

IIAT v hwvicTaeYa=r7 LEJ, AnyConnect 7 7 A 7 hiX, HTTPS ##i C
ASA IZ SCEP k&2 L £7, ASAIL. CiscoISE & ASA DREITHEST & 17- HTTP 4kt 2 A
L T Cisco ISE (Z#k & k3~ 2 ailc, BoRZFMML, AV > —%i@H LEJ, CiscoISE CA

MEDINEIT Y AT > MohfkSivET, ASATX, SCEP X vt —VONEEHAD Z &
ILTE T, CiscolSECAD T uaFx & LTHEELE T, CiscolSECAIX, 7 74T EHD
SCEP A wvtE—Y%E L L, B b SN TCIRE X EFE L ET,

ISE CA SCEP URL /3 http:/<IP Addressor FQDN of | SE CA server>:9090/auth/caservice/pkiclient.exe
T9, ISE /— F® FQDN &4 58415, ASA [Tt STV 5 DNS —/3—723 FQDN

EIRRTEDRENR DY 7,
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VPN iEgoiREToEva =y on— ||

AnyConnect 7 7 A4 7>~ 7 a7 7 A )VOWIENGIN L EIC, FEHEOEHLZHRETEET,
RERAEN T CICHIREINOSEE . B 7 v —3HBEek & R T,

PR—=FINTND =T g IRO LD TT,

e VT NI 2T N—U g 8x HFEITT D Cisco ASA 5500 2 — R @ISR =2 T ¢ 7
TIAT A

» Cisco AnyConnect VPN /X—30 5 > 2.4 LI

VPN E#HDIIRRE JOoE 3 =245 70—

8:ASAVPN 1—H—DFIAETOED 3=y

VPN Connection Certificate Provisioning Flow

ISE

ASA ‘

7
AnyConnect Client

1 Z—H—% VPN B & Bidh L £ 97,

2. AnyConnect 7 7A 7V NI, 7274 T b ~vvrEAX Y L, EHT A Z#HIT
(7= & ZIXIMED 72 EFDJEM%E ASA LA LET,

3. ASAIZZ TA TV EMEDOFEESR—AORGEEER LET, GEHEN WD, 58
ECN U

4. ASA L, 22—V —Z/NRRT—FEEHALTTI7A4~ ) 22—V —38FE (AAA) TR,
5 2 REEY— 3— (ISE) 2L £,

1 BAEAKICT 5 & BEtd e 2 bIck T LE T,

2. FREED T D L. HIRAE T 7 v AR &N E T, aaa.cisco.sceprequired JE &
AL CHHELERT L7 IA TV R~ TEAF IV T 7 A RY —

ik

Tl

EANGEY FT YT
|



BEAmnty b7y 7 |

B AsAvPN 21— —(ZEEBIE £ %177 5 Cisco ISECA DT

(DAP) #RETEET, ZOREMEDMEE (truel IZFRE L. ACL 38X T Web ACL
WA TE 9,

5. VPN ##i1%, B#ET5RY > —& ACL N SN %IcHsrESnEd, 275472 b
1T, AAAGRGEASERTH L. VPN RN SN 72112 DI, SCEP D% — Ak #BAth L £
j—o

6. 7547 v ME, SCEP&&AZBE L. HTTP 2/ L T ASAIZSCEPERZXEL £,

7. ASAL, BROE v a UIEREMEL, By va URBREET A SNLTWAEAI,
ISECA IZERAZY L—LET,

8. ASAIZISECAMNLDINE R FA T MZU L— Ny 7 LET,

0. BEEBPKNTDHE, 7747 MZaz—F—IZHT 2R ETREA vE—UNRNEREN,
VPN & v g USRS E T,

10. —WVP—IFEAELAEHA L CHERIFEEZIT) 2 M TE, B VPNER SIS SN E
T

ASA VPN 1 —H—|ZEEBAZE # 179 5 Cisco ISE CA DERE

ATy I

ATvT2
ATv73
ATv74
ATvTH

ASA VPN 2 —HW—|ZREHFEL T n ¥ a = 79 5121, Cisco ISE 35 L UV ASA TRODOFHE
EATOMENRHY £,

1R BHIIC
* VPN 2 —H'— 7 H 7 > k73 Cisco ISE ODWHERE 721IAERD ID YV — A ZHFAET D Z L & hfe
BLET,

« ASA B X CiscoISE DR Y o — H—E A J— RNE L NTP — "—2{FHH L CHEH X
NTNWDHZ LR LET,

CiscolSETTASAZ Ry hU—2 T 7 BATNRARELLTERLET, XY NI —7 T34 2L LTASA
BN 5 HIEIC OV T, CiscolSE TOF v U —27 T34 ZDEM (144 2—2) BB TS
(A%

ASA TOITN—T R —DRE (145 2—)

SCEP %8k H @ AnyConnect #f5t 7' 11 7 7 A W DOFRE (146 <X—) |

ASDM TO VPN 7 T AT vk 707 7 A )LOFRE (146 2—) |

ASA ~® Cisco ISE CA fEFIED A R — |k,

Cisco ISE TO Ry bT—4 T/34 RMENN

CiscoISE TRy N =TT NRA ZAZBIMLTZY, TT74NV DXy NU—7 T 31 Z&fHH
L= c&Ed,
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ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

asacnsn—7 Ky s—onE ]

[Ry NT—27F /34 X (Network Devices) ] ([7—% 24— (Work Centers) ]>[T/31 X
& (DeviceAdministration) |>[#v kT7—% 1)V —X (Network Resources) |>[#v kD —
T34 X (Network Devices) |) V4 RUTHRy hT—27 T NA AZBIMTEET,

458 HHEIIZ

BT ARy NT—T T A TAAARREZ BN T AHLENRH Y T, AAATREELZ FhIC
THavr REZRLTLEIN,

[EI (Adminigration) |>[#v kT7—% 1)V —X (Network Resources) |>[v T —% FT/34 X (Network
Device) | &R L £,
GEMN (Add) 1227 Y vy 27 LET,
[4F7 (Name) ]. [#tFH (Description) ]. BL[IP 7 KL A (IP Address) ] D47 « —/v RIZxfIind HE
AN LET,
[T/34 A7 a7 7 A )L (DeviceProfile) |. [ET /14 (ModelName) ], [V 7 F DV =T /83— 3 (Software
Version) ]. BE O [F v hU—2 T34 2 J)L—7 (Network Device Group) ] K v 7Z U X ki
VB E A IR L £,

(&) [RADIUS i%:Es%E (RADIUS Authentication Settings) ] = v 7 78 v 7 A% 4 |2 LT, RADIUS
7'a b A EREERE LET,

({LE) [TACACS #GEi%E (TACACS Authentication Settings) |7 = v 7 R v 7 X% 412 LT, TACACS
7a b aVRGEERE L ET,

(A7 a>) [SNMP OF%E (SNMP Settings) | F=v /Ry 7 A4 LT, *y RU—T T34 R
MOIFREZINET D X 91T CiscoISE 717 7 A U 7 H—E X2 SNMP 2% E L £7,

(A7 3 ) TrustSec X7 /A AZFKET HITIE [FE 72 TrustSec 3 E (Advanced Trustsec Settings) ]
Frxv IRy AT AT LET,
[EE (Submit) 227U v 7 LET,

ASA T IL—T R S—DHFE

ATy T
ATvT2

ATvT3
ATy T4
ATy TH

ASA T N—T" RV > —%i%E L, SCEP BEkE K& Hx1kd 5 72 D AnyConnect H D ISE CA
URL ZER L ET,

Cisco ASA ASDM (a2 7' 1 > L¥7,

MO [VE— 7 27 EAVPN (Remote Access VPN) | T ESF —T g v XM Uunb, [F—THRY v—
(Group Policies) 127 Vv 7 LET,

GBI (Add) 1227 Uy 27 LT, ZA—7 KR —%EkLET,

TN—T" R —D4HTEAS LET, 72& Z2I1E, ISE_ CA SCEP ® L 512721 97,

[SCEP#5URL (SCEP forwarding URL) ] 7 4 —/b R C, [fk& (Inherit) | F = 7Ry 7 A%&F 7L
T, A"—+EZ%EET ISESCEPURL # A L £,

ISE / — K® FQDN %4 55615, ASA I8 4TV % DNS H—/X—3 ISE / — R FQDN % fi#
RTELUENHY T,

EXWEEY FTYT .


b_ISE_26_admin_guide_chapter15.pdf#nameddest=unique_295
b_ISE_26_admin_guide_chapter15.pdf#nameddest=unique_295

BAMLEEY b7 YT |
. SCEP Z$%F M AnyConnect i 707 7 A LD HRTE

1 -

http://ise01.cisco.com:9090/auth/caservice/pkiclient.exe.

ATYT6 [OK]%# 7 Vw7 LT, =R —%HFELET,

SCEP Z$%FH M AnyConnect 34 70 7 7 1 LDRTE

ISE CA ¥— 3—_ G8GE 720, 3 KX OVISE CA SCEP URL %45 E 3 %121, ASA T AnyConnect
B o n 7 A NVERELET,

ATvF1  CiscoASAASDM ica 714 LE7,

ATy T2 EMMO[VE—FTZEAVPN (Remote Access VPN) ] E 47— 3> ()5, [AnyConnectffic 7
27 7 4 /L (AnyConnect Connection Profiles) ] %7 UV v 27 L&,

ATy 73 B (Add) 1227V v 7 LT, #rn 77 A VEERLET,
ATy T4 EEHTe 7 s ANDOLRIEANLET, T-& 2, Cert-Group & AL T,

ATvTH (F7var) [2A4UT A (Aliases) |7 4 —/V RIZEF 7T 0 7 7 A VOB EAN LET, =& 2L,
SCEP-Call-ASA & L £,

ATw7T6 [FF (Authentication) ]Ik T, ROFEMEZEE L £,
« [7: X0 (Method) ]: [} (Both) | A7 ar RwZr %)y LET

s [AAAY—/3— 7 )L—7 (AAA Server Group) | : [EE (Manage) | %7 VY v 27 LTISE #——%
HEIRLET

AT TT1 [V F7AT 2 b7 RLADOEID 4T (Client Address Assignment) | fHIK T, {#H9 25 DHCP ¥ — —k &
W IFAT L N T RLA =LA BRLUET,

ATYFT8 [FT74/N KT N—TKY 2 — (Default Group Policy) ]Ik T, [ZH (Manage) 1% 7 UV » 27 L., ISE
SCEP URL &R — RE S TR LIV —T7 R o — &R £7,
il -
72 & 2%, ISE_CA _SCEP ® L 512721 £9°,

ATv 79 [FEHHERE (Advanced) |>[—f#& (General) | Z®IR L. Z O 1 7 7 A /L% L T [Simple Certificate
Enrollment Protocol= A %529 % (Enable Simple Certificate Enrollment Protocol) | F = v 7R 7 A& 4
WZLET,

ATv710 [OK]%227VUv7 LT,
AnyConnect #ft 7' 1 7 7 A W PMERRL S L E T,

RDEZRY

ASDM TOVPN Y SA 7ok 7OT 74 IILDERTE
SCEP %§kHIZ AnyConnect TVPN 7 F A 7 N a7 7 A VERELET,

. BEAMEEY FTYT
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ASA ~0> Cisco ISE CA SEBRED 1 >ii— [

AT w1 CiscoASAASDM (2 /A » LT,

AT9 72 EMO[YE—FTZ7EAVPN (Remote Access VPN) | FE 7 —3 3 ~1f 5, [AnyConnect” 7 A 7
> h7m 757 AL (AnyConnect Client Profile) 1% 7 VU v 7 L£7,

ATYT3 HEHTZ2F5A4T 0 Fa 77 A NEERLT (e (Edit) 1227V v 27 LET,

ATy T4 RO [7a 77 A (Profile) 1T EY—T a3y ~f T, [REHEOEE (Certificate Enrollment) ] % 2
Vw7 LET,

ATy F5 [GEHEDEEE (Certificate Enrollment) | F = v 7Ry 7 A& 412 LET,

RATYT6 ROT7 4 — N RIZEEATLET,

o [REBHEL%) L& U ME (Certificate Expiration Threshold) ] : AnyConnect 73— —{Z%F L CREBED 5K
NDPTSNTND Z L 2l ED A MIROM A RNCEE T 50 (SCEP ARG EIT T R—Fsh
FHA) o TTANVNMIO EHITRR L) T, HOHPHIL0~ 180 HTY,

« [HEISCEP7S A b (Automatic SCEP Host) ] : SCEP iEFAZRUS AR E STV 5 ASA DR A B X
W7 a7 7 A0 (hrpV Z—7) ZASLET, ASA DE2ER KA A 4 (FQDN) %7-
TR T 7 7 ANGEASN LTSN, e x2iE, RA M asacisco.com, #7027 7 A V4
Cert_Group 72 £ T,

«[CAURL] : SCEPCA ¥ —_—%#B L ¥4, ISEV— "—DFQDN F/21XIP7 KL A& AN L £,
7= & 21X, http://ise01.cisco.com:9090/auth/caservice/pkiclient.exe 72 & T,

ATy F1 AEAEONEEZ Y 74T MRERT 2 L% ERT 2% FEFEDONE (Certificate Contents) ] (ZAJ)
LET,
ATy 78 [OK] &7 V7 LET,

AnyConnect 7 7 A 7 > b 7 a7 7 A APMERRESIVE T, FEMIC OV TIE, BV D/S—T 5 D AnyConnect
@ [Cisco AnyConnect Secure Mobility Client] % &ML TL 72 &0y,

ASA ~ Cisco ISE CASFBRZD 1 > 7h— k
Cisco ISE N} CA ZEHHEZL ASA 124 VAR — M LET,

1R BRI

Cisco ISE Wi CAGEBHEA =7 AR — b L £, [EE (Adminigtration) 1> [ AT L4
(System) ]>[FEBAZE (Certificates) ] > [FREE/m (Certificate Authority) 1> [FREEREEAE
(Certificate Authority Certificates) | IZ&EI L £7°, [REFZEY—E R/ — RCA (Certificate

Services Node CA) 135 L OV[FEES—E A /L— FCA (Certificate Services Root CA) | FEED

BT =y 7Ry 7 AF LT, ZOOFEHEFEL —EIT1 ST D=7 AR — ML E

7T

AT 91 CiscoASAASDM iZu 7/ A > LE9,

AT9 72 EfO[)E—KTZ7EAVPN (Remote AccessVPN) | E/F— a3 (i, [(EAEEE (Certificate
Management) ]>[CA iFBAZ (CA Certificates) | Z3&R L £,

| EXWEEY FTYT .
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BAMLEEY b7 YT |

P Y

ATv 73 B (Add) 1%72 U v 2 LT Cisco ISE N#B CA GEIHEZ®IR L, ASAIZA VA R—FLET,

TV RRA Y MERAED LY

ATy T

ATy T2

ATvT3
ATy T4

WEEB D=V F N TR R U CRITSNTAEAEZ R T HERH L 551F, [T
RARA > FREBAE (Endpoint Certificates) |"X— Y MOV ET I ENTEET, =L xIE, 1€
EBOT A ANEHEI N0, K LT20 LIZEAIZIE, Cisco ISE EHE R —Z L icu 7/
AU L, ZTOT A AT INTEHESE [T KB4~ FFEBHE  (Endpoint Certificates) ]
NR=UPOLRVETENTEET, 7L RVA, T34 AO—EDID, v U T AEFIC
HONWT, ZOR—VDOT—FET 4 NE) T TEET,

PSN (7 CA) MBEINT-LHAIE. [=2 RAA > FEAZE (Endpoint Certificates) ] ~<—3
D [F1776 (IssuedBy) ] 74—V RTTZ 4 NEZ Y U TFTHZLICE->T, FDOPSNIZE ST
FHATEINT TR TCORHELRVIE T ENTEET,

PEEBICH L CRITSNIZEAEZRVET &I, 77747 ety v ay (FOAEL
ERH L CERIEENTZ) BNHIGA. By a AIRNEICK T LET, EAELZIVET L, £
DEHZIC, FATSNTOARNZ—Y =TT V=R T 7 EATE R 2D 7,

(B (Administration) ]>[> X T L (System) | >[iEBAE (Certificates) | > [FREE/R (Certificate
Authority) | > [T N 1=5EBAE (Issued Certificates) ] &R L £,

BOET = RS MERAEORICH DT =y /7Ry 7 A% AL, [RE) (Revoke) 127 U v L

TLY RUZ LT N R BALFIZESWVCHAELRRBETEET,
FERAEAID W TEBEAEAN LET,
Yes] 227 Vw7 LET,

0CSP H—E X

Online Certificate Status Protocol (OCSP) 1%, x.509 T X NVAFHHED AT —H ZADF = v 7 |T
fFRHENS7 e harTd, Zo7v ba)WTFEHERZY A b (CRL) IZHDH5HDTH
V. CRL OALEENVEL & 70 5 RBEIZ KL L £,

Cisco ISE (ZiX HTTP #/ L C OCSP — "— L @(E L, FAECIFHED AT — X R & WiEd
HHERENRHV FET, OCSPDO L7 4 X2 b—3 3 0F, CiscolSE TREINANTNNDR
FER (CA) GEHAENOSRCTEX 2 HFAABERREA T V=7 P THRESNET,

CRLIFE L OCSPHGEDM ST £7213— A2 CAZ LICHRETE 4, W HZ2EINT 5 L. Cisco
ISE TII&HMIZ OCSP 4 LTMGENRFEI TS NE T, 774~V OCSP r—R_—Lth 2 Z
OCSP ¥ —/N—D[ili 5 C#lfE OFEN R S =56, T35 EOFEHEICR L TRIFD 2
T —H AN ENTHA . Cisco ISE X CRL F = v 7 DFEITICHI 0 X £,
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Cisco ISE CA — E X ® Online Certificate Status Protocol L X 7R > 4 .

Cisco ISE CA H— E X @ Online Certificate Status Protocol L X7~ 4

Cisco ISE CA OCSP JHZ&MlI%, OCSP 7 74 7> b Li@(§9 5% —,3—T9, CiscoISE CA D
OCSP 7 74 7 > MZi, CiscoISE DNEEOCSP 7 7 A4 7> bt X2 V7 0 775
AT A (ASA) ®OCSP 7 AT v &Y EF, OCSP 7 747 > ~iE, RFC2560, 5019
TIEFE SN TV D OCSP ZK /IS A RS 2 L C. OCSPIGEM & BET20ENH Y 3,

CiscoISECA 1%, OCSPIGZMNZFEEZ 1T L £7, OCSPIEMIL, &HFER%E AR — K 2560
TYU AV LET, ZOFR— K, OCSP F T 7 4 v 7 DAHAEFATHLIICHESINLTNE
7
OCSP JSZ I RFC 2560, 5019 THUE SAVEMEEITHE > CTERZZ T ANLE T, OCSP R T
LT APEEN Y AR — R S E T, OCSP ISEMIIFEHED AT —Z X &5 L, OCSP It
EERL L CTEA LET, OCSPILEIX, OCSPISEMTIXF v vra SNEHAN, 7747
¥ h TR K24 OCSP e &2 X ¥ v v adDHZ LN TEEJ, OCSPZ 74 7 b T,
OCSP |GEDFEL EGET D MENH D F77,
PAN LD H B84 CA GEHE (ISE 34 CA O CA & L THERET 2 5A01E. 1 CA
E) 128 5T, OCSP SZEMFEAENHITSNE T, PAN EOZ D CAGEHEIZ L - T,
PAN 1 XL O'PSN @ OCSP GEFAENFITSNE T, ZOHCES CAGEEZL, EEASKITKE
THL—FEHETHLH Y £, BESEKOTTOOCSPIEMEN, b OFEME 4 H
L CEA INTIEE % ISE THRAET 572012, [BHETE DAEER TS E 7,

\)
() CiscoISE (X OCSP L AR v & — 3=/ thisUpdate L2 25 L £3, ZOfEIE, Ktk
DFEIAERLN 75 DR 27~ L £, thisUpdate fE72% 7 H LW K& W4, Cisco ISE T
OCSP FEFDRRREA KRI L £,

ik

aul

OCSPSIFAZEN A T—H A D&
OCSP #r—E A TiL, ArIEDFEAEZERICH L TROENIESINET,

« [BAf (Good) 1: AT —Z ADRWEDLE~OEERRIGELZRLUET, EHENEL L
TWRNZ & BIOMRENS KR ORFIIE (TRt fTiERH) EE CRREFTHL Z L 2R
Li—g‘o

« [&%h (Revoked) ]:REFIFRM L TWET,

« [RBH (Unknown) ]:iEBAEDO AT —X A I RHTT, 2D OCSP LA D CA CIEHE
DIITEINR o> T254 . OCSP —E 2 I DfExE R L £,

«[=Z— (ERROR) ]:OCSP ERIZxd 5B aZE LEHATLE,

EXWEEY FTYT .



BEAmnty b7y 7 |
B ocseinv FrasEYFS

O0CSP /N 7RASEUT 4«

CiscoISE TIE CA T L IZHR K2 DD OCSP hr—R—%HRETE, TNHDH—NR—IT7 T A~
VEBELOE®D o Z Y OCSP H— N— LI E T, 4% OCSP — _—fREITIL., IRDI/XT A —
AREENET,

« [URL] : OCSP #—,3— URL,
«[7> A (Nonce) ]: BERTHEEFEINDHEL, ZoF S aicky, Vv 77Xy 7
THWEEEZEMBCTE RN EAMRIESNE T,
s EDORGE (Validate Response) ] : Cisco ISE (X OCSP $— 3= 55245 L2 IGE D E 4
ZRFEELF9,
CiscoISEN T T A~V OCSPH—_"—Li@E LD ExIT, AT T BB BREL
7234 . CiscoISE IZt & U OCSP — "— 280 ¥z £9,

CiscoISE L7 7 A4 <V B —_—DEMAEHAZRITT HHIZ. REMRELRYBE D # U OCSP
P—N—%FHLET,

OCSP D[&EFE

3ODO—EEN72 OCSP [EED T U FIKkD LB Y T,
«OCSP ¥ ¥ v =2F721X0OCSP 7 7147 MMl (CiscoISE) DI Lk D&,
o I L 72 OCSP B D> F U A, #1 -

IO T F A <Y OCSP JSZMMNIEERET, v &Y OCSP JHZAA Cisco ISE OCSP 2
RKIIBELET,

Cisco ISEOCSP RN H = 7 —F 1IN ENZEINEE A,

OCSP &3, CiscoISE OCSP HE R ~DIGE 242t L 72y, KRBD OCSP ISE D AT —
A AZIR L TWDAREMENR & D £9°, OCSP JEED AT —H ZMEITRD L 5127320 97,

* tryLater

* signRequired

* unauthorized

* internal Error

» malformedRequest

OCSP 2LRIZIZ, ZHORARTF = v 7 BAOHNETF = v 7 ENH Y £3, FFill
IZOWTIE, =7 —REBEZELT X TORREMOH L REICOWTHII LTS [RFC
2560 X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSPJ %
ZHLTLLIEEN,

« LB L72 OCSP L'7"R— k

. BEAMEEY FTYT
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ocsP 547> Fnr4roiem |

OCSP US4 7>k 7B 774 ILMDEM

[OCSP 7 A4 7 Fu 757 A /L (OCSP Client Profile) ]~2— %l L T. Cisco ISE (2}
LWOCSP 7 FA4 7 b 777y AVEBINTEET,

188 BRI
AL (CA) D IFIEHER— b

(80 £ 721X 443 LIAN) TOCSPH—E X ZFEITL TV DHHEAIL.

ZDR— T CiscoISE & CA B DBEZFHEICT B DICAA v F TACL ZHET HLEN

HYFET, WICHEZRLET,

permit tcp <sourceip> <destination ip> eq <OCSP 7~ — L &K= >

ATy 71 [EE (Adminigration) ]>[2 AT L (System) | > [EEBAZE (Certificates) | > [EIBAZ B (Certificate
Management) 1>[OCSP 2 54 7> k7B 774 JL (OCSP Client Profile) | Z 3R L £,

RATYFT2 OCSP IV TA TV N 777 A NEBMT572b0EE AT LET,

ATwF3 [FEIE (Submit) 1227V v 27 LET,

OCSP US4 72 k 7BI774IEEE

& 18:0CSPYU ZAT7 vk TOT7AILEKRE

TJ4—ILKF4&

FEREDHA K4V

%81 (Name)

OCSP 7 AT KN 7Fua7rw ANV,

£%B8 (Description)

EETHAEZ AN LET,

OCSPIGZIMDERTE (Configure OCSP Responder)

thoF ) H—nN—DFEME
(Enable Secondary Server)

INATRAFGEVT fDEHH Y OCSP H—_"—Z2HHNT
THIZE, ZOF 2w IRy AEF AT LET,

BIZTS4<T) Y—nN—Ik
AT ERT S (Always
Access Primary Server First)

ZOFTvalEk, B FY =N OBE ZRITT D
AT TA~) == F v 7T H5HIMEHLET,
TIAIYNUFNCT = v 7 S, SELRNZ ENRbho
TWAHEAEICY, CiscoISElZE N &V —_"—ICBEIT 5
A7 7 A4~ Y ==~ DERDOKXEZFITLET,

[ RRBICT T A~ H—

IN—|ZT F—ILIN 7
(Fallback to Primary Server

After Interval n Minutes) ]

DA T a i, CiscolSEnNt® XY h—_—{CBHEI L
Thn, BETSIA <Y ==l 7+ — Ay 7T 5855
WHEALET, 2084, TOMDOERIZTRTAF v 7 X
N, THRAN Ry 7 ATHRELERMED XU —/3—HR
EHSNET, FFarSn DR OHEPEIX 1~ 999 752 T9,

EXWEEY FTYT .
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BEAmnty b7y 7 |

J4—ILF4&

FREDHA KS1 Y

T34 $—n—tth>

A1) H—/3\— (Primary and Secondary Servers)

URL

TIAVBIOES XY OCSP #—/S—D URL # AJj L
£,

F 2 RYLERYR— LD EZE
(Enable Nonce Extension
Support)

F U AN OCSP ERDO—H L L TEEEINDI L IICRETE
F9, FURIZIE, OCSPEROELEIELI NG ENE T, IBE
TZEINIBEEITERICEENIHMEEFRCTHD Z LN
BiEENTWET, 247 aicky, VLA TEy
7 CHWVBEEZHMHATE 2V ERRIESNE T,

SENDERDIRE (Validate
Response Signature)

OCSP L AR ZlE, IROWTINNOFEHZELM I L TSEI
BALET,

« CA FIFAAE:
« CA ZFEFAE & 13 o ZEH=E

Cisco ISE DN SEDEL ZRGET D72 0I12IE, OCSP L&
BINIEEZFEHEL EHICEETLILNERSY 5, £
I TRWES, IWEORGEITAKR L, FEHEO AT —4
AIFIHTE EH A, RFCIZHEVY, OCSP L 72 5 Ak
EHALTUSMICELTEET, 20 L, OCSP »
Cisco ISE |2 & B KiE I A IC B4 U= E 4 22T
BHIRY Y TiEE Y £9, OCSP 2 Cisco ISE TR E ST
WBHOEITRRHIEAEAHH L CUSEICESL L
G IREORGEF R L £,

Authority Information Access
(AIA) IZ$EE Shf-0OCSP

URLZfEAY % (UseOCSP
URL s specified in Authority

Information Access (AlA))

Authority Information Access DL THIE S 41TV Y% OCSP URL
EHERATDICE, A7 varRE &2 70 v LET,

IEZ&F v v a (ResponseCache)
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ocsP 5547~ Faoranie

J4—ILF% FREDHA KS1 Y

[?W/V;iy%)®ﬁﬁ Fyvia oy b U BHIRGINIC 2 5K &2 S BALTA L
A HERER n 4y (Cache Entry Time | £9°, OCSP H—/3—71 5 O K IGZE 21 nextUpdate E23 5 F 4
To Live n Minutes)] TWET, ZOfEI. FEHEO ZTF—F AR —R—TKIC

WO ENL0 %R LET, OCSPILENF ¥ v aIiLd
LEL 2900 (1 DFHENS, b O 1 DTEND) 2t
LIV N ’@20®%dﬁ@ﬁﬁﬁimﬁﬁ#y/y;éh
£, nextUpdate1§7b>00) VIRBETEST K Fr v ad
EH A, CiscolSE I Eéhtﬁ%oamﬁ&%%%//n
LET, ﬂ?’("‘/“/:hlif@@éﬂf\ KB TH 2228, Cisco
ISEXAHEETLEFy v o237 V7 SNnEd, ROFHEIC
X0, OCSP =+ v ¥ =X OCSP A ZRFFT 2 7= DIl &
nET,

o BESNOOZFHEIZEI 4% OCSP r— R—n b DRy h U —
7 NI T 4wy EREMERET 5729

IO ED AT —F 2 %X v v aT A LIk o
T CiscoISE DR T p—~ L A% [H LET L2

F7 4NV FTIE, Fv v V2 INECAOCSP 7 74T b7
277 A MK L2 FICRESINTWVWET, =2 RFRA 2k
DM OFEREN D 2 3 LINIZ S 5 —EFRGET 5 &, OCSP @
Xy adMEHESN., OCSP L ARV ZIZITWEbEEN
FHA, TV RRA 2V FOGEHERF v v > 2 W NIZ RS
L7za, LAl OCSP D AT — X A [RAF (Good) ] AN
SH, PREIEEEILET, Fr v a2z 0 QISR ET D L.

BEEFFX Yy v a2 SnERHA, TOF 7T a TR, BEX=
VT 4 ﬂiﬁﬂj:bi‘@‘ﬁ\ FRRED/NT F—< A iﬁ—l\—bi?‘

Frvyady )7 (Clear |OCSPH—ERITEHEIINLTWNWDL T RTOFRFEROT L MY &
Cache) VT T HIIE, [Fr vy 227 U7 (Clear Cache) | &7

Vw7 LET,

BEINT, [+ v =2®DZ YT (Clear Cache) 119 T
—RFEMHEERALT, AEEEZITLET, ZOAXAT=X A
Tk, BEANOTRTCO /) — FREFINET,

&

FEYY

OCSP #—E % (148 ~—7%)

Cisco ISE CA — E 2 ® Online Certificate Status Protocol L AR 4 (149 ~_X—<)
OCSP FEHHED 27— % ZDfE (149 ~=—7)

OCSP A TXAZEYT 1 (150 X—2)

OCSP DEE (150 ~—)

OCSP #aHE#® A v 2 (154 X—2)

EXWEEY FTYT .



B ocspastimmny

BEAmnty b7y 7 |

OCSP /A4 T v k777 A LM (151 X—)

OCSP ifatiEEHR AV > &

Cisco ISE TiX, OCSP # v Z i LT, OCSP —_—DF—% L IEEEEZnX 7Bk
WNE=H—V T LET, aX o TE 55T LI TSNET, CiscolSE 1FE=4—V 7
J— RiZsyslog A vE—YHEEFL, TUIe—hL XA M TICRFESET, a—HL X b
T E S 5y OT =2 NG FNTHET, CiscoISE 23 syslog A vE—VZEE LTk, &

U A IFROBBIZOWTHFEINET, 2FD . SsHEIC,

MmEhET,

B L 5 5[ o I 23 P B

WDFIZ, OCSP syslog A v¥— L ZDOFHERLET,

% 19: OCSP Syslog * v —

Awyt—

i

OCSPPrimaryNotResponsiveCount

EDIRNT T A~ U BESROEK

OCSPSecondaryNotResponsiveCount

JISBEDIRNE T B2 ) BROIK

OCSPPrimaryCertsGoodCount

774~V OCSP r—_—%fEH L TSN
T-FTED CA © [TRIF72] FEHZEDOE

OCSPSecondaryCertsGoodCount

75 A4<1 OCSP —_"—%HHL TEII
7-FTED CA D [BiF|] AT —H ZADE

OCSPPrimaryCertsRevokedCount

77 4=V OCSP r— "—ZfFH L TIRZ
T-FTED CA D KRB Lim) AT —H% 2D

OCSPSecondaryCertsRevokedCount

v H L HY OCSP Y —_"—ZfFH L TGREN
T-RTED CAD TR LTZ) AT —HADHK

OCSPPrimaryCertsUnknownCount

774~V OCSP H—_"—%fH L TRZHh
TEFTED CA D TRBD | AT —H 2D

OCSPSecondaryCertsUnknownCount

T H > H Y OCSP r— "—%fli ] L TRE M
T2FIED CA D [RHD | AF—% 2D

OCSPPrimaryCertsFoundCount

TIA~YOREEILENHDF ¥ v ¥ 2 NICR
D)o T-RERHE DK

OCSPSecondaryCertsFoundCount

v H XY DEEILILEDF Y v 2 NIZA
Do TZREHE O

ClearCachelnvokedCount

—EMROBICxF Yy v aDZ VTN Y H—
LY AW IR

. BEAMEEY FTYT




| &4ty b7y 7
gEEn7s 2 £)o—onE [

Ayt—o & EA

OCSPCertsCleanedUpCount tEfEORBICZ )V — T v SNy v a
= U DK

NumOfCertsFoundInCache X vy v anbFETINIEROE

OCSPCacheCertsCount OCSP F v v ¥ 2 WIZ L2 Tz E O

EBEEDTI9LRA R O—DHETFE

RBACAR U o —Xif-then[ERTHEN, Z 2 TifIXRBACEHE /L —7DfE,. BLO lthen]
IZ RBAC MEBDMEIZ2 Y £9°,

[RBACAR U — (RBACpolicies) ]V 4 >~ FU ([A==2— (Menu) 17A 2> (=) 27V v
7 LT, [BE (Adminigration) |>[Y X T4 (Sygem) |>[EEBET7 Y X (AdminAccess) >
[EFal (Authorization) ] &) (2iX, 774V MRV —D U XA MREFENTWET, T
SOFT 7 x v bR Y I IREEITHIBRTE E A, L, AR FEREHEARY —0
T2 T 7 AFAIEIMmETE T, [RBACAK Y v — (RBACpolicies) ]X— Tl FriCHk
LOEHE I N—T I AX L RBAC K Y —%EK L, X—YF T A4 XRENI-EHE S
N—TITHEATEET,

HIRME A =2 — T 7B AZE DB THLEITL, T—F TI7 B AMERICLY, FFESNT
WHA=a— 2T DI ME T —FIERENT VEATEDL I LEHERLTLIES
W, T2 ZIET A A R—=ZN~DA =2 — T IR AEMNETHN, = RRA 2 FID Y
N—=T DT —H T IR AEFLpnE FEHETIR—INVELEETCEEEA,

)

GE) BHFEFL—V—II, T RRA L FOMACT RL 2%, FAROERT 7 & AL
T RRA L MNID I N—TFD, IAT 7 AMEEFFH>T L KA > M ID 7 v—F|Z
BETxET, TOHITETETA,

1R BHIIZ
e — )L R_R—2F7 kA arta—) (RBAC) NU L —%EHRTILITNTOEHEE /)L —
TERER L ET,
c INOLDOEBEITN—TN, lrDEBE L —IZv oy BT INTWVWD I LR L
i‘g—O
s A=a—T IR AERSCT — T 7 AR/ E . RBACHERZRE L TV 5 Z & &R
L\iﬁ—o

ATy 71 [EE (Adminigration) ] >[2 AT L (System) | > [BEBET7 Y X (Admin Access) | > [EFa]
(Authorization) ]>[R') &— (Policy) | ZER L £,

| EXWEEY FTYT .



BEAmnty b7y 7 |
B z=z70tz08x

[RBAC 7R U +— (RBAC Policies) ] X—VIZiX, T 7 4/V FOFEEE /N —7HICT IR TE 5 ER#
BEHO—HEORY U —NEENTWET, TNHDOT 74V FRY —IIREEIFHIBRTE EREA, &
2L, T 74N bOFARYEREHRY —0F —% 77 v AFImE T £,

RAT9 T2 T74/VERBACHY — L= DOWTNHLOBIZEH D [BAE (Action) 1 %227V 7 LET,
ZIZTIE, BILWRBACHR Y —%&fA L, BEFO RBAC AU v —&2 & L BEFDO RBAC R Y v —%
HIBrCcE £,

ATV T3 HLWARY > —Df A (Insert New Policy) %7 UV v 7 LET,

ATy T4 [Jb—14 (RuleName) ]. [RBAC 7/ —=7 (RBAC Group(s)) ]. BL OV [H#EFR (Permissions) ] 7 4 —/L K
WZEEATILET,

RBAC AR U > —DIERIFIZ, BEDA =2 — T V8 AMRET —F 7 7 B AMERZRINT HZ LIXITEE
A,

ATY TS5 [1F (Save) 1227V w27 LET,

EEBETIELADETE

Cisco ISE Tix, EX 2 VT 4L DICEHET h U v MI— NV EEFRTEET, HH
AV B =T 2 A ANDT 7 BAZHIRLIZY | I)72/32 T — RO/ AT — RO E I
TR A PR AR D 2 LN TE £, CiscolSED[EHET H v FORE (Administrator
Account Settings) | TEFKT H/XAT—RKRY —L, T X_XTOEHET AUy MIEH I
£,

Cisco ISE Tld., A /XA U — RIZ UTF-8 XFIIMEATE A,

— ~ -~ N -~ 3 = 3l E I-.-I
RIRFEEtEy a3 EOT4 N FT—DHERBDEE
IR HE GUL £721X CLI (SSH) Ty a ok, BILOEH Web £7213 CLI A > ¥ —
TxA AT VB AT HEHEETFIT, A RT50 740 NF—%2RETEET, BHE
Ou g A URIRICERINDIE A RN —ERETEET, T 74T, Zhvbonr s
A2 NI T T > TWET,

1R BRI
WDH AT ZFATTBHIZE, A——EFHELELII VAT LAEHETCHLILERLY F7,

ATy 71 [E¥E (Adminigration) |>[2 X T L (Sysem) [>[EEET Y X (AdminAccess) |>[E&E (Settings) 1>
[72tR (Access) |>[vy 3> (Session) | ZEIR L E£7,

ATY T2 GUUBLXOCLIA vV H—T = A& LEERBEEHEY v a0, FrToRKEEZALET, [FRE
FIGULE Y Y a OFHEEIZ 1 ~20 T, FAEEECLIE Yy Y a OAESHEMIT 1~ 10 T,

. BEAMEEY FTYT



| &xmtey b7y 7
IP7 KL RDERH 5D Cisco ISE~DEET 7 £ 20%T [

AT Y T3 CiscolSE TEHEN R VA4 VT DHRICA v E—VEERTIHEEE,. [V s A ") — (Pre-login
banner) | T = v IRy 7 AEFNILT, THRAN R IR A=V EANLET,

AT Y T4 CiscolSE CEHEN T A L LIZHBIZA v =V FRT 28581, [RA ha /A v XF— (Post-login
banner) | T = v 7Ry IV AEFNILT, THRARN Ry 7 A A v =V ANLET,

ATv TS5 [fRTFE (Save) 122V v LET,

BEErEYY
IP7 KL ADBIRNE D Cisco ISE ~DEIRT 7 2DFFna] (157 ~=—)

IP7 FLADZEIRMNSD CiscoISE~NNEIRT7 H & XDEFHA]
CiscoISE Tl, HHEMNCiscolISEBEFHA L X —T =24 AT IV EATEALIPT RLADY A
NERRETDHZ ENTEET,
BEFT s RAay fr—BTEIT. BEHLY S RY—HP—E R~ VS FRITE=
H—U 7~y F &) CiscolSE / — R L TCoR@EHATE £, N5 0HIRIE, 7
TA=Y J—FhbvhrFY) J— s ET,

1R & BRI
WRDBZ AT e FATTHITNE, A—N"—FHEELI AT LEHE THLLER DY 7,

ATy 71 [EE (Adminigration) ]>[> R T L (Sysem) |>[BEET7 Y X (AdminAccess) |>[E&FE (Settings) 1>
[72 €& (Access) | >[IP7Y X (IPAccess) | #NL E7,

RT9T2 [VARSNTWDHIPT RLADOIRIZHHE #7795 (Allow only listed IP addresses to connect) | 473 3
VAREEI Y 7 LET,

GCE) FEHT7TZ7E®RZIEF—F161 (SNMP) O E#EHALET, 72720, IPT 7 B AHIRBFHE I
TWAEEIE, FATIED /) — RTEHT 7B ANEE STV & snmpwalk 23K L £,

AT T3 [T BAHIROIP U A FDF%E (Configure IP List for Access Restriction) ]fEIK T, 1B (Add) 127 U v
7 LET,

AT 74 [IPCIDR ®iEN (AddIPCIDR) | ¥ A 7 a2/ Ry 7 AT, [IPT KL A (IP Address) | 7 4 —/V RIZIP 7
RL A% 27 FGALARAAL UL —F 122 (CIDR) B TASLET,

Gx) TOIPT RLRIZ, IPVEAEFIEIPVv6 7 RLRIZTAZ N TEXFES, ISE / — NIZHEED IPve
7 RUVAZRECTEET,

AT v F5 [CIDR EXD % v b~ A2 (Netmask in CIDR format) ] 7 4 —/L KIZH 7T Xy h~AZ & AHLET,
ATYT6 [OK]Z27 Vw27 LET, AT v 7 4~TE2EVIRKL T, OIP7 FLRHEHHZ Z0 U A MIBML £,
RT9T1 [fR1fF (Save) 1227V v 7 LT, EENEZRIFELET,

ATV T8 [IPT71A (IPAccess) | V4> RUEZFEHTLHITE, [VEY b (Reset) 1227V v7 LET,

| EXWEEY FTYT .



BAMLEEY b7 YT |
B ciscoseEomT s a3 A0F s EROHE

CiscoISEDQO MnT &0 >3 o~ADT7 0t ADEFA

Cisco ISE Ti&, BHED CiscolSEOMNT B g T 7 BATESL ) — ROV R Ma#k
ETHZENTEET,

1R BRI
WDE AT ZBITTHIE, A—N—EHEEF I AT LERETHAVLERHY £9°,

AT Y F1 CiscolSElR— L= 5, [BE (Administration) [>[ A T4 (System) [>[BEET7 2 X (Admin
Access) | > [E&E (Settings) 1>[7 Y X (Access) | Z IR L £7°,

ATFY T2 [MnT7 27 A (MnT Access) | ¥ 7 %27V w7 LET,

ATy 73 BENEZIIERAONTNND ) — REIZT T 47 423 MnT (2 syslog #3255 TE 5 L9123 51
1L, [MnT~O#HGZTEDOIPT KL AIZFFA LE T (Allow any IP address to connect to MnT) | 7 A 7R %
a7y LET, BREANO ) — RELITT T 47 4 DHDsyslogZ MnTIZEETE D K I 512
&, [MnT~OHE & BN D / — RO IIZF A LE T (Allow only the nodes in the deployment to connect to
MnT) | VA RE %270 v LET,

GE¥)  ISE2.6P2LARETIX, T 7 4 /L K C[MnTIZUDP syslogzfaik T B 72 DIZISEA v E—P 0 74—t
A %&fF ] (Use ISE Messaging Service for UDP Syslogs delivery to MnT) ]Cisco ISE A v&— 7
P— B A& I LT syslogh3 A 1272 > TWT, BESN DD T T 4 T 1 25 D syslog %5 T
HT EIFTEEEA,

O N> [e] ~ E I_l_l
EBEHETHODEMDNAT—KRY O —DEHETE
Cisco ISE Ti&, X =2 VT 4 M EDODICEBRET T v MINATY— R KU —&ERkT
HZEHLTEET, RATV—RKR—=RFZFT T4 T2 FEAER—ZOEFEHEFIEO T
DUENEERCTEXET, ZITEHRLE AT — KFEY I —|%. Cisco ISE NDOFT T D&
BET AU MOEAINnET,

)
GE) s NipE B = — P —DFE 1 A — Vil AL root@host IZIEE SN ET, B A—NLT K
VAFRETEEH A, £ O SMTP H— =R DEF A —NVEZHGLET,

RER DR EA CSCuiss83 iR T 9, ZhE, BT A—NAT RLRADEHE %
TRl D YLRIERE T,

¢ Cisco ISE TlE, BHLIH /AU — F|Z UTE-8 XFIIMFHTE A,

. BEAMEEY FTYT
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| &4ty b7y 7
gRETHYY rORRT—F KU s—nEE [

1R BHHIIZ
cRDZAY BFEITTHITE, A—NRN—FHEFII AT LAEHETHOILENHD F
‘j‘o

s BEANTHEN 7 = — VA= N—RENFINI > THBHEAIT, A7 LET, B —
FOBHE 7 = — A —R_"—DPR— 2B LT ZEWN

WAL REER ST DL, 77V =gy == o 2ARHEHINET, Znb
DY —EANFEE SN D £ TRENEETIHERHY £, ZOF—E2AOHEEHD
PIEIC LY, BEH o HVER ) — FOHEN Y 2 — A — =B ENL5503H 0 %
B

ATy 1 [EE (Adminigtration) 1>[Y X T L (System) | > [BEEET Y X (Admin Access) ] > [52&
(Authentication) | 2R L 7,

AT Jjoz {k@l/\—g—hz})@nunijj_t@j—7 DENZ T /) v 7 L/i—g—
o [/XAT— FX—2Z (PasswordBased) |: BEF 1 /A NEHEL—HP —ID ENRXRAT—FI LTy
NEMHLES, [ID Y —A (Identity Source) | K2 v X7 U X Eovh [N (Internal) | 721
(456 (External) ] 23R L £,

GE)  LDAPZREDIHID A R T ZFHELTEY, TNERFEY — AL LTHEM L CEHE 22—
P—IZT 7w AL 5T D5AF. £DOID Y —A% [ID ¥ —A (Identity Source) ] U A bk
RNy 7 ANGRRTDIMERHY £,

«[7 T4 7T FAEBER—Z (Client Certificate Based) ] : AEBHE—ADRY v —%BET DHITIL, =
DA T a vz R biﬁ“ [REAEFREEY © 7 7 A /L (Certificate Authentication Profile) | K& v 74
TV A RNNS, BEFEORRGET 2 7 7 A V& EIRLET, [ID Y —A (Identity Source) | K v 7 &7
YU R DDA R L £,

AT9 T3 [/XAT— RKKY — (Password Policy) ] # 7% 2 U v 2 L. CiscoISE ® GUI & CLI ®D/3XA T — REH:%
RETHIDICHEREEZ AT LET,

ATy T4 [#fF (Save) 127V w7 LT, BHERAT—F KR o—%2RELET,
GE) %%mx%7%@%LTH7%/ﬁ_£ﬁ%%Mﬁﬁé Blx, BEE 07 A NVICHEH SN

HRAT — RRY —IT BB iéi{bfwé%{:\“(% SERID A BT AMEIR & L CEH
%ml_h‘j—‘—%&/\xy‘—]\%wuumﬁ—é k B‘:E'\L/VC<7L\_él/\O

EErEYY
BHENRAT—F R —ORE
EHET IO OT ATy NEGERY > —DFRE (160 _—)
BHETHU U bOv v 7REE T —FHEIEEE (160 ~X—)

| EXWEEY FTYT .
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BEAmnty b7y 7 |
B z=z705 ro7nye rEpERy o—0%E

EEETHIOU DT HhDO Y MEMERY) O—DFRE

Cisco ISE T, RE Lzl A OMICERE T v v MRFRES N o 72613, FH
BT BT A ENTEET,

ATy 71 [EE (Administration) | >[L AT L (System) |>[EFEET7 Y X (Admin Access) | > [FREF
(Authentication) 1>[7h ™ > FEXEARY > — (Account Disable Policy) ] Z#R L £9°,
RART9 T2 ET 7T 47\l ThrHn BRICT B> h&ESIZT 2% (Disable account after n days of inactivity) ]
Fry IRy 7 2 %A A LT, T 57 4=V FICAEEALET,

ZOFTvar TR, BEHET AU Y MBBE L AROMIET 7T 4 TS LG EICERET U b
BRI HZENTEET, 2720, [BEE (Adminigtration) [>[ X T L (System) > [EEBET I+
A (Admin Access) | > [E¥¥E (Adminigtrators) |1 > [EEa1—H— (AdminUsers) | 7 1> RU®D [FET
IT 4T T b EEHE L7 (Inactive Account Never Disabled) 147> a v EFHA LT, ZOT 0
U MESUEAR Y =Dl x OEHET T NSNS D Z ENRTEET,

ATY T3 [IRME (Save) 1227V w27 LT, BHEDO I 0 —rL T MEGILRY > —Z2RELET,

EEET7HO OO Y I REF T —FHFILERTE

CiscoISE Tid, fRE SN VA ViliTRIEBEZBATZERET IV b (RAT— F—
ADOWEEEET D v b EFEAER—ZAOEHET v v baaly) vy 7 Eid—RHE
IETE £,

ATy 71 [EE (Administration) | >[>RT L (System) > [EEET7 Y X (Admin Access) | > [ERE
(Authentication) | > [ERED B v 7 /—BF1E (Lock/Suspend Settings) ] Z iR L £,
ATV T2 T4 VBITHRRMESTWDT B Yy N —RF i E7-1X7 » 7§25 (Suspend or Lock Account With Incorrect
Login Attempts) | = v 7Ry 7 A% A NI LT, T2 ¥ a &I T35 E TORTRIROEEE AT L
£, AARHEMIZ. 3~20 T, ROATvaronTnhorTvarR iy w27 v LET,

s N7 B k&R —KpEIE (Suspend Account For n Minutes) | : f5& L7zffliE -~ 7= v 74 L R1TREL
EHRZDT AT Ne—RHEIET 2ICE, 2047y a v ERIRLET, A207REMIX, 15 ~ 1440
<7,

[THAUrDu s (Lock Account) ]: FEE L7-MiE-~7-n /A VRITRIEABZ DT U b
0y 73352, T8 a rEERLET,

Ty Ra—P— I VT TAZIZHEE L CT AT OOy 7 ZfFRT 5 X 28RT L2 ED, BEEEZEK
T DUWAZ LDEFA—N A=V EANTHILBRTEET,

. BEAMEEY FTYT



| &4ty b7y 7
gREOEy 3L 44479 roEE [

(GE¥)  CiscoISE UV U —R 23 LIRITIL, [/XAYU— KAR U — (Password Policy) 1% 7 ([BEE
(Administration) ]>[Y R T L (System) ] > [BEET7 VX (Admin Access) | > [FREE
(Authentication) 1>[/SA 7 — KR 1) &— (PasswordPolicy) 1) CT[w v 7 /—FHE1E D% E (Lock

/ Suspend Settings) | #fEH CTX 9,

BEEHEDEY 3LV ZALT ) FDERE

CiscoISE# T 5L, B GUI By > a v RIET VT 4 7 Tho ThIRE L THpRAE
ThOHFMARETCEET, DHMORRAZEET S 2 LN TE, ZORFMA#RIET 2 & Cisco
ISEIZE#HEA /T N LET, By ard A4 L7 0 M, BHEEIL, CiscolSEHF Y
R—=ZNWNZT 7 BEATAIZIZHFOR A U TALERH Y 97,

1RO BRI
RDBE AT e FATT HITNE, A—N"—FHE LI AT LEAE TCHLLER DY 7,

ATv 71 [EE (Adminigration) |>[2 X T L (System) [>[EEET7 Y X (AdminAccess) |>[3&E (Settings) 1>
[y ay (Sesion) |>[EviarDRFA LTIk (Session Timeout) | #3IN L E 7,

ATYT2 T2 T4 T A NRWEEICEHE LS /7 7 b3 5 £ TIZ Cisco ISE 2354 2050 (&) 2ZANLE
T, T 7 AV MEIZX 60 53T, BRVREFHIZ 6 ~ 100 43 T9,

ATY T3 [R1FE (Save) 1227V v LET,

TOTA7HEBEY 3 VDORT

CiscoISE TiX, T X TOT7 7T 4 7 REHEy v a v IRERRIN, £E2hbky v a &k
WU, BERECTHEITVOTHR T CEET, FRFEFEGUIE Y v a v ORKREIT 20 T
T, GUIE Y > a v ORKRBIGE LTS, A——FHE 7V —F BT 5ERENa 7 A
VLT HoEy g v ERTTEET,

1R BHHIIZ
WRDE AT ZHFITTHITIE, A—X—FHETHAIVLENLY £7,

ATv 71 [E¥E (Adminigration) |>[2 X T L (System) [>[EEET VX (AdminAccess) |>[E&E (Settings) 1>
[£v¥ 3> (Sesson) |>[tv 3 E#HR (Sessionlinfo) | %R L £7,

ATV T2 &TTH5yarIDOKICHLIF v 7Ry 7 Z&A 20, LML (Invalidate) 1227V v 27 L%
R

| EXWEEY FTYT .



BEAmnty b7y 7 |
B z=z0zn0zE

EEEDRAAIIDEE

Cisco ISE TiZ. Cisco ISE GUI 226 2 —H —# 2 EHE TE £,

1R BRI
WDH AT ZFATTBHIZE, A——EFHEELII VAT LAEHECTHILERLY F7,

AT v F1 CiscoISE FEAR—Z L izn /A LET,

AT 72 CiscolSEGUI DA LHBIZH % [HHL (gear) |7 A 2> () 227U v s L, FryFZu )R RNG [T
F1 v REEE (Account Settings) | Zi®IN L £ 7,

ATw T3 BREND [EHEL—Y— (AdminUser) | XA 7Ry 7 ATH L= —ZE AN LET,

RTv T8 BERETLTHU L MIET2ZOMOEMEmRE L 7,

RAT9 TS [f-1F (Save) 127V v LET,

EEETIOLADEKRTE

Ikt rsva T, BHEDODT VB AREZITHI ZENTEET,

%IE%/\OZU— P 7"3 IJ :/_ODEQEE

ROFTIX, BEESAT — R0 THEDOG LML ERT HTDIEHTE L [(SRAY —
KA Y — (PasswordPolicy) |V 4> RUDT 4 — /L RIZOWTHHLET, 20U Ky
~DOFTET =g R A L, RO EBY TIT[EE (Adminigration) 1>[2 X T L (System) ]>
[BEET7 VX (AdminAccess) |>[3B5E (Authentication) ]>[/SR 77— K7R1) > — (Password
Policy) (DIEIZER L £,

F20:EBENRT— KR O—DETFE

J4—ILE4A FRLEODAHA FS14Y
/MR (Minimum Length) INAT— ROf/Me ) #HEELET,

T 7 FV M6 LFTT,

. BEAMEEY FTYT



| &4ty b7y 7

gEzEsz7—F Ry o—onE [

J4—ILF4&

EREDHA RZA4 Y

NRAT—FIZERATELGZLXF (Password
may not contain)

[BHEEL E2ITFOLFOW)E (Adminname
or its characters in reverse order) ]: Z DT = v
IRy I REF AT LT, BHEL—F—4

FLFEOLFOHNETONRAT—RE LT

DFER Z SR L £9,

[CiscoE 72 1FZ DCF DA (Cisco or its
charactersinreverseorder) |: ZOF = v 7 R
J A A AT LT, HEE [Ciscol E721XED
LF-OMNATD/NAT — R & L TOMH %
RLET,

[ZDOHFEEZITZE O FOWA (Thiswordor
its characters in reverse order) |: ZDF = v 7
RNy P AL AT LT, ERXLETRTOH
EFEFIIFOLFOHIETO/ AT —RE L
TOMEHZHIRL £7,

[4 \ILL bodifse 3 2 4 0 i L SC oo fii

(Repeated characters four or more times
consecutively) 1: ZDF = v 7Ry I A% A
ATLT, 4P e i Dk LIS
AU— & LTOMMZEMRLET,

EXWEEY FTYT .



. EHENRXT— KR O—DHTE

BEAmnty b7y 7 |

J4—ILF4&

EREDHA RZA4 Y

[FEEDOHEE, TOXTFTOWIE, F72I33F0
& Z#t 2 (Dictionary words, their characters in
reverse order or their letters replaced with other
characters] : FFEDHEE, HFEOLFOMIET
OFEH, FLIXHFEOLFOEZIHZ TONR
AT —R&LTOMMAERRL £,

ls) 2 18) . Ta] % T@) . To) % TOJ .
My z= My . Tip &= Ty Tel & 13) 72
CICEEHZ 52 LI3TEERA, =& 23
[Pa $$ wOrd] 1XFF Al S EH A,

« [7 7 4V FOFEE  (Default Dictionary) ] :

Cisco ISE TF 7 # /L k@ Linux fFE 4 fi
AT 2512k, oF7va 2@ RLE
T T 7 AV N OFEEITITH 480,000 1D
KHENGENTHET,

IOFTvaviE, T 7 AN N TERE
nEJ,

[# A% LEEE (Custom Dictionary] : 57 A
A A X LTREECHERT IR, 2o
T arEBERLET, [Z7M4IL0E
R (ChooseFile) 1% 27 Vw7 L, BAX
LFFEET 7 ANERBRLEST, 207 F
A 77 ANTIE, BEENSITXFTK
UIonTHY ., ILEFIL die, A X1T
20MBU T THLOILENDHY £7,

NRRAT—FRIZIFBRLIZ2 14 TOXFHRZN
ENIXFULEFNTULIRELNHY FT
(Password must contain at least one char acter
of each of the selected types)

BHEDRAT — RIZED DN D T
DEATDF = IRy I At NI LET,
WD 1 OFEITEROF T a U ERINLE
7,

s BRXFDINKF
XFDKXF
=*

HFLUNDXF

b

&

B

. BEAMEEY FTYT



| &4ty b7y 7

gEzEsz7—F Ry o—onE [

J4—ILF4&

EREDHA RZA4 Y

INR ) — RFERE (Password History)

FUANAT— R30Ik LR S D D%
LTI, FLVWIAT — RERRSTND
WBEINH D LIRTIDO/NA T — ROBAEFRT L E
T, [SAT— RIZLEIO n/xX— 3 > &3 A
72D MEEN B Y £9 (Password must be different
from the previous n versions) | F = v 7 R v 7
AEA AL, HIET DT 4= NI T %
AN LET,

=P —PNNRT — AR TE RV
AN LET, [SAYU— F%& n BLUNICHEF]
M3 2% Z LiTFT&EH A (Cannotreuse password
within n days) 1 &4 2L, #Ind 57 4 —
NV RIZHETFEEANTILET,

INRT—FK 54 7% 4L (PasswordLifetime)

WKDOF T arDF v IRy 7 AL
LT, f8E LIEHWIMZICANAY — REE TS
D& —Y— |5l LET,

[EELE N AY — RIIMERAE £ 72l
Ht% n H CTHZIRA I £ 3
(Administrator passwords expire n days after
creation or last change) ]: /XA U — K&ZE
HLRWEEIZEHET 7 v R ES)
(2725 E TR (HE) . AR
I3 1~3,650 HTY,

« [NAT— ROAHIRO n A ANZE S
ICEF ANV, X ERELET
(Send an email reminder to administrators n
days prior to password expiration) ] : /A
U — RRHIREINIC 2D 2 & 2B EE I
BT 5 E TORRE (A% . A7
PHIZ 1 ~ 3,650 H T9,

Ty RT=0TINA ADEET —F DRR

EEE/NZXT— FHAWE (Require Admin
Password)

HEHERESCNNAT — ROy NT—0F
INA ZADEET — X e R Do OIEEE
Z—WF—du J A RAT— RE AT D &
INZTAHAHEIIE, ZOF v IRy I A%
F AT LET,

EXWEEY FTYT .



BEAmnty b7y 7 |
B o579 8800y vitmRORE

T4—ILF4 FEREDHA RS2
[SAT—FRZnpi¥yyaLET FHE 22— —IC Lo TAN SN RRAT —
(Password cached for n Minutes) ] Nix, ZO#EF Yy v a3hEd, Bia—

P—ILTZ DR, *v hU—7 T34 2RO
F— R ERFTHDIZI AT — ROFAN%
KOLNDZ LITH Y F¥ A, BIEIAIT
1~6057CY,

BEErEYY
Cisco ISE ‘B HLH
B LWVEBLE OFERK

tylav BAALTORELVEY Y 3 UIERDERTE

WORTIE, By al AT NEERL, 7774 7 REHEy a2 TT5720
WA TE B[y ay (Session) |V 4> RUDT 4 —/L RIZOWTHALET, 20w«
YRUAOFET =T a XA E, RO LEBYTT, [BE (Administration) 1> [ R T LA

(System) 1>[EEET VX (AdminAccess) |>[%E (Settings) 1>[twv 3> (Sesson) ]
DIFIZEIR L E T,

R2A: v a3V BALTI LUV EY Y 3 VIEROKTE

T4—ILF4A FREDAARZAY

tyia DAL LTIk (Session Timeout)

YAV TARILAALALTY L (Session | 77T 4 EF 4 BARVEASICEEE 20 7T
Idle Timeout) 7 9% £ TIZ Cisco ISE N FEfHE T 25 HERY
(5Y) EANLET, 7740 MEIF60HT
I, AR #AIL 6 ~ 100 5T,

v 3 UEHR (Session Info)

#E31E (Invalidate) BTT5y a3 IDOBIHLF =y 2
RNy 7 ZaA A2 L, [#k (Invalidate) ]
7V w7 LET,

BELEYY
EHET 7B AORE (156 =—)
BHEDY Yy a Ly A LT T FOFE (161 <—)
TIT 4 TRERY Y a rOKT (161 =)

. BEAMEEY FTYT
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



