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FIE

AT w71 Ciscocom 7>5 URT N> KvaEHF 7 ora—RLET
(ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86_64.tar.gz) .

ATy 72 MBS L T, BEEKOEDIC, kOa~<y REEH LT CiscolSE / — Roa—h LT o
AJIZURT N RvEavr—LET,

copy repository url/path/ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86 64.tar.gz disk:/
ez, Ty T T L= KRR RO a b —|Z SFTP 2T 5121%, REEITTEET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd 1L SETP — "D IP 7 R L A E£ 72 1dTHR A R4,
ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86 64.tar.gz & URT /N> R/L DA RITTT,

O— BT 4 AZIZURT Ny RAREL &, B EfEcxET,

Ty T L— RERY—ILDOET
Ty T L— R — T, Ty TV — FORWREGI &R T RO H DT — F ORTE
ZREE L. FREZRIRY MEZ HE E72IMEEL 3, URTZETT HI2IE, ROFIREFATL
£

1R BHEIIC
0 — VT 4 AZIZURT Ny R EEL & A EfFETx 9,

FIE

application install =~ > FZ AL T, URT A A b—/L L E T,

application install ise-urtbundle-2.4.0.x.SPA.x86_ 64.tar.gz reponame

il -
ise/admin# application install ise-urtbundle-2.4.0.x.SPA.x86_64.tar.gz reponame
Save the current ADE-0OS running configuration? (yes/no) [yes] ?

Generating configuration...
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Saved the ADE-OS running configuration to startup successfully

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...
Initiating Application Install...

B
# Installing Upgrade Readiness Tool (URT) #
B

Checking ISE version compatibility
- Successful

Checking ISE persona
- Successful

Along with Administration, other services (MNT,PROFILER,SESSION) are enabled on this
node. Installing and running URT might consume additional resources.
Do you want to proceed with installing and running URT now (y/n):y

Checking if URT is recent (<30 days old)
- Successful

Installing URT bundle
- Successful

0
# Running Upgrade Readiness Tool (URT) #
B
This tool will perform following tasks:
Pre-requisite checks

Clone config database

Copy upgrade files

Data upgrade on cloned database

Time estimate for upgrade

g w N

Pre-requisite checks

Disk Space sanity check

- Successful

NTP sanity

- Successful

Appliance/VM compatibility

- Successful

Trust Cert Validation

- Successful

System Cert Validation

- Successful

Invalid MDMServerNames in Authorization Policies check
-Successful

6 out of 6 pre-requisite checks passed

Clone config database

[t edtd Attt atdd a4 4444 444##] 100%  Successful

Copy upgrade files

- N/A

Data upgrade on cloned database
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Modifying upgrade scripts to run on cloned database
- Successful

Running schema upgrade on cloned database

- Running db sanity to check and fix if any index corruption
- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

- Successful

Running sanity after schema upgrade on cloned database
- Successful

Running data upgrade on cloned database

- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data

upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade

step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step

1/97,

2/97,

3/97,

4/97,

5/97,

6/97,

7/97,

8/97,

9/97,

10/97,
11/97,
12/97,
13/97,
14/97,
15/97,
16/97,
17/97,
18/97,
19/97,
20/97,
21/97,
22/97,
23/97,
24/97,
25/97,
26/97,
27/97,
28/97,
29/97,
30/97,
31/97,
32/97,
33/97,
34/97,
35/97,
36/97,
37/97,
38/97,
39/97,
40/97,
41/97,
42/97,
43/97,
44/97,
45/97,
46/97,
47/97,
48/97,
49/97,
50/97,
51/97,

AuthzUpgradeService (2.0.0.308) Done in 41 seconds.
NSFUpgradeService (2.1.0.102) Done in 1 seconds.
UPSUpgradeHandler (2.1.0.105) ..Done in 154 seconds.
UPSUpgradeHandler (2.1.0.107) Done in 1 seconds.
NSFUpgradeService (2.1.0.109) ... Done in 0O seconds.
NSFUpgradeService (2.1.0.126) ... Done in 1 seconds.

NetworkAccessUpgrade (2.1.0.127) ... Done in 4 seconds.
ProfilerUpgradeService (2.1.0.134)... Done in 0 seconds.
ProfilerUpgradeService(2.1.0.139)... Done in 1 seconds.
ProfilerUpgradeService(2.1.0.166)... ..Done in 121 seconds.

NSFUpgradeService(2.1.0.168) ... Done in 1 seconds.
AlarmsUpgradeHandler (2.1.0.169) ... Done in 3 seconds.
RegisterPostureTypes(2.1.0.180) ... Done in 2 seconds.
RegisterPostureTypes(2.1.0.189) ... Done in 0 seconds.
UPSUpgradeHandler (2.1.0.194) ... Done in 0 seconds.

TrustsecWorkflowRegistration(2.1.0.203)... Done in 0O seconds.

NSFUpgradeService(2.1.0.205)... Done in 0 seconds.
NetworkAccessUpgrade (2.1.0.207) ... Done in 0 seconds.
NSFUpgradeService(2.1.0.212) ... Done in 0O seconds.
NetworkAccessUpgrade (2.1.0.241) ... Done in 2 seconds.
NetworkAccessUpgrade (2.1.0.242) ... Done in 1 seconds.
UPSUpgradeHandler (2.1.0.244) ... Done in 0 seconds.

ProfilerUpgradeService (2.1.0.248)... Done in 0 seconds.
NetworkAccessUpgrade (2.1.0.254) ... Done in 0 seconds.
UPSUpgradeHandler (2.1.0.255) ... Done in 11 seconds.
MDMPartnerUpgradeService(2.1.0.257) ... Done in 0 seconds.
NetworkAccessUpgrade (2.1.0.258) ... Done in 0 seconds.
ProfilerUpgradeService (2.1.0.258)... Done in 0 seconds.
MDMPartnerUpgradeService(2.1.0.258) ... Done in 2 seconds.
UPSUpgradeHandler (2.1.0.279) ... Done in 2 seconds.
NSFUpgradeService (2.1.0.282) ... Done in 0O seconds.

NetworkAccessUpgrade (2.1.0.288) ... Done in 0 seconds.
NetworkAccessUpgrade (2.1.0.295) ... Done in 0 seconds.
CertMgmtUpgradeService (2.1.0.296) ... Done in 0O seconds.
NetworkAccessUpgrade (2.1.0.299) ... Done in 0 seconds.
NetworkAccessUpgrade (2.1.0.322) ... Done in 1 seconds.
NetworkAccessUpgrade (2.1.0.330) ... Done in 1 seconds.

NSFUpgradeService(2.1.0.353) ... Done in 0 seconds.
ProfilerUpgradeService (2.1.0.354) ... Done in 0O seconds.
NSFUpgradeService (2.1.0.427) ... Done in 1 seconds.
NSFUpgradeService (2.1.101.145) ... Done in 0O seconds.
ProfilerUpgradeService (2.1.101.145)... Done in 0 seconds.
UPSUpgradeHandler (2.1.101.188)... Done in 1 seconds.

NetworkAccessUpgrade (2.2.0.007) ... Done in 0 seconds.
UPSUpgradeHandler (2.2.0.118) ... Done in 5 seconds.
GuestAccessUpgradeService(2.2.0.124) ... Done in 19 seconds.
NSFUpgradeService(2.2.0.135)... Done in 0 seconds.
NSFUpgradeService (2.2.0.136) ... Done in 1 seconds.
NetworkAccessUpgrade (2.2.0.137) ... Done in 0 seconds.
NetworkAccessUpgrade (2.2.0.143) ... Done in 17 seconds.
NSFUpgradeService (2.2.0.145) ... Done in 5 seconds.
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- Data upgrade step 52/97, NSFUpgradeService(2.2.0.146)... Done in 2 seconds.

- Data upgrade step 53/97, NetworkAccessUpgrade (2.2.0.155)... Done in 0 seconds.

- Data upgrade step 54/97, CdaRegistration(2.2.0.156)... Done in 1 seconds.

- Data upgrade step 55/97, NetworkAccessUpgrade(2.2.0.161)... Done in 0 seconds.

- Data upgrade step 56/97, UPSUpgradeHandler (2.2.0.166)... Done in 0 seconds.

- Data upgrade step 57/97, NetworkAccessUpgrade(2.2.0.169)... Done in 1 seconds.

- Data upgrade step 58/97, UPSUpgradeHandler (2.2.0.169)... Done in 0 seconds.

- Data upgrade step 59/97, NetworkAccessUpgrade (2.2.0.180)... Done in 0 seconds.

- Data upgrade step 60/97, CertMgmtUpgradeService(2.2.0.200)... Done in 0 seconds.
- Data upgrade step 61/97, NetworkAccessUpgrade (2.2.0.208)... Done in 0 seconds.

- Data upgrade step 62/97, RegisterPostureTypes(2.2.0.218)... Done in 2 seconds.

- Data upgrade step 63/97, NetworkAccessUpgrade (2.2.0.218)... Done in 1 seconds.

- Data upgrade step 64/97, NetworkAccessUpgrade (2.2.0.222)... Done in 0 seconds.

- Data upgrade step 65/97, NetworkAccessUpgrade (2.2.0.223)... Done in 0 seconds.

- Data upgrade step 66/97, NetworkAccessUpgrade (2.2.0.224)... Done in 2 seconds.

- Data upgrade step 67/97, SyslogTemplatesRegistration(2.2.0.224)... Done in 0 seconds.
- Data upgrade step 68/97, ReportUpgradeHandler(2.2.0.242)... Done in 0 seconds.

- Data upgrade step 69/97, IRFUpgradeService(2.2.0.242)... Done in 0 seconds.

- Data upgrade step 70/97, LocalHostNADRegistrationService(2.2.0.261)... Done in 0
seconds.

- Data upgrade step 71/97, NetworkAccessUpgrade (2.2.0.300)... Done in 0 seconds.

- Data upgrade step 72/97, CertMgmtUpgradeService(2.2.0.300)... Done in 1 seconds.
- Data upgrade step 73/97, NSFUpgradeService(2.2.0.323)... Done in 0 seconds.

- Data upgrade step 74/97, NetworkAccessUpgrade (2.2.0.330)... Done in 1 seconds.

- Data upgrade step 75/97, NSFUpgradeService(2.2.0.340)... Done in 0 seconds.

- Data upgrade step 76/97, NetworkAccessUpgrade (2.2.0.340)... Done in 0 seconds.

- Data upgrade step 77/97, NetworkAccessUpgrade (2.2.0.342)... Done in 0 seconds.

- Data upgrade step 78/97, AuthzUpgradeService(2.2.0.344)... Done in 0 seconds.

- Data upgrade step 79/97, RegisterPostureTypes(2.2.0.350)... Done in 38 seconds.

- Data upgrade step 80/97, ProfilerUpgradeService(2.2.0.359)... Done in 0 seconds.
- Data upgrade step 81/97, DictionaryUpgradeRegistration(2.2.0.374)... Done in 19 seconds.
- Data upgrade step 82/97, UPSUpgradeHandler (2.2.0.403)... Done in 0 seconds.

- Data upgrade step 83/97, DictionaryUpgradeRegistration(2.2.0.410)... Done in 0 seconds.
- Data upgrade step 84/97, UPSUpgradeHandler(2.3.0.100)... Done in 20 seconds.

- Data upgrade step 85/97, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 86/97, NetworkAccessUpgrade (2.3.0.145)... Done in 0 seconds.

- Data upgrade step 87/97, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.
- Data upgrade step 88/97, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 89/97, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 90/97, NetworkAccessUpgrade(2.3.0.178)... Done in 1 seconds.

- Data upgrade step 91/97, NetworkAccessUpgrade (2.3.0.182)... Done in 0 seconds.

- Data upgrade step 92/97, CertMgmtUpgradeService(2.3.0.194)... Done in 4 seconds.
- Data upgrade step 93/97, UPSUpgradeHandler (2.3.0.201)... Done in 0 seconds.

- Data upgrade step 94/97, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 95/97, ProfilerUpgradeService(2.3.0.233)... Done in 1 seconds.
- Data upgrade step 96/97, GuestAccessUpgradeService(2.3.0.233)... Done in 8 seconds.
- Successful

Running data upgrade for node specific data on cloned database

- Successful

Time estimate for upgrade

(Estimates are calculated based on size of config and mnt data only. Network latency

between PAN and other nodes

is not considered in calculating estimates)
(in mins):

Estimated time for each node
upsdev-vmll (STANDALONE) : 102

Application successfully installed
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AR DOEIEZ FITHICT 7Y r— a URIEFICA VA b=V ENRho 72846, URTIXT v
T L= RORBOFENEZIKLET, MEEELEL, URT #FFEITTLH2LERHY 7,

FILARIDSRRIEREFARKDBESKEITET 25E(E. KA
MEEDRBEEET D

CiscoISEIZIZWV K DO FANER SN AREARENTBE L COET, HWEBRAND (=2—
PERINT) AREMGUEDNFRIERBPRBEARME LR CARITHISGE, Ty 77
L—R7atv A3 RMLET, 777 L— RTDHENT, IROFRIERBAABEEG K4 O
WAL E A RTR UGB MR AR E L E T A LERH Y 77,

* Compliance_Unknown_Devices

* Non_Compliant_ Devices

» Compliant_Devices

* Non_Cisco_Profiled Phones

» Switch Local Web_Authentication
* Catalyst Switch Local Web_ Authentication
» Wireless Access

* BYOD is Registered

* EAP-MSCHAPv2

* EAP-TLS

* Guest Flow

* MAC in SAN

» Network Access Authentication Passed

VMware [RBEI O VDHF AN ARL—TF 4T SRATLEERED

=

AR~ > > D CiscoISE / — K& 7T v 77 L — K9 54;51%, RedHat Enterprise Linux (RHEL)
TICTANFARL =T g VT VAT LAEER L THDLZ EEMRLET, ZNEITIITIL,

VM OEWZF 712, RHELTIZZ A b TR —F 4 V7 VAT LAEEF L, BEZIZ VM
DEWE A AT HHENH Y £9, RHEL 71X E1000 3 LN VMXNET3 *y RU—27 T X~
ZDOHBEYR—FNLET, Ty 77 L—RTDRIS, Xy NI—ITETEOEA T HERS
LZMERH Y FT,
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B <o v—s0—Tans ascnxzzHBRT 3

ARVY—F)IL—TEZ&h 5 ASCII XFEZHIFRT S

Y —222 LVENT, ASCI L FEEZFH HDAR P — T N—T R L2 e, Ty 77 L—
RORNZ, AR =T N—TDOLFTEER L, EEXFEOLEHERAT L LI L TLEE
Uy,

CiscoISE U U — R 22 LIED AR 9 — 7 —74 Tik. ASCH XLFEIFH R — FENFEH AL

BERICHACBENDHDSI T 7A T 04+ —ILiR—k

TIAVEHR ) — R ) — REDMICT 74T U 4 —ADRKEINLTWDEAEX, RO
BER—=FBT v 77 L — RENZEHW TV D LERH Y £,

eTCP 1521 : 'S A4 ~<V&EH ) — L= Y 7 ) — FREOBEH,
«TCP443 : 7T A~ VEHL ) — REZDMF~TOEH L HY /— RREO@(E M,
*TCP 12001 : 7o — LT FAZOLVF Y r—a H,
«TCP 7800 5L TN7802: (KUY —HP—ER/)—KN/)— I NV—TDO—ETHDHHEIC
RV %Y) PSN 7 V—T D7 F A% Y T H,
Cisco ISE MEHT 5T XTHOAR—FD Y A MIDOWTIL, [Cisco Identity Services Engine
Hardware Installation Guide] #ZM L T 7Z X1y,

Cisco ISE 2MEH 9 AR — FD5ER/7 U A MMZOWTIX,  [Cisco ISE Ports Reference] &M L
TLIEEW,

TSATYEE /) —FM5D CiscolSEEXEE L VERT—42D
INYD Ty T

g RIA L A F—T A A (CLI) £721Z GUI 2>5 Cisco ISE RERB L ONEH T —F D
Ry T o7 HBELET, CLIa~> Rk B0 TF,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname
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http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/install_guide/b_ise_InstallationGuide22/b_ise_InstallationGuide22_chapter_0110.html
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\}

Cisco ISE 73 VMware CHEITEINTWAEGA., ISET =X &2 3w 7 T v 73 5DIZ, VMware A
Fv gy MIPFR— PSR TWERA,

VMware A} > 7> gy MIFEELERET, VM OAT—X A& RFELET, v LF /— R
Cisco ISE JBFHEREE ClX, +XTCH/ — FOT—HX %, BIEDT — X X— 2 EFHR & ke 12 (7
HMEInEd, ATy vay b2 ELTLE T—F_X—2DOL TV r—va v L EYORE
EHIZEZTAMREMERH Y T3, AT, T—FDOT—I A4 7B IOMETLHIZ, Cisco ISE
WCEEND NI T v TR FHTD 2 LR L £,

VMware A+ v 7 ay bR LTCISET—% %23y 7T v 79 5&, CiscolSE #—E AN
fEIELEJ, ISE /— FEZEBT 5I2i%, fFEEDLETT,

F72. CiscoISEEHERARN—ZANOREBLIOERT XD I 7 v TG T52 &
MNTEFET, NI T T T ANERNTDHIRY N AER LI L 2R LET, a—
HNVRY R HFEHLTAY 2T v 7 LRNTL &N, VE—RE=ZY LT ) —FD
B—ANYRY NIT, FE=F VU TT BNy T 7 THIEETEERAL, ROV R
PR AT EYR—FERTHEREA, CD-ROM, HTTP, HTTPS, £72/ZTFTP, Z iU,
INHDOURY N XA TREHAROVEHTHL), 372 barTr7ryA DU A R
PR— IR NTZHTT,

1. [# (Administration) ]>[A 7 A (Maintenance) |>[/X> 27 7 v 7 L1E5E (Backup
and Restore) | Z&RL £7°,

2. [Ty 27 w7 (BackupNow) 1227V w27 LET,
3. Ny T v T EFATT DD EREEATILET,
4. [OK1%Z7 Vw7 LET,

5. Nl T v TNIERICGET LIl LaRLET,

CiscOISE T A DAL T HFi oy 7T v T T 7 AN EMT, FBESNTZVRY MY
W77 ANERGFLET, XA LA TIZMZ T, Cisco ISE IXRE NN Y 7 T v 7
CFG # 7', BER 77 v 72T OPS X V% BIMLET, NI T w777 A VBEE
VRV MIIZHDZ LR LET,

DHORBATCIE, Ny T v T OETHIC ) — RO — L EERE LD, /— ROREL
TV THZELIXTEERA, NI T v TOETHIC) — RO — LV EETTH L,
TRTCOTrEAR Yy Yy hET L, T—HIIAR—EBNELDHEERLYET, /—F
DOa—NVEEETLHEEL, NI T v TNRETTHETHEL T EIN,

GE)

Cisco ISE Tix, 5 ISE/— R (A) o \v 77 v 7% L T, BIOISE /— K (B) I
T2 ENTEET, MHFO/—FRERLFA M QP T RLAZRRD) T, 7272
L. /—FBEOXRY I T o7 %@ Lictkit, fEAELR—FZ VT NV—T% T ORERET
HAREMENSH DT, /J—RBDOKRA N EZETETHZ LIXTEER A,
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B s ~vem/ —rriovrFansonys 7y

TS5ARYEB ) —FALDURTFLATDINYOI TV T

AvY RIAL A F =T =24 A (CLD) ZHHLT, 774 < VEHR/ — by AT A
IOy Ty TEBRELET, CLLa~vy FIRO LEEBY T,

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name

SEEAZE DB IEDHESE

T 77— Rk AL, Cisco ISE DEHTE HREHEFEE21T T AT LGEHFER b7 OFE
HEOHIRNUINTND &, RMLES, 777 L— RFOFNZ, EETE 57EHF (Trusted
Certificates) ]| & [Z AT LiEI#E (System Certificates) |7V ¢ > K ([%E (Administration) ]
>[IV A7 I (System) ]>[REBIE (Certificates) |> [fEFIEDEEE (Certificate Managemen) )
O [BZHAFR  (Expiration Date) | DA ZIMEA MR L, HEITIG U THEH L T ZS 0,

Flo. Ty 77 L— RORINZ, [CAFEHE (CA Certificates) | 7 1 > R (& H
(Administration) ]>[3 A7 A (System) ]>[AEBIE (Certificates) ]> [RERAEAERS (Certificate
Authority) 1> [fERAEREEI DFERAE (Certificate Authority Certificates) 1) @ [HzhHIBE (Expiration
Date) | DAIMEEMER L, LEISUTEH L TN,

AEBAE ZHIFRT 5

FIE

ATy T

ATy T2
ATy T3
ATy T4

ATy TH
ATvT6
ATy 17

ATvT8
ATvT9

HIREIN OFEAE ZHIBRT 21213, ROFIEZIFIATLET,

[# (Administration) ]>[2 A7 A (System) ]> [AEBIE (Certificates) ]> [AEH]H D& B
(Certificate Management) ]> [ A7 AfGEFE (System Certificates) | DIEIZEIR L £ 9,

HIREIN OFEHEZ IR L E 77,

[HIB% (Delete) 1227V v 7 LFET,

[&EL (Administration) ]>[3 A7 A (System) ]>[iEFI=E (Certificates) ]> [RERIZEDE
(Certificate Management) ]> [{Z#H CTX AFEE (Trusted Certificates) ] DNEIZERIN L £ 7,

RGN OFEHE L RINL £,
[HIF% (Delete) 1227V 27 LET,

[ B (Administration) ]>[3 A7 A (System) ]>[FERIE (Certificates) ]>[#alE/m (Certificate
Authority) ]> [F8FERIFEE (Certificate Authority Certificates) | DJAIZEIR L F 7,

RGN OFEAEZ B L F 7,
[HIF% (Delete) 1227V >vZ7 LET,
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FIE

ATy T

ATy T2
ATvT3

RTv74

ATy TH

FIE

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH
ATv 76

ATy 17

ATvT8
ATvT9

WOEBZT 7 AR— T HZ EaMELET,
e T RTOu—HVEAE (BENOTRATO /) —Fhd) BIOFOMBE X —2 %2
Frice 7 2R — b LET, iFHERE (PO —ERICEEHENMEH SN0 230kl
F9,

[ 2 (Administration) ]>[3 A7 A (System) ]> [FERAE (Certificates) ]> [FERAE D& HL
(Certificate Management) ]> [ A7 AfEHE (System Certificates) | DJEIZEIR L E 7,

REREZEINL, [=27 AR — b (Bxport) | &7 VU v 7 LET,

EAER LR X —%2 =7 AR — & (Export Certificates and Private Keys) | 7 VAR ¥ %
BERL £,

(b4 —D /XA U — K (Private Key Password) ] & [/XA U — FOHFE (Confirm Password) ]
EANNLET,

[=7 AKR—b (Export) 1227 U7 LET,

T IA~VER ) — FOBHTE LEHER T O3 X TORAEL =7 AR —FLE
o AEHEFERE (EOY—ERTGERAFEMERN S2ny) ikl 3,

[2 (Administration) ]>[3 A7 A (System) ]> [RERAE (Certificates) ]> [RERAE D& HL
(Certificate Management) ]> [{G#H CTX HaEH#E (Trusted Certificates) | DNEIZEIR L E T,

FEEZRINL . [=27 AR — | (Bxport) |27 VU v 27 LET,
[7 7 A NVERAF: (SaveFile) 1227V v 27 L CGGEAEEZ =7 AR — M LET,

[ZE (Administration) ]>[3 A7 A (System) ]>[fEBAZE (Certificates) ]>[#AE/R (Certificate
Authority) > [FRFERFEZE (Certificate Authority Certificates) | DNRIZIERIR L F 3,

FEAEZEINL, [=27 AR — | (Bxport) |27 U v 27 LET,

[FEFAER L OME X —%2 =7 AR — b (BExport Certificates and Private Keys) | 7 VAR ¥ > %
BIRL £,

(b4 % — D /XA U — K (Private Key Password) ] & [/XA U — FOHEFE (Confirm Password) ]
EANILET,

[=7 AKR—b (Export) 1227 U7 LET,
[7 7 A N%ERAF (SaveFile) 1227V v 7 L GEREEZZ 7 AKR— N LET,
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INY DT T v TDEME

CiscoISE D/ Ny 7 7 v 7 FIT LIEHEAIE, BHOEREZETTEERA, 20D, T
T L= ROGFIZR RN E DT DICITHEREE BT 20N H Y £7, CiscolSE
T v T — KT AR, OB EXFBENI L TWVA I EAHER LTI,

I IAVEH ) — FOHB 72— LA —R— I~ VEH ) — 2 HE 7 =—L
F—=N—=ITRE L TWABEAIL, CiscolSERT v 77 L— K450, BEf 7 =—/VA4—
N—F T a el TERDNLET,

ATV a— NNy I T T T T T RRIINN Y I T T e A Y a— /L LET LD
WEBOT v 77— REFHBELET, NI T v TR rTVa—naw8BcL, Ty 77
L— FRBRICEIERT D 2 EnTEET,

2l 2= )VBREN—FE DNy 7T v 71X, CiscolSET 7V rr—3 3 UAFHEEHT L 720
R H—ENFET, Z0LHIT, —EETETTILIICRESINT NI T v I A7
Va—UE, Ty L — FENIREE I LT Z IV,

NTP 4 —/\MDEXE & A A DHEEE

T w77 L— K| CiscoISE / — RIFHEH LT, 774~ VEH/ — R hbeh X VE
B — RITF—2 %817, BRLET, NOHOEETIE. Xy hU—2Z KO NTP J—/338
ELLSRESH, BEARETHL ZENEETT, NIPT—RNELLRESL TN, £
TIXBIERRERGA, Ty 77— R ek A TRBRL£T,

v NT—ZHNODONTP — "3, 7o 77 L— RPIZERERRE T, InZMRHY . B LT
WHZ L EMEER L ET,

RETOT7vITITL—F

CiscoISE ¥ 7 b7 = 7%, UCS/— K7 =7 T AIREZ2 &8 O CPU/ A & U Fi&:Z AR — k
THEDIL, Fv7TBIORT I I7AT o ADF v /0T 4 LRMILTWAMENSH Y £9, ISE
D=2 g URHLLRDITON, iiWvN— R =7 OW R — FRERERICFEIES L, #riwn
N= R T REASNET, T~ RAERLEIELDI, v (VM) OF v
NROT 4T v T T —=FT52L2BEOLET, VMOT v 77 L— REFET 5L,
OVAZ7 7 A NVEGHTHLCISEY 7 b 2T 52 A=V 95ZLE2HEBEIDLET,
KOVAZ 7 A /ML, VMZERRBRTLH7-OIFEHIND 7 7 A VEEGTe/ Xy r—YTHY, Cisco
ISEV7 "7 %A LVARN—NTBEEDIZT TITAT VARINBEIRNN— R 2T UV —R%
et L £,

VM &= R 7 = 7B HOFEMIZ OV TIEL,  [Cisco Identity Services Engine Installation Guide,l
@ [Hardware and Virtual Appliance Requirements] %L T 72 &0,
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CiscoISEVM IZ, VM A V7T AT 7 F X IZHEAY V—ANKETT, ISE 2L, /N7 4 —
VU ARAEPRMED T DIINN— R =T T T T A T AR LT+ 72 &0 CPU 2 7 3B
TY, VY—20FF, &V CPUMMHER, = —VRAEORIE, Bk, 1 7 DOIEHE & FEHE,
VAR— b, Xy aRl—ROIEWEREIZL O ANT 4 —<v RACEET L ENHPIL TN E
T, ZE, BENOTY Ra—HFLEFREDOL—YP T/ AR = U R CEEZE LT,

)

GE) 7y 7F 7 Lr—FREICE. FY Y —2 T3, CPU, AEY., nN— FF ¢ A7 @8I TFRI%
HDY Y —REFEHTHIENEETT,

BXS T T ITAT VAZIESL VM NSO T v 77 L—RT 5846, Ty 7 7L —Rahd VM
IXEVZLLDOCPU 27 #HEHTH2HLERH Y 3 (3515 IO OVA DA, K6 27 23|
DBTHNET, 3595 [T D OVA DA, HT NEZI72IREET, 8 =2 7/64GB RAM M3 &
NET) . FEICHOWTIE, ISE2.4 O OVA AR L T 2 &V,

34xx VY —RA T F T AT AL, CiscolSE V U —Z2 24 LTIV R—F SR TWEHEA,

JOJ74 SKEDILEE

TuT7 7 A T7h—ER2ENTH5E, BHEAR-—I 0L, KR =Y =) —FDT 1
77 A TR AT R L T 7ZEW (FH (Administration) ]>[3 A7 A (System) ]> [
B8 (Deployment) |></— R>>[7'1 7 7 A )LaxiE (Profiling Configuration) |) . &X/E4% AE
T20, A7V —rvay bEBRBTEET,

Active Directory S K URTHEEEZE T H O Y FOERBFHROEEF

ST AT T 4T 4 —A L LT Active Directory % i [l 9~ 5 #5513, Active Directory D 7 L-
TR NV ERNRNEERET IO N LTy L EFRICHBELTSES Y, 7Ty
7 L— F#IZ, ActiveDirectory Bifgi kb D Z b £, ZOHE, FEHER—Z LI
0 AT 57D ISE NEREBLE 7 7 > ., Cisco ISE & Active Directory % f45#c 9% 7=
®IZ Active Directory D7 LT > ¥ ¥ LINKLE T,

Ty T L—REIOMDMARU A —DTHTF4R— kK
MDMSREZ T A5 1L. 7 v 727 L— RORNZ, MDMRX Z—DAT—Z ANT 75 4
TThHHIEEMERLET,

MDM H— 43 KGERAR U o —TCEH 4L, kS35 MDM r— "IN O851%, 7Ty 77
L= R7 e 23 LES, EHRERE LT, ROWVTAPNRATRETT,

1. 7727 L— RKOHINZ MDM —_EZHFhC LET,
2. EFBEARY —5 MDM — 4 @t FEHT 55602 HIBR L £,
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EREIUVT YT L—FNYFRILODOE—
URY MU EERLT, Ny T v TE2BHFLTT v 77 Lb— RNV RLvxabt—LET, 2
TA =~ ALEENEEED DO, FTP 2T 2 Z & 2R L4, KEH WAN U > 7
EALIZUVARY R EFEHLRNTLEEY, /— RIZEWMLEIZH L=V RY M) %
T2 Z 2L T,
R—UNT A ATNT v T T =R RV EELS L Ty 77— FRRZERTE £,
F7-. applicationupgradeprepare 2~ REZ{EH L TT7 v 77 L— KRy RLEdm—HLT 4
AZZae—= LTI 2 &b TEET,

GE)

FIATTHEL T «

s URI MY L OEIIEEEN B THIZ LEZHRLTLLEE Y, VRS UL /—FK
T w7 T L= RN KL (77 AN A RXINIGB) X4 v — R85, v
O— RRETTAETITISHUELNEZ AT a— KR EZA LT 7 M LET,

e —NIT 4 ATICERET 7 A NVDIPMEEINNTWDEGAIE, 7 v 77 L— ROFETRIZHI
& ET, L7zAo> T, CiscolSEVARY R Z/EKL, ZOVRI MIIZary7 ¥z
L—yay 77 A NEabt—F 522880 LET,

T w77 L— RN RV Cisco.com M H A 7o —RKLET,

VYV —=R24ZT7 v 7 7L —FRTDITE, ZOT v 77— KR RAEBHLET,
ise-upgradebundle-2.x-t0-2.4.0.xxx.SPA.x86 64.tar.gz

To7 7 b= FHIZ, koA~ R LT CiscolSE / — FDOa =BT 4 A7IZT v
JU— R Fveabe—T&Ed,

copy repository _url/path/ise-upgradebundle-2.x-to-2.4.0.xxx.SPA.x86 64.targz disk:/

felziE, Ty T L— KRR RO —IC SFTP A7 5121%, kEFETTEET,
1. (BRANF—DRHEELZWGAEITENLET) crypto host_key add host mySfipserver

2. copy sftp://aaa.bbb.ccc.ddd/ise-upgradebundle-2.x-to-2.4.0.xxx.SPA.x86 _64.tar.gz disk:/

aaa.bbb.ccc.ddd 1% SFTP — 3D IP 7 KL A F T2 (THR A M,
ise-upgradebundle-2.x-to-2.4.0.xxx.SPA.x86_64.targz \&7 v 77 L — R RAVDAFITT,

RO H A4 XD

A~ o AN BT 4 AV RBEREID B THEN TS Z L 2R LET, FHC W T,
[Cisco ISE Installation Guide] Z#Z L T &V, T4 A7 VA AZWOTHLERH H5H
I, ISEZHA L A=V L, BREDNN I T v T HETTHLENLY £,
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