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ATv 71 [EHE (Administration) |>[> X T L (System) |>[EXTE (Settings) |>[[RAF+ (Posture) |> [E#
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Cisco ISE . #IMIEEIERFR DR TR 2 BAA L 37,
ATy 74 RER A R AL C AT LE T,
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W72 2> N —27 77 B ABEPERSNE T, ZOHEEIZIE, FIFABRE (AUP) ~D U
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ATy T4 [%F (Submit) 1227 VU v 27 LET,

RRF v &t
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Cisco ISE 1T, H_ F—BEOFH A= a VBLOEERET 7 A VO B2 57 o F
TANAET VF AN, 2T YAR—FEREHEALET, 2—FFHET > TFIANAET
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NR=Va3BIM4 YR — T2 —Vxr FITEIZRRDIRY = —NARbH 0 ET,
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ATy T4 [%F (Submit) 1227 U w27 LET,
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K27 vitir 73> [

Windows A ISE 7~
AFvy I—TT

Windows F§ Web
I—Yxrhk

Windows F Cisco
Temporal T—2 =

Macintosh 0S X A3
ISEFRRAF v T—

Macintosh 0S X B3
Cisco Temporal

vk vk DI I—oxzr b
TUoFTANAD | T FIALINAD| VT 2 TRED | T FIAINAD | =)L = T %R D
N Y T G Y A PN e T B - S e A P e S 2
TUFTUANA | TUFTANA | OPSWAT /N— TrF A LA |OPSWAT /3—
W=D a7 (RN =Tay /Ty |[VarvdPMERS | N—=Va /7y | Va s AanfERE
FUALNAEHED | FUANAERD | NVETN, TO|FUANVAERED | NETRH, T0-
DA AR/ DA AR/
ARA T = TR VA ByES Y
IV AR—hEnE IV AR— & FE
TFh, NV T TFh, VT T
KR D IR AR — KEFR D I3 AR —
FEIVET FEivET
TUFANRA T o | T F AL 7 = | OPSWAT 73— 7 F A4 7 = | OPSWAT 73—

TDOA A M—)

TDOA A —)

Va vAnMERX
NWETN, 07

TDOA LA —)

VavAnMERE
WETH, D

DA IV AR D7 A IV A ES
AL T = T KRR AR QVENS Sy
T R— b &hE P R—hahE
Hh, VT T Hh, VT T
KR D IR IN Y TR — KR DI DA R —
hEIET FENET
TUF AL T x| T F A, 7 = | OPSWAT /13— 7 F A8 7 = | OPSWAT /3 —

T R=Ta T
VFANRL T T

T R=Ta T
VFANRL T T

TaANMERE
nNEIN, 207

T o= g T
VFANRAL T T

Ta U ANERE
NETH, 207

EFH EF% A DA VAR | EHB 7 A L A%
ANA T = T KRR ANA T = T XK
T AR—FShE (S Nl NP g VS
T, V7T Hh, ST T
KR D T3P 7R — KR DI AR —
FEET FEET

Ny FERTF =y | — Ny FEHDA Ny FERTF = | —

7 (AC41 B & A =L DI 7 (AC41 B &

OVISE 1.4) Fxvs OVISE 1.4)

FE4TH D Windows | FE4TH D Windows | — — —

Update Update

Windows Update | Windows Update |— — —

DRE DR
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Windows F Cisco
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vk

Macintosh 0S X A3
ISEFRRAF v T—
DEBIAN

Macintosh 0S X A3
Cisco Temporal
I—vYxrhk

WSUS D=z 75
AT ABRE

WSUS D=z 75
AT ARE

RAFYEEA T3

RDOFRIZ, Windows 35 & OF Macintosh @ ISE Posture Agent, #5 2 TF Windows @ Web Agent T
R—hEShBBEEATary BAFYEME) OV A RERLET,

®2:RRAFYEEF Ty

ISERRF¥ I—2z b

Windows

Web Agent

Windows

ISERRF¥ IT— 2k
Macintosh 0S X

A=Y THRAN (B=A
N F oz )

A=Y THRAN (B=A
N F )

A=Y THFAL (B=A
N F )

URL V> 7 (U750 URL V> (U7 580) URL V> 27 (U7 580
7 7 A VEAR 7 7 A VEAR —

A=AV RN Y ) — —

T T A IVAER T — TUFUAINA TATEG
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TUFARAL 2T FTATH
i
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KfzxFrnnzs szt [

RAFYDHRZ LEH

RAF ¥ FHIFROBEMEEOWNT R EFS, 77y A0, LYARNY 7T r— g
V.=V FET 4 2 aF IS, I NLOHMSEED S BED 1oL DSz X 5
THEASENEREN., EAERMEIIRAF v B LEEAIT D 2 E N TEET,

BHIDORAF ¥ BEHDHIZ, CiscoISE &3 X 2 EFHRO MM L HAESMEAIER LET, >
A AEROHMEGEIETIiI pe_as WMEH I, HASRMETITpr_as NMEHINET,

AP EZBDOFMEEITS A EZORMICIL, HHMEMt L HASRMEOm NG ENET,
RAF ¥ HF—ER I, TrFUANARBIORT > F A4 7 =7 (AV/IAS) AL TSN
HEF =y 7 2R LET, 207, RAF v LAR— NI, 1ER LTZEMEZ AV/AS HE
S BN LETA, LAR— MIE, AV ASEESEOWET = v 7 OLARITETRERI L
7,

el ZIE AEEOR VX =B IO GAEZTF = v 735 [MyCondition_AV_Check] &\ 9 4 Hif
D AV EEEMEERR LT8E . RAF ¥ LaR— MTIE, &4 L LT,
MyCondition_AV_Check| TiE72<, WEF = v 27 lav_def ANY) DERFINET,

RAFY¥ TUFRRA MDA RELENE

WAF ¥ 2 RIRA L FDOAAZ LEMEEHEA LT, 7947 7reva=r 780
RAF % RY T —ZAERCE LT, BR100HDO T RRA o b DT A S LEMEZ (FRTE
T UFDZA T DT RABRA b I AL D@HERY AR — S TWET @ Int, String, Long,
Boolean, Float, IP. X TF Date,

TV RRA N AL LRMEL, FEDRBIEICESNTT AN AR TA MU A MEERERIT
7T w7 YA NERT DO T 22 RAFXYELBZIIAT o P rEYa=r
7 RY SN THREDHERZ R B THDIENT 22 &b TEET,

IVFRRAV N DRZILEEZFRALERAF v R
—MD1ERL

T RBA L b AAZ LRBHEZEN L TRAT ¥ RY =% BT 21203, RO FNEE FEAT
L/\i‘a_O

ATV TN ZU RBFA b HAZ N@EEEER L ET,
a) [E*# (Administration) | > [ID DEIE (Identity Management) | > [F%5E (Settings) |> [T > KR4 >
b H XA LEM (Endpoint Custom Attributes) | ONEIZEIR L 97,
b) [TY RAA 2~ B A%X LJEME (Endpoint Custom Attributes) | fEIRIZ, [J@ME4  (Attribute Name) ] (72
&z, deviceType) & [7—# % (Data Type) ] (7= & x(X. String) Z# AN LET,
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B e ot DRELBEEBALERRF ¥ KU S —0

ATy T2

ATy T3

©)

[fR1F (Save) 1272 Vw7 LET,

B AL LNEHEICEZ &I 4 TES,

a)

[2> 7% A PO (Context Visibility) ]>[T2 K#A > b (Endpoints) ] DIEIZER L E 5,

b) WAZLRMEEZEY M TET,

<)

d)
e)

e MBERMACT RLADF = v 7Ry A%F A2, [fRE (Bdit) 12270 v 27 LET,

s 21X, MERMACT KL A% 27 Y w7 L, [ RAA > b (Endpoints) ]~<— Ttk (Edit) ]
7 Vv LET,

TERC Lo A 2 @D, [=2 RARA > FOfm#E (Edit Endpoint) | ¥ A 727Ky 7 AD [ AKX X
JEME (Custom Attributes) | fEHIKICR REINTWAH Z L 2R L ET,

MRt (Bdit) 1227V v 7 L, REREMEZ A LET (72& 21X, deviceType = Apple-iPhone)
[fRTF (Save) 1227 U w7 LET,

AL LBMEEEEAEH L TRATF v RY o—Z2ER L E T,

a)

b)

[V—7 &% — (Work Centers) ]1>[RAF v (Posture) ]>[HRAF v 7RV — (Posture Policy) ] %
BN ET,

MBI AR Y —FAERR L ET, [EOMDOSZEM (OtherConditions) 47 U > 7 LTHAZ LJRMEZ SR
L, BT 47 vat VERBRLET (ZExiE, ATy 71T TERLEIAY ARETH D [T
RAA >~ (Endpoints) ]>[deviceType] IR L EF) . FEMIZ DUV TIL, Cisco Temporal Agent O
J—r7ma— (A2—) ZH5RLTIIEIN,

[R1E (Save) 1227 U v 7 LET,

TURRA L N HAZLEUEEFEH LT I9A4T7 2 Fueya=r 7 R —21EkT 5
WZiE, RO FIAZFEATLET,

1. [V—7 B %— (Work Centers) ]>[RAFx (Posture) |>[/ FA T F 7rEYa=
> 7" (Client Provisioning) 1>[7 7 A 7> k 7m &Y a =771 — (ClientProvisioning
Policy) ] Z@&IR L £,

2. WMERRY S —Z2ER L £,

« MBI NV —VEAERL L ET (72 & 21X, Rule Name=WindowsAll, if Identity Groups=Any
and Operating Systems=Windows All and Other Conditions=Conditions, then
Results=AC_Win 44117) .

s [ZDOMDZA: (OtherConditions) 1% 7 U v 7 L THEERT 72 at U EZERL T,
AL NEMEZBR L ET,
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nzanfzFogrorar i

NAZLKRRAFXBEETI A

HAL DNKRAF A EWT 7 a0t 7740, Voo, TUoFUANAELIZT v F A8
V=T EROLH, VT AOE), Windows Update, Windows Server Update Services
(WSUS) DEEZ A 7T,
MELEYY

77 A MEEDEBIM (27 ~—)

UGB (27 =)

TF A NAMEE DB (28 X—)

TFARNL G =2 TEEOEN (29 =)

7a s MEERBOBM (29 N—)

Windows Update (18 D81 (31 =—)

Windows Server Update Services IEHH DB (31 _—)

Ny FEHEROBEM (28 X—)

74 ILEEDEM

T AMEBIZED, 7T7AT 0 MNIarv T IA4AT LV RIRER T 7 ANDNN—=Ta w2 L T
va—RTEXET, 7947 b=V NI, av T ITAT U ADEDITT TAT 2 bR
MBEETHT77ANVEHERH LT RARA U M 2BEELET,

[7 7 A WMEE (FileRemediations) |"X—Y CTT7 7 A WEEZT7 4N HZ ) 7 For, BN, £
TITHIBRT 2 Z LIETEETH, 77 A NVEBEEEZRET 22 LIXTEEYA, [7 7 A VEHR
(File Remediations) | X—IZi&, T XTO7 7 A NWEENRZN O ORI LI, B L OEE
WICMBERT7 7 AN E L BICERSINET,

ATv 1 [RY) >— (Policy) 1>[R') >—EZK (Policy Elements) |>[{532 (Results) |>[RNAF ¥ (Posture) ] % i
RLET,

ATv T2 [EET 7+ 2 (Remediation Actions) | %27 U v 27 LET,

ATY T3 [77AMEE (File Remediation) (%27 UV v 27 LET,

ATy 74 BN (Add) 1522V v 7 LET,

ATy TS BT 7 A VMEHE (New File Remediation) | X—Y CE&E AT LET,

RATv 76 [EF (Submit) 127V w7 LET,

) O 1EEDENM

VUEBIZEY, 729472 MIEESR—FRI3Y) Y —RICT 7B AT 572800 URL &
IV I TCEET, 7I9AT 0 b=V MIV VI BERLCT IV ERE, 27947
VI T IIA T U ADEDICEY R EE TEET,
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B orempanenm

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

[V > 7 (LinkRemediation) ]-X—IZiX, T XCTOV 7 EERZENODOLAFTEFH, B
JMEEOE—FEEBIZEREINET,

[R1>— (Policy) |>[R'J >>—EZHK (Policy Elements) |>[#3R (Results) |>[RAF + (Posture) ] %%
RLUET,

MEET 7 2 a > (Remediation Actions) ] %27 U v 7 LE7,

[V Z71&1E (Link Remediation) ] %27 U v 27 L%,

GEM (Add) 127V v 7 LET,

[ Y > 71E1E (New Link Remediation) ] ~<— Y CEAZEH L £,
[ (Submit) 1%#7 Vv 7 LET,

Ny FEBEEDEM

ATy T

ATy T2
ATv73
ATvTa
ATvT5
ATvT6

Ry FEBEEZIER LT, BEERICA T ITALT U ADEDIZEHOT 7 A VEFRTY T4
T hEEHRTEET,

[/3y FEFEE  (Patch Management Remediation) |-4—Ii%, BEZ A 7. Ny FEH
=D, BRI EIERBEEA TV a v BRRINET,

[R1) &— (Policy) |>[R') >—E3K (Policy Elements) |>[{£2R (Results) |>[" AF v (Posture) ]| %%
WLET,

& T 7 a2 > (Remediation Actions) %7 U v 7 LET,

[Ny FEBLEYE  (Patch Management Remediation) 1 %227 U v 27 LE7,

GEM (Add) 127V v 7 LET,

[Ny FEHEYE  (Patch Management Remediation) | X— Y CHEZET L E7,

[ (Submit) %27V v 7 LT, [»Yy FEH(EE (Patch Management Remediation) | ~— U |ZEH T 7
varzBMMLET,

EELEY D
Ny FEIEE

T UOFI9AILAIEEDEM

TUFIANAEBEEER LT, BERBICAL T ITA TV ADEDITRTTO 7 7 A VERTY
FAT v EREHFTEET,

[AV {&12  (AV Remediations) | -X—IZiL, TXTOT > FUANVAEERZIND DL E G
BH, BIOMEEOE—REEBICERREINET,
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I D5A4T7 M RAFv RYL—DHRTE
7oFziqyz7iEanen ]

ATy F1 [R1)— (Policy) |>[R') —EZFK (Policy Elements) |>[{£2R (Results) | >[N AF v (Posture) ] %%
RLUET,

ATy T2 UEET 7+ 2 (Remediation Actions) | %27 U v 27 LE,
ATy T3 [AVIETE (AV Remediation) 1 %7V v 7 L%,

ATv74 B (Add) 1227V v 27 LET,

AT 975 [HH AV EHE (New AV Remediation) | X— Y TIEZZLFE L 9,
ATw 76 [EE (Submit) 1227V v LET,

TFUOFRINA S T TIEEDEM

T UFANA T 2 TEBEER LT, BERICa L T IAT L ADEDITETDO 7 7 A VES
T IA T M EHTEET,

[AS {51 (AS Remediations) ]—VIZiE, TXCOT v F I A L REERZNE DL4RTE B
A, BEMEEDOE— L L BICRTENET,

ATy F1 [R1)— (Policy) |>[R') —EZFK (Policy Elements) |>[{£3R (Results) | >[N AF v (Posture) ] %%
WLET,

ATw T2 [fEET 7 2 a > (Remediation Actions) 1 %27 U v 27 L,
ATv T3 [ASEHE (AS Remediations) 1227V v 7 L%,

ATy T4 B (Add) 127V v7 LET,

RATvTE [HH ASEHE (New AS Remediations) | 2— Y CEEZZEHE L £,
ATw 76 [EE (Submit) 1227V v LET,

EErEYY
T T AN T = TER

J045 5 LMEEREIDIEM

AL TFIGATUADEDIC, VIAT o b=V MBSO EOT 7Y r—3 g v ii#E)
LTI IAT v beEETA 70 7T MEEREI ZERTE £,

[7'v 7 Z AMEEESH) (Launch Program Remediations) ] ~X— 2%, X CHOT 7 T AMEE
EEDNZENODOAFTEHH, BIOEEDOE—FE L bIFRRINET,

ATy F1 [R1)— (Policy) |>[R') —EZK (Policy Elements) |>[#£3R (Results) | >[N AF v (Posture) ] %%
WLUET,

ATy T2 [MEET 72 a2 (Remediation Actions) | %27 U v 7 LE,

95470k KRFr KYL—nHE ||


b_ise_admin_guide_23-1_chapter_011110.pdf#nameddest=unique_1177

D547V R RRFv KU L—0EE |
B ovsieaenorsILya—F40y

ATw 73 [FulT AEEHER (Launch Program Remediation) ] %7 V v 7 LE T,

ATy 74 B (Add) 15227V v 7 LET,

ATY TS [HMlT7 e /T AMEEEE) (New Launch Program Remediation) ] ~X— Y CEZZEE L F7,
ATvT6 [%F (Submit) 127 VU v LET,

5SS LEEREEO ST a—TFT 44

fElRE

IulT MEEREEZFERALC, TS v arEBEEELTREETLE, T S~ a
NIEFICHMA S E T (Windows Task Manager CHIE S E§) 2, 77U r— 3> Ul
TERRINERE A,

Yyya—3yv

Ta T AEEULT 7V r—a VNIV AT AERTEITSN, (A X T 7T 47 —E R
i (ISD) (Interactive Service Detection (ISD)) |V « > RUIZERENET, v T A
FUIT 7V r—ya a8 nd 51203, ROOSTISD ZA 2 —7 T H0ERH Y £,

« Windows Vista : ISD (X7 7 # /L ks TEIRIRBEIZ 72 > TWE T, services.msc T ISD #—t
AzEE LT, ISD A X —7 M LET,

e Windows 7 : ISD —E R |ZF 7 # /L h TA X —T /IR >TWET,

« Windows 8/8.1 : L2’ Z K U \HKEY LOCAL MACHINE\ SYSTEM \ CurrentControlSet\ Control
\ Windows C [NolnteractiveServices| % 175 0 (CAEHE T 5 Z & TISD A4 X —7/LIZ L
EJeae

Windows Update 151§

Windows Update BEIZED, EX=2UT 4 RY —{Z9-> T Windows 7 74 7 > N CHE)E
FRENA 72D X512 LE T, Windows EERFE (X, Windows 7 7 A 7 N CHEVEHi & 4
Y EIITA7IZTE £, Microsoft Windows Tld, Z OMREAfEH L T, EHOF W2 EH
MR L9, AEEFHSEEN A 12> T\ D & Windows IZMLOFEH 217 5 BilZ,
Windows HERED T 7' 7T A& HEIFNCEH LET,

Windows B BN FHEREIL. Windows T —F 4 > 7 P RAF AL TR 3,
72 & 21X, Windows XP (X HEIFH 2R ET D= OICROBE LRI L TWET,

«[H&E) (Automatic) | (HELE) : Windows IX., 7 74 7 > K A3#ELED Windows Update % H
BHICA e — L TA VA=A T 52 LaF LET,

[EH AN e — RT508, A VA F—LEFEITHEITT S (Download updates
for me, but let me choose when to install them) | : Windows 237 7 A4 7> hOBEFHF T 1 7T L
A= RLETH, BHT 0TI L8020 A M= T50NE0 T4 T Mg
WTxxd,
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Windows Update {E15 03B .

c [BETZEMTH0HT, BEIWRA TV m— REIEA VA M= EFAT L7220 (Notify
me but don’t automatically download or install them) ] : Windows 1% A 7 > MIBEIT 5
DHT, 7077 L2 BEBNICE Y n— REFA A =V LEEA,

« [BEhEH A2 292  (Turn off Automatic Updates) ] : Windows X, 7 7 A 7> b2
Windows HEVEHMERELZ A 71T 22 L AFFAILE T, 22T, 7747~ Mid Windows
Update Web ¥4 b U7 B HEFH T 17 T MEEMIICA VA F—/L L & fEgsic 7
D ij—o

Windows Update — B & (wuaserv) HMEE D Windows 7 74 7 > b TG EZIFEILS T
WABMNE D D%, pr_AutoUpdateCheck Rule Z#{#FH L TR CX 9, Ziux, RATF ¥ B}
EERRT D7D TE A FRMER SNV AION—L T, RAF ¥ BN LK L5
Ay BRIZBSE AT ) 72 Windows Update (681X, Windows 27 74 7> MZHEIEHOA 7+ =
YD1 O&EMHLTERET S X DI LET,

Windows Update {1£18 MBI

ATy T

ATy T2
ATvT3
ATvT4
ATvT5
ATvT6

[Windows Update f&18 (Windows update remediations) ] ~3—1Z1%, 97T ® Windows Update
BEREALDOAFT @MY, BIOEEOE—FE IR RINET,

[R1) &— (Policy) |>[R') >—E3K (Policy Elements) | > [#53R (Results) | > > [/RXF ¥ (Posture) |
Vi N D= S I

(&7 7 < 2 > (Remediation Actions) %7 U v 7 LET,

[Windows Update {75 (Windows Update Remediation) 1 %27 U v~ L £,

LEM (Add) 1227 Y v 27 LET,

[#7#R Windows Update {12 (New Windows Update Remediation) ] X— Y CEZAET L £7,
[iE(E (Submit) 1 %7V v 7 LET,

Windows Server Update Services {S1§ M &0

AT TAT VADEDIZa—A)VITEBLI N TV D), 7213 Microsoft TEH SN TS
WSUS H— 305 el D WSUS B8 2 52535 & 91 Windows 7 7 A 7 > FERETE £,
Windows Server Update Services (WSUS) 1L, v — b /LZEEH I TWD WSUS H— 3F
721% Microsoft TEELI N TV D WSUS H— B EcH O Windows —E 2 3w 7 R b
T4 I A BRORyTFHA A =L LET,

JIAT v b =Yz hEn—h1® WSUS Agent &AL T, =2 KA > ko WSUS
WHNERFNE I D ETF = v 7§25 WSUSIEH ZERR TX £97,

ATvF1 [RY) — (Policy) |>[R') —EZFHK (Policy Elements) |>[f£3R (Results) | >[N AF ¥ (Posture) | % 1%

RLET,
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ATvT2
ATv7T3
ATvT4
ATvTH

ATy 76

RAF ¥

HSAT7UO R RRF¥ RYS—DHRTE I

&7 7 2 a > (Remediation Actions) &7 U v 27 LET,
[Windows Server Update Service {£18 (Windows Server Update Services Remediation) 1 %2 U >~ 27 L£7,
GEM (Add) 127V v7 LET,

[#78 Windows Server Update Service &1 (New Windows Server Update Services Remediation) ]X— 3 CfE %
ERELET,

(Submit) |27 Vw7 LET,

ST

RAFYEMHT, =L BLIORARXL—F 4 VAT ALY I TCELEET 7 a & fk
) —HOBEELRMETT, 2y hT—Z I L TWATRTOZ IA4 T ME, Fy hU—7
THA R A MIRDTZOITIFERATF v el P I LB B 27T LERH D £,

RAF ¥ AU —FL, RAF ¥ RU—DOMUE, v ar, FRITEES A FITHRE
TEET, BUERL T a T, 2I9AT 0V FRINODBEMEMT-SRWEE, 794 T
MZIZ=Y RARA V RORAF ¥ d- i HIRATT 547 avrndb £,
R4:RRF v K o—DEHEA T

Status  Rule Name Identity Groups Operating Systems Other Conditions Requirements

Altiris Registry Any Windows All Altiris_Registry
\i I Connected Backup Application | J Any ‘ [ Windo. ‘ ‘ (Optional) Dictionar... Connecte..
HotFixes_Dummy_Win Any Windows All my_\
HotFixes_Win7_64bit Ay Windows 7 (Al 64l
& |Connected_Back§ip_Application -
HotFixes_Win_XP Any Windows XP (| Mandatory XP
© optional
McAfeeAV_Definition_Win Any Windows 7 (Al ® Audit xanfns e mokreerv_oefiniti
(All) or Windor n
Windows XP (All)

WAEH

RY T —OFHliRFIZ, ==Y 2 MIRAF v R —IZEHRE SN TN D MHEMF AT 2
EMTERNI TAT MEBEAT v a v R LET, = Fa—Wix, BEY A ~—&
ECHE SNIZEFRNICERZ2E-T X0 IBETIVNERNLY £7,

72 & X, MR S ANIZ Ci\temphtext.file 3 D0 EF = v 7 T 57D, 22—V EROFM %
GLeMEBEHRERELTZE LET, 77 AR WGE, BEBEMAIIRML, —9 3 [FEE
. (Non-Compliant) ]IRBEIZZ2 D £,

AT avEHR

AU =D, 72747 bR AF ¥ R =B EENT-A TV a v BT
TENTERWEGEEIL, ==V M T T 2720047 a i r o947 Mgt LE
T, = Ra—WF, BESN-F Y a B rd Ay FT52 LN TExET,

7= 21E, Caleexe R ED I TGAT U "~V TCEITTHT IV r—a a2 Faovr3T5H7-
OIZ, 2=V ERDOFGEEELA T a v BEREZRRELZE LET, 7747 2 MG tEaiE
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kPR F—rTREvo L5470k V2574 I

T ZENTERWGS, A7V a VEERAFy 7S, = Fa—W YL (Compliant) ]
WRBIZRD L 91IT, SHIEHITTA1ODA T a rRNo—Y 2 Mo TRENET,

EEEN

BEAZEIIINERICHRE S L, ==Y = MIRY =l O £ 72T RID AT — 2 2
WCBfRZ2<, Avt—URzy Fa—nbD AN ZRLEE A,

FexiE, 2 Fa—PZT v FIANA Tl T LAOERGNN—a v BNhANE ) EHER
TAHEZDIZ, WHEORY =52 BT E LET, AU —5fke UL TEBRICETAT 5HI
WCHEER O Ra—H & RO 25813, TO&REZEEZEMN L L THRETE 7,

AR RS

AU —FHliORIZ, ==Y = "R EfEOa T FTA T R T2 25 ~105T &
IZLVAR—FLET,

FEMRAT—FTREIYILEISAT7U M VATA

I IAT NN BE R EE TE R WGAE, RATFT ¥ A7 —X A% DML (128
B, =—Y=r by va 3Bl hES, 27470 b~z TIEMEIL IREED
SBBATT DI, ==V 2 PRI TAT U b= ETRAF M2 OB T 5 X 51
RAF ¥ By va  ZHEESTIVNERNHY ET, KOLIIIKRAF ¥ £y a2 HEH
TXFET,

« 802 IX BRIETOABB L ONU A ¥ L AFHFAZEH (CoA)

o [Br LWFFrR[ 7’1 7 7 A4 /L (New Authorization Profiles) ] X— 3 CTH LWFFr[ 71 7 7
ANWVEERT D &I, BFEDOHFRRY —DOFRFEY A ~— 2R ETEE I, FHM
[ZHOWTIE, 20-11X—Y D X m— Ra[fEACL DHERDFRE ] OHEAESHR L T
<TEEW,

s AR —VIx, Fv VU —7 O A YN L CEER T D &, RERIRENOBITTE
£, VA YL ARETIX, 2—WIX, YAF VYL RALAN =2 fa—F (WLC) 7bH
Or L, ==Y DT A KV Z A LT 7 MEHPBEE D ETRHEL TOD, Xy FT—
7 ~DOFEGERITTOLERDH Y 77,

« VPN B385 : VPN R RAZUIWT L, B LET,

D547 2 bORAF v EHEDER

[} (Requirements) ] — U Tlk, 2 — WP EROFMFL A IaEROFME, BLOMEET 7
voa U EEEMT CEEERTE T, B (Requirements) | ~3— Y TIEAES L OMRAF &
NEa—VERBOFMHBIOMEET 7 v a i, TNETNDOU A RX=TIZERINET,
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B cx7vonzxsner

1R BHEIIZ
« RAF ¥ OFIFHEE (AUP) IZOWTHML CTWAMLERDL Y 7,

ATy T [R1)T— (Policy) |>[R') —EZFK (Policy Elements) | > [§5582 (Results) |>[[RAXF+ (Posture) |>
[Z#4 (Requirements) | Z 3R L 97,

AT w72 [Ef: (Requirements) | ~X— @A AN LET,
ATy T3 HARYHEHE— FCRAFT ¥ EFE2RFT D20, 587 (Done) 127U v 27 LET,
ATy T8 [{RTF (Save) 1 &2 Y v/ LET,

EErEYY
HFHERAT — P TRE Y I LI TAT 2 b AT L (33 3—Y)
AT ¥ RHlZESE (32 ~—)

RAF Y DH R LFER

T3 A B LHERRIE, CiscolSE TEFRT HIEHEF I 7' 1 7 7 A )L TF, BRI 17 7 A LI,
TURRA LV FDO—FT B TFIAT UV AARAT—RAZESNTT 7 AMEELHELET,
RAF ¥ B —EATIL, RAFVIIKRELSAHT e 7740, LT 07 7 ()L, BILOFERE
Wre 7y A NVCHEEINET, RAF X R —BLORAF Y EHICL ST, =2 REKRA
VDAL TIGAT A AT —HEARREY T,

VLAN, DACL BL OO REMET DR dty NaRoZ LB TEHx KR4V FOR
B, #EHL, BXOIEHEILOR A F ¥ AT —Z A LT3 DDRRHHFA T 1 7 7 A )L a2 ERK
THLERHY ET, ZhbD7a7rA I, 3 OORRIHFRY —IZBHAT D Z &
NTEFET, INEDOHFARY —%XBT 572512, Session:PostureStatus J& I 2t DS &
EHITERTEET,

FBEIO774I1L

TV RFA Y ME—BEF 2RAT v R P=BERSNTORWEE, TOTY FRA 2+
RAFx% AT ITATUVARAT—HRAZIARAPICHESINDZ NV ET, RHDORAF ¥
AT TATUART—=HAE, BT LERAF ¥ RV —NHENTHLN, = RARA
MIX L TRAF ¥ HMIN £ TN TEL T, o T/ IA4T7 v h=—V = MIE-oTHa
VTTGAT A LIR— IR ERESR TRV RRA M bEATE £,

EWMJoIJgrAIL

TV RBRA Y MI—ETEHIRAT ¥ R V—RERINTWDHHE, O RKRA 2 FOR
AF % AT ITATUARART = H AFERUCRESNET, RAFviHinfThbns e, =
YRARA UM, BT AERAT Y RY —NICERIN TN DT X TOMEEN 2 L E
T, WILE AR AF ¥ SN TWDHZY RARA > MIE, Xy NU—ZIZT 55 ER > FU—7
TR ARG TEET,
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mexary o—oxE ]

EEMTOTFAIL

TV RFRA L INDORRAF % 2L TFITAT A RTF—F APRIERNIRTEINDDIT., FOx
YREA MR L TBET DRAT ¥ R U—RNERSNTNDN, RATF v il F47H
TR TCOMBEBMET 2 ENTERWGEETT, FEEILLE L TRATFyShz=> FR
AV NI, BET 7 a v EERRAT Y EFIC KL, BOEBETLDITEEY V—2R
~HIRfF X DXy NU—27 T 7 EANFEISNALERH Y F7,

AR S —DRE

[FFA AR U 2 — (Authorization Policy) | ~~— Tld, EEFFAIRY — L FIAFFRIAR Y > —D
2FEFDOFF AR O —%ERTEET, RAF v ([ZEADEETAIARY > —iZ, = FRA
FDALTFGAT VA AT = ZATESNT, RY —REZIT I eI I ET,

ATvF1 [R)I— (Policy) |>[R—+tv k (Policy Sets) | IR L 7,
AT9 T2 [B=2— (View) 51T, e T 25T 74/ "R —ICETLIRENT A 22270 v 7 LET,
RATY T3 [T/ ay (Actions) 1FIT, HET A a2 %7 Vv 7 L, Fay7ZH oy JARPLH LWERER Y
AR L ET
[V —E> ~ (Policy Sets) | 7 —7 MITH LVTHRERRINET,
ATvT4 EE—RA4E AN LET,
RATw 5 [§&f (Conditions) 1%IMne, (+) fEzaz7 Vv s LET,

AT 9 T6 [§M:A% U4 (Conditions Studio) | ~2— Y CHLERLMEMER LE T, [=F 4 ¥ (Editor) &7 ¥ 3
T, [Z7V v27 LTEMEEZBEMNT %5 (Click To Add an Attribute) | 7F A N Ry 7 2% 27 ) w7 L, HMER
TarvaFrlEEEARIRLET,

TATTVRME (7)) v 7 LTEMEZIBINT S (Click To Add An Attribute) ] 7F A b Ry 7 A KT v
T TR ey TEET,

ATy HEH (Use) 127V v 27 LT, sl HEHAT— K TH LWERETFAR U > — 2Bk L £ 9,
ATY T8 [IR1FE (Save) 1227V w27 LET,

lo) O — RS o W >
MAFYERYENT—D FSA4ATIVEVIDAX |k
(@ Je— —
72974 RX
Windows = KR AV FDHRAF ¥ THERAA L NETHIZ, = KRA L b 2—FRF R
Ny T ~DT 7 AT HLEEITBIERNELDZ ENHY 4, ZhiE, Windows T —V 0T
AT hy T ITRATEDLEIICTDHINC, Z77ANT—DRIATLTFO~ T %

B LEIETDHDZENERTRAETILENDD T, RAT Y FEITHOBELZFT2HD
R2ANFFT0T 4 RAERISTRLET,
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B avcomect x50z T -k 7—5 70—

e T AN Y =N RIAL T LT~ BT THLEEIZIIADIZT VAT HMENRD D
7o, =2 RARA » M Active Directory %— N2 7 7 B A TEZ HMBENRH Y £7°,
(AnyConnect ISE RAF v =—V = bl LTz) RAF ¥R MY T—h2dE&, AD
NDOT TRANT Oy 7 Eju, TRBRRKRNTr A VR BIELET, RAF¥YNETTD
ANZ, RAF ¥ (EE ACL 2 H L CTAD —"~DT 7 A& L £ 7,

RAFXETETCORT A A7 VT FNOBIELZFE L, % D% Persistence JEME% NO |2
RETDHHENDH Y £9, Windows 1L 7 A HIZTXTORY NU—F KT AT ~D

i 23T LE T2, AnyConnect ISE RAF v =—V = MIRERR XY NT—2 T
I Y AEEDHETIE, ZOBREEZET TEETA,

AnyConnect A TILXA E— K J—4o 70—

AT )L A F— K TO AnyConnect DR E 7 1 & A 21E, —EDFIENSH Y £3, CiscoISE TR
DFNEEFTT HLERH Y £,

AT w71 AnyConnect T— = h 717 7 A LOVEK,

AT w72 AnyConnect /X 47— D AnyConnect 5% & DVERK,

AT Y T3 CiscolSE~DA—TF 2 DNS 777 A LDT v Fua—F,
ATy T4 75478 Fueya=2R)—DVER,

RATw TG RAF ¥ S&IEOMER,

RATYT6 RAF X IEEDOIER

AF9T1 AT NA ET— N TORRAF v EEDOIERK,

ATY T8 RAF ¥ R T —DIERK,

RDZBRY
Anyconnect T— = b TR T 7 A )VEAERT HMENRH Y £,

AnyConnect T—> x> b O 74 JLDYERK
15D B HIIC

Mac 35 & OF Windows OS H @ AnyConnect Cisco 7~ 77— 3 JL T AnyConnect E#LE 2 = — /L
7 v 7 —RTO0ERHY £,

ATy F1 [R1)— (Policy) |>[R') —EZK (Policy Elements) | > [#E52 (Results) |>[7 547> TAEY 3
—>% (Client Provisioning) ]>['J ¥ —X (Resources) | ~<— T %®RN L F7,
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AnyConnect /v /7 — 2 ) AnyConnect &% 7€ D 1F X .

ATY 72 B (Add) | Fey 7 X URA R, [NACT—Y = b FE7IL AnyConnect KAF ¥ 7' 7 7 A )L
(NAC Agent or AnyConnect Posture Profile) | Z3#R L 97,

ATV T3 [RAFy ==V b 777 A4 VOEE (Posture Agent Profile Settings) | K2 v 7 Z 7 U A ki
[AnyConnect] Z 3R L 97,

ATy T4 481 (Name) 1 7 4 —/L RiZ, BOARET (72 21E. AC_Agent Profile) # AJJLE T,

ATv TS5 [2—T = FOEIE (Agent Behavior) | &7 a3 > Tk, [A7 /LA E— K (StealthMode) ] /37 A —%
T [H%) (Enabled) | Z3ERL 7,

ATy 76 [fRTE (Save) 122V v LET,

RDERY
AnyConnect /X 77— @D AnyConnect X EZEKT A2 LENH Y £,

AnyConnect /Xy 7 — <> M AnyConnect £% & D E R

ATy T [R— (Policy) |>[R') —EZFH (Policy Elements) |> [{E8R (Results) |>[7 547>k 7AEY 3
—>% (Client Provisioning) ]>['J Y/ —2X (Resources) | <~—IZBE L F7,

ATy 72 B (Add) ] Re vy 772 U A )b, [AnyConnect 3% 7 (AnyConnect Configuration) ] % R L £,

AT w73 [AnyConnect /X 77— DR (Select AnyConnectPackage) | K2 v 7 Z 7 U A R, #4372 AnyConnect
N r—U %R LET (AnyConnectDesktopWindows 4.4.117.0 72 &)

AT v T4 [&E4 (Configuration Name) ] 7F A b Ry 7 A2, LERLFIZATILET (AC_Win_ 44117 72 &)

ATFYTS [T T4 T AEY2—)L (ComplianceModule) | K2 v 7 H v VA KNT, ERaLyTIA4T A
EVa—EEINL £7 (AnyConnectComplianceModuleWindows 4.2.437.0 72 &)

AT 76 [AnyConnect E 2 = —/Li#{R (AnyConnect Module Selection) &2 3 2 > C, [ISEARATF + (ISE Posture) ]
LRy NU—2 TR w3 —T % (Network Access Manager) | DF = > 7 7Ry 7 A~ —7 ZfHT &
D

AT9 71 [Fu7 7 A VER (Profile Selection) 127 2 @D [ISEZRAF + (ISEPosture) ] K7 X U & K
T, AnyConnect T— = b 7117 7 A )LZEIR L £9 (AC Agent Profile 72 &)

ATYT8 [fY NU—2 TR ~<F— % (Network Access Manager) | K2 v 7 &7 U A Kb, MBI
AnyConnect T— = f 7B 7 7 A VAR LET (AC Agent Profile 72 &)

RDRARY
IIAT LV NMIT v adnNdA—72DNS 777 A NET v 70— KT H505ERHY F
bé‘o

Cisco ISE~DA—T U DNS 7O 774 ILDTF vy FTO—FK

F—T 2 DNS Fa 7 A NN TAT L M T vy ENET,
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B /57 rTnecazyRys—onm

ATy 1 [RY) >— (Policy) 1>[R) >—EZF (Policy Elements) | > [{53R (Results) |>[V 547>~ TAEY 3
=% (Client Provisioning) ]>[') ¥/ —X (Resources) | <—IZBEL £7,

ATy 72 BN (Add) | Faey 7 X VA RNS, [B—hLVT 4 A7 DT—Y = kU Y —A (AgentResources
From Local Disk) ] #3&R L £,

ATv T3 [H7 2V (Category) | K w7 H o U R NND [BEVERD /Xy 77— (Customer Created Packages) ]
IR L FE T,

ATy T8 [#AT (Type) | ke vy T Z 7 UA KRG, [AnyConnect 7’17 7 7 A /L (AnyConnect Profile) ] Z 3R L
e

ATw 75 41 (Name) |7 ¥R b Ry r Ri2, HOLRT (72& 21X, OpenDNS) & AL ET,
ATvT6 [ (Browse) |27 Vv 7 LT, =T 4 A7Nn5ISON 7 7 A V% RO FET,
ATFw 7T [%E (Submit) 1227V v LET,

RDBERY
IIAT N TuneYa=r S R —EET O MERH Y £T,

D947 TREDAZVT R D—DERK

ATy T [R)I— (Policy) |> [P 547>k T7AEY3=2% (Client Provisioning) | ~—IZBE L F7,
ATy T2 VERA—LVEERLET (72 & 21X, Rule Name=WindowsAll, if Identity Groups=Any and Operating
Systems=Windows All and Other Conditions=Conditions, then Results=AC_Win_44117)

RDBERY
RAF ¥ JME2ELT D HERH Y £,

RRAF v EHEDIERR

ATy F1 [R)T— (Policy) |1>[R') —EZFK (Policy Elements) |>[54F (Conditions) |>[RXF+ (Posture) |>
[Z 74L& (File Condition) | DIEICHEN L £,
RTw T2 wEeAHiE AT LET (filechk 72 &)
AT T3 [V —F 47 AT A (Operating Systems) | K2 v 7 Z 7 U A KD, [Windows 7 (9737C)
(Windows 7 (All)) | Z3R L £,
AT T8 [77A4N % A7 (FileType) | Ku vy 7 Z > U A M5, [FileExistence] 28R L 9,
ATY TS [Z77 AN %A (FilePath) | Fu vy 7 #7 U2 k)5, [ABSOLUTE PATH C:\test.txt] Z 3R L £,
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I D5A4T7 M RAFv RYL—DHRTE
Kz 7 vismnts [

AT9T6 [77A/NEFE T (File Operator) | K v 7% 7 U A ki, [DoesNotExist] 28R L 9,

RDEZRY
RAF X EE LR D HERH Y £,

RRAF ¥ IEEDIER

T ANGHICEY | testtxt 7 7 AN RIRA 2V MIIFET DN E I DRI E 1T,
TFELRWEADOEEIZ, USBR—Fr427 a2y 27 L, USBT A AEMH LT 7 A4 LDA
VA RN—NAEEHIET A LT,

ATvF1 [R)— (Policy) |>[R1) >—ZEZH (Policy Elements) |>[§53R (Results) |>[{8%E 7% > 3> (Remediation
Actions) | > [USB &8 (USB Remediations) | ~~— JIZB#EI L 9,

ATY T2 VERAHTZ AT LET (clientless mode block 72 &)
RATv T3 [EF (Submit) 1%27 Vw7 LET,

RDBERY
RAF ¥ BB T 2 BN H Y £,

ATILA E—RFRTORRAF Y EHDIERK

[ (Requirements) | X—UBEBET 7 v a VEERT AL, AT VA £— R Lz
WOBETZETRERINET [T = 7% (Anti-Malware) |, [7'2 2 7 AfL#E) (Launch
Program) ]. [/ T4 (Patch Management) ]. [USB]. [Windows Server Update Services]. ¥
& O [Windows Update],

ATy F1 [R)T— (Policy) |>[R') —EZF (Policy Elements) |> [{E8R (Results) |>[7 547>k 7AEY 3
—>% (Client Provisioning) ]>['J*/—X (Resources) | <—IZBE L F7,

RATY T2 RAF ¥y OXEENZERLET (72 & 21E. Name=win7Req for Operating Systems=Windows7(All) using
Compliance Module=4.x or later using Posture Type=AnyConnect Stealth met if Condition=filechk then Remediation
Actions=clientless_mode_block) ,

RDERY
RAF ¥ R —%ERTHLERHY £,
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B x5 kU s—om

RRAF ¥ K1) —DIERL

1R BRI

RAF ¥ RY P —=OFMBLIORI =R 74T P A E—FTERSNTWDL Z L%
B LTS 7280,

ATy 1 [RYI— (Policy) |>[RAF+ (Posture) | IR L E5,

ATY T2 VERL—LEERLET, 7=& 2I1E, Identity Groups=Any and Operating Systems=Windows 7(All) & L O}
Compliance Module=4 x or late 33 J U® Posture Type=AnyConnect Stealth ™54 . Requirements=win7Req & 72 V)
\i —gqo

GE) URLVUAA LI arDRWIIAT U 7Taeyamr7o8e, Fy NI—0 T2 AF
721X RADIUS IC[EA D BEMEAMH L THRAZHE L THSMFIIMEEY T, CiscoISE — /N THE
22—y g VERMEARRETIIRWZ ENFENT, 77947 v Freya=r 7Ry
OB AENRKIT 5 ENH Y 9, 7272 L, CiscoISE TIIATEME iz ID 7 /v—TF|Z
LU CHEHERETEET,

RRAF¥ 34T

CiscoISER AT ¥ R O —ZERBLOEHATA-DIEHATELE 3 2ORRAT v X A4 TN
HET,

1. AnyConnect : AnyConnect =—> = FZREBH L, 7747 F DD &V 23 LE7 Cisco
ISERAT ¥ AV —%EHL, @WHLET,

2. AnyConnect Stealth : = —VDEME/R LT, —ERL L THRAF ¥ Z2FEITLET,

3. Temporal Agent : 7 7 A 7 b ETHEITT 2 K 91T Cisco ISE GUI TRRE TE 5 —RFFE/TH
REZ 7 Ao 24T MIMEHERY NT—2IZT7 7 8AL KD &5 5L, CiscolSEIT,
A—=YNI TA T F ETEITTOMBEOHLIATART 7 ANV ET v a2 LET,
Termporal Agent |X, 2> T T A T VA AT —H AEFHOBRAE L, £DAT—H A% Cisco
ISE\ZR4(E LEJ, Cisco ISE ITERICESNTHRERT 7 v a v 2347 LEY, avr 7
ATV ANMBNRETTDHE, 7747 bpnb—Ro—Tr PBEIBRSNET, —K
TV ME, WA LMEEEYHR—PFLTWERA, T 74V MOEETIE, A v
=Y TXARNOHRRYR—FENET,
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#zxF7v 547 |

\}

GE) s [RAF ¥ %A (Posture Types) ] % [Temporal Agent], [Z ST AT LA ET 2—)b
(Compliance Module) ] % [4x LA (4xorlater) 1 & LT, RAT ¥ RY o —%FRHETX
£V, 20X R —DBE EEMFEAERTORIE, 2T IAT ATV a— T
MBx LAl 720 MEEONR—=Va ] AR LRVWEIICHEELTLLEE N,

s Termporal Agent D3G5 1%, [Ef: (Requirements) ]~<—3C[A A h—/L (Installation) ]
Fxv 7 A TGy FERFMEORLERRTEET,

» Cisco ISE (%, Mac OSX [\l Temporal Agent % i L 72 VLAN HillfHl7R 2 T ¢ BBEE % R —

FLTWERA, 2L, Fy NT—2 778 ZAZBEAFD VLAN 7258 LU VLAN (T2
T4 2L EIZ, VLAN OEERNIZ2—VFDIP 7 FLUAZf#fK L, =—¥ 2% L\ VLAN
(T D E X TH LWIP 7 KL A% DHCP & CHERTLHZMENRH H720TT, Zh
I3V — NMHEBRS BT A, Temporal Agent [T —H Yt 2L LTEITLET,

CiscoISE X, = RARA L FNIPT FLADEHF EZ ML L L7 ACLHIEIO R AT v B
ZHYAR—FLTWET,

Temporal Agent (& X > TH AR — b SR
c P—EAHKMHEMAC : VAT AT —FELY Tzl
c P —ERAEMEMAC: T—EVEF2—F 2—V =2 h Fzv s
PM: EHT = v
«PM: HbF = v 7

*DE : B 5{bF = v 7

[ 74T 7rEya=7 (ClientProvisioning) ]~— ([/RKY I+ — (Policy) ]>[HV
L —8F# (Policy Elements) ]>[#&3 (Results) [>[7 747 b 7ubya=7 (Client
Provisioning) ]>[V Y —A (Resources) ]) & [ AT v ZEff: (Posture Requirements) ] ~—3
([AR Y — (Policy) 1>[AY > —%3 (Policy Elements) ]>[f5%: (Results) 1> [HAF ¥
(Posture) 1>[Z44 (Requirements) ) 12, RAF ¥ XA TNEFENTEY, #HRERINHA
NTZIT AR [7TFAT v N 7FreYa =7 (ClientProvisioning) ]"— Y TCHRAT ¥
TaTvyANETREYa =T 52 L TT,

ARAF ¥ E{T AnyConnect A7 VA RATF ¥ XA THRINTH L, —5HOSM., BHE, £
RN BN ENIC 2D £7 (KERR) L& E, FREETIIZ 7247 MIDR
D&V NKEL D728, AnyConnect AT /L A B2 AT 5 & [FEMEE XA 7 (Manual
Remediation Type) | 23EZHIC72 0 £3 (KEBEER)

AnyConnect 27 /LA &— RORERFAT, NAF ¥ 7’27 7 A /L% AnyConnect i iEIZ~ > B
7 L. Anyconnecti%XE% [ 74 7 b 7rEY 3 =7 (ClientProvisioning) ] 3— 2~ v
v 7T A% E. OBy R—FSnvET,

« AnyConnect ICL D RAF ¥ 707 7 A VDOFAIY & LFERE— FRORE
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. Cisco Temporal Agent D7 —% 70—

« FIEIAR R F ¥ HRIZIS 1T D AnyConnect |2 & D3I L 72F— NIZBIT 2 1F#H D Cisco ISE ~

DEE

* CiscoISEIZ L AE— FBLOZDMOER (IDFN—7, OS, 2T TA T LV AET 2—

AR E) IZHESSTELWRY > —0BE,

\}

(G¥)  AnyConnect N\— 3 > 44 LIFETlE, AT /LA E— R TO Cisco ISE R ATF ¥ RHKR— kI

TWEJ,

MErEY Y
AnyConnect A7 /LA E— K U—27 71— (36 X—)
Cisco Temporal Agent DV —27 71— (42 X—)

Cisco Temporal Agent D7 —7%2 7 O0—

ATvT1
ATy T2
ATvT73
ATvT4
ATvT5

Cisco temporal agent Z fX &3 5 7' 2 & A 21X, —#HOFNENH Y £3°, Cisco ISE TIRDFIE%E

FATTOMENDH Y £,

N AT v Gl DIERK

AT ¥ B

RAF ¥ KU > —DIERK

IIAT N FreYa=r S R —DORE
7547 v Ml TIEITEIND EE

RRAF v FHDIERK

ATy T

ATy T2
ATvT3

RATv74
ATy TE
ATvT6

[R1) — (Policy) ]>[R') —ZEZK (Policy Elements) |>[54 (Conditions) |>[RXF+ (Posture) |>

[Z 74L& (File Condition) | DIEICHEN L £,

WEEIR AR AT UET (filecondwin 72 &)

(AL —F 47 A7 A (Operating Systems) | K> &7 U X ~pb, [Windows 7 (F7_7TC)
(Windows 7 (All)) ] Z83&R L £,

[Z7AN %A (FileType) | Fry 7 X v UX )6 [FileExistence] 23R L £ 7,

[77 AL <% (FilePath) ] K2 v 7# 7> U % kb, [ABSOLUTE PATH C:\test.txt] &84 L 3,

[7 7 A /VEE T (File Operator) | Re v 7FZ 0 U X Rpb, [DoesNotExist] Z i8R L E 77,
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tz7vE2tonn I

RAF ¥ EHDIER

ATy T [R)T— (Policy) |>[R') >—EZFK (Policy Elements) | > [§5582 (Results) |>[[RAXF+ (Posture) |>
[Z# (Requirements) | &R L £,

ATy 72 [fWE (Edit) | Rey 7 XU b, B LWEOHF A (Insert New Requirement) ] Z 3L F 97,

ATw 73 4T (Name) |, [AXL—F 4 7 A7 L (Operating Systems) . BL N[ T TAT L AEY a—
/b (Compliance Module) 1 Z AJJ L £ (72 & % IX. Name filereqwin, Operating Systems Windows All,
Compliance Module 4.x or later) ,

ATY T8 [KAF ¥ ¥ A7 (Posture Type) ] K12 w7 & 7 T, [Temporal Agent] % iR L £ 7,
RTY s MEREM (72& 21F, filecondwin) Z RN L F7,

(G¥)  Cisco Temporal Agent D518, [EF: (Requirements) ] ~2—3 T [ A h—/L (Installation) ]
Fxvl ZAT B0y FEAFMEOHZRRTEET,

ATYT6 [AvE—Y THFA MDA (Message Text Only) [EET 7> a v 2@IRL £,
G¥)  —HEf=—Y = M. AnyConnect 4.x LA CHAR— ST ET,

RRAF ¥ K1) —DIERL

AT9 1 [R) >— (Policy) |>[RAF+ (Posture) | Zi&RN L £,

ATY T2 VERNA—VEERLET (72& 21X, Name=filepolicywin, Identity Groups=Any, Operating Systems=Windows
All, Compliance Module=4 x or later, Posture Type=Temporal Agent, 35 L O' Requirements=filereqwin) ,

9247 7REDIZVT R S—DETE

AT9F1 [RY— (Policy) 1>[954F7>k TREY3=2% (Client Provisioning) | Z#34R L £,

ATw T2 VBN —VEERLET (72L& 21X, Rule Name=Win, Identity Groups=Any, Operating Systems=Windows
All, Other Conditions=Conditions, Results=CiscoTemporalAgentWindows4.5) ,

D472 MIE>TEITSNDIRE

27w 71 SSID IZ4Ek LET,
AT TIUWEEENTALALE, AT TrE Y a S R—EZ N EA LT RERET,
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B /57> rzsocmFansEe

ATw T3 [Bikh (Start) 1227V v 7 LET, ZHIZLD. Cisco Temporal Agent 281 > A h—/L X, BfEL TV 5D
MEIPINT =y 7 SILET,

ATy T4 [ZZ12WHTHRE L7z (ThisIs My First Time Here) 1 %727 U v 27 L7,

AT T8 [Cisco Temporal Agent % % 7 > — K L CHEENT 51212 2% 2 U » 27 (Click Here to Download and Launch
Cisco Temporal Agent) | Z 3R L 97,
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